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NMpeaucnoewne

Llenw, ocCHOBHBIE MPWMHUMNEI W OCHOBHOW Mopsgok npoeefedwa  pabotr  no
MEMTOCY4APCTEEHHOW CTaHOApTHaaLMK yeTaHoenedsl TOCT 1.0—92 «MewrocynapcreeHHas
CcUCTEMA CTaHgapTHaaumK. OcHoBHBE nonoxenuar W MOCT 1.2—2009 «MexrocynapcreeHHan
cucTeMa cTaHOoaptusauumy. CTaHOapThl MEXIOCYOapCTBEHHBIE, NPABMNE W PEKOMEHOALMK MO
MEWIOCYAapCTEEHHOW cTaHgapTusauuy. [Mopsgok pa3paboT, NPUHATHA, NPUMEHEHUR,

ODHOBNEHWA 1 OTMEHLI»

CeegeHwnA o cTaHgapre

1 noaroToBnNEH OGWecTEOM C  OrPaHW4eHHOW  OTBETCTBEHHOCTEH
«KopnopaTWBHelE 3NS8KTPOHHBIE cUcTeMblx, $EY  «KoHCcynbTAUKMOHHO-BHEOQDEHYECKAA
tupma B obnacTu MewdyHApoAHOW cTaHgapTuaauM¥ u cepTudukauun — «Pupma
s MHTEPCTAHOAFPT» W ®enepanbHbiM rocyfapcTEEHHbIM yuYpexsaeHuen «LleHTpansHbiv
HayYYHO-UCCNea0BaTENLCKMIA WHCTUTYT OpraHMaanmm M WHDOpMaTHU3AL MK
agpasooxpaHeHuAa Pocsgpaeas (UHWMWOW3 Pocagpaea) Ha ocHoee cobcTeeHHOM
BYTEHTWYHOMD NEpeBoda Ha PYCCKMWA A3bIK MEXOYHApPOOHOMD OOKYMEHTA, YKa3aHHOMo B

NyHKTE 4

2 BHECEH TexHduyeckdM  KOMWATETOM N0 CTasHoapTuzauWwd THK 468
anpopmaTtuzauma 3gopoesas npuw UHWMKMOWM3  Muwagpaea  —  NocToSHHBIM
npegctasutensm UCO TK 215

3 NPHMHAT MexrocygapcTeeHHbIM  COBETOM N0 CTAHOAPTHIAUWM, METPONOIMK W

cepTuchikaymy (npoTokon Ne 61-M o1 05 HoRBpa 2013 1),
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dan PHHATHE NPporonocoBanida:

KpaTkoe HavMeHoBaHWE Ko ctpaHnel no MK COKpALUEHHOE HaUMEHOBaHE
cTpaHsl no MK HaUWOHANBHOID oprada no
(MCO 3166) 004—97 CTaHgapTHIaLMK
(MCO 3166) 004—97
ApMEHMA AM MuHakoHomKrkw PecnyBnnku ApumeHns
Eenapyce BY loccTtadgapT Pecnybnukm benapyce
Kupriams K Kbipretactangapr
Mongoea MD Monpgoea-CtaHnapT
Pococua BU Pocctadpapt
YabexmcTaH Uz YacTtanpapT

4 T[lpuxkaiom PefepanbHOMo aredTCTBa Mo TexXHWYEeCKOMY perynipoBaHWI W
meTponord oT 03 uioHA 2014 r. Ne 493-cT  mewrocygapcTeeHHeid ctangapt MOCT ISOVTS
22600-3 — 2013 Beenex B JeWCTBME B K24YECTBE HAUWOHanNLHOro craHjaprta Poccuickod

Depepaudn ¢ 01 wiona 2015 T.

5 HacToawwMi craHoapT WOeHTUYEH MexgyHapogHomy cradgapty ISOTS 22600-
3:2009 Health informatics — Privilege management and access control — Part 3
Implementations (MHdopMaTHaauma 200poBeA. YNpaeneHwe NpUBUNErvAMN M KOHTPONb

Joctyna. YacTts 3. Peanwaauua).

MexayHapogHeIi cTasgapT pazpaboTtaH TeXHUYECHHUM HOMMTETO M
MexrocynapcTBeEHHOW 3NeKTpoTexHuYeckoW komuccuu ISO/TC 215 wHealth informaticss
(MHpOpMATHIAUWA 300P0ELA ).

Mepepod ¢ aHMMMACKOTD A3LIKA (en).

OthrumnaneHsle 3K3EMNNAPLl MEXIYHaPOOHOre CTaHOapTa, Ha OCHOBE KOTOPOro
noaroToOBNed  HACTOAWMA  MeXrocydapcTBeHHBIW  cTadnapTt, umewtea B @Y
«CTAHOAPTMHDOPM».

CTeneHs COOTBETCTEBMA — WaeHTHYHaA (IDT)
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6 BEEOEH BMNEFBLIE

Hrghopmayus o seedenuu e delicmeue (MpexpaweHuy delicmeaus) HacmoAwe:zo
cmaHdapma nybnukyemca € ememMecAyHo u3adasaemMoMm ykazamene «HayuoHambHLe
cMaHdapmisis.

HMughopmavua of usMeHeHUAX K HacmogAwemMy cmandapmy nybnukyemes 8 exe200H0
uzdagaemonm UHOPMALLIOHHOM yrkasamene «HauuoHanbHeie cmaHdapmeis, a mekem
uaMeHeHUld U MOMNpasok — & eXeMecAYHOo uidasaeMoM UHOPMaUUOHHOM yKadamene
wHauuoHansHele cmaddapmst». B cryyae nepecMompa unu OMMEHLI HacMORALWEZD
cmandapma coomeemcmayrowan uHghopmauus Bydem onyBnuKoeaHa 8 ememMecAyHo

uzdasaeMom UHODMaLLUORNHOM ykazamene « HayuoHansHsie cmaHdapmel»

© ®YN Cranpapruddopm, 2015

B Poccuiickod degepaumi HacTOAWMA CTAHAAPT HEe MOMET DbiTe NONHOCTEHY WK
YacTWYHO BOCNPOW3BEOeH, TUpaXWpPOBaAH W pacnpocTpaHeH B KauyecTee ogWUMaNEHOMD
uzaaHus De3 pazpeweHya PegepansHOro areHTCTEa No TEXHWYECKOMY DEryNMpOBaHMID W

METRONOTMI

IV
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BeegeHue

B nesebHo-NpodMNaKTUYECKMX yupEXOEHWAX HEpPE KD BHEOPAKTCA
WHDOPMALUMOHHEIE CWCTEMbl Pa3HBIX NOCTABLYMKOE, KawOas W2 KoTopbix Tpebyer or
nonb20BaTens OTOENLHOW ayTeHTWMKALMK W aBTOpPM3aUMKM O0CTYNa, NOCKONbKY OHW
PEANWU3YIT 3TH MYHKUMKA No-paaHomMy. MHTerpauma aTux QyHKUMA TpebyeT 3HauMTeNbHbIX
3aTpaT Ha BaauMHble oTobGpaMeHMa CBEAEHWA O NONL3OBATENAX W OpraHusauMax. B Takoi
CHTyauWK  pecypcel, HeobxoOuMmble ana  paapaboTkM W 3KCNNYATAUMW  yHKLWIA
obecneyexna DE30NACHOCTKH, DACTYT B FEOMETPHYECKOW NPOTPECCHA C YBENWYEHWEM YMCNa
WHDOPMALWOHHBIX CUCTEM.

C Opyrod cTOpOHBI, &CNKW NOCMOTPETE HAa ABTOPW3ALMKD C MNOZWUMK YyYpeXaeHns
agpasooxpaHedna, To Byget oveBnaHa NOTPeBHOCTE B rMOKOW MOZEnW ee peanvaaluw,
NOCKOMNbKY B YYDEMAEHWAX NOCTOAHHD MPOMCXOOAT MamedeHwAa. OOHW nodpasaensHus
3AKPLIEAKOTCA, APYIMe CO30aKTCA, TPETeM 0DBEMHAKTCA,

CMTyaLWsA CTAHOBWMTCA elle DONee cNOMHOW, KOTOa ANA B3auMoaedcTens TpebyeTtca
nepeceqYeHle NepUMeTpPoB 30H C pasHbIMW NoNWTUEaMKW BeaonacHocTi. [NA npeononequs
PAANWYHWA MEXOY 3THUMKW NONWTHKAMA HEOoBXOOMMbl B33WMHBIE COMMAWEHWA O NONMTHKAaX
MEROY CTOPOHaMK, obecnavuBa MM Be30NacHoCTb.

Opyras cCNOMHOCTL 3aKNYaETCA B HA3HAYEHWW NONbI0BATENAM (DYHKLUMOHANEHLIX 1
CTRYETYPHBEIX poned. B To BpeMsA Kak NONb30BATENs MOMET WMETe OBe unu Bonee
CTRYETYPHBIE PONM OOHOBPEMEHHO, B KOHKDETHOM 3anpoce WHpOpPMaUWMK OH MOKeT
BbICTYNaTk B EAWHCTBEHHOA MyHKUMOHaNsHOW ponu. MNonWTuka onpefenseT OTHOLEHWA
MEHOY HECKONBKWMK  hYHKUMOHANBHBIMA - PONAMKM, HAIHAYEHHLIMK - NONbIOBATENH,
BKMHOYMAA OTHOLWEHWSA [PYNNMPOBKW, WEDApXMK, KOMNMEKCHBIX CTPYKTYPHLIX  DONen,
YNOPROOYEHHOCTH (IYHKLMOHANEHBIXY pONed W HEOONYCTUMOCTH ONpeaeneHHbiX COMeTaHui

poned. Hanpwmep, ecnu Bpay obLEd NPaKTUKKW ABNAETCA Tak#e WM NCMXMATPOM, TO B

Wl
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nonuTHKe Mo¥eT ObiTe YKA33aHC, Y4TO POoNb NCMXWMATPa MOMET COYeTaTbCA C pYyrumu
CTPYETYPHEIMKM PONAMK CO CXOMUMW NPUBUNENMAMKW, 4TO pPONb NCHMXWaTpa Hacnegyer
NpHMBKNErMkd, HazHadYeHHsle pony Bpadva obWen nNpakTWKW, 4YTO co30aeTcA Hoeas
KOMMNNEKCHAA CTPYKTYPHAA PONb WK YTO 3TW OBe CTPYKTYPHbLIX PONK HE MOTYT COYETaTLCA.
MNpumepomMm orpadHWYedHUs NOCNefoBaTenbHOro  BhINONHEHWA (YHKUWOHANbHLIX ponen
MOMET CNYXMTE KOHNKMKT 0BA3aHHOCTEN, KOTOPLIA MOXET ObiTh 2anpelyeH JefCTEYHILLMM
3aKoHoOaTenLCTEOM (HanpuMep, NWLD, Nnony4yawlee BO3MELLEHWE ONNaTel OKazaHHoOW eMy
MEOQWLMHCKOW NOMOLUKM, He MMeeT Npaec NoANWCLIBATE NNaTex 3TOro Ke BO3MeLleHWs).
Kpome Toro, B OpraHviauM 3OpasooXpaHeHrsa MoryT OuiTe onpegenedbl pa3fNutHbe
OOMAHOCTHLIE 0DA3AHHOCTKH, YYMThIBAKOWMWE PONM W ABATENLHOCTE NONb3oBaTened. B
pa3sHbiX CTpaHax WNK B pasHblX YCNOBMAX OK33aHWA MEeJWLMHCKOW NOMOLLKM aHanorMyHbIM
KaTeropuamMm NonNe30BATENESW MOMYT HA3HAYATLCA PA3HbIE TUNLL UNW YPOBHW aBTOpW3ALMK
BLINONHEHWA KOHKPETHBIX hyHKUKMA MK 0OCTyNa K MHopMaLmi.

Opyrod He mMeHee BawHbLIA M aKTYanbHLIW BONPOC — Kak NOBLICHMTL KA4YecTBo
oBCNYKMBAHWA, WCNONL3IYA WHPOPMAUMOHHBIE TexHonorvu (MT), He Hapywas npy 3Tom
npasa nNWYHOCTM naywedTa. YToBw Bpadw Mornu nonyyaTe Hawbonee afexBaTHYIo
wHdopMaumio o naureHTe, HeoDXoAMMO MMETE YTO-TO BPOdE «BUPTYANLHOW 3NEeKTPOHHOH
MEOQWLMHCKOW KapTel», KOTOPaA NO3BONAST PErUCTPUPOBATE BCH MedUUMHCKYID NOMOLUE,
OK33aHHYH NaUWeHTy, He3aBdcHMO OT TOro, roe W Kem oHa AoKkymedTiposanace. [lpu
Takom noaxopde Heobxoauma obwas moaens aBTopU3aulM OOCTYNE WNKM CcheuuanbHoe
cornawedve ob aBTopuUIauMK Mexay cTopoHamu, obecneurBearowMmi BeaonacHocTs.

Kpome HeobxogumocTW yueta MHoroobpazwa poner W oDA3IAHHOCTEW, TUNWYHOMD
ana nwbod KpyNHOW OpraHM3auuy, pelalwee 3HaueHWe MOryT WMeTbe W Apyrve
KPUTHYHEIE AcnekTe! MedUUWHCKOW NOMOLWMW, HanpWMmep, 3THYecKue WNM opuiddYeckue,

oBycnoBneHHbIe 0COBEHHOCTAMK MCNONB3YEMOR MHMOPMAaLLKHK.

VI
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HeofxogumocTe B CTROMO OMpaHWMEHHOR aBTOpPM3alUMM akTyansHa W Celudac, Ho
ByOoeT cyllecTBEHHO BO3pacTaTe B GnMMadwKe napy NeT B CBA3W C POCTOM YWCNAa aKTOB
oBmeHa WHpopMauMed  MeMdy NpMKNagHeiMK NporpaMmmMami, HeoBXoOuMbixX — Ans
YAOBMNETBOPEHWA NoTpefHOCTEeR BpaYveid B NnonyyeHuyM Bee Gonbliero ¥ Bonblwero obbeMa
WHDOpMAaUKMK O NauKeHTe B Uenax ofecnedvYeHWA BLICOKOMD kKadecTea W athhekTUBHOCTH
NeveHus.

3a nocnenHee OECATWNETUE NPOW3OLINKA 3aMETHBIE W3MEHEHWA B Y4acTW CEpPBWMCOB
WHDOpMaUWoHHOW Be30NacHocTW NPUKNagHex NporpaMmM W nepefayd AadHbix. [Janee
YES3aHbI HEKOTOPbIE haKTopbl, CNOCOBCTEYHILLKE 3THM WAMEHEHWUAM:

—  nepexof OT UEBHTPaANWiIOBaHHLIX cHCTEM Ha 6Ga3se GONbLIWX KOMNLHTEDOB K
pacnpefenaHHbIM CUCTEMaM Ha Ba3e MECTHLIX BhMWCNMTENbLHLIX PECYDCOR;

— BCe DOnNblEe OaHHbIX XPAHWTCA B MHPODMALMOHHBIX CHCTEMAX, M TEM UEHHee
OHW ANA NoNbaosaTened;

—  nauveHTsl cTaHoBATCA Bce Bonee MOBUNLHBIMKW, M WX MEJWUMHCKWE AaHHbLIe
TpebyHITCA B pasHbIX MecTax NpeboiBaHua.

Bornencrere HeoBXOOMMOCTM 3aWWThl NEpCoHaNbHbIX OadHblX, Tpebyemow ans
WCKMIOHEHWA HEXENATENLHBIX NIMMHBIX M COLUMANbHLIX MOCNEACTEBMA, 3TH U3AMEHEHWA BNEKYT
3a coB0oW noBblWeHWe TpebOBAHWA K CpPeOCcTBaM 33WMTel nNepedaqd w obpaboTew
MEOWUMHCKWMX  OaHHblX. 3Ta 3aWwWTa [O0MKHa pPacnpocTPaHATBECA Kak Ha  obmed
WHhbopMaured, Tak W Ha ee ofpaboThky. YTO KacaeTcA TakMxX MEXaHWIMOB 3aWMTbl
NepenaYy  OaHHbIX K3k  ayTeHTWdhWKAUMA, UenocTHOCTb,  KOHMKMOSHUMAaNEHOCTL,
AOCTYNHOCTE, OTYETHOCTE (BKMKYAA BEAEHWE ayOWTa W HEOCNOPUMOCTE), 8 Takke CnyxObl
YOOCTOREPEHWA, TO MNEpBbId  YNOMAHYTEIA MEXAHW3M, a WMEHHD, ayTeHTWhUKaLUMSa,
KpUTHYEH aNnA GOMNblIed YacTW OCTalbHbIX MEXaHWIMOE., 3To CNpaeenndeo W Mo

OTHOWEHWH K B230nNacHOCTH GEPEEDTHH 0aHHBIX, rae HeoDXoaWMbl YNpaenexsne QOCTYIOM,
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LenocTHOCTL, KOHMOUOEHUMANbLHOCTL, OOCTYNHOCTh, MOHWTOPWMHT OeWCTBUA, ayguT w
cny#bel yOoOCTOBEDEHWS.

MNpyMeHeHWe nadHHoro ctakfapTa GydeT Boui3biBaTe OCOOYD CNOMHOCTL B CBA3MW C
TeMm, YTO Y4acTBYIOLWME CTOPOHbLI YHMe pacnonarawT OeWcTBYIWMMKA CUCTEMaMKW W He
npoAeaT ocoboro #enaHwa HemegneHHo OBHOBUTE MX WKW NONHOCTLID 3aMeHnTh. [NoaTomy
O4eHb BaMHO, YTODBI CTODOHBI NOONWMCANW COrMAWeHWe O MNONUTHKE, B KOTOPOM OHW
NoOTEEpHAAKT HAMEPEHWE K JBMMEHWO B CTOpPOHY NPMMEHEHWS HACTOALWEro cTaHfapTa
Mo Mepe BO3HWMKHOBEHWA NOTPeDHOCTH B MOQMMIMEaLMN 3THX CUCTEM.

CornaweHye 0 nNoNATAKE O0MKHO Takke COOepMaTe ONWCAHWE BhIABNEHHLIX
paanuuui B cucTemax obecneveHns vHMOpMauMoHHOW De30NacHOCTM W COMMACOBaHHLIX
Mep No vx npeocgonexdvn. Hanpumep, npy aytedTuduMkayvu npasa u obR3aHHOCTH OQHOK
CTOPOHEl, 3anpawveawwedn OocTyn K WHopMauu  Opyrod  CTOpPOHB!,  OOMMHHB
ofecneuYnBaTeCA B COOTBETCTEMK C COrMACOBaAHHOW NONWTHKOW, 3aNWCaHHOM B COMrNalleHni
Mexay cTopodamu.  [AnAa  peweHwAa  3Tod 2afaydn Heobxoaumo  obecneuwuts
COOTEBETCTRYIOWYHD TPYNNHWPOBKY W KNAcCHUMKALMID KaK Nonb3oBaTtensd W NOCTABLUMKOB
WHDOopPMAaLKMK M MHPOPMALMOHHBIX YCNYT, TaKk M caMol wHpopMauny W npefocTaBnAaemMblx
yonyr. Takaa knaccupueauns MmoxeT CNy#uTb CCHOBOW ONf NPUMEHEHWA MeXaHW3IMmoB
obpaboTkn TpeboBaHWiA QOCTYNa, KATErOPMPOBAHMA MHPOPMAUWW W MHDOPMALMOHHEIX
YCAYr, a TakHe MexXaHW3MOoB ONWCAHWA NOMWTWE KOHTPONS O0CTYNa W YNpaBneHWA WM.
Ecnu BCce B3aMMoOeWCTBYHOWME CTOPOHLI HE BMAOAT Kakumx-nubo yrpo3, BiavmogedcTBue
CYWeCTBYKWMY cUcTem M obmeH uwHdopMmauven MOMHO HauMHATE Cpa3ly ¥e nocne
noanWcaHWe cornaweHWA o NOoNATHEE KOHTpONA JocTyna. Ecnu yrpo3sl HAcTONbKO
CYLECTBEHHLI, 4TO WX HAO0 MCKNKYKUTE 00 Havana cbmexa wHdopMaumven, To 3TH yIrposs
HaOo ONWCAaTe B COMNaLUeHHM O NOMNUTHKE KOHTPONA 40CTyNa W 0oDaBMTE K HEMY NepeYveH.
MEDONDUATMA  NO  yCTpadHeHww yrpoa. Cornawedwe OOMKHO cojepwaTe  rpadivk
BbINONHEHWA 3TUX MEPOTNPUSTUA W ONpedennTe cnocod ux duHaHCUpoBaHWA.

| X

FOCT rocCTISO/TS 22600-3-2013 CtpaHuua: 9/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocT ISOITS 22600-3-2013

MNpouecc AOKYMEHTUPOBAHMA OYEHbL Ba¥EH W CNYHWT OCHOBOW ONA BoipaboTem
COMaleHna © NoONWTUKE KOHTpONA OocTyna. HacToswuA cradHgapt CcOoCTOMT W3 Tpex
YACTel.

— Yacte 1: ObG3op w ynpaenedwe o0WERA NONWTHMKOW, COOEp#AlLAR ONWCaHWe
CUEHAPKWEB W KPWUTHHYHLIX XapaKTepMCTUE TpadHorpaHuyHoro obmerna wHipopmauned. B Hed
TAKKEe MNPUBOGATCA NPpUMepbl HeobXoOMMblX METOLOE OOKYMEHTHMDOBAHWA, KOTODLIE
OOMAHBI NOCNYHWTE OCHOBOW COMALEeHWA O NCNUTHUKE KOHTPONSA OOCTyNa.

— MYacte 2: PopmancHeie mMofenu, colepxawian Bonee gertanbHble ONWCAHWA
ApXWUTEeKTYPEl M Modened NpUBMNErvd W ynpasneHWs NPpUBMNErHAMH, peanuiyemeslx OnNS
obecne4YsHWA 3alUWTel COBMECTHOMD O0CTYNa K MHGQOpMaUMM. 3TM ONWCaHWA, JONOMNHEHL
npuMepamy WabnoHoB cornaweHywid o NONUTHUKE KOHTPONA JocTyna.

— MYacte 3. [pumeHeHws, cogepwawan Oonee QeTancHble  ONMCAHWA
peanuayemslx cneyudukaymid  mexanwamoe DBeaonacHocTu  obpaboTem  gadHbix W
WHOPaCTPYKTYPHBIX CNyxb, MCNoNbayowne pasHblie S3blk cneuludukaniug .

HacToAwWA cTaHOapT npedcTaenAeT NpUHUMNBEL M ONWChbIBAET  CEepBMCHI,
HeobxoguMmele ONA YNPaBNeHWA NMPUBUNEMMAMK M KOHTpONA goctyna. Kpuntorpaduueckue
NPOTOKONLl HE BXOOAT B 00NacTs ero NPUMEHEHKA.

HanHaa 4acTe crTaHgapta |SOTS 22600 TecHo ceA2aHa  C©  OpYrvMM
MeXOYHAPOOHLIMKM CTAH4APTAMM B 3TOW NpegmeTHoW obnactu, Hanpumep, ISOTS 17090,
ISOITS 21091 w ISO.TC 21288,

JaHHyw dacTe crtaHgapta ISOITS 22600 cnenyeT paccMaTpWBaTL B COMETAHMM C
NonHeIM KOMNNEKTOM CBA3aHHLIX CTaHOapToBR.

PacnpegeneHHan  apxXvTexkTypa  COBMECTHO  WCNONb3yembiX  MeOWLUMHCHWX
WHOOPMALMOHHEIX CHCTEM, KOTOPAA NOCTENEHHD CTAHOBWMTCA CEPBMC-ODWEHTHDOBAHHOW W
obecneuvBawen BefeHWE NEpCOHANBHBIX MegWUWHCKMX 3anvceld, Bce B Donbwen

CTEMNeHW OCHOBAHA H3 MNPUMEHEHMK BbIMWMCMWTENBHLIY CETER. EJ'IEIFD,&E[:I'H OWYTHMBIM
X
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BbifDgaMm  OnA  nonb3ceatened  NpUMEeHEHWe  CTAHJapTW3OBaHHbIX  WHTepdeWlcoB
NoNbL30BATENs,  WHCTPYMEHTANsLHLIX  Cpeacte W npoTokonoe, obecneuusaowes
nNaTEopMeHHYH HEe3aBUCUMOCTe npegnaraemelx pelleHWd, CTaHOBWTCA BCe ©Bonee
NonynapHbiM, 4TO 33 napy nocnegHux net nNpUBenc K OWyTUMOMY pocTyY 4vcna
OeWCTBUTENBHO  OTKPBITHIX — MHOPMaUWOHHLIX  CUCTeM, npedHa3HaqYeHHbiX  OnS
PYHEUMOHWPOBAHWA B KOPNOPATUEHLIX BLIYUCNWTENLHBLIX CETAX WM B YACTHLIX BUPTYaNkeHbIX
CeTax.

HacToawmA cTaHaapT npeadasdaded ana obecnededus noTpebHOCTU COBMECTHON
oBpaboTki MeauUMHCKOW MHOPMAUKUKM CAMOCTOATENBHEIMK MEOWLUMHCKMMK paboTHUKaMM,
OpraHu3aunAMi  30paBo0OXpaHeHWA, MeOUUWHCKMMW CTPaxXOBbIMKM  OPraHuM3auuamu1,  Kx
NaUMeHTamMK3, NepcoHanom ¥ KDOHTDAareHTamM.

B HacTtoAwem OOKyMEeHTe YyYTeHa BO3IMOMHOCTL 3ANpOoCOB KAk CO  CTOPOHW
U3NYECKUX MUY, TaK U CO CTOPOHB! MHPOPMaUMOHHEIX CUCTEM.

Cranpapt ISOITS 22800 onwucelBaeT MeTogbl yNpaeneHws asTopU3auMen w
KOHTpONeM OOCTYNa K JaHHbIM WNKM K @yHeuuAM. B HeMm npedycMoTpeHa WHTerpauWs
nonuTHk. B ero ocHoBy NoMoMeHa KOHUENTyanbHan Mofenb, B COOTBETCTBMM C KOTOPOW
MECTHLIE CepBepbl ynNpaeneHWs asTopusauned W TpaHCIpaHWYHBIA CepBep KaTanora
YMACTEYOT B KOHTpONEe O0CTYNa K pasNUuHbIiM  NPUNOKEHWAM  (NporpaMMHbiM
KOMNOHeHTam). Cepeep kaTanora npegocTaenaeT WHMOPMAUWK O Npaednax goctyna K
PE3NMYHLIM NPUKNAOHLIM YHKUMAM B 33aBMCMMOCTM OT poneld v apyrux atpubyTos,
Ha3HaYeHHblX OTAENLHOMY NoNb3oBaTeno. PaspelwedHne OOCTYNa 3aBMCKHT OT CNedyiowMx
acnexToB.

- ayTeHTWRUUWPOBaHHAA UOEHTUMKALKWA NONL30BaATENS,

- NpaBuna gocTyna, CBA3aHHble co cnNeunduYHbIM MHDOPMALWOHHEIM 00LEKTOM,

- Npaeuna, UCNoNb3YHLWKe aTPpMDYTe aBTOPM3AUMK, HA3HAYEHHEIE NONL30BATENH

W NpeaocTaBNAeMbie CEPBEPOM YNPaBNeHs aBTopu3aumnen;

Al
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- OyHEUMKM CneynpUYHOrD NPUNOXKEHMA.

HacToawwin ctaHgapT MOXeT WCNoNbL30BaTLCA B WHPOKKMX maclTabax oT MecTHOro
A0 perdoHansHore MnM HauWuoHAnNLHOro npiMeHeHWA. OQHMM M3 KNYeBblX MOMEHTOB
TAKOTO NPUMEHEHWA OO0M#Hbl ObiTe OPraHW3auwoHHBIE KPWUTEPWM B COYETaHWW C
npodornAmm aBTOpH3aLMK, COrMacoBaHHbLIMK Mexay 3anpalumBearcLLen (Y
NnpefocTasnAoLen cCTOPOHOW B NMCEMEHHOM COIMAaleH W o NoNUTHKE.

B HacToAwem cranjaprte npegycMoTpeHa  BO3MOXHOCTL  B3aWMOgeWlcTBUA
HECKOMNbLKWX aBTOPH3YIOLWMX CTOPOH, KOTOPbIE MOMYT (OYHKLWOHWpOBaTE Bonee Yem B 0JHOW
OPraHnaauUMm WNu B chepe QeRCTEWA NONMTHEW.

Takoe  B3awMOOEWCTEME  pernaMeHTHpyeTcs  cornaweHdeM 0 NOMUTHKE,
NoOANMCAHHLIM BCEMM YYACTBYIOLMMW CTOPOHaMK W co3galwum baszoeyo nnatdopmy ans
WX OeATeNLHOCTH.

B kauectee nnartgopmMesl cormawedHns O NONWTUKE npennaraeTca onpefeneHHLIA
thopmat ee OOKYMEHTUDOBaHWSA, NOZBONAKIWMA NONYYWTh CONOCTABMMYD OOKYMEHTALWKD
OT BCEX CTOPOH, Y4acTByWMX B obMeHe nHdopMaumnen.

Ons onpegenedva  HeobXoOguMblx MOOENed OrpaHWYeHWd  CKOHCTPYWpOBaHa
TpeEXMepHan apxWTeKTypHas MOLenb, OCHOBAHHaA Ha YXe YNOMAHYTOM npouecce
yHuhukaumK.  PaamepHocTAmMK  3ToR  OOWeR KOMNOHEHTHOW MOGENW  CNYy#aT ocb
npeaMeTHoW ©0nacTv, OCk KOMNOIMUWKM/OSKOMNO3MUWKM W OCk, ONWCbiEaKWAaR obwee
npegcTaBnNeHle o CUCTEME W ee KOMNoHeHTax. YTobbl Takan mogens Beina passvBaeMon,
YCTOWUMBOW, rMOKOA, NepeHocHMol M macwTabupyemold, npeacTagNeHbl TONBKD NpoUecc
OrpaHMyeHdd W NoNyYeHHBleE B ero  pe3ynkTate MeTamodenu, OTHOCALUMECA K
wHdopMauvorHoW BesonacHocTH. KoHkpeTW3auws W peanu3auums Mogend, Hanpumep,
ONUCAHWE MEXEHW3IMOB KOHTPONA OO0CTYNa W onpegeneHus HeoDXoOWMEIX CNPABOYMHUKDE U

KnaccudMKaTopos, NpeacTaenAT cobol ANUTEeNbHEIR NPOUECE, KOTOPLIA OONHKEH HAWTK

S
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CBOE OTpaweHWe B OPYrvX CTAHJapTax v NpoekTax, MHWUWADYEMBIX NPOW3BOONTENAMK W
NOCTABLLMKARMK.

Mocne kpatkoro ob3opa OCHOB, MANOXEeHHBX B cTaHaapTe ISOITS 22600-2, oyoyT
obocywaeHsl paanvuHsle cnocobbl NPeacTaBNeHWA PazHbIX YPOBHEW 3penocTy C© pa3sHbIMK
YDOBHAMW  WHTeponepabensHOCTM, He  OOCTMrawLUMMiK  WOEana  CemaHTHYecKoM
WHTeponepabensHOCTY.

[ns Takux pasHbiX YCNOBMA W YPOBHEW HACTORAWMWWA CTAaHOAPT ONWCLIBAeT NpuMeps
KOHKDEeTU3aUuy W NpUMeHeHA opManbHbiX BoICOKOYPOBHEBLIX MOLENEed apXUTeKTYDHBbIX
KOMMOHEHTOB, OCHOBAHHLIX Ha cTaHgapTe ISO/IEC 10746 v onpegeneHHeIx B cTaHOAapTe
ISOITS 22600-2. 3TK npUMepLl U ONWCAHMA COOTBETCTBYHL MY CEDBUCOB CrpYNNUMpOBaHLl B
OTOENBHBLY NMNOHEHMAX.

OnpegeneHua Oa0TcA Ha s3bikax SAML (Security Assertion Markup Language —
A3blK pasmeTkn obbAeneHuA BesonacHocTr) m XACML (eXtensible Access Control Markup
Language — pacwMpRemMbld A3bE pPa3METEW KOHTpOMA OOCTYNa), CKOHCTPYWPOBaHHLIX
opranw3aumnerd OASIS Ha Daze pacwMpAemMore Asbika pazmetis XML (eXtensible Markup
Language). [ononHWTenbHbie ONpefeneHwa  nNpeactasneHsl € MCNONb30BaHWEM
TpagWUMOHHOIO CMHTaKcKca ADCTPaKTHOW CMHTaKCUYECKDM HoTaywMn ASM. 1.

HacToAwMWA CTAHOApT B CYWeCcTBeHHOW Mepe rapMOoHW3MpOBAH CO CTAHOAPTOM

ASTM E2585-07.

X
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MEXIFIOCYOAPCTBEHHB W CTAHAOAPT

MudopmaTriauma 3nopoBbA

YMNPABNEHWE NPUBUNETHAMW U KOHTPONL OOCTYNA

Hacte 3
Peanuzauus

Health informatics. Privilege management and access control.

Part 3: Implementations

HdaTta eeegeHuAa — 2015 - 07- 01

1 Obnacte npUMMeHeHWA

HacToAwmi cTtaHoapT KoHKpeTwaupyeT TpeboBaHuA K XpaHUNMLLam NoNWTUE KOHTPONS
pgoctyna W TpeboeaHua K MHQPACTPYKTYPE  YNPABNEHWA nNpuBunerwamd B cihepe
WHDOPMALUWOHHBIX CUCTEM 30papooxpaHeHwA. B Hem npegnomeHs npUMeps NpUMEHEeHKWA
hopManbHLIX MOLENEd, ONUCaHHLIX B cTadaapTte ISOITS 22600-2.

HacToAwWn AOKYMEHT TECHO CBAZAH C ADYIMMK OOKYMeHTamu, pazpabartsiBasmbimiud
TexHu4eckuM komuTeTom 215 150, Hanpumep, ISO 17090, IS0 22857 w ISOTS 21091, OH
Tawke cBA2ad co ctadgaptom ISOMS 21298,

HacToAwWn cTaHgapT He CcoOepsMT NNaTgopMEeHHO-I3BUCHMMBEIX OETANed W ApYIMx
geraned npuMeHeHWA. B Hem He cneywduuMpOBaHB! TEXHWMYECKWE CepBuckl Be3onacHocTu
nepefaYy OAaHHbIX, METOOLl ayTEHTUMEALKWK K NPOTOKONL!, DNWCAHHBIE B APYTWX CTaHAapTax,
Hanpumep, IS0 7498-2, ISO/IEC 10745 (ITU-T X.803), ISO/IEC TR 13594 (ITU-T X.B02),
ISQ/VIEC 10181-1 (ITU-T X.810), ISO/IEC 9594-8 «OcHOBR ayTeHTUMMKaUMK: (3IKEMBANEHTEH
cTaHpapty ITU-T X.509), ISO/IEC 9796, ISO/IEC 9797 w ISO/IEC 9798.

Crannapr ISO/TS 22600 onpegenseT cny#bbl yNpaBneHa NPUBMNETMAMW M KOHTPONA

noctyna, Tpebyemble ONA Nepefjaydd M MCNONB3OBAHWA pPACcnpefeneHHon MedWUMHCKOMA

MzpaHue ohuumancHoe

FOCT rocCTISO/TS 22600-3-2013 Crpanuua: 15/155

EH][id GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocT ISO/TS 22600-3-2013

WHMOPMaLWMKM MEXIY OpPraHM3auMaAmMK 30paBooXpaHeHws U nepumeTpamu Dezonackoctv. B
cTaHgapTe |ISO/TS 22600 onwvcaHsl NpWHUMNGl NOCTPOEHMA W cneuwdukaumu  crymb,
HeobXoguMelx ONA  yNpaBneHWa MNPUBMNErMAMH W KOHTpOnA Jdoctyna. OH  onuckiBaeT
HeoDXoOMMble MOHATWA, CBA3AHHLIE C WCMOMNL3OBAHWEM KOMMOHEHTOE, W NpeOHazHadeH Ans
obecnedeHns ux TeXHWYeckod peanuiaunn. CTaHgapT HE COAEpPHMT YKI3aHWA N0 NPUMEHEHWKD
3TUX NOHATHA B KOHKPETHLIX Ne4webHo-AMarHoCTUYEeCcKMY NPOUECCaX W HE KacaeTcsd BONPOCOE
He30NacHOCTH NALKMEHTOR, CBAIAHHLIX C MX NPUMEHEHUEM.

B 1o epema kak craHgapt I1SOTS 22600-1 copnepsut obwee onucadwe npobnemb
COMNACOBAHWUA NONUTHK B KOHTeKCTe oDMEeHa JAHHLIMKM MeX Oy OpraHM3auuaMK W COBMECTHOrD
WCMNONbL30BAHWA 3TUX AdaHHbix, cTadgapt ISOMS 22600-2 onpegenseT obwui npouecc
aHANW3a, KOHCTPYWPOBaHWA, DEannaauni W CEMAHTHYECKOW rapMOoHK3aury MHDOPMAaLMOHHBIX
cMCTeM 3gpasooxpadeHun. Cepeucel WHOpPMAUWOHHOW Ge3aonacHocTH, Heobxodwmele AnNA
BLINOMHEHWA  HOPWOMYMECKMX,  COUMAnNBHLIX, OpPFraHW3aUMoHHBLIX,  MONb30BATENLCKWY,
DyHHUMOHANBHLIX U TexHWqecknx TpeboBaHWi, OO0MKHH DbiTh BCTPOEHL B PA3IBUTYH W

YCTONHYMBYID BPXUTEKTYDY CUCTEM, OTBEMAILWYD NapagurMe WHPOPMAaLKWOHHON BE30NacHOCTH.

2 HopmaTHMBHbIe CChINKK

[na npyMeHeHWs HacToAWero cTaHgapra HeobxoguMel NPUBOAWMBIE Aanee CCbiNOYHbIe
OOKYMEHTEL. [NA NaTUpOBAHHBIX CChINOK NPUMEHAKT TONBKO YKa3aHHOE WAOAHWE CChINOYHOro
OOKyMEeHTa, ONA HefaTWpPOBaHHBIX CCbINOK NPUMEHAKDT NocnegHes W3jaHWe CCbiNOYHOro
OOKYMeEHTa (BKNIOMARA BCE Ero WIMeHEeHWA )

ISO 8601:2004, Data elements and interchange formats — Information interchange —
Representation of dates and times (3nemeHTsol gaddslx W popMaTel  obmeHa.

MHdopmauynoHHsIi obmed. MNpegcTaeneqHye 0aT U BPEMEHK )
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ISO/IEC 9594-8:2001, Information technology — Open Systems Interconnection — The
Directory: Public-key and attribute certificate frameworks (MHdgopmayMoHHas TEXHONOMMA.
BaaumopencTene OTKPeITRIX cUcTem. Katanor: nnatgopmMbl OTKPBITHIX KNKOYEW W atprbyTos
cepTudukaTa)

ISO/IEC 10181-3:1996, Information technology — Open Systems Interconnection —
Security frameworks for open systems: Access control framework (WhdopmauvoHHas
TexHonorva. BaawmogencTeune oTEpeITeIX cucTem. [natdopmel Be3onacHoCTH ONA OTKPBITHIX
crcTem. Nnatdopma ynpasneHua OOCTYNOM)

ISC/TC  21298:2008, Health informatics — Functional and structural roles
{MHpopmaTHaaumra 300p0BLA. PYHKUWMOHANBHLIE W CTPYHTYPHBLIE DONK)

ASTM E2555-07, Standard Guide for Privilege Management Infrastructure (CtangapTtHoe
PYKOBOACTED NO WHAPACTRYKTYPE YNPABNEHHA NPHUBUNETMAMK)

ASTM E1762-07, Standard Guide for Electronic Authentication of Health Care
Information (CTtaHgapTHOE pYKOBOACTEO NO 3NEKTPOHHOW ayTeHTUg@uEauWKM WHQopmauny B
30paBo0XpaHEHIN)

ASTM E1986-98. Standard Guide for Information Access Privileges to Health Information
(CraHgapTHoe pyKOBOOCTBO NO NpHBHNErMAM WHOOPMAUWOHHOMO O0CTYNa K MeouUWHCKOW
WHOPMALWMK)

ASTM E2212-02a, Standard Practice for Healthcare Certificate Policy (ObwenpuHaTas
NpaKTuKa Ans NoNUTHKK CepTUMKaTOR B 34paBo0XPaHEHMM)

OASIS, eXtensible Access Conftrol Markup Language (XACML) v2.0, February 2005
(FaclypaeMeld A3bIK PA3METEN NO YNPABNSHWID OOCTYNOM)

OASIS, XACML Profile for Role Based Access Control {(RBAC): Committee Draft 01

{normative; 13 February 2004 ) (Mpodwune ynpasneHna poneesiM 4OCTYNOM B A3bike XACML)

3
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OASIS, Security Assertion Markup Language (SAML), Version 2.0, March 2005 OASIS
200308, Service Provisioning Markup Language (SPML), V1.0, October 2003 (H3klk pasmeTim

ona obeasnexHyMid BeaonacHocTH)

3 TepMHWHBLI U ONpegeneHUn

B Hactoswem crarfapre npUMeHeHs! cneayiolve TEepMMHSL C COOTBETCTEYHOLLMMMK
onpensneHuaMI:

3.1 KOHTpONb goctyna (access control). Cpegcrea, © NOMOLWEK KOTOPLIX PECcypchl
cucTeMbl 0BpaboTEM QaHHbIX NpegocTaBnATCA TOMbLKO ABTOPWMAOBAHHOMY cybbekTy B
COOTBETCTEBMK C YCTAHOBMNEHHEIMW Npagamu Ha gocTyn. [ISONEC 2382-8:1998]

3.2 YHEUWMA NPUHATHA pelleHMA o goctyne (access control decision function,
ADF): CneuwanuanpoBaHHan dyHKLWMA, NPUMEHAKIWARA NPpaBuna NonuTHEK KOHTPONA 0OCTyNa K
TpebyemMomy OSNCTBHIC ANA NPUHATHA pelleHWA O JoCTyne.

3.3  dyHKUWA NPUMEHEHWA pelweHWA © goctyne (access control enforcement
function, AEF): CneunanmavpoearnHan dyHKuMA, cbecnesdmBanwan 3anpallMeaowen cTopoHe
OocTyn K TpebyemomMy pecypcy B COOTBETCTEMM C DELUEHMEM, NPUHATEM YHELMER NPUHATHA
peleHud O OOCTYne.

3.4 wHdopMauMAa, Mcnonb3iyeMan ANA ynpasnedHWAa paocTynom (access confrol
information): MNwbaa wHdopmauna, MCNoNb3yeMas onA uenel KoOHTPoNA QocTyna, B TOM Yucne
KOHTEKCT.

35 yuetHocTs [(accountability): Ceo#creo, obecneduBakwiliee  OOHO3IHEYHOE
oTcnexueaHne cobcTEEHHEIX OeHcTBUA nioboro Normyeckoro obwekTa.

(150 7498-2:198Y|
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3.6 acuMMeTpuuYHbIA  anropuTMm  wudposadHMAa  (asymmetric  cryptographic
algorithm): Anroputm, MCNoNbayeMmeld AnA WwwgpoBadua W pacwudposadus wHedopMayyuun, e
KOTOPOM KNKOYY WWpOBAHWA W PACcWWPOBaHWA Pa3NMYaTCea.

[ISQ/IEC 10181-1:1896]

37 opran no npuceoeHuw artpubytoe, OA (aftribute authority, AA)
YNONHOMOUYEHHOE NUULO, HAZHAYALWKWE NPHBUMIETMK NYTEM Belgaun cepTudMKaTos aTpubyTa.

[(ISO/EC 95594-8:2001]

3.8 cnucok oTo3BaHHLIX cepTUMKATOE OPraHoB NO NpUCBOEHWo aTpubyToB
(attribute authority revocation list, AARL): Cnucok OTo3BaHHLIX CEpTUMKATOR, COgepwallmi
CChiNKKM Ha cepTUdUKaThl, BbiNyweHHbXx ana OA, KOTOopble NPMaHaHbl HEQEeWCTBUTENbHBLIMK
LEHTPOM cepTUHEaLMK.

3.9 ceprucpukar arpubyra (attribute certificate): WrbopmaunoHHe® obbexT,
cofepwaHue KoToporo 3asepedo uwdpoeod nognucels OA, NpUBARA3LIBAIOWMA HeEKOTOpbLIe
3Ha4YeHus aTpubyTa K ugeHTudKukaur ero Bnagensua.

[ISC/IEC 9594-8:2001)

3.10 cnucok OTO3BaHHLIX cepTucpukaTor aTpubyta (attribute authority revocation
list, AARL): Cnwcok oTo2BaHHbIX CcepTU@WKATOS, COAEp#AlUMA CObINKM Ha cepTuduEaThl
aTpubyTa, KOTOPLIE NPUAHAHEI HEAEACTBUTENBHEIMKW OpraHomM cepTHdMEaLMK.

3.11 ayredtuhMrkauna  (authentication): [lNpouescc HagexHoOW  WOeHTWgMEALWK
cybwekta nHdopMauMoHHOW BE30NACHOCTY NYTEM 33LMWLEHHON acCcoUMaUnK, YCTaHOBNEHHON
Mexay MoeHTUpUKaTopoM 1 cyDbLekToM.

Mpumesanne — CM. Take ayTedTygmkauMie ncTodHuka gamHex (3.50).

[ISO 7498-2:1989)

5
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3.12 TokeH ayTenTudpmkaummu (authentication token): WMudopmauwa, nepepasaeman
npouedype YCUNeHHOW ayTeHTudMKkauuu W npegHasHadedHas ana  ayTeHTudukayun ee
OTNpaBuTENA.

313 ynonHomo4eHHbIW oprad (authority): CyDwnexT, OTBETCTEBEHHEIA 33 BLINYCK

cepTuUKaToRB.

Mpumedanwne - B HacToAWes cTaHgapTe dadsl ONpEOSneHdd  OBYM  E3TEr0pWAM  OpraHon
CERTAQHKALMKE,  OPrady, BeNyCEaWeny CepTHOMKATE  OTEDITRIX KOS, 1 oprady, BhifyCEalowemMy
cepTAdHKaTe aTpubyTa.

3.14 ceptuchukat ynonHomodeHHoro oprada (authority certificate). Ceprtudmkar,

BbifyLUEHHBIA ANA OpradHa cepTHPMKALWMK MNKM Oprada No NPUCBOEHWID aTPUBYTOE.

MpiMedar e — AJanTau«da onpedenayds, npueegedHoro B ISOMNEC 9594-8:2001.

3.15 CcNHCOK OTO3BAHHbLIX cepTUW(PUKATOB YNONHOMOYEHHLIX opraHoB (authority
revocation list, ARL): Cnucok 0TO3BaHHbIX CepTHMKATOR OTKPEITOMD KNOMAa, BeINYLWEHHbIX ONA
YNOMNHOMOYEHHEIX OPraHoB, KOTOPLIE NPU3HAHLl HEQERCTEBMTENBHEIMU OPradHoM cepTUUEaLWN.

3.16 aetopmuzauma (authorization): Mpouecc npegocTaenedua cybberTy NPUBKNErAA,
B TOM 4YMCNe npegocTasneHwe OOCTYNa Ha OCHOBE NPUBMNErdA JOCTYNA WNKM NyTeMm nepegadqd
npueunerwid ot cybbekta, obnagawwero Gonee BLICOKMMK NPUBMNErMaAMKM, cyDbekTy ©

MeHBLWMMK NDpUBMNSTAARMK.
MpuMedad ne — AQANTALKWA ONpEgeneHUn, NnpMeededHorn @ 150 7408-2:1584.

3.17 ypocrosepedHwe aesTopu3auummn  (authorization credential):  lNognwcaHHoe
obbABNeHWe aTpubyToB paspelleHWiA, BBIJaHHbIX NONL3I0BATENH.

3.18 poctyndHocTs  (availability): CeoWcteo  Q0OCTYNHOCTH W BO3MOMHOCTH
BecnpenATCTBEHHOMD WCNONL30BAHWS ABTOPU30BAHHBIM CyDberToM.

(IS0 7498-2:198Y|
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3.19 bazoBbIA CNWCOK OTO3BaHHbIX cepTudukatoe (base CRL): Cnowcok
OTO3BAHHBIX CEpPTUMMKATOR, KOTOPLIA CHAYMWT OCHOBOR ONA BLINYCKA Pa3HOCTHLIX CNWCKOB
OTO3BAHHEIX CEPTUDUEATOR.

3.20 cornaweHde genoBbiXx napTtHepoB (business partner agreement) JokymedT,
MCNonNe3yemMsld  OANA  pasrpaduYedHus  OpWaOWYecKod,  3THUYeCKOW WM NpakTUYeckod
OTBETCTEEHHOCTH MEXOY NOANUCYMKAMK 23WMWLAaeMol MeguuMHekol uHcopmaumrm (3MK) 1
MEX Y B3aUMOdeWcTBY W MMK peanu3aymamun 3MK.

3.21 ceprucdurar ueutpa ceptudurkaumm (CA certificate): Ceptudwkat uentpa
CepTUUKALWK, BEINYLWEHHBIA ODYIAM LEHTROM CERTHMEaLMN.

3.22 ceprudpurar (certificate): CepTudiueaT oTHpRITOro KNoN4a.

3.23 pacnpocTpaHeHue ceptudpukatoe (ceriificate distribution): Akt nybnukagum
cepTMdMKATOR U UX Nepefaqy NpuHUKMNanam Ge3onacHocTK.

3.24 snapeney ceptudpukara (certificate holder): Oprannaaumns unw NUUD, ykasaHHoe
CYyBLeKTOM B DeNCTBUTENLHOM cepTHdgrKkaTe.

3.25 ynpaenexue ceptudmkaTtamum (certificate management): Mpoueaypel, UMELWKE
OTHOWEHWE K cepTUgMKaTaM: redHepauus ceprudpuykaTos, pacnpocTpaHeHWe cepTudmMKaTos,
ApXHEMPOBAHWE W OT3LIB CEpTUMKATOB.

3.26 nonutuka ceptudhmkaror (certificate policy) WMmeHoeaHHeIR cBOO npasun,
ONWCEIBAIOWMWY NPUMEHMMOCTE CEDTHMMKATA B KOHKPETHOM Kpyry cyDbekToBR WWNKW Knacc
npunoxeHud c obwmmu TpebosaHuaMK K MHDOpMAaUMoOHHOW Be30nacHoCTK.

Mpumep - B kodwkpemudol noaumuke cepmugukamos sMoxem 6Geimbs yKaszaHa
NpUMEHUMOCIE Hekomopozo muna cepmudcguxkamos OnA aymedmutbukayuy mpaniasyui
amexmponHozo obMenHa JanHbIMU 8 Uenax Mopaoenuy mosapaMu onpedenehHHOZ0 YEHOBOZ2O

duanazona.

7
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3.27 otTaeiB cepTudpukaTa (certificate revocation): AKT aHHYyNMpoOBaHWA OOCTOBEPHOW
CBA3IM Mexay cepTudrkartom W ero snafensusm, NOCKONLRY cepTudueaty Bonswe Henb3A
O0BEPATL, XOTH &r0 CPOK U HE MCTEK.

3.28 cnucok oTo3BaHHbIX ceptuchmkaToe (COC) (certificate revocation list, CRL):
daeepeHHbId  cnWCoK  cepTWMKATOB, KOTOpble  W3faTtens cepTUUKaToR  cuuTaeT

HeledCTEMTENbHBIMM.

Mpurmedarmue — Hapagy c COC obWero HasHaqeHda smoryT OuTe onpeienedbl cnedwddudeie TINR
COC ona koHKpETHeX ofep noumeseHdA. CywecTayeT onyDNHioBaHHLIA  CNWCoE  NPHOCTAHORNEHHBX W
OTOIEAHHEY CELTHRWEATOR [IABEDEHHEIA JNEKTPOHHOA NOONHCEK LEHTDE CepTHDMEaUMM).

3.29 nopaakoBbIR HoMep cepTudmkara (certificate serial number): UenovvcnenHos
3HaYeHWe, YHWKANLHOE ONA [3HHOMo  UeHTpa CcepTMMKauWK, KOTOpbIM  MoweT BbiTb
OAHOIHAMHO CEA3EH C BbINYLWEHHEIM UM CepTURHKATOM.

3.30 cnucok npuocTaHoBneHHblX ceptudmkaror (CMNC) (certificate suspension list,
C5L): OnybnuEoBaHHBIA CNWUCOK NPHOCTAHOBNEHHBIX CEPTUDMKATOR (3aBepeHHsId 3NeKTPOHHOW
NoaNKCED USHTRA CepTHUEALMK).

3.31 nonb3oBatent ceptudurara (certificate user): OpranWzauma  wnw  NKMUO,
KOTOpOMY HEODXOAMMbI TOMHBIE faHHbIe NYBNUYHOI KNoYa OPYrol opraHnaaumMi Mnk nuya.

3.32 cucTtema npumeHeHWA cepTudukator (certificate using system): Peanuaauws
Tex @YHKUWA, OonpedeneHHblx B CneuudpuraunKd  KaTtanora, KOTopbie  NPpUMEHAKTCA
nons2oeartenam ceprudurara.

3.33 noaTeEepXAeHWe pOeWdcTBHTENLHOCTH cepTtidmrara (certificate validation):
MNpouecc YCTAHOBNEHWA TOro, HTO  HAa  3308HHLIA - MOMEHT  CepTWMWKAT ABNAETCA
OeACTBUTENEHBIM, BEMKOY3A BO3MOMHOCTL CO30aHWH W NPOBEPKM NYTH cepTudUkaumn w
NoATEEpHOEHWE TOrMD, MTO Ha 3TOT MOMEHT BpPEMEHW BCe CEpPTURWMKATHE OaHHOTO NyTH

OEeWCTBUTENEHB (T.&. HE NPOCPOMEHEl U HE OTO3BAHE! ).
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3.34 npoeepka ceptudcmkara (ceriificate werification): lNpoeepka ayTeHTUYHOCTK
cepTudukaTa.

3.35

3.35.1 opran ceprtudmraymu (certification authority, CA): ¥YnonHomoueHHbId opraH,
KOTODOMY OOHA WNKW HEeCKONbKO YYacTBYHILWMX CTOPOH O0BEDUNK BLINYCK W NPUCBOEHWE
ceptudnkatoe. Oprad cepTudukaymn mMoweT DakynNneTATUBHO [EHEDWPOBATE KNHOYWM ONA
LOBEPAHILWK EMY YY4ACTHUKOBE.

MpumMesarue — AganTay4a cnpegenasus, npueegeqHore 8 ISOIEC 9594-8:2001.

3.35.2 opran  ceprudbmkaumm  (certification  authority): Opran, BoinycrawwmA

GEPTH{tII.-'H{.ElTI::I, NoANKUCEIBAA WX CBOWMM CEKDETHBIM HKMHYOM.

MpiMeuasrwe — CNOBO «0Drads B TEDMWAME «Oprad cepTWdiMkalMds  0IHaqaeT Boero Mk
OOBEREHHYKD CTOPOHY, 8 HE Kakoe-Nuao rocyIapcTeeHHoE NWUEHIMpaBanKe. Bonee yOadtbiM TEDMAHOM MOMET

BEITE ¢ WAO3ATENE CEPTHRHIKATAR, HO TEDMMN «Oprad cepTHOUKALKME OYeHE WHPOoKD yNoTpefnasToR.

3.36 cnWcoK OTO3BaHHLIX UeHTpoe cepTudmkauyum (COUC) (cerification authority
revocation list, CARL): Cnucok cepTUDMKATOR OTKPLITOND KNKME, BbINYLWEHHBIX ONA UeHTpoB
CepTUMKALKWK, KOTOPEIE H3OATENL CEpTHPUKATOR CYMTAET HEOENCTEHTENEHBIMMK.

3.37 nyTs ceprudcuraunm (certification path): ¥YnopagoveHHaa nocnenoBartensHOCTL
cepTudnkaToe 0BbexToE B AepeBe MHPODMAUKMK KaTanora, KoTopan mMoweT BeiTe oBpaboTada
€ WCMOMNbL30BAHWEM OTKDLITOMO KNMa nepeoro obbexkTa NyTW ANA NONy4eHWA nocnegHerc
obbexTa nyTH.

3.38 wwudppoTekeT (ciphertext): JaHHbie, nonydaemele B peiynsTaTe WCNONLIOBAHWA

WHPPOBAHWA.

MpuMedadie - CEMaHTMYECKOE COOEDMWMOE NOMYHEHHLE O PEIYNLTaATe WHEPOBAHWA O3HHBX

HEQOCTYIHG

(ISO 7498-2:1989].

g
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3.39 saseutent (claimant) Oprasnzauus vnn NUUD, 3anpawvealles y KOHTponepa
BLINOMHEHWE WAW  NpejocTaBledne  JYBCTBUTENLHOMD CepBvca B COOTBETCTEBMM  C
NEMBUNETHMAMK, YKA3aHHBIMKW B ero cepTudwkaTe atpubyTa WnW B pacwupeHwn aTpubyTos
katanora cybbexta ero cepTupuKaTa OTKPLITOTO KNHYa.

340 wkoudmpeHywansHocTs (confidentiality): CeolcTteo, nozecnswlee He naeats
npaea Ha [OCTYN K WHOOPMaUWMK WNW He pPACKpPbiBaTe & HEeYNONHOMOWEeHHBIM NHLUAM,
normdeckkum obkexktam mnu npoyeccam. [ISO 74598-2:1989]

3.417 WHpOpMHUpOBaHHOE cornacue (consent): CneunansHas NoONUTHKA,
ONpedensAwollan cornawedne Mexay OopraHdzauued WnK NUUoM, BbICTYNaKWWM B ponu
cyDberTa 0eACTBHA, U OpraHuaanred N NMUoM, BEINONHAKLWKWM 3T0 AeACTBUE.

342 ypoctoeepeHwe (credential): Wuibopmauwsa,  onucsieawowan — atpubyTe
De30nacHoCTH  (MOEHTUMHOCTE WNKM Npuewnerdo, nudo W To, W Opyroe), ABNAKWAACH
HeoBxXogumeiM  YyCNOBHEMNPEANOCEINKON NS HA3HAYeHWA Ha pofbk WNKM COOTBETCTBMA
TpefoBaHUAM K Ha3HaYeHWIo Ha ponsb.

Mpumeyadne - YOOCTOBEDEHWA NPEQLABNAICTCA NPW ayTeHTWgUEAUMK NWE0 ORNerdpoBaHMe W

WCNONEIVIOTCAR CHCTEMOH KOHTRONA A0CTyna.
3.43 Touka pacnpoctpaHenua COC (CRL distribution point): 3nemeHT katanora nudo

WHOW MCTOMHKME pacnpocTpanesns COC.

MpamMevadke - COC, pacnpoCTRAHAKWMACA TAKDN TOMEDH, MOWET COOSDWATE TOMBRS NOOMHOMECTED

CEPTAQHEATOR, OTOIBAHHBLIX OOHAM UEHTROM CEPTUHDMEALWA, 8 TAKES OTOIDAHHEE CEDTHMKATE, BhilyLLeHH e

HECKONEEAM LEHTDAMIA 2D THLHEILIMA.

3.44 kpuntorpadua (cryptography).  OWcumnnuHa, OXBATHIEAKWAAR NPAHUMNE,
cpeocTea W MeTodsl NpeobpazoBaHWA  OaHHbiX ONA  COKPBITHA WX MHOPMAaUWOHHOMO
cogepwumoro  nubo  npegoTepaweHMAa WX He obHapyxueaemol  mogudukauve  Mnu
HEeCaHKUWOHWMPOBAHHOMD MCNONB30BAHKWA.

[ISO 7498-2:1989]
10
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3.45 KpunTtorpaduyeckud anroputs, wudp (cryptographic algorithm, cipher): MeTon
npeocbpazoBadHWA  [aHHLIX  OANA  COKPLITHMA WX WHQOPMAUMOHHOrD  cofepsumore  nvbo
NpedoTEpaLUeHUA WX He obHapysueaeMoW MOOWPHKAUMK WK HEeCAHKUWOHWPOBaHHOMD
MCNONL30BAHUA.

[ISO 7498-2:1589]

3.46 Kpuntorpaduyeckan cucTema, KpuntocucTema (cryptographic  system,
cryptosystem): CorokynHocTe npeobpazoeaHui M3 obelMHOMo TekcTa B wudpoTekeT U obpaTHo,
KOHKpETHsIe Npecbpaiosadva, NpUMEHSEMEIE B 38BHCUMOCTI OT KNHOYEeR.

Mpemedvanue =[lpeodpazoaaida 00k4HO I30AKTCA MATEMATHYECKNM ANTODWTMOM.

347 cnywxba koHthmaeHuMansHocTH aaHHbIX (data confidentiality): Cnyxba, koTopas
MOMET MCNONL3I0BATLCA ANA 3AWMTE J3HHBIX OT HECAHKLWOHWPOBAHHOMD PACKPLITHA.

Mpuredarnme - Cnywda koRHUISHYAANEHOCTH ONWPASTCA Ha CHCTEMY ayTenTHduEadnK. OHa MomeT

HEMONEICBEATECA ONA 3aWKTE JaHHEX OT NepeXsaTa.

348 uenocTtHoCTe AaHHbIX (data integrity): CnocobHOCTE AaHHBIX HE NOABEPraTLCA
M3AMEHEHWKD MW SHHYNWUPOBAHWID B PE3yNbTATE HECAHKUMOHWPOBaAHHOMD goctyna. [IS0O 7498-
2:1989)

3.49 ayTeHTHpMKAUMA  MCTOMHMKA  paHHbiXx  (data  origin authentication):
MogTeepOeHUe, YTO WMCTOUHMKE NONYYEeHHBIX OAHHBX MMEHHO TOT, KoTopeid obbAened. [ISO
7498-2:1989]

3.50 pewwdppoeanune, pewndpaunn (decipherment, decryption): MNpouacc nonyYeHuA

WMCXOAHBEX OJaHHLIX W3 UJHmpGTEHCTEI.
MpuMedau WA
1 WrdppoTekeT MOT GRiTe NOBTOPHO 3AWWPDORAH, W SAHCKDATHAR pacluMdpoBka MORET He NPHUESCTH K

NONYYEHHI0 MCKOOHBIX HEIAWKEPOBaHHE A3HHEIK,

2 ApanTauus onpegenadns wa ISOVIEC 2382-8:1998.

11
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3.51 penerupoeanwe |(delegation): MNepegava npueunervn ot ee obnagartena gpyromy
CyBLekTy.

3.52 nyTe genernpoBanMA (delegation path): YnopagodeHHasa nocnefoBaTensHOCTh
cepTudMkaTor, koTopas moxeT OuiTe obpaboTtada Hapagy © ayTeHTuUKaLWMeR WOEHTUYHOCTH
3aRBWTENA NDUBMNETWA OANA NPOBEDKK 3YTEHTUHHOCTH €ro NPUBKIErHA.

3.53 pasHocTHeid COC (pCOC) (delta CRL, dCRL): YacTu4HblA CNWCOK OTOZBAHHBIX
cepTMdMKATOB, B KOTOPOM NEPEYMCNEHEl TOMBKO Te CEPTUQMKATL, Ybe COCTOAHWE OT3biBa
W3MEHWMNOCL C MOMEHTA BbiNycrka Bazosoro COC.

3.54 anekTpoHHaa noanuce (digital signature). 3nekTpoHHas nognMce —
OONONHWTENBHBIE OaHHBIE WAKW KpunTorpaduseckoe npecbBpasosandwe (oM. kpunTorpadwa)
kakoro-nubo Bnoka JadHsix, NO3BONAOWMEe nonyyaTendo Onoka JaddHe ybeouTeca B
NoANWHHOCTM OTNPaBMTENA W LUENOCTHOCTM BNoKa OaHHBIX M 38WWTUTE €ro OT MCKAMEHWA C
NOMOLULH), HANPUMED, NOMNYYATENEM.

[ISO 7498-2:1989]

3.55 wwdpoeanuve, wudpauyma (encipherment, encryption). Kpuntorpadwueckoe
npeoBpa3oBaHWe OaHHBIX (CM. KpUNTOrpadMaA) ANA NONYYeHUA WKWDPOTEKCTA.

[ISO 7498-2:1089]

3.56 koHeuvHblHW cyBbekT (end entity). Cybbekt cepTudMKaTa, MCNONL3YHOLWWA CBOW
CEKPETHLIA KN4 ANA MHBIX Uenen, Hexenu nognuce cepTUMKATa, MNK QOBEPALWKWA CYDLEKT.

3.57 cnucok oT3biBa cepTuduKaToB aTpubyTa KoHeYHbIX cybbekTor (CAKC) (end-
entity attribute certificate revocation list, EARL): Cnvcok oTo3eaHHbix cepTudmkatos atpubyTa,
NPMaHaHHLX HEOEWCTBUTENEHEIMK M3JaTenemM CepTUDUKATOR W BeINYLWEHHEIX ANA BNafensUes
cepTudMKaToOR, He ABNAKILLMXCA OpraHamu No NPUCBOSHWK aTpubyToE.

358 cnucok oT3ibiBa cepTU(HUKATOB OTKPLITOrO KNHO4Ya KOHEYHLIX cybbekToB
(COKC) (end-entity public key certificate revocation list, EPRL): Cnwucok 0TO3BaHHbIX

CEPTH{pHI{ETﬂ'B OTEPBITOND  ENEME, BbINYWEHHEX OnNA  BNajensyes CEpTWUMDWMKATOR, HEe
12
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ABNAKLWMECA LEHTPaMK cepTudMKaumK, W NPU3HAHHLIX HEOEeNCTBMTENLHLIMKY  W3gaTenem
cepTUUKaToB.

3.59 nepemeHHble cpefbl (environmental  variables)  TMonoxeHWA  NONWMTHEW,
Tpebyemsie ANA NPUHATWA peledyid oD aBTOpWM2aUMKM, KOTOpbLIE HE BXOOAT B CTaTUMEeckWwe
CTPYHETYPLl, HO MOrYT BblTe NpenocTaBnedsl KOHTpOnepy MNpUBUNErdd © NOMOLSH MECTHBIX
CpeacTe (HanpUMep, BpEMA CYyTOK WNK TeKYWWA BanaHc cueTta).

3.60 nonue COC (full CRL): MNonHeiA cnucok oTo3BaHHbIX CEPTUMUWKATOR, B KOTOPOM
nepedyucnedsl Bce cepTrUKaTl, OTO3IBAHHLIE B ONpefenedHon cepe NedcTemA.

3.67 dyHKuWoHansHaa ponek (functional role): Pone, CBR3aHHaA C OWCTBUEM,

KOTODaA MOMeT BbITb HA3HAYEHA OMA BEINOMNHEHKMA B NPOUECCe 3TOMD ASWCTEBWA.

MpiMedaHua

1 CyHEUMOHANEHLIE DOAW  COOTEETCTRYKT NOHATHIO  YYaCTHA, ONPEOENEHHOIO 8 CNpapodHoR
HrroprMayHoHHoR Mogend RIM (Reference Information Model).

2 ANanTauus onpegeneliva Ma ctangapTa ISOMTS 212082008,

3 Cm. Take CTPYKTYRHYERS pone (3.105).

362 dyHrkuma xawwupoeaHua (hash function): ®yHEuwa (MaTemaTusdeckas), KoTopan
oTobpasaeT 3HadyeHwAa W2 DonbWworo JomeHa (BO3MOMHO, O4YeHs DONLWOMD) HE MEHLLWWA
OMAana3soH 3Ha4eHH!.

MpuMedarmne - OYHELWA XIWAPORAMWA CYMTAETCA «XODPOWEAS, SCNH DeIyNLTaT 28 NDPUMEHEHUA K
IHAYEHWAM W3 [BONLWOMD) MoOMHOKECTES GOMEHS pPABHOMEDRHO (M NPakTHYeCcEM ChydadHeiM oDpaicK)

pACNDegenAeTcA No MEHEWEMY JHaNaI0HY IHAYEHRA,

363 snapeney (holder): Opraduwzaywa wnu  NWUo, KOTOPOMY OeNervpoBaHbI
HEKOTOPLIE NPUBMNErMK NWO0 HENOCPEeACTEEHHD WCTOMHWKOM ABTOPWM3AUMM, NWOO0 KOCBEHHbIM

oBpa3omM ApyriM OpraHom No NpWCBOEHWID aTpHBYTOB.

13
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3.64 wpentudmrkauyma (identification): BoinonHeHwe TecToe, NO3BONAHLLWX CHMCTEME
obpaboTin gaHHbIX 0No3HaTh cyDLEKT.

[ISQ/IEC 2382-8:1998]

365 wpentudmkaTop (identifier) WudopmauworHeld obwekT, wvononbayemsid ans
OBbABNEHWA WOEHTWYHOCTW nNepen TeM Kak NONyYWTe NOATBEPHOEHWE COOTBETCTBMA OT
onpedeneHHoro ayTeHTudMKkaTopa.

[ENV 13608-1:2007]

366 wxoceeHHbit COC (kCOC) (indirect CRL, ICRL). Cnucok o0TO2BaHHbIX
cepTudMkaToR, cogdep#awmnid  uHopMmauynie  ob  oTawee  cepTUMKATOB, BbINYLWEHHBX
opraHamMu, oTNHUYaKWKMMKUCH OT TOro, KOTOPLIA BLINYCTUN 3TOT CNWCOK.

367 uenoctHocTs (integrity): CeoWcTteo WHOpMauwWK, COMMACHO KOTOPOMY OHa
ClNy4alHO UMK NpedHaMEpPEHHO HE W3MEHEHA.

[ISO 74598-2:1989]

3.68 knwu (key) [llocnenceartensHOCTE CUMBONGCE, YNPABNAKLWAA onepaynamMu
WHPPOBAHWA U AeWWDPOBAHUA.

[ISO 7498-2:1989]

3.69 cornawenue o Knwode (key agreement): MeTog cornawesys © 3HaYeHUW Koya
Ge3 nepefdaqd 3HAYEHWA KNOYAa, fJawe B 3awndpoBadHoW dopme, HanpuMep, anoropuTM

Oudpdpu—Xennmada.

Mpuredarnie — DONOMHATENEHYD HHDODMALWD O MEXSHWIMEX COMalleHHA O kmode oM. B |SOVEC
11770-1.

3.70 ynpaenexHwe Enwydamu (key management). [eHepauwsa, CcoxpaHeHue,
pacnpeneneHve, yoaneHyve, apxXMBHpPOBAHWE W NPAMEHEHWE KMK4Yed B COOTBETCTEMM C
NONUTHKON Be3onNacHoCTK.

[1SO 7498-2:1989]

14
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3.71 npotokon LDAP (Lightweight Directory Access Protocol, LDAP — obnerdenHoid
npoTokon OocTyna K katanoram): CradHgapTHeM  NpoToOkon  OocTyna K o Karanoram,
obecneunearolni NyBNWYHBIA WNKM KOHTPONUPYEMBIA QOCTYN K CcepTudwKaTam W K Spyrod
wHopMaLwK, HeobxogMmMoR ONA MHDPaCTPYETYPEl OTKPLITEIX KNKYE.

3.72 wHeocnopumocTe (non-repudiation): Ycnyra, obecneuvveawlyas Kakaoon W3
YYACTEYHLWMWX CTOPOH O0KA3aTENECTEO LENOCTHOCTH M NPOMCXOMOEHWA OaHHEIX (HepPazpLIBHO
Opyr oT apyra).

373 obbexktHbid wpeHTudukatop (OWIO) (object identifier, OID): YHukansHbiRA
anaenTHO-UWppoBOWUWDPOBOW WABHTURKUEATOD, 3APErMCTPUPOBAHHBIA B COOTBETCTEMW CO
cTaHOapToM pervcTpaumn waeHTudpukaropos 1SO W NpUCBOEHHLIA KOHKDETHOMY OOLEKTY WNu
knaccy obLeKToB.

Mpumevanune - ODLEKTHRIR WIEHTAQUEATOD CAYHWT MMEHEM NoONWTHEN cepTudmkaume, koTopoe

JANKCAHD B MONE KAR4orD CepTMHKATA, BRINYLWEHHOND B COOTEETCTEHM © ITOH NONWMTHISA,

3.74 meTog obbexTa (object method): JelcTere, KOTOPOE MOKET DBITL OCYLLECTBNEHD

C pecypcom.

Mpumep - DaAANOEIA CHCTEME MOMET YATATE W JANHCEEATE aHHbE oTLEKTA, & TAKKE BRINONHATE GrO
METOOE,

3.75 opHocTOpOHHAA  dyHKUMA  (one-way  function):  flerko  BeiMWCNAEMERA
(MareMaTiyeckan) QyHKUWA, ONA KOTOPOW NO 3HAYEHWK ¥ B OQWaNa30oHe BOIMOMHBIX 3HAYMEHWA

BbIMMCNATENEHO CNOMHO HANTH TAKOE BXOOHOE 3HAMEHWE X, ONA KOTopOoro f{x] =¥

NMpumevadne - MomeT CYyWECTRCRATE HEGONELU0E YMCND HAYEHWIA ¥, ONA KOTOPEX NOMCK X He BygeT

BBMACTTATENEHD CIOHHEIRM.
3.76 paspeweHue (permission). PaspelwedHne BeINONHEHWA ONepauv Had COHMM KUK

HECHOMNBbEMAK DﬁbERTEMI-"I: JdllMWEHHBIMK B COOTBETCTEMM C  pOnNeBsIM  YNpaeneHnem

OOCTYOM.
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3.77 nonutuka (policy) Kosmnnekc WpuaWYeckux, MeToOWYSCKMX, OpraHn3au oHHLIX,
OYHEUMOHANEHLIX W TEXHWUYecKMX obAzaTenscTe unu 2anpetos no obmedy uHpopmaunend u
COBMECTHOW NeATENbHOCTH.

3.78 cornaweHde o nonuTukax (policy agreement). NMucemMedHoe cornawedHve, B
KOTODPOM BCE YYacTBYHLLME CTOPOHLI 0BAZYIOTCA NPUOEPKUBATLCA ONpefeneHHoro KoMnnexkca
NOMUTHE.

3.79 Touka NpUMHATHA pewedHuA o nonutuke (TPM) (policy decision point, PDP):
CuctemHblid obbekT, BulupaoWwmii NpUMEHAEMYIO NONMTUKY W NPefocTaBnNAWMA peweHne ob

dBTOPH3IaUKK.

MpiMedaHa
1 3TOT TEPMMH MMEET MHOE ONpegengdme B gokymedTe RFC 3195 [45].
2 ITOT TEPMHMH COOTBETCTEYET TEpMHHY «Access Decizion Functions [(ADF, dyHELHA NPHHATHS DEWESHS

O QocTyne), onpeaenadsonmy B 150 10181-3:1986.

3.80 Touvka npumeHeHuA nonutukk (TMM) (policy enforcement point, PEP):
CucTemMHbIA 0BLEKT, BEINONHAKILWKWA KOHTPONE QOCTYNA NYTEM 3aNpOCoB HA NDUHATHE DELUEHUA

O OCTyne W NpUMEeHEHWA pELIJEHI"'IlFL ob dBTODHIaUWK.

Mpumeyauna

1 3To onpefenadie TepMuHa OaHo coBmMecTHo pabodyed rpynnoid Policy Framework Working Group
apralvaavin [ETF w pabosed rpynnol DMTE/CIM (Distributed Management Task Force/Common Information
Model) o gokysedTe RFC 3198,

2 3TOT TepMWH COOTBETCTEYET TepMuHy sAccess Enforcement Functions (AEF, dveklks npuKeHeHnA

pEWeHWA 0 GQoCTyne), onpedeneHHomy B 150 10181-3:1996.
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3.81 ortobpaxenwe nonutuk (policy mapping): [lpw ycnoBuW, YTo  UeHTp
ceptucukaumin (LIC), gercTeyowuid 8 ogHom gomede, ceptudmuwpyet LG, gedcTeyowmi e
OpYroM JoMeHe, KOHEDeTHaA NoONWTHEA, onpejensqHan B0 BTOPOM OOMEHE, MOMET CYMTATLLA
YNONHOMOYEHHBIM OPraHomM Nepeore JOMeHa 3KBMBANEHTHOM (HO He 0BA2aTensHo WAEHTUYHOW
BO BCEX OTHOLWEHWAX) HEKOTOPOW NONUTHKE, ONpejeneHHon B NepBOM JOMEHE.

3.82 npuwHuymnan (principal). [Oedcreyiowee nuuo, cnocobHoe  peanyacBaTtb
onpefgnedHsle cueHapuy (NoNL3oBaTens, Opradu3auua, cHCTema, YCTPOWCTBO, NpuKnagHas
nporpamMma, KoMNoHedT, obLekT).

3.83 cekpeTHbIR kKnwd (private key): Knou, WCnonb3yemMsld B SCHMMETDHYHOM
KpunTorpaduyeckom anroputMe, obnafaHue KOTOpbIM OrpaHuyveHe (0BbMHO TONBKO OOHWM
CyBLekToMm).

[ISC/IEC 10181-1:1996]

3.84 npuewunerua (privilege): MNpaeo, npegocTaenedHoe cybLEKTY YNONHOMOMEHHBLIM
OpraHoMm B COOTBETCTBMM C aTpubyToM aToro cybbekra.

3.85 a3amevwtens npueBuneruwm (privilege asserter): OGnagatents NpUBKNErdW,
WCNONL3YILWKWA CBOW cepTUdukaT atprbyTa Ny cepTUdIMKAT OTKPBITOrD KNDYa ANA 3aAeneH s
O HaNWYWK NPUBKNETAN.

3.86 wHdpacTpykTypa ynpaeneHuAa npueunernamu (MYM) (privilege management
infrastructure, PMI). WHdpacTpykTypa, cnocobHan noggep#ueaTs QYHKUKKD yNpaBneHus
npMeunernami ans obecnedeHna pa3suTol cnyxbsl aeTopu3auyMn BO B3aUMOJSHCTEMW C
WHDPACTPYKTYPOW OTEDBLITEIX KMIOYENA.

3.87 nonuTHKa npuBMnerwn (privilege policy): TONWTUES, ONWCEIBAKIWAEA YCNOBKMA,
NpK KOTOPLIX KOHTRONER NPUBKMANETHMA MOXET NPeoCTaBUTL/BLINONHUTE 3aLUHILEHHLIA CEPBUC B

HHTepeCax IaABUTENA NPUBUNEriK.

MpuMeyade — MoNWTAKE NPUBKNENAR ONPEOENASTCA B TEPMUHEY aTpWEYTOR, ACCOLMMPOBaAHHLIX ©

CEpEUCOM, M aTpHBYTOR, ACCOUMWPOBAHHELE C JAABMTENEM NEHENNETHM.
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3.88 wkouTponep npuBunerwn (priviiege verifier): CyDvexT, noaTeepxgakMin
COOTEETCTEME CEpPTU(MUKATOR NONUTUEE NPUBMNErAn.

3.89 oTKpbITeIA KMod  (public key): Knwd, WCnons3yeMseld B ACHMMETDHYHOM
KpunTorpadiMHeckomM anropuTMe 1 oNyCKawWmMn ero oblleqocTyNHYIC peann3auuio.

[ISQ/IEC 10181-1:18596]

3.90 ceprucpukar oTkpbiToro knw4a (public key certificate, PKC): Ceptudmkar
oTKpuiToro kmioda (COK), cooTeeTcTeyrWmMA cTadgapTty X 509 [X.509] obecneuvsaruwgmii
CBA3L WASHTHYHOCTH C OTEDLITLIM KNEHOM.

M pHMEeYadHmne - MoeHTHeHOCTE MoweT OblTe WCnonwaocaaka ans obecneYeHqA NEKUHATHAA pE.‘LIJ'l}HI-‘IIFI
CHUCTEMOM KOMTDOMA GOCTYNA, OCHOBAHHOA Ha MCNONBEISEIHMA MOSHTUWDHEALWA, KOTOPOW KNKWEMT NpeaocTasnser
OoKasaTensCTa0 ofinanauus CONpETHLIM ENHOY0oM, COOTEBETCTEYHMUMM OTKDeITOMY KoYy, CconepsalgMyca B
CEPTAHEATE OTHDBITOMD KoY.

3.91 wHppacTpyKTypa oTKpbITeIX Knouven (MOK) (public key infrastructure, PKI):
WHDpacTpyKTypa, WCNoNb3yemMas B OTHOLWEHWAX MeXOy Bnajenbuem Knwyva W JoBepRiowed
CTOPOHOW W NO3BONAKWANA A0BEDAHLWEN CTOPOHE WCNONL30BATE CEPTUHHEAT, CBAIAHHLIA C

BMajdenbUuemM ENKYa no MeHbWemM mMepe OANA OOHOM NPUNCHEHKWA, WCNoNb3YHILWero cepsrc

Be230nNacHOCTH, 3aBUCALLKWA OT OTKPLITOrO KNKo4a.

Mpumevanwe — B WMOK exogaT 4eHTD cepTrdHkaULMK, CTOYKTYEa JaHHulx cepTdderKkaTta, cpegoTea,
NOIBCNAKWKE O08EDAIDWENR CTOROHE NOMYHHTE TEEYIWYID WHDODMAUKID O COCTOAHMK OTIkiEa CEpTHEOHEATA,
NONATARA CEpTRIDMKALKK 1 METOOR NPOREDEY NEAKTHEN CepTHHEALIAM.

3.92 poeepawwan ctopoHa (relying party): Monyyatens cepTudukaTa, OBEDAKILLWA
IToOMY CcepTUMMKATY WNW  3INeKTpOHHOW NoAndcW, nNpoBEpEeHHOW C©  NOMOLWLK  3TOro
cepTudukaTa.

3.93 pone (role): HKomnnekc cnocoBHOCTER W/MNW  OeWCTBWA, CBA3AHHBIA C
BhINOMHEeHWeMm paboTsl.

NMpiMevadue — [OnA yNpasneirs pofkid MOMYT GbiTk ONDEOENEHE COAIM MEXOY CyfbeHTamu,

CTEYETYPHBEIMA ¥ DyHELMOHaNEHBMEA poname [[S0OTS 21 205:2008).
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3.94 ceprucurar HazHaveHwAa ponwu (role assignment certificate): Ceprudmrar,
cogepHalud aTtpubyT ponuy, HasHa4YawWwKMn oaHy wnr Bonee ponen enagensuy ceptudukarta.
3.95 ceprucpukar ponm (role certificate). CepTuduKaT, HazHAYAOWKWA NPUBKMNETHK

PONK, 8 HE HANPAMYH KAKOMY-NKMBO Ny .

MpuMedarure — JlMua, KOTOPES HAIHAYEHE OAHHAA DOMNE C NOMOWLER cepThdukara atpubyTa unu
CEPTAQHEATA OTEDLITOMD KMHMYE, B KOTOPOM 3TO HAIMAYEHKE YHAZAHD B gonondedyds Subject Directory Attributes,

EOCBEHHC S0NA0aT NPUBUITErMAMK, HAZHAYEHHLIE CepTHIMKATONM pDonW9.

3.96 ceprudcukar cneyndmkaymn ponu (role specification certificate): Ceprudmrar,
COASMHALMA HazHaqYeHne NPUBHNETHA ponu.

3.97 JyBCTBMTENbHOCTL (sensitivity). XapakTepucTuka pecypca C NO3WUMKW  ero
LEHHOCTH WKW BAXHOCTK.

3.98 ©BeszonacHocTe (security)) CoOCTOAHWME  33UMWEHHOCTH, NPM  KOTOPOM
obecne4rMBaroTCA AOCTYNHOCTE, KOHMWASHUMANEHOCTE, UENOCTHOCTE W YYeTHOCTE.

3.99

3.99.1 nonutuka GeaonacHocT (security policy): YTeepaOeHHbId nnad unu cnocob
aedcTewni no obecneveHno MHDOPMALWOHHOW Be30NacHOCTKH.

[ISO/IEC 2382-8:1998]

3.99.2 nonutMka OGezonacHocTH (security policy). Ceog npaewn, COCTABNEHHbLIA
YNONHOMOYEHHEIM  OpraHoM  no  Ge30nNacHoCTW,  Perynupyrwuid  MChoNs30BaHue W
NnpegocTaeneHle cepeMCcoB U cpelcTe BeaonacHocTw.

3.100 cepeuc BezonacHocTW (security service). CepBuc, NpegocTABNAEMBIA KAKMM-
nubo ypoBHEM B3aWMOOSACTEMA OTKPLITHIX CHUCTEM, KOTOpsd obecneuWBacT afexBaTHy
3aUMTY CUCTEM MNK NpoUeayp Nnepefaqn JaHHbIX.

[ISO 7498-2:1989]
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3.101 npocraa ayteHTuduxauma (simple  authentication):  AyTentudurauma,
OCHOBaHHAA Ha NP¥MEHEHWKW Naponen.

3.102 MeToYHHME nonHomodwKn (source of authority, SoA): Opralk no NpUCBOSHKK
arpubyToB, KOTOPOMY KOHTPONEp NPpUBUNErMA O0CTYNa K onpefeneHHOMY pecypcy OoBepseT
KAK EOWHCTBEHHOMY NWUY, YNONHOMOYEHHOMY Ha3HavaTe Habop npueunerwd, nwmbo
cneyuansHLIW BUA TAaKoro oprada, KoTopoMy KOHTponep HeorpaHW4YeHHo OoBepaeT.

MpumeyadKwe - KowTponep OOBERRET WCOTOYHWEY MPWEMNEMMi OenNervpoRaTe CEOI0 MPWBWNETHI0
BNANenN:UanM CepTHRMEATOR, YacTe M3 KOTOPE, B CEOWD OYEpPEds, MOMYT OeNerdpoRaTe @8 OYyTHM BNagensuanm

CEpTHdHEATOR.

3.103 yeuneHHana ayTtedHTudMrauwa (strong authentication): AyTeHTwdMkauua o
NOMOLLLK YAOCTOBEPEHWUA, CO3AaHHLIX C NOMOLLEH KPUNTOrpatiMYeckuy MeTO40B.

3.104 crpykTypHaa ponk (structural role): CTpYKTYDHBIE PONK ONWCLIBAKDT OTHOLWEHKMA
memdy cyDbexkTami B 4acTW KOMNeTeHuuW (pond, onpefeneHHse B mogend RIM). Ouw
HEPEOKD OTPaMaKT OPraHW3aUMoHHBIE UMK CTPYKTYPHLIE OTHOLWEHWA (MEpapXMA).

[ISC/TS 21298:2008)

Mpumevadune - CM. onpedenadre QyHELMOHANLHoA pony (3.61).
3.105 uens (target): Pecypc, K KOTopomy CyBLEeKT 3anpalneaeT QoCcTyn.

NMpumedanuwe —  YHyYBCTEMTENEHOCTE UEMNKM  MOOENWDYETCE B OaHHOM  OOKYMEeHTE kae Habop

ATPWUEYTOB, ONHUCaHMLIR NUDD HoTauWeRr ASMN.1, nMbo B QOpME INEMEHTOE HA A3kKe XML,

3.106 poeepue (trust): KavecTso, NpW HANWYWK KOTOPOro © CYDBLEKTE FOBOPAT, 4TO OH
4«0OKa3biBaeT OoBepues OpyromMy cyBbewTy, T. e. OoH (Nepeold cyBLekT) npegnonaraer, 4To
BTopol CcybbexkT BygeT OeWCTBOBATE B MOMHOM COOTBETCTEMM C OMUOEHWAMW NEepBOrc

cybbekTa.

Mpumedad e — [OMATHE JODEPUA MOMET OTHOCMTECA TONEKD K HEKOTOPOR CREUrfMYHoR doyHELWA.
Kniodepas ponk OOBEOHA B OAHHOM EOHTEHCTE COCTOMT B ONACAHAM OTHOWEHME MasTy ayTeH THEULUPYIOWWMEA
CYELEKTOM W YNONHOMOYEHHEIM Opradon, CyBuerT oonwed OwiTe YOEPEH, YTO OH MOMET QOBEQATE TOMY, 4TO

WNONHOMOHEHHEIR OpTal co3NaeT TONLKD BANMOHEE M HAOEKHEE CEpTHGIAKATEL
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3.107 tpetea ctopoda (third party). CropoHa, BbINONHAKLLEACH ONpefeneHHYo
dyHKkumMio Be3onacHOCTW Kak 4acTb NpoTokona obmedHa JaHHLIMW, HO HEe ABNAKLWAACA HW
co3fgaTenam, HW Nony4aTenam JaHHbIX.

3.108 poeepeHHan TpeTbA cTopoHa (ATC) (trusted third party, TTP): TpeTes cTopoHa,
KOTOpAas NpY peanu3auuu npeTokona besonacHocTy CYMTAeTCA QOBEPEHHON.

MpameyaHnde = ITOT TERPMUH MCNONBLIVETCA BO MHOMMX cTangapTax [SOVIEC 1 e gpyrix goKymeHTax,
KOTOPLIE, B OCHOBHOM, ONWCEBANT ceparce LS. OagHaks 270 NOMATHE WHPE W BRNIDYAET B ceDA TakWe CEpRHChI
KK WTAMNLI BREMEHH M, BOIMOMHO, OEMNOHADOBAHKE KMOHYER. TpeTbd OORSPREHHLIE CTODOHE OGECNEYMBAINT
Ga30BLIE CEPBUCEH, MHPACTRYKTYPHEE CEPBNCE M ACNOMHATENEHLIE CEPEaMcE.

3.109 kouTponep (verifier)) CyDbexT, OTBETCTEEHHLIA 233 BLINONHEHWE WK
npegocragnedde  SYBCTBWTENRHOMD CepBHACA KEIEIJ"IH{.T_‘IHHHFIGELEIHHHM JgAenTENAM  WNK 34
nonyYeHWe Ceperca OT TakKx IaABMTENEN.

Mpurmedanude — KOHTRONED NOHMEHAST NONMTHKY NEMEMNENWA. MpK NPOBEQEE NYTH CEpTRDAKaLIKIA

KOHTROMNED AENAETCA A0DEPEHHOR CTOPOHDN ONpEaeNEHHOTD THNA.

4 CnNWUCOK COKpaleHUH

B aTomMm cnMcke Npye&ieHsl COKPALWLEHWA, MCNONBL30BAHHLIE B HACTOALLEM CTaHOapTE.

AL — Oprad no npuceoceHuo atpudyToe (Attribute Authority);
AARL — CNHCOK OT3LIBA OPradoB No NpUCcBoeHWe aTpubyToe (Attribute Authority
Revocation List);
ACI — wHdopMauma koHTponAa goctyna (Access Control Information);
ACRL - cnucok oTamiea cepTuduxaTor aTpubyta (Attribute Certificate Revocation List);
ADF —  @yHEUKWA NPUHATHA pewedna o doctyne (Access Decision Function);
ADI — WHpopMaUKa 0 pelusHK KOKTPONAa goctyna (Access Control Decision
Infarmation);
AEF —  MYHELUWA NpUMeHeHa pewedna o goctyne (Access Enforcement Function),
21
FOCT rocCTISO/TS 22600-3-2013 Crpanuua: 35/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocT ISO/TS 22600-3-2013

ANSI — AMEPWHAHCKUA HAUWOHANBHLIM MHCTUTYT cTaHdapToe (American Mational
Standards Institute);

ARL — CNHCOK OT3LIBA YNONHOMOYEHHLIX oprados (Authority Revocation List),

CA — ueHTp cepTudgrrkaumnn (Certification Authority);

CARL — CNWMCOK 0T3biBa ueHTpoB cepTudukauwmu (Certification Authority Revocation List);

CIM — obwan widopmaumonHan mogens (Common Information Model);

CORBA - obwas apxutexTypa Dpokepa obberTHbiX 3anpocoe (Common Object Requeast
Broker Architecture);

CRL — cnucok oTamea cepTudukaToe (Certificate Revocation List);

dCRL — Pa3sHOCTHLIW cnUcok oTawiea ceptudmraros (Delta Certificate Revocation List);

DAF — npoTokon gocTyna k katanoram (Directory Access Protocol);

DEA — ynpaenedue no bopebe ¢ HaproTukamu (Drug Enforcement Administration);

DIE — wHbopmaywoHHas baza katanora (Directory Information Base);

DIT — wHipopmaynodHoe nepeso katanora (Directory Information Tree),

DMTF — Pabouas rpynna no pacnpegeneHHomy ynpaeneduto (Distributed Management
Task Force);

DSA — areHT cucTems kaTanora (Directory System Agent);

oToD — onpeaeneqde THNOE dadHelx (Data Type Definition):

DuA — aredT noneaoeatens katanora (Directory User Agent),

EARL — CMWMCOK 0T3biBa cepTuduKaTos aTpubyTa KoHeuHsIX cybbekToe (End-entity
Attribute Certificate Revocation List);

EHER — BNeKTpoHHaA MegwuuHcKan kapTta (Electronic Health Record);

EPRL — CMNWCOK OT3bIBa CEpTUIMKATOR OTKPLITOMND KMHYa KoHeYHBX cybbexrToe (End-entity
Public Key Certificate Revocation List),

HLY — opraduzaumwa Health Level Seven;
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iCRL — KOCBEHHLIA CNUCoK 0Tawiea cepTudueaTtoe (Indirect Certificate Revocation List);

IETF — opraduzauma Internet Engineering Task Force,

IT — WHpopMaynoHHas Texnonorda (Information Technology),

LDAP — obner4edHolt NnpoTokoN gocTyna K katanoram (Lightweight Directory Access
Protocol);

OASIS - opraduzauwa Organization for the Advancement of Structured Information
Standards;

OCSP - OwxnaiHosbIA NpoTokon ctaTyca ceptudukata (Online Certificate Status Protocol);

OMG — opraduzauwa Object Management Group;

PA — Oprad no NpUceoeHu npueuneruy (Privilege Allocator);

PDPF — To4Ka NPMHATHUA pewweHna o nonutuke (Policy Decision Point),

PEP — TO4Ka NpUMeHeHWa nonuTHeM (Policy Enforcement Paint);

PKC — cepTudimkaT oTHpIToro knwosa (Public Key Certificate);

PKCS — HPWUNTOCHMCTEMA OTKPBITLIX KMosel (Public Key Cryptosystem);

PKI — WHPpacTPYKTYDAa OTHDEITEIX KNoYen (Public Key Infrastructure),

Pl — WHppacTpYKTYDa yNpasneHyus npuednernaami (Privilege Management
Infrastructure);

PPS —  KOMMNeKC NONUTHE pazpewedns goctyna (Permission Policy Set);

RA — UeHTp pericTpaumnu (Registration Authority),

RBAC — ponesol KoHTpons goctyna (Role-Based Access Confrol);

RPS — Komnnekc nonutuk ponu (Role Policy Set);

SIMIME - 3awuvweHHse MHOTOUENeBLIe paclUMperna NoYTel MHTepHeT (Secure

Multipurpose Internet Mail Extensions),

SAML — A3blK pasMeTkM noarteepwaeHun DeaonacHocTu (Security Assertion Markup
Language),
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S0A — CEpPBUC-OPWMEHTHpOBAHHaRA apxutekTypa (Service-Oriented Architecture);

SoA —  WCTOYMHWK NnonHomouwiA (Source of Authority);

SPML — A3bIK PAIMETEW NpefocTasnNeHua cepercos (Service Provisioning Markup

Language),

TTP — [oesepeHHan TpeTeA cTopoHa (Trusted Third Party);

LD —  YHWpepcancHoe onucaHue, nouck v Baammogencteme (Universal Description,
Discovery and Integration);

LHID —  YHMBEDCANbHLIA WOeHTUMWKATOP NaumeHTa (Universal Healthcare Identifier);

LML - YuuduuupoeaHHeIA A3sik mogenupoeardua (Unified Modeling Language);

URI —  YHWMBEpPCAnbHbIW WOoeHTUpwKaTop pecypca (Uniform Resource |dentifier);

XACML - pacwupsaemMsld A3k pasMeTKK KOHTpona goctyna (eXiensible Access Confrol
Markup Language),

XML — pacwupaemsii f3biK pasmeTri (eXiensible Markup Language).

5 CTpPYKTYpbl M cCepBWUCbLI YNpaeBneHWs NPUBUMNErMAMM W KOHTpONA
AoCcTyna

YnpasneHwe nNpUBMNErHMAMKM W KOHTPOMb OOCTYNAa PerynMpyrlTca nonuThekamue. [Ons
obecneveHns WHTeponepabensHOCTH 3TW NONMTUEKM  JOMMHbl BbiTh  hopManyaosaHs. B
cooTeeTcTene ¢ OBWeA KOMNOHEHTHOW MOOenst Da30BbIA KNacc CTPYKTYPbE NONMTUE Gbin
onpedened B ctaHgapte ISOMS 22600-2 (pucyHor 1). Kak ynomuHanock B 3TOM CTaHgapre,
NONUTHEM MOMYT WMeTe pa3Hele npedcTaenedHws. Hanpumep, onpefeneHue nNonuTue Beb-
CEpPBMCOB, WCNONb30BaHHOe opradHu3aywen OASIS, npegycmatpueaeT obwyw MoOens W
CHHTAKCHC ANA ONMCaHWA W NepenaYu NonvTHkKM eeb-ceperca. OHO 33038T ONWCAHWE NONWTHEK

g dopme obwux coobweHwd, B EOTODBIX NepedaldTCA 3adBNeHWA O NONUTHEKe, a TakHe
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MEXdHWIMBI BINO¥EHMA, No3agonAowWMe WMCMoONE3oBaTE npedCTagneHke  nNOoMAWTHEE B

CYWeCTBYHIWWE TeXHONOMAX CepBHUCOB AML. B HacToAwem ACEYMEHTE HOHEDETHOE

npegcraepneHye NONUTHK He MCNoNbayeTCA.

Palizy

Sspoboy_idsntifier - GE Tl

pnl:':,l_n:irnl =t
Srpoboy_authority 10 Ci0
Spoley_authority_name : 5T
Spoboy_domain_identifier ; SET<0ID
Sypolicy_domain_name  BAG<EMN=
Sepobey_target_list LIST-NT=

BusicFalicy BataPolicy CompositePolicy
Spolicy_subject_ID : OID S:meta_expression  Savent; CY
Sepolicy subject name ST &raisad_attion: CE ‘Srpoiicy : CD
Sstarget_identifier - SET<li> I - Bempolcy : CD
Setargel_name - EN - Sppolcy_group ; SET<ll=

Setamet_obect: I

Soperation_code | CE
ermission_palicy : GO

Seconstraint 1 OCL

Relatomshop
“roles : Role
HHlal;Pnhcy
@action : CE Role
m————— BrsubjeciDamain : O
Sprobe_idertifier | SET<H>
robe_name (G5
| Eprobe_descrption : CD
Authorizationf olicy OblgationFokcy
Esgvant: CV
Spawmaption : Exception Managements tructune
| Eerolas - Fok
- Erraks : Ral
At Auth. DalegationPolicy fematucts : Mstuct
Bgrantes | OO '
BraccateRights < CE
Group

Evgroup_identifier | SET=E»
Seproup_name ;G5
roup_desoriplion: S0
Detegt | Deleg-

Pucyrok 1 — [uarpamma Da30Bbix KNACCOE NOMWMTHK
YnpaeneHue NpUBWNErMAMU WU KOHTpPONL OOCTYNa OCHOBAHLI HA HEKOTOPOM KOMMNekce
WHRDACTPYKTYPHEIX CEPBWCOB, KOTOpbLIE NPAMO WNW  KOCBEHHO CBA3AHEI C CEepBUCAMU
wHopMayvorHoR Be30NacHOCTH W KOHMOeHUvansHocTH. B 3Tom acnekte Heobxogwmo
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YNOMAHYTE pAg cepeucoe WMOK W noBepeHHbIX TpeTbWX CTOPOH, Hanpumep, ynpaeneHwe
waeHTWQUEAUWER, YyNpaBnedve ponsasMy W NPMBUNETMAMK,  YNpasneHWe nNonuTHKaMK,
ynpaenedHue obbektamu v T.4. Kpome Toro, TpebyeTca obBcyOWTh TakWe CepBWMCH! KAk ayowMr,
LDAP, obHapy#eHne BTopxeHWA U T.0. Mix peann3auuu, B TOM 4MCNE MEXaHW3Mbl CEPBUCOR W
COCTABE HOPMAaTWMBHO-CNPABOYHOW wHdopmauwk, DoLiCTpo mMeHswTcA W obcywaeHwe aTux
BONPOCOE BLIHECEHO B CNPaBOYHbIe NpUNoxeHdA. CofepsaHwe HAcTOAWEero OOoKYMeHTa B
MaKCHMANLHO BOIMOXKHOW CTENEHWM COrnacoBaHo co ctadgaprom ASTM E2585-07.

B, onwcaHkod panee wmogdenw  wHgopMauywoHHoW  Be3onacHocTH B CBA3W €O
cneynpuuHbiMm TpeboBAHMAMK W YCNOBMAMK 30PABOOXPAHEHMA HeobXOOMMO paccMOTpeTh
BECL CMEKTp CEPBMCOB M MEXaHW3mOB De3onacHoCTH, KOTOPLIE MOMYT BHINOMHATLCA B MWUEDO-
ofnacTax.

a) BaaumopencTene mexdy 3oHamu Ge30nacHoCT

Mo cornaweHyd yYacTBYHOLWMWY CTOPOH OTAenkbHble 30Hbl Be3onacHoOCTW B OOMEHHOW
MOLENnA MOMyT nepefasate WHOPMaUWKD © NpuBunervsx. Takoe B3aWMOJEWCTBME Mewny
30HAMK JONMHO KOOPAWHWMPOBATLCA KAk Ha TEXHWYECKOM, Tak W HA OOKYMEHTANLHOM YpOoBHE.
Mpw cosnaHuu KU nepegade WHQOPMAUWK O KOMNNEKCaX NPUBHMNErWK JOMKHA NPUHMMATLCA BO
EHMMAaHWe OpraHn3aUWuoHHanA CTPYKTYpa.

b) TexHu4eckan ocHoBa

Hecbxogum KOHTPON: ODMEHOB WHMOPMAUWERA O NPUBUNErNMAX, rapaHTHURYOLWWR, YT
CMbICNT  NpUBUNErvd  cornmacoeBad Mexgy 3o0xHamu  BesonacHoctw. [na  obecneveHus
BOIMOMHOCTH TAKOIO KOHTPOMA MOXHO CO30aTe CTAHOAPTHHIA KOMNNekc npueunerwd. OH
MOMET BKMHYATE B cebA  oToDpaseHue  3KBWBANEHTHbIX NPUBWNErMH, COBMECTHO
onpeaeneqHHoe aocHamu Ge30nNacHoOCTW. JKBMBANEHTHOCTE NepenaBacmMblX NDUBWNETNHA MOMET
ObITe NPOBEPEHA HA TEXHWYECKOW OCHOBE, YTODR! rapaHTMpoBaTe HeobxoguMele CNeqcTBUA MX
NpUMEHEHWA.

o) AOMWHWCTPATHUEHAA OCHOBA
26
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1) Mudopmauwa o npueBvnernax, nepefasaeman Mexdy 30Hamk De3onacHocTw,
MOMET OTHOCMTBCHS K pPasHelM  aAMUHUCTPaTUBHBIM ¢ CyDbekTam (Hanpumep,
pa3HbIM OeNoBLIM NapTHepaM WNW opradniaunAm). B atom cnyyae cornawedwe
ob obmexHe NpUBUNErMAMWA M MX MNPUMEHEHUM OOMHMHO O0KYMEHTHMPOBATLCH,
obbidHo B dhopme  @cornaledHus  OenoBeiX napTHeposs. Hanwuwe Takoro
cornaweHa HeoDx0OWMO ONA  pPa3fenedHus  HWPWOWMYeckon, 3THYEeCcKoW W
NpaKTU4ecKon OTBETCTBEHHOCTM Mexay OenoBLIMM NapTHepamu. OHO MOMeT
ObITh pacnpOCTPEHEHO Ha ApPYIMX YYacTHWKOB peanu3oBaHHOW WHPacTpyETYpLI
YNpABNeHUA NpUBMNErWAMW. IKBMEBANEHTHAA NPOUEOYpa BLINONHASTCA B
WHOPACTPYKTYPE OTHPLITHIX KNHOYer C© MNOMOLWbLH 388BNeHWs O  NpakTuke
cepTuduKaurn W NonuTHK  cepTudukaumn. B nonwtukax seb-cepeucos

WCNoNbL3yeTcA ankTepHATUBHARA Npouedypa «3aABNeHWA O NONUTHEE».
2] B ogHOM yypewOeHWW WNM OpraHu3auvy MoMeT CYLUeCcTEOBATE HEeCKOMNbKO 30H
BeaonacHocTH. [okyMeEHT, pernaMmeHTUpYIOWWA pasfeneHve OTBETCTBEHHOCTH
MexOy TAKMMK 30HAMKM, Jon#eH BeiTe odopMNeH B BAOE COMNAalleHWa 0enoBbiX
napTHeEpoOB WNW  npoToKona o© Hamepedwax (MOU - memorandum  of
understanding). 37T0T OOKyYMEHT OONKEH NEPWOOWHECKW NEepPEeCcMaTpWBAaTLCA,
uToBbl OBMEH NPUBMNENMAMK MeXOy 30HAMW De30NacHOCTH OCYLWeCTBNANCA,

NOKa y OPraHuaaum ecTe B 3TOM HeoDXoOWMOCTE.
d) Opranu3aymodHsie TpeboeaHus.

WMHdopMauma o NpuBMNervax, nepenagaeman mMexay zoHamu De3onacHocTW, OonwHa
OLITe  CTpykTYypWpoBaHa. Ee cTpykTypa [Qon#Ha coOOTBETCTBOBATE OpPraHW3aUMOHHLIM
TpeboeanuaM. (ObpazoeaHue  30Hbl  DE30MacHOCTH, OXBATHIBAKWER  ONpPEAENEHHYH
OPraHW3auMoHHY Uens (Hanpumep, ByxranTepckrid  WNK  KagpoBbId  YYeT), RBNASTCA
CylWeCcTBEHHLIM 3NeMeHTOM COrNacoBaHHOroe nogxona. C yvyeTom OpYTWMX BHELWHWX akTopos
{Hanpumep, yrpos) pesynsTUPYLWWAA CcTaHAapTHeIW Habop npUEANervd, NpUreadHsidi ana
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obmena mexay 3oHamu De30NacHOCTH, JoMmKeH DelTh, KaK CNeacTBME, BECEMAE OMPaHWYEHHBLIM.
Mpw atom HaBop Npuewnervi, NpeaHaIHaYeHHLIM ANA OOHOW 4acTy opraduM3ague (Hanpumep,
ana Gyxrantepuu), He JONHEeH BKNOYaTe B CebA NpHBMNEerdd, HeobxoduMble ApYyrod, He
CBA3AHHOW YaCTW Opradv3aumy (Hanpumep, kagpoeon cnyxbe). Kpome Toro, peaynsTUpyowmi
Habop obwWx NpUBKMNErHA NOMKeH COASp#aTb POBHO Te NPUBMNEIMW, KOTOpLIE HeobxogMmb

ONA J0CTHAHEHWS ONpeieneHHon Lenu.

TONBEED Te  aChlekThl, EOTOpbIE

B HacTosAwem O0KYMEHTE  D3CCMaTpWBaKITCA

NpedCTaBnNeHbl 3aTeHEHHBIMW MPAMOYTONBHMEGMK H3 DHUCYHKE 2.

MNonKTH M
KOHpHAEHUMANE Jedibiald ¥rpoael JawmTa cpeabl
GezonacHocTH
HOGCTH
&
HocTyn K
—i obBeKTaM AHANWI PHCHOB
CHETEMbBI
Llend 3aiM e
TpebosaHWa
TexHuyecHMe Tpebopanua K
rpedosaHrA AOBEPHA K Ccpeae
P Be3aonacHoCTH nea
I _

PUCYHOK 2 — ACNeKTH De30NacHOCTH, PACCMATDHEBAEMEIE B HACTOALLEM JOKYMEHTE
Bce cepeBWichl yNpaBneHWA BeNOYawT B cebA cOo3faHWe, WMeHoBaHWe, onpeldeneHue,

HMcnpaeneHWe,

knaccuduKaumio, NpucBavBaHue,  IKCNNyaTauuo,

OYNNApOBKY MM
CHMHXPOHW3ALMID M SaKTUMBALMID, U T.0.

Byoy4n OCHOBAHB HA NAHHOW MOAENW NONUTHEK, YNPaBNeHWe NEUBMNErHAMK W KOHTPONL
AOCTYNa OOMEHLN YNPaBNATLCA NONMTHEAMKM B COOTBETCTEMK co cTaHaapTamu [SOITS 22600-1

W ISO/TS 22600-2, KaK NoOKa3aHo Ha pucyHKe 3 (oM. [2, 3]).
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Moenatiea_CP

Hapapxur_pored

CTpykTypHaA_pok MonuTeka_ueneBoM_AocTyna
1.n Momernka_OF
1
! i.n i.n
MpucaoeHda_NpNaz08Ememns Npuceoeqo_paIpeweniue .
ryELROHANEHAR_ PO Leneaol_roMnoHeHT
0.n o.n 0.n

CeaHc

PucyHok 3 — Cxema ponesoro KOHTPONA OCTyNa, YyNPagEnaemMoro NonuMTHEamM M

6 WHTepnpetaumsa cgopmanbHBIX Mogenen, onpegeneHHblx B ISOMTS
22600-2, gpna cepbl 3apaBooXpaHeHUA

MopmaneHble Mogenuw, onpegeneddele 8 ISOMS 22600-2, ocHoeaHw! Ha Obwen
KOMMOHEHTHOW mogenw (cm. [3, 4]). B 2104 Mofeny npuMeHeH apxUMTexTYpHbIA Noaxoq,
COCTORAWMH B (hOpMansHOM NPeAcTABNEHWN NOHATMA W CBA3EN MEWOY HWMK. 3TH NOHATUA W
CBA3W NpedcTaBNAKT 3HAHWA W ABMAKTCA NPOM3IBOOHBIMW OT WCTOYHWKOB, NONYYEHHBIMW C
NOMOLWLH  MOAESNWPOBEHWA  orpadHudeHwid.  Ytobol  ofinerdnTs  NoOHWMMAaHKME  Mogenew,
NpegcTaBnNeHHblX B HACTOALLEM JOKYMeHTe, fanee NpuBefeHO KpaTHoE ONWCaHWEe OCHOBHLIX
NPMHUWMNOB, CONPOBOXOAEMOE HEKOTOPBIMW  YTOMHEHWAMKW WNW  npodunamu  Mogensi,
onpeleneHHslX B cTangapTe ISOTS 22600-2.

Ytobbl noHATe, NepedaTs M M3MEHWTE pPEaNsHOCTb B COOTBETCTEBMM C  HALMMW
COUMANEHEIMIA, JKONOMMYECKMMKA, ODFAaHMIaLMOHHBIMKY MAM TEXHWYECKUMK OenoBsIMY UenamiM,
ee Hano Habnwgate, ONWCLIBATL W NPaBWNbHO MHTEPNPETUPOBATL B 3aMKHYTOM UWKNe C
noMowbLD Mogenai (cm. [5, 6, 7, 8]). Mogens ABNAETCA MbICNEHHLIM NpedcTaBNeHUEM Yero-To

NONE3HOro B peansHoM MUpE, B KOTOPOW He o0bR3IATENLHO YYWTHIBATE KamOyw OeTans
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peansHocT. C NOMOWLHY MOOenNed co3nawTcA adanmA. PaspaBoTka mateMmaTUyeckux
MOOENnel NoMorasT WX paspaboTyuukam ¥ Nuuam, NPUHUMAEKWWM PELLEHWA, NOHWMaTL CBAIW
MEROY BaMHBIMW XApaKTEpWCTUKaMKM OenobBbix npoueccos. C Apyrod CTOPOHLI, OMWCAHWE W
0coBEHHO WHTEPNPETAUMA peansHbIX CHMCTEM OCHOBaHbI HA 3HAHWW. 3HAHWE CyTb COMETAHMWE
WHCTWMHKTOR, MOEW. Npasun v NPpoUenyp, KOTOpLIE YNpaenanT AeWCTBMAMK WU peleHnaMA. OHO
vwcnoneayeTcs OnA npeobpaizoBaHWA gaHHbIX B WHOPMALKMKD, NONE3HYH B KOHKPETHOW
CHMTyaUMK. 3HaHue NoMoraeT Nonb3nsaTensM MHTEPNPETUPOBaETE MHPODMALMWID U 0eRCTEOBaTh
Ha ee ocHoee. [locTpoedwe TepMMHOB nNogpasymesaeT  3HaHwe. CneaoBaTensHO,
knaccudrkauna HabopoB TepMHHOB npenctaenseT cobol ynopagodeHWe aHaduA. Mogens
knaccuhKauuy TEPMWHOE COCTOWMT W3 3MNEMEHTOB W WX NPeOCcTABNEHWA (CEMaHTHUYSCKWX
NOHATHIA, TEPMWHOB), CEA3IEH MEWOY SNEMeHTaMW TepMMHONOMMK KNaccuWKaLKK, ABHOD

npeacTaBneHns 3Tux ceazeil (oM. [9]).

7 MpeacraBneHWe nMNOHATMA B WHGOPMAaUMOHHBLIX  CUCTeMax
3OpaBoOXpaHeHnA

7.1 BeepeHue

MoHATHE MOMHO paccMaTpueaTe kKak dopmansHyw mogens. OHo gon#Ho GbiTs
YHUKANBHO  waeHTWDUUMPpYEeMEIM,  HE3ABWCMMbIM M NPUIHAHHEIM - SKCMEpTaMmK W
Nonb3oBaTenamMi. MNOHATHE KaK KOMNOHEHT 3HAHWA MOMET, KaKk W NboW KOMNOHEHT, WMETL
cneywanuaaumn ¥ obobwernws. OHo obecnevweaeT COMMACOBAHHOE ONWCAHWE OOLEKTOB
npegMeTHOW 0BNACTH, KOTOPLIE WOSHTUMULUMPYIOTCA M NONLI0BATENAMKM NpegMEeTHOR oBnacTu
WCNONbaYKTCA HEe3aBMCMMO ONA 3anuck uHdopmagun (cm. [8]). COBOKYNHOCTE NOHATHA
HazblBaeTcA «oHTOnorMels. OHTonorva obecneyneaeT OpManM3aumio 3HAHWA NpegMeTHOW
obnactv. [Ona npedcrtaenedHwa 3Hadud Hauwbonee 4acTo WCNONB3yKITCA [Ba W3 paga
BO3MOMHLIX NOOX0O0B: NPOAYKUWMOHHBIA noaxod (NpodykuMOHHBIE Npasuna, npaevna «ecnu-

To») W ppedmoBed noaxod. MNpooyKUWOHHBEIA NOOX0Dd OCHOBAH HA padnWyHbIX CTPaTErnAx
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paccysieHud. B ocHoee  dpedAmMoB  nesuT  O0DLEKTHO-ODMEHTHMROBAHHLIM  NoOxoA,
ONUCkIBAIOWMWA HeobxoaumMble xapakTepucTuku obbekta. PpeliMbl COCTOAT M2 CNOTOB,
ONMCEIBAKOWKE  aTpubyTel 0DbLEKTE KOHKpeTHoOro Tdna. [daddele Bo pedmMe  MoryT
WCNONL30BaTLECA ANA ONMCAHWA COOTBETCTEYIOWEN CHTYALUKWK, ANA OPradu3anmi JadHsIX M ans
waeHTUUEAUKK MokNoYveHrd. MTioboi cnot dpedmMa QonxeH WMeTs 3HAYeHWe, 3afaHHoE No
YMONYAHKMIO, MNK CCeINKY Ha apyron dpedm. Takum obpazomM, NnoHATHE npegcTaenseT coboi
COMMacoBaHHOEe ONWCaHWE NpejMeTHLIX CYLWHOCTEW (KOMNOHEeHTOR), KOTOpPLIE ONpegenakTes
OTAENEHO W MCNONL3YINTCA ANA 2anuck MHpopmaumy. 3Hadue COCTOMT W3 NOHATHA, KOTOpLIe
MOryT 0DBeaMHATLCA UMK JEeKOMNOIMPOBATECA C© NOMOWEK 0006LWeHNA MKW cneuManKaaynu,
HOTOpLIE ONpefensioT OTHOWEHWA MeXay STUMW NOHATHMAMW. [nA JocTHMEeHWMA uened
OpraHd3auuy o7  BHEeApeHWA WH(OPMALMOHHBIX CUCTEM  HeobXogwmo  OpraHv3oBaTh
BLINOMHEHWE: aHANW3a, KOHUENTYaNW3auwK, NpoekTHPOBAHWA, PEannaaudn W 3KCNNyaTauud
WHIPOPMALWOHHBIX CUCTEM, YYUThIBAA MeTodbl paboTel, UMelwyoca MHMopMaUWio, YpoBeHb
NepcoHana v npuMedaemsie MHRopMauHoHHLIE TEXHONOTAK.

NopoBHo NpeacTasneqHuw:o 3HAHMA 0 MUpEe ODLEKTOR UMK KOMNOHEHTOE, NOHATAS TaKKe
CTRPYKTYpMpOBaHLl [OpradHW3oBaHsl) B BUOE CNOTOB (CM. onpeldeneHve ppeldna Boille). Takoe
CTPYKTYpPUpOBaHWE MOMeT ObiTb BbINONHEHO C NOMOLWGI BCEX WABECTHLIX NpegcTaBneHuid
NOHATHA B cdepe 30pABOOXPAHEHWR, Hanpuwmep, apxetTunce (archetypes), mogynen
NpedcTaBNeHya MeJWUMHCKWX 3HAHWA, 3anWCaHHbIX C© NOMOLLH CUHTakcuca Apaeda (Arden
Syntax MLM), assikoe orpanudeqnia obvertos (OCL — Object Constraint Language), a Taxse c
NOMOLWEK GopMankHslXx NPeacTaeneHuid NoNWTHK Ge30nNacHOCTH, HanpuMep, C NOMOLLLH
NOrvKW Nepeorc nNopagka WNK Nordkd NpeauraTtos, nvbo © NoMoWwbH Takux QopManbHbIX
A3bikos Kak SAML, XACML w T.a.

7.2 A3blKkK oONMCaHWA NpeaMeTHLIX obnacTen

Ona obecneyeHWAa NpedcTasneHWA W Nepedady 3HaHWA  HeobxoQuMo AafeKBaTHO
NpedcTaBnaATe COOTBETCTBYIOWME MNOHATHA, 4TO peand3yeTcs C NOMOWbH oBLWKMX A3LIKoB,
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A3bLIKOB ANA KOHKPETHbIX npegmeTHolx obnacted, dopMancHbiX A3LIKOB W (POPMAanNbHBLIX
mogened. TepMUHB WM NPUMEHAEMBIE 3HAHWA MOMYT O0beQWHATLCA B TEPMUHOMNOTHMK W
oHTonoruK. MetaTtesaypyce! onNpeqenAwT NpedcTABNEHWE IHAHWA O NpeaMeTHoR obnacTu (oM.
Tabnuuy 1). NoxaTuA, cneyudmryHse Ana npegMeTHoW obnacTy, dopMUpyoTea M3 TpeboBaHuie
¥ buanec-npoueccam. Moatomy Nobol npouecc pa3paboTik COBpPEMEHHOA MHOPMALMOHHOM
CMCTEMB! JOM#EH HAuUWHATECHA C BwiBopa npoueccoe W sMeTodoe pa3zpaboTew TpefoeaHWA W
aHanw3a apxXWTeKTypel, T. 8. ¢ co3gaHua modenu Buanec-npoueccos. Ha aTom aTane sKcnepTb
B faHHOW npeameTHon obnacty onpefenswoT CTPYRTYpY DMaHec-npoueccos MNKu BelbDUpanT Mx
WabnoHel, oTpaxawWwwe peansHelie BUaHec-npouecckl, Be3 y4era ux gansHedlWwen peanyaalmun
B MHDOPMALMOHHD-KOMMYHWKaUMOHHOW cpege. Ha cnegywowem atane gonxHa OwiTe BoibpaHa
METOOQONOMMA  pa3paboTky, YCTAHOBKM, TECTMPOBAHWA, JKCNNyaraumu W MHTerpaumu
npunoxedwid. ObBecnedneas NONHBA UWMKN pa3paboTer vHpOpMAUMOHHOW cucTemel, OBwasn
KOMNOHEHTHAA MogeNs onuceleaeT nwbyw mogens BOuadec-npoueccoB NpeanpUATHA.
TpexmepHas apxuTerTypa Mogend nNo3sonAeT NPpeicTasnATe 3HAHWA C NOMOLLLK NOHATHA W
CcBAZIEl Memdy HWMW, BKN4as oboblwedwe w cneuwanuzauyuw. C Apyrod CTOpPOHLl, ANA
MOOENUMPOBAHMA NOHATHA, WCNONL3YEMBIX B 30paBOOXPaHEeHUM, MOryT WUCNoNb30BaTLCA
apxeTunsl.

Tabnwuya 1 — lNpeacTaesnedye 3HaHWKA C NOMOLBID METATE3AYPYCOB

MoHATHA
TepMiHEl C OQMHAKOBBIM 3HAYEHHEM 0ObLeONHAKTCA B NOHATHE.
MNoHATHMAM HA3HA4AKTCA CBOUCTEA, HAaNnpUMep:

- YHUKanbHsIW WgeHTUduKaTop,

- onpegeneHde.

CeRA3M

MNoOHATHA CEA3aHLI C APy THMEA NOHATHAM M.
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CBA3AM Ha3Ha4aTCA CBONCTRA, Hanpurmep:
- THN CBA3K,

- MWCTOYHMK CBRIW.

MpeoctaenedHdWa NOHATHA W NPaBWN HA pa3HblX YPOBHAX NPpeAcTaBNeHWs 3HaHWA
obecnewneardoT pasHsle CcTengHM  wHTeponepabensHocTM. Ha camom  BepxHEM YpOBHE
CTAabUNBEHON apXMTEKTYDLI, NOCTROEHHOW B cooTeeTCcTEMK ¢ ODWed KOMNOHEHTHOW MOQENLID 1M
dopManeHeIMK - MOZEnAMK, NpednoxeHHsiMu B I1SO/TS  22600-2 ana  ynpaenedHws
NPMBUNErMAMKA W KOHTpCONA JocTyna, obecneyuwBasTcA ABTOHOMHASs CeMaHTWYeckas
wHTeponepabensHoCcTe. B 3aBUCUMOCTH OT CPEACTE BhIPEMEHWA NOHATHUIA, C NOMOLULH KOTOPBIX
CTRDYKTYpHAA W dyHEUWOHANLHAA WHDOPMALUWA MOXEeT WHTepnpeTWpOBAaTLCA YENoBeKoM Wnu
KOMMNLIOTEROM, MHTeponepabeneHOCTE NEpEHOCHTCA Ha HUXenaxallue ypoBHW. B To BpeMA Kak
CTDYKTYpHAA WHopMauWa no3BonAeT OOroBapvBaTeCA O NONWTMKaX, @YyHELWOHaNEHAA
OCHOBAHAa Ha NPUCBAMBAHWMK ATPUOYTOB, OCYLLECTENAEMOM AQMUHWCTPATOPAMUE WK ODYIAMK
CMCTEMHBIMW  NONB30OBATENAMKM (HANpWMMep, nauweHTamiK). B 3ToM KOHTeKcTe Tpebyertca
YNpaenATe B3IaWMOCBRA3IAMM NPeacTaBNEeHWd NOHATMW  pasHelx  nNpegMeTHex  obnacrew,
WCMNONb3YA pa3Hbie A3slkK NpeamMeTHeix obnacted. [Jane kpatko obcywOawTcA paznuuHbie
cnocobel NpeacTaBNeHWA NONNTHE, A TAKKE CPEACTEE HAZHAYEHWA U PEaNMaaLMK.

7.3 MogenupoBaHue orpaHu4eHWiA Ha A3bike OCL

Azeik orpaHuyernii obbektoe OCL AaBnAeTcA CTAHOAPTHEIM pacliupeHuen aasika UML,
No3BONAKWKM DOpMYNMPOBaTE 2aNpockl K 3NeMaHTam Mogdend, orpaHiiveaTe aNeMeHTe (BO
BpEMA MOLENWpoOBaHWA) W onpefenAaTs onepauyuy 2anpocoe [5, 11]. Ox obecnedunsaer
BO3MOMHOCTE MHTEMDAUMK B apxXMTeKTypHOM npouecce. B napagurme OBWel KOMNOHEHTHOR
MOOENW onpenenedwe OWaHec-npaeun  Boi3biaeT Donbwwe 3arpyaHedus. Haok OCL
obecneunBaeT orpaHM4eHHa MOLENEeR CO CNeuvansHeiM noeegednen. Boipamenns aaoka OCL
COCTOAT W3 Tpex 4acTel. KOHTeKCT naketa (HeoDA3aTenbHbIW), KOHTEKCT BbipaweHWa
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(obAzaTensHBIR) W OQHO MMM HECKONbKO BhipaweHwn. Orpaduyedna Ha aAssike OCL

OpraHW3oBaHe! B hopMe BeipaxeHuid (Tabnuua 2).

Tabnwuya 2 — MogenupoBaHwe crpaHMyedin Ha aseike OCL
package = nyTeKlakety> KOHTEKCT NakeTa
context <UmMAZKaamnnapakodTekcTa= <snemMeHTMOoOen > HKOHTEKCT BeIDaMeHKA
<TUNBripaxeHnA><uMABLIpaxeHnA>: BhIpaXeHWe
<TenoBwipaxeHua=
<TUNBoipaxeHna><uMABLIpaxeHnA=: BbipaXeHWe
=TenoBripaxeHua=
endpackage

7.4 Qpyrie npeacTaBneHnA orpaHny4eHn

7.4.1 O6wmHe cBeAEHMA

B cooTteeTcTeru ¢ OGWER KOMNOHEHTHOA MOLENEH, 30PAB00OKPAHEHWE W UCNOMNL3YEMEIE
B HEM WHEDOPMALUMOHHBIE CUCTEME! MMEKT OEN0 HE TONLKO C MEAWUWHOW U BHONOMMen, Ho 1 G
OpYyrMMK npeameTHeimi oBnacTtamy. Cpean HWX HeoDxoOWMO YNOMAHYTe (DUHAHCMpOBRAHWE,
TEXHONOMMHK, NPABOBLIE acNexTH W DezonackocTe. Paccmatpueas Be3onacHoCTs, Heobxodumo
MOOENMpPoOBaTE KWPWOWYECKWE MOHATMA W NOHATHA, B KOTOPbIX QOpPMYNWPYHITCA NONUTHEW
besonacHocTd. MonuTuka oOxBaTbiBAET BCE  acnekTbl CWCTEMBI  30paBOOXPaHEHWS W
WHPOPMALWOHHBIX  CUCTEM  34paBOOXPAHEHWA, HanpWMep, KOPWAWYeckWe, CcouMantHLle,
ncuxonariyeckre, MyHKUMOHaNbBHLIE W TEXHUYECKHE.

YnpaeneHwe nonuTukoW Oe3onacHoCTW MoOMeT BrNWYaTe B cebs BCce WNWM 4acTb
CNegyrlwux 3Tance: COCTABMNEHWE, NEPEecMOTp, TeCTUPOBAaHME, YTEEp#OSHWME, NyBnuKauuns,
KOMBWHMpOBaHKE, aHanus, MogudMkauWsA, NpekpaweHWe OeWcTEMA, NOWCK W NpHMEHEHKE
nonuTuky. [onHas nonuTHKa, nNpuMedHvMan K 2anpocy, Tpebylowemy pelweHus, MoxmeT

COCTOATE W3 pPROA OTASNBHLIX NPasun Wnd NondThe.  Hanpumep, Ana NpUNoseHus,
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obecneunBatollero KOHMWASHUWANLHOCTE MNEepCcoHanbHbIX OaHHbX, cyOLEKT nepcoHansHoW
WHpOPMALWMKA MOXKET ONPedenuTs OAHW ACcNeKThl NONUTUEN PACKPLITUA 3TOW MHdopMauny, 8 To
BpEMA KaK OpPraHu3auya, ABNAKLWAACA BNafensuemM 3TOW WHEOOPMALKMW, MOXET onpefenuTs
opyrve acnektbl. YTobfe NpMHATL pewedwe o0 aBTopu3auMu  2anpoca, Heobxogwmo
obbegMHUTL 3T OBe OTAenbHLIE NOMUTHUKW W ChOPMUPOBaTL M3 HUX OOHY, NPUMEHUMYID K
3anpocy Ha AoCTyn K MHOPMaLUMK.

HAzmik pasametin obwAenenwid  OezonacHoctw  SAML  (Security Assertion Markup
Language), npegno#eHHblld opradu3agued OASIS, onuceieaeT cpencteamu fA3sika XML
cepeucsl GE30NAcHOCTH, CONOCTABMEHHLIE 3MNEMEHTAM CTPYKTYPE 3arcnoBoK-TENo-CobINKA.
Onsa copmansHoro MogenupoBaHKUA NONUTHE W ONUCaHWA NPaBWUN KOHTPONA OocTyna ara
opraHuzauus  npegnoxuna  azsik XACML, xoTopwi Tawwe ABNAETCA METAA3LIKOM N0
OTHOLWEHWHK K 83blky AML.

7.4.2 Azik XACML

Azmik XACML onpegenseT Tpu 3neMeHTa MNONWTUKKM BepxHero ypoeda: <Rule=
(npaeuno), <Policy> (nonutuka) v <PolicySet> (komnnekc nonutuk) [12]. 3nement <Rule>
cofepxuT BYNeBo BoipameHwe, KOTopoe MoXeT BbiTe BoiMMCNEHO oTaensHo. OgHako pewexue
of aeTopuzauuu (Hanpumep, NPpUHUMAEMOE TOYKOW NPUHATHA PELWEHWA O NONWTHKE), He
OOMAHD NPUHMMATECA D82 CCbiNkM Ha COOTBETCTEYOWYH nonuTuky. B Aascike XACML
npegno#eHsl anropuTMel KOMOWHWDOBAHKA NDABMA, NOIBONAKILWME, K NPUMEDY, HE PA3pPEWAaTh
nepeonpegensHue (YNoOpAAOMEHHOE W HeynopaacqYeHHoe), paspewats nepecnpeiensyue
(ynopagoveHHoe W HeynopagoveHHoe), BBOp NEpBOro MMM TONLKO OOHOMO NPMMEHWMONS
npaexna.

3nemeHT nonuTrkw <Policy>= cogep#MT COBOKYNHOCTE 3nemeHToB npaeun <Rule> u
3afadHyD  npouenypy COYeTaHWA pe3yneTaTtoB MNPpUMEHSHWA 3TMX npaswn. Peaynetar
BLINOMHEHWA 3TOW NPoUEaypsl CNYXMT OCHOBOW ANA peweHA ob aeTopuaaunK, NPMHAMasMoM
TOUKON NPUHATHA PELLUEHUA O NONUTHKE.
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3neMeHT Komnnekca nonuTuk <PolicySet> cogep#uUT COBOKYNHOCTE 3NEMEHTOB NONUTHMEK
=Paolicy= wnu gpyrwe komnnexcel nonutuk <PolicySet=, a Takwe 3apaqHyi npouegypy
COMETAHWUA Pe3YNETATOE NPUMEHEHNA 3TUX NONWUTHE W KOMNNEKCOB NONWTUE. 3TO CTAHOADTHLIA
cnocob obpa3oBaHMA OOHOW KOMOWHWPOBAHHOW NONWTWKKW NYTEM COYMETAHWA OTAENbHBbIX
NONUTHE.

OCHOBHBIMW KOMMOHEHTAMK NPABKMN ABNAKTCA: UWenb, 3ddekt v ycnoewe. Lens
onpenenaeT KOMNNeKc pecypcoe, cybLEeKToB v cpeay.

CnenoeatensHo, nNoONMTMEa BrNioYaeT B cebA  Uenb OCHOBHBLIX  KOMMOHEHTOB,
MaeHTUUKaTOD aNropuTMa CoYETaHWA NPABKI, KOMNMEKS Npaeun v obAzaTenscTea.

MNpencraenedHas  CcTpyTypa W YHEUMA  YACTHYHO  OTPaXawT  KOMMNOHEHTHY
ApXMTEKTYDY NONWTHK, ONucakHyw B cradgapte [SOMTS 22600-2. lMNpu 3Tom, opHako,
YNDOWEHL  OnNpedeneHHele  CcyDKOMNOHEHTE  NoONWTWMKM. [eTaneHele CBEdeHWMA CM. B
onpegenedun Assia XACML [12].

7.4.3 Azcik WSDL

Azeik  onucadua eeb-cepeucoe WSDL (Web Services Description Language)
npeacrasnaeT cobol rpammartvky Ha Azsike XML, npegHazHadeHHyld ONA onucaHva Beb-
cepencoB. Ha Hewm onuceieaeTca uHdopmauwa ofb uHTepdencax obwenocTynHsx dyHKLME,
THUNAX QaHHLIX ANA BceX coobWeHWiA, NPUBA3KAX K UCNONE3YEMOMY TRAHCNOPTHOMY NPOTOKONY,
a TakKe ¥ agpecam 3a0aHHblX cepeucoB. Takoe onucadve npeactaensaeT cobol KoHTpaT
MEMOY 3anNpalMBalOWMM MNPUNOMEHWMEM W NPUNOXMEHWEM, peanuaylolum cepsuc. 3TOT
KOHTDAKT HE 3aBUCKT OT NNATHOPME! Peani3auny 1 A3bika.

7.4.4 Aabik BPEL

Habik BhiNnONHeHus Ou3Hec-npoueccoe BPEL (Web Services Description Language)
nocTpoed Ha ocHose A3ska XML W npedsaszHavedH gna onucadws OGuaHec-npouecca e

pacnpefeneHHol B3aWModencTeyowen cpene. OH dopManuayeT ynpasnaAemeie KOMNOHEHTLI
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W wckmoueHuA. Mogens npoueccoe BPEL4WS saenfeTcR HAOcTpolkod Hag MOgensdo
CepencoB, onpegenedHoi 8 Azsike WSPL (Web Services Policy Language).

7.4.5 Cneundpmkauma WS-policy

Crneundmkauma nonutuk eebd-cepewncos WS-policy senseTca rubkod ¥ paclvpRemoli
rpammaTiioi Ha A3sike XML 1 npegHazHaqeHa gna onucaHwA BO3MoMHOCTed, TpeboBaHui u
oBWMK xapaKTepucTk ODLEKTOB CWCTEM, OCHOBaHHBIX HA MpUMEHeHWW Beb-CepBMCOB, B
dopme MHgopmauuK o nonutwke seb-cepeuca, cneuwMdMYHOW ONA KOHKPETHOW NPEegMETHOW
ofinactin. OHa onpegenaeT KOMNNEeKC anbTEPHATUEHLIX NONMTHE, KAX AR M3 KOTOPLIX ABNAETCA
KOMNNEeKcoM  OOBLABNEHWA  NONWTHMKW, HanpuMmep, cxema  ayTeHTudukauun, eslbop
TPaHCNopTHOMO NPoOTOKONa, MONMTHEE HKOHMWOEHUMANLHOCTH, XapakTepucTHUin  KadecTea
ceperca (oS (Quality of Service) w 1.0, [OnA coBMECTUMOCTA NONUTUK Heobxogumb:
LOOMOBOPEHHOCTH O CNOBape QaHHBIX U cemaHTuke. Cneuuwdukauns WS-PolicyAttachment (Web
Services Policy Attachment) onuceisaeT, Kak CBA3aTL NONMTHEKM C CYDBEKTAMK, K KOTOPBIMA OHK
NPUMEHAKITCA, MCNONL3YA onucadua WSDL.

7.4.6 Aasik WSPL

Asbik nonutuk eeb-cepemcos WSPL (Web Services Policy Language) aenaertca
OrpaHK4eHHEIM NogMHOMecTBOM cTangapTa XACML opraHwzauun OASIS, obecneurBeatowam
oTobpakeHne nonuTuk. OBObedWHEHHBIE MNONWTUKW MOrYT ObiTe BbIDAMEHBl C MNOMOLLEH
OeTaneHeIX aTpudyTos, HanpUMep, BpeMsA OHA, UeHa WKW CETEBLIE XapakKTepwcTuxM. B Azkike
WSPL momHo wcnonszoeaTs Gynesckve onepatopsl «okniountensHoe MMy (eXclusive-OR)
w «M» (AND). Komnnekc <PolicySet> onuchiBaeT NONWUTUKW KOHKPETHOMD CEpPBWCA, NPpW 3ToM
KEOaa NONATUEE COCTOMT W3 NOCNedoBaTensHOCTH NPasun, NpeacTasnAWKME OTAenbHBIH
acnexT cepeuca. Npaeuna 3ananT AONYCTUMOE MHOKECTBO aTpubByTOB, ONUCAHHOE C NOMOLLLID
npeaukatos. B A3bike NpeoycMoTpeHa BOIMOMHOCTE NPHUHATHA PeLUEHWA B 3ABWCHMMOCTWA OT
OONYCTHMOCTH HECKONBKWX MHOMECTE aTpMbyToE.

7.4.7 Aazuik DIPAL
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He aaBucAwMA oT npegmetHold oBnacTu Aablk 06LABNEHWA NONWUTMKM Beb-cepBUCOB
DIPAL (Domain-Independent Web Services Policy Assertion Language) onepupyeT embopom
pa3BepTLIBAHWA  (NONWTHKAMMK), a He OW3HeC-NOrMKCoW W WHTepdedcamMy CepBuca,
WCNONbaYHLWKUMK MHDOPMALMID, 3ABUCALLYKD OT NpeameTHol obnacTu.

7.4.8 Azbik SAML

Azeik pazmetk obbaeneHwid BeaonacHocTy SAML onUCHIBAeT rpaMMaTHRy KOHBEPTOB,
cogepwaliux  waeHTUUUMpYOWY  WHopMaumilo W udHopmaumee  BesonacHocT W
NpegHasHavYeHHslx ANA nepegaqu M3 o4HoW 3046l BesonacHocTh B Opyryw. Ha 37om fA3bike
OpraHW3auuy MoryT COCTaBNATE OOBLABNEHWA (YTEepHaeHWA) 00 WASHTHYHOCTH, aTpubyTax W
nonHomounax cybbekta (Hepedko nons3ceatens — (WM3aKYECcKOro nuua) W nepefaeaTbe WX
OPYTAM Oprasuaaumam.

MpoTokone SAML onpegenawT CTpykTypy nap 2anpoc-oTeeT, obMeH HKOTOpbIMK
No3sonAeT nony4uTe oDbABNEHWA W YNPaBnATe HeobxooMMOW WMAEHTMYHOCTLI, 3anaBasn
NpOTOKONLl 3anpoca-oTeeta oBLABNSHMA, NPOTOKONLL 3anpoca ayTeHTUMUKaUKUK, NpoToKoNLl
YNpagneHuwa MMeHaMu-MOeHTHUKATOPaMK, NPpOTOKONEl 8AWHOMND BXG0a W eJWHOMD BhIX00a.

Mpueazkw  SAML onpegenawT cnocobel  Wonons3oBadHuA npotokonoe SAML B
CTaHOapTHLIX npoTokonax coofwedwd ¥ obmeHoB OaHHbIMKA. TpUMEpOM MOTYT CNYHMTL
npueask  SAML  SOAP, npuesazkn  SAML  PAOS  (obpatHoid  SOAP),  npuessku
nepeHanpasnedwa HT TP wnu npveazkm HTTP POST.

Mpodwnn  SAML  obecneuneawt KombuHUMpoRaHue  eolbpadHbix  0DbLABNEHWE,
NPOTOKOMNOE M NPMBAI0K K ONPedensoT NoeedeHne B ONpefefeHH X CUTYaUMAX. 30eck CTOMUT
YNOMAHYTE Npodrny equHoro exoga SS0 (Single Sign-0On), paclwmperHele Npodunu KNMeHToB
v aredtoe ECP (Enhanced Client and Proxy), npodwnu eguHoro Boixona, npodyng 3anpocos
oBbABNEHWA W OTBETOR Ha HUX, 8 Takke npodunu aTpudyToe.

KonTekcT ayTenTudukaym SAML onMceiBaeT TUNbl W CHNY CYLLECTEYHILWMKX MEeTOd0B

ayTedTudprkaumk (Hanpumep, npotokona Internet Protocol Password, npoTokona Kerberos,
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NpOTOKONA pacnNpoCTPaHeHWA OTKPBIThIX Knoded X.509, ynpaeneHue WHTENNexKTyanbHbIMK
KapTaMmu Ha OCHOBEe WHPAcCTPYKTYPLl OTEPLIThIX KMAKYeW, ayTeHTAMWKaUMKe KNWeHToB Ha
ocHoee npoTokonos SSL-TLS).

MetapanHwie SAML nozsonawT  gedcTeyloWwmMm  nuyam, Wcnons3ywowem  SAML,

OMMCEIBATE CBOW NpegnoyMTeHuA | H[JHqJHI'y'DELkHH.

8 Cornacue

8.1 OBwme cBepeHHUA

MNonuTuka npegctaenseT cobol oObRENEHWME O HPWOWYECKMX, OpPraHW3aUWOHHLIX,
COUMAnNEHEIX, (PYHKUMOHANEHEIX W NpOoYMX TpeBoBaHMAX, KOTOPEIE O0NHHEl BbITe BEINONHEHL!, W
TeM camelM OpMynMpyeT npasuna orpaHU4eHus COOTBETCTBYIOWMX NOHATHA OpYyrod 30Hb
BezonacHocTh. Cornacwe npegcraenAeT coboW cneudansHyH) NOMUTHKY OTHOWEHWA Meway
cyDLexTamu, BkNYaWyD & cebs Boipaxedue og4obpeHus WNK NPUMEMNEMOCTH YKa3aHHLIX B
HEeW 2afBNeHWi. 3aHOHOOATENLCTBO MHOMMX cTpad TpebyeT, uTolsbl BlavMogedcTByHOLKE
cybrexTel BeinM  geTaneHo WHDOPMWPOBAHEl O CBOMX 00A23aTensCcTEAX W BO3MOMHBIX
nocneacTenax. Tem cameim obecnevyvMBacTCA HODUOWYECKH W 3THYECKW NPHeMNemMas OCHOBA
Takoro ogobpexua (wHopmwpoeadHoe cornacue). Cornacve gonsHo QOpMyNMPoOBaTLCA B
COOTEETCTEMM € 3303HHOW MOJENbH MONATHE W BbIPAMATLCA Ha (QOPMansHOM  A3biKe
NpedcTaBNeHUA NONUTHE.

8.2 MnchopmupoBaHHoe cornacuve nauveHTa

Yrtobel obecneunTe Yywe YNoMmaHyTwie TpeboBadusA, WHOOpPMWDOBAHHOE COrnacue
nauveHTa AoMKHoO QOopMyNAPOBATECH BhICOKOTEXHONOMMYHEIM 0Bpa3omM K OTpaXaTh TOHKWE W
feransHsle NOHATHA WU CBA3N NPUMEHMTENLHO K O3HHSIM, YHELMOHANEHOCTH U CEepBUCAM.
Takum obpa3zoM, WHPOPMUPOBAHHDE COMMAacHe NauMeHTa MOMET NOKPLIBATE OTHOLWEHWS CO

BCEMM ACNEeKTaAMW OK33aHWA MEeOWLUMHCKOW NOMOLLM, BKNONMAS JaHHbIe W MHOODMALUMK,
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OOKYMEHTSl, (OYHEUKMKW, CHMCTEMBLI, NUUA, OPradHu2augui, NpUnoKedHs W T.4., TO ecTs BKNKYasn
NPMHUWMNANOE U UX JeUCTEBMA/pe3yNbTaTel QeACTENA.

B.3 ¥npaenenwe WHpOPMUPOBAHHLIM COrNacHeM NAUMEHTORB

Ynpaenedue WHOPMUPOBAHHLIM COMMACcHem NaUKMeHTOB O0MKHO YyAOBNETBOPATL BCEM
NpMHUKMNAM NONWTUKN, BENIOYAA onpejenedue, NOCTHUHEHWE OOrOBOPEHHOCTH, rApMOHUaLMID,

npyUceadeaHye, OTIbIE M T 0.

9 DJHKCTpeHHLIW QocTyn

QKETPEHHI:IFI SOCTVYn  4OOor+seHd npefoCTaenNATeCd B COOTBETCTBMM O BOIHWHWEKW
HDTpEﬁHDCTbiﬂ W OTBE4YaTk BCeMm Da30BbIM npuHUKMNas, 8 TOM 4Ydcne HpuodYecEdm
OrpaHUYeHMAM, NpHUHLKFNY HEﬂﬁKD,ﬂ,HI‘u‘IDL‘TM nonyvedH4s I.-TH{DDFIIMEL[I-"IH W T.0., MANOHKEHHLIM B
NoNATHEE 3SKCTPEHHOND SOCTYNA. BamHeiMm TPEEIDBELHHE:M. KOTOPOS J0NKHD BENHHYaTRCHA B

NONATHEY 3KCTPEHHOMD O0CTYNA, ABNASTCA NONHaA PErHCTPaUMA BCeX BRINONHEHHLIX O8HCTEHA.

10 letann3auma Mogenu KOHTPONA gocTtyna

10.1 Cepepa npUMEHEHWA MOAENKW

B cuny obwHOCTM MOOENWM KOHTPONA AOCTYNa WMEHAa ee KOMNOHEHTOB NOBOMNLHO
abcTpakTHbl, OOHAKO NPW COOTBETCTBYHLWEW WHTepnpeTauuu 3Ta Mogens MomeT ObiTs
NPHMEHWUMAE KO BCEM CUTYAUWAM, ONUCAHHLIMK ¥ 0BCYA0AHLWNAMCA B HACTOALLEM A0KYMEHTE.

10.2 Mcnonb3oBaHKMe NPAMOro WNM obpaTHoro BLIZ0Ba

Moaens koHTponA docTyna npegnonaraeT Hanwywe koutTponepa, obpabartbisarouwero
YNDABNAWYK WHBOPMALMID ANA NDMHATHA PELUSHMA O paspeleHHk OocTyna. 3anewTens
MO#ET NPedcTaBUTE 3TY MHPOPMALKWKD (HaNpHUMEeD, TOKEH) NPY Bbl30BE BepuduKaTopa (NPAMOR
BbI2oB) NWb0 KOHTpoNep MoweT nonyduTe Tpebyemywo uwHdoOpMauui 0T JOBEDEHHOro
WCTOMHKMEKA (0DpaTHe Boi3oe). MpuHUMan pewedwe o Bulbope MeXaHw3IMa NPAMOro MW

obpatHoro Bel3oBa, cnegyeTt y4ecTe pAg akTopoe, ONMcaHHeX B nognyHkTax 10.2.1 w 10.2.2.
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10.2.1 Npamon BLizOB

ToKeHbl O0MKHLEl UMETE KOPOTHOE BPEMA HU3HW.

ToKeHbl O0MKHBl NPOBEPATECA CEPBUCOM ayTEHTUHUKALKMK.

Mpu nepenaye TOKEeHbl 40MKHLI BbITh 3aWKMgpoBaHbl.

B zawwndpoBaHHbiA TOKEH gon#eH BbiTe BKMHOYEH Pa30BsLIi MNK YHUKANbHBIA KNHOY.

10.2.2 OBpaTHLIA BbIZOB

Cepeucsl ayTeHTUgMKaUMKM 40NMHHEl BbITh OOCTYNHGI.

XpaHunuwe snemeHToB KoHTpona goctyna (AC| — access control item) gonsHo BeiTe
OOCTYNHO CEpBUCaM ayTeHTUDHKALWMK.

focTyn K aTomMy XpaHunuwy AoNHKeH OCYLWecTBNATECA C NOMOLWLK A0BEPEHHOMD KaHana
nepenayvyy gaHHsIx.

TokeHwl, cogepxawme wadopmaynio of ayTeHTUDMKAUMKM, OOMHKHE BbITe 0OCTATOMHO

GeaonacHbiMK Ans 3awuasMold cpensl 8o nabemxanue aTak NOBTODEHWMA TOKEHOB.

11 etann3auvsa mogenu generMposaHun

OrpaHyMyeHns  OenerupoBaHusAs  MOryT  234aBaThCR MCTOYHMKOM  AyTeHTUdMKauuM,
3aABMTENEM MMM LEeNbio OOCTYNAa W BKNOYaTE B ceff crnegyowyio Mhpopmanmio:

a) YpoepeHb JenerupoBaHWA — HanpUMep, 3aABWTENK C ponbK Oenerarta MoxeT
ObITh 3anpelleHo QansHelles JeNerMpoOBaHHE NPUBMNIETMNA.

6) KoHTeKCT AenerdpoBaHWe —  Hanpumep, AenervpoBaHWe WMeLWencs
NpWBUNEerid «Ny4eBor OMArHoCTs TONLKD NO OTHOWEHWID K NAUKWeHTy C OaHHbIM
MAEHTUUKATOPOM, TONLKO ANA JaHHOW CePUW PEHTIEHOBCKWY CHUMKOBR W TONLKO
Ha yKa3aHHeIA Nepuod BpeMeHi.

e) pynna pQeneraTtoB — HanpuMep, YPOBEHb OENerdpoBaHnAe  MOMET  He
OrpaHU4MBATLCH, HO Boe Aenerathl AOMMHBL NPUHAONEXaTe onpefeneHHoW

rpynne 3aseuTens.
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r) OrpaHuyeHne UCNONL30BAHWA CCbINOK — MNPUBKMASIMN MCNONL30BAHKWA 0BbexTa
npW onNpefeneHHbIX YCNOBWAX NepefakTcs NoNyqaTend B BUOE CCbINKM Ha
oBbekT. Hanpumep, npu OenerdpoBaHuM NPUBMNErMM WHODPMALUKMA KOHTPONA
O0CTYNa, NpUHAQNEexalas AenervpylolwemMy NpMHLMNAanNY (To ecTe ero atpubyTel
BeaonacHocTH) MoxeT ObiTe AenerupoBaHa Apyromy obbekTy uenouxu, uTobbl
pazpewnTs eMy OeACTBOBATe OT WMEHM Oenerdpyrowero npuHuMnana npu
onpeaeneHHbIxX YCIoBUsX.

n) Henooxopsee OenerMpoBaHuWe — OFPaHWMEHWA, NPENATCTBYIOLWWE Nepefaqe
WMELMXCA NPUBMIENAA HENOAXOAALEMY OENEeraTy, HanpuMep, nepegaqe npaea

Bpada Ha BbINWCEY DeUenToe NpedCcTaBUTend adMUHMCTDaTHBHOND NepcoHana.
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Mpunoxenne A
(cnpaBovHoe)

MHdpacTpykTypa ynpasneHWa NpUBUNErnAMU

A1 MapmoHW3auMA HACTOALWEro NPUNOXEHKA co cTaHaapTom ASTM E2595-07

B cywecTeyownx cTadgaprax, eknodan ANS] X9.45 [46], ISO/NEC 9594-8, IETF RFC
3280 X.509 [47], OASIS SPML, SAML, WS-* 1 XACML onpegeneH pag MeXaHWaMmoB, KOTOpbie
MOMHO WCMNONb30BaTh ANA KOHCTPYWPOBaHWA WHPacTPYKTYpB! YNPaBNEHWA NPUBHNETHMAMM,
cneyndMyHON Ana 3apasooxpadHeHns. K H4M OTHOCATCH ONWCAHHBIE fanee BOIMOMHOCTH.

Mpueunermy, HeodxoOuMele ANA OocTyna K uenesomy obwewTy, obo3HaueHsl B
YAOCTOBEPEHWM ABTOPM3aUMK 3asBuTens. Takum yaocToBepeHwem moxeT BbiTe cepTudmeat
ABTOPM2ALMK, COOTBETCTBYKWMA cTaHgapTy ISQVIEC 9594-8 (vacTHaa cdopma ceptudmkaTa
atpubyTa), MNKM onucaHwe Habopa NONWTHK, COBMECTWMOE cO cTangapTom XACML nubo c
OPYTMMK CNPaBoMHBIMKY CTaHAapTaMK asTOPU3aLM K.

KaTeropus 4yBCTBUTENLHOCTM WM WHbIE CBOWCTEA Ueneporo obLeKTa, K KOTOpOMY
TpebyeTca OOCTYM, MOryT XPAHWTLCA B MEeCTHOW Daze JaHHLIX WUNWM B NOANWCAHHON CTPYKTYpe
OaHHbX. HacToAwee npunoxeHwe He onpedenseT CTaHOapTHEIW cnocod npeacTaBneHws 3Tow
WHOPMaLWK, NOCKONLKY OH OCTABNEH HA MECcTHoe ycmoTpeHue. OH CoOepHMT yrazaHus, Kak
Taxkaa uWHopMauKra moxeT BeiTe NpegcTasneHa W obpaboTada ¢ noMowesl obwwx cnocoboe
ONWCaHWA, HaNpUMep, cuHTakckuea ASN 1 » Aapika XML. Ecnu Hag QadHeIM LeneBbiv obLerTom
MO¥eT ObiTh BbINONHEHO HECKONLKD Pa3Hbix ONepauWi, TO KAmOasA Takas onepaula Mower
WMeTs CEOR Habop aTpuByTOB YYBCTBUTENEHOCTH.

MNonuTuka NPUBMNErMA MOMET XPaHWTLECA UEHTPaNW30BaHO WAW  NoKansHo nNubo
nepenaeaTtbCA B BUOE NOANWCAHHON CTPYKTYPEl AadHbX. PainuyHbie onepauyy Hag uenesbim

OBBLEeKTOM MOrYT ObITe NPEeOMETOM pa3HBIX NONWTHE NPUBANEMHA. B HACTOAWEM NPUNOHKEHAK
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OMNWCAHO HECKONBKO CTAHOAPTHBIX NOMAWTHE, W KOHKPETHblE cny#bbl MOMYT WCNonb30BaTh
O0NONHUTENBHEIE NONUTHKKW.

B napagurme aeTopu3aUMK JOKYMeHTa TpeDOBaHWA pPABHO3HAYHBIX NOONWCEA MOryT
BbITb ACCOUMMPOBAHLI C NONL30BATENEM UKW AOKYMEHTOM, HANPWMED, NOANMCAHHLIA OOKYMEHT
MOMET CUMTATBCHA ABTOPWMAIOBAHHLIM (HODWOMMECKW 3HAYMWMBIM) TONLKO B TOM CNyYae, KOroa K
HEMY NPUNOKEHB! BCE HEODX0AMMEIE NOANWCH.

MNonbaoBaTeny MoryT AenerMpoBaTh NPUBUNErMK ADYTMM NONB30BATENAM.

MonbaoBaTensm MoryT BeiTe HA3HAYEHB! DONK, NO3BONAWLLIKE NEPEaaBaTs NPUBUINETHM.

HexoTopbie aBToOpM3aumK MoOryT BbiTe HACTONEKO OWHAMWUHBLIMK, YTO WX BKIHOYEHWE B
KOPNOPaTHBHYKY CTPYKTYPY aBTopu3auwu ByoeT HeuenecooBpa3zdbiv (BCNencTBME TOMo 4TO
CTOMMOCTE WX 3KCNNyaTauuw ByaeT CrUWKoM BENWKA, a CPOK WX #WaHW ByoeT kpatkum nubBo
OHW ByOyT 4acTo MeHATbCA). Takve aBTOPM3AUMM MOMYT XPaHWTecA B Daze OaHHbIX
ABTOPM3ALMK MECTHOTD CEDBEPA W HA3HAYATLECH B OpME NEePEMEHHLIX CPeabl.

B ocTaBwedca YacTW HACTORLWIEro NpUNoxeHws obcywaanTcs MEexXaHuaMmbl nepegaquu
NPMBUNErMA, a Takse WHPODMAUWM O YYBCTEMTENBHOCTW W NONWTHKE B pacnpefeneHHoN

WHDPACTPYKTYPE YNPABNEHWA NPUBUNETMAMK.

A.2 Bbazosan MHQPacTPYKTYpa ynpaegneHWa NpUBHMNervAMH

A2l CepBHCHI MHPPACTRYKTYPL! YNPaBNeHWA NPUBUNErHAMHK

Basoean wHpacTpykTypa ynpasneHus NPpUBKNErMAMHM ONUCLIBAET OTHOLLEHWA Mexay
KOMMOHEHTamMW  ADCTPaKTHOW  CUCTEMBI  PONEW WM KOMMOHEHTAMW  HUMenewawen
WHMpACTPYKTYPL BE30NacHOCTM.

Mogens KOHTpONA QocTyna, onucaHHan B ctadgapte ISO/TS 22600-1, pacwupseTcs 4o
pacnpefeneHHol apxMTekTypel Be30NacHOCTH WKW CEPBMC-ODMEHTUPOBAHHOW apXUTEKTYDLI B
COOTEBETCTEBMKA C© pPUCYHKOM A1, KoHTponep nNOKas3aH co CBOMMW KOMNOHeHTamw PDP/PEP

(TOMKOW NpUHATHA peWEHWA O NONWTHEAaX W TOYKOA NpUAMEHEHWA NOnWTHE). B 3awMweHHo W
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CEPBMC-ODMEHTUPOBAHHOW apxwTexType DOe3aonacHas ayTeHTMMEAUMA W aBTOpW3auKs
NpegocTaBNAKTCA MNPUNOXEHWAM Kak cepBuckl. Ha pucyHke A1 nokaszavo aboTpadTHoe
npeacTaeneHye Mogensald KOHTPONA AocTyna, NpegnoxeHHbix B ctadgapte ISO/MNEC 10181-3
(PDP/PEP B TepMuHonoruu opraduzauun OASIS).

Ecnu yganwTe BHewWHero (No OTHOWEHWH K uenesomy obbekTy) KoHTponepa, TO
NOMY4MMTCA TPaOWUMOHHAEA MO4enk KOHTpONA gocTyna. PasnuydHele BapWaHTel peanuaauud
MOrYT BbITh NONYYEHL C NOMOLULK MYHKLWOHANBHLIX PAIMELLEHWIA CEPBUCA MENY YDOBHEM
NpPMNOKEHWS W YDOBHEM CEepBUC-OPWMEHTWUDOBAHHOW apxutekTypol. KMHdopmauus koHTpona
OOCTYNa WCNoNe3YeTCA AnA MHMOPMUPOBAHWA TOWKKM NPWHATUA peweHua o nonutukax PDP o

OONONHUTENBHLIX YCNOBUAX, BNWAKLWME Ha NPpHMHATHE pelUSeHMA.

o o, il FEF, ] o

VE | B @,

PucyHor A1 — FPacwKWpeHHas Modens KOHTRONS QocTyna

A22 Wndopmauws KOHTPONA gocTyna
WMudopmauyna koHTpona goctyna (ACI), onpegenedHas B ctangapte IS0, eknwyaer g
ceba cnegyrwme QaHHbIE.

a) Wudopmaywa KOHTpONA OOCTYNA MHULWATOPA UNK NOMNbL30BATENA:

- MHOWBKOYANLHAA MAESHTUQKWKALKWA KOHTRONA O0CTYNa,

- WASHTHUDUEATOD WEepapXMYecKol rpynnel, B KOTOPOW 33ABNEHC YYacTHe, Hanpumep,
OOMAHOCTL B OpraHuaauuu;

- WaeHTUdKUKaToOR YHKUMOHANEHOW FPYNNel, B KOTOPOW 3aABNEHO YyYacTUe, HanpuMmep,
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MaeHTWdKUKATOp NpoekTa unw pabodei rpynnel;

- pONb, KOTOPas MOXET BbITe NPUHATA;

- KaTeropul YYBCTBMTENBHOCTH, K KOTOPBIM pazpelueH A0CTyn;

- KATEropuUW LUEenocTHOCTK, K KOTODLIM PA3pelleH AoCTyn;

- WOBHTUMWKALMA KOHTPOMNA YNPaBneHusA UeneBbiM oBbekToM W OonycTUMble
OedcTBMA HAad oDBLEeKTOM, T. 8. UeneBasn BO3IMOXHOCTE,

- aTpubyTel BE30NACHOCTH AeneraTos;

- MecTOHaxowOeHwe, Hanpumep, paboyas cTaHuWsA, B ONepauMoHHYH CcUCTemy
KOTOPOW BOLUEN NOMNbI0BATENE.

B) WuHdopmauws KOHTpoNs wenesoro obbLeKTa:

WOEHTUDKUKALWMA KOHTPONR gocTyna ueneeoro obbexTa;

- WMOeHTHUPUEALKWA KOHTPONA QOCTyna MHOMBUOYANLHOMD MHWUWATOPA W pa3spelueHHbie
WK 2anpelleHHbie eMy 0edCTBUA Had UeneBbiM obbekTom,

- WAeHTWUUEALWA YNeHCTBA B MepapxXudeckux rpynnax KoOHTPONA [ocTyna u
paspelleHHLle UNK 3anpelleHHBIe UM JeWCTEBUA HAL LeneBbiM oBLeKTOM,

- MOeHTUDWHALKWA WYNeHcTea B QYHHUMOHANbHLIX rpYyNnax KOHTPOMA [ocTyna
pa3spelleHHbIe UNK 3anpelleHHsbe UM JeACTBUA Ha LUeneBbiM 00bLekTom;

- WOeHTWPUEALWA pONM KOHTPONA OOCTYNa W paspelleHHbie WNW 3anpelueHHbie el
OeWCTBMA HAO UeneBbiM 00BLEeKTOM;

- YNONHOMO4YEHHBLIE OPradHel U ABTOPW30BaHHbLIE MM OE2HCTBUA,

- KaTeropu JYyBCTBMTENbLHOCTH,

- KaTeropu LenocTHOCTK.

B) MHhopmaumna KOHTpONA QOCTyYNa K AeRCTBUI:

1) MHbopMauma  KOHTpONA  A0CTYNa, AacCOUMWpOBAHHAA C O=RCTEUEM NO
JOHWPOBAHWID (MHOPMALWA KOHTRONA AOCTYNAE K JaHHLIM), HanpuMep:

- EaTeropiy YyeCTBMTENBHOCTH,
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- KaTeropu UenoCTHOCTH,

- WienTudvEauwa asTopa,

- WASHTHUPUMEALMA CYEBLEeKTa MEOWUWHCKOA nomau.l,n1.

2) Mnhopmauna EOHTpONAR OOCTYNAa, acCoOUMWpOBAHHAA © JeWCTEMEM B LENOM,
Hanpumep:
- MOBHTWOWEALWA WHULWMATOPA.
3) PazpewerHbie Nnapsl MHUUMATOPOB W LUENeBkiX 00LEKTOR!

- pa3pelleHHble Uyenessle 0bLeKThl,

-  pa3peleHHsle WHUUKWATOPb! (3aABKUTENN),

- OONYCTAMBIA KNACC onepauvi (Hanpumep, YTeHne, 3anuck),

-  TpebyeMbld YypOBEHL LEeNOCTHOCTH.

r) Medopmauna KOHTEKCTa KOHTPONA A0CTyNa:

- Nepvogsl BpEMEHHM,

- MapwpyT (gocTyn moxeT ObiTb paszpelledH TOMNbKO B TOM ChiyYae, ecnu mapupyt
obnagaet cneyndMuHEIMIM XADAKTEDUCTUKAMM),

- MECTOHaxO#OeHWe ([oCTyn MOMEeT DbITh paspelleH TONbKO B TOM ChyYae, ecnu
3anadbl Ba WHMUWATOPAa: Kak cneunduyHble cucTembl — paboude CTaHuWK WnW
TepMUHANLI — WNK cNeyudUYHBIe MECTOHAXONMOEHWA ),

- CTaTyC CUMCTEMbl (NpK OAHHOW WHGOpPMaUWK KOHTPONA gocTyna Tpebyemeld gocTyn
Momer OblTb paspeleH TONbKO B TOM CNy4Yae, ecnd cucTeMa HaxoOQuTcs B
onpefeneHHoM COCTOAHMK, HAaNpUMep, BOCCTAHABNWBAETCA NOCNE aBapuK ),

- Cuna ayTeHTudwkauMK (Q0CTyN MOXeT ObiTe pa3peweH TONBKO B TOM CNy4ae, ecnu
WMCNONb30BaH MeXaHW3IMm ayTeHTUMUKALWMKA, CUNa KOTOPOro HEe MEHEE 33JaHHOK),

- Halk«ue  Opyrorg  Telkylers O0o0CTyna Yy OJaHHOro MHUUKaTopa  Wnv ODyirdx

‘B craqgapTe ASTh E2595-07 cnonk3yeToh TERMHH S MAEHTHEHHEUMA BAaaensLaEn,
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WHULUMATOpPOoB.
CywecteywT  gea TMNAa  BbLICOKOYPOBHEBLIX  poned B 3JpaBooxXpaHeHuM,
nogoepxvBaemeble  WHQPacTPYKTYpPOW: CTPYKTYPHBIE pond W OYHEUWMOHANLHLIE  pPORM.
CTpyeTypHble ponW ONWUCLIBAKDT NpedBapUTentHbIe YCNOBMA, TpelyemMyl HOMNETEHUMK WNW
cnNocobHOCTY K OeWCTEMAM. DYHKUMOHANLHBIE pONM OTpaxaT YHKUMOHANbHLIE acnekTbl
ceazeid memay obbekTamu. OyHKUWOHANBHBIE PONKM CBA3AHLI C peanuauven (BeINoNHEHWEeM )
OEWCTBHR.
BoamoxHBIMKU NPMMEPEMKM CTRYKTYPHbLIX ponel MeguuMHcKux paloTHUKOB Cnyxar:
- OWUpeKTOp MeJWUWHCKON OpraHu3agui,
- OWUPEKTOP KNMUHKWKMA,
- 3aBefyHLLUKA OTAenNeHueM,
- CTapwwy Bpas,
- opguHaTop,
-  Bpau,
- ACCHCTEHT,
- MWHTEpH,
- rnmaeHaf mefncecTpa,
- MenOcecTpa,
- CTYOeHT.

Bo3aMo#HBIMA NPUMEDaMKM hYHKUWMOHANbHLIX pONed MequuMHCKux paboTHUKOB cnyxaT:

nevawuwi Bpad (OTBEYaKIWKMA 38 NeYeHWe NnayvedTa),
- COTPYOHWK OWArHOCTUYECKOrD OTAENEHMA,

- COTPYAHWK TEpaneBTUYEcKOro OTAENEHWA,

- KOHCYNbTAHT,

- Bpad NpUeEMHOro OTOENEeHWA,

- CeMelHLIl Bpav,
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- (hyHKUWOHANBHARA (HANpUMEp, ONepauMoHHaR) MedcecTpa.
[eTantHoe ONWCAHWE CTPYHTYPHBIX W (PYHKUMOHANBHBIX poned npegcTaBneHo B

crnegyolwWx Nnoapasgenax.

A2 3 ¥npaeneHwe 6e30NacHOCTLH), PUCK M COOTBETCTEME

JdpexTiBHan cxema ynpaeneHus Oe3onacHocTsi  BrNYaeT B ceba  Takoe
pacnpedeneHie OTBETCTEEHHOCTH, NOMNHOMOYWMA, CPraHM3aUW B3aWMOOSWCTBMA, KOTOpOE
obecnevnBaeT nepcoHany Tpebyemyro CTENeHb YNPABNEeHWA CUCTEMOR. Ynpaeneqwe cnybamu
fe30NacHOCTH KpaliHe HeobBXOOWMOo, paBHO Kak yNpasneHwe nonuTukamu Ge3onacHoCTH KU WX
NPUMEHEHWEM KUIHEHHD HEOBX0AWMO ONA CUCTEMHORA Cpeabl.

B cueHapWd CO303HWA CEepBMCa YNpaeneHde BKNwYaeT B cebA  MOHWTODWHT
COOTBETCTEMA cnyxb BespnacHocTU NoNWTHEAM Ge30MacHoCTH, MOHWTOPWMHT COOTBETCTEWA
paIBEPHYTHIX  CTOYKTYP YNDABNEHWA, & TAKKe MOHWMTOPWMHr obwel  shgeKTUEHOCTK
De30NacHOCTH CHCTEMHOW Cpeabl.

MNpu ynpaenedun cooTeeTcTBuenM TpeBoBaHwsm Oe30NacHOCTM W3MEpPRETCH CTENEHb
COOTBETCTEMA PEANU30BAHHLIX CEPBMCOB BE30NACHOCTH MEpaM, OnpefeneHHbIM B NonuTHKe
Ge30NacHoCTH. PEann3aumna TaKkKx M3MepeHnid MOXeT DbiTe OCHOBAHA HA OTHETAX O NOBEOSHWW
CMCTEMB!, NOCTPOEHHLIX HA OCHOBE CEEAEHWA, NOMyYeHHbIX M3 PErUcTPaUWOHHBIX ¥YpPHAanNos.
3T OTYeThl JON¥HbEI NOZBONATE CPaBHeHWe HaBNWOAeMoro NOBEOEHWA C TeM, KOTOpOe
OMMOAETCA HA OCHOBE CKOHWIYPWPOBAHHBIX NONWTHME. Korga peaynsTaTel CpPaBHEHWA
NpoOCMaTPUBAKOTCA B KOHTEKCTE [OENOBbIX NOMNMTHE, MOMHO NONy4WTe BoeoBbemniowes
nNpegcTaBneHye o TOM, B KBKOW Mepe NpegnpuAaTWe peanuzoBanc W npuMeHruno Tpebyemble

NONATHEK.

AZ4 ¥YnpaBneHwe goeepuem

C [OenoBoM OTHOLEHWKH yNpaeneHWe OoBepuemM BRNKYaeT B cebA pacnpefenedue

OTBETCTEEHHOCTH W HPHWAWYECKHE alnekTol NPUMEHEHWMA CEPBUCOB DeaonacHocTH. OHO Takxe
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BrNHaeT B cebna cooblwenns o 3alMTe, KOTOPLIE CEDBUC-NPOBAWOED MOMET PEANM30BaTL ANA
YYBCTBUTENbHBIX JaHHBIX.

Ha TexHonormyeckom ypoBHe ynpaeneHwe JOBEpUeEM MOKET BKNHYATE B ceba:

-  NPOTOKOMNLI, C NOMOLWEH KOTOPbIX NOTpebWTens CcepBMCa B2aWMOJEWCTBYET © ero
nocTaewukom. Hanpumep, moxeTt TpeboBaTsca nepegaqa coobwexnid SOAP (simple
object access protocol) no npotokony HTTPS;

- YHWKANbHYH WIeHTUWDWMKAUWK BCEX WHTEPECYOWMWX MWL, K HWM OTHOCATCH nuua,
MMELWKWeE ponK NoTpebuTenen, KOHTPAreHToOB MK CRYHELWWX;

- obecnedeHWe COBMECTHOrO JOCTyna K WHGOpMauud, HeoBxoguMoro BHYTDEHHWM
CTPYKTYpaM NpeanpuaTia M BHELHAM NapTHepam.

K npumepy, moxeT 6O6niTeb onpenenedHa nNoONWTHKa perucTtpauuy, asToOMaTHYeCcKW
CO30aKWan  yJYeTHele 32anudcy  nonesaoeateneld (katanor LDAP wunw Baza gaHHelx C
WaeHTWUEATOPOM yyeTHOW 3anucu joe ana Joe Smith) B xpanunuwe npegnpuaTHa
{moeHTUdwKkaTop y4eTHoOW 3anucu  joesmith gns Joe Smith) v B cucTteme cepeuca
woeHTUMUEALMA 0ObLeKToR (yY4eTHan 3anuce NPUKNaOHOrS YPOBHA C WOSHTWMEATOpOM
joe1234 sce ons Toro e nons2oeaTtens Joe Smith).

3Ta nonuTHKa MoXeT ObiTh pacluMpeHa 3a rpaHuusl NPeanpuATUA, HanpUMep, yY4eTHan
3anMck NONb30OBATENA CO3O3ETCHA elle W B PerucTpe BHewHWx notTpebuTensid cepeuca (c
waeHTW@ukaTopoM homejoe gns Joe Smith). 3Ta NnoNWTHKA pErvcTpaUMK MOMET BHNHOYATL B
ceba Heckonbko pabounx npoueccos, HanpuMep, NonNyyYeHwe pa3spelleHWid Ha ynpaeneHwe
NoMNLI0BATENAMK.

COCTAaBHOW YacThbk) TAKMX NOMMTUE DETMCTRAUWA ABNAKTCA NOMMTUKKM WOSHTUMDWKALWKA 1
naponed. MonuTukm waeHTUgUEALMKM ONUCLIEADT, KakumM o0pa3om co30awTcA pasnuuHbe
aTpuByTel pasNWuUHbBIX YYeTHbIX 3anuMcedl Ha OcHoBe WaAeHTUWUMPpYOWeR wHpopMaymi

NeNe30BEaTeNA W KOpNoOpaTHUEHBIX NpaBKN 0e30NacHOCTA.
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B pgaHHOM npumepe NonNWTHKa WaeHTUhWUEaUMW MOMET COCTOATL B CO30aHMK WMMEHW
YY4ETHOA 3anucK, KOTOPOE COCTOMT M3 nepeod Oykebl umeHn W Byke cdhammnuu nonb3oeatens
(Hanpumep, jsmith ana Joey Smith). MonuTHka WOEHTUDKWKALWKM MOKET PACNPOCTPAHATECA M HA
apyrive atpubyTel, HANPUMEp, Ha agpeca 3NeKTPOHHOW NoYTLL.

MNonUTHkKM Napone MoryT NPUMEHATLCA ONA KOHTPONWpoBaHWA cnocoboB co3gaHns W
ynpasneHwa naponamu. Hanpusep, B nNoONMTHKE MOMET ObiTh YKA33HA MUHUMANLEHO
LONYyCcTUMAaA anuHa napons, oba3aTtensHo vcnonb3ceadve OYKB W cneywanbHLIX CUMBONOB, a
Take CpOK ASWCTBWA, BHIHYKOAOWMWA NONbIOBaTENed MeHATE CBOW NaponW Kawoble TpW
mecAua. BeinondHedwwe 3Tux TpeboBaHWA younweaeT De30NacHOCTE CUCTEMBI, NOCKOMBKY
cnabocTe Naponei coagaeT MIBECTHLIE PUCHK.

PefepaTuBHble nonuTuke obpa3ylT Apyrod GasoBbid  ypoBeHb cueHapua.  OHu
No3BONAKT OCYWECTENATE NPOBEpKY, oTOBpameHwe W nepegadvy pasfuYHbiX UCNONL3YEMbIX
ToKeHoB BeaonacHocTy Mexay 3oHamu BeaonacHoCTH MNK CUCTEMAaMU.

MNpeanpwaTa  OoN#He! obecneYwBaTb BOIMOMHOCTE NpejocTasnedHda  OocTyna K
JaWMWLAEMOE MEOWLMHCKON MHPOPMALKMK HA OCHOBE HaWMeHbLel HeoBXodWMOR NPUBMUNErKK
W HeoDXOOMMOCTM 3HaHWA, ONpefenAemMol  ponsMU  NONL3IOBATENA B OpraHu3auMm W
nopyYeHHbIMA EMY 3a30aHUAMA.

MoaToMy npednpUATHAM HeoBXoOuM  WHTErpUpoBaHHBIA Nogxod ® De30nacHOCTH,
npegnonaranwmid co30aHie MHpPacTpyKTYDL!, YOOBNETEOPAKLWEN CNeqywnsm TpebosaHuam:

- cormacoBaHHbiM obpasom ayTeHTUUUMpOoBaTE NoNb3cBaTened NpW nepeceveHny

nepumMeTpa De30NacHOCTW NPegnpUATUA W NepuMeTpa defepauri MNW BHEeWHeR
CeTH,

- COrnacoBaHHuM 0fpazoM aBTOpWIoBEaTbL NOMNbLIOBATENEW WNW NPefoCTaBNATL WM

pa3spelleHWa OOCTYNAa K 3awMasmbiv MHDODMALWOHHEIM aKTHEAM,

- pervcTpMpoBaTh OOCTYN K MYYBCTBUTENEHOA WHPOPMAUMW W K YYBCTEBMTENLHBLIM

MYHELMAM, @ TalHe WX MCNoNs30BaHue;
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-  YOOBNETBOPATL pENEeBaHTHbIM  METOOWYECKMM  yKadaHuaMm W TpeboBaHwam
WHDOpMaUMOHHON BEe30NacHOCTH.

Ona ayTeHTWdMKaUMKM HA CBOEM NOpTane nNonb3csaTenam moryT TpeboBaTecA BEOQ
WMEHK CBOEH YYMeTHOW 3anuck (Hanpusep, homejoe, jsmith unK joe) MNK cpencTea YCUNEHHON
ayTeHTHHKaLNK.

Ecnu none3ceatents 2anpauveaceT CEpBWUC KaK BHEWHWA noTpebuTens, To ANA ero
ayTeHTurKkaym moxeT notpeboBaTecs obbABNeHwe Ha A3sike SAML, B To Bpema kak gns
AOCTYNa ¥ NPUNOXMEHWID BO BHYTPEHHER CeTW OT Hero OyoeT AoCTaTouHO TOKEHa C© MMeHeM
YYeTHOW 3anucu. NpedcTaenaeMbid UM TOKEH C MMEHEM YYETHOW 2aNMCH MOMET OTNHMYATLCA OT
TOro, KOTOpsbIA HeobxogMm ANA ayTeHTUdKKaLKMKM Ha MECTHOM nopTane (Hanpumep, joesmith).
HakoHel, NnpUNoKeHne MOXeT NPOBEPUTE OeACTBUTENLHOCTE YAOCTOBEPEHNS NONL30BATENA W
OTOBPA3UTL EM0 HA MECTHYHY YYETHYH 3a8NKCk.

B cueHapum c NpAMbIM BO3OeWCTEMEM NOTpefWTEeNW BHYTPEHHEro cepeBuca Oon#Hb
WCNONbIoBaTe [OBEPEHHbIA cepBuc, 4TODbl Nepefats WASHTHOUUMPYICWYD WHOPMaULWIo,
CEBWOETENLCTBYIOW Y0, YTO NONL30OBATENE MMEET O8WCTBUTENEHOE YOOCTOBEpEHWE. Hanpumep,
MECTHLIE KMMEHa YYeTHLIX 3anvced jsmith wnKW  joe nepefawTcAd © YAOCTOBEpPEHWEM,
CrEHEDWPOBaHHLIM ONA y4eTHOW 3anucu joel1234. 3artem Boi2BAHHOE NPUNOMEHWE NPOBEpSAET
370 yoocToeepedue. Cnyxby QoBepeHHbIX TOKeHoB BesonacHocT STS (security token service)
Hago ckoHdMrypMpoeaTe Takum obpalzom, 4Tobel ToKeHw ©e30MacHOCTM  NPaBWNBHO
oTofBpakanycs Ha Te, YTO BOCAPMHMMAKNTCA NONyYalwluMK KMx CcyDbexTamu B JaHHOM

CUeHADWA.

A3 OnucaHwe cepBWCOB MHGPACTPYKTYPbI YyNPasneHWA NPUBUNErMAMKM Ha
Azbike ASN.1

A31 Cneundpukaumm cepTudMKaTOB, OCHOBaHHLIX Ha cTaHgapTe X.509
A.3.1.1 OBwme ceeaeHWA
52
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Poneesan wmogens WHEPACTPYKTYPLl YNPaBsneHWa NPUBMNErMAMA, OCHOBaHHAA Ha
craHgapte X509, wcnonbayetr ceptudmkatsl atpwbyTa, onucadHele B8 cradHpapte ISOJEC
9594-8. MNpuMepor WCNONLIOBAHWA TAKOW WH@PACTPYKTYDBI MOXET CNy#WTe NpoexT Permis
[13]. Ceptudwmkatel atpubyTa BbINYCKAKITCA OpraHamd nNo NPUCBOEHW  aTpubyTos.
Ceprucmkar atpubyTta npueasad K maeHTugukaunm cybbekrta © NoMoLWs Nons enagensua
(holder) B cepTudukate wgenTudukaumm X.509. Takoe obrweguHedwe obecnedweasT
BOAMOMHOCTS pa3fenbHoro ynpaesnedus WHQPAcTpyKTYpoR yNpasneHus NpUBMneruamu W
WHDPACTPYKTYPOR OTKPITEIX kNoYel [13]. 31o noasonaet obecne4Ts KOHMUOEHUMaNEHOCTE
YYBCTBMTENEHOW WMHMOPMAUWK KOHTRONA O0CTYNA, eCcni CepTUgWKATEl MOSHTUYHOCTH MOryT
YNpaenATeCcA TPeTbed cTopodHor. Cneuwdwmrkauyuu poned B8 WHPpacTpykType ynpaenedHws
NpUBMNENAAMK, OCHOBAHHOW Ha cTaHgapTte X.509, wcnonbayoT, No KpawHeW mepe, Tpu TvNa
cepTudhukatoe atpubyta: ceptidwukatel atpwbyTa cneywduraunM  pond, CcepTUgMEATH
atpubyTa HasHadveHws ponu w cepTudmukatel atpubyta nonutuk. Bce olW  3aBepeds
3NEKTPOHHOW NOANWMCEID OpraHa ne NpUCBoeHWMIo aTpubyToBR M TEM cambiM 3aWMLWEHBl OT
noaaenku.

CeptudwmkaTel atpubyTa cneuwdurkaymy pony cOOepwaT pa3pelweHus, HadHadeHHble
atoi ponu. Ceptuduratel aTtpubyTa HA3HAYEHWA PONK COOep#aT CNUCoK ponel, HasHaYeHHbIX
cybrexTy ceprudukara. CepTudmkare aTpUBYTa NONWTHME YKA3LIBAKT KOPHEBOW y3en J0BEpUA
ANA MHRDAcTPYKTYPR! YNPABNEHWA NpHBUNENMAMK M B KBYECTBE 3HAYeHWa aTpubyTa codepmar
cchinky Ha chann nonutuikn. Ceptudmkatel atpubyta obbiMHO XpavaTcA B KaTanore,
ynpaenaemom cepercom LDAP. KoHTponep HaxoguT B katanore ece cepTudukatel atpubyTa
H23HAYEeHWA pOonK, BbINYLWEHHLIE ANA JAHHOMO NONb30BATENA, NPOBEPAET ANESKTROHHYH
nognuce kawgjoro ceptudwkarta w nNpoeepseT, 4To cepTudWKaThl He OTo3BaHbl. 3artem
KOHTpOMEp HaxoauT cepTudukaTel atpubyTa cneuyndukauWu ponu AnNs  KaxgoW ponu,
HazHayeHHoW nons2oeaTtent. CywecTeyeT HeckoNeke cnocoboB  ONTUMW3AUMW  3TOMo
npouecca, coxpaHanwmx oblmid noaxoa.
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Poneeasn wmogent WHMOpPacTpykTypbl YNpasneHWs NpUBMNerusamu, OCHOBaHHadA Ha
cTannapte X.509, MmoXeT MCNONLI0OBATL TAkKMe A3LIKW onucadHva nonuTuyg Kak Ponder, Keynote
N XACML. Mcnons3ceaHKMe KOHTRONEROM NONUTHEW 8BTOPKM3aUMH, PACNpoCTRAHAKLWEWCA Ha
Bcio  30Hy De3zonacHocTw, obecneuwsaeT OezonacHbld, UEHTPANU230BaHHD YNpaBNAEMbIi
noaxoa.

MeCTHEIR MCTOMHMK NONHOMOMKMIA B 30He De30NacHOCTH Co30aeT NONMTHUKY AaBTOPHAIaLMM,
pacnpoCTPaHAwLWYHCA Ha Bc 3oHy. Cepeucel pasmewedus npuewnervd (PA — Privilege
allocator) MCNONL3YHOT NONWUTUKA, NOANWMCAHHLBIE UCTOYMHUKOM NOMHOMOYWK, BO3MOXKHO, ame W3
OpYroA 3oHel De3onacHocTu, YTobbl CreHepupoBaTe CepTUUEATEL ATPWBYTOB NONUTHK W
ayTeHTWPUUMPOBATE UX C NOMOLLBH 3MNEKTPOHHOW nognuck. VICTOYHKMK NONHOMOYWA UNW Oprad
No MNPUCEOEHWH aTpWOYTOB WCNONL3IYET peaynsTaT paboTel 3TMX CEPBMCOB AN NOONMCH W
nyBnukadum cepTudpukatos atprbyTa HasHadeHnwa pond B katanore LDAP. 3T cepTudmnkaTe
WCNONb3YITCA KOHTPONEPOoM ONA NPUHATUA PELIEHWA O KOHTpONe ocTyna.

MpueegeHHble Janee peand3yemble  cheuwd@WikaumK  B3AThl M3 CYLWECTBYHLUMX
oPULMaNEHBIX CTAHOAPTOR MNK W3 CTAaHAapToB Ae-PakTo M BKNIOYEeHE! B HACTOALWMWA JOKYMEHT
ons yoofcTea YTEeHWA, 4TO fBnAeTcA ObWMM NOoaXo4oM B AHANOTMYHBX CreyudmKauma.
MNoaTomMy OHW NpeOcTaBfeHsl C WCNONL3OBAHWMEM abCTPaKTHOW CMHTAKCHMYECKOW HOTauku
ASN.1.

B HacToAwem OoKyMeHTEe NpedcTaBneHsl cneyndusaumy, paspaboTaHHble He3aBMCUMD
o7 hopMansHbIX Mogened, onMcaHdHeix B cTangapte 1SQMTS 22600-2.

A.3.1.2 CeptupukaTol ayTEHTUHHOCTH

CeptudmkaT ayTEHTMYHOCTM COOTBETCTRYET cneyundmmrkacan X 509V 3:
Certificate = SIGNED SEQUENCE
version [0] Wersion DEFAULT w1,

serialNumber  CertificateSerialNumber,

signature Algorithmldentifier,
o4
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issuer Mame,

validity  Validity,

subject  MName,

subjectPublickeylnfo SubjectPublickeylinfo,
issuerUniqueldentifier  [1] IMPLICIT Uniqueldentifier OPTIOMNAL,
subjectUnigueldentifier [2] IMPLICIT Unigueldentifier OPTIOMAL

extensions [3] Extensions MANDATORY

Mone version ykassiBaeT BEPCHID 3akogupoeadHoro cepTudukaTta. Bepeus ceptudmkara
OONAHA GbiTe v3.

CywecTteyer HeckoNsko cnocoBOB  NPUBA3KKM  cepTUdMKaToB  WMOEHTUUKaUMK,
WCNONbIYILWKX KNoYK, C© cepTuduKatamu aTtpubyTa, He cooepHalMMK KNIOYen: MOHONMTHEIM,
8BTOHOMHBIA W LEMNOYKa CBR3IAHHLIX NoanuMcei.

MNpu moHonuTHom cnocobe ceprudmkat atpubyTa sBNAeTCA 4acTe cepTudukata
WnaeHTMDUEALWIA.

MNpu aeToHOMHOM cnocobe ANA NpUeA3kK cepTudwkata atpudyTa ¥ cepTudiMKaTy
waeHTHUKaLWKM B cepTudikar atpubyTa BKMIOYAETCA HEKOTOPAA peneBaHTHaA wHdopmauns
W3 cepTrdiuEaTa uoeHTUgMKaUMI.

MNpu NPUMEHEHWW LUENOYKW CBA3AHHBIX NOGNUCER ONA NPWBAIKW cepTudwkaTa aTpubyTa
K CepTUM@UKATY MOSHTUQUKAUWKM WCNONe3YETCA NOANWCE UEHTPa CepTUMKAUWK, Wagaslierc
cepTutukat ngeHTudukauun. B ctasgapte |50 17080 23admkcwposax nepesii cnocob.

A.3.1.3 Ceprudurate aTprbyTa

A.3.1.3.108wme ceegeHs

MNpUBMNEri 3asBWTENA NepefawTcA kak atpubyTel Nuio B cepTudMHKaTe OTKPLITOro
kn4a (B pacwupenun nonsa  subjectDirectoryAttributes), nubo (vto wawe) e ceptudukaTe

aTpubyTa.
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CwHTakcuc ceptudpukata aTprbyTa onucaH B cTadgapte X.509:

AttributeCertificate ::= SIGMED {AttributeCertificatelnfo} AttributeCertificatelnfo ==

SEQUENCE
{
Version AttCertVersion DEFAULT v,
holder Holder,
issuer AttCertlssuer,
signature AlgorithmlIdentifier,
serialNumber CertificateSerialMumber,

attrCertValidityPeriod  AttCertValidityPeriod,
afttributes SEQUENCE OF Attribute,
issuerUniguelD Unigueldentifier OPTIONAL,
extensions Extensions OPTIOMNAL
h
AttCertVersion::= INTEGER {v1{0), v2{1) }
Holder == SEQUENCE
{
baseCertificatelD  [0] IssuerSerial OPTIOMNAL,
-- MagaTtenks U cepWHAHBIA HoMeP CeEpTUMWKATA OTEPRITOMD KNDYa Bnajensua
entityMame [1] GeneralMames OPTIONAL,
- Mima obrerTa unu ponu
objectDigestinfo [2] ObjectDigestinfo OPTIONAL
- Ecnu Bepcuna yxa3axa, To OHa JOMKHA MMETL 3HAYeHKe v2
-- Kak muHumynm, ogHo 13 nonei baseCertificatelD, entityName wnu objectDigestinfo,
O0M#HO BEITe YKa3zaHo--}

ObjectDigestinfo 1= SEQUENCE
b
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{

digestedObjectType ENUMERATED {
publickey (0).
publickeyCert (1),
otherObjectTypes (2]},
otherObjectTypelD OBJECT IDEMTIFIER OPTIONAL,
digestAlgorithm Algorithmidentifier,
objectDigest BIT STRING }

AttCertlssuer = CHOICE

{
v1Form GeneralMames, -- B Bepoun w1 1mnw v2
v2Form [0] VZ2Form - Toneko B BEpCHK V2
}
V2Form = SEQUENCE
{
issuerName GeneralNames OPTIONAL,
baseCertificate|D [0] IssuerSerial OPTIOMNAL,
objectDigestinfo [1] ObjectDigestinfo OPTIOMAL
}

- KaK MUHUMYM OOWH W3 KOMNOHEHTOB JOM#EH NPUCYTCTBOBATL
{ WITH COMPONENTS { ..., issuerName PRESENT } |

WITH COMPONENTS { ..., baseCertificatelD PRESENT } |
WITH COMPONENTS { ..., objectDigestinfo PRESENT } )

lssuerSerial ::= SEQUENCE {

|ssuer GeneralNames,
serial CertificateSerialMumber,
a7
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none objectDigestinfo npucyTcTEyeT WM W3gaTenNs WOeHTWDWUWpOBEH C NOMOLWERY NONS

issuerUiD Unigueldentifier OPTIONAL }
CertificateSerialMNumber 1= INTEGER
Uniqueldentifier .= BIT STRING

Attribute == CLASS

{
&id OBJECT IDENTIFIER UNIQUE,
&single\alued BEOOLEAN DEFAULT FALSE,
&5yntax }

Attribute ;1= SEQUENCE
{
attrType ATTRIBUTE &id ({SupportedAitrs}),
attrvalues ATTRIBUTE &Syntax ({SupportedAttrs) {@attrType}) }
AttCertValidityPeriod ::= SEQUENCE
{
notBefore GeneralizedTime,
notAfter GeneralizedTime }

KomnoHeHTel cepTudbmrkata atpubyTa McnonsayoTes cnegyowum obpasom.

Homep Bepcvd NO3IBONAET PAINMYWTE Da3HbIe BepcMd cepTudukaTta aTpubyta. Ecnm

baseCertificatelD, To Bepous gonxHa BeiTs v2.

atpuByTa. HacToAwwWiA cTasgapt TpebyeT, uTobbl MCNONb3OBAHWE WMEHW W3gaTensa W
CEPMAHBIA HOMep chneuwduyHoro cepTudMkata oTKpeITOro knoda Geint oBAzaTensHbIMM,
WCNonNe3oBaHWe O6LWWMX UMeH — HeoOA3ZaTENbHBIM, 8 WCNONB30BAHME AavaxecTa obberTa
sanpeweHo. WMcononb3osadwe nonsa GeneralMames camoro no cebe Ona MOeHTWOMKALMA

Bnagensya cepTuduvikarta HeceT TOT DUCK, YTo NEHMBAZEKN MMEHW K OTEDLITOMY EMHOMY MOEET

rocTt

B none enagensua (holder) nepepaeTca WoeHTHMMKAUWA Bnafensua cepTudMkara

o8
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ObITb HegocTaTOMHO ANA obecneqYeHWA BLINONHEHWA Npouecca ayTeHTUUKaLKNN MOSHTUYHOCTH
Bnagensua cepTudMKaTa, CBA3IAHHOMC C WMCNONb3oBaHwem cepTudwukata aTtpubyta. Kpome
TOrD, HEKOTOPLIE M3 HeobA3zaTeneHbix noned anemedTa GeneralMames (Hanpumep, ceTeBol
agpec |PAddress) HenpurofHsl [ANg  WCNONb30OBAHWA B HaWMeHOBaHWKM  BNajensua
cepTudhukata aTpubyTa, KOTOPLIM Yalle ABNAETCA POfb, 8 HE KOHKPEeTHLIW o0bbekT. BapuaHTol
dopm obwero wWMeHWw [omkHbe BbiTe  OrpaHWYeHsl OTNMYMTENBHEIM  WMEHEM, agpecom
3NEeKTPOHHON NOYTHI, COOTBETCTBYWMM dokymenTy RFC 822 (email, cm. [48]) 1 oDbekTHLIMK
waeHuUEATOPaMK (ANA MMEH poned).

B none wuapartensa (issuer) nepelaetcd WASHTHPUKAUMA OpRrada no npucsoeHMWD
aTpubyTOB, BLINYCTMBLUErD OadHbil cepTucduxat. McnonbaceanHwe WMEHW uW3gaTensa W
cepwiHoro Homepa cneywdwyHoro ceprtudukata oOTKpeITOro Knwoda obs3atensHo, a
WMcnons2ceadie oblero MMeHK (MMeH ) HeoGAzaTensHo.

B none signafure yka3sbieaeTcs kpunTOrpadW<eckMid anropuTM, WCNOMNb30BaHHLIA OF
3NeKTPOHHOA noanucy cepTudukaTta atpubyTa.

B none seriaiNumber nepenasTcd CEPHUAHLIA HOMEP, YHHKANEHO WAESHTHQHUUWDYHOLWKA
cepTudukaTt aTpubyTa cpeaM Tex, 3a KOTOPbIX HECET OTBETCTBEHHOCTL €r0 UW3gaTens.

B none atirCertValidityPeriod, vmeowem dopmart GeneralizedTime, nepegaeTtcs nepuog
BPEMEHW, B TEYEHKWE KOTOpOro atpubyT cepTuduUKaTa cCuMTAeTCH AeRCTEMTENEHEIM.

MNone atpubyToe attributes cogoepxwuT aTpubyTel, acCOUMMPOBAHHBIE C BNAOEnNLUEeM
cepTudukaTa ¥ nognexawme ceprtudrkaymn (HanpuMep, NDUBUNETKMK ).

None issuerUniquelD moxeT BbiTe WCMNONB3OBAHO ANA MASHTWUOUEALMKM W3gaTens
aTpubyTa cepTudmkaTa B CNy4asx, Korda UMeHH M30aTena HeqocTaTouHO.

MNone pacwwupedud extensions field nozeonaeTr eknwuaTte B8 cepTudukaTr aTpubyTa
HoBble nonA. CTaHdapTHele pacluMpeHWs, OonWcaHdHble B cTadgapte ISOVIEC 9594-8,
paccMoTpeHbl B NpunoxeHin b

A.3.1.3.2 KondngeHuWansHoCTe cepTudukaTor atpubyTa
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B HEKOTOPBLIX NPMMEHEHWAX MOMET OKA3aThLCA WEeNaTelbHbIM 3alWWATE CodepKaHue
cepTudhukatoe atpubyTa oT cyDLEeKToB, OTNMYAKWMXCR OT Bnajensya cepTudukara M
OOBEPAKWER CTOPOHB! (KOTOpaA WCNONb3yeT cepTudwukaT). 310 moweT BulTe cAenaHo ©
NOMOLWbLK OOHOTO WKW HECKONbKKMX CepTUdWKaTOR OTKPLITOTO KMOYa Bnagensua ceptudukata
atpubyTa WM YCTAHOBNEHWS ayTeHTWMUMPOBAHHOM 3aWMgPOBaHHOTD NYTM K A0BEepRLLEen
CTOpPOHE (HanpuMep, ¢ NOMOLWEK npoTokona SSL). 3ToT NyTe MOXET 3aTeM WCNONbIoBaTLCA
ons KoHWaeHUMaNLHOW Nepenas|w cepTudmkaTos atpubyTa.

A3.1.3.3 NyTu ceptudmkara atpubyta

Kak v B cnyyae cepTWMKATOB OTKDLITOMO KNOYa, MOXET NpeabABnAaTecHA Tpeboeaxme
nepegaqn nytw ceptuchukaTta artpubyta (Hanpwmep, anA OOLABNEHWA NPUBWMNErMA B
npuKknagHom npotokoneg). Cnegyowne TWNBl OaHHbIX, ONWCAHHBIE HAa A3bike ASN.T, MoryT
WCNONb20BATECA ANA NPeacTABNEHWA NyTH cepTudmkaTta atpubyTa:

AttributeCertificationPath = SEQUENCE

{

attributeCertificate  AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIOMAL }

ACPathData ::= SEQUENCE

{

certificate [0] Certificate OPTIOMNAL,

attributeCertificate [1] AttributeCertificate OPTIOMNAL }

A3.1.4 CeprudmkaTel ponu

CeptudnkaT atpubyTa nonb3osaTenn MOXeT COOepXaTe CChINKY He OPYron cepTuduxarT
atpubyTa, coOepwawud OONONHWTENbHBIE NpUMBMNErMK. Tem camelM  ofiecneuwBasTcA

SPEEKTUBHBIN MEXAHWIM PEanM3aLHMK NPUEBHNETMPOBaHHEIX PONEN.

Bo3aMoxHe! cneayowme cneyidukaunm:
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- moboe wvcno ponen mMoxeT BbiTh onpegeneHo NbeivM opraHom No NPUCBOEHWID

aTpubyToE;

- CcoBCTEBEHHO pOfk W YNEeHEl PONK MOryT ObiTe ONpedenseHsl U YyNPaENATLECA OTENEHO,

pPa3HbIMKU OpraHami No NPUCBOEHMKD aTpubyToe;

- NPUBWUNETAW, HA3HaYEeHHbIE NaHHOW PonK, MOMyYT BbITe NOMELLEeHEl B OOWH MW

HecKoneKo cepTudMkaTos aTpubyTa;
- NPW HENAHWKA YNEHY ponKM MoXeT BbiTbk HA3HAYeHO TONLKO NOOMHOXECTEO
NpYBKUNEINMA, 8cCCOLWUPOBAHHLIX C PONbID;

- YNEHCTBO B PONW MO¥ET GuITe OeNerMpoBaHo;

- PONAM W YNeHCTBY MOXET DblTe HaaHauveHo nNwboe Tpebyemoe BpeMA HMU3HK.

Cybrekty  npuceaweaeTcA  atpuwbyT  ceprudwmkaTta, cogepwawue  artpuby,
npegcTaenfalowmid cobod obvAenexdye, 4To cyOLeKTY HazHaueHa onpegeneHHas pofs. 3To0T
cepTUMKaT MOMET MMeTb paclMpeHWe, yKassiBawllee Ha Apyrod cepTudmkar atpubyTa,
HOTOPbIW ONpefenseT aTy pone (T. . 3TOT cepTUdUKaT PonK YrassiBaeT B KavecTee Bnajensua
pone W COOSDMMT CNUCOK NPUBUNENVMA, NPUCBOEHHBIX 3ToW pond). Magatens cepTudukaTta
cybbekTa MoMeT DbiTb HE3aBMCUMBbIM OT W3OaTens cepTUdMKATa ponK, W KawOLIA K3 3THX
CepTUPUKaTOB MOXET YyNPaBNATLCA COBEPLUEHHD HE3ABMCUMMO (HanpuMep, MoryT MCTekaTs WX
CPOKWM OeRCTEMA, CEpTUAIMKATEI MOMYT OT26IBATLCA U T.4.).

He sce dopmel obwero vMedy GeneralName NpurogHs 4NA UCNONL3I0BAHWA B KAYecTee
wMmeH poned. Hawbonee none3Hsimu cnocobamu NPeacTaBneHWs WMEHW PONK ABNAKTCA
0BBLEeKTHbIE WASHTH(PUKATOPEl U OTNWYUTENLHEIE MMEHA.

A.3.1.5 ¥YoocToBEDEHWMA

YOoCToOBEpEHWe ABNASTCA nNpensBapuTellbHBIM  YCMNOBWMEM HA3HAYeHWA pPonu WNM
NpeacTasneHa Ha ponb. Y OOCTOBEPEHWA CBA3AHL C UX Cpeaol (NOKanu3oeaH.l).

YaoctoeepeHWA 0DbIMHO WWYT NO TWNy (HanpuMmep, Bpay) WM No TUNY W M3gaTeno

(Hanpumep, «BPaY, IMEHILLKWA NHUSeHINKD BUpOKUHUAR ).
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Credential -:= SEQUENCE

{
credType OBJECT IDENTIFIER,
issuer GeneralMame OPTIONAL,
identifier UTF&String }

credentials  ATTRIBUTE ::=

{

&id id-credentials,
&SEQUEMNCE OF Credential }

Ecnu vma uagaTens yOOCTOBEPEHWA OTCYTCTBYET, TO WCMONbayeTcA MMSA W3OaTens w13
atpubyTa, B KOTOPbLIA BNOKEHD YOOCTOBEPEHWE, MNK M3 CepTudMKaTa OTKPLITOro KNyda. Ecnm
OTCYTCTBYET WMA WM3naTens cepTudmMKaTa, TO UMA WMIOATEeNA YOAOCTOBEPEeHWA AO0N¥HO ObiTh
yKa3aHo. (YJTuTe, 4To B UENAX MUHMMWMIAUWMW B CUCTEME “YWCNa OPraHoB No NpUCBOEHWMID
atpubByToB B cepTudukate moweT ©ObiTe ABHbIM @ obpa3zom ykazaHo Bonee ogHoro

YOOCTOBEPEHWA OT Bonee 4em 0OHOMO W3gaTens).

A32 Nonyck

ATpuByT gonycka conocTaenAeTcs ¢ MmeTkol Ge3sonacHocTu ueneeoro obvexta. C ero
NomMoLbH oBecneyunBaTeA TOHKME MEXaHWIAMEl ABTOPU3aLMU W KOHTPONA JOCTYNA.
Clearance ::= SEQUENCE
{
policyld OBJECT IDENTIFIER,
classList ClassList DEFAULT {unclassified},
securityCategories SET OF SecurityCategory OPTIONAL }

ClassList = BIT STRING

{
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unmarked (0},

unclassified (1),

restricted (),

confidential (3),

secret (4),

topSecret (5)}
SECURITY-CATEGORY = TYPE-IDENTIFIER
SecurityCategory .= SEQUENCE
!

type [0] SECURITY-CATEGORY &id({Categories}),

value [1] SECURITY-CATEGORY &Syntax({CategoriesH@type}) }

WMoentudmkatop  nonuTukn  De3aonacHoCTH  MOEHTUMUWPYET  CEMAaHTMKY  METKW
{ponycTumele rpudibl CEKPETHOCTH W KaTeropuu BezonacHocTW). VIOeHTUMUKATOR NONUTHEW
Oon#eH DbITe OOHKMM M TEM He KaK ¥ JonycKa, Tak W y meTk BeaonacHocTh uenesoro obLexkTa,
4ToDbl WX MOXHO Bbino cpaedueats. MNone classList noeHTUOUUKPYET CNHUCOK WEPADXMUYECKMX
rpupos cexpetHocTU. pudibl CEKpETHOCTH B AONYCKE CPABHWBAKTCA C rpMpoM CEKpETHOCTH
uenesoro obDbeKTa, KaK MUHWMYM, ogwH rpudd donycka fonweH ObiTe He Huwe rpuda
CeKpeTHOCTHM ueneeorc obvekta. KaTeropww ©e30nacHoOCTW  COOEpPMAT  ApYIyH, He
vepapxuyeckyio MHdopMauu. 3HaYeHWe KaTeropuMy B JONYyCKe OOMMHO 4« J0OMUHWPOBATEY Han
COOTEETCTEYHOWEN KaTteropved MeTew Be30nacHoCTW uenesoro obbekTa. 3HadeHue NOoHATHA
#«QOMWHWPOBaTE» 33038TCA NpW  onpedensHui  Karteropud. K nNpuMepy, B BOEHHLIX
npuMmeHeHnax metTka DezonacHocTW MoweT cofepwaTts Habop KoOOOBbIX CMOB MNW pa3fenocs.
YTtobel OMUHWPOBATE HAO METKOW, AOMNYCK OOMKEH COASPHATE BCE KOOOBLIE CMNOBA (pa3gent)
METEM (M BO3MOMHO, OONONHWTENLHLIE K H4M). [dpyrie cBefeHWA © MeTkax Ge30nacHOCTH
MOMHO HAWTW B pasgenax A.3.4.3w AS1T.
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A 3.3 MexaHM3MbI 3aABWTENA

Terywve noOxols K YNpasnedHwH NPpUBMNErMAMK NONL30CBaTENA BKMOYaKWT B cebsa
cnegyrwmne sapraHThl:

a] UeHTpanWaoBadHHOE XpaHWNWWe npuewnerwid (Hanpumep, katanor LDAP), w3
KOTODOrD OHW MOMYT BeITe NErko WasneYeHs!;

0) xpaneHwe npuBunerwd B pacwwpenkn subjectDirectoryAttributes ceptudmkaTa
OTKPEITOrO KNHYE NONL30BaTENA;

B) XpaHeHwe NpvBUNErviA B cepTudoukarax atpubyta.

MNocnegHwe gea nogaxofa nNpeAcTaenawT coBoMm MexaHwam XpaHeHWA NpUBMNETMK
NoNb30BaTENA B YOOCTOBEPEHWAX, 3aBepeHHbIX 3NeKTPOHHOW NOANUCEID.

BapwaHT a) nNerko peany3cBaTe, HO NpW 3TOM CepEep MNPUBMNEMMA Oonwed DwiTe
nocTtosHHo goctyned. [pyrue gea BapuwadHTa no3BoNsT nepegaeate WHgopmauuwwo ofb
2BTOPM3AUMKM B CepTUdMKaTax, YTO WCKNo4aeT HeobXoOWMOCTe B OMNEpaTMBHOM OOCTyNE K
cepeepy. CyWecTBYeT HECKONEKD NPUYMH, NOYeMy OTAENLHOMY OpPraHy NPUCBOEHWA aTpubyTos
Oonee nNpeanoJTUTENLEHO NOMEWaTs npveunerdd B cepTuduxaTol arpwbyta, a He B
CepTUMKATEl OTKPLITOrD EMoYa. K HUM OTHOCATCA:

) paanyuyue B CPOoKaX HUAHW NDUBMNErMA W OTKPLITHIX KMKOYEeH;

0) pazgeneqne obAzadHocTelW (UeHTp cepTuduKauWWw He aBnAeTcA cybLexkTom,
OTBEYALWWM 33 YNPaeNeHe NPUBMNErHamMK);

e) NPUHUWMN MUHKMMAaNEHO HeoDXOoAWMEX 3HAHWMWA (He BCcerga MenaTensHo, YTobb
KAWL CyGBLEKT 3HaN BCE NPUBUNETWA 33ABUTENA),

#) NPMHUMN HAUMEHBLIWX NPUBWNErd (ANA BEINONHEHWA OonNpefen&HHOW onepauuu
None3oBartens  OOMKEH  nony4Yats  WNW o NpedocTaBnATE  MWHWMAanNbHO

HeobxogWMEIe NPHMBUNETHR).
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A3 4 MexaHM3MbI HYBCTBMTENLHOCTH LUeNeBOro obLeKTa
A.3.4.1 Obwmre ceeaeHWA

Ynpaenedwe aTpubyTamu uenesoro obbekTa (HanpUMep, CNMCKaMKW KOHTPOMNA 40CTyNa W
MeTEami Ge30nNacHoCTH) TPAaUUMOHHO OCYWEeCTBNASTCA B PAMKAX KOHKPETHOM CHCTEeMbl, W
npegcTaenedne 3ToW WHGOpMaUWW Mano CTaHOApPTW30BAHO. XOTA HAcTOAWMA OOKYMEHT He
OWKTYET npaewna ee NpegcTaBneHWd, B8 Hem NpWBedeHbl peKOMeHOauWW, OCHOBaHHbIE Ha
Heckonekux dopmax npegetasneHus (ASN.1 unm XML).

AS4.2 VIHEaNCyNALKA NOONWMCAHHLIX JaHHBEIX

ATpHEBYTEl W ApYraa YYBCTBUTENLHAR WHPOPMAUWA MOTYT BT NPUBA3AHEI K JaROHKECTY
Lenesoro oDbLEeKTa C NOMOLWLI KOHCTPYKUMK SignedData. B 4acTHOCTM, YMECTHO MCNONBE30BATL
OTAeneHHsbIE NOANWCKH (NepegaBasmele OTOENsHO OT 0bbekTa). YyBCcTBMTENLHAA MHOPMaL KA
MOMET NEepeHOCHMTLCA B BWAe NOANWMCAaHHbIX aTpubByToB, Y KOTOpwIx aetopom Byger
NOANMCABLUMIA CYOLEKT.

K ueneeomy o0Obekty wmoryT ObiTe gobaBnedsl cnegyiolwWe TUNsl aBTOPW3YHLWEH
WHDOpMaLMK:

- MHQOPMALKWA KOHTPONA JOCTYNA, ONWCaHHaA B cTandapTe ISQVIEC 10181-3;

- TpeboBaHWA PABHO3HAYHOW NoANnMCK (CM. pa3gen A.9.19);

- ONWcaTensHble CEBedeHKA O AoKYMeHTe (HanpuMep, TUN JoKYMeHTa), NPpUEBedeHHLIe B

paagens A.11.3.

A34.3 MeTen Be30nacHoOCTH

MNpvBEfeHHEIM  Janee  CWUHTAKCMC  MeTKM  Be3onacHocTw  No3awmMcTBOBaH M3
cneyndukaunn RFC 2634 [49]).
ESSSecurityLabel .= SET

{

security-policy-identifier SecurityPolicyldentifier,

65

FOCT rocCTISO/TS 22600-3-2013 Crpanuua: 79/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocT ISO/TS 22600-3-2013

security-classificationSecurityClassification OPTIONAL,
privacy-mark  ESSPrivacyMark OPTIONAL,
security-categories  SecurityCategories OPTIOMNAL }
id-aa-securityLabel OBJECT IDENTIFIER ::= { iso(1) member-body(2) us(840)
rsadsi{113549) pkcs(1) pkes-9(9) smime(16) id-aa(2)}
SecurityPolicyldentifier ::= OBJECT IDENTIFIER

SecurityClassification ;1= INTEGER {

unmarked (),

unclassified (1),
restricted 14},
confidential (3),
secret (4),

top-secret (3) } {0..ub-integer-options)
ub-integer-options INTEGER ::= 256
ESSPrivacyMark ::= CHOICE

{
pSiring PrintableString S1ZE (1. ub-privacy-mark-length),

utf8String UTF85String SIZE (1 .MAX) }
ub-privacy-mark-length INTEGER = 128

SecurityCategories 1= SET SIZE (1..ub-security-categories) OF SecurityCategory ub-
security-categories INTEGER ::= 64

- onpegenedue knacca SecurityCategory cm. g pazgene A3.2

MNonurTuka BezonacHocTy NpeacTaenaet coboW KOMNNEKEC KPUTEPKWER, NPEaAbLABRNAEMBIX K
npegocTaeneHun cepencos BezonackocTu. Mone security-policy-identifier ucnoneayeTtca ana

MASHTUDUEAUWK NDUMEHASMOW NONUTHKW Be30NacHOCTH, C KOTODOW CBA3aHa NaHHasA MeTHa
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OesonacHocTi. MOeHTUMMKATOD NONMTHEM YKA3ILIBAET CEMaHTHKY APYTMX KOMMNOHEHTOB METHM
BEe30nacHOCTH.

HacToAwaa cneundMkauna oncbiBaeT WCNoONbL3oBaHWE NONA KNacCcWpWKauWy ypoBHer
HOHMKUaeHUMaNEHOCTK (rpudhoB cexkpeTHoCTH) security-classification B TouHoM cooTeeTCcTBMM CO
cneywdukauymen RFC 2634 [49]) u ctangapTtom ITU-T X.411 [50].

Ecnu 3to none npvcyTCTBYeT, TO KNacCMMWKaAUWA YpoBHEW KOHMMWAEHUWAaNLHOCTH
MOMET Ccofepwarb OOMH W3 Wepapxwdeckux CNUCKOB 3Hadvednd. B HacToswem OoKymeHTe
onucaHa DazoBas WepapxuA YPOBHEW, HO WX WCNONbL3OBAHWE 323BUCHMT OT NPMMEHAEMOW
nonuTukn BeaonacHocTu. JONONHWTENEHBIE YPOBHW KOHMMAEHUWANBHOCTHM M WX NO3IWUMW B
vepapxMi mMoryT DbiTs onpefgenedsl B NonNuTWee DE30NacHOCTHM HA OCHOBE MECTHBIX Npaeun
WNW OBYCTOPOHHEro cornawedws. Bazoeas knaccu@ukauywa ypoBHeW KoHDUOSHUWANbHOCTW
COAEep®MT B NOPAJKE BO3PACTAHMA Cnegywme 3Hadvenua: unmarked (Bes rpudha), unclassified
(oTkpwiTan), restricted (gna cnyxebHoro nonszoeaduwa), confidential (koHdroeHUKansHan),
secret (cexpeTHan), top-secret (CoBepLIEHHO CEKPETHARA).

370 03HA4EET, MTO B NPpUMEHAEMOW NoNUTHKe BE30NacHoCTH (MAEHTHMUUMDOBAHHOR B
none security-policy-identifier) onpegenaTea Uenbie 3HAYEHUA NEPEYNCNMMOND THUNA OaHHBLIX
SecurityClassification » wx wHTepnpetauyna. Opranuzaums moweT pa3paboTaTs coDCTBEHHYHO
NonuTHKy DEe30NacHOCTH, onNpedenslwyle Lensie 3HadeHua Tuna SecurityClassification v ux
WHTepnpetayvw. OaHako obwee npaBvno COCTOMT B TOM, 4T0 3HadveHwAa ¢ 0 no 5
pe3spBUpYOTCA ONA 3Ha4weHwd «DazosBol wepapxwun, a wumeddo unmarked, unclassified,
restricted, confidential secret v top-secret.

MNpaeMna NpUMEHEeHWA 3TOW «DA30B0W WepapxuM» YPOBHEW KOHMMOSHUWANEHOCTH He
WMEKIT YyHWBEpCantHOro onpegenedid. Kawpas opraHWvsauus (Mnu rpynna opradusaning
onpedenaeT nonuTuky Be3onacHoOCTH, KOTOPAR AOKYMEHTUPYET TpeDoBaHMA K MCNONL3I0BAHWID
310l «Da3zoBOW WepapxMuy» (eCnKM OHW OO0NHHBl WCNONBL3OBATLCA) W K NPOBEAEHWKD KOHTPONA
0oCTyna B cBOEi 30He De3onacHOCTY (ecnu TakoBoW npoeoguTcA). CnegoBaTensHD, 3HaYEHMID
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ypoeHA koHdwaeHuwaneHocty OOMHKHO cooteeTcTBOBAaTL  3HAYeHWe  wWOeHTWdMKaTOpa
nonuTueEKM security-policy-identifier, onpegenaoweld npaemna WUCNONL30OBAHWA 3TOMD YDOBHA.
Hanpumep, TPaKTOBKA YPOBHA «CeKpeTHaA» B OpraHW3auvud MOXeT OTNWYaTbhCA OT NPUHATOW
npasutenscteom CLA. Kak npaewne, nonutkka GesonacHocty HE JONMMHA  wocnone3aoeaTth
ypoBHW 0 — 5 CcO 3HaYeHWEeM YpPOBHA KOHMWOEHUWANLEHOCTH, OTAWMYEHWWMCA OT YKa3aHHoro B
cTaHgapTe X.411, u emecto atoro QONMMHA vcnone20BaTe WHBIE 3HAYEHWA, BLICTDOBHHBIE B
CcOBCTBEHHYH MEPaDXMID.

OBbpatuTe BHUMAaHWE, 4YTO COBOKYNHOCTE [JEWCTBMTENbHLIX  3HAYEHWMHA YDOBHEW
KOHMMOeHUManeHocT JOMHHA BelTe Mepapxuyeckon, HO NpW 3TOM OHW He 0BA3aHbl BbiTk
ynopagoseHsl no BoapacTaHuw. bBonee Toro, 3Ta  CcOBOKYNHOCTE He obfA2adHa OwbiTh
HENpepBIBHON. Hanpumep, B nonuTike GE30NacHOCTH CHMCTEMLI Nepenasw cooblUeHWA yKucno
11 Mo#eT COOTBETCTEOBATE YPOBHK KOH(PWOSHUWANEHOCTW «YYBCTEUTENBHAA WHOPMAaUMA
6e3 rpudan (sensitive-but-unclassified), a wwcno 5 — YpoBHIO «COBEPLUIEHHO cekpeTHaas (top-
secret). Ho npw atom B wepapxuM YpoBHeW 3HadveHwe lop-secret o3HauaeT bOonee
YYBCTEBUTENLHYK WHDOPMAUWKD, HexenWw 3HadvedHue sensitive-but-unclassified, x®oTAa uenoe
YWMCNO, COOTBETCTBYIOLWES 3HAYEHUD top-secret, MeHblIe YKWocna, COOTEETCTBYIOWEND IHaYeHHID
sensitive-but-unclassified. (Kone4Ho, ecnu 3HayveHua ypoBHeEW KOHMWIBHUMANBHOCTH security-
classification He Tonbko oBpasywT WEpapxXU, HO NpM  3TOM  ODO03HAYEHLI  YWCNAMM,
YNOPAQOMEHHBIMM N0 BO3PACTAHWKD, 0DBIMHOMY “MTATENH NONKUTUKK DyO0eT nerde ee NoHATE. )

MomHOo npueecTy cnegyolwWid NpUMep COBOKYNHOCTH YpOoBHEeH KOHMUWOSHUWaNsHOCTH B
NONATHEE BE30NACHOCTH, HE UCNONL3YHILWEN HUKAKMX 3HAYeHWA W3 cTanfapra X.411:

10 — obwegocTynHasa uHpopmauma;

15 — obwan wHdopmauma o kopnopayuw Morgan Corporation 1 ee koHTpareHTax;

20 — vHdopmauMa o cnyxawux kopnopauun Morgan Corporation;

25 — wHdopmauma o YneHax CoeeTa gupekTopoe kopnopaywu Morgan Corporation.
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CoBokynHOCTE  ypoBHeW  koHdwaeHUWansHocTW B nonuThke  De3aonacHocTw,
MCNONLAYLWEN YaCTh 3HAYeHWA M3 cTangapra X 411, MoxeT BerNajeTs cnegyowks obpasom:

0 — unmarked (Gea rpuda);

1 — unclassified (obwenocTyNHAA), MOMET YMTATLCA BCEMM;

2 — restricted (npegHa3sHaueHa ona coTpyaHukoe dhupmel Timberwolf Productions);

6 — npegHazHaqeHa ana pykoeoguTenei dupmel Timberwolf Productions.

MNpumepom wepapxuy ypoeHed koHWOeHUWMANBEHOCTH MOryT BbiTh: 8AMMHUCTPATHEHARA
(unclassified), knuHwW4eckan, YyBcTBMTENEHAA (MHdopmauywa o BWMY wnw o nowxuyeckom
300poBLe). 3TH YPOBHW MOTMYT BbiTe AHOHUMWUIUPOBAHEL.

MNone mMeTkl KOHPUOSHUMANBHOCTH privacy-mark MoseT npucyTCTBOBATL, HO OHO He
wcnonbayeTca ONA KoHTpons pgoctyna. Ero cogepmadue moxeT ObiTe onpefeneHo B
NPMMEHAEMOR NONWMTUKE O0CTyNa (MaeHTuuUuMpoBaHHoW B none security-policy-identifier),
KOTOpAaA MOMEeT COASpMaTb CNUCOK OONYyCTUMLIX 3Ha4YeHMA. B kavecTee ansTepHatvesl 310
3Ha4YeHue MoxeT BbiTe 334aH0 aBTOPOM MeTKW BezonacHocTy.

B none kateropwid Ge3aonacHocTy security-categories, ecnv OHO NPUCYTCTEBYET, MOMET
nepeaasartbca vHhopMalma, npegycMarpusaLan bonee TOHKOE onucaHue
YYBCTBMTENLHOCTH cooBwenua. B npumeHaemMoi nonutuke ooctyna (MOoeHTUgUUMpOBaHHOW B
none security-policy-identifier) moxeT BbiTe YKA3aH PA3PELWEHHBIA CHMHTAKCUC NpPeacTaBneHus
kaTeropui besonacHocTi. B KauecTee anbTepHATHBE! 3TO 3HAYEHWE MOXET DbiTe onpedensHo
B ABYCTOPOHHEM COrMalleHuu.

¥ OogHOro W Toro #e obbenTa MoMeT DbiTe HECKONBKO MeToK De30NacHOCTH C pasHbIMK
CXeMaMmK NPoOBEPKM, HanpuwMep, TpebDylWMKW  HANWYWA BCEX WM TONLKO HEKOTOPBIX

pa3peleHui (MNK JaXe OOHOMo PaspelleHsns ), COBNaaatolmMy ¢ pa3pelleHuamMn 4ocTyna.
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A.3.5 BazoBan cxema KOHTpoOnA gocTtyna

B HacToswem nogpaidene onepegened aTpubyT WHDOPMAaUWK KOHTPONA QocTyna,

KOTODRIM MOMHO WCNONe30BaTE O0RA YES3IaHWA nNony«sarenss

CTOPOHE), KakMe CyDBekTel MOryT YWTaTe COOepHaHre uenesoro obwexra.

ACCESS-CONTROL-SCHEME ::= TYPE-IDENTIFIER

AccessControlScheme = INSTAMNCE OF ACCESS-CONTROL-SCHEME

astmScheme ACCESS-COMTROL-SCHEME ::= {ASTMScheme IDENTIFIED BY id-

astmScheme}

rocTt

ASTMScheme ::= SEQUENCE OF ASTMEntry
ASTMEntry ::= SEQUENCE
!

who Requester,

constraints Constraints OPTIOMNAL }

Requester .= CHOICE

{
role [0] OBJECT IDENTIFIER,
individual [1] GeneralMame, -- from X9.55
group [2] GeneralName,

organizationalUnit  [3] GeneralMName}
Constraints = SEQUENCE OF Constraint
CONSTRAINT ::= TYPE-IDENTIFIER

Constraint ::= INSTANCE OF CONSTRAINT

caselD CONSTRAINT ;= { OCTET STRING IDENTIFIED BY id-caselD }
encounterll CONSTRAINT 2= { OCTET STRING IDENTIFIED BY id-encounterliD }

claimEventiD CONSTRAINT = { OCTET STRING IDENTIFIED BY id-claimEventID }
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planRegistration CONSTRAINT = { OCTET STRING IDENTIFIED BY id-
planRegistration }

encounterRegistration CONSTRAINT =

{OCTET STRING IDENTIFIED BY id-encounterRegistration}

admission CONSTRAINT ::= {OCTET STRING IDENTIFIED BY id-admission}

diagnosis CONSTRAINT ::= { Code IDENTIFIED BY id-code }

disease CONSTRAINT = { Code IDENTIFIED BY id-disease }

disorder CONSTRAINT = { Code IDENTIFIED BY id-disorder }

department CONSTRAINT = { GeneralName IDEMTIFIED BY id-department }

testiD CONSTRAINT = { OCTET STRING IDENTIFIED BY id-testlD }

resultlD CONSTRAINT = { OCTET STRING IDENTIFIED BY id-resultlD }

procedurelD CONSTRAINT = { OCTET STRING IDENTIFIED BY id-procedurelD }

specimenType CONSTRAINT ::= { Code IDENTIFIED BY id-specimenType }

shift CONSTRAINT = { INTEGER IDENTIFIED BY id-shift }

workgroup CONSTRAINT = { GeneralName IDENTIFIED BY id-workgroup }

training CONSTRAINT = { BOOLEAN IDENTIFIED BY id-disorder }

therapeuticAgent CONSTRAINT = { Code IDENTIFIED BY id-therapeuticAgent }

diagnosticAgent CONSTRAINT ::= { Code IDENTIFIED BY id-diagnosticAgent }

disidentified CONSTRAINT ::= { BOOLEAN IDENTIFIED BY id-disidentified }

Code ::= SEQUENCE

{

codeSet  PrintableString,
codeValue 1A55tring }

OocTyn & yenesomy obLeKTy pa3peled, ecnK ANA 3anpawyeatollei CTOPoHEl HAaRgeHa
3anuce & cnuvcke cybbekToe Who (No uMmeHW, ponM, rpynne wWnW CcTRYKTYDHOW eduHuue
OpraHu3auum) u ecnu atpubyT cepTudwKaTa 3anpawueaweld CTOPOHE! YOOENETEOPAET BCEM
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OrpaHUMeHNAM, YEa3aHHBIM B E!TFI'I-"IE!':,'TE WHbOpMAaLKMKM KOHTDONH OOCTYNa uenseeoro obbekTa.

3TM  orpaHWYeHWA JOMMHB  coOepwaTecA B  atpubyTe  OrpaHuydeHWA  cepTudmkata

3anpawWBakIWed CTOpOHBL. Y aToro aTpubyTa ecTe CHHTAKCHYECKHE OrpaHUYEHNA.

A4 OnucaHWe cepBUCOB MH(hPACTPYKTYPLI YNPaBNeHHWA NPUEMNErHAMM Ha
A3bike XML

A.4.1 Onucanue HazHa4eHMA ponen Ha A3bike XACML

Koncopuwym no pazpaboTke cradgapTtoe OASIS paapabortan aacik XACML  ana
ONWUCEHMA CYLLHOCTEW, CBA3AHHBIY C NPUHATHEM PELSHWW O KOHTpOoNne ocTyna. TexHu4eckan
cnegwpMkauma  Ha A3ske XACML conepsuT npodine ponesonrs  KOHTRONA  OocTyna,
COOTBETCTBYHLWMA cTaHaapTy ANSI RBAC.

Ona yoobcrea ytesnA B Tabnuue A1 CONOCTABNEHbl TEPMWHBL, WCNONbIYEMbIE B
fazoeol cneundpuraun RBAC HauwoHansHoro WHCTUTYTa cradgaptoe CLA NIST [14], c
TEDMHUHAMK, WCNoNb3yemMmbeiMi B npodune XACML,

H C TepMHHAMK, WCNOoNB3YEMBIMK B

HICTOAWEM JOREYMEHTE.

Tabnwua A1 —  OrvobpameHwe TepMWHOB, WCNONbayemslx B DazoBow
cneuncukaunm RBAC
bazoeas cneyndEauma Mpodbuns XACML ViHppacTpyKTypa ynpasneHna

REAC

npoueMNerdamsi AsSTM PMI

MonsaosaTeny (Users)

CyBbekTel (XACML Subjects)

JaaeuTteny (Claimants)

Ponu (Roles)

ATpubyTe cybuekTos (XACML
Subject Attributes)

Fonu (Roles)

ObrekTel {Objects)

Pecypcel (XACML Resources)

ObbekTel (Objects)

Onepaduy (Qperations)

AedcTeMa (ZACML Actions)

Onepauwun (Operations)

Pazpewerna (Permissions)

Paonu <Puolicyset= H
paspelleHuna =Puolicyset=
(XACML Role <=PolicySet=

and Permission <PolicySet>

Pazpewexna (Permissions)

rocTt

Npocune XACML RBAC nopaepxueaeT Takke WepapxXMyYeckuid poneBold KOHTPONb

OOCTynNa, No3eonad ONWCeIBaTe HacneioBaHWe ceodcTe ponew. An\ nogoepseEd CMCTEMHBIX
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DyHHUMA W DyHEUMA NepecMmoTpa, ONWcaHHblX B cTadgapte ANSI RBAC, s atom npodune
ONWCaHLI JONCMHWTENLHBIE NONWMTHEW, W wmedHo, pons RPS (Role PolicySet) accouuwmpyer
Bnagensua nadHoro atpubyTta ponu © Habopom pazpeweHnd PPS (Permission PolicySet),
KOTOpbIM OMWCHIBAET PAa3pelleHWs, Ha3HavedHHsle fadHHol ponk. Obbextel RPS w PPS
3KBMBANEHTHLl cepTudukatam atpubyTa HasHadvewwa ponu u cepTudukatam atpuwbyTta
cneuynduEale pony B poneeol Mogenu, OCHOBAHHOW Ha cTanaapre X.509.

WHTerpypoBaHHoe  onucaHWe CBOWCTE  ponesod  WHMPacTpykTypel  yNpasnedHws
npuBunernaMu Ha aAzsike XACML npepoctaenser GoraTeie W pacwupsembie cpefctea
ONMCAHWA NONUTUE. TMOHATUA CTPYKTYDHBIX W (DYHEUWOHANEHLIX poned obecnevuBadTca C
NOMOL LK ABYXCNOWHOW CUCTEMLI, OXBaTLIBaOWEW aTpUDYTEl ponen, U WMMEeHHO, NoNL30BaTENK
MOMYT MMETE PONKM, HA3HAYEHHBIE UM B KOHTEKCTE 3anpoca. KOMNOHEHT, OTASNEHHLIA OT TOYKH
NPMHATAA PELUEHMA, MOKET MCNONb30OBATE NONUTHKY HA3HaYeHWA poned XACML uwnuw PolicySet,

YTObkI dETHUEHPpOBATE ETﬂHﬁ}'Th! B CeaHCce NonNbLaosaTen .

Ad2 Opyrye cepeuckl MHGPacTPYKTYPb! YNpaeneHWA NPpUBHUNErMAMKA

B pasgene A5 npvBegeHb NPpWMEDbLl OPYrMX CEPBWCOB WHDPACTPYKTYPEl YNpaBneHus

NPHMBUNETAAMK, ONUCaHHLIX Ha A3kiKe XML,

A.5 Mpumepkl ynpasneHWA NPUBWNErHAMHK, CUEHapHeB KOHTPONA AOCTyNa W
CepEHCOB

A51 HazHavyeHWe NPUBUNErMA Ha OCHOBE CTPYKTYPL! Opradviauuviu

Korga npuernerdd Ha3Ha4awTCcA HA OCHOBE CTPYKTYDLl OpPraHv3auuMu, To CTPYKTYPHblE

ponKM, onpefeneHHele B COOTBETCTBMM CO cTaHgaptom ISOMMS 21298, oTpamawT OTHOWEHKMA

Mexdy u3nYeckn NWUoM W CTPYKTYDHOW egvHWUed, Bknovawowwe B cebs HasHaveHuwe

npueunervid. B atom cnyvae NpUEMNENMA OCHOBAHA HA NDPMHAANEKHOCTH K OPraHuaauuum. 3ToT

noaxod pacnpocTPAHASTCA HE TONBKO HA NMUA, HO M HE TaKWe THNbl CYyDbeKTOB Kak CMCTeMb,

KOMMOHEHTH, j.l'CTF!DIr_ICTEEI. HazHavyeHHBlE MpUEMNETKA MOMYT HCNOMNE30BaTECA Kak BHYTDW
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OaHHoW OpraHuaaduK, Tak W BO BHEWHWMX OpraHuzauvsax IlHEII'EDHMEp, NOoWMHa ANEXHOCTE K

YNONHOMOYEHHBIM OpraHam).

A5.2 HaznaveHwe npuBMNervd Ha ocHoee paboynx npoueccos

YTobbl obecneynTe peanW3auWi npouecca, NPUBUNErdK MOryT HAa3HAYaTLCA Ha ero
BuinonHeHwe. [MpuBunervn moryT OeiTb HA3HAYEHB! HA BLINONHEHWE BCEro npouecca,
onpefeneHHslx OSACTBMA WNW Jdawe onpeldenedHbx TpadH3aakuwid. 3ToT nNogxod COCTOMT B
HazHAYEeHWW NPUBUINEMMA B COOTBETCTBMM C @yHKUMOHANEHOW poneks cybwekTa, cnegys

cTaHgapTy ISOITS 21298, Ox oTpamaeT cenA3s Mexgy OTAeNsHEIM CYDLEeKTOM U OeACTBHEM.

A5.3 ¥YnpaBneHwe NpUBUNErnAMHA Ha OCHOBE NONKUTHUK
MNpUBANETrAA MOTYT HA3HA4YaTLCA B COOTBETCTBMM C OTPaHWYEHUAMW HA BPeMA, YCNOBWA
cpensl, MyHEUMK, onepauny, YCTAHOBMNEHHLIE 23KOHOOATENLCTBOM, HOPMATUBHBIMK aKTAMM,

cneynpUEaLmaMiA 1M T.0.

A 5.4 HazvaveHwe ponu W pazpeweHun

OrpaHu4eHma, 3anaowme npuenneruy u obaaadHocTi, obeIMHO yrka3aHbl B nonuTukax. B
chny4ae nNpocTelX MNONWTHK W B33aWMOCEA3EW NPUBMNErMK W 0DA3AHHOCTM MOryT BeiThb
npecbpazoBaHel B PONWA, KaKk 370 OEnaeTcA B NPOCTeIX peand3auwAx ponescro KOHTPONS
poctyna, Hanpumep, B ctadgapte HL? RBAC [15]. HegocTatok Takoro ynpolleHHoOro noaxoga
COCTOWT B TOM, YTO YWMCNO CO303BAEMBlX poneld PAcTeT Npu NORBNEHWA HOBLIX NONKUTUK. Kpome
TOrD, Takve CyWecTBEeHHLIE AcnekThl KaK KOHTEeKCT OOoCTYna W Apyrue nepemedHsle (oM.
cTaHgapT ISOITS  22600-2) He wmoryT BOeiTe nogxogawus oDpa3zoMm  pacCcMOTPEHsL

OononHWTeNeHblE CBeqeHWs CM. B cTaHaapTe |SOITS 21298,

AS55 Cneundukauma aeTopu3aumm

Opran no npuceoenu atpubytoe (OA) 1 uenTp ceptudmraynu (LIC) norvyeckn (1 Bo

MHOMX  CAYy4Yanx Epl-"IEI-'H-rE'L‘I{H} COBEQLWEHHD  Hezasvckmbl. Coagaswe K JKCNnyaTaymaA
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HUOEHTUYHOCTH S MOTYT (M Ya3CTO JONHHL) BbITe OTAENLHBIMKW OT MHEPACTPYKTYPLE YNpasnequs
npuernernamu. Takum obpasom, Bca MHDPaACTPYKTYpa OTKPLITEIX KNodelr, srnwoydan LG, moryT
CYWeCTBOBATE W OSWCTBOBATE A0 CO3AaHWA WHPACTPYRTYPsl YNPABNEHWA NPHBUNETHAMA.
Xora UC w sBnAeTcA yNONHOMOYEHHLIM OpraHoMm KoeHTUMKaUWW B CBOEW  30HEe
He3onacHocTH, OH ABTOMBTUHYECKW HE CTAHOBUTCA YNONHOMOYEHHLIM OPraHoB No NPUCBOEHWMIO
npueunernid. CnegoeatensHo, UC He obf3aTencHo BeiNonHAeT dyHeuuMy OA, OTCO0a MOMHO
caenatb euiBog, YTo LIC He oBAzaH HecTH OTBETCTBEHHOCTL 38 pPELUEHWE, Y4TO Apyrue cyDLeKTh
mMoryT hyHKUMOHWpOBATL B KavecTee OA (Hanpumep, He 0DA3aH BKNOYATL TAKOE HA3HAYEHWE B
WX CEPTHMUKATE MOSHTUUKA LMK ).

McTouHMKOM  NONHOMOYMA  ABNAETCA CcyDLEeKT, KOTOPOMY KOHTpONnep nNpUBMnerui
OOBEPAET KAk OPrady, BCeUeno OTBeYalnlenMy 33 Ha3HaYeHWe KoMNNexca npuennerti. Pecypc
MOMET OIPaHUYKHTE Cpepy OTBETCTEEHHOCTH MCTOYHMES NONHOMOYMKMA, A0BEDAA onpegeneHHbIM
WMCTOMHMKEM  pasdble OyHKUKMKM  (Hanpumep, O4MH  MCTOMHUMK OTBEYaeT 338 HajHaveHuwe
NPWMBUNETAR YTEHWA, a OpYrod — NpyuBunerii 2anuck). Niwbol NCTOMHUE NONHOMOYHA B TO e
epema AenAetTca OA, nNockoneky O©OH BeINyCKaeT Ansa Apyrux cybwekToe cepTudukaTtsl,
WOSHTUDULMPYIOWWE NPUBMNETWM, HA3HAYEHHLIE 3TUM cybbekTaM. WMCTOYHMK NONHOMOYKA
aHanoruded skopHesomys LUC wnw «noBepeHHOR NpuBA3kes B WHPACTPYKTYPE OTKPLITHIX
Knwo4ved B TOM  OTHOWEHWW, 4TO  KOHTpONep nNpuBMNEerid  OoBepseT  cepTudykaTam,
BhIMNYLEHHEIM  WCTOYHUKOM NonHomMouuin. B HekoTopeix peanuaaunax Heodxogumel LC,
TWaTenNsHE KOHTPONUpYoWKMe cybbLekToB, OeNCTBYIOWMX HAK WCTOYHUEWM nondHomouui. B
HACTOALLEM MDUNOMEHWWM NpegycMoTpeH Mexadwam obecnedeHws Takoro TpeboeaHwa. B
ODYITMX  peanu23auuax  TaKoW KOHTPONe He ABNAETCA  HeoDXoOMMbIM, W MEXaHW3IMB
YAOCTOBEPEHWA TOrD, 4T0 CyDbLEKT MOMET BLICTYNATe B KA4YECTBE WCTOMHMKA NONHOMOYMI,
MOMYT OKA3aTLCH BHE PAaMOK JaHHOW 4aCTW HACTOALWErD CTaHaapTa.

MNpeanoxeHwa, copMynMpoBaHHeIe B HACTOALWEM NPUNOXEHWH, ABNAKTCA THOKUMKY W
MOryT YACBNETBOPUTE TpeboBaHwA, NpedbABNABMbIE BO MHOMTUX PEaNW3aLHAX.
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Ecnu cepTudimkatel aTpubyTa coOepwaT CCbiNKW Ha CepTWgMEATH OTKPLITOMO KNioua,

BLINYLUEHHLIE ANA WX W3gaTensid W BRajensues, To ONA ayTeHTMdMKauvuK Bnagenbues

{2afBuTENSA  NPUBANEMMA) W NPOBEpKM  3NS8KTPOHHBIX  NOANWMCER  W3natensd  MomeT

MCOMNB30OBATLCH HH[pDEICTp}fHT}'pE OTEPBITOND KNKOYa.

TOB

A56 OnWcaHue cTpaTerdd ynpaBneHWsA NPUBWMNErMAMM C NOMOLLLIO cepTudhrKa-

A5.6.1 YrkazaHne npuemnerii e ceptrdmkartax atpubyta

CyBberTsl MOMYT NOMNYHMTE NPUBUNErMK ABYMA cnocobamm.

opraH no npuceoeHuHd aTpubyTOB MOMET Ha3HauYWTh cyDbLekTy npuvBUneriK c
NOMOLLEK BeiNycka cepTudukata (MoxeT DbiTe NONHOCTEHY NO CBOER WMHWUWMAaTWBE
WNW C NOMOLWEK 3aNpoca K HEKOTOPOW TpeTeed cTopode). CepTudiMkar mMomeT
XpaHWTLCA B 0DWenoCTYNHOM XpaHunulle U MoxeT 3atem obpabaTuiBaTecA ogHUM
WNW  HECKONBKMMW  KOHTPONEepaMmW NpWBMNerMn OnAa NPpWHATWA pewedwa  ob
apTopuaagmy. MNpr atomM cyDbekrT, NoNyYarWmMi NONHOMOYMMA, MOXET OCTABATLCA B
HEBEOEHWKM O HAzIHAYEHWWM NONHOMO4YWA nubo nony4aTs yBedomnedHwe ob 3ToM
danTe;

cybbekT moxeT HanpaemTe 8 OA 3anpoc Ha nony4YeHwe npueuneryd. bByoydwu
CO30aHHbIM, cepTudukaT moxeT BhiTe BO3BpawWeEH (TONBKD) 3anpocyBLUSd CTOpPOHE,
KOTOpaA #ABHeIM obpazom BKNOMaeT ero B 3anpoc [OCTynNa K HeKOoTOoOpOMy

3ALMILEHHOMY PECYpCY.

ObBpaTuTe BHMMaHUe, 4To B 0D0OKX BapKMaHTax ONA BuINONHEHWA ceoer obazanHocT OA

OON#EH YOOCTOBEPMTLCA, YTO CYOLEKTY OSWCTEMTENLHO O0M#HA ObiTe HAa3Ha4YeHA JaHHaR

NPMBANErAA. 3TOT NPOUBCC MOMET BENHYATE B celbs HEKOTOPBIE CTODOHHHME MeXaHWaIMbI,

aHanorudHble cepTuduKanuu napsl naeHTudKkauna/noy, cozgasaemon LIC.
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¥YnpaenexHue npyuBHnNerMamMiE © NoMOWbBHY CEpTHq}HHETDB ETPHE}"TE nEMMeEHUMO B TexX

CNyYanx, Korda BeINOMNHAETCA OOHD U3 CNe YW X }'L‘J’IGBHQI

3a BuINyCK cepTUdUKaTa OTKPLITOrO KNKYa ANA onpedeneHHoro enagensua
NpHMEKNENK OTBEYAET O4WH CyDOBLEKT, 8 338 HA3HAYEHWE KOHKPETHOW NpUBMNErvl —
ApYyrown;
- BNagenbly HA3IHaA4aeTCA HeCKONLKD aTpubyToB NpUEMNarkid Bonee Yem ogHUM
OpraHom;
- CPOK ¥W3HW NPUBANEriK OTNMYaeTCA OT CPOoKa AeWCTBMA CepTUMUKATA OTKDLITOMD
KNEOME BNagensyua NpUeMnerdy (00bIMHO CPOK MU2HW NDHBWNEMMKA TOPa3no Kopode),
- NPYBWNENA O0eWCTBUTENbLHE TONLKO B TEYeHne onpefeneHHbiX Nepuoaos BpeMeHn,
ACHHXPOHHBIX N0 OTHOLWEHWEID K CDOKY AEWCTBWA OTEPLITONC KNIOYa NoNb3oBaTENs MK
K CPOKY MW3HW OpYTHX ero NpUBUNErvA.
A.D.B.2 YEazaHwe NPUEBMNETMA B CepTHMKATAX OTEDEITOMD KNHMA
B HekoTOpblX peanW3auuax HasHadeHwe cybDbekTy npueunerud ocywectenset LC.
Takue NpUBWNIeriid MoryT DeiTh YKa2aHel HENOCPEOCTBEHHO B CepTH(MKATAX OTKPITOMO KNKYa
{nogoBHel  nogxon  obecneuveaseT  NOBTOPHOE  WCMNONB30BAHWE  YEe  pa3sepHyToW
WHIDPACTPYKTYPEI) BMECTO BwiNycka cepTudmkaToe aTpubyta. B aTux cny4asx NpMBUNErdu
fon#Hbl  BBITe  yKa3aHel B None  pacllMpeHWAa cepTudMkaTa OTKpLITOro  KNoua
subjectDirectoryAttributes.
3ToT cnocof NpUMEHWM B Tex CNy4aAx, KOorga BLINONHASTCA OOHO W3 cnegyHLMx
YCNOBKA:
- OOWH 1 TOT #e duaryecknid cybberT gercteyeT 1 kak LIC, 1 kax OA,;
- CpOK MW3HW NpUBWNErMA W CPOK OEWCTBMA OTKPLITOMD KMYa, cofep#awerocA B
CepTUUEaTE, OOWHAKOBE,
- OenernpoBaHue NpWBUNErdy He paspeLleHo;

- JenerdpoBaHve MNpUMBMUNErdd paspewedHs, HO NP Kasigom JenervpoBaqHuM  Boe
fr
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NPHBKUNIETAK, yralaHHbie B ceptudmkare (e none paclwrpeHus
subjectDirectoryAttributes), WMeloT oaWMHaKOBLIE NapameTpsl AenerMpoBadHua KW Bce
paclUMpEHWA, DEneBaHTHLIe OenerdpoBaHni, NPUMEHAKTCA K 3TUM NPUBHUNEMAM

OAMHIKOBEIM ﬂﬁpaﬂﬂlﬂ.

AST WHpacTpyKTypa ynpagneHWs NpUBUNErHAMH

OBbekT mMoweT ObiTe 3aWWEeMbiM  DECYPCOM, HaNpUMep, ONA  NpUNoHKEHWA,
KOHTPONUPYIOLWErND O0CTYN. 3alWMWAEMBIM peCcYpC MOMHO pAcCMaTpWeaTe kak obbekt. Y
oDLEKTOB 3TOro TWMNa ecTs MEeToObl, KOTOpble mMOryT ObiTe Bbi3BaHbl (Hanpumep, obDLexT
npegcraenaeT cobol MexceTeBOon 3KPAaH, WMEKWWA MeTod «Pa3pelwKTe BxXxoay, wnK dain e
PannoBoR CHCTEME, UMEHILWLWA MeToObl «HWMTATkr, «33NWCATE® MNKW «BLINONHWTE® ). Jdpyrdm
npuMepoM Modenvpyemoro obbexTa MOMeT Chny#WTe OObLekT, NOONMCAHHLIA NpUNoOHEHWEM,
OTBEJAHLWWM 23 HEOCNOPMMOCT.

3anevTenemM NpUBMNErMA ABNAETCA CyDBLEeKT, KoTopell 00NagaeT  KOHKDETHOW
NpyBUNErMEn ¥ 3aABNAST CBOK NPUBUNEMMA B KOHKPETHOM KOHTEKCTE UCMNONL30BAHWA.

KoHTponepom npuewmnerik ABNAeTCcA CcybDbexT, onpedensowMi, OO0CTATOMHBL N
JAABNEHHLIE NDWBKMNErMM ONA JaHHOM KOHTEKCTA MCNONL30BaHWA.

Benencreue o0DA33HHOCTM  ONpeOeneHKA  AO0CTATOMHOCTM  NPUBMIMENMIA  KOHTDONEep

JEBHMCHT OT CNnedyHoWWx YeTelpex 0D BEKTOB!

NPUEWNENAA 3aABUTENA,

NprUMeEHAEMaA NONKUTHES NpUEMNe T,

TeRYWWE 2HAYEHWA NepeMEHHBIX CLE0bl. OTHOCAWMXCA K 3anpocy,

YYBCTBUTENEHOCTE PENEBAHTHEIX METOLOE ODLEKTa.
MNpuBMNErWa, WMEeKIWARCA ¥ €8 BNafensua, oTpakaeT CTeneHb OOBEepWA, OKAa3aHHoro
3TOMY BRafeneslyy WM3gaTenem cepTudiMkaTa B TOM, 4TO Bnadenely GyoeT cnegoBaTe Tem

TPEEGEEHHHH NONUTHENA, KOTOPBIE HE MOMYT BBITE NPOBEREHEl TEXHWYECKMMK cpeacTeamMu.. 3Ta
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NEPWMBUNETWMA WHKANCYNWPYeTcA B cepTudukaT(bl) atpwbyTa, BhINyWeEHHBIE ANA Bnagensua,
nwBbo B none pacwwpeHua subjectDirectoryAttributes ero cepTudukata OTHDBITONC KNHMA,
KOTOpEIE MOTMYT GbiTe NPeaoCTABNeHbl KOHTPONEpY NpHUBMNErdA NpU Bei2oBe MeToda obbexTa,
WNK MOMYT PacnNpoCTPaHATLCA APYIMMKW  CPEACTEBaAMK, HanpuMmep, © NOMOLWLK Katanora.
KogupoBadve  NpUBMnerdl  OCyWecTBNAETCA C©  NOMOWSLK  KOHCTpykuWk  Atftribute,
cogepwaweica & obbekte AftributeType wnu Bo mHowectee SET OF AttributeValue.
HekoTopble THNLl ATpUBYTOB, MCNONL3yeMbIX ONA YKAZaHWA NPUBKMNErMK, MOTYT MMETL OYeHL
NPOCTOM CHHTAKCWC, Hanpumep, MoryT BeiTs npegcTaenedsl OTASNLHBIM LUENLIM YMCNoM TUNa
INTEGER wnu crpokoi GaiTtoe tTuna OCTET STRING. CuHTaKcHC Opyrux TUNOE NPUBUIEri
momeT BuiTh Bonee cnoxdeiM. MNMpyuMep NnpueeqeH B npunoxeHun I

Nonurika  npuednertd  ONWCLIBAET  YPOBEHL  NPHMBWNETAKW, KOTOPLIW  CuMTaeTCs
OOCTATOMHBIM 4NA BhIZ0BA METo4a oDLEeKTa, MMEWErD OaHHYH YYBCTBMTENEHOCTE, WNK 4NA
OaHHOMD KOHTEKCTA WCNOMNL30BaHUA. LlenocTHOCTE W ayTeHTHYHOCTE NOMNWTHEWM NPUBUNErdd
O0M#Hbl BbITe 3awmMuwedsl. CywecTayioT pa3sHble BO3MOXHOCTH nepenadw nonutukd. OgHa
KPaWHOCTE COCTOMT B TOM, MTO Ha CAMOM Jene NonNWuTHEA He NepenaeTcd, a XpaHUTCA B cpede
HOHTpONepa npuednerkd. [Jpyras KpaWHOCTe COCTOMT B TOM, HYTO HEKOTOPbIE NOMNNATHEW
#yHUBEPCANLHLIY M A0MKHLI NepeaaBaTeCs MNK ObiTe M3BECTHEIMK BCemM cyDBEeKTaM cUcTeMbI.
Meway 3TUMKM KPAWRHOCTAMM  CYWECTBYET MHOIMo BapvaqHToB. CXema KOMMNOHEHTOB,
npeaHazHavYeHHslx ANA XpadHeHna MHQopMalMi NONUTUEM NPUBUNETMK, ONUCaHa B HACTOALLEM
NPHNOHKEHWUI.

MNonuTUEa  NPUBMNEMMA  ONUCHIBAET  NOPOr  NPUEeMNeMOCTH  AaHHOro  KOMONexca
npMedneriid. B HeW TOMHO YK333aHO, B KakWx CNy4asX KOHTPONep nNpUMBWNErvd Oonked
NPMHUMATE  pelleHWe, 4TO  KOMNASKC NpUBMNErdd, nNpeacTaBnedHHsN eMmy B 3anpoce,
«QOCTaTOueH» ONA NPeicTABNEHWA 33ABWTENe npaea gocTyna (K Tpebyemomy obwekTy,

PECYPCY, NPUNOMKEHWO W T.4.).
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CWHTaKCUC ONWCAHWA  NONWTHK  NPUBMAEIMA B HACTOALWEM NPUNOHEHWW  He
cneunduuuposad. MNMpunoxenue I copepHuT napy NPUMEPOB CHMHTAKCWCA, KOTOPLIA MOMET
WCNoNL30BaTECA ANA 3TOW Uenu. OOHaKo 3TO ToNLKO NpuMepsl. Ona onUCaHWA NoNUTHE MOXeT
WCNONb30BATLCA NHGOW CHHTAKCWC, B TOM Yucne obDbivHbIA TEeKCT. HesaBWocHmMo OT CUHTaKoUCA,
WCNONL3YEMOro ANA OMUCAHWUA NONUTHUKK NMPUBUNETAW, KAMALIA 3KIEMNNAD NONUTHEN JOMHEeH
MMETE YHMKANBHBIA noeHTUdkaTop. ONsA 3T0ro MCnonbayinTeA 0DLeKTHEIE MASHTHMDMWKATOPE

PrivilegePolicy = OBJECT IDENTIFIER

B peneBaHTHbIX NepeMeHHLX cpefbl XpPaHATCA Te napaMeTtpbl NONUTHKY, KOTopbie C
NOMOWbBLH HEKOTOPLIX MECTHRIX CpefcTe OOCTYNHEl KOHTpONepy NPUMBUNErMA W KOTOpkIe
HeoBXogMMEl ONA NPUHATHA UM PELUEHWA O paspelleHu BeI3oBa (HANPUMED, BpEMS OHA WM
Terywui DanadHc cueta). Cnocob npedcTaeneHws NepeMeHHsIX Cpeabl OCTABNAEBTCA HAa
MECTHOE YCMOTPEHMWE.

YyecTBUTENLHOCTE METoOa oObeHTa, ecnu TakoBas WCNONb3IYeTCA, MOMEeT oTpamaTs
aTpubyTsl OoKyMEHTA KMNK 3anpoca Ha obpaboTky, HanpMMep, CyMmMa NNaTEXHOro NopYyYeHus,
koTopoe TpebyeTrcAa aBTOpM3OBaTL, WNKW  YpoBeHb KOHIMOESHUWANBHOCTH COOEpMaHWA
OOKyMeHTa. YyBCTBMTENLHOCTE METoOa 0DbeKTa MomeT DbiTh ABHO 3aKoOWMpOBAaHA B METHe
Oe3onacHocTM 3TOro 0DLEKTA WKW MHKANCynNWpoBaHa B CTPYKTYPE W COOEDMAHWMM 3TOMD
obbekta nadHHblX. KogupoBaHwe WYyBCTBMTENLHOCTH MOXET OblTe BLINOMNHEHO pPAa3HbIMK
cnocobamu. Hanpumep, kog 4YYBCTEMTENEHOCTM MOKET NepefaBaTbCA BHe WHMOpMaUWK
YNpaeneHWA NpUBUNErMAMK, CHANEM, B MeTKE, NPUBAZAHHOW K JOKYMEHTY W COOTBETCTBYIOWEW
cTanpoapty X.411, B nonax coobweHus no craHgapTy EDIFACT wnw game cogep#aTecA B
NnporpamMMHOM Kode KoHTponepa npueunenti. Kog YyBCTBUTENEHOCTH MOXET NepelaeaThCca U B
cocTaee WHpopMaUKWKM yNpaeneHWs NpUBMNErMaMK, B cepTudmkaTe arpwbyTa, cBA3aHHOM C
OaHHbIM MeTofom obbekTa. B apyrvx BapuaHTax MCnoNe3yeMoro KOHTeKCTa YYBCTBMTENEHOCTE

MeToaa obbekTa MoxeT Boobile He MCNONB3I0BATLCA.
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B CylecTBOBAHWKM CBRA3M MEMOY KOHTPONEpoM NPUBUNErWiA W KOHKpeTHeim OA Her
HukakoWw HeobxogumocTw. [MogoBHo ToMmy Kak Bnagensy NPUBUMETAR  MOMET WMETb
CepTUgUKaTEl aTpUByTa, BhINYLWEHHLIE MHOMMMY Da3HbiMK OA, KOHTPONEDL NPMBUNErMA MOryT
ONs NPUHATHA pelIeHWs O NPeaccTaBNeHun O0CTYNa K KOHEPETHOMY pecypcy NDWHUMAaTb
CEPTUMUKATLI, BbINYLIEHHbIE paznuuHbiMy OA, Mexgy koTopeimu He obazatensHo GygyT
WEpPApXHMYECKWE CBAIN.

YnpaeneHue NPUBUMErMAMKM C NOMOLWBH CepTUMMKATOR MOMET WCNONL30BATLCA ONA
YNPABNEeHWA pPaanUYHbiMK  TUNaMKW NPUBMNErMA W ANS  pasnuuHblx  Uensi.  TepMuHb,
MCnonb3yemMele B HACTOSALUEM [OKYMEHTE, HAnNpWMep, 3aABWMTENt NPHUBWINETWH, KOHTpONep

ﬂpl-"IEH.I'IE!'I-"II-_'E W T.4., HE 33BHUCAT OT KOHEPETHOMD MNPUNOHEHAA MNKH NPUMEHEHKWA.

A58 OrpaHWYeHUA paspelleHni
OrpaHuuyeHua  paspeweHid opMynupyoTeA 8 NPOUECC KOHCTPYWDOBAHWA pOonen.
MNpumepon OrpaHWYeHHA paspeleHdd cNyHWT Npasune, No KOToOpoMY TONbBKO O4QHOW pond
pazpellasTcd BLINONHATE ONpefensHHoe AedCTBHE B HaMALIA MOMEHT BpemexHun. [dpyrum
NpHMEDOM MOKET CNYAWTe OrpadHuyYeHHe KpaTHoCTH. B atom cnyyae OHO opMynupyeTCcA B
hopME YEA3aHWA KPaTHOCTHK.
MpumMmepamu orpaHUYeHid paspelleHi cnyxar:
- pons MAaBHOW MegUUKMHCKOW cecTpel BonsHMUb: (KpaTHocTe 1 Ana BoneHMUE),;
- ponk 3aBeayowero oTaeneHem (KpaTHoCTe 1 Ana oTaeneHua);
- ponb MCNONHWTENA NABopaTopHLIX aHANW30B W AexypHoro epada-natopaHTa
(2anpeT Ha coBMelleHe 0DARAIAHHOCTER);
- AWCTAHUWMOHHEIA OOCTYN BPaYa Kk MHROPMALKMOHHOW cUcTemMe BONbHUUE, KOTOPan He
ABNAETCHA Er0 MECTOM DCHOBHOW paboTel (orpaHuy4eHne MecTOHaXOMOEHWA ),

- JOCTYN B 33BMCHMOCTH OT CMEHL! (OrpaHUYeHe Ha BpeMa JoCTyna).
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MNpueegeHHoe obcywaeHWe onupaeTca Ha NPeanonoMeEHue, Y4T0 MMA MYHKLUUMOHANLHO W
pONKW ABNAETCH CNYYaWHbIM M CNYHKAT TONLKD WOEBHTUWKATOPOM COBOKYMHOCTW paspelleHui,
COOTBETCTBYIOWMY cTaHdapTy ANSI INCITS. [danee, onuicaHua poned  obAzaTensHo
cneywdu4Hbl ANA OpraHu3auviK, B KOTOPOW OHW CO3[aHbl, W, CneaosaTensHo, camn no cebe He
NpegnonarawT KaKow-nnbo MHOW uHTeponepabensHOCTY © OeNoBLIMK NAPTHEPaMK, HEXENK Ta,
4TO  ONWCAEHEa B OenoBblX  COrMawedHwax ¢ HUMKW.  JNa  OOCTHMEeHWA  NonHOW
wHTeponepabensHoCcTH opraHusauwam TpebywTca cTaHgapTU3Iauvsa pa3jpelseHwd JocTyna B

J4pasooxpaHEHMM W CpECTBA HAa3Ha4YEHMA W OB bRBNEHWA CTaHOdpTHBIX I'IpHEIHJ"IEJ'HI.-TI-.

A59 OrgeneHne hyHKUKMKH DE30NACHOCTH OT NOrMKKM BU3IHEC-NpOLECCOB

MNpW  KOHCTPYMPOBAHWWM  DA20BOM  MHPACTDYKTYPEl  YNPABNEHWA  NPUBMNETMAMK
HeoDXOOQMMO MNPOBOAWTE PRINMYMA MEXdy NPUMEHEHWEM NONWTMEM DEe20NacHOCTH U NOTMEK
BuaHec-npoyeccos. HacaxgeHwe 3ToW NOrMEM WHQPacTPYKTYpe YNpaBneHWAa NpUBMAETUAMM
MOMET NPHMBECTH K ocnabneHuy De30nacHOCTH CHMCTEMbl M K YXYOLWEHWH apxMTEKTYDEl M He
obecneunpaeT BLIAENEHWA TOUMHO ONKWCAHHbIX ponen GezonacHocTy. [No3ToMY NO BO3MOMHOCTH
HeobxXoQMMO OTOENATE W W30NWPOBATE NPOrpaMMHbIA KOO NpunodeHWd ©0e3onacHoCTH W
NEMNOWEHWA  NOMMKK - DMaHec-NpoueccoB. Takoe OTOENEHWE CYLUBCTBEHHO NOMOraet
pazpafoT4vkaM  cucTembl  De3onacHoOCTM  onpefjenATs  nNepuMeTpsl  De3onacHocTw,
rapaHTWpoBaTe, MTO M3MEHEeHWA B Nordke DWaHec-NpoueccoB He BO3OSWCTEYIOT Ha
NPOrpaMmMHsIA Ko NPUNoKeHnd Be30nNacHoCTH, W cepTUdUUMPOBaTE BE20NaACHOCTE CHCTEMEL.

Otoenedue dyHeywd De3onacHOCTW OT NOrMeW OWM3HEC-NPOLECCOE MOMET OKAa3aTLCA
3aTpyOHWTENEHBLIM. B oblwem cnydyae OOCTYN K pecypcy B pamiax norukw BwaHec-npouecca
OpraHW3ceaH B BUOe B3AWMOOEWCTEBMA C COBOKYNHOCTBHY PECYPCOB, K KOTOPBIM NONbL3oBATENH
paspeweH aoctyn. Jlorvka dyHkumide De3zonacHocT moweT ObiTe MOSHTUQMUMPOBAHA ©
NOMOLLID ONWCAHHBIX Janee KpUTepUes.

LenecoobpasHo paccMoTpeTs cneayowme hakTopel.
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- M3MEHEeHWE KaTeropuu koHKOeHUWansHoCTH (Hanpumep, Nnpecbpa3oeaHue
KOHPHUOASHUWMANEHOW MHpOoOPMaULKWK B HekoHMWOEHUHMaNLEHYD),

-  HeobxoguMbie YPOBHW KOHMWASHUWANEHOCTH, USNOCTHOCTH M JOCTYNHOCTH NaHHLIX;

- NPUMEHEHWE NPUHLWNOE MWHUMANBHO HeobXoaumMbIX NpHUBMNEruk, HeoDXoOUMOCTI
3HaHUA MHDOPMaLUKMKM ANA BLINONHEHWA cNyeDHbIX obAzaHHoCTel, 3anpeToe
COBMELLEHMA 0DRA3aHHOCTEN;

-  HOpPMaTWBHbIE 2KTbl U OPraHW3auWoHHO-PacnopAgUTENbHBIE JOKYMEHTLI,

DEMYNUPYIOLLKME BONPOCH! BE30NacHOCTW.

A5 10PYKOBOAOCTEO NO MCNONL3OBAHKMID TOYKH NPUMEHEHWA NONUTHK

ApXUTEKTYPa WHPPACTRYKTYPEl YNpaBNeHWs NPUEUNErdAMU MOXET NOBNWATE H3 MecTo
pAIMELLEHWUA TOYKKM NpUMeHeHWA nonuTuk. B pacnpepenedHHon vHbpacTpykType ynpaenequs
NPMBKUNETHAMK TOMKA NPUMEHEHWA NONUTHE MOXET BbiTh pa3MELeHa Ha YPOBHE NPUNOKEHWA
N Ha HKOPNopaTtuMBHOM ypoBHe. [NpW NPUHATAW pPeLIEHWA O pa3MelleHWd BAaXHO YYeCTb
cnepywwmwe hakTopel:

- JOCTYNHOCTE TOMKM NDUMEHEHWA NONUTHE,

- COKpaLWEeHWe YuCcna TouMeK NpUMEeHeHWA NoNUTE,

- BOIMOMHOCTE UEHTPANW30BAHHOMD YNPABNEHWA,

- CONpoBOXOEHWE TOYKW NPUMEHEHWA NONWTHE B TEYEHWE e& MUIHEHHOro UKKNa,;

- bardeckan DE30NACHOCTE TOYEW NPUMEHEHHA NOMUTHE,

- HeoBXoOMMOCTb CETEROMD AOCTYN K TOMKE NPUMEHEHUA NOMNUTHE,

- MAKCUMaNsEHO BOIMONKHAA BNUI0CTE TOYKK NPUMEHEHWUA NONUTHK K NPHUNOKEHWUID.

CoBMelleHe MeCcTa pPasMelleHra TOuKEM NPUMEHEHWA NONWTHK © NPUIOHEHWAMM
CHWMAeT Bpems peakuwd. B sTom cnyyae fgonwHo ObiTe MCNOMNb30DBEHO MECTHOE XpaHWnMLye

NoNMUTHE, NO3IBONAKWEE WCNONBEIOBATE NOMWTHEKW B OTCYTCTEBME J0CTYNA K BHELWHAM CETHM.

83

FOCT rocCTISO/TS 22600-3-2013 Crpatuua: 97/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocT ISO/TS 22600-3-2013

A6 CpaeHeHue cepeWcoB Ha Daze katanora LDAP w cepewcoe obpaboTim

MONKUTHK

AE1 Obwwme cBeAeHMA

Buibop mexaHuzmor obpaboTil 3asBNEeHMA MOMET BNWATE HA NPOM3BOOWMTENLHOCTE W
cnoxHocTe DasoBol wHDpacTpykType ynpaeneHwa npueuneruamu. Mexanwame: Ha Daze
katanora LDAP oBwiyHo obecnedqneatoT XOpolwee BpeMsA peakuWi, HO Npu 3TOM ONepupyroT
NPOCTEIMK QaHHLIMK, NO3BONAA, K NpUMEpY, ONpedenWTb, ABMNAETCA MW 3aABUTENL YNeHOM
onpegeneHHol ponu. B oTnuyme oT HUX cepencsl oBpaboTh NONMTHME NOZBONAKT BHKHUTL B
npouecc nNPUHATHA peweHWa 00 AaBTOpPM3AUMM HECKONbKO He3aBWCHMBIX 3MNeMEeHTOoB.

ObcywaeHwMe aTUX BapMaHToR npueegeHo e AB.2 — AB.4.

A6.2 CepBnckl Ha Da3e KaTanora LDAP

Mcnonssosadue cepelca Ha Base katanora LDAP uenecoobpaiHo B TOM cnydae, ecnu
TpebyeTca ObicTpas peakuns W peweHue of aeTopu3auuy moxeT DbiTb OCHOBAHO Ha hakTe
obnagasua onpeneneHHoW ponu, B NEPEYD OYepenb CTPYKTYPHOIA.

Mpu NPUHATHKW peleHKA 08 WCNONLI0BAHWM TAKOTO CEepBMCa HeobDXOOWMO YYWTHIBATE

cnegyluee:

W3BMEHAEMbIE U3 KATANOra JaHHbLIE COCTOAT U3 NPOCTHIX CTPOK;

- Tpebyeman nononHuTensHas obpaboTka obnagaer onpegeneHHon YyBCTEMTENbHO-
CThHD;

- HeobxXogumo QOKYMEHTUDOBATE MHTepdenc,

- obpaboTka NoNUTHK He TpebyeTca.

A6.3 Cepeucbl 06paboTM NONKUTHK

MNpumeHeHre cepesucoB DE{IFEIEGTHM nonutuk obecneudweasT rmbrne BOIMOMHOCTIA, HO
Ne«A Wx peandzagyMd C NOMOWBHED annapaTHoO-NporpamMMAbld CpencTe DELLI-E'TD HaiHaYeHKWA
CEOpPOCTE ﬂﬁDEIﬁGTHH JANpoCoB OKd3BIBAETCA HUME, HEXENW B Chy4Yae NpMMeHeHWA CepBMCOB
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Ha 0Oaze xatanora LDAP. [Mpw peanuiaydy © NOMOWEBH CNEUMANbHBIX  annapaTHo-
nporpamMMHebx cpegcTe cepewcel obpaboTk nonuTuk Bonee 3dperTUBHLEI NO CpaBHEHWIO C
LDAP npu oBpaboTHe CNOMHBIX NPaBMn W OrPaAHMYEHWA, a Takke npu KOMBHHWPOBAHWK
npasun, NpefocTaenAemMblX HECKONbEMMKM TOYKaMKM WHQOPMaUWKA O NOMMTHUKAX. Y4YTuTe, 4To
K3LWWPOBaHWE peLlleHnd (Ha BPEMA CPOKA MX OWCTBUA), NPUHUMaeMbX cepBrcoM oBpaboTku
NONWUTWE, C WCNONb3CBAHWEM [ONA NOWCKA B K3lWe CBepTEW aTtpubyToB 3anpoca MomweT
3HAYUTENBHO NOBLICKTL MPOU3BOOWTENBHOCTE B CUTYAUWW, KOr4a B TEYeHWe OadHoro nepuona
OenaeTcs MHOM akToB A0CTYNa W 3HAYWMTENbHAA WX Y4acTb MCNONb3IyeT OAWHAKOBLIE aTpubyThl
3anpoca Ha gocTyn.

MNpu NpUHATHK peweHrs 0D WMCNONL30BAHWK Takoro cepBuca HeobXOOWMO YYMTLIBATL

cnegyrues:

WIBMEKaeMsle NaHHBIE COCTOAT U3 KOMMNMNEKCHBIX MMNK KPATHEIX SNEMEHTOB;

- TpebyeTtca obpaboTKa KpaTHBIX 3NEMEHTOB;

- Heobxoguma NoAOepHMKA CNOMHBIY A3LIKOB ONWCAHWA NONWTHUK (HAaNpUMMep, fA3bika

XACMLY;

- MNOHWHEHHAA CKOPOCTb PEeakuWWi CepBuca NOoNyCTHMA.

Ecnu Heobxoguma ObicTpas peakums W peleHue ob aaTopuaayMM MOXET BbITe NPUHATO
Ha ocHoee oBGnagaHWA onpefeneHHOW ponki, B NEpeyK ovepeis CTPYKTYPHOW, To cneayer
paccMoTpeTs BO3MOKHOCTE MCNONL3OBAHKA cepBWca Ha baae katanora LDAP.

Cepeucsl o0paboTeM NONWTWK NPUIogHLl ONA CHTYauWK, KOrga NPUHATHE pPELIEeHMA
OCHOBAHO Ha y4acTuM B pabouem npouecce, ocobeHHo Ha obnagaHuK PYHKLWMOHANEHBIM K
ponamK (oM. A11.1). B Dazoeol WHPACTpYKTYpE YNPABNEHWA NDMBUNETHMAMMW  MOMET
MCNONL30BATLCA COMETAHWE cepewca Ha Dase kartanora LDAP w cepeucoe obpaboTin nonuTtuk

[16].
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AG 4 TouykM NPUHATHA pPELIEHWA O NONKWTHUKE

ToUKK NPUHATUA PEWEHMA O NONWUTHKE MOMYT ObiTh PEANK30BAHEI MHOMMMAW cnocobamu B
38BMCHMMOCTA OT MWCNONL30BAHHOW MOZenW wHppacTpykType (oM. npodwmne SAML 2.0 gna
yTeepwaeHWn Ha Asbike XACML). OHWM OTBEYEKT 28 NPUHATHE PELWEHWA, MOMET NK 3anpoc
KOHTPONA focTyna BeiTe YACBNETBODEH WNW OOMMeH DuiTe OTBEpPrHyT. PeweHue fonxHoe BeiTe
OCHOBAHO Ha NONWTUKAX, KOTOPLIE TOYKA NPUHATHA DELUeHHA O NONWTHEES MOXET NoNy4YUTs OT
OAHOTD WNK HECKONBEWX XpaHWNKLW, NonuTHE. [pK NPUHATUA pelweHua MOXEeT MCNoNb30BaTLEA
Tawke AONONHWTENsHaA MHOOPMaLKMA KOHTRpONA gocTyna. MNpuHAToe pelleHne BO3BpaLAeTCA
38ABMTENKD HENOCPEeACTBEHHO 4Yepesd TOYKY NPUMEHEHHA NOMUTHUE MK Y4epes NpoMexyTodHoe
nporpammuce obecnedwedHue, Hanpumep, obpaboTUlK KOHTEKCTA.

MNpu peand3aymd TOYKM NPUHATHA PELUEHWA O NONWTMKE HeobXoOWMOo YYWTLIBATH

cnegylues:

TOUKA OOM#Ha pasMewaTecn  Takdm  obpazom, uTobel  ew MomHO  Bbino

LUEHTPpANW30BaHHO YNpaBnNATh,

- ONA oNUCaHWA NepefaBaembix 3anpocoB KOHTPONS OOCTYNa W pelleHnid o OocTyne
vcnonbayidTe aasik XACML;

- obecneysTe DE3I0ONACHOCTE TOUKW NPMHATHA DEWEHWA O NONUTHEE W KOMMYHHUKSLWA
MeX Oy Npoueccamm;

- paccMOTpUTE BAPWAHTEl Pa3MelleHWA TOYKW B NPUNOKEHWMW (MECTHOE NPUHATHE
pelweHUd), B CeTH (UeHTPaNWI0BAHHOEe NPUHATHE peleHWA) WNW  CMEeLllaHHbLIW
BAPWaHT;

- paccmoTpuTe cnocofbl rapaHTHPOBAHWA BEINONHEHWA PelWeHW, NepejaHHeIX ToYKe
NEPHMEHEHWA NOMNMTHE;

- ANA  YNyYWeHWA NPoM3BOAMTENLHOCTH TOMEWM MPMHATHMA PELEeHWA O NONUTHKE

HCNONB3YATE ANNapaTHBIE YCKOPUTENK.
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CywectayeT Gonbluoe YKMCNO APXMTEKTYPHLIX PELIEHWA, NOBLIWLAKLWKY BE30NACHOCTL U
rmBrocTe  MHDPACTPYKTYPLl, OCHOBAHHOM H3 NPUMEHEHWMM TOMEK NPUHATHA pEeWeHWA o

nonuTukax [17).

A.T CucTeMbl ynpagneHWa WOSHTHPUEALWER
Ona  HekoTopbix  YHKUMOHAaNBHbIX — oBnacted  WHQPacTPyKTYPel  YNpAaBNeHWA
NpUBUNENMAMK Heobxoguma 3awMlieHHas NoacKMcTeEMa ynpaenedHus woeHTudukaywen 1dM
{identity management subsystem), oTeedawwas 33 He3onacHoe NpegocTaenedHue
WASHTHOUUAPYIOWER  WHPOoPMaUMK 1 IYHELMHA  ynpasnedua  waeHTHgUEaUWen. K 3TuM

DYHKUMAM OTHOCATCA!

aaMUHUCTPATHEHBIE  YHKUMKW  (pervcTpauua none3oBaTened,  ynpaeneHWe
naponamu);
- PYHEUMK  KOHTPONA WOSHTHOUUMDYIOWWMY OaHHbX (MeTagaHHble, CcodepkaHwe
O3HHLIX),

- OYHEUWW JOCTYNA (38Npockl ayTEHTURMEALMK, KOHDWASHUWANEHOCTE),

- YNpaeNeHWe MWIAHEHHLIM WHKNOM (HACTPOWKa, NpumMeHeHue 0DHOBNEHWH, aBapuiHOe
BOCCTAHOBMEHHE )

- YHKUMK pe3epBHOrO KONWPOBAHWA, ayauTa, BeQeHWUA ¥YPHANOE, BLI4a4YM OTYETOR.

B nogcucTeme ynpaeneHus nieHTudukaumren JomkHel DoiTe obecneqYeHsl 2alMILeHHEe
MEXaHW3IMEl 3anpocoB W nepegadd  MaeHTUhWuMpyrowed wHdopMauul, obklMHO C
WCNons3oBadueM  BaauMmHoW  ayTedTudukaymu. [Hoctyn K 3TOW  nogcucTeMe  HaOo
pPAcCMAaTPUBATE KAK CEPBMC, QOCTYNHEIA BO BCEW OpraHWaauuny. Takaa noacucTema MoxeT DbiTe
palBepHyTa B OPraHu3auny panuuHeIMKM cnocobamu:

- KAk ABTOPMTAPHBIA WCTOMHWE, WHTEIPUMPOBAHHEIA B Da30Byi  WHDpacTpyKTYpRY

YNpaeneHWAa NEABMNernAamMiA,
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- KaK agMWHWCTpaTUBHAA YHKUMA, OOCTYyNHas 3Tol WHGOPacTpykType no  mMepe
HEOBXO0MMOCTH;

- KAK OTOENbHOS CNelWanv3npoBaHHOe PeLUeHKE,

Peanuaauusa nogcucTemMbl yNpaeneHWs waeHTUdmMKauvMed s BWOe cepBuca MMeeT
onpefeneHHsle  NPEMMYLLECTBa N0  CPAEBHEHWHY C© peand3auved B BUOE  MECTHOMo
CNeyMannanpoBaHHoro npunoxedusa. Mo ceoed NpWpoge CepBMCel NPeanaramT CeTeBbie
WHTEpdeAcH, MCNONbaYIOLWKWe CTaHOAPTHLIE NPOTOKONLI, 4To ofecneunBasT Gonblwe rMBrocT
NpW M3IMEHEHWAX ApXMTEKTYpPbl opraduzauu. CepeBuc ynpaeBneHws WAeHTUDUKAUMER MOKET
YNPABNATECA UEHTPANWIOBAHHO, YTO NO3IBoNAeT obecneuWTe COTMMAacOBAHHOE MNpMMEHEHWE

NONUTWE GE30NACHOCTH W NONKUTHE AdenoBblx NpoUeCCoB.

A.B AyauTt

OCHOBHBIM H33HaYEHWEM NOACKMCTEMEl 3yaKTa ABNAETCH obecneYeHue yueTa JenCTEMA,
COBEplIAeMEIX  AreHTaMmy BLIMWCIWTENEHOW CEeTH. AYOWT He SHBNABTCA  WHCTRYMEHTOM
WCNONB30BAHWA NPMBMNEMMA ANA pa3pelleHWa JOCTyna WNKW OTKa3a 8 QOCTYNE K 3allulaemomy
pecypcy. OOHako nogcucTema ayawTa [oM#Ha B3aWMOgelcTBOBATE © WHGPacTpyKTypod
YNDasNeHWa NPUEWNErUAMKM, C Tem uYToDe MOMHO ObINO NPOBEPWUTE NPABMNLHOCTE ee
dyHEUHoOHWpoBaHwA. OBcyaeHWe WCNOoNbL3OBaHWA ayauTa B WHMOPMAUMOHHBIX CHCTEeMax
3gpaBooxpaHeHua oM. B gokymedTe RFC 3881 [51].

AynuT obecneyveaseT NOAJEPHKY CEpPBUC-OPMEHTWPOBAHHOW apXMTEKTYDPLI W CEpPBUCOR
ayTeHTMgKHKaUKMK U aBTOpU3aLMK.

[MoHaTHE yueTHoCTW (accountability) o3xaqaeT, 4To OTAENbHBIE NWUE WNKW CYDLEKTH
MOryT ObiTe OTBETCTEBEHHBIMW 33 BHINONHEHWE ONpegensHHblX AeWCTEBMW, Hanpumep, 2a
NonyYeHe WHQOPMWPOBAHHOND COMAaCcHA WNK 38 HapyweHwe KoHduaseHUWansHooTH (18]
YueTHocTe obecnedyveaeTcA © NOMOWEKD peanuiauguK  ececbDbemMMowero TexHUMYecKoro

Cepenca ayguta. .I‘!'l.}r,EIJ-"IT obecnedMeaeT pErMCTDAUMID Takux 3anvceld o NoTeHUWanbHbIX
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HapyweHwax 0e30NacHOCTW, KOTOpbIE MNO3BONAKT HEONPOBEpHMMO OTCNedWTe WHWUWaTtopa
OedcTBuA. Ayout BGe30nacHOCTH He TONbKo obecnevyuBaeT YYeTHOCTb, HO TAKKe W No3sonset
OUeHWTE yweph, HaHeCeHHBIW CUCTEME YMBIWNEHHEIM OeWCTBHEM WNK WMHUKMOEHTOM. AyOuT
Oe3onacHocTH, reHepupyembld OedcTBuAMKM  apyrwx  cnywB® ©GeaonacHocTw, noasonser
NpOBEDHTE NPaBWNLHOCTE WX paboTel. B pacnpefensHHOW CMCTEME LEHTPaNW3oBaHHLIA chop
wHpOpMaLWMK ayanTa ¥ ee LeHTpanuioeaHHan obpaboTka senawTea cnocobom obHapyweHuA
HEeNPaBuibHOMD WCNONb3OBAHWA CUCTEMBI M Bbladv TPEBOXHBLIX CUIMHanoB NoYTH B pexume
peansHoro epemMeHy. Ytobbl ObiTh 3hdeKTUBHEIM, ayOuT Aon#eH ObiTh BCEraa BENKYEH.

B wypHane ayqWTa perMcTpMpyoTCa CoDBITUA, MMEHWWe OTHOWEHWe K Be30onacHocTH U
cobvpaeMmsle B UenAax noTeHuwansHore obHapyxeHWA BTOPHEHWA, WNKW Ong  aygwTta
Oe3onacHOCTH, WNK ONA TOro W 4Ns OApyroro. Aygut ABnseTca eceobbemnwoowleil dyHKUMeR
WHPOPMALMOHHON CHCTEMEI 30paBooXpaHeHua, obecnevuBakLeid CylleCTBEHHbIE
BO3MOMHOCTH  y4eTHocTw. Kpome Toro, ayaout obecneuvBasT npoBepky NPaBMNBHOCTH
CHUCTEMHbIX yHKUMK ©e30nacHoCcTA C NOMOLWb MOHWTOPWHIA O0CTYNa nNons3opatensd u
CHUCTEMBI K JaHHbIM KW pecypcam. MypHan ayawTa reHepupyeTca Kaxk nobouHbIA NpogykT
OEeATENLHOCTH CEpPBMCOB DE30NacHOCTW, HaNpMMep, B HeM DErHMCTDUPYHTCA OeWcTEWA
ayTeHTWPUKALMKM, JOoCTyna W aeTopW3auuy  (NpefocTaBNeHws NpUBMNErdd), a Takwe
wHpopMauma o apyrux  coBeITUAX, WMEWMWX OTHOWEHWe K De30nacHocTH (Hanpumep,
WaMeHeHwe  dawna). AyaWT  UCNONL3IYETCA  KaK  CPeaAcTBO  NpefoxXpaHeHwAs  oT
{HEABTOPWIOBAHHLIX) OEWCTBUA NONL30BATENSW, KOTOPbLIE OOM#HLI 3HAThL, YTO WX OSWCTEMA
perncTpupyloTca (oBbivHO Takas wHQOpMaUWMs BbIBOAWTCA Ha 3KpaHHyw dopMy Bxoda B
cucTemMy). © NOMOWEBH aHanw3a wypHana ayodTa MOMHO OUeHWTe CTeneds ywepba,
HaHeCeHHOro AeNCTBUA 2N0YMbILLNEHHWES.

B cucTteme c pacnpegeneHHOW apXWTeKTYPOW, cofepxalled pasnuyHele KOMMepYeckue
roToBele KOMNOHEHTel (commercial off-the-shelf products — COTS), kamisld W3 3THx
KOMMNOHEHTOR BefeT OTAenbHbIA MypHan aygwra B coboreedHom dhopmarte. [ame THNbl
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pErMCTpUpYEMbIX COBBITUA MOMYT OTNMYATLCA OT OJHOMD KOMIOHEHTE K ADYromy (Hanpumep,
cobbITUe «NpefocTaBuTL Npaea aocTynas (grant) MOKET WMETh CMbICN B CUCTEME YNpaBneHus
fazaMM OaHHBIX, HC HEe B OnNepauuoHHoW cucTeme). CHUCTEMHBIE MYpHANL ayOuTa MoryT
COOEpHAaTb CTPOMHBIE MW ABOMYHBIE 3anucuk. [ns npocmoTtpa v obpaboTel ypHanos ayauTa,
KOTOpbLIE  BeOyTCA  KOMMEDWYEeCKWMM TOTOBLIMM  KOMMNOHEHTaMKW, Hepefko TpebywTtcs
CNeyWancHeie NpOrpaMmHbIe YTUNWTeL. HypHansl ayouTa MOryT XpaHuTecR B dainosoi
cucTeme, B Tabnuuax Ga3ssl faddbx W T.4. B cvcTemax aHanu3a #ypHanoeB aygura 3Tu
pPAINWYUUA O0MKHEl YMUTHIBATHCA W HUBENWUDOBATLCR.

B pacnpegeneHHbix CUCTEMax aydWwT BedeTcA B pa3Hbix MecTax W pPasHbiMi
KOMMOHEHTAMMW, YTO 3aTPYOHSET NPOCMOTD M AHANW2 XYypHanoe ayamTa. B Takux cucTemax,
KOHEYHO, KpalHe MenaTensHo KOHCONWAWPOBATh OaHHLIE, PErkcTpPUDYEMbIE B MypHAanax
ayoWuTa, 1 NepenpaeBnaTh WX B UEHTPankHLI CepBep ayguTa, rge oHW mMoryT ObiTe NpUBEedeHkl
¥ obweny opMaty v aTomaThyeck obpaboTaHbl ¢ NOMOLWBLK COOTBETCTEYWER YTUNNTLL.
OocTynNHBl HECKONLKO TaKWX HOMMEDYECKMX FOTOBLIX NPOrPaMM, paccuMTaHHbix Ha cbop,
nepegasy, obpaboTky W Bbidawy OTYETOE O COBLITWAX ayaguTa, KOTOPbIE DErMCTPUPYHITCA B
pacnpefensHHOR CMCTEME W MCXOOAT M3 Pa3HbIX WCTOMHMKOB. [OCKONBLKY pa3Mepbl MypHAanos
ayouTa MoryT ObiTb 3HAMWMTENBHBLIMK, EOWHBIA UEHTPanbHbI@ CepeBep ayauta Sensetcs
NPaKTUYHEIM DEeLIeHWeM YNpaeneHus cOOpoM OaHHBIX ayOuTa, He YXYOWalWKMM Bpems
pEAKUWMM ONepauMoHHbIX cvcTemM. OBpafoTka naHHbIX ayOouTa MOMET OCYLWEeCTBNATLCA KAk B
NAKETHOM DEXWUME, TAK M B DEXUME PEANLHOIO BPEMEHW.

ABTOMATM3INPOBAHHEIE  WHCTPYMEHTBEl  ayauTa  NPefoCTABNAKT  BO3MOMHOCTH
WaeHTU@UEAUMK COOBITMA pa3Helx YpoBHeW DE30NacHOCTH, BhIMOMNHEHWA ABTOMATHYECKOrD
NpoMNMPOBAHKA, BbINAYW OTYETOB U TPEBOMHLIX CHIHAMNOB, 8 TAKKE XDAHEHWS, COPTUDOBKK 1
NoWcka noTeHUWaneHelX HapyweHwid BezonacHocTv. C  NOMOWEBH ABTOMATW3MDOBAHHLIX
CPEOCTE  MOMHO yNpaenATe cOOpOM  MYDHANOB ayguTa B UeHTPanW3oBaHHbIX W

pacnpeleneHHbIX CUCTeMax. JonsHo BhIﬁHDEThCH Taroe paaMelleHle UHCTPYMEHTOE ayinTa,
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areHTCB M KOMNOHEHTOR (BKMIOHAA CPpeacTea MOHWTOPRMHIA CETH B pEXKUME DEanLHOrD BPpeMEHK
¥ oOHapy#eHWA BTOpHEeHWH), KoTopoe obecneydynT MaKkCcUManbHYH 3MEMEeKTUBHOCTE CUMCTEMBI
ayouTa.

OkoHyaTensHele nNpaeuna nNpUMeHeHWa cTadnapToB £e3onacHoCTH W 3NEeKTPOHHOW
nognuck, yTeep#aeHHsle MuHucTepcTBOM 30paBoOXpaHeHna W couWansHoro obecneveHus
CWA (Department of Health and Human Services — DHHS), cogepxar TpeboBaHua K ayauTy,
BKNIOMEA BblOaYy TPEBOMHLIX CUTHANCE W oT4eToB O cobbiTWAx (pasgen 45 CFR, wactu 160,
162 1 164).

MNporpamMmMHele cpedcTea, paspaboTaHHse WNKW NpeaHaszHavedHse AnNa MCNoNb3oBaHWA
YnpaeneHwem No BONpOCAaM 34pasooxpadHeHusa eeTepanob (Veterans' Health Administration)
nom#Hbl NWHo BKNoYaTe B ceba cpencTea ayauTa, NUG0 UHTETPUPOBATLCA C CYLLECTBYIOLLMMI
CHCTEMAMUK ayauTa.

MNpeneapuTensHe HACTPOEHHBIE OTYETHI FOTOBATCHA HA OCHOBe BhLIDpaHHbIX KpUTepues
OOKYMEHTHPOBAHMA  KPWUTUYHLIX  coBuiTUA  Be20nacHOCTM W NPeaocTaBNeHWA  CEOOHOW
wHdopMauK, rpaduKoE W CTATUCTMKM  AKTMBHOCTM CMCTEMHOR BeaonacHocTW. 3anucu
HYpPHANOB ayauta MoryT XpaHuTecA B dradne wnv B Baze naHHbix. YTobbl perucTpupoBaTh
3anvcK 0 coDbITUAX, MHUUMWPYEMbIX BCeMW NONb3IOBATENAMM, B HACTPOWKAX CMCTEMBI ayawuTa
O0MAHA MMETECA BO3MOMHOCTE YKA3aTh NPU3HAK «BCE NONL30BATENU».

Ana nonyYeHWA ayouTopckod MHIODMAUKMK 3HANU3WPYHITCA 3aNWCcK XYpHAnoe ayauTa.
KoHconupauWa #ypHanos ayoura, Korga Ha UedHTpansHOM «cepsBepe ayawras cobupawTtcs
3anMcK W3 pasHbiX  KypHanoe, ofner4yaeT aHanu3, OocyWecTENASMbId C  NOMOLWL
2BTOMATHM3WpOBaHHEIX cpegcTe obpaboTku (kak npaewno) Bonbwrx obkemos vHgoOpMaUuK o
perMcTpupyemMelx cobbiTuax. HenpepsiBHBIA MOHWTOPWHT 3anucel XypHanos JomseH BbiTh
HEOTEEMNEMOW YaCTEH 3JKCMNYATALUMOHHON 0a3bl MW3IHEHHOMC UWkna pa3paboTkM CUCTEMbI

[19].
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ApxutexkTypa BesonacHocTw fonwHa obecnevweaTe NOOOEpHEKY pA3BEPTLIBAHWA
CPeacTE ayauTa Ha YPOBHE nNPUNOMEHWA, yHpeXAsHWA WNW Ha ypoBHe cTpadsl. [Ans
BLINONHEHWA TpebBoBaHKA ONWTENLHOND XPaHEeHWA ayouTOopCKOW WHgopMmauwK Heobxogumo
WCNonNb2oBaTe AONFOBDEMEHHLIE CHMCTEMBI  XPAHEHMA W SDXWMBUPOBAHWA [aHHbIX. 3TO
TpeboBaHue ycTaHaBnMBAaeT MWHHUMANLHLIA CPOK XpaHeHua (NATe neT). Oprasnaaumy onNHHb
onpefenATs NONUTUEKW W NpoUeaypsl ONA yNpasneHus BedeHWeEM HYPHANOoB, COBMECTHMbLIM C
NPHMHATEIMK cTadgapTamu [20].

Cornacve nauveHTa MOMET CY4MTATLCA OOHWM Ku3 cobuiTwi, Tpebylowwx ayauTa.
MNockonsky HeoBXOOWMO PpPErMCTPUPOBATE PaCcKpeiTHE WHQOpPMaUWK © nauyvedTe, TO B
HacTpOWkax cucTemsl ayawta aTo cobeiTwe JomwHo OwiTh ykalawo kak wobR3aaTensHoew.
ApxuTekTypa DesonacHocTi obecnevwnsaeT LeHTpanu3osaHHei cbop 1 obpaboTry ceegeHui o
pacKpLITUM  3TOW  MHGOpMaUMKM W Beigady Heobxogumelx oTy4eTos. B cooTeeTcTeMW
38KOHOOATENLCTEOM O MNEepCcoHanbHLIX  OaddbiX  ANA  XpaHeHus  cBefeHud © nogobHom
pacKpsITUK wHopMaunn moxeT OouiTh yoTadHoeneHd Donee OANUTENLHLIA CPOK, HEXenw ana
XPaHEHWA CBEAeHWA O NPOCTRIX COBLITHAX Be30NacHoCTI.

CuvcTemb:  oBHapyweHWA BTOPKEHWA  OonwHbl  BhiTe  HEOTBEMNEMOW  4acTbio
pacnpefeneHHol apxuTekTypsl. KoMmepyeck QOCTYNHLIE CUCTEMBbI ODHAPYHEHWA BTOPMEHWA
NpefocTaenAwT BOIMOMHOCTYM DHICTDOW Nodaqun TPEBOMHEIX CUFHANOE, yeEedoMnawwMx ofb
onpefeneqHsx BTOpHeHUAX. BTop#eHWA MOMHO nNoapa3fendTs Ha OBa OCHOBHLIX KNacca:
HECAHKLUMOHWMPOBAHHLIE W aHOMAanbHue. K HeCcaHEUWOHWPOBAHHLIM BTODHMEHWAM OTHOCATCA
OPraHW3IoBAHHEIE ATAKW HA M3BecTHeIe cnabkle MmecTa cucTemel. OHK MOrYT BbiTe OOHAapYHeHEl
nyTem HabnwoeHus 3a onpegeneHHbIME JeRCTBUAMU, BRINONHASMBIMK HaO onpeneneHHBIMY
obbektamK. AHOMaNbHLIE BTOPHEHWA BHI3LIBAKIT OTKNOHEHWA OT HOPMaNsHOMo pexuma
paboTel cucTemsl. Mx mMoxHO oBHapy#uTe C NOMOLWLK NocTpoeHua npoduna paboTe

MOHWUTOPHMPYEMOW CHCTEMB W DEMTMCTRALUWK 3HAYMTENEHLIX OTKNOHEHMA OT 3Toro npodunsa.
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MpuMeHeHWe nNPOMBIWNEHHLIX CTAHOApPTOB NO3BONAST CO30aBaTk HKAYeCcTBEHHLIE
noacucTtemsl ayoura. [MMpombiwnedHele rpynnel noe paspaboTee npodpuned cradgaprtos,
Hanpumep, Integrating the Healthcare Enterprise (IHE), nybnueytoT npodwnu, KOTOpbie
ONWCLIBAIDT NPUMEHEHWE ywe pa3paloTaHHbiX CTAHOapTOB ONA YNyYWeHWs COBMECTHOrD
MCNONbL30BAHWA MEOMUMHCKOW wHbopMauwu npw nesedvn nadwedtoe. Opranwzaums IHE
onyBnMKoBana HeCKONbKO WHTerpauloHHeX npoduned, npeaHasHauveHHblx ana obecneveHus
DesonacHoCTM W KOHMOEHUWANeHOCTHM, B ToM wwmcne ATMA (Audit Trail and MNode
Authentication — MypHan ayguta v ayteHTudwkauws yana), BPPC (Basic Patient Privacy
Consents — bBazoeoe WHRQOpMUpOBAHHOE cornacue nauwedTa), BbIN (Document Digital
Signature — anekTpoHHas noanuce fokymedta), EUA (Enterprise User Authentication —
HOpnopaTueHas ayTeHTudwurayma nonszoeatensi) u XUA (Cross-enterprise User Assertion —
nepenaqa oDLABNEHWA WOBHTUYMHOCTH MONb2OBATEned mMexay 3oHamu BezonacHocTu). 3Tk
WHTErpaunoHHble npoduny  oNUcLIBaDT mMepsl BeaonacHocTw, kKOTOpblE B COYETaHWMWM C
NoNUTHKaMK 1 npouedypami BezonacHocTy No3gonsawT obecnevnTs KOHOWMOBHUWMANBHOCTE
WHDOPMALKWK O NAUKeHTax, UenoCTHOCTE A8HHBIX W yYeTHoCTe [21]. B npodune |HE ATNA
ONUCaHO BeAeHWe XypHana aygwrta Be3onacHoCTW, COBMECTMMOre ¢ AononHeHuem 95 K
ctaHgapty DICOM «Coobwenns xypHana ayautas (DICOM Supplement 895 Audit Trail

Messages, [22]).

A9 [NononHWTENbHbIE CEPBUCEI HHPACTPYKTYPbI YNPaBNeHWA NPHBHUAErHAMA

A9.7 Pasmewenne CEPEMCOB ayaouTa

CepBlcsl  ayguTa pasMellamTcd  Ha  KOHeuWHbIX CcucTemMax: pabouux  CTAHUMAX,
WHDOPMALWOHHBIX CepBEepax, WNH30BLIX W TPaHCNUDYIOWWX CACTEMAaX, BKMOMan CepBepbl
B830NACHOCTH  (KOHTDONNEepsl  OOMEHOB, NPOKCW-CepBepbel W T.4.). CepeBuc  ayauTa,
pasMellerHsId Ha cepeepe, obecneYnBasT DerMcTPauniD aKTHBHOCTH no ofpaboTee OaHHBIX.

CeTeBol CepBMC ayauTa, pasMelleHHBIA, K NpUMepy, B WND3e, perucTpupyeT MHhopMaummo o
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Nony4aemslx ceTeBblX nNakeTax. BumecTe © CEpBMCOM ayauTa mMOryT pazmeliaTscs cpeactea
ynpaeneHus BesonacHocTsio, ofecneuveatollMe HACTpoRky W obpaboTky wypHanoB ayguta u
Bbi0aqy HeoDXCOMMEIX OTHETOB. 3TH CPEACTEA MOMYT TaKMe NpefocTaBNATe DA30Bbie OaHHBIE,

npeaHa3sHaveHHsble ans o6paboTiu cUcTemMol oBHApYHEHUA BTODMEHWUA.

A9.2 ObHapyXeHHe BTOPXEeHMIA

Brop#eHna MOXHO NOApa3fennTe HA OBa OCHOBHBIX KNAacca! HeCaHKUWOHWPOBAHHLIE W
aHoManeHsle. K HecaHKUWOHWPOBAaHHLIM BTOPXKEHWAM OTHOCATCH OpraHM3oBaHHBIE aTakw Ha
WaBecTHble cnabblie mecTa cUCTeMbl, KOTopble MoryT BuiTe oBHapyxeHsl nyTem HabnogeHra 3a
onpefeneHHeIMi - OSACTEMAMK, BLINONHAEMBIMKM  HaA  onpegeneHHbIMU - oGbeKkTamu.
AHOManbHBIE BTOPMEHWA BHI3LIBAKOT OTKNOHEHWA OT HOPMAaNkHOrD pexuma paboTel CUCTEMLL.
x moxHOo oBHapy#MTe C NOMOLWBH NOCTpoeHWA npoduna paboTsl MOHUTOPUPDYEMOKW CHCTEMBI
W PErMCTpaUWHi 3HAYUTENEHLIX OTKNOHEHWA OT 3Toro npodouna.

Cuctema obHapyxedna eropennd (Intrusion Detection System — IDS) momeT Tawwe
BLINONHATE  CODCTBEHHBIA  MOHWTOPWHT W COXPaHATbL  arperMpoBaHHY0  CTATMCTHKY,
XapaKkTepUayiowWy Npodune HCNONL3OBAHKWA CUCTEMBl. JlaHHbIE 3TOW CTATHUCTHUEM MOMYT BhiTe
cobpaHel W3 pa3HbIX  XapakTepucThE  pafoTel  CWUCTEMEl, HaNpWMep, MCNonb30BaHWeE
npoueccopa, WHTEHCMBHOCTE OOMEHOB C© [OWCKOM, WCNONL3OBAHWE NaMATH, AKTWBHOCTb
NoMe30BaTengi, YMCno NoneITOK BXo4a B CMCTEMY W T.0. 3Ta CTATUCTUKA OONMHA NOCTORHHO
0BHOBNATECA W OTPaXKATE TEKYLLEE COCTOAHWE paboTel cucTembl. C NOMOLWLK CONOCTABNEHMA
YKa3aHHOW CTATUCTUKK C BHYTDEHHEW MOAEenbi cucTema obHapywedwa BTopweHud cnocobHa
OnpefenATs, MOMHO NA paccMaTtpueate PAJ ASWCTBMA KaK NONBITKY BTOPHEHWA B CUCTEMY.
Moaene MOXET ONUCLIBATEL PAL CUSHAPWEEB BTOPMEHWA W MOXET TaKe KoOMpoBaTe Npoune
HEBO3MYLEHHOW CUCTEMBI.

CepeepHan cucTema obHapy#eHws BTOpHEHWA npegcTasnseT coboll nporpammyoes

obecneueHune, KOTOPOE BeINONHAST MOHWTODMHI CHCTEMHBLIX MMM NPUENAOHLIX KypHanos. MNpu
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GEHEFI?}I{EHHH NoNBITOK NONB30BATENA MONYYKUTE HEEIBTGF]HEDEEHHI:IFI A0CTYN K JaHHbIM,
tharnam unu cepevcam oHO NodaeT TPEED}I{HI:-II;I CHIrHam \Uny nNpyHAMaseT KOHTPMEPBL.

CeTeBean cUCTeMa DEHEP}'}F‘.E'HHH BTGPH{EHHH BEANOMNHAET MOHWTODWMHI CETEBOMD TI]-EI'.TJHHEI
W nogaeT TPEBOMHBLIA CWUIHAM NpW GﬁHEp}f}}{E‘HHH nocnejoearteNbHOCTH NakeToB, KOTOpaA
MOHET CEMJETENLCTBOEATE O NONbITEE CKAHWMPpOBaHWA, aTake OTKa3a B GEEJ'I}"H{HEI-EIHHI-"I MM MHOA
ATakM.

CeTteBble CUCTEMBI GEHEp}"}HEHHH BTODMEHWA O0M#Hbl PAIMELWATLCH B CETEBLIX Yanax,
B bIMOMMHARILL A X {tl'_lln'HKLl,l-"IH EESDI'IE[CHEICTH: HanpumMep, B LWNAKD3ax. ':EI]EE[JHHE' CHMCTEMBI
GEHEIT.'I‘JI'H{EHHFI ETODHEHWH YCTAHABNMHBAHITCA Ha JallWaemMbly CepBepax. B SPXHTERTYDHOM

OTHOWEHWW Da3nuYanT TPaHIWTHBIE W KOHEYHBIE CHCTEMEL.

A9 3 CpegcTea 3aABUTENA

BoamoHeie nogxoOsl K YNPaeBNeHWH NPUBMNETMAMK  NONL30BATENE8W B CEpBMC-
OPMEHTUDOBAHHOW ApXMTEKTYPE WHDDACTRYKTYDE! YNPaBNeHUA NPUBUNETMAMM BEKNIOYAT B ceba:

- XpadeHve NpuBrnerdi B yOOCTOBEDEHWAK, 3aBePeHHbIX JNeKTPOHHON NOANKCEID,

- USHTpanu3oBaHHOE XpaHeHWe NPUBUNETMIA (HaNpUMEep, C NOMOLLLH CepBuca,

Wcnoneayowero katanor LDAPR);

- obbAeneHua B popme cepTudbukatos aTprbyTa.

XpaHeHWe NpUEMNErdH B yOOCTOBEPEHWAK, 3ABEDEHHLIX ANEKTPOHHOW NOANMCEID, MOXET
OCYWECTENATECA B (opme cepTUdMKATa OTKPLITOro KNw4a, ceprtudukata atpubyTa wmnu
YAOCTOBEPEHWA, 3anUcaHHoro Ha Assike XACML. Mpewmywecrsa KaxOoro W3 3Thx Nogxo0os
onucaHel B ctaHgapte ISOJIEC 9594-8. B cepTudiMkaTax OTKPEITOrO KNKOYAa NPUBMNETMA MOTYT
XPAHWTBCA KAK HEKPMTHYHLIE DACLUWMPEHWS B COOTBETCTEWMM CO cTaHaaptoM ASTM E2212. Mpr
NoAoBHOM MCNONL3I0BaHWK CepTUUKATOR MABHTURMKALMK BO3HMKAET TECHaA CBA3L Meway
ayTeEHTHPMKALMER W ABTOpM3ALUMEW, 4TO, KaKk YTEEp#O3eTCHd, NOBLIWAST YCTOWMWBOCTE K

CeTeBsIM OTKa3aM. OOHAKD ¥ 3TOro NOAX0AA 8CTh HECKONBKD HEQOCTATHOR.
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OtmeHa unK wameHedwe mobod npueunervy Bnagensua cepTudwmeata notTpebyeT
OT3blBA W nepeebinycka cepTudukata. Mpw oTasiee ceprudwmkata ero Homep oBbIMHO
noMelasTca B CNWMCOK  OTO3BaHHeX cepTuiukatoe (COC). B peaynsTate enageney
WABHTUMHOCTH HE CMOMET WCNONL30BATL CBOK CMapPT-KapTY (MNW Opyrod TOKeH), NoKa Ha Hee
He Oyger 3anwcad obHoBnNeHHbW cepTtudpueat. lNMockonsky cepTU@WKaTel WABHTWgMEALWMK
0BLIYHO HAXDAATCA Y WX Bnagensua, npouecc ODHOBNEHWMA OKA3LIBAETCH 3aTPYOHUTENEHLIM.
YuTuTe, 4TO XpaHedwe npuBMneryd B cepTudiMkatax WABHTWUYMHOCTM He obecneuwBaet
YCTOMYMBOCTH K CETEBLIM CBOAM, NOCKONLKY NPW NpoBEpKe cepTuduKkaTa Hago UMeTs JoCTyn K
COC. B ceAaan ¢ 3TUM CepTWdMKATE WOSHTHUYHOCTWM Bonee nNpUrodHe AN MegneHHo
MEHAKILWMXCA «CTPYKTYPHBIX» DONEr, HEXeN OMHaMUYHLIX «dYHEUMOHANLHLIX: DONed.

OgHa w3 ansbTepHaTME CcOCTOMT B MCNONL30BEHWKM  OTAENBHOMO NOQNMCAHHOID
cepTudiMkaTa, a vMeHHo, cepTudukaTa aTpubyTa, pAcCYWMTAHHOTO Ha XPaHeHWe NpUBWNErdi
nonsaoeatens. [N BeINycKa TakMx TUNOB cepTUUKATOR W ynpaeneHws uMmu Heobxoguma
OONONHUTENSHAR MHPaCcTPYKTYRa.

OpHako y 3Toro noaxoda ecTe Heckoneko npewmywecte. Ceprtudueatr atpubyTa
BhiNycKaeTcR W nognuchisaeTcA OA, oTgensHeiM oT LC, ynpaenswowero cepTuduKaTamu
waeHTH4HoCTH. OgHaKo nNpW 3TOM COXPAHAETCA TecHas CBA3b MeXJy aeTopu3aumed u
AYTEHTHPUEAUWENR 338 CYeT NOMELWEeHWA CEepHWWHOrD HOMepa cepTudukaTa WOeHTHUDUKaUWK
none3cBaTtens B none enagensua ceprtudwmkata atpubyTa. OTawle atpubyTa  sMomeT
OCYLWECTENATLCA C NOMOLLLI CNWCKA OT3biBa cepTudukatoe atpubyra. OaoHako nonb3oBaTtens
poBce He obAzad duanuecku obnagate cepTudwukatom atpubyta. CepTudukaTe aTpubyToR
MOTYT XPaHATECA C NOMOLWBK CepBUMCca, Wononeayklowero katanor LDAP. B atom cnyydae npwu
OT3bIBE W NepeBsInycke cepTudukaTa aTtpubyTa npexHUiA cepTuduKaT 2aMeHAeTca B kaTanore
Ha Terywud. 3To yCTpaHAEeT CNOMHOCTM YAcTOW 3aMeHbl NpUBKMNETMA, KOTOPHIE NPUCYLLM

XPAHEHHUID NPUBHNETHA B CEPTUMKATAX WOSHTHUHYHOCTH,
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B ucnons2oBaHuu AoNonHUTENLHOW WHpacTpykTypel, obecneynBaloWwen npumMeHeHne
cepTutbukatoe aTpubyTa, ecTb onpegensnHoe npeumywecteo [23]. UC, swinycrawwme
CEpTHPHKETE MOBHTHYHOCTY, 0BbIMHO YNPaBNAKTCA QOBEDEHHOW CTOROHOW, HE ABNAKILLEWCA
CTPYKETYPHOW efuHMUerd npegnpuatua. JonondHutensHan MHpacTpykTypa, co3faqHan BHYyTPM
npeanpuUATHA ANA Bbinycka ceprudwkaTos atpubyTa, NO3BONAET CHPBLITE YyBCTBUTENLHYHO
WHDOPMALWKD O NPUEBMNErMAX OT Yyxux rnas. CepTudukaTte aTpubyTa obBIMHO HYMHE! TONBKO
KOHTpONEepY NPUBMNENAA, NO3TOMY BNafensuy NpUBMNerud HetT HeobxoguMocTH NpefbABNATL

WX 3@ Npegenamn NpeanpuaTs.

A94 Boibopka ponu us katanora LDAP

Buibopka ponu MoxeT obecneyrBaTeca © NOMOLLEH XPaHEHWA WHOPMAaUMK O ponK B
cTpykType LDAR. MNpwu Takom xpaHeHuw obecnevusaoTea OuicTpas PyHKUMOHANEHOCTE NOKMCKA
W uTeHwna, Heobxogumas ana cbopa wHOpMauWM O NPUBMNETHAX, HAIHAYEHHBIX
nonsaoeatento. MNpumeredwe katanora LDAP ana ewibopkum ponu obelvHo obecnedwneaeTca c
nomolws cepeepos Beb-npunowedud. K katanory LDAP mombo Tawwe obpawatscs wua
NPHNOHKEHWA, KOTOpbIE  BLINONHAKITCA  HE3aBWUCMMO OT  CepBepoB  Beb-NpUNoMeHWA.
MNpeanoyYTUTENEHBIR NOAX0O COCTOWT B MCNONLIOBAHWE TOYKM NPUHATHA DELWEeHWA O NONWTHES,
KOTOpAas BeINONHAET BHBOPKY poONM B OTBET Ha 3anpoc KOHTpONA aoctyna. B kaxaom cnyyae
ucnons2ceadie eolBopku ponu ua katanora LDAP umeeT To NpermMywecTso, 4To MHpopMaums
O pony oTaeneda oT KoOa NPUNOXEeHWA, 3anpallvBaero WHOPMaUKnK.

WHpopmauma o ponu moweT OwiTe npefocTaenedHa B dopme  yOOCTOBEpEHWS

(Hanpumep, 8 popmate SAML), uTo cHumaeT noTpebHocTe B BeiBopke ponu K3 katanora LDAP.
AS95 CeprudHKaThl

A.9.5.1 OBwme ceeaeHMA

Kak WHE ﬂﬁﬂ}"?ﬂ,ﬂaﬂﬂﬂh, CBA3bL MexdY MOAEHTHYHOCTEHD M CEF!THEPI.-‘II{HTDH rapadTupyeTcH C

NOMOLWEK MCNONBI0OBAHWA KPUNTOrpaUYecKoro KnwYa. GEFITHI'.T.}I.-'IHEITI:I MOMYT WCNONE30BaTECA
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cepeBMcaMiu AN YCTAHOBNEHWS NOBEPHTENLHBLIX OTHOWEeHWA B WHPpACTpyKTYpe ynpaeneHus
npuernervamu. C NOMOLEBH 3aBEPEHHbIX CEPTUMKATOR MOMHO rapaHTUPOEaTE NOGNHWHHOCTE
ODbABNEHWA WOSHTHMYHOCTM MNK NPUBMNENMA, NepefapaeMblX [OOBEPEHHBIMKM CEPBHCAMMK
nopepAwwen cropode. WMudopmauwa o ponn MoxeT nepefjasathcn 8 cepTudiMearax
waeHTudrkauru. OgHako Takas wedopmauwa gomsHa DuiTe NO CBOEW NpyMpone AOCTATOMHO
CTaATWU4HOW (Hanpumep, WHhOPMaUKWA O CTDYKTYPHOW poOnu), NOCKONEBKY NP W3MEHEHWM PONA,
XpaHAwerca B cepTudukaTe naeHTUUKAUWK, ero Hano NepeBLINYCTUTL. [na nepena4wm Bonee
OMHAMWYHOW WHGBOPMALKMU O NPUBMAETMAX W ponax (Hanpumep, GOYHELAOHANBHBIX PONAx)
Donee npwrogHsl cepTudwmkaTel atpubyToe. [MpuMmeHeHue cepTudukatoe obecneuweasT
KOHMMOEHUWANEHOCTE W HEOCNOPHUMOCTE.

A852 Ceprudmrate aTprbyTa

CeptudmkaT arpubyTa Nonb3oBaTens MOMET WMEeTb CCbINKY Ha Apyrod cepTwdiukar
atpubyTa, CcOOepWAlWMA  OONONHUTENBHEIE NpUBMNErMK. Tem cambiv  obecnevueaeTca
3P @eKTHBHLIN MEXAHWIM Peanu3aly NDHBUNErMPOBAHHBIX pONEr.

OnAa BLINONHEHWA HEKOTOPLIX ONEpauMd BO MHOMMX cucTemax, rge Heobxogwma
aeTopu3IaumMa, TpebyeTcs WCNONL3IOBATE QONEEBLIE MNPUBWNErAW (ODBIMHO B COMETAHWM C
NPMBUNETMAMKM, OCHOBAHHBIMKW HE WOEHTWYHOCTM). B aTom cnyyaes 33ABMTENE  MOKET
NpeacTaBuTe KOHTpONEpY He4yTo, CBUOSTENLCTBYIOWEE TOMNbBKO O HANWYMW Yy 33aRBWTENA
onpegeneHHon  ponu  (Hanpumep, «NWUEH3IWPOBAHHEIA  MeguuMHCKMKA  paboTHWE» 1Nk
dKOHTODCKWA cnyxawMis). KoHTponep MoXeT anpuopd 23HATk, KakWMe nNpUBMNEerdd uUMeeT
0DbABNEHHAA PONE MK KAKMM-TO 0Dpa3oM Nony4uTe MHpopmMaymio ob 3TUX NPUBMNETUAX, W HA
OCHOBaHWK 3TOW MHPOPMaUKMK NPUHATL pewedne of asTopu3aumk goctyna vnu ob oTkaze B
aocTyne.

HeobxogMMo NpUHATE BO BHMMAaHKWE cneqywme dakTops:

- OTCYTCTEME HAOEMHOW KOMMYHWKALWOHHOW CUCTeMbI;

- HaMepeHue He NoATBEp#4aTe MHOPMALMK Y W30ATenA cepTHMKaTOE,
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- CTabunNeHOCTL I'IFIIHEI-HJ"IEFHIFI MMM OTHOCHTENEHAA CTATUYHOCTE FIIUHEI-TI!:
- NpHMMEHMMOCTE NOAX00a K q}yHKLI,HDHEJ'II:HHI'u'I POrAM.

BoamoxHe cNedyWLWe BADMAHTE peannaaunm:

HaX QLI Oprad no NPUCBEoeHW0 aTpKUOYTOB MOMET NPUCEOWTE Noboe Yucno ponew,

- KAk ponb, Tak W YY4acTHMKW PONA MOrYT onpefensaTbCA W YNPaenaTeCA OTAeNbHO

pasHbIMK OpraHamu No NPUCBOSHWKD aTpubyToB,

- NPUBWMNETAKM, HAZHAYEHHLIE PONM, MOMYT ObiTb NOMEWEHE B O4WH WNW HECKOMLKO

cepTuukatoe atpubyTa;

- NpW HeoBXO4UMOCTH YYACTHUKY PONK MOXET DbiTe NPUCBOEHO TOMNBKO NOAMHOMECTBO

NpUBUNETAA, HA33HAYEHHbLIX PONHK;

- Y4acTHe B ponu moxeT ObiTe AenerMpoBaHo;

- PONAM KM YYACTHIO B DONAX MOrYT DbiTe 2a0aHel Nbbie TpebyeMble CPOKH HUIHM,

Nna cybbekta BwiNyckaeTcAa cepTudmkaT aTpubyTa, 8 KOTOpoMm ODBLABMNEHO, 4TO 3TOT
CcyDLEKT BLINONHAET ONpegeneHHy ponk. 3TOT CEpPTUMKAT MOMET WMETL pacluMpeHue,
cofep#aliee cChINKY Ha Opyrod cepTudiMKaT, ONMCLIBAKWMA ponk (T. . B 3TOM cepTudukaTte
ponK B KadecTBe BNajenbua yKkasaHbl WMA PONM W COMCOK MPABWMNErWH, HA3HAYeHHbIX 3TOW
ponu). Wzpatens cepTudmkata aTtpubyTa sMomeT DOblTe HE3aBMCWMMBIM  OT  W3gaTens
cepTUdMKaTa ponu U 3TA THUNBl CepTH@UKATOB MOMYT YNPaBNATLCA COBEpPLUEHHO pa3gentHo
(HanNpMMep, MMEeTE Pa3HbIE CPOKW OEWCTBMA, OT3LIBATLCA W T.4.).

He sce dopmel obwero umeHu GeneralMame npurogHs! ONa UCNONb30BaHWA B KAYECTBE
WmMeH poneild. HawBonee nonesHeiMW BapUaHTAMKM ABMAKTCA 0DLEKTHRIE MAEHTUMKATOPE! W

OTNAMMTENBHEIE MMEHA.

ASE6 MegWUHHCKKWE YAOCTOBEPEHHMA

OpHKmM K3 oBlux  THNOB  HOCWTEnewW NEMBUNErAH  ABNABTCA  YOOCTOBEDEHKE

none3oeartens. Takde YOOCTOBEDEHWA BLINYCKAKTCA NOBEDEHHLIMW OpPradami W codepsar
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wasHTUEUUMPYIOW Y cTpory. TNpuMepamMiu MoryT CNy#uTe NUUEHIMK HA NPaBo MefWUWHCKOW
OeATENSHOCTH, BbldasaemMbie YNONHOMOYEHHLIMK  OpradamMu, W HoMepa, npuceaveBasmsie
Ynpaenedwem no Gopebe ¢ HapkoTukamy (Drug Enforcement Agency — DEA). YpocToeepeHue
COASMEAT THM, WMA K3gaTtens W waenTuukatop. B cTpysTypy WMEHK W3nartens moryT
BENMIOYATLCA reorpadiUYecEne  YEA3aHWA, HanpuMmep, WTat W Opyroe MecTOHaxXoxJeHWe.
YaocTopepeHua OOLIMHO PA3INWYanTcs No TUNY (HanpuMep, «Bpauqu» ) UNKM No TUNY W M3gaTeno
{Hanpumep, «Bpa4y, NUUEHIMPOBAHHLIA B BUpOMMHAW S ).

Ecnu vmAa wanatens yOocTOBEpPEeHWA OTCYTCTBYET, TC BMecTo Hero Deperca wma
w3gatens cepTudmkaTta atpubyTa WNK CepTUdIMKATA OTKPBITOMD KNK4a, B KOTOPOM NepenaHo
yaoctosepedne. Ecnw  wmAa  wagartens cepruduEaTa  oTCYTCTBYET, TO MMA  Wagarens
YAOCTOBEPEHMA OOMMHO NPWUCYTCTBOBATE. (YUTHUTE, 4TO ANA MUHAMK3ALUWKA YUCna Oprados no
npyMceoeHWD aTpubByToR, MCNONBIYEMEIX B CUCTEME, OOWH CcepTUIMKAT MOMET COodepwaTs
HECKOMNLKO YOOCTOBEPEHWHA, BblgaHHbIX Bonee Yem oHUM UagaTenem.)

Heobxogumo NpUHATE BO BHMMAaHWE:

- BO3IMOMHOCTE WCMONb30OBAHWA HEKDWTHMHLIX Nonel cepTuUKaTa WASHTHUMUKALKWK,
COOTBETCTRYIOWErD cTaHdapTy X.509, aonA onMcaHnAa MeauUMHCKUX YOOCTOBEDEeHWA B
COOTEBETCTEMM CO cTadgapTom ASTM E2212;

- BO3IMOMHOCTE WCMONL3IOBAHWA MEOULMHCKWX YOOCTOBEDEHWA (TEKYLLUMWX, HEe TEeKYLWMHX,
obnacTte OeWCTBMA) B KAYECTBE OOMNONHWTENBHEIX OrPaHWYEeHMA NpW aBTOPW3AUMK
OOCTYNa MeqUUUHCKUX paDOTHUKOB K MEAWULMHCKOW WHDopMaymK,

- AnNbTEPHATHBHYH BO3IMOMHOCTE WCNONL30BAHWA  MedWUWHCKWX  YOOCTOBEDEeHWH
Bpaded  nNpyv  FAWMWLEHHOM  NpedbAaBneHdd  atpubyToB  nonb3oeBaTens B

MHDpACTPYKTYDE YNPABNEHWA NPUBUNETMAMM.
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A 97 ObbABneHWA Ha A3bIKe SAML

ObbABneHHA Ha Aabike SAML MOryT WCnonNbaoeaTeCcd ONA Nepegadn 3aaBMTenem
wHpopmaymu OezonacHocTu goeepawowel ctopodHe. Obwsaenenne MoxeT ObiTe cOenado ot
WMEHK cyDBekTa npu ero ayTeHTudukauMn NMBo B OTBET HA 2anpoc Apyroro cybbekra, Takse
COCTaBNEeHHbIM Ha A3sike SAML. ObbABneHWA moryT ObiTe COCTABMNEHbl M3 WHOpMaUKK ©
NPUBKMNENAM WNW PONKM, XPaHAWEWCA Ha UeHTpansHom cepeepe, nubo w3 wHdopmayme,
cojepxalledca B NoANMCaHHOM cepTudiMKaTe.

Heobxogumo NPHAATE BO BHHMMaHKWE!

rmBroCTE NpuMeHeHns denepaTUEHOA cpeasl;:

- HeobXoAWMOCTE NOMYYEHWA 4ONONHUTENEHOA WHDOPMALKMK OT 33ABUTENA;

- YpOBEHb HAOEMHOCTU W JOCTYNHOCTH BEIMMCNIMTENEHOW CeTH;

- Hanuuue cnyxbel 0bpaboTin 2anpocoe Ha Azsike SAML,;

- HanW4ve Nogaepxkn obpalleHa yOoCTOBEPeHUA BHYTDKH NpEanprATHA;

- COBMECTMMOCTb ¢ De3onacHocTsH Beb-CcepeMcoB W 3anpocoe no npotokeny SOARP;

-  HeoBXogWMOCTb  OOHOBPEMEHHOIO  MPMMEHEHWA  PA3NMYHBIX  MEXaHW3IMOE
ayTeHTHUKALMK (HaNpUMep, YOOCTOBEDEHWA B MHDPACTRYKTYPE OTKPEITLIX KNHYERA,

npoTtokon Kerberos, Tokedbl, BUoMETpHM4ECKan ayTeHTUdMKaUMA 1 T.4.).

A998 MexaHWM3IMbl YYBCTBMTENBHOCTH Uenesoro obbexTa

YnpasneHwe atpubyTamu Leneeoro obLekTa (HanpuMep, CNMcKamK KOHTPONA A0CTYNa W
METKAMW YYBCTBMTENBEHOCTH) TPAAWUWOHHO BkINONHABTCA B PaMKaX KOHKDETHOW CUCTEMG,
nosTomy npegctasnedHwe  3Tod  wHdopmauww  cnabo  cradgapTu3ceado.  HacTosawee
NpUNoXeHwe He npeabsenaet TpeboBaHMA K e NPeacTaBNEeHWH, HO COOBPMMT HeKOTOpble
npegnoxeHWsa, OCHOBaHHLIE Ha MNPAMEHEHWH HEeKOTOPbIX CHHTAKCWMCOE ONWCaHWA OaHHbIX

(ASM. 1 mmm XML).
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AS9 MHkancynauuva NOANWMCAHHLIX AaHHBLIX

ATpUBYTEI v ApYyran YyecTEBUTENEHAA UHgIOPMAUWA MOryT DeITe NPUBA3AHLI K JARHMECTY
uenesoro oObeKTa C NOMOLLH KOHCTPYKUKMKM SignedData. B wacTHOCTH, yMECTHO MCNONL30BAaTE
OTAENEeHHEIE NOANKCK (NepefapaemMele OTAeNLHO oT 00bekTa). YyBCTBMTENLHAA MHDODMaUKA
MOMET MEPEHOCUMTECA B BMAEe No4NWCaHHslX atpubyToB, Yy KOTOpLIX aeTopomM  GyaeT
nognucaBwmWi cybbexT.

K uenesomy obbekTy moryT BeiTe gobaenedsl cnegylolwMe THNe SETOPH3YIOWEWR
WHOpMaLWMK:

- wHdOopMauMa KOHTPONA JOCTyna, onucaHHas B ctandnapte ISO/NEC 10181-3;

- TpeboBaHWA paBHOIHAYHOW NoOANWCH {cM. A9.19);

- ONWCaTenbHLIE CEBEASHWA O OJOKYMEHTE (HanpuMep, TUN JOKYMEHTA), NPUBEOSHHLIE B

A11.3.

AL 10HMenonkL3oBaHWe A3bIKa XML

NpUMeHeHWe  paclMpAeMore  A3slka pasmeTks XML noseonAeT  nepepaeath
WHOpMaUWMID HE33BMCHMMO OT NporpamMmHOA W annapatHol nnatgopmel. MNoaToMy MOXKHO
OMUOATL, YTO COASPKaAHWE MHOMX NepefasaemMslx JOKYMEHTOR DYAET NpedCcTaBNeHO HA A3LIKE
XML. CrpykTypa codepiaHwsa Takoro AokymedTa OyOeT ykasada B onpefensHdd  Tina
nokymenTa DTD (document-type definition) nnu B XML-cxeme.

MNpuevnerul MoryT OwiTe Nepedadsl 8 anemedTax XML, y KOTOphIX B KAYeCcTBE WMEHM
WCNONB3YeTCA WOeHTUPWEKATOR NpUBMNErMKM. B KaJYecTBe ankTEpHaTUBLI MOXHO NepefaBaTb
WaeHTUhUKATOPbI NPUBMIENMIA B BUOE UMEH aTpuByToB anemeHTa.

Aabik XML noszsonseT rpynnUpoBaTte NPUBWANErMd B Oopme NONedHbx KOMNNeKcos.
Hanpumep, komMmnnekcy nNpWeBWNertd, onWcaHHOMY Ha A3bike XML, smoxeT BeiTe Npuceoed
CNegynL Wi yHUBEpCansHbIN naeHTudukaTop pecypca URI (uniform resource identifier):

“urn:application_name:attribute:privilege_set_name"
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B kavecTBe anbTepHaTWMBHOID NPedCcTaBNEHWA MOXHO AacCOUMMpOBATbE  KOMMIEKC
NPHUBUNETAA C YHUKANEHEIM NPOCTPAHCTEOM MMEH, YKa3aHHbiM 8 XML-cxeme, Hanpumep:

xmins: privilege set_name="http://www.astm.org/.privilege_sets/ privilege set_name/"

Komnnexcs npueMnerwid, npeacraenexddeie Ha Aasike XML, mMoryT ObiTe MCNoNb3oBaHs
KOHTpONepomM YToDbl ACCOUMUMPOBATE 3aABUTENA © ero cihepoid NoONHOMOMKMIA. 3anBUTENN MOryT
DbITE 3apaHes (40 KOHTPONA) 2CCOUMMPOBaHE CO CTAHAAPTHOW rpynnod mnu ponew. B gpyrom
BapWaHTe KOHTpONEp MOMET acCoUMMpoBaTE 33ABMTENA © OOHWM WK HECKONLEKMMW
KOMMNEKCaMKW NPYBUNErMA € NOMOWBLK 3anpoca K Ba3le [JaHHbIX WMOM K CepBMCy,
wononeayoweny katanor LDAP. KoHTponep MOoxeT Tak4e W3Bneys UHQOoDMaUM O Fpynne unu
poOnK 3afenTend M2 HelwHero XML-QokyMEeHTa C NOMOLWLH YKa3aHWa NyTH Ha Asklke XPath.

MNpv  WCNONL30BaHUK  NONUTHKY  NPUBWNETNAW  KOHTpONep MOXeT MWMeTs  Oeno
HenocpegcTeeHHo ¢ XML-3nemedTamu  (HanpuMep, CpABHWBaA 3HAYeHWA  aTpubyToe,
XpaHawmeca B cepTudvKaTe aBToOpU3aaunK, ¢ aneMeHTamu gokymexta). B kavectee dopmarta
ONUCEHWA NONUTHEW Ha A3sike XML, koTopoe MOMET WCNONL30BATLCA NPW  KOHTpOne
NPMBUNETMA, MOXHO NPEONOMMTE PACWMPAEMBIA A3LIK DA3METKW KOHTpoNna goctyna XACML
(eXtensible Access Control Markup Language). MNpaeuna cpaBHeHWa JeTansHo 0DCy#0anTea B
AS11 — AS19 B obwem cnyysae ofgHoKpaTHole atpwbyTel ByagyT cpaBHMBATLCA C
£0MHCTEEHHEIM (MONHBIM) 3NEMEHTOM, 8 MHOTOKPaTHEIE aTPHBYTEl — C KONNEKUMER 3NEMEHTOR

MOOENMPYEMOR TPYNNkl.

A9.11bazoBeIn KOHTPONEL AoCcTyNa

Oanee onpegenseTca aTtpubyT MHMOPMAUMK KOHTPOMA AOCTYNA, KOTOPBIA MOMET
WCNoNe30BaTLCA ANA YKA3aHWMA Nonyyarteno (MNW OoBepeHHOR TpeTeed CTOpOHE), Hakwe
CyDBEKTEl MOTYT 4MTaTL cogepMaHne yenesoro obbexTa.

Ooctyn K uenesomy ODLeKTy paspelwaeTcsd, ecnv MOeHTMMhWKATOP 3anpalwuBaklen

CTOPOHE COBNAgAET C OOHMM W3 3NeMEHTOB CNUCKA, YK33aHHOro B none who (No MMeHu, ponu,
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[pynnNe WNK OpradHW3auMoHHOR edMHWLE) W eCnK 3HAYeHWA, NepefadHHbie B CepTudmkate
aTpuByTa aanpalvBaliyed CTOPOHLI, COBNagakT CO BCEMM OMPaHWYEHWAMM, YKa3aHHbIMK B
aTpubyTe WHQOPMALMK KOHTPONA O0CTyna ueneBoro obbekTa. OJTH 3HAYEHWA OONHHBI

cogep#artecH B arpubyTe constraints ceprudukaTa 2anpalLvBa0iLEd CTOPOHEL.

A 9.12Cnocobbl yKazaHWA NONKUTHK

XOTA HacToALWEE NPUNOXMEHWE W He npeabABnAeT TpeboBaHWA K NpeacTaBneH
NONWTHK B KOHEYHOW CHCTeMe, TEM He MeHee MOXHO peKoMEeHOOoBaTe NpUMeHeHWe R3biKa
XACML B wxadvecTBe cCTaHOApTHOMO cpefcTBa ONWCaHWA NONUTHUE. OdeBwaHsl cnegywuime
HeCKOMNsKD cUueHapHen.

Oea cyDbekTa MOryT HYKOATECA B ONpedeneHdd, ABMAAKTCA NK KMX  NONWTHKW
aBTOPM3ALIMK COBMECTHMMBIMK, 4TO Hepeadko TpebyeTcA B cpene, UCNoNb3yoLWen Beb-CepBUCHL.
Ecnu  Mx nNONWTHMKM COBMECTMME!, TO MOXET noTpeboBaTecA 3agaHue  CrneurdmyHbx
NepeMeHHBIX, ONUCEIBAKLMY 3T NONWTHEW W NpUemMneMelx ana oboux cybvekToe. [nAa aToro
MO¥HO co30ate obbasnenwe XACMLAuthzAssertion, cTpykTypa KOTOpOro oOnMWcaHa B
nokymeHTe « XACML Profile for Web Services (WS-XACML)». Takoe obbaeneHne moxeT BbiTe
BKMOYEHO B 3K3eMnNAap Beb-nonuTUKKM WNM  nNpegocTaeneHe B QOpME  HEe3aBMCHMBbIX
METaaHHbIX.

ObbasnedHrne XACMLAUthzAssertion MOMET TAKNE WCNONL30BATECA NOCTABWKKOM Beb-
CepBMCOB ANA NyBNMKaALMK NONUTMKWM ABTOPM3AUMK NOTEeHUWansHEIM KnueHTam. Mybnukauna
NOMUTHE aBTOPWM3aUMKM NpUEMAEMa He ANA BCexX peanwu3auui, Ho NyDhnuEauWa HekoTopbix
acnekTos MNONWTHKKM aBTOpH3aulK MOXeT BbITe None3HoW pake B TOM chydae, ecnu
NyBNuKaUKUa Bcel NONUTUKM NPU3HaHa HeuenecoobpaiHoW No Npu-KMHaM Be20NacHOCTH.

YnpaeneHwe NoONUTUMKOA BE30NacHOCTM MOMET BKNHYATL B ceba cnegyouwve wark mnu

HEKOTOPYHY WX YacTbk. COCTaBneHWe, NepecMOoTD, TeCTUpOBaAHWE, yTEEepARIAEHWE, H}fﬁﬂHKElLI,MFI,
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KoMBUHWpoBaHWe, adHanus, mogudukauua, npekpaweHve OeWcTBUA, NOMCK W NPUMEHEHWE
NOMUTHEW.

MNonHas NonNUTHKa, NPUMEHMMAERA K KOHKPETHOMY 3anpocy DEeLeHWA, MOMET COCTOATE M3
pAna OTAENbHBIX Npasun UNW nonutuk. Hanpumep, B npunoxeduy, obecneduBalolem
KOHMDWOEHUWANEHOCTL, CYOLEKT NepcoHanbHBIX OaHHbIX, NOMYYaLWKWAE MEJWULMHCKYIO NOMOLLb,
MOMET 33038Thk OOHW ACNEKThl NOMNWTUEW PACcKPbITHA €ro OAHHLIX, B TO BDEMA KAk OpraHW3Iauuna,
ofinagarwwan 3TMMK OaHHBIMK, MOXET 330aTh HEKOTOpbE Opyrue acnekTbl. “YTobbl NpUHATL
pewedre ob agTopu3auWmn, JonNkHa DeITe BOIMOMHOCTE 0Bpa3oBaHA OOQHON NONMTUKN U3 3THUX
OBYX, NDUMEHWMBIX K 3anpocy.

B fAapiwe XACML onpegenedbl TpU BEpXHEYDOBHEBLIX 3MeMeHTa nonutuen: <Rule=
(npaeuno), <=Policy> (nonutkka) w <PolicySet= (komnnekc nonetue). 3nemedt =Rule=
COAepHMUT DYNEeBCcKOe BbIpaMeHWe, KOTopoe MOMeT ObiTh BEIYMUCNEHO W30MWPOBAHHO, HO ero
pe3ynLTaT He npejHas{adYed Ana W3oNMPoBaHHOND WCNONLI0BAHWA TOYKOH NPUMHATHA DeLUeHHa
O NONWTUEE. 3TO BbipakeHWe CYLWecTBYeT OTAEeNbHO TONLKO ANA TOYKWM O0CTYNa K NonWTUKE,
KOTOpAA MOMET paccMaTpWeaTe ero Kak ©0a30Byw eauHWUy YNpaBneHUWA W NOBTOPHO
WMCNONL30BaTh B HECKOMNLKWK NONUTHEAX.

3nemeHT nonuTikM <Policy= conep#MT COBOKYNHOCTE 3nemeHToB npaeun =Rule> u
3afaHHyio Npouedypy COYEeTaHWsA Pe3yneTaToE NpUMeHeHWs 3Tux npasun. Ol npegcraenset
cobor Da30BYK egMHULY NOMMTKHEW, UCNONE3YEMYD TOUKOWR NPUHATHMA DEWEHWUA O NOMNWTHEE, 1,
chefoBaTensHo, NpegHa3HavYeH Ccny#uTe CCHOBOW ANA peweHns of asTopuaaymu.

3NemMeHT KomMnnexkca NonuTHk <PolicySet> cogepsuT COBOKYNHOCTE 3MEMEHTOB NONUTHE
<Policy> wnu gpyrve Komnnexcel nonutvk <PolicySet>, a Take 3ajadHyio npouegypy
COMETAHWA Pe3ynbTATOB NPUMEHEHWA 3TUX NONKWTUK ¥ KOMNNEKCOB NONWTUK. 3TC CTaHOAPTHLIA
cnocob obpa3oeaHWa OOHOW KOMOWHWMPOBAHHOW NOMNUTHEKM MNYTEM COYETAHMA OTAENbBHBIX

NoNATHE.
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B Aswke XACML onpegeneHo HECKONbKO anropuMTMOB COYETaHWA NONWTHE, KOTOpble
moryT BeiTe ykasads B atpubyTax RuleCombiningAlgld wnw PolicyCombiningAlgld anemenTor
<Policy= wnu <PolicySet> coOTBETCTBEHHO. ANTOPMTM COMETAHWA NONWTHE onpegenset
npoueaypy BelYMCNEHWA pewedna ob asTopuaauMy No oTAENbHLIM peaynsTaTamM Bol4KMCNeHna
KOMBUHaLUMK npaeun.

Onpenenexbi CneaviolwWe CTaHdapTHBIE anfopUTME! COMeTaHWA!

NepexpsITHE OTH330M (YNOpAAoYEHHOE 1 HeynopAgovedHoe) (deny-overrides),

- NepekpsiTHE paspelisHues (YNopAajodeHHoe W HeynopaaouveHHoe)  (permit-

overrides);

- ewlbop nepeoro npumMeHumoro npaewna (first-applicable);

- eolfop TONbKO 0OHOMO NpUMeHKuMoro npaewna (only-one-applicable).

Mpaeuno rule MOMET BEIMWCMNATECA HA OCHOBE ero cofgepwaHus. OCHOBHLIMM
KOMMOHEHTaMMW Npaeuna rule senswTon:

- uens (target);

- apdpekT (effect);

- ycnoBue (condition).

Uenb target skniovaeT B cebn COBOKYNHOCTbL CNEAYIOWMX 3NEMEHTOB:

- pecypckl (resource),

- cybbekTsl (subjects),

- gedctens (action),

- Cpena (environment).

3nemenT ycnoewa <Condition> mMoMeT HaknageleaTe OONOMNHWTENEHOE YCNOBWE Ha
NPMMEHUMOCTE MNONWUTUKKW, 3afaHHyile uensk target. Ecnu npaewno rule gonsHo BbiTe
NPMMEHUMO KO BCcemM oDbexTam onpedeneHHoro TWNa OaHHLIX, TO COOTEETCTEYHLWWA obbexT
yaanaeTca v3 uenu target. Touka NPUHATHA peLleHHa O NoONWTHKE NPOBSPAET, YTO INEMEHTHI,

OnNWCcaHHsle B uenwu target, cooteeTcTEyOT cybbexkTam subjects, pecypcy resource, geHCcTBMKD
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action w atpubyTam cpegsl environmeni, CoOQep#allMMCA B KOHTEKCTe 3anpoca context
Onpenenexnnsa uenu target ABNAITCA QUCKPETHLIMK, YToObI NpUMeHseMsle npaeuna rule mornu
OuiTe 3herTMBHO MOSHTUDUUWDOBAHE! TOMKOW NPMHATHA DEWEHWA O NONWUTUKE. JNeMeHT
uenw <Target> momeT BbiTb He ykasaH B npasune <Rule>. B atom cnyvyae uens npaewna
=Rule> cuuTaeTca TOW ¥e, 4TO yKa3aHa B DOAUTENLCKOM 3neMeHTe NoNUTHKK <Policy=.

Bo3HWKaWT cnenyowWe BONPOCH. KaK TOYKA NPUHATHA PELWEHWA O NONATHEE O0M#HAa
WHTEpPNPETUPOBaTE MMA, naeHTUdKUUKMpYOWee oMNNeke cybLEKTOB UNK PECYPCOB, KOraa oHo
NOABNASTCA B MONMTHKE WMNW B KOHTekcTe 32anpoca? [pefHazHa4eHo NW 3To MMA 009
MaeHTUMUKEALMK TONBKO Yana gepesa 0DLEKTOR MNKW OHO NPegHa3HaYeH0 4NA MaeHTUdDUKa LMK
BCErO Nogaepesa sToro yana?

3ipext effect npaeuna rule onuceiBaeT, kawve NocnNeacTBMR npeanonaraet
COCTABWTENb NPABWNAa B CNy4ae, KOrAa pesynsTaT ero BeIYUCNEHWA UMeeT 3HaveHre «CcTUHa»
{True). 3dperT MoxeT MMeTL OBa 3HaveHus: «PaspewnTtes (Permit) n «OTrasates (Deny).

Ycnoeuwe  condition  npeactaenser  cobBol BynNeBCKOE  BLIpAMEHWE,  KOTOpOE
OOMNONHWTENEHD OMPaHWMMBAET NPUMEHWMOCTE NPABHMNC CBEpX TOW NPOBEPKW, KOTOpas

NpoBOOWTCA NO COOepHaHWD 4enu target. HUETDM}' OHO MOMET OTCYTCTEOBATL.

A9.13Nepena4a NONMTUK, NpeacTaBNEHHBIX HA A3bike XACML

B wHbpacTpykType yNpaeneHUMa nNpUBMNErduamud mMoweT notpeboeaTthecsa nepegasa
NONUTHEK OT 0gHoro cybbexTa K gpyromy. [anee npueefeHo HEeCKOMBKO NPUMEpOEB NOJoDHBbIX
CHTYaLMi:

- TOMK@ MNPUHATHA pelweHwa o nonuTuke obpabaTeiBaeT NONWTHKY, COOepMaluy:o
CChINKY HA MMA OPYrod NONWTUKKM. 3Ta NONWTMKA NPY HeoDXOOWMOCTH MOMET BbiTe
neny4YeHa ¢ NOMOLLLH 3anpoca K TOMKE yNpaBneHWa NonuTUKaMK;

- TOYKE NPHMHATHAA DELWEHKMA O NONKUTUKE MOXET NOHAO0DWTECA NONYYEeHHe «KOPHEBO:

NONATHEM  OT  TOMYEWM YOpaeneHwas NONATHEAMH  NpednprUaTia, YTOB b YuelTb
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HEKOTOpLIE HACTPORKK CHMCTEMBI;

- moxeT noTpeboBaThCA Nepejasda pecypca W3 0gHOM 30HbI Be30NacHOCTH B APYIYIO, W
WMCTOMHMK DECYPCA MOMET BMECTE ¢ HUM NepelaTb NONWTHUKY o 3awWMThl, KOTopas
00M#HA NPUMEHATLCA B 30He BE3oNacHOCTH NONy4YaTens;

- B UEeNnAxX NOBbILUEHWA NPOW3BOAWTENEHOCTWM pacnpegeneHHon CMCTEMbI, B KOTODPOW
TOMKW NPUHATHA PELWEHWA O NONUTHKE Pa3MeLlLeHsl NOKANEHo, MoxeT noTpeboBaTeca
npumeHeHwe obwero komnnekca nonuTue. B 3ToM cnydae UeHTpPansHOW TOMKEe
YNDABMEHWA NOMNUTHKAMKW HeoBXOAWMO nNepefaeaTb W3 KEHO0W TOWMKW NPUHATHA
pPELWEHWA O NONUTHKE.

Azbik XACML, B oCHOBHOM, NpeaHa3HaYeH ONA ONUCAHWA NONWTUE, HO Br0 KOHCTPYKLMK
paccuuTaHsl Ha NpYMEHEHWE B KOMMNOHEHTAX BCeW CcucTeMmbl aeTopwaauyuk. [Ana 3100
HeoBXo4uMbl OPYrHMe KOMMNOHEHTH!, NpeocTABNAKWMWE CPeacTBa NPOBEpKM, YTO IKIeMNNAPL!
NONUTHE NPegocTaBneHdsl AOBEPEHHOW TOYKOR yNPaBNeHWs NONUTUEEMM, 33WMuaume
LENOCTHOCTE M KOHMWMASHUMANLHOCTL 3K3EMNNAPOB NONUTHK M DEANWaYIOLWWe NPOTOKONbI
3aNpOCOB 3KIEMNNADOE MNONUTHE W NONyYeHWA OTBETOB Ha 3anpocki. Ona obecneueHws
BLINONHEHWA 3THUX YHKUMA KOHCTPYEUMKM Ha A3sike XACML mMOMHO WHTErpMpoBaTL B
coobueHna A3bika pazmeTku obbasneHuid GezonacHocT SAML eepcun 2.0, pazpaboTaHHblie
opraHuaauuer OASIS. 310 No3BONSET 2AWMLATE He TONbKO aTPUBYTEl MHDOPMALMK KOHTPONA
0OCTYNa, HO M NONUTUKKM. MIHTerpaums coobweHwi Ha A3bike SAML W KOHCTPYKUWA Ha A3biKe

HKACML wnniocTpupyeTca prcyHKom A 2.
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Aanpoc. AttributeQuery

Tou4ka @ Jprad no
NEMMEHEHWA % MPACEO2HKAID
NONATHE OTaeTt: Attribute Statement artpufiyTon

OfGeapnedne:

OreaTt: Janpoc:

ObeABENEHHE: Attribute Statem ant @. AttributeQuery

Attribute Statement

®

COonaBaneHne:

AttributeStatement
A

@

Touka NpHHATHA

pEWLESHWA O )
MOMATHKE

XpaHunuie
arpugyToR

CbrAenexne:
XACMLPolicyStatement

Janpoc:
XACMLPolicyQuery

OTRET:
XACMLPolicyStatement

XpaHunuuwe
NOMATAE

ObrAapnedne: .
XACMLPolicy 3tatement

Touxa
ynpasne«Ka
NoNUTHEAMM

PucyHok A2 — Mcnone3zoBadue cneundukauny SAML 2.0 ana TpadcnopTa gadHelx g hopmare
XACML [12]

Kak nokasaHo Ha 3TOM PUCYHKE, KOMGa TOYKE NPMMEHEHWA NONMTHE TpebyeTcA NonyyYuTs
peweHue ob aeTopM3auKMK, OHa nockinaer 2anpoc (1) ToMKE NPUHATHA PELUEHWA O NONWTHKE,
KOTOpAaR No 3Tomy 3anpocy obpabaTteiBaeT QOCTYNHEIE el NONWUTUKKM K aTpubyTel, NPUHUMaET
pelweHe 0D aBTOpMAaUMK (2) W BO3BpALLAET ero TOYKe NPUMEHEHWA MNONWTHK. 3Ta TOuKA

NpAMEHEHWA NMONMUTHE MOXET NWbo Nony4yuTe HeobxoauMble EITI]HE!.I'TI:I HenocpelCTBEHHD OT
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oHnawHosoro OA (3), nubo u3eneds KX M3 XpaHunuwa atpubyToe (4), 8 koTopoe OA 3apaHes
nepecnanu atpubyTel (5). Touka NPUHATHA pPEeLUEHWA O MONWTHUKE TaKKe MOMET NONyYuTb
Heobxogumele aTpuByTel oT oHnansoeoro OA (B) NGO M3BNeYs WX W3 XpaHunuwa aTpubyTos
(7).

Pewenne ob aBTopUaaumMy, NPUHATOS TOMKOW NPUHATUA PeWEHUA O NONWTUEE, OCHOBAHO
Ha WHDOPMaUMKM O NONUTUKAX, NONYSMeHHOW OT TOMKWM YNpaeBneHwsa nonuTueamu (8) nubo
W3BNEYEHHOW M3 OHNAWHOBOrD XpaHunMWEa nonuTue (9). 370 XpaHMnUWe CNyMuT K3LWem
NONUTHE, DAHEE COXPaHeHHBIX TOMKOW YyNpaeneHua nonutukamy (10).

3anpoc XACMLPolicyQuery ciopmupoBad Ha fA3bike SAML, onpegeneH B 3Tom
npodune U MOKET WCNOoNL30BaTLECA ANA 2aNpoca NOMAWTHE Y TOMEK YNpPasneHua NonuTHEAMKM,
OCYLECTENREMOrD Mo MMEHK MNOMNMTHEM HAKW NO NPUMEHMMOCTH NONWMTHEW K ONpedeneHHoMY
sanpocy aeTtopuaauumd. Tpebyeman wndopmaumws B copmate XACMLPolicyStatement
BO3BpawWaeTcA B OTBeTe Ha RA3bike SAML. 371a wHdopmauwa momeT BbiTe 3aBepexa
3NEKTPOHHOA NOANWCEID W MOoweT ObiTh NpuBA3ada K wanaTenio wHpopMauWw, cpoky ee
OeACTBUA W ApYrMM aTpubyTam.

MonHO onpegenuTs HEeCKONBKO NONWTHK. OHKM MOMYT NPpMMEHATLCA OTAENbHO ApYr OT

O0yra unKn COBMECTHOD.

A.9.140robpaxeHne THNOB OadHbIXx ANS.1 Ha 3nemMeHTHl XML
MomHOo peroMeHfoBaTe cnedywwes oTobpaXeHne TMNOB gaHHsIX ANS. 1 Ha aneMeHTw
XML (no Bo3amoMHOCTM B 3TOM oOTODpameHwW wononb3yetcA Tekywas pabota Hag XML-
CXEMAMMK):
a) Dyneeckmid TMN gdadHelx ASN.1 (BOOLEAN) ortofpamaeTcAa Ha cofepmaHue
3NeMeHTa Wnu atpubyT 3NeMeHTa Co CNedyloWnMK BOIMOKHEIMK 3HAYEHUAMK (He
YYBCTBUTENBHBIMK K perucTpy). 3Hadvedne TRUE npeobpasyeTca B true, yes unu 1,

3HadeHwe FALSE npeobpazyetca e false, no wnw 0. CpagHeHWe pazpeliaeTcs
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TONLKO HA TOYMHOE COBNageHKE;

0) uenouucnenHel TN aadHe ASMN.1 (INTEGER) oTtobpamaeTcs Ha coOepmaHue
3NeMeHTa WNu aTtpubyT anemseHTa B Bu4e CTPOKM, COCcToAWed W3 UndppoBbiX
CMMBONOB, B HA4YaNe KOTOPOW MOXET CTOATL 3HAK [+ WK -);

B) BELUECTEEHHLIW TuN AadHelx ASMN.1 (REAL) otobpaxaeTcs Ha cogepmaHue
3NeMeHTa WNK aTpubyT SNeMeHTa, MCNoNbayA Ty Me HOTAUMK BelecTBEeHHOro
yucna, 4To M B ASN.1;

rj Tunsl AdadHex ASN.1 BIT STRING w OCTET STRING otobpawxawTca Ha
NpoMaeoneHoe cogepxaHue anemedta (#PCDATA). Mo mepe paspuTua annapata
AML-cxem 3HaYEHWA STUX TUNOB OadHblx OyaoyT oTobDpamaTecA Ha OBOMYHLIA
ofbexT. MNpw nepegave OaHHLIX ero 2HaqeHne bygeT zanucado B Kogupoeke baseBd,
KOTODAA MOMET DObITe YKA3AHA B CXEME MMM KaK 3HaueHue aTpubyTa anemeHTa;

0) nepevucnumsid TMN gaddsix ASMN.1 (ENUMERATED) otobpamaetca Ha atpubyT
Tuna MNMTOKENS (cnucok cTpok), rge kaxaas cTpoKa ABNSeTCA MAeHTUgKUKATOpOoM

OOHOMD U3 NepeqyrcnAeMblx 3HAMEHHA.

Mpumeadanue - XML-CxeMel NMOABONAT NEpPeOaBaTe TaRME OAHHRIE KEK B JNCMEHTIX, Tak 4 ©
arpubyTax.

&) CTPOKOBbIE TWNbl AaHHbix  ASN.1 oToBpaxawTcd Ha CcogepwaHue aneMmedTa
(#PCDATA);
#) 0BbEeKTHbIE WOBHTUDWEATOPEI, MCNoNbayeMble B ASN.1, HE MMEKT NPAMOTo aHanora

B XML.

MpumedaHde — B A3kke XML-gna NoxoMKx Uened HCnoneEIvioTeA YHHBEDCANbHBIE KOSHTHOHKATOPR
ofeeitos URL OnA nepegadd 00bekTHRY WOeHTHDHRaTopoR B XML MOMHD MCNoNLIoESTE WMS NpocTpaHcTaa

amed 8 UR| unu vma npotogona aoids.

3) TUNbl JadHHbiX, onucelBawwwe B8 ASMN.1 epema (UTCTime w GeneralizedTime),

oTODpaXKawTCA Ha 3NeMEHTH, WCNONB3YA CHHTAKCWC, NPeanoXedHsLIn B CTaHfapre

11
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ISO 8601,

W) TUN nNocneqoBaTensHoCTM  3HadqeHMd ASMN.1 (SEQUENCE) npeocbpazyetcs c©
WCMNONBI0BAHWEM MOOENK TPYNNMPOBKKW COOSPMAHMA C 2anATOW B KadecTee
pazgenutens, Hanpumep, <!ELEMENT x (foo, bar)=;

¥) Tun ewibopa aHauerrid ASN.1 (CHOICE) npecbpazyeTtcsa ¢ MCnons308aHMEM MOOENH
PYNNUPOBKKA COOEPWAHWA C BEPTMKANBHOW YepTod B KaJYecTEe pasfenutens,
Hanpumep, <=!ELEMENT x (foo|bar)=;

nj} mMHo#ecTso anadeHnd ASN.1 (SET) He umeeTt npamoro akeumeanedTa 8 XML, xoTa B
SGML ero moxHo oToDpaznTe Ha rpynNUpoBKY COOepXaHUA Co 3HaKoM & B KadvecTee
pa3genuTens;

M) koHCTpykuma ASN. 1 «SEQUENCE OF» otobpamaetcAa Ha nNOBTODSAHLLWMACH
KOMMOHEHT, WCNONL3YA CWHTAKCKC pPerynapHeix BeipaxedHiid XML (° ana Hyns,
OOHOMD WNKM HECKONLKWX NOBTOPEHWMIA, + OANA OQHOMO WNK HECKONLKWX NOBTOPEHMA),
Hanpumep, <ELEMENT y (foo*)=;

H) KOHCTpykUmMA ASMN.1 «SET OF » He nmeeT sxkeueaneqTa B XML,

0) HeobAzatensHele nona B ASN.1 (OPTIOMNAL) otobpaxawTcs Ha HeoDA3aTensHble
xomnoHeHTe XML, Hanpumep, <!ELEMENT z (foo?)=.

OA OON#HEl rapaHTUpOBaTL, YTO ONWCAHWA MONWTUE BHYTPEHHE HENDOTHBOPEYMEBLI,

HanpWMep, ogWH W TOT #e TUn aTtpubyTa He JOonxed MNOoABNATECA B ABYX NOrHYECcKW
NPOTUBOPEYMBEIX KOHCTDYELMAX NONUTHKKA. MonuTukm gonHel Beite nognvcadsl OA; oHW MoryT

NepeaBsaTeCq B CEPTHUDMKATE ABTODM3IAUMKM 38ABMTENSA KUMKW KaK OTAENbHBIE 0DbEeKTHI.

A8 15CornacHe nayneHTa
Cornacve nauywedTa npegcraenaeT cobol cneuranbHyl NONWTHEY, KOTOpaa O0MMHA
ObITe ONUCAHA Ha ONpedeneHHoM A3biKe (Hanpumep, XACML) B COOTBETCTEWMM C NPMHATOR

MOOeNEHD NOMFTHE.

112

FOCT rocCTISO/TS 22600-3-2013 CrpaHuua: 126/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rOoCT ISO/TS 22600-3-2013

A9 16CoBnageHne yoocToBEpeHUA

ATpHDYTEl YOOCTOBEPEHMA ONWCaHLl B cTadgapTte IS0O/TS 22600-2:2006 (e 11, a Takke B
56 w 5.8). YoocTroBepeHWA BLINYCKAKTCH OOBEPEHHBIMKM  OpraHamu W cofepsar
MASHTHPULUMPYIOWYIC CTROKY. [1pUMepamMn MOryT CNYHKUTE NWUEHIWK Ha NPaBCc MedUUMHCKOW
OeATENsHOCTH, BblO3BaeMble YNONMHOMOYEHHLIMKA OpradaMd, W HOMepa, npucEavBasMble
YnpaeneHwem no bopebe ¢ HapkoTukamw (Drug Enforcement Agency — DEA). ¥YgocTtoeepeHue
COASMHAT THM, UMA M3JATENA W MAEeHTUQKUEATOP.

Ana coBnageHWda C NONWTHKOW YOOCTOBEpEeHWW CepTWWKATH 3aABMTENHA, BMecTe
B3IATHE, OOMHHLI COAEpHKaThe COBNagawlles yOOCTOBEPEHWE ANA Ka#O0ro 3nNemeHTa Ccnucka
credentias. [inA cOBNaJeHWA C 3NeMeHTOM YAOCTOBEPEeHWE OOMKHO MMETE TOT #e TUM, a ecnu
B 3NeMeHTe YKa3aHo WMA W3gaTtens, To yOocTOoBepeHHe (MNW CoOepHallly ero cepTudukaT)

OOM#EHD MMeTE TO ¥e MMA n3nataens.

A.9.17CoBnageHWe MeTKW Be3onacHoOCTH
YToDbl YCTAHOBWTE COBMAageHWe MeTkW De3onacHoCTH, HeoDXoOWMO CpPaBHWTL OOMyCk
WHMUWMaTopa 32anpoca ¢ MeTkoW OeaonacHocTw uenesoro obbekta. YTobbl goctyn Bein
pazpelueH, J0MKHEl BeINONHATECA BCE CNedyHLWWe YCNoBKUA:
- WOBHTWDMKATOPLI NONWMTHMKKW De30NacHOCTH JOMKHE DT MAEHTHYHEI
- rpudh gonycka MHUUWAaTOpa gonseH DbiTh He HUKE, YemM rpud CeKpeTHOCTH LEeneBoro
obbekTa (1. e. B cnucke rpudroB gonycka xoTA Dbl OOQHO 3HAYEeHWe O0NKHO DbITe He
HUXE rpUda CeKPeTHOCTH Lenesoro obbexTa),
- Ana kawJol karteropu Be30nNacHOCTW, yYKA3aHHOW B MeTke uenesoro obbexta,
OOM#HA CYLWECTEOBaTE OOMWHWPYHILWLAA KaTeropua Be3aonacHoOCTW TOro e THNa B

OONYCKE MHKMUKaTOpa.
A9 18CoenageHHe obwero obbLABMAEHKWA
MonuTuEa NPUBMNErdA BrRNKYAET B ceba 00WMH U3 CNenylMx NapaMeTpos:
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- npegukat ppPredicate: obbaeneHwe cneundmyHoro atpuiyTa;

- ceA3e «l» (and): cnucok nonuTue, YTobel gadHHas NoNWMTUEE Owkina WMCTWHHA, BCE
MNOMMTHEW M3 3TOMD CNMCKS 0on#Hbl BelTe MCTHMHHEIL

- censb «MNW» (or): cnucok Bonee NpocTeix NONUTUE, “ToDObI daHHan NonuTuka Obina
WCTHHHA, XOTA Okl 0OHA NOMNUTUEE M3 3TOMD CNMCKa J0M#Hb BblTe MCTUHHA;

- dyHKuWA «HE» (not): oTgensHan NnonuTuka; 4Tobel JaHHan NonUTHMEa Beina MCTHHHA,
3Ta NONWUTUEA A0N#HA ObiTh NOMHOA;

- ynopagodeHdsid cnucox  orderedPPE:  cnucox  Gonee  nNpocTeiXx NONWUTHE,
NpoBepAeMblX B 3a0aHHOM NopAgKe.

B ka4ecTee NnpeuEaToB MOMYT MCNONbAaoEaTLCAL

obbABNEHWe NPOCTOrO 3HAYEeHWA: 3HaueHWwe oAHoro artpubyTa ueneBoro QOKYMEHTa
(UK NepeMEHHON KOHTEKCTA) CPABHUBARTCA ¢ 0D BLABNEHHLIM 3HAUEHKWEM aTpuUDYTa;

-  0ODbABNEHWE MHOMECTBA 3HAMEHWW: BCE MHOMECTBO 3HA4YeHuW atpubyTa weneeoro
OOKYMEHTE  (MNKW NEPeMEeHHOW  KOHTEeKCTa) CcpaBHMeaeTcA ©  obbABNeHHLIM
MHO®ECTBOM 3HAYEHHH,

- OBbABNEHWE HANWYKMA: AaTPUBYT OOMKEeH NPUCYTCTBOBATL B AOKYMEHTE;

- BO3MOMHOE coenagedwe (approximateMatch): obbsenexHble 3HauveHws aTpuwbyTa
CPABHMBAKOTCA CO 3HAMEHWAMK aTpubyTa B OOKYMEHTE C NOMOLWEH HEKOTOPOro
MECTHOMD anropyTMa CcoBnajeHuA (Hanpumep, OoHeTHYecKoe COBNadeHWe Wnu
npubnuaerHoe apudMeTUYECKOE CpaBHEHKE),

- pacwupRemoe cosnagedue (extensibleMatch): ofvaBneHHBIE 3HaYeHWA aTpubyTa
CPABHMBAKOTCA CO 3HAYEHWAMM aTpudyTa OOKYMEHTA, WCNONL3IYA MAKPOCH Modyna
MATCHING-RULE. onvcanHwe B cTannapte X.500.

OBLABNEHMA NPOCTOrD 3IHAYEHWA MNO3BONAKT BLINOMHATE ABTOPWMIALMED HA OCHOBE

CPABHEHWA C OOHWM 3HA4YeHWeM. Hanpumep, aHaveHus atpubyTa lessOrEqual mMomeT 3anaeatk

npedenNbHYD CYMMY NNaTexHors nopyyYeHnA. CEMaHTWEE Ka¥aoro BapHWaHTa TakoBa:
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- paeexcTeo (equality): 2HaveHue aTpubyTa gOKyMEHTA O0MKHO BeITh PABHO 3HAYEHMID
aTpubyTa B oObABNEHWW. PaBeHCTBO MOMET NpUMEHATLCA K aTpubytam nwboro
THNA, ANA CPABHEHWA ATPWOYTOB C KOMMMEKCHBIMM TUNaMM JaHHLIX WX 3HAYEHWA
fon#Hbl BeITe 3anMcadsl B koguposke DER;

- nogctpokw  (substrings). 3HaueHwe artpubyTa [OOKYMEHTE [OOM%HO COOEpHATH
obbABNEHHEIE NOACTPOKW B 330aHHOM NOPALKE, HAYaNsHaA NOACTPOKA 3HAYEHMA
0OM#HA COBNagaTb C HaJarnbHbIM KOMNOHEHTOM OBbRABNEHWA (ecnW TakoBOoW ecTb),
nobble KOMNOHEHTLl (8CNKW OHKW CTL) AOMKHE! NOABNATLCA B 3HAYEHWW B 3303HHOM
NopaaKe; nocnegdHAas nNoOcTpOKa 3HaueHWAs NoN#Ha COBNadate © NocnegH M
KOMNOHEHTOM oDbABNEHMA (ecnk TakoBoW ecTk). [loACTpOKM He Oon#HbL
nepecekatbcs B aTpubyTe pokymexTa. B Takom oGbABNEHMM MOTYT MCNONLI0BATLCA
cTpokw nbore TMNa, onpegenedHoro 8 cuHtakcuce ASN.1 (Hanpumep, IAS, UTFE u
T.0.);

-  Bonswe wnu pasHo (greaterOrEqual): aHaveHwe atpubyTa OOKYMEHTa JOMAHO BhiTh
fonNewe oOLABNEHHOMD 3HaWeHWA aTpubyTa Wnu paeHo ewmy. Takoe obbABNSHWE
MOMET COAEPHKATE HUCNa, NepeyrcniMele JaHHbIE U OBOMYHEIE CTPOKK,

- mMeHsble unu paexo (lessOrEqual): 3aHaveHwe atpwbyTa AoKymeHTa gon#HO ObiTh
MeHblWe 0OBABNEHHOMO 3HaueHWA aTpubyTa wunw paeHo ewmy. Takoe obbABNeHWe
MOMET COOSpHaTE YUCNA, NepevyrcnMMble JaHHLIE M OBOWYHLIE CTROKK,

- nogquHedo  (subcordinate). obbAaBnNeHHOE 3HAYEHWE COBNAagaeT C©  BeOyWwWMK
KOMMOHEHTaMK  3HaveHWa artpubyTa pokyMeHTa. Takoe O0BbLABNEHWE MOWET
COAepHaTe TONbKO OOLEKTHHIE WOEHTHMMUKATOPE M WMEHa (NOoCNegoBaTentHOCTE
OTHOCHTENBHLEX OTNUYHTENBHBIX MMEH ).

CoBOKYNHOCTE NPOBEPeHHLIX oDLABNEHWA BrMovaeT B cebnA Bce 3HaueHws atpubyTa,

KOTODBIE HAaWOeHs B uenesomM obbekTe. Hanpumep, B CTAHO3PTHOW BOEHHOW npouweaype
OrpaHU4eHUA O0CTYNa K OOKyMEHTaM Mo#eT BbiTe Npeanucado, 4T0 COBOKYNHOCTb KOQOBLIX
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CNOB, MNPUNWUCAHHLIX OOKYMEHTY, AomkHa ObiTe nogmHoxecteom (subsetOf) kogoseix cnos,
YKa3aHHbIX B cepTuduKate 3aaBuTens. AHanoruddoiM obpazom mMexaHuaMm npegocTaBnedHus
OocTyna, ecnd ecTe HeobXOOWMOCTE 3HaHWMA, MOXEeT MCNONbL3cBaThk 0OLABNEHWE C HENYCTLIM
nepecedeHuenm (nonMulllntersection). ATpubyTel Takux O0OLRBENEHMA JOMMHBI WMETE  THN
fanHelx SEQUENCE OF wnn SET OF. McnonbayeTca cnegyrlan CeMaHTHKA.

- nogMmHoxecTeo  (subsetOf):  Boce  3HauvenwA  aTpubyTa  OOKYMEHTA  OOMMHLI

npucyTCcTBOBAaThL B 0bbABnNeHHomMm aTpubyTe;

- HagomHomecTeo (superselOf) esce 3xavenwna obvABnedHoro atpuiyTa OOMMHGbL

NpUCYTCTBOBATL B aTpubyTe OoKyMeHTa,
- Henyctoe nepecedsHue (nonMulllntersection): xota Bel ogHO 3HauqeHwe aTpubyTa
OOKYMEHTE QOMN¥HLI NPUCYTCTEOBATE B OOBABNEHHOM aTpubyTe.

B npegwkate wmoryT BObiTe ykazaHe! cneynduuHble 3HAYEeHMA, CPaABHWMBAEMbIE CO
3HaueHMAMI aTpubyTa pokymenTa. [NpeduEaT MOMET TaKHe COOep#aTb CobINKy Ha aTpubyT,
nepefaeaemsld B cepTudwkaTe aTtpubByTa 3aABUTENH W COOEpHAWMA 3HAYEHWRA, KOTOpble
OOM#HLI CPABHWMBATLCA CO 3HAYEHWAMK aTpubyTa pgokymenTa. B atom cnyuae obbsABneHwe
OOMHHO MMETL 3NEMEHT ¢ TMNOM AadHbix PrivilegelDPair, copepxawmnid oea tvna atpubyTos:
NepBbiA OTHOCMTCH K Uenesomy oBbekTy, BTOpOW — K 3a8BUTEMND.

MNogoepsHeaiTCA CMEWAaHHBIE CUHTAKCWCE! ONUCAaHKMA atpubyToe. B HacToAwee Bpema
OHW BKNKYAWT B ceba cuHTakcuc ASM.T 1 Azeik XML. MNockoneky NpWMBMNErKMd 3afBWTENA
nepegawTca B aTpubyTax, onWcaHHbIX C NOMOLWSH cuHTakcuca ASN.1, B wgeHTudukaTope
NPYMBUNErA OoN#Eed OLITE YKA3ad THN aTtpubyTta, cefse © XML-QaHHbIMK (YE33bIBAKOLWAA HA
COOTBETCTBYHWMA 3NeMeHT cofepxaHua uenesoro XML-gokymeHTa) HeobazaTensHa. CeAsb
CTPYHTYPMPYETCA B COOTBETCTEMK C NpaBMNamu KoHcTpynpoeadua XLink, XPointer u XPath npw
OONOMNHUTENBHOM OFPaHWUMEeHMU, MTO OHa YKAa3blBaeT Ha ogWH anemedt XML wnu CBA3IHYIO

rpynny anemMeHToR (aTpubyToR).
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A9 19TpeboBaHKA K INEKTPOHHOW NOANWUCH

Ona nuy, NognyMcelBaWwmny JaHHbe, BRINYCKATCA cepTudiMkaTel aTpubyTa, B KOTOPBIX
YK33aHbl pa3jpewlaemele UM Ueny nognucu. MNpu nognucaduy OOKYMeHTa uenb Noanucu
BKMIOYAETCA B HEro KaKk nognucaHHed atpubyt (oM. PS 100). MonuTuka npegcTasnaeTtcs,
WCNONbLaya, K NpUMepy, CUHTakcKe SignatureRequirements 8 COOTEETCTEMM © PEKOMEHOALMAMK
ASTM E1762.

KoHTponep MoXeT BeINONHWTE Cnegyowie OeACTBUA:

a) NpoBpepWTe CepTUgUKAT aTpubyTa Kaxdoro NKUa, NOANUCABLWEro AaHHbe, YTobb
yDEOUTLCRA, YTO UM PazpeLlleHa Lens NognucK;

) NpoBepWTe, YTO B COOTBETCTEMM C MOMNWTHKON NPMBMNErMH OOKYMEHT COOEPHMT
Bce Heobxooumble NoanKcK.

Heckonsko nognyceld MoxHO NepegaTts B (hopMe NOBTOpAKOLLMKCH cTpykTyp Signerinfo,
BKMOYEHHEIX B 3K3eMnnap knacca SignedData. Mognucu, 2aepepaliwme 4pyrve Nognucu, mMoryT
ObITe  NPMCOBOMHEHL!, WCMNONL3IYA  (HENOONWCAHHLIA) aTpubyT  2aBepAWEed  NoONWCH.
Tpebopanua ¥ NOANMCAHKMIO NepefaTes B (PoOpMe NONWMTUKK NPUBUNENMA, 3CCOLMMPOBAHHOW C
KOHKPETHEIM Leneesim 00beKTOM W KOHKDETHOW onepauven.

Kaxgaa nodnuck JOKyMEHTa COOepKUT MNK UOeHTUMUKaUKKD nognucaellero nuua (KMMA
ponu KUK nuua nnbo waeHTudukaTop cepTrdmkaTa), Ny cnUcok Tpedyemedx LeNed NoOaNMcH,
WK W TO, W apyroe. Ecnu ykasada ponb, TO Y OOKYMEHTa Q0N#HA BblTe NOANUCE C 3TOR PO
{yka3aHHoW B aTpubyTe NOANKWCH), M NOANUCEIBAKLLES NWUD O0M¥HO WMMETE NPABO YY4aACTEBOBATL
B 3ToOW ponW (310 pgonwHo OuiTe ykasanwo B atpubyTe ponu cepTudiMKaTa aBTOpM3ALMM,
BblOAHHOM 3TOoMY nuuy). ECnNW yKa3aHo MMa Nuua, To vy QOKYMEeHTa OoNwHa BObiTe Nognuce,
KOTOPYHD MOMHO NPOBEPWTE C MOMOWLKD OOHOMO W3 cepTWdWKaToB none3oeatens. Ecnu
WAEHTUDMUMPOBAH KOHKDETHLIA CcepTUdKuKaT (No MMeHW 1 MoeHTHdWUKaTopy KNwwa nubo no
WMEHK M3OaTens ¥ CepUAHOMY HOMEpPY), TO y OOKYMEHTA O0MwHa ObiTe NOANWMCE, KOTOPYHD

MORHO NPOBEDUTE C NOMOLWBK YE33aHHOMD cepTidukaTta. ECNK yKa3aH cNWCok wened noanucw,
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TO Y OOKyMeHTa nomkHa BeiTe nognyuck, B KOTOPOW yKa3adHa Kakaa-nubo u3 atux uenewd (B
atpubyTe signaturePurpose nognucw). Ecne ykazadsl M WOSHTUOMKATOD NWua, W UenW
NCONACH, TO B NOANKMCKH 3TOMD NWLUA OonxHa ObiTe yEa3aHa 00Ha U3 3THX LENen.

Kaxgow nognucu OoKymeHTa MoMeT ObiTb npucBoeH HeobDA3aTenbHbd Bec Ha ToT
CNy4an, ecni YWUCNo NOANWCHIBAKDLWKMXY Nuy MoxeT BouiTe nepemedHHsmM. Keopym 3anaet
CYyMMapHLIA BeC, BbMUCNAEMLIW NO CNACKY NOANWCABLWIMX MWL, NPW KOTOPOM  OOKYMEHT
CYMTaEeTCA yTBepxiedHoim. B obwem cnywae, Korga Bce Beca paBHbl e0WHWLE, KBOPYM
YK23blBaeT YMCNe MU, KOTOPbIe OO0MEHLl Nognucate gokyMedT. MNpuceanean Beca, MOXHO, K
npMMepy, 3anaTe Cxemy, COFNAcHO KOTOPOW ANA YTEEpWOSHWA OOKYMEHTa Hy#Ha NoAnUCh
npeaugedTa, Nwbbix  OBYX BUUe-Npe3ngeHToBR Wnu Mobbix YeToipex auwpexkTopos. Hyneeoe
JHaYeHMe KBOPYM3 03HAaYaeT, YTo BCE Nuua, NepeyrcnedHHsie B CrWCcHe, NOM#HL NognvcaTs
aokymeHT. MoxeT noTpeboBaTeCA YKA3LIBATE NOGNKMCE B ONpedeneHHoM NopAgKe (COBMECTHARA

NoaANMCE QOKYMEHTA UNK 3aBEpeHre ApYrvx noanucedn [24]).

A0 WMHTerpauma ¢ MHQPacTPYKTYPOH OTKPLITLIX KNKOYen

Ona woeHTUdMUKaAUMK cepTUdUKATOB WHQPACTPYETYPA YNPaBNeHWA NPUBMNErUAMK
OOM&HA Nonaratecd Ha WHOPACTPYKTYRY OTEDLITEIX KNKOYER WNW, No KpanHed mepe, OON¥HA
ObITe CKOHCTPYWMpOBAaHA B pacdeTe Ha Hee. T NOMOWbLK 3TOW MHPPacTpYKTYDbl KOHTpONep
ayTeHTHUUMpyeT Bnagensua ceptudukata atpubyTa (MCNoONbLayA 3NEKTPOHHBIE NOANWCK).
Kawgell ceprudmkat atpudyta nubo cogepxuT MMA Bnagensua, nMbo (YUTo 4ale) cehinky Ha
cepTudukat  waeHTUdMKauMy Bnagensua. Takoe cpaWwMeaHue OBYX WHQPACTPyKTYP
obecneynBasT HECKONBKD YH¥E ONMCAHHLIX NPEMMYLLECTE.

CeprudrkaTel aTpudyTa ewinyckawTes OA. 3T opradel MOMyT UMETe MEpapXMYECKYHD
OpraHMaaumne, NoaobHy Mepapxuy UeHTpoB cepTudwuraumu. Korga nognucHdMy 2anpalmeasT

CEPTUDOUEAT WOSBHTUHNHOCTH, TO 3TO He obAszaTensHo BneveT 3a cobow BRINYCK CepTUMKATOR
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atpubyTa. Tak ©OwbiBaeT B TOM cCny4ae, Korga NOANWUCYMEW HE pacnopAMawTca CBOWMMMK
NPHBUNETAAMK.

OT3eie cepTudukaToB aTpubyTa OCYWECTBNAETCA aHANOMMYHO OT3biBY cepTuduKaTos
waeHTUUEAUMK (T. 8. C MCNONL30BAHKMENM CNWCKOB OT3kLIEa). B Apyrom BapuaHTe MCNons3yetca
OHNaWHOoBLIA NpoTokon cTatyca ceptudurkata OCSP (online certificate status protocol). OgHaxo
obeluHo None3oeatens He obfAzad duavueckr obnagate ceoum cepTudukaTom aTtpubyTa.
Takuwe cepTubMKkaTel MOMYT XpaHWTLCA CEepBMCOM KaTanora v npocTo oBHOBNATLCA, ecnu
cogepwaHue cepTudukata atpubyta ycrapeno. B aTtol mogenu oTabie cepTUiMKaTa HE HYMEH,
NOCKONBKY C NOMOLWLKD A0CTYNA ¥ XpaHWnuLLy cepTU@UKaToB aTpubyTa MOXHO NONyYdThs BCE
Tekywmue cepTudmrkate atpubyTa.

B wHcbpacTpykType ynNpaeneHusa NpUBMNErMaMiK MoryT ObiTe MCNONbL30OBAHLl OBa TUna
OenerpoBaHnuaA:

- OA MoweT penerdpoBaTh CBOW NOMHOMOYMA NOAYMHEHHBIM OA UMK KOHEWHBIM

nonszoeartenam. B atoMm cny4ae NonHOMOMKMA BO3PACTAHOT NO Mepe NPOABMAEHWSA K
KOPHK  Hepapxud. KoHTpons JASNerWpoBaHMA  OCYLWWECTBNAETCA € NOMOLWGLID
cepTUUKaToR, BuINYLWeHHbIX ana OA;

- nons3oBaTenw ofpawawTeA © 3anpocoM OenernpoBadua ceoed asTopuaauunm, v OA
BLINYCKAET COOTBETCTEYKWWA CepTUUKAT nocne nNpoBepKd, YTO CepTUdMKaT
OenNerupyowWwero NoNe30BaTens paipewasT nenervpoeadye. WMepapxua nogobHoro
generupoBaHKa  mMomeT BbiTe  BLICTPOSHE C©  NOMOLWLID  WMCNONL3OBaHWA B
cepTudhukatax atpubyTa pacwupenna delegatorAttributeldentifier.

NansHerwee obcyxOeHWe MHTErpauMa MHpPPAacTpYKTYREl YNPABNeHWA NONHOMOYUAMK C

WHPPACTPYKTYPOR OTKPLITEX KNo4el cv. B ISO/EC 9554-8.
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A11 TNMpumepbl NPUNOXEHWA YNpaBneHUA NPUBUNErMAMHY U KOHTPONA gocTyna

A.11.106WwMe cBeOeHWA

30ece NpedcTaBneHbl HECKONBKO NPUMEDOE NPMNOXEHWH, MCNONB3IYIOWWE MeXaHnaMel,
onpefenedHHele B A2 — A 10, OHW onuMcanbl HE © BLICOKDH CTENSHBH O8TanW3auunK.
KoHKpeTHEIe NpMNoXeHMA MOryT BeiTe ONWCAHLl B BYayWKMx CTaHOapTax unu B cneundkaumnax
pazpaboruvkoe. [NpueedeHHsle NpUMepb CRYHAT WNNKCTRAUMEd NPUMEHEHWA MEeXaHWIMOoB
YNpaeneHWs NpUBMNErHaMK ANA NOAAEPHKN TUNOB NPUNOHKEHWH, ONWCAHHLIX B peKoMeHOaUWAX
ASTM E1762 v ASTM E1986. Onu Takke cNyxaT WNnwcTpaureid Terywen paboTel 8 oBnactu

NONUTHK CEPTHMKALKMKA M PACLUMDEHWA,

AT1.2MNpuMeHeHHe yAOCTOBEPEHUHA

B aTom npumepe Bpad BoINWCEIBAET KOHTRONUPpYEMYD cybBeTanuuo. PeuenT 3agepaetca
3NeKTPOHHOW NOANWMCEIC W OTNPABMNASTCA B &NTeKy ¢ NOMOLWGLK 3alWWWEHHbIX MHOTOLENeBbIX
paciUMpeHnd 3nexTpoHHoW noutel S/MIME (secure/multipurpose internet mail extensions).
Mockoneky B pelenTe yKaszaHa KOHTpoNWpyemas cybcTaHuwa, dpapMauesT OOMKeH NpOBEPUTh,
NPMCEOEH NW Bpadvy JeWCTEYIOWMWA WOeHTUMEWKaToR Ynpasneswa no Gopsbe © HAPKOTAKaAMU
(DEA). 3Ty npoBepry MO¥HO BLIMONHWTE NO yOOCTOBEPEHWK Bpada B dopme cepTuduxata
waeHTudukaunE (1D) nny ceptudpreaTta atpubyTa. YA0CTOBEPEHWE OOMKHO WMETE THUN «HOMED
DEAw, a ero uanatenam gonxHo beime Ynpaenedue no Gopebe © HAPKOTUKAMMK.

AHanorvyHbie cpecTea MOryT UCNonsL30BaTeCA, 4TobEl ONpeaenuTs, ABNAETCA N NULD
BRaqoM (TUN YOOCTOBEPEHWA «NWUEHIWA HA NPpaBo MEedWUWHCEOW O8ATEenLHOCTHR). YTobb
Y3HATL LWTAaT, B KOTOPOM [OeWCTBWTENBEHA NWUEH3WA Bpadva, MOMHO NpoBEpWTE W3gaTtensa
YOOCTOBEPEHUA. YYTUTE, 4TO NPU MCNONb30BAHWK OTIWHUTENBHBIX UMEH NPaBUNa UMEHOBaHWA
wanaTeneild MoryT ObiTe pernaMeHTUpOBaHbl HA YPOBHE WTaTta, Ha denepantHOM ypoBHe (Ha
YpOBHE AreHTCTBA) WNW  C  WCNONB30BAHWeM cTaHnaptToe  obpaboTkd  dregepaneHod
wHbopmaywu FIPS PUB 66 (Federal Information Processing Standards Publications).

120

FOCT rocCTISO/TS 22600-3-2013 CrpaHuua: 134/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocCT ISO/TS 22600-3-2013

A 11.3KonTpons gocTyna

MNpuno#keHde KOHTPONA A0CTYNa NO3BONAST KOHTpONEpy YNpaenATes AOCTYNOM K
uenesomy oDLeKTY (8 JAHHOM Cny4Yae — K HEKOTOPOW YacTi MeJWUMHCKOW KapTel NauMeHTa) Ha
OCHOBE 3HAYEHWW aTpubyToe uenesoro obwekTa. TpW 3TOM YYWTEIBAKTCA OMPAHWUYSHKA,
WCNOoNL3YLWKWe cnedyowy HHpopMaLWM.

- HaNW4Me perucTpauui NNadupyemMon MeqUUMHCKOW NOMOLLK,

- OTOeneHue.

Ceptudukar aTpubyTa 2aABMTENA COOQEpPHMT OOHY WNW HECKONLKD POoned, a Tawwe
CNWCOK 33PErMcTPUPOBAHHLIX NNAHOBE MEeJUUMHCKOW NOMOLWK W OTOENEeHWA, B KOTOpLIX
pabotaet zafenTens. OTaeneHwe cepTudMkatTer ponu (c atpubyTamu, cneurduydHeiMK Ans
KEKA0W pONK) B OaHHOM NPUMEPS He MCNONLaYHTCA.

WMudopmayma KoHTpona oocTyna yeneeoro obbekTa CoONepHUTCA B COOTBETCTBYIOLEM
atpubyte (cMm. A2.2). [docTyn 3aseuTenAa K ueneeomy obDbeKkTy OyoeT paspeweH npw
BLINOMHEHWW CNEeayoLWMy YCNoBUA:

- x0T Dbl 0OQHa W3 poned 3aABWMTENA O0MMHA COBNACTL C KAKOW-NWOO ponbio 13

CMWCKA, YKA3AHHOMO B MHOPMaLKWK KOHTPONA OOCTYNa uenesoro obbekra;
- XOTA Bl 04WH W3 NNaHOB MeQMUMHCKOW NOMOLWW A0M#eH NPUCYTCTBOBATE B CNMCKEe

OrpaHUYeHM W ueneeoro obbexTa.

A11.4TpeboBaHWA NOANKCH

B atom npumepe MCNoNL3yeTcA MeXaHWaMm Leny nognucH, onpefeneHHbId B cCTaHOapTe
ASTM E1762. Ytobbl QoKymMeHT MOxHO DBINO BKMNHYWMTE B COCTAB MEeOWUWHCKOW KapThl, OH
fgon#eH BeITek CKpenneH oQHOW WNK HECKONbBKWMK NOANMCAMKA B COCTEBETCTBMM C NONWTHUKOW
npuBnnervd. Hanpumep, B NONWTHUEE MOXeT BbITe yKasaHo, YTO OOKYMEHT Jon#eH BbiTe

NoONKMCaH asTopom nubo onepatopomM W KOHTPpOoNepoM O0EYMEHTE.
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Kaxpan nognvceiBamllas cTopoHa vMeeT cepTudmkaT aTpubyTa, B KOTOPOM YHa3aHkl
LUEenW nNognucu, paspelleHHsie 3Tol cTopoHe. [pv NOANWCK OOKYMEHTa UeNb NoAnucK
0oBaBnAeTCcA K Bro MEeTaAaHHbIM KAK NoanucaHHeld atpudyt. MonuTuka npegcTaenAsTcs,
MCnonbays, K npumepy, cuHTakcuc SignatureRequirements B COOTBETCTBUM C DEKOMEHOALMAM I
ASTM E1762.

KoHTponep BeINONHAET cnenyollMe OeAcTBus:

- npoeepseT cepTudikkaT aTpuByTa Kawqoi NOgNUCABLIEN CTOPOHLI, pa3pelleqa Ny B

HEM UENb NOANUCH;

- YCTaHaenWeaeT, NPUCYTCTEYKOT M BC2 NOOANWMCH, TD&E}I‘EMI:IE NONMUTHECA NPUBKUNETAA.

A 11.5ABTOpHIALMA AOKYMEHTa

B atom npumepe Mcnonba3yoTcA MexaHuamel v atpubyTel, onpefeneHHsle B cTaHOapTe
ANSI X9.45 [46].

MNpUBANErdK 33ABMTENER NepefawnTcd B CepTWMKaTaxX AaBTOpM3auWMK. 33RBUTENb
MOMET MMETH HECKONLEO PONed, YKazadHblx 8 cepTuduearax ponu (HO B Kasabii MOMEHT
BPEMEHM MOMET BLINONHATE TONLKO OOHY W3 HWx). CepTudMkaT asTopu3auvM 3afBMTENs
coaep#sMT atprbyT allowableRoles, yKasbiBatoWKWKA, KaKWe pONKd MOKET BeINONHATE 3aABUTEN.

Lleneesie atpubyTol MOryT BBITh MZBNEYEHEI M3 AOKYMEHTA (Hanpumep, aneMmeHTsl XML},
COXpaHeHel B MecTHOW Da3e JaHHbIX MNKM BNOMeHsl B CTpykTYpy SignedData (otneneHHas
noanuce). Ana ceA3W 3TOA CTPYKTYPLI C UenessiM 00LekToM HCnons2yeTcA fangxect obbexTa.

MNonutuka npueunerkvid ekniodaetr 8 ceba tpeboeadna nognuck W ODLWYHD NONUTHKY
oBbABNEHWA, KaK ONUCAHo B PA3Qens KOHTPONA GOCTynAa.

KoHTponep  wCcnone3yeT  cepTWUkar  asTopW3auMk  33RBWTENA  BMecTe C
accoUMMpOBaHHLIMK cepTudmKaTaMu ponu, a Tawxe atpubyTel uenesoro obLeKkTa B Ka4YecTee
BXOOHLIX OaHHsIX 0DLWER NonuTWkW oDbABNEHWA, ONUCaHHOW B pa3sgens KOHTPONA OOCTyna.

Ecni TpEﬁl}BEIHHFI ITOM NONWTHEM BbLINONHEHL!, TO NPOBEPRAKTCA TpeBoBaHKMA K NOANMCH.
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Tekywana cTpyETypa [AadHsix nognuced (cogepsalian oaHy WNM  HEeCKONLKS nognuced
OOKYMEHTa, a8 Tak#e, BO3MOXHO, NOONWCH, KOTOPLIE WX 33BEpAKT) nNpoBepAsTcA  Ha
COOTEETCTEME NoNUTHKe TpeBoBadkd ¥ noanucd. EcnK W 3Ta nNpoBepKa BLINONHEHA YCNEeLHO,
TO AOKYMEHT CHUTABTCA BTOPHI0OBAHHLIM.
K cneumdmyHeim aTpubyTam, BrkNHYaEMbIM B cepTUdMKaT asTopraaynM, OTHOCATCH:

A) OrpaHUMEHMA JOKYMEHTOB, YKAZLIBAKLWMWE, YTO OH MOXET BhiTe NogNUCaH;

6) paspeledHsle ponu;

B) paspeleHHsle Lenu nognucH;

rl atpubyTel, ACCOUMUMPOBAHHEIE C OOKYMEHTOM, BRNKDYARA:

TUN QOKYMEHTA;
—  MECTOHAXOHOEHWE,
—  WAEHTUWEATOD NauMedTa;
- WaeHTUMEATOD CODLITURA,
—  WHOpMAaLWMID O 3aMeHe (YE33aTeNk Ha 3aMeHAeMbIM JOKYMEHT):
~  OpraHW3auui, Co3gaBLuyio JOKYMEHT,
~  JaTty v BEpemMA coDbITHUS,
- Oatel W BpeMA CO030aHWA W MOoOWDWKaUWKW OOKyMeHTa, JocTyna K
OOKYMEHTY!
—  OeHEXHYID CYyMMY,
—  CNWCOK KaTeropuw;
~  WHdOopMauWK o co3gaTens v aBTope (KOTOPbiX MOMKHO YCTAHOBWTE Takwe
no NogNUCAM JOKYMEHTA);
0) nognucaHHele atpubyThl, KOTOpble MOMYT ObiTe NPUNOMEHE K OOKYMEHTY,
BHIIHOMaA:

~  OaTty ¥ BpeMA NoanucK;

123

FOCT rocCTISO/TS 22600-3-2013 Crpatuua: 137/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocT ISO/TS 22600-3-2013

~  Uenb Nognucu;
—  BBINOMHAEMbIE PONK,
—  WAEHTUMOUKATOPEI NOANWUCEIBAKOLWETND CEPTUMMKATa M NONUTHKN,
—  MNpWYUHY NOONKMCK (TEKCTOBOE ONWCAHKE);
—~  BHHOTaLUMK,
— WAEHTUMMKATOP  YCTPOWCTBA  MCNONL3OBAHHOTMO  KPWNTOrpadMYecKkoro
MOOYNA,
Mognuck, 3aBepslWAas Apyryl Noandch, NepejaeTcd Kak HenoanwcadHbiA aTpubyT,

KOTOPbLIA NOANWMCLIBAET 3HAYEHWE NOONWCKY, Codepkalenca B cTpykType Signerinfo.

A 11.6Mopens poneeoro goctyna ANSI RBAC

B cranpapte ANSI RBAC paspewenna onpefenedsl kak AeWCTEMA HAQ 33LUMLLEHHBIM
ofbekToM; ofHaKo S3TOT CTAaHgapT He ONWCkLIBAeT HW  cneynduyeckue OeWcTBMA, HW
cneuncprueckme obberTw. OBbeKTsl MOryT CYWECTBOBATE HA PA3IHLIX NOTMYECKUX YDOBHAX.
Hanpumep, koHkpeTHbIe 0BbexTsl MoryT BLITe ONpegeneHsl kKaKk OTAeNbHEIE 3NeMEHTEI JaHHbIX,
Tabnuuel nubo arperartel 3NeMEHTOB AaHHeix W Tabnuy. K Bonee abocTpaktHeiM obbekTam
OTHOCATCA Npodouny paboT, 3afadn, CUEHaPWK MK LIary.

B cranpapte ISOMS 22600-2:2006 Ha pucyHke 9 npegcraeneHa cCxema poOnNeBoro
KOHTPONA O0CTyna, agantupytoowas cradgapt ANS| RBAC. Ha atom pucyHke nokasaHo, 4To
CBA3b (DYHKUWOHANBHLIX PONER C CeaHcoM npeacTaenAeT cobol  ceaHcoByw  ponk,
SKTUBMPOBAHHYIO B 3TOM CEaHCEe NONLI0BATENA, & CBA3L NONL3CBATENA C CeaHCOM onUCcLIzaeT
ceadc nons3oeatens. PazpelleHs, KOTOPbIE OOCTYNHL NONL3CBATENK, CYTh paspeleHun,
NPUMCBOEHHBIE pONAM, KOTOPpBIE B HACTOALWWA MOMEHT AaKTHBHB BO  BCEX CeadHcax
None30BaTENA.

Kaxablid KOMNOHEHT MOOENK COCTOMT M3 CyBKOMNOHEHTOB:

- COBOKYNHOCTE DA30BbIX MHOMECTE 3NeMEHTOR;
124

FOCT rocCTISO/TS 22600-3-2013 CrpaHuua: 138/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocT ISO/TS 22600-3-2013

- COBOKYNHOCTH OTHOLWWEHWA PONEBOTD KOHTPOMNA AOCTYNa, acCOUMMPOBAHHLIX C 3TUMK
MHOMECTBaMA 3NEeMEHTOB (cofep#allue NOAMHOXECTBa AekapToBa NPoW3BeOeHKA,
oboaHaYawWWe JONYCTHMEIE NDUCBAMBAHWA ),

- COBOKYNHOCTE OTOBpamawwnx dyHKUMA, KOTODLIE CBA3LIBAKIT YNeHbl oaHoro

MHOXECTBA INEMEHTOE C OaHHEIM YNASHOM ODYIoro MHOXKEeCTEA.

A.12 BEBHBANEHTHOCTL NONWTHE

Obmed WHdOpMaUMER © NPUMBUNErHA Mewdy 30HaMKW Ge30NaCHOCTHM BO3IMOMEH NO
COMALEHWID cTOPOH. Takoe B3aWMOOENCTEWME MEXIY 30HAMM NOONEXMT KOOPOMHALMW KaK Ha
TEXHUMECKOM, TEK W HA AOKYMEHTANBHOM YPOBHE.

MNpuw nepegaye WHQOPMAaLMW O NMPMBWNErMKM HeobXoOWMO OGECneyYnTs OOWHAKOBYID
WHTEPNPETALMK NPHUBMNETHW B Ka#Q0W 30He Ge30nacHOCTW. 3TOrM0 MOMHO OOCTWYb, CO30AB
CTAHOAPTHEIA KOMNNEKC NpueMnervid. TakoW KOMNNEeKC MOMET BKNKYATe B cebf B3auMMHO
OOHO3HAMHOE OTODpaMeHWe SKEWBANEHTHLIX NpoUeayp Mexay 3oHamu. YTobel gOCTHYb
TpebyemMol cTeneHd Ges30nacHOCTH, HeoBXOOWMO BbINONHATE TEXHMYECKYH) NpPOBEPKY
SKBMBANEHTHOCTH NEpPedaBaeMblX NPUBWNENHA.

WHdopMauua o nNpvBMneriy, nepefasaeMas MemOy 30HaMW Ge30nacHOCTH, MOMET
COfEepwaTe CBEOEHMA O PA3NW4HBIX AOMUHWCTPATUEHBIX CyDBEKTAX, HaNpWMep, AenoBbix
napTHepax WNW opraHuiaunaAx. Cornalwexdwe o nepejaqe NPUBMNErWA W WX WHTEpNpeTauWn
OOM#HO  QOKYMEHTMPOBATBCA, ODBIMHO — B «COMNALIEHWM [EN0BblX NapTHepoB». 370
HeoBX04WMO ONS Pa3rpaHUSEHUs HKPWIWYECKON, 3THHECKDH W NPaKTUYECKOR OTBETCTBEHHOCTH
CTOPOH B MHPPACTPYKTYPE YNPABNeHWA NpueMneriamMn. KpomMe TOro, Takoe COrNalleHne MoxeT
GbiTe PACLUMPEHO HA APYTMe CTOPOHbLI, B3IAMMOAERCTEYLWKWE ¢ MHDPACTPYKTYDOR YyNpaBneHws
NpUBUNErMAMK. JKBUBANEHTHAA NpOUEaypa BbINONHAETCA B WHPACTPYKTYPE OTKPbIThIX

KMoYMed © NoMOolWbH O0BABNEHMA O NPaKTUKe cepTUgHUEaLMK W NONWTHE CepTUgMKaLMK.
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.ﬁ.ﬂhTEpHETHEHHM BADMAHTOM ABNABTCA  WMCNOMNLIOBaHWE «0DLABNEHWA NOMNWTHEWY B

cneywduEalnr nonutuy eeb-cepencoe WS-policy.
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Mpunoxenne B
(cnpasodHoe)

PacwupeHnna cTpykTypel cepTithukaTa atpubyTa

Ons cTpykTypsl cepTudmkaTa aTtpubyTa onpegensd pad  pacluMpeHdi.  MonHyo

WHPOPMaLWMID MOKHO HAWTKH B cTaHgapTe ISOJIEC 9594-8.

B.1 BazoBble pacWMpeHWA ANA YyNpaBneHWA NPUBMNErHAMH

C nomowskw pacwupenws timeSpecification (cneundpukauma epemexd) 3a0akTcs
HOHKpPETHLIE NEepUodbl BPEMEHW, B TeYeHWe HKOTOpbix cepTudwmkar atpubyta momeT ObiTh
MCNONb3I0BAH.

B pacwupenun targetinglnformation  (uenegas  wWHQOPMAUKWA)  NepeyvYrcnAKTCH
KOHKPETHLIE CepBEpLl WKW CEPBUCH], KOTOPBIE MOMYT MCNONb30BaTe cepTudukaT atpubyTa.

PacwwpeHue userMNolice (yeegomneHWe nNONbL3OBATENA) COOEDHMT TEKCT, KOTODLIK
MO¥eT ObiTh NpOYMTaH BNagensueM cepTUdMKaTa N JoBepALLEN CTOPOHOW.

Pacwwpenue acceptablePrivilegePolicies (npuemnemsbie  NONWTHMEW  NPWBUNETIA)
HaknagsiBaeT OrpaHuYeHWe Ha MNOAWTHKA NPUBUMNEMMA, C KOTODBIMU MOMNET WCNoNb3oBaThLCA

cepTudMkaT aTpubyTa.

B.2 PacwupeHuAa ANA OT3bIBa NPUBHNETWK

B pacwupedwy cRLDistributionPoints (Todka pacnpeienedHda CUCKOE OTO3BaHHLIX
cepTUMKATOB) MOMHO YHA2AThb, HKAkMe TOuMKW pacnpefeneHWs CNWCKOB  OTO3BaHHbIX
cepTudukaToe ByayT cogepxaTe HopMauKn ob oTabiee cepTudmraTa aTpubyTa.

B pacwupernu noRevAvail (oTcyTeTeMe wudopMaumi of oTaciee) MoXeT ObiTh YKa3aHOo,
4TO MHbOopMauwa o cTaTyce cepTtudukata atpumbyTa He npepgoctaenaeTcs. OObidHOo Takoe

pAcUUpPEHWE MCNONB3YETCA B CEPTURMKATAX C OMEHE KOPOTKWM CROKOM J8WCTEMA.
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B.3 PacwuvpeHuna Ana MCTOYHUKOB NONHOMOYHHA

Pacwwupernue sOAldentifier (noeHTMdMKaATOp WCTOMHMKA NONHOMOYMA) YKA3LIBAET,
ABNAETCA NW Bnajeney cepTUPUKATA WCTOMHMKOM NONHOMOYMA. 3Ta wHMOpMaUWA MOMEeT
Takke NpefocTaBNATLECA APYTHMK CpeaCTBAMM.

C nomowsk pacwupedna attributeDescriptor  (onucaTtens atpubyTa) WCTOMHWK
NOMHOMOYMI  MOXEeT nyGnukoBaTe onpegenedHMa  aTtpubyToB  NpUMBMNErMd W Npaenna

AoMUHWpoBaHKMA domination rules.

B.4 PacwuvpeHuna ana ponen

Pacwwuperue roleSpecCertldentifier (cepTudwukar cneuwdwmkauuu ponu) coOepmuT
CCBLINKY HA CEepTUMUKAT, KOTOPLIM ONWUCHIBAET NPUBWUNENMW, HasHaueHHsble ponu. Cama ponb
MOMET BbiTe MASHTHWHUMPOBAHA C NOMOWEK aTpubyTa ponu role, ykazaHHom B cepTudwukate

aTpuByTa NoNbaosaTens.

B.5 PacwuvpeHuAa Ana generipoBaHia

C nomolwbio pacwupenus basicAttConstraints (Basoewie orpaHuyerMa aTpubyTa) MOKHO
YKa3aTk, MOFYT N ObITe JENerMpoBaHEl NDUBUNENMK, YKadaHHeie B cepTuiukaTe aTpubyTa.

Ecnv OenervpoBadHve paspelledHo, TO MoxeT ObiTe Takke YKazaHo pacluvpeHue
pathLenConstraint {orpaHuyeHme ANWHLN NyTH).

C nomowet pacwwpeHus delegatedMameConstraints (orpaHuyeHWe WMeH Oeneratog)
MOMHO YK33aTe NPOCTRAHCTEO WMEH, KOTOPOMY OOMKHb COOTBETCTBOBATL BCEe WMEHA
enagensuee ceptumkaTos aTpubyTa B NyTH AeNerMpoBaHKHA.

B pacwupenun accepiableCeriPolicies (npuemnemsie NonuTvkM cepTUdMUMpOBaHKA )
MOMHO YKA3aTe NpUeMneMebie NONUTHKW CePTURHKATOR OTKPBITLIX KNHYeH, acCoOUWMHDOBaHHLIE C

cepTiudMKaTamu aTpubyTa B NYTH JeNerdpoBaHna.

128

FOCT rocCTISO/TS 22600-3-2013 CrpaHuua: 142/155

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rOoCT ISO/TS 22600-3-2013

Pacwwuperue authorityAttributeldentifier cogepxuT cobiNky Ha oprad No NPUCEaWBAHMID
aTpubyToB, BEINYCTHMBLWMA AdaHHLIA cepTudwmkat atpubyta. Ero momHO MCnons3ceaTs AnA
NPOBERKW, YTO NONHOMOYMKMA Oprada no NpUCBavBaHWKD aTpubyToB OOCTATOMHBE ONA BeINYCKA

cepTudukaTa atTpubyTa © TaKUM PAcLLMDEHUEM.

B.6 PacwupeHun, npennokeHHbie opraHmiaumen IETF

Pacwwpenue auditidentity (noedTudukatop ayouTa) cofepsuT  wiedTuguratop,
KOTOPLIA MOXET WCNONB30BATHCA NPW aygWTe TPaH3akUuWW, BbINONHEHHOW C NpegbABNeHHeM
faHHoro cepTudwukata. OHO MOWET WCNONs30BATLCHA, KOMQA B COOTEBETCTEWM c TpeboBaHw:
38KOHOOATENLCTEA © MNepcoHansHblX OadHHbx  hakTudeckan woeHTuguykauua snafensua
CEepTUMKATA He OONKHA PasrnNawaThea.

C NOMOLL b KD pacllupeHua authoritylnfoAccess (aocTyn K HHPODMALKA
YNONHOMOYEHHOTD NWUA) MOXeT DTk YKa3aHo, rae MOMHO HalTw wHpopmaumio ob oTasiee
cepTudukara atpubyta. B HacToAlee BpeMA  SOWMHCTBEHHLIM  MEXaHWIMOM  OT3bIEA
CEepTUIMKATOB, WUCNONE3YIOWKMM 3TO pacliMpeHWe, ABNASTCA OHNAWHOBLIA NpOTOKON CTaTyCa
ceptudhukata OCSP.

C nomowkw pacwupedus aaControls (KOHTpoNe opraHa no npuceaveaHnid atpubyTos)
MOMHO YKA3aTh, Kakue aTpubyTel paspelleHs!, a Kakve 2anpelweHsl B atpubyTe ceptudmkaTa,
BLINYCKAEMOM ODraHa no Npuceaveaduio atpubyToe. 370 pacluvpeHie MoXeT DbiTe BKMKMEHD
B CepTWdMKAT OTHDLITOMO KMKWYa Oprada no npuceaveadHuw aTpubyTos. 370 pacwWpedue

MOEET Takke COOepXaTe OrpaHM-eHne ANHHEl NYTH.
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Mpunoxenune C
(cnpasovHoe)

GFEEHEHHE TEPMHWHOMNOIKMKA

Tabnwua C.1 — CpaBHeHWe TEPMUHONOMMK
TepMWHONOIMA CTAHOAPTOR TepMUHONOrWA OpyTUx Mepeson
S0 CTAHOAPTOBR
MNpumep: ISOEC 10181-3 Mpumep: OASIS XACML

Access Control Enforcement | Policy Enforcement  Point | Touka npuMeHEHMA NONUTHEK
Function (AEF) (PEP)

Access  Control  Decision | Policy Decision Point (PDP) Touka NPUHATHA peleHWA o

Function (ADF) NOMNMTHEE

AcCCess Control Decision | Hequest Context KOoHTEKCT 3anpoca

Information (ADI)

Initiators Access Requester MHWuMaTop

Target Resource Pecypc

ADl Element (dpopmar He | Attribute (B popaare XML) ATpubBYT

3a0aH)

Initiator  ADI {dopmat  He | Subject (B dpopmaTte XML) CybberT

3anad)

Attribute Certificate (HEe MCnons3yeTca) Ceptudukat arpubyTa

Rule Element (cgopmar He | Condition JAneMedT npaexnna

3anaH)

Claimant (He B cranpaprte | Access Requester SAABMTENL

ISOIEC 10181-3)

Context ACI Environment KoHTeKCT HHPOPMALKA
KOHTpONA OocTyna

Access Control FPolicy | Policy (XML Format) MonuTHKa KOHTPONS gocTyna

(hopmMaT He 3a0aH)

Target Target Ueneeor obbekT

(He B crangapre ISO/IEC | Role Policy Set Komnnekc nonuTHK pon3

10181-3)

(He B cranpapre |ISO/EC | Permission Policy Set Kaomnnexc NONWTKME

10181-3) paspelleHui

Role Specification (He B Cneyndrkayma ponu

craHnoapte ISQ/EC 10181-3)

Role  Assignment (He B HaaHaueHne ponm

craHoapte ISO/AEC 10181-3)
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Mpunoxenune D
(cnpaBovHoe)

anMEphl ynpaeneHWA MONUTHUKOM K npegcTaBneHMA NONHMTHKK

D.1 NMpumep obbLABNEHWA Ha A3bIKke SAML

Hactoswee npunoxeHwe He npedbABNAeT TpebOBaAHWMA K NPeacTaBNEHWK NONWTHE
npueunervid B KodHedyHon cucreme. [anee pgad npumep  ynpaenedHWs NOAUTHKOA W
NpeacTaBNEHMA NONUTHEK C NOMOLWbBK 0DBABNEHWIA HA A3bike SAML:

=512:Envelope=
<512 Header>
<wsse. Security>
<saml:Assertion
Assertion|D="_adf55-01d7-40cc-929f-dbd8372ebdfic”
lssuelnstant="2003-04-17T0O0:46:022"
lssuer="www.opensaml.org”

MajorVersion="1

MinorVersion="1"

</saml:Assertion=
<wsse:SecurityTokenReference wsu:ld="STR1"=
=wsse Keyldentifier wsu:ld="_"
ValueType= hitp://docs.oasis-open/wss/oasis-wss-saml-token-profile-
1.0#SAMLAssertion|D=>
-a75adi55-01d7-40cc-929f-dbdB837 2ebdfc
=lwsse SecurityTokenReference=
</wsse:Security>
</512:Header>
=512:Body=>

</512:Body=>
=/512:Envelope=
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D.2 NpeacrasnedHue NONUTUKKN HE Ha A3bIke XML

Nanee npuBegeH npumep NpeicTaBNeHWs NONUTHKW aBTOPH3AUMM Ha A3bIKE NOTMEKA
npegvkaTos:

canActivate(cli, Clinician{org, area))

ra.is-certified-NHS-clinician-cert(cli, org, area, start, end),

is-registration-authority(ra, org),

no-main-role-active(cli),

Current-time() 2 [start, end]

Nanee npueefed NnpUMep NpeacTaBNeHWA NONMTUKW HA A3bIKe NOMMKK NepBOro NopAaKa:

Yuiuser, r; riroles, i# |

uerole_memberships(r;) A uerole_memberships(r;)

— I & mutually_exclusive_authorization(r;}

D.3 Npumep npeacTaBneHna NONUTHUKK Ha A3bIke XACML

B cnenyiowem npuMepe, NoKa3sblBalwemM NpeacTasnedHde nonutukk Ha assike XACML,
anemenT <Apply= BLINONHAEST MaTemMaTU4ECKYID DYHELMID
"urn:oasis:names:tc:xacml:1.0:function:date-add-yearMonthDuration”,  BmuMCnNAKLWYK — OaTy
WecTHAeCATUNETHA naukedTa. OH Takke UNNDCTPUPYET MCNONBE30BaHWE NpeaukaTtos B popme
dhyHEUMK ¢ uoeHTMdukaTopom functioned, pasHeim "urnioasis:names:tc:xacml:1.0:function:and".
B atom npumepe ogHa yHKUMA BNOo#eHa B anemedT <Condition>, a Ha Opyryi ecTe CCblNKa &
anemedTte <VariableDefinition=.

<7?xml version="1.0" encoding="UTF-8"7?>

<Folicy xmins="urn:oasis:names:tc:xacml:2.0:policy:schema:os™ xmins:xacmi-

context="urn: oasis:names:tcxacml2.0:contaxt:schema:os”

xmins:xsi="http:/fwww. w3 .org/2001/XMLSchema-instance”

xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:policy:schema:oshttp://docs.oasis-

open.orgixacmliaccess _confrol-kacml-2.0-policy-schema-os.xsd”
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xmins:xf="http/fwww. w3 org/TR/Z2002/W D-xquery-operators-20020816/#"
xmins:md="http:www.med.example.com/schemas/record. xsd”
Policyld="urn:casis:names:tc:xacml2.0:example: policyid: 27
RuleCombiningAlgld="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides">
=PolicyDefaults=
<XPathVersion=http/fwaww. wi.org/ TR/M999/Rec-xpath-19891116</XPathVersion=
</PolicyDefaults>
=Target/>
=<V ariableDefinition Variableld="17590035">
<Apply Functionld="urn:0asis:names:tc:xacml:2.0:-function.date-less-or-equal"=
<Apply Functionld="urm:oasis:names:tc:xacml:1.0:function.date-one-and-only™>
<EnvironmentAttributeDesignator
Attributeld="urn:casis:names:tc:xacml1.0:environment:current-date”
DataType="http:/fwww.w3.0rg/2001/XMLSchema#date”/>
</Apply=
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function.date-add-
yearMonthDuration"=
<Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:date-one-and-only"=
<AftributeSelector
RequestContexiPath="{/md:record/md:patient/md:patientDoB/text(}"
DataType="http/"www. w3.org/2001/ XMLSchema#date”/=
<IApply>
=AftributeValue DataType="http:/www. w3.org/TR/2002/MW D-xquery-operators-2 0 02
0816#yearMonthDuration"=
<xf.dt-yearMonthDuration> P16Y</xf.dt-yearMonthDuration>
</AttributeValue=>
</Apply=
</Apply>
<V ariableDefinition=
<Rule Ruleld="urn:oasis:names:tc:xacml:2.0:example:ruleid:2" Effect="Permit">
<Description=
Nwuo  mometr uvtate nN0byw  MEOWUWHCKYK  KapTy B NPOCTPAHCTBE  MMEH
http:/fwww.med.example com/records . xsd, KOTOPYH) OHO CO3JAN0 WNW KOTORYH BeOEeT, npu

YCNOBKWKM, YTO NauKeHTy Medbwe 16 net</Description=
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=Target=
<Resources=>
=Resource=>
<ResourceMatch Matchld="urn:oasis:names:tc:xacml:1.0:function string-equal"=
<AttributeValue
DataType="http./fwww.w3.0rg/2001/XMLSchema#string"=http//www.med . example.com/schem
as/record.xsd</AftributeValue>
=ResourceAltributeDesignator
Attributeld="urn:casis:names:tc:xacml:2.0:resource:target-namespace”
DataType="http:/fwww.w3.0rg/2001/XMLSchema#string"/>
=/ResourceMatch=
=ResourceMatch Matchld="urn:oasis:names:tc:xacml: 1.0 function:xpath-node-
match"=
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchemaitstring">
/md:record </AttributeValue=
=ResourceAltributeDesignator
Attributeld="urn:ocasis:names:ic:xacml:1.0:resource xpath”
DataType="http:/fwww.w3.0rg/2001/XMLSchema#string"/>
=/ResourceMatch=
=/Resource=>
</Resources=
<Actions>
=Action=
<ActionMatch Matchld="urn:oasis:names:tc:xacml: 1.0:function:string-equal"=
<AttributeValue DataType="http:/f'www. w3.org/2
001/ XMLSchema#string">read</AttributeValue>
<ActionAttributeDesignator
Attributeld="urn:casis:names:tc:xacml:1.0:action:action-id"
DataType="http:/fwww.w3.0rg/2001/XMLSchema#string"/=
=/ActionMatch=
</Action=
=<fActions>
</Target>

<Condition>

134

FOCT rocCTISO/TS 22600-3-2013 CrpaHuua: 148/155

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-22600-3-2013
http://GostExpert.ru
http://GostExpert.ru

rocCT ISO/TS 22600-3-2013

<Apply Functionld="um:oasis:names:tc:xacml:1.0:function.and"=
<Apply Functionld="urn:oasis:names:tc:xacml: 1.0:function:string-equal"=
<Apply Functionld="urn:oasis:names:tc:xacmi:1.0:function:string-one-and-only"=
<SubjectAttributeDesignator
Attributeld="urn:casis:names:ic:xacml:2.0:example:attribute:parent-guardian-id"
DataType="http./fwww.w3.0rg/2001/XMLSchema#string"/>
</Apply>
<Apply Functionld="urn:oasis:names:c:xacml:1.0:function:string-one-and-only"=
=Attribute Selector RequestContextPath="//xacml-context:Resource/xacml-
context:ResourceContent/md:record/md:parentGuardian/md:parentGuardianid/text()"
DataType="http:/fwww.w3.0rg/2001/XMLSchema#string"/=
<iApply>
<IApply>
<VariableReference Variableld="17590035">
</Apply=
=/Condition=
=</Rule=

=/Policy=
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NMpunoxenne QA
(cnpaeo4Hoe)
CBefeHWA O COOTBETCTEBMM CChINOYHbLIX MeMrocyoapCcTBeHHbLIX

CTaHOApPTOB MeXAYHapOoAHbLIM cTaHAgapTam (MexayHapoaHbIM OOKYMEHTaMm)

Taonwua A

OBo3HavYeHWe CobINOYHOND CTenedb OBoaHaYeHWe W HAUMEHOBaHWE
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