PENEPANBHOE ATEHTCTED

N TEXHUWYECKOMY PErYNHPOBAHWED K METPONOIMAK

HAUMOHANBbHLBLIW TOCT P
ks ol NCO/MIK 24767-2—

POCCUMHACKOMW
QEOEPALMUM 2018

MHhopMaUunOHHLIE TeXHONOMrMK

BEE3ONACHOCTb JOMALUHEW CETHU

acTthk 2

BHyTpeHHMe cnyxbbl bezonacHOCTH.
Be3onacHbIM NPoOTOKON CBA3M ANA CBA3YHOLero
nporpammHoro obecnedyeHun (SCPM)

(ISOJIEC 24767-2:2009, IDT)

Hananwne opruMansHoa

ST T IE ]
Crannaprandiops
il 2014

GostExpert.ru
https://GostExpert.ru/gost/gost-24767-2-2018



https://gostexpert.ru?utm_source=pdf&utm_medium=58906
https://gostexpert.ru/gost/gost-24767-2-2018?utm_source=pdf&utm_medium=58906&utm_term=page

MacT P MCOM3IK 24767-2—2018

MNpeaucnoewne

1 NOOQroTOBNEH denepansHeEs rocylapcTReHHBIM DHRIEeTHEIM 0EpaAZ0BATENEHEIM YHDEHOEHKEM
BRICIIEND 0Gpaa0BaHMA «Poccyicsid JKCHOMKUYECKAR yHraepoKuTeT WM. B, MNnexavoeas (SIEOY BO «P3Y
vd. MB. MNMnexadoeas ) Ha ocHoBE COBCTEERHOMD NEPEROAA HA PYCCHHMR AZbIK AHMOAILIMHOH BERCHH MEKDIVHA-
POOHOMD CTAMOARTAE, YEAIAMHOD B NyHKTe 4

2 BHECEH TexHW4ECckHM KoMATETOM Mo cTadgapTraadkd TH 22 « MHdopMauonrse TEXHONOMM

3 YTBEPX¥OEH W BBEJEH B QEMCTBWE Mpuraszom PegepansHoro aresTcTea no TENHWSECHOMY -
MYNADOBAHKIO W METPOMROMAM oT 4 ceuTabpa 2018 © N2 558-cT

4 HacToswKWd cTaHdapT MaeHTHYeH MexdyHapoaHony cradnapty MCOM3K 24 767-2 2008 «Wudop:
MALMOHHEE TEXHONOTHK. BEI0NACHOCTE AoMawHed caTH. HacTe 2. BHyTpeHHHe chivibsl GeaonacHocTd, bes-
ONACHBIA NQOTOKCN CEAJW ONA CEAIVIOWETS nporpaMMicro obacnedenna (SCPMe [ISOVIEC 24767-2:2009,
aInformation technology — Home network security — Part 2: internal security services — Secune communica-
tion protocol for middleware (SCPM)=, IDT).

Mpk NPHMEHEHWA HACTOALEND CTAMJARTA PEKOMEHTYETCR HENONEIORATE BMECTO COBINGHHEIX MENIYHA-
poOgHE CTEH4APTOR COOTBATCTBYRIWME MM HALWOHANLHEIE CTAHOAPTEH PoccWicrol Peepaumi, CREgeHnA O
KOTODGIX NPHEEOEHE B OONONHATENEHOM NEMNCHEHAR 4

& BEBEJEH EMEPBLIE

Mpaguna NMoUMeHSNUR HECMaAWe20 cmakdanma YyemanoamTeks 8 cmambe 26 PedepansHoss 2aKoHa
aim 29 wiasna 2015 2. Ne182-03 « O cmandapmusauuy @ Pocoulickol Dedepayuus. Mrchopratus of uave-
HEHUAY ¥ HICMOAWEMy cmatddapmy nyfnukyemcs @ emescdnon (M0 COCMOANUK Ha T AHeaps MmekyLujess
2oda) uMgropMaULIGHROM YEasamena «HayuoHansHee Cmandapmers, 8 GRULUansRBD MEKCTT UIMBHEHLT
U ONDSEoR — 8 GHEMECAYHOM UHHODWaLLORHOM PEaramene sHayuoHanstbie cmandapmelr. B cayuas
NSpEcMOmpa (FaMelbi) UL MMEHL HACMaAWea0 cirandapima coomaamemayailee yaedounarue bydaem
anybnuroeano 8 DNuwatives EeiTYCHE GXEMECANHOZD UHIODMALUONHOZD Vyrazamens sHayuoHanstee
cmakdapmie. COMMEememEyioilas uMghopMayua. YeedoMIauue o eyl DIIMELATICA MaKwe o wi-
HOOMAUUOHROD cucmane olWes0 NONLINEAHLA — Ha OuULansHoM cadme QedepanbHo20 a28HmMCmas o
MEXHUHBCKOM)Y DESYIUDOSIHLID U MEMPponosUy & cemu HumeapHam wwaw.gost.ru)

& CtampapTirpops, adopanesue, 2018

HacToAwmi CTAHAIPT HE MOKET BEiTe NONHOCTER WK YECTHYHO BOCTDoMIBEREH, THRANKMPORAH W pac-
APOCTOaHEN B KAYECTDE GPMUMANEHOrD Waganra Ged parpeeHHMs CenepansHone areHTCTea No TEXHUYeckn-
Ry DECYTHADOSBAHKIO 14 META0T0MIAL
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EeegeHne

HMCO (MexovHapodHas opradHraania no cTaHgapTiaadmn) @ MIK (MexagyHapoaqan anekTpoTexH e
CEAR KOMWCCKHA) oDpaayioT cNeurannIvpobatHys CUCTEMY BCEMUPHON cTandapTraauun. NocydapcTEeH IS
Opradel, ABNAKALHecH Jnedany OO wne M3K, y9acTeyioT B paspadoThe MemayHapoOHBEE cTaHaapTos No-
COeOCcTEOM TEXHHYECKMX KOMWTETOR. YuacTHe B pa3paboTe cTaMaapTa B KOHKDETHON 0DNacTh MOMET NpH-
HATE MOGOR 33WHTEPECOBAHKBR DPrad, AENARWKACA “nerom MCO wnu M3K. Ooyrke MexdyHapoqHsle opra-
HHUIALUMK, NPABUTENLCTEEHHBIE W HENDABEMTENECTREHHLIE, KORTAKTUDYIOWME ¢ MCO 1n M3K, Takse NprHEMManT
yHacTHE &8 pabore.

B ofnacTd WHpopMaUHoHHelE TexHonorki WMCO w M3K yupeoune O6LeguHeHHBIA TEXHHYBCENA KO-
MUTeT, MCOMIE CTK 1. NposkTel MEROYHAPOOHLIX CTAHOADTOR, NOANCTOBMEHHEE O0beOMHEHHBIM TEXHK-
YECKMA KOMWTETOM, PACCHINANTCR HAUMOHANEHLIM KOMATETaM Ha ronocosadde. NMyGnukayna 8 kadecTee
MENIYHAPOOMOrD CTAHOApTA TPEOYaT YTEEPHMOEHAA HE Makes 48l 73 % HAUWOHAMNLHLIX KOMATEToR, y4a-
CTEVIOWWX B MoNocoBaHHK.

CHEMUHENsHBIE PEWeHKA Wnv cornawenna MK v MCO no TexddYyeckids BONpocaM BbipaeaT, Ha-
CHONBED 3TO BOIMTHHD, MENOYHADGAHOE COTNACOBAHHOE MHEHWE NG OTHOCALMMCA K JBMY BONPOCaM, TAK Kak
KO TEXHHUYECKWA KOMKTET MMEET NEEOCTARMTENER OT BCEX 33MHTEPECOBEHHLIX HALWMOHANLHEIX KOMATE-
TOR — yYneHoe MK 4 MCO.

MyBnuxagua M3IK, MCO w WCOMIK wmeoT dophy pesosMeHdal it GNA MesDyHapoaHoms Henonbao-
BAHMA W NPHHAMEKTCA HAUKOHANLHEIMK KOMATETAMA — dnedamd MIK o MCD dmMesio B TAK0M MoH M3 kK.
HecroTpa Ha BoE NPUNOoREHHEIE YoUNHE 0NA 0Gecnade A TOUBOCTH TEXHWYECKOMD Cogepsanna nytnukagmia
3K, MCO w MCOMIK, M3K i MCO He HecyT OTEETCTEEHHOCTE 33 T, KaKMM obpaiom OHH MCRoNBAYIoTCH
KW 38 WX HENDABMAEHYIO TRAKTOBEY KOHEYHLIM NONsI0RaTEmNEM

B uenax obecne4edHa MexoyHapodHoR yHrriaume {(80qH0R CHETEMBL), HALKMOHANBHEIE KROMWTETE
M3K 1 MCO oGAaavioTeA obecnEYuTe MakCHManeHyR NPoapadHocTe NPHMEHEHWA MEKOYHADOOHEE CTaHZaD-
ToB MK, WCO W MCOY M3K, Hackonkko 3To NO3s0NAInT rocylapcTEEHHEE 1M PETMOHANbHBIE VoNOBKA OaHHOH
cTpank. MMoboe pacxowaerke smexdy nybnwkausany MCOMESE 1 CoOTRETCTEYIOWMMEA HALMOHANBHBLIMKA MK
PEMMCHAMNSHEIMW CTARIARTAMA SOMKHD GhiTe 4eTHo o003HaqYe o B RocnegHus:.

MICO 1 MOK He npeaycaMaTpraasT NPoUeIyDbl MaprMDOEEK 1K HE HECYT GTEETCTREHHOCTE 3a nnboe obo-
pyaoBaHiHe, JAABNEHHDE HA COOTRETCTBME QOHOMY #a cTasgapTos MCOVRSEK.

Boe NoNe30BaTENM SOMMHE YEOCTOREPWTRECA B WCNONGICEAHWA NOCNEGHEN HAgaHWA HACTOALEA My-
DAL,

MK wnin MCO, WX pyKoRCOCTES, COTPYOHMEKW, CIYMAWME WM NDEOCTABMTENNA, BENMYAA OTOENbMbIX
IKCMEOTOR W YNEHOB KX TEXHMHYECKHX KOMUTETOR, 3 TAKKE YNelk HAUNOHANsHLX KoMATETOR MK Mnn MCO
HE HECYT OTRETCTBEMHOCTH 33 HECYACTHLIE CMyYad, MATEDWANEHER YWepD Wik WHOW HaHeceHHBIA yweaph,
NPAMSE KNY KOCERHHEIR, MNK 33 33TPparel (BKNK4aA CyYDebHble H3NeDWKN], NOHECEHHLIE B CBAIM © NyONHEa M-
&M MNK BENEACTEWE HWCTONBI0BAHMA HAcToAWweH nybnkadk MCOMIE wne apyroi nyBndkaging MaK, MCOD
unet MCOMISK.

CleoBoro BHMMaHUA TReDyeT HODMATWEHAA QOKYMEHTALMA, UMTHPYEMaA B HacToAWER nyEnkaumn. M-
NOMNL30BAHWE CCLINOYHEX GOKYMEHTOE HEORXOODUMS ANA NESBMNLHOTD NEMMEHEHHA HACTOAWER MyGnMKawumMm.

CHpawasTes BHHMaKWE Ha TO, 4TO HEKOTODGIE IMNEMEHTEl HACTORLLEMND MEHTYHAPCAHOID CTAHO2PTA MO~
ryT OkiTe 0OLEKTOM NaTEeHTHEX Npas. MCO 1 M3K ve HeCyT OTBETCTEEHHOCTH 33 ONPedene e KaKoro-nubo
KW BCEX TAKKME NATEHTHEE NPaB.

Mexayrapooked ctannapt MCOMIK 24767-2 Gein paspabotad nNogromMueTeToM 25 «Branmocanan
BODYDORAHKMA ON8 AHDOPMALHOHHEX TeXHoNoMid: OEbequHeH orD TexHrHYeckore komuTera MCOMSK 1
« M HDODMALWOHHEIE TEXHOMOMAKN

MepedeHs BCEX AMEHILLMECA B HACTOALWESE BpeMA YacTel capud MCOMIK 24767 nog oblMmM HasBsaHH-
en «HrdopasadrorHble TexHoNoran. BeaonackocTes JoMallHen CETH: NpegeTaaned Ha cante M3,

W
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HAUWMOHANBHBIA CTAHOAPT POCCHMWMCKOW OEAEPALMM

HMHpopMauHOHHLIE TEXHOMOMAK
BE30NACHOCTE OOMALUHEW CETH
YacTtk 2

BHyTpeHHWe cnywbLl GelonacHacTH.
BesonacHbid NPOTOKON CEAIW ANA CEBA3YKWEro Nporpammeore obecnederna (SCPM)

informabion technology. Home netwark secunity. Part 2. Internal securnty semvices. Secure communication proteoal for
middhewars {SCPM)

Oata seegenyn — 2019—02—01

1 OBbnacTe npUMeHEHUA

HacToswmi cTangapT onWcHBaET BeIonNacHocTs obopyooBaHMA © OrPaHHYEHHEBIMK BOIMOKHOCTAMA ©
TOHKA APEHAA NPRMEHEHAA HHPOPMALWOHHEX TEXHONOMMA B JOMALLHAE CETAX. DeacnacHsid NPOTOKON CBRIM
ONA CBAIVIOWETD NporpamMmHore obecnededda (SCPM) npexoe Beero paspatoTad 0nA NoOgepskd CeTesnn
GesonacHocT {cM. 5.2) obopyaocEaHka, He NOJOepHHEIIOWETD NPOTOKONLl WHTEPHET-DeIoNacHoTTH, TakHe
kak IPSec unu SSLTLS. HecsmoTpa Ha T, 4TS JaHHbIA NPpoToxon paipaboTas gna HeaalwMILeHHoN nepegaqdm,
OH TAKHE MOHET MCRONELI0BATECA JNA SPYIHE THNOE NEPenaqYn JasHex. PaayMeeTca KkadecTEEHHEIR YPOBEH:
oy BeaonacHocTk npoTokana SCPM He cooTBeToTEYET YRORHIO NPOTOKCNOR WHTEPHET-BE3I0NACHOCTA, HO
checnequpaeT GelcnacHoe NOAKNICHEHWE TAKOTD NDOMERKYTONHOTD NOOTPaMMHOTS OBeCneYeHHR B paMEax
DOMALLHER CaTI.

Mpotoken SCPM He 3amMeHseT CYLLSCTEVIOWHE MEXaHIMe obecnede i BeaonacHoCT NpoToRONoE,
KOTOpkiE yxe Deine onyEnukosanHs .

Mpotokon SCPKM obecnedypaeT GEIONACHOCTE HA CETEBMM YROBHE M HE OCHOBAH HA KAKOM-NHED oo
Gom cnocobe Nepetadd JadHad. HacTorwei cTaHiapT coepsdT NagpobHele TEXHUHECKHE cnedddukaL K
MoOQAEpHHBASMbIX CNYHE GE3onacHOCTH, HEOBXOOHMBIE PODMaTH COODLWEHWA, MHDOPMAUWMOHHESS NOTORA K
cOpaboTky ZaHHbly DDarMesTos MHDOPMALKA, HeoldagrMele aNA pPeanviagin JaHHoNd NEoToRoNA.

Takmm oSpa3om, B HACTORILEM CTAHOADTE HE PACCMATPHBAKTCR NPOSNEMEl CPEOLI QaHHLIX MK OSLWeR
APXKHTEKTYDE CACTEMEl DE3I0NACHOCTH W HE OXBAYEHLI BOE TENHOMNOMKW JOMEWHKE CeTeld. OnncaHHLA B Ha
CTOALWEM CTadgapTe NPoOTOKON HE JABKWCHT OT WHDOPMAUKOHMHOA cpedel. B cTawgapTe pernaMedTHRyTCA
cnywBsl BEICNICHOCTH HA CETEEOM YDOBHE ONA NPOTOKONOE, KOTODBIE HE WMEOT KoHEMWETYRLER XM
AAQECcALKA Ha CETeROM ypoBRHe. CTnywbhl BRIONACHOCTA CETEROMD YPOBHA NESOCTABNEHE! COMETAHWEM HC-
NOMNE20BIHWA KDHNTOMPaHHYEChHY M 33WHT X MEXAHAIMOB.

Kaxabid NpoTOKDN ACMEEH COOeDMaTE NoOGPOSHYI0 HHPOPMALKIO MO PEANMSALKK BaHHOR ZaluTs=. Jna
cHoTeMe HES, nogoepsueaowed Sonaee oaHoro NpoTokona, TpebyeTcR LWin: NpoTokanos.

Tarxm obpasois, HACTOAWME CTAHOAPT HE GNpPeRENAET KAKOA-NAG0 KOHKPETHRIR THN NEWNCHKEHAR, 38
HCEMIOYEHWENM YNPAENEHWA SNI0YaMK, KOTODOE MH3HEHHD HEOSXoOWMMo gna mobod ciy#bsl BE3onacHocTH.
Tenm He MEHEE, CIPAHMHEHRKHS N0 THNAM MPUNoHEHRR, MCNONBIVEMBIX C NpoTokonosm SCPM, oToyTeTeyRT

2 HopMaTHBHLIE CCbINKK

OnA NoNe30EaHWA HECTOALLWM CTAHAaPTOM HeOGXOgWME CNedyWKe CTaHgapTel. AnA aTHpoBaHHbIX
CCRINGK NPUMEHANT YRAIZHHYIO BERCHK CoRINCHHOTS CTaHgapTa. [AnA HegaTupoBadHsEE — NocnegHes Waaa-
HHE CTaHOApTa (BENK4aR NobLe NoNPaBkK K HeMy).

Wanauue oduHansHoR
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ISTHIEC 10116, Information technology — Security techniques — Modes of operation for an n-bit block
cipher (ISOMEC 10116, Mudopraynoniese TexHonorid. Metoge cbecnedeHds GezonacHocTH. PEXUME pa-
BoTel BNA M-0UToBRIX BNoYHEE Wkdpos)

3 TepMUHEI, ONpegeneHUA U COKPaLWEeHWA

3.1 TepmurHbl ¥ onpegeneHna

B HacToAwes CTAHJARTE NPUMEHEHE! CNE0YHILLKME TEDMUHE M ONPENENEHHAA.

2.1.1 koMtbuaeHLHANBHOCTL: CBOACTED, OOECTeYMBAWLES HEQOCTYTHOCTE ¥ HEDASMALLEHKE HH-
POPMALKA HEYNONHOMOHEHHBIM TWUAM, ORraHnaaLnaM MmNy Npouaccam.

3.1.2 ayTeHTidMEaAUMA AanHbIx: Coysba, dononeayemas ana obecnesdedds KOppekTHOR Baprdvia:
LM MCTOYHHES JaHHB, IARENEHHON0 CTOROHOR GNA YCTAHOBAEHHA KAHAMa CEAIM.

3.1.3 uenocCTHOCTE JaMHkIX: CROBCTEO, NOOTESDHIIINWEE, 4TO JaHHBE He SbiNM WIMEHEHL A
YHULSTOMEH L HEPAIDe e HHEIM 0DDAZ0M.

3.1.4 yaen yeTaHoBKKW knoya: Oprad. CTEETCTESHHLIA 38 FeHERHDOBAHME, PACNPOCTRAHEHNE KNoHeR
W YNpaeneHie Wi,

3.1.5 MAC-agpec: MNooonod ypoBHA YNPARNEHKR J0CTYNOM K CDede NeQedaqyi KaHaneHor YpoBHa 1no:
MoNb3yEMONs NPOTOKONE NEPEdaqy GaHHbIX.

3.1.6 kagp coobwerun: MudrmaneHel GRok JadHeX, NEpefasaesbia MEKDY VIN0oM DOMILLHAK
YVCTROWCTE W CHCTEMOR YIPABRNEHHA JOMALHKMKA YCTPORCTBamMM.

3.1.7 BHenonocHan Nepaaadya AanHHLIX: Menons3IceaHne CpedcTs Nepedadi JaHHbix, oTNRYai0wH=ca
OT TEX, KOTOpEE TREEYTeA ANG Nepegady JaHHex No KaHamy CER3K.

3.1.8 sanpawneaesMan cnyxba: Cetenol yian, oTReYAUMA Ha cnykeb bl 3anpock.

3.1.9 venunaTop cnyXBen: CeTerol 38N, KOTOD®IM HHMUKHDYET CywebHBIE 3anpocsl.

3.1.10 ayreHTHipHMKaAWMA NonbIosaTena: Cnywba ana oSecnevyeHya KopReEsTHOR NPOBSDEA KOEHTH-
PUEALUWIHHOW HHDOPMaLKK, NPEGCTABNEHHOH YHACTHHEOM KOMMYHWEILWA. [TpKr aTomM cny=ta aaTop«Iagmnd
ODECTIEEMBAET A0CTYN KISHTMDUUWPOBAHHOIS W ABTOPMI0BAHHOTG NONEICEATENA K EOHEPETHOMY YCTpORCTEY
W MPANOHMERMK GOMALLHEN CETH,

3.1.11 BToOBAA TEXHMER: YCTPOWCTEA, NPUMEHAEMBIE B NOBCEAHEBHON #HIHK, HANDWMED KOHGNL KO-
HED, XOMOaMNEHKK, W T.0.

3.2 CorpalgHHa

B HACTOALEM CTAHOADTE NPUMEHEHSE CIIEOYHILLWE COXDALIEH WA

ADATA —  {Application DATA [7.1.5)) gadHeE Npunoxedna (7.1.53),

BC — {Byte Counter [data length in bytes of the following data payicad [size of ADATA)]) cueTymk
GaiTos [anKHa Qanksx B GadTax nocneqyseulen noneadoh suibopsmacun (pasmep ADATA]];

BCC — {Block Check Code (7.2.6)) ko npoaepsy Gnoeos (7.2.6)

CBC — {Cipher Biock Chaining) cugnnedue BNokos WWppTEKcTa;

CPU —  {Central Processing Unit) yettpanesos npoyeccopioe yotpoictao (LIMY);

vy — {Destination Address (of a message frame)) agpec HaaHa4eHHA (Kagpa coobleHHA),

CCL —  {Data-Link Laver) kasanuHslid ypoBeHs;

DES — {Data Encryption Standard) ctakgapT wrdipoBaHMa GaHHbIX;

OH —  {Diffie-Hellman {was the first published public-key algorithm and it can be used for key dis-

fribution)) anmoprts Juddn-Xennsada [(Gon nepibiM  ONyBNUEOBIHHEM - ANTOpKMTMOK
WAPOBAHAR C OTKDEI Tk KNOWOM 4 MOKET MCNONE30BATECA ONA pACNpOCTRaHEHAA KNIOUel);

CoS — {Denial of Services) oTxaa B obonyEHMBaHKK,
HC — {HeaDer {of the message frame)) saronoeck (Kagpa coobleHMA);
HES — {Home Electronic System)] goMallHas aNeskTpoHHas cUcTaMma),
IP — {Intemet Protocol) aeTepHeT-npoTokan,
IPSec — {IP Security protocol) npotoxon GesonackocT MHTEpHET-NDOTORONE;
2
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IPvd —  (Imternet Protocol version 4) MHTepHeT-NRaTokon, sepoks 4,

IPvE —  {Intermnet Protocol version 6) MHTepHeT-NpoToRon, BepcKA 6

I —  [Initalization Veclor) BekTOD MHHLHMANKHIALKA [CHHXDONOCENER )

KN —  [Key Setting Node) yaan yCTauoBKW Kmoda;

MAC —  [Message Authentication Code) koa NEoBEPKK NOONWHHGETA SOOBLYEHWA,

MDAS =— [Message Data Authentication Signature) nooniics NPoOBEpKA NOQEHHHOCTE GaHHBR coDbweHER;
PBC — [Plain text data part Byte Counter {data length in bytes of the following data) ceetunk GadToR

HESAWWDPCEAHHON TEKCTOROR YacTW OaHHLIX (ANWHE OaHHLIX B BaATax nochReayviowed
NoneaHsk WHehopMauMK {paamep ADATALY:

FDG —  [PaDdinG) xonocToe 3ancnHexine (JononHaH1al;

PADATA — (Plain text Application DATA) HeaawWd poRaHHEIE TEKCTOBRIE QaHHLIE NRANCHEHWA,

PiM —  [Persanal ldentification Number) nepoosansHeld HaeHTREUKALMOHHBIFA KOG;

S8 —  [Source Address (of a message frame}) agpec WoTouHKKa (Kagpa cooGlLeHka),

SCPM —  |[Secure Communication Protocol for Middleware) GeaonacHslid nNpoTokon CBA3W NS
NPORERYTOYHOM NPOTRaMMHOTS obecnedewua;

SHD —  [Secure Header) agwMi@HHEA 3aronosoK;

SMF — [(Sequence NMumber Figld) none nopAakoBoro HOMepa;

33L — [Secure Sockets Layer) yOOBEHE JALHLIEHH B COKETOR;

TLS — [Transport Layer Security} npoTokon GeaonacHosTH TRAHEROPTHOMD YPOBHA,

XOR — jexclusive OR} woxmoyaiowee AN,

4 CooTBETCTEBME

B cooTRaTCTEWK C HACTOALWMM CTAHOIDTOM NPHMEHHMO HIDKECNeqyioLes:

a) CTpYETYpa OonNwHa cooTERETCTROBATE TPEGCRAHMAM, MANOHWEHHEIM B paigene 6;

b} dopmaT kaopa coobWerna QOMKeH COOTBEETCTE0RATE TEXHHYSCHHM TREBODaAHUAM, HANOMEHHLIM B
pasnene v,

C) anropuTME! W NEoULeNyYpEl ODPAGOTHM QOMEHL COOTEETCTROBATE TEXHUYBCKMM TReDOBaHUAM, Hano-
HEHHBLIM B pazgene 8,

d) ynpaanesue KnioYamy QOMEHD COOTEETCTRORATE TEXHWYECKHM TPeboRaHuan, WanoeaHHLM B pai-
gena 9. 3To OCCTArAETCA NYTEM OBeCnEYe e COOTRETCTEMA MHHLMANKIALKK KNI0Ya TEXHUYeCKAM Tpeboaa-
HiAAM 9.2.1.

5 MpoekTHbIE peleHWA BHYTPEHHUX cnyx6 BezonacHOCTH ONA QOMALLUHWMX CETeR

51 Odwme nonoxeHMA

Mo mepe Toro, Kak BCe GonbWwes konuuecTes OwToReld NoWMOOPOR NOOKNIOYAETCA K OOMALHMM CETAM,
MUTENK AoMon Boe Bonslwe AECNOKOATCA 0 BEIcNacHOCTY CROEMD MMYLLaCTRa. TakiM obpaiom. onHa ua Haw-
Dones aKTyankdblix HCCNELOBATEMNECEMY NDOONEM, KOTOPLIE HY¥HD DEWUKTE ANA YOOANETRODEHnA NoTeebHo-
CTEH NoNe3I0BaTeneld — 270 obecnederde Ge3onacHocTd. M, ecnikn Nnpobnesa 3aunTe 0T BHELWHKWY YyTPO3 C8-
roOHA OORCNEHS YONEWHS PEUEsTCA © ACNONLIOAIHHAM TAKWX PeLUaHHR, KK npoTokenk IPSec unn SSUTLS
[cw. BubGnvorpadin cneguddkaudid SSLITLS), To npobnema 3awWTel OT BHYTPEHHHX YIPO3 Mo-NpesHemMy
OCTARTCR HEDBLUEHHOM M3-33 HECKOMBKMX WMAMEHAKHUWXCE KpuTepses. HacToAuwwi cTampapT onpegenAer
TpEEOEAHMA K CNyEEam BHyTReHHER BEI0NACHOCTH ANA AOMALLHWY INEKTROHHBIX CHCTEM W O0MALIHAX CETEA

BHyTpDEHHAR JOMALHAA CETh TpebyeT 3aTel. OOHake we poe obopyYaoBaHKME, HAXOOALWERCH B DOME
MO0 KOHTPONEM, HYEO3eTCA B OOMHaK0R0H JawMTe. MosHO NpenycMoTDeTs K3k MAHMMYM TPH YDOBRKA 33-
WKTe. HekoTopoe obopyaoBadKe NOOOepHHUBART NoNHER cTel IP-NpoTokonoa ¢ pasnMuyHBMK NDOToOKSNAMIA
AT, NPM TOM YTO OpYIMe YCTDOWRCTRA ARNAMTCA HEIABMCHMBIMIK, 11 NOITOMY ONA HMX 3AWNTAE MOKET HE
TpeboEaTech Boobue. MoMUMD ABYX JaHHEE KEATEMO0MA CYWecTeYeT oDopYRoBaHWe, KOTOPOE HYWORETCA B

3
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IALMTE, HO HE NOALEDKHUBAET NONHEK KOMNTEeKT NpoTokones IP. Lenks HacToAwers cTavaapTa — obecnequTh
AALMTY TAKOMD NPOMERYTONHOND GDOpYIOBaHKA, KOTORODE HE NoAJEpEHEAET NpoTokonsl [P Mpotokon SCPM
OEECNEYUBAET PAINHYHLIE CNYHBEl BEICNACHOCTA Ha CETEROM YPOBHE W HE JABMCHT OT Cpeikl OaHHBIX, 3a-
LUHLLAA TAKAM ODDaToM KOMMYyHMEALMI OT BTODMEHWA BO BHYTPEHHION DOMELWHIDND CETE.

OnA NpUMEHEHKa MED A3WHTE Yeped METepHeT Ang DRTOROM TeXHUEM MOMHO afanTyuponaTe CylLe-
CTEBYKHLME PELWEHWA, TAKHE Kak NpoTokones |PSec nnn SSLTLS. KombrHauxs npoTokona SCPM 1 cywecTey-
KILLMX PEWEHWR, HACTPORHHLIX HAANENWAWMM ORPaIoM, B COMBTAHUM C TEXHONOTHEN MENMCETERA0H IALIMTHI
YOOBNETEOPAT KPYTEDMAM HNIAKOA CTOMMOCTI M CRAOKHOCTI, W GYGET NPUYMHATE MUHKMaNsHEE HeyaobcTaa,
OEECNEYHBaR N ITOM KEa4ECTEEHHY JALHTY DOMa OT YIpos.

Ha pucyrke 1 nodasad NPUMED KOMEMHWPCRAHHERR TEXHOMNOMAR 33WKMTe. LLeHTD TEXHHYECHOra oEony K-
BAHWA NETACTCA OBHCBWTE NDOTPaMMHee oDecneqdeHHe SeITORDA TEXHHKNY, HANDUMED CTHPANLHOHE MALMHGI.
COHaED CTUPaNLHAA MalvHa Dea noogepwkn NpoToranoe IPSec wnd S50 He caomeT ohecneqnTe AalHTY
OAHHEBX B MHAA NEPESAYA NDM CEASM C CEPEEDOM B LEHTPE TeXaOCmy HBAHWA. NTHHUG pAsrDAHUYEHHS MON:
HO NDOBECTH MEsKOY OBYMA CEMMEHTaMK, OT CEPEEpa LEHTPa TexOSCnywMEaHWA 00 KOMTpOonnepa (o nog
Aepxkol [P npoTokona) 8 4oMe ¥ 0T KOKRTPONNEoa 20 cTHpansRol MalkHesl. NpoTokone: IPSec wnn SELTLS
MCNONBAYIOTCA ONA JAWMTE CEMMENTa (0T CEpRERA UeHTpa TEXDACNYEHMBAHKA 00 KOHTPONNepa). a NpoToKon
SCPM McnonsayeTcA ONA 3aWKTE BTOPGTS CErMeHTa (OT ROHTRONNEpa A0 CTHRANBHOA MallikHes ). KodTpon-
nep oTEeYaeT 33 JelWHdpoBaHMe K000, NepefaHHx ¢ CepRERa C 3alMTol npoTokonoM |PSec wnn SSLS
TLE, v noatopuoe WKdpopadke coofleHdd © MCRoNLIoBaHHen neoTokona SCPM. CTtipanesas sMawnHa,
NaaoepHueakwan npotokon SCPM, MoxeT JewwppoBaTs O8HHLIE H B KOHEYHOM MTOTE NONYYHTE Koa, Nepe-
OaMHei ¢ cepaend. MNoCkonbEy JOMALLUHAA CETh AALUMLEHA MENCETEBEIM IKDAHOM, BANOMLULME HE MOMET Npo-
HHKHYTE B CETE W NOMYYUTE NEDENaHHEIA KOF, NOK3 KOWTPONNED JaHAT ero OeluMdpoBaHkeM W NOBTODRHEM
WP poEaHREM.
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PurcyHor 1 — MocnonbaoBaHwe komOHHApOBaHHEY TEXHONDIEA QA 3ALATE OT yTpol DE30NAacHoCTH

HacToAlwxi cTaHaapT NoeqnarasT peleHWe ONA oy GHoMNIoHEHTOR, KOTODRIE COOGMEAaT YCTpoUCTRES Gea
IP B cocTaee Q0MaLLIHENR INEXTROHHOM ceTi. MpoTokonk! IPsec W TLS obecnedyBanT peleHHe ana yeTpoHicTE
C nogoepxkol P 8 cocTage AoMalUHER INEKTROHHOR CETH.

5.2 Bonpockl, CBAZaHHLIE C DRI0NACHOCTLK

5.2.1 OBwme nonoMeHAA

B OoMaliHKE CETAX CYILECTRYET MHOMECTED yrpoa DeaonacHocTh. Uene cnyxb GeionacHoCcTH — aa-
LWHTE OF SNCHAMEDEHHBDRY Y TRORAMUMYE DaKTOPOR, KOTODBE CTPEMATCA HADYLWIMTE MHbopMauuoHHyio Des-
ONACHOCTE GoMa. byoydn HanpasnedHsIMKM Ha CETenyo Nepadady DadHbix B A0ME, cnegywliie QakTopl
ONgesenaAnT TReboBaHKa K BHYTREHHEH DesonacHOCTH Aoma.

4
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5.2.2 HeBeaonacHan nepegada

NetiKa INeKTPONKTAMKA

- B GONbWHHCTES GOMOB WMECTCR NOOKNOYSHHLIE K INSKTPOCETH YCTROWCTEA, 8 gOoMa Mo cocedcToy
CBRINHO NOOKAHEHE] K TOR ME «NoQCETH INEKTRONMTaHWAR . KOTOPaA NOQKNKHEHE K TOMY ¥E Dacnpelens-
TenkHoMy ToancthapMaTopy. Taxds o0pasomM, KoMaHOE No NAHRK ANeRTRONATAHWA K3 OOH0ND TOMS NoTEHLH-
AMeHT MOTYT A0CTHYE YCTROWCTES B GRYIOM J0ME N0 COCEOCTEY M MEWaTE YNPaRNe W 3THMA YCTROACTEaM M.
Oavublid DAKTOD TAKKE QeN3eT BOIMOEHbIM NegeXBaT WHPOPMAL MM,

BecnpoegdHas CaAIk

bBecnpoaoiHan CeTk — 370, NOEaNYH, CaMblE NDABNEKATENEKEIR TOOX0T K COa0aHM J0MaLUHERN CaTH,
MOCKONEKY OHA NROIECNAET walewaTs 32TParT M CNoMHOCTEA, CBAIAHHLIX C NPoB0axoi. TeM He mMeHee, oH3
cbnagaet v MabaKoM B GeaonacHocTH. Banomwrkan Gonewe ve TpedyeTca draryeckil JocTyn K CETRBOM
CPe0E, BMECTO ITOMD O MOryT NpOCTO NEPEXBaTHTE NEpefady JaHHkx OT Gpyrolo NoNs30BaTeNa B paguyce
AEACTENA/BELARWA TREAHCIMPYIOWEND Yana.

CyTk HEDeIoNacHol cpefs Nepedasy JaHHBX JENasT DOMALWHWE CETH YREIBMMBIMHA ANA pasndqHbix
ATAK, TAKWX KaK NACCHBHEN NBpexeaT HHdopsmauMy, aKTHEHOD BMEWATENLCTEO, YTEYKa W CEKDETHOH » WHjopD-
MALHA, HCEAMEHAR JaHHbIX, AMATALWA W OTKAS OT 0GCNyHHBEHKA.

5.2.3 HamepeHHO HENPABWNLHOE KCNONLIOBAHKE

HEcMaTEA Ha To, 4TS CNy#o0 SE30NacHOCTH NO HACToORWEMY CTAHOADTY COCPEOoToMEHEl B GOME, NpW
HCNCNEICBIHKW HEDEICNACHON CRedsl NECESaYH paccMaTpreaeMan obnacTe Gonee He OrpaHWYHBEaBTCA rpa-
HALAMH goma. Cnysbe GescnacHocTd AoEHb 3AWAWLATE OT NONYHeHWA J0CTYNa NOCTODOHHAMA NHLAMK K
HHPODMAL MK, NEpEgaBasMon B NEEgenay AoMa, 4 OT BoIMOHWHOCTA BAWATE Ha TAKKE DDarMeHTH MHDopmMa-
LM MM MAHKNYTHPOBATE MMH.

Ona exnonsedus Tpebosadui K ofecneder il SeaonacHocTy CEAIW B QOMALLHEHA CETI MARHLIA aKLeHT
HEOBXoOQWMo COENATE Ha CNEAYIOWHY YETRpEX HAMBONES CNOMHEX TPEB0Ba WK,

- ROHDWASHUWANEHOCTE — WHBOpMaLKA Gon#Ha ObiTe QOCTYNHA TONBES ABTODWIOBIHMEIRM THLIEM.
Oauuan SyHELMA 3aWMWEasT JaHHBlE OT HECAHKLWOHW POBAMHOMD Da3rmaweHa,

AYTEHTHMKALMA WCTONHAKS JaHHBEE W NOGNMHHOCTE JaHHbX — ayTeHTUWRMEALHA MCTOMHWES GaHHBLIX
obecneqBaeT NPOBEDKY HCTOSHHUKDE NOCTYNINEHHWA JaHHEX Ha COOTEBETCTENE 3anpocy. TeM He MeHes, JaHHan
hyHELMA HE MOKET 0DECNEYHTE JALWMTY OT OyBNHPOBEHNA MIW MIMEHEHNA JaHHsM. B 3ToM cnydas noona-
HOCTE GaHHbix JoM¥HA NPOBEQATLCA COBMECTHOD C 8y TEHTHEWEIUWER MCTOMHMES JaHHLX,

AHTHNOETOR — oBecneYyrBasT BEIonacHoCTe Kagpa CoobWeHna, JeNas HEBOIMOMHBIM NSpaxBaT Ka-
Bpa cooBWUeHWA XaRenomM W ERECEHHE MIMBHEHHLIX KAOP0E B NOTOK SaHHLIX MEROY ¥INomM MCTOHHHED M y3Mom
HAIHA4EHAA,

YNpABNEHKe GOCTYNoM — OB2CneYMBasT 3aLUMTY PECYDCOS CUCTEM bl OT HECAHKUMOHMPOBAMHOND GOCTYNA.

5.3 MpUHLUKNL pAIPA0OTHA MeD GeI0NACHOCTH

5.3.1 OBwre NonoweHdA

MpHHKMan B0 BHAMAHHE ToT DakKT, YTo Mexannas SCTPM nnaqypyeTcA peaniicbsiBaTh B SLIToBLIX MpH-
Gopax © orpaHrYeHHbIMA DECYpRCaMM, T3kMX Kak DbiToBele Nprbopsl © B-0WTHRIM LIMY, a Takse To, 4T0o Bea-
ONACHOCTE MUNOMD 30aHUA D0MEHa BLTe rMBkon, ocobog BHUMaKWe Dulno Yoeneso Cneqyiowiie Bonpocam,
HANDABNEHHEIM HA NDEOOCTABNEHME ENANENkUY BOIMOMHOCT BeibupaTe mexay yoobcTROM, pUCKOM 1 3a-
TPaTamMM.

5.3.2 MuHHMHAZALWMA pecypcoB OMA IKOHOMKAK PACXO0oR

MpeancnaraatcA, 4To Mexanka SCPM ByneT peanvsoBad HAcTONBKD NErKD, HACKONBKO ATO BOIMONKHD
MEKE WMEIOWMXCA OFPaHUHYEHHLIXY 3NNapaTHbLIX PECYDPCOs (NPOMIBoIHTeneHocTe LMY ¥ ofwam naMaTi). Yia-
IAHHBIE BLILLE OTPaHWYEHWR JaTRYOHAIT DEanHIaUg«m0 B NoNHoM 05EEME W Ha QNUTENBEHBIR CPOoY 0SLWEnpUHA-
Thix Mep GEI0NACHOCTH, CYLLECTRYIWHY 8 cdepe HHPODMALKOHHEIX TEXHONOMHH, KOTOPEE oSHYH0 TpebyioT
GonbWonn oibeMa BulHHCNeHri.

533 HeaanMCHMOETE KOMMYHHEKALUMOHHOW cpefbl

CyLWECTAYET MHOD THNOE CRed Nepenavui AaHHbE, HCNONETYSMBE B 00MAY 0NA NOQKNEHEHEA PaANMY-
HEX YCTPOWCTE K CeTi. MexaHuamis, YKa3aMHeIe B painensa 6, SENAKTCA HEIABUCHMEIMKA OT CPE0E Nepanadi
SaHHbX. JaHHble MEXIHMIME 00T BOAMOKHOCTE MTMEKOMD MCNONESOBEAHUA CNYHKE 1 O0HOBPEMEHHO DDeCne-
Y4BT X DesonacHoCTE.
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5.3.4 HezaBHcHMOCTE KPpHNTOrpaHYecKMX anropUTMoB

MeegnonaraeTed, 4Te Mexadkan SCPM noasonnt euifnpaTte MEXdy pasnd-HblMA KpUNTOrpaduYecin-
Mid ANMoPUTMaMK BE3 oR33aHWA BIHARKMA Ha ApyrHe YacT end peanydiadqie, 8 TAKKe BHeODATL HEGABHD pas-
patoTaHHLIe KpHNTOrpaHdEcsMe MeTodsl 4NA COREDIUEHCTROEAMAA DEI0NaACHOCTH B JansHeALIEM.

5.3.5 PacluwpRe MOCTE BAPHAHTOE MCNONLIOBAHMA WHPOKONONOCHLIX MOOKNIKXNeH A

B 10 BpeMs K3K WWPOKCNONOCHEE NOSKNICHEHAR B OCHOBHOM MCNONs3yIoTeA ANA AocTyna B MHTepHeT
CErogHA, 8 Bygylwen oHil TAKE CO3JamT HOBLIE BOIMOIMHOCTH ANA OBCNyYHKHBAHKWA, TakWe kak obonyHKuBaH@a
ELITOBOH TEXHAKM, KOHTPOMN: 33 O0MIWHER BE30NACHOCTEID WNK YENYTH, CBAIAHHLIE © MaMepeHwen. na obe-
ChedeHds Bygywers WCNonNeE30BaHAa B COYETAHMW © paanndkbiMi cny=0amd, roTopie GyoyT NPUMEeHATECA
B ACKMALWHAY CETAX, NPegnonarasTca, YTo mexannam SCPM By0eT ocHalwen BoasMOKHOCTED YoTaHaBRNWBATE
Oea Wnn bonee obiwus Knoda ona Seiroeoro npubopa, cnegudEHeckis 4na cnyxbel, NoIRCNROWHY coaga:
HWe JEyX WK Bonee GelonacHblix JOMEHOB B JOMALLHMHK CETAMN.

6 Be3onacHbIA NpoToKoON CBA3WM ONA CEBA3YHOLWErS NporpaMmMHOoro obecrnedYyeHMA
(SCPM)

6.1 OBuWe NoNoMaHWA

B gadHoM NYHETE NPedcTABNEHS BRICOKOYDIBHEBOE GNUCAHKE NPHHUMNA J8RCTEKA NpoTokana SCPM,
yTobbl NoKA3aTE OGLWYID KADTHHY NPOUECCOB DAaHHOTS NPOTOKONS WM 810 NOBS0EHWA C TOUEH 3PeHMA CHCTEMb,
a TAKKE YTOBE NOHATE, KaKk oH BLTPaMBIETES B KOMMYHHEILWI MENDY CETERLIMU yanamMy. B OaHHoM MyHETS
Takme NEUHEOQMTCA GaICHE0E CNWCAHME CNEedyollnys Danes NyHKToR, Kamoei M3 K0Topelx cogepsut Gonea
MeAp0BHoE ONMCAMME Ka¥I0r0 BONpOoCa.

Peandaaumna npoTokona SCPM, geicTeyioWero B SoMawHKu nprubopax i KouTponnepea npubopoa, obe-
CREHHBAET 3aWMTY ceTeoro Tpadvka. NpegnoseHHas 3al|Ta OCHOBLIBAETCA Ha TRE00BAHUAX, BRIbPaAHHEXK
WMEXOOR M3 DAINHMYHER NPEONoNoeHAl, DaTLACHEHHLX B 5.3,

6.2 CyTe nporokona SCPM

Mpotokon SCPM paapatorad Ana oBecneYyesna CoHETaHHA Ny b BEA0NacHOCTA, BEMNICHAA KokdnaeH-
LUHAMLHOCTE, aYyTEHTHMEALMIO0 HCTOHHAEA AaHHEX, NOOMWHHOCTE OaHHslX B chysby adTanosTopa (chopma
YACTHYHON NPOBSPEN WENCCTHOCTH NOCNENCEATENEHOCTH AanHEX). Habop cnysd JaBACHT OT TOTD, BKMOHEH
Nt MEXAHWIM Ay TEHTEHKALMIWWWDDORAHKR WK HET.

Cnyady KoHDHOeHUMaNEHoOCTH MOKHO BeBDaTh OTOENEHD OT OPyTHx cnysb. Tes HE MEHEeE, WCMoNk-
aomaHde Cnywbsl KoHQUIEHUWANLHOCTH GEa NpoBend NoONHMHROCTH Y TEHTHEMEILWA MOMET NoOBERrHYTE
CHCTEMBI NEPEJAYH GaHHLIX HEKOTOPLIM (DOPMAM SKTHEHLIX aTak, cNocobHbIX OTEPWUATENEHMS CRAIATRCA Ha
paboTe chysts KOHDHIEHUMANTEHOCTH.

AYTEHTHDMEALWA WCTOYHMKE JaHHBX M JENOCTHOCTe JAHHLIX ABNAKNTCA COBMELLEHHLIMA Cny#Eani9
(oanee No TEKCTY — ayTeHTWEWEALWA] W NPEAnaraKTcA KaK BApHanT JononHeHna COBMECTHD [SnunoHHO)
C KOHBHOEHUHANEHOCTRD. CRywGy aHTHNOBTORa MOMHO BROPaTe TONLED £CNKA BROpaHa ayTeHTUdHKaLUWMA
WCTO4HMER GaHHBIX, ¥ BRHO0D OCYLWBCTENAGETCA MCKRIOYHTEMEHD HA YCMOTDEHME NPWHHMEIOWErD YCTPoRCTRA.
(X0TA no yMomHadug Tpedyertca, wTobsl oTNpasyTens yEENMYUERN NOPAGKOEEIA HOMED, HCTONLIYEMER QNA
aHTHROETOpE. TyHiurA paGoTaeT TONBKD 8CNM NPHUEMHMOE YCTROWCTED NPOBSPAET NOPAGKOBEIA HOMap. )

6.3 MpuHauun paboTel npotokona SCPM

B uenax MuHAMKA3IALKA patMepa coobwe ks npotokon SCPM Be BygeT nprsMeHAT: Mexadnan fopmi-
DOBAHKA MAXETOR JaHHBIX, MCMNONBEIVEMBIE B Mogend cetd MOCO. Mogane cetd MCO nokazadqa Ha pucyHie 4.
BMECTD 3TONG MCNONBLIYETCA TOT He DopmaT cooblWeHWH ¢ ZotaaneHHes Noned, TAKWE K3k 3arcnosok Ges-
OAACHOCTI, NOPAGKOBEIN HOMED M GNHHE JaHHEE MEKOY agpecos HaaHadeH«a (DA) o cueT4nEsm BanToR He-
A WHPPOBAHHCR TEKCTOROH YacTH gadHblx (PBC) o wrdposaHdem/ayTeHTHDMKAUKEA HEKOTOPEIX M2 MOMNEH.
Ha pHcyHee 2 B COapHEHHUK MoKadaHsbl Kaap obeYHore cooBlerna 4 Kagp GescnacHors coobwenina. To4dHoe
onpegenedde noned BYQeT onycado B pazgens 7.

Ha pucyHke 2 TaK#e NOKAIaHe, YTo COODLLEHWR, NEpeHOCHMBIE B BUOS K3OpOR, B NHMHWAX CEA3W O0-
MALKEN CETH MOEHD YCNOBHD [EINenvTe Ha GBa THMA. HE3AWKWDHPOBAHHBIR TEKCT W WA POBaHHEN TEKCT, B
IABWCHMOCTH OT COOTRETCTEYHWErS dnara g Jaronocore. HezawwppoBaHHsa TERCTOBLIE COODWEHWA Nepa:
HOGATCA HEMOCPEACTERHHD B WHEDODMAUWMOHHOE HANONHEHWe B BHOE OTKDRITOMD TEKCTA, 4 JAWMWEHHEE CO-
OSLEHWE XPaHATCA B HEopMayuoHHOM HANONHEHWH B 3y TeHTUdWLKpOBaHHoN WK 3awnd poEanioR opie.

B
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Ecnii denar B 3aronoese NOKALIBAET, 4TO K3ap RENAETCA DelonacHoiM, SYOeT akTHRMPOREH NpoTokonom SCPM
ENA WHTEDNDETALHE 38WWEDOEAHKER | ayTEHTWDHUKPOBAHHEE JAHHEX AHREODMABLHMOHHOTD HANOMHEHKA.
B npoTUEHOM CMyHas BeINONHARTCR CTAHSa0THEE NPOUEOyPLl CEAIM B 00bMHOM NOpAGHE.

Kanp ofteasni conbuges-wa
HD | 54 | DA | BC EDATA
\'\.
.
H"\
I e T T —
HD | A | DA | BC | SHD | SNF | PBG FEDATA BCG F'DG:MI:M.S

LinthpaasHne

Danuwe copnupaeatng

PucyHor 2 — CpasdHeHue KAopae obsMHora W SaWmmeHHON coobleHng

MoMUMo NPUBEOEHHOR CTRPYETYDE CcoobweHye npotoxon SCPM Takss HCNONbLIYET MEXaHMIM OOHOM
IAKOHYEHHONS LWENA CRAIM ONA CHAMEHAA 0EReMa Nepegad JaHHEX ONA Cpad ¢ HRIESR WM OrpaHysdeHHoRn
NPONYCKHOA CNOCoBHOCTRD, 3aK0OHYEHHBK WAKD CBAINM NpegcTaRnAeT cofol NpOTOoOKON «3anpoc-0TEeTs, B
KOTODOM NpM CEAIM MEXay OBEYMA YINamu MHMUMaTop cnysbDi oTchiNaeT coobDueHMe-1anpoc, a Ianpais-
pagMan cnykia soispawaeT coobweHke-oTeeT, NMocnenceaTeneHocTe 0BpaboTk coobluyedi NoKalada Ha
pHCYHEE 3,

6.4 Moe peandayetca npotokon SCPM

MaeHan uens nepotokona SCPM — cbecneqedne MEXaSHHWAMOBE QOCTATONHOW 38WHATE OANA WHEOKorD
MEpEYHA MEANCHEHAR © OrPaHMYEHHBIME BOAMOEHOCTAMK B NNaHe WHROPMALAOHHEE TEXHONOTHR, 3 TaoKe
obecnedenne BEIONACHON COAIM Ha CETEROM YPOBHE, Kak NOKalaHo Ha pucyrke 4. Mpotokon SCPM peanu-
WETCA CERIYEsWMM M0 33U MIEHHOI CEBAIKW Ha CETEEOM, TRAHCNOPTHOM M CEAHCOBOM YPOBHAX {PUCyYHOK 4.

¥ Kanpos CETEBOMD YDOBHA OTCYTCTEYHT MExadniMb obecnedenus DesonackocTd. MNogaenate agpec,
HAMEHKTE COGEPKHMMOR, NOBTOPWTYL CTAPLIE KAAPL # NPOBEpHTE COOEDMKWMOR KagpOB NpW NEpEfaYe JOBCNb-
WO Nerko. MNMoaToMy HET TADaHTHK, 41!

a) NoNy4eHHBsIE NakeThl STIEABNEH LI IASBNEHHEIM OTNPABUTENEM,

b) NaKeETe COOBpHMAT MCEXOOHEE JaHHEE, OTNPEENEHHLIE CTNPABMTENEM,

C) HEXOOHEE DaHHBIE HE Ballti NDOCMOTEEHE TDETEEH CTOROHOR B X006 Nepedasi.

Joecnederiwe 3alHMTel HA CETEBOM YPORHE WMEST MHOTD MPeHMYLYEcTE. Yawe Boero NpHUNoMeHHs He
HY#HOAOTCA B WIMeHEHHAX, NHE0 Wx TpelyeTch HEMMHOMD, MOCKOMEKY OHM MonyT Bea npoGnenM padotaTe C
Mtk NPOTORCNOM, NPESYCMaTEHEAIOW MM NEpedaqy JaHHeX Ha Donee BeICOKOM, YE8M CETEEO0N, YDOBHE,
YTO COKPALWAET KONWYSCTEO0 BADHAHTOR Deandiaynd Dpyriy NpoToKonos DesonacHocTW Ha DONee BhICOoKHN
YOOBHAN.

Mockoneky npoToran SCPM paGoTaeT Ha CETEBOKM YDOBHE. OH MOMET WCNoNBE3I0BaTeLCH ONS 33T
NG0MD NPOTOKONA, WHEENCYNWDOESHHOND B CETEBOR Nakat el kanux-nubo JononEdTens e Tpeboaamii.

6.5 ¥poeHy npuMeHeHdA npoTorkona SCPM

Mpunoxexna, paboTaww«e Ha ocHoee npoTokona SCPM, MoXKio paigeniTs Ha HeTelpe YPOBHA NpH-
MEHEHWA. B0MHHKCTRATOR, NONEI0EATENE, NPOBARIESD YOMYT ¥ HATOToaHTENE. Kamdos 13 NpUMEHeHHEA MOKHD
NPoWNNCTOMROBATE CREQYIOLWMM oGpazon,
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PrcyHok 3 — BaadumogadcTeds CTOpoH Ha ooxoes npotorona SCPM

MpHERAAHGA PEoRSHE MpHACEaHMS

FipeileTa8u TaMNBCAMA YPOBEHE VpOBais. CRAI QOMSILNGG COTH
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Pucyror 4 — Mecto npotoxona SCPM 2 oomMawHen CBTH B COOTERTCTEMK © Mogens: OSHS0
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YpoBEHe aaMrHHCTRaTopa

K aToMy yDORHIC OTHOCHTCA Brageney OoMa, KOTCPLA KoHTPONMpYeT paindyHbie yposHw OocTyna w
YCTROWCTEAM. Hanpymen, NpoUggypsl HEYansHoR HACTRONEM KNYa NonNbICEaTenA pacnonarawTcA Ha ypoe-
HE agMUHKCTRAToRA.

Ha gassHom ypoaHE ChyEte KOHDHOEHLWMANEHOCTH W {MOK) ayTeHTAgHKAUMS BeINOMHAKTEA Mo C2pri-
HOMY KMoy yeTpoRcTea. CepriHBbIA KN0Y HACTPaWBAETCR B YCTPOWCTEE NPW HIrOTOBNEHMM W YEa3HBAETCA 1Ha
HAQY®RHIM KOPNyce yoTpORCTES. BRagenay AomMa, KOTOPLIA KOHTRONWPYET Npaes GOCTYNa K YCTRONCTRY, WO~
MNONE3YET CEPHANHLIR KMNY Npd NERBSHAYANSHON HACTPORKE KNIoYa NoNB30BATENR ANA A0CTYNE K YyCTPORCTRY.

¥pROoBEHE NONsI08aTENA

K QauHoMy YypoaHs OTHOCATCA MWUE, WHEYWWE B JOME W MCNoNk3YoWWe aeToMaTHaauwKkio ynpaenesKa
JosMallHen ceTbss. KnwY NonbIcBaTens yeTaHaABNWBASTCA B YCTDOHCTEE adMWHHCTRaTapoM, ANA SgHOM 40~
MEHa YCTaHaRNHEAsTeA GOWH KMIOY NONs30BaTend. EChi #MBYLUWE B OOME NHLE HE HMENA0T PaIrNaat WeH-
POPMALMIc KOMY-NHE0, HE BXOOALLEMY B KPYT CeMiH, COOBWEHWA COAIH DONMMHE ObiTh I3WHALEHE KNEHOM
NONBE20BATEMNA.

YpoBeHs NpoBadgepa yonyr

Ecne BRafensy gomMa MenasT NepefaTe HEKOTOPLIE NPpasa ASCTYNE K YCTRORCTEY NPOBIWGEDyY Yomyr
(Mo HEoBXSOWMOCTH PazEeplyTe chNy#bbl GEI0ONACHOCTH), CBAL MEmOy YNDAENAoWHM YanoM M yanom
YCTPOWCTEE IAWMWLASTCA KMCHOM NPpOoBaROepa Yonyr, 4To NPeloTEpalasT yNPaRneHHE HaZHAYeHHBIMA
YCTPOWCTEAMM CO CTOROHE CTOPOHHHX HEYNONHOMOYEHHLIX NPOBARASDOB Yoy

¥pOBEHE MIrOTOBWTENA

Korga WaroToBWTand BbiNonHAKRT CNpedeneHHBe oNepaumi, KoTopke TRetyioT 3aWTel OT Nepexeara
COOBLLYEHAN INCYMBILLNEHHRESMKA, COOGWEHAA CBASK MOAHD 3aAMTHTE KMEOHOM MITOToORMTENR. KnioY Mansto-
BHTENA KOHTROMMDVETCR MATOTORMTENEM YCTPOHRCTEa.

6.6 Knioun npuseHerdyda npotokona SCPM

HacToRWKA cTaHbapT onpeqenAeT cnegysclke NATe Kniodeh npatoxona SCPRK.

CepriHeIA Koy

CepHEHBIR KN HCNoNe3yaTeA, ROrna Ny bl KoHOWOEHUMSNEHOCTA W (MM Sy TERTHDUEILUH BeInon
HARIOTCA Ha YPORHE 3MAHKCTRATOPA.

Koy nonsaosatend

Knkos Nons30EATENA KCNONBEIYETCA, KOrga cry®bs koudnaeiunansHocTh 1 (MNK) ayTeHTHErEaUHA Bl
MOMNHAKTCA HA YPOBHE NOMNE3DEITENA,

Koy npoaalkgepa yonyr

HKnrod npoBaRaepa Yonyr MCRoNsayeTor, Korga cny bk KoHDHUIeHUHANBHOCTA 1 [MNK) ayTeHTrdaKawn ki
BhINCMNHAKTCA HA YPORHE NDOBARDEDE YOIy

Koy MarorosuTans

Hrrod MaraTOBMTENR MCNONLIYaToR, Korda crysbol KOHPHOSHUKMANEHOCTH W {MNKay TEHTHEDMEALMA Bl
NOMNHAKTCA HA YPOBHE WATCToOWTRMNA.

MacTep-knod

B HacTOAWEM CTAHAARTE MACTER-KMI0Y — OG0DWEHHOE HAIBAHKWE MHOTONONEZ0BATENBCKOTD CEKDaTHO-
ro wmiosa, MNocne oGHoBneHnA OGWErD KIo4a Takon oSWEE KNoH HaiblBakT «HOBBIA MacTep-Knoxe, a obwmE
KMOY 00 0BHOBMSHWA HAIEBEIIOT «NPEIBOYIWHA MAcTep-Knode.

7 opmart kagpa 3awMweHHoro coobuweHms

7.1 OBwkié Kagp Nnepesadsy QaHHBIX

7.1.1 OBwmre NonoweHKA

Mopasnsowes HONLWWMHCTED NAKETOR OadHBX, NPOXOOALMY CEFOOHA YEDRI 0Tk, COOTEETCTEYIOT npa-
BiNam o opMaTam, ONpeqeneHHbIM cTaHfapTamMy. THROROR CeTeRok Kagp, Kak NPABMN0, BENKYAET Jard-
noeos cooBWeHMa W DaHHse MHEOpMalWoHHore Hanonqedns. Tak, kagp IP exnoyaeT saaronoeok 1Pyd/|PyE
W MEpeJARARMEE JaHHEE. B YacTHOCTI, 3arcnosoy coobileHna BINHaeT 3arcnoaons kagpa, agpec MeToy-
HMKa ¥ agpec HaiHaderusa. Nepefanaemse DaHHbEe BLNOYMAI0T DAIMED DaHHbIX W JAHHEE NRANCHKEHHA, KK
MNOKAIAHO HA PACYHKE 5.
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HO £A DA B ALETE
b w
Jamaoecy conlumHes Mopaesacs o RS0
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SA = BODE0 NOTDHHNER
DA = mopes HEFHE-HOHNA
B pwdmung S3dimes FIATA
ADSATA = 38 HH M MSNORE A
HO aa DA B ADATA
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Jarnncecx coolliums MepacaESaEi b JEHHLE
HO = St iyl
A = BOpE0 MOTD-HNES

ADATA, = 50 HH i MG AR
Pruoyron § — Kagp oberpom coobweHns

7.1.2 3aronoeok kagpa (HD)

3aronoBoK COOEp#MT MHMOODMALMIO O NPUAHAKE, KOTOPLIA YHAILIBAET HA TO, AENASTCA NW KO0 CO0GLLE
MAA 3ALLALLEHHEIM MO HET. KDoMEe TOro, oM MOXEeT HECTH ORYTVI0 BOAMOEHYI0 WHDDRMALIKI0, HANRWMED CRO
cof nepenayd fadHelx. THNOB0H MOOENRD Nepeiddy aHHEX ONA CETEeA ARNASTCA MOJENE TOYKS-TOHKA, HO
TAKME MOMYT HCNONLICEATECR ADYIME MOOENM, HANDAMED LWADOKCNONDCHAA MK MHOMDASPACHAR MOOENK,

743 Apgpec ncTodnnea (SA) v agpec wazHaveHwn (DA)

AOpec WCTOYHKKA NpelcTasnAeT cobol CeTeBOl agpec WCTOYHWES, KOTORLIR CreHEpMposan JaHHLIN
Kagp cooSWeHra. Agpes HazHadeHna NpeacTaanaAeT cobol CeTeRol anpes LENSBOM X0CT-CHCTEMEL, 3TO MO
#eT EwTe |P-agpec, MAC-agpec wnu nioGas ropMa agpecaunn, NpedycMOoTpERHAA ONA cheundrdecroi
negeqadYi JaHHbix.

7.1.4 Cyetunk Gavtoe (BC)

Cuetuik BaRTOR NOKAARBAET paisMep gaHHsLx nong ADATA g BanTax.

7.1.5 Dansiie npunoxes«a (ADATA)

Oavsblie NPUNCHEHMA — 3TO NONEe NEpeMeHHoil N, KOTOPOoE HECET MHhopMaunk 0 Janpallveae:
MOM CEDBMCE.

T.2 CTpYETYPa 3aWWieHHoro Kagpa

7.21 OBwme nonomMaHWA

OauHbie NRUNoMeHAA ganes QeNATCA HA HECKONEED NOMNeN; JaidleHHLIR 3arcnoeok (SHDY, none nopag-
KoBoro Hosepa (SNF), cdeTvk BadToR HeaawkppoBaHHoR TEKCTOS0M YacTH gadkex (PBC). Hesawwdipoean
HilE TEKCTORLIE OaMHeIe npunoseHds [PADATA), koa nposeped Gnoxoe {BCC), xonoocToe aanonHedke (PDG)
W Nognack NPOB20EA NOSNWHHOCTH JaHHex coobuweanua (MDAS). Cnenysouliie Nogknacckl ONPEOanaioT K3y
008 None 3aWMWeHHOTs kagpa. HeKoTopeE Hona MOryT GbiTe HEoOR3IATENbHEIMI [CTMEYEHE * Ha PHCYHES B},
4TO OAHAYAET, 4TO NONE MOEET OTCYTCTRORATE, BCAM OaHHaA onuMA He Beifipada. Builpada onyMa une HeT,
OOQEQENAeTCA B 3alMienHon saronoase (SHD). CTpysTypa 2aWWWeHHOMS Kaaps NoKa3aqa Ha pUCYHKE G,

HD =8 (e BC E0ATA
KAy oinsHeRo ConbisirE I H"'\.H E\H"uh‘_
Ty -
I N .
i [ P .
HO 54 DA BC | SHD | SNF | PBC FEDATA BCC | PDG* | MDAS®

Hanp anusagsisscrs coot o
PuoyHor § — Kagp sswuuasHom cocblsemn
10
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7.2.2 JawmuwenHsiA saronoaok (SHD)
JalulerHEth aarcnoBok NpeacTaanAeT cobol 2-Gaktosoe nane. Ha puoyHre 7 noxasad hopmaTt gad
Heid B 33U WLEHHOM 38MCN0RKE,
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PuUcyHOE 7 — DOoplar DaHHex 3aWmweHHard saronoexsa (SHD)

BEuTel 0-3 MenoneayioTea 4NA YEaIaHHe MHOEKCA KNoYa ONA RPaandYHbIX NPHMaEHe il {aoMdHHUCTRaTOR,
NoNL30BATEMNE, NRORARAOEED YOOy W MAMOTOSMTENL). MOCKoNsKY ONA SHTOBON TEXHMEN BOIMOMHE! HECKONEBKD
YOIYT, WHOEKS EIH0Ya npoBaligepa Yonyr MokeT OeiTe B gdanazode ot (b3:b2:01:b0% = 0:0:1:1 go 1:1:1:1.

HTobe obecnednTe 0BHOBNEHWE MACTEP-KMK4a C MCNoNB30BaHnam anmpuTma Juddnr-Xennsana, ona
YEAAAHMA DAHHOMD TUNA YCNYTH MCNONsIveToR BT 4. ECnK axaderne GuTa 4 3a0ano paBHss 1, aT0 0aHa4aeT,
HTO AAHHEIR KaJP 38WWLEHHONS COOGIWEHWA 38WHLEH MHOMONONL30BATENECKARM CEXDETHRIM IHAYEHWEM, Bhl
HHCIeHHBIM anropursom Qudidr-Xennmasa.

BuTel §-7 NOKaaLIBaOT, BENOHeHa N cnywba GeaonacHocTd. Ecnk asadeswe BWTa © 3a03aH0 paBHbiM
{0, 3TO D3HA4AET, 4TO B TAKOW NEpeaaqe JaHHbIX BENIcHena chyxta ayTeHTndusagymna. Ecnn anadenwe Buta 7
IA0AH0 pABHEIM 0, 3TC QIHAYAST, 4TO BEMKYEHE CNyEGa KoHDISHUHANBHOCTH. BTl G W 7 HE SONKHE OQHO
BREMEHHO DABHATECA 1, TAK Kak @CnM 3aronoBoy Kanna coobWe s VESIRIBEIRT Ha TO, YTO NEpEnada SaHHbIX
TALMLIEHA, HO HE YEa3aHa cnyxBa ayTedTHguEUsi Mnd KoOHDHEeHUKANLHOCTH, 3T0 NPHBEOLT K KOHMNUETY
CO THAUSHMEM, YEAIAMHEIM B NONE 33r0NoaKa.

Mockoneky npotokon SCPM npegectasnaeT coGol NPOTOKSH TUNA «3anpoc-o0TRatTs:, GUT 8 yEassIBaeT Ha
CROMCTED cooBUeHna. 3uasermre O yEaisiaaeT Ha cooDILeHMe TINE «3anpocs 0T JanpallnBarilein cTopoHs,
a aHa4eHHe 1 YE3ILEAST Ha COOBLWEHHWE THNA «OTBETy OT JanpalWHEaEMoR CTOPOHESI,

BuTol 12-15 MCNONLIVIOTER ANA VEAIaHWA pelyneTaTa obpafoTkik cooblleHra-3anpoca i JedcTenTa Nk
Hid B COOBWEHMM-CTEETE. BUT 12 VEa3LBEIST Ha KODPeKUWe NpoBepkd Nona SME, BWT 13 yEaskE3ST Ha KOp
PEKLMIO NPOBEDKM ayTedTHMKaLKY, 8 B1T 14 yKaieBaeT Ha KOppeKuMio Npae gocTyna.

7.2.3 None nopAgkoeoro Homepa (SHNF)

370 4-0aRTOB0E NONE, KOTODOE COASDMHT MOHOTOMHO BO3DACTAKLES IHAYEHKE CHETYHES (NOPALKOBEIA
HOMED ).

Oaudoe none AaNASTCA ODAIATENLHEM M BCEIOEA NPUCYTCTEYET, Oame ecnd SelonacHas nepegada
OAHHEX HE BERIOYaET cnywiy aHTUNoOBTOPA ONA JadHoro kagpa coobwenna. OSpaboTea Nons NoOpASKOBORD
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HOMEDE — B OTEBETCTEEHHOCTH JanpaliHeaenon cnyxbel. Vickogroe svaqetie nons SNF mokeTt BuiTe onpe-
OEnEHD OBYMA CNoCoSamy — METOOOM ChyYakHoro selBopa (GNA KONOOHOTD MNK TopAYero Nycka yana) nd
METSGOM YTEHHA W HCNONLI0BAHWA NOPAGKOROD HOMEPa, XPAHALWETOCH B NOCTORHHOW NasMATA (ToNBEKD GNA
ropAYEno nycxa). 3anpawHeseMas ciyba yeenuduaaeT NopAgkoesl Howen Ha 1 9 nepedasT ens B HHWUKa-
Top chy#bbl NOCNe YCNEWHDA NEORSPKA NOONHHHOCTH.

MuiunaTtop criywbsl KCnoneayeT aHaqeqe nonA SNF B cnegywwen cooblieHri-3anpoce K ToR &e 3a-
NpallMBASMOR CRyEe,

T.2.4 CyaTyiK GARTOR HEZAWWPPOBAHHOW TEHCTOBDW YAacTH AaHHLIX (PBC)

Cuetumk PBC npeacraenaet coboh 1-GakToBoe none, yralsibamwes KONHYECTES BARTCE B Helaw k-
poBaHKol TEXCTOBOW YacTi QanHex (PADATA)

T.2.5 HezawudpoBaHHBIE TEKCTOBLIE OaMHbe npunoxeHda (PADATA)

HezawudposaHHee TEECTOBRE DaHHbIE Npinoxers PADATA npegcTaBn 0T COG0R NoNe NepemMeHHH
AnWebl. JadHos none AsnAeTca oSA3aTenkHeM K NESACTAENAET Lenoe wrene Balt no ankke. MakcusMansyan
AnkEa nonAa PADATA cocTaanAeT 255 GaiT.

7.2.6 Kog nposepru Gnokos (BCC)

HMononsaosadke MEXaHHaMa Kona nposepkik Gnokor (BCC) npegHaasadaHo 4na obHapy SeHns owkbok.
Hog BCC npegeraenset cobfol 1-0adToBoe none, B KOTOROM XPAHKTCA MTOMOBEOE IHAYEHME, TEHEDWPYEMOS
MyTEM BLINCNHEHAA onepadkin ¢ neknoHaw i MK no nonepeysony KoHTRONG YeTHOCTH Kawqoro nond.
HaHHeie, npopepAemsle BCC, srmo4awT nona: 34, DA, BC, SHD, SNF, PBEC « PADATA. [adHwid Kog npo-
BEQEM HE RENAETCA KDUNTOrPadMHEcKkO KORTPONBHOR BEMMSMHOR.

T.2.7 Xonocroe aanonxenne (PDG)

MpK HCNONEADBAHMK ANTODKHTMAE WHGPoBaKWA, TReGyWens, YTobbl HEIAWRDROBAHHLIH TEECT WMEn
ANKHY, TOYHO KPaTHYID onNpegenaHioMy sonduecToy DanT, HanpuMep paisepy noxa BnosHor wndipa, nonea
FDG #ocnone3yercd OnA 3anconHieHWA HesalwndpoBaHHoro TekeTa (CocToRwWwern wa noneid: PBC, PADATA M
BCC) oo paamepa, Tpebyerors anropHTMomM. MedyHaTop cnywbel moxeT gobaanaTe gea GalTa $onocTons
aancnuedya. [na paclikpesHone cTasaaptTa wridpoBaHds AES dururatop cnyxbe mokeT gobaenaTe o7 O
Oc 15 GalT XonocTore aananHerdka. Benwderde nona POG He AEnReTcd 0GAIaTENBHEIM, HO BCE DERNAIALIMM
OoM#Hbl NOQAEE#HHBATE MEHEDHEOBaHWE W WCNONLIOEaHWME KONOCTOND 3aNonHedka. Ecnu TpebyioTcA GanTol
nanf PODG, Ho anmopuT WWdpoBaHnA HE YHaILIBAET COQepHaHAe XONocTomn JansnHeH A, TOTaa no yMonsa:
HAD NpHUMEHASTCA cRedyiowan obpadoTka aaruex. Mone POG sanonMAeTes aHaseHd e 0x00,

7.2.8 Nognuce NPOBEPHH NOGNMHHOCTH JaHHeIX coobwerua (MDAS)

Mogruce MDAS npegeTapnseT cobod None NepeMesH el INMHB, ANKHE KOTOPOM YEaILIBASTCA BeIBDan-
HOH dpyHEUAel ayTeHTRbuRaLuy, Hanpumep, ecny npuMesseTcA ctanaaptT AES CBC-MAC co 128-61THiM
Eniyoms (oM. MCOMBK 10116), nogndce MDAS npegetasnaeT cobol 16-BadToBke gadHee. MNone MDAS —
ITO IHAYEHKE, BulMMCAAEMOe N0 Kaapy coobledsR npotokona SCPM, voknsyan saronoeck (HD) 1 gadsse
NpoBERKK NoONAHHOCTH dakHsx (MDAS). None MODAS He aenAeTcA 0EAIATENBHBIM W BEMIOYIETCA TONBLKD B
ciydae, ecnd cnywba ayTedTvdukauny Guina Bxbpana U yiiaaasa s none SHD.

8 Peanuzauuna npotokona SCPM

B AnropuTMibl M oBpaboTka QaHHLIX

8.1.1 OBwyme nonoMeHHA

HecsoTpa Ha To, 4T3 W KO GEHUMaNEHOCTE, W ayTEHTHIDWEALWA ABNRIOTCA HEotAIaTENEHEIMI, DO
Ha ObTh BeOpaHa Kagk MUHMMYM O0HA M3 JaxHes ciy#0, 8 anaynt oba anmprTma wrdposaH9a 1 Npoaspd
MOAMAHHOCTH HE O0M#EHbl ObiTe OAHOBDPEMEHHD OTHTIOHEHEI

8.1.2 KpunrorpadiH4eckine anroprrMisl M KEPUNTOBLIYHCNEHKWA

MononeayeMislid anropuT WHWPPoBAHWA YESILIBABTCA C pacnpegenauwen knioya. MNpoToxon SCPM
MpenHaIHaAYEH ONA HCNONBICEAHKA © aNMOPETHMAMK CUMMBTDHYHOM WHDPoEaHHA. O0RIaTeNsHBIM aNTopuT-
MOoM WkdpoeaHka SCPM apnReTcA AES. 3awwdposasssie Nona ekmo«asT monA: PBC, PADATA, BCC M
PDG. Ha pucyHEe B NOKasaH NpUMep ¢ MCNoNe30BaH e anfopyTMa windposanka AES-CBC ¢ anuHoA Knic-a
128-6uT.
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BonETs HONGCTON SARIHEHIS 400 BpabHESaHEA

AESRALLIACOR HHINT: TREGTA, MEFLNERALET W
Ctrrune Bt FEIATA ARHMAE, 4 T8 Gl Eadn pparad 16 Sadr
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HO A DA BT |SHD| SNF 1728 DGt senm 128 Dwr
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Pucyror & — Wndipoeanue © npameHedses anropitma AES-CBC co 128-0uTHeIM knia-ar

£.1.3 AnropMTMil ayTEHTHDHMEALMK M BLIYHCNEHWE AAHHLIX Ay TeHTRDHKALWK

Tak ¥e, KAk # ANA BeILEYNOMAHYTeIX anfopHTMOE WHWDPOBIHKA, anropuTME: NPOBEDKA NOGNKRHHOCTIA
GaHHEIX, ACNCNBEIYEMEIE ANS BbHUCAEHER GaHHBIXN yTeHTrdiMKaUKY, osHsl DblTs cNegndrUUMpoBaHsl KaK
ANrOpWTMBl © PACNPEOEnNeHdeM KNYei, KoOTOPEE NPMEMMEIT coobiledie Moboro pasMepa | reHeprpyior
BhIX0OHDE COOBLLEHMAE DHECHPOBAHHOR ONuHbl. DORIETEMNEHEM aNTOpMTMOM NPOSEREH NOONWHHOCTA Gak-
HbX NpoTokona SCPM aanaeTca anropitM AES. Ol paboTasT adanorddis anropuTMy WHgpoBaHWA | K
nonesyet none CBC-MAC ans coanadka nognnck, HeoSxodWMod 0NA NPoBEDKK NOONUHHOCTH CO0GLWEHWA No
DrouHosy wikdhpy. JasdHbie ayTeHTHdHEKaUWE NOCTYNAKT WA DoNed B Kkaape cooSWeHna, 8 gna NonyYeHHa He-
OOXCOMMOre aHaYeHMA CYWECTEYIOT QEA BapWanTa: 1) TONbED ayTEHTMDMEALKA ¥ 2) ayTeHTudMkaysa nocne
wipposaHda. Ha pHCYHKE 3 NOKAIaHs, Kak BulHWCIAKTSA JaHHBE ayTedTidukaLkn. B cnyvyas seinonHesns
TOMEKD AYTEHTURHEAUMKY JaHHEE ayTEHTUDHEALAE BeMHCNRIOTCA T nona SA go nong BOC ¢ BHOCATCA B
none MDAS. B cnyyae Bensodera cnykb ayTernTUd«Eauns W WkdposaH«a cHakana BeinanHReTeA 0GpaboT-
ka Wudposadka (M3 nona PBC e none PONG), a ayTedTudekaymna exsucnaeTch o nons 34 oo aawwdposas
HEi% AaHHBE W BHOCHTCA B Nnone MOAS. Mone MDAS — ato nocnegxme M GakT 3auves oS kagpa B Lenos,
roe W aasucKT OT annopdTMa ayTeHTHEKEL KA.

LA HEKoTOPBIX ANropUTIMOE 2y TeHTHDHUKaLKKW CTDOKa GaRToR, MO KOTOPOR BLMHCIARTCR AHAYSHWE GaH
Heix ayTedThipuiagn, gomesa OuTe KpaTtHa pasmepy Dnoxa, onpesenaAeMoMy anmopuTMand. Ecnv gnuka
CTpOKH GaiToR He COOTEETCTEYET TPeGoRaHWAKM ANTopHTMA No pasMepy BNoKa, B KOHUE Kagpa ayTeHTHdHLM-
pOBAHHOTS CoobwerHks AobaanAeTeA CRDBITOR XONOCToE FanonHerke (nocne nonA BCC, ecnik BuiNonHaeTcq
ToOMEKS Chywba ayTedTrdrkanki, W nocne WkhpoBaHHA AaHHBE, BCid HoNRoONsavioTeA cny#0sl ayTesTdiM-
KAUMKE W KOHDUOSHUMANEHOCTA) Nepen BrecarmeM B none MDAS. DanHee GaltTel X0NSCTORD 3an0nHeHWs
SON#HE MMETE HYNMEBODE 3HAYSHWE, A paiMep Bnoka onpelenseTch TPefopadkAMK aNMOpHTMa. XonocTos
IAMOAHEHKE HE NEPEAAETIA C KaAPoM CooblyeH9a,

8.1.4 Pexnm cuenneHdna Gnokos wudprekcta (CBC)

Boe anropdTiel WHdposadya, enonsavesee 8 SCPM, gonwue paboTaTe B pedHae cuenneHua bno-
koB Wwedprekcta (CEC) {em. MCOMSK 10116). CBC mpebyet, 4To0bi KONWYECTBO JAHHEIXR, NODMEHEWMN
WppoaaHA, DeiNo KpaTHeiM paisepy Gnoka wAgpTescTa. TpeGoBaHWE BHIONHASTCA NyTem QobanneHns
XONSCTHD IAN0MHEHKA B KOHUE A3HHEX NP HechXoOUMOCTH, Nepe WipoBadyen. XonocToe IancnHeHmns
CTAHOBMTCA YACcThi WAQPOBEHHONS TEKCTA Kalpa coobWerna ¥ yaanaeTcA MHUBKpyeMoNn ciysbonl B xoge
obpaboTkn BX0AAWEre CooBWEHA. Ecni DaHHLe yxe KpaTHel paismeny Dnoxa wudipa, XonocToe 3ancnHe-
HHe gobaanATe He TpedyeToA.

Wrchpe: B pexune CBC Tase TpeBYIOT HANWYWA BEETIRA MHKUWANKWIZWMA [1V) B nabemanne reHdepiA-
POBAHWA HOBOND KNOYA GNA Bax0oro ceaca Wwhdponands. JadHeii BeKTop MHULWANKIUMK reHepupyeTcq
M3 aHaqeHAA SMNF W onucad B 8.1 6.
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| Mecraayw N GaAr

HOD | 84 | DA | BG |SHD|SNF|FRC PEDATE BCC MDAS

HD | 54 | DA | BC |SHD|SNFiPRC PEDATA |ED5 POG | MDAS
|Fuspaisear 7]
FIeOBras MO M sscTH O Lsedmons s w |
Daieicis SR NPOBEE
TRHAF T R T

e kb N SSEACAT DU SO Tl

PucyHok 8 — Bbivvcnasie adHeIx gy TEHTHEEaUm

8.1.5 MaMuHanKIaumMa ¥ NpoBepKa aHavyerwa nons SNF

MusunaTop cnysbel coxpasneT adaderue nona SNF, caraasioe © nHAyMMpyenol cnysbol B npeneay-
LEM YoNewHoM oTeeTe. MHrukdpyenan cnysba koHTponnpyeT/ynpaenasT nonam SNF QnA kamooro MHuLma-
Topa cnywf. Ho ANA Nepeono 3anpoca WMnv B Cny4ae noTepd aHaqeddA nond SMF no kasvm-nabo npaqvHand,
HANPUMER W3-33 OTHKMICHEHWR NATAHWA, HHAUMATOD Cy#bsl He COXpaHAeT NOCNeoBaTentHEIA HOBED, W HHK-
UHandiau«a nona SMNF gonkka BeN0NHATECA BMECTE 0 CNYHE0A ayTeH THgMKALMA.

Coofwenre-3anpoc BENYAET NpoHIB0NEHDE IHadenne nona SNF 1 oTNpaenseTca Ha NRoTHRCMONoH:
HYID CTODOHY, Kak nokasads Ha pucyHke 10, Ecny He yoaeTcA nposepiTe none SNF, sanpawvaaeman criye
Ba oTBEYAET © MCRONLA0BAHWMEN CrEHERMPOBAHHOMGCOEPAHeHHorD aHadanra nona SKF, yTobsl YHasaTs Ha
owrbky npoeeped nonA SME WaMykarop cnysbel NoAy4aseT adadesqda nong SNE W oTnpaenaet coobleHda
O ayTERTHOWEALWK C NoNyYeHHBIM IHaYEHWHet nons SMF. 3anpawdeaean cnywba npoeepaeT coobeHHe
W 3aTest OTNpaBnAeT OTEET ob YCNewHod ayTeHTEHEaUHE MHALWMATopY CNyWbs © HOBLIM JHAYEHWEM MONA
SHF {yeenuseHHbb Ha 1).

8.1.6 BolyvcneHre IHAYEHWA BEETORA WHHLUHAMK3auMH (V)

MpuMeHeHWe pesksia CBC TpebyeT HanWdyYWa Yetko JagasHoro BeKTopa MHdunanvaagad (IV) N baiT,
Npd o708 N 3aBHCHT OT anropuiMa. Hanpumep, 16-6afTOELH BEKTOD HHHMUWINAIAUWA HCONEIYETCA B WWd-
poaanul anropuTson AES-CBC ¢ gnusoil kmioya 128 6T JaHHsii BEKTOR MHALWANMAAL WK NDER0CKoqMT Ao
IHAYEHHID JaWMLEHHoE |(Jawrpposanioe) MHbopMAaUMONHOE HAaNoNHeHYe, BRMNOHeHWE BEKTOPE HHKLKa:
NW3IALKA B KEaMIoM Kagpe cooBUeHnA rapadTHpyeT, 470 BOIMO#HO DaclWndpoBaHie Kamaoro NomySeHHoT
Kagpa cooblleHHa, Gawe ecnH HeRoToPRIE Kadokl cooblUEHHA BeiNand npd nepefade. 3Ha4eHHWe BEKTODS
WHHLUWANW3aLWA ABMNAETCA NPpoMaIBOgHbLIKM oT nonA SMF. Hanprsep, 16-03ATOBLIA BEETOD HHMLKANWIALLHA
WCMONBAYETCA ANR WWDpoBanda anroputrom AES-CBC. Ha prcyHkEa 11 NoKaiasa RACTPONKS IHSYEHWA BEk-
TOPa MHHUUKaNK3aUMe B cnydae 16-baliToaoro V.

B.2 Obpatorka Kagpa 3aWHLIeHHOTO CoobeHKA

8.2.1 OBwme nonoMeHnA

O6pafoTha ka0pa SaLMLUEHHOMN COOGLEHHNA AABACHT OT TOMS, Kaskke cnywbsl SR BETIOYEHE.

Crnegyiolne NOOENacck WNMOCTOARYIOT, K3k K30pkl coobleHinA obpabaThiBasTos B TPEX KOMBHHaALKAK!

a4} EEnioYeHa TONLKS NPOBESPEa NOQNMHHHOCTH DaHHBX [y TeHTHDKKaULKa ),

b} exniowesa TONEKS KOHDWOEHUHaNLHOCTE,

C) BEASOHEHDI W NPOBEDKE NOQNHHHOCTA JaHHBIX, W ayTeHTidMEauHa,

ObeH JaiHWEHHSMA CODDWEHKEMA MENXIY HHULKATOPOM CNYHObl M 3ANPaWMBREMON CNYRE0R co-
OTBETCTEYET COMEHY B COQHODAHMCBOR CETH. ECN YE3IZHHEKA CETEECH a0pEC HAAHAYEHWA ABNRETCA WHWDOKD:
BEWATENEHBIM 30PECOM, 3aNpaldeasMan ciywba QoMkHa OTHA3aTECA OT CoODWeHHR.
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1 1

CrogoHa, JAnsssEauan cryadly  CTopoHa Sanpawnaassed cnysfic

CaunGira Npasspes IHaaHUR noms SMF
BhrUCTEHHE ShaeeHrs nona MAS i s

Mo KAADY, 38 MCHRINeHMEM noosa HD
WAL, C MDOHIDOMLHEIN FHILEHLE W ol s BuywoneHue sHaweHy® nons MAs
nons SNF No KAGRY, 38 wisnoMEHnem noneh HD
H MAS © COXpAHBH-EIM SHAUEHABM NCNA
SMF wnm neaoaHbIN SHAYEHREM NS
SMF, nomeet of owsbke NpoBBpHHM

Clrsmai 1 @i R nenA ShE
W ORI el @ SINE

BoabpaT aHaqaHHA nona SMF

B U e earseHns nond MAS
NG KAORY, 33 HCHITKHeHWeM nomsi HD
t MAS, CBOSEDALEHHEM IHEYaHLa

o SHF

Mpoaaepka norm SMNF B kaqacTas
NPEf=LAVILIETD IHAUSHHA, NEPETRHHID
CAHOPAHMOBOMY YaNy, H BB-HCIEHAE
FIPEC FprriELG NG L IHAYSHPA NONA MAS N KADEY,

13 worneHEey nonei HD
W WAS

JHaqe~ma nona SNF yeenmeneasTeA Ha 1
W BBRSICTIAQTCA JHI40-ME NCnA MAS
Mo AApY, 33 MCENHsHiEs noneld HD

M MAS, W REpBNAGTER OTBAT

FINCE SRR IR of YCNEWHOW 3 TEHTHMESLWY

Pucyror 10 — FMNocrnssoearensHOCTe MHMGHANK3auKy nane SMNE

Mo ENF anF BNF ENF I

Fucyror 11 — BeMMCNEHHE ZHEHMEHHE BEKTORE HHAUMEnKaaUma {1V}

8.2.2 O6padoTra Kanpa cooflleHWa TONLEKD NPH NPOBERKE NOANAHHOCTH JaHHLIX

Ha pucydee 12 nokalama nocneaceaTensHoCTs NPOESOEA NOOMHHHOCTH DaHHBX Mesly MHALNaTODaM
CNYHBE W 3anNpalwMBaeMoi crivsBon.

Wark (HoMepa YEalsl BT NOCAE0ORATENEHOCTE) MEHEPUDOBAHKE COOBLEHNA NPOBEPKK MOSNHHHOCTI
OaHHEX 0T HHALMATORE CRYXROE ONUCEBIOTCA CReLyRoWLMM OBDaI0mM:

a) yetanoaxa donara e none SHD:

11 EuTe BO:b1T.b2:b3 MENENBIYKITCA 4NA YEIIAHHA MHOEKCE BENI0HE. NEHMEHIEMATD NEK NEDEaaYe DaHHEX;

21 BiTel BE:ET = 0:1 HCnoNbAVIOTCA ONA YE23aHWA Ha cnyxby GeaonacHocTd cnedywum obpaios:
AyTeMTHOWEALKA BEMNICYEHE, 3 WHDLOBIHUE BRIEMIOYRH!

3) 60T b8 = [ MononNeayeTos) ANR YEAIAHWA Ha TO, 4TO COODWEHNE ABNABTCR JANDOCOM,

b} yeTaMoasa NopAOKSROTS HOME DA,

1) &CnM NOpAOKOBEIA HOMED KA NPEALILYLIER NEDEIAYK JAHHBIXY COXDAHKNCH, MCNONbLIYETSA MMEHHO DH.

2] B NpOTHBHOM CITYYaa (AN Nepeoi Nepeqaun OaHHBR UMK 8CiE NOPADKOBEA HOMED HE COXPAMICA),
HCMoNMEIYETCA CNyYanHbing 0Gpas0onM BLIOpaHHbIR NPOMIECNEHEA NODAIKOBRK HOMED, KaK ondcado a 7.2.3,

C) BelMMcnerke nona BCOC,

d} eukcnenye nona MOAS no scemMy kanpy coOBILEHMA, 33 HeknodeHnes noneh: HD 4 MDAS.

Mpoaepka coOBUWEHHS AVTERTHDHKALMA 2aNPawUBsasMon iy BoR BKNIKHEET CNEayWes War.
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War 1 Npoceepra NOPALKOBOMRD HOMEDAE.

LWar 2 Npoeepka nona BOC.

War 3 MNpoceepka JaHHbE SyTENTHDMEALWMA,

OroeTHoe cooblesMe rOTORMTCA CRegyiowMm obpaaos, YTobel Nepedate ero MHALKWaTopy yoryr War
(HOMEDA YHAILIBAKT NOCNEGOBATENEHOCTE) MEHEDALMK OTEETHEY COOBWEHWA OT Janpaneaetol CTOpoHE
ONWCEBANTCA CReayiowMm obpaiom.

€] ycTanoeka chnara g none SHD:

1) BeTel bO:B1:b2:03 “enONEAYETCA ONA YEAIBHAA WHOBKCS KNICHa, NPAMEHASKMOTS NpY Nepegade Jan-
MilX. K3K 4 B COOTRETCTRYIOLEM COOBLLEHUA-3AND0CE,

2} BuTe bE:BY = 001 HMononeayeTcA ONA YKalauWA Ha cnysby GelonacHocTy cnegyiolivs oBpasomM:
ayTEHTHMEALMA BENKYEeHE, 3 WHHPIBAHWE BLIKMKYEHD, KaK M B COOTRATCTEVIOWEM CoDDUeHMA-3anpooe;

3} 0UT B8 = 1 HCNONEIYETCA ONA YEAIAHKA Ha TO, 4T0 Co0DLeHWe RENASTCA OTRETOM.

4} 3anyce peayneLTara oTEeTa B Gurel D12:613:b14.615 gna ykazadnA Ka To, ARNASTCA NpOBEPHA yoMeLw-
HOE MN# HET. Ecnv npoBepEa yONEWHAA, 330210TCA cnegyiowke asadeHrs butor: b12:b13:b14.215 = 0:0:0:0;

f} yeTauoBRKa NODAOKOBOMD HOMEDA.!

1} B cNyyae yCnellMore OTEETA CTARMTCA CNeaYKKh NODATKOBEA HOMED (YBENKYEHHBIR Ha 1),

2} B cnyuas oWWbKK OTBETA!

1] ecnl NopAQKOBEIA HOMED, COCTREETCTEYIOWAH JaHHOMY WHHLWATODY CRyHbbl, HE CYLWECTEYET, 3a-
NpalliMBaenan cny#Ga JomeHa NOCTAEWTE MCX0OHBIF NODAQKOBRE HOMER B None SNF B OTEETE WHALKaTORY
Iy,

I} B NPOTAHBHOM CNYY3E WCNONLIVETCR NPenBaYILMEA OTRZaENEHHLIR NOPROKCRLIR HOMED,

Q) YCTAHOBKA OaHHEX MHBOOMALNOHHOIS HANDNHE HAS.

1) NP OWKEKE NRPOBSPEA NOANKHHOCTI OAHHEE JaHHES 43 3anPOca KONMPYIOTSA M BCTABAAMTCA B NONA
PBEC, PADATA ¥ BCC Wa COOTEETCTEIOWMWE Nonel coobleHA-3anpoca;

2} npM YCnew«oi NpoRe pre MOANMHHOCTIA JaHHEN OAHHEBE OTBETA M COOTEETCTREVIOLLWA DaIMeD DaHHEX
BCTaEN®IoOTeA B nons PADATA # PBC ¥ eeyicnaeTcA none BCC,

h} seMucnesue nona MODAS no scenmy kagpy coobuenmra, 3a nckmoHernen nonei HD » MDAS.

Ha prcyrke 12 noKazad npEMepn Kagpos CooBlesri, MCNoNbs3yiowne criysdy YIoCTOREDAIOLLENR NaanKeA.

8.2.3 O6paboTka Kagpa CoobWEHHA TONBKO B PEXHME KoHPHOEHLWANBHOCTH

Ha pucyHxe 13 nokazada NocnegoBarensHocTE WHpPposaHKa Maxdy HHMUHaTopoM ciywbiel 1 aanpa-
LiBaEsoN cnywbod.

LWarv no reHeprupooandio WWdposasHorg Coofwendna o7 HHMUMaTORa cny Wbl BENIOYA0T CReyIowes
(HOMEDA YKAILIBANT NOCNEOBATENLHOCTE )

a) yoctaworka cnara g none SHD:

1) Gt Bb1:02:03 HCNONEIVIOTCA ONA YEAIAHKWE KEOEKCE KNICHE, NPRMEHREMOND NDK Nepeade JanHbix,

2) BTl BE:ET = 1.0 MCnoNeavioTCA ONA yEaIaHKA Ha cNyeDy GeacnacHooTH CReayiowHe obpaaos: ay-
TEHTHOHKAUMA OTKMOYEHS, 8 WHRPOBAHWE BENIKYEHO,

3} OUT B8 = [ HCNONEIYETCA ONA YEAIAHHA HA To, 9TC CoohleHWE SENASTCA IaNpoOcoM,

b} ycTanoBKA NPOMIRONEHOND HOMEDS B mone SHEF;

C) Beyucnedne nona BCC,

d} WrdhpoBarKe:

1} pofapneske HeohxoouMblX OaHHEDK XONOCTOTS 3anN0nHeHHA;

2} ecny WCNONEIYETCA anropuTe pewkma CBC, JaHHeE BEKTORa MHHMLUMALKWK, JERCTEYVIILKE KaE BBO-
OHEE AAHHEE 0N3 anropHuTMa WwydpoBaHWA, BsMUCNAKDTCA NO aHaYedio nona SNF;

3} wHdrpoBanye peayneTata (Nnons: PBC, PADATA, BCC u PDG).

LWary npoee prl WAHPoEaRHore cooBuWeHns aanpalldBaeMol cnyRGoR BRNIoHanT cnegylowees [HoMeap
VHAZRBAET NOCNENoRaTENLHOCTE ).

War 1. PacwndpoBanie DaHHsIX,

War 2. Npoerepka nona BCC.

CoobuweHda-0TEET NoOroTABNWBARTCA ONA NEPEnaYH MHHUHATORY Cnysbel CrenyousM chpaiom:

a) ycTanoBka denara B none SHD:

1) GuTel BOB 162 D3 HCNONEIYVIOTCR ANA YEAIAHAA WHIEKCE KNOHYE, NPMMEHAEMOND NpH Nepegade nau-
HElX, K3K W B COOTRETCTRYIOLENM COOBLLLEHMA-IANDOCE;

2} Gure BEBT = 1:0 MCNoNBIYOTCA ANA yraladka Ha ciyvaby BesonacHocTik cneayiowwm obpaszom.
AYTEHTHDHKALUNA BolkMOYEHa, 3 WADPORAHKE BEAKHEHD, KAk ¥ B CODTRETCTEYIOWEM CODBLUEHHMA-3aNpote;
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HD | SA | DA | BC [SHD SNF;FBC PADATA |BCG MDAS
£ Cn Al MO I !
L1
OO E-aTRET Ob B2 - vimae ikl Wi CTndy S ol Nl fope- Leri e, (Ui, w0 SO LS - L
DR S bR
OT CrODOms, IENPA- 4 - 1} e s rwEsitnigea Borksen0
LUMBKHGRT CIIYREY  £7 » 1 - aabfakdeass £runéhain sl s iinets Sepieli il |
:'3; :.u';;u,nn i —ni'nq-u o I S Byl T Pl RS RO RS M 11T wmm::ﬁ
] = SO Rl Spret G e B
W e
HD | SA | DA | BC [SHD SNF}FBC PADATA IBCC MDAS
CrafhusHE-Sarg oG l
CF1 GIsnt, esipae DO DI D0 = Andod ko, HOEnie iy (s Rope
Sl S it
I.I.I“BB'Q’I.I.IE‘“GI""HE b_E'- [ 47T T At gl eVl I_
B8 T — i ST Blsoatsna NORNGSEI0R FEM PO, ROHAM NETEHHEGR
b8 = (R DL R P o SR, Sl ol ey, VM Sl Bsazapnme nogrscy
% AT R R Ao Fyo-Tided A 0200
LFmLE BT A S A6
.,-,. s
HD | SA | DA | BC [SHDS SHFIF‘EC PADATA BCC| MDAS
ER L [T I
5 BT DE TGN = ARIARC KEWRG PO PR T 1 R
oCBume 0T R et
OT CTODONEL 3PS (o w (- e irbrc e BCTEHE r—
LIRS A EINIY 17 o 1 - wenbpcnbrm cretsrsn ; £t O ST SO R
Bl = 1 - copfummm-omeT HOMSPON [VOrBrEsaig 5 1 TR BT
12 BIFB1ABIR = OG0 - s T T
iiseaT O nove 5400
nanE BOC

PucyHor 12 — Kagpst 3sigMesHon ConBusEsns, Mononeay e cry iy yOocToRepAOWENR Mognsce

3) 6dT b8 = 1 MononkayeToR ANA YKaIaHKUA Ha TO, Y4To cooBlWUeHKeE ABRNABTCR OTEETOM,

4} zannce peayneTata oTeeTa 8 BuTe b12:013:614:015 gna ykazaduA Ha To, ARNASTCA NPOBEpEa YonetLl-
HOM MO #ET. EChi NpoBepka yCNewHas, 3a0akTcA cReayiow3e sHadeHra outoe — b12:b13:b14:615 = 00:0:0:0;

b) voTaMoaxa NpoWaBONLEHOTS HaYEHMA B none SMF;

C)] YCTAHOBKE O3HHBX HHDODMAUKOHHITD HAMONHEHWA:

1) NpuW oWKBKE NpCEEPEA WADDOBIHHEE JAHHBIE KOTHRPYSTSA M3 CoobLeHWA-3angoca,

2) Npy yonewHoR NPoBepEe QaMMbe OTBETA BHOCATCA 8 none PADATA, a cooTeeTCTEYIOWKMA paamep
OaHHbX BHOCHTCR B none PBC W ee4kcnaetca none BCC, jates BeinonHAETCA WHdposanse nonel: PBC,
PADATA, BOC # gaHHbix xONOCTOMD 3anonHeH3a.

.24 OopadoTEa Kaapa cooblUeHWA NpYW NPOBEPKE NOOANWHHOCTH JaHHBIX A
KoHpWOSHLWANEHOCTH

Horga oQHOBpEMEHHS BRMNICUEHE CRYWEa ayTeHTAdMKaUHKE @ cnyta Koud oS UHanEH0CTH, ZNA wiad:-
POBAHHCTD TEKCTA NPOBEDASTCH NOANMHHOCTE aHHSEX, 3 HELWWDPORAHHBIA TEKCT © NOOTEELROEHHLIB GakH-
HeiMi HE WHdipyeTch. 3To 0IHAYAET, 4To N8 KE3OpcE MCKOIALLMY CooDleHH NepERIM BLiNONHASTSA Wkdpo-
BaHKE, @ GNA LAJD0E BROAAWME COoOWEHWK NEpBOA BRINGNHABTCA ayTeHTHHEKaUKA.

Ha pucyHke 14 NoKaiasHsl NpoUecchl B HHKUHWATORE ChyEEE W 3anpalliBEasMon Cnywte.

Wark no renepupogasuio Wbpoaadkore CooDWEHHA © NOGTEEPHAEHHEIMA JAHHEIMK OT BHMUKATOPA
CyxBsl BEMKO4a0T cnegyiowes. CNUcadnelR Hee nopsdok obpatoTer ynpowaeT OuicTpoe ofHapyweHue 1
CTHNOHEHKE NOBTOPHEIX NAKETOE NONYYaTeNeM Nepeq pacllikvdpoBkoh NakeTa, TakM ODpaIom NoTEHUWANEHD
CHW#aA soanelcTerA DoS ataw

a) ycradoaga nara 8 none SHDO:

1) SuTel D0:b1:b2:b3 WCNONLEIYIOTCA 4NA YEIIAHAA WHAEKCE BNI0HE, NEHMEHSEMOT0 NDH NeDelaYs GaHHbX;

21 Bute bE:6Y = 0:0 vonone3yKTea ANA vEazadka Ha cnywby BesonacHocTy cneqysol M obpaaom: ay-
TEHTUMKALHA W WADPOBAHKHE BRMMHEHLI;

31 64T b8 = 0 nononeayeTos ANR YHAZAHKMA Ha TO, STO cooBWEeHWE ABNASTCR SaNDOCOM,
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Ho | sa | DA | BC EHDlSHF;PBE PADATA 13132 PDG
] ) l
l |
w Do s rai . -
cochaendg-oTRaT DO D200 -Rdeec L, SO0 YR 08 e ; s e ke
SR SAHERIL
i e s G L T o e e P

Confugspe-sanpoc I
OT CTOpOHE:, 3anpa- DO REIG - HERE KFHAE HETORRTyEALG T P
wvBaNHeA cyally ARA R

b = 1 - ooobuuepa oTErT
b2 BATRIA BIS] — NS SN TR Tl

o

HD | 5A | pa | BC [sHO|snFlpac PADATA [scc| Pos
|

b = T o s TG e T R

BT = [ = idsDiaoiuii-i ReTrimio WETRHOETR 1104 R sk o SPHF |
bl = 0 - peofaanm-aanes Finrse B ae s am

R R T L Y]

TG OO G B R
l. PBS, PEDATA n BCC] oo passe
i, TEalpoaion tofing anqa-
Fumy
HD | SA | DA | BC EHD|5NF¥PBC: PADATA ']EIEL‘: PDG
= WONEUHGG I
COCilhl B i B=0T BET Bkt ind BT - b eV, W TR ROED i -
OT CTORONR, HHNP {E?f::;mmwm
WHDEA S ansBY  np s - ay Ay SOTara D A e SB0Tld hemegd b e EMF

5§ = GO AT B
BT 51301 RS = G000 - wimara
Pueyrox 13 — Kagpel 2awnUeHHonD cooDWeHHA, Henoneayiwye cny=by wahposasas

b} yocTakoBRKa NOpAGKOBOMD HOMEDEA,

C) BeiMCiEHAE nona BCC;

d} WHdppoBaH@e:

1} poBaenexke HeobxoOMMBIX JAHHEK XONOCTOND 3aN0MAHEHWA;

2} ecni MCNONBIYETCA anropuTes pexuma CBC. 0aHHEe BEKTOPA MHALHMAUWK, QEACTEVILKE Kak BEO-

OHEE JaHHEE ONA ANrOpUTME WHOPOBAHUA, BRISUCIARTCA N0 IHaYeHHIo nona SNF;

3) wrdbpoBaMKe peaynwTata (nona: PBC, PADATA, BCC u PDG);
£} BeIHUCNEHWE DaHHEX Ay TEHTHDNEI LM

1} BbiYHCNERne IHSHeHWA ayTeHTHgHKALMY 0T Nons 5A g0 WydpoBaHHbIX JaHHBK [BEMOYEST Nona;

PBC, PADATA, BCC 1 PDG),

2} CoXpaHerke peayneTaTa BedscneHHi B none MDOAS,

Warwk no npoeepre 3aWWEpoBaHHore W ayTeHTHEHLMPOBaHHCTD cooBLUEHKA BENNHAKRT CRegyowes.
War 1. NMperepka aHaqeHus nona SHF.

War 2. Npoeepka adaqedks nona MOAS.

War 3. PacwndhpoBaHie gaHHLIX.

War 4. Npoerepka avaqdendus ronA BCC.

Coobwende-0TRaT NOArOTAANMEISTCA ANS NEPEaaqdl MHALKATORY eyl cnegyiowms obpalom. War

(HOMEPA YHAIBAIOT NOCNEI0EATENEHOCTE) FEHENMPOBAHMA CODBILEHUA-OTRETE OT MHULMATOPE cNy#Bk onK-

CHBIOTCA CNEdywMM oboasom:
f) yeTasoBka dnara e none SHD:

1) BuTe bO:b1:b2:b3 wcnoneIyOTCR ANA YHAIAHAA MHOEKCE KNHHE, NRAMBEHAEMOND NPW NEpEGaqYe JaH-

HlxX, KK W B COOTBETCTEYIOLEM CoO0BLLEHWA-3anNpoce;

2} 81Tl BE:DT = 00 MononNeayioTCA ONA yEaZAHKA Ha chyeSy GeannacHoCTH cneayiowm obpasos: ay-
TEHTHDMEALKA W WHEPOBIHWE BEMIOYSHE, KIE 4 B COCTRETCTEYIILLEM COOSILEHMM-2anpoce;

3} BUT 08 = 1 HCNONLIYETSA ONA YEAIAHKA Ha To, 470 CoobleHWe RENASTCA OTRETOM;
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4 zanKck peaynNeTaTa oTeeTa B OuTe B12:013:614:615 ona ykazaduA Ha To, ARNASTCA NPOBEpEA YCNeLl-
HOM HNW HeT. ECNK Npoaepka yonew-an, 3agaetcA cnegyiowes aHaseHde Buton — b12:b13:614:815 = 00:0:0:0;,

g YCTaHOaES NOPAOKCROND HOMEPpa Janpoca B none SMNF:

1) B cnvydae YyoRewHoro oTRETE, CTABWTCR CeqyioWwiii NoPpRAKCRLIR HOMED (YRENWYeHHER Ha 1),

21 B cny4ae owwbeM oTRETA,

I} ecii NOpAOKOBEA HOMED, COOTBETSTEYIOW WA JaHHOMY WHMLKATORY chywBesl, e CYLLECTEYET, 3anpa-
WHEaEMas cnyxba AcrsHa NoCTaEMTe MCROOHBA NOpRakoERE HoMep B none SNF B oTEETE WHHUAaTORY
CyHBl,

Il) B NPOTHEHOM CRYYaE, MCNONLAYETCA NPELEHIYLWWA CTNEAENSHHLIA NOPROKCELIA HOMED,

h) yoTaHoaxka QamHbl X AHEOPMAELMCHHOIND HANoNHEHWA,

1) npKr owKbke NpoBEpKK WWhpoBaHHLIE DaHHbe nonel: PBC, PADATA, BCC w PDG sonvpyioTea WMa
coobleEH-A-3anpoca;

2] NpW yCnewHod nposepse DaHHMble OTEeTa BHOCATCA B none PADATA, a cOOTRETCTREVIOWMHA paamep
OaHHbIX BHOCKTCA B None PBC W eel4dKcnaeTca none BCC, aates BeinonHAeTcA wWWdposanye nonel: PBC,
FADATA, BOC # gaHHbix XONOCTOMD 3ancnHeH«a;

I} Bescnedre nong MDAS no scemy kaapy coobweHna, 3a wekniodexmes nonek: HD w MDAS.

HD | sa | pa | B Jshojswripac] PADATA [pccipog| MDAS
£ Qumbimons I l
ConBeomet  DRbUEEY - snotes s, wenorrpere AT ARG WM & DO R 1A [
o7 SrapOkL, Jargpa- E:T:gx-r:qmrm [ T - I_
TS TGy g"?'"'m“‘" g wmn::'sﬂ:mu;;amm mw Her
= 1 - ool e TS anm LTI i s il AR m:mm
12 B! X0 = AT .
E:'qal;u ] s F MARpCH e liniprtag pigirecray
W o
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Cooif il Eampne I
o7 aTopoMaL, 3anpa- DUCTREDS — Meniis oo, PRt i 53
A — mﬂ.&mmmm
B = 0 = AR POSE e B B e POPRJORONTS LIS, [ ST R l
b8 = D o o e g B e, AL R bl T Ty, W e &
- B T TR,
PORRINGOGIT FOMETS B DALS MGt 1oF AL Ire-aqen Hm
dgiei 1 PENTeE B gy
‘_ wars FOG
HD | sa | DA | Bc [sHo|snelpec PADATA [BcclPDG| MDAS
m‘;aﬁmm" I'.IL'II:E B — TG RO, TR FRCRADTT 06
LD o - O TG T T :
O CUCOHG, 3arpa- ::rﬁ-lil—q:rlﬂru:hhnmmﬂ I_
WREENRU A ENPHDY 57 = 0 - winDpeti b
BE ® 1 e S i T Haig LA, N TR TS in
BT BT ABS = 000 — FLMHEDOL (IR bl Ha V) DLPHENESE g
Psiafymn i fpeds Ptmpll
AeatE AT e LA 5S
s LG

PucyHok T4 — Kanpes 38 WMuaHHOM CoobigEHWe, MCNoNsayrwye criyddy wndpoaaHeR
W chywby MpoBERKA NOQNMHHOCTH J8HHLIX

9 YnpasneHve KnoYamMu

9.1 OBwne nonoxeHnA

CoHAM W3 NpEMMYWLecTE npoTokona SCPM AanAeTcs T, 4TS MEXaHHMaM YyNDaEneHWA EMoYamd Tamke
CORCHEYMBIRTCA JaHHEM MEOTOKOMNOM, TO 80T KMN0HK, HCNONbayeMble B NpoTokone SCPM, ¥M we 1 pacnpe-
OENAIOTCA.
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OnA GeaonacHoR nepegaqd JadHbix WIHaYankHo YoTAHABNWBATCA DRINMWHHLIE ENICYKH, KOTOPRIE Mo-
paIHoMy HCNoNLIYVIOTCA B JABWCHMOCTH OT THNa kNk4a. MeHapupoEaHHe/pacnpedens HiG KNkYer KOHTROmN:
pYeTCH W YNDABENRETCoA oyaNomM YCTaHoBRKK sniodas (KSN). 3a xpaHeHse JaHHBE PacnpedensHHeE KnoqYei
OTAGYAINT OOMAallHWE YCTPORCTES. Koty cnyaT kak obWWe cekpeTHEE 0aHHEIE MHMLGWaTOpoR ciyst 1 3a-
npawxeaemsx cnykb. Nporokon SCPM npegnonaraeT, 4To B 00H0M OOMEHE NPKCYTCTEYET TOMNBKD GOMH YN
YOTaHoBRKA Knioded (KSMN), 1 Toneko ogue yaen KSN pacnpegenaer KnoY9 no goMalHke yeTpohcTeam. Mo
mMUMS 3TOF0 vaen KSN ynpaenaeT emoucn Mexgy yanas KEN 1 aomawHMme yeTpoRcTeamK. Korga yaen KSHN
HANPaBIAET PAINKYHEIE KMIGHY Ha OoMaWHWe YyoTRoRCTaa, GaHHLIE KNoHA JOMKHE DbiTy Ja1WHM4gpoBaH .

Yaen KSMN WrpacT BamHyIio pont B OCTaERES, OOHOBMNEHHH M XpaHEHHH BCEX knnsel. Yaen KEN aomseH
BbiTh O48HE HADERHEIM YCTPOACTEOM. THNOBRE ONepauri No aaTopsiayni yana KSN onvcassl B Nnprnomwe:
ik A,

9.2 MHHuManMaauMa Knyed

9.2.1 MHMUHANKIALKA KNKDYa NoNLICEATENA

Kmicd NoNbJIcBaTend — 370 oGlWKWeE CeKpETHRIE JadHbe BCER YOTPOHRCTE B goMeHe. belonacHan nepe-
Aaqa JakHex ofecnedneasTen Bnaradapd NPaKTHEe WCNoNsI08aHHA KNioHa NoNe3ceaTens, Korja ooe Nkua,
HHBYLME B DOME, WCMOMEAYIoT SETOMATHIIUM YNDaRNeHMA JOMAHeH CeThH. ECn yoTRORCTRG X04ET NEW-
COBOMHWMTECA £ CETH {HOBOE IapErvcTpHUpOEIHHOE YCTROACTRO), TPEOYETCE MHALWMANKIALUKS KIoYa Nonk3o-
BATENA Ha GaHHOM YCTPORCTRE, Y70 BLINCNHASTCA NyTEM JOCTABKK JAWMLLEHHOND KNI0Ha NoNLIosaTens Ha
HOBOE 3aPETHCTRMPOBAHHOE YOTPORCTEO yamonm KESMN.

Meped TaKoW AHMUHANWIaLHReR yank 0SMeHHBa0TCA Mewgy coboi NpedeapHTeNsHoR BEpCHel 0GLWKL
HCBKPETHE S JaHHBE NOCPELCTE0M ONPedeneHHbLIX BHENINOCHEX MEXaHHIMoB. NpoUscchl NOKa3aHel HA $H-
cyHEe 15, a wark onucadsl HAxe:

a} yaen KSN ayTedTHdEuMpyeT agMuHWCTRaToRa NocpedcTeoM CneuWanianpoBa b MExaH iImog,
HANPUMER. ¢ NOMOWED MexaHsama PIN,

b} B KaYecTEE NpedEApUTENEHOH BEpCHK OO sCeEPETHRIX OaHHLIX HEOBXOOMMO MCNONBI0BATE G-
CHAHER 8N4 (KOTOPRA HAIHaYaeTch WaroToanTene npubopal ana HOBOM JaperMcTPUPORAHHOMD YCTDOR:
CTEA ¥ NepEgaTe ro 8 yaen KSN c nomMowess onpedeneHiby HEIaBMCHMBE CREACTE, HanpHUsen CepuiHiiiA
KDY HOBOMD 3aperHcTRHpOBaHHors YCTPONCTES BEOQUTCR & vaen KSN;

C) MoAroToEKa WHALAANAZEAUAA KMYa NoNbIoBaTens Ha HOBROM 3aperMcTRUpORaHHOM YCTRORCTRE:

1) NoCKONEKY 3TO N@pBEaA Nepeqaya OaHHLIN MeKgy yanom KSN i HOBoIM 3aperdcTpHpOBaHHEIM YCTDOR
CTECHM, OBLWE COTNACOB3HHLIA [HASEMHLIE) NOPAOKCELIA HOMED MOEOY HHMH DBEYMA OTCYTCTEYET, NMoaTOMY
YVCTDOUCTRED ACMMHD CIyHaiHbM 0Dpa3os CrEHEDMPOBATE MCXOOHOE IHAYEHKE NOPASKOBOID HOMERa M Ro-
CTaRWTe &ro B none RNS, kak onkcako e 7.2.3;

2} Bchk yCTPOWCTED WMEET DEMMM WCKOAHOW YCTAHOBKKW, M0 HEODXOOHMO NEpEKniaYWTE 8 JaHHE pe-
WM

d} yaen KSN BeifaeT 1anpoc B BU0E HELWWPPOBSHHOND TEKCTA HE HOBOE SaDerMcTRUpoBaHHoS YoTROR
CTRD, STo0L ONPEGENATE ANTODHTM WHEPoBaHWA/aYTEHTHEMKAUHK, NoOSeHHBAEMEIN CEDWRHLIM EMIOYOM,

€] HOBOE ZAPEMMCTDUPORIHHOS YCTROWCTED OTRE4aET yany KSN C nomMolwes NogepeEHsasors anro-
piTMa WrdpoBaHARay TEHTHHWKALWK B BMOe HEWRhPOBaHHOTD TEKCTA,

f) waen KSN reHe pHpyeT/Ba0aspallasT KK None3cBaTens, CoXpaqHAeT ero oo CRR3aHHLIMKM aTpEuByTamu
(ONKHa BMoYa W annaputa) 8 none PADATA, ganee wWdpyeT/NpoBepasT NOQNWHHOCTE Kagpa coobuwaHia-
IANPOCA MHMLMANWIAUMK KNKYa NoNB30BATENR © NOMOWBLIO NEefEapMTENEH0MD 0BIWUETS CEPMAHOID ERI0Ya M
Ape0EapKTENsHG COMMacoBaRHOND anropHTMa (YEa3aMHoro Bellwe B paidenax 4 4 5), a atem nepegaer ia-
LM LLE HHBIA Ka0p COODLWEMAA Ha HOBOE JAPErMCTRWDOBAHHOE YCTROWCTED,

g} HOBOE JEpPerUCTPWROBANHOE YOTDOWCTES NONYYAET W NPOBEDAET KOMaHOY Ha MHULWANKWIALWID KToYa
MONBICEATENR NO CEDMAHOMY KMKYY ¥ NPedsagHTenLHo COMMacoBaHHoMy anropuTMy (YE33aHHOMY BbllUE B
paigenax 4 Ku 5,

h} ecnu npoBepxa NPowWwna yonewHo, HoBOE IAPErMcTPUCEAHKMOE YCTPORCTED NOOroTABNKBaET OTEET
Ha WHHLAANMIALMED KMO4a NONBICBATENA NYTEM YEENAYEHKA NODAOKOROrS HOMEPa Ha 1, KONWpOBaHKA 3a-
WAPPOBaHHEBY A3HHEX W NPODEDKH NOOAWHHCCTH CO0SWEHKMA M0 &M CEpMHHOMY KNicdy, ¥ 3aTEM nepedaeT
@ 8 yaen KSHN. B peaynetate yaen K5N onageeT uHpopMadueid o ToOM. NOMNYHANG Nt HOBOE I3PerMoTpMpo-
BaHHOS YCTPOMCTEO KNIoY NoMNk30BATENA JOMHHLIM 0GpaIom;

i) y3en KSN nonyyaeT | NpoBepAeT OTEET MO MHHUMANHIaLM K KNo4a NoNeI0BaTeNd, B0380allaeT HoBLIA
MOPAGKOBEIA HOMED W NOJTBEEHOAET, 4T0 COMEN NPOLWEN YoNeLwHo.
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Ecad yaen KSN He nony4asT oTEeT 0T HOBOMD IaRErHCTDHMPOBAHMHOND YCTPOACTEA, TO O NOBTOPHO NEpe-
OAET AFWMWEHHOE CODRWEHHE C NPeabOYILEK NEDenamH Hbl b NODASKOBGRIB HOMEDO.

CHOMEH EAZPaMK 33WLHWESHHOM CoobyeH A Mexay vanos B3N 1 HOBRM 38DerMCTEHPOBaHHBIM YCTROR-
CTROM MOKAIaH Ha pucyHie 16. CooblUeHre-3anpos MHHLUMANMIALMA KNcHa BENoYasT whopMaumio aim-
wenHom aaronoeka (b0:b1:b2:b3 = 0:0:0:0 xak vugerc cepuinora knioda, bEb7? = 00 kak BENCHEHHEE 3y -
TeHTHMEaUHA ¢ wikndgposanke, bE=0 kak coobweswe-2anpoc), NOpASKOBEIR HOMED W MaTEepKank KNKYa,
COOepMalLKE KNicd NoNbAcBaATENA, OAHHY KNoHa H CEAZAHHLIA anropHTs, coxpadedHsid B none PADATA.
VENeLWHEA OTEET M CWMEKA OTEETA TAKKES NOKAAAHEl Ha pUoyHke 15, Pasnuuua Mexay YenewHss OTRETOM 1
CWHERDR OTRETA CRegyiolwne,

a) peayneTat oTeeTa OyaeT ykazaw B BuTax b12:613:614:b15 nona SHO;

b} ecne oTeeT yonewHsid, aHadeHqe nona SMF yeenddveaeTca Ha 1. B cnyyae ownbe aHaseHa nons
SMNF OCTARTCA TAKMM HE, YTO W B NPE0BTYLLEM OTBETE,

C) B cnydae cluvSKn OTEeTa 33WMd POBAHHERE 0aHHEE B CO0bWEaH HH-CTEETE KONURYIOTCA W3 cooBeHWA-
IANPOCA, HO JAMHHBIE AYTEHTAQHESLMM BLIYMCNAKRTCR OT NonA 34 00 WAdpoBaHH X DaHHE [BEMICHIA MONa:
FEC, PADATA, BCC ¢ PDG). B cny4ae yCNEWHOro OTBeTa MHdbopMaUWA OTEBETa BHOCHTCA B none PADATA.
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9.2.2 MHWUHANK3IALKMA KNKYa NpoBadgepa yonyr

KrdE npoBalgepa Yonyr NpeacTaenfioT oobol oblWe «CekpeTHbIE» JaHHBIE YNPARNAKLLMY YIN0s «
YINoB yoTRoHcTe. JocTaeka knioYeid NpoBadgepa yonyr Ha HOBODE 3apericTpUpoBaHKOR YCTRCHCTED © NpOToKD:
nes SCPM Tanke BenoNESeTCR vanos KSN., [NpegsapHTensHan BepoiA ChULMK CERpETHE X QaHHBIX, KNKY NOfb:
I0BATENA, MCAONBEIYETCA ONA JaWWTel DocTasky. [pogecohl NoKaIaHe Ha pUcyYHEE 17, a8 Ward onkucaHsl HHE,

a) ¥Yaen KSN npoBapAeT NoQAMHHOCTE HACTROHKW KEMKD4a NPORangepa Yonyr NOCpeacTBEOM CreUHand -
COEAHHEER MEXAHMIMOE, HANDUMED C NOMOLLBS PIN,

b) Yaen KSN reseprpyeT/BOIBEpALLAET KMKY NPOBAKAERA YCNYT, COXPAHMART B0 CO COAIAHHBIMK aTpK-
ByTami (ANKHA KNo4a W anmoputa) B none PADATA, sniodasT cnywbsl ayTeHTrOMKEUMKY M KOHGHDEHL M-
ANLHOCTH N8 WHdposaHHANPOBEDEN NOOAAHHOCTA JaHHbx 3anpoca MHMUHaENAIaLUAY kKmoya nposaigena
WCIMYr © NOMOWERKD KNKYa NoNBICBATENS W CBASAHHOTS © HHM anmopuTME, a 1aTesd NepefacT ent Ha HoBo
JARETMCTPMPORAHHOE YCTRORCTED,

C) HoBOE 3apervcTpUpoBaHHOE YOTPOWCTEO NONYY3ET M NDCBEPRET KOMaAHGY Ha MHHUMANMIALNK KNICHa
NgoEaRdena yonyr © MOMOLLEN KNdHEa NoNB3I0BATENA W CBRSAHHONT © HHM anropuiTa;

d} Ecni npoBepka NpowWna yonewHs, HoBDE JapenicTpHpoBaHHOe YCTPORCTRD NOgroTaenieasT oTEET
Mo WHAUWANWIALKKY KNicHa NpoBaidepa yonyr NyTeM YEaNHHeHda NopRaxkcearo HoMega Ha 1. wrdposaH«A
OauHe oTeeTa (NonA: PEC, FADATA, BCC 1 PDG) 1 gobaBnedls gavkkiy ayTedTdskauny (none MDOAS)
Mos0WsD KNKYa NoNEICEATENA K NEPENasT WX Ha yaen KSN;

e} ¥aen KSN nony-aer ¥ NpoRepRET OTEET N0 HHWUMANKMIZLWK KNioHa Nposangepa yonyr, Boagpawast
HOBLIA NOPROKCELIA HOMED W NOOTEERHOAET, HTO ODMEH NPOLLEN YCrIELWHO,

Ecnu yaen KSN He nony4aeT oTEET OT HOBOTO 3apeTHCTRHPpORaHHONS yoTpodeTea, yaan KSMN noatopHo
MEpegasT AUWILEHHOE COCBLEHWE C NPedbOyLMM NEFedaHHbIM NODAGKOBERIM HOMEDOM.

OBMeEH KanpamMi 33WMLLERHOMS CooDLWEHNA MExay yanom KSN W HOBLIM I30ETHCTPUDOBaHHEM YCTPOR-
CTBOR NOKAIAH HA PUCYHKE 18 TpK yEazanuk segekca knioda e none SHO, yetanoenexnoi B Gutax — blibt b2 -bh3=
= 0001, Kniod npopadgepa yonyr GNHHa KmoYa ¥ CERIAHHER C KKK anropiTi WAdpyIoTCH W COXDaHARTCA B
none PADATA. Coctae coobleHMA-3anpoca W CooSlUEHWA-0TEETA NEEKTHYECKH TAKOKW XE, K3K W ONA MHWLWE K-
JAUMK KMIOYa NoMNLIOBATENA, 30 HCHMTHHEHWES PIANHEKA B yDOBHE MPWMEHEHWR | KIKDYEEbLIX JaHHLIX.
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PucyHox 17 — MocnenoBa TENEHOCTA BHEUAENAZALMH KNOHE NPOSaRGERE yunyr

9.2.3 MHAUMaNMIaWWa KNoYa HIroToBKTENA

PekomengyaTcA, YTolsl KN0Y MAMOTOBMTENA Ghin NPOMAB0AHLIM 0T DEIYILTATA MYHKLNA XEWMPORAHNA
MAYHGE KHDODMEUMK § DaHHbIX O CBOACTERR YCTROACTREE,

Ceoban CUCTeMa ANA YOTAHORKM KNKDYa MATOTORMTENS ANA 3aWHALEHHON NEpena9di NaHHBX Ha YIen Ha
NpegycMoTpeHa.

9.3 OBHOoBNEHME MACTEP=ENKO4a

9.3.1 ObroBneHHe MacTap=-Kno4a Mmexay yanom KSN » ycrporcTeom

B npotokone SCPM kondraeHUManeEHocTe ¥ NPOBELKa NOANWHHOCTH OaHHsX obecnedYdBanTeA no-
CREnCTEoM MCNONBI0BAHWMA COrMACOBAHHOTD KPUNTOrpadUYeckorn anNrpuTMa, Takorn kak AES. B HacToRwes
BPEMA ANTopUTM AES cyuMTaeTcA CTORKMM KPMNTOrPagMUSckMM anropuTMOM, NOCKONERY DACYETHOR BPEMA
panosa AES aHA4GMTENEHG BONbLWE, YeK BREMA BANOMa NDOHAX anropuTMo, Takdy kak DES. OneHa knoqei
anroputka DES coctaanaeT 56 GuT. Knodu AES monyT BeiTe gndsoi 128, 192 1 256 GWT. Mpy cTolkocTi AES
B 128 BUT 4MCNo ACCTYNHEL KMicdal cocTapnAeT B 10{**21) paa Gonelwe, Yem npegnarasT anroputm DES, a
ATO 0AHAYAET, YTO, BN CYILECTEYET METod, cnocobrelil pacwwdpoBaTe KNOY 23 oOHY CexyHay (XoTA, Ha ca-
MO JENe, «BANoMUEAKKH DES» 0bpi4H0 TRATAT HECKONEBKD Yacol Ha pacluikdpoary kn<a DES), notpedyetca
149 TPUNNWOHGE NeT Ha Banost 128-BUTHore kmoda AES, 410 HENpESOonNHMO G TOYEY SDEHHS COBRaMEHHbIX
TEXHOMOMMA, TeM HE MEHEE, HEJENMHOCTE 3ALLWTEl HE MOMET NONHOCTEKY JABMCETE OT CTOHKOCTH WCMOMNB3Y
EMOTD AnNfOpMTMa, HA HEE MOMET BNUATE W Yenosedeckiil daktop. B atom cnydae pesoMedOyetcd, 4Tobk
MERUOOMYECKH BhINONHANKCE CNERAUMd No OOHOBNEHKID MACTER-KMIKKYa B0 MIDEMAHME BOIMOHEIY DHUCKOR
HApYLWeHKnA BeIonacHICTE. OOHako paipaboTurkh MoryT HanTe BanaKc Mexay b OeKTHEHBIMIA NDAKTHKSMA
obecnededna BeaonacHoCTi M QRANYECKIAME OrDEHWUE HARRIA.
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PucyHox 18 — Kaapel 28WMWUEHHDND COSOWEHWA BHALASNAZa0WA KNE-a NposaRnepa yenyr

MpHECATCA Opa HEODAZATENbHEE MEXaHWaMa OOHOBNEHWA MacTep-KMicda. Ooud TReBYeT pyYHOo
BMELLATENLCTE NYTEM NEHMEHEHWA MEXaHNAME WHALHANWIAUKK KNoda JNA pacnpegenaHda KoBoro Knicda,
KaK onWcaHo 8 8.1, gpyrol NpegnarasT anToMaTiyeckos oBHOBNEHKWE MACTEI-KNICHa NyTEM WCNONLI0B3aHHEA
HYBCTBMTEMNEHONS K BblHHCcneH M anropirtsra Judou-Xennmada (OH} Ons cornacceadks HoBoro knisa. [na
FHOI#ETHEIX YOTDORCTR, KOTOPBIE HE 0BBCNeYMBaKIT HCNONLIGBAHKE anrapkTa DH. Ho TpebyoT cnpeaene |-
HOTD YOOBHA 38LUMTEN OT BOIMOEHLIX aTak, NEPUoSHHECcEoe ODHOBMNEHME MacTep-KNo4a MOMET BbliNONHATECA
BRYHHYH aHaN0THYHO HHWLHANKIaUWA knioya. 0ne npoddy yoTpodcTe, obnagawms BonkWaH BelHHCiHTenk:
MO MOWHOCTRI, MOMET WCNONBICEITLCA MEXaHWIM COMMacoBaHMA KNnyYa anropuTrom OH, obecneddea:
LWl AaETOMATHYECKOE COHOBNEHME MACTEP-KMKHYa B TEYeHHE YEIIaHKOMD Nepdoga epemedd. B yenax Gea-
OAACHOCTA OELWME SCEKPETHEIE OaKHEIE 0OMWHL COHCANATECA YEPEI IANAHHBIE WHTEDEANL], BEMICHaA KaK
KA NONEICEATENA, TAK W KNI04M NpoBaRdepa yonyn YT0 KACAeTCA MacTep-knHa, To ero 0BHOBNOHWE 8-
BACHT OT NOCTABLYF KD,

Mpesoe Yem NACEBATE MEXaddad 0DHOBNEHKHS MACTER-KMCYa Ha oCcHoBE anropuTka DH, neobio-
OWKMS KPaTES ONWCATE NDCTOKCN COFNacoBaHKAa KNKYa anmopuTvon DH. Ona nportoxana weobxodiMel 083
CHCTEMHEIX NapameTpa p W g. O0a oMu ABNAKTCA OTEPLITEMH M MOTYT MCNoNL30BATECA BCEMM NONB3I0ER-
TEnAMK ChCTEMLl. [MapaMeTp p NpegcTaenAeT cobDol NDOCTOE YYWCNo, a NApamMaTp g (obbiHHD HalbBaeMsid
FEHEEATOPOM} ABMASTCA WENLIM SWCNOM, MEHBLE [. CNoCoBHBEIM reHBEpHDoEATE KaMaLIE aneMedT oT 1 Qo p-1
MpWl yMHOHEHWA Ha camons cefa HECKOMbKO Da3l, No MOgynkd PaBHuA NROCToMY YWcny p. Takus oBpasom,
yaen KSN 1 sanadkoe yoTpOWCTED MOTYT WCNoNbEIoBATE NPOTOKON COMMacoBaqHds Kmoda anropuTmos DH,
4ToBE cornacoeaTe OOWWA ceKPETHRIA KNKnY. Janes no TeKCTY HOBBIH MacTep-kniod ByaeT HononNe3oaaTecA
ANA oD0ZHA%EHWA HOBOMD KA0MAa NONBI0BATENS WNK KMN0Ha NPoBalnaepa yonyr, 3 NPeasaprTensHER macTep-
KN4 By 08T MCNoNe3I0BaTeCA ONA 0GosHaYeHMA NOONEHALLErD OBHOBNEHWD KNK4a NONBICBATENA ANk KNicHa
npoeaigepa yonyr. nA ofecnedeHda Ge3cnacHocTd reHEpPHpoBaHKA KNoYa W ngoToxona Juddn-Xennmua:
Ha BEHHLIM YCNOBAEM REMRIOTCA AOCTATOMHAA GNHHE KMOYE W HENPOTHOIWDYEMOE CNYYahHoe CoBcTBeHHOS
aHaqexe. Wand npoUenypsl AKTHEAUWK DACNPedeneHMs HOBOM MACTED=KMDHa Ha YCTPORCTEO yanos K3MN o
HCNonNsaoaaHAe npotokona SCPM, a Takse Npoueaypl HCNONEACBAHKA NEECB3PUTENLHON BEECHA OOLWLKHX
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CERpETHBIX JaHHbL, NDELBAPHTENLHOND MACTEP-KMKHE, OMA ayTedTUdHKaLyMK GBYX OQHODaHroBLX YaNoe N
Ea3aHbl H3 pUcyHRe 19 W BENIOYEI0T Chedykiles;

a) yaen KSN redepdpyeT cnyYaiHoe JHAYeHWE J8MD6I TR KNoYa W ONA HEro BWYKCNAeT JHaqYeHse oT-
EPLTOrD KNMYa © MCNoNBEI0B2HWEM NAPaMETDOR D W § W 33ED6ITOTD KNKYA, NOCNE Y810 COXPaHART BelHKCIEs
Hoe anropuTrom DH oTkpeiToe avadenre knkoysa B none PADATA, sanyckaeT chivmbol ayTeHTUdHkanms ana
NPoBEpE NoONMHHOCTH JAaHHBX KOMaHaw cOMEHa © NOMOWEBID NpedEapHUTENLHOTD MACTED-8NI0Ya W 3aTem
NepedasT OTERLTOR AHAYEHHAE KNHA HA YCTPORCTEO,

b} YCTPOWCTEO NONYY3ET W NPOBEPRET KOMaHOy ODMEHS OTKRRITEIM 3HaYeHnen Knoda DH ¥ anaveHne
NpEasapy TENEHOMD MACTE-ENo4a. ECNy NpoBepka Npolna YonewHo, yeTPoRCTES NONyYasT OTHDBITEHE Ksod
OH yana KSN;

C) YCTROWCTRO YBEMWYWBaeT NOPAGKOBRIR HOoOMED Ha 1, NOOroTasnNMeasT CoobllyeHde-oTeaeT Mo obMeHy
CTHRETEK IHaderten knosa DH, ayTeHTidHUKpoEaHHOE NPEgBapHTENEHEIM MACTER-KNICHOM, W NepegaseT
8ro B yaen KSN,

d) yaen K5N npopepreT oTRET No ofMaHy OTHPBIThIM SHAYSHWEM W NONYY2ET HOBRIA NOPAGKOBEIA HO-
Map, OBMEH OTEDPRITRIM IHAYEHHENM KNI0Ya NoATEEDMOABTSA,

2] YCTRORCTED MeHEPWPYET CNyYalHoe CODCTREHHOE IHAUSHME IAKDEITOND KMKHYa W ONA Herd Biddc:
NAET AHAHEHKE OTEPBITOND KMKYA © MCNONBLIA0BAHMEN NADAMETPOE [ W g ¥ CODCTREHHOMD IHFHEHWA, 3aTem
COXPAHAET BulHUcnesHoe anropuTMonM OH oTKpeTOR aHaqed«e B none PADATA, sknicvaet cnywby npoBepn
MNOGNKHHOCTA GaHHEE 007 ayTEHTHEMEILHA SaHHEIX KOMaHgbl OGMEHA OTEDLITEIM JHaYeHde DH ot npeg-
BAPUTENEHOND MacTep-KNioda W 3aTeM NepeaaeT ee Ha yaen KN,

fi yagn KSN nony4aeT ¥ NpOBEQRRET KOMAHAY O0MEHa OTEPETRIM aHadeHsen xniova DH oT npegeapm-
TEMLHOMD MacTep-knioYa. Ecnk nposepla npowna yonelo, yien KSN nony4asT oTKpLITOE 3HaYeHne KnoYa
OH yoTtpodcTea;

g y3en KSN yBendYMeaaT NopAGEOBRIA HoMEDR Ha 1, NogroTapnveaeT cooblleHwe-o0TEET No oBMeHy oT-
EPLITEM 3sadqanden knnda OH, ayTerTundrynposar Hoe NPedeapHTENERBIM MACTEP=KM0YoM, M NepegasT ero
Ha YCTROWRCTEO,

R} YCTROWCTRD NPOSSEAET OTEET No 0SMEHY OTEDLIThIAM IHSHEHHEM KNICHE WU NoNyHaeT HoBRIR Nopaaso-
Bl HOMED, 0OMEH OTHPEHTEM IHAISHWES KNHYE NOGTEEDMGIETCR,

i] yaen KSN se4Mcnaer obwpi CerpeTHelid ENIoY ¢ NOMOWEI0 CROEND JAKDLITOMD AHAYEHHA KNKHa K
IHAHEHWA OTKPBITOND KN YOTDOHRCTEE. YOTPOWCTED BRYMCNRET ODWME CeKPETHEIR KoY C NoMOLW bR CBOEMD
FAMPEITOMD IHAYEHWA KMIOYa W OTEPRITOND IHFYEHWA KNdsa yana KM, Oba oHd WIBnesanT orHakoeose aHa-
HEHWE KMIOYa Mo anrcpuTiy DH, KOTOpoE HasLEa T OGWHM CEKDETHLIM KNIOYOM,

i1 v3en KSN reHepyipyeT/Bo3EpaLaeT HOBLIA MACTED-KMDY, COXPAHART 8Mo 0 CEBAIAHHBIMHE WHOSKCOM
KMEHE, PAIMEDOM KNHA W anropuTMon B none PADATA, zanyckaeT cnysBs ayTeRTUEHEAUNA ¥ KoHDH D EH
LUWANEHOCTH ANA WA POBAHWA K NPOEERKK NOANWHHSCTA JaHHBEE KoMaHdsl Ha 0BHOBNEHKE HOBOTO MacTED-
EMbHE © MOMOWERD OBILErD CEKPETHOMN KNICHE, BRYWCNEHHoNs No anroputsy DH, a aates nepegaseT ero Ha
YCTPONCTED,

k) yCTROHRCTED NONYYaET W NpoEELAET KoMaHgy Ha oDHOBNEHWE HOBOTD MACTED-KNCHA OT ODWEers ce-
KRETHOMD KIOHE, BhIMHCTSHHOM cornacHo anmoputmy DH;

I} &crn NpoBep kK NPOLWNK YCNewHs, YyCTPORCTES NOGroTaenveasT oTEET No OBHOBNEHH IO HOBOTS MacTep-
EMKIYE NYTEM YBEMHYesds NoOpAOKCEOND HoMepa Ha 1, WrdposaddA gaHHbix oTeeTa (nonA: PBC, PADATA,
BCC ® PDG) v gobaenenus JaHHex ayTenTudreadm (MDAS) o7 ofwern CexpeTHOrs KRKHYa, Nocne Yero
MEpeaasT Mx Ha vaen KSN

m) yaen KSN nony4aeT i npoeepReT OTEST No oDHOaNEH M0 HOBOTO MACTEp-KMioHa, BOIRPSLAET HOBRIA
NOPRALCELIA HOMED W NOOTESNMOAET, 4To O0SMeH NPOLWEN YoNewHD.

B nepequcnennax al—h) gea oGuexta (yaen KSMN 1 yoTpoitcTeo) oGmMeHNBa0TCR OTHPEITEIN SHAYEHAEM
knvoda DH ¢ nenone3osadder NEedBeapi TENLHOMD MACTED-KN0HYa ANA BE3aRMHOA NDOBEPKA NOANMHHOCTH,

B nyHeTe W) gEa o0werTa No OTOeNeHOCTH BlYWCNAeT OGUMIR CeKpaTHRIA KRKY CormacHo anroputay DH.

E nylKkTas i—H) yaen KSM pacnpefenAsT HOBRA MacTep-kKn0d, SalMileHHsA BEYHCIEHHBIM OGLHM
CEEpETHRIM EITICHOM, 3 YCTPORCTEC NPOBERAST 810,

Ha pucyske 19 nokasamc, 4To MEXaHdIM ODHOBNEHWA MACTEP-KM0HA COCTOMT W3 TREX KDYTOBLIX HKNOR
Mepenasd dadHsx. MNepBei KpyTosod LHKN MHELWAPYETEA vanos KSMN 4 ayTed T MU pyeTeA YeTROHCTROM
ONA NoONyYeHWA OTEPETOMR adadqeds knioda OH yana KSN. Bropoi kpyroBod WHEDN AHHUHABYETCA yoTpOoM-
CTEOM W ayTedTwpruupyetTca yanom KSM ona nonyYeHss oTEDLITOND adadesns knw<a DH yoTpoicTea.
Mocne Nony<eEHdA Jayvia oDeeETamM (Yanom KSN W vCTDORCTEOM ) OTEPRITOM aHaqdeHHa knioda DH npotdea-
MOoONGHKHOM 0AHCEAHI0BON0 Yana ¥ HCNonbIoEaHAA anmspTaa OH gna Beibsrcneqda obWerD CekpeTHOMR KNk
43 TPETHA KDYTOEDH UMK BRINONHAET NEpaiady HOBOMD MACTEP-KIIKGSa.
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PucyHor 18 — MocnegopatensH0cTe 00HOBNEHWA MBCTED-KITHIME NOO RHOHTEOMEM yana KEN
C MCNDNBIGEARMER anropyTresa OH

Ha prcyHke 20 NokazaHe kanpk COoDWEHMi NepBoro KEyroeoro WAENa, KOTOPsIMK ODMEHHBaTCA yaan
KSM w yoTpohcTeo. Komangs no obmMery oTKpBTaiM IHaYaiden KNioHa BRNoHaT MHDopMaLMio IanueHio:
ro saronoexa (odb1:b2:b3 = 0:000:1 Kak MHOeKS Kneda nonesceaTernA Wi 0:0:1:1 ~ 1111 Kak MHagke knieHa
npoeakgepa yonyr, b by = 001 gna BEnYEHH0A ayTeHTAdCHKAUME M BEENOYeHHore Wkppoead«a, bE=0
AnA coobWEHHA-3aNEoca), MHOHKaTOD, YRalsBamilbid Ha To, 4To cooSleHne NpedcTaenaeT coGol oDMEH
OTEDBIThIM IHAUEHMEM KN4, 3 TAKKE BKNKYAET CTEPHTOR I4adeHne kmoda DH, koTopoe xpadvTcs B none
FADATA. YonewHesld oTEET W OWHDKa OTEETA Takwe NoKasadsl Ha pucyHke 20, Pasnnuna Mexay yonewwHeh
OTEETOM W OWKWGHON OTBETA CReOyYIOLWME,

a) pemyneTaT oTeETa SYOeT vkasad & Burax b12:b13:614:615 nona SHD,

b} ecnK OTBET YonelWHeIA, 3HadeHe nonA SMNF yeenvyreasTeA Ha 1. B cnydae owdbsr aHadedse nona
SMF ocCcTaeTen TakKMM e, 4TO ¥ B NpedbiOyiLEm oTRETE,

C) B chyyae owkber oTeeTa gadHuie nong PADATA 8 cooBWeHHA-0TEETE KOMRKUPYIOTSA WA coofeHus-
IANPOCA, HO QAHHBIE aYTEHTHHHKALUWA BEIMWCAAKTCA OT NONA SA 00 WdrpoEaMHLX JaHHblx (BEMOY3R Nona;
PRC, PADATA w BCC). B cny4ae yonelwHoro oTeeTa MHQopMayWa oTeata BHoCHTCA B none PADATA,

OnA BTOQOro KpYyrosornd WHKNa £anp coobiieHHA NPpakTHYecki TAakon #2, KaKk Ha pycyiHke 20,

Ha pucysrke 21 nokaiadbl k3Opbl COOGLEHWE TPETEEMND KpYTOBOMD WHKMS, KOTOPHMA oOMeHHMBaIKTCA
vaen KSN 1 yorpoicTes. Komakaa Ha 0DHORMEHAE MACTER-KMIOSa BENIOY43ET ARGOPMALMID I3ULALIEHEOTO
aaranoeka (Bd:b1:b2:63 = 0:0:0:0 v b4 = T yiaawBaer Ha T4, 4To COOGWEHME 3BWAWEHE OGWMM CERPETHBIM
Enydes OH, BeiHHCIeHHEIM Ha Npegeayes ware, bE:b7 = 0:0 caHavyaeT BENKYEHHY K NECEERKY NOQNHH-
HOCTH JaHHBER W BENIOYEHHoE wWidpoeanke, b8=0 ona cooblyeda-1anpoca), HOBLIA MACcTER-KNI0Y, a TaKHe
paIMen KNoda W COOTEETCTRYIWMEA anmpuTe, XpadAalwMeca B nonax PADATA, PBC, PADATA, BCC » PDG,
LW EYIOTER © NOMOWER OBWErD cekpeTHoro Koda DH. Bece kagp coofwenns. 3a vckniodaniness noned HD
W MDAS, Takke ayTenTHdUUHMPYETCA C NOMOWLKD CDWEro cekpeTHOR knoda DH.
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Pucynor 20 — Kagpel 28lUMIUEHROND CooDWEHWA M0 0DHOBNEHWH MAacTep-Lrda, O0umaHd OTHDBITEIM IHAYSHHEM KIHHE

YonelWwHeld OTEBET WM OWKWEKA OTBEETA Takke NoKadaHbl Ha pucyHke 21. Paanduds Meway yonelHem oT-
BETOM W OWKOKOR OTEETA CNeqyLLWueE:

a) peaynetar oTeeta Bynet ykaizad B GuTax b12:b13:014:615 nona SHD,

b} ecnu oTEET YONEWHLIKA, aHaweHHe nona SMNF yeendddeasTes Ha 1. B cnydae ownGid aHaseHWa nona
SMF OCTaeTCA TakMM Me, YTo W B NpedeEaylieM OTEETE,

c) B chydae owxben oTeEeTa 3awWwndpoBankbe JaHHbe B CooblueHHH-0TBETE KONUMPYKTCR |3 coobwe-
HWA-3aNPOCa, HO JaHHEE SyTEHTADUEALWH BRYWCTAKTCA OT Nona SA 00 Wr@posaHHbLx Jaqibx (BKNK0Yan
nona: PEBC, PADATA, BCC W PDG). B cnydyae yonelWHoro oTEeTa WHBODMaUKa OTEETA BHOCWTCA B Mone
PADATA,

9.3.2 CHAXpOHMIAUMA KNKMa

CHOHOBNEHWE MACTED-KMKHa B HEKOTORBIX CNYYasx MOKET BM3EaTE NPOGNeMsl © CUHXpOHKIaUWeR. Ha-
NpKYMEp, 3a080Ea N BPEMEHK MEmOy YCTPORCTEAMM NpW NONYYEHWA HOBOMD MACTED-KMoYa Nos obHoBne-
HIAK MACTEP-KN04E MOKET NOTEHLMANEHO NPABECTA K HECORMECT MMOCTH DOLWMY CEKPETHEIX KMKIYa,

Ha pucynke 2 noxazad cnocob obecnedernA CHHXPORNAALKMA DB cCeKPeTHRIN JaHHLXy GBYK Y-
NoE, rae yaen KSh @rpasT fedTpansHy o ponk B KOHTRPONMPOEEHAA NEREXOOHEIN COCTOAHWE KN0Ya Mo Kas:-
DoAY YCTRONCTEY.

Yign KSN CoxXpaHAeT ChkcoK (B COOTBETCTEWA C NODALKOM BAROOA CEpHHHBIX KMKDHYeA), B KOTOpOM pe-
TMCTRRPYIOTCA Bog YNDABRNRSMBIE UM YCTRORCTESR, 3aTeM COHCanAST KMoYd M Bel0aeT 1anpockl Ha Nepexog
COCTOAHWA Ha YIPABEMNAEMBIE WM YCTPOWCTEA B COOTBETCTEHI C NOPROKOM B CNMCKE.

YETPOMCTED QONMHO XPaHKTE AB8 KNKYa (NpedpapiTenNbHblid MacTED-KNIoY W HOBRA MaCTER-KNK4 ) 0g-
HOBPEMEHHD, NoKa He SyaeT oDecnededHo NoNHoe oAHoEReHWE HOBOMD MAaCTER-KII0Ya HA BOEX YCTROHCTRAX.

Yaen KSN nepegaeT koMaHgy HOBOND MAcTED-KMIOYE, 33wpwenHyss cnysbamy ayTeHTidrkaurn ga-
Hitk W WAPPOBEHWA C NOMOWBD NPpedBapyTENkHON MacTep-snioda, Ha ynpaenAcmMos yoTpoicTao. Korga
YCTROWCTED MONYyHAET 3anpoc Ha oBHCEMeHWA HOBOTD MaCcTep-KNHa, oHO MOMET NoNYYHTE HOBLIR MacTep-
EMKN A3 K30pa 33WEwediors cooSWeHna © NoMOWbe NPedEapuTeneHOnD MacTep-knieda W NoMaHsTes ero
TEKYLUEE COCTOAHME C HOPMANEHOND PEXHMA HA DESM ©EI0Y MOMHEHY.
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obwearo cexpeTHore Kner<a OH

Mocre Toro, Kak yvaen KSN nogreepaWT nepenady aanpoca Ha 0OHOBNEHWE HOBOMD MACTEP-KMICHa BoEmM
YNPAEMAEMEIM YCTPORCTBAM, OH GYOE8T NepelapaT 43anpac Ha Nepexad COCTOAHKA KNHa: obHOBNSHME .,
IAWMILEHHBIR CNy#5amMi ayTeHTAgUEaLKME aHHBER W WHGDoEaHWA, HCNoNB3YA NPEIEaRKTENLHBIA MBCTEp-
KAKY ANA DCEX YoTPOWCTE, KOTOPEE MOryT NPUHATE 3anpoc Ha ODHOBNEHWHE HOBOMD MACTep-kMoYa. Koroa
YCTROWCTED NONyHWT €33N poc Ha NEPEXCD COCTOAMMA KMIKYa: 0DHOBNEHHE S, OHO MIMEHHT CEON TEEYLLIWA CTa:
TYC © akMoy NONyUess Ha cofdoanesme s

Korga yaen KSN NoaTEEROMT. Y4TO HOBRIA MaCTED-KMoY YETAHOREH Ha YyNPaENAEMBIE MM YCTROWCTRA,
O HANPABWT «IANP0C HA NEPEXNCT, COCTOAHKA KMKYE. HODMAaNbHEIR DERKMM:, IWLALIEH LR CTyOamMK ayTeH:
THbHEAUKKY DaHHBIX W WHEPOBIHWA, HCNONLIYE NESIEADHTENEHLIR MACTED-KNWY ONS BoEk YNP3BMAEMsIR
WA VCTROHCTE ONA 33WWTE YCTPOHCTE OT ¥agepor. MNoche NoNy<eHya W NPoaepid 3anpoca yoTDOECTEOM OHG
WMAMEHAT TEKYLIMEA CTATYC C «O0HOBMEHWE R Ha SHOPMANEHEIA MMM

Ha prcyHie 23 nokasaHa Crema MIMEHBHNA COCTORMMA KNoHa YCTPORCTER. TP COCTORHIXA. 4HOPMANE-
Ml DEssbe, KM NONyHeHs W «oBHOBMSHRE » ONWCHBRIOTCH CNegyiown obpasonM:

4} HOpManoHLIA PEEEM. O3Ha%aET, 4TO Y3en KSN yBepeH, 4To Boe YyNpaBNAsMEE MM YCTROHRCTES Mony-
HWANK CAaMBIA HOBEA KITIOH, 3T0T KoY COXPaHeH W NCNonsLIYeToR B YCTRORCTEE NDW CEAIN C O THM YINamu,

b} kniod nonyusens: yEaasBaeT Ha TO, Y4To YCTROWCTES NOMyYUno 3anpoc Ha oDHORMNEHHE MACTED-KNICHa
o7 wana KSN 1 yonewss nproSpend HOBA MacTep-kno4. HD H3-1a BOIMOMHOND aCHHXpOHHOND OGHOBMNEHHA
MACTEP-KMOYE HE BOEN YCTPOACTEAX B OOHOM GOMEHE CAMBEIA HOBLIA KNKY MOMET HE CPady BCTYNHTL B O
CTEWE. Mofda yCTOORCTES BROSET 3anpoc O JaWWWEHHOM Mepenaqs JaHHbX, No-NpEMHEMY WCNoNBIYETCA
MpedEApMTENEHBIA MACTER-KNY. Ho NPl MHTERNReTALWA KOMaHOB-3aNP0ca 0T APYrHE YOTPOHRCTE MOMar Wo
MoNEIOEATECR NPEABADHTENEHEIA MACTER-KMKNY NGO HORLIR MACTED-KMIOY,

) obHoBRneHKe Knioda: yaen KSN BEAaeT 3anpoc Ha Nepexod cOCTORHHUA KMnda: oDHoaneHke Ha Boa
YOTPOHCTRA. YOTRORCTED NEDEXOOWT B A3HHOE COCTOAHME NOCNE NoNYHEHHS 3anpoca oT vana KSM. B aauxonm
COCTORMWA HOBLIA MACcTER-KNI0Y WCNONBIYETSA, KOMGa YCTROWCTED BblasT 3alWileHHys Nepegady daHHsx,
Ho NpW MHTERAPeTalKuY CooBWEeHHR-1aNPpoca OT JPYIMx YCTDORCTE MOMET KONoNLIOEATLCHE MKOC NpedBapn:
TENbHLIA MACTED-KMICH, NWGS HOBLIA MACTeR-KN0H,
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F'HE:.-'HI'_'IH. 22 — MocnegoBaTenNkEHOCTE OOHOBNEHME MECTE P-ENOYa OnNA CAHKDOHAIALHA ooLLpE TCEEPETHRIK GEHHE X
nEyx yanaoa
d) HopManeHblA pesdn: yaen KSN BpidaseT «3anpoc Ha Nepexol CoOCTORAHHA KNK4Ya: HoOpMankHein pe-
MM HA BCE YCTROWCTER. ¥OTPOWCTES NEpexoddT B GaHHGE COCTOAHWE NoCNE NofyYeHWa 3anpoca ot yana
KSN. JedcTayiowm KNodos ABNASTCH CamMeld HOBbIR K.

PrcyHor 23 — Crama nepexons yoTRORCTES U3 00RO COCTORHMA B ODYNDE COCTORHME B X008 oiH0EnSHMA
MECTER-HN0HE MOS KOHTROREM yana K5M
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5.3.3 3anpoc Ha oGHOBREHKWE MACTER=-KNIOYa OT YCTPORCTER

B cnyqase QnATENLHOrD OTERIOYSHHA YCTRORCTRA OT CETH NUTAMHMA ODWKME CCeKPETHRIE Y OAMHEBIE KoY
MNENLICBATENA WA KMDYA NPOBAROERa Yonyr) GaHHoOTO YoTRoOHCTRa M OpYIMX YCTDORETE MOMYT BalTE HECOBME-
CTHMLI, TO 2CTE OfUMEe «CEXPETHRIS) OAHHLIE, COXDAHSHHEIE B YCTRONCTRE, MOMYT BhiTe yeTapeawvsa. OHi
NEQECTAHYT ABNATECH TEKYLLAMA KITEDHAMA Wi NPE0E0YARNA KTIOHEME, KOTODBME BNAOSeT Q0MEH.

Kak aonwcado B 5.2.2, yvaen KSN coxparaeT cnUcoK, B KOTORbIE 3aH0CATCA YNPABNARMENS MM YCTROR:
cTEa. Yaen KEN Taswe coXpaHacT B chHcke WHopMayHs coOTBETCTBYHMUEND 3TAaNa (CTagud paspaboTrn)
0 KNo4ax 00A Kasgoro yeTpolcTea. B cnydyas NogknoYeHdis YCTRONCTRA K CRTH NOCNe BRMTICHEHKR ANaKTpo-
MHTAHUR OO Bul03RT 3aNPAc HA OOHOBNEHWE MACTED-ENI0US HA v3en KSN, nockonkKy HEMIBRCTHD, YCTAPEN:
N KNIOYK, KOTOPRIMK 0RO BnageeT. Jdanee cTapwsid kmod Gynet MCnone30RaH QNA onpegenasus panuyuil c
MNEe0EARKTENEHEIM MACTER-KNI040M. [ToCNEOoEATENEHOCTE ONUCAHA HMXE M NOKAIAHA HA DHCYHKE 24.

a) YCTPOHCTED BelOaeT Janpoc Ha ODHOBNEHKE MACTED=-KMHYa (KNKYa NoNEICEATENA WNK KEN0YER Npo-
Balgepa yonyr) Ha yaen KSN, 3aWuyeHHisIE cNys5amd Nposeps NogNUHHOCTA DaHHEBIX M K0HDWISHLMaME:
HOCTH C MCMONEICBAHWMEM CTAROMD KMO4E, COXNPAHEHHI B YyCTROACTEE. MHOSKC KiodeR yrazan B Gurax —
b0:b1:b2:b3 nona SHD:,

b) yaen KSN nony4aeT | NpOBEpRET 3angoc, MOAroTaendeaeT coobwedre, CoOepsalles HOBbI i MacTep-
KIOY ¥ CRAIAHHEN C HAM DAIsen KNYa 1M anfopu|Ti, 4 3aTed Nepenast coobuler ke (3anwenHoe cnyxba-
M NDOEEDKY MOSNHHHOCTI AHHEIX W EOHDHEEHUMANLHOCTA © HCNONLI0BAHKEM CTADOMD KMIKKYAa, ACMoNsIYe-
MOMD YCTPOHCTROM ) Ha YCTROHRCTED,

C) YCTPORCTEBO NOMAY4aeT ¥ NPpoBepAeT CcoobleHKe, Ha KOTOpOe oTEEYaET yaen KSN, nony4YaeT HoBsIA
MACTER-KMEDY 1 3aTEM GTEEHAET IAMLEHHEIM CSTRETOM vany KSM.

Ong ofecnesedna DesonacHocTh vaen KSN MoMeT yCTaHoBMTE GeannacHsld cpok ONA KaIoro nog-
O WBISMoro NOKoNeHna Bmowai. Yaen KSN moxeT cOpaceipaTk KNOYH © MCTEHWAM Be30nacHeiM COoKOM.
ECnu cTApKIE KNOYKM HE COXPAHMNNCE B yane KSN, yvaen He CMOMeT NPoBepiTe 3aNpos Ha O0HoBRNEHWE Ma-
CTEP=-KMHME, KOTOPLIA 3AWMLLEH CTADEIM KMOHMOM M Hanpaaned ¢ yCTPORCTEA. B 3ToM Cnydae OonsHa kTl
NOBTORHS BRINOMHEHA MHALKANK3IAUAR KNoHa (oM. 8.1).

Mockoneky 3anpoc OOHOBNEHWA MACTER-KMKHYA BbIOAETCA © YCTROWACTEA MOCNEe BEMNICHEHHS MUTAHKMA
VETROWCTEA M NOOKMKYSHKMA K CETH, NpobnemMe CUMXPOHMIaUMK ODHOBNEHHA MACTED-HM0Ya [ONUCAHHEE B
£.2.3) HE BOaHHEHYT, Tak k2K yaen KSN y#e BeiNonHWN ODHOBMNEHWE MACTED-inicHa Ans OpyTHX YCTRORCTE, Nogd;
KM EH ML K caTW, Mepexon COCTOAMWA KNoYa YCTPOWNCTED CTAHORMTCA NPOLWE, KAk NOKIIAH0 Ha pUCyYHKe 25,

MOpAYMIA NYCK 0AHAYAET, YTO YCTROACTEO CHOBA BKMMYEHO B ANEKTPOCETE M NOGUTICHAETCA K A0MALLIHEHN
CETH. JateM YOTPOHCTES BRAAET 3aNpoc Ha 0GHOBNEHHE MACTER-1N4a 8 yaen KEN, aalMeHHBIR CTaDBIM
)T TR

COCTOAHME «KAOY MONY4YeHs YEAIRIBIAT HA TO, Y4TO YCTPOMCTES NOMNYYURD KOMaKay Ha obHOBRMeHME
MACTEp-KMo4a 0T yana KSN 1 yonewso npuoGpens HoBslW MAcTep-kMrY. Camblid HOBEIA KNKDY MOMET HE
Cpaay BCTYNMTE B AedcTeMe. CTapeiit KNoY BCR @LLE MOMET WCNONbIOBATLCH, KOMOAa YCTRPOACTRED BLIO3RT Ia-
LA HHEE COODWaHKA. B aToM CcyYae NpK MHTePNPETALMK KOMaHIBI-1AaNpoca OT ARYIME YOTDOHCTE MOWET
WCMONe30BaTECA CTAPLIA KNKHY MHED HOBRIR MaCTaD-KIoy.

HopMankHLA pexiM 03HAYRET, 4TO YCTRORCTED OTEEYAET NOCPEACTEOM KOMaHAL HA ODHORNEHWE K-
ua | yaen KESN. JefcTeyIOWHM ENoYoM ABNSETCA CaMbIR HOBIA KNIOY,

a0

Pa3spaboTka anekTpoHHOW Bepcumn - nopTan GostExpert.ru 36/42
CTpaHuua gokymeHTa - https://GostExpert.ru/gost/gost-24767-2-2018



https://gostexpert.ru?utm_source=pdf&utm_medium=58906
https://gostexpert.ru/gost/gost-24767-2-2018?utm_source=pdf&utm_medium=58906&utm_term=page

MyCT P MCO/M3K 24767-2—2018

Yy yOTTHECOMA KT TR T
HEMY

PR ]

{Crapbe sl

YeIpURcIED snisen danpoc Fa aoErEnee
Famoos re ofincaneipe ke LR B T IS, GO A=A N [0 2o

gLz 108 CripsiTena i By e P Suni W
LA N M BTG MM AL ST
EAMRA, COMDRNERHIIT B TR TRA

waiit KON Swiofeimn? OO0 Qassiio SO00E-
LU P JATIEOGA TK] CHALEH AR © YT DORCT -
e g P

{Crmapud cacey)

PomE e W)

YR RSN (e RATET N H BRI OB
BACTR DT DOCTHERET B0 T SRR N €
AL T DA TR (DA SB[ M0 E W ANCEWTN B

nedn PADRNTA, Bin s arysr B oy

A A SO A PR RO TIA L A i
1 TR TR AR e (RN TR bt

Moarsuig L OFENERT W

WETPaACToN 0erdreeaT NpO00ERA © ooy
CFaore sPRin. N Fenaln-on NpoDaim i
NECESPOE PETI0AGTEN DONY LT 2080R

i
¥
]

PifleI (MR ETATRE TR & DOTTRETO TR WML : L TR St )
N (AT Eresesmms
[HoaLL Mermap-cnse|
[ = STy T
{Crnapne: raes)

FUTBORCTRG YL -nBA0T PR AL 0D HOBD

ra ¥, rorasivesar coctuere-oTeer G
ain KEN nposepae orear no ofecin e CRRaRm B Snobhin o 1o AT HMMD WTROME, JALSCh A 0

ERHRE 1 MEVTAAT ORI RO AIEOR kY SOlan
SR R P Tl L Rt O

H FYTEHT el M RAHETE CTE[HW
EIBEERA A TP TAET B W R L%

Pucynor 24 — MocnegoearensHocTe OEHOBREHNR MECTEP-KNHMHE, JANDaLMBEEmMOonD yoTRoRcTEomM

ProyHox 25 — Crama nepexoia yoTpoRcTEa 13 0QHOM COCTOARMA B OpPYIoE COCTOAHWES B8 X008 oiHoanasrs
MACTEQ-KMHHA ND 3ENPOCY OT yoTpORCTER

GostExpert.ru
https://GostExpert.ru/gost/gost-24767-2-2018



https://gostexpert.ru?utm_source=pdf&utm_medium=58906
https://gostexpert.ru/gost/gost-24767-2-2018?utm_source=pdf&utm_medium=58906&utm_term=page

MacT P MCOM3IK 24767-2—2018

MNpunoxedne A
(CApaeo4YHoe)

ABTopHIaALMA YaNa YCTAHOBKM KMKYa

Kak obsRcHANGCs B pazgers 9. yan KSN wipaeT sasHy pons B QocTagee, AGHOBNEHMA M XDEHEHWH BCe KN,
Yaan KEMN gomed DhITh O4EHE HAOEMHEM YOTROACTEDM. JOHaKo Kak BNageney Ooma MoseT obecns<uTe HE0eRHOCTE
SaHrara yana? Ha plcysse AT NoxE:aH npussp NRO0RSpEd ROGMHHOCTA yana BSN noctaawmean KSM, porga Hospii
YIEMA YOTESHEEMBAETCA M NogQkmoHasTeR § Serv PHtepHer. JoBeprTeneHee OTHORMHAR NEPE0SHITCA 28 CHET QOESpR
BAagansLE OoMa nosTaswney KEM, 8 nocsonsry nogmmHHoCTE KEMN Hagessn NpoespeHs NocTaswMaGs, Bnanensy gomMa
HE OyOaT COMREBETLEOA B HADSHHOCTH yana KEN. AyTedTidmkauiA mesay vanom KSN 1 nOCTaBEWMKEOM OONsHE OCYLWECT-
BAATELR & NOMOWEK MHTEPHET-TEXHONOrAR ObaCnEYEHUA BE30NACHACTH, TaKKX £8K NpoTdran S5L.

s i

Fucysow 8.1 — [Mpysep aytaHtahesauae vana KSN

32

Pa3spaboTka anekTpoHHOW Bepcumn - nopTan GostExpert.ru 38/42
CTpaHuua gokymeHTa - https://GostExpert.ru/gost/gost-24767-2-2018



https://gostexpert.ru?utm_source=pdf&utm_medium=58906
https://gostexpert.ru/gost/gost-24767-2-2018?utm_source=pdf&utm_medium=58906&utm_term=page

MyCT P MCO/M3K 24767-2—2018

Mpunomxerae 04
[cnpaBoyHoE)

CeeggHWA O COOTBETCTEHM CCLIUNOYHON MEXOYHAPOAHOMD CTaHaapTa
HALMOHANLHOMY cTaMaapTy Poccuidckol Pegepaumm

TaGnuuya OA

O EnsEad e HIE CERNEHOID =~ DEa3naYe me 14 HANMEHOBAH R COaTBETCTEY KIWLEN: HAEHDHANBEHONT
e TEMEHE COOTRATCTOMA
MEROYHAPOGHETD ETaHgERTA CTAHOEETA
ISCVIEC 10116 | — | :

® COOTBAETCTEYROWWA HEUMOHANBHEM CTaHOApT arcyToreyset. o ard yTEdpslsHnA PEROMEHOYETCA HERONLIORETE
NEPEE0D HE PYCCEMA AZLIK SaHHOM MEsSyHapogHom ctaqgapra. Mepeson 0aHHOI MEOYHAPOOHOMD CTAsdapTa
HaEOAUTCA B PagepansHok nHdopraywiHHOM hoHOe CTaK0ApToe.
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(1l

BEuGnuorpadua

ISCAIEC 87871 Information iechnodogy — Security lechnigues — Message Authentication Codes [MACS) — Parl 1:
Btachanisms using a block cipher [MehopmayuorrsLe meaxHonosyg. Memods) Jawumed. Kodern npoeaosu modmeH9c-
crmu cogtwerus (MAC), Yaome 1. Mexaruzamb, Lormmsaprowes Goosdad woghp)

[Z] Dwwarkin, M., Recommeandation for Block Cipher Modes of Oparaticn: Methods and Techmigues, NIST Spacial (Oeop-
rrH M. Pakosmedzauan na pasusan pabote Bno4roro wrdpa: metaasl ¥ npress 0 NIST Special)

[3] Elack Joehn and Rogaway Johnson Comments fo MIST conceming AES Maodes of Operalions: & Sugogestion for
Handling Arbitrary-Length Massages with tha CBC MAC (Bnak Os., Porasen O« Kammestapar MIST no paadmaans
paboTel AES! MNpaantsedws no 00paboTie CcooblleHnn NREWIBINEHOR ONMHE © BCNoNe30easwen CTEC MAC)

[4] MIST, FIPS PUB 197, Advanced Encryption Slandard (AES}, Novemnbsr 2001 {Cammetprdksn anmpari BnosHom
wwpposarya (AES) N MIST, FIPS PUB 197, norbpe 2001 1)
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Y¥OK 004.056:006.354 DKC 35110, 35.200, 35.240.88

KrioHenkie CNosa: 3alMTta npas noTpedTansA, eoMHCTE0 HAMBDeHH, KOHKY PERTOCNOCOEHOCTE, BEaonacHoCTE
paboT 1 yonyr
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