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MNpeancnoewne

1 NOOrSTOBNEH Teaapantibid GMeTHBIM YHPERAEHKEM « KoHCyNbTaUHORHD-BHEdDEHYECRARA
dMpMa B obnacTd MeXdyHapoIHon CTaHOApTHIAUMK W cepTidukauwy — edupma «MHTEPCTAHOAPT»
(PEY «KBD® cWHTepcTangapTs) COBMECTHO ¢ EBpO-A3WaTCKOA acCoUMalWed NpOMIBOOWMTENEH TOBAPOE W
YEmyT B ofnacTd SeacnacHocT (Accounayna EBPAAC) W OO0 aHaydHo-WCNLITATENbHEIA MHETHTYT CHETEM
OSECNeYeHHA KMNNekcHol GesonacHocTde (000 aHWKW COKEB» ) Ha OCHOBE 3y TEHTHYHOMD NEPEB0La Ha pYc-
CHHA AJLIK MENDYHAPOOHOMD CTAKGAPTA, YEAIAHHOM B NyHETE 4

2 BHECEH TexHHYeCkMM EOMHTETOM NO CTAHJAPRTHIALWA TK 362 « 3aliuTa dHDOpsaLA s

3 YTBEPWOEH W BBEOQEH B OEWCTBWE NMpsurasom QeqepansHore aresTcTea No TEXHHYacKnMy
PErYNMpCBAHKMED U MeTponorin oT 15 uoabpa 2012 r. Ne 81 3-cT

4 HacToAWKA CTAHOaPT WOBHTWYEH MekdyHapoaHamy cTavgapty MCOM3K 27000:2009 «MudopMa-
UWoHHAA TexHonorvA. MeTodk W cpeacTea obecnedelna BelonacHocTii. CUCTEME MaHedXMeNTa WHgopka-
LUMOHHOH Be30nacHocTd. OOWHA 0S30p W TepMdUonorkas (ISOVIEC 27000:2009 «Information technology —
Security technigues — Information security management systems — COwverview and vocabularys ).

MpK NPAMEHEH WA HACTOAWEND CTAHAANTA DEKOMEHOYETCA UCNONEI0BATE BMECTO SOkl NOHHbIX ME® 0y Ha-
POAHBE CTAHOAPTOR COOTRETCTAYIOWHE WM HAUMOHANBHEE CTAHADTE Poccuiickol Denepaln9g, CReaaHHa o
KOTODEY MPWBEOEHEl B OONOMHATENLHOM NRANoeH e 1A

3 BBEJEH BMNEPELIE

Mpasuna NpuMeNeHUs dacmoriezo cmandapma yemakoaness: & FOCT P 1.0—=2012 (pazden 8l
Hughopaauyus of vaMeseruAy & HacmoAweMy cmardapmy nyEnuKyemcs & emesodHon (0 COCMOANLID Ha
T Auaaps meryileszo 2088} WhopMaLuoMHOM Vkazameans « HayuoHaneHele cmandapmeis, a ohuyuanbisid
IMEKCT UBMEHEHUE U TNDagor — & SXEMECAYHOM UHDODMaUuoMROM ¥Kasameans «HayuoHamsHee CraH-
dapmeis. B cAyuae ne0actMomos {3aMakbl) UNLoMMeR s HEcmOaLess cmanddanma coOmEemomErioLes Yee-
dornenue Gydem onyBnukoeana @ GnuKaliies asiTycke eXMeMECAYHOZD UHDODMALUGHHOED YRAZSMENA
aHEULOHATEHLIE CIMaHdapmisls. CoOMEsMomMayiiian uHoDMayUs, yeedomMneHUe U IMEKCmel DAIME L AKT=
CcA makwe @ UHopMalUuoRnol cucmame ofeso NoNsI0EaNLT — Ha adiuyuansHom cadme Pedepansrozo
ASEHIMCINEa N0 MEXHUHECKOMY DEEKTUD0EaHUK U MEMPOTOEUU & Cemu Mumepkem (gast.ru)

B CrangapTeadopnr, 2014

HacToRWWA cTAHOAPT HE MO#ET BkiTe NONHOCTEH MNW YACTHHHO BOCNDOHIBEEH, THDAKWDORAH W pac-
NpoCTRaHEH B KaYecToe OhMUMANsHOND WagadyA Bel paipeweHda DefepansHonD areHTCTEa No TexHM-
LECHOMY DEryNUDoDaHAIO W METRONOTIAM
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BrepeHue

MexgyHapogHsle CTAHOAPRTE CHCTEMLI MEHEIHMMEHTA NEEeJCTABNAKT MOOENE GNA HANEWBAHWA o
BYHEUHOHWDOBEAHHUA CHETE MBI MEHEBQMMERTS. 3Ta MOLENE BRNKHYAET B ceba yHELMK, NO KOTORLI M S8CNenTh
OCCTHMNE COMMACHR HA OCHOBAHKK MEMAYHADOOHOID ONETa, HaKoNneHHoro a8 atol obnacti. NogkomMureT
SC 27 CoamectHoro TexHudeckoro komuteta ISOVIEC JTC 1 nmeeT B cBOEM COCTABE KOMHWCCHID JKCNERTOR,
koTopad patoTaeT B 0BNacTH CO30AHWA CHCTEME MEROYHAPOOHEX CTAHAARTOR N0 MHEORMALKOHHOA Beao-
MACHOCTH, MIBECTHON KAk CEMERCTED CTAROAPTOR CUCTEMbBl MEHELMMEHTa MHDOPMALUWOHHOR Ge30NacHOCTH
(CMKWE).

MpK HCNONE3IOBAHWK CEMERCTEA cTadapTols CMAE opradnaauqy MoryT Deanqi0BsEaTe W COBEDLLIE-
HCTBOBATE CHCTEMY YNPABNSHAA 3AWKHTOH MHDODMALKKE W NOOTOTOEMTRCA K HEIABACHMON ougHEe x CMMEB,
NoMMEHAEMON ANR 3aWWTE wHdopMaury, Takod kak OUHAHCOBAA AHDOPMAUKWA, WHTENNeKTyansHan
COBCTEBEHHOCTE, MHOPMALMA O NEQCOHANE, a Takke WHEOPMaUKs, JOBEPEHHAR KNHEHTAMA HNH TPEThEA
CTOROHDNA.

CewMaicTeo cTadgapTos CMAB! npaaHasHate o ANA NOMOWLK OpraHM3a0mM AL Moforo TING ¥ BenddiHbl
B pEANHIALWA W DyHELHOHHpoBaHKE CMIWE. CemeicTeo cTadgapTos CMWE COCTOMT M3 CNEDYIOWIAX MEHOY-
HAROAHER CTaHdapTos Nog obwrM Haaearrem formation technalogy — Secunly technigues [Hrgopmaliu-
aMHEE Mexnonozul. Maemode 1 cpedemaa afecneverus BesonacHocmu):

= ISWIEC 2T000:2009, Information securily managemant sysftems — Ovenview and vocabulary (Cuc-
Maa MeHedsMedma uHgopMayuorkol Besanackocmu. 08wl of30p 4 mepruManozua);

- |SOMEC 27001:2005, informalion secunty management syslems — Reguirements [(Cucmema
meHedwMasma uwihopsayuonkeld SezonacHocmu. Tpeboeanus),

- |SOWEC 2T002: 2005, Code of practice forinfarmation securily managament (Caod npagun No ynoaane-
MUK 3AWUmod UWghopraLug);

- |SOVIEC 27003, information secunly management system implemeantation guidance (Pyxoeodomeadc no
PEanUIALULL CUCMEME! MEHEdNMENTa UNOpMaLUoHNoD B220Nackiocmu);

- |BWIEC 27004, Information securty management — Measuramant (Menadwsmesm uHgopMayuion-
Mol BezonacHocmy. Madepanus);

- |SOWEC 27005: 2008, Infarmabion securnly nsk managemen! (¥Npaanesue pUCKamu dMEoDMa0y LoHNHO0
Seaonacksocmu);

- |SOWIEC 2T006:2007, Reguwirements for bodies providing awdit and certification of information security
management sysfems (Tpebogawus Ang opzawoe, checnesueamiyux aydum o cepmuhukaywo cucmem
Monsdwiasma LihopaluonHod Feaonackocmu);

- |SOMEC 27007, Guidelines far information secunly managemeant systems auditing {Pysoaedomac dna
aydumopa CMME);

< |SOWIEC 27011, Information securly management guidelines for telecommunicalions organizations
based on ISOAEC 27002 (PykogodRiue YraiaHUus 0o ynoaaneHuin 3awumod uHopMaguy opsaHuIauul,
Apednazanuy IMEAaKOMM PHUKSULCHHEIS Yonyed, Ha aockoae ISOAEC 27002).

Mpumeswan e — Dbwes HazEaAHHE « Hrhoprwayuorssge mesdonceuy. Memode: v cpedomas oliecneusHuyn Se-
FOMACHOGTU S OIHEHSST, 4TE 3TH CTAHAAPTel OuinE NOOroToENSHsl NogEoMUTETOM «Memode saiums: ¢ Ty CoamecTHOr
TEXH@HBCKOMD KOMUTETE ISOAEC JTC 1 a MR opMEUUOHRES MEXHITOZNUY,

MesayvHapooHeIE CTAHAARTE, HE WMEKLWEE 3TORS 0BWero HasBaHWa.!

- |30 27799:2008, Health informatics — Information  security management in health  using
ISQVIEC 27002 (MudopmaTtika B agpasocxpaseHiM. Mede gsmenT tHdopMaynodHod G230nNacHocT No cTaK-
Aapty ISOAEC 27002);

< |SOVIEC 27000: 2008 npeacTasnaeT obiop cUCTEM MEHSTHMEHTE WHEODMALMOHHON BeI0NacHOCTH,
KOTOPRIE COCTARNAKT ceMencTan cTangapToRr CMME, a Takke gaeT onpeaeneHH R TELMAHOR.

NMpumedanke— nFl.":.l'_“l}HEHHE A PEILACHRAAT, K3K N0MKHE MHTEPNPETHPOBATECA CNOBACHLIS BeIDAXEHHA NO-
NosEHWA CTAHARTOR ceMedcTeR CMUE, BEEE=A DLW TFIE'EIJEE HUWA & reaoseHgaU@M.

CemelcTeo cTaqgapTos CMAL cogepeMT CTaHdapTe, KOTOpRIE:
- gnpegenmoT Tpebosanna K CMME » K cepTudimkaumi Tasmx cucTem;

- COOEBDMAT NPRMYH NOLOEDHEY. DeTaNBHOE DYKOBOOCTEC M [MIK ) HHTEDNPETALMED NOMHEX NPoLECCom
allnaw [Plan) — Ooywectenedye (Do) — Mpoeepra (Check) — Deldctere (Act)s (PDCA) M TpeboBaHMA;

1]
[MepeyrcnesHsle BO BRSAEHWHA CTEHARPTE, HE @AMeswWe 8 ofo3HaYeHHH roga BRINYCKA, HAX0OATCA B DAZpE-
Garke.

¥
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= BENIOYAI0T B cala cneumansHsle pysosodawmKe nprHumne ana ChMe;

- PYHOBOOAT MPOBEIe e OUeHKK cooTeeTeTErA CMWE.

Moccapui TEDMUHOR W CNPESENe A, NPMEEGEHHEIN B HACTOALWLEM CTaHIapTe!

= OXEATRIBAET TEPMWHLI W GNpELEnNerHa, B GONLIWWHCTEE CNYYAEE UCNONBIYEMBLIE B CEMERCTEE CTaH-
paptoe CMKHE;

= HE OXBATLEIET B TEPMHHE M ONPEgeneHHA, NPYMEHAEMBLIE B CEMBACTREE cTangapToe CMWE,

- HEorpaddvYKeacT cemadcTes ctanaaptoa CMWE B onpegene i TEQMIAHGE ANS WX KENONbACEAHKA.

CTaHgapTs, PeryndpyewMe ToNBKD PEaNKAaLKo cpeaeTe YIPAaneHnA, 8 OTNKYWE 0T CTAHOAPTOR, pery-
NADYILLMY BCS MEPE W CREACTEA KOHTPONA W YNDaEnedia, cogepsali-ecd 8 ctadgapre [SWIEC 27002,
HCEMOYeHBl M3 cemMercTea cTasaapToe CMWG.

HacToAwMiE ctangapT obHoBnaeTed © Bones BRCOKOR YacToTol, Yei 0BbIHMHO 0BHOBNATCA CTAMOARTE
MCO/M3K, ana Toro 4Tobel OTPaInTeE COCTOAMME MaMEHaH W cemaicTea cTaugapTos CMKE.
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HAUWOHANBHBIW CTAHOAPT POCCHUMWUCKOW GEONEPALUMHU

WHdropMauWoHHaA TEXHOMOTWA.
MeTonkl ¥ cpegcTea obecnevyeHHA BelIoNacHOCTH

CUCTEMB! MEHEOHMEHTA MHROPMALUMOHHOW BE30ONACHOCTH
O6LWwMiA 0B3op W TEPMHHONOIHA

information technology. Security technigues. Information securlly managament systams. Ovarview and vocaoulary

Oara epegenss — 2013—12—01

1 OBnacTe NpUMeHEHWA

HacTOALMIA CTaHOAPT COOeDMAT!

- pBaop cesmencTea cTangapTos CMKE;

- BEEOSHWE B CHCTEMY MEHEIMMEHTS WHEOPMALKOHHOE BezonacHoc T [CMIFE;

= HpaTHEOE oMMcaMue npouscca «lnad (Plan) — Ocywectanedde (Do) — MNpoeepra [(Check) —
[Deictane (Actis (PDCA),

- TEDMHHE W ONPeaenetia ANA HeNoNBEI0Ba KA B cemelcTee cTavgapTos CMWE.

HacToAWMA CTaMganT NREUAMEHHM KD BCEM THNAM OpRraHd3audid (HanprMep. KoMMEpYeckie npegnpra-
THA, NEABHUTENBECTEEHHBIE YYPEMISHNA, HEKOMME DHECKME OPTaHUaaLMK).

2 TepMHHbLI ¥ onpegeneHua

B HacToAWwesM CTAHIADTE MPHMMEHEHE CRETYIOLWME TEDMUHB C COOTEETCTRYHILMMI ONpeaenaHnamiA.

I PAMEBYAEHWE— TepMu=, on peneniemMsid B KEROM-NH GO AP¥ros MeCcTe HECTOAWEND pajgens, Bdienes Hep-
Hk b WDHTOR. 33 Hum 8 ckobBrax CRAOYeT &ro NOPAOE0EaEA HOMaD.

Mpumep:

Ataka (attack)} (2 4) onpegeneHa Kak «NoNkITEa YHUSTOKEHHA, DACKDLITHA, H3MEHEHHA, GNoKKpoBaUKa,
EpamH, MONyYeHHs HECAHEUWOHWPOBAMHOrD OOCTYNA K AKTHBEY (2.3) WNM ero HeCcaHKUHOHHADORAHMOrD
HENONL30BAHUAR,

AKTHE ONDEASNEM KAK «4TO-NHED, 4TO MMEBET UEHHOCTE ANS ODTaHAIALIMA S

Ecnu TEQMMH AKTHE 3aMEHWTE 870 ONgedenaquen, ONSedenz e TEpMUHA aTaKa Sy0eT asrnageTs Kax
S MONGLITES YHAHTOHEHKE, PACKDETHA, HIMEHEHUA, BNOKMPOBAHKA, KPAKK, NONYHE AR HECAHELIMOHA DOBAHHMOMD
OOCTYNE MW HECAHKLWOHUPORAMHOND MCNONLICEAHWA Yero-nuBo, 4T0 MM2ET LEMHOCTE 4NA ORraskuIauin s,

2.1 wouTpones goctyna {(access conirol): Obecnedyenmre Toro, ytobel OoCTyn K akTueam (2.3) Gwin
CAHELWOHHUPORAN U OTPaHHYEN B COOTEETCTEKK C TREDOBAHMHAMK KOMMEDHECKDN TARHE ¥ Be30NaACHOCT M.

2.2 nogotyeTHoCTE (accountability): OTeeTCcTREHHOC T CyDREKTA 33 8r0 O8RCTENA WM PELLIEHMA,

2.3 aKTHB (azsel) Uro-nubo, 4To HMEaeT UEHHOCTE ANA ORraH A LM,

MprumesadHse — MMETOR DEINHMHER TUNB BKTHEGE:
- MHpopMagua (2.14)

- NporpassEos clecneqedne;

- MAaTEpHAnsH:IE AKTHER . HEMNPHME D KOMA B TR,

- YCIyTa;

- NG W AX KEANWDHEALWA, HESEKN M ONBIT;

- HEMATEPHANBHEE BKTMEL], TAKME (A% PENYTALWA A AMAOH.

ManaHue opHUManbHoe
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2.4 araka (attack): MONBITES YHAHTOMEHHS ., DACKDLITHA, HAMEHEHWA, BNoOKKMPOBAHKA, KPamM, NonyYeHWA
HECAHKELMOHHPOBAHKOID QOCTYNS £ AKTHBY [2.3) WNK 870 HECAHKUAOHMDOBEHHOTO MCNONEI0BaHHA,

2.5 ayredtiudmrauua (authentication): OSecnededie rapadTyil TOrD, 4To I2AENEHHBIE XADAKTEDHCTH-
KA 05 BEETA NPEaBHNEHEL

2.6 NognMHHOCTE (authenticity): CeoMCTRO, rapaHTHPYIOWEs, 4TO CYELEKT WM DECYDs WOSHT-HEH
JAABMIEHHOMY .

2.7 pocTynHooTe (availability): CeoRCTED BelTe 0CTYNHEIM W FOTOBBIM K MCHONLIOEIHHIO NO IaNpocy
ABTOPWACEAHHOrD CyBLEKTA.

2.8 obecneveHHe HENPEPLIBHOCTH BHaneca (business contindity ) MNpouweccwd (2.31) 1 (WnK) Npoue-
Ayps (2.30), cbecneqneacme yEEpeHMOCTE B HENPEPRBHOCTH anepauui Cruaxeca.

2.9 KoWpHageHUuHaneHocTe (confidentiality): CEORCTED MHOODMALWA DbiTe HEQOCTYNHOH WK 38KDE-
TOH ANA HEABTORWI0BAHHLIX MWL, CYLWHOCTER MNK Npouesccos (2.31).

210 mMepa W CPpeOCcTEO KOHTPONA M yNpaeneHdKa (control): CpegoTeD ANA OCyLWeCTENEHWA MEHED-
HMEHTZ pucKa {2.34), Brnoyanwes NoNUTHEK (2.28), npoueaypit {2.30), pexomedgayum (2.16), npaxTu-
HECKHE NPMEME MNK OPTaHWAALWOHHEIE CTRYRTY DR, KOTOPBIE MOMYT AMETE A0MUHUCTERATHEHLIA, TEXHNYECKIRA,
YRPAAMEHYECKKA HNA NPaBoR0H XapaxkTep.

NMpumesanmne— !EFIMHH aMEp3 W CReACTE0 KOHTPONR & YIPABNEHHA R TAKHE HCNONEIVETCA K3K CHHOHAM Tep-
MHHDE 33 WHWTHER MEDEE UNKA s EOHTRMERE.

211 uensnpHMeHEHHA MEp M CPeacTE KOHTRONA W yNpaBnerAa (control objective ) DoprynipoaEa,
KAPSAKTEPHAYIOWAR, 4B8r0 CNeayeT ocTiqe B Pe3y NeTATE PEANUIALMA MED W CPEOCTE KOHTRONA K YN paBne-
HHA [2.10).

212 woppekTvpyowes geactede (corrective action): edcTemMe No yoTpaqHe HneD NPUYdHEl HECOOTBET-
CTEMA WK ZRYIOA HEKENATENLHOH CHTYAUKA.,

(IS0 9000:2005]

213 adupexrveHocTe [effectiveness) CeAie MeXOy OOCTHMHYTRM PEIYNETATOM W TEM, HACKONBHD
UenecocbpasHg HoNoNE30EAH L PECYRChI.

(150 9000:2005]

2.14 pe3yneLTatTHEHOCTE [efficiency). CTeneHes peankaauny 3annaddpoBsaH oA DeATENLHOCTH M O0CTH-
HEHWA 3ANNAHKDOBAHHEX PEIYNETATOS,

2.15 cobeiTHe (event) BoaHusHoB2HKE Ccneyudidyecxaro Habopa obCTOATENLCTE.

[ISOAEC Guide 73.2002]

216 pexomedgauna (gquideling): Pexomedgadka, NoACHAKLLAS NeACTREWA M CNocobbl ME BRINONHEHAA,
HE0OXOOHMBIE ANA JOCTHESHHA YCTAHOBNE HHEIX LUSNaw.

217 moagedcTeMe (impacty HebnaronpuaTHOS MIMEHEHWE YDORKA JOCTHIHYTEE DUIHac-Uanea.

218 WHipopMaUHOoHHEeIR akTHE (information asset): 3HadikKa WNK DaHHbIE, KOTOPEIE MMEIOT IHAU4SHAE
ONA GRraHd3auU#H.

219 WHipopMaluHoHHana BezonacHocTe (information security): coxparerne KoHGUOeHUHANLHOCTA
(2.9), uenocTHocTi (2.25) M AoCTYNHOCTH (2.7 Mdbopsaumm.

Moumesasde— Tanse 203 MOryT GelTs BERKMEHE ODYIHe CEOACTES, TAXWE KAK NOANMHHOETR (2.6}, no-
OOTHETHOCTE (2.2, HEOTRAIYEMOGTE (2 27} 1 AOCTOBEPHOETR [2.35).

220 cofkiTHE B CHCTEME WHGOPMALWOHHOW BezonacHooTi (information security event): Busene-
HOE COCTOAMKE CHCTEMBI, YCNYTA MNH COCTOAMKE CETH, VEAILBAMKWEES Ha BOIMOMHOE HADYLIEHWME NOMNATHEA
(2. 28} obecnedyenna muopMauroHHoN BeaonacHocTH (2 19), HapylWweHyse 1NKM 0TEa: Mep A cpencTe
HOHTRONA M ynpaenedma (2.10) mndv Npexae HEMIBECTHAR CHTYAUMA, KOTOPAA MOMET UMETE IHAYEHWE ONH
fe30nacHICTY.

221 WHUMOeHT HHGOPMALWOHHORW BaaonacHocTH (information security incident). DOHo WM HECEOME-
KO HEMENATENBHEE WK HEOEATAHHbIX COBLITHR HHPOPMALWOHHON BeaonacHocTH (2.20), KoTopLIE O aHa-
YATENEHOA CTEMEHLK BEPOATHOCTH NPMBSOAT K KOMNEPOMETALKA SNepalMid DUaHeca M coafqasT yrpodsl 4nd
HHPOPMALUWOHHOW BelonacHocT (2.19).

222 MEHEOHMEHT HHUWMASHTE MHOPpMAULWOHHON GeaonacHooTd (information securty incident
management): Mpoyeccek {2.31) obHapyeHna, MHDOPMUPOBAHKMA, OUEHEN, DEATMDOBAHMA, PACCMOTPEHAA 1
WAYYUEHHA MHUMASHTOR WHPOPMALWOHHOR BeaonacHooTH (2. 21).

223 CHCTEMa MEeHSOIMMEHTA WHpopmayWwoMHoHd GezonacHocTd [CMWE) (information security
management system (ISMS): HacTe chel cHCTeEMEl MEHEOMMEHTA (2,28}, OCHOBAHHAR Ha Nogxoae Bua-
HEC-PHUCKOB MO COANAMUMW, BHEOPEHAID, DYHELUHOHMDORBAKMED, MOHWTODHHIY, AHaNKaY, NOOLEEHKE 1 YYULLe.
HA o HHhopMauMoHHoW BelonacHocTH (2.19).

2

FOCT rOCTP NCO/M3K 27000-2012 CrpaHuua: 8/24

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-27000-2012
http://GostExpert.ru
http://GostExpert.ru

rocT P MCOM 2K 270002012

2.24 puvck HHdopMmaunoHHol BeaonacHocTh (information secunty risk) MNoTeduManeHan BosMO®-
HOCTE TOMD, 4TO YAIBWMOCTE (2.46) ByQeT HCNoNs3aceaTECA ANA CO3JaikA yTpodkl (2.45) akTiey (2.3) Mnn
rpYNNe akTHBOE, NPHBOOAWER K yWepSy ONA Opradyaaume,

225 UenoCTHOCTE (integrity). CEONCTRO COXPaHeHWA NPARKNEHOCTA W NONHOTH AKTHBOB {2.3].

2206 cMCTEMA MEHEMMMEHTE (Managemeant system): CHCTeMa, BEXNI0HaKLAA B CeGR NONMTHRK (2. 25),
npoueaypel (2.30), pekomedgaumn (2.168) v CEAZAHHLIE © HMMK DECYPCE ONA DOCTHAEHWA Uenen
OPraHUIaLKA.

2.27 WeoTHaayemocTk (non-repudiation): CnocobHocTe ¥OOCTOBEPATE WMEBWES MECTe CODLITHE
[2.153) wnu aeRcTede 1 vE CyBeekTol Tak, 4Tobk 370 coBLITHE (2.15) MNK J8RCTEME W CYTLEKTEL. MMEHLWLKWE K
HEMY OTHOWEHKE, HE MOMMK BalTe NOCTABNEHE NOL COMHEHHE,

228 nondtuka (policy) Obwee HaMepeHWe W HANDABNeHRS, CPWUMANLHD BhiDAHEHHOIE DYEOBOO-
CTROM.

2.29 npegynpexgawes gedctede (preventive action): JelcTere, NpegnpyEaToe ANS YCTpaHeHuA
NOTEHUMANEHONS HECOOTBETCTENA MNH DpYToH NOTEHUMANSHO HEENATENLHOR CHTYALMK.

(IS0 2000:2005]

230 npousaypa (procedura). YCTaHORNEHHEIA CNOCOD NSRCTEMA WNK npouecea (2.37).

(IS0 2000 2005]

2.31 npouecc (process); CoOROKYNHOCTE BIaMMOCEAIARHLIX MK BIAMMO0EACTEYIOLHX BALDE O8ATENb-
HOCTH, NpE0GEasylLMy BXOALl B BBXOObI.

(IS0 2000:2005]

232 aanuek (record) DoeyMedT, Coqepadi JoCTUrHyTeE De 3y NeTaTs MK COHJeTeNeCTES OCyLLE-
CTENEHHOA O8ATEMEHOCTIA.

(IS0 2000:2005]

233 pocToBepHOCTL (reliability): CRORCTED COOTRETCTEMA NPEAYCMOTREHHOMY NOBEOSHMKD W PEIAYb-
TaTAM.

234 pHc(nsk) CodeTadne BEpoATHOCTH CODLITHA [2.15) WM 8ro NocnencTeMi.

[(SOVIEC Guide 73:2002]

235 npAHATHE pUCKa (risk acceptance): Peluaqde NpMHATE pycK (2. 34

[ISOVIEC Guide 73:2002]

238 avanwuz pucka (risk analysis). CucTemarnyeckoe MCNoneaneasne MH@opMaun Gna BERBNeHA
HCTOUHMKOS W OUSHKK prcKa (2,34 ).

[ISOVEC Guide 73:2002]

MpamedaHdse— AHANKME pUcEa obecnedyeaeT Gaiy 4NA OUGHMBEHHA prMcEa (2.41). oBpadoTes pucra (2.43)
¥ NMPHHATHA pHcKa {2.35)

237 ousHka pucka (risk assessment) 0fWWi npouecc (2.31) aHanysa pucKa (2.36) 1 oUeHKBaHWA
pucka {2.41).

[(SOVIEC Guide 73:2002]

238 HOMMYyHMEALWA pUcKa (risk communication). O0seH HHBODMaLKed o pueKe {2 34) W4 CORMECcT-
HOE MENOMNBEAGBAHKME 3TOR HHOODMALWA MEROY NHLOM, NEHHAMERLWLIAM DELWEHWE, W SRYIHMA NDWYaCT HEIMK
CTOROHAMM.

[ISOVIEC Guide 73.2002]

2.39 KpWTepH pyucka inisk criteria) Mpasdna, no KoToRERM OUEHWEAINT AHAUMMOCTE DACKA (234 ].

[ISOVEC Guide 73:2002]

240 WonuuecTEeHHAA oueHKa preka (riskestimation): [Mpougcs NPUCEOEHHMA IHAYEHWA BEDORTHOCTI K
NocnedocTedid pycKa {2.34).

[ISOVEC Guide 73:2002]

241 ousHHBaHHe pHcka (risk evaluation): Mpoyece (2.31) CpaABHEHWA QUEHOHHDA BEMNHYHHE PHCHa
[2.34) C yCTaHoBNEHHEIM KPHUTepHeM pUcKa (2.39) ¢ 4Nk oNpeaenedna ypOoBHA IHaYUMOCTH pHCeKa (2,24,

[ISOVIEC Guide 73.2002]

242 MEHEOMMENHT pHCKa (risk management). CroopOWHADOBAHHEIE OEACTEMA NO DYMKOBOOCTEY MW
YNDABNEHKKD CPraqKaaUren B OTHOWEHKK pHCKa (2.34),

[ISOVIEC Guide 73:2002]

Mprredadde — MeHELHMEHT PHCKA 0BRMHO BENOwEST 8 cefn oueHEy pucka (2 37}, obpadoTey pHo-
KA (243, npPMHATHE PHCEA (2.35), HOMMYHHEBLUWI PREKE {2 38, MOHATORWHT PUCKE W NSpeCcMoTp DUoKa.
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243 obpabBoTka pucka (rigk treatment): Mpouwecc (2.31) BeiGopa W 0CYWECTRNSHWA MER N0 MoZKudiKa-
UMK pHCKa (2.34).

[ISONEC Guide 73:2002]

244 peaoMOCTE NPMMEHMMOCTR (statement of applicability ). JokymesdT, onpegenamwsi yens npM-
MEHEHWA MEP K CPeAETE HOHTPONA M YAPABNeHWA (2.11) 1 Mepkl M cREACTEA KOHTPROMA K YNPaBneHWA
(210}, AEnNACWMecs adeEBaATHEIMK 1K NpRMeHMeiMy ans CMKBE (2.23) oprasmaaumu.

245 yrpoaa (threat) BosMosHAR NPAYEHE HEXENATENEHOMT HHUMZEHTA, HOTODRIFA MOMET HaHesTH
YILEPE CHCTEME MK ODraHHIALHA,

246 YAIBMMOCTE (vulnerability): CrnaSoe sMecTo akTABA (2.3) ANK Mepkl M CPeOCTEA KOHTRONA M
ynpagnedsa (2. 10), koTopoe mMomeT BelTe MCNONEI0EaAHG YIPo3or [2.45).

3 CucTeMbl MeHegKMEHTa MHOPMALIMOHHOW Be3zonacHoCTH

34 OCHOBHLIE MOHATHA

Oprakraaliy noborg THNE | BENKY MHE

= CcoBupanT, cbpatareBaT, XPaHAT W NepEaa0T GONbLLIOE KONKYSSCTED WHDODMALLHIA,

= NOHAMAKT, 4T0 MHGCPMAaUWA U OTHOCALWMECA K HEA NPOUECCE, CHCTEMEL CETH W NEQCOMANn SENAITCA
BN HEIMK PECYPCAMK ANA DEWEHWA 38084, CTORLWMY NEDEea OpraHy 380U HEeR

- CTANKWBAKTEA G PANCK DHCKOR, KOTODLIE BMOMYT DKa3bIBATE BOIARCTEHE HA DY HKUACHUDOBAHME SKTH-
BOBE CRraHM3aL MM,

= oCNabnaKkT PUCKK, CCYLWECTENARA yNDaENeHHE WHEODMaUnoHHOR SEa0NacHoCT bk,

BeA MHchopMauWa, xpaHAwasc 1 obpafateBaiolWancs B opraHisaumi, ABNASTCA oD beRToOM yIpos aTa-
Fi, CWHOEA, BO3OERCTERA CTHXAKK (HANDHMERD, HABOOHEHMA WK NOXapa) A T. 4. TepMad srHdopMauHoHHan
BEes0NaACHOCTE: OTHOCHTCA K MHGPODMALKI, KOTORYIO DACCMATDWMBAINT KAK AKTHE, ¥ KOTOROMD BCTh LEMHOCTE,
TRelyIoWan COOTEETCTEYEIWEN AALWN TS, HANPHAMED, OT NOTEDH AOCTYNHOCTH, KOHDMISHUHANBHOCTH M Lenoc-
THOCTH. DERCHEYeHWE BOIMOMHOCTH CAHELUHOHWDOBAHHOND CRCRBREMEHHOMD NONYHEHMA TOYHOW 1 NoNHOW
MHGPODMALIKA AHAYHTENEHD NOBLIWAST 3P DHekTHBHOCTE PAGOTEI.

JawmTa HOOMALWMOHHEY AKTHECE NOCEeACTEON ONPedenadkd, JOCTHHEHWA, NOOSEDMAHMA M yITy9-
LWEHKE MHDOPMAUMOHHON DEA0NACHOCTH OYEHE BAXHA ONA Toro, YTobkl NO3BONMTE OPraHnaanng GocTUraTeE
CEOM UEMH, a8 TAKE NoA0e DEKBATE M NOBLIWATE YPOBEHE COOTEETCTEWA JAKOHOOATENLCTEY B PENYTAUMHIO. 3T
CHODPOMHA DOBaHHLIE JERCTEMA, HANDABNAMLWKE DEANKIALKI0 NOGRoOOQALWLKWE CPEacTe YNDaENe kA M paccmar-
PABSIOWME HEADNYCTHMBIE DHCKA HRMDODMALKMOHHONA BE30NacHoCTH, ABNAKTLA OGWEWIBECTHRIMK KaK ane-
MEHTEl MEHSOHMENTA HHDODMALWOHHON GeIoNacHOCTH.

Tak kaK pyucEr MHHoOPMALWoHHOA BEIonacHocTH 1 3POeRTHEHOCTE CREACTE YNPABNEHKA MEHRMTCA B
IABHCHMOCTH OT HIMEHRIOLWWXCA OGCTORTENLCTE, OPraHH3aLHAK HEODXOOHMO.

- KOHTPONMDOEATE M OUEHMEATE 2OREKTHEHOCTE MMEKIWMECA CRELCTE YNDAENeHKA M NpoUegyp:

< MOEHTWEWYIDoBRATE NOABNRIOWWECA PUCKK ANA WX DacCMOTDEHKRA,

- BbIBUDATE, PEANKMACELIBATE M Y NYHWATE GOMNMKHBM 0B RaI0M COOTEETCTEYIOWME MEPE! M CPEOCTRA KoH-
TROMA W YNPAENEHHA.

UYrobkl YCTAMOBWTE BIAWMOCEAIS M CKOODOMHHDOBATE TAKHE OSHCTEMA CUCTEME MHEODMALWOHHON
BEI0NACHOCTH, KA¥A3A OPraHAIALAA JONKHE YCTAHOBKTE CEOM NOMWTAKY W LENK GNA CHCTEMbl MHQODMaLLH-
OHHON B230NACHOCTH KM 2DMENTHEHO 0OCTUIATE ATH LENK NEKX MCNONEICBAHA K CHCTEMLl MEHETHMEeHTA.

3.2 OBwMe nonoxkeHKA

3.2.1 O830p W NPUHLHMNE

CHCTEMa MEHETEMERTE MHDODMaLKWOHHOH BazonacHocTi ({CMWE) npeacTasnaeT Moaens AnA coaad-
HHA, BHedoeHrd, EYHELAOHUDCEIHWA, MOHWTORWHIA, 3HANKAA, NOGOSPHEH M YNYHLWEHAA 3aWKTE MHgopra-
UHOHHGIX aKTHECE GNA AOCTHHEHNA QEN0OBLIX LENEA, GCHOBAHHYID HA CUEHEE DUCKa W HA NPHHATHA yoOBHEW
PHACKS OQFAHWAALKWK, PAIPAGOTAHHY ANA MPEEKTARHOND PACCMOTREHHA M YNDABNEHWA DUCKARIA. AHANKHE TRE-
BoBAHWA ANA JALWTE WHDODMALKOHHBIX AKTHR0E 1M NPWMEHEHHE COOTESTCTEVIOWMY CPEOCTR YRPARNSHAA,
YTOGE OHEcneYMTe HeolxXo0WMye 3aWWTY 3THXY WHOODMALWMOHHEX AETHECE, CNoCODCTEYET YONewHoM
peandiaudd CMWE. Chneayowkie oCHOBHEE NDHELANE CNocoGCTRYIST Yone W oW peandsauxy CMHEB:

= NOHWMAHNE HEoDXoOMMOCTH CHCTEMEl HHdopMauMornol eacnacHocTy,

= HAIHAYEHMWE OTEETCTESHMOCTH 38 HHDODMALMOHH YW BeIoNacHOCTE,

- COBOMHEHWE AAMAHBCTRATUEHLIX ODRIAHHOCTENA M MHTEDECOR J3M HT D CORAMHEX MWL,

- BOIPACTAMME COLMANLHLIX LEHHOCTER,
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= OUEHKE PUCKA, ONPEgEenRowan CoOTEETCTEYHILME MEPE! M COEOCTER KOHTPONA M YNPaBNEHHA 0NA 40C-
THHEHWA GONYCTHMBIX YPOBHER DUoKa,

- GE30NacHOCTE KAk HEOTEEMNEM B CYLLESCTBEHHEIN ANEMEHT HHDOPMALMOHHLIX CETER U CHCTEM,

- AKTHBHOE NEeOYNPEROEHHE H BRIARNEHKE HHUMAEHTOR MHROpMAaUBOHHOH Be30NacHOCTH,

= OGECNEYEHRE KOMNNEKCHOND NOOXS08 K MEHEIKMENTY MHOPMALUMOHHOA BeacnackocTI,

= HENPEPBIEHAA NEepeoUeHKa W COOTEETCTEYHIWAS MOOMPUESLKA CHCTEMBl  HHDODMAELMOHHOR
CeIonacHoCTH.

3.2.2 Mudopmauna

MHpopMauna — aTo akTHE, KOTOPLIA HapaaY © ADYIHMH BAaHHLIMA DENCBLEME ETHBAMA BameH 4nA Dka-
HECA ODTAHMAALWK 1A, CNedcBATENEHO, JOMKEH DkiTe COOTEETCTREHHE 3aWHMWLEH. MHboprmalna MomeT xpa-
HWTBCA B pPainvYHelx opaax. BRMNIOYaA Takde kaxk uddposan Gopwa (HanpuMep, ©adnsl © JaHHsmME,
COXPAHEHHEIE HA DNEKTROHHER MNK ONTAYECEMX HOCHTENRK ), MaTepraneHas GopMa (HanorMep, Ha Bymarea), a
TaKCHE B HEMATEPUANEHOM BUAES B ehopMe SHAHKA CyawHy . MadopMauda MoseT BulTe NepeaaHa painv-Hel-
M CNoCobaMK C NOMOWEID KYPEEDE, CHCTEM JNEKTPOHHOR WKW FONOCOBOH KOMMYyHHEALWE, HEeaaercHmo o1
TOrD, B kaxod dopme NnpegoTaaneqda nHdopmauxda M kakun cnocobosm nepegaseTon, oHa QOmsEHa SuITeE Aon-
HHuIM 0EPAI0M 3ALMLLEHS .

HMHdopmauma oprasmaagms 3aeuciuT o7 HHDoPMAUMOHHO-KOMMYHHEAUNOHHEX TEXHOMOMAA. JTH TEXHO-
MOMHK — CYLWLECTEEHHBIA JNerMedT 8 mobol oprasdsadyn. Oun obnerdanT coagaqde, obpalboTey, spadeHie,
nepenady, 3aWMTy W paclidpedde dedopradkd. Pacwuvpedie CBAIaHHOE rmobansHold DenoBoi Cpagk
BLlZBUraeT TpeboBaHMe 3aWHTe WHOODMaLWK, NOCKONEKY 2373 WHOpMaurs Teneps NogdseprasTcA
BOINSRCTBHKD DONEE WAPOKOND PAIHo0DDa3HA YIPos W YRIBHMOCTEN.

3.2.3 MHdopMauHoHHan BelonacHoCTE

HMHopMauronHan BesonacHocTs BENKKYaeT B cela TPM OCHOBHLIE HAMEDEHHa ) KOHHASHUNANBEHOCTE,
OOCTYMHOCTE M LUEMNOCTHOCTE. O UeNs oDeCcneYe s ANMTeNsHOro HENDEPRBHOMNS Yenexa B DUIHece i yMEH b=
WEHWA HEXenaTeNksHslx BOagencTErA MHbopMaukonian De3onacHocTe NPegycMaToHEaET NRUMEHEHWE
COOTEETCTEY WMWY Mep Ge30NaACHOCTH, KOTODBE BENKHA T 8 cabA paccmMoTReHHE WKW DOKOMS AXanainHa yrpos,
a TarkKe yNpasneHAe 3THMH MEpamu.

HMHdoprauronHan BeacnacHocTe J0CTHIAaTeA NOCLEaCTHOM NPUMEHEHKE COOTEETCTRYIOWETD Hafopa
COEOCTE YNPABMEHHS, ANPedeneHHons G NoMOWED NPOUESCCa YNPaBNEH WA DHCEIMH W YN PABNASMOr0 ¢ MCHoNL-
soBaHie CMAG, BEnOYaA NONHTHKY, NPOUSCCE., NPOLEOYDE, OPraHHIaLNoHHEE CTRYRTYDE, NPOrDamMHoE 1
annapaTtHoe obecnedesie, HTobs AW THTE MASHTHHUA DOBAHHBIE WHPOPMALHOHHLIE BKTHBLE. 3T MEDEI K
COROCTES KOHTEONA W YNPABMEHHA JONMHEl Dbl T CNpeaeneHds:, PEanvIcsansl, NPoEEPeHsl, NDoaHANMIAPoBA-
HEd W NPH HE0SK0QUMOCTH yIyYWeHk, 9Tobl rapadTHRoBaTe, 4TO YpOoBREHE BE30NacHOCTH CoOTBETCTaYET
DENOBEIM WENAM Opraskaagrd. Mepwl W CpegcTBa KOHTRONS W yNPpaBnedns GeaonacHoCTe BamHoR
HHEOPMALUWA HEDAIPLIBHO CBAILIBAINTCA C BHIHEC-NPOUSCCAMM ORTaHAIAUMI.

3.2.4 MeHaosMeHT

MeHeHMEeERT BENKYEeT B ceda QERCTEMA N0 YNDARNEHKA, KOHTDONK K HENPEDLIBHOMY COBEDLUIEHCTRO-
BAHWK CPraHU3aUMi B paMiEay COOTRETCTRYIOWME CTRYETYD. YNpasneHYeckue JeAcTaKA BEMOYa0T & celba
DEACTEWA, METOOE WK NpakTHEY dopuupoBarrA, obpaboTi, Hanpaenedds, HabnooedHa @ yNpaBneHna
pecypcami. BenrwyuHa yNpasneHYeckon CTRYRTYDE MOMET BapEMpOBaTECA 0T 00HOTO YENoBEKa B HEGOmN bl
OPraHU3aUKrax 00 yNDapneHYecko Mepapxui B KDY NHbIX ODTaHUIa0MAK, COCTOALMK M3 MHEOMMX NI00ed.

COrrocurensso CMAR mexregxmenT aenodyaeT & ceba nabnogeqde v BxipaloTey peweaHni, Heobxogn-
MblX ANA QOCTHHMEHWA QENOBLX UeNed NoCcpedcTeomM 3alWTel HHEODMaUWMOHHER SKTHEOR ORIaHAIaALMK.
MeHe s ManT UHgopMauroHHoR BEI0NAcHOCTA BRIDaMAETCA Yepea opMyNUPOBAHHE W HCNOMNBI0BAHHE
NoMUTHEA MHPOPMALMCHHOW B230NacHoCT, CTAHAAPToA, NPoOUEOYD KW PEKOMEHIALKA, KOTODLIE NPHMEHRIOT-
CA NOBCEMECTHS B ODTAHMAALWA BOEMA NALAMK, CBRASHHBIMK C HEH.

I pAMEYBEH®AS —TEpMUE FMEHETHMEHT s MOKET MHOTOE OTHOCKHTECA K M0 AR [TO 8CTE & HENDBEKY WM TDYINEe
Ne30ed ¢ BRACTeH @ OTEETCTERHHOCTEND 38 YNDAENSHKE M S0HTPON: GPIEMAZELWM]. TEDMHH 0 MEHEDHKMEHT, yn I:ITFIEﬁI'I RE-
BnlA 8 ATOM NYHETE, WM EeST OPYIoR CMeICh.

3.2.5 CHUCTEMa MEHEOKMEHTA

CHCTEME MEHEOHMEHTA MCNONBIYET CORBOKYNHOCTE PECYDCOE ONA QOCTHUHMEHWA LENER SRraHiIamme.
CHCTEMA MEHEDLHMEHTE BRNIDHAET B CE0A CRraHn3auMoHHYIO CTRYETYRY, NOMUTHEY, NNaHH DOBaHWE DERCTERIEA,
chAaaTenscTea, MeTolsl, NPoUEnyYpLl, NPOUECCEl 4 PRCY ROk,

B 4acTd MHCOpMAaUMoHHOR BEIonacHocT CHCTEME YNPABNEHHA NOIBCNAST SRraH AL HM:

= YOOANeTE0pATE TpeboeaHra De30nNacHoCT KNWEHTOR W GPYIMX 3aWHTERECOBaHHBIK ML,

- WNYHLWATE NAAHE M QEACTBAA SPraH a0 9dm;

= COOTRETCTEORATE LEMAM HHQopMalMoRHOR Be30nackHocTi OpraMHaaL i,
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- BBINCAMATE perynupyiowne Tpebosanus, Tpefosanis 3aKoHoIaTENECTES W OTRACNEDLE HODMaTHE-
HislE OOy MEHTRI

- OPraMW30BaHHO YNPABNATE HHDODMALWOHHEMK AKTHBEaMIK ANA 0GNer4eHMA HeNnpPepL BHOMND COBEDLLE-
HCTEOBAHKA W DEMYNMDOEAHWA TEKYLLAK OPrasMaaLaoHH bl UEneh 1 DHEWHAY YEToEWA .

3.3 NpoueccHeld nogxon gna CMAE

Opralraaliy HyHO BECTH DAINHAYHbIE BHGE JEATENLHOCTH W YTPEBNATE MMM ANA TOro, 4ToG s By HKLHO-
HADOBATE PEIyNeTATHEHD. [0GH0A B DEATENBEHOCTA, MCHONBIVEOLLWA DECYDCHI M YNDABNAEMEIR ANA TOMD, 4To-
Bl obecneynTe BOIMOMHOCTE NPpe0l paicealna BXOQOE B BHEXOOLl, MOMHO CHMTATE NpoUeccoM. Beixog ogHong
MNPOUBCCA MOMET HenoCpEdcTEEHHS OPMUPOBATE BXOD CRedysiero npouecca. ObeivHD Takas Tpadccop-
MAUKR NPOHCKOOMT B yCNOBKAX MNAHWDOEAHKA W yNpaeneHnd. [NpusMeHEHNE CHCTEMEl NPOUBCCOB 8 DaMEaX
ORTAHUAANMH BMECTE C WISHTUEWEALUWEHE ¥ BIaMMOOEACTENEM ITHE NPOUECCOR, 8 TAKKE WX YNDaBNEHH M
MOMET BbiTe ONPELENEHD K3 K « NDOLSCCHBIR NOOXO0 .

MpoueccHeR nogxog ona CMHAE, npeactaenedHwid e cemedcTee cTangaptoe CMWE, ochosan Ha onepa-
LUHOHHOM NPUHLWNE, NPHHATOM B CTAHOAPTAR CHCTEMEl ynpaenedua 150 4 obledIBecTHOM KK Npouece
ullnaw (Plan) — Ooywecrenedne (Do) — Mpoeepra (Check) — Defctere (Act)s (PDCA):

- NNad — NOCTaHoRKA Weneid v paapaboTia NNaqos [NPOBECTH aHANKMS CHTYALWA B OpradkIagmi, Hame-
T Tl OOLWME BN, TOCTABWTE 330344 K pa3pafoTaTe NNaHsl GNA KK A0CTHHMEHHA Y,

= OCYLLECTENEHWE — DEANWIAUWA NNAHOE (BEMOMHKMTE TO, 4T0 BRIN0 JanNadMpoceano);

- NPOBEpKA — NPOBEPKA PEAYNLTATOE [HAMEPEHHE KOHTRONE CTENEHH COOTEETOTEMA OOCTHIHYTRIX
peaynLTATOS NNaHy);

< MEACTEWE — KOPPEELWA W yNydeHde paboTel (YYHTRCA Ha oWWbEaxX, Y To0R! yNyYWWTE paboTy 1 Goc-
Tk NYHLLAX DEayNeTATOR).

3.4 Uenw eHegpenna CMHAB

B wadecTee 4acTd CMWE opraduaatin gorsHbl BbiTe ONpegeneds DHCKA, CEAIAHHLIE ¢ MHOODMALMOH-
HulM AKTHEAMKA 0Orannaaury. JocTiresye nHhopMaumorHoR DeaonacHocTi TReByeT yIpaBne Hua DrCEDmM 1
OXBATHIBAST PUCKM DHIMHSCKHE, YENOBEYECKUE M TEXHONOIMYECKKE, OTHOCRLLWMECH K YTPOIAM, KACAMWIMMEA
Bk (POpM MHOPODMALHI BHYTDH ODraHKIaLMA WA MCNoNLIYERMO0N Opraqdsan‘e.

MeuHaTHe CMWE sSENASTCA CTRATEMYECKHM DELISHWaM ONA OpravruIadki, i Heobxodumo, YTobsl 3To
peleHHe HEDA3PLIEMO MHTETPHPORANOCE, OUEHUBANOCE M OGHOBNANGCE B COOTRETCTEUH C NOTR2BHOCTAMM
ORTAHWIALMH.

Ha paspaorey U peanviagqin CMMEB opraskaad i BNWAT NoTpetHoCT W LENK Oprasiaumy, Tpebo-
BaHKA DRIONACHOCTH, KCNONLIYEMEE DHIHEC-NPOLUSCCR, 3 TAKME DA3MED W CTRYKTYDA OpraduaanuMu. Paipa-
Botea w dymiguonupoadue CMWE ponmedel oTpamate wHTEpeck W TpeboBadns MHgopMaLMoHHOR
Be30NACHOCTA BCEX JAMHTEDECORAHHEIX NKLY OPraHMIALN, BLNIOYAA KNHEHTOR, NOCTABWMKOE, A8N08LX Nap-
THEPOB, AKLWOHEDOR M ADYIHX TOETEWX ML,

Bo B33 MOCBAIAHHOM MADE WHDODMALKA KU OTHOCALMECH K HERA NPOUECChl, CUCTEMI M CATUCOCTARNAKT
KOMTHYSCKHE OEN0BEIE AKTHEE. DPradvIauiy U ux MHOopMaUHMOHHLIE CHCTEMEl M CETH CTANKMBAKITCA C YIPO-
3ame G230NacHOCTH M2 WHPOKONS GUANA30Ha MCTOYHKMEOD, BEMOYAA KOMNBOTEOHOE MOWEHHWYECTaD, LWNHo-
HAaX, CADOTaM, BAMAANKIM, & TAICHE NOXKAD M HABOOHEHHE. MoBpeIEHHA MHEODMAUWOHHBIY CHCTEM W CATER,
BllIBAHHEE BDEATHOCHEIM KOO0M, QEACTEMAMK Xakepos ¥ DoS-atakamu, cTany Gonee pacnpacTRaHEHH bIMK,
Gonee MacwTabHeMeA 1 B Bonee W GoNes CepnEaHbiMH.

CMKB padma OnA NpegnpHMATHRN E3E MOy 08 poTREHHOND, Tak YacTHoro cekTopa. B niobod atpacnkn CMME
ABNRETCH HEOOXOOKMEIM HHCTRYIMEHTOM ONA NOAGEDHAHMA INEKTPOHHOD BUIHECa 1 BAMHA NS OeACTRA
MEHeIHMaHTa prcka. Baanmocesse oblWe ocTyNHEX 1M YACTHEX CETEH M PACNDEENEHHOCTE MHCDMALMOH-
HulX SETHEOE YESMHHMBAIOT TRYOHOCTE YIPARNEHWA GOCTYROM K MHdgopManmn ¥ ee obpaboten. Kpome Tora,
pPACNQOCTRAHEHKE MODWUNLHLIX YCTRPOWCTE XpaHeHWA OaHHBX, COQepHAWME WHEOPMALKOHHEIE AKTHES,
MOMaT OCNAGKHTE AHPEKTHEHOCTE TDAAMLMOHHEX CRE0CTE KOHTPONA. Karaa oprady3aguu NEMHAMAnT cemeli-
creo crasgaptoe CMIAE, cnocofHOCTE NEUMEHUTE NOCNERO0BATENMEHEE W BIAWMHD WIBECTHLIE NMDHHLMNE
wepopsagorHol Be30NacHOCTH MOMeT BTk NPOOEeMCHCTPUOCEAHA QEnoBkIM NAPTHERak W OpPYIHM
IAMHTEDECOBEAMHEIM CTODOHAR.

Mudpopaay MosHas Be3onacHocTe HE BCerda YU TEHBASTCA NPH NPOSETHROBAHHA M DACWHDEHHK MHgoR-
MALKMOHHE CHCTEM. KposMe TOro, 4acTo CHMTanT, 4To udopmagnonHan Be30nacHocTs — aTo TeXHWYSCKAR
npobnema. OOHaks ypoBeHe Be30nacHICTH, KOTOPEA MOoMeT ObiTe QOCTWIHYT © MOMOLWBM TEXHWYECKKK
CPEOCTE, orpandyeHd. Takan 3a|Ta MoxeT BelTe He3pOekTABHORA, He Dyoydr NoOOe paHHOH COOTEETCTEYID-
LMM YN PaRNEHAER M NpoUeaypanu B kouTekcTe CMHB. MNocneayiolles BCTRAWBAHWE CHETE MBI GE30MNACHOCTH
B MO PMALHOHHYIO CACTEMY MOMET Bl Te TEYOHEM @ JoporocToAw WM. CMAB skmoyaeT e ceta naguTdKa-
UMD MMBIOWKYNCA CREOCTE YNpasnedyd W TRebyeT TWAaTensHoro NAaHMposaie i BHUMaHAA K JeTansmM.
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Hanpumep, CpeacTea KOHTREONA AoCTYNA, KOTODGLIE MOMYT BblTe TEXHWYECKKMKA {NOMMYECKMMKA), DHIMHBCHRMHE,
AOMUHHCTRATHEHBIMA  [OPFAHHIBLUMOHHBIMKA],  HAW WX kOMBMHALWA  TapadTHpYIoT, 4970 40CTyn K
HHEBOPMAUWMOHHEIM AKTHBAM Pa3IpelUeH W OfpaHM4eld Ha ocHoBaHuw Tpaboeadki Duaneca 1 TpeboBaHui
DEACNAcHOCTH.

MpuuaTHe CMAEB BaMHO g8 3aWMTE WHEOpPMaUAOHHEIX AKTARDE. ITO NOIBONAST ORraHHIaUMH.

- NOBBICKHTE FTAPAHTHW TOM0, 4T0 88 MHQOPMALWOHHLIE AKTHUALI B AGCTATONHOA MEPE Ha HENPEDLIBHOA
OCHOBE AW KWILEHE OT YIPos Mo pMauHoHHoR Be3onacHocTK,

= MOOAeQHHBATE CTOYETYPUDOBAHHYI0 W BOECTOPOHHION CHCTEMY ANA WOBHTHQUHELWN W OUEHKK yTpoad
HHEOPMALUUMOHHOA Bea0nNacHOCTH, BHEORa M NDUMEHEHHA COOTBETCTEYIOWMK CReACTE YNPARNEHAA M HIMEpE-
HWAA M Y NMYHLWEHHA WX 3D eTHEHOCTH,

= HENPEPBIBHD yIyHWaTe 88 Cpeay KoHTRoNA;

- COOTRETCTEORATE KPHOHYECKHA 1 BEry ARy TpeDoRaHKEM,

3.5 BHeapeHHe, KOHTPOML, NoAASpHES W ynydYweHne CMWE

3.51 OBwme nonoxeHUA

Cprad-aaurs JoNMHa NPeanpHHMMaTe CReayiowine Meps No BHeaDe AR, KOHTROMK, NoOgenHks W
yyqweHuo ee CMHE:

- onpegeneHue HHEODMALMOHHEX SKTUBOE W CRAIANHEX C HHKME Tpeboaanui BezonackHocTi (oM. 3.5.2];

= OUEHKS PHCKOB MHOPMALMOHHOR BeaonacHocTr (oM. 3.5 3,

- BeBop W pEANMIALMA COOTBETCTEYHILME CREOCTE YNPaBNeH K ANA YNDAENeHWA HENDHEMNEMBIMKA
pHCKaMM (ca. 3.5.47;

= KOHTROMbL, NOQSE0HEE W NOBLIWEHHE 2PEekTHEROCTH CREACTE YNPABMNEHHMA Ge30NacHOCTRI, CBASAH-
HEEE © MHDODMALWOHHBIM M SETUBAMA Opradyaagin (oK. 3.5.5).

Ona rapantid 3OEEeKTHEBHON HENPEDLIBHON 3aWMTeE MHEOOPMALMOHHEXY AKTHEOR ODraHdd3aunMd C
norowen CMAE HE0SXo0us0 NOCTORHHG NOBTORATE Ward (a) — (d), 4Tofel BulABNATE MIMEHEHWA DUCKOR,
CTRATEMH ODF3HWIALWH KK QEN0BBIX Uened,

3.5.2 Onpegenenue TpeboBanuin MHOpMaAUMOHHOW BezonacHoCTH

B npegenas 0BWen CTRaTErdy W QENOBRIX U8ned Opradkiauny, ee DAIMEDE H MeorpadivYecsoro pac-
NEPOCTRPAHEHWA TpeGoRaHUA WHDOPMAUMoHHoA GE30NacHoCTi MoryT ObiTe ONpegenedes NpW aHand e
CRedyKLEE akTopo:

= WMOEHTHEMURPOBAHHEE MHDODMAUKOHHEIE BKTABGL] M WX UEHHOCTE,

- 0enobblie noOTpebHocTH B oBpaboTie W XpaseHiE MHIopManmWK;

= WPHOAYECKHE, DEMYNHDYIOWHE W OroBOpHEE TREOOBaHKA,

MpoBegeHKie METOOQWYECKDA OUEHEY PUCKDE, CEBAZAHHLIX C HHDODMaLWOH HE MK BKTHEAMA SRTaHAIALKM,
BEMO4AET 8 CebA aHanKMa yrpoa MHGOPMALHO HHEM AKTHESM, YAIBHMOCTEA MHEODMALKOHHBIX SKTHEOR K BEpO-
ATHOCTI YT P03 MHDODMALMOHHEM 3KTHEAM, NOTEHUMANLHOT0 BO3AERCTERE MOS0 MHUKAEHTa MHDoEMaUm-
OHHOE BE30NacHOCTH Ha WHEDOPMALMOHHBIE aKTHaL. Pacxoikl Ha COOTRETOTAYIOLWHE MEDL W CpedcTEa
KOMTRONA W yNPEeneHis SeacnacHocTe NEonopuMoHansHsl OUEHWBASMOMY LENoBOMY BOAOESACTEBKMH B
CNYYaEE OCYIWECTRNEHNA PUCKS.

3.5.3 OueHEa pHCROB HHPOPMALHWOHHOW BeIoNacCHOCTH

Ynpaeneuwe prckasn nudopsmaunoHHol GesonacHocTH TpedyeT COOTRETCTRYHILLEN CUEHEM PUCKA K1
MeToaa obpaboTM DHCKA, ITO MOMET BENICYATE B CEGA OUBHEY 3aTRAT M NPEWMYLWECTE, 3aK0HHBIX Tpebosa-
HHA, COUMANEHBIX, IKOHOMUHECKAX H IKONOMMYECKHE AcNexTos, Npotnem 3auHTERECcOBaHHEE NEY. NPASEKTE-
TOB M ADYIHX BXOO0E W NepesMEHHbX. PeayNbTaTel OUSHEW PUCKE AHEODMALWMOHHSR GRaonacHoCTH NOMONY'T
BeIpaBoTaTe U NPORECTH COOTRETETEYIOWWE YIDABNEHYSCKHME PELUIGHWA QNA QEACTEMR ¥ YCTAHORNEHKA NPKW-
CPWTETOR ANA YNPaBNeHKa PUCKAMA WHDODMaLMoHHCH BEICnacHocT, a Tamske QNA peandsaukn cooTBeT-
CTEYIOWWE CO8ACTE YNPABNeHHa Be30nNacHocTeD ANE JAUWWMTEl OT 3THX puckoe. CTtadpapT |SWIEC 27005
obecnedqBasT pYKOBCOCTED MEHEQMMEHTOM pPUCKOE  HHGOpMaUMOHHOR  DeacnacHoCTH, BKINOYan
PEKOMEHOALMK OTHOCHTENEHD OUSHKW pHcka, oBpaboTkd pUoKa, NDMHATHA DUCKA, KOMMYHHKALMK DACKa,
KOHTRONA DHCES KW aHanHaa pyosa.

3.5.4 Beibop W peanviauma cpeacTs yNpagneHWa AHQopMauMoHHOW BezonacHocTL KO

Mocne onpegene 4R TReBoBaHKA K WH0DMALBOHHO R SEa0NaCcHOCTH M OUESHKA DUCKOE MHQODMaLW0H-
HOW GE30NacHICTH GNA KOEHTMPHUMDOBEaHHDIX MHDOPMAUMOHHEIX AKTHBOR [BRNIDYan pewerva 4nA obpaboT-
KM PHMCECE MHOPMaUMOHHOR Be30nNacHocT) Qon#HE OoiTe BelbDpadsl 1 DEANKI0BaHEl COOTEETCTEYHWKE
MEDE W CPEOCTEA KORTRONA M YNDABNEHHA, YTOGR FBpanTHPROBATE, Y4TO DHCEM HHEODMaLHORHOR GeannacHoc-
TH YMEHBLLEHE A0 YOOBHA, NPHEMNEMOrs Ana oprasduaaniin. Mepel i Coe0cTBa KOMTRONA K YNEARNEHWA MOrYT
ObiTe BuIGpaMe C NOMOWEK cTadgapta [SOWIEC 27002 Wnd 1Ma gpyrdx cOOTRETCTEYRIWKE HaGopoR CcpeacTe
ynpaenesds. Take ans YIosNeTEoDe A Cchneddir-Heckiy noTpebHoCcTed MoryT DkiTe paipatoTaHbl HOBLIE
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COOTRETCTAYKWMKE MEPE! M CPeOCTRA KOHTPONR | ynpaeneH4d. Bubop cpegeTe ynpasnedya Ge30nacHoc s
IABKCHT OT Toedoaauni BeI0NacHOCTA, NPHHAMAKLLKY BO BHAMAHWE KDMTEDHK BNA NDHHATHA DUCKa MHgoR-
MauroHHTR DeacnacHocTh, BapWanTos oGpaSoTkd pucka W obwero nogxcoa yNpasneHdd DHCKaMM,
NOUMEHREMOM0 ODradKuaalred. Beibop U peanuaayka cpeicTs ynpasnedua MoryT GelTe 0KYMEHTUPORAHE B
FAABRNEHHKA O NPUMEHHMOCTIA.

Mepsl ¥ CpeacTEa KOHTPONA W YNPABNaHKEA, ianokeHHse B ISOAEC 27002, oblwenpuaHanel KK IyYiwme
METOOE, NPMMEHHMMERE K BONBWWHMCTRY Opraddaaudid. Ouy Beiny paspaboTade: ANA Toro, YTobel yOOoBRNETRO-
PATE TREGOBAHUAM OPMAHHIAUWA PAIHOA BENMYWHE] 4 CTPYETYRRL. Opyrie cTaugapTel CEMERCTRA CTAHOANTOR
CMWE pykoaogaT e=iGopom B NPMMEHEHMEN CRECTE YNPasnaHUa MHopMaLMoHHoN BEI0NacHOCTBI0, WENo-
WEHHBIX B cTaHgapTe ISOIEC 27002, gnA cucTemel MeHeaMenTa (ISOYEC 270011].

3.5.5 HowTponk, nogaepxka u noesiweHne adgpektnanoctn CMHEBE

OprasKaauina AonsHa NoALepHHBaTE padoToCNOCoBHOCTE M yiydwaTe CMWE nocpegcTROM EONTPONA M
OUEHEW GEATENEHOCTH, HANDABNSHHOA NPOTHE NONKTAEA 1 UENE’ 0Praduiagna, 1 cooblueris o peayneTaTax
MEHEIMMEHTY ANA aHaNKaa. 3ToTadand: CMAE NosnonyT HarnagHo Nokasats NPAmHNEHOCTE KW OTCN2MUBAR-
MOCTE KOPPEKTHRYIOWAX, NROPHMNAKTHYSCKHY QEACTEWA ¥ QEACTEAR N0 YCOREDIUEHCTEOBAHMHIO, OCHOBAHHEX
HA ITHX PEIYNLTATAX, BEMNKYAA KOHTRONE CREACTE YNGABNEHHA MHPOPMAUKOHHEHA BEI0NacHICTEK.

3.6 KpuTHueckHe hakTopel yonexa CMWE

OnayenewHod peanusaddn CMWE, nossonsioweld opraddIianin NoCcTY L CEOWNX QEN0BRE LEnei, nMeaT
IHAYEHUE BONBLWOE KONUYeCTES dakTopos. NMpyUmMe e KpHTISECKUY DasTopos Yenaxa axniouasoT & cada cne-
OROLLLAG

< NONATHES WHopAauroHHod BeI0NacHocTH, Uend 1 AeACTEXA, OPUEHTHPOBAHHBIE HA SOCTUMEHIE
Lene,

- METCOMES W CTRYKTYPA ANA pazpaboTil, DEanKUIanuy, KOMTPONA, NOANSDHAHWA 1 YIYHILEHMA MHgop-
MALUHOHHCH BeI0NAcHOCTH, KOTODLIE COOTBATCTRYIOT KOPNOPATHEHON Ky NETYDE,

- BHOWMMAA NOOgeEEKa H 0BA3ATENLCTEA CO CTOPOMHEl BCEX YROBHeH ynpasneHda, ocobe o aucwend
PYKOBOOCTRA,

= NoHvssaHae Tpefosaduid AHQOoPMAUMOHHOA 3aWNTEl GKTHBOE, OOCTUIAEMOE YEDed NPHMEHEHNE
MEHEIHMEHTA PUCEOR HHDOPMALWOHHON GE30nacHocTH (ck. cTaugapT ISOMEC 27005);

= apPEKTHBHOE HHQOPMHApoBaHKHE 08 WHPOPMaLKMOHHOE GeaonacHocTH, obyderne W obpaloBEaTeNks-
HAA NporpaMMa, ACRSAAWAR 00 CREIEHWNA BLEX CMYHALIMY M ADYTHE NDAYACTHEX CTOPOH WX 00A3aATENLCTEA N0
MHdrOpMAaLBOHHON BEAcNacHoCTH, CHODMYNHPOBAHMEE B NOMATHEE HHEODMaLKoHHoN BEasnacHocTi, CTaM-
DAPTAX W T. 4., & TAKHE WX MOTHEXDOSAHME K COOTESTCTRYMMLIMM JEACTBHANM,

- e kTHBHLIA NPOUBCE MEHEIMMEHTE MHUMAEHTOR MHdOpMALUMCHHOH BEI0NacHOCTH,

< e KTHEHLIA YyNDABNEHYECKMA NOOX00 HENPepLIBHOCTH Buaneca;

- CHCTEMA WIMEDEHWA, KOTORAA UCNONLIYETCA AN CUEHEY YNPARNEHUE HHQOopMaLuoHHol Belonac.
HOCTBRD, W NDEMoeHIAR N0 YIYYWEHRIo, NOCTYNA0WAE N0 UenodYke 05paTHOR CRR3M.

CMWB yEENUYMBART BEPOATHOCTE TOMD, Y4TO OPTAHKIALME BYLeT NOCNegOSATeNLHO AOCTHIaT: DEWAK-
WM hakTopos yenexa, HeolXoaMMbIX 0NA 231 TE &2 AHDODMALKNOHHBIX AKTHBOR.

3.7 NpesmywecTea eHegpeHns cTangapTor cemencTea CMHUE

MpedsywecTea peanvaagud CMWE BeITEK20T, NpeX0e BCET0, WA COKPALLEHKA PUCKOE MHEODMAUHOH-
HOH Ge30nacHoCTH (TO 8CTh YMEHBLWEHWA BEROATHOCTH BOIOSWCTEMA W (MNK) YMEHBLLEHWA BOAOEACTRNA,
BlIIBAHHOMNT MHUMASHTaMA HHDopMayrorHon BeaonackocTi). B 4acTHOCTH, NpEMMYLLECTER, NONYYEHHLIS OT
MM HATIAA CeaeldcTaa cTavgapToe CMWE, ekmiosanT B ceba cneayiowes:

- NoAfepHEa Npouecea cnpedensdva, Deanusauny, dyHEUMOHUDOBIHNA M NoadepkaHHa paboTocno:
COBMOCTH NONHON 1 K0MoMUYecEr adderTrarol komnnekcuol CMIME, koTopas vaooeneTecpaeT NoTpeHOC-
TH ORraHH3aLHA,

- NOMOLWE ONA PYKOBOOCTES B CTPYRTYDMPOBaHKM 20 NOLXOGE K MEHEORMERTY tHopmMaloHHon Deao-
MACHOLTH B KOHTEKCTE KOPASRATARHOMD MEHE LEMEHTS DHCKCE M YIPABNEHHA, BEMOYan 00YHEHHE B TREHMHT NG
EOHHOMY YNPABENEHAR KHQODMALAOHHOR DEI0NaCHOCTE,

- NpodBvEare 0SWenpUHATEE NYYWKE MeTog0a MHOPMAUMoHHOA B230NacHoCTH B HeoDRaRIBAIOLLEN
dopMe, 4TO NDEeA0CTARNAET OpradMaauuan cacbony ANA NEMHATHE M YNYYLLEHWA CPedCTe v paBnNaHKa, KaTo-
pile COOTRETCTEYHIT HX OCODRHHOCTAM M ORAALIBAIOT KM NOALEQHKEY NERed NHUOM BHYTREHHKX H BHELWHMX
MIMEHE HHA;

- NpeaccTapneqse obuers A3k W KOHUETTYaANBHOMNS OCHOBAHKSE ONA KHOOEMALMOHHOR BaacnacHoo-
T, 4T0 0GNErYaeT B3aMMOnNcHMMaHNe C QENOBEIMK NapTHERaMK, 0CODEHHO BCNH OHK TRPeBYIOT CEMIETENECTEA
CcooTEETCTEMA ISOVEC 27001 oT akkpeMTORAHHOMD OPraHa CepTHIMKALLMA.
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4 CemeicTeo cTaHgaproe CMWUB

4.1 OBwan wHpopmayua

Cemedctec cTaMgapros CMWE cocTouT U3 B2aMMOcEA3aHHBIX CTAHGARTOB, HAOAHHEX MNK paspabaTkl-
BAEMER, W COOQBDHAT HECHONEKD CYWECTEEHHLIX CTOYKTYDHEIX KOMIOHEHTORE, 3TH KOMIOHEHTEl MANOWEHE! B
HOPMATABHLEE CTaHZapTax, onucxBaowus Tpeboeanma CMWAE (ISONEC 27001 ) v TpedSosanyA Gna opraskag-
UHIA, CEpTHERWLMPYIOWHY CoOTRETCTaME CTadgapTy ISOAEC 27001 (ISWIEC 2T008). Opyree cTaviapTe obec-
NEYHBAKT PYEOBOLCTED MpW paInMYsHbx acnekTax peanvaauds CMWE, axniodaa B ceba obWul npousce,
PEKOMEHOALMK, OTHOCALWMECA K YNPARNEHWD, a Takke cneduansixe pyropogerea. Baaumocenis BHYTEH
caMencTea ctTangaproa CMAB? nokazawa wa pyoyHee 1.

CTaHgapTs, KOTODLIE COOE AT NOAKMYK NOLOEDHEY, JETANWAHPOBA HHOE PYKOBOOCTES W (MNK ) TONKoaa-
ke onA cbwero npoyecca PDCA 1 tpefosanuit, aapgandex 8 ISCWIEC 27001 (cm. 4 3.1, ISOAEC 27000
(o 4.2 1) 1SQVIEC 27002 (cu. 4. 4.1), I1SDAEC 27003 (ca_ 4.4 2) ISOAEC 27004 {cm. 4 4 3) ISOJES 27005
o, 4.4 4 1 ISOAEC 27007 (cwm. 4.4.5).

Crangapt ISOAEC 27006 {cm. £.3.2) cogepsuT Tpefoaarua ANA opradon, NpoBog AWKy Ce PTG KaLmM D
CMKHB.

CrangapTe ISWIEC 27011 {cm. 4 5. 1) 1S 27799 (o, 4.5 2) BEnioHakT B CebA CReUHanbHBE DEKOoMEkH-
gaumkn gna ChMHB,
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IS0MEC 27003, ISOUEC 27004 @ ISONEGC 27007 HaxensTeR B paapatioTae.

¥ Ofoanavenna ISOAEC 2006, ISAAEC 27008 v ISOIES 27010 FEpRIGpAMPOEEHE ANA NOCN ey wed pazpalbor-
<M CTEHOApToE cesencTea CMME, no koTopeM He GeNo NEUAEATO PELIEHWE K MOMEHTY NYSNMLEYMH HACTOAWETD CTEH-
LapTa.
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CemebcTeo crangaptoe CMWE nogoepyveasT BaaMMOCEAIE CO MHOMBMKA ADYTHMKA CTaHaapTasn 1230 K
ISOVIEC. CtadagapTel CMAE knaccuuuMpyoTCA No CNagy ol NpMaHakam:

- CTAHOAPTE, CcoOgpsawme chwMi ofaop ¥ TepMUHonorA (cwm. 4.2,

- CTaHOapTR, 388 ue TpebopaHKa (oM. 4.3);

- CTAHQAPTH, COOep®alme chwWe peromerdagm9 (o, 4.4,

- CTAHOAPTE, COOEPHALLIME CNELMANEHEE DEKOMEHIALMK [ca. 4.5).

4.2 CTtaHgapThLl, coaepXaljye oBUWA 0B30p A TEPMUHONOMAID

4.2.1 ISOAEC 27000 vacToawMi cTangapT

Hughapraluakkans mexwonosus. Memods v cpedomea ofecieweHus BazonacHocmy. CUCmetdbi
meredwsarma unbogsaduworsol Sezonackocmu, O6wul ofz0p0 U MepMuRonsaua

OBnacTe NPHMEHEHWA. 3TOT MEKIYHADOAHLIH CTAHAAPT COOEQMNT.

- ohaop cemelcTea ctaHgapTos CMAE,

- BEESEHHE B CHCTEMY MEHEIHMENTa HHDOPMALUWoHHOW BeasnacHocTia [CMIAE),

- Kpartekoe onwcanke npouecca «lMnas {Plan) — Ocywectenedne (Do) — MNpoeepra (Check) —
NeicTeve (Act)s (PDCA);

< TEPMMWHEl M ONPEJEnEHMA GNA MCHONLICEAHMA B camaicTee cTanaapTos CMKWE.

HazHaqeude: ISONEC 27000 onkcHBaET OCHOBE CACTEMEl MEHETEMEHTA WHDODMALWMOHHOA Delonac-
HOCTH, KOTOpas COCTARNAET NpeoMeT cemMedcTea cTangapTos CMWE, W onpegenfeT OTHOCRLWECA K HEN
TELMHAHEL.

4.3 CrangapTil, 3agawcwmwe TpeboBaHua

4.3.1 ISONEC 27001

Mughoprayuonnas mexywonozud. Cpedoemea obecnavanus Sezonacuocmy. Cucmers MeHedsmenma
uihopMalusiwod Beaanackocmy. Tpafoeamua

DENAacTe NDMMEHEHWA 3TOT MEMIYHADOEHEIA CTAHOAPT onpedenAeT TpefoBadua ONA CO30anHyA, BHEd:
pEHWA, JKCONYATALKK, NOCTOAHHOMD KOHTRONA, AHANK3A, NOSOSHARWA B pAB04EsM COCTOARKMK | Y NYYLWLEHKA
AckyseHTrposaiHon CMAE B konTercTe obWME JeNoBHE PUCKSE OpradMaaund. On ongegenfaeT TpetoBaHMA
ANA PEandaauUqy coeacTs YNpasneHna JaWKUTaR, NpUenocolneHHbix K noTpeBHOCTAM OTLENbHLIE ODTaHNAA-
UMA WMOM WY RoOpasfensHid. 3ToT MeXIYHADOOHEA CTAHOADT NPWMEHMM KO BCEM THRAM ODraHMaaLMaA
(HANDHMED, KOMMEDHECKWE, MOCY QADCTBEHHLIE, HEKDMMEDHECKHE OPraHnIALKA ).

HazHaqende: ISCOAEC 270017 copepsnT HODMaATHEHEE TREGOBAHWA ANA DAIREDTRIBAHAA W DyYHELMOHH-
poeaknA CMME, eknodan Habop CoeacTe yNPasne uA ANA yNPaaneHHA § yMEHBLLIEHHA DHCKOE, OTHOCALLWXCA
K HHDODMALKMOHHEM 2KTUBAM, KOTORGIE OQraHUI3AUHA CTREMMUTCA JAWMTHTE. DRraH-3anmMy, HCnonsIyoWwme
CMWE, MoryT NposcgnTe 88 ayaqTOPCKYH NDORESPKY W CEPTAUHEALWID COOTEETCTEMA. Lany ynpasneHus |
MEpAa W CPEACcTEA KOHTPONA W YNPaBnNEHHs Wl npunoxerna A ctadgapTa ISOEC 27001 gonxHel GuTe Bxbpa-
HEl kK 4acTe aToro CMWB-npouecca gna Toro, 41obsl yO0BNeTEODATE ONpeJeneHHbe TpebopaHnA.

Llenk ynpasneHus, Mepsl W CpeacTEa KOHTRONA K yNpasnequs, nepeYdcnesHole 8 Tabnuye A1 ctanpap-
TalSOIEC 27001, nonyJYeHsl HENCCOEACTEEHHD M3 NEpEYHA LUENak YNpaanaH«Ha ¥ CpeacTs yNpaene HuA, Nnepe-
YHCMEHHEX B pajgenax 5—15 1SOVEC 177992005, 4 cornacopank! C HAMIA.

4.3.2 I1SONEC 27006

HMrughoprayuonnas maxunanozud. Cpadomea cbecnewasud beaonackoecmuy. Tpeboeakus 0N op2aqcea,
afecneyuaaiylx aydum U cepmuihusa Lo cucmesd MeHadaesma uidhopMaloniold Be30NacHocimy

OBnacTes NPAMEHEHHA. 3TOT MEXIYHAPOOHEN CTaHGaDT 3a0aeT TReDoRaHKA W ABMNAETCA DYKOBOLCTEOM
ONA Oprasoe, npoeogawMx ayguT U cepTudukaymio CMWE Ha cooteeTeTrade ISQVIEC 27001 e gononHeHKe K
TpebosaHKaM, codepralWmes 8 ISOAIEC 17021, 2ToT cTaHgapT NpeaHaIHaqYeH MasHeM 0Spasoi Ona npo-
BEOEHHA AKEPEORTALMA Opraqon, Npoacgawyy cepTidrkaymn CMIAB va cooTaeTcTade ISOVAEC 27001,

Hazuadenwe: ISCOVIEC 270068 gononuaeT cTadaapT ISOVEC 17021 s yacTy TpeSoBaHqi AN aEspeguTa-
UMK Oprados cepTUdHkauy, NpOBOOAWKMY CEPTUgHEKALMIO COOTRETCTEMA TREDOBAHKMAM, HINGKEHHEIM B
cTadgapTte ISOEC 27001,

4.4 CTangapTel, COOePRALIHE ODLIME POKOMEHOALIHK

4.4.1 ISONEC 27002

HMughopraluoryas mexyonozud. Cpedomes obecneyenud Seaonackocmy. Caod Npaaun no pnpaane-
MUK 33WUMoD UWghopraLugr

OENACTE NDUMEHEHWA! ITOT MEXIYHADSAHLIA CTAHAADT COOSMMHT NEpeYeHE 0DLWENDUHATEX USMed
YNPAENSHAA W NYYWLWE METO0E PEANKIALMA CPEOCTa YPARNEHWA ONA HCNONsICRANKMA B KAYECTRE DYHOBOO-
CTEE NpH BeB0REe M BHEAPaHWK CREACTE YNPARNEHMHAA ANR DOCTHMEHNA MHPOPMAUKOHHOH BE30NAcHICTA.
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Haanaveune: ISOVIEC 27002 ApnaeTcA pyKoBOACTEOM NO BHEADEHWID CPReOCTR YIPARNEHHMA I3WMTON
HHECEMALKA. B YacTHOCTH, pasgent: 5—15 cogepmaTt CcneuqansHble DEKoMERIaLME M DYKOBOASTEO N0 pEa-
NM3aUAK CPEcTe YIPaBNeHMA, NPMEEQeHHEX B paagenas A5 — A 15 ctangapra ISOIEC 27001

4.4.2 ISOINEC 27003

Hucghopamayuonkans mexnanoaus. Cpedemea cbecnadanus SGezonacHocmy. Pyxogodcmen no akedpe-
HUM CUCM8Mb! MeHedHMENMa UHopMay iornol BasonacHocmu

CHENacTe NPUMEHEHWA! 3TOT MEXOVHAPOOHLINA cTaH0apT BYNeT COOBDMaT NPAKTHYECKOE PYROROOCTRD
Mo BHELDEHAK W BRNIOYaTE B 0eDA pACLUMDEHHYI0 MHOPMALKIO N0 COA0AHAID, IKCNNYATALMK, KOHTDONK, aHa-
nuay, noggepxee W ynysweHao CMWE e coomeaTeTeMu co ctangaptom ISOIEC 27001,

HaauaveHue: ISOJIEC 27003 6ygeT cogepMaTe ONWCEHAE NROUSCCHOTD NOOXo0a K eHedpeHHn CMHWE B
COOTREETCTEMK CO cTawgaprom ISC/EC 27001.

4.4.3 ISOIEC 27004

Hudghopmayuonkas mesronoaun. Cpedomaa obecnadalus BazonacHocmu. MaMopasus

COENacTe NEUMEHEHWUA. 3TOT MEKOYHADCAHEIA CTAKOAPT GyO0eT exnovars 8 ceba pykoBodcTBO W paKD-
MEHJALMH NO COREPLUIEHCTEOBAHMK W HCNONEIDEA KM MIME DEHWA ONA oUeH ki dddhekTHeHoCTH CMAE, uenei
YNRABNEHHS, COROCTE YNDARNEHKA, NPUMEHASKBIX NPH OGECNEYe . HHDODMALKOHHOR BeIonacHOCT K
YAPABNEHWN HHDODMAaLKOHHOH GeI0NacHOCTR B COOTEETSTBHW Co cTaKaapTom ISOVIEC 27001,

Haauadenue: ISONEC 27004 ByneT cofepxaTe CACTEMY MAMEDEHMA, NOIB0NADLW Y0 ONPEdenATE GUEH=
iy 3 dekTHEHOCTH CMMWE B cOOTEETCTEWK CO cTaHgapToM ISOVIEC 27001.

4.4.4 ISOINEC 27005

Huchopamayuonwkans mexkonozun. Cpadomaa obecnesaxun SeaonacHocmu. Ypaanedue puckasmu
uHghapMayuonnol SezonacHocmu

JENAcTe NPHMEHEHWA: 3TOT CTAHOAPRT BKOKHAET 8 cebA perkoMeHgaUME AN MEHEIHMENTa PUCKOR
HHEBOPMaUWoHHOR BelonacHocT. MeTogel, ONWCaHHBIe B 3TOM CTAHJARTE, COOTBETCTEYIOT OOWMM Nplie-
LHnaw, HanoxedHeEmM g IS0NEC 27001,

HaauadeHue: ISOVIEC 27005 cofepsuT pYEDR0OCTED N0 BHEGPEH MO NPOUSCCHOMD Nogrona K ynpasnea-
HHKD PHCKA MK ONA NONHOTS BRRoNHeHdA Tpeboaarkui cTaxgapTa ISOIEC 27001, OTHOCALMXCSE K yNPaBna |0
pPHCKEAME MHDOPMALKOHHOH Ba30NacHOCTH.

4.4.5 ISOINEC 27007

Hugbopmayuonsas mexxomoaud. Cpadomaa phacmevarus Se2onacuccmuy. Pyxosodomen dns aydumo-
pa CMHE

CHNacTe NOHMEHEHWA. 3TOT MERIyHAPOOHEN CTAHAaPT Oy AET BENNYaTe B ceba pykopodCcTa No NpoBe-
pedHdo ayguta CMWE, a Takke pyRoBoqCeTEO NO QUEHKE KOMNETEHTHOCTH 2y QUTORCE CHETEME MEHEIMMEHTA
HHRODMALWOHHON BalonacHocTd B AONonNHEHKWe K PYKOBOOCTEY, COOeMMalWeMycA B cTadgapTe 1ISO 19011,
KOTOPBIA OTHOCHTCA K CHCTEMAM MEHELHMEHTE B LENOM.

Haauwadeuua: ISOVIEC 27007 GygeT conepsaTte pYEOROOCTED GNA ORraHMaIaudi, K0TOPRM HEoBx00MMO
NPOBOOWTE BHYTPEHHWA MMM BHEWHAR ayauT CMEFAE Wnk ynpaenaTe NporpamMsoin npoeeaesis avouta CMUEB B
COOTRSTCTEWNA C TpeboaanuasK cTadfapTa ISOVEC 27001,

4.5 CTaMaapTel, ONUCEIBEAWWHE PEKOMEHOALWK ANA CNeUWanLHOR 0BNacTi

4.51 ISONEC 27011

Hucbopmayuonias maxnanozud. Cpedomaea cbecnevenus Gazonackocmu. Pykoaodswue ywaianus no
WARAENEHIN Jaumol uHbopMayul opaarusaluld. npednasaiowux MenesoMMyHUKSLUCHRBIE YOIYel, Ha
ocHoae [SOAWEC 27002

CHiNacTs NPHMEHEHHA: 3TOT MENIYHAPOAHER CTAHOAPT COOEDHHT DYKOBOOALLWE YEIZAHWA NG peanKaa-
LW YIDARNEHMA 33WKTOA MHEDOERMALKA B TENSKORMMYHHEALUWOHHEX ORrasAIaLuaxy.

HaauaveHne: |SVIEC 27011 npenocTagnAeT TENeKo MMy HUEALWOHHLIM ODTAHWIALWAM PYKOBOOALLIHE
YESIAHWA Ha ocHoBe cTangapTa ISO/EC 27002 cyyeTom cneynd ks JaHHoN OTPacnH W JONONHAST 8ro pyxo-
BOOAWME YEAIAHHA MO BhNONHEHWD TPEDORAHWA, MANOKEHHLIX B NDANoMEHAR & cTadgapTa SO EC 27001,

4.5.2 15027799

Huchopaamuxa @ 3dpacooxpaqaqul. Menedsmenm uHchopayUoMkal Ge3onacHocmn no cmasdapmy
ISOAEC 27002

DENAacTe NPMMEHEHHA ATOT MEMIYHAPOAHER CTAMOAPT COOEPHHT PYROBOOALLME YEAIAHWA NG peanvaa-
LW YNDEENEHWA 38WKTOA MHEGPEMALKK B OPraHMIaynax a0pasooxpaseHHA.

HaauaveHde: ISOJEC 27799 npelocTaEnAST ODTaHWIALWAM A0DABOOXDAHEHHA DYKOBOOALLWE YES-
IAMMA HAa oCcHOoBRE cTaKfapTa [SOFEC 27002 ¢ ydeToM cheUgEd JaMH0N OTRaCK M AONSAHAST 8ro pyKoBsgA-
LHE YEAIAHKA NS BRIMONHEHKE TPEEORAHKA, MANOHMEHHBIX B NPWNOHEHKA A& cTavnapTa |SOVEC 27001 .
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MpunoweHwsa &
[cnpaEoYHoe)

MnaroneHLIe opMil, MCNONLIYEMLIE ONA (HOPMYNMPOBOK NOMNOKEHWA CTAHAAPTOR

Kamoe v gokyredTos ceraicTaa cTaHAERToE CMAE He TpedyaTt offaaarensHoro ero scnanHesua. DOHaks Takwe
obRABTENECTEE MOTYT HANATATECH, HEMPEMEP, 3AK0HOASTENECTEOM N KOHTRAKTOM. HT086I AMETE COOTESTCTEHE C HOp-
METHEH MW QOKYMSHTAMH, NONEI0EATENH HYHHD B OaNATE TREDOBAHAA, KOTOp:IE 00A3ETENsHO DONKHE S0ITe YA0BNAT-
BOPEHE. M OTARYMATE 3TH TpeDoBAHWA OT DEXOMESHOAUHA, KOTODEE ART ONpeaensHHyn ceclfiony extops.

Tafnuua A.1 pARILACHABT, KAK QONKHEl MHTERNPETHROBATECA CNOBECHEE BLIDAWEHWA NONOHEHAR CTAHOBRTOR
cemMedcTea CMWE, Beipakan e TpefoBaHna W DEEOMEHIELHN.

Tatnwus A1— HHTEpNPETAUWA CROBECHE X B B PEHEH WA NON0KEHAA CTAHOAPTORE CEMBRACTEA CMHWE BRI paHEHILLIHE
TFIEﬁf_'IEE HER W DekoMeEH DAL M

YEAJAHME NORACHEHWE

TpeficeEaH«e Cnoea sshalls 4 aahall nots B pawenT TPEGOBEHAA, S0TOPRM HEODNOOMMO CTROM COGT-
BETCTEOBATE W OT KOTOPEE HE DONYCKERTOA HHEAEME OTENOHEH A

FeroMeHaauna Cnoea sshoulds n «ahould Notes 03IHEYAKT, 4TG0 FEHOMEHIYBTCH K3K manBonee Noaxoga-
Ul O0WH BEDHEHT W3 HECKON=EHY BOZMOKHRIE, HS WCKNEYAR ODYrHe BBDWAHTLL, WKW HTo
GNpegeneHHblE NNad NpeansuTETENEH. HO HEoDAIATENEH, ANKH |B OTRWUATENEHOW @OopMe)
YT oNEegenesHan BO3MOHHGCTE WK NNEH J2ACTEMR HEHENATENeH, M0 He ZANPSWaH

Fa pelleHHe Cnoea smays W «nead Nole DIHAYAKNT, HTo MNaH JEACTEHA JONYCTHM B Tpedends GaH-
HOMD OQOKYMeHTA
BOaMOHHOCTE Cnoea «Cans ¥ ocannois YEASBIBEMT HA BOIMOHSOCTE vero-nabo
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Mpunoxesse B
(enpagovHoe]

MNepoyeHs TEPMHHOE NO KATEFODHAM

B.1 TepMuHbl, OTHOCRAWMWECH K MHEOPMAUHOHHOA BEI10NACHOCTH

2.2 NogorweTHoOCTe (Bccouniablity ).

2.5 AyTesTHdgHEayMa {Buthenticaton].

2.6 NMognedHocTs [authenticity ).

2.7 DocTynHooTe {avaitabiliby).

2.9 HondrwgeHusaneHocTe (confidentiality).

219 WMadopsmaunoHHan SeaonacHocTe {informaton security).
2.25 HenooTsaoTs (Integrby).

227 HeoTeasyemocTe (Bon-repudiabon].

2,33 HocTtoeepHocTs [relabiliby).

B.2 TepMuHbl, OTHOCRIWMNWECA K MEHE QEMEHTY

2.8 HenpepueaxocTs fuanec-npouecocos (business continuity).

212 KoppesTHpyoWes adcTeWe {Cormective aoton ).

213 3pmerTranocTe (effectivenasa).

2.14 FPeayneTaTieHooTe {efficiency}.

216 Pedomenoauua (guideline}.

2.23 CecTesma MeHensMeHTa HHDOpM audosHo@ Bearonacaocte (CMME) (Information security management system
{ISMSE).

226 CecTema MesHen®MedTa (management system ).

2.28 Monwtara (policy ).

2.29 NMpepynpexoamues gelcTede (preventve action ).

2.31 Npoyeco (process].

B.3 TepMuHb, OTHOCAWMNWECA K PHCEY HHPOPMABUHMOHHOM DESONACHOCTH

2.1 KoHTRpONs O0CTYNa (access control),

2.3 AKTHE {asset)

2.4 Araka latack).

210 Mepaw cpEGCTED KOHTRONA W YAPEENSH KA [control).

211 Uens npareHSHAa MED W CREOCTE KOHTRONA W yNpaENeH@n [conirol objectve ).
215 CobBrtre (avant).

217 BozpenctEwse [Impact).

218 WMafopmalkoHHsla akTre (infarmation asset).

2,20 CoBrTHe B CHCTEMS HHPORMALHOHHOR GezonacHooT {Information security event).
2.21 MHUNGEHT WHpOPMEUMoHH oM BeaanacHocTr (information security incident).
2,22 MeHegEMEHT HHUWASHTE HHpopMasHosHOR GezonacHooT i (inform aton security incldent managemeant).
2.24 Puocy wHdopMBEgdosHon BesonacHacTh {informaton security riak).

2.34 Puokrisk).

2.35 MouHAaTee pecka (rlsk acceptance).

2.36 AHanuz pvca (nsk analysis).

2,37 Oueska pucxa (risk gssessment).

2,38 HoMmysuKkaumna procks (rlisk communication ).

2,30 KpwTepul pucka (risk crteria).

240 HonW-eCcTESHHAR CUEHEA pRcka (rsk estimation ).

2.41 OuesMeatve puoka (risk evaluation),

2.42 MeHegsMeHT pecka (rlak management).

2.43 OGpaBotea pHcKa [nsk treatment).

2.45 Yrposa (threath

246 YRagumocTe (vulnerabulity}.

B.4 TEPH MHEL, OTHOCAWWECDA E JOKYMEHTALLHHA

2.30 MNpouegypa (procedurs).
2.32 Zansce {record).
244 BefoMooTs NpAMEHHMOCTA (Statemeant of applicabiiity).
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Mpunoxesne 0A
(cnpaEoYHoeR)

CeeaeHHA O COOTBETCTEBHMH CCLINOYHLIX MEXAYHAPOOHLIX CTAHOAPTOR
CCLINOYHBIM HAUMOHANEHBIM cTandapTaMm PoccuAckod Tegepalmm

Tatnwus OA

OIS InauEEBe copNoMHoNg CrenesHe OboarayeHMe # HAMMBHDBAHAE CODTEETE TEFOWETD HALMOHANERITD
RS H O OO HO0S CTaHAS pTd COOTHETCTEAR CTaHgapT T
IEOVIEC 27001:2005 T FMACT P WCOM3IE 27001 —2006 «MHpopMBEUNOHHAR Texko-

norva. MeToak u cpejcTaa afecneqed i GezonacHocTH. CHCTEMBI
MEHEOHMEHTE MHOPMAUAOHHIH HEa0NacHOCTH TFIE'E{IEE.H LEE

IEQVIEC 270062007 T MOCT P ACOMEE 27006—2008 «MHpopMBUHOHHAR TexH0-
norus. MeTtoaw v cpeacTae obecnedsHsn GeaonacHocTe. Tpedoaa-
HWA K DRTEHAM, OCYWEBCTENAMLMM 8Y5HAT M CERTHPHREEL MK CHCTEM
MEHEOHMEHTE MHPOPMALHOHHON HEIONACHOCTHE

IEOVIEC 27005:2008 T MAOCT P MCOM3KE 27005—2010 «sMHpopMBEUHOHHAR Texso-
norws. Metoge v cpenctes ofecnevenur GeaonacHocTn. Mesen-
HMEHT PHCKE MHEOPME UHoHHoR Ge30nN3 CHOCTH S

MpumedadHse —B sacToAwWed TaBNHue WCNONEI0EAHD CReOyYSWEs yonoaHoe oB03HAYEHHE CTENEHW COGT-
BETCTEMA CTAHGAPTOE:
- DT — WOEHTHYHEIE CTAHOBRETS.
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implementation guidance
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