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Mpeaucnoeue

1 NOOroToENEH  OfwecTacM ©  OrpaMA4eHH0N  OTEETCTREHMHOCTRD  alHdopranvorHo-
AHANHTHYECKHH BEYWMCMWTENEHENA UeHTps (000 «MABL ) w O0WecTROM ¢ OrpAHWYEHHOR OTRETCTREHHO-
CTe a HAayYHoO-NpoMIBoacTEeHHaA Upra «Kpuctanne (000 « HIME «KpucTanns:] Ha ocHope coBoTREHHOMD
AYTEHTAYHOMD NEQERS0A Ha PYCCKMA Aaklk CTAHAAPTA, YEIIAHHOID B MyHKTE 4

2 BHECEH TexHm4ectim KOMATETOM No cTasgapTuaauqy TE 22 «MidopmadoHHbE TeXHoNomMHs

3 ¥TBEPH/EH ¥ BBEJEH B NEMCTBWE Mpukaios PedepansHoro aredTcTEA N0 TEXHHYECKOMY pé-
MYAARORAHME 1 METPONOMAM oT 09 cenradps 2014 ro Me 102%.c1

4 HacToRWKWA cTaHOapT WOeHTHYeH MesayHaponHony cTaddgapty MCOOMMEK 27033-3:2010 «Wudop-
MALMOHHaA TexHonorka. Metoae » cpegcTea obecnededna BeaonackocTd, BeacnacHooTe caeTer. HacTe 3.
ITANOHHBIE CETEALIE CUBHAPKW.  YIpodbl, METOOR  NROSKTUPOBAHKA W BONPOCH YHPABNEHWA=
{(ISOAEC 27033-3:2010 «Information technology — Security technigues — Metwork security — Part 3.
Reference networking scenarios — Threats, design technigues and control issuess)

MpK NERMEHEHME HACTORLLEMD CTAHOAPTA DEXOMEHOYETCA MCMNONEI0RATE BMEBCTD COLUNOYHGE MENIY-
HApOOHEX CTAHOAPTOR COOTEETCTEYIOWME WM HALMOHANEHEIE CTAHOapTe PoccHickoil degepaud, cEeOe-
HUA O KOTODED NpWBEAEHLl B QONONHUTENEHOM NpANoHaHWia O

5 BEEAEH ENEPELIE

Mpaauna NpuMeNasus Hacmoswess cmandapma yomanoenesst & FOCT P 102012 [pasden 8).
HMuchopMayusa of USMeReRUAx & HAoMORWeMy cmakdapmy nyBnukyemcs 8 exes0d0al (Mo COCMOaRue Ha
1 AkEapR Mekyuesd 20da) UbopMayiorHoM viazameane sHaluosanelsie cmakdapmels, & OghuLUambMeiT
MEHCTY UIMEHEHUD U MONDSE0K — & EWEMECAYHON UHDODMALUONHOM PRalamens s HAUUOMANEHEE CITan-
dapmels. B ciyyae NepecMompa (2amMens) Wil omdans! Hacmesweso cmakdapma coomeememeyiowes
veedomnediie Oydem onybnukoeaHa & Gnuxaliwen SoiMycke URBHODMEUUOHROZD Pkazameand «Hayuoxak-
Hule cmandapmens. Coomaemomayouan uihapranes, yeedoalenus U MeKcmsl DaIMeWarmct masxe a
whopMaguoRHol  cucmene  o0WESD NONEI0RANUA — Ha oduyuanesHon calme QPedepansHoso
A2EMMCMAa Mo MEXHUYECKOMY DESyNUDEaNIID U MEMPONOSUY @ comy MumepHam [(gostru)

© CTadfgapTardopn, 2014

B Poccriickol Cefepaldi HACTOALME CTAMOAPET HE MOMET GbiTh NOMHOCTRE) MW YACTHYHD BOCMRO-
HapeneHd, THEAMMPOBEAH W PACNPOCTRaHEM B KAYeCcTEE OdMUWaNEHOrs MagaHya Ge3 pajpewenvs Dege-
DAMBEHOTG ATEHTCTEA N0 TEXHUYECKOMY DaryMUPOBAHMIO M METDONOMM
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BeegeHue

MCOM 3K 27033-3 BN NogroToRNeH COBMECTHRIM TesHudeckus roMuTeTom MCOMM3K CTE 1, «ldl-
GOpMALHoOHHAR TexHonoMAA:, Moggordtetos MK 27, «Metonk 1 cpegcTea obecneqeHda BelonacHocTy
e,

MCOM 3K 27032 CocTOMT W3 cnegywus 4acTel, nod ofwmun Hawmenoeadves < Mudopmaumkonyan
TexHonoriA. MeTogel 1 cpeacTea ofecnedeqna BelonacHocTy. BelonacHocTe CETEM
= HacTe 1: O0aop W KOHUENUMK,

- HacTe 2: PekoMeHIaUUd N NPOSKTHROBAHMID 1 PEANKMAALNA BEaonacHoSTH CeTH,
= HacTe 3 2TANOHHEIE CETEERE CLUEHADHI. YIpodkl, METOOL NPOEKTHDOBARWA W BONDOCK! YNPABMEHHA,

Crnenyslie YacTi HAX0OATCA B NPOUBCos NOOroTORKK:
= YacTe 4. Ofecnedesde DeIonacHIcTd MERCETEALIXK COBOMHEHKA C NPUMEHEHHERM WMNI3I0E DEICNacHOICTH.
Yook, METOOb! NPOSKTUDGBAHKA W BONPOCH], KACAILMECH MEP W CPEOCTE KOHTLONA W YNDaBNeEHAA,
= Yacte 5 Obecneverne GE30NACHOCTI BURTYANLHEIX YACTHLEIX CETEN. ¥rpodkl, METoOEl NPOEKTHEOBRAHMA ¢
BONQOCH, KACAKWHECA MED 1M CREACTE KOHTDONA | YNPABNEHHA,

MoryT GuiTh BENYWEHE CHERPEOHBIE YACTH CTAHAAPRTA QNA OXBATA TAKKK TEM, KAK. TOKANbBHbIE BhlHMC-
NETENBHBIE CETH, MOGANLHEE CETH, BECNDOBoAHMBIE M DAOMCCETH, WHPOKONOMOCHES CETH, CETH Tenadion-
HOH CcBAIM, caTH IP-KOHBEDreHUMH (JaHHBIE, TONos, BHOSC), apXHTERTYDEl Beb-X0CTa, apXHTeKTYDERl JIIeK-
TRPOHHONA NodTel MUTEpHETa (B TOM YWCNe MCXoQSWMNA OHNARHoERRA O0CTYN K MHTepHeTyY W BXOgALWMA 0ocTyn
W3 MHTEpHETa) ¥ OTCOPTHDOBAHHEIA QOCTYN K CTODOHHWM CRraHHIaunas.
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HAUMOHANBHBIA CTAHOAPT POCCMWCKORN DEONOEPAUMMN

HHpopMauMoHHan TeXHoNOrvA
METOAR! W CPEOCTBA OEECNEYEHWA BEZONACHOCTH

EsaonacHocTL cetTeM
Yacte 3
STANOHHLIE CATRBLIS CLUEHAPKMK
Yrpodl, MaToAkl APOSETHEFOBAHMA M BONPOCED YNPARNGHWA

Information technology. Security techniques. Network security.
Part 3. Reference networking scenarios. Threats, design technigues and control issues

[ara eeeneHA — 20015—11—01

1 OBbnacTs NnpUMeHEHMUA

B HacToAlWeM cTAHAAPTE MANOHMEHE! YIPO3L, METOOL NPOEKTHEROBAHKUA W BONDOCH, HACAIOWMEEA MEp
M CPEACTE KOMTPONA W YNDABNEHKA, CRAIAHHEE C TUNOBEMA CETERLIMA CUeHaprany. [Nna kawooro clyeHa-
pUA B HER NPEACTaRNeHs NogpoSHee DYROBOOCTEA NO YrpodamM Ge3onacHocTH, MeTogdaM NpoekTUDoaaHua
GEACNACHCCTA W MERAM W CPEJCTRAM KOHTDONA W YNPABNeHWA, ToebyembM NG YMEHEWEHKA CBAIAHHbIX
PHCKOR.

HMHbopMayka, codepHalladcs B HACTOAWEM CTaHgapTe, NpegHaiHaqdeda Qna WCnoneIcBaHua npK
MNEPECKMOTRHE TEXHHYECKDA apXUTERTYPEIBADHANTOR NEOBKTHROBANKA BeaonNaACHOCTH, & TaIHE NpK BelBope K
OOEYMEHTHROBAHKK NPEONoUYTHTENEHOR TEXHHYECKOH ADXHTEKTYDBINDOEKTUPOBaHKA DRIONACHOCTH W CBA-
FAHHBIX C HKMH MER 1 CPEOCTE KOHTDONA W yNpasned«da, B cooTeeTcTeqk ¢ MCOMIK 27033-2.

BeiGop HKOHEPETHOR WHOODMAUWK [(HapAgy © WHODopMauWed, e3RTold g3 VMCOMOK 27033-4 —
HMCOMM3K 27033-6) GygeT JapuceTs 0T aHanvia xapakTepucTHE CETEROR Cpadkl, T. 8. KOHERPETHOMD CueHa-
PHA CETA{BIA) M o TEXHHYECKOND PELWSHHAR BONPOCOE, MMEKLWKK K 3TOMY OTHOLEHAE,

B yenon, sactoawas Yacte MCOM3K 27033 Gyner cnocobcTREORATE BLECTOROHHEMY CNPEOEnasKin
H pEANWIALWMA BE30NacHOCTH ONA CeTEB0H Cpedkl Nnbol OpraqsIanmH.

2 HopMaTHBHbIE CCLINKK

B HacTOAWEM CTaHOapTe MCNoNLiIoBadbl HODMATABHLIE CCoINKM HA CREdYKWWEe MERIyHApoaHBIE
CTAHAADTE. ONA SaTUDOBAHHEX AOKYMEHTOR HCNONBIVIOT TONBKD YEA3aHHoE Wagadde. 0na HegaTHposaH-
Hidx QOEYMEHTOR WCMHONLIVIOT CAMOE NOCNEOHEE HANAHHE COBNOYHOMND QOKYMEHTA (O YYeTOM BCEX ero Ka-
MEHEHMA ).

WSS 27000 MedwopMayyosias TexHONorndA. MeToos W cpegeTea obecnedeHsn GeIonacHocTi.
CrcTemsl meHegmManTa nidopMaudornion GeaonacHocTr. 06300 v TepmuHonoraa (ISOAEC 27000, Infor-
maticn technology — Security technigues - Information security management systems — Overview and vo-
cabulary)

WMCOMSK 27033-1 MudropMauMoHHas TeXHONoMA. MeTods W coegeTea ofecnadenins BesonacHocTIA.
BeaonacHocTe ceTen. Yacte 1. OGaop v kosuenuuw [ISO/EC 27033-1, Information technology — Security
techniques = Metwork security = Part 1: Overview and concepts )

Hznanne odmunanbHoe
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3 TepMmuHLI U onpegeneHna

B HacTosleM CTAaMIapTe npdmMeHeds Tephude no MOOMMIK 27000 w MCOMSEK 27033-1, a Takse
CNEgYIoWHE TERPMUKE C COOTRETCTEYIOWMMA CGNDEOenEHHAMA;

3.1 epegoHoCcHan nporpasMma (malware, malicious software). KaTeropya nporpammel, paipaboTax-
HOW CO ANk YMBICNON, COOeDHawWen dyHELHK W BOIMOEHOCTH, KOTODRE NOTEHUMANEHD MOMYT NPAKMD MW
KOCBEHHG NPHYHHWTE BREn NoNbICBATENK W {MNH) KOMNBKTEPHOR CHCTEME NONBICEATENA,

Mpumwmedanwe —Cw. MCOMIE 27032,

3.2 HENPOIPaAYHOCTE (Opacity) 3alKTa OT BelAeneHHMA HHDODMaUWA, E0Topas MoxeT BeiTe NoMyYeHa
nocpedcTeom Habmogesua 3a ceTenol OeATENEHOCTEID, TAKOH KaK aipeca KOMEYHBlX TodYer oGMeHa rano-
coBeM Tpaduxom no cetm MutepHer,

Mpumwedadwe —HaNpoIpaYHoETE KECEETER HEDDXOOWMOCTE AAWKWTE ONEPAUHA © rHgopmaguelr 8 onon-
HEHHE K 28T Camon BHdbOpMaLHe.

3.3 ayTcopewHdr [outscurcing): MNpuobpeTedwe Nokynarensm YonyT 48 BeNONHEHMA JesTensHoOCTH,
TpebyeMon Ons NnoggepHEd dyHELFE DHaHeca nokynaTens.

34 coynaneHan MHMeHepra (social engineering). JdeAcTemMe No MaqUnynMpoOBaHMI0 NIoOsMKM B CO-
BEMUEHWNA JE8ACTEHIA WNKW DAITMAWEHHA KOHDH JEHUWaNEHSR MHODMALNA.

4 O6o3HaA4YEeHHA W COKPALLEHMA

B HacToAwe M CTaHAa0TE NPHRMEHEHE CReOYEeLLIKE COKDAWEHKA M YCNoBHBIE OD0aHAYEHKA:

AbA — ayTeHTdHKaLMA, CaHMoHMEoRanMe w ydeT (authentication, authorization and accounting);

DHCP — npoTokon AWHaMUYeckoro koHdgurypuposania xocTta ' {dynamic host configuration protocol);

ONS — cnywGa aomeHHes MMed [domain name service),

DMNSSEC — pacwupadiie BesonacHocTd cnysbsl goMeHHs e (DNS Security extensions);

DoeS — oTkas e obonysueanky (denial of service);

FTP — npoTtokon nepegaqr gainoe (file transfer protocol),

IDE — cucTema obuapywmeHa BTopsenni (intrusion detection system);

IP — WuTepuer-npoTokon {(Internat protocol);

IPSec — npoTokon GeacnacHocty Mutepret-npotorona (IP security protocol);

OAMEP — agcnnyvartauMs, aiMEHKCTPHPOEaHKWE, TEXHWIECKDe OBCNYHHBAHWE W obecnedyeHne [opera-
tions, administration, maintenance & provisioning);

POA — nepooHansHoe MHDOpMayMoHHoe yoTpolcTes (personal data assistant);

Q0% — kavecteo obcnysueanua (quality of service);

SIP — npoTokon WHMLKaLWK ceadca (session initiation protocol);

SMTP — npocTol NpoTokon Nepeaadqdu NoYToBME coobwerdi (simple mail transfer protocol);

SMMP — npocTol NpoTOKON CETEROMD ynpasneuns (simple network management protocol);

SE5L — npoToEon BeIonacHe COBOWMHEHWR (MPpOToRON WHdpoBawkus W ayTedTwdukauuww) (secura
zocket laver (encryption and authentication protocol));

YVolP — nepenaqa ronoca no MuTepHeT-npoToRany (voice aver Internet Protocol);

WPN — pupTyanksHan 4acTHan ceTe (virtual private network);

BOC — pravmMoasicToMe OTKPRITEIY CHCTEM (opan systems intercennection — OS[);

ThOMN — TenedoHHan KOMMYTHDYEMaR CcaTk oblers nonek3osadua (public switched telephone net-
work — PSTH).

5 CTpyKTypa

CTpysTypa HACTOALWEND CTAHOAPTA COCTOMT W

- ¥paTHero ofaopa NoAX0AA K PEWEHMHID NPOoSNams B230NacHoCT ANA Kaw0oro THNOBORS CUSHaDKA,
NePEYHCNEHHOrS B HACTOAWENM CTaKOApTe (paigen §),

- pazgen Ana kasfore Sai0soro cUgHap9a (pazfens 7 - 15), B EOTOROM ONACEIEAOTER!

- Wrpodkl onA Ga308010 CUBHAPKA,

" Koot — Mofos yOTROACTED, NOAKNEHEHHOE K 0aTH 1 MENONLIyH0LWLSE npaTokonk TOPIIP,
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< NPEOCTABNEHWE MED W CPEACTE KOMTRONA W YNPaEneHKA Ge30nacHOCTi W METogs, OCHOBAHHBIE Ha

MOOX00E, MANDHeHHOM B paaaena 6.

CUBHAPWHY B HACTOALIEM ACKYMEHTE YNODASOYEH B NPEACTARNEHHYIO HYME CTRYKTYRY, UeMs KOTopok

JAMNOYAETCA B OUEHMEAHWK DaWHOMD CUEHapDHA B IaBMCHMOCTA OT.

- THM3 OOCTYNa NoNLIOBATeNA, ABNASTCA NW NONEIORATENE PpaGOTaKWMM BHYTRIW NpeanpuaTHa,
MM NONLICBATENEM ABNASTCE COTRYOHWE, KOTOPEIA NONYyYaeT JOCTYN K KODNOPATHEHLIM DECYDPCAM HIBHE,

WA NONLICRATENE ABNASTCA KNWEWTOM, NOCTABWHESM MO J2N0ELIM NapTHE2O0M,

- TMNAa QOCTYNHOCTH MHOPMALMOHHLIX PECYPCOB, OTEDLEITHE, OMPAHWMYEHHEIE UMK BHEWHWE pe-

CYpChl.

TawaM obpaaos, CTOYVETYRE NOMOT3eT NpedcTasiTe COrMAcoRAMHYIO CUCTEMY W QEnacT goGaBnedme
HOBEX CUEHAPWES YyNDABNAGDMEM, 8 Tawke 060CHOBRIBAET HEOBKOOMMOCTE PAINMHHLY CUEHADWED, NpE0-

CTABNEMHLIX B HACTOAWEM CTaHdapTe.

Tabnwuya 1— CrpysTypa yNOPAOOHEHEA CETEERIE CUAHADHER

MNaneloearens

COTAYOAHKEH,
BHYTREHHNE paboramu e
EHE MPEINPARTHR

BHEWHAE

OocTynHOCTE MH- OTHRLITHIE - yonyrd gootyna |k Muarepde-
OO ELMOHHED TY ONF COTRYOHAHKOB
pECYDCOB

- YWENYTH DraHec-OnaHes

- yoayr BnaHec-
KIWEHT

nepsra  mobune-
Hilx  NOMI0EETE-
neR

O PEHWHEHHLIE - PECIWHPEHHOE  NpUMEREHRE | - mobaneHas - pACLUMPEHHDE
YONYT ONR COSMECTHOM Mo- | CBA3L NEHMEHSHWE Yoy
NONbLI0EEHHR OMA  COBMECTHOMN

HETIDNEIDEAHEA
- WENYTH Branec-OmnaHes - CETERSEA nag- | - yonyrd GusHes-

Enanec

= CEMMEHTEUAR CETH

- yoryrd BuaHes-
ETMEHT

- CETEEaRA NOOOSpMEES PEEI'.'ITH
Hd DOKY FNH B Malex npe-
MPHATHRX

EHELWHHE - YENYTH Sy TCOPSAHTE

- WEIYTH 3yToop-
CHHIA

Takkn oBpaIon, NopAOsK, B KOTOPOM CUSHADWK NEQEYUCNEHE B HACTORLWEM CTAHOADTE, ABMNAETCA

CIvE Y KILLMAM .
= YCIYT GocTyna K MnTepHeTty Ang coTpyauqkon (pasgen 7
= WCnyrd Buakec-Druavec (paigen 8);
= yonyra GUaHec-kKnmedT {paszgen 9);
= PACLUKDEHHOE NPHMEHEHKE YCOIYT ONA COBMECTHOM MCNONBACEARKA (paagen 10},
- CETMEHTALWA caTy (pasaen 11);
= CETEEAA NoJgepdka paboTel HA JOMY WKW B Manux NopeanpeATHEx [paznen 12);
= mobuneHas ceAle (paagen 13);
= CETEEAR NOOOeDHEa MODHNEHEY NoNE3I0BaTENeW (pazgen 145,
- WCAYIW ayToopordra (paagen 15).
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6 OBaop

PykopoacTea, NPpeOcTABNEHHBIE B HACTOALWEM CTAHOAPTE GNA RAWO0M0 KA ONPESEneHHLX THROBBX
CETERBIX CUSHADWER, OCHOBAHE HA HHRENEDeYHCNEHHBIX NOLX0OaX:

- NPOEEPKa BEOAHON MHgOopManMK K DaMOoK CUEHADHA;

= OMMCAHKE YIPoa, COOTEETCTEYIOWME CLUEHADHID,

- NDOEEOEHKE aHAMNKAE PUCKE OTHOCHTENBHS OBHADYHEHHBIX YAIEHMOCTE R,

- AHANKS BNAAHAA Ha BUIHEC PACCMATRABAEMbIX YAIBMMOCTER,

- GNPEAENEHHE PELOMEHAALME Mo peanvaayuy obecnederna Ge3onacHocTIA CETI.

B uenax peweHHA Bonpocok DeIonacHocTy Mobol caTd, MenatenNbHelM ABNAETCR CHCTEMATHHECKOE H
preofbeMnoles oUeHKBAHKWE . CNOKHOCTE NOOCOBHOND a4anKaa 3aBUcHT OoT XapakTepa W pajsMepa ceTH B
0GNacT OeRcTEMA. TeM He MeHee, NOCNedoRaTensHan MeToOMKa OYeHE BAXHA ANA MeHeOMMeHTa Gea-
ONACHOCTH, OCOGEHHD B CBRSK G PAIBHBAIDWMMEA XADAKTEDOM TEXHONOTAN.

MepBLM pACCMOTDEHMEM NDH OUEHKE GE30NaCHOCTI ABNRETCA ONDEJENEHWE AKTUBOE, HYHIAWWKCA
B 3aWMTe. OHA MOryT BbiTe B 3HAYWMTENEHON CTEMEHH KATEroPUIMDOBAHL HAa AKTHBE HHDPacTDYKTYDRI,
YOIYT WK NpHnoseddi. NpegnpyaTee MomeT Be0paTte ¥ oNpegendTe cBOM CODCTEEMHEIE KaTeroprK, Ho
TAKOE DaINAYHME BAKHO, NOCKONBKY NOOBEPHEHHOCTE YIPOIAM M ATAKEM ABRNAETCA YHUKANLHCR QNA Ko
HATETOPHA WNW THNA akTWBEoR. Hanpdmep, ecnd MaplupyTHIATOR OTHOCHTCA K KATETOpKHKM akTHEos WHgpa-
CTPVETYDRI, 4 nepedaqa ronoca no 1P paccMaTprBaETCA Kak yonyra KoHEYHOro NoNeE30saTens. To aTaka «oT-
kaa B ofcnysueanse: (Do3) 8 kasoom cnydae noTpebyeT paznuusors paccMmoTpednd. B yacTHocTi, maplu-
PYTHIATOP HYROAETCA B 3ALWKMTE OT NABHHHOND RACTDOCTRAHEHHA (DUKTHEHLIX NAKETOE Ha MaInYeciit nopT
MADWPRYTHAATORE, KOTODEE MOMYT NOMEWATE WM BOCNDENATCTECREATE NPOXCHMOEHKKD NEMMTRMHOMD Tpadiu-
K. AHANOMMYHG, Yenyra nepagadd ronoca no [P (VolP) iysnastea 8 3aWKme MHHODMALKE YyYeTHOH 3an4cu
AGOHEHTAYCAYIA OT YOANSHHA MNK NOBDEXOEHHA, KCXOOA M3 YCNOBKA, 4TO OOCTYN K YONYre ANA 3aK0HHOM
NONBEI0BATENA HE GhinN NPegoTEpaLLEH.

BEaonacHoCTe CETH TakMe NPegnonaracT JaWuTy painn-Hsy JeATEMNsHOCTER, NOOSEpHHMBAEMEX B
CETH, TAKMX KAk, YNPaBNeqHYeckan OeaTeneHOCTE, 4 TAKEE CUrHANL YyNpapneHsa/'onoeewesna, 1 JaHHee
(PEIMDEHTHRIE W NEDEOABaEMBIE] KOHEYHBIX NONb3cBaTensl. Hanpuwmep, ynpaenewne GUI" momeT Gbite
NEEOMETOM DACKDLITHA B PEIYILTATE HECAHELMOHHWDOBAHHOND OSCTYRE [(NDOCToR ONA OTTalkBEaHKA Napchk
W MOEHTUDWEATOD AOMUHACTRATOPRa ). YNpasnedke Tpad koM CaMo SENASTCA NPEAMETOM MCKAMEHHA B pe-
IyNeTaTe No#HBIX Komang OAEM® ¢ nomHemK IP agpecami onepaumoHHEX CHCTEM, MMM PACKDLITHA NyTEM
NACCHEHOMN NPOCNYWHBAHKA CETH HNW NPEPBIBAMKMA B De3yNBTATE ATakM NABHHHMOrD PACNPOCTRAHEHKA Na-
RETOE.

Takc# Nogeon Kk ONPeOens il BKTHBOB | O8RTENLHOCTEN J8NasT BOAMOKHBIM MOGYNEHOE ¥ CHCTE-
MATHHECKDE DACCMOTPEHHE VIR0, KanmOsiA THROBOR CETEBOR CUSHAPKHA MCCNEAYETEA B OTHOLWEHWW HaBecT-
HoTo Habopa yrpod ANA BLIACHEHKA TOM0, KaKHe YIHodbl ABNATCA NEHMEHKMBIMKA. B npynoxednd B npuee-
OEH NEQEYEHL WABECTHLIX OTPACNERLIX YIpod. XOTA AT0T NepeYeHs He CNedyeT PaccMaTpuBaTL Kak Wo4Yep-
NibBAFWWA, OH CIYHMAT OTNPAEHON TOYMEDH ONA NoSoro asandia. Kak TonNekd BeBOOMTCA NPpodnne Yypodil
CETH, AHANUIKPYIOTCR YAIBHMOCTH, 4Tobkl anpegenis, KasumM obpaiom yrpodsl MoryT SeTe pEankaosaHs B
HOHTEKCTE KOHERETHOMD PACCMATOHBABMOID aKTHEa. TAK0H AHAMNKWE NOMOKET ONDeQenTE, KAKKE OrpaHddYe-
HHA OTCYTCTEYIOT, M KSKME KOHTPMEDE TREBYETCR NPHMERHTE ONA OCCTHHMEHHA UENerd 3awmTe. KoHTomMess
CHWIAT BEDOATHOCTE TOMD, Y4TO YIpoda GYOET yonewHoH ¢ (WnKu) ocnabat e poanencTeqe. [MpK adankas
PUCKa WCCNedyeTocA pHCE, COOTBETCTEYVIOWHR ObHAPYHEHHLIM YRIBUMOCTAM. AHAMKWI BNHMAHWA Ha DUIHEc
IAKNIOSASTCA B NPHHATHE DEWEHKA O TOM, KIKHE MEDBlI NPAHMKMATE MO KAKO0H YAIBMKMOCTA. MEDE N0 KMC-
NPABNEHAID, NPWHATHID PACKR AN NEREHOCY PHCEE.

MpoSKTHROBAHKE KOHTOMED ¥ PEANMIALME MEP W CRERACTE KOMTROMA | YNPABRNEHWA, 3800ALEELME
cnafie MecTa axTMeoD OT yIpod, ABNAETCHA YacTes MHOGoR METOOWMKA cueHEW DesonacHocTi. B cooTeeT-
CTEHKW ¢ TpeBoaauuaMK cTauaapToe cepdi MOO/M3K 27000 othop W peanniauds cooTRBETCTRYILME MEap
CPEOCTE KOHTPOMNA K YNPABMEHAA WMEET DEWa0WESs IHAYEHWE ONA 33WKTE akTHecB/Hbopsmaury. CTan-
napT ToebyeT coxXpaneHHA KOHDHUOSHUMANBHOCTH, WENOCTHOCTH ¥ J0CTYNROCTH MHROPMALKA, 1 D000 HK-
TENLHD OH JaTParHBaeT WU OpYIHe CECRCTEA, TAKME KaK NOSMNHHHOCTE, HEOTEIIYEMOCTE W A0CTOBEDHOCTL.

_” GLIN [Graphical User Interface) — MNoadwuqackmir meTe pdaist none3aosarens.
“ DA&M [operalions, administration and management) — Nakar NPUENAOHEE NPOIPEMAM N0 SKCARYETALWA, SHMK-
HHCTRHPOBAHAKD M YNPESNEHAKY CETH.

4
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Hiie nepeddcieHsl CBOACTEa BRannacHOCTH, KOTOPRIE WCNONBIVIOTCA B HACTOALLEM CTAHOADTE ONA
COBEDILEHCTECBAHMA COEMMMBAIILME MED M KOHTDMED COLexTHUEHLIM CNocoDomM. YTOoUHEHKHA, Kacaownecs
KawOoro CcRoRCcTEa GRI0NacHoCTA (B QononHeHue & KOHDHEEHUHANLHOCTH, UBNOCTHOCTH W OOCTYNHOCTH),
ONWCEIBAITCR HAKE:

« KOHDADEHUKANEHOCTE CEATAHA ¢ 3aWWTOH OaHHEX OT HECAHKLMOHWPOBAHHOTD PACKpRITHA,

< UENOCTHOCTE CBAIAHA C COXDAHEHUEM NPABMMNEHOCTA MK TOYHOCTA JaHHLIX W 33LWUTON OT HeCcaHk-
LMOHHPOBAEHHOTD WIMBHEHKA, VIANSHWA, COI0AHWA W TUPEKWDOBAHKA;

< DOCTYNHOCTE CEA3aHMA ¢ ofacnedYyerMen YESDEHHOCTH B TOM, YTO HE CYLWeCTEYET OTEAZA B CAHKLMO-
HIMPOBAHHOM OOCTYNE K ANeMEHTal CETH, XPaHUMOA WHGopMaUKKH, HRPOPMEaLWOHHEIM NOTOKAM, YCIVTAM 1
MpANOHREHKAM,

- YNpaeneHde JoCcTynoM oBecnedniBacT, ¢ NOMOLWBE AyTEHTWRWKALUKWKM ¥ SaRTODMAALWK, YNDaBNEHIE
OOCTYNOM K CETEBRM YOTDOWCTREAM W YONyras, a Takwe o0ecnedqdBasT yBepeHHOCT: B TOM, 4TO TOMBKD
YNOMHOMOYSSHHOMY NBOCOHATY WNW YCTRORACTEAM Dapean O0CTYN K INeMEHTaM CRTH, XpaHdMoR wHop-
MUK, MHEOPMAUMOHHBIM NOTOK3M, YCNYIamM @ Npunoxeduan. Hanpumep, npy McnonsaceaHmm P! og-
Ha M3 WIBECTHRIX PEXKOMEHGALWA N0 Ge30NacHocTi — OTRMIOYEHME MHTeDeRca oTnagkn Ha afoHeRTesom
KOMANEKTE NPUCTABKA — NONYYEHa WCXOO0A W3 DACCMOTREHKWA CBORCTE INeMEHTa YNDABMEHHA QOCTYNOM.
Aranda KoHEWMAEHUWANLHOCTH, LENOCTHOCTH WKW O0CTYNHOCTIA e NPUBR0ST K EaKHM-NuBo Opyrvm peso-
MEHOALIMAM,

= ayTeHTHMKAUMA CRAIANA C NOATEEDHOSHHMEM WNK JOKAIATENLCTEOM IAABNEHHOA WISHTHYHOCTH
NoNeACBATENA MNY BIAMMOOENCTEYIOWNMY CTOPOH NPW MCNONEICEIHMA YNPABNEHHA SOCTYNOM ONA ABTODPH-
IalLMK, 8 Take oHa 0GeCNeYMBasT VEEDEHHOCTE B TOM, HYTO CYLIHOCTE HE NbITASTCA MMWTMDOBATE WK He-
CAHKLWOMADORAHHO BOCTPOMABOONTE NpegeEOywes coobwedwe. Hanpumep, Yenoses MOomeT NonyYHTe ao-
CTYN K CHCTEME YNPEENEHWA CETRID, HO NOTPEGYETCA OCYLLECTEMTE ayTeuTrgualmio OnA ofHoane WA aa-
NHCed aboHEHMTCKMY Yoyl TakuM 0Gpaiom, BoIMOKHOCTE OCYILECTEMNEHWA DEATENLMOCTIA N0 YNDARMEHHIO
CETLH HE MOMET DeiTe obecnededa NocpegcTEoM NPOCTOrD DACCMOTREHUA KOHMHMOEHLMANLHOCTH, LenocT-
HOCTH, ODCTYNHOCTH WK YNPaBNEHRA JOCTYIOM.

Mpume4sadde — B ynpasneHii QOCTYNOM, OCHOBEHHOM HA PONAX. SETORMAUWA OCYLWSCTENASTOR B OTHO-
LIEHHA NONLIDEITENA, HEIHEYEHHDID HA ponk. TADRS B NPOLBECCE yNPAENEHHA JUCTYNOM 40 NpegocTasnEHuA GosTyng
NpOBEEABTOR DONE, HAZHEHEHHAR NONL3I0EATENHD. HpOMe TOro, No CNWCKaM YyMpaEneHuA OOCTYNoM JOCTy0 npegocTae-
MABTCA BCEM, HTO YWOENETHEOPRET NOMMTEKE, Tasww 00pazom. ecnd Bul YIOENETECPAETE TPEboBaHHAM NOMMTHEY, Bl
MMEEBTE Npaso gocTyna. B atom cnyqase diyHeLuy 8y TEHTHEMEALWE M BETOPWMIELMH RENAKTCR HECYILACTHEHHEIMM,

- BEIcNACHOCTE CEASM W GE30NACHOCTE Nepeaads HHpopMaUrK KacaeTeA obecnede s YEa DR HHOCTH
B TOM, 9T0 WHPOpMaALWA TONBKS NEDEMELLAETCA MEXIY ABTODHIOBEAMHLIMK KOHEYHEIMKA TOMKaMK Dea nepe-
HANPABNEHWA W NEPEXEATOR,

= HEOTKAIYEMOCTe CEAJAHA © NOAOEDKAHNEM KOHTPONEHENY 3AMNKCEA © Tem, JTo0bl HE Morng BolTe OT-
KazaHo B MHEOPMAUKK 08 HCXOOHBIX AaHHEE, NPAYMHaR coBLITHA MK QeRcTers. OnNpegensHWe apTopKan-
BAMHOMS NHWS, KOTODOE OCYWECTEMNG HECAHELHOHWUDOBAMHOE O8HCTEHE ¢ JAWWLWEHHEIMHE JaHHBIRMKA, HE
CAAIAHD C KOHEHUIEHUMANBHOCTED, UENOCTHOCTRID, ASCTYNHOC T OaHHEIX,

= HEMPOIPAYHOCTE CEASAHE C 3AWWTOR MHOPMALMGM, KOTODAR MOKET DbiTe NONy4eHa K3 Habnogessi
83 CETREDA AKTMBHOCTED. HEnpoapaqHocTe NoHIHaeT HE0GX0LMMOCTE 38UWTE JERACTBUMA B OONONHEHHE K
MHBOoDMALNE. 38LUTa HHpopMaLME PRWAETCA MYyTeM ofecneqaiia KoNDHISHUMANSHOCT. 3awKTa Tena-
(POHHOND PAIroROPa MEXOY MALOM A W NHUos B 3alMilast ue KoHDWIeHUHaNsHOCTE. 3AWKTa Toro dakta,
YTO NALO A& | Neuo B eend Tenedor s pasrosop, cOeCcneYrBaeT YEEPEHHOCTE B HENPOIDAYHOCTH.

Ona scex cugHapHer, ONUCaHHLIX B HACTOALWLEM CTAHDADTE, BeIUSYEAIaHHLIE CBORCTES BeaonacHooTK
PACCMATOWEAICTCA KAK Y4acTe METOOWHEM NPOSKTUROBAHWMA DE3I0MacHOCTA W ase koHTpona. B rabnuue 2
NPHBELEHE NEHMEPE MExdHuamos checneveHna BEa0NacHOCTH CRTH, KOTOPRIE MOTYT OwiTe DEANHICBEaHE
AnA cbecneYeHda caoicTe Bes0onacHocT, BeBDaHHEX GNA YMEHBWEHHA NOTEHUHANLHOTD PECKAE.

"IPTY (Intemet Protocol Talevision) — Mepeads wathpoeart TENEEHIRGHHOM GUIHANE Na npoTosony 1P
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Tagnuwua 2— MNpuMeps MeToOos ohecnsqeHwA BE30NACHOCTH CETH

Pacemorpanua Gelanachacti Mexandivpimeragm siecnedanna GeianacuacTin

¥NpasnaHde QOCTYTIoM Cuctems nponyceoe (MOsHTWhMEALWOHHEX K3PTONER), CNHMCKM YNPEEBNEHME 00-
crynom (ACL — Access Controd List), paznanesws obRIgHHOCTER

AyTeHTAIMERUNR HecnomHan pervoTpaums Bxoga B CHCTEMYINEponk, UWMPpPoBLE CEOTHOMKETE,
umibpoese nogmvey, TLS' sepoae 1.2, 5507, CHAP™.

OocTymHGCTE MzBelTOHHOCTE M Pe3epEHOE SONHDDEEHHE, MaMcaTeews axpans, IDSIPS™ (gns
Bnomapoparvs aramd DoS), HenpepeEHoCTE GWIHBCs, CETEB0N MEHEOEMEHT H
MEHEORMBHT Yenyr ¢ SLAs™

BeionacHoCTE ceRsM IPEec/L2TPY, yacrHee rmHna cenar, cocoBnedswe catu

KoHfmmeHUHansHacTh Wuehpoaanne (ADES™, AES™), cnicku yNpaSEneHAs QoCTYNOM, NPEsa Ao0cTyna K
tha#nam.

LianoctHosTe IPSec HMACE" (Hanpumep, SHAL286), OmknuHecsii MIBLITOYHLIR KOHTOOME,

BHTHEMPYCHDE NpDIPEMMHOE CPEOCTED.

HEOTEAZYEMOC TS PardcTpauus cobsiman, yNpasned e QocTynoM, COHDBaHH0E Ha ponax. | ukbpo-
BRI MOGTHEA

Hempoapa-sHooTe Wuihpopanwe IP-zaronoceros (Hanpusap, YPN © pesymMon TyHHENRpoRaHeA |P-
Sac. MAT'" (angA IP papore 4).

B wacTosweln dactk crangapra MCOM 3K 27033, poce paccMoTpEHHOE BRILE ABNSETCA HEOTLEMTE-
MOH HACTED NPOEKTAROBAHKMA H DEeanWIaUqs, oDCYHGAEMEIX B KOHTEKCTE KaMA0ro TWNOBOND CeTEROro Ciue-
Hapus. Kak npasuno, onA yooBneTESPEHHAA CROME Uened BWaHeca opraHuaauna BelibupaeT Mepel W cpeg-
CTEa KOHTROMA W YNPABENeHHA, cooTeeTcTEyiowre WMCO/MMIK 27002, a Take pekomMeHlalqd HacToAwe:
yacTh cTavgapTa MCOYM3K 27033, npegHaadadenie ona cbacnedeHya aHankaa ceTeporo ypoaHa, Heod-
XOOAMOrS ANA PEANKIALKK BelGPaHHEX MED W CPEACTE KOMTROMNA W YNPaBNneHHA,

T ¥enyru goctyna K MHTepHeTy ANA COTPYAHHUKOB

7.1 HexogHwie gaHHLe

OpraduaaunMi, KOTopEE D0M#HHE NEeancTaBnATL YoNyriA 0ocTyna & MHTepHeTy QA cooms COTRyOHK-

KOB, OOMHE NPoayMaTe aTOT cUeHapuit, 4ToGe obecnaunTe YBEDEHHOCTE B TOM, YTO OCYLWECTENRAGTCA O0-
CTYN C YETHD ONPEOEnaHHEME 0 CAHKLAOHMPOBaHHEIMIA LUBNAMK, 8 He 0FLWWA OTEPRITERA QocTyn. OpraddIa.
UMK Aon#HE GeiTe 062CNOK0aHE BONPOCAMK YNPABNEHHA SOCTYNOM, YTo86 WabemaTe NOTEpH MPOMyCKHORN
cnocoBHOCTH CeTH W cNOCOBHOCTH | PEArvpDoDaHMD, & Takwe NPMENEHEHKA K NPABOE0A OTEETCTOEHHOCTH
COTRYAHMEDE, HMEI0WME HEKOHTRONUEYEMEIR GOCTYN K yomyram MHTepHeTa.

" TLS {Transport Layer Security) — Mpataran Ge20nackocm TRaHcnoprHO yposHA.

“ B30 (Single Sign On) - TEXHONOMA SOMHOTD BEX00E [B cHoTeMy].

:' CHAP [(Challenga Handshake Authentication Protocal) — NMpotoson s2amsdol 8y TeHTiseanma.

"IPS {Intrusion Prevention System) — Cuctera npedoTepalle A B TOD#EHHA,

' BLA (Service Leval Agreement) — Cornawenne of yposHe yonyr.

'f' L2TP (Layer 2 Tunneling Protocol] — NpoTokon TYHHENMPOBAHWA BTOROM YROBHA.

Y ADES (Triple Data Encryplion Standand) — NMpotokon TpoBHor wadsposaHen.

" AES (Advanced Encryplion Standard ) — YoyHWEeHEbIR NpOTORON WwedpOSEHUA.

' HMAC (Hash-based Message Authentication Code) — Mexasram. Mononsayowai KpenTorpatie-ecs xaww-
ryHELMH B COMBTEHWN © CEEPETHRIM KNH-S0M.

" SHA (Secure Hash Algorithm ) — ANropaTid Sy TEHTHIMESLHA W NPOBEPKA LENDETHOCTH MHEBAapMELMW.

"MAT (Metwork Address Translation) — NpoToxon npeaBpai0BaHnR CeTaEsN SApecos.
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YNpapneHye QoeTynomM COTPYAHMESD K MHTEpHETY DulakipaeT pacTyliee GECnoNDRACTED, YyYUTeIBAaA Ko-
ANYECTEO NOABNAKWKACE cyLefHEX NPeLedeHToR Canlaniex ¢ MuTepHetonm. Takum o6pasoM, opraduaa-
UWA HECET OTBETCTBEHHOCTE 38 YCTAHOBNEHWE, MOHHTOPWMMT M NPETOOPEHWME B #WIHL TOUHD DbipameHHoR
NOAMTHIN MCNOMNe308akkA MHTEpHETS NOCPEOCTEOM OUGHHEAHKMA CNEOYWKY cusHapWes W obecneyeHiA
COOTRETCTEVIOWMY TReBonaHuh B NonUTHKE:

- QocTyn K MHTepHETY NpEQocTanned B MHTepecas GHaHeca;

- BCNW OOCTYN K MHTEDHETY TaHe DASPEWEH (OrPaHMYeHHD) B MAYHED UENAK, TO KSEMMA Yomyrasmm
pAIDELLEHD NONLICEATECA;

- PAIDELLEHD M PACLLIMPEHHOE NPUMEHEHKE YCNYT ONA COBMECTHOM MCNONEI0EAHWA;

- PAADELLEHD MK COTPYIHHKaM YYACTRODAT: B YaTe, popyMax | T. 0.

¥aTA, 384acTyio, HANWCaHHAA NoOMNWTHES BRICTYNAET KaK CYLECTECHHBIA COBDMMBaOWKA haiTop Ha-
NEPWEMNEMOTS WCNONLICEAHKWA MHTepHETa, OpPrasyIauqA BoR @Le NOGBSpraeTcA IHAYMTENBHEIM DHCKAM
HHBODMALWOHHOR GesonackocTy. Yrpoik GelonacHocTd, DeKoMEHOauKe No MeToOamM NpoeKTUDOBaHIAA
GEI0NACHOCTI, A TAKKE MEDEl M CREACTES KOHTRONA W YNPABNEHWA, HANPABNEHHEE HA YMEHLIEHKE DUCKOR
GEI0NACHOCTA, MINATAINTCA B HUMECHEIYIOWMWK NYHKTAK, K3K TONLKD ANS BHYTOEHHETD, TAK ¥ ONA BHYTPEH-
HEMD W BHELIHETD MCNONEI0EaHKA.

7.2 ¥Yrpo3bl GezonacHoCcTH
¥rpoaamu Ge30nacHoCcTH, CBRIAHHLIMK C YCNyramMe gocTyna K WMuTepHeTy ONA coTpyaMMEDR, ABNAKIT-

= BHPYCHBIE ATAKA M BHESDEHEE BRESOHOCHEX MPOrDas.

- COTRYOHMEW, NONbIYIOWKEcA MHTEpHETOM, ABNAIDTCA TAKEE GCHOBHOM MALWESHED ANA BRE00HOCH X
NEporpamm, KOTODEE MOMYT NOHBECTH K NOTERE KW NOBDERIEHAD HREODMALKK, NOTERE KOHTPONA HAg HMH-
drpacTpyETyRoA HHEODMALMOHHEX TEXHONOTAA W STPOMHOMY PUCEY ON8 De30NacHOCTH CETH ORrankIaumn,

= AArPYHAEMBIE NONBEI0EATENEM DaANk KNH NPOrPaMME MOTYT COOSMEATE BREJOHOCHSEIE NDOMPakK-
HEE KOObL YYUTLIBAR NOACEMECTHOR MCNONBIOBAHWE TAKMX NDUNOKEHWA, Kak oOMEeH MIHOBEHHEMK CODE-
WEHWAMK, COHODAHMOBOE COBMECTHOE MCNOMNBI0BaHHE Dadnos W IP-TenedoHdA, COTPYOHHEA MOMYT CIiy-
HARHO 3ArpYINTe W YCTAHOBHTE BRELOHOCHEIE NPHUNOMEHKA, KOTODbIE OGX00AT JALMTY CETH, HCNONBIYA Ta-
KHE METOOb, KaK GLICTROTA NPOXCHOEHAA NORTa (CHAYKo0BDaIHOCTE BENHIM OTHPEITEE NOPTOR), ¥ WHppo-
parve. Kposme TORg, oQHODEHIOBRIE NDHNOKEHWA MOrYT SkiTe MCNONLI0EAHL B KEAYECTEE CHDLITHIX KaHanos
LNA CETEELIX AreHTOB-poboToR,

= yAAAMMOCTI Beb-CpayvaepoR vnw gpyrx seb-npunoEenril MoryT ObiTe WCNoNEI0BAML BREQOHOCHSI-
M NPOFCAMBMAMK, 4TO NEPHBEAET K 3APEKEHHID BIDYCOM K YCTAHOBKE TRORKOB {« TPOAHCKKMK KoHER» ). Mocne
IAPAMEHAA OOCTYNHOCTE MOMET CEQLEIHO NOCTPagaTe M3-38 PAChpOCTRAHEHWA OEATENBHOCTH BHRYGR,
NEPKBOAALLERA K Neperpyske ceTh. TROAHE MOMYT DEIPEWaTE HECAHELMOHWDOBAHHEIN BHEWHHA QOCTYN, NpK-
BOOAWMA K HAPYLWEHIM KWW OeHUMANSHOCTH,

= yTEYKA HHDODMALIKM.

= NPANOKEHUS, NoIBONACWWE NEPEckNaTE MHPopMaUMD Ha Bef-copaepnl, MOMYT DblTe NPHYKMHON HEe-
KOHTPONMMPYEMOR Nepedadd 0aHHBX WA GPraHHaaund Jepea Piutepuer. ECnd MenoneayioTCA aallddyposan-
HEE CEaHck (Hanpusep, TLS), To Qake perMcTRaunA Takorn JeaTenbHoCTH MOKET Oka3aTECA HEBOIMORHOH.
MogobHee pHoEd DEIoNACHOCTH NPUBHOCATCA B TEX CNYYaax, Korga HeqoCTOBEDHBIA NEReHoCHMEIR KOO Bil-
NOAHASTCA HA CHCTEMAX BHYTOH OpraHnaaumm;

= HECAHKLHOHMPOBAHHOE MCHONLICBAHKE M GOCTY.

= NOTEPA MED W CPEOCTE KOHTDONA W YyIPABNEHHA WMHEDACTRYRTYPEL CHCTEM W NDHACHEHWA MOKeT
NPHBECTA K MOLWEHHHAYECTEY, GTHAY B cOCNyEHBAHKKA, 8 TAKKE AN0YNOTREENEHHI0 BOIMOKHOCTAKMN,

= OTBETCTEEHHOCTE 38 HECOGMOOEHWE HODMATUEOE,

- WpHOWHYECKaR OTEETCTREHHOCTE 38 HecobnofeHHe JAKoHOAATENLCTES W HODMaTHBHLIX obRaa-
TENBLLTE,

= HECOMrMAacOBAHHOCTE © WCNONBEIVEMOA MOMHTHECR ORraHUIaLHE MOMET NDHEBECTH K HODMATHRHOMY
HECCOTEETCTEHIO,

- CHHMEHWE OOCTYNHOCTH CETH CBASK, BbIZBAHHOE HEQOCTATOMHON NPONYCKHOR CnocoBHOCTLEY MK
cTabuneHeign npobnemami;

- YPEIMEDHOE WCNONLICBAHKE YOMYT, CEATAHHEIX C NPONYCKHGH CNocoDHOCTRI, HANPUMED. NOTOKOBRIE
MYNeTHMEQKAHEIE CPEOCTEA WKW OQHODAHMOBOE COBMECTHOE HCNONEI0BAHWE aRAN0OE MOMET MPUBECTH K
MEpErpyYake CETA.
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7.3 MeTofl NPOeKTHROBAHMA GEI0NACHOCTH M MEp W CPEACTE KOHTPONA W YyNpaBnoHHWA

MeToge NpoekTHRoRaHKMA GEIONACHOCTH K MEPL! M CPEOCTEA KOMTPONA W YNPABNEHHAA, CEAIAHHLIE C
COTRYOHWKEMK, paccMaTpyaanTeA o Tabniue 3.

Ons yocTaswoRneHHol yrpose GeaonacHocTy, Kawgoe cookcTeo GEI0NAcHOCTH pACCMATPWBARTCA ONS
NEHMEHEHAA © LUEN0 CHIEEHHA DUCKE, BO BTOROM CTONGUE NpUBedEeH COOTDETCTEVIOWMA NpUMED TEKHM-
YEcKol peanuaaguy. HanpuMep, UBNOCTHOCTE, KOMTPOMNE OOCTYNE W ayTeHTUgHKaUWA NoUMEHRIOTCR OnA
JALMWTE OT BOEO0HoOCHOTD NPOrPaMMHOND Koga.

TaGnuuya 3 — Mepe ¥ CpEOCTEE KOHTROMAA W YNPEEMEHWA DE30NBCHOCTM ONA CUBHADWA OO0CTYNE COTRYOHHEDE
K MHTEpHETY

MprMmeraed e cRoicTEs
falanacHacTi anr uoeH PoaandlyeMes NOOSKTE A &aTo0k
T L POBAHHBIX FTPD3

EHP’:.I'-C-HHE' ATdEW W BEEOSHWE BRe0RDCHBIX NPOrpaMm

- LenoctHooTe - MpagocTaeneHsne cOTPYOHVEEM FHTEpHET-YEAYT, TONBKD CODTESTCTEYIWME GnaHecy.
- ¥NpEENEHNE O0GTY- HMEnonsioBaHue SapHes CNMCKDE SBTOPMIOBEAHHBIX yonyr, $Tofe COSMath BOIMOMHOW
o NONPEEXY B KEHANSY Y3Ta, YonyTax eab-noytel WnK 0OHOpEHM0BEX CETERRE MPOTORONaK.

- AyTEHTHMEALWA - Mcnonb30BaHHE SHTHEMPYCHLIE MPOTPEMM HS NYTW B0CTyNE K MHTEPHETY GNA CHEHW-

pPUBEHWA Boaro Tpadika o7 coTpyosrEd oo FieTepsata. MNpouscs ckaHMpoBaHAR O0IHEH
BENEMHETE B CefA BoE CETEELE NPOTOKDNG, PA3PELWUEHHBIE E NpYMMEHeHwD. CDHocneqeHmws
YERDEHHOCTH B TOM, “4T0 SHTHEMDYCHEE OGHOBNEHWA YCTEHABNWEHETCH SETOMETUHETHM,
MI NONEI0BEETENL NPESYNPERSAETEA O hakTe NpoEensHrR obHoBNEHWA.

- McnonesaoBaHne SHTHEMPYCHDID NPOIDAaMMHIND CREACTES HA BOEN KITMEHTCHAX CACTE-
redx. DeofEHHD HE TEX, HOTOPRIE MCNOMEIYKITCA COTRYOHHAEEMI ONS 00CTyna K MarapHeTy.

- CxaHupoeaHre ainoe W BCEX XDEHMMEL JEHHEX HE HAMWHHE BAPYCOE W TRORHOE, 3
TAKHE OpYIVE BUO0B BREJOHOCHEX MPOrpams.

- Beaprdikagua LenooTHOCTH JaHHs0Oainog © nononeEI0BEHNEM ANMOPMTIMOR, THKHK
KK LALMPOBIHUE KOHTRONEHEE CYMMbl. CERTAMEATE.

- BNOKMPOBAHME NORSNAKLLMNCA OR0H W B30-DEENaMEL.

- MapwipyTwagaums TpadmEs, MCNonsIVeMore 4N yonyr goctyna & MHTepseTy, nocpan-
CTEOM HEBONBLLOM KONMHECTEE KOHTRONWEYERMBX W08 GEICNSCHDCTIA.

- AKTHEHDE YOTAHOBNEHWE NOOMMHHICTH COQEEHEHWA.

Yradqed wHbopMaLmK

- BE3onacHoCTE CBAEM - Peanvaauwn huneTpoe ans mobansHOro Koga Ha Wnedax QocTynd K AHTEpHaETy.

- HenooTHooTE - Mp#ren MobuneHOrD K0G8 TONBKD G HEXPMTHYHERX GAATOBR, 3aB8cedHm: B Benwi cnM-
- ¥NpaEnasne QocTy- COH.

now - Mpwam MoSuneHOro KOgE, NOONACEHHOTD UWMPPOsoE NOgNWMCER: TOMLKD 0T JOBEREH-

HElX DPFrEHOE CEPTMDMEELMM MNY OT SOSEPEHHEN MOCTASWMKDE, BKMIHARA COOTESTCTEYHI-
WHE NApaMETpbl HACTPORKH HA CTOPOHE KINWEHTE, HANDWMESR, MyTemr OCyLWecTENEHHA S§-
TVEHOFD YNDEEMEHHA 1 pEanueiauae Genaro CNUcKa PE3PELUBHHBE OPTEHOE CERTHLAKS-
Lk, MOGNHMCEIBEHLHE KOG,
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Oxorvanue madnuubn 3

MpuMeEAeMEE caoAETES
BEInracHBCTA Qe Wass Pranmaysts e NpoEETE # METOOE
THEMLMPOEAHHEE YIEad

HEIEHHHI.IHEHH[.'IDBHHHDE HMCNONBEIOBEHAS 1 00CTYN

- YMpaBEneHws qooTy- - MNpegocTaEnesns CAyMEUWWM TONBKD COOTBETCTRYHMLMY BuaHecy VHTapHeT-yonyr.
nom Honone3aosares HepHB SNWCKDE HEEETOPWZ0EAHHLIX YOMYT, HANPUKEE, EAHEN0E COMEHE
- HeoTraayamooTe MHIpOpMALHER [ TERCTOROND OWMaNora) B peansHomM BpeMaHd, um yonyr sed-nosrts. Peanuw-

3aurA PUNETROR ONA HESETODMI0BAHHEX NPOTORONOS, HANDUMEE, OOHOPSHIOELE CeTE-
Ebl NPOTORONDE.

- Orpasv4eHAs HE MCTICNEI0BEHWE YONYT, KOTOpGIE DECNpEnATCTEEHHD OCYLWECTBNRIOT
napegaqy GonblMy obsemMon gaHHLx,

- DBECABYEHNE YBEPEHHOCTIA B NPOBEOSHNY HEONEKAWER DEMCTREUMI 1t MOHUTODNH-
rd B OTHOWSEHMY ECBX YOAYT, HOTOPRE JONYCHRDT BOAMONMHICTE NEpaga-y QaHHLD Hape3
HuTapHeT.

- YeThoe onpegaEnedHes BETOPHI0EEHHDM H HESETOPHIOEEAHHOMN BCNONLIOEEHWA 50—
CTYNE & FIHTEQHETY B CNEeUWANsHOR MOnMTEER (. NPHMERHYH 0Py B NPanesEHe A

- DBscnaqyeHNe yEEDEHHOCTH B OCESR0MIEHHICTH NOMLI0BATAENEA NOCOEOCTEDM GOOT-
EATCTEVHILLEN YPOBHA opa3osaHiA 1 NPoheccuoHaNsHOR NOgroToeEd.

CITERTCTEEHHOCTE 33 HeoabnuasHre HOpREATHEDR

- HeoTraayamooTe - Monomsa08adne 3anic coDkITHA, OTMETOR BPEMEHH.
- DeeanoMNeHHoCTE B NPODECCHOHANLHAR NOMOTOEKS NONEI0BATENSA,

CHHMEHWE SOCTYNHOOTI CETH CERA

- UanocThacTe - Hapnesalyi MaraysmaHT YRISNMOCTER W MCNPEBNEHAA HABECTHRIN CUCTEMHBIX yRI-
- DocTynHocTE EMMOCTER B PAMESX BbIZENSEHHITD MHTEQRBANS BPEMEHN, OCHOBSHHOTD HE EPATHHHOCOTH
YAIBHMDCTH,

- B ugHTpE BHHMEHMA MEHEOHMEHTE YRIBNMOCTER D0Mm#Hbl BhiTs BOE CHCTEME NQMBEME
HurapHeT-Tpadmea. nnbo Ha TPAKCNOPTHOM, NWE0 HE NPUENAOHOM YPOBHE, BEMHIHER BOS
CHCTEMBEl, HCTIONEIYEMEE C yUSTOM LIMEDA0E N0 HANPAENEHAD & FIHTEpHETY, 3 TADKE OH-
CTEME! HOHEYHIND MONLI0SITENR, KCNONLIYEMBIE ONA Q0CTYNE & MHTEepHET-Yonyram, ooo-
DEHHO, BENW OHH BCNGNEIY0T ONEPaUMDHHEYD CHoTesy Windows.,

- MpepeiEaHne NpoONYCEHDA CNOCOSHOCTH OMA NOTOXOBLIX MyNETHMELMAHLE CRBOCTH.
{BCAW TONRED 3TO PAIPSILEHD NONWTAROR BraHeca).

- CETH W CHCTEMHEE DECYPCEN O0Mm#EHEl OuTe npoBapars (D5, BypHans perdcTpagii,
AYOMTEI M T. A.) H& NpaaMeT oBHapyYHeEHHR CHOTEMHBIR COBRTHMA, COBRTR DE30NACHOCTA 1
N PRAUADHHEE CODEITHA

8 Yenyru Buanec-BuzHec

8.1 WcxofHisie gaHHLIg

STOT CUBHAPHA J0MEHL PACCMATEHEATE OPraHWIALWM, KOTOPRE OCYLUBCTENAKRT TRAHIAKLMIA C J0YI-
M ORraqHIaLAAMA, TAKMMK K3K MIrOTORMTENSL, ONTOBKKE, POIHWYHbIR TOProBew.

CHEBIYHO YenyTd BHIHEC-BHaHec DeanyIyioTea ¢ NOMOWEK CNELWANEHD Bkl JaNeHHE MAHWE UNK CETe-
BhiX COMMEHTOR. WHTEDHET M CRAZAHHEE C HUM TEXHONOMMA NPpEqocTARNAKNT G0NbWE BOIMORHOCTER, MO
TAIKE BBOOAT HOBRIE YIPOIL GEIONACHOCTH, CEAIAHHEE C DEANUIALKENR TakX yonyr. Paisqeaowancs mo-
OENk ANEKTROMHONA TOPreRnk BuaMec-0M3HEC NOIBONAST OPradu3aUran BecTi Buikec Yepes MutepHeT K
COCOEOOTONUTECR HA NPUNCHEEHKAX, MCNONLIYIoWME MHTEPHET, JKCTRAHET, MNK W TS | gpyroe, 4Tobs Hana-
OWTe NADTHERCTRES B GUIMECE, NP KOTOROM ODFaHKIALMK MABECTHEL ADYT ODYIY M BCE NONLICBATENH, B OT-
NAYAE OT CUEHADWA DHIHBC-KNHEHT, DErHCTRUDYIOTCA.

OfsidH0 Ve SUIHeC-0MIHes MMEeKT CBOW cobcTeEeHHbIe Tpebonauus. Hanpusep, DOCTyNHOCTE W
AOCTORSDHOCTE ABNAINTCR GYEHE BRMHLIMA TREOOBAHKAKK, NOCKONLEY YACTO GRrAMUIALKKA HANDAMYD 3a8M-
CAT OT AedcTEYIOWMX yonyr Gkadeca-Ounanec.
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Mpr KenoneaosakuK AHTEpHETa B KAYECTEE Sa30B0H CETEROH CBAAW ONA PEanHMIaluWy yonyr GuaHec-
GuaHec, Takke TPeSoBaHWA KaK JOCTYNHOCTE W QOCTOBEOMCCTE QOMEHMsl 08pafaTelBATECA MHAYE, 4em
pauee. MpoepeHdEe NoOXo0E, TAKKE Kak NPEanonarasMos BEa4ecTe0 YOmyT, MCNONsIYeMoe, HanpuMep, a
COYETAHMME C BEOLNEHHBM KAHANOM COA3M, Donewe ve paboTanT. Hoawe prckd Be3onacHocTi A0MsHE
BT YMEHLLEHSE C NOMOWEID COOTRETCTEYIOWMY METOAOE NPOEKTHPOBAHHMA W Mel 1 CPeaCcTE KOMTRONA |
ynpapnedka. OCHOBHOK YNog OenaeTcA Ha yHpennesde JCBepua MEemOy OpraduaauuaMi, NyTes npeaor-
BDALLEHWA HECAHKLMOHABOBAHHMONG OOCTYNA K SaMHbIKM ¥ NOANSQHEM PAINenedus cHeTem Guineca.

B vumecnenywyy NyHKTay onucsBaINTCA Yrpoas Se3onacHocTi M peKoOMEHIAUMKA N0 METOOAM NEo-
SETHROBAHWA DEAONACHOCTA, 4 TAKKE MEpb! W COEOCTRA KOMTPONR W YNPABNEHUA, CHUARKW®E DUCKH Gea-
QNACHOCTH, KAK TOMEKD OMA BHYTPEHHETD, TAK M GNA BHYTREHHEND ¥ BHELWHEND HCNONEI0BAMHAA.

B.2 ¥rpozkl GeaonacHocTH

Yrpoaks GE30NAcCHOCTH, CEAIAMHEE © YoNYTakKi CHIHeC-BHaHEs, Cneqyseugue:

< BUPYCHEIE ATAKM M BHEOPEHHE BLEOCHOCHEE NOCTPaMM!

< MCNONGICBAHKWE BREOOHOCHEN NPONDaMe NPUBOOKT K MPOHKKHOBEHWG B CHCTEMBI, BEOyLesy K cfo-
Al WM HECAHKUAOHWDOBAHHOMY OOCTYNY K KOHEWOE HUMANLHOHR MHEODMaLKK,

- YRIBWMOCTH Beb-Opayacpon wnv Opyris Bed-NpunoseH i MoryT BoiTe MCNONEICEAHEl BREN0oHOCHE-
Rl MPOTRAMMARMA, Y4TO NPUEESAST K 330AMEHAN BUPYCOM W YCTAHOBKE TROAHOR,

- aTakKn THNa =0TKas B cbonyspeadnus (DoS) v spacnpegeneyHelil oTkaa 8 obonysmeanmmy (DDoE —
distnbuted denial of service) va nopTans KNK paclUMperHEE CETH yonyr Suanec-Branec;

« MHCAROEDCKUE ATAKK C NOMOWLED ABTODMIOEAMHLIX NADTHEROB N0 GUIHECY,

= hanscuPUEaLna HHEODMALKOHHOID HANONHEHKHA TRAHIAKUHH (CooDleHs He NEepegasToes NonyYa-
TEMD WK JAHHEE HAMEHRIOTCR B NPOUSCCE NEpeadn ).

10
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8.3 MeToALl NPOSKTUPOBAHWA Gel0NaACHOCTH M MEpkI M CPBACTRA KOHTPONA W yNpagnaH1A

MeTogs NEOEKTUEOBAHMA MHEOPMALKCHHOA BEa0NacHOCTH W MEDE KM CPEACTEA HOHTRONA W yNpaena-

HWA, CERIAMMBIE C YCNYTaAMK

GuaHec-GUaHec, npUeenes B Tabnuue 4.

Tabnwuya 4—Mapw W cpegcTea KOHTRONR M YNPEBNSHMA DEIONBCHOETH ANR CUSHAPWA yonyr Duasec-GnaHes

Mpuumarasme s caoicrea Ges
CRACHOETH QA daenTHgagH-
OOBAHHEE P

F"E:IFH!-j'EMbIE NECEETR W METDOE

BHP}'EHI:-E dTakM W BBESeHRE BRPEOCHOCHE! X MPOrpasm

- lanocTHocTe
- YNpEENeHrs qooTynam
- AyTeHTIRHEELMA

- MCnone30B3HME SHTABMPYCHBIE NPOIREMM HE wnozax & MHTepHeTy gne ckade-
poB3HWA Boaro Tpadwks, o7 coTpyoHuxa 0o Metepdeta. Tpogscc cRAHWpOBEHAR
O0MHEH OXBATHIEATL BCE CETEELIE MNPOTOKOMNE], PAIPBEWLEHHEIE & npUMaeHesmn. Obec-
NEHEHWE YBEQEHHOCT B TOM, 4T0 SHTHBMDYCHLE DOHOBNEHNR YCTEHABNWBAKTCA 38-
TOMATHHBECEH, WM NONE30EATENE NpagynpeExnaarcA o daxre nposeneHys obHoane-
HIR.

- Cranvpoeadde $afnoe 1 BCEX XPEHWMEIX QAHHEX HE HAMHYME BARYCOE W TROR-
HOB, 8 THHHE QDYIAK BASUE BEEOOHICHEIN NROCEEm.

- Bepudivkauus LENOCTHOCTH QaHHLEHEannoe ¢ MCNONLIOBAHNEM BNropuTMOE,
TEHAE K AW POBIHHE KOHTPONEHEE CYMMBL CapTWHMEETEL

- MapwpytiaaurA TpaineE, MCNoms3yerors SnA yomyT goctyna & VHTapHeTy. no-
CRedCTREOM HEGONBILOM KONAYSCTES KOHTRONAMPYEMBL WHE08 De30nacHOCT.

- AKTHEHOE YCTAHOBINEHWE NOONMHHOCTH COOQEQHAHAR.

ATama €OTEEA B 0DCnyHmMea

HHK =

- DocTynHocTh
- HenpoapadxooTe

- BNOKMPOEAHUE HEMCAONEIYEMEX NOPTOE W YENYT, H9ToGk NPESUTERETHTE WX PoE-
MMPOBAHWE HE HEEBTOPHIOBEHHOE CREHUPOBEHWME 30HAHPOBEHWE, KOTOPOE NPHBOOUT ¥
BOIMOMHOCTH NEEMHHOTND PACAPOCTPaHEHWA Tpaduea DoS.

- Moknmyesne onucaTansHoR vHBopMaUKMK M3 npegynpesoEumE  GaHsepos
NPEADTEPSIYEET NONYYEHRE IN0YVMEWNSHHUEKEMA CNEURansHoR BHEOpMAaLHn

MHCanoepCHME STEm

- ¥MpaBENeH®s QoCTY oM
- HeoTraayamocTe

- YeTho onpeganeHHsE NoNMTHEN DE30nNSCHOST N0 yIPaBneHWid ocTynom (anA
YNDHEENSHNR B3aMMO0THOWEHAAMK B Dnaneca).

- YEeTHD ONpEQeNEHHLE RONK W O0AISHHOCTH.

- BHECAHWS HAMEBHEHMA B MpemyNpasaaine DanHepe.

- DIrpaHyHEHRE NRWEHNEMAE,

- PEFBWCTRAUKA NONLIOBATENAMM ECEE HOMTWHHED HEXDATHYHEIX TREH2RELMIE

TranecdiMER LR MHEOpMA

L{HOHHDTD HETIDNHEHWA TRAaHZakUMH

- HeoTrEayamooTe

- MoppobHeie BYPHARL PEMMCTRALAK TRAHIAKLHA.
- Menoneacsaqne ynppoesix nogmscail

9 Yenyru BuiHec-KNMeHT

9.1 McxooHbie gaHHbIE

3TOT CUSHADHA OONMeH PAcCMaTPMEATRECA OPraHHIALWMAMK, OCYLLECTRMAKLLMMI ONepaUMdil © KnuaH-

TaMH.
YOYTH BUIHEC-KMAEHT

, TAKWE HIBSCTHLIE KaK YCIYTH ANeETROHHONS BUadeca, BinodanT B ceda Takwe

YCNYTA, K3K JNeKTPOHHAR TOProanA, anekTpoHHEEe GaHKOBCKAE YCOMyTH, 3 TAKEe JNekTRoOHHOE NpaBuTeNb-
ctao, B yonyrax DWaHec-knHedT De3cnacHocTe A0NEHa YDABHOBSLIMEATE BOAMOMHOCTE COEN0K C© COXpaHe-
HUEM TODTCEOH MAPKK M LEHHOCTIA GHaHECE.
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K TpebosanHHam MHgOopMaUMoHHOd DEI0NACcHICTH OTHOCATCA TpebonaHus, CRAIaHHRIE ¢

- BOHPHMAEHUMANEHOCTEG (QCODEHHD B OTHOWEHWM OHA3AHWA NSKTPOHHBEY GAHKDBCHMX Yonyr),

- AyTEHTHPMEALIHWEA;

= LEnNoCTHOCTEK,

- BEIONACHOCTLD NEPEegaY OaHHEX TAM, MEe KOMedHEIR NoNsI0BATENs ONMKUIAeT OBecnedaHus yony-
rami SUaHeca QN 33lMTel MAPWPYTE TOAHIAELMK Meddy NoNLIoeaTensm ¥ nocrasw«xosm. Conpotvane-
HAR WIDLIPEHHBIM ATAKAM (TAKWM K3K, ATAKM «4anNoRek NOCHESUHEs UMY «4enoaes a Gpayaspes);

- OOCTYNHOCTRIO, KOTOPaA ABNALTCA BAMHEIM ACNESKTOM ONA NOCTABWMEA anekTpoHHorg Braneca.

XapakTepHUcTHEW MHPCEMAUWOHHOH Be30NacHDCTH BEMKYAINT.

- BEIONACHOCTE, KOTOPas «rApaHTHPOBAHA» TONLKD HA OKOHEYHOR nhatdopme’’, 0BbINHG HAXOOALLER-
CR Nod YNPARNEHHEM ORraquaatuy, 4To ofacneduoasT GNarcnpUaTHLIe YENOBWMA ANA DEANKIALMK Mep |
CPEOCTE KOHTROMA W YNDEENEHHA, 3 TAKKEe NOOGE0MKK XOPOWEND YyPoaHA BeaonacHoCTH NNardopmil,

- BEI0ONACHOCTE HA KNHSHTCHOR NNaTgopMe, Yacto 3T NeproManbHblil KDMNBIOTER, KAK NPABMNA0, MO-
weT DuiTe HegocTaTodkol, Mepsl @ cpedcTea KOHTPONA W YNPABNEHWA PEANKMIosaTe B TAKOW cpege Tpyd-
HER, NOITOMY KNWEHTCXEA nnaTdopMa OyOeT NpedcTaenATyE IHAYNTENEREE PHCE (S8 aycnoBuid Ans Sea-
CTIACHOTD COBOMHEHMAR — Habopa Tpebopanyi B QOrCBOPE, KOTOPEE MOMET DeTE TRYOHO HABAIATE B TAKWX
YCNOBWAK).

B uumecnenyiowyy NyHKTay onuckBANTCA YPo3kl De30nNacHocTH M DeKoMEHTAUMK N0 METOOAM Npo-
EXTHROBAHMA DRA0NACHOCTH, A TAKKE MEDL W CREACTEA KOHTRONA W YNPABNSHHA QN8 YMEHLLUEHWA COmnyT-
CTEYHIUMYE PHMCKOB, KaK TOMNLED ONA BHYTOEHHETD, TAK | OMA BHYTREHHED H BHEWHETD MCNONS3083HKA,

5.2 ¥rpoikl GeaonacHocTH

Yrpoas GE30NACHOCTH, CEASAHHBIE C YENYTaMY BRIHEC-KNKMEHT, CNeayiowHe:

= BADYCHEIE ATAKA W BHEAPEHHE BReOoHOCHBIX NDPOTRaMK.

< MCNONL3083HHE BEeOOHOCHEX NPONDaME NEMBOOKT K NDOHKKHOBEHWEC B CHCTEME, Beaywesy K cbo-
Al WK HECAHKLACHUDOBAHHOMY QOCTYNY K KOMEUIEHUAANEHOR MHEODMaL M,

- yAapuMocTy eb-Dpayaepon WK opyrix BeG-npunomeH i MoryT BelTe MCNONBACEAHE! BPEACHOCHL -
M NPOTEEMMEMK, 4TC NEHEEAET K 3ADAMEHWH BHPYCOM W YCTAHOBKE TROAHOE,

- HEABTOPHACBAHHEIA J0CTYN:

= HEABTODHIOBAHHLR QOCTYN K CEDBEDHEIM Galam JaHHbx [HANPHUMED, ATaxH, PACTpPOCTRAHAS MBlIE HA
Aasike SOLY 1 MescailToRLIE CXPUNTOBLE " aTaxu),

- cOOp YYETHEIX JANKCER, YTO GAeT BOIMOMHOCTE, B AABHCHMOCT OT TOMD, K3k BeG-NpHneKeHue pea-
MARYET HA NONBITEM ayTEHTHGWUADoRATE NONEICBATENA, NONYYHTL JOCTOREpHY D MHdopmadms of akTne-
HOCTH MONBACBATENA. ABTOMATHIMPOBAHHLIE CUSHADWW Y8C0TO MENONEAYVKTCA OnA ctopa AedCTEMTENEHEX
HOEHTAQHKATODOE W MMEH YHETHRE JANKCENA MONLICBATENEN,

= KEpasa ALEHTUOHEAUWOHHEX JaHHBX B DEXHME OHNARH, KCNOMNBIYA YCNEWHBIE aTaKd COLMansHoH
HHMEHEDHKA (S MCNONEI0BaHNEM MOWEHHNYECKKE METCO0EB), HANPHMED, aTakk DHWAHIE 4 aTakK Ha oCHOBE
DME, cogQMHAKWHE NONBEI0BATENSA C MOWEHHWYECKHUM BeG-CepBEDOM, KOTODLIA BeIMMAQWUT NErdTAMHER,
HO HE ABMASTCA TAKOBLIM,

- HECAHKUMOHWPOBAHHEIR J0CTYN K CHCTEMAM HNW CETAM CO ANbIM YMEICTOM, YTODE CHONWPOBATE, Ha-
MEHWTE WM YHASTORWT B JaHHLIE,

= HEJAKOHHAA DACWMGPOBKa COOBQEARKA NDHUBOOMT K HADYWLEHKK ARTOPCKMX NDEE H Kpake conep-
HEAHWA,

- ATAKKM «OTEAD B ODCNyRHMBAHKK S,

= Nogaensa AHfopMaUuHoHHONS HANONHEHHA TRAHIaLHMK (CooDWEerRMA HE JOXOOAT 40 NoNY4aTena Wiw
OAHHEE HIMEHAINTCA NP Nepegadqe).

" Mnathopma — oBwuiA TepmeH, 0B0ZHAYAKIWAR NPOTPEMMHYID, SNNAPETHYO ¥ (UMW) CeTesyn cpegy, B (Ha) ko-
TOPOEA BEINGNHAETCR WK CTROMTCA, HANPUMER, NPUENBOHEA CACTEME [NDHNRHEHHE ).

#

o S0L (Structured Quary Languade ] — Sasik CTRYSTYDHPOBRHHEIX 3aNpocog.

U CrpunT — HEeBANLILEA NPOTPEMME MW MESKPOE, MENOMHSEMES NRWIDHEHASM MK ONEREUUWOHHOR CACTEMORA Npw
HOHEPETHEX O0CTORTENLOTEEY, HANPEMED, NDK PErHCTPALMKA NONE30EATENR B cHCTEME. CHOWNTE YACTO XPEHATCA B BH-
O TEXCTOBEX hainos, KOTOPLIE MHTEDNDETEPYVHITCR BO BDEMA MCNOMHEHNA.
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9.3 MeToALl NPOSKTUPOBAHWA Gel0NaACHOCTH M MEpkl M CPBACTRA KOHTPONA W yNpagnaH1a

MeToas NpoekTHpOBaHKA BEA0NACHOCTH W MEPE W CRPEOCTEA KOHTRONA W YNPABNSHWA, OTHOCALWWECH
K YCnyram GUadec-knHenT, NpdeegeHsl B Tabnuue 5.

TabBnwuya 5—Mepw W cpegcTed KOHTRONR WM yNPEBNEHMA DEIDNICHOETH DN CUSHAPWA yonyr DUaHBC-KNsEHT

MpuMaHnsme e cooncTas Beaonas
HOETH S50 AGEH T AW OB S EHEIX PEEnday e blE NPOEKTE 1 METSOE
Frpos

EMPYCHSE STEEM H BESNEHNE BREACHOCHOR NPT pEMME]

- UanocthocTe - Mcnonbz0easve BHTHEMDYCHEX NPOrpaMe HE Wnozax € MHrapHeTty OnA casnpo-
- ¥NpEENEHWE JOCTYNamK BAHWA Beero Tpathuka o7 coTpyasued oo Muteprarta. Npoyecs CKEHUPOBIHMA QOM#EEH
- AyTeHTwhMEAL A OXEATHIBATE BOE CETSERIE NPOTORONE], PA3DEIWEHHES K NDHMEHEHAKD.

- Craduposades Garnos W BCex XPAHWMBLE JAHHEX HE HEMNAYKAE SHPYCDS W TROR-
HOH, 8 TEHE APYIHE BAS0E BEa0H0CHBIE NPOTRAMM.

- BepuikEuns UeNoDCTHOCTH JaHHERTPEAN0E © HCNONEIODBEHHSM BNTOPMTMOE, Ta-
KHX K8H K3 LUHPOBaHHE KOHTPONBHEIE CYMMBIl, CapTthusaTsl.

- MapwpyTtraauws TpadvEE, MCNonk3YamMor anA yonyr goctyng & FMetepeary, no-
CPEdCTEOM HEBONLLWOND KONHYSCTEE HOHTRONMPYS MBI W08 GeIonacHOCTIA.

- BETHEHOE YCTAHOENSHWE NOANMHHOCTH COO8PHEHHR

HeaeTopmaoBaHHEIR 0OcTyn

- ¥MpaEneHws SoCTYNomM - (NpEHMHEHHOE KONWYSCTED paIpewssdin Ons Bed-npunodeHal npe SocTyne |
- ByTanTidHEaLMA CHpBEpHON Baze AaHHBR.

- KordpeHUMAanEHOETE - CArmBEHTALMA CETA M YpOBHKM BE20NacHOCTE BHYTPKW ABMMNMTEPHIDBEHHONR 30HLI
- BazonacHOCTE CBAIN (OML] gnA NREJOTEPSIEHHA KBHANOE CEAIM, HANPABNSHHEBIY K HOPNODATHEHLIM SHTH-
- LanoetHoeTs BEM JEHHBIX.

- HenpoapadHocTe - BEACNACHAEA PEMICTPAUMA NONBEIDEATENA 4NA OBSCNEYEHHA YEEDEHHOCTH B TOM.

HTO NOMHOMOYWA JOCTYNE BbigaHEl NOOMMHHEM NONbIOBATANAM — HANPUMED, © NPH-
HAE4EHHEM K QAHHOMY NPOUECEY HE3IEMCHMOrD ORraHE DErHCTRELMA.

- AyTeHTrdHEAUMA © Monone3oeadves yHpoBsx cepridmearoe, naponed, Ouo-
METHAM MW CMBPT-REpT.

- Mestcaraswe aEpaHel W CHMCHY YNPEENEHWA JOCTYNOM ONR NpegoTERawEHHR HE-
CHHEYWORADOBAHHOM QOCTYNE NONsI0EaTENSM,

- ¥NpaEneHee QOoCTynoM, OCHOSAHHOE HE DONRY, SR OrpasvYeHds iyHELHEA Nons-
AOBATENA, PRIDSWEHHER K ERNOMHEHMI.

- AHANWE PEFMCTRELHOHHBIX BYDHAMRDE BEG-NpRNOHEHAA ONA LOaHTWPHEELUKMAY 3TaK
W X COSEHMBEHIA.

- Hagnamawme yposHd WHdpoBaHuA KpaHimMon HHpopmanmau.

- QBECMHEYEHNE YEEPDEHHOCTH B DEAONSCHOM COSOMHEHHW Meray Be0-0payiepamm v
BEG-CEpBEpAMH C RCNONEADBSHBEM TAKAX TEXHONOOWA, Bk S5LvATLS.

- J2lHTA DOCHOBHOW CBAZW C BED-COpEMCAaMH © NOMOWER, HAanpaMep coodueHdn
S0aP"

- Bapuhrkaums uanooTHOCTH 0aHHeI BERN0E © HENONEIDEEHHEN BITODMTMOE, T8-
KWE KB% X3 LWHPOSEHHE KOHT PONBHBIE CY MBI, CEpTRMKETLL

- Ha ypoeHe Bef-npUNoseqHAd LenooTHOCTE gaddex URLY, wwn-dainoe™ wnm
ANEMEHTOS CHpRTER hopy olecneyHBasToR:

- WP pOBAHWEM BOEX QAHHEXN ([08#8 S0 nononesayeTocs 35063

- WCNOMELIOEEHWEM WIMEHREMEIX BREMEHHBIS MET O,

- MEMONEI0BIHWEN UethpoBoR NOgNACcH HAK ENOYSB0TD XEWE ONA HyBCTEMTENEHLLL
OEHHEI.

- Mononeaosadws «MHBEDTHROSAHHOMOY NPOKCH-COpBEPa Mexny sed-copeepom wn
BHELIHEA CaThH

_” SOAP (Simple Object Access Profocol) — Mpoctol npotoRon gocTyna & 00bEKTaM.

' URL {Uniform Resouwrce Locator) — Yeudmuuposadsmn yeazatanes peeypea (MHTepHar).

* Kykw — HeBonewoR diparMaHT OEHHEE 0 NEOECTOpMY 0BPALLEHARE OAKHOM NONE30BATENA | BEG-copeapy, A8-
TOMETHYECKA COIA3EAEMBIN CEPERDOM HE MALLMHE NOMLI0BETANA.
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CorvaHue mabnus 5

Mpumerrede CBoHCTEY Galanac
HECTA QMR 080T R Y M PR AR HE K Paanmaysmes NEoDScTe o METOGE
yrpaa

Arasd =0THA3 B obonysrBaHuH

- DocTynHOCTS - BnoEHpOBAHKHE HEVCNAONLIYEMEIX NOPTOE NPOTORONOR 1 yonyr, 4Todel npeaoTepa-
- Hempoapa4HooTE THTE MX PEArHPOSEHHE HE HECAHELHOHWPOBAHHDE CRaHWDOEEHNE 30HONDOSAHWE, KOTO-
pLIE NPAEOOAT £ BOIMOKHOCTH NaBUHROID pacnpocTpaseHer Tpaduea Do,

- MoENrEHME ONWMCETENBHOR MhGopMausd M3 Npenynpedtamwys  SanHepos
MpegoTEPaWART NOMY<EHE IN0YMBILLNEHHWEAMHE CRELKANEHDA NHCPMaLMK

DansLCHMEALMA HHPOPMBLWMOHHOMD HANONHEHWA TPRAHIAKLHWA

- Hearxaayemocts - MoppobHee Ky pHANE PEIMCTRAUWH TPaHZERLWR,
- Honorsaoeadne ywdpoBsx mognaced

10 PEGLI.IHFIEHHI:'E npumMeHeHde ycnyr onAa COBMeCTHONS MCNONbL30BaHWA

101 McxogHbie gaHH i@

ATOT cUSHAPHMA O0M#HLEl DACCMATOHEATE ODTaHWIAUMK, KOTODBIE WMCNONBIVIOT YCNYIH, K3camWMecs
MHOMHX COTPYOHAKSE. [TRMMEPEMIA TAKMX YCNyT ABNRIOTCR.

- NOCIPAMMHECE COEACTEO KOMNEXTUBHOMD NONEI0BAHKWA,

- PARNOBLIE CEPEEPE;

- CAWCOK A0pecoR ONA PACCEINEM MO INEETHOHHOR NoYTe,

= YEMYTH, DazMpyiolWKecs Ha FIHTepHET-TEXHONOMMAK,

PacludpeHHoe NDHMEHERKE YONYT ONA COBMECTHOMND WMCNOMNLI0BAHKS, O0LEAWMHAIOWWEY DasHYHbIe
CPEOCTEA CBAZM M BOIMOMHOCTH COBMECTHOMD WCNONBLIOBAHKA QOKYMEHTOB, REMASTCA BAMHLIM ACMHEKTOM
cpegel Guaneca.

Takoe pACLWDEHHDE NPKMEHEHWE YONYT 407 COBMECTHOMND KCNONE30BAHHA ODLIHHO O0LEOQMHAGT BH-
Ago-TenedoHro, reNoCoBYID CBASE G YaT-KaHanc, CHCTEMBl JNEKTDOHHON NOYTE, 3 TAKKE COBMECTHOE WG-
MONEIOBAHWUE GOKYMEHTOR M COBMECTHOR MENONLICEAHKE 0S0DYOBAHKA B PEMKME OHNSAH.

CylecTBYIOT BA OCHOBHE cnocola HeNoNe30BaHHA TAKKE YCNYT ANS Opradysauuqi;

= MCNONLI0BAHKE HX TONBES B KAYSCTEE BHYTREHHAX YONYT, HO HEQOCTATHOM 3Toro cnocofa ABRNAeTCA
T, 4TS YCNYTH HE MOTYT BbiTh HCNONEI0BAHL! NEH PABoTE G BHEWHKMK NapTHEpaMKM | T. 4.

- HCMONB30BATE WX B KAYSCTEE BHYTDEHHHX YCNYT W YCNYT, BHEWHHY N0 OTHOWEHHIO K ORraHHIan9MH.
Takoe ACnNoNLIoBAHKE YCNYyr GOoNee BLINcaH, HO MMEeT BONBLWE CEAIAHNEE © HUMK PUCKoR DEaonacHooTH
Mo CHABHEHMIO C WCMONBACBAHKERM YCNYT TONBKD ONA BHYTDEHHEND NoNLI08aHHE.

YTo kacaeToR pEannIaukK, Yenyrd MoryT O Te:

- PEANWIOEAHE BHYTRM, MM

- TEETEEN CTORPOHDN.

Ecnik ycryria GonsHe DETE HENONBICEAHE BHYTPH W BHE ODraHMIauMiK, To BoONee NOOXO0SWIHM DeLLe-
HAEM B0HET OblTe NOKYNES YoNyT ONA COBMECTHOMD MCNONLICBAHKA ¥ TPETEMX CTOPOH.

B cnegysdy NyHETaY SNWCaHB Yrpoas BeaonacHooTd W peKoMeaHdagkd No Metolam nposkTMpoesa-
HWA CEI0NACHOCTH. 8 TAKME MEDL M CPEACTEA KOHTDONA W yNpaenedus Ge3aonacHoCTH ANA YMEHLLEHHA
COMYTOTBYIOLWMY DHCKOR, KAK TONBKO ONA BHYTREHHEND, TAK M ONA BHYTREHHETND W BHELWHEND HCNONBI0BAHKA.
Mepki 1 CpROCTEA KOHTPONA W YNPagEneHna GRIonNacHoCTA NoHMEHAINTCA K yNDEENEHKIO, Negeaaqe curHa-
NoB |1 Tpadkky NONE30BATENS.

10.2 ¥rpodkl 6830NacHOCTH

K yrpoaam GeionacHooTH, CEAIAHHLIM C PACWHPEHHEIM NDWMEHSHHMEM YCOYT GNA COBMECTHOMD WG
MNONBEICBEAHWA, OTHOCATCA!
= HEABTOPHAGBAHHEIR JOCTYN, BEOYIUMA K PACKPETHR EOHPHUOEHUHANBHOR HHDODMALLMA:
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- anoyNoTRefNEHUE CORMECTHEM WCNONEIOBAHKEM WHCTPYMEHTAMNEHBIN CPEOCTE, YTOGE HEIAKOIHHD
BOCTONBI0BATECA MATERPUANAMK, OXPEHABMBIMKY SETOPCKAM NRABOM, NONY4YaTe KOHDWISHUHANLHEE DaH-
HEIE M HADBAILIEATE NONLACEATENAM HEKEMATENEHYIO WK NPONaraHguCTCHYIo MHOpRMaLMK,

< HapylWeHHe HENDOIPaYHOCTH NOCPeacTEoM MOHWTOPWHIE WMCNOMNLI0BAHKA LWABNOHOE, COaMHHTa |
DEYTHX MOEHTIAYHED aTaK;

- BMPYCHBIE aTakW W BHELDEHHE BEOOHOCHEX NPOrpamMigg;

- PACNPEAENEHWE W BRINOMHEHWE BPEA0OHOCHE NDOrPEMM MYTEM WCNONBEIOOAHWA OFUMY PECYDOOD;

- CHIMEHWE OOCTYNHOCTIA CETI CBATK.

- NEQETPYIES CBTH G NerMTHMHEM TRachuKom,

« YAIDMMOCTH JKCTINYATHRYEMOTD NPOTOKINE, WCNONE3YEMEIE B YCNyrax OnA COBMECTHOND WMCNOMe30-
BAMWA.

10.3 MeTogki NPOSKTHUPOBEAHWA BE30NACHOCTH W MEpki M CPEOCTEA KOHTPONA A YyNpaBnaHWA

MeToge! NECEKTUPOEAHMA MHROPMALMOHHON DE30NacHOCTH M MEREl U CPEACTEA KOWTPONA K yNpaena-
HIAA, OTHOCALMECA K DACIIWDEHHOMY NDWMEHEHHID YCNYT ONA COBMEBCTHOMND WENONLIOBAHWA, NOHBEARHL! B
Tabnmaye 6.

Tabnwya 6 — Mepu W cpagCTES HOHTPONR W YNPEENSHHR BE3I0NACHOSTH ONA PESCWHPEHHOND NPUMSHEHHE YoNyT
ANFA COBMSETHINTD HENONb30BaHAR

nDHME'H!JE'MLIE' CEODHCTHEA
GEionacHOCTH gnn HIOEHTH P!HI'H!-:.'EMHE MRDELTE W METOOE
DIHUHAOERAHHEX YTHaE

HEdeTOpMa0BAHHEIR OOCT YN, BEOYLLMIR § PECKPETWI KOHIMOSHUMANEHDH HHOOPMaLLMKE

- ¥YNpEBENEHE JOCTYNOM - OooTyn, OCHOBAHHBIA HE PONAX, ANA NPANDREHWAA, CETEA W 3ANOMAHSH0LWNE
- AyrenTeduEayuA YCTDOHCTE.

- Kondige HUMENEHOC TR - HaznayeHwe NonbI0BaTEned HE PadHbIE PONY C PA3NAYHLIME NRESaME Q0CTNE
- BE2ONACHOCTE CHRIN AMA paznmHHL catan VAN,

- HeoTrasyamooTe - ManuTikk, OCHOBEHHLIE HA DONAX, HECAHLWLMECR HCNONBEIDBEAHWA NDEE W QOCTYNE K

PECYpCam, TaXMM HaK NPWNOMEHMA. KOTODE NONbI0BATEND MOMET JEaNYCKaTh.
- CMHCEY YNDEENEHHA QOCTYNoM.
- CTporas ayTaHThuaUWA 1 ABTOpMIaUME.
- Cati VLAN gna caTesnn BHpTyanuaIanmne,
- ID5E, OCHOBAHHBIE Ha XOCTE.
- Watppopanse QaHHBIE.

BUpyCHLE BTEKM W BEEEHWE BPEOCHOCHOR MPOTREMME

- LLEJ'IDCTHUCTE - MenonezaoeaHwa NpOrparis NepenaqE HEIJEPH}HEHH!H JEQEHHDE, TarkMX KK TEDME-
HaMbHEE CERBREDE, HTabkRI CEECTH K MAHMEMYRY BEOO B HOPNOPETHAHYH Cpedly QaHHLL
H BOZMOEHEX BEPEOOROCHEX NEOrpanie.

CHHMEHWR QUCTYITHCITH CETH CERIA

- JocTynHocTe - MCnonsansaHye BMPTYANsHOR apMMTEXTYPE CCepBEp-XpaHANULLE OSHHLIXD ans
NOBLILSHAR A0CTYTHOCTH M BE30NECHOCTH XDEHALLMECH JaHHBIX.

- MpegorepalleHWE HIENEYEHHA HHPOPMEUWK NYTEM WONOMSI0BSHAR NPOrpass-
HEX WHCTRYMEHTANbHEY Cpegors, «Tobs npegoTepatie HONWPOBAHWME/BCTABKY WH-
thoprauny, BROKMPOBAHWE NONBITEW JAMNWCH HE ChEMHBIA HOCHTENE WK NEYETA.

- BOHWTOpWHN NPpOrpaMMHEX CPEOcTB AnA OBHapYMEHKA HADYWEHWRA NOMMTHER —
TAHMX, KHK HEPYLUSHAA NPEs AOCTYNE K NEANCHEHARM W DY AWM CETERIM PECYPCEM.
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11 CermMeHTayunA ceTH

11.1 McxogHbie gaHHbIe

ATOT CUBHADWE CNegyeT pacCMAaTPUMBATE OPraHMIALMAKM, KOTODLIE XOTAT DASAEMNUTE CROKD BHYTDE M-
HEDIO CETE HE HECKONMLED QOMEHOD, COTNACYIWMHECR ¢ OPraHMIayMoHHDR CTPYETYDOH.

CermeHTalqs CeTel ARMASTSA METOOOM, KOTOPBI MOWET ObiTe MCNONBIOBAH ONA YCHNEHWA MED o
CPe0cTs KOHTPONA W YNPABRNEHWA B OTHOWEHKKM CUCTEME! M QOCTYNA K NPWNoHEHHAM. CerMeHTauka cetd
wOMeT OolTh WCNOMNBIOBAHA ONA FPYNIUHROBAHMA ONPENENeHHBR BHAGRE OEATEMBEHOCTA, NDMNOKEHAR KW
CHCTEM TakMm 0GpaIom, 4To GOCTyn GYOeT BOSMOMEH TONEKD ONA TeX, KTO MMEET OOCTYN K CEreHTy CETH.
Tawus 00paIoM, MEDEI M CPENCTEA KOHTRONA W YNPARNEHMA CETEROMO AOCTYNA BONANHSKT ADYIWE MEDb
CPeOcTaa KOHTROMA M YNPABNeHHA GOCTYNA K KOHEYHLIE TOUEaM W ODECNadHaaioT QononHUTENEMER YRo-
BEHE 3AULIWTE B rNyBuHY . Hanpusep, CerMeHTayua ceTi MoseT ObiTe WCNoNLA0RaNa ANA

- OTAENEHAWA AOMMHUCTRATHEHEX BOIMOEHCOCTER 1M BOIMOMHOCTEA TeXHMYeckors oBCcny#ueanna oT
onepaUMit AoCTYRA NONLICBATENSA K NpUNoMe AN Blakeca)

= OTEEMEHAA KDHTHYECKA BAMHLIX NPUMTOHKEHNA 0T JRYIAK NRHNCHEHHRA,

- paznenaHHA 633 JadHs GonNeWUWHCTRA NONLIORATENER.

Ona cTpad ¢ MMOTOHALKOMANEHEIMA GDTAHMIALKAMK BONLWOS BRKWAHWE Ha TReDoBRadua WHEoDmMaL K-
OHHOH BEa0NacHOCTY OKAALIBAET CNEUManksHoe 3aKoHo0aTeNECTe0. PakTHYECKDE BRINOMHEHWE ODranuaaum-
8l 00AIAHHOCTER NO CErMEHTALMM CETH B COOTEETCTEMM C HALMOHANEHEMK DaHMUAMA MOoMeT GolTe -
PEKTARHLIM NOOX000M OMA OXBEATa TPeSoBaHWd WHOPMAUWOHHON BEacnacHocTd pasnvYHex CTPAaH.
Hanpumep, 3aK0HoSaTansCcTao TOH MNM MHOA CTRaMEL MO0¥eT NOTReDoBaTe CNeUWansH0oN AT KIHEH-
Ta/faHHBLIE KNAEHTA, W HE NOIBCAMT Nepenady TaKWy AaHHLE ApyTal cTpane. O8kidHo aTo TpeGyaT gonon-
HATEMNsHEX MED W COSOCTE KOMTRONA W YNEABNEHHA AHPOPMALMOHMHON Bel0nacHocTi, 4To0k rapadT|pe-
BaTk COOTEETCTBME TAKOMY 3AK0HCAATENECTRY.

B nyHETax MMME ONUCAHE YIPO3kl BEI0NACHOCTH M DEKOMEHOALMA N0 METOLAM NPOEKTHPOBAMAA G-
OMACHOCTK, 3 TAKKE NC MEDAM W CREACTEAM KOHTRONA M yNpaanesua DeacnacHocTy, K3k TONEKS ONA BHYT-
PEHHErD, TAK K ONA BHYTREHHETD W BHEWHETD WCNONsI0BAHKE, ANA YMEHLWEHKE DUCKOE DEIoNacHOCTH.

11.2 ¥rpoaki 6e30nacHOCTH

K yrpcaam Ge30NacHOCTH, CEAIAHHEM C CEMMEHTALMER CETH. NDH BRINONHEHWH B OPraqW3ausax cooT-
BETCTEYIOLME HALUMOHaNEHEIX TReDoBaHMi Dy T CTpaM OTHOCATCA:

- OTEETCTEEHHOCTE 33 HeCoBNINOeHKeE JaKoHOAaTeNsCTRE,

- WTEYUKA OaHHEE

- HADYLWEHWE KOWPWOSHUMANLHOCTA, HANPWUMED, HOMOa JaHHbE IAKAIYUKEKNHEHTaS OOCTYNHBL W3
CTPaH, M3 KOTODBIX OHH HE O0M#HE DeiTe OOCTYNME,

= HapyweHue TpeGoBaHMi KoHBMOSHUHMANEHOCTA KOHKDETHON CTRaHL,

= DPWCKW, CBAZaHHBI® © pEnyTauWed, enekyT 3a cobDol HeydoBNeTEODEHWME OMWOAMWA JaKadyu-
HAKNHEHTA 8 OTHOWEHAM KOHEWOEHUMANSHOCTA MNY HENPO3DAYHOCTH.
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11.3 MeTogkl NPOEKTHPOBEAHWA BEI0MACHOCTA M MEDkl H CPEOCTEA KOHTROMNA W yNpaBneHHA

MeToasl NEOSKTUDCRAHKA HHPOPMALKOHHOR BEIonacHOCTH W MEDEl M CPEOCTaA KOHTPONA W yNpapne-
HWA, OTHOCALWMECA K CETMEHTALMKE CETH NPH BLINCNHEHKK B GLrAHWIALMAX COOTBETCTEYIOWKE Tpebopaumi
KOHEPETHOH CTRAKE, NpMBEJEeHsl B TaDnuue 7.

Tabnwua 7—Mepw cpagcTea HOHTRONR W yNPEBNSHMA DEAONICHOCTH ANA CArMEHTALNM CaTH

MNpumernaemsie caoicres fBesonacsscTa gns
Peanuaysm e nposcTe B MaTaim
MOEHTAR AL AOOBSEH BN YT

CTERTCTEEHHOCTE 38 HewobnoasHre HORMATHEDR

- HenpoapaqxooTe MoNMTHEA 1 OCEEQOMAEHHOCTE NONEIDBETENE;

- KoHiuAsH UMEnNsHDETE - HOpME NPERE {HENPHEDCHOBEHHOCTE NHHHON HA3HK )

- DOTYETHRMBIE METON LIAEPOEEHIR;

- XPEHEHAE O3HHLIK, 33R0HE O Nepenaqe;

- 3AKOHE!, KACAHHUWESA NPEBOMEDHONTD NEPEXEATE MHEORM AL HN

¥1E4KE OaHHBIX

- ¥MpaensHWe SooCTynom - Wnhsael Ge3omacHoCT,
- ByTeHTMEaYEA - MporcH-NparparMs NPAKNAgHON YPOBHA,
- LanocTHacTe - WwthpoBaHWE OaHHLIE

12 CeTeBan nogaepxka paboTbl HA QOMY WNK B ManbIX Npeanpua THAX

12,1 Mexogrbie AaHHbIE

3TOT CUSHAPHA AOMMHE PACCMATRHEATE ODrAHKIALIWK, KOTODbLIM HE0BXOAMMO NPEOOCTABMTE ADCTYN K
BHYTOEHHWM DECYPCAM OMA CROMX COTPYOHMKOE, paboTamke Ha JOMY WNH B Mansx NpegnprAaTHAX.

Pafota va goMy WNK B Manss NoeanpuATHEX YacTo TpedyeT paclWMpeHna BHYTREHHER CETH OpraHu-
ALK 00 MECTOMAXOHWOEHWA N0MA MW MANGTS NPEONDHATHA. 3ATPAT HA DACWHDEHWE CETH OO MECTOMA-
HOMOEHHA OOME HNY MANore NEegnpUaTia ABNAKTCA BAXHLIM BONPOCOM, NOCKONLEY DEAN3aLMa, oTRawa-
OWAA COOTHOLLEHWE JATPATEBEIOOR, KAK NPABUNG, He OOMMHA TPeEoBaTE BLICOKME 3ATRAT. IT0 caKayaeT
OrpaqHdYeHiE CTOMKMOCTH MED W CPEOCTE KOMTRONA W YNDARNEHHA Ge30NacHOCTH, KOTODLIE WCNoNBIYOTCR
anA obecnedeHks Takord PACHPEHHA CeTH W OobkI4MO NPenATCTEYIOT WCNoNEI0BAHKI0 CYLWECTEYIOWMY
MEHCETEEEY MED W COEOCTE KOHTPONA M yNoaeneHqA 0e3onacHocTH, MCNONLIYeMeE ANG NogCooedqHeHus
HAWBONLLWEND KONWLSCTES CETMEHToR MHTpaMerT.

Ana Muorix cugHapyes paboTel Ha D08y MY B MANLIX NPEgNoMATHAY WHgpacTpyiTypa MoseT sty
HCNONBI0BAMA KAK ANA UeNel BrIMeca, Tak W ANA AWHHBIX LeNel — Y9T0 MOWET NPMBECTH K A0N0NHATENb-
HEIM BHOKEM MHPOpPMaLMoHHON Ge30NacHOCTI.

B nyseTax HAME ONUCAHLl YTPOo3sl BRIonacHoCTd W PEKOMEHIALMK NO palpabaTeiEacmsibd METOgak,
KACAMIUMMCHA DEIocnacHocTH, 3 TAKKEe MEPAM | CpeOcTeam KOHTpona ¢ ynpaonedws DeacnacuocTd ans
YMEHELLEHHA COMYTCTBYIOWMY DRCKOE, KaK TOMsKO ANA BHYTREHHErD, TAK H ONA BHYTPEHHETD W BHELHEro
HCTIONE30BAHAA.

12.2 ¥rpodkl Be30NacHOCTH

K yrposan GeIonackocTH, CBA3AHHLIM © CETERON NOAAEpHKOR paBoTel Ha JOMY WNM B Manbx Npeo-
NPWATUAK OTHOCATCA:

- HEABTOPWIOBAHMEIR QOCTYN:

- cnafiele HACTPOMKM KOHUIYPUPOBAHME B OTHOLWEHHK CETeBoro ofopyaoBaHMA J0CTYNA, HanpUMep,
CETEBLIX MapWpYTHIaTopos SOHOY,

" MapwpyTtwzatop SOHD (Small Ofica/Home Office) — MapupyTHIETOR, NPHMEHREMEIR B othuos Manom nped-
NEHATHAR WA OnA pabors: Ha ooy
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- HCNONB3OBEAHWE PAINENEHHOTD TYHHENWPOBAHKS,

- OTCYTCTEAE MNH chabble GranHecke Mepsl ¥ CPEaCTEA KOHTPONS M yNpagnesna GeaonacHocTy,

- NPOSONHUTENEHOE OTOGRAMEHWE HE JEDAHE MOHKHTOPA OKHA B OTHOWEHAH NOORMICYEHWA K CETH ©
BOAMOMHOCTAMEA, ODYCNOBNEHHERK ATPUGYTOM «BCEMOA BEMKDYEHDN,

= MCNONBICEAHHE YYETHBIX JANACEA TOCTA W HACTDOEK MO YMONHaH KO,

- BMDYCHEE aTakd W BEEEOSHWE BReQOHOCHEX MPOrpams;

- SOPYAOBAHKE, BEMOHAA KOMNBKTERR, MENONLIYEMBIE B DOMALWHENR CETA MWNK B CeTH MansLIx Npeg-
NEHMATHA # paboTawwWe ¢ HEJOCTATOYHEIMKY MEDAMA W COEQCTEAMM KOHTRONA W yNpaeneHda GeacnacHo-
CTH, HANPHMER, OTCYTCTEBYET KNK cnafas 3aW Ta oT BpeQoHOCHEX NPOrgams U T. 1.,

= NpoBnemsl, COZ0aHHBE CMEWMBAHMEN YaCTHLIX ¥ DHAHEC-CRED, HANPHKMED, WHOKBHMAYANBHOMD WMo-
MONEIOBAHWA MPOTOKCNOR C NDHCYLLFMMA MM BRICOKWMH PUCKAMKA, TAKKE KEK COHODAHMGRLIE NDOTOKONEl COB-
MECTHOMND KCNONLIDEAHKWA dainos,

- HCNPABNEHWA HEJOCTATOMHOCTH,

= NOCAE JapaseHtA QOCTYNHOCTL CETH MOMET CEpBLEIHC NOCTRagaTe B peayfeTaTe pacnpocTRaHeHHA
BADYCOR, BEOYLLETD K NERErpyIke caTu;

= HECAHKUWOHWDOBSHHOE Da3rMalle e Ko MOe HUMaNEHONR HHgOpMaL;

- OTCYTCTEME WAGPOBAHKA OaHHBX, SDEHALMKCA B CHCTEMAX M NEPEOAIDWMECA YEDEs COTH QOMaLL-
HETD KWW Manore Duadeca,

= ANoYNoTpetneHHe BOIMOKHOCTAMA Q0CTYNa, Taksd kak DecnpoeogHol goctyn 8 MeTepreT wepea
OCMALWLHHE CETKH WK CETI Manuix NoeanpHATHA,

- HEOOCTATOYHOE CEVHEHWE KOHEYHbIX NONLICEATENEN NEQet0BLIM NPaKTHAEAM OCEEISMIEHHOCTIA K
BeI0nacHoCTH,

- HEOCCTOREDHOCTE NPEANONCHEHRI KACATENBEHD 3aWWTel MHTpaseTa, Tak Kax CeTEeBBIE WDk, Wo-
MNONEIYEMEE NpH pAGOTE HA QOKMY WK B MaNbX NEEQNpEATHRY, He GDeCNeYHBaINT TAKOR Me YROBEHE 3aLK-
Thsl, KAK WNH03E, ACNONEIYVOWHECA ANA COEaMHERMA DHNKAN0E OpraHnIaLKMm.
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12.3 MeTogkl NPOEKTHPOBAHWA B2I0ONACHOCTA W MEpkl M CPEOCTEA KOHTPONA W YNPaABNEHWA

MeToasl NEOSKTUDCRAHKA HHBOPMAUKOHHOR BEI0RACHOCTH W MEDEI M CPEOCTRA KOHTPONA W yNpaene-
HWA, OTHOCALWECA K CETEEDN NOOOEDMKE NP paboTe Ha QoMY MMM B Mankx NPpegnpuATHAX, NpHBEgEHL &
Tabnuue 8.

Tabnrua &—Mepel W CPEICTEA KOHTROMA M YTIP2ANEHWA GRA0NACHOSTH NEW BCNDNEIDEIHWH CETA ONA CUSHARHEE
paboTs Ha OOMY MM B MANLK NEESnpHATHRY

Tpre B EREM B CROACTER
B sonacHBe T LNA MaaHTI- PrAnMIpedbE NPOEKTE A METSAR
FHEMPOBARHE S YIAa]

HecaH UHMOHMPOEEHHER J0CTYN

- ¥MpEEneHre JoCTynom - OTRAK-EHME CATEELIX MHTEPERCOE W YENYT, KOTOPLIE HE HCNONEIYHTOR.
- ByTeHTwhuEaUMA - ¥CTaHOBNEHWE MEMOETESOND 3KPaHS XOCTE — NPONYycE WNM OTENIKYOHAS BOEE BXD-
- BazOnNacHOCTE CBRIN OALMX M3BHE COBOMHEHWEA,

- MpoaETHPOBEHWE W METOOL! 3AWLMTE Pa3SENEHDM TYHHEMMPOBEHHR,

- B crcTaman He 0oiHHEl MCNONe30EATE0A Mapany, CocTaswre wa npodenoe, Hyned,
MM MAPOTA MO YRONHEHID,

- CTpOrde maponK gondHel DeiTe ODA3ATENLHEMA ONA BCEX MONL3oEBATENSR. AHOD-
HHMHER TOCTES0R QOCTYN HE QOnseH DeiTe PAZPELEH.

- TEEHHYSCHME NPOBSPEN COOTESTCTEMA AnA O0ScneYyednA YESpEHHOCTH B HAaane-
HALER KOHEAMYDELHAE 1 HBCTRORKEX BCErD YyBCTEMTENEHOrD obopygoearns Gezonac-
HOETH, HANDHMED, MADLUPYTHISTORSE MW TOMEX AOcTyna ¥ GecnpoecaHon CeTH.

- BasonacHwe TexHonardy VPN B BOMPROHEHTAR CETEE0M ADOTYNA, TAKAS KEE Map-
Py THIATORE CATEBOND JOCTYNA.

BUpyCHEM BTAKM M BEEQEHWE BREOOHOCHON MPoTREmMies

- HanoctHooTe - Maaneperxa TEEYLWHE BEAPCHA NPOrparMMHEE CREOCTA K ypOEHER 0BHoOENEHKR.
- DocTynHocTE - DfecneyeHie YEEQEHHOCTH B TOM, 4T0 AHTHBMDYCHLE ODHOBMNEHWA YoTaH3ENWEE-
HITCA SBETOMATHHECHM, MK NONBIVSATENA NPEAYNPEROEHEl O TOM, 470 O0HOENEHAR So-
CTYTHEL.
- MenoneaoeaHwe HOCTOEDA CICTEME DEHEEYHEHNA BTOHEHAE

(HIDS — Host-basad Intrusion Dateclion System), no kpadHed mepe, onA obHapHeEHHR
LENGOCTHOCTH DE3k 4EHHE NPONPEMMHDN CPEgoTEs [S0mH NRMMEHNMO).

- CHaHWpoBRaHWE daknoe W BCEX XPEHAMBIX GEHHLE HE HANWYYE BUDYCOE W TRPORHOB,
2 TEMCHE OpYTHX BEMO0E BREOOHOCHER NPOTDEMM.

- PE3EpBHOE KONMDOBEHWE OAHHBIX KOHDWrYDEUNW 1 GERnoB 4NA pearipoBaHUA Ha
MHLMOSHTE W BOCCTARDENSHWR.

HecaHHyHOHMPOBEHHOE DACKPE TR KORGHOSHYRANEHON MHDOPMALKA

- KoHiaaH MansHooTe - Do QoMNEHHEETE M OBy SHEHHE NONEIOBATENESH NYHWKMM NRAETAEEM NO DE30NECHD-
- HenpoapaqHooTe CTH.
- Wnhpoedrie XpEHMMBslE 4 NEpeaa8aamMelx OEHHEX.

13 MoBuneHas cBA3L

13.1 McxoaHbIe AaHHLIE

3TOT CUSHAPDWMA OOMMHEl DACCMATPHBEATE ODTAHMIALMK, DAIDPELRKIWKE COTPYOHMEIM WCNONLICBAHWE
MOGUNBEHBEIX YCTRORCTE.

3TOT cUSHAPWRA COCpedOTONEH Ha Ge30NACHBIX ABNOBEE OTHOWEHHAX NDEaNDUATHR, HCNONEIYVIBLLAK K
PEIBEDTL BIOWHE MOBMNEHIE YOTPORCTEA K NPUNSEEHKE. XOTA OCHOBHEIM fakTopom 4nA GLcTooro paa-
BHTHA HOBGLIX BOSMOMHOCTENR MOBKNbHBK YETPORCTE, TAKKY KAK CMAPTMOHSE! MM NEpCoHanEHBE KHopMa-
uroHHERe yeTpodcTea (PDA = personal data assistants), SEMAETCA NOTREDHTENECKHMH DRIHOK, OHK TaKKE HC-
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Nene3ysoTeA B cpege Buadeca. YacTo Takke YCTRORCTES ABNAKNTEA NAYHOR CODCTREEHHOCTRIO, H WCMHONbIY-
HITCA, Kak ana yeneld Guadeca, Tak W B NudHex uenax. Muorga yoTpolcTea MoryT OeiTe NpegocTaBneHb
HOMOAHAER W NPUMEHEHE NS NHYHOMD HENONBEIOBAHAA. TAKKM 0GDA30M, ORHEHTHECBAHHBIM Ha Npodeccu-
CHANBHYIO OEATENEHOCTE YCTPORCTEAM HEODX0OHMO MMETE EYHELWM, BREOEHHBIE ONA NoTReDUTENECKOrS
DhlHER, NOCKONEKY NPOAABUSLl XOTAT NONYHWTE HACTOMNBKD BbITOOHBIA DHIHEC, HACKONLKD OH BOIMOMEH B
YONOBUAK KOHEYDEHURM.

YeTpoRCTEA MOSHNBEHON CRAZM NOABONSIOT YOANSHHEM NONLACBATENAM KCODAKHMPOBATE NERCOHA k-
Hble Gaskl QavHbix, a Takwe obecneYnsaTe QOCTYN K YCIYram CETW, TakWk KaKk GecnpoBodHas JNekTpoHHan
nodTa, npocMoTp seb-cTpadKuy, a Takwe nocTyn K MuTepHeTy. Korga YencoBel MononeayeT OOHM KU Te e
YCTRORCTES ONA YAcTHeX M ONA ASNCRLIX WENER, BOIHHKAET TeHOSHUHA obXaga NONUTIAK MM HIHODWpOES-
HHE HX WCNONEI0OBAHKA, TAKKM OSpasas, Ha NPEONPUATAE NOMEHOCATEA SHAYMTENEHEIE PUCKH HHDODsMaLK-
OHHOH BeIonacHoCTH.

B nyHKETAX HH#E ONHCHBAITCR YIPodkl BEIONACHOCTE M AAIBTCH DEKOMEHOALMIA NO METOOAM NDoEKTH-
poBankA GEI0NACHOCTH, a TAKHE NPHUEOOATCA MEpbl M CPEOCTEA KOHTPOMA W YNPABNEHWA, k3K ToNLXo 4nA
BHYTRPEHHEMD, TaK W ONA BHYTDEHHEND ¥ BHEWHETS WCNONBEI0BAHMA, OANS YMEHLLLEHHE COOTBETCTRYHHLLMK
HCKOR.

13.2 ¥rpoaki 6e30NacHOCTH

YrpooasmK Gea0NacHoCTH, CBATAHHEIMK C MOSHNbHBIBKW YETDORCTEAMH CEAIM ABNAKTCA:

- HEGEHEUWCHMPOBAHHLN O0CTyN & MHQOPMAUKA, XPadAWencA Ha MobHNEHBX YCTRORCTEAR, BCcned-
CTRHE:

= cnabor yNpaaneHdA QoCTyNomM Wk HEQOCTATOMHOM Z3WHATEl KoHEHIEHLHaMEH0NR HHGODMaLIKA,

- HEJOETATOHHOR MHEDODMADOBAHHOCTIA W HEAOEKBATHLL Naponen,

= CNabol KEOHQHIYDaUKH,

= XKAKBPCKME aTak ¢ HCNONEI0BAHWEM MOLWEHHHYECEHMK yCTPORCTS,

= OTCYTCTBWA OCBEA0MNEHHOCTH KOHEYHEX NONE30BATENREH O TpeGoRaHHAx obecnedaHH A nHdgopma-
UMOHHOA DE3onacHoCTH, HANPUAMED, MEK CUMELLMBAHKK YAcTHON wedopMauyy 1 MudiopMagy Sraneca,

= HECAHELUMOHMDOBARHOE Da3rNaleHie MECTORONOMEHHA KOHEUIBHUHANEHEX JaHHBIX W HHdgopMa-
LK, BCNEOCTEHE!

= YCNYr, CEAIAHHEL C ONPEdeneHHer MeCcTONONOMEHWA, KOTODBIE MOMYT DACKDLIBATE HECAHKLMOHA DO
BAHHLIM TEETEHM MHUamM BHEODMELMID 0 NONOKEHHK NoNLI0BATENA, YTO JATParMEasT HENDHESCHOBEHHOCTh
YACTHON HHIHK,

= NOOCAYLWHMBaHKA,

- BOBMEYEHWA HEAOEKBATHD SALMILEHHEIX TRETEHY NHU B NPOLECs NEPesaqi HHopraLHi,

- HCMNONBIOEAHHA OTEREITOMD TEKCTA MMM HEQOCTATOMHO FALMILEHHEE NOOTOKONGE NEDE LaYM,

= HENPABUMEHBIX NPOUEOYD YTHNHIALKK,

- HECAHKUWOHHPOBAHHAA MoOWdUEAUHA Y IANEHAE XpaHAMon MHDopMaLKyY (BKNICYAR NporpammMHoe
CPEOCcTEC), BONEOCTRHE

- BEOOA BpeSOHOCHLIX NMROrpasm NyTeM YCTAHOANeHWA NPOrgamMsMHOrs CpeacTea, NoNy-eEHHoro oT He-
ARTOLUA0BAHHOM MCTOMHIKA,

- MCNONBICEAHHA YRAIBHMOCTER B Da30B0N ONEPaAUMOHHDN CUCTEME,

= Chant, NPUE0LALLWA K.

= NOBRIUEHHOR NNaTe 3a obonywraaHue,

- BOAMOMHOCTH HULKHr-aTaK,

- ATakam x0TEA3 B OGCNyKHBIHWH»,

- KpEME WK CRyYaisan NnoTepa, NpHBECoALAaR K

- MOTEQE YYBECTEMTENEHEX JaHHLIX BCAKMIA pald, KOM4a JaHHME, XpaHAlWMEch Ha YoTPORCTBE, HE oTob-
PAMAKTSA, WK PEIEPBHOE KONHPOBAHWE BRNONHASTCA B OOYTOM MECTe,

= npobnemar KoHDUOEHUHANEHOCTH, KOr0a KOHQUMOEHUMaNEHBIE JAHHEE, XDEHAWWECE Ha YoTDOR-
CTEE, HE 3AMILEHEl GONHHBI 00Das0mM,

= CECHKOHTRONLHOMY PEIERBHOMY KONWDOBI MUK SaHHLIX.

13.3 MeTofkl NPpOSKTHPOBAHMA DEIONACHOCTH H MEPEl W CPEOCTEA KOHWTRONA W yNpaBneH s

MeToOsl NPOSKTAROBAMKMA MHEODMALKMOHHOR GE30MACHOCTA W MERR! M COBACTER KOHTDONA W yNpasne-
HHA, OTHOCALWMECH K YCTRORCTEAM NEDCoHanesHoH MOSHNEHOE CBAIM, NPpHBEOSHE B Tabnkue 9.
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Tabnwua %— Mopw ¢ cpaacTea KOHTRONA W yNPEBNSHWA DEADNICHOCTH ANA CUSHAPMA MoDunLHOR CBRIN

MpuMernasmee cooncroa Ges
DRACHDETA GRS MaenTwdgemyn Prannsyemeue npoesrs o MEeTOOR
OOBARHBIR Y13

HecaHHHMOHMPOBEHHER J0CTYN K MHEOPMALHH, XpaHAWLERCH HE MODWUNLHBE YoTRORCTEAN

- YMpEENeHrs qooTy oM - CCESnOMNEHHOCTE NONEIOBETEMA O (AZMHECKOM KOHTDONE.
- ByTeHTrRGIHEELMA - MabaraHws CTAHOEPTHE KOHGAMyDaUmA.
- HeoThaayamooTe - CTpOras ayTaHTihuEaUAA.

- BENHHBHAS ONUMR DETHCTRELMH.

- BnoKMpoBXa THAMBDE HESKTHEHOCTIA.

- MemoaTEERE 3HPEHE.

- POpMUDOBAHKE NONUTIEEY GEA0N3CHOCTA B OTHOWEHAM NEPoNER W HCNDNsIoEa-
HAR B GUIHECE [OFPaHWHEHME WCNONB3OBAHWA B NAHHLX LENAY YOTROACTE. NpwHan-
MEEALME NPEQNPARTIR ).

HEIEHHHLIHI:IHHFIDEHHHCIE paarnalleHpe HDH".tIH.'.'II':'IHLIH-H.I'IhHhII OAHHEE K l'IH'l'.tl'EI[.'IMELIHH. HECAKILEACH PEIMEWBEHEA

- KoHiuagaHUMBEnNsHOETE - Wethpopanie xpaHuMbL W Nepaigsasis {BecnpoEoOHEIM CNOCoDoM ) DAHHE!X.
- ByrenTidHEa WA - 3awuTa napone,

- BEEOINACHOCTE CBRIN - MaberaTts yonyT TpETLEN CTOROHEI, KOTOpmE TRabyiT ceoBaqraro nocTyna € Tek-
- Henpoapaqroote CTy NEPEJSBAEMEX NSHHBIX WMH, 8 8CNW 3T0 HEBLINDNHWMO, To Tpebopats obecness-

HWA YEEPEHHOCTH B TOM, 470 ROHGHMOSHUMANEHOCTE DOpabaTHBaSMbl JAHHLIX TAKEA.
K&k TpebyeToa,

- DEaCnaqEHME YEEDEHHOCTH B BE30NACHLIE NROUSOYDEY CHHADOHUIALHNN.

- ONA YOAanNEHHOrD QDCTYNE WoNoNEI0BEaTE COBAMHEHNA Yapas DeannacHysn WVPM.

- Hagnesawmne npousgypbl YyTHNAZEUME HOCUTENEA ONA YIaNSHAA YyYBCTEMTENE-
HiIX O3HHBIX.

- Cornacka None0BATENA HE ONPESENSHAE SN0 MECTONONCHEHHR.

HecaHHUMOHHPOBEHHAR MOOMEMEILARYORNEHWE MDEHUMOE MHDODMELEA (BENIDYAR NPOrPaMMHDS CPegoTen)

- KoM asHUMBNEHBETE - DTHNEIHEHWE HEMCNONEIY e bl BECNPOBOOHER HHTERMEACOE, YENYT 1 NPWNHsE-
- DoceTynHocTE HWR.
- LlanoeTHoo T - CRoeBpamMeHHOS NPOBSREHHE HCNPEENEHA CNepaUMoHHOR CACTEMEL
- Hagnesawme npousaypsl yTHINIEWAA ON8 YOaneHin KOHhHOSHUKANEHBIX 0EH-
HiX.

- DBBRCABYSHNE VEEDEHHOOTH B TOM, 4YTO SHTHBMDYCHEE DOHOBNEHMA yoTEHABMW-
BAKITCA SETOMETHAHECKK, MW NONEI0BETENH NPSQyNPEELEHEl O TOM, 410 OBHoEMEHHE
OOCTYNHL

- arpyaxa NporpaMMEID CPEOcTEE, NOMyHEHHDID TONERD 0T NPEONPUATAR, HME-
HILLME MPEED HA PACNPOCTREHEHHE NPOTREMMHIND cpegoTea (8o wzbewanne yocranoe-
KW HEMHALBHINOHHOND NPOIPEMMHITTD CREOCTER].

- Unihposksie nognsck ONs NPOESPEH WCTOMHWES 38rpysEsMorn mporpEMmMEDm
CpencTed.

Crnam

- ¥MpaEneHka JocTynom - PUNLTRALHA MHPOpMEL KA.
- MNoBswWSHE OCBSOOMASHHOCTH NONL308aTansd.

Hpssa Wi cnyHaiHan noTeps

- KoHiasHUMEn sHoG T - ¥ QANEHHOE YTIDEENEHWE SETWBAMM (YCTPORCTES OTHNEHEHWABNOKMPOBEH ).
- ByTeHTdHEaL WA - Nepuoaryeckoe GRI0NECHOE PEIEPEHOE KOMHDOSAHHE,

- UaHsTpanuwinEaHHbIf MEHSIHMEHT B OTHOWEHHK OTCHEMWBAHKA SKTWBEDE W Co-
GnrmEHHA NONATHEA.
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14 CeTeBan noanep#ka MobMNbHLIX NONL30OBATENEN

14.1 McxogHbie gaHHbIe

ATOT CUEHAPWA OOMEHL PACCMATEMEATE CRraHWIALMM, PAIPSLAINWWE COTPYAHMEIM NEpeMELaTeoa
ONA NSNYHEHHE J0CTYNE K PEcypoam OpraHnaau k.

PolwaHiA ¥ NPpeanoxedia B 270k ofnacTd YacTo cocpeaoToueHE Ha OyHELWOHANBHOCTIA W OpUEaHT -
POBAHE B MEQEYE OYEpEdE HA NOTPEOUTENECKRA PRIHOK. C TOUKKM IpeHHA nHgopmagnorsol DeIcnacHocTy
npennarasMeEe YyooeHa fhyHELMOHANBHOCTA NPUBHOCAT HOBLIG DUCKK, HANDKMMED, BRWAA Ha MHDODMELMOH-
Hylo DEIonacHocTe WKW ONPOBepras NpegnonoEeHds OTHOCHTENEHD Hee. Hanpumep, npegnonomedde o
NoOOAEEHKE XODOWS EOHTRONMEYEMOTD W [BHEWHE) 38WMILAEMOrD MHTpaHETa MOXET BblTe NOOBERTHYTO
COMHEHRMEY N0 CYLECTEY. SCNM J0CTYN K MHTpaHeTy ang mMobDWMNeHoro nonNe3ceatend He obecnedyqeaeTcA
COOTEATCTEYHILMMIA MEPaMIA M COBOCTEAMKY KOHTPOMA 1 YNDABNEHKA.

B nyHKTax HMEE ONUCHBAKTCE YIPoakl DeIonacHocTH M JANTCA DEKCMEHTALNMK No METOOAM NDOEKTA-
poBaHWA BEIONACHOCTIA, 8 TAKHE NDMBOOATCA MEphl M CPROCTES KOHTPOMA KW YNPABRNEHAA ANA YMEHBLIEHHA
COOTEATCTEVIOWNY DHCKOR, KaK TONRKD ONA BHYTPEHHETO. TAK W ONA BHYTREHHETD M BHEWHEND WCNoNEI0Ea-
HHA.

14.2 ¥rpoakw GeaonacHoCTK

Yrpoaamy Ge30NacHOCTH, CEAIAHHBIMK C CETEB0N NOQOSPHECH MoDUNLHBIX NONLEICEATENER, ABNAKT-
(=

= HECAHKUMOHWEBOBAHHEINR QOCTYT:

- HENPABUNBHOE WCHOMLIOBAMWE TEXHWYECKDA NoaaepHk MOBUNbHbIX NONBICBATEMSNE CETA ONA No-
NYUEHHA HECAHKLMOHHPOBAHHOTD A0CTYNE K MHTpaHeTy opraqdIanmMu,

- KOMMPOMETALMA LWNo30E BEI0NaACHDCTH, MCNONLIYEMBX Ha rpaHnde ceTi MHTRaHeT;

= HECAHKUWOHHPOBAHHEIN O0CTYN K DaHHEIM, XPAHALMMCR Ha YCTPORCTEEX MOBHNEHOTD NONsI0BRATE-
na;

= CHAMEHWE QOCTYNHOCTH CETH CBAIM.

- NpoGnedsl AGCTYNHOCTIA, BOIMMKRIOWWE, KOFOE NONbACBATENLCHWE OHMOAHWA OTHOCWTENLHD CETE-
BOA NOOSEEHMER HE MOMYT GETE BENONHEHE, HANPAMER, KOM0a 370 IBEWCKHT OT GQOCTYNHOCTH NPOS3dgepos

yvormyr MutepraT.
22
FOCT r0CTPUCOMIK 27033-3-2014 CrpaHuua: 26/40

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-27033-3-2014
http://GostExpert.ru
http://GostExpert.ru

FrOCT PMCOMMAK 27033-3—2014

14.3 MeTogkl NPOeKTHPOBAHWA BEI0ONACHOCTA W MEpPkl M CPEOCTEA KOHTPONA W YyNPaBENEHWA

MeToasl NPOEKTUDCRAHKA HHBOPMALKOMHOR BEI0nACHOCTH KW MEDEI W CPEOCTaA KOHTPONA W yNpaene-
HWA, OTHOCALKECA K CETEEOH NOAeDHEE MODHMEHEYR NONE3I0BATENSH, NPpUEEISHE B Tabnuue 10.

Tabnwuya 10— Mepe 1 CPEOCTER KOHTROMA W YTIPEENEHMA CETEEOA NOOOSEEEE MODKNLHEX NONE308ATENER

Mpame e we coodcTes Gea-
ArACHASTI QNA MGEHTARIALK - FEanmayes s NOoSKTE B MaTanw

PUAAMHEE FTpos

HecaH MOHHPOEEHHEM J0CTYN

- ¥MpaeneHre SoCTYIoM - ¥ODBEPLWEHETED0EAHHEE METOOL Sy TEHTHRMEAUNK [3yTedTidHEEUMA Ha OCHOBE
- ByTeHTrdMEELWA ceprddwkaToe, asyopasTopHod  SyTedThHEALEA MM BYTEHTAQWESALAK  BblZ0B-
- BE3ONACHOCTE CBRIW OTEET).

- KoniuaeHUManNsHDETE - CneyranuadpoBaHHEIE YONYIM SNA MODKNSHEX NONBI0SATENER, OCHOBEHHEE Ha

npororonax TLSSELYE aawmisHHex sed-nHTepdencoe.

- Mononeaoeaxue MeTogoe DE30N3CHEX BHDTYANBHBIE HECTHBIK CETEA B COMETAHNN
C COOTEETSTEYVHILLMMKY LUMKD3aMH Ga30nacHocTi HE KNWEHTOKHY CUCTEMAY (HENPHMB.
NEPCOHANEHEE DPEHaME Y EpE )

- PRAMMIALMK YpoBHeR 253, nanpumep. IPSec;

- YPOBHR nprnomeHed VPN, ranpumsap, OcHOBAHHOMD HA TLS.

- lahpoBanme XpaHUmMLE AaHHBIE NONL30BATENR.

CHHREHWA SOCTYMHOCTIE C8TH CERIA

- DocrynHocTe - Mpwenesexne ofwerIsacTHEX NPOBAROSPOE YONYT W MCTIONEI0EEHWE COMMEwe-
HvR 0f yposHe yonyT gnA HAOEEHOCTIA M NDOHIB0ONTENEHDCTI.

15 ¥Yenyru ayTcopcuHra

15.1 McxoaHbie gaHHLIe

STOT CUSHAPWA DONHMHEl DACCMATPYBATE ODTaHMIALKMK, MCNONLIVEILME YCNYTH ayTCOpCHHNa,

CrpraHm3auny MCnonbLayiaT Yoy ayToOpouHra, NOCKONLEY OHM DACCMATPHBAKTCA B KAYSCTRE MKaHe-
CNOCOBHOR CTRaTErK BUaHeta, HO 3TO BHOCHT OpraHuzauMoHHBE M ONEpaTHaHLIE CNoMHoCTH, ocobedn
AnA obecneYeHAA KaYecTaa ¥ DeaonacHoCTH Yonyr ayToopoHHra,

Takoe pacwHpedve cep JERCTEWA NPEANDUATHA HACHEOYET JONOMHATENBHES PHCKW B CBR3K © 3a-
BHCHMOCTEID OT NOCTABLYKES YCNyT. HanpUMep, NOCTABWMEAM KK NPOAABLAKM YONyT MOXMET noTpebopaTecs
NPSMoIA JCCTYN K 3KTHBAM BHYTEW OPraHd3aumik ANs Noogepmen | (Mni) ioxoda M3 yNpaeneHHa HHUWOEeH-
TamMMH, TEM CAMBIM MOOBELIAA KPUTHHECKHE aKTHELI pHUCKaK Ge30nacHocTh. Hapagy ¢ Tem, YTO ANA MHOMMX
BCNOMOrATENbHEK YNy TREEYIOTES NOCTOAHHBIE NPaBa GOCTYNE K NoASeDKHBAEMOA MHEPACTPYKTYDE, AN
OpYTHx, BOIMOEKHD, HEGEXOOWM NAWE BReMeHHBIR A0CTyN. HacTo yonyrd NOOGepHKEn HYKOaTCA B BRICOR0=
NPHBMNEMAPOBAHHER NEEEAX GOCTYNA GNA BRINONHEHWA CROME 33034,

HEaaproHao OT THNA CLUEHADHA ayTCOPCHHTA DAcCMOTRe e DEIonacHoCTH M HAgIopa AenmoTeA oba-
JaTelkHLIMA ANA BCBX TAKMX JOrCBOPHEK OTHOWEHWA. Dwee NpegcTasnedus o COOTRETCTRYIOWME YIpa-
3ax W npoBnemax NpHEEOeHS B HACTOAWEM aokymenTe. Bonee nogpobHue chegedHdA 0D oGecnedeHiin
DEAONACHICTA YCONYT Ay TCORCUHTa MoMHO HakTr a MCOMISEK 27036,

B nyHETAY HMHE ONUCLIBAKTCEA YIposkl CEAONACHOICTA W QAKTOA PEKOMEHAALMA MO METOOaM NPOSKTH-
pOBAHAA GEI0NACHOCTH, 4 TAKKE NPMBOOATCA MEPE! K CPEOCTRA KOHTRONA W YNEEBASHKWE ONA YMEHBWLEHNA
COOTEETCTRYIOWWX PUCKOB, KAK TONBLKD ONS BHYTDEHHErD, TAK M ANA BHYTLEHHEND W BHELWHETD WCNoNsI08a-
HIA.
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15.2 ¥rpoikl 6e30NacHOCTH

Yrpoaasy Ge30NacHOCTH, CEAIAHHIMKA G YCnyraMK ayTeopeHHra, AEnanTea;

= HECAHELUMOHWDOBAMHEIR O0CTYN K QPYIMM BHYTDEHHMM CHCTEMAM [ROrga NOCTABLWWE NONYyYaeT Oo-
CTYN K BHYTREHHMM CACTEMaM N8 yIANSHHOR NOO0epwkK M TEXHHYECKoro 0GCnyWrEAHKA):

= AN0YNOTPECNEHHE YOANeHHEIMM NODTaMK oDCNyEMBaHHa,

- AnoynoTpeSneHwe NPEsaMKd agMuHMCTpaTopa;

- HECAHKLUMOHH POBAHHOE PACKDLITHE NOCTABLMEDM YCMYT KOHUOSHLUMANEHEK DaHHbIX

- NpEHEOpEEEHKE MPABAMA HHTENNEKTYANBHON CoBCTREHHOCTH,

= OTCYTCTEHE PAILENeHNA MHOMOKDMMIOHEHTHEX CDEO KNHeHTOB,

- OTCYTCTEBHE NYyHWHE NPAKTHE No abecnevye ik MHEDODMALMOHHMGHR BE30NacHocTH (HANDEMED, LWIKPoKD
PACMNPOCTRAHEHD CORMECTHOE MCNONLI0BAHKE NaDane ),

- HENPABWNEHOE OGPALLEHAE © HOCHTENAMK WHgOpRMALHA,

- MCNONEICEAHKE HEBEICNACHLIX METOQOE NEPEeRaqH MHgopManMa;

- BHEOPEHKE BRPEOOHOCHEE NEorpass (8 cpely paspaboTkd NpOrEpaMMHOns coegoTeal)

= HEZOCTATONHAA Ge30MNACHOCTE NPK paipaboTke NPOrpaMMHECro CReacTEa W NDOUEOYD BLINYCKa Npo-
rPaMMHEOND CpeaeTea,

- HebeaonacHanA nepenada arnoe U GaHHBx,

= HeheaoNacHble NPAKTHEK COBMECTHOND MCNONBLICBAHKA PEXUME OHNARAH,

= OTBETCTEEHHOCTE 3a HecoDNndeHne 3akoHoaaTeNsLCTEA.

- OTCYTETBME NOHWMAHHA HOPM M 38K0H0E KOHEDETHON CTRAHE 08 OTBETCTBEHHOCTH, BCNH NOCTARWME
YOI HAXOOWTCR B ODYIOA CTRaHE,

- HegoeTaTaqHble NPaBoBeIe TPEBoBAHKA K KOHEHISHUMANBHOCTI M 33LMTE JaHHBIX, NPHMEHACKMEIE B
CTRaHE, MEe HAXOOWTCA NOCTABWMWE, 3T0 MOMET OKA3AaTE CYLWECTEEHHOE HEONaronpHATHOE BOAQEACTEWE HA
HOHMOEHUMANEHOCTE JAHHEX W 33WHTY Tpebonanui, npegsaenaemsix K NoKyNaTenss.
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15.3 MeTogkl NPOSKTHPOBAHWA BE2I0MNACHOCTA W MEpkEI M CPEOCTEA KOHTPONA W YyNPaBENeHWA

MeToasl NpoEKTUDORS

HWA MHDOPAMALKOHHDNA BEI0NaACHOCTH W MEpL M CPEOCTEA KOMTRONA W yNpasna-

HWA, OTHOCALKECA ¥ yCNyraK ayTCopcHHra, NpuBedeHe B Tabnuue 11.

Tabnwua 11— Mepe g

PEOCTEA KOHTPOMA H yNPpaeng=HmuA EaaonacHocTy OnA YCNYT ayToORoHHNa

Mpame e e coodcTes Gea
OFTACHASTI QNA MEEHTARIALM-
PUBAHHEE FTPDS

PEEI‘IHH}'EHhIE MPOBKTE W METAOL (DEANMIALARD WOEST B3ATL Ba cefa SYTCOPLAHIOEER DPradn-.
JALHA HEH BHEWHEE NPEQAEAATHE B I385ACAMACTH
OT YTREPEERRITD 3a08HHA )

HecaH MOHHPOEEHHER 5

OCTYN K BEHYTPEHHAM CHUCTEMEM

- ¥YMpaEBENEHre QooTY oM
- By TeHTrdMEELWA
- HeoTraayamocTe

- CTpOroe HaIHaHYEHNE NEJLOHANLHEX MOEHTVIMEETOROE NONLIOEaTENs.
- Crporasn aytedTidreauun [Hanpuwmep, aeyshakTopHan sy TeHTHEWMEILKMA] oA
PEMCTREuMY BXOOE CyNepnane308aTenn/ag MaHHCTRATOpE.

- BBCTHEM BOHCONEHBIR NOAT MW PE00YSAE NOPT, 3EWMILEHHSA MSEHTMGMESTOROM
W MAQRCNEM NONEINEATENA (B CNydHae, BCnH NOCTABWWROM YOMYT 3ANPellsEH yaansaHHRIR

aacTyn).
- BorobbEMNiIWER PEMICTPEUMA OSACTEMA, CBRISHHBIN C OOCTYTIOM, W SHANW3

HYPHANDE PETACTRAUMM,

HEEHHHLII.'FI:IHH[JDEHHHDE PHCEPEI TR HDHI:tIH,EIEHLII.'!EﬂhHhII AaHHBIX

- KoHaeHUMENSHDGTE

- ITy4LlWHa NREETHHA, KECAHMHECA 23aMTE DaHHEIE KNBEHTE WHHDosaHWEM.

- DCESQOMNEHHOCTE B oDyHerre De30nacHooTH.

- CpROcTea ¥ NPoUSOyPEl MOHHTOPWAHIE W ByOuTA.

- DoroBopHER NONUTAKS Se30NacHOcTH 1 OAPEKTHER B OTHOLWEHWH NPoUagyp.

BHagpeHne BPEaOoHOCHEIX

Nparpamms

- LanocTHaeTe

- BEIONACHBIE NPAEME NPArPEMMAPDBAHWA.

- MNpOUEeCChl MaHE THMEHTE MIMEHEHHA.

- JBecne4eHra yEEPEHHOCTH B TOM, 4TO AHTHEMPYCHEE OOHOBNEHWA yOTAHESEMNW-
BEHITCA HETOMATHNECHA, MK NOMLI0BATENH NREOYTPERISHE O TOM. 4T0 0EHOBENEHHR

AOCTYNHEL

DTERTCTEEHHOCTE 33 HECOBMOBHIE 2AKOROETENECTES

- KoHMaEHUMENEHDGTE
- HenpoapadHocTe

- DCEEAOMABHHOCTE O MECTHOM 33K0OHOO0ATENECTRE.
- MemoneacsaHns CoOBMECTHMOID NEargamMesHon Cpeacied QA LIJI-'h{tlpDEE HKHH.

- MaxaHuamel HenpoapaqsHosTy (IPSec VPN
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MpanoEeHye A
{cnpasoyHDe)

MpuMmep NONWTHKHW HCNONL3OBAHHUA 00 bLeOUHEHHOW CETH

Al OBwwe obaop

Hamepenar InfoSec’’ B otHowsase nyBnnaumn «MONUMTHEN NDUEMIEMONT MCNOMLINBAHARS — HE HANAMETH Ofpd-
HH4EHMA, KOTOPGIE ABMNRKITCA HECOOTESTOTEYIOWMMH AN <HAMMEHOEEHWE KOMMas>" © yoToRMHEDR KyNETVROR OT-
HPEITOCTH, QOESPHAR W LENoCTHOCTY. InfoSed BenonHAST 0ORIBTENLCTED NO 3AIMTE COTPYAHHEOR, NapTHapos <Hawme-
HOBAHHE KOMOAHHHT W CEMOR HOMIAHNW OT HEIBKOHHLE MNH BPEOHEIX OBACTEMA OTQENEHBIE NAY, ERNOMHAEMEIX OLo-
SHEHHD MMH HE0COIHAHHD.

CeRIaHHBE © WHTERHETMHTPaHET JRCTRAHET CHOTEME, BHNKHSEHWWE KOMNEOTERHOE ofopyooeadds, npa-
rpammHoe obecnaqyeHMe, ONepagHOHHBIE CACTEME!, XDEHAWYVOCH MHGODMEUMKD, CETEERIE Petypcel, obecneuneamwme
FNEKT POHHYHE NOYTY, NpOcratp crpaday, Marapder u FTP, HO HE OrpaqHe-HBRRWMECHE 3TUM, RENAKNTCR QOCTOAHMEM
“HAEMMEHOBEHNE KOMNEHWA®. 3TH CHCTEME QOMNHHE BT HCNONE3I0SEHE ONA KOMMEDHECHAE UENER, QOMNHEHE CIYHRTE
MHTEQECHM HOMIEHNK, KNHEHTOE W 33E334MK0B B npouscoe obempor pabotel JnA nany-edus bonse nogpob=on uH-
EOpMELHN, NOXENYACTE, paRcorMoTpuTe KanpoBseIe NoMMTHEM S,

SiprhekTHEHEA BEI0NSCHOCTE ABNRETCR PEIYNETATOM COEMECTHEIX YOHNWA NPE yHECTHK W NOOOSPHES Kasa0rs
COTRROHMEE <HAauMaRIBaHHE KOMNAHANS 1 QHNMAN0E, MMERDLWETD OSnD © MHDOPMaLMER ¥ (KM} rHEO M AL HOHHBIME
CHETEMEMA. B 0BA3aHHOCTE EaRA0r0 NONLIDEETENA HOMNBKTERE BXOAHT JHAHWE 3THX DEKDMEHOALHA, H OCYLUSCTEME-
HWE CHCER OSATENEHOCTH B CODTEATOTEHN © HIMMN.

A2 lene

Liens NonMTHEY 3EKNDHEEToA B ONPESEnaHAd NPHEMMEMOND MCNOMLIOEIHHA KDMINBHTEPHOA TexHuER B <Hawme-
HOBAHHE KOMNEHWA>. 3TOT NEpeqeHE NPEERN BRNYCKEETeH, YT00L 2aWwnTrTe padoTHsa 1 <Hawmarosasie Komra-
HHKA=, Hauyenesos MCNONBIDEAHME KOMNBHITEPHOH TEXHAKA nogeepraset <HavMeHOBEHME KOMNEHAWS DUCHAM, BEIHINE-
HOLLMM DHCKH BARYCHBIX STEK. PUCKKM KOMNPOMETALMY CETEELIX CHOTEM M YCITYT, H DHCEH KDPUONHEcHAx npobnen.

AJ ODnacTs NPHMEHEHAA

HacroAwan nonuTesa FRCOPOCTPaHAETOA Ha COTRYOHAEDE, NOSEASHMKODE, KOHCYNbTAHTOR. EFﬁME‘HH‘HI W QPyTHx
FIEEDTI-FHI{GE- ZHaMMBEHOBAHWE KOMIAHNWME, B TOM “HENE HA NEpcoHan, CEAZAHHEM © TEEThMMA CTODOHEMA. 3Ta NorsTH-
KA PACNPOCTRAHABTCR HA BCE UEDFJ}'J:I;DE-HHHE, EOTOpOE HEXOOQWTCHA B COBCTBEHHDETA WM BPEHOYETCH “<HanwueHoBaHWNE
HOMMAHHW=,

A4 Monuwrwea

Ad1 Obwes HCNONBIOBAHKWE W CODCTEREHHOCTE

1) Xots agMAHWCTREUWEA cati <HauMeEHOBAHWME KOMNEHAA> MENaeT ohecnsqMTe NEHMeMNeMei YpoEeHeE HENRO-
APSEHHOCTH, NONEI0BATEN QOrHHBl BEITE OCESO0MASHE O TOM, 49T0 D8HHLIE, KOTODEE OHW CO30310T HA KODNOPATHEHEX
CHETEMEX, AEnAKTCR coboTREasHoCTE <Havmedosasde xomnasm=. B ces3n © HeobeoOoWmocThiy 2WMTEL CETH
SHEMMEHOBEHNE KOMMEHHWA> MEHESHMEHT HE MOKET FApEHTHPOEEaTE KOHDHMOSHUMANBROCTH MHGORMALNK, CpaHAENCH
HE NHOEY CETERRIX YOTPORCTEAX, NPUHASNEXBWME <HBHMEHOBEHWME KOMNAHWK=.

2} CoTpyQHHEM HECYT OTESTCTESHHDCTE 38 CUYIBECTENEHNE NPEEAABROND PELWEHWA, HACEH0WESMICA 000CHOBEHHO-
CTH NERCOHANEHOM HENONEIDEAHUA. DTQensHBle NOOPEISENaHNA HECYT OTEETCTEAHHOETE 38 CO0SHVE DEXOMEHOALNA,
HACSHIUHACA NEPCORENEHDM HENONb20BaHHA cHeTeaM MurapHet/MHiTpareriBecTpaner. MNpw OTCyTCTEEA NONWTHE, CO-
TEYOHHEY OOMHHEl DYEDBOOCTEOESTECA BEA0METEEHHEIMA NOMATHEEME B NAYHLE LENAX, M SCOW BOIHNKEKT Kawne-nnio
HEONPEOSNEHHOCTA, COTRYOHMEN Q0NMHE NPOKDHCYNETHPOSETECH C0 CEOMM PyHOBO0MTENEM WM MEHEOHE[O0M .

3} InfoSec pexomedayeT, H1obel NKOGaA KHPOPMAEUKA, KOTORYH NONBICBATENK CHWTAKT YyHCTEUTEMBHOW WK
yRIEMMOH, Bena sawndiposasa. [ns nonyqeHA pyROS0SRALME YEEISHNE, KECAMKWMACA knacouuiauny rHopMaEnmen,
ca. alManuTUEY HYBSTBRTENEHDA HHopMmagnu:, pazpaboraqdy InfoSes. Ons nony4aHds PYROROOALLME YESIAHAR No
WAPPOBAHAIDY AMBETROHHOR NO4TE M JOKYMEHTOR OBpamireck § #MHALNSTHES OCEEO0MNSHHOCTAR, paspaboTasHor
InfoSac.

4} B ugnAx GE3onacHocT M TESHNYSCKDM SDCNGHBAHNA CETaR, YNONHBOMODHEHHEE NHYa 8 npagena: <Hawwea-
HOBAHHE KOMMEHHWS> MOMYT ROHTPONHEDESTE ODOpyO0eaHns, CUoTEMel W caTesol Tpadwr B mobod BpamMA COrMacHD
a[lonKuTiea ayguras, paapaboraqHoR InfaSec.

b} =HaumeroeaHMa KOMNAHAK> CoXpaqRaT 33 cobal npaso Ha NPOEROSHME SyaHTA CETER M CUCTEM HE DErynap-
HOW OCHOBE B UENAx obEcnessHna cobngaHus S3TOR Donutre,

L] -
Cnysba rHhOPMELMOHHDN BE30nacHOsTH.
oy - =
Y Anech QOMHEHD YEEILIBATECA HAMMEHOBAHWE HOHKPETHOH HOMMNEHWME, K ROTODOR NPHMEHAME PACCMETRHESEMAR

MONKTHEA.
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Ad.Z2 BEIONACHDCTE M CRyHeDHAR MHOPMaLXA

1) Wurepdedc noneaoBaTenAd  Ans  MHROopMELKMY, COOSPHEWEBRACs B CWMOTEMAX, CEAZEHHEX ©  WHTER-
HeTFHTpaHe T/ ARcTpaHeET, KOTopaA 0omeHa BeTe KNAccHduHpoEEHE B KA4ECTER KOHDHOSHUMANEHRDA HNW He koxte-
OEHUMANEHDH, K&K ONPpEJENEHD B DEXDMEHO0ALMAX N0 KDpNoparvEHOR roHtbrgesumansHocTy, Gonese nogpolHes cee-
OEHAR O KOTOROR MOMHD HEnTH B e Kagpoeon nonumaees. MNpuMeps posbr0ssUEMansHoA HHIEOPMELAN BENHMHART, HO HE
OrpEHHHMBAITCA: CEKDETEl KOMMEHWM, KODNOPaTHEHEIS CTRATEMMN, YYECTENTENEHYHD MHBOPMALMKY O KOHEYDEHTEX, TOp-
MBLE CEHDETE, CREUMMEELNE, COMCA ENWEHTOR M QaHHEE Mecnegosasiin. COoTPyaHNEM OOMHel NPHHATE BoS HEob-
AOQMUMEE MEDEl SMA NREOOTEPEWEHUWA HECEHKUMOHHDOBEHHOMN SOCTYNA K 3T0A MHPOpMaUmMi.

2) EpaHdTh NAponK 8 CERPETE W HE PAINENATE YHETHLIE 3AMACK. ABTOOWIOBAHHLIE NONEICBATENN HECYT OTEAT-
CTEEHHOCTE 28 COXPAHHOCTE CEOMX NAPONSR W yHETHRE 3anvced. [MEpong CHcTEMHOrD YPOBHA SONSHE WIMEHSETROA
BREHBAPTANEHD, NAPONK YROEHA NONEI0BETENA CRESYET HAMEHATE KAHORE LUBSTE MECALEE.

1) Boe nepooHanbHEE KOMOLHITEDEl, HoYTEyEM u paboyne cradumy gonsHe Beime oDecne“eHsl 38 WHLEHHDA na-
POMEM 3SCTEEK0N © SETOMETUHSCHDR BETUEAUMER, YOTEHOEMEHHOR HA 10 MUHYT HNW MEHELWE. N OTENRHEHWEM DEFK-
cTpauem (komBuHauA knasmy sconbro-all-daletes ans noneacsatensia Win2i'), woroa xoor Gynet Hecfonypwdsacs-
MR,

41 Monone3oeadre WwihpoBaHae mHGopMagrn B COOTEETCTEMM © allonuTHEOR NPHEMNEMITD HCMIEI0SaHIMA
wHpposaHKWAn, paapatoTaHHon InfoSec.

51 Meckonsxy HHEOPMAEUMA, COOSPHELLARCE HA NOPTATHEHEIL HOMNSOTERE X OcoDeHRD yRIBMME, &l 0ormHHD DelTh
yoenaHo ooobos eHeMaHne, 3awnTa HoyTOyKa OCyIBecTENARESTCA B cooTeeTcTEMd © «Mudopmayueid no DeionacHooTn
ans HoyThykas.

G) MoqToskeE coofuyBHEA COTPYAHHELE M2 3OPEcH SNEKTPOHHDA NoYTE < HAWMEHO2AHME KOMNEHWAS ONA CETEEkIK
TenarordEpEHLMA OOMHHLl COABDEATE OMOSOpKY O TOM, 4T0 BRIDAXEHO CTROMD WHOMEWOYENEHOE MHEHWE, H OHO HE
ODARIATENEHO COBNANAST © NOIMUMER <HEHMEHOBSHWE KDMNEHWA=, KDOME NOHTOBER COODWEBEHWR, YHACTEYHILME B Npo-
uscce BuIHBcE,

71 Boe »0cTh, HECNONEIYEMES CNYKSWHME SR nogknodeder & Memepret Vvt paser/3rerpanet <HaumesosaHne
KOMMAHHWS W NPAHSOREsEWNE COTPYOHMEY MNe <HAMMAEHOBAHWE KDMOAHHNE. O0MHHEl HEMPEQSBHD CHEHUPOBATROR
AHTABMPYCHOA NPOrpaMdmod © SEACTEYIOWSR (AETyansHoR | Ba30A JaHHLN BUDYCOS, S0NW HE NEpeONPeOSnEHEl BEOOM-
CTESHHEES HNW MEYINOEEE NONHTHER.

g2 CoTpyaHusd QorekHEl COONOOaTE OCTORNEHOGCTE TRW OTHREITHIA BNOEEHAA 3NE8KTPOHHDA NOHTR, MONYHEHHLE 0T
HEHWIBSCTHRIX OTAREAEHTENSA, HOTORLIE MOTYT COOSPSETE BUPYOR, DoMObl SNEKTROHEOA NOHTE, WAA KOG TROAMCROMR
EOHA.

A3 HeponycTHMOE HCNONLIOBAHWE

MepeqponasHeIe HAHE BUObLl QERTEMEHOCTA CTPOMD J8NpeweHel. Crywawmwe moryT Geime oceobospars or atns
OrpEHAHEHAR B X008 BRINDNHEHWR CEHOWE 38¥0MHBE 0DRIBHHOCTEN [HANPWMED, CHCTEMEM YNRAENEHAR NEPCOHEMIM
MOMET NOTREDCBETECH OTRNHHEHNE CETERBOND QUCTYNA K XOCTY, BENW STOT X0CT HARYIWEEST NPOHIB0NCTED YOIy ).

He nps kamax COCTORTENLCTEAX COTRYOHWEY <HAWMESHOBEHWE HOMNAHWKME HE DHIPEWEETOR BLINOMHEHWE EIHOR-
NMBo SEATENEHOCTH, ABNAHIWUEECA HE3AKOHHOH B COOTHETCTEWH © MECTHRIM, FOCYOSPCTEEHHBIM, (hamppansHem WM
MEHOVHEDOOHER NPES0M, NOKE MCNAONLIYHITCA PRECYECH, NpMHAGNEsaWHEe <HAMMEHDSAHHE KOMNAHUAS

Meperdid HEEE, HE ABENFSNTCA MCHEPNHBAHWWME, 3 NeTanToA obacnadnte Gazy ANA QEATENEHOCTER, KOTOPEE
NoNaoaKT B KETEMDHED HEQONyCTHMOND BCNONsI0EEHMA.

A4.3.1 CHcTEMHARA W CETEBAA OBATENLHOCTER

Cnegysollbe MEQoNPHATAR, BE2 MOHNEGYEHIEA, ABNAKITCH CTROM 3E3NPELLEHHERMA

1) HapywerWs npae Moboro DALE WM KOMOEHAK, 3aWUALEHHRX BETORCKMMK NPES8aMK, KROMME[DHBCHDNA TARHOR,
NETEHTOM WA WHOA WHTEMNSKETYANEH0N COBCTESHHOCTEN,, 3 TAKSE HADYVILSHWA SHAMDIWHHEY 3EK0HDE WOK Npasan,
BHMEOHEA, HO HE OTPAHHHMBEACE, YCTAHOBEH WNK PACNPOCTREHEHKA NARETORMES MNW QPYTHE NPOTPESMMHBEE NROOYKTOE,
FOTORRE HE RENAKTEA COOTEETCTEYHILWMM 0DpE30M NALEHIMPOBEHHEIMI ONA MCNOMEI0EEHWA “HEMMEHOBEHME KOMNE-
HUAK=;

2) CTpOID IENPEWEHD HECSHEUMOHWPOEEHHDE HONMWPOESHAE MATEDHANDE, ISWHILEHHEX SBTORCHAM NRES0M,
BHMECHEA, HO HE O PAHWYWEERACE, ounipposry W pacnpocTpasesne hoTorpadmin 13 SyDHANOoR, KHUE WA SEYTHY MCTONHK-
KOE, JSWWILEHHEE AETODCHAM NPEE0N,. EWNMEHHOA SETOPCHKMM NDEE0M My3bia, 8 TEHHE yoTadoexa nodoro npo-
TREMMHIND CPEOCTES SAWMLLEHHDM SETOPCKHM NPEBOM, HA KOTOR0S < HAMMBHOEAHWE HOMOSHAWS WMWY KOHEHHBIR NONE-
AOBATEME HE HMEET AKTHEHOA NMLEHINAK;

1) HE3AKOHHEM ABNSETCA SXCNORT NPOMEEMMHITG ODSCNEYeHHA, TEXHAHECHDH HRIOPMEULMK, NPOrpammsMHomn
QDECTEYEHHA MNK TEXHONDIMY WHRPOSEHHA B HADYLWESHME MEOYHADOOHLIX KMNH DEFMOHANEHBIE ZER0H0B O ROHTRONS
HEd akcnopron. SooTESTOTEVEIWMM NPEOCTESHTENAM MEHEAMMEHTE CNESYET NPOROHCYNETHPOBETECA MEPEN SKCMNOp-
TOM KEKOMC-NMED DACCMATDHERSMOND MATSRHEN:

4) BHEOPEHHE BREOOHOCHED NROTPEMM B CETE WM HE CEPRSD (HENPHMMED, BUPYCOR, o4apEenn, « TRORHORAL KO-
Hee, oBomGs INEKTPOHHDN NoHTR, W T. 4.);

5) pECHPLITHE CEOBMO NAPONA YHETHOR 3AMKCKH QPYTHM NWLEM UNH DRIDEWSHAE HENONLIADEE TE GO YUSTHYH 13-
NS QPYrHMK. 370 KACAETCH HNEHOE CEMbH W ODYTIAX POGCTEEHHNEOR, Koraa paboTa Be0arca Ha gomy);

"AINZE — OnapagMosHER cuoTema ME Windows 2000
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G} MCNONLI0SEAHAS BEIMHCNHTENLHEE SETHE0S <HAMMBEHDBAHHE ROMNEHWKWS ONF SETWEHOND Y4ECTHE 8 nprobpare-
HHE MNK NEQE0SYE METERHENA, $OTOPEA HAPYILEET 33K0HE O CORCYANBHLIX OOMOrETENLCTEAY MNK O Bpasaebyom oT-
HOWSHAKW HE pAaDoHEM MBCTE, HAXNDOAWBECH B MECTHOR KIPHCONELWMK NONL30EATENSN;

T} oOpMnasis MOWSHHMHECKHY NPEONOHSHNAE TOSED0E, NPEAMETOR MNK YOOYT, MCEOOAWME W3 EaRoE-nebo
YHETHOH 2andck <HauwmMeH0eaHie soMnaHH9s,

B} odpopmneHMe 3A8ENaHAR O TAPAHTAM, NPAMDA ANK KOCBEHHOR, BCNK 3T HE ABNABRTCH Y8CTeH OOs4Hex pabao-
Yx DORIEHHOCTEIA;

)} CCyWRCTRIEHWE HARYLWEHWA GazonacHocTy 1w choss B CRTARON KoMMyHREAUHN. HapyweHeR GazonacHocTe
BXMHIHAKIT. HO HE OrpEHWHUBAKITCR. JOETYN K QEHHEM CRYRSWETD, HOTODEIR HE ABNAETCA NPEgNonErasmeIm nony4ars-
NEM, PEMHCTREUMKD HA CEPBEDE WK W4ETHYH JANKCH, REH0 HE PA3QSIUBHHYID ONA S0CTYNE COTPYOHMES, SChd AT abA-
3EHHOCTH HE BXOSAT B pamsd obeHe obmavHocTed. ONA uensl HAcTORWErD DA3NENE TEQMUH GHADY LIBHHES BRM-
HAET, HO HE OIPaHUHMEaeTeR, cHuthHr ' CETH, MEPENONHEHWE NAKSTEMKM CZANPOD ATENUKES, NEkeTHEIR onydidwir’,
OTEEE B ODCAYHMESHAK, 1 NOMHEA MEPLWEYTHER MHOODMEUKA B AN0HIMBDEHHLE LEMH::

10) CHEHWPOBSEHWE MOPTOE WM CHAHWMPORaHWMs De30nacHocTy KaTarop+HecEd 2anpelasarc Bas npaneapurens-
HOFo yeagoMneHER InfoSac

11) ewnonHerre Neabs GopM CETEBROM MOHWTORWHTE, KoTopsH Dy0ET NEpaxEat&iBaTe JaHHBIE, HE NpEOHaaHa-
YEHHEIE GNR HOCTH CNYHAWESrD, Sond 378 QEATENEHOCTE HE RENAETCH SacTei ODBIYHOA paborel COTRYOHUER @M 40n-
ro;

12) obeon ayTEHTHEMEILHA NOMEI0BATENER MK A3WKTEN MSEOND FOCTa, CETH MW YHETHOR ZanAce;

13) BMBWATENLCTEG 8 MMM OTEZ3 B yonyre noSomy NoNb30BATENK, 38 WCHNIDHYEHWEM BMEILATENLCTEA B pabory
XOCTA CAYHELWETD {HANDUMER, BTAKa (OTEES B DAy HMBaHAME |

14) wononeanBadHee NHEOR NpOrpaMMElCEpMNT 2/ ROMEHOR WNH OTNPEBEA coaDWwEHMA nobord pona, © HaMmepasi-
EM NOMEWETE WM OTENEHETE TEPMEHENEHER CEEHE NONLIDBATENA, © NOMOWER NOOBIX CPEQCTE, NOKEMSHD MW YEpes
HMuTapHet/MHTpaHe T GrcTpaqar,

18] npeOccTAENEHME HHOOPMEUWMKE O COTPYOHWESX WM CNUCKOE COTPYSHWEGE <HAWMMEHDBAHWE BOMIAHHWS CTO-
pOHEM 23 Npenenamy <HaumaHosasie KOMNaHH=.

AA32 DeATenbHocTe, CEBAZAHHEA © KOMMYHUEEUNER H 3NSETPOHHDN NoHTOR

1) Crnpaeka HeagTpeDoDEEHHLE COODWEHMA ANEXTPOHHGR NOYTEL BXNIOYAR OTNREEEY GHEHYHHEIE COODLEHARY
MK SpyTie MAaTSEPHEN0E PERNaMHOND <EDasTopa NWUEM, HOTOREIE CRELHEnsEHD HE 38NPDaWWBST TIKME MaTEpHans
{Ccnam anekTpOHRGN NoHT= ).

2} MioGan diopma npecnegoBadys N0 SNEETPOHHSE NO4Te, TENShoHy HNK NeROMMHroBE0n ceAaM, Gyaks TO RakK,
YACTOTA WNW pasMep CoDDwEHWR,

3} HecaHkymoHHPOS SHHOE BENONEI0BRAHWE AR hanscndEEUME DaHHBIE, CO0BMEAIMECH B 3aronoels coobwa-
HHFA AMEKTROHHGE POYTEL

4} HEgAZBAHME YoNYT MO 3NSETROHHDE Do4TE anA modsy 3apEecos 3NeRTRoHHDA MOoYTel, OTNESEKWMWECA OT TEX,
YT JAPEMMCTRMPOBEHE B YMETHOR 38NMCH OTNPEBMTENR, C HAMBEDEHWEM HEO0ENATE HNW gnA cbopa oTeaTHRIY coobws-
HMHIA.

5} Coznanve MNd NEPeckEINER #NWCEM CHRCTERS, @txan [ToHLEM R MNK MHL CHEM SMMDEMET e Nobond Tana.

) MononeaosaHus HABERILIBAEMEI NOYTON, MCXDOAWSA K2 coTal <HauMeHOBAHWE KOMPEHHAS OF OpYyrHE no-
cTaEMEOR YonyT MIHTapHeTMHTRDaHE T IRCTRAHET OT 88 WMEHK MNW B DEXNEMHBEE LENRE, Miobelx yonyr, BeinanHASMER
EOCTOM <HAMMEHOBAHWE KOMNAHMA> HNK NOOEMF0YEHHBIM HEPE3 CETE <HAUMEHOBAHWE KOMNAHWKWE

T} Paoooinss no noYms COWHAKDEEIE MM SHANDOWSHER CODDWaHNA, HE CERISHHLE C BH3HS00M. MHOMOYNACIEHHEM
TEMETAHSCKKM TENSROHEEEEHUARM, NROSOOMMEM B NONEI0ESTENLCRWE CETAX (CRam TenaroHe pEHUMAj.

A.4.4 Begenne Gnoros

1} Bagexwa GNoroB coTpyOHMEEMA. KK NPW MCNOMBIDESHWK MMYILBECTES W CACTaM <Haumerosane RomMnasme=,
THE ¥ MEPCOHATNEHBI KOMNEROTEP0E, HAXOOWTEA TAKKE B COOTEETCTEMK C yCNOBUAMK M CIDEHWSEHHAEMA, HANODKEHHBIMA B
FToH nanuTuee. OrpaHdHesHos W HEPErYIAPHDS MCNONB3DBAHNE CHCTEM <HAuMEH0BARME KOMNSHWK> ONR Y4ACTHA B
Dnorax REMASTCA NPUEMNEMEM, NPH YCNOBWKW, YTO 3T0 OSNESTCR NpoectnoHansHD W OTBETCTEEHHD, HE HapywasT
MAnNUTAEY <HEMMEHOBEHWE KOMOSHWH>, HE HEHOCHT ywepbd sceM BOAMONHEIM WHTEpEcan <HauwMeHoBIHWME KomMmE-
HHI®, W HE MBWSET obbHHeM TRYQ0BM 0DRIGHROCTAM paboTHMgd. Beganve Bnoroe W3 crcren <Hanmedosadws nos-
MAHWW> ABNAETCA TAKKE NPEOMETOM MOHHTODWHIE.

2} NanuTexa xoRthrosHURMans=HoH BHEOPMaLHY <HEAMBEHOBEHAE KOMASHWH® THKES PACNPOCTPAHABTCR HA Dnona.
Tamam abpazom, cOTPYIHNEN HE HMSIT NPEssa pacKpRIBATE Kasy0-nvbo KORROSHUWMANEHYH Wik cnywabyn vedhop-
MEUWH <HAMMEHOBIHNE KOMNBHUK>, HOMMEDHECKHE TARHL WK mobol gpyron METEpHMan, OxXBE-EHHENR NONTHREDR
roHGHOSHUHANEHDA HHPOPMEUWMH <HaHMMEHOBAHME KOMIEHAK>, KOTODLIR 3aTRArMEaNcs NpW seaasny Gnora,

A) Mpw segasny Bnora coTpyaHuen HE QonsHe JETPAMBSTE TV WHEODMELWGD, KOTORaR MOHET NOBREOWTE W
SAMATHAETE HMASHE, PENYTALHKE W (WAK) $HEDCRISEMEIFA HamdTans <HanMEHDEEHWE KOMOEHHA> W (MnK) mobore 13 e
COTRYOHWMEOE. CoTpyQHHsEM TROHe 2anpelaaTon QENETe KBEHE-NNED QHCEPMMHHBUMOHHES. NDEHE0REMHTENEHEE, Q1c-
HOEONTHDYHILAS WM CERISHHLIE © NPSCHEO0ESHWEM KOMMEHTEEMA NPH BEEHANA DNOrE MM WHOM YHECTHH B BEISHAK

_' " CrsthrhieHr (SMIFFING) — MpocnyluWeEHIee ceTesnra Tpamia.
“ Cryththwer (SPOOFIMNG) — MNaamesa nakatos.
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KEEME-NHOD 08N, 3aNPeilEHHEY NONMTAEIE HEgONyWEHHA SHCXPHAMHHEUNH ¥ Bopebsbl © npecnagoeaqran <HawmeHosa-
HUAE EOMOSHAWS,

41 CoOTDYSHWA HE MOMYT MEWNACEIBATE NHYHEIS ZAREMEHWR, MHEHWA ANM yOex0esns B oTHOWEHAY <Hanmerosa-
HWE KOMIEHHAS, HOMOE OHW YHACTEYHT B Gnoras. BEcny coTpyaHue Belpasaat coboTaeHHRe yOemOarHa 1 (WK} MHEHIA
B BRorax, 1o OH HE MOKET NPAMOD WNW EOCEEHHD NPEOCTEENATE C80A B Ka4BECTEE COTPYOHMEA WNW NPSgQoTSEUTEnA
“HanmeHosaHe KomnaHmi >, CoTpyOHMEY HBCYT OTEETCTEEHHOCTE 38 BOS DWCKM, CEAIAHHLIS © BeOeHwam Bnoroe.

5) Hapsgy © coDnigeHnes BCEx 38x0H0E, KEcamwmecr obpaboTiy M packpeiTiA WHEOPMaUMK, I3HWEBHHOR a8-
TOPCHKAM NPEBOM, MNW 3ECIOPTE KOHTPONHEYEMEIX METEPMANDE, TORFOERIE MAPKW, ROroTunel <HauuesoBasve koMNE-
HWM= 1 NH0EA PYTAR HHTEMNBEKTYAMLHAA CcOBCTREHHOCTE <HAMMEHOBAHNE KDMNEHWA® HE MOHET W HE SONMHA BoN0NS-
FOHATECA B CERIW & NHODEMN SEBCTENREMA N0 BB0SHW0 Broros.

A5 NMpUHYROEHWE K BRINOMHEHHKD

oD@ COTPYOHWE, NPHEHEHHBIR BAHOBHEIM B HAPVILEHAM 3TOHA NOMNATARA, MOoMeT Dome NogesprHyT QUoUmMnim-
HAPHOMY B3LICKAHWED, BNMOTE 40 yEOMBHEHAR.

AG OnpepsneHwA
TepruH OnpeneneHue
Beperwe Gnora (blogging) Janucw g Bnora. bnor [cokpaedHn oT weblog) REnRETCR NEPCOHANEHEIM HHTERHET-
HYPHAMOM, K0TODER H3CTo OBHOBNASTCA M NPEOREIHAYSH ANA BHEOPMUPOBAHHR WK-
POXNDA 0DWECTERHHOGTH.
Cnam {spam) HacaHEUMOHWPDOBEHHSE 1 (MNK] BEHENATENLHEE MACCORRE PACCLINEA NO SNSKTROH-

HOH NEHTE.

AT CTAaTHUCTHEA MEIMEHEHME
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MpunowEedwe B
{cnpasoyHDe)

Karanor yrpos

B.1 MNoxxnoe npegcTagnedH e NONHOMOYHMA KW Npae

- MpagcTaeneHwE NERHBE NOAHOMOYWA, ByaTo Dbl OHW BEPHESE, C HEMEpEHHEM BEECTH B8 3abnysoaHwa.

- MpeacTaeneHuwE QpyToro NBporA, KN4a WNE CERTRMEETE [HANPDHMED, CHOTEMHOM BOMUHACTRETOPE ).

- HecaH UWOHHPOEAHHOR NPHODPETEHME W MENONLI0EaHHS SlOHEHTOM YONYT, CBASAHHLE C MOSHTRDMEEUWOHHOR
MHBOpMAgHelE [HENPUMeR, HOeHTRPHES TORNAPONE NONEI0BATENS, CEARCOBEE (kpHnTorpadm-acans] knoyn). Orpadn-
YEHO OMA HHOHEWMYANEHEX a8oHeHToE.

- HecaHIUMOHHDODBEHHOE NPHOBDETEHWE W WCNONEA0BEEHWE ANMHHUCTRATHEHOR WHDODMAUMKM no ayTedTHdrea-
LMK (HAMPUMED, MOEHTAGMEETOR NONE30SaTENRNaponis ).

- ATEHM BOCNPOHIEEOEHNR, BINMHOHER CUIHANAIELHED.

B.2 Kpamxa ycnyr

- HeaaxoHHLIA 2aXBaT NPVMBLINK MOCTABLMER YENYT © LENED MHWATS NOCTEEWMWES Yoy 33KDHHOMD O0e00a.
- DmaH NoOCTABWMES YOryT.

- HECAHEUMOHWPOBAHHOE YOANEHWE UMK HIMEHEHKE NNATEKHOA BHOOPMALN.

- KnoHwpoBarHe yoTpoRcTea.

- Dzog cucTan yonopHoro aoctyng (CAS — conditional access systems).

- MabeimosHoe gyBnupoeasnepacnpacTRaHEHNE MRdOpRMEUIEA, DENaWSe BO3MIEHEMA KEEEN Yoy,

B.l Brop&eHda B 4aCTHYH #HM3IHL H NPOCNYIWHBAHME

- CMcnesmesaHne Mogeny obpaweHrs gnA obHapyHaHHe 1OeH T MEALWOHHEIE O3HHBIE. NRPWHESO0NEHHOSTI, HANK-
YA W HENONEI0SIHAA.

- Jaxeat Tpaduka — HECAHHUWMOHWPOBAHHAR 38NWCh TpatWEd, BRNHHEMWEA NEKETHYED 2EN0CcE, NEKATHYE peri-
CTPALMED ¥ DTENEXMEaHKE nakeToe. Banwo4asTt B ceds ynpapnsswmi m CHrHansHwi Tpatus.

- HECAHEUMOHMPOBAHHLIR O0CTYN K 800HEHTCKOMY NOTORY BHOS0- MW 8YQHO0SaHHEX.

- HecarmsumonnpoeadHe goctyn & Tpadmey OAMER.

- HecarsuMOHMPOBAHHBIR OOCTYN K CHrHANBROMY Tpadmey.

- MrudoprmauwonHans oyBopra ypomaAs — HECAHEUMOHWPOBEHHOE CPaacTEd NONyHEHWA BOSHTHOHEELMOHHER
OaHHLLE, KOTOROS MOMET ARNATECA PEIYIETATOM HECAHKLWOHHPOBAHHOM oBWeHKA M kpamn meopMaume. CosTouT Kul
HOMNBEELAY MOSHTHGHESTOPOE, HOTOPGIE MOryT DelTe NPEOETABNSHE HBCNAMH, USNoHEEMY cHMBONoe, agpecara URL w
T. 4.

- PEROHCTRYELMY HOCHTENER OAHHEY — HECAHKUHMOHWPOBAHHEIA MOHWTAOPHHSN, 38NMCE, MPEHEHWE, PEHOHCTRYELWA,
OCOIHSHHE, TRAKTOBES, MEDESSD. ¥ (UMW) BeOSNBEHHE MpUIHER0s NoGoR 4acTH BMOSCCEASH, BRNKYER MOSHTIHHOCTS,
HANMHWE MW COCTORHWE.

- HecamsuMoHMPOBEHHDE PACKDBITHE BOAMOEHOCTEN ADOHEHTCROM OOCyHHBAHNA.

- HecaHruwoHWpOBAHHOE PECEDBITHE NPeQsOyWMy Mne Teryars oDpawsHal Mne astieHocTe abonedTa
(HanpUMEp, COOSPREHUE NpegLCTOpM npocvoTpa aforesTom Tenenepegadn wnv kostedta'’ VoD, wrpoeas pes-
TEMNEHOCTE B PESHME OHMARH 1 T. 4.0,

- Ataky BocnpovisensHaA B CMA (noeToproe eocnpodzeenaqye B CMEF 3axeaqandex Gopr wHiopaanme,
MPEAHAIHASEHHDNA OMA NMHHOTD NONEI0EEHNA, © USMNLH KISNEYEHWA HEZEAKOHHOH NPpHEERINKA WAH BTODHEHHA B H3CTHYH
HHIHL].

B.4 Mepexeat » mognduEalmA

- MIMUTEUWA NEparisopos M NEpexEar — BeO. YOANEHWE, 10BABNEHHES, NEDEMELEHWE, 3aMBEHE MK NOOCTEHDEKSE,
d TAKHE MHOB WIMEHEHNE NroBol HacTy NepelEaEaaMof BHEODMELWK, KOTOPRIE MEHAKT Ny HacTe B8 COOSPMaHKA 1
(MAK) HOSHTHHHOOTE, HANWSHE ANW CTATYS MODoA 13 ea bacTed. Beno-aeT B cebA ynpasnAiowyi ¥ CUrHaneHel Tpa-
[l

- HECAHsUMOHMPOBAHHEIR OOCTY, M3MSHEHHE MK yOanase wathporoi mbapragri.

- MoToK OEHHBIE NS NOXMWESHAR; BOTEEKH, WAMEBHEHWA W YOANEHAR JaHHLE B NOTOHE, NPOBOSMMER HECEHHUWD-
HHPOEAHHEM CrocoBonm.

- Neolsa BrgeE cnama.

- HECSHEUMOHWPOBAHHAR NEPEIaYE MATERHANCE (N0 NONATAYSCKAM HIH OEYTAM NPAHAHEM).

" KoHTEHT — CONBMETENEHAR YACTE AEHHEN ODKYMEHTE. MOKET BEMOUETE TERCT, MIoBpamEHIn. BUOen, I8V,
CLUBHEPWH (MPOrpaEMe) KK NoBoh opyron Marapaan.
“ oD [vidan an demand) — Buaeo no aanpocy.
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B.5 NapmHHan MmapuwpyTH3aumA TpatHkanakeTos

- Arard s0TEaz B OBCNYEHBEHMAY HE NONbIDBATENEA KOHEYHDA TOMEW, NYTEM OTNREERM DONBWOro KonNu-ecTea
OQCTOSEPHEIX NEKETOE, BRI3bIEAA NPEpEIBaHKA B OLAZAHMK YUNYT, HEROTODRIE W3 HOTODEIX 3300H0 MOTYT NOBAMATE H3
ANEMEHTEI CETH. MpHNomHeHNE NEPECTAEET OTEEYETh HE JENPOCK B PEAYNLTATE NEPErEYIEN.

- CUBHEPMKY NREMHHOA MADLWEYTHIBWAK NAKETOE NPHEOIAT 3NEMEHTE ROHEHHOA TOHKHM CETHM WNK COpEED K E83-
PUHHOMY OTHAZY, MEREIETEYINE, WNK HCHEPNBEIEAIT BCS DECYDCEL

- DaS — nponycHHEA CnocobHocTe HNK noTpednedwe pecypca; Bonewol obkew Tpadmea (HanpUven, Ons rpynsl
MHOTOAAPECHIN PACCRINEA )

- MOTEHUMENEHDS BRMAHAE ThioRY aBoMeHToR (Hanpumep, DSLAM ", cepeapos, NOAMEQEMESKILME TECAYA a60-
HEHTOE].

B.6 MCcEaMeEHHBIE NAKETEI M COODWEaHHA

- BNOKADYHOWHES EOHEYHBIE TOHEM © HES0CTOBEDHLIMH COODWEHNAMK — ST3K3 #OTHE B 000y MBAHMM S HE HOHEY-
Hyhd TOHKY [HENDHMER, CEpean) NOCPEOcTEOM OTNREENSHHA HEXDEMD KONWHECTES HESERACTEMTENLHEY conbwanmi, KoTo-
P MOrYT MPUBESTA K BB3pHRAHOMY OTKEIY. NEPSIanpy3ks, MK MCYeDnars Boe pECYDOhL.

- MicxaseHHbe coDDWEHnA NpOTORGNa — OTNPEEKE HCEaMEHHLE COOTILEHHA NPOToEDNE [HanpUep, coobwEHne o
NEPENOIHEHWERM MW ROTEREA IHAYKMMOCTH) HE YCTPORCTED, CHVHAKALWE NPOWIS0OWTENBHOCTE YCTPOWCTES 00 TAKDE
CTEMSHA, 41O OH0 HE MoseT 00paboTaTe obemHwe CooBWeEHKA.

- Mckasiedrme coobWeHnA, BelasiBanwrs nepenonHaquws Bydapa.

- METaHUMANEHDE BAMAHKWE ThICRS ABOHEHTOR (HENPWMED, CEPBEQE!, NMOASEMHMESHHLWE TRICAYY A60HEHTOB).

B.7 MNogoenbHbie coobLEHWA

- ATaka woTHA3 B 0DOMGHWBAHMMY. KOTODEA HADYLWAST Yonyry NocpefcTEomM QOCPOHHOND 38BBEDIWEHWA CEEHCA
CHAZM.

- EryhhHHr ympaanAnWeE codBlUEHuE . 3noyMBIWLNeHH=H Tpadme ympaeneHuA — Tpaive. BEOOHMEIR B CHETE-
My CERM, BhisEIR HEWMCNPEEHOCTA NPANDMEHWA W CEPBSPOR MNK TPativs, HANDAANAEMBIR HA NOKHEE ANpEca HAzHS-
qeHrA. NosHeE yNpaanAowwe conblUSHWA HENONBE3YINTCH N7 HAMEHEBHUA CTRVETYDE! OPEBOBMAHERN MHOMOEODECHREX
CHEm PECNPEOSiEHHA ¥ HAPYWE0T HeoiioquMoe PAcNpESBENeHWE JaHHLL Mesny yanasme cami. DodS — wuporoBewa-
TEMEHER PACCENED GUETHBHOM Co0DIUEHWA, FTEEROAKLErD, ST0 CYIBCTEYET BERCOKHA YPOBEHE NOTEDE B KEHANES KK
BRICOKEA NaparpyseHHOcTh. NPHSHMHE 3TO00 NpHBEOET K CHIDHEHWED CHOPOCTH NEpaga<M, 3aTpardeanyen gpyre abo-
HEHTOE.

- NowHee co0bWEHWA KOHEHHOND BCNONB30BAHNA ¥ OTEETHEIE JEACTEMA NEANOHEHAR MNH Cepespa.

- Mamenedpe IP- u MAC-aopecos, muurepyiowna MAC- » IP-agpeca gpyrie NoNs3oBRaTEnal GnA 3a58ETa NoToks
OAHHEIE.

B.8 OcHoedan nnatgopma DoS

- YRAIEMMOCTH DE3I0B0A ONSPALHOHHDNA CUCTEMED WA BETROEHHROMND NPOrPEMMHDID CPECTEd, HOTODRIE ISTREr-
BEHIT NPANEHEHWE WK YOy,

- tBRIBpaTte v aKTHEMAMPOBETES — MCNONLIYET ceoBagHo nocTynHy B MarepHats pHdopManns OnA chaqved-
HIHA.

- ATaEW 20THa2 B oOcnsHEEHUMD, CHURAIOWME NROMIBOAMTENEHICTE YOTPORCTER. TIpK SHCNNYATALMA 3TH YAZBK-
MOCTH MMENT BOSMORHOCTE PACMDOCTRAHATECA HA ThICHYM YOTROECTS (HANPWMMED, KMASHTCHWE YOTRORCTE). MoTeHum-
ANkHBIM PEYNETETOM RENASTCA NEPSIECNPENSNEHHE MM NOQOSDHEHWE THCAY YOTPORCTE.

B.9 KomnpomeTauuA yCTaHOENSEHHOND NPOrPAMMHOID CPeqoTed, cnyefHeld QaHHBIX MNW EOHGDHIypaumm
CHMCTEMEI

- BAOM, BpeaoHOCHE NPOrPEMK, WAMOHCKHE NOOIPEmMM, pyTiaToe”

- HecaHsUHMOHAPOBARHDS KONWDOBEHWE. YOTESHOBKE. WIMEHSHWE YOaneHWs Dainoe SEcnnyaTyupyemorn npo-
IEEMMEOND COEOCTAA M KoHEHMry paunmn.

- HECAHEUMOHWPOBAHHDE HONMPOBAHWE, PACKDLITHE BHEOPMALWA, COIGaHKE. WIMEHEHNE HNW YOANSHWE CryHeb-
HEdX OSHHEE (HANPHMED, CHCTEMHE HYDHANDE, NNETEXHLE PEKEHAWTOR. KNECHER WWpoBasis, KOHTERHEDOE ONA Xpa-
HEHWA KNHER pacwwhposem 1 7. n.).

- ATHRM #pSCNDEOSNBEHHER OTHE3 B OBCNySEBEHENE, MCRONBIYIOWME CROMNPOMETHPOBEHHBIS YOTRORCTED, Npw-
BOOALWKE K SEaDMAHOMY OTHEAZY YONYTH.

- HECAHELHOHWPOBAHHDE COZ0AHHE WNTH Masmasaqne uHdopsagny abosadtoron cnywbs [HANPWMED, NPoEBERHES
NEONMHEHCCTIE MHDOpMAaLEH, CEAHCOBEE KNOHER],

- HEcaHEUWOHMDOEAHHEA WM HOHYHHER SETHBIUMAIGESKTHESLMA NOCHHSECHAY (MPOTOROROE] NOpToE,

"' DSLAM {Digital Subscriber Line Accass Mulliplaxer) — MyneTunnaxcop aocTyna k wachposal abosaHToron nw-
HIK.
! Pyrioar {rootkit) — Nporpasma vnk HaBop NpOTPEMI ANA CORPEITIA CREM0E NPUEYTCTENR 3N0YMEILLSHHWKE.
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B.10 Mc4epnanwe pecypca

- Hegoctatii B NporpEmMmHom Mnd annapationM CpegoTes, HOToPbIE NPHEOSAT K MCTOWSHWES DECYDCOE NAMATIH
{(Hanpumep, Bydepos) B cecTEME.

- Hegocotartks B nporpamMmMHon AW 8BnnaparHoM cpeacTes, koTopoe notpebnrer Hawbonswes KonHYECTED PECYDR-
COB UAHTPANEHOID NPOLECCOpE 8§ CHETEME.

- CwmBrn &8 000Dy A0S aMHE MNK NEOrpaMMas. OrpaHnHUEEHILAE NPONYCERYRD CNoCoBHOCTE KAaHENa CaR3M.

- HegooTate B MporpaMmEoM M annapa THOM CREgoTes, co30amMe HEHYRHEE coDiWaHnR, CHUMALLME npa-
MYCKHYH GCNOCODHOCTR.

- Hanpyrep. MHOHECTED LHENOB NPOTRAMM,. LHENOE MADLIEYT 08,

B.11 HecaHKkUMOHMPOBAHHOE CETEE0E CEAHMPOBAHME W TECTOBLIE CODDWEHMA

- CHEHBPOSAHME NOPTOS 3N0-TECTHPOBEHWE. ATIEYHILHE MOMET BeINONHATE O5WBA0CTYNHES NPOrpamMids CHaHH-
POBAHMA KOCTA, KOTOPEA NOOCOB0WHEH K CETH. ¥ONyna X0CTa 4nA YOTPOAGTE, KOHTONARYHWAE nopt, GyayT peardpo-
BATh, BOIMOMHD. NPESOCTIENAR HHRDODMALMID 3Ta8yYHWEMY .

- CHAHWDOBAHME ONA NMOWMCHE YHIBMMAOCTEA (Hanpumep. nessus''), cerepoe orofpasedws (Hanpuuep, MMAP™.
ATALYHOLWMA MOMET BRTNONHATE OEWEIOCTYIHEE NPOrpamMMe HE 20078, NOOENIYEHHOM E CBTH, HOTODSR SEnpayessT
HOHPHIYPRLUMH YOTROACTBE 1 TOMNOMOrHHE CETH.

- HecaqruyWoHMPOBEHHER YOAMBHHEM O0CTYN K PE3AZEHTHEIM MPOrpEmMMan wne EyHKUMAM HE YoTROACTEE
{HENPAMED, HENONLIOBAMHE PYTHATE OA DDECNEYEHHE TERHBI).

B.12 KoMmnposeTauua gaHHbIE NpUNoXeHns aboHeHTa

- HecaHHUMOHHPOBAHHOE PECKDRITHE, COGaHWE. WIMSHSEHWE, KOMWPOBEHWE, YOANSHWE SaHHLX, COZOEHHEX H
{MNK) HEMONLIYEMEE MPANDEEHEA, QOCTYNHB ADOHEHTY.

- Brensovaer mrdhopMALKID, (PaHRLYI0CE B CATH NOCTEBWNKE YONyT 07 MMeHW 300HEHTOR (Hanpukep, wHibopra-
UMOHHEIS pEcypcsl BMOS HE Ripoeon BMOS03anuen ).

B.13 Kpama woHTEHTA

- Zaxeat uwdposoro cepridMeEaTd ons YNPEEMEHWE KOHTEHTOM W 088 WHPOHOSEWATENE-
HEIMNEPENSCNPEOENEHHEIM NOTOROM OpyrMy aSoHasTos.

- Jaxear NaEETOR No QOMAWHEA CATH W nogeeTw [P,

- Beixog W3 aHanoroBsx NOpTOE BRE008 HE BHELUHSE 3aNUCESERIWES YUTDOACTAD.

- Beixog w3 wadbposoro NopTa Ha BHEWHSE 3aNHCHEEHWLEE YETPOACTED.

- Konu<ecTBo OoyLWECTENEHHEIX BOCHPOMEES0SHNA NPEEEIUEET CYLWSCTEVLWSE OIPEHHEHEE HE HMX.

- OocTyn K HEZAROHHDMY KOHTEHTY [HANPWMED, NHRETCHOE MBdopaagwe ).

- Dfxon cuoTar yonaeHor aocTyng (CAS)

- Konuposasne MHEOPMALHH © OWMCHOBOND 3AN0MHHEHILER) YOTPORCTER HA CEPEED MMM YOTPOHCTAD HOHEYHOMD
MONL3I0SITENR.

B.14 [locTyn K HEXENATENLHOMY KOHTEHTY

- Cri4aiHsn QosTyn.
- ¥MbIWNEHHEIA GOCTY.

B.15 KoMnposmeTayus MHpopMmauwn ob aboHeHTe

- MCnoms10B8aHMe COUMAMLHOR MHEEHEDRH SNA NOnyHedrA HHROpsMaLMe b aboHedTa.

- HecaHrUMOHUDOEBHHOE DACKPEITE, CO30AHVE, WAMEHEHWE, KONKDOEEHWE HNK yOanasre nHdopmagna ob abo-
HEHTE (HATPWMED, 300ec, HOMED TENeoHa, YMCN0 YHETHBIX 33NUcel, WHPODMELWMA O KPEQUTHLLE KEPTaX, 33MIcK
OMSIENUM™ W o)

- DrpEHHYEHHER CTEETCTEEHHOCTE OTOENLHEIE afoHeHToE.

B.16 MNepexpar ceaHca CERZM W YCONYrd MACKMPOEEN WMEH

- FiHTUpOBAEHWE NEFMTHAMHOM NOCTAEWWMEE yonyT. 3axedr uadgpogora ceprudweara or nocraswMea, H1abel Ha-
MEHWTE MOTORH 1 SENHYHTE NHOOYH WHBOPMALHAD N0 HEMEHAED.

- MMMTEUMA NErUTMMHOND CETEROID YETPORCTES, BUNSO-CEPEEQE, WIpoDeor capeepa, copeepa DRM™.

- Araxa sYenoees NOCpEOWHED,

- MepeHanpaEnEHWeE EANE0NOTOND K HECAHELWOHUOBAHHOMY YOTROACTEY.

" Messus — Mporpamma QNs BETOMAETHHECKOND NDMCKE M OGHAPYEHWA MABECTHEI YHIEMMOCTER 1 Bpewed B aa-
LWMTE WHPOPMELHMOHHBL CHETERM.

“NMAP — ¥1UMaTE, NPEOHAIHAYEHHEA ANA CREHMPDBAHMA IP-cered o noem xommMecTeom oi=aKToE 1 onpege-
NEHEA COCTORRWA ODLEETOR CHEHHPYEMOR CaTH [NOPTOE M COOTBETOTEYHILHE W cnysE).

T EMUM (Elacironic Number Mapping System) — 3nesTpoHHas cuoTema oToBpamsHie HOMapog.

* DRM (Digital Rights Management) — ¥NpasnaHus Npasami B8 UMapoess MaTapHan,
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B.1T HecaHHuMOHWPOBaHHOE yNPaBEHWE

- HECASHEUMOHWPOBAHHDS WCNOMLI0EEHWE BCTROEHHOM NOWNOMEHUA N0 yNPEENEHAH MW BRI NONHEHHES ROMEHD
yNpaenEHuA. Hanpumep, MEHnnyNHpROoEaHHE © HACTPOWKSMA MOQSMa GnA BRommpoesd ONPpROEnaHHEIR YCyT.

- NosHEE BIMEHEHHBIE CODOWEHAA NPOTORONE YNREENEHHA, Hanpumep, MasHsnyniposaHws © HACTRORKAMH MO-
gama onA DNoEMPOEEM MNH DEZPELWEHA ONPegeneHHels NPOTORCNoR [Hanpaep, SHP).

- MameHEHKE yoaneH s cooBueHri no ynpasnesa (Hanpsamep, MITR ).

- HezaronHee gedcters abosadtos no camoobecnededun. Hanpumep, perosurypaurA cTpobipy owsEro carHa-
na anA yOANEHWA OrpaHAHEHNA NONoos OPONYCEEHHR © WBNsH NONYSEHHA MESNEHHOMN COSOHHEHMA ONR Opyrax abo-
HEHTOR WM YEEMNW-EHHA NEOMyCKHoR cnocoBHOCTA gNA cebm.

- CEHEUMDHWPOBAHHEIR SMaHT YNDEENEHNE, BRNOMHADLWLMA HECAHEUMOHMPOBEHHBIE DEACTEMA.

- HECEHEUMOHMPOBEHHDES YyHPAENEHWE COOBEHMEIN, HENPWMED, 3arpyaLa. YOanSHNEe ConepsMuMars M ImeHe-
HWE S8TkEl HE4ans paboTel (OaTs, HONR3a COOSpRUMOE CTEHOBMTCR ODCTYTIHEM QN8 NyDnuseHor npocsMoTpa ).

- HacaHKUMoHUDOBEHHOE YNDEENEHAS B00HEHTAMEA, HAENDHMED, HECAHKUADHYPOBAHHDS NPEJocTaEnaHie abo-
HEHTY OSATENEHCOTH, BEMOYARA NOBEILSHAENOHWHEHWE 800HEHTORNE NPWBANErWA NROCMOTRS BR2yaneHor orobpase-
HUH.

" MITM (man-in-tha-middle] — ATaka meToOom NEpEXsaTa conBLEHAR ¥ NOoMaHLE Kn9ai,
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Npunomenne DA
{cnpasoyHDe)

CeeleHWA O COOTEBETCTBMM CCbINOYHbIX MEXOYHAPOAHLIX CTAHOAPTOB
HaUuWOHaNbHbLIM cTaHaapTtam Poccuickon Pegepaumnm

TaGnuwua 041

OfoInausHAE CCunoYHara
SR YHADOA RO ST AT

Crenass
COITABTC T BHA

DEOIHESEHHE 1 HIMEHDE S H 8
CODTRETSTEYHNET RILHOHANEHOIT CTAHgApTA

WISV 27000:2009 10T MOCT P MCOMEE 27000 — 2012 MediopsaumoHHan TexHa-
nordA. Metoge v cpeaoTea obecneseHuR DEI0NaCHOCTH. CTR-
CTEMBl MEHELHMEHTE BHPODMALMOHRDNA BeaonacHocTy. OBwwa
00300 M TaRMUHONGIAR

MCOYMEE 27033-1:2009 10T MOCT P MCOMISK 27033-1 - 2011 MedopraywodHan Tex-

HonorA. Metoge w cpegctes obscnevesns DezonacHocTH.
BeaonacHocTe caren. Yacte 1. OD30p v KDHUENLMA

DOOTEETCTEMA CTaHgdpTa:

n PHMMEeYd HHE — B HactoAwed 1abneus »onons3oeado cneydlles YonoaHde 0B0IHAYEHME CTENEHA

— DT — HOSHTHHHEIA CTAHOSPT.
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YOK 006.034: 004,056 004 .057.2 QRS 35.040

Kniouepee cnoea. WHQOPMALMOHHAR TEXHONOMMA, GEI0NACHOCTE CETH, MEP3 W CPRACTBO KOHTRONA W
YIDABNEHWA, CETER0H CLUEHAPMA, PUCK ceTench GelonacHocTi, yrpoda BeaonacHocTi, METOO NPoeKTHpOoRa-
HWA BEIONACHOCTH
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Moandcado 8 nedate 02122014, doprear G0xB4 v,
Yon, ned. n. 465 Tupax 33 aka, 3aw. 3167

MogroToenaHn Ha ooHoER EI]'IE'HTFID'I-IHEI-% BEHPCHH, I'I[.'IE.'.'IDL'.TEE."IE'HI-I'DI-'E- PH!pHEiDT'-IHHDht CTaHOapTa

BN aCTAHOAPT MHEPOPM:,
123995 Mockea, [paHaTHEM nep.. 4.
wivewy . gostimfo.ru irfai@gastinfa.na
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