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Mpegucnoeue

1 NOAroOTOBNEH ®enepankHsiM rocy4apcTBEHHBIM YHUTAPHBIM NpeanpuatTien «Boe-
POCCHUACKWA HAaYYHO-UCCNe0BaTENbCKMA MHCTUTYT CTAHOAPTHU3ALUMKA U CEPTHIUKAUKMKM B MaLLK-
HocTpoeruus (BIYN «BHUAHMALL S ), OBuwecTeomM ¢ OrpaHUYEHHOW OTBETCTBEHHOCTEH ¢ H-
POPMALMOHHO-GHANUTUHECKMIA BelYMCNUTENEHBIM UeHTp» (000 «MABL») » ObDwecTteom C or-
PAHWYEHHOW  OTBETCTESHHOCTEH  «HayuHo-npovaeoacTeeHHaR  @upma  «Kpuwctanne
(OO0 «HMN® «KpucTanns) Ha ocHoBe COBCTBEHHOMD AyTEHTHUHOIND NEPeB0aa Ha PYCCKMA A3LIK

MeXOYHapo4HOro CTaHgapTa, YEa3aHHOMD B NMYHKTE 4

2 BHECEH TexHu4eckum KOMWMTETOM No cTadHgaptvaauwm TH 22 «MHdopMayoHHbE

TEXHONOMNAn

3 YTBEPH¥OEH W BBEOEH B AEMCTBME Mpukazom PenepansHOro areHTCTEa NO TEX-

HHYECKOMY PErYNUDOBAHHID W MeTpOonorMy oT 11 uwoHa 2014 r. Ne 564-cT

4 Hactoawme cTaHgapT WOEHTHYEH MEMIYHAPOOHOMY cTaHaapTy
WMCO/M3K 27034-1:2011 «WMudopmaymonHan TexHonorks. Metoaw obecnevenua DeszonacHo-
cTH. BbeaonacHocTe NpunoxeHnd. Yacte 1. Obaop v obwwre noHAaTuas (ISOAEC 27034-1:2011
«Information technology — Security technigues — Application security — Part 1: Overview and
conceptss)

HawmMeHoBaHME HACTOALWErD CTAHOAPTA WM3MEHEHO OTHOCWMTENSHO HAMMEHOBAHWA YHA-
3aHHOMD MEXOYHApPOOHOro cTaHdapTa ans npueegeduws B cooteetcTeMe ¢ FTOCT 1.5 (nysxr
3.5).

MNpyu NpUMEHEHWK HACTOAWEND CTAHZAPTA PEKOMEHOYETCHA WCNONL30BaTe BMECTD CChl-
NOYHBIX MEXOYHAPOAHEX CTAHOAPTOE COOTEETCTBYHLWME MM HaUMWOHANbHBIE CTaHOapTe Poc-

CMMCKOA @enepauny, CEEOSHWA 0 KOTODLIX NPWBEAEHE! B OONONHUTENLHOM NpUNoxeHu 0A

& BEELEH BIEFPBBIE
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llpasuna npumeHeHuRs Hacmoaweaoe cmandapma yoemadosneds) & FOCT P 1.0-2012
(pazden B). Muhopmauua o uaMeHeHUax K HACMOoAWeMy cmandapmy nybiukyemca & exe-
200HOM (M0 COCMOAHUK Ha 1 AHeapa mekywezo a2oda) uHpopMayUOHHOM yrkazamene «Ha-
yuoHansHeie cmaddapmely, a8 ouyuansHeil MeKcm uaMerHeHUld U MONpasok — 8 eXeMecay-
Hom uHchopMayUuoHHOM ykalamene wMHayuonansnsie cmaddapmer». B cnyyae nmepecmompa
(2aMeHs!) Wiy OMMeHsl HACMOALWE20 cmaddapma coomeemomeywwes yaedoMmnedue Gydem
onybnukogaHo & Bnumaliwen ebiNycke eXeMeCAYHO20 UHBOPMAUUOHHD20 ykasamena wHa-
yuoHaneHsle cmandapmeis. Coomeemcmeyiowan uHgopMayun, yaedoMnedue u Mexkcmei
pasMewaiomes makxe e unhopmayuoHHol cucmene obweao NonNs3oeanus — Ha ouyuans-
HoM calime @edepalbHO20 A28HMCIMEa N0 MEXHUYECKOMY De2YTULOSAHLID U MemMponoauu e

cemu MHmepHem (www.gostru)

© CranoapTuHcgopm, 2015

HacToAwmWi cTaHaapT He MOXET BbiTe NONHOCTEK MMM YACTHYHO BOCNPOW3BEAEH, THPa-
#WPOBAH W PAcNpoCTpaHeH B kKadecTee odwuyWanbHoro waganws Gea pazpewedws Pegepans-

HOMO areHTCTEd NO TeXHWYECKOMY DeryNUPOBaHWED M MeTpONOriK
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BeegeHwue

0.1 Obwan nudopmaymnn

Oprann3auuy nonsHbe obecneyunsaTte 3aWKMTY CBOEH WMHODMAEUWK KU TEXHONOIMYECKMX
WHppacTpykTyp, YTobbl coxpaHdaTs cBOR BuMaHec. TpagMUWOHHO 3TO NPOWCXOAWNOD Ha YpOBHE
WT nyTem 33WKMTH NEPUMETPA W TAKMX KOMMNOHEHTOR TEXHONOTMHMECKMX CTPYKTYPR, KaK KOMMbH-

Tepsl W CeTW. HO 3TOMD OKa3kIBanock HEQOCTATOMHO.

Kpome Toro, opraHuaayuu ece Bonswe cTpeMaTca ofecneyvmBaTs CBOK 3awMTy Ha YDOoB-
HE KDPMNOPaTWBHOM YNpaeneHWA, WCnonbays opManuaceaHHsie, NpoTeCcTUPOBaHHBIE W Npo-
BEPEHHLIE CUCTEMB! MEHEO#MEHTa wWHpopmauwoHHoW DesonacHocTu (CMMB). Cuctemusii

nogxog cnocobcreyeT addekTueHocT CMIMB, kak onucaHo B MCO/M3K 27001,

CoHako B HAcTOAWee BpEMA OpraHW3auniKe CTANKWBAKTCA C© NOCTORHHO pacTylwed no-

TpefHOCTLIO 3aWMTE CBOEH MHIDOPMALUWK HA YDOBHE NPHNOKEHWA.

Opravm3aauuam HeoBxoaumo 0BecnevnBaTL 38WWKWTY NPUNOMEHWA OT YA3BMMOCTEN, KOTO-
pele MOryT BbiTe CBOMCTEEHHBI CAMOMY NPUNOXEHWK (HanpuMmep. OedekTsl NporpamMMHEIX
CPeACTE), MOTYT NOABNATLCA B TEHMEHHME HMWIHEHHOMO LUMKNA NPUNOMEHWA (HANDUMER, B pes3ynb-
TaTe MIMEHEHWA NPUNOMEHWA) WK BOZHWKATL B PE3yNbTaTe WCNONbIOBAHWA NPWIOMEHWA B

HeNpedHa3Ha4YeHHbIX ONA HAX YCNOoBWMAX.

CucTeMHbld Nogxon K yocunenHomy obecnevenwio BeldonacHocTW npunoxeHwAa obecne-
YWBaET CBMABTENLCTEA A0eKBATHOW 33WWTEl MHDODPMAaLWK, KCNONb3YEMOW WNK XPAHKUMOK NpK-

NoEeHWAMK OpraHi3aL M.

MpUNOMEHUA MOMYT BbITh NONYYEHB NYTEM BHYTPEHHEW paspaboTkW, ayTCODCMHIa WK
MOKYNKW TOTOBOTO CTAHAAPTHOrD npoaykTta. MNpunokeHus MoryT BuiTe TAKKE NONy4YeHbl NyTem
KOMBWHALWKW 3THX NOAXOL0B, YTO MOXET NPMBECTH K MHBLIM NOCNEACTEMAM B NNaHe De3onacHo-

CTH, TpEﬁ'ﬂGLLIMM PAcCMOTREHHMA W YyNpaBNeHAWA.

nﬂHMEpEMH I'IFIHI'IGJHE:HHIFI ABNAKITCH KagpoBkle CHCTEMBI, {pHHEHCDBhIE CHCTEME!, CHC-
TEMbBI DEDEEGTHH TEKCTOB, CHUCTEMLI MEHEOHMMEHTE B3aWMOOEWCTBMA C KMWMEHTAMMW, MEMCETe-

BLIE IKPAHLI, AHTMBHPYCHLIE CUCTEMBE M CUCTEMBI ODHADYHEHWA BTODHEHWA.

Ha npoTAMEHWK CBOEMD MW3HEHHOro UWMKkna Be3onacHos npunoxeHne nNpoasnaeT xeob-

XoaKmMble XapakTepMCTEUKY KavecTea NporpammMHOrg Cpeacted, TakWe Kak NpelckazyemMoe MC-
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NONHEHWE W COOTBETCTBME, 8 TaKwe BhiNenHeHwe TpeboBaHWi Be30nNacHOCTH C TOYKM 3PEHKUA
pa3paboTeM, MEHEOAKMEHTE, TEXHONOMMYECKOH WHppacTpYETYPRl U ayauTa. [na co3jadwa Ha-
OeHBIX NPUNOXEeHWA, KOTOPLIE He YBENWYWBAIDT NOOBEPHEHHOCTE PUCKY BhILLE AOMNYCTUMOrD
WK NPHEMNEMOrD YPOBHA OCTATOMHOMD PUCKa W nogaepxueainT addextrenyn CMWE, Tpeby-
IOTCA NPOUECCH W NpaKTUYEcKWe NpUems) ycunedHoW De3onacHocTw, a Takwe Keanuwdwuwpo-

BdHHbIE NWLUa ONA WX BEINCNHEHKWA.

Kpome toro, Ge3onacHoe NpUNoXeHwe yuuTbieaeT Tpebopadwa Ge30NacHOCTH, BhiTe-
KAKLLME M3 TUNa OAaHHbIX, UeneBod cpedbl (DW3HEeC-KOHTEKCT, HOPMATHBHLIA W TEXHONOrMYe-
CEMW KOHTEKCTHI), OeACTBYIOLWWE CYyDEEKTOR W cnﬁuuq}umaunﬁ“ npunoxednid. JonsHa cywecT-
BOBATh BOIMOMHOCTE NONYYEHWA CBMOSTENLCTE, AOKA3LIBAWWMK, YTO OONYCTHMBIA UNKW NpK-

EMNeMbld YypoBEeHb OCTATOMHOIO PUCKa JOCTHUIHYT W NOOASDHHBAETCA.

0.2 HazHa4eHune

Uenesto MCO/M3K 27034 aBnAeTcA COOEWCTBME OpPraHuzauvam B NNaHOMEepHOW MHTe-

rpauuK Be3onacHOCTH Ha NPOTAKEHWMA HWAHEHHOTO LMKNE NPUNOXKEHWA NOCPeaCTEOM:
a) npegocTaBneHWa obLWKMX NOHATUIA, NPUHUWNOE, CTPYKTYP, KOMNOHEHTOR M NPOLUECCOB;

b]l obecnaveHus NpoUeCCHO-OPHEHTHMPOBaHHBIX MEXaHWMIMOB ANA YCTaHOBNEHKA TPEED-
BaHni Be30NacHOCTH, OLUEHKKY PHCEOB Be3onacHoCTH, NPUCBOSHWA UENeBOro YPOBHA O0BSpHA M
Bhtﬁﬂpa COOTBETCTEYHILLWX Mep W CpelCTe KOHTPONA W yNpaeneHWA De3onacHOCTEHD, 8 TakHe

BEPNDHUKALMOHHBIX MEp;

€] NpPeOoCTABNEHWA DEKOMEHOAUMA ANS YCTAHOBNEHWA KPWTEPWEB NPWEMEM ONS opra-
HM3ALMA, OCYLLECTENAKLWMWY ayTCOPCHMHT pa3spaboTkn MW ONepupoBaHWA NPUNOKEHWAMMK, W

ONA OpraHv3aurin, NproBpeTawWKUX NPUNOKEHWA ¥ TPETEER CTOPOHSI;

d) obecnedyeHWA NPOUECCHO-ODMEHTHPOBAHHLIX MEXaHW3IMOB ANA onpefdeneHus, op-
MUpOBaHKMA W chopa CBMOETENLCTE, HEoBXOAMMBIX ANA OeMOHCTPAUMKM TOTD, YTO WX NPUNOHE-

HWA De3onacHbl ANA MCNoNB30OBEaHWA B onpedeneHHOW cpene,

e) noggepxk obwux koHuenuwd, onpegensdHelx B MCO/M3K 27001, v cogercreurs
COOTBETCTBYIOWEN peanuiauuK wHOOopMaUWMoHHOW De30nacHOCTH, OCHOBAHHOW HAa MEeHeOw-

MEHTE PHCEA,

" CneundiKkauma — OOKYMENT, vCeTaHasnueamnwmit Tpebosanna [FOCT SO 9000-2011, nywst 3.7.3).
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f) npegocTaEneHus cTpyKTYpbl, COASRCTEYOWER PEANU3aLNMN MED W CPEOCTE KOHTPONS

W ynpaenexdwa DeaonacHocTe, onpegenedHsx B MCO/M3K 27002 w gpyrvx craHgapTax.
WMCO/M3K 27034.
a) NpUMeHAeTCA K NporpaMmMHbIM CpedcTBaM, NeXalldMm B OCHOBE NPUACKEHWA, W K

hakTopam, CNoCoDHEIM BAWATE HA KX DE30NaCHOCTL, TAKWM KAK JaHHLIE, TEXHONOIMA, npougec-

Chl JW3HEHHOID UMKNE NPUNOXEHNA, NPOUECCH NOAAEPHEM M AeRCTBYIOWWE CyBbeKTbI;

b} NpMMEHAETCA K OpraHv3aumam noboro TMNa W BENWYMHLL (HANDPUMER, K KOMMEpHE-
CKMM NPEANPUATAAM, TOCYOAPCTBEHHLIM YUPEKASHWAM, HEKOMMEDYECKAM OpraHM3auMsam ),

nogeeprakoWMMCH PUCEaM, CBAZSHHBIM C NPANOHEHNUAMIA.

MCO/M3K 27034 He npepocTasnaeT:

a) pekoMmeHgaumi no dandeckol GeaonacHoCTM M Ge30NaACHOCTH CeTH,

b) THALI KIMEPEHWA MNK MEDLI M CPEACTEA KOHTPONA W YNPaBNeHUs;

c) cneundprkayMK De30NacHoro KoOKMPOBaHUA ONA NDoro A3biKa NPOrpaMMHpPOBaHWUA,
MCO/M3K 27034 He AanAeTCH:

a) cTaHoapTom no pa3apaboTke NPMKNagHbIX NPOrpamMm;

b) CTAHOAPTOM NO MEHEOMMEHTY NDOEKTOB NPUNONKEHWA,

€} CTaHOAPTOM, KACAHLWMMCA HW3HEHHOTD LMKNA PA3IBMTHUA NPOrPaMMHBIX CPeaCTE.

YrazanHoie B MCOM3K 27034 TpeboeaHua 1 NnpoUeccsl NPeaHa3Ha4YeHbsl He ANA peanu-
3auMK No OTAENBHOCTW, 8 CKOPee ANA MHTErPauWn B CYLLECTBYOWMWE NPOUECCH OPraHMaaLmnm.
MoaTomMy OpraHu3aumK QOMKHE CONOCTABNATE CBOM CYLUECTBYHILIME NPOUECcsl M CTPYKTYDLI C
Temu, koTopele npeonaraet MCO/M3K 27034, obnerdan, Takum obBpazom, ocywecTEneHwe
npumeHedue MCOIM3K 27034.

B npunoxeHud A NpeacTaBned NpUMep TOro, Kak CyLecTBYKWKWA npouece pazpaboTku
NpOrpamMMHbIX CPeacTE MOXHO COMOCTABWTE C HEKOTOPLIMM KOMMOHEHTAMM W NPOUeCcCamMW
WCO/MIK 27034, B obwem, opradviauma B pamkax NDoro MW3HEHHONO UWKNa pasBuTHA
NOM¥HE BoINONHWTL CONOCTABNEeHWE, ONWCaHHOE B NpUNoXeHns A, v nobaeuTe Nobble Hepoo-

TAKILWME KOMMNOHEHTLl M NPOUECChl, KOTOpble Heobxogumel Ana cooTeeTcTenA MCO/M3K 27034,

0.3 Lleneean ayauTopuA

Vil
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0.3.1 OBwme ceEeNEHHA

WMCO/M3K 27034 nonezed OnA cnegyiowmx rpynn nyy Npy ocyLWecTBNeHWn WM CBOMX

0Bo3HaYEHHBIX ODraHM3aLMOHHbIX PONen:
3) pPYHOBOOWMTENSW,
b} unexos rpynn NogroToBKM K paboTe W sKCnNyaTaumu,
C) NWu, oTBevaWKx 3a npuobpeTeHue;
d) nocTaswMKoB,;
e) ayauTopoe;

fl none3oBartensM.

0.3.2 PykoBoguTenu

PyKOBOOMTENKW — 3TO NMUAE, 3808HCTEBOBAHHLIE B MEHEIKMEHTE NPUNOMEHWA B TEUeHWe
WX NOMHOMD #W3HEHHOM uukna. MprMeHseMble 3Tankl HMIHEHHOMO UMKNE NPUNOMEHAR BRMHO-

HAKT 3ATankl NoArcTOBKK K paboTe M aTans! PyHKUWOHWPOBAHMA. K pyKOBOAWTENAM OTHOCATCA!
a) oTeeTCTEeHHLle 33 WHopMaUWoHHYK Be30NacHoCTk;
b) pyrOBOOWTENW NPOEKTOR,
C) agMWHWCTPAaTOopLI;
d) oOTBeTCTEEHHLIe 3a NpuobpeTeHWe NporpaMMHLIX CpedcTe;
e) pykoBoaWTenw paspaboTeW NporpaMMHeIX cpeicTs;
f)l BRagensubl NPUNOHSHWK;
g) DYKOBOOWTENW CpeOHErD 3BeHa, KOTOpble PYKOBCOOAT COTPYOHNKaMM.
B 0DAZ3HHOCTH RYKOBOOMTENEW BXOOMT:

a) obecneyuTe BanaHc Mexay CTOMMOCTLID Peany3auny ¥ NogaepxaHuem BesonacHo-
CTH NPUNOEHEHWA NO OTHOWEHWH K PUCKAM W NPejcTaBnAeMol UBHHOCTEH NPUNOMeHWA ana

OpraHu3aayWe,

b::l npoEepATE pEKOMeHOAUWK aYOWTODCKKME OTHETOBE OTHOCWHTENEHO MNPWHATIA WKW OT-

EMOHEHWA JOCTHMMaeMoro W nogiepeieaeMond NpunoxeHuem Leneeoro ypoeEHA JOBEDKA,

c) obecneyueaTh YEEDEHHOCTE B cobnaeHuy CTaHAAPTOB, 3aK0OHOB M NPEONMCaHWA Ha

OCHOBE PEryNATUBHOMND KOHTEKCTA NpUNoMeHHs (cm. B.1.2.2);

d) ocyWecTENATL HAA30P 2a peanuiaumei Be30NacHoOro NPUNOKEHWR;

X
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&) CaHKUWOHWDOBATL UENEBOW YpoBSHs OOBEDMA B COOTBETCTEBWMMA CO CHELI,HEPH-'-FECI{HM

KOHTEKCTOM OpraHW3au M,

f) onpenenaTe, KakMe MEDLI W CRECTEa KOHTPONA W YNPaBNeHWa Be30nacHOCTLD M-
NOo¥EHWA, a8 Tak#e COOTBETCTEYHLWWE BepHHEAUMOHHLIE WIMEDEHWA JONKHE pPeanuioBbl-

BATLCA W TECTUDOBATLOR,
Q) CBOAWTE K MUHUMYMY PACXOAbl HA BepudiMKaUno BE30NaCHOCTH NPUNOMEHWI;

h} poKyMeHTansHo ogopMNATE NPOUEaYpbl M NONWTHKM BEe30NacHOCTH 4N NpUnoxe-

i) obecneunBaTe WHDOPMWpOBaHKWE, 0ByJYeHIe U HAO30p 3a obecneveHnen Be3onacHo-

CTH B8 OTHOWEHWI BCEX ,E:EI-ECTEI-}"IGLL[H}( C}‘EEEHTDE;

j) BBOOMTL Hanonexawme dopmMbl Qonycka No vHGOpMauwoHHoW Be30NacHOCTH, KOTOo-

Pble TI]E'E@I'IDT npuMeHAeMble NpOUSIYPBl W NONMTHENA HH[bUpMELI,I-"IDHH-DI;I Be3onacHocT;

k) KypWMpoOBaTe BCE NNAaHbl, CBA3AHHbIE C CMCTEMamK BEe30NacHOCTH BO BCER CTPYKTYpe

OPradnaaLHu.

0.3.3 YneHel rpynn noagroToBKK K paboTe 1 aKcnNyaTauuu

Ynewrsl rpynn nogrotoskn k paboTe u skennyatayuy (oBLen3BecTHbIE KaK rpynnsl NPoek-
Ta)— 3TC NMUA, BOBNEYEHHBIE B NPOEKTWPOBAHME, pa3paboTky W NOOOEepHKY NDUNOMEHWA Ha

NDOTAMEHWA BCErD MX MMIHEHHOrD UKMKNa. K HUM OTHOCATCA:
a) pa3paboTyuKK apXHTEeKTYDbI;
b} AHANWMTHEW;
C) NporpamMmucTe;
d) cneywanucTel No TECTUPOBAHWHKD,
€) CMCTeMHbIE 80MUHWCTPATOD;
f) agmMeHMCTpaTopel Ba3 naHHbIX;
g) ceTeBble afMWHWCTDATOPLI;
h} TeXHWYECKWA nepcodan.
UneHsl rpynn NoaroToekk K paboTe 1 3KCNNyaTauMi SOnHHb:

d) 3HaTb, KaKwWe MEpPbLl W CpedCTBa KOHTRONA W YNpaenedHna OONAHHE NMPUMEHATECH Ha

Ka#O0oM 3Tane MUIHEHHOND WMKNS NPHUNOXEHKWA K NO K3KOW NPHYKMHE;

X
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b) 3HaTb, KAKWME Mepb! W CPEACTEA KOHTPOMNSA W YNPABNEHWA Jon#Hb! ObiTh pEanUaoBaHsb

B CamMoOomM NMpUNoEeHMA,

C) CBOOWTE K MUHHMYMY BINWAHWME BEOOWMMBIX MED W CPEOCTE KOHTDONA W YNpasneHua
B230NACHOCTER HA MEDONDHUATHA No pazpaboTke, TECTAPOBAHMKD W OOKYMEHTANBHOMY OOpM-

NEHWKD B TEYEHWE MUIHEHHOMD UWKNE NP WNOXEHWA;

EI::I npoEeprTh COOTEETCTEWME BESOEHHbIX MED W CPEOCTB KOHTPONA W yNpaelneHWs Be3o-

NAcCHOCTE NPUNOHEHWA TPeDOBAHWAM COOTBETCTEYHILLMY MIMEDEHHA;

) MMeTk JOCTYMN K MHCTPYMEHTANBHBIM CPeacTEaM W NyYWHUM NPaKTHYecKUM NpuemMan

ONnA pauvoHansHoW pa3paboTkd, TECTUPOBAHWA W OOKYMEHTHROBAHMWA;
f) cnocobcTeOBATE IKCNEPTHOW OUEHKE;
g) NpUHUMATL y4acTve B NNaHWpoBaHWK U pazpaboTke cTpatertu NpuobpeTeHus;

h}l YCTaHaBNMBaTh dendBble OTHOWEHKWA ONA NoNyYeHIMA HEGEKD,EI,I-‘IMHJ{ TOBAPOE WM YCAYT

(HanpumMep, B OTHOLWEHWA TEHOEPA, OLUEHKW M 3aKNKIYEHWA QOMOBOPOR);

i} OpradHW30BLIBATE YOANSHWE 3NeMEHTOB, OCTABWMXCA NOCNe 3aBeplleHws paboTwl

{Hanpumep, ynpaeneqve MMyLLecTeoM [ yaanedme ).

0.3.4 Nuya, oTBevawwme 3a npuobpeTeHue

K nuuam, oTeeqYarowmmM 33 HPHGEPETEHHE. OTHOCATCA BCe NWUa, BOBNeYeHHBIE B NPO-

Lecc NnpuobpeTeHna NpoaykTOR WK YCnyr.
Nuua, oTeEevYawWMe 33 NpUoBpDeTEHWe, OOMKHbI:

a) NoAroTABNWBATE 3anpoc NPeanoMeHWid, BKNIOYaHWKWA TpeboBaHWA K MEPaM W cpen-

CTEAM KOHTPOMNS W yNpasnedns Be3onacHoCTEH;

b) BeIBUpaTs NOCTABWMKOB, COOTBETCTEYIOWMX 3a4aHHbIM TPpeBoBaHMAM;

C) NpoBepATe CBMOETENLCTBA MPUMEHEHWA MED W CPEOCTE KOHTPONA W yNpaBneHws
DEe30NacHOCTEH YCNYT Ha OCHOBE ayTCOPCMHIA;

d) OUEHWBATE NPOAYKTHI, NPOBEPAA CEMAETENLCTES HAANEKALEHA peanuaauud Mep W

CPeOCTB KOHTRONA W YNpasneHyA Be30NacHOCTEID I'IFFHHGJHEHI-TFI.

0.3.5 MNocTaBWWKK

K nocraewMekant OTHOCATCA NKUA, BOBNEYEHHBIE B NPOUSCC NOCTABKW NPOOYKTOE WNK Y-

nyr.

Al
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MocTaBWMKN OMNHHBbI:

a) ebinonHATE TpeboBaHwA De3lonacHOCTH NPUNOXEHWW, NpefcTaBNeHHLIE B 3anpocax
npennoxeHn;

b) noobupate COOTEETCTEYWME 3AABNEHHEIM TpeboBaHWAM MEpbl W CPEOCTEA KOHTPO-
ns u ynpasneHns He3onacHoCTEH NPUNOKEHWA ONA NPeanoXeHHid C YKaZaHMeM WX CTOMMOCTH,

€) NpeacTaBnATb CBMOETENLCTEA HAONEKaW el peanuaaymy Tpebyembix Mep W cpeacTs
KOHTPONA W ynpaeneHna De30NacHOCTEI NPUNOKEHWA B NpeanaraemMselx NpoaykTax MnM yony-

rax.

0.3.6 AyauTophl
AyOuTOopsl — NUUA, KOTOPBIE OOMHHLL

a) noHWMaTb obbem K npouedypsl, BOBNeYeHHbIE B EEDH¢IHHELI,HGHHHE HaMeEpPEHWA B

OTHOLIEHWW COOTBETCTBYHILWWX MED M CPEOCTE KOHTPONA W yNpaBneHua;
b) obecneunBaTe YyBEPEHHOCT B NOBTOPAEMOCTH PE3yNeTaTOR ayauTa;

C) YCTAHABNMBATE CNWCOK BEPHUPUKAUMOHHBIX M3MEepeHWH, CO30amnWKWE CBMOeTENLCTES

TOMG, 4TO NPHUNOHEHWE NOCTUINO WeNesoro YpoeHs JoBepUA, TpebyemMoro pyKoBoCTEBOM,

d) NEHMMEeHATE CTaHdapTUZMpOBaHHbIE NPOoUSCChBl ayduTa, OCHOBaEHHBIE Ha WCNONL30BA-

HWK CBMOETENLCTE, NOQOSKLWWXCA NPOBEPKE.

0.3.7 MNonb3oBarTen
Mone3oBaTend — NUUA, KOTOpLIE OONHHBbI

a) BeITh YEEPEHHEIMK B TOM, Y4TO MCNONB30BAHWE WNW PA3IBEPTHIBAHWE NDUNOXKEHWA AB-

nAeTcH Ge30nacHbImM;

DJ BuITh YESPDEeHHEIMK B TOM, 4TO NPUNOHSHWA NoCNe4oeaTeNbHO W CBOEBPEMEHHD CO3-

O30T HafexHble pa3yNeTaTel,

¢} BblTe YBEPEHHLIMKW B TOM, YTO MEPEI W CPEACTBA KOHTPONA W YNpaBneHla Ge3onacHo-
CTEH) NPUNOMEHWA M COOTBETCTEYIOLWMWE BEEPUEIUKALUWOHHLIE M3MEDEHWA YCTAHOBNEHL M dYHK-

LMOHWPYIOT Haanemawmm obpa3som.

A1
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0.4 MpuHUMNbI

0.4.1 BezonacHocTs ABNAETCA TpeboBaHWem

TpebGosaHua HE30NACHOCTH OOM#HEl BbiTe ONPEdEneHs M NPOAHANW3MPOBaHE! ONA KaK-
00M0 3TANE MMIHEHHOTO UWMKNa NPUNOXEHWA, NoapoBHO PACCMOTPEHLl W YNPaBNAEMbl Ha No-

CTOSHHOW OCHOBE.

Tpebosanwa BezonacHoOCTH NpunoxeHud (oM. 6.4) QoNMHB! TPaAKTOBATLCA Takum e ob-
pa3lomM, Kak W TpeboBaHWA dyHKUWOHANEHEIX BOAMOKHOCTENW, KawecTea W yooboTea B axcnnya-
Tauum (cv. MCO/M3K 9128, roe npeacTaened NpyMmMep Modenu kadecTea). Kpome Toro, gons-
Hbi BbITE BBEOEHLl CBA3AHHLIE ¢ Be3onacHocTel) TpeboBAHWA B8 OTHOWEHWKW COOTBETCTBUA YC-

TaHOBNEHHBIM NpedenamM CCTaTOMHOMND pcKa.

CornacHo MCO/M3BK/MM3P 29148 tpeboeanua OomxHel ObiTe Heobxogumeimu, ofob-
WEHHBIMK, TOYHD BblPAMEHHBIMK, NOCNEN0oBATENEHBIMKA, NONHBIMK, NAKOHWYHBIMK, OCYLWEeCT-
BUMEIMK, NPOCNEXMBABMBEIMK W NOAOAKWMMWCA NPOBEPKE. 3TH He XapakTepHCTUKK OTHOCATCA
¥ TpeBosanwam BeaonacHocTw. B OOKYMEHTAUMWM NPOEKTOB NPUNOMEHWA CNWMLWIKOM YacTo
BCTPEYaTCA HedeTkve Tpebopanwa, Takwe kak «Pa3pabomyuk gonxeH obHapyxweaTb BCe

JHEYHUMBIE PHMCEM Ge30NacHOCTH ANA NPUNOXEHWA .

0.4.2 BezonacHOCTL NPUNOXEHHWH 3aBHUCHT OT KOHTEKCTA

Ha Be30nacHoCTE NPUNOMEHWA BNMAST oNpeeneqHHas ueneeas cpena. Bug v macwrab
Tpefosadnin Be30NacHOCTH NPUNOMEHWA ONPEeOensAinTcA PUCKAMKM, KOTOPLIM NOABEprasTos

npunoxedHne. PUCKWY e 33BMCAT OT BUOA KOHTEECTA. ':}"LLLECTB}‘ET TOW BMOA KOHTEKCTa:

a) DW3HEC-KOHTEKCT! KOHKPETHRIE PHCKW, NPOMCTEKAWWeE U3 cdhephl BuaHeca opraHwaa-

UMK (TenedoHHAA KOMNAHWA, TRAHCNOPTHAR KOMNAHKWA, rOCYAapCcTEEHHOE YYDEXOEHWE W T. O.);

I]','I pEF}'J"tFITHEI-HI:Iﬁ KOHTEKCT. HOHEDETHLIE DWCHEW, NpOoMCTEeEaHWUWMEe W3 MeCcTononoeH A
GKUIHeca OpraHWaalmi {HIIIEIBE Ha HWHTeNNeETYansHY COBCTEEHHOCTE M nNAUeH3MpoeaHAe, or-
faHWUYEHWA Ha K[JHI'ITGFDEIEI]HHECWID JAWKTY, aBTORCKOE NPpaBo, 3daK0oHbl M NOCTaAHOBNEHWA, 34-

KOHEl 06 oBecneveHnn NPUBATHOCTH U T. 4.);

€] TEXHONOMMYECKWA KOHTEKCT: KOHKDETHLIE DHCKM, NPOMCTEKALWME W3 TEXHONOMMA, MC-
NoNbayeMsx B GU3HECE OpraHM3aUMK [pEMHMEHUDUHT, BE30NacHOCTE BCTROEHHLIX MHCTPYMEH-
TanbHbIX CPEACTE, 3aALUWTa MCXOOHOMD KOOa NporpamMMbl, MCNONB30BAHKE NPOrPaMMel, 3apaHes

CEOMNANUPOBAHHOW TREeTben CTOROHOW, TECTUROBaHWE D230NacHOCTH, TECTUPOBAHKE Ha npo-
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HHUKHOBEHWE, TPaAHWMYHEA NPoOBEpKa, NPoBepKa Koja nporpammsl, cpefa WHOopPMauWoHHO-
KOMMYHWEIUMOHHOW TexHonormk (MKT), 8 KoTopoW paboTaeT NpUNoKeHe, KoOHMUNY paunoHHbe
tfannkbl ¥ HEKOMNUNWPOBAHHLIE OAHHLIE, NPUBHUNENMA ONEPaUMOHHOW CUCTEMBI ANA WHCTaNNA-
WMWK WUNK (PYHKUWOHWPOBAHWA, TeXHUMeCckoe obonysnBadne, Be3onacHoe pacnpocTpaHeHue |
T.A.]

TeXHonorM4eckd KOHTEKCT OXBAThIBAET TEXHWYMEeCKME cneunduKauv NpunoseHnd (yHKkLmno-
HankHBIE BO3MOMHOCTM Ge3onacHocTH, De3loNacHLIe KOMMNOHEHTE!, OHNAWHOBLIE NNATEMKKW, Ha-

[OE#HbIE KOHTPONEHBIE MYPHANB, KPUNTOrPaguaA, yNpaBnNeHne NoONHOMOYWAMKH W T. 4.).

Oprasv3aumna MoXeT YTEEP®OaTe, YTO NpUNoxeHWe DE30NACHD, HO 3TO YTBEpMOEHWE
OEACTEUTENLHO TONLKO ANS AaHHOA KOHKPETHOW OpraHu3auvi B ee ocobom BUaHeC-KOHTEKCTE,
pPEryNATHMBHOM M TEXHOMNOMMYECKOM KOHTeKcTax. Ecni, Hanpumep, MeHAETCA TEXHOMNOMMYECKasn
MHPPaCTPYKTYPa NPUNOKEHWA WNK NPUNOXEHWE WCNONLIYETCA ONA TaKWX ¥e Lened B Opyron
CTPaHe, TO 3TOT HOBLIA KOHTEKCT MOMET BNWATE Ha TpeboeaHua Be30NacHOCTH W UENEBOR ypo-
BEHb A0BEpHA. TekylMe MEpbl W CPEeACTEa KOHTPONA W yNpaBneHs Ge30NacHOCTLI0 NPUNoXe-
HWW MOMYT yHe HeadeKBaTHO yYMTLIBATb HOBbIe TPEODOBAHWA DEe30NacHOCTH, W MpUNOKEeHWE

Mo#eT Bonblue He BeiTe BE30NacHBIM.

0.4.3 CooTBETCTBYHILWMWE MHEECTUUMK B oDecnevyeHne Be3onacHOCTH NPUNOXEHUH

BELTDELTI:I Ha NMpUMeHEHKME MED W CPEACTE KOHTPONA KU Y¥NpaBnexHns BeazonacHoCTb npw-
NOoMEHWA W NpoBeQeHKe dyOQUTOpPCEMX MaMepeHUH OoNHHb BbiTh COpaaMepHel Usnesomy ypoB-

HIO goeepMA (cm. B.1.2.6.4), Tpebyemoro enagensuem NpUNoxeHna Mk pykoBoacTEOM.

3! 3aTPaThl MOMYT CMMTATLCA MHBSCTUUWER, NOCKONLKY OHW YMEHBLWAKT pacxoisl, oba-

JaHHOCTH BNajdenbua I'IPHHGH{EHHIH W Npaedeble NOCNedCcTBMA 3a HapyleHWe DEe30nNacHoCTH.

0.4.4 BezonacHoCTbL NPUNOKEHWA QONKHA AeMOHCTPUPOBATLCA

Mpouecc ayguTta npunoxeHnd 8 MCOM3IK 27034-1 (cm. 8.5) vcnonsayeT NoLoaHWKMECH
npoeeprke ceuaeTenscTea, obecneynBaeMeble MepamMu ¥ CpeqcTBamMu KOHTPONA W yNpaeneHus

DezonacHocTe NpunoxeHui (cm. B.1.2.6.5).

MpUNoMeHne HE MOMET BTk 0bbABNEHO Ge3zonacHbIM, ecnu ayauTop He CornaceH c
Tem, HTO NodTeepHdrdwKe CEMASeTeN:eCTea, reHeprpyemele BEpHﬂ]HI{EIJ,HDHHbIMH HamMepeHKWA-
MK NDUMEHASMBIX MED W CPE2ACTE KOHTDOMA W YNpaBNeHWA B230NacHOCTEH) NpUNOKEHWA, Je-

MOHCTPMPYOT AOCTUMEHWE LIENEBOro YPOBHA AOBEpUA, TpebyemMoro pykoBoacTBOM.
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0.5 CeAzb c APYrMMK MeXOYHapoOHbLIMW CTAHOAPTAMM

0.5.1 Odwme ceeneHURA

Ha puwcyHke 1 noxasana eaavmoceass WCOM3K 27034 ¢ gpyramu MexOyHapoaHbIMKA
CTAHOADRTAMMK.

BCOCWSK 15408 | |WCOUEDK 21327 | MOOMNIE 3T[2| |ELOATE 2915]

MCOIN IR 2T BLOMIE 2TORE WCOMISE 13028 BLOMIE TD
ARV HA SUESEH) Bo s Cme 1P H LR - "AH AR T 1 13441
EmIurmcHozTH el 1PESU A HHE Pz LoHom
T S H oA LIHOH - AHBPHE K
[=3=1-S =) HoH EammnacHacin
BHMTHIHISER [T
BesonesHzcie

MCOIEIE 27054

B A A A A

Cnoc o rarpeT PEERHIE W
FEETIMHARR QNP W[ R SPRIOETE SOHTREM A P RE TR A
AR IUNACH T MR AR

DER YA BT BT A CPEOCTHE SSHTESTH A

lNpmaociammesr

“oid W NPT S THH N0 CE B NEMEHHE
[T DEFA AMH MHIHIPESGHH 8
WCOESE 12207 BLOWEE 13268
lMNpougcce

yACrH
TSI BN H il ®
IPEIETE

Pucynor 1 = Brawmocease MCO/M3K 27034 © OpyHMH MEXIYHAPoOHEIMK CTAHOARTaMK

0.5.2 MCO/M3K 27001, CucTeMbl MEHEMMMEHTA MHhOPMALWMOHHO W BesonacHoCTK.
Tpebosanuna

NCOIM3K 27034 cnocobicTeyeT peannaaunn pekomengauni MCOM3K 27001 e chepe,

OrpaHM4eHHOR DE30NACHOCTEH NPUNOKEHWA. B YaCTHOCTH, UCNONLAYKITCA CNegyrlMe Noaxo-
Okl

a) cUCTeMaTHYecHWA Noaxoq K MeHedMMeHTy DezonacHocTy;
b) nogxop npouecca «lNnaHuposanne—Ccywectenenne—llpoeepra—[fledcTeney;

c) peanW3auus nHhopMauKoHHOW BE30NacHOCTH HA OCHOBE MEHEQMMEHTA PUCKA.
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0.5.3 ICO/M3K 27002, CeBog HOpM W NPaBKUN MEHEQMMEHTA HHOPMaALWOHHOW

BeaonacHoOCTH

WMCO/M3K 27002 npegocTaensaeTt nNpakTHYeckie NpuemMsl, KOTOPBIE OPraHn3aumsa MOoxeT
peanuaceaTh B KA4eCTBE MEp W CPEACTE KOHTPONA W ynpaeneHws Ge30nacHOCTLH NpUnoxe-
HUW, kak npeanaraet MCO/MIK 27034, Hanbonswwi MHTepec NpeacTasnawnT Mepsl U cpeacT-

Ba KOHTPONA W yNpaeneHuA De3onacHoCTe M3 cnegyowwy pazgences MCO/M 3K 27002:2005:
a) pazgen 10: MeHeMeHT KOMMYyHUKALWA 1 paboT;
b) pazgen 11: ¥npaeneHwe QoCTynom;

c) pazgen 12: MpuobpeTeHue, pazpaboTka K 3KCNNYaTaUMA MHPODMALMOHHBIX CUCTEM.

0.5.4 WCO/M3K 27005, MeHeKMeHT pUckKa MHGOPMAUMOHHOW BE30NacHOCTH
WCO/M3K 27034 cnocoboteyeT peanusauwu npegnaraemoro MCOMIK 27005 npouec-

ca MeHeOIMMEHTA pucka B8 cipepe, OrpaHWyMeHHOW  De3onacHOCTBHY  NPUNOMEHWA.
B npunomeHnn C HacTOALWEro CTaHOapTa NpUMBOOWTCA KPATKOE ONWCAHWE NPOUECcca MeHemw-

MEHTE PUCKD.

0.5.5 ACO/M3K 21827, NpoekTupoeaHue BesonacHocT cuctem. Mopgens apenocTtu

npouecca” (SSE-CMM®)

WCO/M3K 21827 npegoctaensaeT DGaioBbie NPakTHYECKWE NpUEemMb! NPOEKTUPOBAHWA
Gez20NacHOCTH, KOTOPBIE OPraHU3aunsa MOXET Peanu3oBaTe B Ka4ecTBe Mep W CPeACTE KOHTPO-
ns U ynpaenedus De3onacHOCTeH npunoxedHuwd, kak npegnonaraet MCOM3K 27034, Kpome
Toro, npoueccel MCOMMIK 27034 cnocoBoTBYOT JOCTHHEHWH) HEKOTODEIX BOAMOMHOCTEN NPo-

UeCCOoB, ONpPeaenatolLUy YyPOBHU BO3MOXHOCTEW npoueccoe no MCO/M3IK 21827.

0.5.6 MCO/M3K 15408-3, KpuTepuu oueHKW Ge30nNacHOCTH MHPOPMALNOHHBIX

TexHonorwd. HYacts 3: TpeboBaHuAa noBepuA K BezonacHoCcTH

WMCO/M3K 15408-3 npegocTaenaet TpebDoBaHWA ¥ 3NEMEHTE QeACTBMA, KOTOpLIE Opra-
HW3ALUMA MOXET Peanu30BaTk B KAYECTBE MEep W CPEACTE KOHTPOMA W ynpaeneHwa GeacnacHo-

CTEK NpUNoXeHuid, kak npegnonaraet MCO/M3K 27034,

AWV
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0.5.7 MCO/M3K TO 15443-1, OcHoBbl goBepuA K BezonacHocTH MHOPMaAUMOHHLIX
TexHonormi. Hacte 1: O620p w ocHoBbl, K WCO/M3K TO 15443-3 OcHOBbI A0BEPWA
K BeaonacHoCcTH MHDOPMALMOHHLIX TeEXHONOMMA. YacTe 3: AHanu3 meTonoB

obecneYyeHMA Oo BEPWA

MCOM3K 27034 nomoraeT NpUMEHATL M OTPAMAaTL NPUHUKMNLL JoBepuA K De3sonacHocTM
wz WCOMBK TO 15443-1 »  CcOOeWCTBOBATL CuUeHapwamM obecnedeHWAa O0BepUsA W3
MCO/M3K TO 15443-3.

0.5.8 MCO/M3K 15026-2, PaspaboTka nporpamMmmMHoro obecnevyeHna U CUCTEM.
FapaHTWpoBaHWe cUcTEM W NporpaMmHoro obecnevenmnn. Yacte 2: CueHapuu

obecneYyeHHMA OoBe PHA

Vcnone3oeanye Npoueccos U Mep W CPedcTE KOHTPONA W ynpaeneHws De30nacHoCTLR
npunoxedud u3 MCOM3K 27034 B npoekTax NpUnNoXeHuid HenocpeacTBeHHO cnocoboTeyeT

peany3agWn cugHapues obecneYdeHun OOBEPHA K BezonacHoOCTH I'Ile'IG}I{EHHﬁ. B uacTHoCTK:

E}I YTBEDHOSHMA W MX obocHoBaduA obecnevvBaldTcA npoUueccoM aHanuaa pyrcka Be3o-

NAaCHOCTH NPpHAOHEHW I;

D) cBMOoeTensCTEa NPefoCTABNAKITCA BCTROSHHBIMA BEDPUMMKALUWOHHEIMKY H3MEPEHHUAMIK

MED W CPEACTE KOHTPONA W YNpasneHWsA Bea0nNacHOCTLH NPUNOHEHWA,

c) cooreetcreme WCO/M3K 27034 momeT vCcnonb3ocBaTeCA B KAYECTBE aprymMeHTa BO

MHOMAX HD,EIGEHHK CUueHapuax obecneveHna AopepUA.

CM. Takwe 812651,

0.5.9 NCO/M3K 15288, PazpaboTka nporpammHoro obecneveHuA M CUCTEM.
Mpouecckl XM3HeHHOro unkna cucrem, w MCO/M3K 12207, PazpaboTka
nporpaMmHoro oBecnedeHmna U cucTem. NMpoueccbl MHIHEHHOMo LMKNa

nporpaMmMHbIX CpegcTe

WMCO/M3K 27034 npegocTaenaeT gONONHMTENBHEIE NPOUECCH ANA OPraHd|aanmn, a Tak-
WE MEepbl M CPEACTEE KOHTPONA M yNpaeneHna De3onacHoCThH NPUNOXEHWA, KOTOPLIE OpraHK-
3ALUMA MOMET BKMHUATE KAK JOMONHUTENEHEIE MEPONPUATHA B CYLWECTBYIOWMWE NPOUECCh #M13-
HEHHOTO ULWMKNE NPOEBKTUPOBAHWA CWCTEM W NPOrpaMmMHbIX  CPeAcTB, NpegocTaBNseMble
MCO/M3BK 15288 n MCOMBK 12207,
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0.5.10 MCO/MIK TO 29193 (B npouecce pazpaboTku), pUHUKMNLI U MeTOALI

HH¥XHWHHPWHINa De30NacHbIX CHCTEM

WCO/M3K TO 29193 npepocTaenfaeT PYyKOBOACTEA ONA WHHMMHWDKWHIA Ge30nacHoCTH
cucTem unu npogyktoe MKT, KOTOpbie OpraHM3auMa MOMET DEeanuiIcBaTh B KA4YeCTBE Mep M
CPEOCTE  KOHTpONA KW ynpaenedwa Ge3onacHOCTLY NPUNOXEHWA, Kak npeanaraet
WMCO/M3K 27034,
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HAUWOHANBHbLIX CTAHOAPT POCCUMACKOW ®EQEPALIUMA

MHcpopmaunmoHHan TeXxHoNorua

METOObLI W CPEOCTEBA OBECNEYEHWUA BEZONACHOCTH

BeszonacHoCTb NpUNOXKeHUA

Yacte 1

OBaop v 0GWMHME NOHATUA

Information technology. Security techniques. Application security. Part 1.

Overview and concepts

Oata egegeHnA — 2015-06-01

1 O6nacte NpUMEHEHUA

WMCOIM3K 27034 npepocraenaeT OpraHW3auMamM DYKOBOACTED, COOEWCTBYHLLEE WHTE-
roauly 6e3onacHoOCTH B NPOUECCLl, MCNONb3yeMele ANA MeHeQXMEHTa NPUNOKEHWA.

OanHan vacte MCO/M3K 27034 copgepwuT obwmni obaop BeaonacHOCTH NPUNOKEeHWA, a
TaKke onpeaeneHua, NOHATUA, NDUHUKWNLE W Npouecchel, kacawwueca obecnevyeHua BeaonacHo-
CTH NPpHNOKEHWUA.

WMCO/M3K 27034 npumeHnM ONA NpUNOKeHWA, paspaboTaHHbIX B PAMKSX OpPraHM3aumni,
WKW NpUoBpeTeHHbIX v TPeTeed CTOPOHLI, @ TaKKe B CNy4Yasx ayTcopcuHra paszpaboTen wnu

SECNNYaTauHdKn NpyunoxeH WA

MzpaHune otpuumansHoe
1
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2 HopMaTUBHbLIE CChLINKK

B HacToAwem CTaHAapTe WCNONE3I0B3HEI HOPMATHEHEIE CCBINKKM Ha ChnedyrHlWKWe Mexdy-
HapoHble CTaHdapTel. Ons AaTHUPOBaHHbIX CCbINOK MCNONGIYHT TOMNLED YE33aHHOE W3daHWe.
[Ons HegaTUpoBaHHLIX CChINOK HMCNONbaywT Camoe NocnejHes najaHve CoelNOYHONo JoKyMeHTa

(C YMETOM BCEX €70 M3MEHEHWHA).

MCO/M3K 27000:2009 "' MughopmayuoHHas mexHonoaun. Memodel u cpedecmea obec-
neveHuA bezonacHocmu. Cucmembl MeHedXxMenma urhopmaluorrold bezonacrocmu. O6zop
u mepmunonozua (ISOEC 27000:2009, information technology — Security technigues -- infor-

mation security management sysfems -- Overview and vocabulary)

WMCOIM3K 27001:2005 & HughopMayuorHaa mexHonoczua. Memodel u cpedcmea obec-
neveHuA bezonacHocmu. Cucmemsl MeHedxMeRma uHhopMalyuorHol besonacHocmu. Tpebo-
garua (ISONEC 27001:2005, Information technology — Securify techniques — Information securi-

fy management systems — Reguirements)

WCO/M3K 27002:2005 *' MughopMayuornas mexHonozus. Memodsl u cpedcmsa ofiec-
neveHus GezonacHocmu. Ceod HOpM U npaeun MeHedxmMenma uHghopMalyuoHHol Be3onacHo-
cmu (ISO/IEC 27002:2005, Information technology — Security technigues — Code of practice for

information security management

MCO/M3K 27005:2011 MrchopmanuonHaa mexHonozua. Memoder u cpedomaa obecre-
YEHLA SeszomacHoCmu. MeredwneHIm pucka UrhopmayuoRHol bezonacHacmu
(ISO/IEC 27005:2011, Information technology — Security techniques — Informatfion securify risk

management)

" Otmenen. Oeictayer WCO/M3K 27000:2014. Oawake anA ogmoasausoro cofnioneqna Tpefopanuia Ha-
CTOALWLETD CTAHZApTa, BRIDAMEHHBEX B JaTHDOBAHHEX CChIMKAX, PEROMEHOYETCA MCNONEIOBATE TOMBKD OaMHBIR

CCkNOYMBIR CTAHOADT.

“ Ormeren. Qeictayver MCOMSK 27001:2013. Oaonako ANA OOMOIHAYHOM CoOBMIOOEHWA TPEGOBAHWA Ma-
CTOALLErD CTaHgapTa, BoIDaMEeHHLIX 8 JaTHROBAHHLIX COLINKaX, PEROMEHOYETCA HONONB3I0BATE TOMBKO OaHHLIA
COBNCHHBIR CTAROSDT.

Y OTmEHEN. Oepctayer MCO/M3K 27002:2013. OoMako AnA OO HOIHaYHoro cobninoesna TpeSosaHKE Ha-
CTOAWErD CTaHGapTa, BoIDAaMEeHHLIX B JAaTADOBaHHLIX CCoiNKAX, PEKOMEHOYETCA WCNONEIcEaTE TONLKD OaHHbIA
COBNCHHBIR CTAHOSDT.

2
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3 TepMHWHBLI U ONpegeneHnnA

B HacToAwem cTaHgapTe npumeHedsl TepMudsl no MCO/M3K 27000, WCO/M3K 27001,
MCOIM3K 27002, MCOMBK 27005, a Take cnegywliMe TEPMUHLL C COOTBETCTBYHOLWMMIA OnN-

pefensHrUamK.
3.1 pedcTBYOWMA cybbekT (actor): JlMUo WNW NpoUecc, OCYLWEeCTENAKWKWA OeATeNk-
HOCTE BO BDEMA HW3IHEHHOMD UMKNA NPUNOMEHMA UNW MHUUWWPDYHLWWA B3auMogeWcTBMe C© M-

Bbim NpoUeccomM, KoTORLIA obecnevyuBaeT WK JaTpardeaeT NpynoKeHK e,

3.2 cpakTyecknid ypoeeHs noeepua (actual level of trust): PeaynsTtar npouecca ayau-
Ta, obecnevMsalUKMK CBUOETENLCTEA, NOATEEPAHASHWKWE, YTO Mepbl W CPeOCTBa KOHTROMNA W
ynpasneHua De20NacHOCTLI0 NpUNoXEHUA, TpebyeMeble UeneBsIM YDOBHEM QOBEDUA NDUINOHE-

HWA, Hagnexawum obpasom PEanNUI0EAHBI, NpOB2DEHE WM 03T KMOaeMble P23y NeTaTRI.

3.3 npunoxeHune (application): Pewexue B oBnactu T, Brkniouawlyes npuknagHoe npo-
rpaMMHOe cpedcTeo, NPpUKNagHee OaHHble W Npouenypsl, NpejHa3HadveHHoe anA codencTEHA
NoNb30BATENAM OPraHv2auMdy B OCYLWECTEBNEHWW onpedeneHHelx 3afad wnw obpaboTee KOH-
KPeTHLIX BUOOE 23334 VT nocpedcTBOM aBTOMATU3AUMK NpoUSCcca N PyHKUKWK BuaHeca.

n pHMEHaHWE — HE'DUEEGH GHaHECca BRIMDYAKOT KAk J'I-I'CID,I'.‘-'I-';I, TaK W TEXHONOTHK.

3.4 3TanoHHaA MOoAeNb XU3HEHHOMo UMKNa besonacHOCTH NpUnoxedun (application
security life cycle reference model): Mogens #WIHEHHOMD WKMKNa, WCNONbL3YEMaRA B KavecTBe
3TanoHa Ansa BEefeHMA MeponpuATUA no obecneueHuo BE30NaCcHOCTY B NPOUECCH, CBAZAHHLIE
C MEHEOMMEHTOM NPUNOHEHWA, NOArOTOBKOW K paboTe w akcnnyaTauwed MNpUNOKEHWHA, Me-

HELKMEHTOM WHEPAaCTPYKTYDL M aYOUTOM NPUNOMEHWA.

3.0 HOPMATHEHAA CTPYKTYpa npunoxedun; ANF (application normative framework —
ANF): CoBOKYNHOCTE HODMATHEHLIX 3MEMEHTOR, BLIDPAHHEIX M2 HOPMATHEHOW CTPYKTYPE! Opra-

HHAZALUMWMK, 1 3HaYUMBIX ONA KOHEDETHOMO NPOEETa NpMNoHEHWA.

3.6 enageney npunoxeHun (application owner): OpraHnzaynoHHan ponk, 0TEEYaLWan
338 MEHEIHMEHT, MCNONB30BaHKE W obecneyeHne 3a1NTh NPUNOXEHHUA W ero JaHHbIX.
MpuMmedauuKa

1 Bnageney NEMNoseHMa NPMHMMAET BCE PELUEHHA, KACAI0WMecA BeaonacHocTH NPUNoHEHHA,

2 HMlenonbayeMelid B HACTOALLEM CTAMJADRTE TERMUH «BNa0enels ABMASTCA CHHOHWMOM TEPMUHE «BNaae-

THel NDEnoMeHA .

3
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3.7 npoekT npunoxeHda (application project): NonbiTka OBACTEBME C ONpefeneHHLIMK
KpUTEpWAMWA HaYana W 3aBeplUeHrA. HanpaBnNeHHBIX Ha Co3faHue NPUNOXEHWA B COOTEBETCTEBUK

C 38JaHHBIMK PECYpCamMK W TpeBoBAHMAMMN.

[MCO/MBK 12207:2008, onpefenedve 4.29, mMogudUUWpOBAHHOE CneuwansHo Ona

chepbl AEBRCTBUA NPANOKEHWA]

Mpuamevdardue = Ona ueneid MCOMIK 27034 kpuTepkl Ha4ana v 3aEeplueHAA TAKOBE, 4TO BECk M-

HEHHEIA LHEN NRANCeEcHAA BENEDYEH B NPOSKT NpANOSeHA.

3.8 mepa u cpeAcTBO KOHTPONA W ynpagneHwa BezonacHocTeio npunoxeHuAa; ASC
(application security control — ASC): CTpykTypa Oa8HHBIX, COOEMKALLEA YETKOE NepeqHcneHne 1
onUCaHWe BMAOE OeATENLHOCTH No obecnedveHwd Ge30NacHOCTH M MX COOTBETCTEYHILWErD Be-
PUPUKALMOHHOND M3MepeHns, NOANeXKaLero BeiNONHEHWE B KOHKPETHBIM MOMEHT HW3HEHHOMO

HKENa NpunoseH|MA.

3.9 npouyecc meHeqxmeHTa BezonacHocTH npunoxeHun; ASMP (application security
management process — ASMP). Mcnoneayemeslid opraHnaaudel obMi Npouece MeHeq MeHTa
B OTHOWEHWW BUOOE AeATENsHOCTH No obecneyeHuo Be3onacHoCTH, JeRCTEYIOWMX CyDLEekToB,

EIq]TE{bEHT-DB M ayouTa EaxOors NpunoxeH s,

3.10 npuknagHoe nporpammHoe cpeacTeo (application software): NporpamMmyoe cpeg-
CTEO, NpedHazHayveHHoe ANA COASWCTEWA NONL3OBATENAM B OCYLUECTENEeHWH onpedeneHHLIX
3afgay wnu obpafoTie KOHKPETHRIX BWOOB 3afau, B OTAWMYWE OT NPOrpaMmHOre cpeacTea,

yNpaenaALLEero KOMNLHTEPOM.
[MCOMIKIMIMIP 24765:2010, onpegenenune 3.130-1]

3.11 aypur (audit): CucTemaTvyeckuil, HE3GEBMCHMMBIA W OOKYMEHTWDOBAHHLIA NPOUECT
NoAyYeHWA CBMOSTENLCTE ayaWTa W ODLEKTUBHOMC WX OUEHMBAHKWA C UENLI0 yCTAHOBNEHWA

CTENEHW BEINONHEHWW COMMACcOBAHHLIX KPUTEPHER ayaWTa.
[MCO 9000:2005, onpegenerune 3.9.1, oboblerHo MoaudKuMpoBaHHoe]

3.12 cpepna (environment): BMIHEC-KOHTEKCT, PEryNATUBHLIA U TEXHONOIMMYECKWA KOHTEK-
CThl, B KOTOPBIX MCNOMNL3YETCA NPUNOKEHWe, BENKYAA BCE NPOLSCCH, NPoAYKTH, MHPOpMaUnD

M OEWCTEYIOWWK CyOLEKTOR, 280eACTBOBAHHLIX B NDUNOMEHWH.

3.13 u3HeHHbIW umukn (life cycle): PazemTue cUCTEMBI, NPOAYKTA, YCNYTW, NPOSKTA MKW
ApYrMX W3roTOBNEHHEIX YenoBsekomM oBLeKToB, HAYMHAA CO CTAAMM Pa3paboTM KOHUEnUWW M

JdkaHYMBAA NperpalyeHes NPUMEHEHKWA.

[MCOMBK 12207:2008, onpegenedune 4.16)
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3.14 mopgens muaHeHHoro ywkna (life cycle model): CTpyrTypa npoueccoe U JedcTBUMA,
CBAIAHHLIX C MW3IHEHHbLIM UMKNOM, OPraHMayemMblx Ha CTAOWAX, KOTODLIE TAKKe CNYyHXaT B Kade-
cTee oDWeR coblNkK ANA YCTaHOBNEHWA CBAZEH 1 B3AKMONOHUMAHWUA CTOPOH.

[MCO/MIK 12207:2008, onpegeneqne 4.17]

3.15 conpoeoxaeHve (maintenance): JNIBoe WAIMEHEHWE MPUNOKEHWA, OCYLECTEBNEH-
HOE NOoCne ero BeIMyCKa.

Mpumep - Henpaanenue ownbor, dobaanenue PYHKUUOHAMLHLIY B0IMOKHOCTISU, yIyYillenue

YRy UOHUpOsaHUS, ofeceYuaaiowue YeepeHHocms: 8 hyHKUUOHANEHOCTU NRUNOXeHUA,

3.16 HopmaTHBHAA  CcTPYKTypa opranmzauumn; ONF  (organization  normative
framework — ONF): BHYTpEeHHAR CTpyKTypa BCeR OpraHWaauWi, BKNKOHAKLWAR COBOKYNHOCTL
HOPMAaTHBHLIX NPOLUECCOB W 3NeMeHToB BE30NaCHOCTH NPUNOXEHKA.

3.17 rpynna HOPMATHUBHOW CTPYKTYpPbI opraHMzauuu; rpynna ONF (ONF Committee):
OpraHu3ayvMoHHan pons B HOPMaTUBHOW CTPYKTYPE OpraHnaauuy, OTBE4al0LLan 338 CONpOBOM-

JeHWe W CaHEUHMOHWPOEIHWE KOMNOHEHTORB, CERA3aHHBIX C De30NacHOCTEH NpUNOKEeHWA.

3.18 onepauynoHHan cpena (operating environment): BHelWHes oKpyHEHWE NPOrpaMmMel,

KOTOpOE CYLWecTBYeT N NpeanonaraeTca Bo BDEMA ee BbiNONHEHMA.
[MCO/M3IK 2382-7:2000, onpenenenue 07.11.07]
3.19 npoaykumnna (product): PeaynsTaT npouecca.
[MCO 9000:2005, onpenenexHue 3.4.2]

3.20 BezonacHoe npunoxedne (secure application): Npunoxexwe, akTUHECKUd ypo-
BeHb OOBEPWA KOTOPOro paBeH UenesoMy YpPOBHID JOBEPMA, KOTOPLIM ONpedennAeTcA OpraHu-
3auMel, MCNoNb3YLWeW NPUNOHEHNE.

3.21 ueneesok ypoBeHbs noeepua (fargeted level of trust): OGoaHaueHne N mMeTEa co-
BOKYMHOCTA MED W CPEnCTB HOHTPONA W ynpaenedns Be3onacHoCTEH NPUNOHEHWNA, COYTEHHBIX
HeobxXoOWMbIMK BNadensUuem NpUNOMeHWA ONA CHHUASHWA CBA3AHHOID C KOHKPETHBIM Npuno-
HEHMEM DUCKa 00 J0NYCTHMOrS (MNK NPMEMINEMOro) YPOBHA NOCNE aHanu3a prcka Be3onacHo-

CTH NPHUNOHEHWA.
3.22 nonb3oBaTtens (user): JTMUC, MCNONB3YIDWES MNK IKCANYaTUPYIDWee YTo-TO.

[KpaTkud okcpopacKHMA aHMUACKMIA CNOBaPL)

MNpuMedaure — [NA Uened HACTOALLEMD CTaHgaApTa TEpMKUH «NoNLI0BaTeNkr OB0aHaYaET He TOMbLKD
KOHEYHOTD MONEIORATENA, HO TAKKE ONERALWOHMSEIE POMK W PONM CONPOROHIEHUA, TANWE EIK CHCTEMHEIR agMuiHK-

CTRPATOR W AOMAHMCTRATOR Gaa OaHHEX,
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3.23 sanupgauma (validation): MNoaTeepwgeHre NocpegcTeOM NpegcTaeneHna obLeKTuB-
HblX CBMOETeNsCTE TOro, YTo TpeboBaHMA, NpeqHa3HaYeHHbIe 4NA KOHKPETHOMD MCNONL30BaHWA
N NPUMEHEHWA, BbINONHEHI.

Mpumeyanna

1 TeprMuH «BaNWIMPOEaH HCNONEIYVETCA ONA oS03HAYEHKA COOTRESTCTEYIOWETD CTaATYCa.

2 Yonoeua NOHMEHEHWA MOryT Ok Th PeansHeMA MNA CMOOENHPORSHHEMIA.

[MCO 9000:2005, onpegenexwe 3.8.5]

3 Ha Aanike HE CNeyManicTa «BanMdayuas oidasaeT «lpapuneHs N NOCTROERD NDUTOREHNRE? »

3.24 pepwdpmkauma (verification): MNogTeepHaeHWe NOCPEOCTBOM NpegcTaBneHua obb-
EKTHWBHLIX CBUAETENLCTE TOro, YT0 YCTAHOBMNEHHbIE TPEeBoBaHUA BbiNK BEINONHEHL.

MpuMedyaHua

1 TepuuH ceeprDUUMDPORAH MCNONEIYNT ANA 06o3HaYEHWMA COOTEATCTEYIOWETD CTATYCA.

2 DeaTensHocTe Mo NOOTEEQ#OEHAD TpeSoBaHMi MOMET BNICYaTE B cefnl oCyWeoTeneHWe aneTepHa-
THBHED PACHETOR, COADHEHWE CNEUWMMKaLMK Ha HOBEIA NDOSKT © AHANOMMYHOR DOoKyYMEHTAUMER Ha anpofupo-

BAHHEIA NPOEKT, NPOBEGEHHE MCNEITAHWA K OEMOHCTDALWA M aHaN4s O0KYMEeHTOD 00 W BeINyCGIa.

[MCO 9000:2005, onpegeneque 3.8.4]

3 Ha faulke He CNequanicTa «BepudbHaLMA Y 0IHAYAET «KopPeKTHD Nd NOCTROSHG NEANOEEHRET

4 CokpaweHun

B HacToAwem CTadHdapTe NpUMeHeHsl CledyHWWe CoEpalleH A;

ANF  — application normative (HOPMaTHUBHAA CTPYETYRE NPHNGEKEHWA ),

ASC - application security control (mepa v cpeocTBO KOHTPONA W ynpasneHua beao-
NAcHOCTEK NPUNOEEHWA),

ASMP - application security management process (npouecc medefxmeHTa Beaonac-
HOCTU NPUNOHEHKMA),

COTS - commercial-off-the-shelf (roToBbIR K WMCNONB30BAHWKY KOMMEPYECKWA Npo-
OYKT);

ONF - organization normative framework (HOpMATHBHAA CTPYKTYPA OpraHKaaymu),

XML - extended markup language (paclvpAemeli A3klK PaIMeTrK);

B
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WMKT -  wHdopMauWoHHO-KOMMyHKUKAUWMoHHAaA Texdonorus (Information and Commu-

nication Technology — ICT);

CMWE — cucTema meHegwmMedTa uHdopmaumoHHon BeszonacHocTu {Information Secu-

rity Management System — ISMS).

5 Ctpykrypa MCO/M3K 27034

WCO/M3IK 27034 cocTouT Wa wecTy Yacted. B yactk 1 MCOI/M3K 27034 npeagctagneqHm
0b3op 1 obwme NoHATUA. [JaHHOKW 4acTH BNONHE JOCTATOMHO ANA OUEHMBAHWA HEODXOOMMOCTH
peanuzauyu ctasgapta MCO/M3K 27034 B opraHM3aumni, a Takse ANA Npe3eHTaumm 1 obyde-
HuA. [iNA camon xe peanuaaumy ctaHnapta MCOMIK 27034 panHon yactu MCO/M3IK 27034

HEOOCTATOYHOD.

Opraduzaynam, xenawwum npumeHate MCO/M3K 27034, Heobxogume! Hactn 2, 3 1 4
ctaHgapTa MCO/M3K 27034, Onkn cogepwaT nogpobHble ONWCAHWA BCeX NPpefdcTaBNeHHbIX B
AaHHoR vacTh MCOM 3K 27034 NoHATHA.

WMCOIM3K 27034-5 BypgeT ocobedHHo nNonessH oOpraHW3auWam, 3avHTEpECOBAHHBIM B
NprobpeTEHWM UNK PACNPOCTDAHEHWW MED M CPEACTE KOHTRONA W yNpasneHa Be3onacHoCTL
NPUNOMKEHWA, TAK KaK OH NpegocTaBnAeT CTAHAAPTHYK CTPYETYPY OaHHLIX M CTAHOAPTHEIA Npo-
TOKOMN ANA PacnpocTpaHeHWa MED W CPEACTE KOHTPONA W yNpaenexua. Hanpumep, kpynHas op-
raHW3auna MoxeT DbiTh 2aMHTEDECOBAHA B ABTOMATHYECKOM DAcNpOCTPaHeHM 1 oDHOBNEHMK

MED W CPEACTE KOHTPONA W yNpaeNeHWA OANA BCeX CBOMX NOAPa3feneHni.

WCO/M3K 27034-6 cogep#nT nNpuMepsl Mep W CPedcTE KOHTPOMA W YNPaeneHWs anA
KOHKPETHBIX TpeboBaHWA De3onacHOCTH NPUNoXeHWA, 3Ta YacTe DYOeT NonezHa opraHu3auu-
AM, #enawwKm peanuzoeats MCO/M3K 27034, wnu oprasnaaumam, KoTopele XOTAT pazpabo-

TaTb ONPEdeneHHbIe Mepbl M CPEOCTBA KOHTPONA KW yNpaBneHdns 6e30NacHOCTL NPUNOXEHNIA,
Conep#adue wecTy 4acted MCOM3K 27034;
YacTe 1 — OB30p 1 0BWMeE NOHATHA

B yactu 1 npegcraened ﬂﬁanp BezonacHoCTk NPANOKEHHIA. OHa 3HAKOMMT C onpegene-
HAAMK, OBWKWMIKA NOHATHAMU, NneMHUYANaME 4 npoleccamMy, EacaiWMmMKcH obecneveHua Beao-

NacHOCTH NpUNoxeH HIA.
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Hacte 2 — HopmaTHBHARA CTPYKTYpa OpraHM3aumu

B vactk 2 npeactaeneHo nogpobHoe ONWCaHWEe HOPMAaTHUEBHOW CTPYKTYDLI OPraHu3auumu,
£e KOMMNOHEHTOB W NPOUECCOB MEHEQMMEHTA Ha YDOBHE opraHuzaumn. B naHHoW vacTi obbAac-
HAKTCA B2AMMOCBAIN 3THX NPOLUEBCCOR, CBA3AHHLIE C HUMKM MEpONPUATHMA 1 cnocobbl Nnoggep-
HAHWA MMK NpoUecca MeHeKMeHTa De3onacHoCTH NpunokeHnid. B naHHOW 4acTk onuceIBaeT-
CA, KaK OpraHusayna gonxHa peanuaoesieate MCO/M3K 27034 1 WHTErpMpoBaTe €ro co CBOW-

MK CYLUECTBYIOWMMK NpoLeccamy.
HYacte 3 - Mpouecc meHegxmeHTa BE20NaACHOCTH NPHNOKEHHUA

B 4actu 3 npeocrTaenedHo I'ICI-,EIFFDEHGE onuicaHe nNpousCccoBs, BOBMNEMEHHBLIX B NPOERT
NOWUNCHEHWA. onpedeneHne TFIIEEDEI-E[HHIFI M Cpedbl NpUNOMEHWA, OUEHKE pWUCHES BeaonacHocTH
npuno¥eHW A, coifjadHde W Nodiepska H'DF]METHEHCIH CTRPYETYDB NDWNOKEHWA, pedld3alWA ¢
BEE0SHVE B JSWCTEME NPANoHeEHAa 4 BanWidauWa enc be3onacHoCTW Ha NpoOTAXSHAKW BCEMD
HMHIHEHHOMD UWMKNa. B QaHHOoW Yactu OBBACHAKTCA BIAUMOCBAZM 3THX npoyecCoe, Wx I'.‘|J‘||.I'HK—
HHOHWpOBAHKE ¥ BIAMMO3aBHMCMMOCTI, 2 TakHe BBEJEHHME UMK fe30nNacHoOCTH B NpoeKT NpUno-

HEHWA,
Yacte 4 - Banngauna 6e30nacHOCTH NPUNOXKEHWA

B 4acTu 4 npencrasneHo yrnybneHHoe onucadHWe Npougcca Banvaaund De3onacHoCTH
NpUNOMEHWA W NPOUECCa CEepTUPUKALWMK, H3MEPALWErD PaKTUYECKWA YPOBEHE O0BEDUA NPW-
NO¥EHWA W CPABHUBAILLETD Br0 C UeneBbiM YPOBHEM OOBEPUA, KOTOPLIA 3apaHes BbibupaeTca

opraHK3aumen.

YacTb 5 — CTpyKTypa AaHHbIX yNpaBneHWA Ge3onacHOCTbH NPOTOKONOE M NPWUNo-

HeHWA

B wactu 5 npegcraenedsl npotokons K XML-cxema ona mep W cpefcTE KOHTPONA M
ynpaenexsya DesonacHocTeio NpunowxeHuwd (ASC) Ha ocHoee ctanHgapta WCO/M3K TY 15000
«PaclwmprRembii A3bIK pazMeTkn AnA anexkTpoHHoro Buadeca (ebXML)». [JaHHasa 4acTe MOMeT
BeiTe MCNONBI0BAHA ANA COASWCTEMA OPraHu3auMaM B BanWOAUMK CTPYKETYPEl AaHHbix ASC W
apyrux komnonedTos MCOM3BK 27034, a Tawke gna nogaoepxkr pacnpocTpadequna, obHoene-

HWA W MCNONL30BaHMA ASC.
Yacts 6 — PykoeoacTeo no Be3zonacHOCTH ANA KOHKPETHLIX NPHUNOMXEHWA

B wacti 6 npeactaenedsl npuMepsl ASC, NpucnocoBnerHsIx K KOHKPETHLIM TpeboBaHu-

A Be30NacHOCTH N PHNOKEHUA.
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6 BeegeHne B Ge30NacHOCTL NPUNOXEHWA

6.1 Obwan nHpopmaymna

ObecnevyedHue Ge30NACHOCTH NPUNOXEHWA — 3TO NpoUecc NPUMMEHEHWA MEep W CPDeaCcTs
KOHTDONA W yNPpaBNeHua U MaMepeHui K NPUNOKEeHWAM OPraHU3auMy © Uensi OCyLWeCcTBNEHHWA

MeEHEOHMEHTA PHMCES, BOZHWESKIWEND B peayNbTaTe WX HCNONE30BaHKA.

Mepbl W CPEACTEa KOHTPONA W YNPaBNEHWA W M3MEDPEHWA MOTYT NPUMEHATLCA K CaMoMy
NPMACHKEHKK (M0 NpoLeccaM, KOMNOHEHTaM, NPOrpaMMHLIM CReACTEAM W pe3yneTaTam), ero
OaHHBIM (KOHDWIYPALUMOHHLIM SaHHBIM, O3HHBIM NONB30BATENSR, QaHHLIM OPraHM3aUnn) U Ko
BCEW TEXHONOMMW, NPOUSCCanM W OeACTBYIOWKMM CyBbekTaM, BOBNEYEHHLIM B MUIHEHHLIA LWKN

NEHMNoOXeHWA.

6.2 beaonacHOCTL NPUNOXEHWA B CpaBHEHWM C DE30NAacHOCTLIO

nporpaMMHbIX CpegcTe

MpunoxeHuwe — 310 pewedHwe B obnactk WT, Bknwodawwee nporpammMyHoe cpefcTeo
{cm. 3.3). Taxkum obpazom, Gez0nacHOCTs NpUNOXEHWA ABNAETCA Donee LWMPOKWMM NOHATHEM,

OXBATLIBAKLLMM DE30NACHOCTE nporpamMmMHex CpedCcTe.

6.3 Ccepa gencTBMA DE30NACHOCTH NPHUNOXEHHUNA

6.3.1 Obwke cBeOeHHA

bBezonacHoCTE npunmﬁen—mﬁ obecnevyleaseT J3WNTY EPUTHHECKWX OaHHEIX, BRAHYUCAASMBIX,
HCNONe3YeMblx, XpaHUMbBIX M NepedaaeMblx NDUNOXEHHUEM, KaK TpEﬁyETCH OpraHW3al K. 3T1a
aawura obecnevyreaer YBEPEHHOCTE HE TONBLKO B JOCTYNHOCTH, UENOCTHOCTH W HDHEDI.-‘I,EI,EHL[H-

ANLHOCTHA OaHHBIX, HO TAKHE B HEOTKa3YeMOCTH W ayTEHTUDMKALKWK NONb30EATENSW, UMELWKK

e
FOCT rOCTPUCOMIK 27034-1-2014 Crpanuua: 27/126

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

rocT P MCO/M3K 27034-1-2014

K HHM OOCTYN. I{pHTH'-IH'DETI:u OaHHbIX W MHBIX SETHBOE O0M+HA onpedenATeCA [JpI'EIHHSEILI,HEIﬁ no-

CpedCTeEOM NpoUuecca OUeHKH PMCEa Ge30nNacHoCTW.

Hy#0awWKWech B 3aWKMTe KPUTHYECKWE OaHHBIE Tak#e MOryT npejcTaBnaTth cobod Wo-

KOOHLIA KOO NPUNOMEHWA, ABOMYHBIA KOO M MCNONHASMEIA KOO,

Ha pucyHke 2 nokazano rpaduyeckoe npencragnedue cdepsl gedcTensa Ge3onacHocTy

NpUNO¥EHMA B BUOE ofinacTu, DFFIEHI-"I"-I-E'HHDIFI MyHETHDHBIMKA NTHHWAMK.

| EMIHBC-HOHTEEET H PerynATHOHE# KDHTELGT |

I_____________;\/\7_____________1

-ll:l: UWECCE, CENIIHFMRIE © VW IO AR

I |Fpuu_: COB KHAIHEHHEDID UAENTE AN S HAA

Il TERHENOTHHBCKAA RO TERCT | | Crneuud MKALHH AN OEEHAA

I | '-||.'IH.I1|:|,'.I|I‘:IE' dAr MBS | | |1i.'II|IdE' OPradM3IaEgyEan | BOEsI08aTENSn

I | Pand W norHDMoURA |
|

| Cipepa QeACTEUA Ba30nacHOCTH NPUNOHEHWA

b o e e e e e e e e e e e e e

| I —

PucyHor 2 = Chepa gelcTerA Se30nNacHOCTH NPHTOsEE HMA

JTO NpeacTaBlneHne He 03HAY3ET, YTO BCE ANEMEHTH B NOKa3aHHOW BbiLue Cq]'EpE nen-

CTEBWA ABNAHITCA YaCTed NPHMNOHEHWR, a MOBODWT O TOM, YMTO BCE 3TH 3NeMeHTE T[JEEJ"J.I'IGT aa-

WKTHl AnA obecnevyedHuA BE30NacHOCTH NPUNoHEHMA. TakumM nﬁpaaa::-m. cihepa OelcTeMA beao-

MACHOCTH NPUNOKEHWA ABNASTCA DONEs WAPOKOW, Yem chepa eWCTEMA CAMOMD NPUNOKEHWA.

npl-"IB-E',EI,EHHEiFl Hu¥e Tabnuua HNNEOCTRUPYET 3TO OTAWMYME.

Tabnuua 1- Cdepa pedcTBUA NPUNOKEHWA B CpaBHEHMW cO chepor aedcTerA DezonacHo-

CTH NDWNOXEHMIA

A B cepe OeHCTBHA 8 cipepe QEACTEMA Geaonac-
NPHNONKeEHWHA HOCTH NPHNOMEHAA
JavHele OpraHusausy W Nonesoeatensd (6.3.9) -
MprknagHse JaHHse (6.3.8) - ™
Fonn W nonHomModEa (6.3.10) . -
Cneurdkaumy npunosedsi (6.3.7) . -
TexHoNOMMHeckni KoHTekcT (6.3.6) ™
MpoUeCCH, CEAIAHHEE C NPpUNoseHuamy [§.3.5) -
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OxoxyaHLue mabnuusl 1

B cithepe OEACTRHA B cipepe AedcTEMA Gelonac-
INeMeHTRI
NPHAOHEHHA HOCTH NPHNOXEHWHA
Mpoyecchl MHAHEHHOMND LWKMS NDANOMEHENA [§.3.4) .
BUaHec-KoHTeReT {6.3.2) -
PerynatieHsid koHTekcT (6.3.3) .

MpuBEOeHHbIE HKE OaHHBIE W NPOLECcH Hax0oOATCA B chepe QedcTeMA BE30NACHOCTH

NPUAOHKEHWA W QOM#HE BEITe 3aLWILEHL.

6.3.2 BU3HeC-KOHTEKCT

K DBWIHeC-KOHTEKCTY OTHOCATCA BCE CBA3IAHHLIE ¢ BWM3IHeCcoM nydllWe NpakTHYeCcKue

NPHemMel, NPeANMCAHKA M OFPAHWYEHNA, BEITEKaKWMWE W3 chepsl DU3HECa OpraHn3aumy.

6.3.23 PerynATUBHLIA KOHTEKCT

K perynATHBHOMY KOHTEKCTY OTHOCATCA BCE 38KOHLI, NPpegnvcaHua ¥ obliue npasuna,

BblTEkamwWwKe W3 MectTa BeldcHMA BuaHeca wnw HPMCOWMEUWA, KOTOpBEE BNWMAHKT HAd {py‘HHLI,HD'-

HaNbHbIE BOIMOMHOCTH NPUNOXEHWA MNK MCNONB3IOBAHWE &ro OAaHHLIX (HANDUMER, PUCKK B pe-
IYNLTaTE PasnNYKMe HAUWOHANBHEIX 33KOHOE B CTpaHax, roe GyaeT MCnone30BaTeCA OOHO U TO

®E NpUNoOHEHWe ).

6.3.4 Npouecchl ¥UIHEHHOrO UHMKNA NPUNOKEeHUA

Oom#xHa obecneydeaThcA 3alUMTa BoEX HeODXOOMMbLIX MNKW CYLUECTEYHILWKWY NpOUsCCoB
OpraHU3aLKuy, BOBNEYEHHBIX B 3MIHEHHBLIA LIMKN NPUNOXEHWA, TAKKX Kak:

a) npouecchel 0By4eHWA, ayaWTa U aTTecTauuu;

b) npoueccel peanuaaumu (pas3paboTEa, MEHELMMEHT NPOEKTOB, CONPOBOXOEHWE, KOH-

TROMNE BEPCHA, TECTUPOBAHKME W T. 4.}

C) onepauMOHHbIE NPOLECTEl.

6.3.5 Npouecchbl, CBA3ZaAHHLIE C NPUNOKEHHUAMMA

HonxHa obecnedneaTscs 3aMTa BCEX HeoDXOOWMLIX WK CYLLECTEYHILWMWY NPOUECCos
OpraHu3auuy, 3aTparMeaemslx BRXHLIMK CNeUMMUKALMAMK U KDUTUYECKUMKU JaHHBIMWU NpMno-
HEHWWA, TAKWX Kak:
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a) Npoueccsl UCNoNb30BaHWA U MEHEOHMEHTA;
b) npoueccsl CONPOBOKAEHWA W PEIEDBHOMO KONMPOBAHKA;
€} Npoueccsl PACNPOCTPaHEHWA W DA3BEpThIBAHUA,

d} NpoUeccsl, Ha KOTOpRLIE BNHUAKT NPUNOKEHUA MNK KOTopbIe TﬂEﬁyiﬂTCH NpUNOReHARM.

6.3.6 TeXxHONOrHYeCKMA KOHTEKCT

HonxHa obecnevnMeaTeLCh JalMTa BCex NpodyETOoE W TEXHOMNOMMYEeCKHX KOMMNOHEHTOB,

NoALEepRUBALWMY BAXHBIE CNeUMgUKaLUN MNKW KPUTUYECKWE JaHHbIE, TAKWX Kak:
a) TepMHUHANB!, CETH W MHBIE pa3pelueHHse NnepudepriHble YCTPOWCTEA,
b) onepauwoHHan cUcTeMa, KOHUIypauMa M Cepenchl;
C) pa3pelleHHble KaHanb! CBA3W K NOPTLI;

d) COTS M uMHbIe NPOaYKTH, TAKWe KaKk CMCTeMbl ynpaeneHwa Bazamu gandbix (CYBLO),

MCNONbaveMble NPHMNOHEHWUAMKA, M MX TEXHONOMNAYMECKaRA HH{ppHETp}fHT}pr;
&) MmoOuduKauKua ¥ MHsle npoueccsl, CBA3daHHbBIE C TEXHOMNOMMYECKMM KOHTEKCTOM,

f'} NPOOYETH, Ha KOTODbLIE OES3bIBAHT BNUAHKWE MPHUNOXREHWA WNK KOTOPLIE MCNONB3YHOT-

CA NpHNOXeHHAMA.

6.3.7 CneundrKauun NPUNOKEHMUA

Jon#Ha obecneyWBaThCH 3aWTa 0T HECAHKUMOHMPOBAHHOW MOOWdUKaLKWK BCEX Chne-

HHEPUEALMEA NDUNOHEHWA, TAKWX K3
a) cneuynduKkauvK annapaTHelx cpedcTs,
b) cneunduraumn Be3onacHoCTy;
C} YHKUWMOHANEHLIE BO3MOKHOCTH NPUNOKEHWA,
d) cneundUkaluK TEPMWUHANA KNKEHTA,

e} cneuwdrkalniK onepaunoHHOro OTAeNA.

6.3.8 NpuknagHbie gaHHbIe

HonwHa obecneyrBaTbCA 3alUMTa BCEW KPMTUHECKOW MHMOpMAaLKMK NPUNOXKEHWA, Taxkow

HAK:
a) KOHDWIYPaUWOHHLIE NaHHLIE NPHUNOKEHWIA,
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D) OBOWYHLIW KOO NPUNOHKEHWA,
C) WCHOOHLIA KOO NPHUNOKEHWA;
d) KOMMNOHEHTEl NPUNCHEHWA W BUBnroTex,

£) OOKYMEHTAUMWA BAMHEeHLLWY KOMNOHEHTOE W OYHELWOHANBHLIX BO3MOMHOCTEN NPUNO-

HeHHA.

6.2.9 laHHkIe opralHM3ayMM ¥ nonL3oearenen

[om#+a obecneYnBaThos 3aWMTa BCEW KDUTMYECKOW MHChOpMAaLMK, KAacalwelcs opra-

HHU3ALMK W NONL30BATENEN, TAKOW Kak:
a) cepTU@HKaTH,
D) cerkpeTHLIe KNHMK,
c) HeobxoduMele ONA UENSBOA 320341 JaHHLIE,
d) nepcoHansHsle JaHHBE,

g) NoNb30BaTENbCKWME AaHHbIE KOHMDUIYpaUMu.

6.3.10 PonK 1 NONHOMOY KA

Hon#Ha Obite obDecneueHa 2alMTa BCEW KDMTHYMECKOW WHMDOPMAaUWKW NO yNpaBNeHWH

WASHTUDUEALKER ¥ NONHOMOYWAMK, TAKOW KakK:
3) OaHHBIE NO YNPaBNeHUK WOSHTUEMKALKWEA:
b) vasHTUDUMEALWMOHHBIE M aYyTERTHIMKALMOHHEIE OaHHBIE,

C) OaHHbIE ABTOPWMAIALIMNA.

6.4 TpeboBaHna De20NaCHOCTH NPHUNOKEHUNA

6.4.1 McTOYHMKK TpeDoBaHMA BE30NACHOCTH NPUNOXKEHWH

CornacHo MCO/M3K 27005, tpefoeanns De30nNacHOCTH NPUNOKEHWMA WOEHTUDMUMPY-
KOTCA NOCPEeACTBOM OUEHKW pucka W 0DpaboTKK pWUCKa W OMKTYIOTCA Takumu akTopamu, Kak
cneunuEaLy NpUNoXeHUd, UeNeBan cpena npunoxeHun (BU3Hec-KOHTEKCT, perynaTHEHLIA K1
TEXHOMNOMMYECKMIA KOHTEKCTLI), KPUTHYECKWE AaHHbIE W BuIDOp, KOTOpLIA OenaeT snagenewy npu-

NOHeHWIA,
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m'_l,n'HHLI,HGHEJ'II:HHE TFIIELF:IDEIELHHH BeaonacHoOCTH OWKTYHIT, Kakue ¢I'_I,|'HHLI,I-"IDHEJ'II:|HI:-IE BOa-
MOMHOCTH DEI0NaACHOCTH ﬁ'_lll',l:l,}fT peanicoBadbl B NpUNCeEeHMK. H-E'ﬂ}':,"HI{L[HDHEIJ'II:HbIE' TpEﬁGEE-
HWA Be30NacHOCTH HanpagneHsl Ha KaXeCcTBo De30nNacHOCTH, KOTOpOe OOMEHC NPOABNATE NPpH-
No¥eHWe. Bce 3T Mepbl 1 CpedCcTea KOHTPONA 4 ynpasnerHWsa JOMHHB BbITe NONHOCTLHD onpe-

AeneHbl U YTBEMKAEHL! OPraHM3auue.

6.4.2 PazpaboTka TpeboBaHWi Be3onacHoOCTH NPUNOKEHHH

PazpaboTka TpeboBaHWWA NpUNOXEHWA — 3TO NPOoUECcC, OXBaThBaWWK cBop, aHanua W
onpegenenue Tpebosanui ona npunoxeHwd. OH gonsed ObiTe OONONHEH OUEHKOW pucka C

Helnb BEMNHOYEHMA T]'JEEDBEHHI;E BeaonacHocTl.

Kak v B cnysae mobeblx TpeDOBAHWW, OLEHKA PUCKA OOMMHA BKNKMATE NOCTOAHHOE W
CMCTEMATUHMECKDE WCNONL2OBAHWE Npouedyp, oDecneyvMBalmy YBepeHHOCTE B TOM, YTO No-
Ny4eHHan COBOKYNHOCTE TPeDOoBaHWA ABNAETCA NONHOW, NOCNenoBaTenNsHOW, Nerko noHuMmae-
MOW W aHanuavupyemon enagensues npunoxedHun. Tpeboeanna v WX BbiNONHEHME Takxe

AONAHE DEITE MAMEPHMMBIMK.

6.4.3 Cuctema meHegKMeHTa MH(OPMaLMOHHOW Be3onacHoCTK

6.4.3.1 CMWE opraduzaumi

Boa uHhopMaUKAa, KOTOpYID noanepxueaeT W obpabaToiBaeT OpraHU3auMa, NogBepraeT-
CH PUCKY OWWOOK, XMILEHWA, NOMApAa, 3aTONNEHKMA W T. 4., 8 TAKKEe ONacHOCTAM, CBAIAHHLIM C
MCNOMNb3yeMOR TexHonommew. TepMuH s«uH@opMauWoHHas BeaonacHOCTe» OCHOBLIBAETCA Ha
HHPOPMALUKWK Kak Ha aKkTWBe, WMEeHLUEeM NPUCBOSHHOE 3AHAaueHWe W TpedylleMm CoOoTBEeTCT-
Bylowed 3awmutel. CornacHo MCO/M3K 27000 CMWE npegcTaenseT mMofens ANA CO30aHWA,
BHEOPEeHWA, YHKUMOHWMPOBAHWA, MOHWTOPWHTE, 3HANK33, NOGAEPHEM W YNYYLIEHWA 3ALLWTbI
WHCDOPMAaLUMOHHLIX AKTMBOE OPraHM3aluK Ha OCHOBE NOAXOoOa K puckam Guaveca. 3awKTa WH-
(POPMALMOHHEIX AKTHBOE OPFraHKM3aunK 0on#Ha DbiTe OPMEHTHUPOBAHA HA CBA3AHHLIE C HWMK

PHCKM W NPUHATEIE BUIHECOM YPOBHW DUCKA.

ATOT MEHEHMEHT PUCKOB OCHOBBIBAETCH Ha WHPOPMAUMOHHOR 0e30NacHOCTA W OXBa-
TEIBAET BCE BUOBI PUCKOB, CEBA3AHHLIX CO BCEMMH BMIAMK WHDOPMALKWK, MCNONB3YEMOR Opradm-

Faunen.
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£.4.3.2 Be3onacHoCTs NPUNO¥XEHKWA B KoHTekcTe CMKE

BeaonacHocTe NpPUNOMeHWH noggepxumeaeT uenu CMWE B macwrabax opraHvsauui,
obecneuneas MoOeNs CO3OAHWA, PEANWIALMKM, IKCNNYATAUWK, MOHWTODWHIA, NPOBEpKWM, Nod-
OEp#KA W COBEPLUSHCTBOBAHWA 38WWTEl WHOPMAUWOHHEIX BKTHBOB OpraH13auny, CEA3aHHLIX
¢ npunoxeHuamy. BezonacHocTe NpunomeHwd gomsHa obecnevyvBaTte afeKBaTHLIE MEpLl W
CpedcTea KOHTPONA W yNpaBneHWA, a Takke CBMOETENbLLCTEA, NOATEEpHAAKLUWE PYKOBOOWTE-
NAM 0pPraHW3auMK ocylecTBnNeHWe aneKBaTHOro MeHedKMEeHTa DUCKOB, CBA3AHHLIX C MCNOML-
30BAHHUEM NPUNOHEHWA.

CMWE obycnaenueaeT De20nacHOCTE NPHAOKEHWA, obecnednean yBepeHHOCTE B OCY-
WEeCTBNEHWK MEHEMMEHTa BCEX DUCKOB, CBA3AHHLIX C MHOPMAaUWER OpraHn3aUuy, BKNoYas
WHPOPMAaLUWID, KOTOpaa 4OCTynHAa npunoxeHuaMm. Mepel W CpeacTBa KOHTPONA W YNpaBNeHus,

HaaHaqvaemsle CMWB, pacnpocTpaHAKTeA Ha YPOBEHE NPUNOHEHMA.

6.5 Puck

6.5.1 Puck BezonacHOCTH NPUNONEHUIA

Puck Ge30nacHOCTH NPUNOXEHWIA — 3TO PUCK, KOTOPOMY NOABEPraKTCs OPraHu3IaUMK npu
MCNONb30BAHWKM KOHKPETHOID NPUNOXKEHUA.

Pwck Be2onacHoOCTH NPUNOXEHWIA BOIHWKAET NPU HENMYKHK:

a) yrpos, HanpaeneHHbIX Ha MHMOPMAaLKMKD, KOTOPasA QOCTYNHE NPHNOKEHWAM,

b) yA3asMmocCTeR,
C) BNHAHWA YCNEWHOro KMCNoNs30BaHKA YAIBUMOCTER YIpo3amMu.

[eATensHoCTE N0 MOEHTUMMKAUMK, OTCNEXWBAHWKID, XDAHEHWHD WHHOODMAUKW, U3Mepe-
HUEO W COOBLUEHMIO O PUCKAX NPWMNOKEHWA KpanHe pawHa. TpebosaHus BE30NACHOCTH NPUNO-
HEHWA W NpEOHA3IHAYEeHHBIE ANA HWX Mepkl U CPEACTEA KOHTRONA W YNpaBneHus ABMNAKTCA pe-
AKUMed Ha 3ToT puck. MNpouect OUSHKKM pucKka Be30NacHOCTH NPUNOXEHWA ABNAETCA Heobxo-
OMMEIM, NOTOMY 4TO PUCK MEHABTCA C TEMEHMEM BDEMEHUW, NPMBOOA K HeobXoaWMOCTH NOCTo-

AHHOW W NocNegoBaTENLHON MAEHTUMEALWK M XpaHeHWA WHOPMaLUKK O PUCKE.
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6.5.2 YA2BUMOCTH NPHUNOXKEHWUA

YAIBUMOCTH ABNAKITCA PE3YNETATOM HANKWYKWA HEAOSKBATHLIX MEp U CPedCcTE KOHTPONA M
YNPABNEHHWA WNKA WX OTCYTCTEMA. HealekBaTHO KOHTRONWPYEMEIE YAIBUMOCTH B pe3ynbLTaTte

NOUBOOAT K HENDUEMMEMOMY PHCEY NPHUNOXKEHWA.
YAIBUMOCTH NPOUCTEKAKOT OT:

a) aercTBYWWKWX CyEbLEKTOB, TAKMX Kak NpOrpaMMWCTel, CO3NAHWMWE NNOXKE NPOrpamM-
Mbl, NONbI0BATENM, Oenawwme oWWDKM NpW WCNONb30BAHWKM NPOrPaMMHOMe obDecneveHms,
TEXHUYECKWe CNEeUManUcTel U pazpaboT«uky, Jenakwme ownbKM B Npouecce NOOOSPHKN NpK-

NoEeHWA,

b) npoueccos, TAKMX KAaK HEAOEKBATHLIE NPOUEAYpPLl TECTUDOBAHWA, NMOXOW MEHELH-
MEHT NPOSKTOR, HEQOCTATOMHOE BHMMaHWe K Be30NacHOCTH B TEMEHWE NPOUECCOR MUIHEHHOMD
UKMKNA, HENPeABWOEHHDE B3AMMOOEHNCTEHME MEXOY NPUNOKEHUAMMW, NONL30BATENAMK M ONepa-

TOPamMKW, HeaeKBaTHbIe NPOLECCH MEHEMKMEHTA NAMEHEHMIA,
€} TEXHOMOrMYECKOro KOHTEKCTA, TAKOrC KAk NNoXo BeiDpaHHas TeXHONOTWYecKas WH-
pacTpyKTypa UM NPoayKTHI;

d) ocobeHHOCTER, Takux Kak HEadekBaTHOE NPpOoSKTUpOBaHKE, YAIBUMOCTH, Dﬁ‘_gl'CJ'IGB—

NEeHHLIE B3IAMMOOENCTEMAMK B CUCTEME MNW oWwKbkamK B MHTepDEeNCaX KOMNOHEHTOR.

6.5.3 ¥Yrpo3bl NpUNoXeHUAM

Y¥rposa HeceT B cebe BOIMOMHOCTE NPUYMHEHWA yiLepbBa KpWTMMECKOW WHODMaUKK B
cthepe ASACTBMA NPUNOMEHMA W, COOTBETCTBEHHO, CaMOW OpPraHKaauMi. Yrpossl NPOUMCTEKaKT
Wa:

a) cpenbl NPUNOKEHWA. PErYNATHMEHOINO KOHTEKCTa, BM3HEC-KOHTEKCTAa W TexXHOonordqe-

CHKOM KOHTEECTA,

b) pedcTeyrowmx cybberToR.

6.5.4 BnuAHWe NpUNOXeHHH

Bnuaxwe onpelendeTcA pacxodamu, NoHECEeHHbIMK ﬂprEIHI.-'IEEL[I-"IEI;‘I B peaynbTaTe Hapy-
WeHMA QOCTYNHOCTH, UenNOCTHOCTH MITK KOHDWOEHUHWaNEHOCTH EPHUTHYECEWE JaHHBIX NpEMNOse-

HHIA.
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6.5.5 MeHenMeHT pUcKa

MeHel®MEHT PUCKA NPUNOKEHWA — 3TO NPOLECC NOALEPHAHWA DUCKOB DE30ONACHOCTW
NPMNOMKEHWA HA JONYCTUMBIX YPOBHAX. 3TO AocTHraeTca NyTem obpaboTkm puckos BesonacHo-
CTH MPUNOXEHWA, COMTEHHBIX HENDUEMNEMBIMKA, NOCPEACTEOM MNPUMEHEHWA K HUM Mep W

CPeEOCTB KOHTRONA W YNpaeneHnA.

MeHem#meHT pucka npegctaensaeT coBoOW KMOYEBYD HKOHUENUWMKD B WHGQOPMAUWOHHOA
DesonacHocT. CornacHo MCOIM3K 27005, enpoyecc MeHedsMMeHMAa pPUCKa UHOPMELLUOH-
HoU Be30NacHOCMU MOXEM NPUMEHAMLEA K OpaaHUu3zanuly & uenomd, mobol omdensHod yacmu
opaaHuzayul (Hanpumep, omdoeny, dusuveckol nnowadke, yenyee), mobod UHbopMauUuoHHoU
cucmemMe, CylecmsyiowuM, NNasupyeMeliM UNU KOHKDEMHBIM acnekmam Mep u cpedcme KoH-

MPona U ypasneHua (HanpumMep, NNaHuposanLIo HerpepeieHocmu BusHeca)s.

MpegcTaenexnHei 8 MCOM3K 27005 npoyecc meHedxMeHTa PUCKa MHOPMALUMOHHOW
6e30NacHOCTH COCTOMT M3 YCTAHOBNEHWA KOHTEKCTA, OUeHKWM pucka, oDpaboTHW pUCKa, NPUHA-

THA DHUCKA, KOMMYHUESUMK PUCES, MOHWTOPMHIG W NepeCcMOoTla DUCKA.

Mpouecc MeHegxMeHTa pucka De20NacHOCTH NPUNOMEHWA OONKEH MCNONB30BATL Takue
e anemeHTel ¢ Donee TOMHOW deTanuaauwed v cepol AeRcTBWA, YCTAHOBNEHHOW ONA YPOB-

HA NEPWNoHEHWA.

6.6 Pacxoabl Ha De30NacHoOCTL

FPacxoow apraddzagyit Ha peand3aguid, nognoepskEy | Nposepry Mep W CDEOCTE KOHTRO-
na 1 ynpaeneHWA Be30NacHOCTLH) O0MEHG MHUHUMWZMPOBATLCHA OO0 O0MNYCTHUMOrD I:I-"IJ'II-"I MNpoKe -
J'IEMDFD]I YpoBHA Nocne Haonexawers pacCMOTpDEeHWMA PWCKOB W COOTBETCTBYHILWEND BNWAHKWA
MCNoONE30OBaHWUA I'IpHHGH{EHIf'I-IH. Facxodbl Ha Dea0nacHoCTh OOM¥HBl YHHUTEIEATE NOTEHUWANBHOS

BNHMAHWE YIDO3 W YAIBMMOCTEN.

6.7 Uenesan cpega

Llenepas cpega cocTOMT M3 EHEHEC-HUHTEHETEI, PEryNATUBHOMD W TEXHONOMAYECKON KoH-

TEKCTOE, B KOTOPLIX OPraHKW3auua Byoet MCNoNe30BaTh NpUNoKeHne. Bee yrposbl, KOTOPLIE MO-
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MyT NPHYUHWUTE },I'J.I.I,EFIIEF NpUNOXSHWKD, NPOUCTERaKOT M3 aToW cpelbl. Mo ator npWYHe B Ha4vane

NPoekTa NPpHUMNoXeHWA cnedyeT HeT. onpeldenyTe Lenesy cpeldy NpHncEeHWA.

ans YCN2LWHOIo M Ge30NacHOro WCNoNbL30BaHMA NpUNoHEHWA HeoDX0OWMO COOTEBETCTEME
TEXHONOINAYSCKON KOHTEKCTa OpraHHaauuii TPEEQBEHHHM UeneBpor Cpeisl NPUnoHeHnA. Korga
NpUNo#eHWe peanyiyeTcA, TEXHOMNOMMYECKMA KOHTEKCT cpradv3adili MOoseT HDTPEEDBETI:- HO-
Belx NPCOYETOB W annapaTHelX CPpefCcTs, KOTOPse MOTryT BAWATE Ha DeaonacHoCTb OPYrvx NpM-

NOHEHWA W PACKK Ge30nacHOCT OPrasdnaaun9.

MOCKONEKY PUCKA OPraHK3auMn, MCNoNb3ywWeR NpUNoXEHWA, NPOUCTEKAKT M3 LensBon
cpenbl NPUNOKEHWA, TO OON#Hb BbiTe ONpeaenedbl HoBble TpeboBaHWs Ge30NACHOCTH NPKNo-
WEHMA ONA y4eTa 3TUX HOBbIX PUCKOB W Buibopa Mep W CPeACTE KOHTPONA W YNpaBnNeHWs,
YMEHBLUAKILWMX 3TH DHCKK 0 GONYCTUMOTO (WNK NPUEMNEMOro) YPOBHA. 3TH MEpbl W CpeacTea
KOHTROMA | yNpasnedus Be3onacHoCTe MOryT ObiTe BEEASHEl B NPOLECCH MWAHEHHOMD LWKNa
NPUNOXEHWA (HaNpUMep, B Npouecc NpUoBpeTEeHNA WNK B NPOLECC CHATWA © SKCNNYaTaLWM),
A0BasneHbl K MCXOOHOMY KOOY NPUNO#EHWA, MNK WHTETPUPOBaHLl KyNa-NME0 BUe B HW3HEHHOM

uKrKne npunoxerua (cum. 8.3.4), korga ato BygeT HeobxogUMO OpraHu2anmm.

6.8 Mepbl U cpeQcTBa KOHTPONA U YNPABNeHHWA W MX Uenu

B cooreetcTemn ¢ MCO/M3K 27001, aona BeinonHeHws TpebBosaHwd, onpegeneHHbix
npoueccamM oUeHKW W obpaboTku pucka, QOMKHB BbiTe BeIDPaHEl M PERANMI0BAHLI MEepbl M
CpEeACTBa KOHTPONA W yNpaeneHua w ux uenu. B cdepe GezonacHoOCTM NPUMNOHEHWA Npouecc
OLUEHKK PUCKa YCTaHABNMEBAET WENW Mep W CPEACTE KOHTPONA W ynpaeneHWa cornacHo tpebo-

BAHKUAM BE30NACHOCTH NDHUNOKEH M.
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7 O6wwme npoueccuLl MCOMIK 27034

7.1 KomnoHeHTbl, NpoUecchl M CTPYKTYPbI

WCO/M3K 27034 npegocTaenaeT KOMMNOHEHTH, NPOUECCH W CTPYETYPLI, HeobxoauMble
OPraHW3auuamM B NpHobpeTeHuy, peanu3aunt U MCNoNL30BAHKKM HAOEMKHbLIX NPUNOXEHWA ¢ O0-
NYCTUMBbIMK (UMK NPUEMNEMBIMK]) pacxodamu Ha BeaonacHocTe. Bonee Toro, 3TW KOMNOHEHTLI,

npouecCe W CTPYRETYDEI obecneynBanT NoAO0aKWKWecs npoeepke cBUOeTeNbLCTEA TOMD, YTO

NPUNOKEHWA QOCTUIMKA W NOAASPHWBAKDT UENeBol YPOBEH: O0OBEDKA.

Bce KOMNOHEHTH!, NPOUSCCH W CTPYKTYPEl ABNAKTCA YacTe ABYX 0DWKMX Npoueccos,
B3aWMMOCEBA3E KOTOPLIX NOKA3aHA Ha PUCYHKe 3.

a) npouecca meHegwmedtTa ONF;

b) npouecca meHegwmeHTa De3onacHoCTH NpunoxeHud (ASMP).

. Npouecc meregxmenta ONF npeg-
cTaenseT coboW NOCTOAHHLIA NPOUECC HA YPOBHE opraHu3auyuk, a ASMP wcnonesayeTca ans

OCYWECTENEHWA MeHedHMEHTA Be3onacHoCTH KOHEPETHBIX NPOEKTOB ﬂpHﬂG}HE‘HHl:I.
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PucyHos 3 = MNpouecck MeHeasMeHTa

7.2 Npouecc menegxmenta ONF

MNpouecc meHegxmedHTa ONF Ooned MCNoNb3IoBaThChR ANA MEHEIHMMEHTa CBA3aHHbIX

c bezonacHocTsio npunoxeHud acnextoe OMF (cm. 8.1). ONF erkni4aeT Bce npoueccsl, Bo-

BreveHHele B BE30NacHOCTE NDUNOKEHWA, 8 TAaKHe NPpeanrcaHKA, 3aKoHsl, NyYWWe NpakTuye-

CKME NPUEMB!, PONW KM 0BA3AHHOCTKH, NPUHATLIE opradkaauued. OHa onpefenseT BCe BUOL KOH-
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TEKCTa OpraHM3aymri 1M ABNASTCH yHHHEHbHDF‘I CCbINKOW Ons BeaonacHoCTw MOUNOMEHWA B opra-
HEZa LMK,

Moumedanne 1 - Oprankaaums obbYHD MCNONEIYET CEOID HOPMATWBHYID CTDYETYDY ANA DPYyTHx ye-
Nel, BeIX0OALMY 38 Npegens obnactd npusMeHessa MCOMM3K 27034, v Hee obeMHO 2CTe ONpeaaneHHsIe npo-
UeCChl ONA OCYIWWECTENEHWA MeHesmeHTa. Takkn obpazon, ONF w npouwecc ee medegsmanTa, coanaHHes onAa

denels MCOMMIK 27034, ABNRIOTCA NOOMHOMECTESM CYLLECTEYVIOWER OMNF 1 CRAZaHHRE © HER NPOUSCCoR.

Mpoueccsl, cBA3aHHbIE © BE30ONACHOCTEID NPHUAOKEHWA, QONKHE BbiTe 4acTew ONF.

Hagzop v cTEETCTEEHHOCTE 38 NOAASPHKY W YTEEPHASHWE CBA3AHHLIX C DE30NACHOCTED
npMnoxeHud KomnoHeHToe ONF Qon#Hel OCYWECTENATLCA OPradW3auMoHHON pONew, Ha3bl-
saemor B MCO/MBK 27034 «rpynnon OMNF».

MpuMmedanne 2 - Mpouece MedegxmedTa ONF 4 8ro KOMNoOHEHTRI W NOONPOLECCHl Bonee GeTanksHo
npegcraeneds B 8.1.3.2, a Taoke g MCO/MIK 27034-2.

7.3 MNpouecc meHegKMeHTa DE20NACHOCTH NPHUNOXEeHWA

7.3.1 OBbwue ceeneHHA

Mpoyecc MeHegKMEHTa Dea30nacHOCTH NPUNOMEHWA — CYMMaPHEIA NPOUeCct OCyLWecTB-
NeHWA MeHegxmeHTa Be30NacHOCTH ANA KAaXZ0ro MCnonbayeMoro opraHuaagume i NpUNoxeHns.
B npunoxenun C nokasado, 4to ASMP npegcrasnset cobol KOHKPETHM3ALMID NPeaCcTaBNEHHD-

ro g MCO/M3K 27005 npouecca MeHeQ#MEHTE pUCKA.
Mpouecc meHeagkmedTa Ge230NacHOCTH NPUNOKEHWA BKNHOYAET NATL WAT0E:
a) onpegeneqve TpebOBAHWW W Cpeabl NPUNOKEHWA;
b) oueHka puckop BE30NACHOCTH NPUNOMEHWUA,
C) CO30aHKe W NoLNEepHEa HODMAaTHBHOW CTRYKTYDE! NPUNOHKEHHA;
d) nogrotoeka ¥k paboTe W 3KCNAYATALWA NDUNOKEHMA;

e) ayauT Be3onacHoOCTH NPUINOKEHMA.

Mprmedauwe — ASMP Bonee getaneHo NpegcTasned & pazgens 8, a tapse g MCO/MIK 27034-3.

7.3.2 OnpegeneHve TpeboBaHMIA KM CPedbl NPUNOKEHWA

Mepebim warom ASMP aenseTca onpegeneHue scex TpebOBAHWA NPHUAOKEHWA, BKMHO-

RI-E N
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a) gencTeyowux cybbexTos;

b} cneundrrkayme,

€} WHDOpMaLKWK;

d} cpeny.

Cpena npunoxeHnid COCTOWT KMa:

a) TeXHONOrMYecKoro KOHTEKCTA:

b} BWaHec-KOHTEKCTA;

C} perynaTUBHOIO KOHTEKCTa.

MpumedaHie = KouTekcT Donee JeTansHo NpedcTaened g 8.1.2.1 - 8.1.2.2.

3TOT War coOoTBETCTBYET Wary «onpedensHWe KOHTEKCTa» B YCTAHaBNWBAEMOM

WMCO/M3K 27005 npouecce meHegsmedTa pucka. OH npenoctaenseT HeoOxoQumyr WHOp-

MaUWD ONA Nocnedywers wara oueHEW pyucka.

7.3.3 OueHka puckoB Be30NacHOCTH NPUMIOKEHHH

Bropod war ASMP npegcraenaet cofol nNpouecc, COOTEETCTEYLWMWA WAary «0oUeHKa
pUCKa» W “aCTMYHO wary «obpaboTka puckas B yeTadaenueaemonm MCO/MIK 27005 npouecce
MEHEQ¥MEHTE pUCKA, C Donee TOMHLIM YPOBHEM AETanNsHOCTW W Chepol OeWcTEMA, OrpaHu-

HEHHOW COHMM NPOEETOM NPHUNOKEHMA.
DueHka PHCKEa COCTOMWT M3 WOEHTUEUKALMK pYCKa, aHanuaa PHCES W OUeHHWBAHWA DPHCED.

Ha 3tom ware ASMP Takse cosfamTca TpeboBadnA De3onacHOCTH, KOTODBE MCNoNbay-
HTCH ANA NOMNYyYeHWA Henaemoroe ypoBHA JoOBEPWUA ANA NpunoxeHud. OH Ha3kiBaeTCA Ueneebim
YPOBHEM O0BEpHA NpUnoxeHna (cm. 8.2.4) n gonwed DuiTe yTEEPHOEH BNAAENUEM NPUNOHKE-

HH.

JaHHbid War TaKse cOOTBETCTBYET «BoiDopy BapvaHToBR 0bpaboTky pucKar, OTHOCALLE-
Myca K wary «obpaboTka puckar B ycradagnueaemom WMCO/M3K 27005 npouecce mMeHem-

MEHTE pPUCKQ.

7.3.4 CozpaHue ¥ nogaepXKka HOPMaTHBHOW CTRPYKTYPLI NPUNOXEHUA

Ha Tpeteem ware ASMP 43z ONF BuIOWpaTeA BCE HEeoDXOOMMBIE 3NeMEHTsl, NPUMEHH-
Mble K KOHEDETHOMY NpOoOeKTY NpUNnoXeHWA. PeaynsTaTom ABNASTCA HOPMATUBHAaA CTPYKTYpa
npunoxedud (ANF). Toudoe cogepsadwe ANF onpenenser ueneeol ypoBeHb OOBEpUA NpH-
NOMEHHA, KOHTEKCT NPUNOKEHWA {pEryNATUBHBLIA, TEXHONOrMYeckuid 1 BuaHec-koHTekcT), oba-
22
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38HHOCTA W NPOECCUOHANBHYID KBAaNMUEAUWID AEACTEYIOWMY cyDLEKTOR, a Takke cneyndu-

KaLMK NDUNOMEHWA.

VIMEHHO Ha 3TOM Ware AnA NPoeKTa NpUNOKEHWA OPraHu3auna YCTaHaBNWBAET MU3HEH-
HBIA LMKN, KOTOPBIA BKNIOMAET TONBKO HEoDXOOMMBIe ANA 3TOrO NPOeKTa BuObl AeATENbHOCTH.
Hanpumep, NpoekT, NoNHOCTLID pa2paboTaHHbIA BHYTPW OpraHM3aumm, He TpebyeT ayTCcopCHH-

ra.

Kpome Toro, opraHuzauva eslbMpaeT ana nNpoexTa NpUNoMeHWsa Mepbl W CPeacTBa KOH-
TRONA ¥ YNpaeneHus De3onNacHOCTLIO NPUNOKEHWA.

[aHHelA Wwar cooTeeTCTEYET «NOAroTOBKE W peanuiauunu nnadoe obpaboTeu puckas, oT-
HocAwerdca K wary «obpaboTtka pwckar B ycTanaenueaemom WMCOM3K 27005 npouecce me-
HEQHMEHTA DUCKA.

MpuMmedanne - 3IToT war ASMP W ero KOMIOHEHTE W NpoUecckl Bones OeTansHo NpegcTasneHs B
83

7.3.5 NoaroToBKa k paboTe M IKCNNYATALMA NPHUNOKEHHUHA

YeteepToim waroM ASMP aenseTca dakTMYecKoe MCNONb30BAHWE MEp W CpeacTe KOH-
TROMA W YNpasneHWa De30NacHOCTE NPWNOXKeHWA, Kak npegycMmoTpedHo ANF B HUIHEeHHOM
LUMKNE NpunoxedHwd. [pynna npoexTa peanuayeT Mepbl W CPeacTBa KOHTPONSA W ynpasBneHws
Ge30NACHOCTEH NpUNoKeHA cornacHo ANF, wenonsaya:

a) 4acTe OeAcTewd no DezonacHocTW kawxgod ASC, oCylWecTBNAEMbIX COOTBETCTBYH-
WMM gedcTeYOWKM cyDberToM, onpegengHHsm 8 ASC,

b) 4acTe Mamepennit DezonacHoCTH Kaw ol ASC, oCyWEeCTBNAEMLIX COOTBETCTEYHILLMM
OEACTEYVIOWWM CYDLEKTOM, OnpedeneHHsIM B ASC.

3T0T YeTeepTsld War cooTBETCTBYET «NOArOTOBKE W peanu3auuk nnadoe obpaboTkM
PUCKa», OTHOCAWMXCA K wary «obpaboTka prckar B ycTaHaenueaemom WCOMIK 27005 npo-
Uecce MeHeqHMaHTa PHCKE.

MprMedaHne = 3107 war ASMP W ero KOMIOHEHTE M NpoUeccsl Bonee JeTansHD NPeacTaRneHk

.4
7.3.6 NpoeepeHve ayauTa GezonacHoOCTH NPUNOKEHWA
MAaTeIM 1 2aeepwaowmm warom ASMP apnAeTca ayauT DeaonacHoCTH NPUNOHEH WA,
23
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Ha sTom ware ocylUecTBNAKILLAA BEPUMUKALMID TPYNNa NpoBepAeT NpoBEAEHWE BCEX
BEPUMOUKALMOHHBEIX M3MEPEHWA BoemMi ASC, BENKYEHHBIMA B HOPMATHBHYID CTPYKTYRY Npuno-

HEHWH, 8 TAKHKE OUSHWBAET OCTUIHYTHIE PeayNLTaThI.

JaHHb Wwar cooTBETCTEYET Wary «MOHWTODWHI W NDOBEpKa» B YCTaHABMWBaEMOM
WCO/M3K 27005 npouecce MEHEQKMEHTA PUCHA.

Mpamedardie — ITor war ASMP 1 ero EoMNoHEHTE W NpoOUecCH Bones getanesHo NpeacTasneHs 8
8.5,

8 OBbwme NOHATHA

8.1 HopmaTuBHaRA CTPYKTYpa opraH13auMm

8.1.1 Obwan mudropmaumnn

HopmaTueHas cTpykTypa opradm3aumw (OMF)— 3170 cTpykTypa, NO3BONRAKOWAERA COXpa-
HATL MPW3HAHHBIE OPraHM3auMen NyYlwWe NPakTHYecKUe NpUemMel DE30NACHOCTH NDUNOKEHKNA,
YTOUHATE MW M3BNEeKaTe M. OHA BKNOMAET BaXHERWWe KOMNOHEHTE!, NPOUECCEl, MCNONbIYo-

WKE 3TH KOMNOHEHTBLI, M NPOUECCHl MeHeaxMedTa camon ONF.

OMNF npegcrasnset coboi ocHoey De3onacHOCTM NpUNOXEHWA B DPraHM2auMy, Ha HeW
DazMpyTCA BCE PelleHWA OPraHW3auwmu, CBA3aHHbie ¢ De30nacHOCTEH NpUNnoxeHud. Hanpw-
MEep, NPOBEPKA KOOA MOXET OCYLLEeCTBNATLECA Kak 0DA2aTeNsLHAn Mepa ¥ CPeaCcTBO KOHTPONA M
ynpaenexsyMa De30NacHOCTEHD NPUNOXMEHWA TONLKO B ToMm cny4ae, ecnu 8 ONF cywectayeT py-

KOBOOCTED NO KOOWMPOBEaHKKD.

Kak nokazaHo Ha pucyHke 3, ONF npegocTasnaeT OCHOBHYK BXOOHYK WHHOPMALLMD ona

ASMP, 0CYLWECTENASMOIO AN KEMOA0M0 NDOEKTa NPUNOKEHWA B OPraHW3ALWK,

Ha pucyHke 4 NOKA3aHO BLICOKOYPOBHEBOE NpEeacTaBNeHe KoHTeHTa ONF.
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HopmaTHBHAR CTRYKTYPa Opradd3awuuu

Perynamenwg
KOMTERCT

Euansc-kaHTEKCT

TeExHINOrHHCEN
KOHTERCT

Penossropad
[T T T
MR R

Panw,
abRIARIDETH
KBAMHAEALHA

SRTAHAIELAR

BUENHOTELE MED W CPpeacTa «0nTpOANA M
Y¥NpaanaHEa fEa0nacHIE TR NEANGHEHRKA

-

-

:' Mpoyeccw, CBRZEHHEIE C

\ Be30nECHOCTEHY NpRNOKEHHA
1
:
1

[

e e e e m mm e m e ——————

-

»

BTANOHHAR MOLENE HHIHEHAOTS YWENE S230NacHOCTH NEHNOXRaHEA

PucyHor 4 = HopMaTHBHAR CTRYETYDAE OPraqd3IaumMH (ynpoweHHan)

Ons Hapnexawero peWeHnA BoNpoCoB fe30NacHoOCTH MNOUNOMEHWA Y OpraHdzaugnM

non#Ha beiTe hopmansHan ONF, cogep#alan cnedyowne KOMNOHEHTHI:

a) DU2HeC-KOHTEKCT,

b) perynaTHMBHEIA KOHTEKCT,
C) TEXHONOTWYECKMA KOHTEKCT,
d)

e)

f) BubnwoTtexka ASC opraHuzaumu,

g)
h)

PENO3UTOPHA CNeuMUEaLMA NDHUNOKEHWUA;

ponK, 0BA3EHHOCTH, KBANWPUKaLKA;

PopmansHan ONF gonsHa Takke cofepaTth:

a) npouecc menefxmeHTa ONF;

b) nmognpoueccel MexregxmeHTa ONF.

8.1.2 KomnoHeHTL!

B.1.2.1 BU3HEC-KOHTEKCT

npouecchl, CBA3AHHBIE C De30nacHOCTLH NpUNOHEHWA,

3TANOHHAA MOOENL HWUIHEHHOTD LWKMKNa De30NacHOCTH NEUNoKeHWA.

BM3HeC-KoOHTEKCT nepedMUCNAeT M QOKYMEHTHUPYET BCE NPWHATLIE UFJTEIHHSELI,HEﬁ CTaHgdap-

Thl W NYYWKHe NDAETHYSCKHE NpUembl;, KOTODBE MOMYT OKa3bIEaTh BNHMAHKE Ha NPOEKTE MPpAmc-

HEHWA,

BHM3HEC-KOHTEKCT BKNKOYAET:

a) npoueccel MEHEMMMEHTA NpoekTa, pazpaboTiU, aHanuaa pucka, onepauuoHHbIe Npo-

Lecok!, NPOUECChl ayaMTa M KOHTPONs;

FOCT rOCTPUCOMIK 27034-1-2014

M4 GostExpert.ru

25

CrtpaHnuua: 43/126


http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

rocT P MCO/M3K 27034-1-2014

b} nonuTuky Be30nacHoOCTH OpPraHM2auum;

C) npakTuveckre npuemesl & cipepe BuaHeca;

d) MCcnone3yemyr OpraHW3auMel MeToauky pa3paboTku;

e} Nydwre npakTUMeckWe NpWembl ONS BCexX A3kLIKOB NporpamMMHUpoOBaHWMA, WCNONb3ye-
MblX OpraHuzanyen M nepeyvyucnedHblX B TEXHONOMMYeCKoM KOHTEKCTE,

f) hopmansHsLIA NpoYEce MEHEQEMEHTA NPOEKTa CPraHk3auuM;

g) NpUMeHeHWe opraHuzauMen Qpyrix HeobXoauMblX MEXOYHAPOOHLIX CTAHGApPTOR, Ta-
kiax kak MCOM3K 27001, MCO/M3IK 27002 w MCO/M3K 15288,

8.1.2.2 PerynaTUBHLIA KOHTEKCT

PerynATUBHLIA KOHTEKCT NepequmMcnaeT v JOKYMEeHTHpyeT Nobbie 3a3K0HL WNW NpeanKca-
HWA B KaMOOM MecTe BefeHuA DMaIHeca OpraHuaauwen, KOTOpbie MOryT BNWATE Ha NPOeKThl
npunoxednid. OH BKNKMABT 3aKOHLI, NPaBWNa W NPeaNWCaHWA CTPaH WNWM KPWCAWMKUWA, rae

DESDEEETHEHETCH, EHET pa3eepThlBaSTCH, Wi MCNONL3YETCHA NpUNOHEHWE.

OpraHn3auny, passepTeBaOWed WMNKM MCNONb3YIOLWER OOHO W TO e NPUNoXEHWe B
pPA3HbIX CTPAHAX, BOAMOKHO, NPUOSTCA COOTBETCTBOBATE TpeboBaHWAM Ge30NacHOCTH KamaoH

CTPaHHI.

8.1.2.3 PenosnTopdi cnednduKaumni NPUNoKeHA

Penoautopuid  cneyndryaudin  NpunoseHnid nepeducnaeT W JoKyMeHTHpyeT obwue
thyHKUMOHANBHEE TpeGosanua MT opraHM3auum U COOTBETCTEYHILWKWE, 3apaHes YyTEE P OEHHEIE
peweHna. Cneywdugauu NpUNoKEHUA QOMKHLl BKNOYATE:

a) cneundrkaumu O TOM, KaKMn 0Dpa3omM NpMNoKeHWA BYOYT BEIYHCNATE, XDAHWTE W Ne-
pefasaTek MHOPMaLKID,

b} obbidHBIE NApaMeTpBl NDUNOHEHKA, OYHELMOHANEHLIE BOIMOKHOCTH, YCNYrK W Tpe-
BoBaHuA;

C) MCXOOHBIA KOA, OBOWYHBLIA KOO, DMONUMOTEKM U NPOOYKTHl MNK YCOYIW, KOTOPLIE MC-
NONE3YHTCA NEWNOKEHUAMA UK HA KOTOPBIX OCHOBAHLI NPHUNOXEHHA.

OononHuTensHele cneludrkaue MoryT BKNI0YaTe NoapobHoe onyicadHwe B3anMoOencT-
BUA NPUNOXKEHWI C:

a) OpYrMMIA CUCTEMaMK,

b) pabouel wHppacTpykTYpOW, OT KOTOPOW OHW 38BMCAT;
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CJ'I nepedHeEM Mep W CpedCTB KOHTPONA W YTpabBneHws Be30NacHOCTLID HPHHGH{E'HHﬁ B

paboyel cpege.

8.1.2.4 TexHoNorH4ecKiin KOHTEKCT

TEXHONOMMYECKUH EOHTEKCT COOSHWT MHBEHTADHYK ONUCE BCex npoaykTos VT, yonyr i
TEXHONOMA, JOCTYNHLIX ANA NPOSKTOB NPUNOKEHWH OpraHn3auung. aTK NPoOOYETEl, YCNYri KW

TEXHOMNOMK UEFEJ"IEEHHEI-HI{JT Y¥rpo3bl, KOTOPRBIM NOABEDTATCA NPUNOXKEHKWA.

TexHONOMMYECKUA KOHTEKCT BRNIOMAET KOMNLIOTEDs!, MHCTDYMEHTANbHbIE CPeaCcTea, Npo-
OykTel 1 ycnyrn WT, KOMMYyHUEAUWOHHYI0 MHODPAcTPYKTYPY W ApYrMe TEXHUMECKWe YCTPOWCTEA.

Mpumep 1 = TexHOMOSUYECKUE KOWITIBKCH], KOMOPLIL MONEM oKaibiaamb anuakue Ha Selonace-
HOCME MpUNoMaHUuL, axmovYaem ukdgpacmpykmypy knueHm-cepaep, aeb-uxwdpacmpykmypy, cemeayio

unghpacmpykmypy, cpedy pazpalomsu o UHCMpyMeRmanshsie cpedemaa pazpabomeu.
TexHONOMMYeCKUM KOHTEKCT TakHe DEFCHEEI]HBEIET BEeEeHME B NPpUNOKeHWs onpene-
NEeHHbIX MeD W CpefCTE KOHTPRONA W YNpaeneHwA BesonacHOCTLIO HﬂHJ’IGH{EHHﬁ.

Mpumep 2 = Ecnu mMexHONOSUYECKUE KOHNTEKCHT He aKmiodasiil MexXaWuImM aymesmudhukayuu
TLS 1.0" dna noddepwiu pyHKUUONANLHOCMU «J8YCMOPOHNAR aymenmudgukauuas, mo ASC Ha ocHoae
TLS 1.0 ve mozym OLimes axmoyenis!l 8 npunoxexue. Fpynne npoexma npudemca esifupams ansmepHa-
muarkie ASC dna nonyvyesus hyHKLUOHANEHOLT 0IMOKHOCIMU daycmoposneld ayirendmughukayuu, ecmu

3Ma hyHELUOHaNLHAA B0IMONHOCHTTE MPpadyamcA Ha UeneaoM YDoane doaepus NPUMoWeHUA,
TexHONOMMYECKUA KOHTEKCT A0MMeH BENHDYaTh!
a) TexHonoruWv, OOCTYNHEIe ONA NPOSKTOB NPUNOXEHWA Opraqdn3aumm.
MHEEHTapHAaA ONKMCE TAKMX TEXHONOMMA O0M#HA NOCTOAHHO obHoBNATLCH rpynnol ONF udepes
oDpaTHYO CBAZL OT NPeabayLLUMX NPOEKTOB NPUNOXMEHNH,
b) TexHonoruu, Tpedyemble NPUNOMEHWEM.
MNepeveHs HOBbIX TEXHONOMWA NPOMCTEKAET M3 HOBbIX PYHKUWOHANEHBIX TpebosaHWi, onpege-
NEHHLIX B X008 HAYANBHOMS NAAHWPOBAHWA NPOEKTa NPUNOXEeHWA. Takwe TpeboBaHMA JONKHEI
nobaenatecA 8 ONF, 1 opraHusayMoHHLI Npouecc gomyed obecneyneaTts YEEPEHHOCTE B TOM,
4TO XapakTepucTHrK De3onacHoCTH TEXHONOMWW, HAUeNeHHbIX Ha BuINONHEHWE HOBbIX Tpebo-
BaHWK, NOHATEl W AOKYMEHTANLHO oopMNeHbl A0 YTEEDAHOEHWA WX BKMIONEHWA B MHBEHTADHYIO

ONUCE TEXHONOMAA OpraHU3agMu,

C]I OOCTYNHBIE TEXHONOMNAK.

"TLS (Transport Layer Security) = NpoTokon S23onacHocTi TRaHCNopTHOM YpoaHa.
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HaHHEIE TEXHONOIMK BLIABNAKTCA B peayneTate WMCCcrnedoBaduid, adanuaa TeHOeHUWE 1 MOHW-

TOPWHTE TEXHONOMA.

8.1.2.5 Ponu, 0DA3aHHOCTH W KBANWUKALKUA
ONF pon#Ha cogepaTth:

a) nepeqvHd W ONWCcaHWA Bcex ponew., obA3aHHoCcTEed W HeobxoOWMoW npodeccioHanb-
HOW KBanuukaunK Bcex AeWCTBYLWKMY CyDLEeKTOB, YYAaCTBYIOWMY B CO3OaHWKM W NOOOepHKe

OMNF, w/anwn poner no coagadHnio u nogaepxke ASC,

b} nepe4yHn ¥ onuvcadHWA Bcex poned, obBA3adHoCTEd W Heobxooumod npodreccUoHanb-
HOW KBanWWKaLWK BCeX QeWCTBYOWMX CyDOLeKTOB, BOBNEYEHHBIX B MU3HEHHbIA LWKN NpUNo-
WEHWA, TAKKX KaK OTBETCTEEHHbIE 338 MHMOPMAUMOHHYK Be30NacHOCTL, PYKOBOOMTENM NpPOeK-
TOB, agMWHWCTPATOPLI, NKUUE, 3aHuMarWKecs npruobpeTeHren NPOrpaMMHLBIX CPEacTE, PYKO-
BOAMTENW pa3paboTyu NpOrpamMmHLIX CPeacTs, BNafensubl NPUNOMEHWA, PYKOBOOWMTENKW NONb-
3opaTenen, pa3paboTHMkK ApXMTEKTYPLl, aHaNWTHKW, NPOrPaMMUCTLI, CNeLWanKcTsl No TECTH-
POBAHWKY, CMCTEMHbIE AAMMHWCTPATODBLI, AOMWHMCTPATOPR §a3 OaHHLIX, CeTeBble aaMUHWUCT-

PaETOpb! M TEXHWYECKWW NepcoHan.

MonuTkka B8 macwtabax OpraHyIau e ﬁ‘y‘ﬂ,ET cnocofBocTeOoBaTE OOECNEYEHWHD YBEDEHHO-
CTWH B TOM, HTO BOE KDUTWYEeCKHe DONK ONA BCex NPoUeCCoB pacnpefeneHe, BCe 0BA3aHHOCTH
ocnpefenaHbl, KDH'E‘,".'IHHHTH HHTEQeCOE NpEfOTEDALLEHB], 8 Ha3HaYeHHbBIE Ha pONK NdUa o@na-

[awT Q0cTaTouMHOW NpoecCHoHansHoN KBanugKkayuen.
8.1.2.6 bubnuoTteka ASC opraHusauum

8.1.2.6.1 OBluKe ceeleHA

OpraHM3aumna Oon#Ha onpefennTs, No KpaiHer mepe, ogHy BuBnuoTeky Mep W cpeacTe
KOHTpONA ¥ ynpaenedus De20nacHoCTe Npunoxednid. 31a Bubnuoteka HasbieaeTca Bubnuo-
TEKOW MEp W CPeACTE KOHTPONA W ynpaenedHws De3aonacHocCTei NpunoxedHun (bubnuoteka
ASC). B Held nepevucnAmTCcA M QOKYMEHTHRYIOTCA BCE NPMAHAHHLIE opraHuaaumed ASC. 3Tu
ASC BLIBOOATCA W3 CTAHQAPTOB, NyuYWMX NPaKTHYECKMX NPUEMOB, ponel, obAzadHOCTERd M
npodpeccuoHansHol Keanudurauun, DHIHeC-KOHTEKCTa, TEXHONOIMYECKOro W PEerynaTUBHOMD

KOHTEKCTOR, a8 Tawke cneyndukauri NpUNoeHid.

Mepel W CpeaocTea EQHTPONA W yNpaenedHds De30NacHOCTER MpOUNOKEHHEA B PamMEax ATOW
BUBNMoTEKK CHECTEMBTHIWDOBAHEI M -EFEFIIEIE].I'IDT HEROTODbIE COBOEYNHOCTH B COOTEBETCTEWMM C
ofecnaunBasmMsIM UMK YpoBHEM 33LLWMTE OT Yrpoa BeaonacHocTK. Kaxpan COBOKYNHOCTE MOMYy-

YAET METKY, HAZLIBAEMYH «YDOBHEM JOBEDWA®, KOTOpas wHdopMmupyeT pykoBoguTened ofb
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ypoBHe GeaonacHocTH, ofecneyrBaemMOM KOHKDETHOW ONpefeneHHoR COBOKYNHOCTLID Mep W
CPEOCTE KOHTRONA W ynpaeneHws Ge30nacHOCTL NPUNOXEHWA. ECNK COBOKYNHOCTE Mep W
CPEOCTE KOHTPONA W yNpaBneHWs Ge30nacHOCTEH NPUNoKEeHWA ONUCHIBAETCA KAk WMEeHLWan
HW3KKMIA YDOBEHL OOBEpPWA, TO oHa obecnevWBaeT HMIKWA YDPOBEHb 3ALUMTE MHMOPMAaLMOHHOR
BesonacHocT. Ecni COBOKYNHOCTL MED W CPEACTE KOHTPONA W yNpasneHMA Ge3onacHOCTbH
NPMNOKEHWA ONWCLIBAETCA KaK MMEKLAan BeICOKMIA YpOBEHbE QOBEpPWA, TO oHa obecnedWsasT

BLICOKMA yPOBEHE 3AWKTEL. YPOBHW JOBEDKMA ONKCaHH Danes B 8.1.2.6.4.

Y3 BubnnoTekd ASC opraHn3auri BeBHpaoTeA TOMHBE W NogpobHsie ASC AnA kaknoro

KOHEDPSTHOMD NpOoEETa NPUNOXEHWA.

8.1.2.6.2 Npumep 6ubnuotek ASC opraduzauymm

Ha pucyHke 5 nokazad npoctod npumep Bubnuoterkn ASC opraHuzagyumu. Opradu3auwma s
3TOM Npumepe paspabaTteiBasT NPUNOKEeHWs OANA aevaunoHHol ctepsl. BubnuoTexa cogepwunT
BCE MEpDLI U CPEOCTBA KOHTPONA W yNpaeneHna De3aonacHoOCTEH NPMNOKEHWA, KOTORLIE HY#H
OpraHu3auny Ona peanyiauny QYHKUWOHANBHLIX BOIMORHOCTER, NyYW KK NPaKTUMECKUX Npye-

MCEB, CTaHO3PTOE, NPMMEHAEMbIX JGKOHOE I NPEeanucaHin.

HeTouHue Cneundisgandie m o -
nnauutpmcnuuﬁ M orpaHAYeHHA
BFPEHH4E HMR Buonvotexa ASC opraHMIaumnu

Ypoasn QOBE0HA NPUNOHEHWE, MCNONs3YEMEIR
T aHKIALMETE
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PucyHor 5 - Mpaduyeckos npegeTagnedde BUbnHoTer ASC opraHiiianig
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B atom npumepe opraHvaauwsa onpegendna aee crnedudukaumin npunoxeHnd: beaonac-
HOE NPOTOKONWPOBAHWE W OHNAaWHOBLIE NnaTexu. BUIHeC-KOHTEKCTOM ANA OaHHOW opraHwaa-
UMK ABNASTCA aBMaUMOoHHAA cdepa, W OpraHviauWsa peanuayeT cTaHaapT Be3onacHocTH daH-
HblX MHOYCTpMKM nnartexHelx kapt (PCI-DSS). PerynaTHBHEIR KOHTEKCT HanaraeT Heobxoow-
MOCTb COOTBETCTBMA ONpejeneHHbiM 3akoHaM obecnedvedHws NPUBATHOCTH. TexHoNormYeckui
KOHTEKCT NOKa3biBaeT, YTo JaHHaA opraHuaauwnsa onpenendna Mepbl M CpeacTBa KOHTpONA W

ynpaenedMa gna SSL-coegMHeHuid u DecnpoBOOHOW CETH.

3TOT NPOCTOM NPUMED NOKAZLIBAET, Y4TO CNeUWMKALMK NPUNOKEHWA OpraHK3agun, a
Tak#e ee BUIHeC-KOHTEKCT, PEryNATUEHLIA W TEXHONOIMMYECKMIA KOHTEKCTLI ONPeNensAnT codep-
#aHuwe Dubnuotekn ASC opradHkzauwi. Takum obpazom, bubnuoteka ASC KamOoW opraHuza-

WK BygeT cneyuuiHa ONA KaKOod KOHKPETHOW OpraH13anni.

8.1.2.6.3 MNpouecc coznadva brubnuoTekn ASC opraduaaumu

Mpouecc cozgaHna bubnuoTexn ASC NpoCT W NErko MoxeT BbITh BoINONHEH OaKe O4eHb

HeBoNbLWUMIKA Opradr3alMamiA.

BubnuwoTeka cHa4wana nycta. ASC gobaenswTcs nocpegcTeoM MDYNNUDOBAHWMA WX B
rpadibl, COOTBETCTEYHOLWME HEODXOOMMbIM YDOBHAM fOBEpUA (CM. rpadbl Ha pucyHke 5). Opra-

HW3aUMW Mo#eT noTpeboeaTteca Bonee oaHoro YPOBHA O0BEDHA ANA NPHUNOKEHHA.

Coapanuve dubnuoTeru ASC, yOOBNETBOPAKLWEA KOHKDPETHBIM noTpebHocTam U Tpebo-

BaHWAM OpraHu3auWiK, AeNaeTcA obRsaHHoCTbi0 rpynnel ONF.

BuEnuoTeka ASC opraHniaun mMoxeT ObiTe CO303HA NYTEM SHANW3A HOBLIX WNK CyLle-
CTEYIOLWMX NPUNOHEHWA opraHuaauwK. 3ToT aHanua BKNKYAET onpegeneqHue puckos M Tpebo-
BaHWA BE30NacHOCTH ONA NPUNOKEHWA, a 3aTeM BulBop WNK co3gaHre ASC, OTBEYAKLWWX 3THM
TpeBosaHuAaM. PeayneTatom ByLeT COBOKYNHOCTE ASC ANA KawOOoro aHannuaupyemoro npuno-

HEHUA.

3T1a coBokynHocTs ASC mMoxeT DbITe cormacoBaHa ¢ cylwecTeywel bubnuoteron ASC
TDEMA BOIMOMHBIMK Cnocobamu:

a) nonHaa coBOKYNHOCTE ASC B BubnuoTere ywe obecneuyneaeT Tpebyemuld ypoBEeHb
[OBEepWA, B TAKOM cny4ae g BubnuoTery Huvero He nobasnaercs,

b) nNonHoW COBOKYNHOCTM MEP WM CPEOCTE KOHTPONA M yNpasneHua De30nacHOCTE NpM-

noxeHud B Bubnuoteke He4OCTATOYHD OnH TPEE}TEMDTG YpoBHA O0BEDHWA, B T3akKOM Crnydae

BuBNWoTEKa MoKET ObiTe NONOMNHEHA K3 HOBOW COBOKYNHOCTH ASC,

C) W3 HOBOW COBOKYNHOCTW ASC B BubnuoTexke co30aeTcA HOBLIM YPOBEHL AOBEPUA.
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Takum Dﬁpﬂ&ﬂm‘l, PYRKOBOOCTEBYACE MMEKWMMCA ONLITOM OpraHHM3IauMa MOMET NOBTODHO
HCNONe20BATEe MeDbl W CP2OCTEA KOHTDONA W YNpaBneHWS De30nacHOCTLHY OT MMeLL MXCH
ﬂle’IﬂH{EHHFI, KK CGS,EI,E[TH'I'I[JHDE[JECTH HOBBIE MeEpsl W CPedCTEa KOHTPONA W YNpasnerva, Mnid

TO W APYTOE BMECTE.

Bubnuoterka ASC opraH1aauuu pacliWpaeTcs B OTBET Ha 3amMedvyaHua W NpeanokeHs oT

KaMO0re HOBOrO NPOSKTA NPMNOKEeHWA, KaK onkicado B 8.1.3.2.

B.1.2.6.4 ¥poeeHe JOBEDWA NpUNOXEHWA

YpoBeHb OOBEPUA NpencTaenAeT coboW MeTKy, YNpowWaLyH B3auMoaeicTBMe OEWCT-
BYHLMX CyDBLEKTOB M3 pa3dHelx cep ¢ paznuyHeiMu dopmamu obecneveHna Be3onacHoOCTH
npUNoXeHWd B opradvaadny. OH onNpefenaeTcA OpraHM2auven ¢ Uensi OOHO3IHAYHOW MOeH-
THPUEALWMK onpedeneHHoN COBOKYNHOCTA Mep W CpedcTB KOHTPONA W ynpasneHws BeaonacHo-
CTHH MPUNOHEHMWN.

Mpumep 1 = Ha pucysre 5 opzanuiayus onpedenuna wechs ypoakel doaepud, npedcmagneHMisix

KEpaliHuMu NpaakiMu 2paghamMu, NpoHyMepoaantbIMu om 0 do 5.

Mpumep 2 = Ha pucynke 5 ypoeens doaepus 1 onpedensem cogoxynHocme w3 mpex ASC, omMo-
CALUXCA K OHNAUHOBLIM NI3MaKar, Jakosasr of obecnevenul npuaamuaocmu u SSL-coodunenuaM. Kpo-
ME Mmoso, Ha ypoane 1 maikwe npusengiomen ASC, omuocAwuecs k BezonacHoMy MpomoKoTupoaaHuo u

GecnpoaodHol cemy (MokalaHsl CMPENkaMu ¢ MOoYKoU).

YpoBeHb OOBEPWA NPUNOKEHWH HEe ABNAETCHA pe3aynNbTaTOM BbIMUCNEHWA B OTNWYME OT
KOHUENUWW PUCKa, NPedcTasnsailed cobod BEIMWCNEHHBIW pE3yNeTaT aHanWaa pucka. CooT-

BETCTBEHHO YPOBEHD JOB2DHMA HE CIYHKUT J0NONHEHWEM ONA DUCKE.

YpoBEHb NOBEPWA, CKOPEE, CXOOEH C KOHUENUWend nnada ofecnedeHws BesonacHocTH,
NpeacTaEnNAKLWErD COBOKYNHOCTE MER W CPEOACTE KOHTPONSA W YNPaBNeHWA, CaHKUWOHMpOBaH-
HbiX OPraHM3auneid ONA CHWKEHWA PUCKE, ONpeden&HHoro NoCpeacTEOM aHankaa pMcka. Takum
oBpazoM, OANA KawA0W OpPraHM3auK ypoBEeHE OOBEPHMA CXOOEH C 3apaHee ONpedeneHHbIM W

MHOMOKEPETHO MCNONB3YeMbiM NNaHOM obecneveHWAa DE30NACHOCTW.

OpraHWsayna gqonsHa onpefennTe cOBCTBEHHLIA AWaNAazoH (MNKW 0BNACcTe, WNKW WKany)
YpOBHER OOBEpWA, KOTOpeIA rpynna OMF gon#Ha CaHKUMOHWDOBATL B KAYECTBE BO3MOMHLIX
3HaMEHWA UENesoro YpoBHA OOBEpPWA NPUNoxeHWd. 3ToT AvanasoH moxeT BuiTe onpegensd

nioBbiM NOAXO4AWMM ONA OpradKaaum obpasom.

Mpumep 3 = Op2anUuIaUyUAs MOXAN UCNONLIoedMEs ugpoakie ypoanu om 0 do 5, kak @ npuMepe Ha
pucyHre 5, a mowem ucnonksiceames ofinacmes onpedenesHitix aHavesul, wanpumep [Wuskuld, cpedwud,
abicokul] unu [reneniil, Menmbil, KpacHeIG]. Takwe Opadulalus MOMem UCNoNLI0aams KpUMepUL,

CCHOBaHHLIe Ha HDUMepURX MpUHAMUA DUCHD.
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OpraHn3aums OoMHHa ONpefendTs MUHWMAaNLHO OONYCTUMBIW YpOBEHL O0BEpWA ONA
KE#O0ro M3 ceomx npunoxednd. B MCOM 3K 27034 ans MoeHTUDMKALWK MMHUMANEHO 4ONYC-
TUMOrO YDOBHA OOBEpWA (B NPOTHUEONONOMHOCTE MAKCUMANEHO AONYCTHMOMY DWCKY) MCNoNb-
3yeTCA Ha3BaHWe «HyNeBoR ypoBeH: Aoeepus». OpraHU3IauMa MoOXeT WCNone3oeaTe nwboe

Ha3aBaHWe OnA 3Toro YpoBHA JOBEpHA.

OpraHn3aumna Q0MKHa OCYLWECTENATE MOHWTODWHI YDOBHA JOBEPWA, DOCTHIHYTOTO NpW-
NOMEHWAMK, W NPUMEHATE KOPPEKTUPYHILME MEDEI, BCNW YPOBEHE AOBEPUA NHKBOMO W3 NpWno-
HMEHWA B KBKOW-TO MOMEHT NagaeT HWHKE HYNEBOro YPOBHA NOBEpWA, ocoBeHHD nocne passep-
ThIBAHWA NPUNOKEHNA.

Mpumep 4 = Ha pucyske 5 zpynna ONF onpedenuna ASC ¢ HyneakiM ypoaHes doaapus dna mobo-
20 NpURoKeHUd, vcnonsayioweso SeaonacHoe Npomokonuposanue unu Secnpoaocdnyro nepedauy. Qawe
ecny yeneskiM ypoaden dogepus NPUNoXenus, onpedenenHsiM NYMeM ananuza pucka dng amoz2o npu-

NONEeHUR, FEAReMcA Hyneaoll ypogers doaepun, mo amu ASC donmHil ocylecmanamsc.

8.1.2.6.5 Mepbl 1 cpeacTea KOHTPONA U YyNpaeneHna De30NacHOCTE NPUNOKEHNIA

8.1.2.6.5.1 ObBwwe ceedeHHR

Mepbl W cpedcTBAa KOHTPONA W ynNpaeneHWs Ge30nacHOCTBH NPUNOXEeHWA ABNAKTCS
rnaedsiM noHatvenm B MCOM3K 27034, OHu ucnone3yoTca ANA BBEOSHWA MEPONPUATHA No
obecnevyeHWy DE30NACHOCTH B MMIHEHHEIA LMKN NPUNOKEHWA M NPEOOCTABNAKT CBMASTENLCT-

Ba, HeobxoauMble ANA nposepr KMy YCNeWHOM NpMmMeHeHHA.

MoHATHE MEep ¥ CPEACTE KOHTPONA U yNpaeneHWa Be3onNacHoCTE WHPOKD MCNoNs3yeTca
B cthepe WHpopmauwoHHol BesonacHocTu. B MCO/M3K 15408-3 1 NIST SP 800-53 onybnuko-
BEHO MHOMECTBO COOTBETCTEYIOWMX MED M CPEOCTE KOHTPOMNA W yNpaeneHwa De3onacHoCTE,

ABMAKNWAXCH LWWHPOKOOOCTYNMHEIMEK.

ASC — 3T0 WMCNONb3yemble B NPOEKTaX MPUNO¥EHWA Mepsl W CpeacTBa KOHTPONA W
ynpaenadna Ge30nNacHoCTe, ONpefensHHbIe © WCNONb3oBaHWeM CTPYKTYpPbI, KOTOpas npeg-
CTABMNEHA B NOCRedyrLWMx nognyHkTax. B npunosedun B npenctasned npuMep, WANKOCTPW-
PYHILLMIA, KaK MCNOoNs3ya CTPyKTypY ASC MOMHO ONWCATE Mepbl W CPEACTEA KOHTPOMA W yNpas-

nedus BeaonacHocTeo W3 NIST SP B00-53.

Ons opraHK2aunin, peanuayowny KoHUenunn cueHapres ofecnededa JOBepUA B COOT-
setcTemK ¢ MCO/MBK TO 15026-2, ASC nonesHs gnsa ynpolyeHs MeHE#MEHTA U CBOEBpE-
MEHHOM NPefoCTABNEeHWA CBMASTENLCTE, HEeoDXOOWMbIX ANA NOLOSKKM I3ABNEHWA W J0BO-
noe o BesonacHocTH npunoxednid. JansHedwan nogoep+ka goeonoe obecneyrMeasTca nocne-

AoBaTENbHBIM MCNONLIOBAHWENM OPraHW3auMed npennaraemeix HacToOAWWM CTAaHAapTOM Npo-
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LEeCcCoB NO CO3OAHWI0, YTEEDHOASHWK WU MCNONL3OBaHWID Kaxgon ASC. MNockonbky NONHas CcoBO-
KynHOCTE ASC, BolDpaHHBX ONA NPOEKTa NPUNOXEHWA, NPOWCTEKAET W3 aHanuaa pucka Deao-
NAcHOCTH MNPUINOKEHWA, TO OHA HANPAMYK NOAOEPHMEAET BhiCOKOYPOBHEBLIE 3ARBNEHMA,

obocHOBaHMA W A0BOAE O BE30NACHOCTH NPUNIOHEHHA.
ASC moryT mcnonb3oeaTeca gns:

E}I obecneveHa Ge30NacHOCTH KOMMNOHEHTOB FIpHJ'ID}HEHHI-T'I_. BENKYaA NporpaMmMHbIe

cpeacTea, ganHele, COTS u uHbpacTpysTyRY:

b) ooGaeneHWA MeponpuATHA No obecneuvsHWlo De30NacHOCTH K Npoueccam, Wonofb-

JYEMBIM HE PA3HBIX 3TANAX HWIHEHHOMD LWMKNA NPHUNOKEHWIA,

c) npoeepkr poned, obAzaHHoCTEW W KBAnuMdMKauWW BCex OsWcTByWMX cyDbexToB,

BOBMNEYEHHLIX B NPOSKT;
d) onpegenedvs KPUTEPKMES ANA OUEHWBAHUAMPUEMEM KOMNOHEHTOR;
&) COOENCTEMA B ONpedeneHidd hakTUYecKoro ypOBHSA OOBEDWHA NDWNOKEHWA.

Ha pucyHke 6 nokazano, uTo ASC npegocTaenawT rpynne, paboTakwed Hag NpoekTom
NPMNOXEHNA, MEPONPUATHA No obecneqeHuio Be30NacHOCTY (T. B. CHUMEHWE MNKW OTPaHUYEHHE
KOHKpETHOro pucka DeaonacHocTw), a rpynne, 3aHumaroweica sepudurkauymen, — sepudukaum-
OHHOE W3aMepeHWe (T. . NogTEepXROSHWE NyTEM W3yYeHWA NoOKpennALLMY CBMASTENLCTE, YTO

COOTEETCTEYH WS MEDONDUATHE obecneveHna BE30NACHOCTH YConewHoD GE"I,I'LI.I,ECTEI!'EHD}.

Ueneson ypoBeHe aoBepus TpeboganuA BeloNacHoCTH

NPUNCHEHUR
{3@Mem)
EERET|

MeponpyATHA No oBecneveHln BeionacHocTH

| WTG, £BK, O, KTO. EOMGE, CHONBEO} [YTO, K8k, fa&, KT, KOrGa. CHONbKG)

! !

ITANOHHEA MOLENE EHIHEHHOTO UMENE BelonacHoCTH NpUNoEEHKA

EE-FI AMHEALHOHHOE HIMEDEHWE

ProyHoK B = KOMIoHEHTE ASC

OTHOCAWAaACH K MeponpuaTHAM obecneueHusa BezonacHocTW 4YacTe ASC onpepenser,

Kak PelWanTcA BoNpockl BE30NacHOCTH ANA NPOSKTa NDUNOMEHNS.

OTHOCAWARCH K MAMepeHWAM YacTe ASC onpenenseT, Kak O0M#Hbl NPeOOCTaBNATLLA
CEBMOSTENLCTEA TOMO, 4TO MEpONPUATHE OCYWECTBNEHD Hagnexalwwm obpazom, KBanudmuK-
POBAHHLIM OEACTEYHLMM NALOM W 4TO NONyYeHbl OXWOAEMBIE DE3YNETaThI.

¥l MEPONPHATHA, U U3MEDPEHWSA NPELOCTABNAKNT CEEAEHUA O 3ATPATAX, KOTOPLIE NOMOMNYT
OPraHW3auMy B OUEHMBAHMK W YTEEDKOEHNH 0BLWKX PACKOO0E HA MEpbl M CPEeACcTBa KOHTPONA 1
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ynpaeneHya He0NacHOCTEY NO OTHOLWEHWH K pAacCMaTpUuBaeMomMy LenesoMy YPOBHIO OoBe-
DA,

ASC moryT OblTe CBA2aHE! BMECTE N0 CXeME TaK, 4TO Nocne BuINONHEHWA MeponpuaTHi
HekoTopoW ASC, 38 HUMK MOMYT CNefoBaTe MEDONDUATHA AoYepHWx ASC. 370 cBOWCTRO ASC

MoOnNe3Hd OanA:

a) NpefocTaBNeHWA TOoNsKo HeobxogwmoW WHEOPMAUWMK  PasNUYHBIM - OEACTBYIOWMM

C}."EI"I:-EHTEIM. CEPBIBaA HEHYRHYH CNOMHOCTE,

b) oBnerdeHnsa B3aUMMOOEWCTBMA MyTeM rPYNNUPOBaHWA CcoOTBeTCTEYWMX ASC nog
onpegeneHHbiMKM 3aroNoBKaMK, WCNONL3YA COOTEBETCTBYIOWMA CNOBADL, HANPUMED, MCNONbL3YA

A3bIK BMIHECa NpY B3aWMOQERCTEBMKA C PYEOBOOCTEOM,

€} copercTeMA pacnpegeneHu ASC nyTem rpynndpoOBaHMA WX BO B3aMMOCBA3EHHbIE

COBOKYMACCTH,

d) obecneYeHma YESPEHHOCTH B TOM, YTO BCE MEDONPHUATKHA No obecneqeHuo doe2pyA B

CEAZaHHBIX ASC BLINONHEHEl W HW OOHO M3 HUX He oB0RaEHOD.

Ha pucyHke 7 nokazad npumMep 3ToW CXemMaTU4ecKOW CBA3W — COBOKYNHOCTL CBA3IAHHLIX
ASC npeacraenexda nog pybpukoi «OHnaddoesie nnatexu». B 3tom Nnpumepse BCce CBA3AHHLIE
C OHNAWHOBEIMK NNaTexamu ASC MOryT WCNoNs30BATLCA, KaK 8QMHAA COBOKYNHOCTE M CyLUe-

CTEYHLWan CNOXHOCTE MOXaT ObITb Npy HeOBXOOWMOCTH CKPBITA.

Pucymok 7 = Cxema ASC opranuwaaumu

ASC — 3T0 CnOMHAasA CTPYKTYpa AaHHbix, koTopas ByaeT OeTansHo paccMoTpeHa B
MCO/M3K 27034-5: «CTpykTypa OaHHLIX ynpaeneHua Be3onacHoOCTL NPOTOKONCE W NpUNo-

HeHWHs. Hiuse cnegyeT kpaTkun obwwi obzop ASC.
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MprMedarHWe — XOTA CTPYRTYRa ASC TonNeko ByaeT opMantaceana 8 MCOMIK 27034-5, opravidaa-
UMK MOryT no-npessHeny oSpawatsca £ MCOMIK 15289 aa pyroaogoTeom No onpegeneduo eguumy mHdbopma-

UMK, CO3TAEASMBEIN BO BDEMA MAIHEHHBIX UHENOR NPANOHEHANA,

B8.1.2.6.5.2 MpenTudukauma ASC
2nemeHT uaeHTUdMKaUMK ASC cogepsuT cneayuee:

a) whdopmauumo ob ASC: HazeaHwe, maeHTWgMKATOD, aBTOD, darta, onucadHue ASC w

b) yrazatenw Ha maTepuHcryk 1 godepHue ASC (ASC moryT OuiTe NpeacTaBneqs! Kak

CXEMATHUMECKARA CTPYKTYPA),

C) YKa3aTenu Ha COOTBETCTEYHILUWA OWU3HEC-KOHTEKCT, PeryNATHBHBIA W TEXHONOrM4Ye-
CKMA KOHTEKCTHI, &8 TaKke Ha cneuwdurkaurd nNpunoxeHwd, obecnevneawluve TpeBoBaHKA

De3sonacHocTK AnA gadHol ASC (oM. pucyHoK 5).

8.1.2.6.5.2 Uens ASC

Uens ASC onpepgenaeTt, «3auqems cylwecTeyeT nadHHaa ASC, a wmexdo, TpeboeaHusa

DEe30NacHOCTH, ANA peannaauni koTopeix Beina paspaboTana ganHaa ASC.
Uens ASC onpegenseT:

8) KakWe 3NemMeHTbl MeponpuaTHAa no obecnevyeduo DE30ONACHOCTH O0MKHLl CO3NaBaTh

NoATEEp¥AAKWKWE CEBMOSTENLCTEE OANA COOTBETCTEYHWMY BEPHPUKAUHMOHHEIX M3MEDEHIMA;
b) ons kakux ypoBrel gosepwa 3Ta ASC aensaeTcs obR3aTensHOW,

c) cneundukaumMn Mnu TpeBoBaHWA NPUNOXEHWA, C KOTOPEIMK CBA2aHa ASC W KOTOpLIE

MOMYT CCeINATECA Ha NpAMeHAeMEble NPedNMCaRWA, CTaHOAPTR W OyHWwWe NPpakTHYeCErns Npre-

Mbl;
dj yrpo3sl Be30NaACHOCTH W NPeANonNoXeHna 0b ONepalHOHHON Cpene NpUNOKEHUA.

ASC moxeT ObiTh CBA3AHA C HECKONBKMMM YPOBHAMK O0BEPKA.

Mpumep = Ha pucysrke 5 ASC onpedenaxa Ha ypoawe doasepus 1 dna niwbkix MPpUNOMeHUD, aKmo-
YAOU[LY OHMalinoakle nnamexy. Ima ASC obhgzamenska dna mobeix NpoeKmos pazpabomiu MPUmowe-
HUL, eKMOYauUlx oMnatHoaLie nnamewd, 20 anadensyes NPUACKEHUA NpUCa0en Leneaol ypoaeHh
doasepus om 1 do 2. Ecnu anadensy MPpUACKEHUS XOYen npUcaoums mpemul yaneaol ypoacHs doae-
pua, mo HyxsHa ASC ¢ Sonee cmMposusM MeponpuAmues no obecnedyenuio Ge30MacHOCmU WU Wakee-

HUaM.
8.1.2.6.5.4 Meponpuatue no obecneuenuo BesonacHocTu ASC
3TOT 3NEMEHT ONKCEIBAET WArK WK npouegypel, HeoGxoguMele ANA peanu3aumMn Mepo-

NEHMATHAA. OH No MeHbLLE R Mepe JonKeH onpedenAaTs:
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a) «ro:
1) nonHoe onWcaHue MeponpuATHA No obecneyeHuo Be3oNacHOCTY;
2) CNOMHOCTE MEepONDHATHA;

3) aprediakTel, COZQaBaeMble B pe3ynsTaTe MeponpuATWA. 3TH apTedakTel npe-
OOCTABNAKT CEWAETENECTEA, NOATEEDHAAKWWE HANUYMKE NPOLUECCOB WKW NpoLe-
Oyp BBEOEHHOW Mepbl M CPeAcTBa KOHTPONA W ynpasnedHus Be3onacHoCTbio Npu-

NOXEHWA (T. &. MeponpuATHA No obecnededio BeaonacHocTM ASC);

4) onxmOoaemele peayneTaTel MeponpuATWA no obecnedenwio goeepua ASC
{2 MMeHHO, onWCcaHKe OXMUAaeMON CUTYALUWK, COCTOAHWMA WNK TOWHOTD 3HAYEHWS

apTedaKTa, co30aBaeMOoro B peaynsTaTte MeponpUATHRA);

b) kawk: MeToq BLINONHEHWA OAHHOMC MEPONPUATHA WU NONYYeHWA aprediakTa, Takoro kak
MOEHTUDOMKALKMA WCXOAHOTO KOAA, WCNONbL30OBAHHOM NS peanuiaauuK Ge3onacHbiX coefuMHe-
HWA C CEPBMCOM YNPOLWEHHOMD NPOTOKONa AOCTyNa K ceTeBbiM katanoram (LDAP), waeHTugu-
KauMa BUBNUMOTEeKW, MCNONb30BAHHOW ONA WWhpPOoBaHMA, WKW OOKYMEHT, NPefocTaBnsALLMi

PYEOBOOACTED NO BEINOMHEHWKD MEpONDHUATHA,

€} rge: uens MeponpuaTHA no obecnededunio GE30NACHOCTW, TAKaA KaK MCXOOHLIA Ko,

NnapamMeTpbl NPUNOKEHWA, KOMNOHEHT WHPacTPYKTYRLI, NpoUecc,

d} KTO! HeoBXoAMMAas KEannPUKALWS OSWMCTBYIOWNMY CYEBLEKTOB, KOTOPLIE OOMMHLl OCY-
WeCTENATL gaHHoe meponpuaThe. JedcTeyiwme cybbekTs 3asucumel oT ASC (Bo3amomHO, B
thopme odMUMANEHOTO NPEANUCaAHKA), NOTOMY YTO OpradHuiauWa gonxHa obecneuwnBaTs yBe-
PEHHOCTE B JOCTHMEHWM HeoDXoaMMOW NpodecCHOHANEHoA KBANKIMKALKMK ANA K3X40W ponu
1 cobniogeHud NpUHUKMNa pazgenedna obasanHocTed. ASC gonwHbl DbITe 3ANKMCAHB C TOMHO

BblpaHeHHbIM HadHaYeHWEM NpOB2DEM HHDG}EECHGHEIHI:HDIR HBE!.I']HI'_T.}HI{E!LI,I-"II.-'H
&) Korga: YEa3dHWe Ha onpedenednyd JeATeNsHOCTe Ha aTane STANCHHOW MOOENKM HW3-

HEHHOMC UWKNa BGe3onacHoCTM NpunokedHu (cm. 8.1.2.7), korga O0om&Ho ocywecTBNATLCA AaH-

HOE MeponprATHE,

f) CrONBKO: pacuYeTHan CTOMMOCTL peanuaauun ASC.

8.1.2.6.5.5 BepuihrKauMoHHOe nameperne ASC

34eck NpecTaeneHo BepH@MKaLUMOHHOE M3MepeHHe, NPoBOOMMOE ONA NPOBEDKW pea-
nuzaunn cooTeetcTeyiowed ASC. BepudrkaymoHHoe MaMEDEHWE N0 MEHBLLUEW MEpe O0M¥HO

onpedenATe:
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aj) udro:
1) nondoe onucadue vamepeHwa BezonacHocTW. 3TO CNWCaHWMe ONpedenasT, Kak

gepUdUUMpYEeTCA CYLWECTBOBAHWE W NPaBWNLHOCTE apTediakTa, co3naBaeMoro B

peayneTare peanuiaauwn ASC;
2} CNOMHOCTE M3MEDEHWS,

3) apredrakT, coznaBasMbIl NpK W3MEpEHMW. 3TOT apTedakT NpegocTaBnaAeT CBu-

OeTenscTea, HeobxoauMele ANA OeMOHCTpauKrK Beputukaumn ASC,

4} oxngaemele pe3yneTaTel (ONWCAHWE CHUTYALWK, COCTOAHMA WNW TOMHOTD 3Ha4Ye-

HWA apTedarTa),

b]l Kak. MeToOd BeINONHEHHMA JaHHOM WaMepeHWa | NonyYeHWa apTediakTa, TAKOW KaK WH-
CTpYMEeHTaNbHBe CPEOCTEA W YCTAaHOBEWM NpOoBEpPEW Koda WNK JOEYMEHT. NEeaocTABMALLMA

PYEOBOOCTEBOD NO BbINONHEHWHY HEMEPDEHKMA

C) roe. uenb BepudMKALKMKW, 8 MMEHHO TOMHbIE XapaKTepWCTHRW apTedakTa, co3gagae-

MOro COOTBETCTEYHOLWER BeprhuumMpyemon ASC,

d) kTo: Heobxogwmas npodieccuoHansHas keanudMKkauwa OeAcTeywLWKWX CcybbexTos,
yqacTeylowmx B eepudmkauwn. [edcteyiowme cybbexTsl 3asucumbl 0T ASC (BoamomHo, B
dopme opUUKManEHOMD NpegnWcadwa), NoToMY 4TC opraHvaauua gonsHa obecnevyneaTbe yBe-
PEHHOCTE B AOCTUMEHWW HeobxoguMor NpodeccMoHanbHoOR KBANWEUKALWKM ANA K3XO0W ponm
v B cODNAgeHMK NpUHUMNE pa3sgeneHua obazadHocTer. ASC gonsHebl ObiTh 3anNKcaHbl C TOMHO

Eblpa®EHHEIM Ha3zHa4YeHH1MeM NpoBepEX ﬂpﬂ{pECEHGHﬂJ’IbHDﬁ KBaNMDHKa LA,

&) KOrOa: YKasaHWwe Ha onpeneneHHy AeATeNbHOCTE Ha 3Tane aTanoHHOA MOOSNK #W3-
HEHHOTO LWKKNa BeaonacHOCTH NPMNoKEeHA (ch. B.1.2.7), KOorna AoMMHO OCYWEeCTENATECH OaH-

Hoe WamMepeHre. Npr HeoBX0AWMOCTH 3TO HIMEPEHWE MOKET OCYLUECTENATECA NEPHUOONYECKH,

f) CcKOoNbKO: pacyeTHan CTOMMOCTE BLINONHEHWA 0QHOMO BepHUUKALMOHHOMO M3MepaHWs.
8.1.2.7 3TancHHaa Modent HWIHEHHOM LKMKna Be3onacHoCTH NpUNoHEHKA

8.1.2.7.1 Obwan nHdopmaums

Opraduzauyns, BuaHec koTopoW BrN4aeT pazpaboTky, ayTCopocWHr unu npuobpereqwne
NPMNoOKEeHUA, OBbIMHO WCNONL3YET CTPYKTYDY ONpefeneHHsIX NPoUeccoB WNK AesATeNbHOCTH,
CHMCTEMATHM3MPOBAHHY N0 3Tanam. 3Ta cTPYKTYPa 0ObIMHC HAZLIBAETCHA «MOOENLH MUIHEHHO-
ro yuknay. Ho B 3aBMCUMOCTH OT KOHTEKCTE €€ Bl HA3bIBaT «MOOENbH MU3IHEeHHOro UWKNa

I'IFFHHUJKE'HHFI!'}. NMuBo «MOOENLH MWUIHEHHOMD UWMKNA cucTemy, NMUBo «MOOenb MWU3HEHHOro
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LKENa NporpammHelX cpegcTes. 3T0 He HOBOE NoHAaTue, BeefneHHoe MCO/M3K 27034, ero on-

pefeneHue MoxHO HarTw B MCO/M3K 12207 n MCO/M 3K 15288,

Takaa Mogens obel4HO YHUEANbHA ANA KOHKDETHOW ODraHu3aumny | ﬂpHL‘I’IDCDﬁJ’IEHE K g

TpefosaHKAM. OHa HCNONB3YeTCA M COBEPWESHCTBYETCH B TEYEHHME MHOMX NaT.

HMIHEHHEIR UKMEN onpefeneHHOrD NpUnoXxeH A, T. . Da3BUTHE NPUNOXeHMA OT 3aMelCna
A0 CHATWA C 3KCNNyatau«y, NpeactaenAcTt COD0OW KOHKDETHMIAUWKD MOLENH MAIHEHHOMD LWMKNE

OpraHi3almin.

B opraHu3almax co CNOKHOW CTPYKTYDOA Da3nWUHbIE IPYNNB, BO3MOMKHO, ByayT Mcnonk-
30BaTh PA3HbIE MOOENW MWMIHEHHOTD UWKNA NPWUNOMEHMA ONA pa3sHelx NpoexTos. Tak 4acTo
NpOWMCXOOMT B KPYNHLIX AEUEHTPanW3oBaHHbIX OPraHW3auusax MnK opraHusayuax, cpopMmupo-
BaHHEIX NyTeM CNUAHWA. B Opyrux opraduzaunax ByoyT pazpabaTelBaTeCA pasnNMyHbIE Cneuna-
NHWAWPOBAHHBIE MOOENM KUIHEHHOMO UMKNA NPUNOMEHWA, OTHOCALMECA K ONpeasneHHOMY KOH-
TEKCTY NPUNOKEHWA, HANPUMED, BEB-NPUNOMEHWA, NPUNOKEHWA, paboTawluMe B pexuMe pe-

dNeHOM BpeMeHH, BCTPOEHHBIE NPUNOXEHNMA, MeJWUEWHCKHE NPUNCHEEHWA W T. 4.

MeponpHATHA, OCYLWLECTBNASMbIE HA PA3NWYHEIX 3Tanax MU3IHEHHOMo UWMKNA nporpamm-
HblX CPEACTE WMK CUCTEM, ABNAKTCA YACTLH NPOUSCCOB B MaclwTabax opraHuaaunu, KoTopkle
OOMKHEl COOTBETCTBOBATE HODMATHBHEIM TpebopaHuaM, npeacTaenexHei 8 MCOMIK 12207
1 MCO/M3IK 15288, Kpome Toro, B MCO/M3K TO 24748 npengcrasneHo OONONHUTENBHOE pYy-
KOBOACTEO W ONWCAHBI MOOENW MWIHEHHOrD UWKNa pazpaboTkM cMCTEM W NPOrpamMmMHBIX

Cpegcte, atankl MUIHEHHOMD UKMKNa M UX CBA3b C NpOoUeCCamMi MMIHEeHHOMD LUENA.

MCO/M3K 27034 He pekoMeHOyeT M3MEHATH MOLENM MUIHEHHOMD LWKNA NPUNOXEHKUA
opraHuzaumu. Bmecto atoro WICO/M3K 27034 pekomerngyeT 0o00aBnATe K AeATENEHOCTH,
0DLIMHO BHINONHAEMOW Ha 3Tanax onNpefenAemMol CpraHuiauvel MOAeny MWIHEHHOro UMKNa
NOUNOXEHWA, MEPONPUATHA, HAalbiBaeMble «MepaMmy W CPeOCcTBaMMH KOHTPOMNA W yNpaeneHWA

Bez0nNacHOCTLI0 NpUNnoxeHui» (ASC).

Kak paHee oTmewanoce & 8.1.2.6.5, ASC BKNHOYAKOT YKAZATENW HA ONpPedeneHHLle mMo-
MEHTEI 3TANA HWIHEHHOM UKWMKNA, COOTBETCTEEHHO ONPEeOsNAs, «Koraas OOMHHbl BeINONHATLCA

MEPONDIHMATHA No obecnevyeHuly De30NacHOCTH 1 BEPUDHEKALUMOHHEIE H3MEPEHMA.

B HacToAwee BpemMA CYWeCTBYET MHOM MOOENer MMIHEHHOMD UWMKNa nporpamMmHbix
CPEOCTE M CHCTEM, M3 KOTODbLIX ODraHW3auus MomeT 4enaTe Belbop ¢ y4eToM CBOWX BHYTPEH-
HUX noTpebHocTer. YNOMWMHAHWE WX BCEX WNWM Bbigenedve Donee npeanoyTHTENbHLIX B
MCO/M3K 27034 HEBOIMOMHO W HexenaTensHo. COOTBETCTESHHO HEBO3MOMHO BKMDYWTL B

cTaHgapT ASC, HAaNPAMYKD YKa3bIBAKLWYH HA 3Tan, Npouecc N1 MeponpyMATHe B KOHKPETHOW
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MOOENK HU3HEHHOD Uuwkna. 371o caenano Bl koHuenuue ASC MCO/M3K 27034 medee poc-

TYNHOW ONA WKPOKOrD KPYra OpraHnaalnmi.

B HacTosWeEM cTaHdapTe NpefcTaBneHa 3TANOHHAA MOOENb MWEHEHHOMD UMKna Beao-
NACHOCTH NPUNOKEHWA B KAMECTEE CTAHAAPTHIWPOBAHHOW CCbINKK ANnA aobasneHus ASC K me-
DONPUATHAM, OCYLIECTENASMbIM ONA MEHEQKMEHTA NDUNOKEHWA, NOAMOTOBKW K paboTe W aKo-
NAYaTAUWA NPUNOKEHAA, MEHEDKMEHTA WHPACTPYKTYDE M ayauTa npunoxeduid. JadHas mo-
O0enb ABNAETCA NpeacTasneHken oBLWKMX 3TanoE U MepoNpUATHIA, 0BBIMHO NPUCYTCTBYHOWMK B

MOOENAX HUIHEHHOMO LKMKNA NPHUNOHMEHWA.

3TanoHHas MO4enNs KU3HEHHOMO UWMKNa Be30nNacHOCTH NPUNOKEHUA HE OrpaHKMYMBAETCA
paapaboToW NporpaMMyslx cpencte. OHa Takke 3aTparvBaeT MeponpuATHR K3 Opyrix ciep,
TAKKX KaK KOPNOpaTUEHOE yNpasneHue, NoOAOepKKa NPOrPaMMHLIX CREOCTE W MHDPacTPYKTYDLL,

MEHSIHMEHT NPOoeKTOE, ayduT W KOHTPONE.
Llens 3aTanoHHOR MOOENK MW3HEHHOMD UWKNa Be30nacHoCT NPUNOHEHWA COCTOMT B

a) coOedcTEMM OpraHv3auMy B NOOTEEDWOSHWM NPaBUNBHOCTM KaMO0W MOOENM W3-
HEHHOTO UWMKNa ee NpUNoKEeHWA NyTeM onpegeneqils Boex NpoUeccos W OeRCTEYHOWMY cyibek-

TOB, NOTEHUWANLHO BOBNEYEHHLIX B 0DecneveHune Be3onacHoOCTH NPUNOHEeHWA,

b) conelCTBMKM OpraHW3aunK B obecneyeHni YBEDEHHOCTH B TOM, 4TO BOMPOCHI beao-
NAcHOCTH Haanexawmum obpaszom PACCMaTPHMBATCA Ha BCeX aTanax HWIHSHHOM UMEME npM-

NOHeHWA,

C) COOEWCTBMM OPraHW3auny B CBEOEHWM K MUHUMYMY pacXoOos W NocnencTewn oT BBe-
OEHWA npaKTh4eckux npuemos MCOM3BK 27034 B ee NpoekTel NPUNOKEHWA B Ka4ecTee nog-

Oep#KN CYLWECTBYIOWNMY MOJSNel HUIHEHHOMD LMKNA NPUNoKEeHHIA,

d}l npefocCTabnNeHd opradiaadmy CTEIH,EIEFI'THDI-T‘I Moaen ona KoNNeskTUMBHOMD WCNonb3o-
Banlua ASC roynname, 3aHHMMa3nWHMEHCA NpoeKTamMiM3 ﬂpHﬂDH{EHHIﬂ, He3aBHMCHMO OT Da3nMYHbIX

MOOENer HUIHEHHOTD UKMKNa NPUNoKeHWA,

£) NpefoCTABNSHWY OpraHK3auvy CTAaHOAPTHOA MOOENK ONA KONMNEeKTUBHOMS WCNOoNe3o-
BaHua ASC BmecTe C ADYIMMU OPraHK3auuAmMK, HE3ABUCKUMO OT PA3NHYHEIX MOJENER HWIHEH-

HOMo UWena npun CHEHMA.

rﬂE{IJHHECHﬂE npegcraensHWe ATANOHHOW MOOENW MW3IHEHHOO UWKNE fe30nacHoCTH

npunoxeHnd, npeanaraemon MCO/M3K 27034, nokazaHo Ha pucyHKe 8.
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OpraHWaauuws 0OMKHa onpedenuTs YCTOWYMBOE COOTBETCTEME MeX Yy onpenenaHHsIMA B
3TOA 3TANOHHOW MOOEenW 3Tanami W MeponpuATHAMK, a8 Takke 3TanaMu v MeponpUATHAMMK,
YHE MCNONb2YIOLWWMWCA B Ka¥0A M3 coDCTBEHHLIX MOaener opraHuzanmi. 310 JaeT BO3MOH-
HOCTE ¥KA3ATh, B KAKOW MOMEHT CODCTBEHHBIX 3TANOE W MEPONPUATHA OPTraHWU3auMK NpUMeHaA-
toTeA ASC.

Mpynna ONF GygeT ocylwecTenaTs pacnpegenenue ASC B 3TanNOHHOW MOZENK KW3HEH-
HOro uwmkna BesonacHoCTM npunoxedwd. 3710 pacnpenenedue ByneT cnocoboreoBaTte obecne-
YEHWID YBEPEHHOCTH B eaWHooBpaaHoM cobniogeHd MUHMMaNeHo Nnpuemnemelx ASC gna ue-
nNeeoro YpoBHA OOBEPHA BO BPEMA HAYaNbHOMD NNaHWPOBAHWA ONA KaXO0ro NpoekTa Npuno-
HEHUA OpraHusalmu.

ATa atanoHHas Mofens No ropyu3oHTany pasfjenAeTcs Ha [Ba OCHOBHBLIX 3Tana: nogro-

TOBHKA K EEEDTE — QCYWEeCTENAKTCA MEDOMDHUATHA NO MONYYEHWKD NPUNOHEHWA W BBOAY 20 B

OeNCTEWE, W 3KCNNYATAUWA — OCYLWECTENAKTCA MEPONPUATHS, BRINONHAEMBIE NOCNe BEOOA B

OeACTEWE.
3Tans NoAroToBKK K paboTe W 3KCnNnyaTauuy ganee NenaTca Ha cnefywolme cTagui:

a) artan noaroToBkW K paboTe COCTOMT W3 TPEX cTAadWMW: NOAroTOBKA, PEANW3IaLUKA U BBOA

B ABWCTEWE,;
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b}l 3Tan skcnnyartaunk COCTOWT W3 Tpex CTaOuK: MCNoNb30BAHWE K nogoepsea, apxuen-

poOBaHWE, YHUHMTOREHHE.
[DaHHas 3TanoHHas Moaenk No BERTUKANK PA3JSNAETCA HA YeThipe OCHOBHEIX YROBHSA!

a) MEHEeQXMEHT NPUNOXEHWA. 3TOT YPOBEHb COCTABNAKT MEpPONnpUATHA M3 chepbl Kop-
NOPATHUBHOMO YNPABNEHWA, TAKME KK MEHEeIMMEHT NPOEKTOE M MEHEOMMEHT 3KCNNyaTauMw
NpUNoXeHWA. Takke mMeponpuaTUs oBbiMHO OCYLUECTBNATCA B PaMKax NpOUECCOB, onpege-

neHHslx 8 CMWB opranvaagmm;

b) nogroToeka Kk paboTe M 3KCNNYATAUWA NPUNOKEHWA: 3TOT YPOBEHE COCTABMAKT Me-
PONPUATHA, CBA3AHHBLIE C NOATOTOBKOW K paboTe W MCNONbIoBaHKWEM CamMoro NpunoxeHns. Ta-
KWEe MeponpuATHA oDbIMHO  OCYWECTBRAKTCA B pamMmkax npousccoB, peKoMeHdyeMbix
MCO/M3K 15026, MCO/M3K 15288, WCO/MIK 12207 u MCO/MBK 21827,

C) MEHEOXMEHT MHPPACTPYKTYPLI: 3TOT YPOBEHE COCTABNAKT MEPONPHATHA, CEBA3AHHLIE
C MEHEOHMEHTOM NOALEPHUBAKLLER NDUNOKEHWE WHDPACTPYKTYPEl yenyr MT opraHyaaumu.
Takue meponpuaATHsA 0BLIYHO OCYLECTBNAKTCA B DAMKAX NPOLECCOB, PEKOMEHOYEMBLIX TAKMMMK

cTaHoapTamu, kak MCO/M3K TO 20000-4, v pyxoBOOCTEAMM, TAKMMK KaK ITIL™:

d) ayouT NpUNoMEeHWA: 3TOT YPOBEHL COCTABMNAKT MEPONPUATUA, CBAZAHHLIE C KOHTPO-
nem W eepudmnkaured. TakuMe MeponpUATHA O0DBIMHO OCYLWECTBNAKTCA B paMkax NPOLECcCos,
pPEKOMEHOYEMEIX TAKMMK cTaHgapTamu, kak MCO/M3K 15288, WCO/M3K 12207, 1 QokymeHTa-

MK N0 OTpacNeBol NpaxkTyKe, TakumK kak ctadgapt CobiT.

OeRcTEYHILLKMMK C?EBEHTEMH ABNAKITCHA BCE NMKMUa, Y4acTBYHILWWME HE BCEX 3Taldx BCEX
","FII:'_'I-EI‘HEL-TI MOOENH, Takie K3k DYEOBOOWTENKW NPOSKTOB, pazpaboTYMKN, CHCTEMHLIE dOMHUHHUCT A~
TopRl, adMHHWCTRATODEI Ba3 OaHHbIX, EYROBOOWUTEM nonbL3oBEaTener, Bnagenesusl NpUnome-
HIAA, dyOWuTOPEl, KOHEYMHBIE NONb30OBEATENW, TEXHWYECKUA nepooHan, obecnevynBaLLMn nog-

OepHEy, ceTeBble aMUHWCTRaTOREl U T. 4.

MeponpraTha, 0DLIMHO OCYLWWECTBNASMEIE HA 3Tanax 3TAanCHHOW MOOENK HWIHEHHOrD

LMKna Be30NacHOCTH NPUNOMEHWA, NPEOCTABNEHHOR Ha PUCYHKE 8, ONWUCHIBAKTCA HUKE.

8.1.2.7.2 MeHeowMeHT NOAroTOBKW NpUNoXeHA k paboTte

MeponpuaATHA No MEeHeAMEHTY NOAroTOBKM NPMNOMEHHA K paboTe OCYLUEeCTENAKTCH
PYKOBOOUTENAMK NPOSKTOE W PYKOBOAWTENAMKW OpPradHM3auMd Ha 3Tane nogroToBkk K paboTe

AWIHEHHOIo UKENa NprunoHseH A,

"ITIL {Information Technology Infrastructure Library) = GubnuoTexa nepeloporo ONwiTa B ODNACTA M-

DOPMALMOHHBIX TEXHOMOMAH.
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Takwe meponpuaTa obbIMHO OCYLLECTBRAKTCA KAk 4acTk npoueccos B macwrabax op-
raHuzaumi. OHKM BKNHOYAKDT NpoUuecck! NPOEKTMPOBAHWA NPOrpaMMHBIX CPeaCcTe W3 onpejenae-
moi MCO/MBK 12207 rpynnel Npoueccos, CBA3AHHBIX C NPOSKTAMM, TaKWe Kak Npouect ynpae-
NeHWs TpyaoBLIMK pecypCamMK, Npouece NNaHWpoBaHWA NpOEKTa, NPOLUECT OUEHKM M KOHTPONA

NpoekTa | NpoUscc YNpaeneHna NEMHATHER IEIELIJEHHI.-_T.

8.1.2.7.3 MeHeg#MeHT 3KCNNyaTauMM NpUNoxeHni

MeponpMATHA NO MEHEQAMEHTY JKCNNYaATALWW NDUNOKEHWA CBA3AHLI C MeHeLMMEHTOM

W MCNONB30BAHMEM NDUNOKEHWA HA 3TANe 3KCNNYaTaLlWy.

Takve MeponpUATHA 00bLIMHO OCYLWLECTBNAKTCA KAk YacTe NpoUeccos B Macwrabax op-
raHuzauwi. OHW  BKMIOYAKT nNpouecckl  MNPOeKTUPOBaHWA NporpaMmHblx  cpefdcTB M3
WCO/M3K 12207, Tanme kak npouecc ynpasneHua wHQopMayver W Npouecc NpUHATHA pelue-

HK .

OObIMHO 338 NPUNOXEHWe OTBEYAET ero Bnagened, EOTOPLIA MOXET NPUHATE pelleHWs O
pazneneHuy YacTu 3TOW OTBETCTEEHHOCTH C APYTMMK OeACTBYHOLWMMK C}l’ﬁ'hE!HTEMH. Takuhid Eak

PYEOBOOWTENKW NoNB30EBaTENE .

MameHeHWRA I'IF]HJ'IGH{EHHI;‘I Ha 3Tane 3KCnnyaTaunK, Hanpumep, HaMeHeEHWA, NPpOUCTEKak-
W2 13 HOBLIX perynATUBHEIX TPEEUEEHHH HNK YIpoa, gonsHel HFHUUKMWDOBATRCA BNadenbuem
NpUNO%EHKWHA, OTESYA0WKM 33 obecnedeHne YEEPEHHOCTH B TOM, SMTO NPUNOHEHWA Hadnexa-
Wik oBpa3oM ¥ NOCTORHHO YHUThIBAHT MEHAKIWKWECRA I'IEITF]EEHBCTI-"I Be3onacHOCTH opraHnaa-

LM,

Bnaropnaps 3TMm npoueccam snageney, npunoxeHud npegoctasuTt ana CMIAE opranw-
3auMKi HeoDXOOWMblE CBMOETENLCTEA, ODECNeYHBAOWMWE YBEPEHHOCTE B PELUEHWM BONPOCOB

KOPNOPAaTHUEBHOMD YNPABNeHUs NPOSKTAMKH NRANOHKEHWIA.

8.1.2.7.4 lNogrotoBra

Ha aTane noAroToBkWM rPynna, 3aHMMamWAanAcs NOOroToBKOW K paGoTe, oCylWecTENAeT
NOArOTOBUTENBHLIE MEPONpUATHA. Takue MEeponpuATHA OfbIMHO OCYLWECTBNAKTCA Kak 4acTb
npoueccos B Macwtabax opradyaaumi. OHKM BENIOYEOT TakWe NpoUecchl NpOeKTUPOBaHKA Npo-
rpamMMHBIX CPeOCTE, Kak NPOUECC MEHEIKMEHTA PELUeHWH W NPOUECe MeHedKMeHTa MHdopMa-
umK (cm. 6.3.3 » 6.3.6 MCO/M3K 12207).

8.1.2.7.5 MNoaroToBMTENEHBIE NPOUECCH

MNoaroToEUTENLHEIE npouecCsl BENKDYMaKT MEPONDHATHR, CCYWSCTBNAEMEBIE HA 3Tane

NoOroToEEW NPpOoeKTa NPHUNoKEHWA.
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Mpumedauke - MNogroToBMTENEHEER NPOUECCH BEMOYAKDT NPOLECCE NPORKTUDOBAMMA NDOTpamMMHRIx
cpedcTa wa WCOMEK 12207, Takwe kak npouece onpedenegHda Toebosanuit NprYacTHlX CTOPOH, akanus Tpebo-

BAHKA CHCTEMBI W MEHSIHMENT pUcka (oM. 6.4.1 MCOMEK 12207

8.1.2.7.6 AyTCOpCHHT

Ha aTane peannaadly rpynna, aHuMaduadAcH NoOroTOBKOW K {.'PEIEHDT'E, OCYWeCcTenAaT
MepOoOnpUATHA, CBRAIEHHBIE C FI'EEJ'IHSEILI,HEE nporpamMmHEbIx CpeqcTe. Ecni HekoTopbie Mepo-
NpUATHA peandiauly opraHi3alnya ocywecTenAeT Yeped ayTCOpCHMHD, TO ONA OO0CTHHEHWMA Le-
nesoro YpoeHA O0BEDMA NPMNOMEHWA, BOIMORHOD, I'IEITFIEE}"ETCFI ,E]li}EIEEI.I.-'ITb K MEDONDWATKHAM
peandzaldmy CnedlaneHble ASC. |_|G3TDI'-.I'I'_I,|' FTanoHHaA Modent HWMaHeHHOMD UMKna feaonacHo-

CTH NPHNOXEHWHA BENKOYAST anpeneneHHyo cihepy AATENLEHOCTH ANA ayTCOPCHHIA.

Takue MeponpuaTHs obbIMHO OCYLWECTBNAKITCA Kak YacTh NpoueccoB 8 macwTtabax op-
raHM3aumy. OHW  BENKOMEKT  NPoUecckl  NPOEKTMPOBAHWA NPOTPaMMHbLIX  CPeOcTE W3
MCO/M3BK 12207, Takue Kak npouecc npuobpeTexdA, NpoLecc MeHeLKMEHTa AOKYMEHTALMK
NPOrpaMMHEIX CPeLCcTE, NPOUSCt MEHEQMMEHTA KOHMUIYPAUKWA NPOrpaMMHBIX CPESCTE W Npo-

Uuecc MeHeXMEHTE PHUCKEE.

8.1.2.7.7 PazpaboTra

Ha 3Tane peanu3auuwn Tpynna, 3aHMMaoWwancs NoaroToskol K paboTe, ocywecTenseT
MEDONDUATHA, CBA3AHHLIE C BHEOPEHWEM NPOrpaMMHbIX cpedcTs. Ecnd opraH13auma ocylle-
CTENAET HEKOTOPBIE W3 TAKMX MEDPONPHUATHA CBOMMK clnamK, To ASC, nobaBneHHbIe K Mepo-
NPUATHAM NO BHEAPEHWKD, MOTYT OTNWYATECA OT TEX, KOTOpsle A0BaBNAKTCA B cny4yae npuob-
PETEHWA UMM AYTCOPCMHIA BHEOPEHWA HOMMNOHEHTOB NpUNOMeHWd. MosToMy 3TanoHHas Mo-
0&Nb HWIHEHHOMD UKMKNa Be3onacHoCTH NPUNOXKEHWIA BKMOYAET onpegenetHyw obnacTts mepo-
NpUATHA paspaboTky © NOCNeayrLWen peanviauleid NporpaMmMHbiX CPeacTs CUNamMu OpraHuaa-

LK.

Takue MeponpuaTHA 0bEIMHO OCYWECTENAKTCA KaK YacTe nNpoueccos & macwrabax op-
raHm3auuy. OHW BKNKOYAWT NpoUEeccsl  NPOEKTMPOBAHWA NPOTPAMMHBIX  CPeacTE W3
MCO/M3K 12207, Takke Kak Npouecc MeHEeOHMEHTa PUCKa, NPOEKTUPOBAHWE HA YPOBHE BpXW-
TEKTYPH CUCTEMEl, NPOUECC apXMTEKTYPHOrO NPoSKTUPOBAHWA NPOrpaMMHbIX CpeacTs, Npouecs
fetansHoro NpoeKTUpPOBaHWMA NpPOrpaMMHLIX CpeacTe, Npouect CO3NaHWA NPorpaMMHBIX
CpencTs, NPoUecc MeHeXMeHTa OOKYMEHTauWW NporpaMmMHbIX CPefcTB, NPOUECcC MeHemm-
MEHTa KOHMWIypauuy nporpaMMHex cpedcTe, npouece BepidUKaund NporpaMmMHelx CpeacTs,

npoyecc yTeepxieHWA NporpaMmmMHblx CpedcTe, npouecc nNpoBepkd nporpamMmMHelx CpegCcTe,
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npouecc JOMEHHOND NPOSKTHUROBAHWMA W NpoUecc MeEHEOXMEHRTA NOBTOPHOMC MCNONBIOBEaHAA

dkTHBOB.

B.1.2.7.8 lNpuoBpetTeHue

[pynna, 3aHMMAaKLWAACH NOATOTOBKOW K paboTe, MOMET OCYLWECTENATE MEPONDHUATKHA NO
NEWoOBPETEHMID C UeNb BHEWHEro NONyYeHua WNu NpuobpeTeHns NpoaykTa WKnK Yyenyru, ot-
BEMAKIWKWX NOTpebHOCTAM opradMzaumry. K 3Tum meponpuaTtuam moryT 0oDaensTeca chneum-
aneHole ASC. MNoaToMy 3TAaNOHHAA MOOENb HM3HEHHOND UMKNAa De30NacHOCTH NpUNOMeHHA
BEMNKYAET oNpefenaHHy chepy ANA MepOonpuATHA No NpuobpeTeHud ¢ NOCNegywen pea-

nuzauned NpUobpeTEHHbLIX KOMNOHEHTOB NPUNOMEHKA.

Takue MeponpuATHA 0BLIYHO OCYLWECTBNATCA KAK Y4acTe Npoueccoe B macwrabax op-
raHuzauui. OHW  BKMIOMAKWT nNpouecchl  NPOEKTUPOBaHWA  NpOrpaMMHbIX  CcpefdcTB w3
WCO/M3K 12207, takme kak npouecc NpuobpeTeHUA, NPOLECC MEHEKMEHTA O0KYMEHTALMK
NpOrpaMMHBIE CPeOcTe, NPOUBCe MEHEKMEHTa KOH(Urypauud nNporpaMMmHelx cpegcrte, npo-

Lect MEHELMMEHTa PUCKA W NPOLECT PEANN3ALIMA,

8.1.2.7.9 Beon B DeAcTENE

Ha atane eepofa B gedcTeWe rpynnoi, 3aHMMaKwelca noaroToekod Kk paboTe, ocywecT-
BNAKTCA MEPONPUATHA NO NOATOTOBKE, KOHRWUIYDUPOBAHWIO, TECTUPOBAHWUID W DA3BEPTLIBAHUID

NPUNOXEHNA B ONEPaUWOHHOR Cpede, onpegenaemMon OpraHuaaUmuen.

Takve MeponpuaTHA 0DBIMHO OCYLWECTBAAKTCA KAK YacTe Npoueccoe B MacwTabax op-
raHvzaumi. OHW  BEMOMAKT npouecchl NPOeKTUPCBaHWA NporpaMmMHblX  CpefdcTB K3
WCO/M3K 12207, Takwe Kak Npouscc MeHemMMeHTa KOHMIypauuK NporpaMmHb CPedcTs,
npouecc WHTErpauWi cMcTemsbl WM NpoUecc NPOBEPKW COOTBETCTEBMA CHMCTEMEl TEXHUYECKHM YyC-

NoBKMARM.

8.1.2.7.10 Mcnonk3oBaHKe

Ha arane WCNonNL30BaHWMA W nogoepskld OCYLWeCTENAKTCA MepONpUATHA, CBA3IGHHEIE C
I#)EIHTH'-IE‘CHHI‘.‘I HMCNONE30BAHMEM NDWMNOXEHWA B ONEpAUMOHHOW cpele BCEMIA NONBIOBATENAMM,
BEMNKYAR HOHEYHBIX NoNs3oBaTensd. Takwe MEPONDWUATHA BENHH3KDT yNpasnedHde OOCTYHOM

NoNL30BaATENEA, NPpoTORONWPpOBaHWE, MOHWTOPRMHT, DE}I"—IEHH.E fe3onacHoOCTA U T. A.

C Lensi ConpoBOKOeHWA NPOrpaMMHbIX CPEACTE W MEHEQHMEHTA M3MEHEHWA OCYLLEeCT-
BNAKTCA ApYrHe MeponpuaTHS, BENKOYaA 0DHOBNEHWE NPUKNAAHOMo NPOrpaMMHOre cpeacTea

ANA BLINOMHEHWA MEHAKILLMXCA WHOPMAUWoHHLIX Tpeboeadui, Hanpumep, noBaBnedHue Ho-
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EblX [b'fHIEI.I,I-‘EIF‘I M MaMEHEHWE I’_T.]GpMEITE OaHHBIX. 3Tk MEDONPUATHA Takke BENKYawnT WCnpasne-

HKMe OWKDOK W aganTauKn NporpamMmMHsIx CPeaCcTE K HOBLIM aNNapaTHeIM YCTROWCTEAM.

Takue mMeponpuATHA ODBIMHO OCYLWECTBNAKTCA KaK YacTe npoueccoe B macwrabax op-
raHuzauuy. OHW  BKNKOYAKT  NPOUeCccHl  NPOEKTMPOBAHWA NPOrpaMMHBIX  CPeacTe W3
MCO/M3BK 12207, Takve Kak NpouUect SKCNNyaTauMy NporpaMmHsIX cpedcTe W Npouecc conpo-

BCOHAEHWA NPOrpaMMHBIX CpeOCTe.

B.1.2.7.11 ApxuenpoBaHue

MeponpuaTia No apxMBMPOBAHWID OCYLLECTBNAKITCA rPYNNOW, 3aHUMAaKLWERCA 3KCNMya-

. OHK BENOYADT

ApXMBMpOBAHWE BCEW WHOPMAaLMK NDWNOXEHWA, 8 TAKHE APXMBWDOBAHWE BCEX MHCTDYMEH-
TanbHbIX CPEACTE W NPOUECCOB ANs ofecnedveHns 3alnTel M Be3onacHoro QocTyna Kk 3Tol MH-

dhopmMaumri, gaxe ecnin npunoxedne Bonslwe y#e He paboTaeT B CBOEW ONepPaUMOHHON cpeae.

Takue MeponpUATHA 0BBIMHO OCYLWECTBNAKTCA KaK Y4acTe NPOUSCCOB B macwTabax op-
raHW3aumy. OHWM BRNKOMAKT  Npousccsl  NPOSKTUPOBAHWMA NpPOrpaMMHBIX  CDeOCTE W3

MCOIM3K 12207, Hanprmep, NpoUect CHATWUA NPOrpamMMHLIX CPEACTE C SKCNNYaTaumnM.

8.1.2.7.12 YHU4TOKEHWE

MeponpuaTHA N0 YHUHTOMEHWIO CBA3aHL ¢ Ge30nacHbIM paspylleHHenM Bceld Hdopma-
LMK NpWNOXMEHWA, BKMKYAA OaHHbe NONbB30BATENen, MHQOPMAaUWK OpPraHW3auwM, XypHano

PEMMCTPALKMW NONb30BaTENER, NApAMETPE! NPUNOXEHWA 1 T. 4.

Takie MeponpuATHA oBBIvHO OCYWECTEBNAKXTCA KaK Y4acTe NPOUESCCOB B macwTabax op-
raHuaaury. OHW  BENKOMAEH0T npoyecCel NPOEKTAPOBAHWMA NpOorpaMMHBlx CpeOcTe W3

MCOIM3K 12207, Hanprmep, NPOUECE CHATHUA NPOrPaMMHLIX CPEACTE C 3KCNNYaTaUMK.

8.1.2.7.13 MeregxmenT obecneveHa MHDPaCTDYKTYPEI NPUMNOKEHMIA

37a chepa AeATENLHOCTA HA 3Tane NoAroToBkW K paboTe BHNYAET MEPONPUATUA, CBA-
3aHHble ¢ obecnedeHreM W nNofnepwadvenr De3onacHOW TEXHOMOTMYMECKOHW WHMDPACTRYKTYDLI
ONa NOAOEPHKK MEPONPUATHA, OCYILECTBNAEMEIX TPYNNOWA, 38HMMAKLWERCA NOATOTOBKOR K pa-
BoTe. ITMMKU MEPONPHUATHAMK OXBATLIBAKTCA YCNYrW, CPEACTEA, WHCTRYMEHTBl W 8KTWBbLI MH-
thopMaUKOHHO-KOMMYHMKAUMOHHOW TEXHONOMMKW B cpede pa3paboTk W paanuuHblx Buaax cpe-

Obl TECTHROBAHKWA.

Takue MeponpuaTHA OBBIMHO OCYLWECTBNAKTCA KAk Y4acTe NPOUSCCOB B macwTabax op-

raHWM3IgUWM. OHW  BENWOMAKDT npoueccel NpoOEBETHpOBaHMA  NporpaMmMHblx CpeacTe W3
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WMCO/M3K 12207, Takre Kak NpoLect MEHEIHMMEHTE WHPACTPYKTYPE! M NPOUECT MEHEQHMEH-

Ta KOHQUIypauMu.

B.1.2.7.14 MeHeOxmMeHT MHPpacTpyKTYpPLE! IKCNNYATALWK NpUNnoHeHnia

dTa CCDEFIE A2ATENEHOCTA HA 3Tanax NogroToBEM K FIEE:IGTE BENHOY3eT MeDONpHUATKHA,
CBA3aHHbIE ¢ oDecneysHrem M noggepsaHKuam BeaonacHoW TeXHONOrMYecKon HH[D[:I-ECTFII}-'HTF—
Pel 4NA 3Tanoe akcnnyatauui UW3aHeHHOMD UKWKna NpPUNOHEHWA. ITHMIA MEPONPHMATHAMK OXBE-
TEIBAKITCA YCNyrW, cCpeacTea, WHCTRYMEHTE! W aKTHBBI WHQOPMaUHWOHHO-KOMMYHMEaUWOHHOW

TEXHONOTAW B ONePaUWMOHHOW CRpeae NPUNOoXKeHHA.

Ha aTanax skcnnyaTauxi Takke A0MMHbl NPOBOAMTECA ODYIME MEPONDWATHA 4Ns nog-
Oep#aHua Be3onacHoi MHPacTpYKTYPE, NOAOEpXUBAKLLER npunoxeHke. Moooepska WH-
(pacTpyKTyphl BEMEOYAET TeXHUYecKose OOCNYMMBAHWE CWCTEM W CETEeBbIX annapaTHbIX
CpeacTs, pe3epBHOS KOMWPOBAaHME W BOCCTAHOBNEHWE, BOCCTAHOBNEHWE nocne GencTBuMS
MT. O

Takwe MeponpUATHA 0DBIMHO OCYLLECTBNAKITCA KaK 4acTe NpoLeccos B MacwTabax op-

rasnzauymi. OHK BKNOYAEKT Npoueccs NpoexTupoeanns cucTem ua MCOM 3K 15288, Takune kak

NPOLUECT 3KCNNYATAUMA M NPOLECS NOQAEPHENA.

8.1.2.7.15 CHATKME C 3KcnnyaTaymK

MeponpMATHA MO CHATHID C JKCNNyaTauWd oCYyLUeCTRNAKTCA C Uenkbi obecneYeHua YBe-
PEHHOCTIA B TOM, HWTO BCH HH[DDFFMELLHFI, XpaHalanca B CHCTemMax, Ha Cepeepax ¥ ApYTHX WC-
NoNe3yeMbl NPUNOHKEHWAMKE TEXHONOMANM2CKME KOMNOHEHTAX, Ge30NacHLIM Gﬁl’.‘IEIEGM YoanaeT-
cA. 310 A4eT BOIMOWHOCTE YTHNW3IaUMKW MK I'IE{:IEDEEIDTHI-"I ITHUX KOMNOHEHTOB BG83 MaNWILHErD

PHUCKa Be30NACHOCTA ONA OpraHu3auyu.

Takwe MeponpuATHA 0DBIMHO OCYLWLECTBNAKTCA KAK YacTe Npoueccoe B MacwTtabax op-
raHusaumn. OHW BKNHOYEHDT NPOUecoH NPoOeKTUpOoBaHMA cucTem wa MCO/M3K 15288, nanpu-

Mep, Npouecs CHATWA C 3KCNNMYaTalkiK.

8.1.2.7.16 AyouT NoAroTOBKK NpUNOXEeHWn ¥k pabote

MeponpUATUA NO ayOuTy OCYLUECTBNAKITCHA ANA BCEW OAEATENbHOCTH, BOEX ASWCTBYHILLMX
cyDLEKTOR, NPOUSCCOB, apTedakToB U KOMNOHEHTOB NPWIOKEHWA, NCNONbL3YEMBbIX WNW Co3da-

BaEMbIX BO BPEMA HUIHEHHOTD UMKNE NPUNOHKEHWIA.

JTH MEPONDUATHA MOTYT BEINONHATECA E0WMHOXOE WNK NEpPHUOONYECKH, BHYTRPEHHMUMK MK

BHEWHWMKA aYOWUTORPCEMMK TEYNNamMi B 3aBUCHAMOCT OT UeneBora ypoBHA OJO0BEDWA NDOeRTa
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NEANOXKeHWA. OHir obecnevueadT snagensyy NpUNnoxeHs HeobxogumMoe Aoceeple W CBMge-

TeNbCTEA TOrO, 4TO TpeboBaHUA Be30NacHOCTH NEUNOHEHWA BEINONHAKTCA, KAK OXWOAN0CE.

MeponpuATKHA ayouTa, NPOBOAMMEIE Ha 3Tane NogroToBKK K paboTe, 0BbIMHO OTNWYEKT-
CA OT MEDONDUATHIA ayouMTa, OCYWeCTBNAEMbIX HA 3Tane aKCNNyaTauun. OpraHv3auuam, pasz-
pabaTbiBaWMM, HO HE 3KCTNYATUPYIOWMM NPUNOMEHWA (TAKWMM Kak NpOM3BOOMTENW Npo-
paMMHBIX CPEACTE), MOMET HWKOROa He noTpeboBaTeCA NPOBEAEHWE ayOWTa NPUNOKEHWA Ha
aTane aKCnnyatauud. MosToMy 3TanoHHas MOSENb MWWIHEHHOM UWMKNa Be30nacHoCTH Npuno-
MEHWW NPEgOCTABNAET ONpefeneHHyw chepy ANA MeponpuATHA NO ayouTy, NPOoBOAWMMBIX Ha

artans NogroToekn K paboTe.

Takune MepONDUATHA obkIYHO OCYLWECTBNAKXTCA KAk YacTb NPOUECCOB B macwtabax op-
FaHW3aLUWK. OHW  BENOYAKT npoyecCel  MNpOeKTAPOBAHMA  NpOorpaMMHelx Cpe4CcTE W3

MCOM3K 12207, HanprMep, NpoUecc ayauTa NporpaMmMHbx CpeacTe.

8.1.2.7.17 AyauT akcnnyaTauuy NpUNoxeHnd

MEPDI’IFIHFITHFI no ayg[Ty, NpoeodvMele Ha 3Tane 3KCNNyaTauui, 0DLIMHO OTNWYAKTCA OT
MEDOMNPUATHIA Mo ayauTy, aCylecTenAeMblx Ha aTane NoOroToOBKKW K pEEDTE. D'FIFEHI-"I.‘EIEIL[HHM.
TONBKD IKCNNYATHDYHILLAM npuobBpeTeHHblE NPUNOHEHWA, MOKET HMKOTOA He nmpeﬁnaamcn
npoeedeHWe ayouTa NpUNOMEHWK Ha 3Tane NogroToBKA K i]ElEi-DTE. nQETDM}." aGTanoHHaA Modenk
HWIHEHHOMD UWENa Be30nacHoOCTH HPHHGH{EHHH noeaocTagnAeT onpefeneHHYH C¢IE[J5I' Ana

MEDONDUATHIEA Mo dyOnTY, NpoOBOOMMbIX Ha 3Tane 3kCnmnyatTaurd.
Takne MEPONPUATHA obkIMHO OCYWeCTBNAKTCA Kak 4acTe NpoueCcoB B macwTabax ap-
raHW3aL K. OHW  BENOYAHT npayecCel  MNDOSKTAPOBAHMA NporpamMMHelx  CpPe4cTE W3

MCO/MIK 12207, Hanpumep, NpoUecc ayauTa NporpaMmHesx CpeacTe.

8.1.2.8 Mpouecchl, cBA3aHHbIE ¢ BE30NACHOCTEH NPHNOHKEHWA

OMF npegcraenseT coDol PENO3IUTORKIA BCEX MCNONB3YEMBIX OpPraHW3alnend Npoyeccos.
B peayneTaTte BCe NPOUSCCHI, CBA3AHHLIE C ONpedeneHreM, MeEHEIHKMEHTOM WU BepUfHKaLUER
He3onacHoCTH NPUNOXMEHWA, AONMHBI UMETE HagNexawum obpasom ohOpMNEHHOE ONUCaHKE B

OMNF, eknoyan:
a) BCe NpPOUeCcChl, ONUCaHHBIE B pa3aene 8 HAcTOAWEro CTAaHOapTa,;
b) Bce npouecckl, ONWCAHHEIE B NOCNedyowmx Yyactax MCO/M3IK 27034,

C) BCE NpouUecchl, yNnoMuHaeMsle B ASC, TakWe Kak NNaHbl pearvpoBaHWs Ha MHLMOEH-
Thi, MNaHb obecneYeHns HENPEPLIBHOCTH BUaHeca, Npouedypel NPOBEPKM KOOa W NpoUueaypsl

TECTHUPOEIHWA YAIBMMOCTS .
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8.1.3 MNpouecchl, CBA3AHHLIE C HOPMaTHUEHOW CTPYKTYPOW OpradHM3auum

#.1.3.1 Obwas WHhopMaLmna

KOHTEKCT opraddaanm [fE3BUEaETCA C TEYSHWEM BREMEHIA. B ceAzn C atum cnegyet

NoA0eEUBATE B AKTYANEHOM COCTOAHWMK COCTABNAKWMWE 3TOT KOHTEKCT KOMNOHeHTH ONF (Ha-

NoUMED, BUIHEC-KOHTEKCT, TEXHONOMMYECKHA ¥ PErYNATHBHEIA KOHTEKCTHI, 8 Takke Cneyuduka-

LM MANOHEHRIA).

MNpynna ONMF ponsda onpefenaTs, QOKYMEeHTaneHo ofopMNATE W CAHKUWMOHWpOBRATE

NpoLUecchl CO30aHMA, yTeep#aeHus U nogaepxkn ONF w scex ee koMmnoHedToR. [Jom#Hbl ObiTh

onpefensHdel pony, oDAIAHHOCTH K Heobxogumas npodeccHoHansHas KBanuPUKaLMA Boex

OeNCTEYIOWKY CYyDLeKTOR, BOBNEYSHHBIX B 3TH npoueccel. Ha pucyHke 9 npepctaeneH obwmn

ob3op Nnpouecca, nogiepxueaowero ONF.

48
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Mpouecc medegxmenta ONF (pucyHok 9) 1 ero nognpoueccel NpeacTaesnaAwT cobod no-
CTOAHHLIE NpoUecchl B MacwTabax opraHW3auuu, ocywecTenAeMele rpynnod ONF. Kak noka-
38HO Ha pPUCYHKe 3, 3TH NpoUWeCcChl HE3ABWUCHMbL OT NPOESKTOB NPUNONKEHWA OpraHM3aunn 1 ocy-

WECTBNAKTCA NApannensHo . HUMK.
Llenu npouecca meHegxmedTa ONF:

a) obecneueHue YBEpPEHHOCTW B TOM, 4TO noTpebHocTh BeaonacHoCTH NpUNOMEeHWR, a
Takke yTeepxaeHue bubnuoTteks ASC 1 ypoBHEWR QoBepuA, ocoDEHHO HYNEeBOTo YPOBHA A0Be-

PUA, NO-NpeXHeMy yperynupoeaHsl ¢ noTpeGHocTAMK BUaHeca opraHnaanum;

b) obecneueHwe yBEpEeHHOCTHW B TOM, 4TO KOMMNOHEHTEl ONF obHoBNAKITCH, OTpaman
NPOUMCXO4ALWE BHE OPraHn3auni U3MeHeHWR; HanpuMep, H3MeHEHWA 3aKOHOB MOMYT WU3MEHATh
onpedeneHHsd B ONF perynaTHBHbIA KOHTEKCT,

C) YTBEDHOSHWE BLICWAM PYKOBOOCTEBOM MONMMTHE De30nacHOCTH B MacwTabax opradu-

38UMKA W NPUIHAHWE BLICLUKM DYHOBOLCTEBOM 3HAYMMOCTH KoMNoHeHToB ONF;

d) obecneveHwe YEEpPEHHOCTW B ANSKBATHOM M eQWHOODpAa3sHOM npumMeHeHun ASC B
maclutabax opraHusaymu;

e) wHipopmrposanke o komnoHeHnTax ONF Bcex rpynn B oprasnzaumu;

f) obecneveHwe obpaTHOW ceAan AnA ONF © Uenb BEKNHYEHWA HOBLIX 3HAHWW, npeq-

NOMEHWA 0 COBEPLUEHCTBOBAHWK ASC W HOBBIX NPakT MMeCKRY MPHUEeEMOB, I'IpHGﬁDE!TEHHI:FK B X0-

e OCYWeCTBNEHWA NPpoekTa NPUNoHeHWA.

8.1.3.3 Noanpoueccel meHeg#meHTa ONF

Bee ceRzaHHbie ¢ Be30NacHOCTLI NPUNOMEHWA NpOoUecchl O0M#HLl BeITh YacTey OMNF.
OhW Takke OonkHsl cooTeeTcTeoBaTe CMWE opranwaauwu. B tabBnuue 2 nokasado, kak cBs-
3aHHbIE C DE30NACHOCTLID NPHMAMKEHWA NOANPOUEccH MeHexmeHTa ONF coOTBETCTBYKIT Ye-

Thipem atanam npouyecca CMWB.

Tabnwuya 2 - CooteetcTene CMWE nognpoueccam meHegxmMernta ONF, ceAzaHHbIM ¢ De3o-

NACHOCTER NpWNo¥MeHKHA

Mpouyecc CMHUB NMognpouecc MeHegMMeHTa ONF
Mnanwposanue MpoekTuposanue ONF
DCYWECTEMNEHBE Peanuaauua ONF
Mposepea MoHuTopUHr W npoBepka ONF
NencTore NocroaHHoe copaplieHcTEoRaHWe ONF
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Kak nokasaHo B TaBnuue 2, npouect MeHegwmenTa ONF MOMHO paznenuTe Ha cneayio-

WiMe Noanpouecckl:

4) NpoekTHpOBaHWe ONF: YCTaHOENEHWE CER3dHHbIX C Be30nNacHOCTED NPUNOHEHWA

komnoHenToe ONF, sknoqas ASMP, bwbnuoTterky ASC 1 BCe CBA3EHHLIE C HMMK NPOLECCE:

50

rocTt

1) onpepeneHle M OOKYMEHTMPOBAHWE BO3MOMNHOIMD KOHTEKCTA (perynATHBHOID,
TEXHOMNOMMYECKOrD W BU3HEC-KOHTEKCTA), B KOTOpOoM OyOET WCNoNb30BATLCA NpH-
No¥eHne,

2) coagadwve, OOKYMEHTUPOBAHWE W NOOOEDPHKA PENO3IUTORWA cneyndMKaumni npu-

NOMEHWA:
a) aHanwa cneyddMKaunin ANA Kawxnoro HOBOro NPWMNOXEeHWA Ha aTane no-
CTaBKH;
b} aHanui cneunPUKaLMi CYLWeCTEYHLWW B OPraHW3auMK NpUnoKeHn,

3) onpenenedHue OeWCTBYHOWMX CyDLEKTOR W NPOLECCoB:
a) adanua W JoOKyMEeHTWpOBAHWE NKU U NPOLSCcCoB, BOBNEYEHHLIX B NONHLIN
MHUIHEHHEIA UMKN NPUNOKEHWH,
b) onpepenedve (Mnu paapaboTka) u yTeepxaeHWe DOpManeHoOW MeToOo-
norMk  aHanWia pucka Ha YpoBHe NPUNOXEHWHW, OCHOBAHHOW Ha
WCO/MBK 27005;

4) aHanu3a NydWwMx  NPaKTMYECKWX NPUEMOB W CTAHOAPTOR, TakWX  Kak
MCO/M3K 12207, MCO/M3BK 15288 m MCO/M3K 15026, u onpegeneHWe Ha OCHO-

BE 3TOrMD aHanksa ASC;
a) coagaHue u obHoBnexne ASC.

CoznaHue wnu obHoeneHre ASC ana yJeta KoOHKpeTHeIX TpeboeaHui Bezo-

NACHOCTH NPOMCXOOWT KOMQa 370 HEODXOOWMMO OpraHM3anmn.

CneynanycTel B COOTBETCTEBYIOWMY cdhepax 4oONHHLL CNPpedenaTe Meponpra-
Te no obecnedveHnd Be30nacHoCTH M BEpPUMHKALMOHHOE W3MEpEHWE, KakK
obcysnanocs B 8.1.2.6.5.

fMpusmep 1= ASC, Heobxodumbie dna obecnevyenun DeIONacHOCMU CUCMEMNOD
npozpaMmMil, JonxHel cozdagamecs wnl oGHOBNMAMLCA 2NaaHbIM NPOSPAMMUCITION,

IHANOUL UM KOHKDEMMHLIT AILIK NDOSPIMMUDDEaHUA.
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fMpusep 2 = ASC, Heobxodumbie dna cobmodenNus npoyecca MeHedmMeHma
uvdenmughukamopoe npunoxesud, donwHel coldasamecs unu ocbNoEnAMLCA che-

yuanucmoM @ chepe ModedsmaHma udesmudghukamopoa;
b) eanupauwa u WHTErpauma ASC.
OcylecTBNA0Wan BepudKauMio rpynna, CoCTOALLAA M2 BhICLWIErD PyKOBO-
AcTea, cneuwanucTos-paspaboTyunkoe, nepcokana MT v ayguTopoe, gonsHa
OTEEYaTE 33 eanupaunk ASC, obecnequveas YBEPEHHOCTE B TOM, YTO WC-
NONB3YLWKME KX NKUA YeTKo NoHWMawT ASC W 4To danHbie ASC oelcTew-
TeNbHO YMeHLWAT onpedenedHbld puck. [JaHHana rpynna Takke gonxHa on-
pefenKTL, ANA KaKuX 3a03HHEIX YPOBHEN aoBepun TpebyeTca gaHHan ASC.
OTeeTCTBEHHOCTL 3a yTeep#aeHue soex ASC HeceT rpynna ONF,
5) aHanus, conocTaeneHWe C 3TanoHHOW MOAenbio MU3HeHHoro yukna GesonacHo-
CTH NPUMOHEHWA W, B CNy4ae HeoDXOOMMOCTM, aJanTauva TeKYLWER MOgend #mna-
HEHHOTO UWKNa NPUNOoXeHWA opradu3agmy U Apyrix npoueccos,
6) onpegenexnune u peanu3ayuna bubnuoTtexkn ASC opraHuaaumm;
7) npuobpeteHue (MnNu pazpaboTka), obHOBNEHWE W BANMAALMWMA HEODXOAUMBIX Op-
raHuzaumun ASC, uHTerpayma ux e bubnuoteky ASC;
8) aHanua, agantauxa ¥ eannjauna obpaTHOW CBA3KM OT NPOEKTOR NPUNOKEHWA;

b) peanuzauma ONF: peanmaauusa ONF v MHMDOpMUPOBAHKE O HEW,

C) MOHWTOpPWHr W npoeepka ONF: obecneveHne yBEpEHHOCTW B TOM, 4TO MPOEKTHI
NpUNoMeHWd Haanexawmm obpasom ucnons2yT KomMnoHeHTsl ONF, » nonyyexswe obpaTHol
CBRA3KW OT 3THUX NPOSKTOB!

1) TpeboBaHWe HaNWYMA UEneBoro YpOoBHA OOBEpHA W (DakTHYecKoro ypoBHA O0-
BEpUA OANA BCEX MCNONb3YEMBIX OpraHi3auned NpUNoKeHWN,
2) TpebopaHMe NPOBEAEHWMA NEPHOOMMECKOW OLEHKW DWUCKA ANA BCeX WCNonb3aye-
MEIX OpraHM3auMed NpUNoHEeHnI;

d) mocTtoAHHoe coBepweHcTBoBaHue ONF: nognepska W COBEpPLWEHCTEOBAHWE BCEX

komnoHeHTos OMNF MnyTem HEPHG,[{MHECI{UH NpoEEPEM KOHTEKCTa, NpoUeccoB, NHY W TeXHOMOMMM

B Macwrabax opraHusauuu, oBHapyKeHWe BCEX U3MEHEHWIA C BOAMOKHEIM BNMAHKMEM Ha ASMP

W WHTEerpaymm ux B ONF.
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8.2 OueHka pucKka De30NacHOCTH NPUNOKEHWA

8.2.1 OueHka pUCKa B CPABHEHHMM C MEHEXMEHTOM PUCKa

OueHka pucka — 3To BTOpOW war onucadHoro g MCOMM3K 27005 npouecca MeEHEMMEH-
Ta pucka. Kpome Toro, oueHka pwcka De30nacHOCTW NPUAOKEHWA ABNAETCA BTODLIM LWArom
ASMP, npumeHawwero npouecc OUSHKW pUCKa HAa YpoBHe npunoxedHwd. Opyrve wark me-

HEQHMEHTA PUCKA OCYLLECTBNAKTCA NOCPEACTEOM ApYrMX Wwaroe ASMP.

CornacHo MCO/M3K 27005, woueHka pucka onpedenaem WeHHOCME UHDODMAaLUUOHHEIX
AKMuene, udeHmubuyupyem NpUMeHAEMBbIE CYLECMaWOWUE (LU MO2YLUEe CYLecmen8ams)
yepoasl U yAzseuMocmu, udeHmugbuyupyem cylecmeyiowue Meps! U cpedomeaa KOHMPOaa u
ynpaeneHua U ux anuanue Ha udedmughuuupoeadHell puck, onpedensem NomeHyUuansHbie
nocnedcmeus U, HaKOHeU, PACCIMAasTAem MONyYeHHLIE PUCKU & COOMBEMCMEUU ¢ NpuUopUne-
mMamMu U PaHXUpYem UxX Mo KPUMEPUAM OUeHUSAHUA PUCKE, onpedeneHHeIM Ha8 3mane ycma-

HOogneHUa KOHMeKCITay.

OueHka pucka BKNHYAET TPW ASACTEMA: MOSHTUMWKALWID PUCKa, aHanW3 pUCKa W OLUEHM-

BaHKWe pUCED.

8.2.2 AHaANKU3 PUCKa NPUNOXKEHHH

8.2.2.1 BeICOKOYPOBHEELIW aHANKW3 PUCKA NPUNOHKEHHA

CyllecTeyeT BLICOKOYPOBHEBEIA AHANW3 PUCKa, BbINOMNHAEMEIA Ha NOAroTOBMTENBHOM
ITanNe HUIHEHHOMD UWKNAa NpUNOXeHWA. Takod aHanus npubBnuseHdHo («Ha rmasoks | onpeaens-
eT uenesol ypoBeH: O0BEpWS NPWNOXEHWA B COOTBETCTBMM C OCHOBHBIMKW CheurduKalmnamm
NpUNoXeHUA, DU3HEC-KOHTEKCTOM, TEXHONOMMHYECHKMM M PErYNATHEHEIM KOHTEKCTAMW NpUNoHe-
HKHA.

Bnageney KOHKPETHOTrD NPOeKTa NpUNOMEHWA JONMKEeH YeTHO onpegennTe pofb, B oba-
3aHHOCTH KOTOPOW BXOOWT NPOBEAEHME 3TOMD aHAnW3a ¢ MCNoNL30BaHWEM aaeKBATHOID MeTo-
[a aHanuaa Ha ypoeHe npunoxeHud. MeTog aHannia pucka Ha ypOBHE OPraHW3aluK MOXeT He

yOOBNETBOPATE 3TOA 3a0ase.

8.2.2.2 eTanbHsIl aHanKMa pUcka NPUNoKeHA

JTOT aHanW3a NPOBOAMTCA Ha 3Tane peanyiaaulK MUIHEHHOrD UMKNa npunoxedHnid. Od

Bonee TOWMHO ONpenenseT CBA3AHHbIE C KOHKDETHLIM NDWNOKEHWEM OCTATOMHLIE PHCEW, Npes-
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e Yem paccMaTpueaTs Kakme-nubo ASC ans 0aqHHoro NpUNoXeHWs, W NoATBEPHOAET UeNeson
YPOBEHE OOBEPWUA NPUNOKEeHWA (onpeneneHHsd BO BPeMA BLICOKOYPOBHEBOMO aHaNWaa pucka
NPMNOKEeHWA) B COOTBETCTEMM C AETaNbHbIMM  CNeurdWKauMamMK  NpunoxeHns, OuaHec-

KOHT2KCTOM, TEXHONOMAYMECKHM M DErYNATUBHBIM KOHTERCTAMK CPMaHW3IaUME ONA NPANOHERWA.

B peaynbTarte geTansHOMo aHanNWia pucKa NpUNOXEHWA Bnajensel NpUNOoMeHWs MoMeT
MAMEHWTE LENeBOoW YPOBEHE QOBEPWA GNA NPOEKTa NPMAoKEeHWA. 3T0 MeHAEeT BelDpaHHele ana
npoexkta ASC, OKa3biBad BNWAHWME Ha BOBMEYEHHLIX OSWACTBYIOWMXY CYDOLEKTOB W pACYETHYID
CTOMMOCTE NpoekTa. OOHako 3To BAWAHKE Nerko Npeackaszyemo, Nockoneky MHMopMaumMa, Ta-
KanA Kak AedcTeywwe cybbekTel, npoeccuoHansHan keanuykalMa M pacYeTHaA CTOMMOCTL,
e ABNAETCA YacTer kawaod ASC 1 yxe Doina gokymedHTWpoBada e Bubnuoteke ASC opra-
HA3ALIMIA,

Bnageney KOHKDETHOMD NPOEKTA NPUNOMEHWA QOMKEeH YeTKO ONpedenuTe pons, B oba-
38HHOCTH KOTOPOW BXOAWT NpoBedeHWE 3TOM0 aHanuia c WCNoNbL30BaHWEM COOTBETCTBYHLWErD
MEeTo0a aHanw3a Ha yposHe npunoxeHnid. MeTog adanuaa pucka Ha ypoBHe OpraHuaauuy Mo-

HEeT OK33aThCA HE BNONHE COOTBETCTBYIOLW WM ONA 3TOW 3a0a4K.

8.2.3 OueHnBaHHWE pUCKa

CornacHo MCO/M3K 27005, wouerHuganue pucka Ucrnofns3yem NoHUMaHUe pucka, nosy-
YeHHDE NymemM aHanusa pucka, dna apuHamua pewenuld o Oydywux delicmeusx. PelweHur
domxHsl onpedenams:

a) cnedyem nu NpednpuHuMames dedcmeaue;

b) npuopumems: 08pabomku pUCKa, YWUMBISaOWUE OUYEeHEHHEIE YDOBHU PUCKaY.

B MCO/M3K 27034 3ToT war npdHumaeT dopMy eelfopa Leneeoro YpoBHA O0BEpWA

NPUNOKEHWA, KOTOPBIA, B CBOK OYepels, ONpelenasT, Kakue ASC non#Hbl BelTe pEANW30BAHB

ons obpaboTkw pycka.

8.2.4 Uenepon ypoBeHb AOBEPHA NPUNOKEHWA

Lleneson ypoBeHb NOBEPWMA NPUNOKEHWA cnocoBCTEYET NOCTUMEHWIO YDOEHA YBEDEHHO-
CTH, HeoBXOOWMOro Opradu3aumMn Ons He30NacHoro WCNoNb30BAHWA M PA3BEPTLIBAHUA NPUNO-

HEHHWA, NCCNe NPHMHATHA OCTaTOMHBIX PUCEOB, ONpefeneHHblx B pe3yNbTaTe CUEHKNM DACKA.
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Leneeoi ypoBeHs OOBEPWA NPUNOXEHMA KpaiHe BameH ANA BE30NACHOCTH NPpUNoKe-
HWA, NOCKONBKY OH HANpPAMYK ONpegenseT cOOTEeTCcTRyWwMe ASC, KOTOpble A0NMHE! DbITE

Beifpadbl U3 BUONUOTEKK ASCT W pEanNWanBaHsl BO BpemMH HHUIHEHHOMD UWENG NPHMNoHEHWA.

HFIE:ILI,ECC OUeHKH PWMCRa NoposdasT TPEEGEEHHH G230NacHOCTH, YCTadapnyeaemMele ONA
UeNesdrc YPoOBHA JOBEDHMA NPMNOXEHWA. OH, B cBOM oHepelb, CTAHOBWMTCH UeNbkd ONA MEYynnesl,

paboTakwed Haa NPOeKTOoM NpUNOKEHKWA,

Lleneeod ypoBeHs A0BEPUA NPUNOKEHWA JONHEH DBITE OQHWM M3 YPOBHEWR JOBEpMA (MK
HaXoaWTLECHA B OWanaszoHe), onpegeneHHbix B bubnuoTeke ASC opradunzauwm (oM. 8.1.2.6), ae-

NALWeRcs yacTe OMNF.

BubGnuoTerka ASC (cm. pucyHox 5) momeT ObITe NpedcTaeneHa & suae Tabnuukl, a uene-
BOA YPOBEHb QOBEDUA NPUNOKEHWA — B Buae rpadel B 3ToW Tabnuue. TakuM obpazom, ewbop

YPOBHA QOBEPWA NPWBOAKT K BoiDopy Becex ASC B aToW rpadpe.

8.2.5 NpuHATHE pMCKa BnagenkuemMm NPpUNoXKeHUA

Bnapeneuy NpUNoxeHWA HECET OTBETCTEEHHOCTE 3d NPHUHATHE OCTAaTOMHbBIX PWCKOB, CBA-

3AHHBIX C KOHKPETHLIM NPUNCHEHWEM.
Bnageneu NpUNoMeHWA BRINONHAST 3Ty 00A2aHHOCTE ABYMA cnocobamu:
a) yTeepxOan Lenepon ypoBeHb A0BEPHA NPHNOXKEHWA HA BTOpOM ware ASMP;

b) yTeepwOas pe3yneTaTel aygura Be3onacHoOCTH NPUMIOHEHWA Ha NAToM ware ASMP,
Ha KOTOPOM NPOMIBOAWTCA MIMepeHWe aKTHYeCcKoro YpoBHA OOBEDUA NPUNOKEHWA W CONOC-
TABNEHME €0 C UENEBLIM YPOBHEM O0OBEPWA NPUNOMEHWA. JTOT War MoxeT DbITe 3anpoLleH B
nwboe spemA Bnagensuem NpunoxedHda. [na JoNonHWTENEHOMC NOATBEpXOEHWA Bnageney
NOUNOMEHWA MOXET NOTpeGoBaTe BRINCNHEHWA 3TOMO Wara BHeWHeW rpynnon, ocyWecTeNAK-
e sepudprurkalrio.

Mocne NpUHATHA PHUCKA BNafenbUem NPUNOMEHWA 33 JOCTHMEHWE LENEBOro YPOBHA A0-
BEPUA NPUNOXEHWA OTBE4YaeT rpynna npoexTa NocpeicTBOM peanu3auvi CooTBETCTBYHOWMX

ASC Ha COOTEETCTRYHOWMX 3TanNax XKUIHEHHOMND LWKNa MpUNnoxeHWA.
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8.3 HopmaTvBHaA CTPYKTYpa NPUNOMEHUA

8.3.1 OBbwan wHcopmayma

HopmaTueHaa cTpykTypa npunoseHud (ANF)— 370 NOOMHOMECTBO WNW OeTanu3auua
OMF, copep#allel TONbKO OeTanbHyl WMHGOPMAUMK, KOTopas HeobDxoauMa KOHKpEeTHOMY
NPUNOXEHUD ONA JOCTHMHEHWA LeMNesoro YpPoBHA O0OBEpWA, NPMHATONC Bnafensuesm npunoxe-

HWA B X00e 3aBeplallers aneMedTa BTOROND wWara AsSMP.

TpebosaHWA BesonacHocTd B ANF BRIBOOATCA M3 OUEBHKK PUCKOE, CBA3AHHLIX C MCNONE-

30BAHWEM NPUNOKEHWA OPraHW3aUMed, KOTOPEA OCYLUECTENAETCA HA BTOPOM ware ASMP.

[Na Ka%goro NpoekTa NpUNoMeHWa cosnaetca ANF, HanonHAemMas COOTBETCTEYHILLMM
BUIHEC-KOHTEKCTOM, TEXHONOMMYECKMM ¥ PEMYNATHEHLIM KOHTEKCTaMMW, CNeUurpUKaLnaMK NpK-

NOMEHWA U COOTBETCTBYHWMMK ASC.

AMF CYlWeCTeYaT B TeMeHWs MHIHeHHOMo UKWKNa NPpAankeds 1 MOweT pa3BreaTeCH C
TeHeHHaEM BpEeMEHK. HEI'IF:II-‘IME[J_. B X002 NpoexTa MOMeT MEHATLECH pEF‘y‘ﬂFETHEHI:IFI EOHTEKCT
NEpUMNoKeHUA WNK Bnagensy NpPUNoKeHs MOoXeT NpelcTaenTe HOBBIA LeneBon YpoBeHb OoBE-
pUA rpynne, DHEDTEIIDLLI,EJFI Haa NPOEKTOM NPUNOMEHWA. B Takmx CNyHaAx opraHiiauna MoseT

A0BABNATE HOBLIE 3NeMeHTsl B ANF unu yEupaTe X 13 Hee.

HameHeHus ANF BnvawT Ha Be30NacHOCTE NPHNOHEHWA. 3TH MIMEHEHWA QOMEHLl COOT-

BETCTBYHILLMM UEPESDM YTEEDHOATLCHA BNadensUem NpUNoHeHWA.

ANF OnA KOHKEPeTHOrD NPOoekTa NpUNOoMeHWA COO8pPHWUT KOMNOHEHTH, PacCMOTREeHHLIe

Hixe. Ha pucyrke 10 nokazado rpaduyeckoe npegctasnedue ANF.

HopmaTMBHaA CTPYKTYPA NPUNOXEHWMHN
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Pucymor 10 - HoplaTHEHaA CTPYETYPA NpMNo#eHdiR
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8.3.2 KoMNOHEeHTBI

8.3.2.1 BM3HEC-KOHTEKCT, CEA3AHHBIA CO CPEa0A NDUNOKEHWA

Bce npoueccel BUaHeca, METOOMKW, CTAHAAPTEl W OBACTEYIOWWE CYyBbeKThl, BOBNEYEH-
Hble B NPOEKT NPWUAMKEHWA, BKNKYaA BHelWHWe npoueccel DWaHeca, Heobxogumele gana obec-
NedeHWs aaexBaTHOW UenocTHOCTH BUaHeca B ONepauwoHHOW cpee, BeIBOOATCA ANA NpUNo-

HeHUR M3 BuaHec-kouTekcTa ONF (cm. 8.1.2.1) unn getanuanpyroTcA B Hel.

8.3.2.2 PerynaTMEHLIA KOHTEKCT, CBA3AHHLIN CO Cpeaon NpuNoKeHna

Bece npasoekle W perynATUEHBS T[JEE'DBEHI"IH. NPHUMEHREMEBIE TaM, T2 HCNONEIYETCH MITH
paisepTeiBaceTCA NpUMNOXMEHWE, BEIBOOATCA OANA NPUNOHEHHWA M3 DEMNYNATUEBHONO KOHTE2KCTA ONF

(cm. 8.1.2.2) UNKu AETANWIWPYIOTCA B HEW.

8.3.2.3 TexHOoNOrM4YECKWA KOHTEKCT, CEBA3AHHEIN CO Cpedol NPUNOKEHUA

Bce TEeXHONOrMYECKHMe KOMMNOHEHTH MPUNOKEHWA, TAKWEe KaK ero apxXurexTypa, WHdpa-
CTPYETYPA, NPOTOKONEl M A3BIKK, BRIBOORTCA ONA NPANCHEHWA W3 TEXHONOMNAMeCEOND KOHTEKCTS

ONF (cm. 8.1.2.4) unu 0eTanWaupyloTcA B HeW.

8.3.2.4 CneunduKaumy NprNoKeHns

Cneyndukadvy NpUNoKEHWA NPpUHUMaKT @opmMy @yHKUHMOHANbBHEIX W HedyHKUWMOHAaNb-

Helx TpebosaHuid M TpeboeaHWi De30NacHOCTH.

HJon#Hel BeITe Nepevncnedbl U pacnpefenedbl No KATEMODWAM BCE O3HHLIE, WCNONB3IYE-
Mele, XpaHWMble, BbiMWCNASMbl2, pazfenAemMbie WNKW NepejasacMble NpUNoMeHWneM. B Hux
BENHOHaTCA JaHHBe OpraHH3auliy, JaHHbiE none3oeaTensad, 1{GH¢H|-'I'I":,"F}EILI,I-'1-DHHI:|TE OaHHbBI2, Na-
pameTpbl W WHble OaHHLIE, HCNONbIYEMBIE NPWUNOHEHWAMK. B HMx Tawke BkNHOYaOTCA Niobbie

BeIXOOHBIE OaHHEIE NPANOHEHWA.

8.3.2.5 NleiicTeyowme cyDbekThl NPUNOMEHUA: ponu, 0BA3aHHOCTH W KBaNUMKUKaLMA

HJonkHsl BeiTe onpegenedsl Bce AeWCTBYOWME CYDBbekTEl, B3avMOdeHCTRYOWME C Npu-
NOXEHWEM B TEYEHWE €0 MWIHEeHHOro ukkna. dencTeyowmne cyDbekThl BKNHYaT OTEBETCTEEH-
Hblx 2a obecnevyeHne De3aonacHOCTH, BNAgeNsUER NPUNOMEHWA, PYKOBOOMTENEN NPOEKTOB, ay-
AWTOpPOB, pa3paboT4YMKOE apXWUTEKTYPLI, CNeuManucTos No TECTMPOBAHWK, pa2paboT4YMKoB, KO-
HEYHLIX NoNb3oBaTened, agMWHACTRATOPOB, aAMWHWCTRATOPOE DA3 OaHHLIX W TEXHWYECKUX

chnedanucTog.
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8.3.2.6 Bubpandsle ASC ONA MU3HEHHOMD UMENG NPUNOHKEHUA

Cornacho 8.1.2.6, TouHele W nogpobHele ASC ANA KOHKPETHOro NpoekTa NpMomeHuA
BuifupaoTca u3 BubnuoTtekn ASC OpraHM3auMiK 8 COOTEETCTEMK C NPUBEAEHHLIMKM HI¥E KpUTe-

PHAMMN:
a) Uenesol YPOBEHE NOBEDHA NPUNOKEHWS,
b} TpeGoBaHWA OPraHW3aLMK K NPUIOHEHWHD;
C) onpefeneHHbIR KOHTEKCT | cneyrdMKaurK NpUnNnoxeH1a.

Kampgas ASC npeactaensaet cobBon kak meponpuatve no obecnedenu Be3onacHocTM,
OCYLLECTBNASMOE PYNNOW MPOEKTa NPUNOKEHWA ONA YMeHbIIEHWA KOHKPETHOIO pMcka Deao-
NAcHOCTH, TaK W BEPUIUKALWOHHOE MAMEDEHWE, OCYWECTBNABMOE 3aHUMAaKLWENCA BepUdMKa-
UMEW rpynnoi, Ons NogTBEDHOEHWS, NYTEM WM3YYeHWA NOOKPENNALWWMY CBMOETENLCTE, TOro,
4TO COOTBETCTRYHILWEE MeponpuaTHe no obecnevedwo BE30NacHOCTH YCMNelWwHo BbiNONHEHO.
Kaxpgan ASC Takke npenoCTaBNAET YKA3aTeNW Ha ONpPeOeneHHbIE 3Tanbl XUAHEHHOID WWKNE
NPMNOKEHWSA, HA KOTOPEIX QOM#HBI OCYLECTBNATECA YKA3AHHOE MEPONDUATHE NO OBecneyeHHo

BE30NacHoOCTH 1 EEFI'H{I]HI{E[LI,HDHHIDE M3MeEpDEHNE.

ASC onpenensert u yTBep#OaeT opraHu2auMa go paspabotin. Paspaboruueam bonswe
HE HYMHO NPOEKTUPOBATE WX ANA KANMAO0MO HOBOrO NPOEKTA NpUNoxeHuA. 3To obecneqnsaeT
YEEPEHHOCTE B YHUDMUWMPOBAHHOM NOAXOAE OPraHu3auMi K paccMoTpednio Bonpoca Tpeboea-

HWA B230NacHOCTH NDUNOKEHWA.

BulbpanHbie ASC J0Mm#Hb, KAK MWHWMYM, BKMOYaTe Bee ASC, caHKUMOHWPOBAHHLIE
rpynnod ONF ona Hyneeoro ypoBHA JOBEPWA, ONpejeneHHore Kak MHHMManbHbiM YpoBeHs 00-
BEPUSA, KOTOPEIA NPUMET opraHvM3auma. ASC, CaHKUMOHWPOBAHHEIE ANA HYNEBOIO YPOBHA OoBe-

PUA, HE JOMEHB MEHATLCH rp}"l'II'I:Dﬁ NpoeETa NpUNOXEHWA B xo4e erc DEEPEEGTHH.

8.3.3 Npoueccskl, CBAZaHHLIE C BE30NACHOCTLH NPHUNOXEHWA

B ANF gon#Hel DelTe BKNKYEHEl BCE COOTBETCTEYHILME NPOUSCCHl, CBA3AHHLIE C Onpe-
OENEHWEM, MEHSKMEeHTOM W Bepudukauweld Ge30NacHOCTM MPUNOKEHWH, KAK ONWCAHO B
MCOIM3K 27034, 310 OeTanq3auWa KOMNOHEHTA «Npouecchl, CBA3AHHLIE ¢ Be3aonacHoOCTeH

NPUNOKEHWAR HOPMaTUBHOW CTRYKTYPLl OpraHvaauMy, onucadHoro e 8.1, 2.8,
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8.3.4 MuaHeHHbIN UMKN NpUNoXeHnna

KOMNOHEHT MMIHEHHOTO LWKNa NpWnoxeHWAa oB03Ha4YaeT 3Tansl U MepOonpUATHA, Bbi-
BpaHHsle W3 ONF Ona onpedensHHOro NpoekTa NpUNoKeHrs. bonee KOHKPETHO, MM3HEHHLIA
LIMKN NPUNOXEHKIA — 3TO NOAMHOKECTEBO 3TANOHHOR MOOENH MU3HEHHOMD LMKNa BeaonacHOCTH

npunoxedni (cym. 8.1.2.7), copepxawenca 8 ONF.

HMIHEHHBIA UMKN NpUNOKEHWA W CTAHOAPTHOE COOepMaHWe 3TAnoHHOW MOOEend XWwa-

HEHHOro UWKna BezonacHoCTH NpuNoxeHd obeyxnanuce B 8.1.2.7.

MeponpUATHA ¥ MaMepeHWs, onpefenfambie ASC, OCYWECTBNAKNTCA NOCPEACTEOM pai-
MNWHHBIX NPOUECCOB, BINOMHAEMbIX B TEYEHWE MWIHEHHOMD LUMKNA NPUNOMEHWS, © KOTODbLIMM

YHE IHAKOMBI TPYNNbl, paboTalwme Hag NPOeKTOM 1 3aHUMaK LWKecs BepldmKaumren.

MoatoMy NpeanoYTHTENBHEIM NOAX000M ABNASTCA NNABHAAR MHTErpauua ASC B KadecT-
BE COCTABHOW YACTH B MCNONbIYEMBIE B TEYEHWE MUIHEHHOM UMKNa NPUNOKEHWA NpoUeccel, a

HE B KA9eCTBe OTOeNbHbIX BHEWHWX MEDONDHUATAR No obaecnevyeH o BesonacHoCTW.

8.3.5 Npouecchl

8.3.5.1 Npoueccsl, CBAIAHHLIE C HOPMATHUBHOW CTRYETYROA NDUNOKEHHA

OpraHW3auus QonN#Ha onpegennTse W QOKYMEHTaNsHo 0opMnNATE NPOLECCH CO30aHMA,
YyTBEDHASHMA W nogaepxkk ANF. HonsHe BeiTe onpegenedsl ponu, 00A3aHHOCTH U Heobxo-
Aumas npodeccHoHaneHan Keannukauns 0ercTeYOWNE cyBLeKToB, CBR3aHHLIX ¢ ANF opra-

HHUIaUHAK ANA EOHKPETHOMD NPAMOHEHWA.

Kpanke BameH npouecc coafaHus ANF ONS KOHKPETHOro NPpUNoxeHWs. 3ToT npouecc
npeobpazyeT cogepxawywoca 8 ONF obwy wHdopMaunio B KOHKPETHYD WMHOpMAaUWHD, He-
obxoauMye ANF OnA onpegenadHore NpUNoKeHHa U ero TpeboBaHui.

Tawke kak ASC B OMF ceA3zaHbl ¢ 3Tanam ITANOHHOW MOOenM MUIHEeHHOrD LWena
BesonacHOCTH NPUNOXEeHWA, Tak U ASC B ANF cBR3aHbl C 3TANAMW MWIHEHHOMD LUMWMKNA KOH-

KLETHOMD NEpHMNOHeHWA.

8.3.5.2 Npouecc obpaTHoW cBA3N

|:|'|IIF-E!HI-"I,'ElElIJ,I.-'ItFl OonkHa onpedendTe NpoUecs NOCTOAHHOND coBeplUIeHCTEBOBAHWA ONF ue-
el DEDETHFPG CBA3b, DEIEEHEHHEEI-UU.LFH HOBBRIE ZHAHMA, NpedloxaeHdA No CoseplUeHCTEOBA-
HWHD Mep W CpEeACTE KOHTPOMNA W YNpaBneHWsA Be30nNacHOCTE HPHHG}HEHHH W NpakTUYeCKne

npHeEmMbl, I'Ipl-"IDﬁpETEHHI:ﬂE B XoOe paszpaboTeM W pazeepTelBAHWA NPUNCHEHKA.

3ToT npoyecc obo3HAYEH HA pucyHKe 3 Kak «OfecnednsaeT oBpaTHYKD CBA3L ONAw.
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370T Npouect gon#eH BeiTb NpWBA3aH K npoueccy nogaepxkn ONF, obozHaueHHomy Ha
pucyHke 9 kak «ODpaTHas CBA3L OT NpeabidyliMx W TeKyWKWE NpoekToe DUaHeca v NpoekToB

NPHUNoKEeHWA».

8.4 NoarotoBka K paboTe 1 aKcNNyaTauuA NPUNOXEHWA

8.4.1 OBbwan wHopmauma

YeteepToid war ASMP BrnioMaeT pazeepToiBaHue cneynansHelx ASC, npegocTaBnes-
Heix ANF, 1 nocnegyiowyo AeATensHOCTE B pAMKAX NPOSKTa NpUNOMEHUA. A UMEHHO, rpynna,
paboTaklWan Had NPoeKTOoM NDUNOKEHWA, peanuayeT cneunaneHele MeponpuaTus no obecne-
YeHWw BGeaonacHoCTW, OnNWCaHHele B YacTw «MeponpuAatva no obecnedeHwo Ge30nNacHOCTH

ASCw» (oM. B.1.2.6.5.4), pna kaxpon ASC, cogepxalweiica 8 ANF 0ns aHHOM NpUNoMeHns.

[ns rpynnsl NDOEKTa W rPYNNbl, 3aHUMalowedcs BepudMkaduueid, 3ToT War ynpowaeTcs B
peayneTaTe NpefocTaBNeHns MM ToNeko Tex ASC, koTopble TpebyroTca AnA QOCTHHEHWA Ue-
NEBOro YPOBHA OOBSPHA ON5 KOHKPETHOMD NPOSKTa. ITHUM FPYNnam He HYKHO 3HaTe NPOLECChH,

YKa3aHHLIEe 58 ANF.

PykosoguTenu npoektoe yeuaaT B ASC addekTUEHOE WHCTPYMEHTaNLHOE CpencTeo,
noTomy 4To 8 ASC nogpobHo wanomeds Tpebyembie 3agadun, pecypcsl i kBanudMrayma, 3a-
Tpartbl Ha KaWOyl 33afadqy B YenoBeKo-AHAX W TOWHBLIM 3Tan MW3HEeHHOND UWKNa, Ha KOTOpOM

OOM#Ha BRINONHATECA Ka#Oar 3ana4a.

3aHumarowanca eepudukayme’ rpynna Tawke yenauT 8 ASC apdekTMBHOR MHCTPYMEH-
TansHOe cpelacTeo, nockonsky ASC npepoctaenaeT nogpobHy MHOpMaLWMD o BeprdMKEaL K-
OHHBIX M3MEPEHWAX, KOTOpPbIE AO0MMHLI BLINOAHATLCA ONA NPefocTaBNeHWA CBMOSTENLCTE O
HaONewaluem BeINONHEHMHW MEDONDUATIA No obecneveHnio BE3ONACHOCTH C OMMOAEMEIMK pe-
IYNETATAMW. 3TO NO3IBONKT 3AHUMAKLWERCA BepudMKkaLMeRn rpynne yoocTOBepUTECA B TOM, YTO
npunoxeHwe oTeedaeT TpeboeaHwsam DezonacHocTw nocpegcTeomM OpMansHOMo UKcKpoBa-

HWUA NOATBEPHAKLIWY CEBMAETENLCTE.

lNpynna obecnevexua Be3aonacHoOCTW W TexXHONOMMYECKad MpYNNa TaKwe COMTYT KOHUEen-
umto ASC noneadol, notomy «to ASC, cogepxawmecn B ANF ONA KOHKPETHOro NpUNOMEHKUS,
NpegocTaBnawnT NoNHsIW cnucok Tpeboeawwid De3lonacHocTU, NozB0nAdA, Takum obpazom, ocy-

WecTENATL 3abnaroepeMeHHoe NNaHKWpoBaHie HeobxoaumMbix pecypCoB.
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8.4.2 Bnuanne MCO/M3K 27034 Ha npoeKT NpUNOXEHUA

THUNHYHBIA NPOEKT NPUNOXEHWA (00 peanw3auWy opradwmzauwed WCO/M3K 27034)
yNpaenaeTca rpynnod NpoexkTa, NogiepxueaeTcA nNpoueccamu, 3a4acTyi Ha OCHOBe aeBToMa-
THM3IWDOBAHHEIX TEXHOMNOMMA, C WeNbK Co3gaHusa npunoxedHus. OBwivHo rpynna obecneseHus
KauecTea cnefyer OnNpefensHHoMY Nnady TecTUPoOBAHWA ANA NpoBepku M@yHKUMOHANLHEIX

BO3MOMHOCTEN NPUNOMEHWA OTHOCHTENEHO NPUHATEIX (PYHELWOHANEHEIX TpeboBaHnA.

Cama TexHonorWa, MeTolduvxa pa3ipaboTku, wcnonkayemas rpynnoW NpoekTa, 3penocTh
npouecca, KavecTBo co3daBaemblx apTedakToB, NpodieccMoHanbHas Keanwdgukaywa ydacT-
BYHLWMKX B NpOBKTEe OeACTBYHWKHX cyBLekToR BepUdUUMPYOTCA peako, U Takke npouecckl, B
CAy4ase WX BLINONHEHWRA, 0DbI4HO hOpMansHo He CNpenenswTCa.

Ha pucyHke 11 nokazado, kak MCOM3K 27034 gobaenseT HOBble ponu, 0BAIAHHOCTK,

KOMNOHEHTEl W NPOUSCCHl B THNMYHBIA NPOSKT NPUNOKEHWA.
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PrcyHor 11 = Bndadwe MCOM3K 27034 Ha ponik W o8R23aHHoCTH B THNKYHOM NRpOesTa NPrNoseH A

Ha pucykrke 11 nokaszado, kak nocne peanuzauywn MCOM3IK 27034 ByoyT dhopmansHo
onpegenevsl pony v obfzaHHOCTH. Ha HemMm Tawke nokazadbl [Ba BamHEeWLW WX HOBLIX KOMNO-
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HeHTa: ONF w ANF. ONF — cTpykTypa B macwrabax opraHu3aynn — He BO3JEWCTBYET Hanp#-
MYH: H3 NPOeKT Npunoxedna. Ha rpynny npoekTa, rpynny, 3aHUMawWyoca sepudEaluen,
none3osatenei ByoeT enNuWATE ToNsKo ANF, xapakTepHan ANs NPUNOXEHWSA CTPYKTYPA, KOTopas
ofecnevrBacT TOUHEIE WM OETansHLIE MEDLl W CPEACTEa KOHTPONA M ynpaeneHus GezonacHo-

CTBED NP UNOXEHWA W COCTESTCTBYRHOILWME EEﬂHq}HHEHHDHHHE H3MEPDEHMA.

B 0DA3aHHOCTK rpynnel, 2aHMManwenca eepudukayrend, exoaut eepudiukaumna ONF.
JTO OCYWECTEBNASTCA HE TONLKO HA YpOBHe npoekTa (cMm. 8.4.4.2), HO W HA YpOBHE OpraHnaa-

UMK, KaK 4acTe npouecca medemsmedta ONF (cm. nepeducnedue d) 8.1.3.3).

8.4.3 KomnoHeHTL!

8.4.3.1 'pynna npoekTa
Mpynna npoekTa coCTOMT M3 NKU, BOBNEYSHHLIX B NPOSKT NDUNOKEHWA HA 3Tane noaro-

TOBKEM K pEﬁUTE MNK 3Tane 3KCNNYaTaudk HHU3HEeHHOTO UMENa NPUNOHeHWA, TaKWX KaKk paspa-

BOTHMKK APXUTEETYPEl, aHaNWTHEW, NDOrPaMMACTEl W CNeUWanMcTel N0 TECTHPOBAH M.

3TH NWUAE OTEeYaKT 3a Buibop anemedToR w3 ONF ans co3faHya Wnu nogaepsen ANF

ONA NDOERTa NPANOHeHnA.

8.4.3.2 Pabouasn rpynna

Pabouan rpynna cocTonT Ma NWU, YYacTEYHLWMWK B MEHEIXMEHTE M CONPOBOXIEHWUM NPK-
NOMEHWA Ha 3Tane 3KCNNyaTauWk MUAHEHHOMD LMKNA NPUNOMEHWA, TAKMX KAk CUCTEMHLIe af-
MWHMCTPATOPEI, 30MMHWUCTPATOPE! Da3 QaHHbIX, CETEBbie aOMWHWCTPATOREl MK TEXHWMeCckue

CNelmankcThbl.

8.4.4 Npoueccul

8.4.4.1 BeinonHeHwe meponpuATHid Be30NacHOCTH B xoae pa3paboTkw npoekTa

NprnoHeHWA

Ha pucyHke 12 nokasaHo, kak rpynna npoekta v pabodasa rpynna wcnons2ytoT ASC B Ka-
YeCTEEe WHCTpYMEeHTaNLHOro cpeicTea ANA OCYWecTBNeHWs MeponpuATHA no obecnevyeHuo
De3aonacHocTH B XoQe pazpaboTeM KOHKDETHOrD NpoekTa npunoxeHwa. B npoexte GyayT ue-

NoNb30BaTLCA TONbKD ASC 13 ANF gandoro npoekTa.

61
FOCT rOCTPUCOMIK 27034-1-2014 Crpanuua: 79/126

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

rocT P MCO/M3K 27034-1-2014

M DTV H 3 2
CTRYHIYpa
TR S

[REE TR TR
el [FSH 1A A

) o Mpoei

o J- &

FinAKnAHGH |: Mpoupes |
VIS HEN PR Mprknaano
Hrnaneayiatch oo s e — i
— Opeerees —Jim

=l TEEW LA

YenooHwn of casaucin A

T

Pucyuor 12 = Mocnoneaoeadde ASC B K34ECTEE MEDONPHATHH cbecneverds DeaonacHooTy

8.4.4.2 NpopegeHue sepuidMKALMOHHEIX MAMEPEHWA B xoae pa3paboTew npoekTa

NnpyUNoseHKWA

OTHOCHLWAACA K BEPUPHKALMOHHBIM M3MEpPEHMAM YacTk ASC peanuayeT NpWHUMN, co-

CTOAWMA B TOM, Y4TO BCE MEPONPHATHA No obecneseHnn Be30NacHOCTH OON%HLl ObiTe BEpM-

PUUHPOBaHE C UeNs NpejocTaBNeHna CBMOSTENLCTE TOMO, YTO MEPONPHATAA OCYLWECTENEHb

KBANWPULWPOBAHHEIM OeACTBYIOWMM CyELekTOM Hagnexawuwsm obpasoMm W NonyvyeHbl O#k-

ddemMeie peayneTaThbl.
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Ha pucyHke 13 Nokazado, 4To OTHOCAWAEACA K BEPMHMKALMOHHBIM M3MEDEHWMAM 4acTk
MED W CPELCTE KOHTPONA M yNpaeneHWn Be30nacHOCTLI NPUNOKEHWA MCNONb3yeTcA Kak KOoH-
TRONBHBIA NOFMYMECKWIA 3NEMEHT B MU3HEHHOM LUMKNE NPOSKTa NPpUNoMeHWA, YTobel rpynna, aa-
HAMAHILLAACA BEpWWKAUMER, OCYLWWECTBNANS BepUUKALMID W BANUMOALUMKD TNPUNOKEHWA W
NPOEKTA, A TaKKe NPenoCcTaBNANa PeEKOMEHOAUWK BNaaenbUy NpUNOMEHWA ONA NPUHATHA pe-
WEHWA O CAHKLMOHWPOBAHWW Nepexoaa NpoekTa NPUNoXeHHA K CNegyweamy Wary ero Beinon-
HeHWA. Hanprmep, ASC moryT noTpeBoBaTe MCNONbIVEAHWA YCNYNd KNACTEPU3aALWW CEpBEPOB
ona obecneveHds QOCTYNHOCTA NPUNOMEHWA, OTHOCALWAACA K BEPUdMKALNOHHEIM W3MEDEHK-
AM YacTe ASC nposepReT, AeWCTBMTENLHO NW Takan yonyra peanW3oBada Haanexawmm obpa-

0.

Ha pucyHke 13 Takxe NOKA3AHO, 4T0 OTHOCALMAACA ¥ BepUPHWKALUMOHHLIM HM3IMEDEHWAM
4acTe ASC momeT wcnonb3ceaTecA AnA sepudmkaunn keanudrkaumy JedcTeyowmx cybbek-
TOB, OCYLLECTENAIOWMX MEPONPUATUA HUIHEHHOD UKMKNA npunoxedus. Hanpumep, ASC moryT
noTpeboBaTh, YTODLl KPUTHYECKWA KOMMOHEHT NpWNOMEHWA pEeanv30BLIBAN MasHeA pa3pa-
DoTunk. OTHOCALWAACA K BepUIMKALUMOHHEIM M3mepeHnam YacTe ASC nposepaeT keanudwka-

LD ﬂﬂEpﬂﬁﬂT'-ll-‘lHﬂ, peannatceasLUerd 3ToT KOMMODHEHT.

8.5 AyguT Bez0onacHOCTH NPUNOKEHWH

8.5.1 OBwan wHopmauma

Uens nanHoro natoro wara ASMP cocTouT B Bepudivkaumy 1 dhopmMansHoM MKCHpOEa-
HAW NOOTES HOAHWAY CBUSTENBCTE JOCTHHEHWA M NOONSDHKAHNA KOHKDETHLIM NPUNOHKEHHEM

LUenesoro YpoBHA A0BSPMA NEHMNOHeHWA.

NaHHsA war ASMP moxeT seiNONHATECA B NHboe BpEMA B TEYEHWE HUIHEHHOMD UKMKNS
npunoxedHusa. B 3aBMcMMOCTH OT UENeBorc YpOBHA OOBEpWA NPUNOXMEHWMA 3TOT War MoMeT
ObITE OAHOKPATHLIM, NEPUO4MYECKUM MNK oDycnaBnueaemMsiM CODBITHAMMKM.

Moumep 1 = Op2anu3alus MOKET RepuoduYyeckl abiNfofHANL 3MOM Was dng MOHUMopUHSa cme-
nenu obecneyedun GeIoNAcCHOCTIU Ha 3Mane peanuiayuu NPpUnoMeHUs,

Mpumep 2 = Opsaduszalua MONST BLIMOAHAML 3Mom Wwaz dng deMoHcmpauul akmuYeckoso
ypoans doasepun npunoxenus, npexde yesm Bydem ymeepxdeno 620 palgepmelaanue.

Mpumep 3 -« Op2anuIayua MOXEN SLINOAHANE IMONT Wag Ha 3Maneg 3Kcayamayuy WUIHEHHOS0

LUK NPUNOMeHUA KKk 43CMb axes0dHe NpoeoduMos0 opsanusayuel ayduma Be30nacHocmi.
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B pamkax atoro wara BHYTDEHHAR WMNK BHEWHARA Ipynna, 3adimMalWlancs pepUuKaurer

(B 33BMCHMOCTIA OT NONWTHME OpraHn3aumy, cofjepxawmxca 8 ONF), nposepaeT, YyTobel BCE BE-

DHEHMEAUMOHHBIE M3MEDEHWA, NpeaCcTaABNEHHbIe BCemMr ASC B ANF ONa KOHKPETHOMD NpUNoxe-

HHA, BEINK BRINONHEHL! W Pe3yNLTATE BepUdHUMpoBaHEl. Lens 0aHHor Wara AsnaeTca ge-

MOHCTpaUWA B ONnpeldengHHose BpeEMA aKTUYECKOID YPOEHA JOBEDHA NPUNCHEHMA. COpraHwaa-

UWA MOXET 00BABKUTE NpUNOKeHHe «De30NacHeiM», KOrga ero axkTHYeckuid YpoBeHs OOB2pMA

paped ero yenesomMy YVpoBHED AOBEDHA.

STOT War CooTEBETCTRYET WAary «NpUHATAE PUCKa» B yeTaHasnueaemom MCOM3IK 27005

npouecce MeHEOXMEHTA DWCKA.

HopsMBaTMEHER CTRYKTYE
opraduaagan [OMNE)

HopmartHeHas CTRYKTYPa npunoxeHnd (ANE)
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PucyHor 14 — O6WwMi 0Baop npoUecca BeprdiikalMy GeaonacHocTd NpWNoEEHHi

8.5.2 KoOMNOHEeHTLI

8.5.2.1 DaKTHU4ECKWA YPOBEHE JOBEDKUA NPUNOHEHH

DAKTHYECKMH YDOBEHE ADBEPHA NDUNOKEHHWA — 3TO MAKCUMANEHBIA YPOBEHE YBEDEHHOD-

CTH, OEMOHCTRUPYEMEBIA TRYNNOW, 3aHUMALWencs BepruipUEkaLMel, Ha OCHOBE BepUdMEaLMOH-

HblX MamepeHud scex ASC OnA AaHHOro NPUNOKEHMA.
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Kampas ASC, punmiodenHans 8 ANF ons kakoro-nubo npoexTa NpUnNoMeHns, NpenycMart-
PUBAET KOHKPETHLIE W OeTanbHble H3MepeHWA, KOTopbie JOMKHLI BRNONHATLCA TPYNNOWA, 3aHK-
MarLencs BepudHkaled, HapAgyY C yKa3aTenamy Ha onpedeneHHbId 3Tan XW3HeHHOTo UMKNa

NPHUNOKEHWA, BO BDEMA KOTOPROMD QOMKHO BEINCMNHATECA HIMEDEHKE.

PaKTUYECKMA YPOBEHL OOBEPWUA NPUNOMEHWA NONYYawT NyTem eepudukaumn ASC, Ko-
TOpaA Jon#Ha DbITe OCYWECTENEeHa B KOHKPETHBRIA MOMEHT HW3HEHHOMD LUWKNa NpMnoxeHuH.
Ecnu kakan-nubo ASC He npoxoduT BepudrKaumio, opradu3aumMa QONMHa NPMHATE COOTBETCT-

BYHOLWME MepDbl ONA MCNPaBNeHUA CHTYaLULKIA.

YonewHoe OOCTUMEHWE USenNeBoro YpoEHA O0B2DHA MDUNOEREeHHs NOOATBepHOaeTCA B
CNydae YCneWwHoro BeNoNMHEHWA BEPI-"I{I]HI{EILI,HH noareep+xgaoWix CBAOETENBCTE, NONYYEHHBIX

B pE3yNbTaTe BepuiHKALMOHHLIX M3MEDEHWA BCEX 3anNNaHWpoBaHHbix ASC.

Mocne Takoro NOATEEPHOSHMA OPraHU3aUMa CYMTAET NpMNoxeHHe Be3onacHsIM ONA WC-
NoNL30BAHWA WNKW Pa3BepTLIBAHWA C OaHHOMD MOMEHTA A0 MOMEHTa chnefylwled Bepuduxa-
UKW, Npegnuceieaemor Tpeboeadvem Nepuoar-eckol NPOBEDKK B paMeax naTtoro wara ASMP

WA AR THME TpeboBaHMAMK Opradrzalmin.
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Mpunomenne A

(cnpaBouHoe)

Mpumep conocTaBneHuWn cylwecTBYyOLWero npouecca paipaboTtiu ¢
MCO/M3K 27034

A.1 Obwas wudopmaums

Uene gaHHOrD NpUnosasda — NpoMnnocTpUpoRaTe Ha NPUMERE, KK aKTHYeckr CYLWacTEYVWWA cocpa-
O0ToUYSHHER Ha DeaonacHocTy npouece paapaboTid nporpamaies cpegete (SDL) MomHo © yonexom ConocTapnTE

C HEKOTODLIMIA KOMIOHEHTAMA 1 npousccany MCOMSK 27034,

Ecnun cneuransHo He OTMEYEH0 WHOE, TO JaHHEA KOHKPETHEIR NPUMED NpednonaraeT, 4to sce ofoywaae-

MblE MEDONPWATHA 1 pEIYNLTATE JEATENBHOCTI cooTeeTeTRYT MCOMMAK 27034,
B oauHon npunosendi B nogogpsey MCOMIEK 27034 npUBegeH s
a) ¥partiHi 0Gaop MHIHEHHOID UHKNa paipaboTid De3onacHors NporpaMMHors ohecmese HAa,

b} conocTagnedve NpakTHYECEMX nNpWemos obecnedYednsa De3onacHors NporpaMmecro obecnadeHdns o

HOPMATHEHOH CTRYKTYPOR OPradvaanMi. B yacTHOCTH, B OAHHOM NPANGEEHKA]

1) OOLACHAKTCA BIAWMOCEAIM MEWDY DWIHEC-KOHTEHKCTOM, TEXHONOMWMYECKMM W DeryNATWaHLINM

EOMTEKCTAMM,
2) ofCcyROa0TCA NPOUSCohl COZNAHKE W NOQOSREEN CReuwbukau il NpAncses A

3) @ oBWHX Y2pTax ONWCEIBAKTCA PONd W 0DRIAHMOCTH DAINHYHEIX MWL, BOBNEYEHHLIX B NpoOLEco

pazpafoTE NPUNoHEEH A,

4] NEMBCOATCA CYLLSCTEYIOWME MEDL W CPEQCTRA KOMTROMNA W YTIDARNEHHA BeIonaAcCHOCTED NEK-
noEe R (ASC),

5] ofCcywnasTeR NpoUecs BeprHEagkd DeIonacHoCTH NPHNOMEHIN,

6] OAaBTCA HAMMAOHAA WNNIOCTRAUMA ITANOHHON MOQENW MUIHEHHOMD UKENa GeaonacHocTy NpHNo-

WEHHH;

7] 0AanTcR NPWMEDE ACNONHETENBHBX MEDOTIPHATR, BRINOMHEHWE KOTOPRE MOMET NoTpefoRaTeR-

CR OpraddIagmsg, nenonsayiowen SOL, ana cooteeTeTerA MCOMIK 27034,
Ona yoofcTea paccMOTDRHNA ONMCAHKA MER M CPEOCTE KOHTRONA W YNPaBNeHWa Ges0nacHocTeio NpMno-
HEHWA, NOWBEIEHHEX B HACTOALEM CTAHZADTE, NOMEWEHE B TENCTORLIX OKHAX B NPHBEOEHHED HHME NOQpa3ne-

Nax, 38 KEE¥AbiM 43 HWX CNeayeT npHAaMel NpUMeseHAA.
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MOe BoakOoRED, NPMBDOATCA COLINKK Ha OFWEeA0CTYNHER HCTOYHUEM MHQODMAaLKMK, B HACTOAWEM CTaHgap-
TE MOMHD HARTW Be0-CCLINKM HA KOMKDETHOE OGCYHOBHME NDOUSCCOB, MHCTPYMEHTAMNBHEK CPEOCTE W MHYIO Go-

NOMHATENEHYI0 WHEOODMA LMK,

BawmHo OTMETHTE, YTO COAOATENK OQAHHOMD NPHNGHEHHA DEWLWNK COCPEaOTOMHTLCS UoKMOYUMEnsHD Ha
Momoduxe pazpabomel Se30nackely ODOZ0AMMEBY COedome, UCNOTLIVaMold SNR NOCMasky KOMMEDHECHDSD
npuinadiozo Apoagaruiozn coedomas o oxnaduioasi yoays. CyWecTeyioT OpYIWE NMPOUECCh, OXBATLIBACWME
aagaqiK GesonackocTi MT. Tpynne, agMEHKCTRHPYIOWME 2T NPOLUECCE, CRAIAHL! BHANOMANHEIM TEXHOTOTY G M
M PEMYNATHEMEIM KOHTEECTaMKA, HO HE COIS2KT NEHKNAgH0E NDOrPaMMHoE CREACTED, NPEIHAIHAYEHHOE ONA LWH-
pokoro OBWeCTREHHOMD WCNONEI0RAHKA. XOTA ANMGCTRALWA MeTOQWE pailpaboTed GeaonacHes NEOrPaMHbLK
cpegoTe v MT smo%eT NokazarecA MHTERECHON GNA HEKOTOPRX YMTaTeneil, oua vwe ocbazatensHwo npegocTaent Go-

nee yoeauTENEHLIS CRMOETENRCTEA NEakTWYHocTI MO O/MSK 27034,
FICnonNsaooarue MHUIHeHHOTD UHENa paspaboTid GeiacnacHors nNporpamMMHore cpedctea (Security Devel-

apment Lifecycle = SO0 B 3TOM NOACHRIOWEM KOHTEECTE HE 03HadaeT cgobpedde SOL MemayHapoaHon opradm-

ABUNER NG CTAHAAPTHIAWKK (MCO).

A.2 O MW3IHEHHOM UWKNe pa3paboTkn Be3zonacHOro NporpaMMHOro cpeacTea

HHIHEHHEM LW paapadoTen GeaonacHors nporpaksmsoro cpegetea (S0OL) - 1o npouece obacnessHig
OOBEPHA K DEIonacHocTy NPorpamMMKex cpedcTe. Mononsayerslii B Ka4ecTEe MHALWaTHBE B macwTalbe koMnanmii
W oGRzateneHol nondaTier ¢ 2004 roga, SDL ceirpan samuyio pone BO BCTpakBaHky obecnadeqks GeaonacHocTH
W NPHBATHOCTH B NPOrpaMMHEES CPEACTEE W EyNeTYRY NPHMHMMAIoWER ero komnanin. CodeTas LenocTHBIA W Npak-
THyH eI nogxon, S0L eroguT G230NacHOCTE W NPMBATHOCTE BO BCE 3Tank Npouecca pazpaboTid. Coenes Ha 4a-

CTHEE TEXHONOMAM W LECYDChI B O3HHO0M NMOHMNOEEHMKA ONyLILEHL],

Kak nokasado 4a pucyHEe A1, sHIHeHHBIR yekn paspaBoTin Beacnacsoro NPorpamMmMHEorg cpeqoTea Go-

CTOWMT W3 CEMK ATanca.

DCFpRHHE

- Basgcd ofivativg |- OnpLganmD e ~ AHANKY 34300 373k . - Crouspuraupa A 0 - DSaaniaso TE- = Mraden padarADoEEs-aa]
DML BB R o Pl 2 0 o [ B TS S PR ST S CTMpoRd i erpaa - [ - Ol T e M-

Tl S Tl OPEnLTE bl TOCTACOEAHHE B pr B I a0 T
= MHAMHL pHoda Galc- + IR e 3R [ MTRSGCRIOTE Moaotil: ). Arvup RWNyCEA
TLEEOSTIA M BT LA HL ¥ by ML WL | OB T

HIHITH - T Merhaih AL

Pucysor A1 = HHUaHeHHBEA UHEN pazpaboTed SeionacHors NporgamMaHore cpegeTea
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A.3 Conoctaenedue SDL c HOpMaTHBHON CTPYKTYPOW OpraH13aumum

Conoctagnesue SOL ¢ HOPMATHEBHON CTRYETYDOH OPraHM3auiy NoKasaqs Ha pacyHie A2, MNocneayiowes

oficywaarne 0L GyoeT npriaspsWeaTECA 3100 opmara.

HopmaTuBHas CTpyKTypa opraHmiauum

EBvaHec-koHTeKeT || PerynATHEHLIA | [TexHonori4Yeckmi| | Pencantopma cnowe- Ponw, ofnaanHooTH,

PG EOHTEKCT KOHT&KCT HHEALMEA NPANOEEHAR wanud uEagmn
LCA W LOB App PG 1 SOL PG PGuHR

N . 1
OfydeHde TpetopaHdA T poskTUpoEaH ke Peannaagmal

B L L T

-
i

BEnGnuoTexa ASC opranuaaumm Mpousct), CAAIAHHLE &

Ge3oNaAcCHOCTRIO NPHNOMEHKAA

MNpoeepra/Breinyck LB App, FSR, apxuakponaMme

-
v
M e =

ITANOHHAA MOOENE WHIHEHHOTD LAKNA Be30NacHOCTHA NpHIooHe KA
HnaneuHen UMD paipaboTen Ges0nacHoro NporpaMmMHore cpeacTea

Pucynor &2 - ConoctaeneHue S0L ¢ HOpMATHRHCR CTRYRTYRON SRIaHWIaLmnI

CRMCOK COKPALLEHWA:

PG

LCA

product group (rpynna npoaykToa);

legal and corporate affairs (NpaBoBLIe W KOPNOPaATHEHBLIE BONPOCEH),

LOB App praprietary lineg of applications used in support of business and technological contexts {xapak-

TEPHEIE SCODEHHOCTIA NPUNCEEHHR, KCNONBIVEMBE B NOSOEPHEY DHIHBC-KOMTERCTa M TEXHO-

NOMMYECKorD KOHTEKCTA),

SDL security development lifecycle (#MUIHEHHEIR UMD pazpaboTed GEI0NacHONS MPOrpEMMEHOTS
cpencTaaj;

HR human resources (KaapoBkLIA OToeN);

FSR final security review {OEOMYaTENLHAA NPoBREPKa DEI0MACHOCTH].

&8
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A.4 BHaHeC-KOHTeKCT

8.1.2. 1 BHIHBC-KOHTEKCT NEPEYHCNAET W JOEYMEHTHDYET BCE NPUHATBIE OPradHd3au[elr cTaHdapTel W Myd-

WHE NMPpakTUHECKHE MPHEMEl, KOTOPEE MOMYT OKA3MBATE BIAAHWE HA NPOEKTE NPHNOKEHWA.
BEHIHEC-KOHTEKCT BEMIOYIET.

a) NpouscCkl MEHEZMMEHTA NPOEKTE, pAIpaGoTHK, aHaNKIa PUCKa, ONEPaALUMOHHEE NPOLECCE, NPOUECCE

AYOMTE W KOHTEONA,
b) nonutuey Sea0NacHoCTM SRraduaan9;
)}  NpasTHYeckhe Npsenel B cdepe Guadeca;
dl HWCNoNe3YeMyH OPraqHHIayHed MeToouey palpaboTiM,

@) NyYliHe NPaKTHYECKE NPREME! ANA BoEX AJbIKOE NPOTPAMMEDOBAHMA, MCNONLIYEMEIX OPTAHUIALIWEN ¥

NEPEYHCIEHHBIX B TEXHONOMAHSCKOM KOHTEKCTE,
il DopMankHEH NPOUBCT MEHEIHMEHTS NPOSKTa ODTaHMIaL MM,

Q) NpUMEHEHWE SPraHAIaynelr Qpyrus HeoSXcOUMEX MExdyHapoOHex cTangapTor MCOMIK, Takux kak
WCOMSK 27001, MCO/MOK 27002 w MCO/M3K 15288,

BHIHBC-EOHTERCT ONpEOenAeTel COMETaHWEM OOWWK EDpNOpaTHaHEIY NONKTHAE, CReuWMansHsely (HacTH bix)
OOMATAE, TEXHWYSCKOTD KOHTEECTa M OBMEYLWWE DeIHOYHEX PakTopos OTOeNsHEX OpradHHIaUAOHHEX GOHHEL B

pAMEAN KOPNODaLUH.

MpYeaTHOCTE # BEI0NACHOCTE NPK paspaGoThe NPOrpaMMHE NPOGYETOR BENASTCA OOLLENIDTODETILIEMEIM
NpeanUCaHWeM COTMAacHO MMAHEHHOMY UMKNY paspafoTws Gelonacworo nporpammmoro cpegctea (SDL). " SDL
Tawke TpebyeT onpeoenesMA vy (pykopogAwns obecneveHrer GEI0NacHOCT W NDUBATHOCTH), NPOUBCCOR W
MED W CPEOCTE KOHTPONA W yNpanneHHA BE30nacHOCTED NPMNOMEHWA, KOTOpRIE GyayT MCNoONEIORATECA ANA OT-

CNEKNBAMMA NPOOBHEEHWA K EnaM obecnede A Ge3onacHOCTH | HI}HEETHDCTH".

YUMTeIEAA WHPOKMA CNEKTE cUeHapHes W nnatdopss paspaboTed, obasatenedoe cTporoe cobnogedds
PAHECHDOBARHON COBOKYNHOCTH METOOWE pajpaboTed MNW HHCTRYMEHRTANBHLIX CREACTE HERBNONHUMO, [oaTomy
rpynnas Buadeca paspeweHs obpallaTheA No TEXHAHECKHKM NEOONeMan, HE CXBAYEHHBIM HANPAMYS NONHTHKON
SOL (HanpUMep, KOMIWNATOPE M MHCTPYMEHTANBHEE CREOCcTEA HA PAINHYHBEX NNaTgoprax], & CReUMandcTam no

EOHEDETHEM BONpocam SeaonacHoCT 4NA KoHcyNsTauwe (os. A 8).

1%
" Takdm 0Gpaiom (30eCk W JANes No TEKCTY NPUNCKERHSE A) HYMEPYETCA CCLINKA, NPHBS0EHHAA B KOHUE
NPHAOKEHAA A
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A.5 PerynATUBHBIN KOHTEKCT

8.7.2.2 PerynATHEHEIH KOHTEECT NEpedUcnaeT W QOEYMEHTHDYET Mobbie 3asoMbl MAW NPEONUCAHUA B Eaw-
A0 MECTE BEfeHHA DUIHesa OpradMIAUMeR, KOTODEIE MOMYT BAMATE HA NPOSKTE NPUNoHeHHA. OH BENIKY3eT 3a-
KOMEL, NPABANa W NDEANHCAHMA CTDaH N IOPUCAMELME, rae paszpabaTeiBaeTcd, WWNK palnepTeBaeTcd, WK

HMCNONbIYETCA NRANOMEHHE.

Dpranmaauuy, palpepTEBaKLWEN WKW HCNONBIVIOWEA OOQHO W TO e NPWIOHEHWE B DaIHEX CTRAHAX,

BOIMOMHT, NPWOETCA COOTEETCTEOEATE TREDoBaHKAM BEACNACHOCTH KaMI0H CTRaME.

Mpopepka COOTEETCTOMA PEMYNATHEHEM TPEGOoDaHMAM W MesNONMTHYECKHA AHaNW OXBATREAIOT CYLIBCT-
BYROLLAE BUIHEC-NPOUECTE B YNPEKGaMWMM 0Bpaiom HCNoNeEOTCA N8 WHOopMUpoBaHKA MoYNN npoekTa. Bua-
HEC-NOOPA3GENEHAAMKE B OTLEN0M NPAB0ELE W KOPNODATHUEHEY BONPOCOE AHANMIMPYIOTCA NONWTMEW onA ofec-
NEYBHWA YEEPEHHOCTH B TOM, 4TD BCE CMNEKTE COIGAHMA 1 BRINYCKA NPOTRAMMHBIY CPEICTE COOTRETCTEYMT M-
BblM U2ESCMMHBIM NPAB0ALIM WA PEMYIATMBHEIM KPUTERMAM, CYLLECTEYHWMM B PAANWYHLIX PEMMOHAR MUDE, W 4TO

MoGkEE HOBLIE NPOEKTE OEACTEYIOT B PAMKSX MPaHML CYLLSCTEYIOW MY MaHOaTO NONATHEM,

Pang npuno#eHii (B coMeTaHUA C YNIOMAHYTEMK BRIWE NPOBEDEAMK) HCNONEIYeToH TRPYNNamMy, oTBeYaln-
il 38 NPOOYET, ANA AETOMATHIALWK npouecca ofecnedels CoOTBETCTOMA DErYNATHEHEIM TpeGoRakwuAM oA

NPUKNAaAaHoTD NPOrDaMMHOND cpegcTea, paspaboTankoro onA nyBiuuHong Bsinycea.

HakoMeu, peayneTaTel DeryMATHEHEX W reononyTHYECKHY NPOBEDoK HAXOOATCA B apXWMBax oMecTe . pa-
IYNETATAMK NPOUEcca BEpHEMEaLMK GRI0NACHOCTH NPANoHe A (KoTopeih 00CyOaeToA HU%e) oNA coagaMua
OfLEKTHEHOID M BCECTOROHHEND NpegCTARNEHWMA NpoUuecca palpaloTid GesonacHex NPHUNOHEHWA. DOHaKD BawHO
OTMETHTE, YTO DESVIAMUEHEE U S20N0IWTUYECKUE MONUMUKY M npeduaanadensl ONA MUINeHHOS0 Yukna paa-

pafomiy Se2anackHosn NDoapaMMHoes cpadoimaa.
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A.6 PenoauTopui cneyndKaumn npunoxeH i

8.1.2.3 Pencautopiia cnelwduialMid NpHnosEesdil NepesucriacT W JoKYMeHTHRYET o0wMe SyHKLEWOHAR k-
Hele Tpeboaanus MT opradviadikii W CcoOTEETCTEYIOWME, JapaHes YyTEEpWOeHHIE pelleua. Cneuuducaunn npu-

NOFEEHKA JOMHHE BENCHa TR,

a) cheudduEagry © ToM, KAk oDpascm NpUnoseHda ByayT BelYMcnATE, XDAaHUTE W NEREIaBaTE WH-
chopman e,

b} 0BbHHEE NADaAMETRE NEHASKEHAR, QYHELWOHANEHEE BOIMORHOCTH, YONyra W TpeboaaH s,

C}  MEXOQHEIR KOO, OBOMYHER Kod, GUBMWOTERM W NDOAYETE WKW YCOYT, KOTODEIE WCNONBIYIOTCE NpMNo-

MEHAAMA, MM HA KOTOPEX OCHOBAME! NPHNOKEHIA.
Dononuurenssse cneuuduEaLMKe MOryT BENI0YaTE NoGPOSHOS ONUCaHKEe BI3WMOSEACTERA NDANoEEHHMA C
a) OADYTAMKA CHCTE MK,
b) patoueld WHIDPACTREYKTYPOR, OT KOTOROW OHK JARKCAT,

C} NEpEeYHEM MED M CPegCcTE KOHTPOMA W yNpaenelns GeaonacHocTeE0 NpMnoseni B paboyeh cpage.

CreyrdvEaury CoIgarmToa W XPaHATeA OTOeNsHBMK BUIHeC-NooPa3gene MamMK ¥ oDBYHO COCTOAT Wa
PYHELACHANEHEE YEAIAHHA {ONMCBBAMKWKE, KaK CNDeaeNEHHBIR KOMNOHEHT JONMEH BeIYHCNATE, XDaHuTE M Ne-
pegasaTe MHEODMALKMIO) W TEXHWYECKMY YEIIAHWMA [ONPeOenAwHs R3EKM NDOrPaMMHEDCRANKE, KOMIHNATODEI,
SuanuoTEE U T. 4.} B HekcTopex cnyyaax S0OL yoravaenyaaseT nonuTuky GNA KOMNSHEHTOR MNM GPYTHE TeXHono-
MM, WMERMLAE KOMTERCT BE30nacHocTH (Hanpumap, SHEBNHOTERW KpWNTOrpadWJYec iy CepRACOB), © Uenkk obec-
NEYEHKA YEEDEHHOCTH B TOM, 4T0 NPWBATHOCTE M GE30NACHOCTE NPUNCHWEHHA HE KOMNDOMETHDYITCA @yYHELAS-
HaNbEHEME TPETORAHWARMI HNK BOIBADMHOCTAMM.

AT TeXHONOrMYBCKMH KOHTEKET

8.1.2.4 TexHonorddeckiid KOHTEeKCT COOQEpMHT WHBEHTADHYD ONUCE BCEX npoayeTos MT, yonyr ¥ TeXHONo-
M, JOCTYMHEE ONA NPOSETOE NPWMNOHEHMA CPraqdaausd. 3TH NDoOYETel, YCNyrH W TEXHONOMMKM oByCnaen-eanT
YIPO3kl, KOTOPEM NOABSRTAKTCA NPWNHEHKA.

TeXHONCTHYECKMA KOHTEKCT BEMOYAET KOMNBIOTEPE, HHCTRYMEHTANBHEE COEOCTEA, NPOGYKTEl W YCNYTW
T, KOMMYHAEALWOHHYIO HHDPACTRYETYEY W OPYTHE TEXMWYECKME YCTRORCTEA,
Mpumep - Texnonozauveckud KOHMEKCM, KOMOPLID MONEM OKa3LIBaMEL enuahue Ha GozoNacHoCMB

Apuno¥eHul, aKmoYasn UNGPacmpykmypy KnueHm-cepaap, aeb-ungpacmpysmypy, cemaay uwdgpa-

cmpyemypy, cpedy pazpalomxu U uNcmpyMesmansrHesie cpedemeaa papaomeu.
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TexHONOMAYECKMA KOHTEKST YacTo PanW4asTcl cpedd CHIHec-NoapaznenaHHi, OH BeBOOWMTCA K3 KOMGKH-
HALMK OBMHYLLAE DhIHCHHER (DAKTODOE, CLUEHADHER BOIMONMHOCTH BIAKMOGEACTEMA M COBMECTHMOCTH W TEXHHYE-
CHAX  CTAHOAPTOR AONA HOHEDETHOM rpynnel. B cBR3M © pazdoobpasveos  MoNoNe3yeMblX  cpegd  Buadec-
NoOOPa3OeneHWd CcTasdapTos anda npoayetos WMT, yonyr M TEXHONOIHA, TEXHONOTHYECKHH KOHTEKST KamOm Bua-
HEC-NOQPA30ENeHHes YETAHABNHEABTCA HEIABUCHMD, YTODE OH MOM OTEEYATE WX NOTPEeOHoCTAM. OOHAKD BHIHEC-
Nogpaznenequn JonsHel Takse obecneYneaTs YEEREHHOCTE B TOM, Y4TO CEAZAHHLIE © NPOrPaMMHBIMH COERCTEaMKM
NPOEKTEl HENONBIYIT Yenyrk MT W TeXHONOMK, NOIBONAKLHME W YOORNETEODATE KPWTERKWAM GEIonacHooT |

MNPUEATHOCTA, YCTAHARNMBAEMEIM DUIHEC-KOMTEKCTOM W PENYMATHEHEIM KOHTEKCTOM.

A.8B Ponu, obaszaHHOCTH M KBanupUKauma

8.1.2.5 ONF 0onwHa coOepwaTe.

a) NepeqdHd W oNUCaHKue BCex poned, oDRIaHHOCTEN M HEoGXoHMON NPoDEeCCHOHANERDH KBaMAdsEa LKA
BCEX OSHCTBYIOWMY CyDLeKToR, yHacTEVIGWME B COadaHud ¥ nogoepsxke ONF, wiinK poned no co3agasdin | nog-

OepwKe ASC,

b} nepeysn K cnucanma ecex poned, obRsanHocTel » Heobxogumol npodeccHoHanEHoR KRANMGMEALMIA
BCEX OEHCTEYIOWMY CyELakToR, BOBNEUEHHEIX B MAIHSHHEIA LKKN NPHUNoHaHWR, TakMy Kak OTEETCTEEHHEIE 33 HH-
popMaUMoRHYID BE30NACHOCTL, PYROBOGHTENK NPOEKTOR, agMAHWCTEATORL, MWL, 33HHMAI0WBEcA NpuodpeTe-
HIER NPOTPAMMHLIX CREOCTE, PYNOBOOMTENN DASPAGOTHIA NPOrPatMMHB CREOCTE, BNAOENbUL NPWNEEEHAR, pyKo-
BOOWTENH NONLIOBEATENER, PA3paboTYMKK aDXHTEKTYDE, SHANWTUEH, NPOMRaMBMUCTEL, CHEUWANACTE NO TeCTUPoRA-
HAED, CHCTEMHLIE A0MAHMCTEATORLI., AOMHUHACTPATOPE 033 QaHHbIX, CETEBLE AGMMHACTPATODEI W TEXHHYECKMA

MepCoHan.

MonuThka B sacliTafax oprasvaales GygeT cnocofcTRORATE OGeCNoUEHUI0 YEEDEHHOCTA B TOM, YTO DO
KPMTWHBCKAE PpONW ANA BCeX NPOUECcCOR pacnpeienaibl, Bee 0BAIAHHMOCTIA ONpEgeneHs, KOHMMHETE WHTEPECoD

NPEOOTEPAWEHE!, & HAIHAYEHHEIR Ha PONW NHUA 06NagaoT QoCTaToMHoA NROMECCHOHANEHOR KBANUMgUEaLMEN.

Kareropuw (paapag) paboTel nepcoHana co3fasTeA M NOQOEPHHEaANTCA KAapoeol CnysBon, Nonydanei
EROOHYI0 HHgopManHn oT Buadec-NnoapasnenaHii. JTH HATEroDHK BRNINHAKT BulCOROYROBHERGE ONWMCaHWE 3a0aY
M EOMOETEHTHOCTH, XapakTepHulx ONA kaxachk paboden ponn. B 1o BpemA Kak kaapoean cnysba noogepwreasT
obWHe JoMHEHOCTHRIE MHCTRYELMA, BHaHec-NoapasneneHis obslHHG STEEYAINT 38 NPUHATHE DELWEHMA O TOM, KaK
HOHKPETHO ONPeqenkTE KaTEropui patoTel B OTHOWE HAK KOMNETEHTHOCTKH B cdiepe ofecnederns GeI0NacHOCTH M
NPMBATHCCTH M MCNONBIOBATE 3TW KPWTEDMM OANA COSERCTBWMA OSnerdpoBaHHdie obAXaHHOCTER No Hagaopy aa
oBEecneEHeHHeM DeI0NACHOCTH B DaMESX IAHHMIKWLERACH paspaboTKoM rpynnsl.

B SOL ecTe obWME KPWTEDHKH W JONKHROCTHEE AHCTPYELWA ONA poned no cfecnadediiin SeaonacHooTi |
NPUBATHOCTH, 3TH PONK HAIHAYAKOTCA Ha aTane «TpefosaMuA» npouecca SOL." 3T0 cneuqansHsle pabodue ponud,

KOTOPBIE OONMHE GETE ONPegenaHs A0 HaYana arana pazpaboTed. JTH DONW AENAKTCA KOHCYNETALWOHHEMK N0

COOEMY XAPaKTepy W 0BECN@YMBEaeT oCHOBY, HEOGXOOMMYID ONA MOSHTUGMHEILWA, KNACCKPMEALMH 11 yREHELIEHWA
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npotnen BeIoNacHOCTH W NPUBaTHOCTH, MMELWMECA B NPOSKTE paipaboTeM Nporpamiiby cpeacTs. 3TH pomu

BENICYAN0T.

HapaopHiLie ponn; 3TH pond NpeqHasHadYeHsl Ang ofecneyslia HaaIo0pa 38 NPOEKTOM W MOTYT BENKNYaTeE

EAE KOMNWYECTEEHHEBIR, TAK W KEGYHECTEEHHMLIE peKOMEHIaLE TPYNNe NpoekTa B OTHOWEHWMK BMUHHMANBHD JONWCTH-
Ml NOPOroe A0BeprA K DEIonacHoCTH ¥ NPUBATHOCTH GNA NPOSKTA, CEAJAHHMOND © NPOMRAMMHEIRIA CReacTEaMMI.
HagsopHole ponk OomesHs DeTh TAKKE HaQeNEHL NONHOMOYMARME NTPUHATAA WA STENOHEHKE nnasoe obecnede-

HiA GEI0NacHOCTH W NPUBATHOCTH, NOCTYNAMWMY OT MPYNNLl NPOEETE.

al H!ETI:!E no obecnedYeHno GeionacHocTw: Ha aTy pone HasHaYawT cNeuynanncTa no OTOeNbHbI
aonpocar DEI0NaACHOCTH, ABMBKWENDCA BHELLHWM ONA TRYNNe NPOeKTa. 3ATY POoNs MOMET BeINCNHATE EBaNKEH-

UMPOBAHHEIA NPEACTABUTENE HEIABMCHMOR UEHTRANWACEAHHON rynnk checneveHyA BeI0MacHoCTH B pamMEax
GRErAHUIALKN MK MOSHO OBpAWATECA K YoNyras BHeHers cneduanketa. Muuo, eubpaqHsoe A8 peledna 3ToR
3a0a4K, OOMKHO BENONHATE J8& qVyHELMA
i1 ayouTopa, T. & OCYILECTENATE MOHWTOPWHE Ge30NackocTd KaXOoro aTana npouecca paipaboT-
KK W NOATEEE#OATE YCNSWHoe BRNONHeHUe TReGoRaHWA KaxOoro atana, a rasyke ofnagarts ceobo-
Aot B BONpOCE NOATEEDHASHWA COOTRETCTEMA (MNY HECOOTRETCTEMA) TRelonaHuaM Be30nacHocTi
D23 BMEWATENECTEA CO CTORCHE! TPYNNLI NpOSKTA,
i} axcnepra, T.e. obnagarte NOJOAKLEACA NPOEBEDHE KOMNETEHTHOCTR B BONpocax SeaonacHo-
CTH;

b} Kypatop no oSecnauyeHio NPMBATHOCTWM! Ha aTy ponk HAIHaYEIT CREUMANMCTa N0 OTARNEHEIM BO-

MoCCas NPUBATHOCTA, ABNSKWETSCA BHEWHKMM NG OTHOWEHW £ FEYNNe NooekTa. 3TY poNs MOHET BEINONHATE
EEANMDWUMPOBAHMLIA NPEOCTARMTENE HEIARWCHMMON UEHTPANKIOBAHHOR PYNNH 05eCnedeHMd NPUBATHOCTH B
pameax OpraddIauME und MosHo chpawaTecA K Yonyran BeelHero cnegqandcta. MNuayo, eu@padHce ana pewe-
HiA ATCH 32034, JOMEHE BRNONHATE 088 qryHELMK,
il ayvouropa, T. & OCYWBCTENATE MOHMTODWHT NDMBATHOCTY HEWOOM atana npouecca paipaborem
W NoATBEPHKGATE YCNEWHOE BRINONHEHEe TPeGoBRaHMA KaXOOro aTana, a Taske obnagate cerobomoil
E BONpOoce NodTeepieHina COOTEETCTEHA (MK HECOOTRETCTEWA) TPEBoBaAHKMAM NPUBATHOCTH Ge3
EMEWATENLCTREA CO CTOROHE! TRYNNLE NPOeKTa,
il akcnepra, T. 2. ofnagate NOgOaMKWUEACA NPOBEDKE KOMNATEHTHOCTEID B BONPOCAK NPUBATHOCTH.
KomBxHauva eypartopoky ponai: Ponk gyparopa no ofecnededing Ge3onacHocTd mMomeT ObiTk
OBBLEQMHEHA C PONEID KYPATopa No 0Bacnedesyio NPUEaTHOCTH NDW YCNOEMK, YTO MOMET BuiTe On-
PEASNEHS MAUD C COOTRETCTRYIOLHMK HABLIKAMA W OMNBITOM.

PyKoBOAWMTENM rDYNN 3TH DONKM GOMHE BINOMHATLCR CHEUMANACTAMA B COOTEETCTEYIOWER 0BNacTi,
EOTOpLE ByQyT NpedcTasnate rpynny paapatotul npoekta va obcywaednas © KypaTopamd no obecnedvesH
GEIONACHOCTI W NEYMBATHOCTA. 3Ta poNe OTEEYAET 33 OBCYWASHKME, MOUHATHE M OTCNEMHBAHNE MAHAMANLHLIX
Tpefosanuh DeaonacHocTd ¥ NOALSDMKY YeTHOW CBAIM © KYDATOPAMM W ADYTAMA NDHHAMAI0WHMA DELIEHMARMIA
nKYamK B0 Bpera paboTel HAO NPOEKTOM NO RAIpaBoTEE NPOrPaMMHEX COSACTR.

a) BywoBoaWTend rpynnkl No Bonpocam Se30nacHOCTA: JT0 NEUC (MW TPYINE NAL) HE HECET BOMHO-
NAYHYE OTBETCTESHHOCTE 33 OSeCNeYSHHE YEROEHHOCTH B TOM, 4TS BuINYCK NPOFPAMMHOTD NEOOYETS YHUThIBAST

BoE BONPOCkl CRIOMACHOCTH, OAHAKS OHO OTESYAST 33 KOOpOHHALMIO W OTCNexMBaqie BonpocoB Ge3onacHocT
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ana npoexTa. NHuo, BeNCNHAKWES 3Ty PONk, TAKKE HECET OTESTCTOEHHOCTE 33 COCTOAHME OTYETHOCTH NEpEeq
KypaTopon no obecnedernio BeacnacHocTH W QEYIAMK AaHHTEREC0BAHHEIMY CTOPOHAMK [HANPUMED, PYKOBOOHTE-
nNAMK paapafoTed W TECTUDORAHKA) W3 TPYNNE NPOeKTa;

b} PykoOBOAMTENW rPYMNLE N0 BOAPOCAM NPUBATHOCTA! 3TO NULO (MNK rPYNNa nuu) e HeceT e io-
NAYHYI0 GTRETCTEEHHOCTE 33 0DECNEYeHHe YaePeHHOCTI B TOM, YTO GRINYCK NPCTPAMMHOTS NPOSYKTa YUUTHEIET

BCE BONPOCE NPMBATHOCTH, OOHAKO OHO OTBEYAET 23 KOODAMHALMED W OTCNEMWBaHWE BONPOCCE NPHBATHOCTA ONA
npoeETa. Mo, BeNONRESOILEE 3TY PONE, TEKKE HECET OTEETCTREHHOCTE 38 COCTOAHME OTYBTHOCTH NEpan Kypara-
pomM Mo 0BECneYeHiio NPHEATHOCTIA ¥ OPYTHMK JAMHTEPECOBAHHEIMK CTODOHAMK (HANDHMED, DYKODOZMTENAMM

paapaGoTeY W TECTHPOBAMWA] W3 TPYTINE NROEKTa.

A.9 BubnuoTeka ASC opranmiaumnm

8.1.2.6 DpraHdiaura JoMmeHa onpedendTe, Mo KpaiHed Mepe, ogHy GUinuoTesy Mep W COEICTE KOHTPONA
W ynpapnedud GeaonacHoCTeE NPUAoKEHHA. 3738 SMOnuoTeka HaaweaeTcAd BMBMNMOTEKOR MED M CPEOCTE KOHTRO-
nA W ynpaanedvd GeaonacHocTe NpUunosesddid (Gudnuoterka ASC). B vel nepeducnaloTed ¥ OoKyMEHTHRYVDTCH
BCE NPUIHAHHBIE Oprasvdsauser ASC. 3TW ASC BRBOOATCA W3 CTAHZADTOR, NYYLLMK NDSKTHYECKKK NPHUemMoR, po-
new, oBAIAHHOCTEA W NPOQeCcCHOHANEHCA KBankprUKaLrK, GHUIHEC-HONTEECTA, TEXHONOMMYECKDITD W DEMYNATHBHOMS
KOHTEECTOR, 8 TAKKE CneyddHEanMi NprnoseHsiE.

Kak 4acTe WNMoCTpUpyeMors Hiee npodecca SOL Guino dgedThpUMUMpoBaHD camMdaguaTte ASC. 3ToT
npUMep BEMNIoYaeT kak obAzartensHele, Tak W HechasatensHeie 3agayu. Heobalatensiee aagaqdn ASC MoryT go-
DaBnNATECA GHIHEC-NOOPaAIZENeHUAMK B CNyYas HeoDX0OHMOCTH QUCTIHEHWMA MENAEMER Lenel DeaonacHocTd |
npueaTHoCTE, ASC, naobpameHHse Ha prcyHE:2 A3 NpeQcTaBnessl B NOPALQKE WX NOABMEHKMA C MCNONLICEAHNEM

TPagWUHOHHON EACKanHoN Monen paspaboTid. OnA EpaTEocTH Nonu|oe oboykgenke kasgod ASC onyvileno.

KpaiuAaa cnepa ASC MOXET cHMTATECA «kopHeBohn ASC — no cywecTey «pOOMTENLCKMM YIN0Me 0eTaNk-
HOW OpEBOBWOHON cEeMel ASC, NOKaIaqMon Ha pHoyHie A3, 3Ta WNNICTPaUMs NoKA3LEAET, 4TO OpradnuIadWs
MOHET NEUMMEHATE ASC ¢ BOIDACTARWMMK YDOBRHAMK CNOKHOCTH K ETANEHOCTH, YToDL COOTBRTCTEOBATE Lene-

BOMY YROBHIO QOBEDWA GMA NPUNOHEHKA, KOTODLE OPradWialuA BLSKpasT 00 HAYANA NPOSETa NEMNOMEHMA.
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Pucyror 8.3 — MNpusMep GpescadigHol CremMsl ASC

A.9.1 DByyeHne

1) TpebopaHua obyvyeHMA: Boa Ynemsl rpynn pailpaboTi nporpammHsy CpeacTs GOMKHbl NDOATIA COoT-
geTcTEyIoWwee obyyenne, JTobe DuiTe B KYPCE OCHOR ofecredYeduA $e3onacHocTW W NoCnegHdx TeHOeHUWR @
chepe Gel0nNacHOCTH W NPUBATHOCTH. MHUa © TEXHHMYECKHMH paGoYHMKE DONAMK {DaIpadoTY«kl, CnedranicTrR no
TECTHDOBAHMID, PYKOBOOMTENK NPOTEaMi), HENOCOEACTEEHHD YHACTEYIOWWE B paspaSoTke Nporpamsd, GOMmsHbl
EHEMOOHD NPOXSOMTE, N0 KPaRHEeRd Mepe, o0uH Kvpc oByYeHKA no GeaonacHocTd. basoeoe obydenne no Geaonac-
HOCTH NPOrpamMMHLER COSACTE O0MKHD OXEaTEESTE OCHOBONONAMAMWKWE KOHUBNUWHK, Takwe Kaxk Ge3onacHoe npo-
EETHROBAHWE, MOOENAPCEAHWE YIPO3, ONpegeneHHe BMO0s atak, DeacnacHos KoQUDoBaHKe, TECTHpoRaH e Beas-

MNACHOCTH A NPHMEATHOCTI M

A9.2 TpeboBanuA

2) TpebopaHyMA GelonacHocTW HeobGXoQWMOCTL PACCMOTDEHKA BONPOCOR GE30NACHOCTA W NPARATHO-

CTW K3 Da30R0M YPROBHE ABMASTCA OCHOBONONATAOWMM ACNEKTOM PAIpaboTM cHCTeM. DNTUMANLHGE MOMEHTOM

CNPpeaeneEHUA TPEGoRAHMA HAOEMHONS NPOSKTHROEAHWA NPOrpaMMHOro CPEOCTEA ABMASTCR HAYANLMAA CTAAWA

MNAHWDOBARKA M0 BEpCHK. 2To 08T BOIMOMHOCTE JAHMMANWKMCA paipaloThod rpynnam WaeHTHdMuMpoeaTE
EMIOMEBLIE ATANL W PEAYNETATE, 4 TAKKS NOIBOMNAST OCYLWECTRMAATE WHTEMDEauW0 GeaonacHocTi ¥ Npyear

. AEan«a

Tpebosanui BeICNacHocT W NPMBATHOCT OCYIUSCTENAETCA B HA4ANE NDOSKTA W COCTOMT M3 pARNMYHLIX obssa-

TENeHEX OGACTEAR, BEMKHEA [E3K MAHAMYM ). ONpegeneHee npraseHdsocTia SDL, onpegens e MiaL, OTBeYaiu kg

348 Hanaop 38 GeI0NacHOCTE W NPUBATHOCTERD (oM. 8.1.2.5 - Ponu, obR3adHocTd W KBanyvdiHkanua), onpeijena-

M2 BMUHAMANEHEY TPeDoBAHAR De30NacHOCTH, CNeundHUMpPOBaHKEe 1 PAIBEDTLIRAHME CHCTEME OTCNEMMBAHIA

YAIBMMOCTER paboyuws aonpocon;”

3) [paduuel kavyecTea/nopor owWBok [padkys ka4ecTEaMoRord olWnbos KCNoNL3YINTCA ANA YCTAHOB-

NEHAA MUHUMANEHD OONYCTHMBIN YpoBHER kayecTea ofecnededus GeI0nackocT 4 NpUBaTHocTy.”  Onpegense-
73
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HUE 3THX KEDMTERHER B CAMOM HALANe NDOSKTa CnocCoBCTEVET NOHWMAHMK PUCKOE, CERIAMHLIX ¢ Npobnesania
Be3cnacHocTd, W 0a8T BOIMOHHOCTE TRPYNNAM NPOSKTE HOeHTHHMUMPOBATE M HCNPAANATE CWWbKK Bo BReMA pa3-
paboTke. Mpynna npoesTa Jonssa oScywaTe Madnlsl KAYecTRa AN KAMO0M0 ATana pailpaboTeM, OHW O0rHHE
OniTe YTREPHOGHS KYPATODOM No BE3I0NACHICTH © PATLACHEHHAMH, COOTESTCTEYVIOWMME NpoexTy, 1 Bonee cTpo-
rArl TpebooaruamMe Be30NacHocTy, onpedeneHysMEn KypaTtopoM no obecneveqduio BelonackocTd (B coOTaeTCT-
BYRIUKME CAYHaAX). [pynna nposkTa JoMHa TAoHe NPoaeModcToMpoORaTE COOTEETCTEME COMMacosatHbM rpasHm-
Uak Ea4ecTRa 0nA CoSmMogeHda TReSoRaHri NpoBEDEH NPK OKoHYaTeNBHCH Nposepke BezonacHocTi. MNopor owm-
BOK = 3TO MpaHKUbl KAYeCcTEa, OTHOCALWWECA KD BCeMYy NPOaKTy Da3patoT NPOrpamMMHeEx coeacTe. OH MCnonkay-
BTCR ONG ONpegensHva rpadnl CepLeIHOCTH OWMEoK, BNMAINWLMY Ha Dea0NacHocTe (HANPHMED, HET UIFaCmMEX
OWHECK B NOANOKEHWA C «KPUTHYECKIM s NOKAIATENEM BO BPeMfA BeNycKa) Nopor owybor HHEorga He SonmeH

CHHHATLCR, JAKE N NPUENAHAETCR 0aTa BN yCKa NpoeKTa.

Mpuumedarnue = MNpuMeHReMan K DEI0NACHOCTH KOHUSNUWA MEadil KadecTea/ nopora ownbok GrnKaka k
KOHUENLMA UENBBOND YPOBHA O0BEDHRA, TAK K3K OHA TAKHE WMCNONsEIYETCA ONA YCTAHOSNEHWA MUHWMaNsHD Qonyo-

THMEDN YPOBHER GEIONACHOCTH B NPWBATHOCTH,

4} OueHka pyucka 830NACHOCTH W NPABATHOCTH: CUueHka pyucka BeIonacHoCTH M NOWBATHOCTK | Sacuri-
ty and privacy rizk assesaments —= SRA) = 210 obAzatensHsle NPOUECcs MOSHTHEWEALWE EYHELMOHANEREE ac-

NEKTOR NPOrPaMMHBLIXY COSOCTE, KOTOPLIE MOMYT TReBoBaTe yrnyGned ol Npoeepsr. YurTHBAA, 4TO XapakTepHoTH-
KW NDOTRaMMil # HAMEYEHHEIE DYHHLUAOHANEHEIE BOIMOMHOCTIA MOTYT OTNHYATRCR B PasHEE NPODETAN, PASYMHO
HAYMHATE C NPOCTEX OUSHOK DUCKS W PACIUMPATE WX NO Mepe HeobxXoguMocTi ANA CoOTRaTCTEWA MacwTaby npo-

eiTa. Takue oUeHEH QOMKHEl BEToUaTE CReOyowyio MHbopmMaLmHio:

a) {(Ge3cnacHoCcTs) KAKME YacTW NpoeKTa noTpefyioT Mogenw yrpoa {om. ASC 71", mwwe) nepeq

BhINYCKOM T

b) (Ge3cnacHoCcTs) KaKMe YacTh NpoekTa NoTpebyioT NEpoBepoK NPOSKTHoRaHNA TeaonacHocTh ne-
pe0 BeINYCEOM?

¢} {BeaonacHoCTe) KAKKME YAcTW NPOoEKTa [8CnH TAKOBRE WMEnTCR) NoTpebyiorT TeCTHpORaHWA Ha
NDCHUKHOBEHWE, NPOBOOKMONDS BIAMMKBO COMMAcoBAHHOR TpYNNoH, ABNAKLWLERCA BHEWHER N0 OTHO-
weHwie K rpynne npoesta? floéue 4yacty npoekta, TpelyiowHe TECTHPOBAHMA HA NPOHUEHOBEHKE
OOMHHE PasPEWUMTE NPOBNEMEl, HOEHTAEHUADORBAHHLIE BO BREMA TECTHPOBAHKA HA NPOHHKHOBE-

HWe, Nepes yTEEpRISHWEM ONA BEINYCKa;

d) (BezonacHoCTe) NKbRE TpeboBaHWA JONONHHTENEHOND TECTHPOBAHHMA MNKE SHANKIA, CONTEHHBIE
Eyparopom nNo obecneYeHds BelonacHocTy HeobXoOrMEMK ANA YMEHLWEHKA prckob DeaonacHo-

GTH]

'O nepadydacnede 71e 8.9 3
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2} [(DeRI0NAcHOCTE] PAILACHEHHE KOHKDETHOH cdepk TpeboBaHMi «CnyYanHoe TﬁE:THp-DEEIHHD:-J::'
(cM. ASC 12", e

fi  (NMpHEATHOCTE) SNpedenaH[e NOKAIaTENA ANUAHKNA Ha NPHUBATHOCTR

i} P11 < BRCOKAR PUCK NPHEATHOCTH, OYHKLWA, NPOOYET WM Yonyra XpadaT Wk nepegasT
PIP | MeHA0T yCTAHOBKK MY ACCOUMALMK THNa Baina WK WHCTANMMPYIoT NPOrpaMMHbe
cpegcTea;

il P2 = cpeoHdi pUcK NPHBATHOCTH. EQWMHCTEBEHHEIM BAWSKLWKKM Ha NPABATHOCTE BHOOM
SEACTEMA B yHELWK, NPOOYETE WM yonyre ARNAETCH OQHOKPaTHAA NEpEenaqa aHOHAMHLIX
DaHHBX, HHUWAKDYEMaA NONLACEATENEM (HANPHUMED, NOMNLICEATENs WENKAET N0 CCRUKE M

NEpEXoaMT Ha peb-calT);

i} P3 = HAIKMA pACK NpHUBEaATHOCTH. B dysiluMia, NpogJyKTe WhW yonyre oTCYyTCTEYET BMA
DEACTEMA, OKalbiBAOWWA BAXAHKE HA NPHUBATHOCTE. He NepegaloTch adMoHMMHBIE WK Nep-
COHAMNBHEE OAHHLIE, HE XDaHWTCA 8 MALWKHE NepCoHANEHAR WASHTHGHKEALWOHHAS HHdop-
MALME, HE MEHAIOTCA HWEARWE YCTAHOBKK 0T WMEHA NONBEI0BATENS, HE WHCTANNWpYKToR

NporpamMMibe CoeacTea.

A9.3 MpoekTHpOBAHKWE

5) TpeBoBaHWA NPOSKTAPOBAHKMA: ONTUMANLHOE BOEMA BNUAMWA Ha HAGEKMYID palpadoTiy NpoekTa -
HAYANEHEE MOMEHTEl B0 MHIHEHHOTD WMna. KpanHe samyo TWATENLHO DACCMATPHEATE BONPOCKH BEI0NaACHOCTH
W NEHEATHOCT HA 3Tane NQCeKTUPOBAHKA, TaK KAK pewedwe npodnes Ge3acnacHccT M NPUBATHOCTA, oCyWecTa-
NEEMOE HA HAYANBHLIX ITANAXY MUIHEHHOMD LMKNa, ByneT ropalgn Meses 3aTpatHem. TRynnek NpoerTa LonsHe
BOANEOHHBATECA OT NPAKTHEY « NPMBAILIGANKEY & KOHUY pa3patoTer NROEKTa peleHHe BONPOCOs BeIonacHocT 1

NEWBEATHOCTI .«

Kpome Toro, rpynnas npoesTa KpalHe BasHo NoHMMAaTE Padnuere Mexay «0ezonacHeiMy CRoRCTEAMU: M «CBON-
CTBAMM BEAONACHOCTHE — BNONHE BOIMOMHE DEANWIALMA CBOACTE GEA0NACHOCTH, KOTOPRIE, B CYLHOCTIH, Habeao-
nacHul. Be3onackeld CEOACTEA ONPEQEnAINTCA KaK CRORCTEA, hyHELMOHANEHEIE BOIMOKMOCTH KOTODEX NPaBNEHD
CAPOEKTUPORAHEl B OTHOLWEHKKM BaionacHocT, BEMKYaA CTROMYIO NPOBERHY NPABMNEHOCTH BOEX OaHHbX nepen
obpalboThol MNA ERANTOrpadHYeck HAOSsHYI0 peankaaukio BUSNMoTerk OnA EpUNTorpadu4¥eckds CepBrucon,
CaoicTea GeaonacHocT ONUCLIBAIRT yYHELIMOHANbHBIE BOAMORHOCTH NPOMDEMMEel G BRMIOYSHIAEM GE30NacHocTIA

{HanpuMep, ayTedTidgreayka no Kerberos).

DyHiUMOHANEHEE CReUrEUKaLKKA NDoeKTMPOBAHKA MOMYT NOTREE0RATRCE ONA ONUCAHWA COORCTE GeannacHoCTH
WM CEORCTE NPWMBATHOCTH, KOTOPEIE BYQYT HENOCPEOCTEEHHD NPpeAcTaBNelk NoNLI0BaATENAM, Hanpuep, Tpebo-

BaHKE ayTeHTAQUKALWE NONBIDRATENEA ONA GOCTYNa K ONpedensHHbiM AaHHBM WNE COrnacka Nons30BaTena

1} . .
" uCnydalivoe TecTipoRadmer (fuzz testing) - TeCTUpOBAHME, HCNONLIYVIOWES CNYYARHEIE Habop BxoOHBIX

O AHHE!X.
“ Cwm. nepeuncnexse 12) g A95.

i (Personally [dentifiable Information) = nepooHansHan BAeHTHDMKALBOHHAA MHDODMaLMA.
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neped WCHoNeI0BaHKEM CEORCTES C BRICOEMM PUCKOM NPHBATHOCTA. B peayneTare BCe cheudwdukade NpoekT-

POBAHAA J0NEEHB
A) TOYMO W NONMHOCTRR ONPeLenATe, K3K Dean|ayeToq 3TH CRONCTRS,

b) onNpeaEnATe, KaK MOoWHD GE30NacHD PEanvaobaTe BCE dyHILWOHAMNEHEE DOIMONHOCTIA, Paipe-

WAEMEE JAHHEIMA CRORCTRIMM,
) onNpeasnsTe, Kak BEaonacHbii cnocoBomM MCnonNeIoBaTe 3TH CROACTEA.

Menonvedue TpeboBaHMA NPOEKTARORAHWA CONEDMNUT PAL HEoDXOOMMEX DeACTRINA, BKNKHAMWNY (HO HE OrpaHH-
YHBAMLWMACA ] AHANKS NPOSKTHPOBaHHA DEaonacHoCT, aHaNKa NPOEKTHEOBAHWA NPWUBATHOCTA W cneuddmiayri, a

TAKKE PREANHIALMIO MUHWMANLHLX KpUNTorpadiyeckry TpefoBanMin NpoeKTHpoBaNMA ;"

8) YMeHLLIEHHS BAOOB ATIK: YMEHLLIEHWE BWO0R aATar TECHD CEAIAHO C MOLENHPOBAHWERM YIPOa, ¥OTH
OHO pacckaTtpueast npobnems BEIONACHOCTH HEMHOMD C HHOW TOYKK JpeHHA. YMeHBEWSHKME BMOOBE aTak nped-
CTARMAET CofGOl CpadcTes CHMMEHWA PHCHA NYyTeM NPeiccTABNEHWA HADYWHTENAM MEHBELWLSR BOIMONMHOCTH ONA
HaxoEOeHKHA cnaboros MecTa Wik yRIBWMOCTH, YMEHBILEHWE BUOOR ATaK COSQUHAET MCNONLI0BAHKE MHOMOYDOE-
HEBOHA JALWNTE, OTENOYEHME WK ONPadn4eHne GoCTYNAa E CUCTEMHLIM CEPBACAM W NPHMEHEHWE NpE Nobex BO3-

MOHHEIX 0BCTOATENECTEAN MPHHLWNME HAWMEHEW KXY NPHEXNETHA,

7} Meogenwposanwne yrpos: Mogenupopanue yrpod — a0 obAaTensHER NPOUECE, BENONHAEMLIR HA
aTane NpoesTHPOBAMMA W NOIBONAIOWKEA rpynnam paspaboTid B CTPYKTYRHDOBAHHOM BHOE DAcCMaTDMEaTE, JOKY-
MEHTUPOEATE W ODCYHOAaTE NOCNeacTEMA AnA SeaonacHoCTH NP NPoeKTHROBaHMK, DHO Takke npedycmaTgueasTt
TWATENEHOE paccMoTperKe NpobneM Be3onackHocTH Ha YROBHE KOMNOHEHTOD MNK NDUMNoEEHRA. Mogenwposasve
YIDO3 ABMNAETCA KOMAaHOHoR paboTol, OXBATHBANWER DYROBCOWMTENEN NpOEKTaMPOIDamMseL, palpaboTdveoa KW
CNEUManucToR No TECTUPOBAHMK, W NDEACTABNAST OCHOBHYH 3a0ady aHandia GesonacHocTH, OCyILECTHMREMYIO

Ha ATane NPoEKTUPOEAHKA NPOTPaMMHBIX cpeacTe.™

A.9.4 Peanuzaumna

8} HMecnonuiosadue YTREPMOSHHLIN MHCTPYMOHTANLHLIX cpeacTe: Bos rpynnek paipaboTsd oMt
ONPEaEnATe ¥ NYSNAKSEATE CIMCOK YTRE D OEHHLIX MHCTDYMEHTANLHLIX CREOcTE (1M KOHKDETHRE DyYHELMOHANbHDIE

BOIMOMHOCTH GRI0NacHoCTH, TAKWE KaK ONUMK KOMOMNATORA KOMNOHOBLLAKS, NpE0yNDEdIa0mMe CooBWeHUA 1
T. 4.) NS KCNONLI0BAHMA B NporpaMmusx npoestax.” ™ 3T0T cnMcok AoNMeH cofMacoBLBaThcA # YTEeMMAATLCR
KypaTopol No ofecnedaiivio BeasnacHoscTy PYNNE NooerTa. Kag Npaguno, rpynnel paspasoTdl AonHHsl CTAPATL-
CA MCNONE30BaTE HOBEALWYIO BERCHD YTEEEHOSHHEX MHCTDYMOHTANMK CPEOCTE, YTOGE MOMHO BeiNo WCMonEI0-

BATE HOBBE iy HKLUASHANLHBIE BOIMOMHOCTIA BE30NacHoCTI,

9] MocknmodeHHe HeHaneMHLIX GVHKLWA M3 YMCNa WenonNbayemiid: Myorie ofedse WCnonsye ke

PyHELHA 1 dETepdeick NpUENagHorD nporpamavposankg (Application Programming Interface — AP we aansior-
CcA DEIONACHEIMI B OTHOWEHWK CYWSCTRYIOWER coenk yrpod, TDynns NQoekTa O0NsHsl AHANMIWMPOEATE GCE
PpyHkLEE |1 AP BOTopbIE BYOYT WCNHOMNLI0BATRCE COBMECTHD C NPOSKTOM PA3PAGOTHH NPOrpaMMHLIX CpegcTr, |
JANPELLATE T8 M3 HAX, KOTOPHIG ONPEQeneHs! K3k Hedagemkse.” Mocne ONpeaEneHA CHMCKA 3anDeLLeHHBIX
ANEMEHTOR MPYNNE NPOSKTE GOMHKHE MCNOMNEA08aTE JATCN0a0qHLE dalns, oSHOBNEHHEE KOMNIKUNATORE KN MH-

CTRPYMEHTANEHEE COSQCTEA CKAHWMPOBAHHA KOO0a NPOrpamiiel ANA OCYILECTENEHKA NPOBERKY Koga (BKnodas yHac-

8
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NecBaHHER KOD B COOTBETCTEYIOWMY CNYyYaax) Ha NpeamMeT CyWecTBOBANMA AanPeeHHbix iyHKLMA W 2aMenbl

Mx Bonee HageKHBIMK ANLTERHATHRBHLIMKY BACHMEHTAMK,

107 CraTWyeckui adanua: MTpynnel NRPOSKTa QOMEHL CCYLLECTENATE CTATHHECKHMA aHankis BoxXoIHoro Kona

NEorpamMisl. CTATHYECKMA AHANKA HCKOOHOTS KOga Nporpamuel oBecneqYqeasT MaclwTabupyeMoe peWedns ana
NEoBepkkr DEICNACHOCTH KOLa W MOMET WCNONeICBATECA ANA oDecnever A YEEDEHHOCTH B CcobMoaeH il NOnHTHE
GeI0NACHDMD NPOrpaMMHUpoEaHKMA, YCTAHARNHEAEMEIX PYKOBOOWTENEM MPyNnNkl N BONPocasm GeI0NacHOCTH B Ky-
patopos no ofecnedeHmn SeacnacHocTd. ONA NpoeedeHns TIWATENEHON NpoBa il GeaonacHaCTH OQHOMD CTaTH-
HECKOrD aHandia kofa oObYHO HEQOCTATONHD, = OTRSYAIOLWEA 38 Ge30NacHoCcTE TRYNNa @ KYRaTopel no ofecnede-
HitIo BEACnaAcHoCTH QOMKHE OCO3HABATE CHINEHBIE W CNAabbIe CTODOHE HHCTRYMEHTANEHE CPeacTh CTATHYSCKOrS
AHANKHIA W ObiTe MOTOBLIMA K OONONHATENEHLR 3302438 NDOBEDKM KO3 OPYTHMHA WHCTRYMEHTANLHEIMK CREQoT-
BAMKA WNH PYYHEIMK NPOBEDEAMK NPKM HEOSX0QUMOCTH. DENErdeHHBIR CTATAYECKWR AHANKI TPOMCKOOUT BO BREMA
SOL B MOMEHT PETWCTPALMK KOAA NYyTEM MCNONBIOBAHKA YHKLWM /analyze Visual Studio.”™ Opyrue jagadv cTaTi-

HECKSMD aHandaa ooyWecTBNAKTCA NS MEDE HEoDXIOHMOCTH.

A.9.5 BepudmEauma

11) JWHAMHAMECKMA aHANK3 NporpasMuisl. Bepudukaldus Nporpass 80 BDEMA NDOroHa Heobioguma ans

afecneyeHiA YESDEHHOCTH B TOM, YTO yYHELIHOHANEH LI BOIMOEHOCTH NPOrpaMis ASRCTOVIOT, £8K B0 CNpos K-
THROBEHD. JMHAMWYECKHR aHANKI NPOrPaMMEl DOMTEKEH CNeUWEHUMPORaTE MHCTDYMEHTANLHEES CPEOCTEA Ona Mo-
HUTOPWHIS NOBEOEHWR NPUNOKEHWA NP NOBPEMOEHWE NAMATIA, NPOANEMaX ¢ NPUBUNETHAMKE NONBEIOBATENEA 1
OpYrHN KDMTHYECKMX Bonpocax GesonacHocTd. Mpougct SDL MCnoneayeT CASUManbHBE WHCTPYMEHTANEHER
cpencTaa, Takwe kak AppVernfier, a Taoke TakMe METOOsl, KAK «CNyYafHoEs TECTUPOBAHWE, ONA DOCTHHMEHWA He-

nNaemMey ypoBHeid oxeaTta TecTuposakur GelonackocTw, ™

12) sCnyvalivoas TecTHpoBaHWe: o«Cnydaitkoer: TECTWDOBAHME WCNONbayeTcA, 4T0fbl BelapaTe choi
MECrpar el NYTEM NPEJHAMEDEHHOND BEENEHHA B NPUNOKEHHE HENDABUMNEHEX MNW CNYHaRHeY gadne. SOL on-
pegEnReT, YTO «ChydaiHoer TECTHROEAHKE OONMHO NPOECOWTECA HE PA3NKYHBEX MHTepdedcar nporpasmel. Bul-
MOMHMEHAE oCNYYaRHLIED TECTOR OCHOBAHD HA HAMEBYSEHHOM WCNOMNB3I0BAHMH NPUNOMEHWE, & TAKKE Ha PyHELKo-
HANEHEE W TEXHAYECKWY cnegndueaunax npunowedua. Kypatop no obecnedermio Be3onacHocTy Moset Tpebo-
BATE OONCNHATENSHOMNS CCNyHaRHarons TECTHRPOBAMKA WK YESNKYSHAA OXBATA ¥ ONHTENsHOCTH TECTMPOBAHMA Ha

OCHOBE HaMEYEHHOID NOBEAEHUA NPUNoHeHuA;"

13) NepecmoTp MoSENH Yrpod'BrnaoE atar CyWEeCcTEEHHOE OTENOHEHWE NPUNCHKeEHHA 0T GyHKUHMOHaN -

HblX W TEXHIHECEAX cneundrEauri, co3gaqHbx Ha aTane onpegengting TPeGoRaHnd M Coadanka NpoexTa palpa-
GOTHM NpOTEaMMHBIX CREOCTR, ABNARTEA ODLIMHOH cuTyausel. MNoaTomMy BaMHO NOATOSHOE DACCMOTREHWE MOGEe-
ned yrpoa'sMaos aray JaHHonD NpHNoHeHWA, KOr0a eng «kod chopsMuposans . 3ToT nepeckoTp Byaet obecneds-
BATh YREPEHHOCTE B TOM, 49T0 N0ELIE HAMEHEHKA CHCTEMB YHTEHLl, 8 HOBLIE BEKTOPBI ATAE NPOBEDEHE! K CHIGHE-

Hil,

14) PyuHaa npoBepea KOAa NPOrpasMMLl (AoNONHWTENLHAA) PydHan NpoRepka K003 Nporpassel ABNA-
ETCA JONONHWTENEHOR 3agadeld 8 SDL. PydHas npopepea koga oSEYHO OCYILECTRIASTCA TRYNNoH, OTREYaMLLLENA
3a Ge30NacHOCTE NEHNOMEHHA, No perRoMEHdauMK KkypaTopa no ofecnedern BeaonacHocTh. XOTA MHETDYMEH-

TANkHEE CREOCTEA AHAMMAA MOMYT BEINOMHATE AHAYUTENEHYIO DaBoTy No OBHARYMEHID H MAPKHPOBAHMM YAIDK-
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MOCTER, OHW HE COBEPLIEHHE!, NOITOMY PYHHAA NDOBEPKA KOOa OBRIMHO COCPEOOTAYMBASTCA Ha WKDHTIYECKM):
KOMNCHEHTAX NpAncxeda. Yawe poerne oda WCNoneayeTcA Tawm, e aTparvBalkTeA YWECTBMTENEHLIE OaHHEE,
Tawue kak Pll. Oua Taowe MCNonbayeToA AN HayYeHua OpYyry KpHTHUECKMY KOMNOHEHTOD, HANDHMED, peanuiyio-

Wi KpnTorpadomio.

A.9.6 Beinyck

15) MNnaW pearipoBaHWA HA WHUMABHTLE. Kaxoas pepocHa NporpaMMHore NpogysTa o yyNeTow Tpebopa-

i

HUE SDL gormseva GbiTe OXBAYEHA MNSHOM DEATMPOBAHKA HA MHUWOEHTE.  [porgammel, He COOepMallWe WIBEcT-
M2 YATEMMOCTH HA MOBMEHT BRMYCKA, TAKKES MOMYT NOGEEPraTeCcsd HOBRIM YTPOIAM, BOIHMKAIOWINE C TEYeHUEM

ppemedi. Nnad pearvpoaals Ha MHLWLEHT L JOMHEH KaK MUHAMYM BRIKYATE CNEOYIoWwes:

a) HATHAYEHHYIO TPYNNY WHMEHEPHORA NOOOSEEKA WNK, BCNW TPYANE CNAWKDM Mana, 4Tobew obna-
ATk PECYPCAMM MHEEHEDHOH NOOOEEEKM, NPEOYCMOTDEHHEX NNAHOM PEArMPOBAHWA HA MHLWOEH-
Thl TPEK — NATEPLIX YNEHOD WICEEHEDHO-TEXHWYSCHOTD NEPCOHAna, TPEX — NATEPRX YNEHOE NEepoo-
HANE, 3aHAMAI0WWKECA MAPKETUHIOM U CEAIAMH C KTHEHTAMK, W, N0 KPAAHER Mepe, OBYX YNeHon
A0MKHACTRATHBHOMD NEpcOHANa, RENAKILMECA NEPEbIMY KOHTAKTHEIMK MALAME B CNyYas YDeii-

YAAHOH CHTYAUWK, CBRIEHHON ¢ De3onacHoCTeID,
B)  EpyrnocyToOYHYE TENedsoHHYIO CBATE C NPHHUMAILEIHMM DELWEHKA DRrasom;

€} NiaHe oHAIAaHWA Yonyr No GEIonacHocTA GNA NPorpamsd, NDeRoCTABNASMEDN APYTHINA TPYNaKMM

B paMEax Opravdiadmy,

d] nnadel oEAZaHWA Yonyr No GeaonacHocTd ANA NTHUEHIMOHHEX NDOTEaMM CTOROHHUY NPoHIB0aK-
TEMSA — OHH BRTIOYAI0T KMeHa Dalinoce, BepcHE, WCXOOHBIA KOO NPOTRamMel, KOMTAKTHYW dHgop-
BMALMI0  TDETLEH  CTOPOMBEl W AOFOBOPDHOE  PAIpeWeHKs HA  BHECEHWE  H3IMEeHeHWR

{B COOTRETCTREYIOLWMY CNY|anx],

16} DroHYaTensHad npopepra GeaonacHocTy, DroHYarTentsHan npogepia GesonacHocTk (Final Security
Review — FER} - 3To NpogyMaHHios WIyYeHHe BCeX MEDONDHATHA No ofecnedeHiin Ge30NacHocTi, DeandicaaH-
HislX ONA NPAENagHBL NPOrpasMMHLEX COBACTE 00 WX Beiycka. FER npoROO«TCA KypaTopost no obecneseHHIn
feacnacHooTd NEH NOOOSpWES WTATHOMS KONASKTHREA PaspaboTYHKOE K PYKSBOARLWMMK NHLEMK TRYNN NS BONpO-
Cam NpreatHocTn. FSR - 310 He NpoRedeHe NEOHWEHOBEHWA W YCTAHOBNEHKE NaTHeRy W HE BOIMORHICTL Npo-
BEOSHKMA MEDONPHUATHA No obecnedeqme GeaonacHocTH, KOTODLIE PaHEE MIHODHDOBANHMCE MKW BuinK 2absiTol.
FER 00pYHD BRMKHAET WIYYEHHE MOZENer yrpod, Ianpock WCKMOHHATENEMEY CHTYAUWA, BRiX00HEE DaHHBIE HH-

CTRYMEHTANEHEE CRPEOCTE 1 OYHELWOHMPOBAHWA OTHOCHTENEHD DaHee oNpeOenesHHbx TpaqiKy KavecTea nopora

Alx

owrBok.”  FSKE MOoMET NPHUBOAMTE K OOHOMY M3 CNeQVIoWWE TREX peayneTaToR:
a) FSR npolgesa, - sce npobnembl SeaonacHocTi M NDWBATHOCTH, WOSHTAPHUHMDOBAHHEIE B X0-
oe FSR, pelueHs MNK YIMEHbLEHI,
b) FSR npolgeHa © ACKNKYMTENLHLIMKA CUTYAUMAMA — Bog Npobnemsl BEI0nacHocTd ¥ NpE-
BATHOCTH, HOEHTHEWUKPOBaHHEIE B X008 FSRE, pelWeHs], TE, KOTOPRIE HE MOMYT Biele PelUSHE [Ha-
NOUMER, YAIBEMMOCTK, NPEJcTABNSHHEE NEChNemMan Ha ypoBHE NPOSKTMPOBaHWA), HMKCHPYCTCA
GYOYT MCNpABNeHs B CNe0ysWen BEpCHH,

a0
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cl FSR ¢ pacluMpeHHes — ecrnd rpynna He senonsset ece Tpeboeankna SDL, a kypatop no obec-
MEsEHUD Ge3I0NaACKOCTH W OTBEYEKLWANA 33 NEOAYET TEYNNa He soryT QOCTHYE SONYCTHMOrS (KMnu
NPWERMNEMOrS] KOMNDOKMKCEa, TO KYypaTop no ofecnedesHin BeaonacHocTd HE MOMET yTEEDOWTE
NPOEET, W BLINYCK HE MOEeT ObiTh OCYWECTENEH. TDYNNL A0M#HE NHE0 PelwWTeE BONDOCH BOEX
BOIMONHEY TpedoeaHuid SDL ao seinycka, NWbo obpatWTeCcR K PYKOBOOCTEY ANA NPUHATHA pelue-
HIAA.

Mpumevankne — Peaynetar FSRE Bnuaok K ROHUSNUWH DESETUWHECKOrD YpOEHA QORepUA, Tak
Kak FER = 370 npodyManHHoe HayHeHie Boey MEPONPHATHIA No obecnewe o Be3onacHocTy, peand-
IOBAHHEIX ONA NPHENAOHBIX NPOTEAMMHBIX CREOCTE OO KX BeINyoxa,

17) BuinycrlApxup: Buinyck nporpamMmyoro cpeactea o nporaeoacteo (RTHM - Read The Manual) wnn 8
ged-ceTe (RTW - Ready-To-Wear) ofycnasnyeasTt sasepuiedde npouecca SOL. Hazuwadewusi kypatop no obec-
neder o DEI0NacHoCTH A0MHeH NoOATEEDGWTE, 4To FRYNNa NPoekTa YRoBNeTEopHNa TpeboaanMa DEIONacHOCTH B
OTHOLWEHMH BRINYCKASMOrD CRedcTEa. AHANOMMYHLIM CBpaIcK N Boex NEOAYKTOR, HMEWKE, No KPAAHER MEDE,
GOWH EOMMOHEHT C BREICOKMM PUCKOM NpHeaTHOCTA P1, kypatop no obecneveHHdio NPYBaTHICTA JOMKeH Nogaresp-
OMTE A0 CTRPABEKA MNEOrPaMMHOTS NPOQYETa, 4TS TpYNNa NpoekTa yaceneTecpyna TpetoBaHHA NPUBaTHOCTH.
Kpome Toro, AoneHo SeTeE NPOEEOEHS apXHEMPOBaHME BOSH OTHOCALLBRCA K O8Ny WHEOPMaLHE 1 DaHHRX, STo0k
MNOCNE BLINYCKA MOMS SCyWECTENATECA OGCNYHHBAHWE NDOrPaMMHEro COSOCTRA, BENIOYaA BCE CheUHddgsialm,
HCXOOHBIA KOO, OB0MYHBIR KOO, CHMBONE, MOLENM yrpos, Nhads DEArMpoBaHKA HA MHUWOEHTE W N0GBe Opyree

OAaHHBE, HEOBXOOMMEIE ANA OCYLWECTENEHWA 33084 No OGCMyHMBIHWID NOCNE BNyCKa .
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A.10 AyouT BezonacHOCTH NPUNOXKEHH K

8.5.1 Uene padwdoro nATore wara ASMP cocTout 8 pepudiiikalWy ¥ popsancHomM @UECHpORaHWA Nog-
TECOHAACLIME CEUOSTENLCTE OOCTHMEHHA W NOALERMAHAA KOHKDETHEIM NPUNCGHEHBEM LENSBOr0 YLOBHMA QOBEpKA

MR TGS .

Oammipin war ASMP soseT seinonHaTecA B ncboe BpeMa B TEYEHWE MUIHEHHOMD UKHKNa NprnoseHya. B
IABMCHMMOCTH OT UENeBoro YooRHA OOBSDUA NPUNCEEHHS 3TOT War MeKeT Delhy OOQHOEDATHEM, NeDHoOOMHeckM

WM OBYCNABNHEAEMbIM CODBITHAMA.

Mpumep 1 = Opzanuzayun Moxem nepucduyecKy BLIMONHAME 3MOM Was dna MoOHUMOoPUK2a cme-

neHy ofecneYyeHus Ge3oNacKHocmu Ha 3Mane peanuaalul mpLUToReHLA.

Mpumep 2 = Op2anuzayun MOXem aLINoNHAML Jmom waz dna demoncmpauuy ghaxmuyecko2o

ypoaHa dogaplUa NPpUNoMeHUR, npexde yesm Gydem ymaepudeqo 820 paijgepmbiganiue.

Mpusmep 3 = Opsanu3aliia MOXem eLIMOAHAMEL JMOM &2 Ha 3Mane aKCNNyamalul KuIHNeHHo20

LLKTa MpUNOMKEHUA KaK YaCms exNe20dH0 MpoaoduMo20 opsanuIayuel ayduma Be30macHOCITILL

B paskax aT1org wara BHYTOEHHES WNY BHEWHAS TPYNNG, 3aHMMananc sepruduEag el (B 3a8MciMocTH
OT MONWUTHE Opraddianud, cogepdawmxcs 8 ONF), npoeepreTt, 4Tobe BoE BeDBPHEALMOHHEIE HIMEDEHIMA, Npeg-
cTapneHHse scemMi ASC B ANF ANA KoHKPETHONS NpMNoHe A, Dailn BeliNoNHEHL W PEIYNLETATE BEpUHUHDoRa-
Hisl. LlEnss DaHHOro Wara AENAeTCA JeMOHCTPAUMA B ONpegene Hoe Bpems GakTHYeckors YypoBHa QOBEDKA NoK-
NosedAd. Opradnaanng MOoseT oSEABHTE NPMNoXeHMe «DeaonacHsIMe, koTda ero fakTHYECKMA YpoReHs Ooaapua

PABEH &0 UENEBOMY YOORHID A0DERE.

Mpouecc ayanTa Gea0nacHoCTA NPUNOKEHAA ONA WaMepelus aKTHHeckorD YpoRHA GOBSpHA BEM04anT

pAL PAINHYHLIX DEACTEYIOWMHY CyEeeiToR W Npoueccos SDL:

- ONA  OTCREsHEadMA cooTeeTcTera 3S0L wononeayeTcs oneyuanedo  paipaboTadHos  GHaHec-
NPUNOMEHKE — ODFAHMI0EAND J00ARNEHUE ¥YDHANS WHCTOYMEHTAMNBHEY CREOCTE, MOJENEA YIPO2 W LEeHTRanKao-

BAHHOE XDAHEHWE OPYTHE CBMOSTENLCTE, CROpMUPOBAHHLIX ABTOMATHYECK W BDYHHYID,

- PYROBOOWTENK TPYNM N BONpocam GeaonacHocTd @ NPUEATHOCTA OTaeYamT 1a obecneqYeHse yBepeH-
HOCTH B ToM, 970 BCE HeoBX00uMBie ANA BRMHECEHWA O0LeKTHUBHOMD CYROEHWMA DadHMble KNACCHEHUWDORaHE M

BREOEHE! B OTCNEMHBAIOWEE NDMNCEEH WS,

- HHhOopMALME. BESOSHHAR B OTCNEMMBAOWEES NPUNOKMEHHE, IATEM WCNONBIYVETCA KYLATORAMH N0
oBecnaqdeH o DeaonackocTH ¥ NPUBATHOCTH ONA 0DeCcneve A CTPYETYPE! OKOHYaTENEHMON NpoBepiK BelonacHo-
CTH [KAK OMHCAHD HUHE],

< EypaTopk No obecnedesHio DeI0nacHOCT ¥ NPHWEATHOCTIA KDOME TOM HECyT OTESTCTEEHHOCTE 33 Npo-
BEpKY AAHHBEE, BEOAMMBIE 0 OTCRASHWBOWES NPUNOHEHKE (BKMNKY3A peaynsTaTel FSR W gpyrve AononsuTens-
M@ 330341 No oSecnededio Be3onacHocT, YCTAHORNEHHEIE KYPATOROM), ¥ NOSTEEDMAEHNE TOMG, YTO BCE TRE-
BopaMua BRIMONHEHE WHNY BONDOcsl BCEK HECCOTEETCTEMH DAIPELLEHE.

Ha pucyHee Ad Nokaiad CHAMOK IKDAHA NPHNOKEHAA, WCNONEIYEMoro Ona oTCNeMUEadda W sepuduka-

UuH 3a0a4 no obecnaYeHnio GeIonacHoCTi.
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A.11 Mopent HM3HEHHOrO UMKNa NPUNOXKEHHUA

8.1.2.7.1 Opravviauua, GHaHeC EOTOPON BENKYaeT pazpabo Ty, ayTCODoHHD MNH NpRoBpeTeHuE MpMnome-
HUHA, 0BLIMHE WCNONEIYET CTPYETYRY ONpegeneHHsl NPOUSCccos WM GEATENEH0CTH, CHCTEMATHIMDOEAHMY Mo
aTanam. 3Ta cTEPYETYPA OBLIMHG HAILIBABTCA +MOQSMNEI0 MUIHEHHOMD UMEnas. Ho B 388MCHMOCTH OT KOHTEKSTA ee
BLUE HAILIBAKNT ¢MOSENEN HUIHEHHOD LUKNA NDUN0KEHWR:, NGO «MOSENLH MHRIHEHHOD LWENa CUCTeM s, nubo

A OOENE0 MHIHEHHOTD WHMENS NPOrpaMMHeg COeaCcTR..

Takan Modens 00b4HD YHUKANLEHA ONA KOHEDETHOW OpraduIadui W npucnocobneda k ee TpebosaHwAwm.
OHa  MCNONE3YETCA W COBEBQUEHCTEYETCA B TEYeHWE MHOMME NeT. 370 HE HOBOE MNOHATHE, BBEQEHHOE
MCO/MIK 27034,

HMIHEHHLIA UWHKN CNPeOen@HHoro NpUNoHERAA, T. 8. DEISATHE NPANOKEHNA OT 3aMsICNa 40 CHATAA © JKC-

NAYaTaLlWia, NpeacTaenAeT cobol KOHEDETUIAUMID MOOEMA MUIHEHHOTD LMENA OpTaHUaIan M.

E opradnaaumax co CIoMHDNR CTRYKTYDONR paanvuHed TRyNnel, BOamMosHo, ByayT WCNoNbIceaTe PadHbie
MOOENM $HIHEHHOTO UHENE NPANOHeHWE ONA paskelx NPOEKTOD. Tay YacTo NPOWCHOORT B KPYTHBR O8UaHTDaN -
I0BAHHBIX ORFAHWIALWAX MNH ODraHnaaUrax, chopMUpO-BaHHBIX NYTeM cnuAnKA. B opyris opraswaaduax Byomyt
paipafaTeiBaTecA PAINKYHEE CNEUMANHIMPOBAHHEIE MOOENKM HMIHEHHOTD LWKNA NpUNOMEHHEd, oTHOCALMEEA K
OMpELene oMYy KOMTEKCTY NPHAOHMEHHA, HanpuMep, Beb-NpUNoxeHnA, NPUNoKEHnA, paboTalowye B pelvMe pe-

ANbHOTD BpEMEHK, BCTROEHHBE NPUNIOEEHWME, MeOHUMHCKME NDRNOMERWA 1 T. 0.

B gauHom cnydyae WocNeloBaHue MOgeqd ¥HIHEHHOMD UHENS NpANoHedil MCnone3yeTon 0nA cocTasne-
HHA MeponpeATHE BesonackocTd SDL. B npefbaylids pasfenax JadHoro OoKyMeHMTa onuckiBaiinTcA Duaqec-
KOMTEECT, TEXHUYECKMA W DeryNaTHEHEIR EOHTEKCTEl M pONK, AeRCTEYIOWME B HamO0h 13 aTux ciep.

MnniocTpauya npodecca S0OL npeacrapneqHa Ha pyucyHEs A5, 3Ta CcxeMa SEMASTCA BHIYANWIALWER Mep K
COEACTE KOHTRCNA KW YNpaanedks GeaonacHocTeID NEMAGKEHHE, WCNONLIYEMEX B MMNCTETHYECHOM NPOSKTE — oT
OBYYEHMA CIYMALWME 00 BeiNYCHa NPUNCHEHHA. JTa CREMa HE ABNRETCA HCHEDNBBANWER, KaKk OTMEYANOCE pa-

HEE, MHOMME TEYNNEl A00aBNAMT XapakTepHLIe ANA K NPOEKTOD 33434 obecnedersn GeIonacHocTH W NPUBATHO-

CTH.
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A.12 Conocrtapneduwe SDL ¢ 3aTanoHHOW MOOenNbLH MHUIHEHHOMO UMKna beaonacHao-

CTH NPUNOXKEHHA

Mpouecc S0L MOMHO CONOCTABWTE C BEMOYEHHOR B VMCOMOK 27034 cxemon ITaNoHHON MOOEMA #Ma-

HEHHOTS LMEna SeaonacHooTy NpUNoOMERKA. 3Tank 3TANOHHOR MOGENK, OXBATeIEaeMEe Npoueccom SOL, wa pu-

CyHEE A 6 BROSNEHEl MEDHBE WpWdpToM.
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Ceeunen g Mpunowenun A

BvaHeC-HOHTEKCT

"hitpimadn. microsoft comden-us/libraryfcc307 748.aspx

¢ hitp:'msdn.microsoft. com/en-usfibrany'cc307412 agspx

Ponu, 06AIaHHOCTH W KBANKUGMEALWA

. http:fmedn.microsof.comien-us/library/cc30T407 aspx

BubndoTexa ASC opraHdaauMM

CHEydEHe

¥ hitp:imsdn.microsoft.comien-usdibrary/cc307 407 .aspx

TpetoraKia

¥ httpodimadn.microsoft.comian-us/librangdcc30T412.aspx
“httpimsdn.microsoft.comien-usiibrary/cc 307404, aspx (Be30NacHoCTE)
“ hitp:imsdn.microsoft.comfen-us/ibraryicc307403.aspx (MpueatHoCcTs)
w httpfmsdn. microsoft.com/en-us/library'cc 307393 aspx

" httpfwwew. microsoft.comidownloads! details aspx ?FamilylD=c4 8cfB0f-6a8 7 -48f5-83eC-
al18diad2fclf&displaviang=en

MpoekTHpoBaHKWE

* hitpeéfmadn.microsoft.comian-us/librarng'cc30T4 14 aspx

" hitp:/imsdn.micresoft.com/en-usiibrary/cc307 415 aspx

Peanuaauma

. hitp:Afmadn.microzoft comfen-uslibrary/cc307417 . aspx

" http:fmsdn.microsoft. com/en-us/librarny'cc 307 395 aspx

¥ hitp:Amsdn.microsoft.com/en-usitibrary/bb288454 aspx

" hitpimsdn.microsoft. comien-uslibrany/cc307 385, aspx

! hitp:/imsdn_microsoft.com/en-uslibrary/cc30T418.aspx
""" http2dmsdn. microsoft. comden-us/library'cc307418.aspx
wild

hitpe'medn.microsoft. com/en-usflibranycc 307408 asps

“* http:msdn.microsoft. com/en-usiibraryicc 307409, aspx
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Mpunoxenune B

(cnpaBo4yHoe)

Conoctaenenune ASC cywecTBylOWUX CTaHOapToB

Mpumep: conocTaBneHne Mep W CpeacTB KOHTPONA W ynpaBneHHA

fe30nacHOCTLH NPUNOXEHMHA, onHUcaHHbIX B NIST SP B00-53 (pe-
aaxkuua 3) ¢ ASC, onncaHHeiMmu B MCO/M3K 27034

Lens 0adHore NpMNoMeHnA — NPoUNMKCTRHOoBATE, KAK MEDsLI W CPeACTEa KOHTROMA ¥ ynpaenedwa beao-
MACHOCTEM NPANOHEHHE M3 CYLWWECTEYIOWEND WCTOYHWES, HANPWUMED, W3 TRETeeR pagakuyMi NIST 5P B00-53, moryT

ObiTe MHTEMPHUPOBAHE Kak ASC ANA HCNONeEI0BAHKA B COOTEETCTEMK © MCOMAK 27034,

B.1 Kateropuu noTeHumansHbix ASC

B panHom paagene coenada NonsiTEd paccMoTPeTE BOAMOMKHEE aCNesTel KEaTeropui NoTeHUMankHes ASC,
HEMDCPEOCTESHHD NpUBsdHMEX B SP B00-53 (pegakywa 3).

'DFIFE'IHI-"I:]ELI_I-'EFI MOMET ONPpaienyTe CRedyiowlse acnekTol KarendplK ASC, cpAzaHHsie ¢ BEI0NACHOCTLIY

MDA MRS A

B.1.1 ACnekTkl, CBR3AHHbIE C ODWHWMWY MEPAMK M CPEACTEAMM KOHTPONA M YNpaBnNeHHuA

Be30NacHOCTEH

MEHSIHMENT MED U CPEOCTE KOHTPONA W yTIpABNEHHA GE30NacHoCTED, 0B0IHAYEHHEX ORraHUIALWEN KaK
ofWWe MEpE W CREACTEA KOHTPONA W YNPABNeHHa, B GoNEUMHCTES CNYyYaes OCyWECTENACTCR OPraMuIauMeHHoR
CYLWHOCTRID, OTAWYHOA OT BMA0ensUa WHEOPMALMOHHOA CUCTEME. OPraHMIaunoHHeIe PRLSHWA, KacanlMech
DEWMN MED W COEQCTE KOHTPONS KW YIPAENeHUA GeI0NacHOCTEN, MOMYT CYLWECTEEHHO NOBMWATE Ha 0BAIAHHOCTH
OTAEMLHEY COGCTREHHWKOR WHEODMALWOHHOR CHCTEME B COAIM © peanvIauWedl mMep W CpencTE KOWTPONA M
YDAENEHHA B COOTEBETCTEMA © TEM WNK WHEIM Bal0BEIM ypoBHEM. Kangan Mepa W CpeacToo KoMTRONA W ynpaene-
HUA Ha Gaaoaom YpoBHE BOMKHEI NONHOCTEG pECCMaTPUBATECA Mo opradwiadwel, nedo anagensuas WHadgop-

MALAOHHOK CACTEMEI.
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B.1.2 AcnekTkl, CBAZAHHLIE C ONEPALMOHHON OEeATENBHOCTEIO/cpeqon

Mepbl W COBACTEA KOMTPONA W yNpabnedHs GeaonacHOCTLID, JABMCALLWE OT XapakTepa onepauuoHHoR
Cpenel, NPHMEHWME TOMEKD B TOM CRydae, ecni MHbopManMonHan CMCTEMS MCNONBIYETCA B YCNOBWAX, Tpebyio-
WMX 3TWX Mep ¥ CPEACTE KOHTPONA W yNpasnedina. HanpuMep, onpedeneHHse MEeDsl W CPeacTEa KoMTPONA i1
ynpaene s Guandeckoll GeIonacHoCTED MOMYT BHTE HENPUMEHHME! ANA KOCMWYECEME WHDODMALMOHHEX CUG-
TEM, 8 MEDbl W COEOCTOA KOMTRONA W YNPABNaHKA TEMNEpaTYPoR ¥ BNAMHOCTLIO MOMYT BbiTh HENPAMEHAME ONA

OWCTAHUMOHHED DaTHAKDD, CYLIECTEYIOWMY BHE NOMELWEHWA, KOTOPEE COOEDMAT WHPOPMALMOHHEIR CUCTEME.

B.1.3 AcnekTbl, CBAZAHHLIE C (DHINYECKOW HHPACTPYKTYPOA

Mepkl ¥ CDEOCTEA KOHTPONA W YNPABNEHWR DEICNacHOCTRID, OTHOCALWECR K MIMYEcKDR MHDDacTDyRTY-
e, HANPUMED, K NOMELEHWAM ODTAHMIAUKM [HANPKUMED, DHUIMHECKWE MEDL W CREACTEA KOHTROMA M YNDABNe A,
TAKKE KAK JAMEKM W OXPaHa, Mepkl W COEACTEA KOMTRONA W yNQaEneHys IaWnToR oT BAUAHKA BHEWHEH Cpeak:
TEMNEEATYDb, BNAKHOCTH, POI0BLE FAIPAN0E, BOArGpaHna 1 npodnes aseprocHatmedta), NPVMEHUSME TONEKD K
TEM WX YACTAM, KOTOREIE HENOCPEACTEEHHO OBECNEYMBAKT IALWTY W NOOOePHKY HHDODMALWOHHEIX CHCTEM WK
CEAMAHE C WHDOPMALWMOMH B CUCTEMAaMKE (BENIOYAA AKTHOL MHOODMALBOMHEX TEXHOMOTMA, TAKME KaK NOYTo8RE
W ef-cepaephl, MOYNNL CELEEROB, MHEDODMALWMOHHLIE UEBHTDE, CETEELIE YAk, YCTPORCTEA 3AWMTSEl MDEHMY W an-

NapaTypa cEAIK).

B.1.4 AcnekTkl, CBA3AHHLIE C OTKPLITHIM AOCTYNOM

Mepel W CpecTEa KOMTRONA W YNDABNEHHA Ge3oNACHOCTRM, CEATAHHEIE ¢ ODWEA0CTYNHLIMA MHDORMALM-
CHHEMH CHCTEMAMKM, JOMHHE TIWATENEHD PACCMATRHEATECA W NPMMEHATECA C CCTOROMHOCTEID, NOCKONLEY HEKC-
TOPRE MEDE M COSACTRA KOMTPONA W YNpanneHyds SeaonacHocTe onpenenadiex GaloBsx YPOBHER KOHTDONA |
YNPAENEHKA (Hanpusepn, WISHTUgMEALUA W ayTedTudukayna, yNpaene-uwe SeiIonacHOCTEIO NEepooHana) sMoryT
BEITE HENPUMEHWAE ONA NONLICEATENSA, NONYYAOWKE JOCTYN K AHGOPMALMOHHLIM CHCTeManM Yepes ofwenoc-
TYNHEE UHTepdeAcE. Hanpuaep, Hapady ¢ TeM, 470 Mepkl M CREOCTRA KOHTDONA W yNpasneHya GeionacHocTeK
Ba30B0re ypoBHA TPEEVIOT WASHTUDHEALMN U AyTeHTUOUKAUMY NEepCCHaNa OpTadM3aLMK, OCYLLECTRNAKLLETD
TEXHUHYECKoe ODCNYRMBAHIE 1 NOOOepHEY HHMOPMALKOHHEX CHUCTEM, NEeJOCTARNAKLWNY YEMYTH OTKDBITOMND A0
TYNA, T& #e Mepk! W CPEOCTEa KOHTRCNA W YNpagneda GeaonacHoCcTe MOryT He NoTpedosatsCch QNA GOCTYNA K
HHEOPMALUMOHHRIM CUCTEMan Yepes oOWeqocTyHLIe WHTepdeRckl ONA NoNyY4eHda oDWenocTyNHOE wHopsaa-
UkK. © gpyrod CTOpOHEl, B HEKOTODLIX ChyYasx OyoeT TpefoBaTeCA WOSHTADWMEILWS W ayTeHTHUDWKau[ys ona
NoNEI0BATENSH, NONYYAIOWAR QOCTYI K WHRODMALWMOHHLIM CHCTEMAM Yeped oBWeaoCTYNHbE dHTepdadcn, Ha-

npUMep, ON8 AoCTYNAMMAMEHEHKE CEOeR NepCoHanEHoN MHGopMaUK.
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B.1.5 ACneKThl, CBA3AHHBLIE C TEXHOMNOIMEN

Mepk ¥ CPEOcTEa KOHTRONA W yNIpABNEHUA GeacNacHOCTRID, OTHOCAWMECA K ONPELENeHHBIM TEXHONOTARM
(HanpurMep, GECNPpoBOOHaA CEATL, KPHNTOMDAdHA, HHERaAcTRYETYPS OTEDRITRE KMIOYEA ], NDKMEHKMEl TOMNRKO B TOM

CAYHAE, BCMIA 3T TEXHONOMAW KCNONEICTCA 8 WHPOPMALHMOHHDR CACTEME WNM TRESYETCR WX MCNoNLIOBAHKE.

Mepe W CpEeOCTEa KONTROMNA W YNDABNaHMA BeaonacHOCTE NPMMEHVME TONBKD K KOMNOHEHTaM wHdgop-
MALWOHHDR CHCTEME, OGECNEYWBAIOWIAM M4 NOAOEQMMBIIIWMM BOAMOMHOCTH GRa0nNacHOCTH, HA KOTOPRIE Ma-
NpaEnelsl Mepsl W COEGCTEA KONTPONA W YNPABNEHWA BEe30NACHOCTED, W ARMAIOWIAMCA WCTOUHIAKAMK NOTEHLN-
ANLHOND PHCKA, YMEHLLWABMOTS NOCPEOCTEOM MED M CPROCTE KDHTPONA W ynpasnedwA GesonackocTen. Hanpw-
MEPR, BCNH KOMMOHEHTE MHEODMALUROHHON CHCTEMEl ABNAKTCR OQHONONEIOBATENLCKIMMK, 8 HE OTHOCALWMMKCA K
CETRRONA CTRPYKTYPE WNK NOKANEHOIA CETEROA CTRYKTYPE, TO OOHA WNH HECKOMEKD TAKWX XAPAKTEDUCTHE MOMYT
oBecneYMeaTs COOTEBETCTEYIOWES NOTMYeCcKoe 0focHoRaNWE ONA HENDUMEHEHINA BEBDaHHLIX MED W COEOCTE KOH-

TPONA W yNpaEnesns GeaonacHocTe K AaHHOMY EOMIOHEHTY.

MEepisl W COBQCTES KOHTROMNA K YIPABNEHWA BEI0NACHOCTEI, KOTODEIE MOTYT SEHO WNKA HERBMO NOO0S -
BATECA ABTOMATUHRCKIME MEXAHMIMAMI, HE TPEEYVIOT paspaBoTii TAKMK MEXAHWIMOE, BCNKM OHW BILE HE CYLIBCT-
ByROT MMM HEQOCTYNHE CPEGW NPOLYKTOR, MOTOREY K WCNONsI0E3HMI0 B KOMMEDYECKAX WM roCyQapcTeaHHEX La-
nAx. B cHTYauWAX, KOr0a apToMaTHYECKWE MEXIHWIME! HE ABMAKTCA QOCTYTIHLIMKA, JEOHOMUHEcK 200eKkTHBHEIMM
WNK TEXHWYECKK OCYILECTEMMERMIA, ONA KOMOSHCALWY ONPEOeneHHBIN MED W CPEOCTE HOHTPOMA W YNPanneHKA
BeaonacHoCTeid WAW PACIUWPEHKA MEP ¥ CREQCTE KOMTPONS W yNPABNEHNUA, HE0BX00UMe WCNONLI0BATE HOMIEH-
CALWMOHHBEIE MEPEl M COBOCTEA KOHTRONA W YNPAENEHWA GEI0NACHOCTEID, DEaAnUIVIOWLWEcA NYTEM HE3BTOMaTHIN-
POBAMHBIX MEXaHKIMOE MMM NPOUEOYR (YCNOBWA NEHMEHSHWA KOMNEHCALMOHHBEER MED W CPEOCTE KOHTRONA W
YIIDABMEHAA CM. HAME).

B.1.6 ACneKTe!, CBA3AHHBIE C NONUTHKOW DENYNATUBHLIMK TPEDOBAHUAMM

Mepks ¥ CoegoTea KOHTROMA W YNPaBnesna GesonacHocTeo, NPegHaIHaYeHHEe ONA PelEHUA BONPOCOE,
PECYIADYEMEY COOTEETCTEYVIOWMMKY TAKOHAMIA, AAMWHUCTRATUEHEIMK YHAIAMI, JUPEKTUBAMA, NONUMTHEAMM, CTaH-
DApTaMK UNK NPEQNUCIHWAMIA (HANDKMED, OLEHKW BIMAHWMA HA NPUMBATHOCTL), TREDYIOTCR TONLKD B TOM CRyqag,
B NDHMEHEHAE 3TUX MER A CPEACTE KOHMTOOMNA W yNpasneHA BeaonacHocTeio COrNacyeTeR © BMgami MHdgop-
MALKK W MHROPMALMOHHED CHCTEM, OXBATHBARMEE COOTBETCTEYHILLIMMK JAK0HAMK, A0MMHUCTDATHEHEIMK yKaaa-

M, AAPEKTHRAMK, NONWTHEAMA, CTAHIADTAMK MO NDEanHCaHHAMA.

B.1.7 ACnekTe!, CBA3aHHbIE C MACWTaGHUPYEMOCTEIO

Meps v cpeacTea KOHTPONA W YNPABNEHWA CEI0NACHOCTEID MACWTABUPyeMsl B OTHOWEHHK 00LeMa KW
CTROMOCTH DEANAZAUMK KOHTRONA ¥ ynpaenedks. MacwtabupyemocTe perynHpyeTes knacckpuiausel Geaonac-
HOCTH 3aWMaenol MHEOEMaLKMoHHoR cheTemsl no FIPS 189, Hanpuvep, nnad QEACTEMA B 4peiBbMaliHLIX CH-
TYaLWAX ANA AHPOPMAaLHOHHOA CHCTEME! © BHCOKHM BhvAdMen no FIPS 199 powmeT ObiTh BEchbMa ODbLEMHEBM W
COQEPKaTE IHAYHMTENEHOE KONMHECTED OETaneln peanyviaudd. B oTnHYHe oT 3Toro, nNad JercTerA B Ype3Brivai-

MBlX CUTYAUWAX OMA WHOOPMALMOHHSA CHCTEME C HUIKKM BRMAHWEM no FIPS 199 moweT ObiTh 3HAYUTEMEHO KO-
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pode ¥ COAeMKATE MOpAIN0 MeHLLWE OeTanel peannaagWd. Dpraddzadqdy JonsHsl OCMOTDHTENEHD NDHMEHATE
MEpE K CO8ACTEA KOMTRCNA K YyNpaenedua BelonacHoCcTs K HHBOOPMALKMOHHEIM CHCTEMAM, YUMTEERR QakTop
MAcWTAGHDYEMOCTI B EOHKPETHOA cpene. Takok noaxon cnocoboTRYeT IHOHOMWYECKA 3PaesTHBEHOMY, DCHORA H-
HOMY Ha pHCKE Nodxody K peanvlauii Mep W coedcTe KOHTRONA W yNpasneHda BeaonacHocTeio, NpK KOTOPOM 3a-
TRAYHBACGTCA PECYPCOR He DonbUWe, Yem 3TO HeobXOOUMo, OOHAKO OOCTHMAETCA CYLUECTREHHOE YMEHELSHKUE DIAC-

K3 M aleHsaTHaq BeloNacHoCTE.

E.1.8 AcnekTkl, CEAZAHHLIE C UENAMM DE30NACHOCTH

Mepbl ¥ CPEOCTEa KOHTRONA W yNpasnekra GelonacHocTeK, OOH0IHaYHEIM O0paiIom NoOaepHHBaLLKE
ueny SeacnacHocT No obecne<eHmHio KoHMHASHUMANEHoCTH, UBNOCTHOCTH MK JoCTYNHOCTH, MOryT BbiTe NoHH-
WeHB 00 Bonee HAZKoro §a10B0Me YPOBHA MED W CREACTE KOHTPONA M yNPABNSHHA, (CODTRETCTEYHILKKM 0Gpaiom
MOAKEWLHPOBaHE] KNK YCTPaHEHs!, 8CNK OHW HE ONpegenskes B Bones HWIKomM GasoBomM YPOBRHE) TOFDA W TOMNLKD
TorAa, ecnd TaKoe NOHEXEHWE. (i) CornacyeTch © knaccHidwiragued bezonackocTi FIPS 189 onAa cooTEETCTEYI-
W Lenel SeaonacHocTi No oBecneYeHne KOHMADEHUMANEHOCTH, USNOCTHOCT MK JOCTYNHOCTH 00 Nepeme-
WEHKA Ha OTMETEY MAECHMANEHOMS YpoBRHA, (i) NO00epEWBEasTea OUSHKOR pUCKa Dpradd3adMu; (i) He andseT Ha
WMENILLLYH OTHOWEHHE K GEI0NACHOCTI MHDOPMALKWKD B MHQOPMALKoHHON CHCTEME, PeKOMEHOYEMBIMH Ha NoHH-
HEHWE MEDaMA W CPEACTEaMK KOHTPONS W yNpaeneqks DeaocnacHocTeIo RENAKTCA cnegysowne: (i} koHbndeHuX-
aneEHocTe [AS-15, MA-3 {3), MP-2 (1), MP-3, MP-4, MP-5 (1) {2} (3), MP-6, PE-5, SC-4, SC-8]; {ii} uenocTHOCT
[SC-8] w (i) pocTynuocTe [CP-2, CP-3, CP-4, CP-6, CP-T7, CP-B, MA-6, PE-3, PE-10, PE-11, PE-13, PE-15, 3C-6].

B.2 Knaccbl mep ¥ cpeficTE KOHTPONA U ynpaBneHua 6e3onNacHoCTbIo

E paon pasgens NpegcTasnesa knacckiprkaunn ASC, BaaTeix M3 SP 800-53 (pegakyua 3).

TaGnuya B.1 - WaeHTHdMEaTODbl, CEMEBNRCTEA W KNACCH MER W CPEOCTE KOHTROMA W ynpapneHda GeaonacsHo-

CTEI
HoenTudukaTop CemeldcTRD Knace
AC Ynpaenesue JoCTynoM TexHHYeCKnE
AT WMHbopMHApoBaHse 1 oby-eHue OnepauioHH e
All AYOWT M NOJOTHETHOCTE TexHHYeCKnE
Ca CepTUhHEALWMA, arkpegruTauna v oleHEW Gea0nacHocTi AOMAHHCTDATHEHEIE
CM MenegEmedT KoMgHrypagm OnepaunoHHse
CP Mnanspoealne SEACTEMN 8 YPE3IBRLIMARHE X CUTYALMAX CinepauynonHse
14 MaeHTuderkauna 1 ayTenTudmeayna TexHwieckre
IR PeardpopaHde Ha WHLMOEHT kS OnepauionHsie
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OkoHvyaHue mabnuuk 8.1

MaoeHTHdukaTop CaMaicTED Knace
ha Texuuseckos obonyEdBaHne CnepauqoHHBLE
MP 2aWWMTA HOCHTENEH OaHHBIX CnepauHoHHbIe
PE PHIVGECKAA JAWLMTA W IAWHTA OT BNHAHWMA BHEWHER Cpedil e pagHoHHBLIE
PL MnauwposaHse AOMHHACTRATHRHLIE
PS belonacHocTe, CEBAIAMMAR C NEPCoOHanosm CnepadHoHHLE
RA ClyeHka prcEa AOMHHACTPATHEHLIE
sS4 MpuobpeTenue CHCTEM W YyCnyr AOMHHACTPATHEHLIE
2C JaAWMTA CHCTEM W CPROCTE CEAIK TexHusecke
5l LenocTHOCTE HHDODRaUKK U CHCTEM CnepauroHHee

B.3 Mogknacckl kNnacca Mep W CpeaAcTB KOHTPONA U ynpaeneHwa goctynom (AC)

B naukoM paigene paccMaTpHeaeTCA BIATAR HENOCpEaCTeeHHD M3 SP B00-53 (pegakuyna 3] duopsian s,

KOTOPAA MOEET DLiTE ACNONEI0BAHA ANA COISaHWA MED W CREOCTE KOMTRONA W yNDARNEHHA GE30NaACHOCTER MW=

NOMEHYA, COAIAHHER © YIPABNEHWEM DOCTYIOM,

Taénuvua B.2 - KNnacckl MEP W CPEACTE KOMTRONA W yTIDEENEHWA GEI0NacHOCTER W Sa3086I8 YPORHK KOHTPONA

W yNpasnesikns DeIonacHocTese ANA MHEODMALKOHHEIX CHCTEM C HAIKHM, CPEOHAM 1 BRICOKHK YDORHEM BNHUAHMA

Mg Haimanue mephl ¥ EpEACTES KOHTPONA W YAPABAEGHMA Bo30NACHAETLD
YnpapneHWe AocTynomM Huakui CpeaHWi BricoKdiA

ACT IMNonuTdea W Npoyeayped yNpagnedka AccTynos [ AC-1 AT

AC-Z  |MeHeLHMENT YHETHEX ZaNHceR AC-Z AC2 (1) (2 3) 4y JAC-2 (1) (2)(3) 4

AC-3 |OBecnedenye gooTyna MiC-3 AC-3 {1 AC-31N

AC4  NO6ecnededye MHOOPMALMOHHOTD NOTOKA He peibpan | AC-4 AC-4

AC-5 |Paapenesue 0GAIAHHOCTER He peibpad  |AC-5 AC-5

AC-E  IMNpHHUEHAN HEWMEHBLWWX NEWBANE AN He peifpad |AC-6 AC-G

ACST  |Heyonew ee NonsiTEd PericTpagyn ACT ACT AC-T

AC-E  |Yeegomneuwe 0f MCNONEI0OBAHKMM CHCTEME AC-B AC-8 AC-5

AC-O  |¥eegoMmnedde O Npedbidywes axode 8 cieTemy |He seibpad (He peibpas He BuiGpan
AC10D JKoHTpOoNE 0OQHOBREMEHHLIX CECTHA He pebpay |He eeibpan AC-10
= P
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Mz HazpaHwe Mepkl M CPEACTEa HOHTPONA K YNpaBNeHMA Bel0NACHOCTEI
YnpagneHws JoCTyMmoM HH3KWiE CpeaHdr BuicorHHA

AC-11 |BNOKMpOBaHKE CECCHA He owiGpan |AC-11 AC-11

AC-12 [JapeplieHde CeCCHIA He swiGpan |AC-12 AC12 (1)

AC-13 |Hagzop v npoeepra — yNpaeneHUe QOCTyNom AC-13 AC-13 (1) AC-13 (1)

AC-14 [PazpeweHHsE 0EACTEWA e nosuTidiMEaniid v | AC-14 AC-14 (1) AC-14 (1)
AYTEHTADHEA LM

AC-15 [AnTomMaTHYECKaR MApKKDOBES He swiGpal |He peiGpad AC15

AC-16 [ ARTOMATHYECKDE NPMCRAMBAHNE METON He ewiGpan |He seifpad He pwtpaud

AC-17 [ YoanesHsit gocTyn AC-17 ST (10 {2) (3 (4) |AC7 (11 (2) (3 (4)

AC-18 | DrpadiyeHdA DecnpoBogHOM QOCTYE AC-18 AC-18 (1] AC-T1B (1){2)

AC-19 |Ynpasnesde GOCTYNOM ONA NORTATHEMEIX 1M MO- (He BubGpad |AC-19 AC-18
OMNEHELE YCTROACTE

AC-20 [MononesosaHye BHELWHWY WHGODMALHOMHBIX AC-20 AC-20 (1) AC-20 (1)
CHCTEM

BaATel M3 5P B00-53 [pegakuda 3).

CHH NEpecMaTpreaseT/obMosnaeT

CEMEWCTBO: YMPABNEHME JOCTYMOM KNACC: TEXHWUHECKHWE

B.4.1 AC-1 NonuTuKa W Npoueaypbl yNpaBneHua gocTynom

B.4 [leTanu3ayWa KNAcca Mep M CPeACcTE KOHTPONA M YNpaBNeHWA OOCTYNoM

B gaMHon pazfnens nokataqds TpW CEMEACTBA KNacta ynpaanedwa qoctynos: AC-1 AC-2 AC-17, koTopebie

Mepa v coegcTec ROHTDONA W yNpaaneuws: Opraivaaums paspalaTeieasT, pacnpocTRaHART ¥ Nepraguye-

Hagnekawuy obpalom OoKYMEHTANEHD OMOPMIEHHYIO MONUTIKY YNPABNEHKA OCTYNOoM, DaCCMaTpH-

Da0WY Uend, cepy AeRcTEMA, pond, obAzadHocTH, oBA3aTeNLCTES PYNOBOACTRA, KOOPOMHAL MK OpraHuaagm-

CHHEX NOgPazgene i i COCTEETCTEME TPEtoBaHMAM,

HagneHalwvu ofpasom QoKyMEHTANEHO OhoPMNEHHBIE NPOUEAYPEl ONA COOSACTEMA PEanM3IaLMHK no-

MWTHEA YNPAoMeHAA DOCTyToM W COOTRETCTEVIOWAK MEp M CPEaCTE KOHTPONA W yNDaBNaHUA JOCTYTIOM.,
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OononHnTensHoe pywoBodcTen: MOonMTHEE | NpoUeayps yIPasnedrs GocTYnoM COMNAacynTeA © NpuMe-
HABMEIMM 3AKOHAMKW, DACNODANMEHHAMY NDABUTENLCTES, QUDEKTHRAMA, NoNATHKAMM, NPEANUCAHMAMMK, cTaudpap-
Tamia ¥ DYKOBOOCTEARMA. [TONMTHES yNPasneHia QOCTYNoM MORET BENDYaTeCR B oGy NONMTHEY WHOODMaLUKRoH-
HOA DE3cnacHoCTH OPradM3auMe KaK OTOeneHas 4acTe. [pouegypl YNPaBNEHWA OOCTYNOM MOMYT paspaGaTel-
BaTeCA ONA NporpamMMel oGecnededns DeIonacHocTd B LEnom W, korga Heobxogumo, ONA KoHEpeaTHol uHdiopMa-
UHOHHON cucTemel. Cnegwansdan nybnueauwa NIST SP 800-12 npepgocTaanAeT pysEOBOOCTRES MO NONWTHEAM W

npouegypan ofecnedoHda BeaonacHooTy.

MpUOPHTETHOCTE W BAI0R0E PAIMELLEH WG

FaclwmpeHia Mep M CPeAcTE KOMTROMNA W ynpaeneHyAa; Het. Huaexi AC-1 CpegHnin AC-1 Bricoxma AC-1

B.4.2 AC-2 MeHeQMEHT YYETHbIX 3anvcen

MDEE W CREACTEO KOHTOOMNA WM yNoaBneH A CPraHyaauna oCyWEeCTENAET MEHEIMMEHT YYETHRIX 33NACEH
WHEDODMALMOHHON CHCTERMEI, BRMTIOYAR!

1} woeHTHEMEALMIC TANOE YYETHLIX JANACEN (HANDHMED, MHOWMBKOYANEHEIE, TPYNNOBEE W CHCTEMHLIE )
2} YCTAHOBNEHW: YCNOBWA ONA YNeHCTES B FpYNne;

3} woeHTHEMEZLMID YNONHOMOYEHHEE NoNs3oaaTensgid WHPoPMaUMoHHCNR CUCTEeMBl KW ONpEOeneHMe

NpasMoHBRNErdik QocTyna,

4) TpebosadKe COOTBETCTEVOLLETO YTREDHOSHWA 3aNPOCOR O COADAHMM YYETHEE JaMnMce;

5} CAMELUMOMMDOBAHKME, COIOAMKE, AKTHBEAUWD, MoguduEanig, BRoKKpoRaKUE W yOANeHHE yHeTHLIX 33-
MHCER;

G} npopepry YYHETHBIX 3andced [HasHadeHue: yoTaHasnMeasMas opradHiIanpel Jacrora),

T} cneduansHos CAHKYMOHUPOEAMWE W MOHWTODWHT WCHONsI0EaHKA MOCTERLDYaH0HHMMLIX YUeTHEX JanK-

B} yBEEACMNEHAE MWL, OCVILECTRNADWWE MEHBIKMEHT yHaTHeX 3anvcel, of yRONbHEHKK W NepeBoe
NONEICBATENEH KHEOPMALKOHHOR CACTEME MK 00 WIMEHEHWA MCNONEICBAHKA WHEDODMALWOHHON CHCTEME! WA
NPHMHLANE HEOBXoOMMOra IHAHMAME0EXOOMMONT CORMEBCTHOMN WCNONEIOBAMMA;

9) npegocTaBNeHKE QOCTYNA K WHGOpMaUMoHHONA CHCTEME Ha OcHOBE! {i) NpHHUWMNEG HeoDX0OHmMors aHa-
HWA WM HE0BX00UMOrS COBMECTHOTS WENONLIOBAHMA, KOTODLIA ONDEAENASTCA HEIHAYSHHEIMK OOMEHOCTHEIMA
OBAIAHMOCTAME W COOTBETCTEMEM  BCEM  KDWTEDWAM  DRaonacHOCTH,  CEAJAHHBIM  C  NEpoOHANoM,

(i) NpeOHAIHAYE HHOMD KCNOME30BSAHHA CHCT 2R

EDHUJ’IHHTEJ'IbHDE! OYHOBOACTEO! HMaeHTdadgikauma  ymonHoMOoueHREY NoNsI0BaTENEH  HHEODMALBOHHOH

CHCTEME ¥ ONDEAENEHWE NPABNDHEMNETHI JOCTYNA COMAacyiiTeA ¢ TPEGOBRSHWAMK OPYIME MER W CPEOCTE KOH-
TROMNA W yNpaenedHa BesonacHocTEo B NNaqe 0Secnedeqns GesonackocTi. BIavMoceaiantEe Mepsl W CpegcTea
KOMTRONA W ynpaenedus AC-1, AC-3, AC-4, AC.5, AC-6, AC-10, AC-13, AC-17, AC-19, AC-20, ALL9, CM-5,
CM-G, MA-3, Ma-4, MA-5, SA-T, 51-9, SC-13.
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PacluMperis MEpsl M CREOCTRA KOHTPONA W YNDaBNe ks
1) OpraHM3auMa MCNoNsEIYET MEXAHMAME ABTOMATAIALMA ONA NOLLEDHEH MEHEIMMEHTS YYETHBIX 3AMH-

CEN M OPMAaLMOHHON CUCTEMBI

21 WHOpMaLHOHHAR
YUETHEIY ZANWMCed ob apapHiHBEX CUTYaUMAX nocne [HazdaveHne: YyCTAHaBNHEASMBIR Oprasdiagyved nepuon ape-

BAEHE 0N KAMACTO BHOA YHETHLEX Jankcei];

3] MHpODMALWOMHAR CHCTEMA ABTOMATHYECKH DNOMMPYET HEAKTHBHBE YHETHBIE Janucd nocne [Haaka-

YEHWE, YCTAHABNWEAEMEIA OPraHU3aLNER NEPUOL BPEMENI];

41 WHhOPMALWOHHAR CHUCTEMA ABTOMATHYECKH CCYLUBCTENAGT ayadT CO3anuA, Moandrkaumsy, BRokmpo-

DAMHA |4 NPEXPALIEHUA GEACTRAA YHeTHEE 3aNKMeet 1 YDeaosMnAeT No TRef0BaHHio COOTBETCTEYIOLIMY ML

5] OpraHu3auUWa NpoEOIUT NPOBEPKY SETHUBHEIN HA HACTOAWMAN MOMEHT YYETHED IANWCER KHOODMaLMOH-

HOR clcTesmel [Haadadesue: yocTadapnuBaesian oprad

BAHEI B COOTRETCTEHM C NOMHMTHEDA Oprasu3acMi;

6] OpraddIauds 3anpelast WCNONEICBEAHWE HOEHTHPHEATOPOE YHETHLIX JANHCeR HHpOpMaLBOHHON

CHUCTEMEl B KAYECTEE HOEHTHEMEATOROE YHETHRIX JANACER INEKTROHHTR MOYTEL,

MpMopUTETHOCTE M BAI0E0E PAIMELLEHHE!

Huawuin AC-2 Cpeanuin AC-2 (1) (2) (3){4) (5) (6] |Beicowmin AC-2 (17 (2) (31 {4) {5} (B)

B.4.3 AC-17 ¥YpanenHbin goctyn

Mepa W cpeacTBO KOHTDOIA W predua; Cpraduaauna;
1) OOKYMEHTUDYET DAIPELEHHBIE METOAR YOANEHHOTS JOCTYNA K MHOPMALNOHMOR CHCTEME,

27 yCTaHaBNWBAET CIPAHWYEHKA HA WMCNONLIOBIHWE W PYKCBOOCTED N0 PEAnMaalKuKy ONA KaMO0ro paspe-

LWEHHEM METOLE YOANBHHOMDS GOCTYNA,
3] CAHEUWMOHMPYET yOaneHHE A QOCTyN K MHGOPMALUMOHHOR CHCTEME G0 NOGQHIMYEHA;
4] obecneddnaseT cobnooeHde TPESORaHWA YOANESHHOrD NOJKMKDHeHHA K MHOOPMALMOHHOE CHCTaME.

OononsuTensHos DWEOSOACTES ¥OaneHHbM A0CTYNIOM ABNAETCA molioil gocTyn NoneE3I0BATENA [MNK npo-
UBCca, ASHCTEYIOWENS OT WAMEHH NONLIDEATENA) K KHEOPMALMOHHON CHCTEME ODMAHHIALMA N0 DHSWHEA, HE KOH-
TRONMEpYesol opraddaauder cema (Hanpumep, MuTepHeT). MNpuMeps MeToZoB yAaneHHoro SOCTYNA. KOMMYTH-
DYEMOR COBOWHEHWE NO TensOoHHONR NAHEN, WAPOEONONOCHER A0CTYN W GeCnpOROOHOR JoCTyn. BupTyansHan
yacTHaa ceTe (Virtual Private Metwork — VPN) npr agekpatHom oSecnedsHii MOoMeT paccMaTpUBaTLECA KAk KOM-
TRONWDYEMAA OpraHkIauuel ceTe. YTo acaeTed BECNDOBOGHONS OOCTYNA, TO MANYYAEMENE CHIHANE B Npeaenax
EOMTROMNARYEMEX ODFaHM3aurel NoMewentid obslYHo PACCMATPWBAMTOA KK HAXOAAWMECH BHE KOHTEONA ORraHu-
aauunK. BecnpoRofHpe TEXHONOrMM BEMNIOYAT (Ho He orpadiHneasnTeAd) CBY-CcBRIE, CNYyTHHEKORYD CRS3E, NakeT-
HYIKD paguocefas [YBYOEBEM]), B02.11x v Bluetooth. Mepel M CPEOCTES KOHTROMNA ¥ YNPABNEHKA YOANEHHEIM GOCTY-
oM NPAMEHAMEL K MHOCPMALMOHHEIM CHCTEMAM, OTIHYHEM OT 0GWENCCTYNHEY BRE-CERBEPOB HNW CHCTEM, Cre-

UMaNLHD NPegHaIHaYeHHEN BNA OTKPETOMD gocTyna. Ofecnouskie COBMOOEHHA COAIAHHLXY C YOANEHHBIMKA Co-

95
FOCT rOCTPUCOMIK 27034-1-2014 Crpanuua: 113/126

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

rMoCT P MCO/M3K 27034-1-2014

EOHHEHUAMIA OTPaMHYEHIAR QOCTYNA K WHGOPMALMOHHOR CHCTEME OCYWECTRMASTCA NOCHEOCTEOM MEPE M CREACT-
B3 KOHTRONA W ynpaanedwa AC-3. MIST 5P B00-77 npegocTaenaeT pykoBOOCTEO N0 BMPTYANLHLIM YACTHEIM Ca-
TAM Ha ockoee npotokana IPsec, MIST SP 800-45 w MIST SP 800-97 - pywopogcTes no Bes0nacHocTH Gecnpo-
BOOHOW CcaTH, MIST SP 800-94 - pyeoBogcTac No obHapyHeHKIo W NPEIoTERAWEHKKD BECcnDoOBOOHOND BTODMEHWA.

BiavMOCBAIAHHLIE MEDLI W CPEOCTED KOHTRONA M ynpapneHda:; AC-1, AC-3, AC-20, |A-2, I1A-8.

PaclupeHya Meps| 4 COSACTE KOHTRONA M YNDABNEHUA’

1} OpPraHAaauua UCNONEIYET MENSHMIMb AETOMATHIALWK ONA 0GNErdeHWR MOHETORMHTE W KOHTPONA Ma-
TOOCE YOANEHHOMD QOCTYNE,

2} OopraHuaayWA MCNonNs3veT KpHNTorpadMio ONA ISWHTE EOHRKIEHLWANEHOCTH W UENOCTHOCTIA CoaHCoD

CEAIM YOANEHHOMD JOCTYNA.

JononH@TeNsH0e DYKOBOOCTRES MO PACIWKPEHHA. CTORKOCTE EDUNTOrpadvYeckons MexaHdiMa BeibupasTca Ha
OCHOBE YROBRHA BAMAHWA Ha wadopmauuio no FIPS 199, BaauMoceAzanHee Mepsl M CpegcTea KONTPONA W ynpas-
newus: SC-8, S5C-9;

3} uubopMALUKMOHHAA CHCTEME HANPABMNAET BECh YOANEHHEA QOCTYN Yepes OrpaHMYeHHoe YHEno KO-
TRONHPYEMBIX TOHEE YIPABNEHMA OOCTYTIONM,

4} OpraHWIauna CAHEUWMOHHPYET yaanesHibld GQOcTy K NPUBANErMDoEaHHEM EOMaHLaM ¥ OTHOCAWERCA K
BeacnacHooTH KAPODIAALMIA TONEKD NPH HACTORTENLHOR GNELALMOHKON NOTPEGHOCTH W DOKYMEHTHEYET NOrKde-
ckoe oBOCHOBaHKE Takoro QocTyna e Nnade checneveHa DeaonacHocTH GNA KHOODMALKOHHOH CHCTEME,
JononHATENsHOE PYROBOACTED NO pacwHpedisn. BaavMoCcBAIaHHaA MERa W CPEOCTEO KOMTDOMA W YNpPaBmeHnA.
AC-6;

5} MHpOopMAUHOHHAA CHCTEeMa ODeCNeYHBaET JAWWTY BECNPOB0OHOMD DOCTYNAa K CHCTEME, MCNoNBIYA ay-

TEHTHEHEIUMID W WAQDOBAHME,

OononHMTensHoe pYKOBOACTEO N0 PACIUMPEHWID. AYTeHTHEUEAUKA NDHMEHABTCA K NONLIDDATENAM, YCTROACTEAM

WM A K Tk W OPYTHM, MDA HeoGRogusocTi;

) opraHKdIayWa OCYLWECTEMNRET MOHWMTOPUHD HA NPEOMET HECAHKUWOHKDOBAHHLIX YOaNeHHBN COsguHe-
HUA C MHEODMALKOHHOR CHCTEMON, BRNKYAR CHAHWMDOBAHKE HA NPEOMET HECAHKUWOHMDOBAHHE Touek Gecnpo-
BOAHOMD A0CTyna [Haskausuue: yomadaanuiasedas apsakusayuel yacmoma], W NpuHEMasT COOTRETCTEYIOWME

MEDE Mo U’EHEI]WHHHH HECAHELWOHADOBAHHOND CO2OMHEHMA.

JononHuTensHoe pyKOBOOCTED MO PacWMpedin. OpraHddiag9d ocylecTenamT NpofunasTHYeckiiid NOMCE Ha-
CAHKLWMOHUPOBAHMHEIX YOANEHHEX COSOMHEHMN, BENIOYaA NEoBedeHHe TWATENLHOMS CKAHMpORaHKME Ha npeasMert
HECAHKLMORAPOBAHHLIX ToWEK DECNpOBOOROrD 0CTyna. CEadMpoBaMKe HeobAIaTensHO OMpanndEHD TONEKD TaMA
obnacTAmMy B O0BLEKTE, KOTOPLIE COOEDHAT WHEOPMALUWMOHHEE CACTEME. OOHAKS 33 NPpedenamn aTHx obnacTed
OHO NPOBEOOWUTGA TONBED NP HEOBXOAMMOCTA NOOTBEPKOEHWA TOMD, YTO HECAHKLWOHHPOBaHHEE TodYk Gecnpo-

BOOHOMD JDCTYNA HE COBOWHEHE! & CHCTEMOIR;

T} opraduIayWa oTEMOYAST HE MNaHHpyeMble ONA WCNoNsI08aHKda SeCcNpoRodHbIe CETERLIE BOIMONHO-

CTH, KOTODGIE BHYTREHHE BCTROEHE B KOMNOHEHTE MHDOPMALWOHHOR CHCTEME!, 00 BENYCK;

B} opraHi3alWA He paspewasT NoNkI0BATENAM CAMOCTOATENEHD KOHDUIYPUDoRaTE BEcNpoBoaHLIE Ca-

TEBRIZ BOIMOMHOCTH,
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9) opraduzaurs 0BecnedyBaeT YESPEMHOCTE 8 TOM, YTO NONBZ0BATENH IAWNLACT MHCOPMALKe O Me-
HAHWIMAX YOANSEHHOMD JOCTYNE OT HECRHKUAOHMPOBAHHOMD MCNONLICEIHAR W PACKDLITHR;

10} opraduzaums 0SecnedMBasT YEEPEHHOCTE B TOM, YTO yIANSHHRIE CEeaHckl CBA3AW ONA AocTyna K [Ha-
IHAYEHLE! FEMAaHaanuEaemsl opeauuiaiuel caucoy yarkyLul Be3onaciocmy U WhopMaLLy, omsocAweicn K
Be3onacHacmy] MCNONsEIYVIOT AONONHATENEMEE Mepkl BEI0NACHOCTH [Haznayonue. Yomanasnuaassc OD2anuIa-
yued Mepsi Se3anacHocmu] W NOABRSDIaKTCA ayvau Ty,

11) opraiMzaums oTENKYaeT GeCnpoBEoOHbIE SAHODANMDBLIE CETEBLIE BOAMOMHOCTH B MHGODMELHMOHMOR
CHCTEME, 33 WCKMIOHEHAEN COHOIHAYHO MOSHTUHUULMPYEMELX KOMNOHEHTOR, B NOOOS0MKY KOHEPETHLIX ONepaum-
OHHEL TReboBaHKA,

12) oprasuaaumra oTEKNKYaeT DeCNpoB0dHMHE CETEEME BOIMOWHOCTW Blustooth B wHdopMaudoHHon cuc-
TEME, 33 WCKNOHMEHBEM OOHD3HAYHO WASHTHRWUMDYEMBIX KOMNIOHEHTOR, B NOOASKKY KGHKPETHSIX ONepauMoHibig

Tpebooauui,

MpHOPUTETHOCTE M GAI0B0E PASMELLEHHE!

Huakmin AC-17 Cpenuui AC-17 {1)(2) (3) (4) (5) Bricokwia AC-17 [1702) (3] (4) (5] {6)

B.5 Onucanue ASC, ocHOBaHHOE HA NPMMEpE Mep M CPeACcTB KOHTPONA W yNpas-

neHws uz SP 800-53

E naunoM pazgens NpedcTasnedo, Hak Mepa i CpegdcTBO KOHTRONA W ynpasneHqa AlL-14 wa SP B00-53

{pEnakumMa 3), MoKeT GuiTe ONWCaHa ¢ WCNONEICEAHWEM CTPYETYDLl MED W CPEACTE KOHTRONA W yNpaeneHKA Geao-
NacHoOCTED Npanosedna HCOM 3K 27034,

Monuas ¥ TOYHaA CTPYKTYDA OaHHEX MED W CPEOCTE KOHTDONA W yNpasneMns DeaonacHocTeIo NpHnome-
Huit ByaeT npeacraanena 8 MCOMIK 27034-5.

B.5.1 Mepa v cpeacTBa KOHTponA W ynpaenedwa AU-14, onucanHan 8 SP 800-53

(pegaxuna 3)

Mepa o cpeacTeo KOHTpONA u ynpaenegdma AlU-14 onuceeaetce a SP 800-53 (peoakuma 3) cnegyiowmm

obpaaow:
Al-14 AYOWNT CEAHCA CBR3M
IMepa W cpEACTBO KOHTDRONA W ANDaENeHHA: MHQopMal oHHan CHOTEMAE NDegOCTABNAST BOIMOEHOCTE!

a) chopa/pervcTpaury ¥ NpoTOKONHPOBAHWA BCEMD KOHTEHTA. CEAIAHHOND G CEAMCOM CBAIM NoNLIoBaTe-

nA;

b) yoaneHHors NPOCMoTPaMOCCNYWWBAHWA BCEMD KOHTEHTA, CBAIAHHOM © YCTAHOBMNEHHLIM CEAHTOM

CEARIN NONBASEATENA, B PEHKME DEANBHOMD BOSMMEHK.
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gDﬂﬂJ’lHHTﬂJ’IbHDE DWROBOOCTEO, MeponpHATHA ayaMTa CRAMCA CEAIM PalpabaTeHBa0TCA, HHTEMPHEYIOTCA |
MENCNLAVIOTCA NOCNE KOHCYNETAWMK C MPHCKOHCYNSTOM B COOTBETCTEMW C NPHMEHASMbIMK De0epanbHLsN 33K0-

HAaMM, a0MAHWUCTRATHBHEIMK YEASEMH, OHEPEKTHBAMA, NONMTHEIMA KM DEEOnHcaHHa MK,
PaclidpeHHA Mephl i CO8ACTES KOHTDONA M YNDABNEHWA'
1) vHbopMALKOHHAA CUCTEMA MHWULHHDYET a¥0OHTE CEAHCOR CBAIW NEH 3ANYCKE CHOTEME,
Cowin Het.

MpHoOPHTETHOCTE W GAI0R0E PAIMELLEH D

Huakid He euiGpado CpeaHid He BeiBpado Breicokdid He Beifipano

B.5.2 Mepa w cpencTBO KOHTpONA U ynpasneHnAa AU-14, onucaHHan ¢ HCNONbL3IOBAHUEM
thopmara ASC ACO/M3K 27034

Mepa 4 cpeicTEC EOHTRONA W ynpasnedud Al-14 momet OwiTe onucada kak ASC B CcOOTBETCTEMWA ©
MCO/M3K 27034, kak nokaszaHo & Tabnuye B 3.

Tadénuua B .3 -Mepad cpeicTed KOHTPOMA W ynpaenedds All-14 wa SP 800-53, onWUcadHan ¢ MCnonbIoEaHK-
en popMaTta ASC WCOM3K 27034

Mone Onucanme AHaYeHHE

MoenTHgukauma ASC:

ASC-AL14 (d-Label: TekcT: Haspanme ASC AyOMT CRaHCa CRAIM

ASC-ALL14 1d-UID: TekcT: YHuKaneHsid wpoesTiduxa- | ASC-ALL-14
LACHHER HomMeg ASC

ASC-AL14 1d-Description: TekeT: Onucadue ASC OTEDPEITEIM MHbopsaukroHHan CHCTeMa Npegoc-
TEKCTOM TABMAST BOIMOKHDOCTE!

a) chopal/pericTpanMi |u NpoToRCNK-
POBAHMA BCEMD KOHTEMTE, CRAIANMOMD C

CEaHCOM CERIWM NONLI0BaATENA,

b} yoaneHHoro NpockoT=
pAMpOCNYWAMBAHMA BCEMD KOHTEHTA,
CEAZAHHOMN & YoTAHOBNEHHBIM CEaHCOM
CEAIM NONBICEATENA, B PERUME Dealb-
HOTO BREmMeHN.

OononuuTensHoe pyxoacgeTeo: Me-
PONpHUATAA ayaHTa Ceanca CBAIM paapa-
BATHEIINTCR, MHTEMPHDYIOTCR 1 Moo k-

JYIOTCA OCne KOHCYNeTaUl © KDRpUCKOH-
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Mone

OnvcadHne

JHavaHMe

CYNETOM B COOTBETCTEHK G NPMMEHAR-
Misibg e QEpaNEHEME 3AKOHAMA, A0MIA-
HMCTRATHBHEIMIA YEAZAMM, QHDEKTHBaMIM,

NOMNATHEAMA WA TPpegnudcadiama

ASC-AU-14 |d-Author name

TekoT. Dasunng, MM, OT4ECTRD

Wubu, Daming

AZC-AU-14_|d-Author company

name

Terct:

Kopnopayqa ACME

ASC-ALL14 d-Author email

Tekct: agpec ANeKTROHHOHA MOYTE

Wdamingi@ACME com

ASC-AU-14 |d-Author signature

3HAKDBAA XAW-hyYHELMA MCKODHOA
ASC

8BB4 73585707 34205270067 248

ASC-AL-14  |d-Organization UID:

MaeHtudmikarop {ID) oprasKaacmiE

JTCUSCET WG4 27034-1 WD3 01-001

ASC-AU-14_|d-Creation date:

Oata: rog-mecay-0eHs

2009-04-08

ASC-AU-14_|d-Pointer to parent:

Matepduckan ASC: Cnucok 1D ASC

WnK Hyneean nadopmauma

Hynepas uHopMalyua

ASC-AU-14_|d-Pointer to children:

Oowepwan ASC: Cnucox 10 ASC

wni Hynesaa nddopuMauia

Hyneeas uHdopMagm|a

ASC-AU-14_|d-Pointers to the
business context:

Cnucos GUIHec-KoHTeKCTa unu Hy-

nesanA MHopMaLMA

PuHaxcoean

AZSC-AU-14 |d-Pointer to the regu-

latory context

Cnucox peEryNATHBHOMD KOHTEKCTa

Wn Hynesas WHdopMaliua

Jaron ob obecneyedny NpUEATHOCTH
HRF7EGET, cTateq 4.1

ASC-AL-14 |d-Pointer to the

technological context:

CNUCoK TEXHONOMMHNECKDrD KOHTa K-

CTa | H[,-'l"IE‘.'I]QFI WHDODMaU s

Hyneeas WHopMagHs

ASC-ALL14 App Specification:

CneyrdHEagnd NpUNoEeHHA,
checneymeamwMe TpetopaHnA

DEanonacHocT AnA ASC

MpunoweHH e yCTaHaanneasT cTabuns-

HEdW CEaHc CERIN

ASC-ALL14 [d-ASC XML version  |Bepocua XML-cxemel ASC: Homep  |v1.0 Bela
BEDCHM

Uenu ASC:

AZSC-AU-14_Obj-Level-of-Trusi: 1 ANM = UenNessle ypoBHr Joae- 5, 6,7.8,89

PHA HA KAKOM YPORHE OOBEDKA K-

THEHA DaHHan ASC. MoweT beime
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fMpodonsxedue mabnuys B.3

Mone

OnucaHMe

IHavEHHES

CRAIAHA C HBECKDMNBEEWMK VEROBHAMKA

ASC-AU-14_Obj-why:

NP4 CYWRCTECEAHNA JaHHOH
ASC. MneuTndMeauna noTpebHo-
CTEH PYKOBOACTES, DYKOBOAHTENA
FEYNNE, TEYNNE paipaborTsm, ayon-
Topa W T. 4. Lenes Take To4Ho on-

penenAeT, yTo ByaeT oUEHHEATECA

OfecneyeHne yBEpeHHoCTH B TOM, YTO
NONEI0EATEN: COBNKaasT 3aKcH 0b

OSeCnedeHHl npieatHocT #RFTEGET,
cTates 4.11, W NONKUTUEY CpradMaunmu

MO QOMYCTHARMOMY BONONEI0BaEHARNY

ASC-AL4 LevelOfTrust-

TotalLevels:

Nuanaaos ypoaHed QoBRepUA, Mo-

NONEIYEMER Oprasdnaaymei

0,1,2,3, 4 567,88

ASC-AL14 LavelOfTrust-why:

AyOMT ceanca canad TpebyeT aHaqyw-
TENbHEE PECYPCOE W HEOEXoOWM TONkEKD
OMA NPANOMEHKN, COpataTeBaKI LMY

MEECoOHANEHYH MHOPMAaLMIO

ASC-AL-
14 _AppSpec_ComplToReg St
ds&BestPractices:

CTaMapTel, © KOTOQLIMA CBA3AHA
Nawman ASC (ITIL, Cobit,
WS 17798, RUP, vasepaHwe of-

paILE NOOEKTHPOBAHUA W T. 0.)

MIST 3P-800-33 Rev. 3, All-14

MeponpuaTHe no obecneveHnd GezonacHocTH ASC:

ASC-AU-14_Sechci-Label:

TekcT: Hazepanwe MeponprATHA

FeandzaynAa knacca ayduTa ceadca can-
A M3 YTREDEOEHHOR DUBNWOTEKA No

Oe30NaAcCHOCTH

ASC-AL-14_Sechct-LID:

TekcT: YuukansHslid D Meponpra-

THA cbecnederds Be30nacHocTI

ACT-001-JAVAD2T

ASC-AL4 Sechct-Description:

MonHoe CNUCaHME MepoNpHUATHS.
0 NpeacTaRNAST, KTO 49TO Bhi-
nonHaeT. DpUeHTHPOBOYHD, 3T0

ONACAHHAE NPOUECCOR W J8HCTEYID-

MenonsaceaHue YTESPHASHHON OpraH9-
aauyei GubnuoTesd No BEIoNacHOCTH
JANA AnA peannaauk GE30NacHor

MpOUECCa ayOWTa CeaHca COAIM B NpH-

Wik CYERerTon, HeoDROQUMER ONA | NoXEHHK
PEANUIALMA WKW OUSHABAHKA Me-
Pl

ASC-ALL14 SechAct-Complexity: | CnowmHocTe MeponpuATHa: MNMpo- MpocToa

CTOR, CTAHOAPTHOE, CIOMMHOE,

OHEHE CNOMHOE
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Mone Onucadwne 3HavYeHHE
ASC-AL-14 SechAct-who Rolke: Cywecteyiowan pones B opraduaa- | Paapaboryne
LI
ASC-AL-14 Sechct- R = peandaagua, P = yydacTHe, ... R

who Responsibility:

ASC-AU-14 SechAct-

who Qualification:

KeanupUKauda ANA MeponpHATHA!
MeegcTapnAeT HeoSxogMMylo KBA-
MADHEa LMD GEACTBROLWY Cyiher-

TOR

Cpedqdi ink Gones BbICOKWA YpoREHb

KEANMMEALKA paspaboTyuKa

ASC-AU-14_SechAct-When:

Uenepan TouYka MEponpHATHA B
ATANOHHOH MOOEMH MATHEHHOTD
UHkna Ge3acnacHoCT NDHNOHEHK A
MCOM 3K 270234

ITan paapaboTed, MEponpUATHE paapa-

DOTEA 2NEeMENTOR

ASC-AU-14 Sechct-Artefact:

AprediarT. Hazeanue 1 onucanwe
apTedakTa, coI0aBaskors o pe-

W NLTATE MEPONDHATHA

DfpaleHne K CooTERTCTRYHILWEMY NPK-
mepy JAVA

ASC-AU-14 Sechct-
Result Expected:

Oxpasiible pe3yNeETaTRH: Cnuca-
HKE CHTYALUMH, COCTOAMMA KK ToY-

HOMD aHaqeHWs apTedaKTa

Ona ks Ooki Tpadlakykd knace obasau
NoOCLINATE JETANA TRAKIAKWWA B CNyHby
GE30NacHare NPOTOLOMMPOBAHKA Opra-
HU3ALMKA. B KOHUE 3TOMD MEPonNpUuATHA
OEMOENTCH PEIyNLTATE TECTHMPOBAHHA

ANEMEHTOE M JOKYMEHTALWA CTPATETHI

ASC-AL-14 SechAct-cost:

CTOMMOCTE MEDONPUATHA. CSTOM-
MOCTE BRIMONHEHHWA 3TOMD MEDo-
NEPWATHA (HEN0ESKC-0HA, QEHEMHEIG

CYRBME W T. 0.0

10 4EnNoBEKo-gHER

BepupvkaumoMHoe WaMepeHde ASC:

ASC-AL-14 Verfieas-Label:

BepuipHEaUMA PEanWIaUMyd KOMNOHEH-

TOR ayOuTa Ceadca CER3N

ASC-AL-14_VWerfMeas-UID:

Wel-001-JaNA453
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OkoHyanue mabnuukl B.3

ASC-AL14 VeriMeas-

Drescription:

Bepudueauna Torg, 4To anA Kasqoi
TRAHIAKUMK KNAGS NOCEINAST ABTanH
TOAHIAKUWA B CNywDy DeaonacHoro npo-
TOXONHMPOBAHKE Opradusauss. Bepudm-
KaUKA TOM, 470 peayNeTaTkl TECTMDOBA-
HHA INEMEHTOR W OOKYMEHTALKWA CTpaTE-
MW NEPEOCTARNERE W ABNRKITCR YOMEL-=

HilBK

ASC-AL-14 VeriMeas-Complexity

CNOMHOCTE BEpUdHEaLHOHHOID
wassepedus: MpocToe, cTadgapT-

HO&, CNOMHOE, O42HEB CIOMHOER

CraHgapTHos

ASC-AL-14 VerfMeas-who Role:

MaeHeii CNEWWan|cT no Npoeepke Koda

ASC-AL14 VeriMeas-

who Responsability:

R = peandaauwa, P = yqactue, ...

R

ASC-AL14 VeriMeas-

who Cualification:

Keanudwkayma ona seponpraTna
koWTponA: MNpegctaenAaT weobyo-
OHMYI0 EBANHDHEILHI0 DEACTEYH-

WKx cyfnerTon

Crapwwi paspabotynx Java

ASC-AL-14 VeriMeas-

when_Phase:

Lienesan 0eATENLHOCTE B ITANOH-
HOH MOQEnH HHIHeHHOND LWUEna
GEI0NACHOCTH NPMNoHaH WA
MCO/MEK 27034

31an paspaboTeW, MeponprATIE diyHE-

UHOHENMEHOMD TECTHPOBaHKA

ASC-AL14 VerfMeas-Artefact:

PeayneTtar aon#ed BeiTe TRUE ana

BCEY BEDHDWKALHOHHEY WIMEDEHHR

ASC-AL14 VeriMeas-cost:

2aTpaTel H3 KOHTROMNEHEE MER0-
MPHATHA. 3aTpaTel Ha Bepudmwka-
LD 3TOMD MERONEHATHR (Yenope-
HO=0HH, OEHERHEE CyMME W T. 4.,
Mower onpegenate noTpefHOCTE B

MERHMOOMYEcKoi CUEHKE

1 HenoBeKo-0eH 0L
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Mpunoxexnwne C
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ConocraBneHue npouecca MeHeIKMEHTa pUCKa
w3 MCO/M3K 27005 c ASMP

Moo paccMaTphBate ASMP © TOYRM IpEHWMA MEHeIEMEHTa PUCKa, CREayA, TAM oDpaIow, Npoyecoy,

nogofsomMy NpOLECcey MEHBOMMENTA DUCKa, onpenanedHosy B MCOMEK 27005,

-
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Pucywor C.1 = ConocTasnesye npouecca mMeHemsmenTa prcska s MCOM3E 27005 ¢ npoueccom ASMP
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BeNomuaIioTcA CNedyiouie JNeMenT Npogecca. CHadYana yeTAHABNMBAETCH KOHTEKCT NpMNoseHra. 3a-
TEM NPOBOOMTCA OUEHKS DHCKA HA YPOBHE NpUnoweHui. Ecnn aTo NpedocTapnaeT QoCTATOMHO MHgropMaUmMe ona
PEEKTMBHOND ONPEARNeHA MED 11 CORACTE KOHTDOMA W YNDABNEHWR, KOTODEE HE0BX0OMMEl ANA YMEHLLLIEH KA
PUCKOE W3-33 WCNONBE30BAHAA OPraHKWIaUAER AAHHOTO NPANDEEHHR 00 CTENEHK, A0NYCTHMOR (MNH NPUEmMnemoi)
Ang BnagensUa NpUNoxeHwA, To 3a0aya Japepwena, W cnegyeT obpaboTka prcka. Ecnd widropMalgyy HedocTa-
TO4HO, ByYOeT NpOoBOOMTECA ODYTEA WTELAUMA OUEHKK PUCKa C NEQecMOTREHHEMNA KDHMTERWAMK PUCKS W Cpegoi
NPANCHEHWR [HANPUMED, GHIHEC-KOHTEKCT, PEMYNATHEHEIR W TEXHONOMMYECHIAN KOMTENCTE, CRElUgMEaLRY NpUnn-
HEHHA, KPUTERMH OUEHUBAHMA PUCKE, KPWMTEDHMH NPMHATUA PHCKA, KPUTERWH BOA0SACTEMAE U T. 4.], GOIMOKHD, ONA

OFpaHKYEHHEIX YACTER B NPEOenax npAmose A,

AipdekTHBHOCTE oSpaboTHH DHCKA 3aBWCKT OT PEeIyNeTATOR OUEHKKM pUCKa. ECNK DUCK M BhiBEdeHHbE
TpeGoRaHa BeaonacHICTA GNA NPUNGEEHKA NNoXS WIEHTUEWLHMPOBAHL, TO ANSKBATHAR 3AWMTA NPHNCKEHUA HE
GyaeT oDECNEYHBATECA, NOCKONBEY TpeGoRaHWA Ge30NacHOCTH HeodSXogWMe NS MOSHTHEWEALKA Uenesornd
YPOBRHA goBepuA npunowessa (oM. 8.2 3). Boamowro, yto obpaboTra pucka vwe ByoeTt cpaly e NpWecauMTe K O0o0-
MYCTAMOMY (MM NEHAEMASM0MY] CCTATOYMHOMY pHCEY. B 2ToM cnydae NpoRodMToA ADYIaA MTEDAUMA OUBHKKM DIk
c Bonee TOYHEIMK NARAMETPAMK KOHTEKCTA (HANPUMEeD, cnedrdrkaluy npunosedns, Tpebopanme GeaonacHocTy,
YROBEHE QOBEDHA, HeobxO0MMBIE MEDL W CPEOCTES KOMTDONA W YNLRABRNeHWs DelonacHOCTED NPHNoHEHHE W
7. 4.). Mpy HEoGXoOQWMOCT MOKET NoOTpeSoBaTECA NPOBESEHME DODMANBEHOR BHYTREHHER HNW BHSWHEA BanKaa-

LIHH.

CornacHo MCOMSK 27005, NpUHATHE PACKE NPOMCXOOWT B KOHUE NPpOUSCCa MeHewmMeHTa pucka. Mo-
CHOMEKY BE30NacHOCTs NPMNOMEHNA HE MOKET DbiTk OCYLUECTRENEHE B KOHUE 3TanNa Deandiayud NpMnoseHds, 1o
NPMHATHE DUCKA NPMNCHEHKA JOMEHD OCYILECTENATECA BNAgENsUen NPpUNoHeHHs B Gonee paHHuiz MOMeHT
ASMP. 3To QOMMHO NPOWCEDOWTE B KOHUE NPOUSCcca OUSHEM PUCKA, KOrga anafenaed, NpunoseHs daed Tedonu m-

PYeT Lenesoi yponeHs GOBEpUA GNA KOHKPETHOMD NPHNOMEHIA.

B TEYUBHWE BOEMD NPOLUSCCE MEHe I MaHTa pUcka Ge30nacHocTiA NPANoKEHWR BaXH0, 4TO pUCKK 1 WHdop-
Mauwa 0f ypoBHE QOBEPMA 1 BIAWMOCEAIaHHEN ASC QOBOQATCA OO0 CEEOEHWA COOTRETCTEYIOWMY rpynn. Bnage-
NeL NEMAOKEHWA A0MEeH Take ofecnadyiBaTe YEEPEHHOCTE O NPOBEOEHAY MOHUTODKHTE W PACCKMOTReHNE PICKS

B TEYeHWE BEEND MAIHSHHOMD LWHKNA NRANOMEHHA.

OcEeAoMNEHHOCTE PYKCROOCTES W NEPLOHANS O DHCHAX, XapakTepe HMEHLWKECA Map ¥ COBACTE KOHTRONA
W YMPABNeHHA A YMeHbWEHWA DHCEDE | NpoDnemHeix oBNacTed oprankIauKMiK NoasonseT anbonee apherTHa-
HielM CNOcoBoM BOpOTECA © MHUMOSHTAMA 4 HEOWUOAHHLIMHA cOoDLITHAMK. Kak onpegeneso B MCOMMM3K 27005,
CheayeT QOEYMEHTANBHO ODOPMNATE NCADCOHLE PEIYNBETATE KAWAOH ABATENLHOCTH NPOUECCA MEHEL#MERTS

PACKE W DeI3yNLTATE NPMHATHA PEWLISHAA OTHOCHUTENEHD DHMCKS N0 DBy TOYEAM.
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Mpunoxenre OJA

(cnpaBo4Hoe)

CeBegeHMA 0 COOTBETCTEMM CChINOYHbIX MeXOyHapoOHbIX CTAHOAPTOB

HayWoHanbHbLIM cTaHgapTam Poccunckon Pegepauuu

Tatnuya 4a1

OE0aHAYEHBE CoRINOYHOID CTeneHe DOHoIHAYEHAE ¥ HAWMEHODA e
MEXOYHAPOQHOrD CTaKngapTa | cooTEETCTEMA COOTEETCTEYVIOWETND HALMOHANEHOID CTaHOApTa
WMCOMASK 270002009 IoT MOCT P UCOMIK 27000-2012 alHdopMaymoHHas TexXHO-

noreA. Metogel W cpegoTea obecnedeHda GeaonacHocTi. CHoTe-
|Mel meHegxmedTa MHBopMagKoHHoR BeacnacHocTr. OGWKMA ob-

300 M TEPMHHONOMAA:

MCOMSK 270012005 IoT MOCT P MCOM3K 27001 =2006 « MHQopMayvoHHas TexXHo-
norwA. MeToge v cpegctaa cbecneyednA GeaonacHocTh. CroTe-
Mk rEHegRMEHTa MHEOPMALKOMMSE BeaonacHocTi. Tpebopa-

HIAA®

MCOMEK 270022005 IoT MOCT P MCOM3K 27002-2012 «MHQopMauoHHas TEXHO-
norkA. MeToge W cpegcTea obecnedeHna GeaonacHocTi. Ceog

HOPS 1 NDABKM MEHEZHMENTE HHEODMALKOHHOR BEI0oNaACHOCTI Y

MCOMSK 270052011 — "

* CooTEETCTEYIOWMA HAUWMOHANEHEF CcTAKOAPT oToyTeTayeT. 0o ero yTEepmaeH A PEKoMeHIyeToR Wenons3o-
BaTL NERERO HA PYCCKHIA AdbIE JAHHOM MEXJYHapoQHoro cTangdapTa. MNepesod aHHor MEMayHapogHors cTaK-

0apTa HAXOAWTCA B DeepankHon MHEORMaLWoHHOM foHae TEXHIYECEMY PErMaMeHToR W CTaHapTon.

MpuMmedarue — B HacToswed Tabinuue MCnone3IoeEado CNeJyioles yonoaHos oboiHaseHie CTeNeHd conT-

BETLTEBWMA CTaHdapTos!

= DT — HOeHTHYHBIE CTAHOAPTE.

105
FOCT rOCTPUCOMIK 27034-1-2014 Crpanuua: 123/126

EH][id GostExpert.ru



http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

rMocT P MCO/M3K 27034-1-2014

Bubnuorpacdcuna

[1] ISQVIEC 2382-7:2000, information technology — Vocabulary — Part 7 Computer pro-
gramming (MCO/M3K 2382-7:2000, MugopMayuonHele mexHonozuy. Cnogaps. Yacme 7.
KoMmisiomepHoe npoapammuposanue)’

[2] IS0 9000:2005, Quality management systems— Fundamentals and wvocabulary

(MCO 9000:2005, Cucmeme! meHedxmenma Kavecmaa. OcHOBHLIE NONOXEHUA U cnosaps) *
[3] ISOVIEC TR 9126 (all parts), Soffware engineering — Product quality

[4] ISO/IEC 12207:2008, Systems and soffware engineering — Software life cycle pro-

Cesses
[5] ISQITS 15000 (all parts), Electronic business eXtensible Markup Language {ebXML)

[6] ISO/IEC 15026 (all parts), Systems and software engineering — Systems and software

aisurance

[7] ISO/IEC 15288:2008, Systems and software engineering — Sysfem life cycle process-

ekt

[8] ISO/IEC 15289:2006, Systems and software engineering — Content of systems and
software life cycle process information products (Documentation) (WCO/M3K 15289:2008,
CucmemHan u npospaMmmHan uHxedepud. CodepxaHue UHOPMAaUUOHHEIX npodykmoe npo-

WECCA KUIHEHHD20 YUKNE CUCMEeM U npozpamMmHozo obecneyeHun (dokymesmayun)) *
[9] ISO/IEC 15408-3:2008, Information technology — Security technigues — Evaluation cri-

feria for IT securify — Part 3: Security assurance components

[10] ISO/IEC TR 15443 (all parts), Information technology — Securily technigues — A

framework for IT security assurance

[11] ISO/IEC 18019:2004, Software and system engineenng — Guidelines for the design
and preparation of user documentation for application software

[12] ISONEC TR 20000-4:2010, Information fechnology — Service management — Part 4:
Process reference model

[13] ISOVIEC 21827:2008, Information technology — Security techniques — Systems Secu-
rity Engineering — Capability Maturity Model® [{S3E-CMME) (WCO/M3K 21827:2008, MHgop-
MayuoHHaAa mexHonozud. Memodsl u cpedcmea obecneverus besonacHocmu. Mpoekmupoea-

Hue GesonacHocmu cucmen. Modens apenocmu npouecca (SSE-CMME)) *

106
FOCT rOCTPUCOMIK 27034-1-2014 Crpanuua: 124/126

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

roCT P MCO/M3K 27034-1-2014

[14] ISO/IEC/IEEE 24765:2010, Systems and software engineering — Vocabulary

[15] ISQWIEC/IEEE 29148, Systems and software engineering — Life cycle processes —
Requirements engineering

[16] ISO/IEC TR 29193 (8 npouecce pa3paboTku), Secure system engineering principles
and technigues

[17] MIST Special Publication B00-48:2008, Guide fo Securing Legacy IEEE 802 11 Wire-
less Networks

[18] NIST Special Publication 800-53 Revision 3:2008, Recommended Security Controls
for Federal Information Systems and Organizafions

[19] NIST Special Publication 800-77:2005, Guide to S5L VPNs

[20] NIST Special Publication B00-94:2007, Guide to Intrusion Detection and Prevention
Systems {IDPS)

[21] NIST Special Publication 800-97:2007, Esfablishing Wireless Robust Security Net-
works: A Guide to IEEE BOZ.11i

* OdvunManeHsii Nepeacs 3Toro cTaHdapta Haxogqics B PegepaneHom MHDopMaunoHHom donge.

107
FOCT rOCTPUCOMIK 27034-1-2014 Crpanuua: 125/126

M4 GostExpert.ru


http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

rocT P MICO/IM3K 27034-1-2014

YK 006.35:004 056.5:004.057 .2 OHC 35.040

KniodesBkie cnoea: HH{I]GFJMEHHDHHEFI TEXHONOrWA, Be3onNacHOCTE NDMNOKEHWH, NPoOSKT MNP
MEHWA, KOHTEKCT NPMUNO¥eHWA, MHUIHEHHBIA LWKN NpUNo¥eHAA, Mepa WM CpeaCTEO KOHTPONA ¢
YNpaBeneHnA BE30NacHOCTLHD npMNodKeHWa, YpoeeHb JOBEPWAR NPMNOXEHWA, HOpMaTHBHAA

CTRYKTYPa NpWUNOMEHNA

Mognvcano B nedats 30.03.2015. Dopmat 60xE4 /5.

MogroToRNEHO Ha OCHOGE 3NEKTPOHHOR BEPCHK, NpENOCTABNEHHOR paspaGoTuMkoM cTaHgapTa

Py «CTAHOAPTVHDOPM .,

123895 Mockea, MpasaTHeld nep., 4.

Wiy gostinfo.ru info@gostinfo.ny

FOCT rOCTPUCOMIK 27034-1-2014 Crpanuua: 126/126

EH][id GostExpert.ru


http://www.tcpdf.org
http://GostExpert.ru/gost/gost-27034-1-2014
http://GostExpert.ru
http://GostExpert.ru

