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1 PASPABOTAH ®epepanbHbiM rocygapCTBEHHBIM Ka3eHHbIM Hay4HbIM yypexaeHueM «Akagemus
kpuntorpacduu Poccuinckon ®egepauunny (PrKHY «Akagemnsa kpuntorpadum Poccuinckon depgepaumm»)

2 BHECEH TexHuyeckum KoMUTETOM MO cTaHAapTuaauum TK 26 «KpunTorpaduyeckas sawmra MHpop-
Maumm»

3 YTBEPX/EH W BBEJEH B IENCTBWE lMpukasom ®egepanbHOro areHTCTBa No TEXHUYECKOMY pe-
rynupoBanuio u metponorum ot 17 ceHtsadpsa 2025 r. Ne 1070-cT

4 BBE[OEH BMNEPBbIE

5 NEWCTBYET B3AMEH MHCT 799—2022

lNpasuna npumeHeHUss HacmosAweao cmaHdapma ycmaHoeneHbl 8 cmambse 26 @edepanbHO20 3aKoHa
om 29 uwoHsa 2015 2. Ne 162-03 «O cmandapmusayuu e Pocculickol ®edepayuu». Mugopmayus ob us-
MEHEeHUSX K HacmosileMy cmaHdapmy nybrnukyemcs 6 exe200HOM (M0 COCMOSHUK Ha 1 aHeaps mekyuieao
200a) uHgopmMayUOHHOM yKkazamene «HayuoHansHele cmaHlapmesi», a oghuyuansHbIl MmeKkem U3MeHeHUl
U ronpasok — 8 eXeMecsyHoM UHhOPMAaULOHHOM ykazamene «HauyuoHansHbie cmaHdapmei». B cnyyae
fnepecMompa (3amMeHbl) UU OMMeHbl Hacmosuwe2o cmaHdapma coomeemcemayroujee ysedomieHue bydem
onybnukosaHo 8 bnuxaluwieM 6bINycKe eXeMecsayHo20 UHOPMayuOoHHO20 ykaszamesns «HauyuoHanbHble
cmaHOapmbi». Coomeemcmayioujas UHghopmayus, yeedoMeHUe U MeKcmbl pa3Mewalomcs makxe 8 UH-
ghopmayuoHHoU cucmeme obLeao nonek308aHuUs — Ha oguuuansHoM calime @edepanbHo20 azeHmcmea rno
MEeXHUYECKOMY peaynupoeaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacTtoawwmin ctaHgapT He MOXET ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpoOM3BeJeH, TUpaXXnpoBaH U pac-
NMPOCTpaHeEH B Ka4veCTBe OCbVILI,VIElJ'IbHOrO n3naHua bes pa3peleHuns G)e,qepaanoro dareHTCTBa Nno TeXHN4YeCKo-
MYy perynmpoBaHvM U METPOJIOTUA
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BeegeHue

YcTaHOBMEHHbIE B HACTOSILLEM CTaHOAPTE TEPMMHBI PACMONOKEHLI B CUCTEMaTU3MPOBAHHOM MNoOpsaKe,
oTpaxallLleM CUCTEMY MOHSATUIA B obnacTu kpuntorpacuy4eckomn 3alnTsbl MHopMaLmm.

[ns kaxaoro NOHATUS YCTAHOBMEH OAWH CTaHAapPTU30BaHHbIA TEPMUWH.

He pekomeHayemble K NPUMEHEHWIO TEPMMHBLI-CUHOHUMbI MPUBEAEHLI B KPYINbIX ckOBKax mocne craH-
A3apTU30BaHHOMO TEpMUHA 1 0603Ha4YeHbl NOMeTON «HpK».

TepMUHbI-CUHOHUMBI Be3 nomeThl «Hpk» NpUBEAEHbl B KA4eCTBe CNPaBOYHbIX AAHHBLIX W He SIBMSHOTCA
CTaHO4apTU30BaHHLIMMU.

3aknueHHasn B Kpyrnble CKOOKM YacTb TEPMUHA MOXKET ObITh OMyLLEHA NPU UCMONB30BAHUM TEPMUHA B
OOKYMEHTaxX Mo cTaHaapTU3aLuu.

Hanwuuue kBagpaTHbIX CKOBOK B TEPMUHONOIMYECKOWM CTATbe 03HAYaET, YTO B HEE BKIOYEHLI 1BA TEPMU-
Ha, MMetoLwmne obLMe TePMUHOIMEMEHTDI.

B andaButHOM yKkasaTtene 3TU TEPMUHbLI NPUBEAEHb! OTAEMNLHO C yKAa3aHWeM HOMepa CTaTbM.

MomeTa, yKasbiBawLwas Ha 0bnacTs NPUMEHEHWUSI MHOTO3HA4YHOrO TEPMUHA, NPUBEAEHA B KPYIMbIX CKOD-
Kax CBETMNbIM LpUTOM nocne TepMuHa. NomeTa He SIBNSETCA YacTbi TEPMUHA.

MNpuBeaeHHblE onpedeneHns MOXHO, NpyM HeoBXxoAMMOCTM, U3MEHATL, BBOAS B HUX MPOU3BOAHbLIE MPU-
3HaKW, pacKkpbliBas 3HAYEHUS UCNOMb3yeMbIX B HUX TEPMUHOB, YKa3biBan 0ObekThl, Bxoaswme B o6beM onpe-
AensemMoro noHATUS. ViaMeHeHWs He JOMKHbl Hapylwatk 06beM WM cogepikaHue NMOHATWMIA, onpedeneHHbIX B
HacTosILEeM cTaHaapTe.

B HacTosilem cTtaHgapTe npuBedeHbl UHOSA3bIYHLIE 3KBMBANEHTHI CTAaHOAPTU30BaHHbLIX TEPMWHOB Ha
aHrMUINCKOM (en) s3bIKe.

TepMmuHbI 1 onpefeneHus B obnactu kpuntorpauyeckon 3alnTbl MHOpPMaLUK, SBNSHLLMEcs BCMo-
MoraTenbHbIMW MO OTHOLLEHWIO K TEpMUHaM, NpUBeAEeHHbIM B pa3aene 3 HacTosLWero craHgapTa, NpuBedeHsl
B MPUNOXeHUK A.

TepMKHbI N UX ONpefeneHns, OTHocALLMecA K obnacTsiM AesTENbLHOCTU, CMEXHBIM C KpunTorpaduye-
CKOW 3alMTOiN nHhopMauum, Heobxognmele Ans NOHUMAaHWA TEKCTA CTaH4apTa, NpUBeAeHbI B NpunoXeHun b.

CTtaHoapTM30BaHHble TEPMUHEI HaGpaHbl MNONYKUPHbLIM LWPUABTOM, UX KpaTkue DopMbl, NpeacTaBneH-
Hble abbpeBMaTypoii, CIOXHOCOKPALLEHHBIM CAIOBOM, — CBETIIbIM, CUHOHUMbI — KYPCUBOM.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

NucdbopmaymoHHana TeXxHONOrmusA
KPUNTOTPA®UYECKAA SALLNTA MH®POPMALIMA
TepMWHLI U onpegeneHusa

Information technology. Cryptographic data security. Terms and definitions

Data BeepeHus — 2026—01—01

1 O6bnacTb NpUMeHeHus

HacTtosawumin ctaHoapT ycTaHaBnNMBAeT OCHOBHbIE TEPMMHBI C COOTBETCTBYHLLWMWU OMpeneneHusmu,
npUMeHsaeMbIe NpKY NpoBeaeHWKU paboT no cTaHgapTUu3auMm B obnacTtu kpuntorpadmnyeckon 3awmtel UHdop-
Maumu.

B uensx yHuduKaumMm TepMUMHONOrMM Npu paspaboTke MaTemaTM4eckoro annapata B obractu Kpun-
Torpadou4eckon 3alinTbl MHAOPMAaUMK, a Takke ONA UCKMNHYEeHUS PasHOYTEeHWA C TepPMUHOMOrnen cMex-
Hbix obnacTei OeATenbHOCTW B HACTOALLEM CTaHgapTe npuBeneHbl TepMWHbI, BBedeHHsle TOCT P 7.0.8,
TOCT P 34.10,TOCT P 34.11,TOCT P 34.12, TOCT P 34.13, TOCT P 50922, TOCT P 56205, TOCT P 56498,
MOCT P MCO/M3K 27000, TOCT P 57149.

2 HopmaTtuBHbIEe CChINKK

B HacTosileM cTaHgapTe UCNONb30BaHbl HOPMATMBHLIE CChIMKU Ha cnefylowue cTaH4apThbl:

rMOCT P 7.0.8—2025 Cuctema cTaHAapToB Mo uHdopmayun, bMbnnmotedHOMY 1 uagatensckoMy Seny.
[denonpoun3soqcTso U apxmMBHOe Aeno. TepMuHbl U onpedeneHus

MOCT P 34.10—2012 WHdopmaumnoHHas TexHonorua. Kpuntorpaduyeckas sawmra nHdpopmayuun. MNpo-
uecchl GOpMUPOBAHMS Y NPOBEPKN 3NMEKTPOHHON LM pOBOA NOANUCH

MOCT P 34.11—2012 WHdopmaunoHHaa TexHonorusa. Kpuntorpadwmueckas sawmra wHhopmauun.
DOYHKUMA X3LIMPOBaHWA

FOCT P 34.12—2015 WMHcdopmaunoHHasa TexHonorusa. Kpuntorpadudeckas sawmrta wHopmaLum.
BbnoyHble WKndpel

FOCT P 34.13—2015 WHdopmaymoHHasa TexHonorusa. Kpuntorpadunyeckas 3awura nHopmaumn. Pe-
XUMbl paboTbl 6NOYHbIX WG POB

MOCT P 50922—2006 3awmTta nHgopmaumumn. OCHOBHbIE TEPMUHbI W ONpPedeneHus

FMOCT P 56205—2014/IEC/TS 62443-1-1:2009 CeTn KOMMYHWKaLWOHHbIE MPOMbILLSIeHHbIEe. 3alnileH-
HOCTb (knbepbesonacHoCTb) ceTH U cucTembl. YacTb 1-1. TepMUMHONOMMS, KOHUENTyarbHble NOoXEeHWs 1 MO-
aenu

FOCT P 56136—2014 YnpaBneHWe XU3HEHHbIM LIMKMIOM NPOAYKLMN BOEHHOIO Ha3Ha4YeHUsl. TepMUHbI 1
onpepneneHns

FOCT P 56498—2015/IEC/PAS 62443-3:2008 CeTy KOMMYHUKALWMOHHbBIE NPOMbILLNEHHBbIE. 3aLlnLIEH-
HOCTb (knbepbeszonacHOCTE) cetTn M cuctembl. HacTb 3. 3awmeHHocTb (knbepbe3onacHOCTb) NPOMbILLSIEH-
HOTO NpoLecca U3MepeHns 1 yrnpasneHus

FMOCT P 57149/ISO/IEC Guide 51:2014 AcnekTbl 6e3onacHocTy. PykoBogsllme yKasaHus No BKIYe-
HWI0 UX B CTaHOApThl

MapaHune ochbuumnansHoe
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MOCT P MCO/M3K 27000—2021 NHdopmaumoHHblie TexHonornu. MeTtoabl U cpeactea obecnedeHns
BesonacHocTU. CUCTEMBI MEHeMKMeHTa nHopmaunoHHon BeszonacHocT. OBWwmnK 0630p U TEPMUHOMNOTUA

MpumevaHue — [pyK NONb30BAHUM HACTOSALLMM CTaHZAPTOM LenecoobpasHo NpoBepUTL AeMCTBME CCbINoY-
HbIX CTAHO4APTOB B MHMOPMALMOHHOW cUcTEME OBLLEro Nonb3oBaHUAa — Ha oduumansHoM caiTe PegepansHoro areHT-
CTBA M0 TEXHUHECKOMY PEryrnMpoBaHuIo 1 METPOMOTMA B CETH MHTEpPHET 1N No exxerogHoMy MHAOpPMaLYoHHOMY yKasa-
Tenw «HaunoHanbHble CTaHAapThI», KOTOPLIA ONYGNUMKOBaH NO COCTOSIHWIO HA 1 AHBaPA TeKyLero roga, v no Bbinyckam
EXeMeCs4YHOro MHhoPMaLMOHHOTO yKa3aTens «HaluuoHanbHble CTaHaapThl» 3a TeKyLWid rofd. ECnu 3aMeHeH CCbINOoYHbIN
CTaHAapT, Ha KOTOPLINM AdHa HeaaTMpPOBaHHAA CCbINKA, TO PEKOMEHOYETCS UCMOMbL30BATE ASMCTBYIOLLYIO BEPCUID 3TOTO
cTaHgapTa ¢ Y4eTOM BCEX BHECEHHLIX B OAHHYH BEPCUIO U3MeHeHUI. Ecnm 3aMeHeH CCbINOYHbIA CTAaHOApPT, Ha KOTOpbIi
[JaHa JaTMpoBaHHas CChiNkKa, TO PpEKOMEeHAYeTCA UCMOoNb30BaTe BEPCUKD 3TOT0 CTaHAapTa ¢ yKa3aHHbIM Bbille roJoMm yT-
BepOeHWs (NpuHATKS). Ecnn nocne yTBepXOeHWsl HacTOSLLEro cTaH4apTa B CChINIOMHLIA CTAaHOapT, Ha KOTOpbIA OaHa
[0aTVPOBaHHAas CCbINKa, BHECEHO U3MEHEHKe, 3aTparvBalolLee NonoXeH1e, Ha KOTOpoe AaHa CChiNKa, TO 3TO MoMoKeHue
peKOMeHOYEeTCA NPUMeHATL 6e3 yyeTa OaHHOTO U3MeHeHUsl. ECNU CobINoYHbIA CTaHaapT oTMeHeH 6e3 3aMeHbl, To Nono-
eHMWe, B KOTOPOM [JaHa CChIfKa Ha Hero, PeKOMeHAYeTCs NPUMEHATL B YACTU, He 3aTparvBaloLlen aTy CCbINKY.

3 TepmuHbI 1 onpegeneHusa

O6wue TepMUHbI U ONpegeneHun

1 kpuntorpacua: ObnacTs TeOpeTUYEcKUX 1 MPUKNAZHbIX UccnefoBaHuil U cryptography
NpakTUYecKoW AesATenbHOCTU, KoTopas cBssaHa ¢ pas3paboTKOW W NpUMeHeHUeM
MEeTOLOB KpMNTorpauyeckoi 3alwuTbl MHOPMaLUK.

MpumevyaHue — Kpuntorpadus kak obnacTe TEOPETUHECKUX W MPUKNagHbIX
uccrnegoBaHuiA nogpasgensetca Ha Kpuntorpaduyeckuid CUHTE3 K KpunTorpaduyeckuia
aHanus, a Kak 0bnacTb npakTu4yeckol AenaTenbHOCTW peluaeT Bonpock! pa3paboTkn 1 npu-
MEHeHWs cpedcTB Kpuntorpaduyeckon 3awmTel nHdopmauun (CK3U) (cm. ctateto 177), pe-
anuayloLmMx KpUnToCUCTEMBI.

2

Kpuntorpacuyeckas 3awura uHgopmauuu: 3awmta nHdopmMaLum ¢ noMo- cryptographic
Liblo ee kpuntorpaduyeckoro npeobpasoBaHus. protection

[FTOCT P 50922—20086, ctaTtbs 2.2.3] of information

3 kpunTorpathuyeckoe npeobpasosaHue: Npouecc npeobpaslosaHus npea-  cryptographic
CTaBnALWUX MHOPMALMIO OaHHbIX C Lenblo obecnevyeHns kpuntorpacuyeckoit  transformation
CTOMKOCTW, AOMNYCKaKLWMIA MatemaTu4eckoe onucaHue.

MpumeyaHue — OCHOBHLIM MPUHLMMNOM, NEXKALLMM B OCHOBE MOYTU BCEX METO-
OOB KpunTOorpadryeckoin 3alluTel MHOpMaUMK, SBMAETCS 3aBMCUMMOCTb KpunTorpaduye-
CKMX Npeobpa3oBaHuii OT COXpaHsAeMbIX B TaliHe KpUNTorpadouyeckmx Knoden.

4 kpuntorpadmuyeckmin Knwd: ameHsemblil napaMmeTp kpuntorpadn4ecko- cryptographic key
ro anropuMTMa, onpefenstoLnin Belbop kpunTtorpaduyeckoro npeocbpasoBaHus.

MpumeyaHune — Cwm. Taeke NOCT P 34.12—2015 (nyHkT 2.1.8); [1] (nyHKT 3.16),
[OCT P 56205—2014 (ctatea 3.2.35); [2] (nyHkTel 3.1.17, 3.1.19, 3.1.25, 3.1.27, 3.1.36,
3.1.37, 3.1.41).

5 kpunTorpacuyeckana cucTema; kpuntocuctema: CTpyKTypupoBaHHas W cryptographic
cornacoBaHHasi COBOKYMHOCTb KPUMNTOrpaduyeckMx MexaHUsMoB, npedHasHaveHn-  system;
Haa aNs pelleHus NocTaBMeHHbIX 3a4a4 Kpuntorpadruyeckon sawmuTel MHopMa-  cryptosystem
LMW NPY KOHKPETHbIX YCINOBUSIX NPUMEHEHWS.

MpumevaHna

1 KpunTtorpaduyeckas cuctema CoAepnUT OCHOBHYH yHKUMOHAMNLHYIO NOACUCTEMY,
ofecnevynBaroLLyl0 pelleHWe NOCTaBMNeHHbIX 3a4ad 3alnThl MHOoPMaLMK, 1 HEOBXOOUMYIO
Ans ee PYHKUMOHWPOBAHWS KIMHOUEBYIO CUCTEMY.
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2 B KayecTBe COCTaBHbIX YacTel OCHOBHOMW (PYHKLMOHANBHOW NOACUCTEMBI MOTYT Bbl-
ctynatbe wndp (cm. ctateio 98), kpunTorpaduyeckas xell-hyHKUMA, 3aBUCALLAA OT Kno4a
(cm. cTatelo 162), cxema uudppoBoit nognuck (cm. ctateto 129), kpunTorpaduyeckuin npo-
TOKON ayTeHTUUKaUMKM CTOPOHBLI (CM. cTaTtbio 165) unu apyrue kpuntorpadimyeckue mexa-
HMU3Mbl, OBecneyvBaloLLMe peLleHne KOHKPeTHLIX 3a4ay 3allnTbl MHOpMaLUKK.

3 B 3aBMCMMOCTW OT TWMOB MPUMEHSIEMBIX KPUNTOrpathuyeckux KIYeh pasnuyaioT
acMMMeTpudHble (cM. cTatelo 17), cumMeTpuyHble (cM. cTtaTelo 18), u rubpuaHele (cm. cTa-
TbHo 19) KPUATOCUCTEMBI.

6 3agaym KpunTorpachuyeckon 3awMTbl UHopmauuu: 3ajadun 3alWThbl
MHOPMAaL MK, AN PEWEeHUS KOTOPbIX MOTYT UCNONb30BaThCA KpUNTorpaduieckne
npeobpa3osaHus.

Mpumep — ObecnevyeHue KOH(UOEHUUANbLHOCMU UHopMauuu, aymeHmudgu-
Kayuu (GaHHbIX, UCMOYHUKa OaHHbIX, CINMOPOHLI), KOHMPOSS Ue/ocmMmHoCmU GaHHbIX,
Heg03MOXHOCMU OmMpuUlaHus co30aHus WU NoayYyeHus: uHghopMayuu.

7 kpuntorpadpM4ecknii CMHTe3; KpuntocuHTes: OBnacTb TEOPeTUYEeCKUX W
NpUKNagHbIX UCCNeaoBaHuii, UMELMX Lenbio co3aaHue Kpuntorpaduyieckon cu-
CTEeMbI UMK KpUNTOrpadMueckoro MexaHmama.

MpumeyvyaHus

1 CocrtaBHOW 4acThio paspaboTku CK3W, peanuaylowlero KpUntocuctemy, ABMseTca
npoBefdeHVWe TEMaTUYECKUX UCCNed0oBaHUA — KOMMIeKca Kpuntorpauyecknx, UHXeHepHo-
KpunTorpadmn4eckmx 1 cneumanbHbix MCCNedoBaHuin ons oueHkm coorsetctema CK3UW Tpe-
BoBaHWAM No 6esonacHoOCTU MHopMauun, npedbaensaemMeiM K CK3M.

2 CM. [2] (nyHKT 3.1.47).

8 kpuntorpadpuyeckmini anroputm: ANropvTM, ONMChIBAKLLNIA NPOLIECC KpUM-
Torpadmyeckoro npeobpasoBaHnsa MHOPMaLIUK.

MpumevaHus

1 Cwm. [3] (cTpaHuua 49).

2 Cwm. Take NOCT P 56205—2014 (cTtaTtbsn 3.2.34).

3 Bxogom KpvnTorpacuyecKoro anroputmMa sBNArTCS M3MEHAEMbIE [aHHbIE, KOTOPbIE

MOTYT BKITHOYaTb OTKPLITEIA (CM. CTaTbio 94) unu WndpoBaHHLIA TEKCT (CM. cTaTbio 95), kpun-
TorpachMyecKkia K4 My Knveeor Mmatepuan (cMm. ctatbio 35).

9 kpunTtorpaduyeckuit npotokon: KoMMyHUKaLWOHHbBIA NPOTOKOI, B pamKax
KOTOPOro CTOPOHBI MHPOPMALMOHHOTO B3aUMOAENCTBUSA NocneAoBaTeNLHO BLINOM-
HAKT ONpefeneHHble AeACTBUS M 0OMEeHUBAKTCA COOBLWEHNAMM, peann30BaHHbIRA
C NMPUMEHEHWEM KpUNTOrpauyYeckMx anropuTMOB ANS peLleHus 3ajadv 3aluThbl
MHopMaunn.

MpumevyaHue — Cm.[3](cTpaHuua 51).

10 KpunTorpacuyeckuin MmexaHuam: Kpuntorpadmnyecknin anroputm, Kpun-
Torpadpuyeckuini NPOTOKON, UMM MX COBOKYMHOCTb, NPUMEHAeMble B KpunTorpadu-
JeckoW cucteme Ansa obecrnevyeHUs pelleHnsa KOHKPETHOW 3a4a4n 3alnTel MHdOop-
Mauuu Unu cos3gaHusa U PYHKULMOHWPOBAaHUS €€ KNIYEeBOW CUCTEMbI.

lMpumep — UWiughp, npomokon aymeHmugukayuu cmopoHkl, cxemMa yugpoeoil
nodnucu, 6ecknroyesas Kpunmozpagudeckas xew-ghyHKYuUs, anzopumm ¢hopmupo-
eaHus WwimamMna epeMeHU, MPomoKon ebipabomku obuie2o cekpenHozo Kro4a.

11 kpunTorpacdpuyeckMn aHanms; kpuntoaHanus: ObnacTe TEOpeTUHeCcKnX
W MpPUKNagHbIX UCCNeqoBaHWin, UMEeKLWMX KOHEYHOW LUenbi nonyyYeHue obocHo-
BaHHbIX OLIEHOK KpUnTorpadguyeckon CTOMKOCTM KpuUnTorpadpuyeckon CUCTEMbI B
LenomM Unu oTAenbHoro Kpuntorpaduyeckoro MexaHuama.
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MpumeyvyaHus

1 KpuntoaHanwns KOHKPETHOW KPUMTOCMCTEMBbI UMW KpUnTOrpadu4eckoro MexaHwama
NPOBOOMTCA NYyTEM TEOPETMHECKOro M 3KCNEPUMEHTaNbHOro aHanuaa, B TOM 41cne nytem
MOLEMUPOBaHKS W BbIMOMHEHUS PasfNUYHbIX aTak Ha KpUNTOCUCTEMY WKW KpunTorpaduye-
CKMIA MEXaHW3M, a TakKe NyTem BblpaXKeHWs OLLeHKN CTOMKOCTU KPMNTOCUCTEMBI (KpunTorpa-
HUHECKOrO MEXaHW3MA) Yepes U3BECTHYIO OLEHKY CTOMKOCTU APYrOA KpUNTOCUCTEMBI (KpWn-
TorpadpUyeckoro MexaH1uama).

2 lNpwn npoBefeHWU kKpuntorpaduyeckux nccnegoBaHuin CK3W, peanusyowmx kpumn-
TOCWUCTEMY, OOMOMHUTENBHO YYMTLIBAKOTCS KOHKPETHble 0COBeHHOCTM peanu3auvW, cpefa
yHKUMOHMpOBaHMA 1 ycrioBua pasmewlenna CK3U npu ux akcnnyartauun.

12 meton kpuntorpadmnyeckoro aHanuza: CoBOKYNMHOCTE NMPUEMOB U CMO- method
coboB, 06beaMHEHHBIX OOHOM WM HECKOMbKUMWU MOESMU, NpegHasHa4eHHbIX Ans of cryptanalysis
uccrnegoBaHus Kpuntorpaduyeckon CTOMKOCT KpunTorpadonyeckom CUcTeMbl UK
OTAenbHoro Kpuntorpaduieckoro MexaHuama.

13 (kpunTtorpachuyeckan) ctomkocTh: CBOWCTBO Kpuntorpacdudeckon cu-  (cryptographic)
CTEeMbl UK OTAENBHOTO KpUNTorpadMyeckoro MexaHnuaMa, xapaktepuaylllee cte-  security
NeHb 3alMLLEHHOCTN OT aTak Ha KpUNATOrpaguYeckyd CUCTEMY MK KpunTorpadgm-
YECKUI MEeXaHu3Mm.

lMpumep — Cmolikocmb wughpa K amakam ¢ UefibKo 80CCMaHOBIeHUs KITFYa o
U3eecmMHbIM OMKPLIMOMY U WuUghposaHHOMY meKcmamM, cmolikocmb Kpunmozpadghu-
yeckoll xew-ghyHKUUU K HaxoxdeHur Kosnusuii, cmolikocme npedeapumesibHO20
pacnpedeneHus KroYeld npu KoMnpoMemayuu yacmu Knroded.

MpnmevyaHun

1 PasnuyaloT ABa OCHOBHBIX NoAgxoga K 0BOCHOBaHWIO CTOWKOCTW —uUccnefoBaHue
NpakTU4eCKoOW CTOMKOCTK (CM. cTaTbld 15) U uccnegoBaHue TeopeTUYeCKoW CTOMKOCTU (CM.
craTtbto 16).

2 CTOWMKOCTb KpUNTOrpadMyecko CUCTEeMbl 3aBMCUT OT CTOWKOCTW MPUMEHSIEMbIX B
Hel KpunTorpaghrMyeckMx MeXaHU3MoB 1 0T cnocoba MX MCMoNb3oBaHUS B 0BLLEA KOHCTPYK-
LMK KpUNTOrpachM4yecKoin CUCTEMBI.

14 ataka Ha KpunTocucTemy [Ha KpunTorpadgpuyeckmn mexaHmsm]: [en- attack on the
CTBME, COBEPLUAEMOE C LieSblo HapyLWnTe X0TA 6bl O4HO U3 LeneBbiX npegHasHaqe- cryptosystem
HWUIA KpunTOorpagu4eckon cucTembl [KpunTorpadu4eckoro MexaHusma), UCnosbay- [cryptographic

lolllee KOHKPETHbIE UCXOOHbIe NaHHble O ee [ero] (PyHKUMOHUPOBaHUKM Be3 NonHoro mechanism]
3HaHWS CoXpaHsaeMblX B TalHe ee [ero] napameTpoB.

Mpumep — Amaka Ha wWugp ¢ NodobpaHHbIM OMKPLIMbIM MEKCMOoM, ModMeHa
coobujeHusi, ToOMeHa cmMopoHb! UHhOPMayUoHHO20 o6MeHa Ha OCHo8e KOMIIpoMe-
mayuu dofizoepeMeHHO20 Kito4a, nodéop nmapona MPomokona aymeHmudgukayuu
cmopoHbLI No Habopy paHee nepedaHHbIX coobweHul.

MpumeyvyaHus

1 PasnuyaloT ABa TUMa aTtak: akTMBHas aTtaka npeanonaraeT HenocpeacTBeHHOe BO3-
Aencteue Ha paboTy KpUNTOCUCTEMEI [KpMNTOrpan4eckoro MexaHuamMa), HanpuMep, nyTem
NOBTOPHON nepegaqn, UMUTauuM UM MogMeHbl NepedaBaeMblX COOBLUEHWIA; naccusHas
aTaka ocyllecTenAeTcA 6e3 HENOCPEACTBEHHOTO BO3AENCTBUSA Ha (DYHKLMOHUPOBaHWE KpWM-
TOCUCTEMBI [KpUNTOrpadhMyeckoro MexaHuamal nyTem nepexsarta nepeaaBaeMblx cooblle-
HWIA UMW XPAHALLMXCA 3aWMPPOBaHHBIX A3HHBIX U NOCMNEOYOLWEro UX aHan1aa ¢ Lenso Ha-
XOMOEHUA HEM3BECTHLIX MapaMeTpoB.

2 3nech U fanee B cTaTbaX 15 M 16 «KOHKPETHbIE UCXOAHbIE AaHHbLIE» MOTYT YYUTLIBATh
0COBEHHOGTM NPaKTUYECKOW peann3aummn KpUnTocUCcTEMbl (KpUNTorpachyeckoro MexaHus-
Ma) 1 BKMIOYaTh, HAMPUMEp, MaTeMaTUyYecKyo MOAernb BO3HUKHOBEHMA oWwnbok (npedgHame-
PEHHBIX UM HEMNPEeOHAMEPEHHBIX) UMM MaTeMaTUYECKy0 MOAENb OOMOMHUTENBHON UHAOP-
MaLlK O KNoYe B npolecce ee (ero) yHKLMOHMPOBaHWA.
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15 npakTuydeckasa CTOWKOCTb (ONA KOHKPETHOW 3agadvn KpuntorpaduyecKon
3awuTbl MHopmaummn): CpeaHss BbIMMCNUTENLHAA TPYOOEMKOCTh HaunydLwen ms-
BECTHOW aTaku Ha Kpuntorpaduyeckyro cuctemy [Kpuntorpadmnyecknini MmexaHusm]
0N KOHKPETHbIX UCXOLHbIX AaHHbIX O ee [ero] (MYHKUMOHUPOBAHUN N KOHKPETHOW
3adauvn Kpunrorpadgmuyeckon aawmTsl MHOpMaunu.

MpumeuvaHunsa
1 Cwm. [1] (cTatba 3.25).

2 CpepfHssa BblYMCNMTENbHASA TPYOOEMKOCTEL artaky, NPoBOAMMON 40 NepBoro yonexa,
XapaKTepuayeTcs OTHOLUEHWeM CpefqHel TPYAOEMKOCTU BeIMOMHEHWS anroputMa, peanuay-
HOLWEro oAHY NOMbITKY aTaku, K BEPOATHOCTW Ero YCMNELIHOMO 3aBEPLUEHNS.

3 [Ons ynobcTBa cpaBHEHWSA pa3nuyHbIX aTak Ha KpUNToCcUCTEMY [KpunTorpaduyeckii
MeXaHW3M] C KaxKOO0W OLLeHKOW CpefHen BbIYUCNIMTENBHOW TPYAOEMKOCTU aTakk accoLnmpy-
eTCcs 4MCno onepaunii, COOTBETCTBYHOLLEEe OOHOKPAaTHOMY BbINOMHEHWIO COOTBETCTBYHOLLErO
KpunTorpachuyeckoro npeobpasoBaHus.

16 TeopeTuyeckana [goka3zyemas] CTOMKOCTb (N5 KOHKPETHOW 3aayn 3a-
wnTbl nHpopmauumn): Ctporo obocHOBaHHAA B pamMKax MaTemMaTM4eckorn Moaenu
KpunTorpachu4eckol CMCTeMbl UMK KpUNTorpadhnyeckoro MexaHn3Ma Heynydliae-
Mas HWKHAS OLEeHKa CNOXHOCTW MOMyYeHWs aTakyrLwmM WHdopMauuMm o coxpa-
HAEeMbIX B TaliHe nMapameTpax CMCTeMbl (MexaHW3Ma) Unu o 3alunliaeMol UMW
WHOPMALMK ONA KOHKPETHbLIX MCXOOHbIX OAHHbIX M KOHKPETHOW 3adadvv KpunTo-
rpaduryeckon 3awmnTbl HGOpMaLmmn.

lMpumep — CoeepuweHHasas cmoliikocmb cucmemsi WugpoeaHus, 6e3ycriosHas
cmolkocme cucmeMbl UMUMO3auwiumel, ceedeHue (NPednosioxumesbHO) eblYuc-
numensHo mpyodHoll 3ada4yu K paccmMampuseaemoll 3adaye kpunmozpaghuyeckoz2o
aHanusa.

17 acuMMmeTpu4yHas KpuntorpadpMyeckasa cUcTeMma; Kpummocucmema ¢
omkpbimbiM Kmwoqom: KpunTtorpaduyeckas cuctema, UCNonb3ylollas napbl B3auw-
MOCBSA3aHHbIX KpunTorpadmyeckux npeobpa3oBaHuii, OOHO M3 KOTOPbIX 3aBUCKT OT
OTKPBLITOrO KMK4a, a BTOpoe — OT KpMNTOrpacUyecKoro Kr4a, CoOXpaHseMoro B
TarHe (NMUYHOTrOo KNko4a).

MpumedyaHns

1 Cm. [1] (nyHKT 3.1). CM. Tarke [4] (nyHKT 2.1), [5] (NyHKT 3.1).

2 Cm. onpegseneHns TEPMVMHOB «MWYHBIA KIOY» W «OTKPbITHIA KMo4» B cTatbe 48 1
ctatbe 49 COOTBETCTBEHHO.

3 3apava HaxoXOeHUs COXPaHSAeMOro B TaliHe KpUnTorpaduyeckoro KIda no oTkpbi-
TOMY ABMSETCA (MpeanonaraeTcs) BelMUCTIUTENBHO TPYAHON.

18 cMMMeTpUYHaA KpunTorpaduieckasa cucTemMa: Kpuntorpadpuyeckas cu-
cTeMa, UCMonbayLlasa napbl B3aMMOCBA3aHHbLIX KpunTorpaduyecknx npeobpaso-
BaHWi, B KOTOpOW NpeobpasoBaHus B Ka)doW nape 3aBUCAT OT OAHOIO W TOTO Xe
CEKPETHOro Kro4a.

MpumeyaHus
1 Cwm. [4] (nyHKT 2.45).
2 CM. onpefeneHne TepMUHa «CeKPETHLIN KIoY» B cTaThe 63.

3 CUMMETpUYHaa KpMNTOCUCTEMA MOXET WMCMOMNbL30BaTLCA AOBEPSAOWMMK APYT APYrY
CTOpOHaMW, roe Ans B3aMMOAEeNCTBYHLWMX nap (rpynn) none3oeatener popmupyotest 06-
LLME CEKPETHBIE KIHO4M.

19 rubpuaoHana kpuntorpaduyeckasa cuctema: Kpuntorpadpuueckas cucte-
Ma, codepxalwasi B Ka4ecTBe COCTaABHbIX 3MIEMEHTOB KaK CUMMMETPUYHYH, TaK W
acUMMETPUYHYIO KpunTorpaduieckne cUcTeMsbl.
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20 knwu4yeBas cucTtema: Nogcuctema Kpuntorpadm4eckoin CUCTEMbI, C MOMO- key system
b0 KoTopol obecneynBaeTcs co3gaHre kpuntorpadMyeckux Knoden, Heobxoam-
MbIX ANS ee PYHKLMOHWPOBaHWSA, U ynNpaeneHne MMnM Ha OCHoBE MHAPaCTPYKTYpbI
ynpaBsneHnsa Knivamu.

MpumeyaHue — CMm. onpegeneHne TepMUHa «WHPaCTPyKTypa ynpaeneHus
Kroyamu» B ctaThe 41.

21 KpunTtorpacuyeckas cuctema ayteHTUpUKaLum cTopoHbl: Kpuntorpa- entity authentication
duyeckasn cuctema, npegHasHadyeHHas ans obecnevyeHust ayTeHTUMKaLnm cTopo- cryptosystem
Hbl, BKNIOYatoLwan B ceba kpuntorpauyeckuini MpoTOKON ayTeHTU(UKaLUMK CTOpO-
Hbl W KITIOYEBYHK CUCTEMY.

MpumeyaHnune — CMm. onpedeneHne TepMuHa «Kpuntorpaduyecknii NpoToKon
ayTeHTUMKaumMn CTOpoHbI» B cTaTbe 167.

22 ayteHTudmMKauua aaHHbIX: [lpoBepKa LUENOCTHOCTW OaHHbIX W ayTeHTU- data authentication
hukaumsa nx NCTOYHUKA.

MpumevyaHue — CMm. onpegeneHns TEPMUHOB «LUENOCTHOCTE (QaHHBIX)» U «ayTeH-
TUdKMKALMA UCTOYHUKA (JaHHbBIX)» B npunoxeHun b, ctatbn 5.2.13 n B.2.8 cooTBETCTBEHHO.

23 cuctemMa MMMTO3aWMUTLI: CMMMeTpUYHaa Kpuntorpadudeckas cuctema, symmetric data
npegHasHavYeHHas 4ns obecrnedeHms ayTeHTUdUKaUMM daHHbIX, BKOYaoLwas 3a- authentication
BUCHALLYIO OT KINH4a KpUNTorpaguyeckyto Xelw-(pyHKUMIO 1 KIHYEBYH CUCTEMY. system

MpumeyaHus
1 Cm. [2] (nyHkT 3.1.11).

2 CmM. onpegeneHne TEPMUHOB «KMMUTO3aLLMTa» 1 «KpunTorpaduyeckas Xxel-gyHKUns,
3aBuUcALLad OT Knoya» B ctaTee 161 1 ctatke 164.

24 cuctema uudpoBoi nognMucu: AcCUMMeETpUYHas KpunTtorpaduyeckas cu- digital signature
cTema, npegHasHadeHHasa ans obecneyeHns ayTeHTUdUKALWMM OAHHBIX M HEBO3- system
MOXHOCTW OTPULIAHUS CO30aHUA, BKITHOYAOLWAsa CXeMY LMGPOBOM NOAMUCH U KMHO-

YEBYIO CUCTEMY.

MpumeyvyaHuns

1 Cm. [5] (nyHkTBI 3.7 1 3.40).

2 CM. onpegeneHWe TEPMUHOB «CXema UMGPOBON nognucky» B cTatbe 129 1 «HEBO3-
MOXXHOCTb OTpUUAaHMA co3aaHna» B ctatbe 150.

3 KnioueBas cucTema OCHOBaHa Ha MHGpaCcTPYKTYpe OTKPLIThIX KIHYer (CM. CTaTbio 53).

25 cuctema wudpoBaHua; wudpcnctema: Kpuntorpadudeckaa cuctema, encipherment
npefHasHadeHHast onsa obecnedeHns KOHbUOeHUMaNLHOCTM MHOpMaLMK, BKNO-  system; encryption
yawwlwas B cebs wngp (kog) v KNYeByH CUCTEMY. system;

MpumeyvaHunsa
1 Cm. [1] (cTaTtbsa 3.13).

2 CM. onpepgeneHne TepMWHa «KOH(WOEHUMANbHOCTb» B MpUNoXeHun b, ctatba
B.2.12.

3 CMm. onpepeneHve TepMmuHOB «wudp» M «kod» B cTtatbe 98 u cratbe 108
COOTBETCTBEHHO.

26 coBeplleHHAA CTOMKOCTb CUCTeMbl WK poBaHUA: Bug TeopeTnyeckoin perfect security of an
[aokasyemoii] cToikocTu, NpeacTaBngawwmin cobo cBOMCTBO CUCTEMBI LWWdpOBa- encipherment
HWS, rapaHTUpyoLLIee, 4TO B paMKax MateMaTu4eckon Mogenu cuctemMel Wudpoea- system
HWA NO WK poBaHHOMY TeKcTy 6e3 cBeaeHun 06 MCnonb30BaHHOM Mpu 3angpo-
BaHWKW KpMNTOrpahn4eckomM Knoye HEBO3MOXKHO NOMYYUThL HUKaKYK MHOpMaLnio
00 OTKpPbITOM TEKCTE, KPOME, BO3MOXHO, €ro AN1HbI.
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MpumeyvyaHus

1 Cm. onpepeneHne TEPMUHOB «3alnOpOBaHWEY, KOTKPBITLIA TEKCT» W «WMpoBaH-
HblA TEKCT» B cTaTbe 99, ctatbe 94 1 cTatbe 95 COOTBETCTBEHHO.

2 MNpumep COBEPLUEHHO CTOWMKOW CUCTEMbI LWMdpoBaHUA — LWWdP raMMUpOBaHWUS
(cMm. ctateko 121) c ogHopa3soBor raMmoi (cM. ctaTtero 118), aenawLlenca peannsauuein nge-
anbHON Cry4YanHoW NocrnenoBaTenbHOCTH, ANMHA KOTOPOW coBnagaeT ¢ ASIMHON OTKPLITOro
TEKcTa.

27 pewundppoBaHue: PackpbiTve 3awmnpoBaHHOW MHMOpMaUMKM MeTogamMm
KpunTorpadmnyeckoro aHanmasa bes npegeapuTenbHOro NofHOMrO 3HaHWA NpUMeHsie-
MOro KpunTorpacdnyeckoro Knwya.

MpumMeyaHue — TepMUHbI «aeliPpoOBaHNEY U «pacluMpoBaHUE» HE ABIIAIOTCS
cuHoHUMamMK. CM. onpegeneHne TepMuHa «paclundcpoBaHue» B ctatbe 104,

28 KkBaHTOBas Kpuntorpadusa: Paszgen kpuntorpaduu, CBA3aHHbIA C pas-
paboTKON U NpUMeHeHneM MeTOAOB KpuntorpadnMyeckon 3awuTbl MHopMaLnn,
OCHOBaHHbIX Ha NPUHLUUMNAX KBAHTOBOW MeXaHUKN.

Mpumep — 3awuweHHasl nepedaya K/o4a Mo K8aHMoBOMY KaHary.

29 nocTtkBaHTOBas Kpuntorpacuna: Paszgen kpuntorpaduu, CBA3aHHbLIA C
CMHTE30M KpunTorpaduyecknx cuctem (Kpuntorpadu{ecknx MexaHw3moB), obe-
CrevnBaoLLMX 3alUTy OT aTak ¢ MPUMEHEHWEM KBAHTOBbLIX KOMIMBOTEPOB.

30 Hm3kopecypcHasn kpuntorpadua: Paszgen kpuntorpadun, CBA3aHHbLIA C
KpunTorpadmM4eckumMm CUHTE30M U KpUNTorpacnieckmm aHannaom kpuntorpadude-
CKUX CUCTEeM, 3(pDEKTUBHO peanuayemMblx Ha YyCTPOMCTBaX, UMEHLLNX CYLLeCTBEeH-
Hble OrpaHU4YeHUs Ha UCMOMNb3yeMble BLIYUCTIUTENBHLIE PECYPChI.

MpumevyaHune — Cm.[6] (cTaTbsa 2.6).

31 kpunTtorpacpuyeckaa cucTema Ha ocHoBe upgeHTudwukatopoB (Hpk.
nuYyHoCcmHas kpunmoezapadghudeckass cucmema): ACUMMETpUYHasa Kpuntorpaduye-
cKasi cMcTema, B KOTOPOWM OTKPbIThIE KIMHOYKN BLIYMCASAKTCS HA OCHOBE MOEHTUdUKA-
LMOHHON MHOpMaLMK UX Bnagensues.

MpumevaHus

1 K woeHTudumkaumoHHon nHopMauumn oTHOCATCA MAeHTUUKaTop, agpec aneKTpoH-
HOI MOYThI UMK NPOM3BONBHAs CTPOKa CYMBOIOB.

2 Cm. [1] (nyHkT 3.16), cm. Taicke [7] (nyHKT 3.6).

3 3akpbiTele (NMU4YHBIE) KMIOYKW BeipabaThiBalTCA JOBEPEHHOW CTOPOHOW U BbIOAKTCS

yyacTHUKaMm, npy aToM HeobXoAMMOCTE B cepTUdUKaTax OTKPLITLIX KModen (CM. cTaTeto 47)
oTnagaer.

32 meTog nonHoro nepebopa (npu kpuntorpadguveckom aHanuze): Me-
TOq KpunTorpadnyeckoro aHanm3a, OCHOBaHHbLIA Ha paccMoTpeHnn (onpoboBaHmK)
BCEX BAPWAHTOB COXPaHseMbIX B TaWHe KpunTorpaduyecknx Krnyen, naponen unu
OpYyrnx daHHbIX.

MpumevyaHune — Cm. [8] (nyHkT 3.3).

TepMuHbI M onpeaeneHusa, OTHOCALLMECH K KNK4YeBOW CUCTEME

33 MHoXecTBO Knr4en: MHOXeCTBO BCEX BO3MOXKHBIX 3HAYEHWA KpunTorpa-
dhuryeckoro knoua (Ans KOHKPeTHOro Kpunrorpacuydeckoro anroputmMa).

34 pnwuHa [pa3mep] knwova: MyuHuMansHas gnvHa sannucu Kpuntorpaduyecko-
ro Krova Kak CTPOKM CUMBOIOB 3a[1aHHOTO andasnTa (06bIYHO OBYXANEMEHTHOrO).

MpumeyvyaHune — [JBou4HOe NpeacTaeneHune obbl4HO BbiBMpaeTcs ona obecnede-
HWA BO3MOXHOCTW egMHO0Bpa3HOro noaxoaa K oLeHKe MOLWHOCTH MHOXEeCTBa KIo4eid.
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35 knw4eBOW MaTepuan; ucxodHas Kodesas uHgopmayus: [aHHble, no- keying material
3BONAKLLME CHOPMUPOBATL CEKPETHbLIE KpUNTOrpadnyeckne KIyu.

MpumeyaHun
1 Cm. [4] (NyHKT 2.27).
2 Cm. onpegerneHve TEpMUMHA «KMniodeBas nHdopMauuay B ctatee 184.

36 ynpaeneHue knw4vamu: OpraHusauus 1 ynpaeneHue npoueccamu Bbl-  key management
paboTku, perucTpauun, cepTudukauumn, pacnpeneneHus, NpUMeHeHUs, XpaHeHus,
apXMBUPOBaHUS, BOCCTAHOBIMEHWS, OT3bIBA, 3aMeHbl UMK U3LATUS U3 obpalyeHus,
a TakkKe YHUUTOXEeHUs KpunTorpaduyecknx Knoven nnm Kniwdeebix MaTepuarnos.

Mpumevyanune — Cm. [4] (nyHkT 2.28).

37 wHdpacTpyKTypa ynpaBreHus Krodamu: Komnnekc LeHTpOB OOBepus, key management
annapaTHO-NporpaMMHbIX U TEXHWYECKUX CPeAcTB, Apyroro obopyaoBaHusa v goky-  infrastructure
MeHTOB, oDecneqnBaloLLMX ynpaeneHne Kpuntorpauyecknmm KrkyHamu.

MpumeyaHue — CM. onpegeneHne TEPMUHA «LEHTP OOBEPUSY» B NpUNokeHun b
(ctatbs B.2.21).

38 M3HeHHbIA LUMKN Kntoya: [NocnegosatensHOCTb aTanos pabotel ¢ kpun-  key life cycle
TorpatMyecKMM KIoHOM OT MOMEHTA BbipaboTkM 4O MOMEHTa YHUHTOXKEHUS.

39 cpok gerAcTBUA KNK4a: YCTaHOBMNEHHbIA BpEMEHHOW MHTepBan, B Teye- key life time
HWE KOTOPOro KpUNTorpauyeckmin Koy paspeLlaeTcsa UCnonb3oBaTh.

NMpumevyaHue — B cnyyae nony4eHus cBedeHWn O KOMMPOMETaLMK KMoHa CPoK
OenCcTBUA Krova HeoBxodnMo nepecmMoTpeTb.

40 koMmnpomeTauusa Knrwoda: HapylweHne KoHpUOeHUNansHoOCTH KpUnTorpa- key compromise
hMYeCcKOoro Kro4a unm Kni4esoro matepuana.

MpumevyaHne — PaznuyaloT NOMHYK KOMNPOMETauu U YacTUYHYH KOMNpoOMeTa-
UMI0 KNYa, pe3ynsTaToM KOTOPOW MOXKET ObiTh YMEHbLLIEHUE MHOXECTBA BO3MOXKHbLIX 3HA-
YEeHWUI KnoYa.

41 yHuuTOXEHMe knwua: HeobpaTtumoe yHWUTOXEHWE KpunTorpaduyeckoro key destruction
Krno4a.

MpnmeyaHun
1 Cm. [4] (nyHKT 2.20).

2 YHUMTOXEHWUHO nognexart BCe CyLecTByowmne 6yMa}KHble 1 BNEKTPOHHbIE 3K3eMNIA-
Pbl 1 KOMKKX KpMﬂTOFpaCbVI‘-IBCKOFD KNK4a, a Takke BCeX ero Cbpal'MeHTOB, B TOM 4YMCIe Ha
pe3epBHbIX KOMUAX I/IHCbOpMElLlHOHHbiX CUCTEM.

42 penoHWpoBaHWe Knro4a: TexHonorus, obecneynBarLlaa BO3MOXHOCTb key escrow
BOCCTAHOBMNEHWUA KPUNTOrpaUYecKoro Knoda npu y4qacTuu 3apaHee onpegeneH-
HbIX OQHOIo UIM HECKOINMbKUX LLEHTPOB JOBEpPUA.

43 knw4eBan napa: YnopsigodeHHas napa ofHO3Ha4YHO MaTeMaTu4yeckn CBs- key pair
3a@HHbLIX KpUNTOrpauUyYecknx KIoYen, NCnonb3yemMblX B aCUMMETPUYHOW KpUNTO-
rpachM4eckor cucTeme M onpeaenswlnx B3auMOoCcBA3aHHble KpunTorpadgpuyeckne
npeocbpasoBaHMa.

MpumevaHuns

1 Cwm. [5] (nyHkT 3.3).

2 KnwyeBas napa OomkHa NpUHAANeXaTs TONbKO OOHOW W3 B3auMOAEWCTBYHOLLMUX
CTOpPOH.
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44 3akpbITbiA [MUYHbIA] kNoYv: CoxpaHseMblid B TalHe Kpuntorpaduyecknin
KIHOY M3 KMYEeBOW napbl.

MpumeyvyaHus
1 Cwm. [4] (nyHKT 2.35).
2 Cm. Tawke [5] (nyHkT 3.32).

45 oTKpbITLIA Knto4: KpuntorpadmMyecknin KNo4Y U3 KNHYEBOW napbl, KOTO-
pbi MOXeT BbITh coenaH OOCTYMHLIM OPYrMM CTOpoHaMm 6e3 CHUKEHWUS CTOMKOCTH
acCUMMETPUYHOM KpUNTOorpatuyeckon CUCTEMbI, B KOTOPOW MCNOMb3yeTca AaHHada
Knovesas napa.

MpumeyaHus

1 B cucrteme undpoBOi NoANMCKM OTKPLITHIA KMOY NPUMEHSETCA ONA NpoBepKy nog-
nucK. B acuMMeTpuyHOM cuctemMe LWNpoBaHUA OTKPLITBIM KoY NpUMeHSeTca AN4 3amnd-
poeaHus. OTKPbITBINA K04 MOXET He ABMATLCH 06LEeA0CTYNHbIM, & BbITb JOCTYMHBLIM TONBKO
YneHaMm 3apaHee onpeneneHHon rpynmnbl.

2 Cm. [5] (nyHkT 3.33). Cm. Taike [4] (nyHKT 2.36).

46 vHdopMaumnAa o6 oTKpbITOM Kntove: CTpyKTypa [AaHHbIX, cogepxalias
OTKPbITbIA KMOY U MAeHTUMMKALNOHHBIE AaHHbIe BNafenbua Kpuntorpaduyieckoro
KMio4a, a Takke, BO3MOXHO, OOMNONHUTENBHYIO MHMopMaL Mo 06 yaocToBepsoLLEM
LeHTpe, o6nacTn MCNONbL30BaHWA KPUNTOrpaddMYeckoro KnioYa, Cpoke AelcTBus,
MCMNONb3YEMbIX KpUNTOrpatu4ecknx anropuTmMax U WHble CBEAEeHNs, yCTaHaBNMBa-
eMble YO0CTOBEPSIOWMM LIEHTPOM.

MpumevyaHue — Cm.[5] (nyHkT 3.35).

47 cepTtuduKaT OTKpbITOro Knw4a: MHdopmauna 06 oTKpbITOM KIoYe, noa-
nnucaHHasa uupoBOWA NOANUCLID YOOCTOBEPALLErD LeHTpa.

MpumevyaHue — Cwm. [4] (nyHkTbl 2.37 1 2.38).

48 ueHTp cepTudMKaumm (OTKPbIThIX KNto4Yen): KoMnoHeHT yoocToBepsoLLe-
ro ueHTpa, obecneymBarLLmii co3gaHue cepTUUKaTOB OTKPbLITLIX KIKYer, hopMu-
poBaHWe peecTpa (OeNcTBYLWNX) CEPTUUKATOB U CNMCKA OTO3BAHHbIX CepTUdu-
KaToB.

MpumeyaHue — CM. onpefeneHue TEPMUHA «CMUCOK OTO3BAHHLIX CepTUdMKa-
TOB» B cTaThe 57.

49 UeHTp perucTpaummu: KOMMNOHEHT yOOCTOBEPSAKOLWEro LeHTpa, obecneyn-
BaKLLMI NpefoCcTaBneHne LeHTpY cepTUdUKaLMM NoATBEPKAEHHbIX (3aperncTpu-
POBaHHbLIX) MAEHTUMUKALUMOHHBIX OaHHLIX NuL, 06paTUBLLUMXCA 3a MonyvYeHnem
cepTudmKaTa OTKPbITOro Kno4a.

MpumevyaHusa

1 Cwm. [4] (nyHkT 2.40).

2 [ononHUTensHO LEHTP PervcTpauui MOXKET OCYLUECTBIATL BbipaboTky KMoYeBbIX
nap, NOATBEPKAeHWe BNageHUa 3aaBUTENeM 3aKpbITbIM KMoUYOM AN UMEIOLLErocs y Hero
OTKPBLITOTO KIko4a, hopM1pOoBaHKe WabnoHOB cepTUdMKATOB OTKPLITLIX KIHOHER U NPOBEPKY
TOrO, ABNSAETCH NV OaHHbIA CepTUUKAT OEACTBYHOLIVM.

50 ynocToBepsiowWwmi LeHTp: LieHTp foBepus, npeaHa3HadveHHbI Ang co3aa-
HUA CepTUUKATOB OTKPLITLIX KITKOYen.

MpumeyvyaHus

1 Cwm. [4] (nyHKT 2.3).

2 Cwm. onpeneneHve TepMUHA «LEHTP foBepusy» B npunoxeHun b (ctatea 6.2.21).

3 YOocToBepALWMIA LEHTP MOXET COAEPXKaTb B CBOEH CTPYKTYpe NOMUMO LeHTpa cep-
TUMWKALMN HECKOMEKO LIEHTPOB perucrpawuum.
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51 wrtamn BpemMeHu: CTpyKTypa, Kpuntorpaduyeck ceasbiBaiowas Habop
[aHHbLIX CO BpeMeHeM ee co3daHus 1 NpuMeHsaemMas Ans NpoBepKU TOro, YTO AaH-
Hble BbINKU co3aaHbl 40 YKa3aHHOTO MOMEHTa BPpeMEHM.

Mpumevyanune — Cm. [9] (nyHkTol 3.15, 3.18).

52 cnyx6a wTamMnoB BpemeHu: [loBepeHHas CTOPOHa, dopmupylowas
LWTamnbl BpEMEHW.

MpumeyaHns
1 Cm. [9] (nyHkT 3.17).
2 Cwm. onpegeneHue TepMUHA «4OBEpPEHHAsA cTopoHa» B npunoxerun b (ctatea B.2.20).

53 mnHdpacTpykTypa OoTKpbIThIX Knoven; MOK: WMHdpacTpykTypa ynpasene-
HUS KNoYaMu acMMMETPUYHOM KpUnTorpadyu4eckon CUCTEMbI HA OCHOBE cepTuduka-
TOB OTKPbIThIX KIMHOYEN.

MpumevyaHue — Cm.onpegeneHne TepMuHa « MHPacTPyKTypa ynpasneHus Knto-
Yyamu» B cTaTbe 37.

54 apxuTeKkTypa MH(PacTPYKTYpPbl OTKPbLITBIX KNYen; apxutektypa MOK:
Cuctema B3aMmMogencTBMsa yOOCTOBEPSAOLWMX LUEHTPOB U BXOASALWMX B HUX LIEHTPOB
cepTudurKkaunmn n peructpaumm.

55 nepapxmuyeckan apXuTeKTypa WH(pPacTPYKTYPbl OTKPbLITLIX KIKO4en;
nepapxvyeckas apxutektypa MOK: [peesoBugHasa cucTtema nogYyMHEHUs 1 B3au-
MOLENCTBMA LeHTPOB cepTudmKaumm v peructpaumm (YyaocToBepsLLNX LeHTPOB),
Npu KOTOPOI LeHTpbl cepTudukauun Gonee BLICOKOTO YPOBHA (hOpMUPYIOT cepTu-
hMKaTbl OTKPLITLIX KMOYe ANs LeHTPoB cepTUdmrkaumm 6onee HA3KOro YPOBHS.

56 ceTeBas apxuTeKTypa WMHQPacTPYKTYypbl OTKPLITLIX KMHYeHn; ceTe-
Basa apxuTekTypa MOK: CucTema B3aMMoaencTBUsA LEHTPOB cepTudukauum u pe-
rMcTpaummy (yaoCTOBEPSAIOWMX LEHTPOB), NMPW KOTOPOH OHW (QOPMUPYIOT ApYr Ans
apyra cepTUMKaTbl OTKPBITBLIX KNYer (Kkpocc-cepTudomkatel) Ans obecneveHus
BO3MOXHOCTH UX MPOBEPKY B NPAMOM U 06paTHOM HanpasneHusax.

57 cnucoK oTo3BaHHbIX [aHHynUpoBaHHLIX] cepTudoukaToB: [lepedeHb
[OCPOYHO NpeKpaTUBLUUX OeWCTBUE CepTU(UKATOB OTKPLITEIX Koden, hopMupo-
BaHWe U JOCTYN K KOTOpoMy obecnevvMBaeT yAOCTOBEPSAIOLLWA LeHTP.

MpumevyaHunn

1 [ns Kaxaoro 0TO3BaHHOTO cepTUMKaTa YKa3bIBAETCA €0 YHWKaNbHbIA HOMEp, WH-
cdopmauus 0 aate NpekpaLLleHUsa AeAcTBUA U 06 OCHOBaHWSIX aHHYMMPOBaHUS.

2 [laHHbIA CNMCOK MOXET He coaepXaTb MHopMauunio 0 cepTndurkaTax, AencTBUE Ko-
TOPLIX NPEKPaLLEHD NO NPUYMHE UCTEYEHUS CPOKa WX OENCTBUA.

58 cekpeTHbIW Kno4: Kpuntorpadudeckuin Knioy CUMMETPUYHOW KpunTorpa-
hu4eckon cuctemsl.

MpnmeyvyaHus
1 Cm. [4] (nyHkT 2.41), [5] (nyHKT 3.38).

2 CeKpeTHbl KN4 ABMSETCH 06LWMM KNoYom Ana OByx unn 6onbLluei rpynnel Nons30-
BaTeneun KpuntorpatuHeckon CUCTEMBI.

59 coctaBHoMW Knwu: Kpuntorpaduyecknin KnoY, COCTOALLMA U3 HECKONbKMX
KOMTMOHEHTOB, ONPeAensoLWmx paboTy OTAENbHbIX YacTen 0QHOT0 KpunTorpaduye-
CKOro MexaHuama.

lMpumep — KomnoweHmamu knroYa mo2ym 6bimb deouyHbie nociedoeamenb-
HOCMU, NepecmaHo8KU Unu (ByHKYUOHaNbHbLIE KOMITOHEeHMbI Kpunmozpagu4yeckoz0
anzopumma.

10
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60 ogHopa3oBbIA Knto4: Kpuntorpadnyeckuid KN4, MCNonb3yeMbld 0gHO-
KpaTHo.

61 ponroBpemMeHHbIN KNY: Kpuntorpaguyecknin Ky, KOTOPbIA NCNOMb3y-
eTcs B KpunTorpau4eckon cucteMe B HEM3MEHHOM BUAe ANUTENbHOE BpeMs.

62 nepapxua ceKpeTHbIX KnkuYen: [lpeBoBuaHAs CTPYKTypa, oTpaxarLlas
cnocob 3aWmnTbl KpunTorpauYecknx KNYen CUMMeTPUYHOR KpunTorpadnyeckon
CUCTEMbI, COOTBETCTBYIOLLMUX Pa3fNM4YHbIM BbINONHAEMbIM €10 QYHKUUAM, NPU KO-
TOPOM KpunTorpahu4eckne Krum NpoMeXyTOYHbIX YPOBHEW MCMOMb3ylTcA And
WNPPOBaAHUA ¥ MMUTO3ALUNTLI KpUNTOorpadMyeckux knoden bonee HU3KOro ypoB-
HA, @ KpUnTorpaduyeckne KIYn HKHErO YPOBHA SIBMAKTCA KpUNTorpadguyecku-
MU KNoYamu, npegHasHavyeHHbIMUW A8 BbINONHEHKUs Lenesblx OYHKLMIA KpunTorpa-
P1YECKON CUCTEMBI.

Mpumeyanue — Cwm.[3], cTpaHuuya 112.

63 rmaBHbIA ceKpeTHbIN Knto4: KopHeBON (BEpXHEYPOBHEBLIN) 3NEMEHT Me-
papxuu CeKPeTHbIX KNoYen, npegHasHadeHHbIi Ansa WndpoBaHus Kpuntorpadgpuye-
CKMX KJTlo4el Boree HU3KOro YPOBHSI.

MpumevyaHune — Cm. [3] (cTpaHuua 115).

64 knwo4 wudpoBaHUA OaHHbIX: INeMeHT MepapxmnM CEeKPEeTHbIX KMo4ven,
npefHasHayYeHHbId Ang W poBaHUs AaHHbIX.

I punmMmevHyaHne — Kritou I.IJMCprBaHMFI OaHHbIX MOXET BbITb 3aIeMEeHTOM COCTaBHOO
CEKPETHOTrO Kro4a.

65 Knwo4v WKUpoBaHUA KNOYen: 3NeMeHT Mepapxun CeKPeTHbIX Khouen,
npegHa3HadeHHbI ANa WndgporaHusa Kpuntorpaduyecknx Knoden bonee HU3KOro
YPOBHS.

66 vepapxus NpPoW3BOAHLIX KNkuen: [JpeBoBMaHAS CTPYKTypa, oTpaxaro-
a8 3aBUCMMOCTb NMPOU3BOAHLIX KITKOYeid OT UCXOOHBIX.

MMpumevyaHune — Cm. onpegeneHve TEpMUHA «NPOU3BOOHLIA KNOY» B CTaThe 78.

67 kopHeBoW knw4: Kpuntorpaunyeckuin koY, COOTBETCTBYIOLLNA KOPHH
vepapxumn NPON3BOLAHLIX KMKYen.

68 ceaHCOBbIN KNKO4Y: ONEeMeHT Mepapxuu Npou3BoAHbIX KMo4yel, Bbipabo-
TaHHbINA NS KpunTorpaduyeckon 3aLlUTbl OAHOTO CeaHca CBA3M MeXay CTopoHaMu
MH(OPMaLMOHHOTO B3aMMOLENCTBMSA, NMPYW MOMOLLM KOTOPOro MOryT BbipabaTbi-
BaTbCA MPOW3BOAHbLIE CEKPETHBIE KITHOYM, UCNOMb3yeMbIe B JaHHOM CeaHce CBS3W.

Mpumep kpunmozpagbuyeckux Krovel, MPOU3800HLIX OM CeaHC08020 — KPUI-
mogzpadpuyeckue Knroyu, npedHazHadyeHHblie O0ns1 wWugposaHus OaHHbIX, KOHMPONs
yenocmHocmu coobuieHull u aymeHmugbuKkayuu crmopoH.

69 dyHKUMA BbIpaboTKM NPOM3BOAHOrO Knk4a; yHKkUuus ousepcughuka-
yuu kmovya: OyHKUMA AN BbIYMUCNEHUA KpUNTOrpadMyeckoro Krova no gpyromy
Kpuntorpaduyeckomy KoYy U HECEKPETHLIM BCMOMOraTerbHbIM JaHHbIM.

MpumevyaHue — Cm.[5] (nyHkT 3.22).

70 npousBoAHbIN KNoY: Kpuntorpaduyeckuin KoY, NonyYeHHbINA Kak 3Have-
HUe QyHKUUKU BbipaboTKKM MPOU3BOAHOIO KMova.

MpumevyaHne — Cwm. [5] (nyHKT 2.19).

71 pacnpegeneHue ceKpeTHbIX Knwdven: LieHTpanusosaHHoe pacnpegene-
HMe CEeKpPETHbIX KMuyeih Mexay nonb3oBaTensaMyi CMMMETPUYHOW KpunTorpaduye-
CKOM CUCTEMbI, HEOBXOOUMbBIX ANsA ee MYHKLUNOHUPOBaHKS.

MpumevyaHune — Cm. [4] (nyHKkT 2.21).
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72 UeHTp pacnpegeneHus knio4en: LleHTp goeepus, obecnednBatoLlnin Bol-
paboTky n pacnpefeneHne CeKpeTHbIX KMHYen.

MpumevyaHnune — CM. [4] (nyHKT 2.22).

73 ueHTp nepepauu [nepewmndpoBaHusa)] knwvein: LleHTp goBepusn, ocy-
LeCcTBAALWMWIA pacluudgpoBaHe BeipaboTaHHOMO W 3alMdpoOBaHHOIO OOHOW CTO-
pPOHOW CEKPEeTHOro Kr4ya, nocnegywouee ero 3awwndgpoBaHue W nepegadvyy B 3a-
WK1poBaHHOM BUAE APYrol CTOPOHe

MpnmeyaHnune — Cum. [4] (nyHKT 2.32).

74 npepBapuTenbHoe pacnpegeneHue ceKpeTHbIX knrouei: LieHTpanuso-
BaHHOE pacnpefeneHne KIM4YeBbiX MaTepuanos, ¢ NOMOLLBIO KOTOPLIX NMOMb30Ba-
TEn CUMMETPUYHOI KpMnTorpadnyeckoin cCucTeMsl MOTYT HE3aBUCUMO BbIYUCTATL
CeKpeTHbIE KM,

MpumeyaHun

1 lNMpuMeHsieTca B ceTAX CBA3W ¢ OomnblUMM YMcnom aboHeHTOB M OomkHO obnagaTb
YCTOMYUBOCTLIO K KOMMPOMETALUM KIOYEe.

2 ®opmupoBaHMe OBLLEro Kiya Ha OCHOBE KMIOYEBLIX MaTepuarnor, MOMy4YeHHbIX
npv NpeaBapvTenbLHOM pacnpedeneHn CeKPeTHbIX KIYen, He NpeanonaraeT BbiNoNHeHne
KpunTorpacdM4ecKoro npoTokona.

75 cphopmupoBaHue obuero kntoda (Hpk. ycmaHoska obuezo kmroda): Mony-
YeHWe CTOpOHaMu MHIOPMaLMOHHOTO B3anuMoaencTeusl obLUero ceKpeTHOro Kkya
nMBo ¢ NOMOLLLI0 MPOTOKOMNA 3allULLEeHHON Nepeaayn Krn4a, BelpaboTaHHOro oa-
HOM M3 CTOPOH, NGO € NOMOLLbLI NPOTOKONAa COBMECTHOW BbipaboTku oblero ce-
KpeTHoro knw4a, nMbo Ha OCHOBE KIKYEBLIX MaTepuarnos, NoNy4YeHHbIX Npy npea-
BapWMTENbHOM pacnpefeneHn CEKPETHbIX KIKYen.

MpumeyvyaHune — Cm. [5] (nyHKT 3.23). Cm. Takke [4] (NyHKT 2.23).

76 sawuweHHanA nepepgava knwoua: Npouecc nepefayn Kpuntorpaduyecko-
ro Krnt4va oT OfHO CTOPOHLI K Apyron cnocobom, obecneynBallnM KOHMUOeHL M-
anbHOCTb, NOATBEPXKAEHME M ayTeHTM(MKALMIO NepeckiaeMoro Kpuntorpadgmye-
CKOro Krwoya.

77 MexaHU3M WHKancynsuuu knroua: Cnocob BelpaBoTkM WM 3aLLMLEHHOW
nepefaYyy CEKpPEeTHOTro KM4va UMK KMHYeBblX MaTepuarnos, HeobXxoduMbIX ANa ero
(hOPMMPOBaAHMS, UCNOMb3YIOLNIA CUCTEMY LN POBAHMA C OTKPbLITLIM KITHYOM.

Mpumevyanne — Cm. [10] (nynkT 8.1).

78 (coBmecTHas) BbipabGoTka oblero cekpeTHoro knva: PopmupoBaHue
ABYMS WM HECKONbLKMMKM CTOpPOHamu oOLero CexkpeTHoro Krda, peanvayemoe
KpunTorpauYeckum NpoTOKONIOM, B XOA4Ee BbIMOJIHEHWA KOTOPOro HU ofdHa W3 CTo-
POH HE MOXET YMEHBLUWTE MHOXECTBO BO3MOXHbIX 3HaYeHU (hOpMUPYEMOTO Kpum-
TorpachyecKkoro Knioya.

MpumeyvyaHue — Cm. [B] (nyHKT 3.18). Cm. Takke [4] (NyHKT 2.13).

79 npotokon ayTeHTUdukaunn u popmmpoBaHma obuwero knw4a: Kpun-
TOrpagU4eCcKnin NPOTOKON, MO3BONAKLLWA OCYLLECTBUTb ayTeHTUUKaLWIO B3aUMO-
AEVCTBYIOLKMX CTOPOH M (POpMUMpoBaHmMe obLLEero CEKPETHOMO KIko4a.

80 nopTBepxaeHue Knroua: [lonyyeHune OOHOW CTOPOHOW, Y4aCTBYOLLER
B (hopMupoBaHWM OBLLErO KNi4a, rapaHTU TOTo, YTO APYrOM CTOPOHE W3BECTEH
CHOPMUPOBAHHbLIN OBLLMIA CEKPETHBLIN KITHY.

Mpumevyanne — Cm. [4] (nyHkT 2.16).

12
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81 yacTu4yHan ayTeHTUdpMKaLuMA KNYa ansA ctopoHbl B ctopoHo# A: lMNo-
ny4YeHue CTOPOHOW B rapaHTWiA TOro, 4To chOpPMUPOBAHHLIA OBLLMA CEKPETHbLIRA
KIOY He M3BECTEeH HUKaKoW CTOPOHE, OTAMYHOW OT A.

MpumevyaHue — Cm.[5] (nyHkT 3.16).

82 nonHas ayTeHTUdMKaUMA KnioYva AnA cTopoHbl B ctopoHon A: Mony-
YyeHwe CTopoHoM B rapaHTuii Toro, 4To chopMUPOBaHHLIA OOLLMIA CEKPETHbIA KoY
W3BECTEH CTOpPOHEe A 1 HE M3BECTEH HMKAKON APYron CTOPOHe.

MpumeyvyaHus
1 Cwm. [5] (nyHkT 3.12).

2 lMNonHag ayTeHTUdMKaUWUA KMoYa Ans cTopoHel B cTopoHown A o3HadaeT ogHOBpe-
MEHHOE BbIMONMHEHWE YacTUYHOW ayTeHTUUKAUWKA KIko4a Ang cTopoHbl B ctopoHon A um
NoATBEPXOEHNS KITlova CTOPOHOW A Ans cTOpoHbI B.

83 npoTokon BbipaboTku oblero ayTeHTUdMLMpOBaHHOro knw4a: Kpun-
Torpacpuyeckuii NpoTokon BbipaboTKKM 0bLLEero cekpeTHoro knwoda, obecnevymeato-
LWMIA NOMNHYK ayTeHTUdKUKaUnIo Knoya.

84 3alMUEeHHOCTb OT YTEeHUsl Ha3af No OTHOLWEHWI K cTopoHe A (Ons
NpoToKoNnoB BbipaboTku obulero cekpeTHoro kntoya) (Hpk. coseplueHHas cexkpem-
Hocmb 8 ByOyuieM no omHoweHUw k cmopoHe A). ObecnednBaemMas NPOTOKONOM
BbipaboTku 06LLEero CekpeTHoro Krn4va HeBO3MOXKHOCTb BbIMUCIIEHUA CChOpPMUPO-
BaHHbLIX paHee OBLLMX CEKPETHLIX KIOYel B criydyae KOMApoMeTauuu (B AaHHbIN
MOMEHT Unu B ByOyLem) [oNroBpeMEHHOTO MUYHOTO KMYa CTOPOHEI A.

MpumevyaHne — Cm. [B] (NyHKT 3.14).

85 3alMUWEeHHOCTb OT YTeHUA Ha3ad Mo OTHOLIEHUIO K KaXO0W U3 CTOPOH
(ans npoTtokonoe BbipaboTkM oblwero cekpeTHoro knioya): ObecnevrBaemas npo-
TOKOMOM BblpaboTkM 06LLEero CeKpeTHOro Krnw4ya HEeBO3MOXHOCTb BblYMCMEHMWS
chOpMHUPOBaHHLIX paHee OBLUMX CEKPEeTHLIX KIYeil B criydyae KOMMNpomeTauun
[ONrOBPEMEHHOT0 NMUYHOIO KMio4ya 0OOHON U3 CTOPOH.

MpumevyaHune — Cwm. [5] (nyHkt 3.13).

86 B3aMMHanA 3alMLEHHOCTb OT YTeHUS Ha3apg (a1 NpoTOKONOB BhipaboT-
km 0BLero cekpeTHoro kntoya): Obecnevneaemas NpoOTOKONOM BbipaboTku obLlero
CEKpPETHOrO KNio4Ya HEBO3MOXHOCTb BbIYUCMEHUS ChOPMMPOBAHHLIX paHee 0bLmx
CEKPETHBIX KMoYel B cny4ae KOMNPOMETaLWUM LONTOBPEMEHHBIX MUYHbIX KIKYewn
obeunx CTopoH.

MpumevyaHue — Cm.[5] (nyHkT 3.29).

87 yCcTOM4YMBOCTL K NOgMEHe CTOPOHbI NPWU KOMNpoOMeTaLMu Knrda (4ns
npoTokonoB BbipaboTkn oblero cekpeTHoro knoda): ObecnednBaemas NpoToOKo-
nom BbipaboTKK 06LEero CEKpeTHOro Kroda HeBO3MOXKHOCTbL MOMHOCTLI0 BbIMOI-
HWTb NMPOTOKON OT UMEHW OOHON M3 CTOPOH MHOPMALMOHHOIO B3aMMOLENCTBUS
npu KoMnpomeTaunn JONroBPeMEHHOT0 MMYHOIO KNiova ApYroi CTOPOHBI.

88 ycTon4uBOCTL K BhbipaboTke obliero knw4a ¢ HEM3BECTHOW CTOpO-
HOW (4NS npoTokonoB BbipaboTku obliero cekpeTHoro krwoda): Obecnevnsaemas
NPOTOKONOM BbipaboTkM oBLUero cekpeTHoro Krnwya HeBO3MOXHOCTb BbipaboTku
obuero knwya cTopoHon A co ctopoHoin B Tak, 4Tobbl npu aTom cTopoHa B octa-
nacb yBEpeHHOW B TOM, YTO OHa chopmupoBana Kpuntorpaduyeckuini KN4 co
cTopoHow C, oTNMYHOM oT A.
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89 paspgeneHue cekperta: Crnocob chopMUpoBaHWA KMHOYEBLIX MaTepuanos secret sharing
(Donewn cekpeTa) Mexay CTOPOHaMM, MO3BONAKLLWA OOHOW UMM HECKONBKUM 3apa-
Hee onpefeneHHbIM rpynnam (MPaBOMOYHbLIM KOAnWLUKMSAM) U TONBKO 3TUM rpynnam
BOCCTaHaBfMBaTb 3Ha4YeHWe Kpuntorpaduyeckoro Kno4da (cekpeta).

Mpumevyanune — Cm. [11] (nyHkT 3.9).
90 cxema pasgeneHus cekpeTa: COBOKYMHOCTb, COCTOALLAs U3 OBYX KPUMTO- secret sharing
rpachuMyeckmMx NpPOTOKONOB, OAWH W3 KOTOPbIX NpefHa3HadYeH AnsA pasgeneHws ce- scheme

KpeTa Mexay CTopoHamu, a Apyroin — ans popMUPOBaHUS KpUNTorpadgnyeckoro
Knoda (cekpeTa) rpynnoi y4acTHUKOB.

MpumeyaHue — Cm. [11] (nyHkT 3.9).

91 noporoBas cxemMma pa3sgeneHus cekpeta: Cxema pasgeneHun cekpeta, B threshold secret
KOTOPOMW NpaBOMOYHbLIMMW ABMSATCA BCE KOoannuum CTOPOH, codepxallue He MeHee  sharing scheme
3apaHee Or0OBOPEHHOIO YWCMa yYacTHUKOB, a BCE KOanuuun ¢ MEHbLUMM YUCIOM
Y4aCTHUKOB — HEMPaBOMOYHbI.

92 coBeplUeHHas cxeMa pa3geneHus cekpera: Cxema pasgeneHus cekpe-  perfect secret
Ta, B KOTOPOW COBOKYMHOCTL [0nel cekpeTa nmobol HenpaBoOMOYHOW KOanuuuu sharing scheme
CTOPOH He NO3BOMNSEeT NoNy4YnuTb HUKAKOW MH(opMaLun O 3Ha4YeHun kpuntorpadum-
Yeckoro Knwo4a (cekpeta).

93 mpgeanbHasa cxema pasgeneHus cekperta: CoBeplleHHas cxema pasge- ideal secret sharing
NeHWs CekpeTa, B KOTOPOM MOLLHOCTM MHOXECTB BO3MOXHbIX 3HA4YeHUi kpunTorpa-  scheme
chuyeckoro knoMa (cekpeta) u Aonein cekpeTa CoBMagaloT.

TepMMHbI “n onpeneneHnA, oTHocAWMeCA K cuctemMme I.UHCprBaHHH

94 oTKpbITbLIA TeKcT: [laHHble, noanexaline 3awndpoBaHMO UKW MONMyYeH- plaintext
Hble B pe3ynbTate paclundpoBaHu s,

95 wwudppoBaHHbIA TEKCT; WKGPTEKCT: [laHHble, NonyYeHHble B pesynbraTte ciphertext
3alnpoBaHns OTKPLITOrO TEKCTa.

96 cuMmmeTpuyHaa cucTtema wudpoBaHUA; cucmemMa wugpoeaHus ¢ ce- symmetric
KpemHbim kmodom: CuctemMa WwndpoBaHus, ABNAKLWAACA CUMMETPUYHOR KpunTo-  encipherment
rpachM4eckor CUCTEMOM, B KOTOPOW ONA 3aWndpoBaHna U paclindpoBaHns nNpu- system; secret key
MEHRATCA OOMHAKOBbLIE CEKPETHbIE KIMHYMK. encryption system

MpnmevyaHunn

1 Cm. [1] (nyHKkTBI 3.28 1 3.29).

2 «lludpoBaHue» — TepMUH, 06bEAVHAOLWMIA TEPMUHBI «3aluMPpoBaHe» U «pac-
WndpoBaHUe».

3 CekKpeTHble KIYM AN 3alUnMdpoBaHna 1 pacluMdpoBaHUs B KOHKPETHLIX CPeacTBax
W POBaHWUSA MOTYT UMETEL Pa3nuYHbIe NPeacTaBneHus.

97 acuMmeTpuyHas cuctema wudppoBaHUA; cucmemMa wugpposaHus ¢ om- asymmetric
KpbimbiM KmodoM: CucTeMa WudpoBaHUs, ABMSAOLLASACA acCUMMETpPUYHOR Kpun-  encipherment
TOrpauUYecKon CUCTEMOW, B KOTOPOW 3alln@poBaHUE OCYLIECTBMASETCA C MUC- system; public key

nonb3oBaHWEM OTKPLITOrO Krk4a nony4artend, a paCLIJVICprBaHMe — C NOMOWbK encryption system
3aKpbITOro (J'IM‘-IHO]'O) KIKo4a nony4darterns.

MpumeyaHune — Cwm. [4] (nyHKT 3.2).

98 wucpp: CemelicTeo Npeobpa3oBaHWil, peanusyLMx npoleccsl 3awud- cipher
poBaHUA 1 paclupoBaHUsa 1 3aBUCALLUX OT KpunTorpaduyeckoro Knya u, Bo3-
MOXHO, BEKTOpa MHULManu3auumu, TakMx, YTo MpW COOTBETCTBYHOLLUX KpUnTorpa-
duryeckux Knwoyax npMMmeHeHue npeobpasoBaHuA pacliMgpoBaHWA K pesynbraTty
npeobpazoBaHna 3alMpPoBaHMs 4AET UCXOOHbIA OTKPbLITbIA TEKCT.

14

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 18 /50
CrtpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-34.14-2025



https://gostexpert.ru?utm_source=pdf&utm_medium=70633
https://gostexpert.ru/gost/gost-34.14-2025?utm_source=pdf&utm_medium=70633&utm_term=page

MpumevyaHue — Wnhp moxeT paccmaTprBaThCs B KA4ECTBE HEMHTEPAKTUBHOIO
KpunTorpachM4eckoro NpoToKona, COCTOSALWEro U3 anroputMa sawndpoBaHus U anroputma
paclwmdpoBaHna, U NO3ITOMY SBNAETCA KpUnTorpachn4eckum MexaHuamom (cm. ctatbio 10).

99 szawmnchporaHue: 3aBUCALLWA OT KpUNTOrpaduyeckoro kn4da npouecc ob-
paTUMOro npeobpasoBaHMs OTKPLITOMO TEKCTa B WMMPOBAHHLIA TEKCT.

MpumedaHune — Cm. [1] (nyHKT 3.11). Cm. Tarke [4] (nyHKT 2.10), [12] (NyHKT 3.6),
[5] (myHKT 3.9).

100 pacwudpoBaHume (Hpk. pacwughposka): 3aBUcsALL M OT KpunTorpadguye-
CKOTO Kroda npouecc npeobpasoBaHus WW(POBAaHHOIO TeKCTa B COOTBETCTBYHO-
LA €My OTKPbITbIA TEKCT.

MpumevyaHune — Cwm. [4] (nyHkT 2.6). Cm. Tarke [5] (nyHkT 3.6), TOCT P 56205—
2014 (craTtbsa 3.2.39).

101 anroputm 3awndgpoBaHusa: Kpuntorpadundecknin anroputm, peanusyto-
Wm1in 3awmpoBaxme.

MpumevyaHue — Cm. takke [OCT P 34.12—2015 (nyHkT 2.1.1).

102 anropuTtm pacwumudposanun: Kpuntorpauieckuin anroputm, peannay-
HLWMin paclimdposaHme.

MpumevyaHue — Cm. Tarke [OCT P 34.12—2015 (nyHkT 2.1.2).

103 wudp 3ameHbl: Wudp, B kOTOpOM 3awmndpoBaHME OCYLLECTBNAETCS
npYMeHeHWeM K nocrefoBaTensHeIM doparMeHTaM OTKPbITOro TeKCTa (3Hakam, bno-
KaM, CMoBaM Unu Ux KoMBbuHauMaM) obpaTuMbix NpeobpasoBaHnii, 3aBUCSLLUX OT
KpunTorpachnu4ecKkoro Kroda M, BO3MOXHO, OT YNpaensiollen KnioyeBo nocneno-
BaTENbHOCTM.

104 wudp npocton 3ameHsbl: LLndp 3ameHbl, peanu3yrolnii OOHO U TO Xe
3aBKCsLLee OT kpunTorpadMyeckoro Knya obpatumoe npeobpasoBaHne KaXgoro
3Haka (bnoka) OTKpLITOro TEKCTa.

105 wundp nepecraHoBku: LUndgp, B KoTOpoMm 3zalmnpoBaHne OCyLLECT-
BNAETCA NyTem 3aBuCALLEer oT Kpuntorpadryeckoro Kroya nepecTaHoBKU 3HAKOB
(briokoB) OTKpEITOrO TEKCTA.

106 wudgpoBaHue ¢ OTKPbITLIM KnkYom: LLndpposaHre ¢ ncnonb3oBaHMem
aCUMMETPUYHON CUCTEMBI LMD POBAHUS.

MpumevyaHune — Cm.[7] (ctatbsa 3.13), [13].

107 wudgporaHue c cekpeTHbIM Knwyom: LLindpoeaHue ¢ ncnonb3oBaHvem
CMMMETPUYHOW CUCTEMbI LMD POBAHUSA.

108 kopg (B kpuntorpadun): Lndp 3ameHbl, B KOTOPOM parMeHTbl OTKpbI-
TOro TEKCTa 3aMeHSTCA KOAOBbIMW 00603HAYEeHMAMW B COOTBETCTBMM C KOLOBOW
KHWION, BbINOMHAWLWEN YHKUWIO KpUnTorpau4ecKkoro Kro4ya.

109 kogupoBaHue (B Kpuntorpadun): 3awmngpoBaHme ¢ NOMOLLbIO Koaa.
110 pekogupoBaHue (B KpunTorpadum): PaclimdpoBaHne ¢ NOMOLBI KoAa.

111 kogoBas KHWra: [JOKyMEHT, UCTIONb3yeMblid NS KOAUPOBaHUS W OeKoaw-
poBaHusA, coaepXalluid KOOOBbIA CNOBapb WM COTOBY Tabnuuy.

112 KogoBbIA cnoBapb: MHOXeCTBO hparMeHTOB OTKPLITOrO TEKCTA C Ha3Ha-
YEHHbIMW UM KOAOBLIMW rpynnamu.

113 kopgoeas rpynna: bykeeHHO-UMdpoBas kKoMOWHauWs, ncnonb3lyemas B
KayecTBe KogoBoro 06o3HaveHus hparMeHTa OTKPbITOrO TEKCTA.
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FOCT P 34.14—2025

114 cnoroBasa Tabnuua: Cnncok oTaenbHbIX BykB 1 KomBuHauuin Byke (nnu
CMOroB) ¢ Ha3Ha4eHHbIMU UM KOLOBbIMW rPyNnamu, UCNoNb3yeMblid ANs KOAWPOBA-
HWA (OeKoAWMPOBaHUA) CNOB UMM COBCTBEHHBLIX UMEH, OTCYTCTBYIOLLUX B KOAOBOM
crnosape.

115 aytenTudpmumpoBaHHoe wucppoBaHue: LndposaHne, nossonsowee
[ONONHUTENBLHO 0becnevynTs ayTeHTUMUKALNIO WNAPYEMbIX OAHHbIX.

MpumeyvyaHns
1 Cm. [14] (nyHkT 3.2).
2 Cm. onpegeneHne TepMuUHa «ayTeHTUhMKauma AaHHbIX» B cTaTbe 22.

116 romomopdHoe wudposaHue: LLndpoeaHue, Npu KOTOpPoM WU PTEKCT
AnA pe3ynkTata HEKOTOPOW anrebpandeckoi onepauuu Hag OTKPbITEIMA TEKCTAMM
MOXHO MOCTPOMUTbL, MPUMEHUB (BO3MOXHO, OPYryt0) anrebpanyeckyd onepauuo K
COOTBETCTBYHLUMM UM WndpTekcTaM, 6e3 3HaHnA KpunTorpadu4eckoro kno4a.

MpnumevyaHnune — Cm.[15] (BBepeHue), cm. Takeke [1] (nyHkT 3.15).

117 noTouHbIV wudp: LLndgp 3ameHsl, B KoTopoM Beibop (0bpaTumoro) npe-
0bpa3oBaHus Kaxaoro 3Haka (brnoka) oTKpbITOro (LM poBaHHOIO) TEKCTa onpene-
nsieTcs COOTBETCTBYHLLMM CHMMBOIOM YNPaBMNSAKLWER KIHOYEeROM NnocnenoBatens-
HOCTHW.

Mpnmevyanne — Cwm. [1] (nyHkT 3.27).

118 ynpaenswoLwas Knw4veBas nocrnefoBaTeNnbLHOCTL; 2aMMa; 3aBucallas
OT KpuntorpadWyecKoro Knwda W, BO3MOXHO, OT HEKOTOporo (MUKCUPOBAHHOIO
KOnu4yecTBa Npeablaywux 3HaKoB WWUMPOBAHHOMO TEKCTa MOCnenoBaTenbHOCTb,
OOHO3Ha4YHO onpeaensowas nopsifok Beibopa npeobpasoBaHuii 3HaAKoB (GnoKoB)
OTKPLITOrO (LMGPOBAHHOIO) TEKCTa, UCToNb3yemasi B MOTOYHbIX LKudpax.

Mpumevyanne — [Ona obecnevyeHna kpuntorpadMYECKOW CTOWMKOCTWM Yynpae-
NAIWaa KMYeBas MocrnefoBaTenbHOCTs A0MKHA YOOBMETBOPAThL pagy TpeboBaHwin, B
Y4acTHOCTK, ObITb BMKM3KOM MO CBOMM CBOWCTBaM K peanusaunam maeanbHOW criydalHOon
nocrnenoBaTenbHOCTH.

119 NOTOYHBIN WKU(p ¢ camoBOCCTaHOBMeHMeM: [OTOUYHBbIA WP, B KOTO-
POM 3HaKW ynpaenswLLen KnioyeBor NocneJoBaTensHOCTU ABMASKTCA 3HaYeHUAMMN
(OYHKLMK, 3aBUCALLEN OT KpUNTOrpaduHecKoro Knva M HEKOTOPOro (PUKCMpoBaH-
HOroO KONnMYecTBa NpeablayLinX 3HAKOB LUMPOBAHHOTO TEKCTA.

120 CUMHXpPOHHbIA NOTOYHLIA WKUdp: MNOToUHLIA WP, B KOTOPOM ynpasns-
loWwas Knoyesas MnocrnefoBaTenbHOCTL NMOMHOCTLI0 onpedenseTcs Kpuntorpadu-
YECKMM KIMH4YOM W, BO3MOXHO, BEKTOPOM MHULMaNU3auun.

MpnmevyaHne
cratee 127.

— Cm. onpegeneHne TepMnUHa «BEKTOP WHWUWanu3aunv» B

121 wndcp raMmmupoBaHua: CUHXPOHHLIA MOTOYHLIA WKUpP, B KOTOPOM an-
haBUTBI OTKPLITOTO TEKCTA U YMpaBNsAKLEA KNHOYEBOW NOCNeaoBaTeNnbHOCTA CO-
BMafatoT, a KaxKablA 3HaK LN POBAHHOTO TEKCTa (OTKPLITOrO TEKCTA) AIBNSAETCS 3HA-
YyeHnem obpaTMMON MO KaXOOMY apryMeHTy dyHKLUMM OT 3HaKa OTKPbITOrO TeKcTa
(wWndbpoBaHHOMO TEKCTA) M 3HaKa YNpaBnstoLLEen KNYeBon NocnenoBaTenbHOCTH.,

122 6no4HbIA WwKdp: LWndp CUMMETPUYHON CUCTEMBI LMK POBAHUSA, B KOTO-
POM anropuTM 3alundpoBaHus (pacwndpoBaHns) nocnegoBaTesibHO NPUMEHAET-
cA K briokam OTKpbITOro (WndppoBaHHOMO) TekcTa Ang nonyyYeHuss nocnegosartenb-
HOCTW BNOKOB LLIM{IPOBAHHOIO TEKCTA (OTKPLITOrO TEKCTa).

MpnumevyaHune —Cm.TOCT P 34.12—2015, (nyHkT 2.1.5). Cm. Takke [1], (nyHKT 3.6).

16
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123

6a3o0BbIN 6rnoYHbIN WKdp: BnoyHbIR Wrdp, peanusyLmia 3alidpoBaHne
1 pacwudpoBaHue Bnoka Tekcta PUKCMPOBaHHON ONWHbI.
[AnpanTuposano u3 FTOCT P 34.12—2015, nyxkr 2.1.3]

MpumevyaHne — B cMMMETPUYHBIX KPUNTOCKCTEMAaX anropuTMbl 3alunpoBaHmns
1 pacludpoBaHns BasoBoro BMOYHOTO WKpa peanusyrTes, Kak NnpaBuio, utepauisamm
OOHOTWMHbLIX NpeoBpa3oBaHNUi.

124 WTepaUMOHHBLIW KIMKOY: JnNeMeHT nocrnegoBaTenbHOCTW KoYen, BbIYUC-
NsiEMbIX B NPOLECCE Pa3BepPTbIBAHUS UCXOOHOr0 KpUNTOrpadiu4ecKoro Kr4a, Ko-
TOPbIN UCNOMb3YETCA Ha COOTBETCTBYIOLLEN UTepaL K anropuTMOB 3allUgpoBaHNA
W paclwngpoBaHusa 6rnoyHoro wudpa.

MpumedaHne — Cm. Tarke NOCT P 34.12—2015 (nyHKT 2.1.7).

125 pasBepTbiBaHMe Knoya: MocTpoeHWe ynpasnswLlWen KNioYeBor nocne-
L0BaTENbHOCTM MO KpUNTOrpagMyeckoMy KMiody MOTOYHOTO WWdipa UNM NocTpo-
eHWe NnocrneaoBaTenbHOCTH UTEPaALMOHHBIX KIYei no Knovy GnoyHoro wudpa.

MpumevyaHune — Cm. takke NOCT P 34.12—2015 (nyHkT 2.1.10).

126 BekTOp MHULUManuiauum: Habop cMMBONORB, KOTOPLIA MCMNONL3YETCA ANA
3afaHnsa Ha4yanbHOro COCTOSAHUA KpUnTOorpauyeckoro anropmMTma.

127 pexum paboTbl 6novHoro wudpa: Cnocob ncnonb3oBaHus H6a3oBoro
BroyHoro wugpa B oblieil KOHCTPYKUUKU KpunTorpaduyeckoro npeobpasoBaHus
BrnoyHoro wudpa.

MpumeyvyaHus

1 Cwm. [13] (cTp. V), Cm. Tarke MOCT P 34.13—2015 (pazgen 5), NameHeHune Ne 1 Kk
MOCT P 34.13—2015.

2 Boibop pexuma pabotbl BrnovHoro wwdpa mmeeT uenbi obecnedeHve onpe-
JeneHHbIX CBOWCTB, HampUMep, OrpaHuyeHne pacnpocTpaHeHWa KCKaXeHWR, npoctoTta
CUHXPOHM3aLMN.

3 OCHOBHbLIMU pexumamin paboTel BnodHoro Wwrdpa ABNAKTCS:

- pexum npocToi 3ameHbl (ECB, anrn. Electronic Codebook);

- pexum nNpocToy 3ameHsl ¢ 3auenneHuem (CBC, aHrn. Cipher Block Chaining);

- pexum rammuposanus (CTR, aHrn. Counter);

- pexum rammupoBaHua c obpatHom ceasbio no Beixogy (OFB, anrn. Output Feedback);

- pexum rammupoBaHus ¢ obpartHon cBasblo no wudptekcty (CFB, anrn. Cipher
Feedback);

- pexum BblpaboTkn umwutoBcTaBkm (MAC, adrn. Message Authentication Code
algorithm);

- pexum rammupoBaHusa c npeobpasopaHuem knwoya (CTR-ACPKM, anrn. Counter
Advanced Cryptographic Prolongation of Key Material)

- PeXUM ayTeHTU(ULMPOBAHHOMO LWWG(POBaHNS C acCOUMUPOBAHHBIMU OaHHBIMU
(AEAD, anrn. Authenticated Encryption with Associated Data).

TepMV[HI:I U onpeaeneHnd, oTHocAUWMeCHA K CUCTeMe LIHCprBOﬁ nognnucu

128 uudpoBas nognuck: PesynstaT kpuntorpadpmuyeckoro npeobpasoBaHns
Habopa gaHHbIX (coobLeHus), 3aBUCSALLErO OT Koda Nognucu 1 napameTpoB CXe-
Mbl LudpoBor nognucu, o6ecnevymBatoLLnin BO3MOXHOCTL ayTeHTUdMKALMN OaH-
HbIX 1 HEBO3MOXHOCTL OTpPULAHNS haKkTa co3aaHus.

MpumevyaHus

1 Cm. [3] (nyHKT 3.7). CMm. Takke [16] (nyHKT 3.3.26), [17] (cTaTba 3.11).

2 CM. onpefeneHve TepMWHOB «KIOY MOAMUCU» U «NapaMeTp Ccxembl LndpoBour
nognucu» B ctatee 145 n ctatee 135, TEPMUHOB «ayTeHTU(UKALMA UCTOMHMKA (OaHHBIX)» U
«UEenocTHOCTb (AaHHbIX)» — B npunoxeHun b (ctaten 6.2.8 1 5.2.13).
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129 cxema yudopoBou nognucu: COBOKYNHOCTb, COCTOALLAA U3 ABYX KpuI- digital signature
TorpauYecKnx NMpPOTOKOMNOB (anropuTMOB), NMpeAHasHavYeHHbIX Ana (opMupoBa- scheme
HWA U NPOBEPKX NOAMUCH.

MpumedyaHue — lMcnonbayer KNKYeBbIe Napbl, B KOTOPLIX NUYHBIA KITHOY Npume-
HAETCA AnsA hopPMUPOBaHMA NIOAMUCH, a OTKPLITLIR — NS ee NPOBepPKU.

130 chopmupoBaHue nognucu: NpoLecc, pe3ynstaToM BhINMOMHEHWUA KOTOPO- signature process
ro Ans sagaHHoro Habopa gaHHbIX (coobLeHus), KnYa NoanucK U napameTpoB
cxeMbl LUpoBO NOANMCK ABNAeTcs UMdpoBas Noanuch ykazaHHoro Habopa gaH-
HbIX (Co0bLeHns).

MpumeyaHunn
1 Cm. [16] (nyHkT 3.14) 1 TOCT P 34.10—2012 (cTatba 3.1.9).
2 lNpouecc opMUpOBaHUs MOAMUCK B 3@BMCMMOCTM OT CXEMbl LMMPOBOM Noanucu

MOXET OMNUCbIBATLCA KpVIFITDFpaCbVI‘-IECKVIM anropuTMom UIn NpPoOTOKOIOM CbOpMVIpOEaHMFI
nognucu.

131 noanucaHHbIW Habop AaHHLIX; ModnucaHHoe coobuweHue: Lindpoeasn signed message
nognuck Habopa AaHHBIX [cOo0BLeHKs ]|, a Takke YacTe (BO3MOXHO, MycTas) 3Toro
HaBopa gaHHbIX [coobuieHunn], He BoccTaHaBnMBaemMas U3 LIMpOBOA NOAMMCH.

MpumeyaHune — Cm. [18] (nyHkT 3.15).

132 undpoBaa noanMcb C BOcCTaHoBMeHueM coobuweHusn: Llndpoeasn digital signature with
noanuch, chopMUpPOBaHHAsA TakuM 0Bpa3oM, YTo Npy BeIMOMHEHUW anropyMTMa npo- message recovery
BEPKW NOANMUCK COOBLLEHWE UMY ero YacTb MOTyT ObiTh U3BMeYeHbl U3 LU POBOWA
nognuncu.

MpnumevyaHnune — Cwm. [18] (BBegeHne v ctatea 3.15).

133 umndchpoBas nognucb ¢ gononHeHuem: LlndpoBas nognuck, chopmMu- digital signature with
poBaHHasa TakuMm obpa3om, YTO HWKAKas 4acTe noAnuckiBaeMoro coobuieHus He  appendix
MOXeT ObITb M3BMNeYeHa 13 L1 poBO NOANUCU, OONONHEHUEM K KOTOPOW CAYXWT
camo nognucbiBaeMoe coobLieHue.

Mpnmevyanne — Cm. [18] (BBegeHune, ctatea 3.15, n npumedaHue).

134 npoBepka nognucu: MNpouecc, B KOTOPOM B KA4eCTBE UCXOOHbLIX JaHHbIX verification process
MCNONb3YKTCA MOANMUCAHHBLIA Habop AaHHbIX (NognMcaHHoe coobLUEeHWE), KoY
NpoBepK1 NOAMUCKU K NapaMeTpbl CXeMbl UM POBON NOANKUCY, BEINOMHAEMbIN NMMBo
He3aBWCKUMO, NMMBO C y4acTMeM CTOPOHBLI, KOTOPas Mo NPEeAnoONOXEeHWI0 ABMAETCS
nognuchIBalOLLEN, a pe3ynsTatoM SABMSETCH 3aKkioHeHUe 0 KOPPEKTHOCTW Wi He-
KOPPEKTHOCTKN LKudpoBON NOANKNCHK.

MpumeyaHuns
1 Cm. [18] (nyHkT 3.17) n TOCT P 34.10—2012 (nyHkT 3.1.8).

2 I'Ipouecc NpoBepKK Noanucn B 3aBUCUMOCTU OT CXEMbI LlMCprBOI‘/'I noanncn Moxet
OnncbiBaTbCA KpMﬂTOFpaq:)M‘-IE‘CI{MM anropuTMom UInu NpoToKoNoM NpoBepkn Nognnucu.

135 napameTp cxemMbl LUPOBOA NOANUCU: DNEMEHT AaHHbIX, 06WKWIA Ans domain parameter
BCeX CybbeKTOB cxeMbl ULMPPOBON NOANUCH, U3BECTHBLINA MW AOCTYMHbIA BCEM 3TUM
cybbekTam.

MpumevyaHune — Cm.TOCT P 34.10—2012 (nyHkT 3.1.4).

136 cxema uudcppoBoi nognucu Bcnenyk: Cxema uudpoBol noanucu, blind signature
thopMUpoBaHWe NOANUCK B KOTOPON OCYLLECTBNAETCA OBYMS YYacTHMKaMu — 3a- scheme
npalmBatoLLei CTOpoHoW (BnagetoLweil Habopom AaHHbIX (CoobLeHnem), ons Ko-

TOporo chopMMUpyeTCs MOANUCH) U NMOAMNUCHIBAIOLLEN CTOPOHONW (BrNagetoLlen Kto-
YOM MOAMUCKM) — Takum obBpasoM, YTO MOAMMUCLIBAKOLWLAA CTOPOHA He nony4daet
HWKaKoW MHdOopMaLuUKM 0 NognMcaHHoM Habope gaHHbIX (coobLeHun).

18
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MpumeyvyaHus
1 Cwm. [19] (nyHKT 3.3).

2 CM. onpegeneHne TepMuHa «noanucaHHblil Habop gaHHbIX [moanucaHHoe cooble-
Huel» B cTaTbe 131.

137 cxema koHdmaeHuunanbHon [Heocnopumown] uudpoBol nognucu:
Cxema uMchpoBOA NogNMCK, B KOTOPOW MpoLecc NpoBepku nognucu TpebyeT y4a-
CTWA CTOPOHbLI, KOTOpas Mo NPeanoNoKeHuIo SBNAeTCs NoanuckiBaloLLen.

MpumeyvyaHus

1 lMpw peanusaunn 0aHHOW cxeMbl hakT DOPMUPOBaHUA NOANMCUA KOHKPETHOM CTOpO-
HOI OCTaETCH KOH(MAEHUMANbHLIM U MOXET BbITb YCTAHOBMEH TONBKO B TOM Cny4yae, ecnm
nognucaeLlLasa CTOpOHAa AaeT Ha aTo cornacue. Bropoe HanMmeHoBaHWE «HeocnopvMas nog-
nucb» 0DbLACHAETCA TEM, YTO eCrv NoanucasLlas cTopoHa obs3aHa yvyacTBoBaTh B NpoLe-
Oype NpOBEpPKW MOAMUCK, TO OHa HE CMOXKET OTKa3aTbCA OT NOAMUCK, ecrv NoANMCch ABMSA-
€TCsi NOAMNWHHOW, HO CMOXET [0Ka3aTh, YTO 3TO HE ee MOANUCL, ECNK OHa He nognuckiBana
[OKYMEHT.

2 CM. onpefeneHve TepMWMHa «KOHMWOEHUMANbHOCTb» B MpuroxeHun B (cTtaTtbs
b.2.12).

138 cxema aHoOHMMHONI unudpoBon nognucu: Cxema LMGpPOBOA Noanucu,
obecnednsaroLLas aHOHMMHOCTb MOAMNKUCHIBAKOLLEA CTOPOHbI U HECBSI3bIBAEMOCTb.

lMpumep — Cxema 2pynnoeoli yughpoeoil nodnucu, cxeMma Konsueeol uugpoeoii
nodnucu.

MpumeyaHusa
1 Cwm. [20] (nyHKT 2.1).

2 CM. onpegeneHve TepMUHa «aHOHUMHOCTb» B npunoxeHun b, (ctates 6.2.1), onpe-
neneHue TepMUHa «HECBA3LIBAEMOCTbY B NpunoxeHnn A, (ctatea A.2.14).

139 cxema rpynnoBoi uudcdposor nognucu: Cxema aHOHUMHOW LM POBOWA
nognucK, B KOTOPOW NpasoM OpPMUPOBAHWA MOAMNUCKA OT UMEHW TPYMMbl, ocTaBa-
SICb AHOHMMHBIM, 0BrnagaeT Kaxablil U3 BXOASALLMX B HEE UNIEHOB, NMPUW 3TOM KaxXabli
13 HUX obnagaeT CBOMM NMYHbLIM KIMHOYOM, @ NPOBEpPKA rPyNnoBoi LM poBOA noa-
NUCK OCYLLLECTBIAETCH C NOMOLLBI eJWHCTBEHHOTO OTKPLITOrO Kto4a.

MpumevyaHunsa

1 Cwm. [20] (nyHkTEI 2.30, 2.31).

2 Mognucaewmnin Habop gaHHbIX (coobuleHWe) YneH rpynnbl OCTAaeTcs aHOHUMHBLIM, W
€ro aHOHWMHOCTb MOXET ObITb HapylleHa TOMbKO B criyyae HeobxodMmoCTW paspelueHus
CMOPHOW CUTYaLMK.

3 ®opMupoBaHUeM rpynrbl (percTpauren U BolpaboTKoN KNKYer y4acTHUKOB rpynnbl)
3aHMMAaETCH OOWH U3 ee YNeHoB, onpedeneHHblin 3apaHee.

140 cxema KonbueBo#W LucpoBoi nognucu: Cxema aHOHUMHOMA LUPOBOA
noanucK, B KOTOPOI CTOPOHA C Lenbi obecnedeHusi CBOeH aHOHUMHOCTU hopMU-
pyeT Noanvchb OT UMEHW TPYMMbl, B KOTOPYH MOMUMO ceba BKMHOYaeT OOHOM0 MMM
HEeCKONbKMX NOTEeHUMAaNbHBIX YY4ACTHUKOB, UCMOMNb3Ya CBOW NMUYHbLIA KIOY U OTKPbI-
Thie KMHOYKW NOTEHUWanbHbIX Y4acTHUMKOB, a NPOBEpKa NognuMck OCYLEeCTBSAETCA C
NMOMOLLBI0 OTKPbIThIX KITHOYer BCex YneHoB chopMUPOBAHHOW rpyMnbl.

MpumeyaHus
1 Cwm. [20] (nyHKTBI 2.45, 2.46).

2 lMNognucaewnin cooblieHre yuneH rpynnbel oCtTaeTcA aHOHMMHbIM, N ero aHOHMMHOCTb
HE MOXET ObITb HapyLwleHa.

3 Moanucaewwmii cooblieHne yneH rpynnel MMeeT BO3MOXHOCTbE CaMOCTOATENBHO Bbl-
6paTb OCTanbHbIX YNeHOB rpynnbl, UCNONb3yA MX OTKPbITble KNKOYKWM KN HE OonoBelas nx o0b
3TOM.
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141

aneKTpoHHaAa noanuck: MHdopMauua B aneKTpoOHHOW hopMe, KoTopas npu- electronic signature
coegunHeHa K Apyron MHdopMaLnm B 3reKTPoHHOW dhopMe (noanvchkiBaeMomn) Unm
MHbIM 0Bpa3oM CBfi3aHHas C TaKoW WMHGOpMaLMen M KOoTopas MCnonb3yetca Ansd
onpegeneHus nuua, NoAnUChLIBaLWero MHopMayuio.

[[21], cTaTbs 2].

MpnmevyaHnn

1 TepMuH MpUMeHsieTCs B OOKYMEHTax, yCTaHaBMMBAKLLIMX YCMNOBMA HOPUONYECKOW
paBHO3HA4HOCTW 3MNEKTPOHHOW 1 COBCTBEHHOPYYHOW NOANMCH.

2 [Ona dpopMUpOBaHUA 3NeKTPOHHOW Mognucy, B 3aBUCUMOCTU OT YCNOBUIA NpUMeEHe-
HWA, MOryT BbITb MCMNOMb30BaHbI Pa3NUyHble TEXHONOMK (LM POBON NoanvcK, Koga ayTeH-
Thrkaumm, ULMgPOBOro BOAAHOMO 3HaKa, WTPUX-Koaa v Ap.), OgHako Ans JOCTOBEPHOW ay-
TEHTUMKALMN NCTOYHMKE AaHHBIX HE0BXOAMMO UCMOMNb30BaTk CUCTEMY LMGPOBO NOANUCH
W MHPPACTPYKTYPY OTKPBITBIX KMKOYEN.

142 ycuneHHas 3NeKTPOHHasA Nognuchk: 3NeKTPoOHHasA Noanuch, yAOBNeTBO- advanced electronic
psiollas cnegywwmm TpeboBaHnaM: signature
- nonyyYeHa B pesynbtate kKpuntorpaduyeckoro npeobpasoBaHus MHgpopma-
UMK C UCMOMb30BaHUEM KIo4Ya NOAnncH;
- C ee MNOMOLLbH MOXHO MOATBEPAWUTL MOANMHHOCTL NKUUA, NOLMNMCaBLLErO
OaHHblE;
- noseonset obHapyXuWTb (hakT BHECEHMA W3MEHEHWA B 3NEKTPOHHBLIA OOKYy-
MEHT nocrne MOMeHTa ero NOANUCaHus;
- cO34aHa ¢ UCMOoNb30BaHWEM CPEACTB ANEeKTPOHHOW NOANUCH.

MpumeyaHue — W3 nepeeix Tpex TpeboBaHUA BbITEKAET, YTO YCUIIEHHAsA 3Mek-
TPOHHasA nognucs (hOpMUPYETCS 1 NMPOBEPSAETCH C MOMOLLBI CUCTEMbI LIMKDPOBOM NOAMNUCH.

143 kBanuUMpOBaHHAA 3NEKTPOHHAA NOANUCHL: JNEKTPOHHAasA NOANUCh, qualified electronic
KOTOpasi COOTBETCTBYET BCEM NPU3HAKaM YyCUMNEHHOW 3NEeKTPOHHON Noanucu, a Tak-  signature
Xe OBYM OONONHUTENbHBLIM NPU3HaKam:
- KITKOY MPOBEPKN MOAMUCK yKasaH B KBanuuumpoBaHHOM cepTudukare;
- ANSA co3daHusl M NPoBepKW MOANUCKM UCMONb3YTCS CPeAcTBa 3NeKTPOHHOW
noanucu, NonyYuBLIMeE NOATBEPXKAEHNE COOTBETCTBUS TpeboBaHUsAM, yCTaHOBMNEH-
HbIM B cooTBETCTBMN C [21].

MpumeyaHus

1 YTOoYHeHo Ans uenei HacTosLWero ctaHgapTa Ha ocHoBe PepeparnsHoro 3akoHa [21]
(ctaTtba 5, yacTb 4).

2 CwMm. onpeperneHue TepMyHa «KBanuUUMPOBaHHBIA CEPTUMMKAT KNio4a MpOBEPKN
ANEeKTPOHHOM nognucK» B ctatbe 148.

144 HekBanUpUUUPOBaAHHAA 3MEKTPOHHaA MNOAMNUCL: YCUNEHHasa arnek- unqualified
TPOHHAA NOANWUCE, KOTOpas He ABNSAEeTCHA KBanuUuUUMPOBaHHON. electronic signature

145

KN4 NoAnucu: 3remMeHT CEKPEeTHbIX AaHHbIX, cneludryHbii Ansg cybbekta v | signature key
MCMonb3yeMbli TONLKO AaHHbLIM cyBLeKTOM B npouecce chopMUpoBaHMsa LM poBoi
NoAnucu.

[FOCT P 34.10—2012, ctaTtbhsa 3.1.2]

146

KN4 NPOBepPKM nognucu: ONeMeHT OaHHbIX, MaTeMaTu4eckn cBA3aHHbIn ¢ | verification key
KIMHOYOM NOANUCH U UCNONb3YyeMbIA NPOBEPSAOLLEN CTOPOHOW B NPOLECCE MPOBEPKY
uMpoBOM NOONUCH.

[TOCT P 34.10—2012, cTtaTtbsa 3.1.3]

20
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147

cepTudMKaT KNo4Ya NPOBEPKN 3INEeKTPOHHOW NognucK: SNeKTPOHHbIA J0-
KYMEHT UM OOKYMEHT Ha ByMaXkKHOM HOCUTENE, BblAaHHbIE YAOCTOBEPAOLLUM LEH-
TpoM nubo OOBEpPeHHbIM NWLOM YOOCTOBEPSALLEr0 LeHTpa W noaTBepxaatoLmne
NPUHAANEXHOCTb KIo4ya NPOBEPKM 3MEKTPOHHOW NognMcK Bnagenbsuy ceptuduka-
Ta Kro4va NpoBEPKU 3MEKTPOHHON Nognucu.

[[21], cTaTesa 2]

MpumevyaHune — CogepxaHve cepTudumkata KNYa MNPOBEPKM 3MNEKTPOHHOW
noanvcy onpeaensieTca YacTeto 2 ctaten 14 [21].

148 kBanuduUUpoBaHHbIN cepTuUdUKaT (KNKOYa MPOBEPKU 3NEKTPOHHOM
noanucu): CepTudUKaT KroYa NPOBEPKU INEKTPOHHOW MOANUCK, BblOaHHLIA ak-
KpPeAMTOBaHHLIM YOOCTOBEPSOWMM LeHTpoMm nmbo denepanbHbIiM OpraHoM Wc-
NOSHWTENBLHOW BNACTU, YNOMHOMOYEHHbIM B Chepe WCMOonb30BaHWsA 3NEeKTPOHHOM
NMOANKCY, 1 SBMSAIOLLMIACA B CBA3W C 3TUM OUMANbHLIM JOKYMEHTOM.

MpumMevyaHue — Cm.[21] (yacTb 3 cTaTbu 2).

149 HeBO3MOXHOCTb oTpuuaHua: CeoicTBO cnocoba dukcaumm MHdopma-
uun 06 MMEBLUMX MECTO AEWCTBMAX UMK COBLITUAX, UCKMIOYaloLLee BO3MOXKHOCTb
WX nocneayLlero oTpuLaHus.

150 HeBO3MOXKHOCTbL OTpUUAHUA co3gaHusa: CeoncTeo cnocoba dukcaumnm
nHdopMaLmmn o hakTe cozgaHus coobeHns (JOKyMeHTa) KOHKPETHBIM MMLOM, 1C-
KnovaLee BO3MOXHOCTL NOCNeAyoLwero oTpuuaHusa MM atoro akra.

MpumevyaHue — Cm.[22] (nyHKT 3.23).

151 HEeBO3MOXHOCTb OTPULUAHMA OOCTaBKM coobweHuna: CBOWCTBO CNOCO-
ba dukcauum MHbopMauun 0 AocTaBke COODLWEHMs M 03HAKOMMEHWUS C ero co-
[epxaHueM, UCKMYatolliee BO3MOXHOCTL MOCNeayLLEero oTpuLaHna aToro dakra
nonydartenem.

MpumevyaHue — Cm.[20] nyHKT 3.24.

152 HEBO3MOXHOCTb OTPULLAHUA O3HAKOMIIEHMSl C cofepXaHWem nony-
YeHHoro coobuieHun: CeorcTBo cnocoba dukcauum nHdopMauum 06 03HaKOM-
NeHWW nonyyaTtens ¢ CoaepKaHuemM nony4yeHHoro coobLeHus, UCKIoYaloLllee BO3-
MOXHOCTL NOCrNeayoLLero oTpuuaHms aToro gakra.

MpumevyaHune — Cwm. [22] (nyHKT 3.28).

153 HEBO3MOXHOCTb OTPULIAHWA CO3AaHUA U OTNpaBneHus cooblieHus:
CeoiicTBo cnocoba durkcaumm MHopMaLmmy o co3aaHuy U oTNpaBneHun coobLue-
HUS C OaHHbIM COAEpPKaHWEM KOHKPETHBIM TMLOM, WUCKIoYalolliee BO3MOXKHOCTb
nocreayrLero oTpuLaHns UM aToro dakra.

MpumevyaHue — Cm. [22] (nyHkT 3.29).

154 HeBO3MOXHOCTbL OTpMUaHUA nony4YeHuAa: CeoicTBo cnocoba dukca-
UMK MHpopMaLuu o nony4YeHun coobLLeHWs, UCcKNioYaLee BO3MOXHOCTb nocne-
OyHoLLero oTpyulaHns aToro gakra.

MpumevyaHue — Cwm. [22] (nyHkT 3.33).

155 HeBO3MOXKHOCTb OTPULIAHUA oTNpaBneHnAa: CBoNCTBO cnocoba ukca-
uMn nHdopmaumm ob oTnpaeke coobLLEHUA, NCKMNDYatoLLee BO3MOXKHOCTL Mocne-
OyHoLLero oTpylaHns aToro gakra.

MpumevyaHune — Cm. [22] (nyHKT 3.35).
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156 HeBO3MOXHOCTb OTpMUaHuA y4dacTtusa: CeoncTBo cnocoba cukcauum
MHpopMaLuM O MPUHATMMA OT OTMpaBuTens coobLieHWa OOBEPEHHOW CTOPOHOM,
OCYLLECTBNAKLLEN [OCTABKY CO0BLLEeHNA ero nony4vaTento, UCKNYaLee BO3MOX-
HOCTb NOCNeayLero oTpuLaHus e aToro akra.

Mpumevyanune — Cm. [22] (nyHkT 3.35).

157 HeBO3MOXHOCTbL OTpULaHUA Nepegayvun: CeoncTeo cnocoba hukcaumm
Ana oTnpaBuTens MHopmalMM O OOCTaBke cOODLEeHWsA ero nonyqarent AoBe-
PEHHO CTOPOHOW, OTBEYaLLEN 38 AOCTABKY COODLUEHNS, UCKNIOYaoLee BO3MOX-
HOCTb MOCNeayLLEero oTpULaHMs nony4vatenem atoro gakra.

MpumeyaHune — Cm.[22] (nyHkT 3.38).

158 (6eckniwoyeBan) kpuntorpadpuyeckans xew-cpyHKUUA: PyHKUMSA, OTO-
BpaxaroLan MHOXECTBO BCEX KOHEYHbIX BMTOBBIX CTPOK B MHOXECTBO OUTOBBIX
CTPOK (PUKCMPOBAHHOW ANWHBI, ANA KOTOPOW cnegyiowme 3ajadn sBMAAKTCH Bbi-
YUCTIUTENBHO TPYOHBIMU!

- AN NOYTW K&XO0ro 3Ha4YeHUs yHKUMW BbIYMCIUTE XOTHA Obl ogHy BuToBYHO
CTPOKy, oTODpa)KkaemMyr B 370 3HAYEHWUE;

- AnsA 3agaHHoOW BUTOBOWM CTPOKK BBIMMCNUTE APYryo BUTOBYIO CTPOKY, oTobpa-
KaeMylo B TO Xe 3Ha4yeHne PyHKUNUK;

- BbIMMCINTL KaKyl-NMMbo mapy pasnuyHbiXx BUTOBLIX CTPOK, OTOBpaXKaembIX B
OOHO M TO e 3HaveHue.

MpumeyvyaHus
1 Cm. TOCT P 34.10—2012 (nyHkT 3.1.14).

2 BbluucnutensHas TPYAHOCTb onpeaenaeTcA KOHKPETHbIMA TpE6OBaHMF|MM K MpakKTu-
YECcKoW CTOMKOCTU AaHHOoro KpMI'ITOFp‘aCbI/I‘-IECKOFO MexaHuiama.

TEpMMHbI n onpeneneHuA, oTHocAWwWMecA K CUCteMe MMUTO3alLlUThbI

159 umnTo3awmTa (B KpMnTorpachmm): 3awmTa ot aTak, UMEerLNX Lenb MMK-
TauuWo U NogMeHy coobLlueHns, KoTopas peanuayeTcsl NyTeM BbipaboTky U NpoBep-
KN MMUTOBCTABOK.

160 umuTtaumna (coobweHus) (B kpuntorpadgum): PesynstaT ataku Ha Kpun-
TOorpacuyeckyro CUCTEMY, B XOA4E KOTOPOI atakytowuin hopMmupyet cooblieHune ot
MMEHU OpYroi CTOPOHbI, KOTOPOE HE OTBEPraeTcsa nony4artenem.

161 nogMeHa coobuweHun (B kpunTtorpaduu): Pesynstat atakum Ha KpunTo-
rpachMyeckyto CUCTEMY, B XOA4e KOTOPOM aTtakyLwmi MoguuLMpyeT U 3ameHseT
coobLleHue, NnepeaHHoe OOHOW U3 CTOPOH, OPYTrMM COOBLLEHUEM OT MMEHU TOW XKe
CTOPOHEI, KOTOPOE HE OTBEPraeTcs nony4vaTenem.

162 kpuntorpacduyeckan xew-pyHKUUA, 3aBUCALLAA OT Knio4a: 3aBucs-
was oT Kpuntorpadu4eckoro kniw4a yHkuns, oTobpaxarLwass MHOXECTBO BCEX
KOHEYHbIX BUTOBLIX CTPOK B MHOXECTBO BMTOBbLIX CTPOK (PMKCUPOBAHHOW ANWHBI 1
YOOBMETBOPAIOLLASA CrefyoLWnM YCNOBUSM:

- ona noboro kpunTorpadryecKoro Kova 1 noboi BXOGHOW CTPOKK oyHKLMS
MoXeT ObITb BblHMCNeHa 3PHEKTUBHO;

- ang nioboro Habopa BXOOHbLIX CTPOK M 3HAYEHWUA PYHKLWM HA HUX, NOMYyYeH-
HbIX NpY (PUKCMPOBaHHOM 3HAYEHUW KpUNTOrpauyeckoro Kno4va, BhIMUCITMTENBHO
TPYOHO, HE 3HAsA 3TOro KpUntorpadouyecKoro Kn4a, HanTh 3HavyeHre (OyHKUMK Ha
HOBOW CTPOKe, He BXoasLwein B 3ToT Habop.

non-repudiation
of submission

non-repudiation
of transport

cryptographic hash
function

imitation protection

imitation

substitution

keyed hash
function; message
authentication code
algorithm

(MAC algorithm)

22

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru
CrtpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-34.14-2025

26 /50



https://gostexpert.ru?utm_source=pdf&utm_medium=70633
https://gostexpert.ru/gost/gost-34.14-2025?utm_source=pdf&utm_medium=70633&utm_term=page

MpumeyvyaHus
1 Cwm. [12] (nyHkT 3.10).
2 [MpumeHsieTcs B cucTeMax MMWUTO3aLLMUTEI.

3 BelumncnurensHas TPYAHOCTE onpenendAeTcAa KOHKPETHBIMU TpeﬁOBaHMﬂMM K NpakTn-
YECKOW CTOMKOCTK AaHHOTro KpMI'ITOFpaCbW-'IECKOFD MexaHu3ma.

163 uMuTOBCTaBKa; KOO aymeHmuYyHocmu coobuweHus: Butoean cTpoka, fgo-
BbaBnsiemasn Kk coobLeHnto ¢ Lenbio obecnevyeHna BO3MOXKHOCTHM 0BHapyXeHUs noa-
MeHbl W/MNU UMUTauuK coobLleHua M ABNALLASACSH pe3ynbLTaToM NMpPUMEHEHUs K
HeMy KpunTorpadu4eckon xeww-pyHKLNK, 3aBUCHLLEN OT Kro4a.

MpumevyaHue — CMm.[12] (nyHKT 3.9).

164 6e3ycnOBHO CTOWKas CUCTEMa UMMUTO3aWUTbLI: CUCTEMA UMMTO3aLLN-
Tbl, 0BecneynBaLas MMHMManNbLHO BO3MOXHbBIE 3HAYEHWSA BEPOATHOCTEN ycrnexa
atak UMUTaLUA U NOAMEHb! COOBLLEeHUsA.

I pumMmeHaHne — B naHHOM crny4yae B Ka4ectBe MaTemMaTU4ecKorn MOOENM cucTe-
Mbl MMWUTO3ALLWTBI, NO3BONAOLWEN OXapakTepun3oBaTb €€ TEeOpPETUYECKYID CTOWKOCTb, npun-
MeHAETCA TeOpeTMKO-VIHCpOpMaLI,VIOHHaH mMogenb.

rOCT P 34.14—2025
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(MAC)

unconditionally se-
cure authentication
system

TepMIﬂHbl n onpegeneHnd, oTHoOCAWMECA K CUCTeMe aYTEHTH(pMKaLWIH CTOPOHBbI

165 kpunTtorpaduyeckuin NpoToKon ayTeHTUdUKaLUMKU cTopoHbl: KpunTo-
rpachu4eckii NpoTOKON C ABYMS y4acTHUKaMu (NPOBEPSIOLLEN CTOPOHOW U [OKa3bl-
BaKLLEN CTOPOHOWM), NO3BONAIOLLMIA NPOBEPSAIOLLEA CTOPOHE MPOBECTM ayTEHTUDN-
KauWno QOKa3blBatoLEeN CTOPOHbI.

MpumeyvyaHus

1 Cwm. onpegeneHne TepMuHa «ayTeHTUhUKaunsa CTOPOHbI» B NpunoxeHun b (ctatba
B.2.9).

2 PaznuuaioT cnegywlume Buabl Kpyntorpaduyeckux MpoTOKONMOB ayTeHTUduKauum
CTOPOHbI:

- MPOTOKOMbI C OQHOKPAaTHOW nepefaqel coobLyeHW, OCHOBaHHbIE Ha M3BECTHOW 0be-
1M CTOpOHaM MHdopMauun (Naponu, NepcoHaneHbie MOeHTU(MKALMOHHBIE Y1Cna, KpUnTo-
rpacpuyeckKmne Krouu);

- NPOTOKOMbI C ABYKPATHON NepefaYell coobLLeHU A TUNa «3anpoc—oTBeT»;

- MPOTOKOMbLI C TPEXKPATHOW Nepefayeil COoDLLEHNA HA OCHOBE TEXHUKW O0Ka3aTerb-
CTBAa C HyNeBbIM pasrnalleHuem.

166 pokasbiBawowas CTOpPOHA (B KpMNTOrpaduyeckoM NpoTOKOMe ayTeHTH-
cbmkaumm ctopoHbl): CTopoHa npoTokona, neiTarllasaca noaTeepAnTs ApYroi cTo-
pPOHE CBOK NOAMUHHOCTD.

MpumevyaHue — Cm.[17] (nyHkT 3.6), cm. Takke [23] (nyHKT 2.7).

167 npoBepALWan CTOPoHa (B KpMnTorpadynyeckom NpoToKone ayTeHTMdn-
Kauumn ctopoHsl): CTopoHa NpOTOKONa, OCYLLECTBASLWAA NPOBEPKY NOANUHHOCTH
Opyron CTOpPOHbI.

MpumevyaHue — Cm.[17] (nyHkT 3.40), cMm. Takke [23] (nyHkT 2.30).

168 nmogMeHa cTopoHbl (B KpunTorpadum): Pesynbrar ataku Ha Kpuntorpa-
PUYECKMIA NPOTOKOM, C NMOMOLLIbIO KOTOPOIM aTakylLwmWi BeigaeT cebsa 3a nerutum-
HOrO y4acTHWKa 3TOro NPOTOKona.

169 cBupaeTenbLCTBO (B KpWUNTOrpachu4eckoM MNpOTOKoNe ayTeHTUUKaLumn
cTopoHbl): CoobleHrne NpoTokona ¢ TpexkpaTHoi nepedadeit coobueHun, cdop-
MWPOBaHHOE [0Ka3blBalolllell CTOPOHOW, 3aBMCALLLES OT 3aLUULLEHHOTO OT pacKpbl-
TUSI NapamMeTpa, No3BonsLLee NpoBepsoLWen cTopoHe ybeauTbesl, YTo B NpoLec-
ce BbINOMHEHWs NPOTOKONa He NPou3oLLna NogMeHa [0oKasbiBaoLleid CTOPOHbI.
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MpumeyvyaHus

1 Cm. [23] (nyHkT 2.31).

2 3HaveHue 3alUMLEeHHOro OT packpbiTUS NapaMeTpa npeacTaenaeT cobon cnyyanHoe
4YMCNo, KOTOPOE MOCIe BLIMNOMHEHUS MPOTOKONa ayTeHTU(MKALMM CTOPOHLI AOMKHO BbIThb

yoaneHo goeepeHHbIM 06p830M, TaK Kak ero packpbitTue, Kak npaBsmuno, enevyetr Komnpomerta-
UM KIMHOYEeBbIX NapaMeTpoB OOKasblBalLwen CTOPOHbI.

170 3anpoc (B kpuntorpacu4eckom NMpoTOKONe ayTeHTUUKALMM CTOPOHEI): challenge
CoobLeHue npoTokona ¢ ABY- UMM TPeXKpaTHOW Nepegadein cooblleHuin, Beipabo-
TaHHOe NPoBepsLLEN CTOPOHON 1 0GpabaTbiBaeMoe [oKa3biBaloLLEN CTOPOHON.

MpumeyaHune — Cwm. [23] (nyHKT 2.6).

171 oTBeT (B KpunTtorpacuyeckoM MpoTOKONe ayTeHTUMUKALUN CTOPOHEI): response
CoobLieHre npoTokona ayTeHTUMMKALMKM CTOPOHBI C AABY- UMW TPEXKpaATHON nepe-
padel coobuieHun, BoipaboTaHHOE JOKa3biBAKOLEN CTOPOHOW B OTBET Ha 3anpoc U1
obpabaTtbiBaemoe NpoBeEPSAIOLLEA CTOPOHOM.

MpumeyaHnune — Cm.[23] (nyHKT 2.25).

172 kpaTHocTb o6meHa (B KpunTorpaguyeckoMm NpOTOKOMe ayTeHTUGUKALUK exchange multiplicity
cTopoHkl): KonuuecTBo coobLLeHWi, OTNpaBnseMbIX CTOPOHaMu B kKpuntorpacude-  parameter
CKOM MPOTOKONe ayTeHTUMUKALUN CTOPOHBI.

MpumevyaHue — Cm.[23] (nyHkT 2.15).

173 B3aumHasna ayTeHTudukauma: OboogHas ayTeHTUdMKauusa CTOPOH, Npu mutual entity
KOTOPOM Kaxaasl 3 CTOpOH ybexpaeTrca B NOOMWHHOCTY B3aMMOLEWCTBYHLEN C authentication
HEW CTOPOHLI.

MpumeyaHusa
1 Cm. [5] (nyHKT 3.28).

2 Cm. onpegeneHve TepMUHa «ayTeHTUUMKALUWUS CTOPOHLI» B npunoxeHun b (ctatea
b.2.9).

174 poKa3aTenbCTBO C HYyNeBbIM pasrnaweHuem: Kpuntorpaduyeckun zero knowledge
NpOTOKON C ABYMS y4acTHUKaMMK (MPOBEPSIOLLEN CTOPOHOW U [OKa3bIBAKOLLEN CTO- proof
POHOW), MO3BONSALLMA JOKA3LIBAKLLEN CTOPOHE yOeOuTs NPOBEPSAHOLLYIO CTOPOHY
B TOM, YTO €A M3BECTEH HEKOTOPLIA CEeKPeT, He NPefaoCTaBNAA O HEM HUKAKOW WH-
thopmaumu.
MpumevyaHunn
1 ,D,OKaSaTEHbCTBO C HyneebIiM pa3rnaleHuemMm 3HaHuA NUYHOro Knkwya MOoXeT Mcnonb-
30BaTbCA B Ka4eCTBe NPOTOKONa ayTeHTM(bMKaLI,I/IVI CTOPOHbI.
2 Cwm. [23] (npynoxeHue B).

175 obazaTtenbcTBO (B KpunTorpaduu): Peaynstat kpuntorpaduyeckoro  commitment
npeobpazoBaHna Habopa faHHbIX (coobleHus) 6e3 ncnonb3oBaHusA KpunTorpagm-
YEeCcKOro Knw4ya, KoTopoe obecrneqmBaeT HEBO3MOXHOCTb NONMYYUThL O Habope HukKa-
KO MHbopMaL MK (CBOWCTBO COKPbITWS) M HEBO3MOXHOCTL €ro NogMeHbl (CBOMCTBO
NPUBA3KHN).

MpumeyaHue — B oTnuuMe oT cBMOETENLCTBA UCMOMb30BaHWE 06s3aTenbCTBa
npegnonaraet nocnefdyllee packpbiTUe 3aluiaeMoro Habopa gaHHbIX (coobLueHus ).

176 cxema o6GsizaTenbcTB: COBOKYMHOCTb, COCTOSILLAS U3 ABYX Kpuntorpa-  commitment scheme
hUYecknx anropuTMOB, NEpPBbIA U3 KOTOPbIX NpeaHaszHavyeH Ansg opMupoBaHus
obsA3aTenbCcTBa ANS HEKOTOPOro Habopa AaHHbIX (CoobLLeHns), BTOPOW — ANs ero

pacKpbITUA.
24
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TepMWHbI M onpeaeneHns, OTHOCALLMECA K cpeAcTBam
KpunTorpaguyeckon 3awmTbl MHopMaLum

177 cpepcrtBa Kpuntorpaduyeckon 3awmtbl Hdopmauyun; CK3WN: Cpega-
CTBa, CUCTEMbI U KOMMIEKChI, peannaytolne kpuntorpadmuyeckyto cucTemy Mnm oT-
OernbHble KpUnTorpauyeckme MexaHmsmbl.

MpumevyaHune — K cpenoctBam kpuntorpapuyeckon 3allmTbl UHOpMauuM oT-
HOCATCA CpeacTBa LWWdPOoBaHWs, CPEAcTBA MMMTO3aLMTbl, CpeacTBa AMeKTPOHHON nod-
nvcK, CpeacTsa KOQMPOBaHMA, CPeOCTBa M3rOTOBNEHNA KITHOYEBbIX JOKYMEHTOB, KIo4eBble
OOKYMEHTBI.

178 cpegcTBo wudppoBaHuna; WwWnudpcpeacTso: CpeacTeo kpunrtorpadpuye-
CKOM 3al4WTbl MHOpMaLMK, peanuayilollee anroputm 3awndpoBaHUs UK anro-
puTM paclndpoBaHUs UMK WKUQP B LENOM Uny cucTemMy WU pPOBAHNUSA B LIENOM.

MpumeyvyaHune — CM.onpegeneHns TEPMUHOB «cUCTEMA LWNMDPOBaHKAY, «LLpp»,
«anropvT™ 3awwundpoBaHusa», «anroputMm paclwudgpoBaHusa» B ctateax 26, 102, 105, 106
COOTBETCTBEHHO.

179 cpencrBo wumuTOo3aWMUTh: CpenctBo KpunTorpaduyeckor 3aluThbl
WHOpMaLMK, peanuaylollee 3aBUCALLYI0 OT KMKYa KpUMNTOrpauuecKkyr XeLl-
DYHKLMUIO UM CUCTEMY MMUTO3aLLMTLI B LIEMOM.

MpumeyaHue
ctatee 25.

— Cm. onpegeneHyue TepMnHa «CUCTEMa WMWUTO3ALWWUTBI» B

180 cpencTBO 3aNeKTPOHHOM nmoanucu: CpencTBo KpunTorpaduyeckon 3a-
WWThI MHpOpMaLUuMK, peanuaylollee XxoTa Bkl 0gHY M3 CneayLwmux MyHKLWA:

- cO34aHue 9MNeKTPOHHOW MOLAMMCU C WMCMNONb30BaHWMEM KMko4Ya 3MNeKTPOHHOWA
nognucu;

- MpoBepKa 3MeKTPOHHOW MOAMMCK C WCMOMb30BaHUEM KIKYa NPOBEPKN 3MeK-
TPOHHOW NoANUCH;

- CO30aHue KNo4ya 3NeKTPOHHOM NOANUCKU U KIoYa NPOBEPKKU 3NEKTPOHHOM noa-
MUcK.

MpumMmeyaHue
cTatee 141.

— Cm. onpegeneHye TepMrMHaA «3NEeKTpOoHHasdA noanucb» B

181 CpegcTBO M3rotToBleHMA KNWYeBbIX OOKYMEHTOB!: Cpe,D,CTBO KpunTo-
rpacbuqecxoﬁ 3alnTbl MHCbODMaLWIM, peann3yrwLllee B COOTBETCTBUN C YCTAaHOBIEH-
HbIMU TpEGOBaHMﬂMM npoueccol U3roToBneHWsA n/unu pacnpegeneHua Kni4eBbIiX
AOKYMEHTOB 54 cpeacTtB KpMI'ITOFpaCI)W—IECKOFI 3aluThbl chbopmau,MM He3aBUCUMO
OT BUOA HOCUTENS KMNKYEBOW VIHCbOpMaL[VIVI.

182 cpepctBo kogupoBaHus: CpencteBo wudpoBaHus, peanusyollee 3a-
WK1 poBaHMe U paclidpoBaHUE C NOMOLLBI KOAa.

183 XW3HEHHBLIW UMKN cpefcTBa Kpuntorpaduyeckor 3awmTbl MHGpoOp-
Mauum; xu3HeHHbln Lmkn CK3WM: CoBoKynHOCTb SABMEHWIA U NPOLLECCOB, NOBTOPS-
HOLKUXCH C NEPUOSUYHOCTLID, ONPeaensieMoOl BpeMEHEM CyLLIECTBOBAHUSA TUMOBOWR
KOHCTpYKUMM (0Opa3La) cpeacTea KpunTorpaduyeckon 3alnTsl MHopMauum oT ee
3amMbicna 00 yTUNM3aUnm, UM KOHKPETHOTO 3K3eMNNApa CpecTBa Kpuntorpadguye-
CKOM 3aL4WTbl MIHPOPMAaL MK OT MOMEHTA ero NMPoM3BOACTBA A0 YTUMKM3aLnUu.

MpumevyaHue — Cm. [2] (nynkT 3.1.6). Cm. Tawke MOCT P 56136—2014

(nyHkT 3.16).
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184 knioueBas wHcopmauma: CneynanbHbiM 06pa3oM opraHM3oBaHHas co-
BOKYMHOCTb AaHHLIX, KIMIOYEBLIX MaTepuanoB W/unu Kpuntorpaduueckux Knwovei,
npedHasHavyeHHasa ANa OCYLEeCTBNeHUs KpunTorpaduyeckoi sawmTel MHopma-
LUK B TEYEHWE ONpeneneHHoro cpoka.

Mpumevyanune — Cm. [2] (nyHkT 3.1.20).

185 knrovyeBoW gokymeHT: [Noonexalui yyeTy (peructpayum) HoCUTENb UH-
chopmauuu, cogepxallmin B cebe KodeByo MHMOPMaLnio WK MHALMaNU3npyo-
LY NOCNEenoBaTeNbHOCTb, @ TaKKe, NP HEOBXOAUMOCTW, KOHTPOMbHYO, Cryxeb-
HYO U TEXHOMOMMYECKYIO MHPOPMALIUIO.

MpumeyaHun
1 Cm. [2] (nyHkT 3.1.21).

2 CwM. onpegeneHve TepMUHA «MHULMANU3VPYIOLWLAas NOoCNeqoBaTenbHOCTb» B NPUIo-
)eHuum A (ctatbs A.2.11).

186 knio4yeBOW HocuTenb: PU3NYECKMI HOCWUTENb, NpedHa3Ha4YeHHbId Ans
pasMelLeHnst 1 XPaHEHWUS! Ha HEM KMDYEeBOW MHOpMaLUn UUnm MHULManu3npyo-
el nocnegoBaTenbHOCTH.

Mpumevyanne — Cm. [2] (nyHkT 3.1.22).

187 3arpy3u4uK Knr4eil: YCTpoicTBO, cnocobHoe cogepxaTb, Mo KpanHemn
Mepe, OOWH OTKPbITbIA TEKCT, U1 3awndpPoOBaHHbIA KPUNTOrpauyecKnid KM,
MK YacTb KpunTorpayecKoro Knw4ya, No3BonsloLLee OCyLUECTBUTL UX 3arpysKy B
CpencTBO KpunTorpadhMYeckon 3aLuTsl MHdopMaLu

188 ycTOMYMBOCTL K U3BMNEeYeHU o Knova: CBONCTBO cpefcTBa Kpuntorpa-
hnyeckoin 3aWnTLl MHDOPMaL MK, NPEenATCTBYIOLIEEe HeCaHKLWOHWPOBAHHLIM MO-
NbITKAM U3BMNEeYEeHUs KpUNTorpaguyeckoro Knwya.

189 ycTaHoBKa Kno4a: 3alulleHHbI 0T KOMMpoMeTauWMu Kr4Ya npouece
BBOAA KpunTorpadmMyeckoro Krk4ya B CpefcTBO KpUNTorpaduyeckoi 3allmTbl MH-

thopmaumu.
MpumeyvyaHue — Cm. [4] (NyHKT 2.26).

190 cpepa byHKUMOHMPOBaHUA cpeAcTBa Kpuntorpaduyeckon 3aliuThbl
mHdopmauumn; cpena yHkumoHmpoBanusa CK3WM: CoBOKYNMHOCTb OQHOTO UINKU He-
CKOMbKMX annapaTHbiX CPefACcTB U nporpaMmmMHoro obecneyeHus, COBMECTHO C KO-
TOPbIMW LUTATHO COYHKLMOHWPYET CPeACTBO KpunTorpadguyeckoi sawmTel MHAOp-
MauuM U KOTOpble CMOCOBHEI NMOBMUATE HA BbINMOMHEHWE MpeabSBNAeMbIX K HEMY
TpeboBaHMA.

MpumevyaHnune — CM. [2] (nyHKT 3.1.43). Cm. Tarke [24] (nyHKT 3.83).

191 cpegcTBO NpeaBapuTenbHOro wudgposaHuna: CpeacTBo WUpOBaHKUS,
C MOMOLLLH KOTOPOTO NpoLecch! 3awnMdpoBaHns U pacluMdpoBaHNS BEINOMHAKOTCA
He3aBUCMMO OT NPOLIECCOB Nepenadn 1 npuema cCooTBETCTBEHHO.

192 cpepgcTBO NUHenHoro wudgporaHua: CpeacTso WKUPOBaHKS, C MOMO-
LB KOTOPOro MpOLEecchl 3almMdpoBaHus U paclingpoBaHUsa BIMOMHAKTCA CO-
BMECTHO C NnpoLeccamMu nepegayv U npuemMa CooTBETCTBEHHO.

193 opgHopazoBbIN 6NoKHOT: CpeacTBo WK poBaHus, coaepxaluee Habop
KpunTorpadmyecknx Krnyen, Mcnonb3yemMblix 4ns O4HOKPaTHOMO WNpoBaHmMs.
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MpunoxeHne A
(cnpaBo4Hoe)

BcnomoratenbHble TEPMUHLI U OnpeaeneHus B obnacTtu KpMI'lTOFpaCbM‘-IECKOﬁ 3alnThIl
HHCbOpMaU,HM, He BKNHO4YeHHbLIEe B pa3gen 3 HacToAwero CTaHpapTa

A.1 ObLwme nonoxeHus

B HacTosWwem NpUNoXeHun npneeneHbl TEPMUHbI C COOTBETCTBYHOLLMMK onpegeneHnaMm, OTHOCALLMECH K obnacTu
I{pI/II'ITOFpad)VI‘-IECKOIFI 3alUNTbIl VIHCbOpMaLI,VIM, HO ABNAKLLIKMECHA BCroMoraTenbHbIMW MO OTHOLUEHWIO K TEPMWHaM, BKINHOYEeH-
HbIM B pasgen 3 HacToswWero CTaHOapTa.

A.2 TepmuHbI U onpegeneHus
A2A1

6nok (block): Ctpoka 61T onpeneneHHoO ANUHLIL.
[FOCT P 34.12—2015, ctatba 2.1.4]

Cwm. Tareke [1], nyHKT 3.5.

A.2.2 pa3zbueHune Ha 6noku (partition) PasbueHne oTKpbITOro TeKcTa Ha BrokM oAMHaKoBOW ANWHbI, 38 UCKITHOYEHU-
€M nocrneaHero brnoka, KOTOPbIA MOXET UMETb MEHBLLYIO AMUHY.

A.2.3 nononHeHue (padding): MNpunuceiBaHWe [ONONHUTENBHBIX BUT K CTpoKe BUT.

MpumevyaHue — CM.TOCT P 34.11—2012 (nyHkT 3.1.1). Cm. Takxe [25] (nyHKT 3.7).

A.2.4 ogHOKpaTHO UcMnonb3yemMoe YUCHo (nonce): 3HadeHune, Cnonb3yeMoe B KpunTorpadnyecknx npoToKonax,
KOTOPOE HUMKOTAA HE NMOBTOPAETCA C OAHUM U TEM XKE KITHYOM.

A.2.5 nepcoHansHoe naeHTugukaumoHHoe ynucno; NH [personal identification number (PIN)]: NocnegosaTters-
HOCTb Uudp, Ucnonb3yeMasa Ana ayTeHTUUKaUUMM CTOPOH U ABNAKLWAACA NPeayCcTaHOBMEHHLIM 3aNOMUHAEMBIM CEK-
pPETOM.

MpumeyvaHus
1 Cwm. [4] (nyHKT 2.34).

2 [MNH, kak 1 naponk, OTHOCUTCA K Tak HasblBaeMbiM criabeiM cekpetam, obnagarolwmm bonee HU3KOW IHTPONUENR
Mo CPABHEHWKO C KMIOYOM W JOMYCKaKLWMM BO3MOXHOCTE nogbopa.

A.2.6 kpunToHabop (cipher suite): Habop AaHHbIX, onpedensowuin KpunTorpaduyeckue anroputmel (LWndposa-
HWA, XELWMPOBAHWUS, 3NEKTPOHHON NOAMNUCU) U UX NapameTpbl, HeobxoaMmble ANS BbINONHEHWS WaroB Kpuntorpadmnyecko-
ro NpoTokona.

MpumevyaHune — KpuntoHabopy COOTBETCTBYET YHUKAMbHLIA WAEHTUdUKATOP.

A.2.7 kpunTorpacmuyeckmm TokeH (cryptographic token): MNopTtaTtuBHoe (PM3MYECKOE YCTPOMCTBO, KOHTpONMpye-
Moe nonb3oeartenem (Hanpumep, cMapT-kapta unu PCMCIA-kapTa), ncnonbayemoe Onsa XxpaHeHWs KpuntorpaduyecKoro
Knio4a 1, BO3MOXHO, BbINONHEHWS KpunTorpaduyeckmx npeobpasoBaHuii.

A.2.8 npeansHaa cnyyanHan nocnegoBatensHOCTL (ideal random sequence): MNocnegoBaTenbHOCTL HE33BUCU-
MbIX CITy4arHbIX BEMUYMH, MMEKLLMX PABHOMEPHOE pacnpefeneHMe BeposTHOCTEN HA 3a0aHHOM KOHEYHOM andaeuTe.

A.2.9 nceBgocny4anHasa nocnegoBaTenbHOCTb (pseudo-random sequence): NocneqoBaTenbHOCTb, NOPOXKOEH-
Has AeTepMUHMPOBAaHHbLIM YCTPOWNCTBOM UINK NporpaMMoin, obnagatowian cBoncTsamu, 6rmM3kMMmn K CBOWCTBAM TUMMYHBIX
peanusauuii MaeansHOW cny4anHon nocnegoBaTenbHOCTH.

MpumevaHune — Cm. [26] (nyHKT 3.26).

A.2.10 oTKpbITOEe Ha4YanbHoe 3HavYeHue; «conby (salt): ObLWenoCTYNHLIA NapamMeTp KpunTorpadyuy4eckoro Mmexa-
Huama, obecne4YrBaoLLVin HEBO3MOXKHOCTb MCMONbL30BaHUS PE3ynbTaToB NOBTOPHOMO NPUMEHEHUSA AAHHOMO MEXaHWM3ma K
OOHOMY M TOMY e Habopy BXOAHbLIX AaHHbIX.

MpumevyaHune — CMm. [27] (NyHKT 3.2).

A.2.11 vHAUMaNU3NpYrLWana nocrnegoBaTenbHOCTL (secret seed): COBOKYNHOCTE AaHHLIX, UCNonb3yeMas ans
WHMUMan13aumnm reHepaTopa nceBnocny4anHbix NocnenoBaTelbHOCTEN.

MpumeuvaHune — Cm. [2] (nyHkT 3.1.13).

A.2.12 cny4yanHoe uucno (random number): CnyyaliHaa BenuyvHa, MMeKLLasa paBHOMEPHOE pacnpeaeneHie Be-
pOATHOCTEW Ha 3aJaHHOM KOHEYHOM andaeuTe.

MpumevaHune — Cm. [4] (nyHkT 2.39).
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A.2.13 reHepaTtop cny4arHbiX Yucen (random number generator): YCTpOUCTBO UMK NpOrpamMMHbIiA MOAYIb, Bbl-
pabaTtbiBaloLe NocneaoBaTenbHOCTL CryYaHbIX Uy NCeBaOCnyYanHbIX YUCen.

MpumeyaHusn

1 CyLLecTBYIOT ABa OCHOBHbIX KINacca reHepaTopoB: AeTEPMUHUPOBaHHbLIE U HEOETEPMUHUPOBaHHbIe. MepBLie oc-
HOBaHbI Ha AETEPMIMHUPOBAHHBLIX anropMTMax, KoTopble BeipabaTtbiBaloT NocneaoBaTensHOCTb DUT M3 CEKPETHOMO Havarb-
Horo 3anonHeHus (cm. A.2.11). Npwn ncnone30BaHWM O4HOTO M TOMO XXE& CEKPEeTHOro HavyarnbHOro 3anofHeHUs reHepaTop
BOCMPOW3BOAWUT OHY U TY e NocneaoBaTensHoCcTb. HegeTepMUMHMPOBaHHLINA reHepaTop BeipabaTtbiBaeT nocneaoBarens-
HOCTb CINyYalHbIX YMCEN, KOTopasa 3aBMCUT OT HEKOTOPOro Henpeackaayemoro hrManyeckoro unm 6Monormieckoro MCTo4-
HWUKa, U NO3ITOMY HEBOCMPOU3BOANMA.

A.2.14 HecBazbiBaemocTh (unlinkability): HeBoamoxHoCTE yCcTaHOBUTE, KTO MMEHHO BbIMOMHWI AGHHOE KOHKPET-
HOE AeiCTBME, a TaKKe BbIACHWTE, GbiNy N pasHble eACTBUA BbINONHEHb! OOHUM W TEM JKE YYaCTHUKOM.
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Mpunoxenune b
(cnpaBo4HoOe)

TepMUHLI U onpefeneHusi, NPUMeHsieMble B 06nacTAX AeATENLHOCTH,
CMEXHbLIX € KpunTorpadUYecKoi 3aluToiln UHopMaLMK

B.1 O6wme nonoxeHusa

B HacToslLleM NPUINOXEeHUW NPUBEOEHbI TEPMUHBLI C COOTBETCTBYIOLMMU OMNpeaeneHnamn, oTHocAwmecs Kk obna-
CTSIM OEATEMLHOCTU, CMEXHBIM C KpunTorpadudeckon 3awmToli nHgopmaumu. MNepeyncneHve aaHHbIX TEPMUHOB B Ha-
CTOSILLIEM MPUMNOKEHMN UMEET Lenbio YHUMKALMI TEPMMHONOMMK B 0BnacTax kpuntorpaduyeckol 3atunTel MHopma-
LMK 1 CMEXHBIX C HEN.

5.2 TepMuHbI 1 onpeaeneHUs

B5.2.1 aHoHMMHoOCTbL (anonymity): CeonctBo crnocoba MHOPMaUWOHHOMO B3anMOOENCTBUA, rapaHTUpYloLLee oT-
CYTCTBME UHAMBUAYANEHOCTU, OTNIMYUTENBHBIX NPU3HAKOB W y3HABAaeMOCTH BHYTPU 0BMeHa coobLUeHnAMM.

MpumeyaHue — Cm.[28] (ctaTba 2.1).

B.2.2 Hotapusauua (notarization): HoTapranesHoe noaTBepXaeHNe XapakTePUCTUK CTOPOH, y4acTBYIOLLWX BO B3au-
MOOEWCTBUM UMK CODLITUM, a TaKKE XPaHALLMXCA UMK NMepegaBaemMblX JaHHbIX.

MpumevaHne — Cm. [22] (cTtaTea 3.41).

B.2.3 HeoTcnexuBaeMocTb (untraceability): HeBo3aMOXXHOCTE Nony4eHWs cBeAeHWIA 0 OeNCTBMAX OaHHON CTOPOHLI
WMHhOPMALIMOHHOTO B3aUMOAENCTBUS Ha OCHOBaHUWM aHanusa Tpaduka.
B6.2.4

aHanus Tpadwmka (traffic analysis): M3enevyeHve nHdbopmaum U3 BUAMMBIX XapaKTepUCTUK NOTOKA(OB) AAHHBIX,
AanKe ecnv gaHHble 3aWwndpoBaHbl N HeNOCPEeACTBEHHO HEAOCTYMHbI, MPUYEM YKa3aHHble XapaKTepUCTUKA BKNOYa-
10T B ceba cTeneHn MAEHTUYHOCTU M MECTOPACNONOKEHNA UCTOYHUKA(OB) U aapecaTa(oB), Hanvyue 1 06bLem NOTOKOB,
a TaKKe 4acToTy W ANMUTENbHOCTE MX NepesaYn.

[FOCT P 56205—2014/IEC/TS 62443-1-1:2009, cTatba 3.2.128]

B.2.5 zawmTa Tpadwmka (traffic protection): Mpouecc npeobpaszoBaHna noTtoka nepegaBaeMblX OaHHbIX B KaHane
CBA13M B LLENAX €ro 3alunThbl OT aHanuaa Tpaduka.

b.2.6 ataka (Ha nHdopmaLUmnoHHYo cucTtemy) (attack): MonbITkM HaHecTW ywepd UNKM BeIBECTU U3 CTPOS UHAOP-
MaLUWOHHYI CUCTEMY, NOMYYWTh, NpeobpazoBaTbh UNKU YHUUYTOXUTL 3aLLULLIAEMYH CUCTEMON MHOPMALIMIO UK UHBIM 00-
pazoM HapyLWTb NonuMTUKy 6e3onacHocTy.

MpumeyvyaHune — CMm.[29] (cTtaTbs 2.1).

B.2.7

ayteHTudmkauuna (authentication): OBecnedyeHre rapaHTUXM TOro, YTO 3aABMNEHHLIE XapaKTepucTukn cybwekTa
11 obbeKTa ABNATCA NOANUHHBIMU.
[FOCT P MCO/M3K 27000—2021, cTaTtba 3.5]

b5.2.8 ayTeHTucpuKauma uctouyHmka (AaHHbIX) (data origin authentication): NpoBepka 1 NogTBEp:KAEHME TOrO, YTO
Habop aaHHbIX (coobLLeHe, AOKYMEHT) Bbin co34aH UMEHHO 3asiBNEHHBIM UCTOYHUKOM.

Mpumeyvyanune — Cwm.[28] (ctatba 3.3.7).

B.2.9 ayteHTuchbukauusa ctopoHsl (entity authentication): Npoeepka ogHOM U3 CTOPOH TOro, YTO B3aUMOAENCTBYIO-
Llas ¢ HeW CTOpPOHa — WMEHHO Ta, 3a KoTopyto cebd BelAaeT.

MpumedvyaHmnme — Cm.[17] (cTtaTbsa 3.14).

5.2.10 paHHble (data): MHdopMauma, npegctaeneHHana B popManmaoBaHHOM BUAe, No3BONALWEM OCYLLECTBNATD
ee aBToMaTU4eckyo 06paboTKy, B TOM YMChe NOWUCK U nepenady.

MpumeyvyaHue — [aHHble MOryT ObITh MpeAcTaBreHbl B aHAnoroBon unu umdgposoil dopme. B HacTodwem
CTaHgapTe paccMaTpuBaloTCs TOMbKO AaHHbIe B LudipoBoi hopMe.

b5.2.11 coobuweHune (message): [laHHble, NpeaHasHa4YeHHble A8 nepegaym oT OAHOW M3 B3aUMOLENCTBYOLWMX CTO-
POH NpOTOKONa ApYron CTOPOHE.
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b.2.12

KoHcpuaeHumansHocTh (confidentiality): HegocTynHocTe ANst HEaBTOPWU30BAHHEIX NKL, 06HEKTOB UMK NPOLIECCOB.
[FTOCT P MCO/M3K 27000—2021, cTates 3.10]

5.2.13 uenocTHoCTb (AaHHLIX) (data integrity): CBOMCTBO, OTpaatoLlee OTCYTCTBUE M3MEHEHWUI B NepegaBaeMon
N XpaHUMoW MHG opMaUnn.

MpumedvyaHnne — Cwm.[12] (ctatea 3.4). Cm. Tarke [16] (cTtatea 3.3.21).

6.2.14

uenocTHocTb (MHhopMaurMoHHOW cucTembl) (integrity): CBOMCTBO CUCTEMBI, OTpa)KatoLlee NMOrMYecKyd Kop-
PEKTHOCTb W HAAEXHOCTh ONepaLMoHHON CUCTEMBI, NMOTMYECKYHO NOMHOTY annapaTHoro U NporpammMHoro obecneyYeHui,
KOTOpbIE pPEanuayrT 3allWTHbIE MEXaHM3MBI, 8 TakkKe MOCTOAHCTBO CTPYKTYPbLI U COOEPKaHNA XPaHUMbIX OaHHbIX.
[FOCT P 56205—2014/IEC/TS 62443-1-1:2009, ctatbsa 3.2.60]

b6.2.15

yrposa 6esonacHocT MHdopmauuu (information security threat): CoBokynHOCTb YCNoBWIA 1 hakToOpoR, co3aato-
LUMX NOTEHUMANbLHYH UMK peansHo CyLLECTBYOLLYI0 ONacHOCTh HapylleHus GezonacHocT nHdpopmaumu.
[FOCT P 50922—20086, ctaTtba 2.6.1]

6.2.16

yrposa (threat): MoTeHumansHaa BO3MOXHOCTbL ONS HapylueHwss 6e3onacHoCTX Npy HanMyYMu oBCToATENbCTBA,
cpefcTea, AEUCTBUA UMK COBbITUS, CNOCOBHBLIX HAapYLIWMTL BE30NacHOCTb WU HAHECTH yLep6.
[FOCT P 56498—2015/IEC/PAS 62443-3:2008, cratea 3.1.62]

b6.2.17

yaszBumocTk (vulnerability): HepoctaTok (cnaGocte) nporpammHoro (MporpaMMHO-TEXHUYECKOT0) CPpeacTsa unm
VMHOPMaLUMOHHOW CUCTEMBI B LIENOM, KOTOPLINA (KoTopas) MoXeT BbiTb MCNONb3oBaH AN peann3auuu yrpoa Besonac-
HOCTU MHbopMaLK.

[TOCT P 56545—2015, ctatea 3.3]

MpumevyaHue — Cm. takke MOCT P 50922—2006 (ctatba 2.6.4).

B.2.18

nonb3oBarenb (user): Lo, opraHM3aunoHHas eqMHULLEA MM aBTOMaTUYECKUIA MPOLECC, Nony4vatoLue JocTyn B
CUCTEMY KaK Ha CaHKLMOHMPOBAHHOM, Tak M HECAHKLMOHWPOBAHHOW OCHOBE.
[FOCT P 56498—2015/IEC/PAS 62443-3:2008, ctatbsa 3.1.63]

B.2.19 oTrpuuaHme (Hpk. omkas, ompedeHue, camooTkas) (repudiation); OTpyMuaHue OOHUM W3 YYaCTBYHOLIMX B
KOMMYHUKaLMKU CyEBHEeKTOB CBOETO Y4acTUs BO BCEW UMW YACTU KOMMYHMKALIMK.

MpumedyaHne — Cm. [16] (cTatbn 3.3.44).

5.2.20 poBepeHHas cTtopoHa (trusted entity): CTopoHa, y KOTOpOW yCTaHOBIMEHbI OTHOLUEHWUS J0BEPUSA C OOHOW UIK
HECKOMBKMMUW CTOPOHaMN MH(hOPMaLMOHHOO B3aUMOOERCTBUS.

B5.2.21 ueHTp noBepwms (trusted party): CTopoHa, y KOTOpOW YCTaHOBMEHBI OTHOLLEHWA JOBEPUA CO BCEMUW OCTalb-
HbIMWM CTOPOHaMK MHJOPMALMOHHOTO B3aMMO4ENCTBUS.

b.2.22

cepTudpMKauma Ha cooTBeTcTBUe TpeboBaHMAM no 6esonacHocTu uHgopmMaunu (certification for compliance
with information security requirements). ®opma ocyLecTBNAeMOro opraHomM no ceptTuuKkaLmm NoaTBEPKAEHUA COOT-
BETCTBUSI OOBLEKTOB OLEeHkM TpeboBaHuam no GesonacHoCTM MHOPMALIMK, YCTAHOBINEHHBIM TEXHUYECKUMW PEFMaMeH-
Tamu, cTaHgapTaMu UMK YCIIoBUAMW OOTOBOPOB.

MpumevyaHune — KobbektaMm OLEHKM MOTYT OTHOCMTBCA: CPEACTBO 3aLUMThl MHOPMaLIMK, CPeacTBO KOHTPO-
na a3 eKTUBHOCTH 3aLUThl MHCDOPMAaLWVK.

[FOCT P 50922—2006, ctatba 2.8.3]
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(1

(2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

MCO/MS3K 18033-1:2021

P 1323565.1.012—2017

Bubnuorpadun

VHdpopMaLMoHHasa TexHororusa. TexHonornsa obecrneyeHus 3awmTbl. ANropuTMbl
wndpoaHua. Hacte 1. O6wmne nonoxeHus

WHdopmaLumoHHaa TexHonoruda. Kpuntorpadgwuyeckas 3awmrta  UHdopmauum.
[pvHUMNbl pa3paboTkM ¥ MogepHM3auvn WKUpoBanbHbIX (KpMnTorpatn4ecknx)
CpencTB 3awuTel nHhopMauum

TepmMUHONorMy4ecknin cnoeaps no 6esonacHoCcTi MHopMaUMoHHbIX TexHonori (ACO/MOK CTK 1 TK 27, PamMoYHbIn
nokymeHT Ne 6, sepcua 20210131) [Glossary o IT security terminology Terms and definitions (ISO/IEC JTC 15C 27
Standing document Ne 6; V20210131)]

MCO/M3IK 11770-1:2010

MCO/M3BK 11770-3:2021

MCO/MBK 29192-1:2012

MCO/MSBK 18033-5:2015

MCO/MOBK 11770-4:2017

MCO/M3K 18014-1:2008

WHdopmaumoHHas TexHonorus. MeTtoael 3awuTel. YnpaeneHuve knwodamun. Hacts 1.
CTpykTypa

WHdopmaLmMoHHasa TexHonorus. MeTtoabl 3aWwuTel. YnpasneHue Krnodamu. YacTs 3.
MexaHuambl, MCNONb3yoLMe acCUMMETPUYHbBIE MeToabl

WHdopmayuronHasa TexHonorua. Metoge! 3awuTel. HuakopecypcHaa Kpuntorpa-
ua. Yacte 1. ObWMe nonoxeHns

WHdopmaumoHHaa TexHonorua. TexHonorna obecnedveHusa 3awmTbl. ANropuTMBl
KogupoBaHua. YacTte 5. LLndpbl Ha OCHOBE MOEHTUIMKATOPORB

WHdopmaLmoHHasa TexHonorus. MeTtodbl 3aWuTel. YipasneHue knodamu. HacTs 4.
MexaHu3mbl, OCHOBaHHbIE Ha cnabbix cekxpeTax

WHdopmaumonHaa texHonornda. Metogbl 3awmTtel. Cnyxba WTamMnoB BpeMEHM.
Yacts 1. CTpykTypa

[10] WCO/MO3K 18033-2:2006 MHdopmaumoHHasa TexHonorua. TexHonorna obecnedvyeHnsa 3awmTbl. ANropuTMEl
wndgpoBaHus. YacTb 2. ACUMMETpUYHbIE WWPbI

[11] WCO/M3K 19592-1:2016 WHdopmauuvoHHasa TexHonorva. Metoasl 3awmTel. Pazgenenve cekpeTHon uHgop-
Mauun. Yacte 1. OBwure nonoxeHus

[12] WCO/M3K 9797-1:2011 WHdopmaLumoHHble TexHonorun. MeTtoael 3awnTel. Kogel ayteHTudgmKkaumm coob-
weHnin (MAC). Yactb 1. MexaHuambl, ucnonbayrwme BriodHbld wudp

[13] WMCO/M3K 10116:2017 MHdopmaumoHHble TexHonormn. MeTtogbl 3awutbl. PexumMel pabotel ans
n-6utoeoro Gno4vHoro wudpa

[14] WCO/M3K 19772:2020 1:2020 WHdopmaumnoHHble TexHonori. Metogbl 3aWwmTel. AyTeHTMdULKMPOBaHHOE LWndg-
poBaHve. TexHuyeckasa nonpaska 1

[15] WCO/M3K 18033-6:2019 WHdopmaLumoHHasa TexHonorua. TexHonorna obecnedveHusa 3awmTbl. ANropUTMBl
KogupoBaHua. YacTte 6. flomomopdHoe WwugppoBaHne

[16] WCO 7498-2:1989 Cuctembl 06paboTkm nHhopmaumn. BaanmoagencTeume OTKpbITLIX cucTeMm. basoeas
aTanoHHasa Mmodenb. YacTb 2. ApXUTEKTYpa 3aLluThl

[17] WNCO/M3K 9798-1:2010 MHdopmauMoHHble TexHonornk., MeTtoabl 3awuTbl. AyTeHTUdUKaumMs obbekToB.
YacTte 1. O6wmre nonoxeHus

[18] WCO/M3K 14888-1:2008 WHdopmaumoHHaa TexHonorua. Metogbl 3awmTel. Liudposele nognucn ¢ npuno-
eHneM. Yacte 1. Obume nonoxeHns

[19] WMCO/M3K 18370-1:2016 MHdopmaLmoHHble TexHonornn. MeTtoabl 3awmTsl. Lindpoeas nognuck Bcnenyto.
YacTtb 1. Oblue nonoxeHua

[20] WMCO/M3K 20008-1:2013 MHdopmaunoHHble TexHonork. Metoabl 3awwmTel. AHOHMMHAaA uudpoBas nog-
nuck. Yacte 1. O6wme nonomKkeHus

[21] PenepanbHbIin 3akoH oT 6 anpensa 2011 r. Ne 63-03 «O6 anekTpoHHOW nognucu» (B ped. ®efepansHOro 3akoHa oT

27.12.2019 Ne 476-®3).
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[22] MNCO/M3K 13888-1:2020 MHdhopMaumnoHHele TexHonorun. Metoap! 3awmTel. HeBO3MOXHOCTL OTKa3a oT aB-
TopcTea. Yacte 1. Obwme nonoxeHus

[23] WMCO/M3K 9798-5:2009 MHbopMaunoHHble TexHonormi. Metogbl 3alwmTel. AyTeHTUdMKaunsa o0OBLEKTOoB.
YacTb 5. MexaHW3Mel ¢ NpUMeHeHUeM MEeTOLOR C «HYNEBLIM pasrnalleHuemM»

[24] MCO/M3K 19790:2012 WMHdopmaumoHHble TexHornorui. MeTtoabl 3awmTbl. TpeboBaHus 3alLMLLEHHOCTH
OnA KpunTorpadudecknx Mogynemn

[25] WCO/MBK 10118-1:2016 WMHdbopmaunoHHele TexHonorun. Metodbl 3awmTthl. Xaw-yHkuun. Yacte 1. O6-
LMe NOoMoXeHua

[26] WMCO/M3K 18031:2011 MHdhopmauroHHas TexHonorua. Metogbl obGecneveHus 3awuThl. [1poM3BOnbHOE
reHepupoBaHne GuToB

[27] P 1323565.1.022—2018 MHdopmaunoHHas TexHonorus. Kpuntorpaduyeckas 3awMrta  UHopmauun.
DyHKUMK BbIpaBoTK NPOM3BOAHOTO KIoYa

[28] ISO/TR 17427-4:2015 WMHTennekTyansHble TpaHcnopTHele cucteMbl KoonepatueHele ITS. Yacte 4. Mu-
HMManbHble TPeboBaHNA K CUCTEME W XapaKTePHUCTUKN OCHOBHBIX CUCTEM

[29] WUCO/M3K 27039:2015 MHdopmauroHHas TexHonorusa. Metoabl 3awmTel. Beibop, npymeHeHve 1 onepa-
LK cucteM oBHapyxeHus BTopKeHui (IDPS)
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FOCT P 34.14—2025

YOK 681.3.06:006.354 OKC 35.040

Kniouesble cnoea: MHOPMAaLWOHHAA TEXHOMNMOrMA, Kpuntorpaduyeckan 3awmura MHopmauu, TepMUHBL U
onpeaeneHvs, TePMUHOMNOTUSA, anropuTM, CpeacTea KpunTorpaduieckoi 3awnTel MHOPMaLUK
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PepnaxTop E.HO. MumpochaHosa
TexHuyeckuin pegaktop B.H. lNpycakosa
Koppektop C.M. @upcosa
KomneloTepHas BepcTka E.A. KoHdpawoaol

CpaHo 8 Habop 19.09.2025. [Mognucado B nedate 01.10.2025. dopmart 60x%84%. [apHutypa Apuan.
Yecn. ney. n. 5,58. Y4.-u3g. n. 4,85.

MoAroToBMNEHo Ha OCHOBE 3MEKTPOHHOWM BEPCUM, MPEAOCTaBNeHHo paspaboTymkom ctaHgapTa

Co3zpgaHo B eguMHWYHOM ucnonHeHun B IBY «MHCTUTYT cTaHgapTraaumu»
ana koMnnekToBaHua PegepansHoro MHopMauuoHHoro hoHaa cTaHaapTos,
117418 Mockea, Haxumosckuii np-1, 4. 31, k. 2.
www.gostinfo.ru info@gostinfo.ru
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