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Mpeancnoeue

Llenw, ocHOBHLIE NPUHLMMBLI M 0BLKMe NpaBuna npoBedeHnsa paboT No MeXrocyqapCTBEHHOW cTaHgap-
Tusaumm yctaHosnedbl FOCT 1.0 «MexrocynapcTeeHHas cucTeMa cTaHaaptuaaumu. OCHOBHbBIE NMONOXKEHUA»
1 FOCT 1.2 «MexrocyaapcTBeHHasa cuctema ctangapTtusauuv. CTaHaapTsl MeXrocyaapcTBeHHbIe, npaBuna
M pekoMeHZaLuKn No MexrocyaapcTBeHHON cTaHdapTusauuun. Mpaeuna paspaboTku, NPpUHATUS, 0BHOBNEHWS
M OTMEHbI»

CeeneHus o cTaHgapTe

1 PASPABOTAH AkuunoHepHbim oblectBoM «[uanektpuyeckme kabensHele cuctembl» (AO «OKC»)
2 BHECEH ®egepanbHbiM areHTCTBOM MO TEXHUYECKOMY PEryfMpoBaHUio M METPONOrim

3 NMPUHAT MexrocyoapCTBeHHLIM COBETOM MO CcTaHA4apTu3auuuM, MeTpornorum U cepTudurkaumm
(npotokon ot 31 uona 2024 r. Ne 175-11)

3a NMPUHATKE NporosiocoBanu:

KpaTkoe HaumeHoBaHue cTpaHsbl Kog cTpaHbl CoKpalleHHOe HaMMeHOBaHWe HaLMOHANLHOro opraHa
no MK (MCO 3166) 004—97 no MK (MCO 3166) 004—97 no ctaHaapTusayum
ApmeHunn AM 3A0 «HaumnoHaneHLIA OpraH No cTaH4apTU3aUun 1 Mme-
Tponoruu» Pecny®nuku ApMeHus
Bbenapycb BY locctanpapt Pecnybnukun Benapycb
Kvpruans KG Kblprelsctangapt
Poccus RU Poccranpapt
Y3bekucTaH uz Y3beKcKoe areHTCTBO MO TEXHUYECKOMY PeryrnmpoBaHuio

4 lMpwukasom ®edepanbHOro areHTCTBa No TEXHUYECKOMY perynvpoBaHui U meTponorum ot 12 gekabps
2024 r. Ne 1879-cT mexrocypnapcTBeHHbld cTaHaapt FOCT 35090—2024 BeeneH B AeCTBME B Ka4ecTBe Ha-
LUMoHanbHoro ctaHgapTa Poccuinckon ®egepaumm ¢ 1 mapta 2025 r.

5 Hactosawwmin ctaHgapT paspaboTaH ¢ y4eTOM OCHOBHEIX HOPMaTUBHbLIX MOMNOXKEHWA MEXAYHapogHOro
ctangapta IEC TS 63208:2020 «AnnapaTtypa pacnpegeneHusa 1 ynpaBneHvsa HW3KOBoMNbTHaA. AcnekTbl bes-
onacHocTu» («Low-voltage switchgear and controlgear — Security aspects», NEQ)

6 BBE[JEH BIEPBbIE

HHpopmayusa o esedeHuu 8 delicmeue (MpekpaweHuu delicmeus) Hacmosaweao cmaHdapma u uame-
HeHUU K HeMy Ha meppumopuu ykalaHHbIX 8bilie eocydapcme nybnukyemcs 6 ykazamensx HayUOHambHbIX
cmaHOapmos, uzdasgaembix 8 aImMux aocydapcmeaax, a makxe e cemu MiHmepHem Ha calimax coomeemcmay-
FOWUX HayUoHanbHbIX opeaHo8 no cmaHdapmusayuu.

B cnyvyae nepecmMompa, U3MeHEHUsT LU OMMeHL! Hacmosiuje2o cmaHdapma coomeemcemaeyrouas UH-
¢opmayusi 6ydem onybnukosaHa Ha oghuyuansHoM uHmMepHem-calime MexzocydapcmeeHHo20 cogema 1o
cmaxdapmu3sauuu, Mempornoauu u cepmugbukauuu e kamanoze «MexzaocydapcmeeHHsie cmaHdapmbl»

© Odpopmnenue. ®IBY «UMHcTUTYT cTaHgapTuzayuuy», 2024

B Poccuiickon ®egepaummn HacTOALWMIA CTaHAaPT HEe MOXKET BbiTb MONMHOCTLID UMK
YacTU4YHO BOCNPOU3BEOEH, TUPAXKMPOBAH N pacnpocTpaHeH B KadecTee ouunansHoro
n3gaHus bes paspelleHns PegepanbHOro areHTCTBa N0 TEXHUYECKOMY PErynMpoBaHUiD
W MeTpONorun
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BeegeHue

MNpuMeHeHWe Nepenaqn daHHbIX B LucpoBom hopMaTte, B HU3KOBOMLTHOW annapaType, CMOHTUPOBaH-
HOW B HU3KOBOMLTHLIX KOMMNMEKTHLIX YCTPOMCTBAaX, NpeAHasHavYeHHbIX AN 3alMThl, yNpaBneHus U pacnpeae-
neHus1, BrieyeT 3a coboi yBenuYeHne pUCKOB BO3HWKHOBEHWS yrpo3 B 06nactu vHdgopmaumnoHHoi Besonac-
HocTH. MIHchopMaLUNOHHbIE TEXHOMOIMK, CBSA3aHHbIe UMW UHTErpUpOoBaHHbIEe C NPOMbILLINEHHBIMU CUCTEMAMM,
yBENUYMBAKT PUCKK YIpo3 MHOpMaLMOHHOK Be3onacHoCTK.

HacTosiLWiA cTaHOapT coaep:KUT obLMe NPUHLMIMLI NO opraHn3aln mep obecnevyeHus MHOOPMALMOH-
Holl GezonacHoOCTU NPW NPOEKTMPOBAHMU U OBCNYXUBAHUM KOMMYTALMOHHBLIX annapaToB, Takux Kak aBToMa-
TUYECKUe BbIKMYaTENU UMW APYrMe HU3KOBOSBTHLIE annaparThl, B TOM YUCIe pene neperpyski U 6ecKoHTakT-
Hble perne, ocHaleHHble MHTepdeRcoM nepefayYm AaHHbLIX AN NOKanLHOTO WK yaaneHHoro noakmioYeHns K
NOrMYecKoMY KOHTpONMepy Unu gucnnero, Ans npegocTaBneHns AocTyna K TakuM AaHHbIM, Kak dhakTudeckme
napameTpbl aNeKTPONUTaHUS, JaHHbIE MOHUTOPWHTA, PerucTpauus 4aHHbIX U yaaneHHoe obHoBneHue.

Ona npMMeHeHWsi B cUCTeMax pacrnpedeneHus 3NeKTPO3HepruM Heobxooumo NpuUMeHATe Gasosbie
Mepbl obecnevyeHns MHHOPMALMOHHOK Ge3onacHoCTH AN NoaaepKaHUs MYHKLUWA 3aLUTHOTO OTKMYeHus/
nepekniyeHs (B pesynstate neperpysky, KOpoTKOro 3aMblKaHWs, NMPOTEKAHWS TOKa YTEYKU Ha 3eMI0, W3-
MEHEHUS] YPOBHS HanpshKeHUs1 Huxe/Bbille OONyCTUMOro WK ero nponafaHusl) Ha HeoOXOAMMOM YPOBHE,
c uenbk obBecnevyeHns GesonacHocTW. Takve TpeboBaHWMA OOMKHbLI OFPaAHWYKUTL YA3BUMOCTL MHTepdeicoB
obmeHa gaHHbIMKU. YT0ObLI coXpaHWTe MakcumansHyto ceoboay ans oGHOBMeHW, cooTBeTcTByoWMe Tpebo-
BaHWsA ONs ONpedeneHHoro NpUMMeHeHWs JKenaTensHo onpeaensTs C NOMOLLLH CUCTEMaTMYecKoro noaxoaa K
OLIEHKE PUCKOB.

B HacToswWweM cTaHgapTe paccMaTtpuBaloTcs criegyolMe acnekTsl MHpopMaUWMoHHON Be3onacHoCcTH:

a) NoBbILEHWe OCBEAOMITEHHOCTU O PUCKaX Yrpo3 MHopMaUMoHHOK 6e30nacHOCTH, CBA3aHHLIX C He-
npegHaMepeHHsLIM cpabaTkiBaHMeM U noTepen 3alnTHBIX yHKUWIA;

6) onpegeneHne GasoBbIX Mep obecrnevyeHns UHPOPMaLMOHHOW 6e30MacHOCTU HW3KOBOMLTHOW anmna-
paTtypbl Y HU3KOBOMLTHBIX KOMMMEKTHbIX YCTPOMCTB, CHIMKEHWUS BEPOSAITHOCTM HenpeaHaMepeHHoro cpabartbi-
BaHUsi/HecpabaTbiBaHUs U NOTEPU 3AWUTHBIX (OYHKLWUIA B HU3KOBOMBLTHLIX KOMMIMEKTHBLIX YCTPOMCTBAX U cUCTe-
Max yrnpaeneHns TeXHONOTMYeCcKMMIM NpoLeccamMu;

B) npefdocTaBneHne pekomeHZaluin, No3BonsAWmUX n3bexatb yxyaweHns OyHKLMOHaNLHOCTU HU3KO-
BONLTHOW annapaTtypbl BO Bcex pexumax paboTbl B peaynbraTe peanvsauum Mep obecnedyeHus nHopmaum-
OHHOW GE30MNacHOCTH.

B HacToswem cTaHgapTe MpUBedeHO PYKOBOACTBO MO NpUMeHeHW Mep obecnedyeHus uHdopMaLm-
OHHOM 6e30MacHOCTM HU3KOBOMLTHOW annapaTtypbl M HU3KOBOJLTHBIX KOMMIMEKTHLIX YCTPOWCTB (annapaTHbie
CpencTea, MpPOWWBKY, CEeTeBOM MHTepdeinc, KOHTPOnb AOCTyna, CUCTeMa), a TakkKe No AOMNOMHUTENbHbLIM Me-
pam, KoTopble HeoBXoQMMO YyYMTbIBaTb NPU BHEAPEHWW HW3KOBOMBTHOW annapaTtypbl M UCMONb30BaTb B MH-
CTPYKLMSIX MO ee aKcnayaTaumm.

v
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M E X I OCVYOAUPTC CTUBTETHHUB # C TAHAOAUPT

AMMNAPATYPA PACNPEOENEHWUA U YNPABNEHUA HU3KOBONbTHAA
AcnekTkl 6e3zonacHocTy

Low-voltage switchgear and controlgear.
Security aspects

Oara BeegeHna — 2025—03—01

1 O6bnacTb NnpUMeHeHUs

HacToawmin ctaHgapT NPUMEHUM K OCHOBHbBIM (PYHKLMAM HM3KOBOMLTHOW annapaTtypbl U HU3KOBOMLT-
HbIX KOMMMNEKTHbIX ycTponcTe (HKY), cBasaHHbIM ¢ MHopMauWoHHoW BesonacHocTeko (MB), B TeweHue Bece-
o XXW3HEHHOTO UWKNa HU3KOBOMbTHOW annapaTtypbl v HKY. 370 npyMeHuMMO K NpoBodHEIM U 6ecnpoBOAHbIM
cpencTtBam nepefadu gaHHbIX, hr3nyeckon JOCTYNHOCTU HU3KOBONLTHOW annapaTypsl U HKY B 3aBucuMocTy
OT YCMOBWUA UX pasMeLLeHuns.

HacToawmi ctaHgapT npeaHasHadyeH AN NoBbILLEHWS 0CBeAOMMeHHOCTH 06 acnekTax 6e3onacHOCTK
¥ COOEPXUT pekoMeHAauun n TpeboBaHus No COOTBETCTBYHLLMM MepaM 3alUMTbl OT Yrpo3, CBA3aHHbIX C yA3-
BUMOCTSAMMU.

B yacTHoCTU, OH KOHLEHTPUPYET BHUMAHUE Ha BO3MOXHbIX Yrpo3ax, CBA3aHHLIX C YA3BUMOCTAMU B pe-
3ynerare:

- cny4anHoro cpabaTtbiBaHWs HU3KOBOMNLTHOWM annapaTypbl, KOTOPOE MOXET NPUBECTU K OMACHbIM CUTY-
aunsam;

- HEOOCTYMHOCTM 3alMTHBIX (DYHKUMI (CBEPXTOK, TOK YTEYKW Ha 3eMMo U T. 4.).

HacTofawmin cTaHOapT oxBaTbIBAET COOTBETCTBYOLNE Mepbl obecneyeHus MHpopMaLoHHon bezonac-
HOCTW C YYETOM (11" ans npUMeHeHUs HU3KOBOMBLTHOM annapatypbl u HKY.

HacTosawmi ctaHgapT BkNtovaeT B ceba pacnpocTpaHeHHble NMpUMepbl U3 3KcnnyataumMn, NpUBeaeHHbIe
B MpUNoXeHun A.

HacTosawmi ctaHgapT He oxBaTbiBaeT B NONHOM obbemMe TpeboBaHus Be3onacHOCTU ANA CreayLwnx
MHOPMaLMOHHbLIX CUCTEM:

- CUCTEeMbl MPOMBbILLNEHHOW aBTOMaTU3auumn u ynpaenexus (IACS);

- reorpadmyeckan nHdopmaumoHHasa cuctema (FNC);

- MHopMaLMOHHasa cMcTeEMa NepcoHanbHbIX AaHHbix (MCI0);

- cucTeMbl 06BLEKTOB KPpUTUHECKOW MHPOpMaLoHHON nHpacTpykTypbl (KWUW);

- CUCTEMbl aBTOMaTU4ECKOr0 KOHTPONSA 1 ydeTa anekTpudeckon aHeprum (ACKY3).

2 HopmMmaTuBHbIE CChINKK

B HacTosiLlem cTaHOapTe MCMNoNb30BaHbl HOPMATUBHEIE CCHIMKU Ha crnefyloLlne MexrocyaapCcTBeHHbIe
cTaHaapThbi:

FOCT 2.701 EgmHas cucteMa KOHCTPYKTOPCKOM AoKyMeHTauuu. Cxembl. Buasl n Tunel. Obwme Tpebo-
BAHWUA K BbIMOMHEHWUIO

1) B Pocewuitckon denepaummn aeiicteyer FTOCT P MICO/MIK 27001—2021 «HdopmaLmoHHas TexHonorma. MeTo-
Obl 1 cpeactea obecneveHuna 6esonacHocTv. CucTeMbl MEHEOXXMeHTa MHopMaLoHHoW BedonacHocTy. TpeboBaHusy.

MapaHune ochbuumnansHoe
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MOCT 2.702 EguHas cucTema KOHCTPYKTOPCKON AOKyMeHTauuu. [paBmna BbINONHEHUSA SMeKTPUHECKUX
cxem

rocT 34.10" WMHpopmaumoHHaa TexHonorus. Kpuntorpadgpuyeckas sawmra nHdopmauuu. Npouecckl
OpPMUPOBAHUA U NMPOBEPKU 3NEKTPOHHOW LU pOBOW NOLMUCH

FOCT 31282 YcTtpoicTea nnomMbupoBoYHble. Knaccudukaumns

FOCT IEC 60947-1 AnnapaTypa pacnpegeneHvs u ynpasneHns HU3kosonbsTHas. Yacte 1. Obwue npa-
BUNa

I punMmevYyaHne — I'Ipw NnonNbL30BaHUKU HACTOALLMM CTaHOaPTOM uenecooGpaaHo npoBepnTb ,EI,EI?'ICTBVIE CCbINnoY-
HblX CTaHO3apTOB U KJ'IaCCVICbHKaTDpOB Ha OCbMLI,MaanOM MHTepHET-CaﬁTe Mex(rocy,u,apCTBeHHoro COBeTa No ctaHgapTu-
3aumy, MeTponormn mn CepTMCbHI{aLWIM (www.easc.by) WU No yKasatenamMm HaulWMOoHalbHbIX CTaHOapToB, W3daBaeMblM B
rocygapctBax, YKa3aHHbIX B NpegucnoBunn, 1Unn Ha OCbMLIMaJ'IbeIX canTax COOTBETCTBYHLUMX HAUWMOHalnbHbIX OpraHoB Mo
CTaHgapTr3auun. Ecnwn Ha AOKYMEHT JaHa HedaTWupOoBaHHAaA CChbinKa, TO cnegyeTt MCNonb30BaTh OOKYMEHT, ,ﬂ,eﬁCTBle!.LLMI?I
Ha TEKyLLWII?I MOMEHT, C y4eTOM BCeX BHECEHHbIX B HEro naMeHeHun. Ecrnn 3aMeHeH CCbINOYHbINA OOKYMEHT, Ha KDTOpr?i
daHa O0aTtupoBaHHaA CCbiKa, TO credyeT UCNoNb30BaTbk YKa3aHHYK BEpPCUID 3TOro JOKYMEHTa. Ecnn nocne NPUHATUA
HaCTOALWEero ctaHgapTa B CCbINOYHbINA OOKYMEHT, Ha KOTpr!I?I AdaHa 0atupoBaHHasA CCblfika, BHECEHO M3MeHeHUe, 3aTpa-
rmearLLee nonoxeHne, Ha KOTopoe OaHa CCbhiNKa, TO 3TO NonoXeHne NpumMeHAeTCH bes yyeTa AaHHOro MameHeHus. Ecnun
CCbINOYHbIN OOKYMEHT OTMEHEH ©e3 3ameHtl, To NoNoXeHue, B KOTOPOM OaHa CCblIKa Ha Hero, pekoMeHOyeTCcA NpUMeHATb
B 4acTu, He SBTDEFMBEPOLIJ,EH 3TY CCbINKY.

3 TepMuHbI, onpeaeneHna U coKpaleHus

3.1 TepmuHbl M onpegeneHun

B HacToswemM cTaHgapTe NpUMEeHeHbl cregylolne TepMUHbBI C COOTBETCTBYIOLMMU ONpeaeneHuamm:
3.1.1 xypHan ayguTta (audit log): XpoHonoruyeckasa pukcauus 3anMcein Nnponsowednx cobbiTUn n ux
XpaHeHne onpefeneHHbIV Nepuoa BpEMEHW C LIENbI0 NOCeayoLWero NCnonb3oBaHns.

MpumeyvaHus

1 2KypHanbl ayanTa XpaHATCA B TEYEHWE COrMacoBaHHOro Nepyvoga BpeMeHn A8 NOMOLLM B NPOBELEHMW Nocneay-
HOLWMX paccrnenoBaHuii.

2 XypHanel ayauTa [onyCcKaeTca UCMoNb30BaTh ANS aHanu3a prucka v BbISBMEeHUs MHLUMOEHTOR Yrpo3 MHAopMaLLu-
OHHOWM 6e30NacHOCTU UNK KOHTPOMS OYHKUMOHMPOBaHKA obbekTa.

3.1.2 aTaka (attack): MonbiTKa YHUHYTOXEHUHA, PACKPBITUS, M3MEHEHUH, BNOKMPOBaHWUSA, Kpaxu, nomny4ve-
HWS HECaHKUWOHMPOBAHHOIO AOCTYNa K akTUBY WX ero HeCcaHKUMOHWPOBAHHOIO UCMOMb30BaHNS.

3.1.3 noBepxHocTb aTaku (attack surface): CoBOKYMHOCTb peCYPCOB CUCTEMBI, KOTOPbLIE HaMNPSIMYH UMK
KOCBEHHO NOABEKEHBI MOTEHLMANBLHOMY PUCKY aTaku.

3.1.4 BekTOp aTaku (attack vector): MNyTb unu cpeacTso, Npy NOMOLLN KOTOPOro MHULMUPYIOLLEe aTaky
NMLO MOXEeT MONyYMTh SOCTYN K YCTPOWCTBY, YTOBBI MHWLMMPOBATL artaky.

3.1.5 aytentudpmkauymna (authentication): JeicTBma no npoBepke NoANMHHOCTM cybbekTa gocTyna
n/unu obvekTa gocTyna, a Takke No NpoBepKe NMpUMHAaAnNeXHocTn cybbeKTy gocTyna u/unu obwexkTy gocTyna
npeabABNeHHOro MAeHTUgMKaTopa JocTyna U ayTeHTUMUKALWMOHHON MHopMaL K.

3.1.6 nognuHHocTb (authenticity): CBoicTBO, rapaHTupytowee, YTo cyObeKkT uUnmn pecypc WAEHTWUYEH
3aABNEeHHOMY.

3.1.7 aBTopu3saums (authorization): NpenoctaeneHne cybbekTy oocTyna npae 4OCTynNa, a Takke npeno-
CTaBfeHne JoCTyna B COOTBETCTBMMU C YCTAHOBNEHHBIMU NpaBunamMmn ynpasneHns 4OCTYNoM.

M pumMmevyaHmne — [MonoxuTenbHbIr pe3ynbrar M,EIeHTMd)VIKaLMH 7] ayTE.‘HTI/ICbI/IKaLlIAM ABNAeTCcA OgHMM M3 OCHO-
BaHWiA Ans aBTopu3aunn cyﬁbema aocTyna.

3.1.8 poctynHocTb (availability): CBoincTBO, onpegensiollee BO3MOXHOCTb UCMNOMNb30BaHUA 0B6bekTa
aBTOPM30BaHHbLIM CYBHLEKTOM MO 3anpocy.

3.1.9 koHdpmpeHymanbHocThb (confidentiality): CBoicTBO, ONpenensioLwee, 4To MHOPMaLWs He Npeao-
CTaBnseTCa UMK He packpbiBaeTCs HeaBTOPWU30OBaHHbLIM NULAM, OpraHM3auuam unu npoueccam.

3.1.10 koHTpMepa (countermeasure): [eicTBME, YCTPOWCTBO UMM METOA, KOTOPbIE CHUXAKT YPOBEHb
Yrpo3bl, YA3BUMOCTU UMK NPOTUBOAENCTBYIOT aTake NyTeM ee OTPa)eHus unu HenTpanusauum, UM MUHUMK-

1) B Poceuiickoi Genepaumu geiictayeT Take MOCT P 34.10—2012.
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3auun yuwepba, KOTopbIi OHa cnocobHa HaHecTu, UNu NyTeMm ee obHapyXeHua 1 coobleHns o Hel, AN Npu-
HATUA KOPPEeKTUPYILLEero AenCTBUS.

3.1.11 vHdopmaumnoHHana BezonacHocThk (information security): Bce acnekThl, cBA3aHHbIE ¢ onpefe-
neHvem, JOCTUXEHUEM W NodaepX)aHueM KOHUAEHLMANbHOCTH, LIeNOCTHOCTH, AOCTYMHOCTU, HEA0Ka3yeMo-
CTW, NOAOTHETHOCTH, aYyTEHTUYHOCTY M OCTOBEPHOCTU MHdOpMaUMKU v cpeacTe ee oOpaboTku.

MpumeyaHue — Llenb cOCTOUT B CHKEHUM YPOBHA PUCKA NEPCOHANBHONM UMW 06LLEeCTBEHHON Yrpo3kl, NoTe-
pu noeepus obLecTBa MnNu noTpebuTenei, packpbliTUs KOH(WASHLMANbHbBIX aKTMBOB, He3alWUWEeHHOCTN BU3HEC-aKTUBOB
UM HecoBnoaeHUst HopMaTMBHBIX TpeboBaHWA. TN NOHATUA NPUMEHSIOTCS K NGO cUCTEME B NPOM3BOACTBEHHOM MPO-
Lecce, 1 OHW BKIIOYAKOT KaK aBTOHOMHBIE, TakK U CETEBbIE KOMMNOHEHTEI. CBA3b MeXdy CUCTEMaMKU MOXKET OCYLLECTBNAThL-
ca NMbo NocpeacTBOM BHYTPeHHero obmeHa cooblieHnamu, NMbo nocpeacTBOM MoBLIX YENOBEYECKMX UMK MaLLMHHBIX
WHTepchencoB, KOTOpble NPOBOAAT ayTeHTUduKauuio, paboTy, KOHTpONb UK 0BMeH OaHHbIMKU C MO0 M3 3TUX CUCTEM
ynpaeneHus. MHdopmaumoHHas 6e3onacHOCTb BKIYaeT B cebsl NOHATUA naeHTUKUKaummn, ayTeHTuukaumm, asTopusa-
LuK, 0BCnyKMBaEMOCTU U KOHDUAEHUMANEHOCTH.

3.1.12 yuenocTHOCTb AaHHbIX (data integrity): CBONCTBO, rapaHTUpyloLee, YTO AaHHbIe He Bbinu name-
HEHbI, YHUHTOXEHbI UM NOTEPSAHbBI M3-32 HECAHKLMOHWUPOBAHHBLIX AENCTBUA UNN CNy4YalHo.

M punmMmedvyaHne — TEpMViH 3arparmBaet HEM3MEHHOCTb 3HAYEeHWA OaHHbIX, HO HE HHCbOpMaLI,VII'O, KOTOpPYH OT-
paaroT 3T 3Ha4YeHnA, K HEHaOEeXXHOCTb MCTOYHUKA 3HAYEHWNA.

3.1.13 sawenoHupoBaHHaA [MHoroypoBHeBas] 3awwmTa (defence in depth): Hanuuve Heckonbkux
YPOBHEW 3aLLMTbI C LENbI NPeoTBPaLLEHUS UMK XOTS Bbl CAEPXUBAHMA aTaku.

MpumevaHune — JwenoHvpoBaHHaa (MHOrOYpOBHEBasi) 3allMTa npegnonaraeT Hanu4ve ypoeBHen Besonac-
HOCTW W 3alMThI, B TOM YMCMe B OTAENBHBIX CUcTeMax, 1 obnagaeT cneqyrowmuMy Npu3Hakamm:

- co3gaHue nperpag Ang 3NoyMbIWUNEHHWKOB (MHALMATOPEI aTak) No HE3aMETHOMY NPOXOXAEHWUIO NN OBXOKAEHUIO
Ka»KOoro ypoBHS,

- Hanuyve BpeLun Ha OOHOM U3 YPOBHEW MOXKHO KOMMEHCUPOBATE BO3MOXHOCTAMK APYTUX YPOBHEN;

- obwas BesonacHocTb cUCTEMbI OBecnedMBaeTCcs YPOBHAMU 3aLUMThEI KaXKA0W OTAENbHOM CUCTEMBI.

3.1.14 uenocTHocTb cucTembl (system integrity): CBoWCTBO cUCTEMBI BBEIMOMNHATL NPEdyCMOTPEHHYHO
AN Hee PYHKUMIO B HOPManbHOM pexnmMe, 3alMieHHOM OT NpeaHamMmepeHHoro Unu criy4alHoro HecaHKUmno-
HUPOBaHHOIO BO3AENCTBUSA.

3.1.15 otkas B obcnyxuBaHum (denial of service): NpenoTepalleHne aBTOPM30BAHHOIO OOCTYNA K pe-
cypcam unn safepxkKa onepauun, KpUTUYHBIX MO BPEMEHH.

3.1.16 onacHana cutyauus (hazardous situation): O6cToaTenbCcTBa, B KOTOPbIX MIOAW, UMYLLECTBO UMK
OKpyXawLaa cpefa nofsepratoTcs OAHON MW HECKOMBbKUM ONacHOCTAM.

3.1.17 ayantopckasa npoBepka nHopmaymoHHor 6esonacHocTu (security audit): HeaaBucumoe wnc-
cnefoBaHve M MpoBepKa 3anvcen 1 AeNCTBUIA CUCTEMBI ANs onpedeneHus agekBaTtHocT Mep obecnevyeHus
3alWnTeLl cucTeMbl, obecneyeHns WX COOTBETCTBMUS 3a4aHHON NonuTuke Be3onacHoCTn W 3a0aHHOMY NepeYvHIo
METOOO0B, BbISIBEHUS YA3BMMbIX MECT B cepBucax 0e30nacHOCTM U MOATOTOBKM peKoMeHAauuid no nobbimM He-
00XodMMbIM M3MeHeHUsIM Mep obecneyeHnss MHpopMaLMoHHOKM 6e30nacHOCTH.

3.1.18 ocHoBHas thyHKUUA, CBAZaHHaA ¢ MH(opMaUunuoHHoN BezonacHocTklo (security related main
function): ®yHKUWSA HU3KOBONLTHOW annapaTypbl U HU3KOBOMBTHBIX KOMMMEKTHbIX YCTPOWCTB, HEMCNPAaBHOCTL
KOTOPOW MOXET NPUBECTK K NOXHOMY cpabaTbiBaHWI0, KOTOPOEe NMPUBOAWT K BO3HWKHOBEHMWIO OMAacHbLIX cUTya-
LMWK, yTpate Unu HapyLweHWo 3aUTHON (PyHKUWK, yTpaTe MK HapyLLeHWio (PYHKLMOHAambHbIX BO3MOXHOCTEN,
onpefeneHHbIX U3roToOBUTENEM.

MpumedyaHue — Korga AONOMHUTENBHASA (DYHKUWA, TAKas KaK KOHTPOIb ANeKTPUYECKON LEen HU3KOBOILTHOW
annapaTypsbl, MOXET BbITb NOABEPrHyTa aTake, Bedyllel K HapyLIeHU OCHOBHOWM YHKLWK, CBA3aHHOMW ¢ BE30MacHOCTbIO,
TAKOW KaK 3alUMTa OT KOPOTKOMO 3aMblKaHUA, 3Ta AOMOMNHUTENBHAA (OYHKLMA CYUTAETCA OCHOBHOWM hyHKUMEN, CBA3AHHOM
¢ BesonacHoCTbIO.

3.1.19 yrpoa3a (threat): MNoTeHunansHasa BOIMOXHOCTb HapyLleHus1 6e3onacHOCTU NpW Hanu4uK ob6cTon-
TenbCTBa, CpeacTBa, npoLuecca Unn cobbiThs, CNOCOBHbLIX HApPYLWWTE 6830MacHOCTb U HAHEeCTU yuLepB.

3.1.20 nonuTuKa MHd opMaUuMoHHOW 6e3onacHocTu (security policy): MNepedeHb NpaBun U METOOMKK,
KOTOpble pernamMeHTUpYIOT UMy perynupytoT cnocob npenocTtaeneHus cepBucoB 6e3onacHoOCTV CUCTEMON Unn
opraHvsauunen ang 3alnTel ee 00BLEKTOB.

3.1.21 yazBumocTb MH(popMaLMOHHON cucTemsl (security vulnerability): Cnaboe mecTo B uHpopma-
LMOHHON CUMCTEME CUCTEMHbIX Mep obecnevyeHuss MHDOPMAaLMOHHOW Be30MacHOCTU, BHYTPEHHEro KOHTPONS
npu ero peanusauuny, KOTOPoe MOXeT ObITb UCNOMbL30BaHO WK CMPOBOLMPOBAHO YTPO30MA.
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3.1.22 oueHka pucka yrpo3 nHcpopmaumnoHHon 6esonacHocTu (security risk assessment): MNpouecc
CUCTEMATUYECKOTO BbIBMEHWS NOTEHUMANbHbIX YA3BMMOCTEW 3HAYMMbIX PECYPCOB CUCTEMbI M YTPO3 ANA 3TUX
pecypcoB, KONMMYECTBEHHOM OLEHKWM MOTeHUMansLHoro yulepba v nocnefcTBU HA OCHOBE BEPOSITHOCTEN UX
BO3HWKHOBEHWS U (B Cnydyae HeobxoouMmocTu) paslpaboTkn pekoMeHAalUuid No BeligeNeHK pecypcoB Ans op-
raHusauunmn obecneveHnsa MHPOPMAaLMOHHON Be30MacHOCTU C Lenbio MUHUMKU3aLUM OOLLEer YSI3BUMOCTH.

3.1.23 ymHoe npousBogctBo (smart manufacturing): OnekTpoHHas KOMMYHWKaUWOHHas cpeda WH-
TErpupoBaHHbIX NMPOAYKTOB, MPOLECCOB U PecypcoB (MHPOPMaLWOHHBLIX, hU3NHECKUX, YENOBEYECKNX) 4N
CO3[aHusA 1 NpegocTaBNeHUsa NPOAYKTOB W YCMyr, KOTOpas Takke B3aMMOAEWCTBYET C APYruMy MHopmam-
OHHbIMUW cpefamMu (LMPPOBLIMUK U ANEKTPOHHBLIMK) BO BHYTPEHHUX UM BHELUHUX LienoyYkax KOMMYHUKaLuKM npen-
NPUATKUSA C NOCTOSHHBIM YIydllEeHUeM NPOU3BOOUTENBHOCTH.

MpumeyvaHus

1 AcnekTbl NPOU3BOAMTENBHOCTM BKMNKOYAKT MOKOCTb, 3peKTUMBHOCTL, Be30MacHOCTb, 3alMLLEHHOCTb, YCTONYN-
BOCTb Mnu niobble gpyrie nokasarenu Npou3BoauTENLHOCTY, ONpeaeneHHbIe NPeanpusTUeEM.

2 MomymMo npouaBoacTea, Apyrve obnacTtv AeATeNnsHOCTY NPeanpuaTUa MOTYT BKINOYaTh B cebs NpOEKTUpOBaHUE,
NOrMCTUKY, MAPKETUHT, 3aKyMKW, Npogaxn unu niobdble apyrne obnacTtu, ykaszaHHble npeanpuaTrem.

3.1.24 6asoBble 3awWwMUTHLIE Mephl (baseline controls): MMHMManbHbIA HaBop 3aLlUTHBIX Mep, YCTaHOB-
TIEHHbIW Ans CUCTEMbl MW OpraHU3aLmm.

3.1.25 mepa obecnevyeHua nHcpopmaunoHHomn 6eszonacHocTH (control): Mepa, HanpaBneHHas Ha ns-
MEHeHVe pucka.

MpumevaHus

1 K mepam obecneyeHnss MHpopMaUMoHHOM Be3onacHoCTU OTHOCATCA Npouecchl, NONUTUKA, YCTPOMUCTBA, NPaKTu-
Yyeckue Npuemsl Unu gpyrue JercTBUSA, UCMoNb3yemble AMs U3MEHEeHWs pucka.

2 Mepbl obecneveHus MHpopmaLnoHHOW Be3onacHOCTM He Bcerga MoryT NMpWBOAMTL K 3annaHUpoBaHHBIM MK
npeanonaraemblM U3MEHEHWNAM pPUCKa.

3.1.26 Bo3pgencTBuUe (impact): Pe3ynbTaT HeXXenaTenbHoro MHUMAeHTa MHhopMaLMoHHOM BesonacHocTw.

3.1.27 pexomeHgauum (guidelines): OnvncaHune, nosicHsAOLWee AEeCTBUA W CNOCODLI WX BbIMNOMHEHKS,
HeobxoauMble ANs JOCTUKEHUSA YCTAaHOBMEHHbIX Lenei.

3.1.28 akTuBbl (asset): Bece, 4TO MMeET LLEHHOCTL ANS opraHu3auunu.

3.1.29 uHumnaeHT uHdopmMmaumoHHon 6esonacHocTu (information security incident): Iltoboe Henpen-
BUOEHHOE WM HeXenaTterbHoe cobbliTMe, KOTOPoe MOXET HapYLWWTh AeATENbHOCTb UMK MHAOPMAaLWOHHYH
Be30nacHoCTb.

Mpumevyanne — WHungeHTamm MHopMaunoHHon Be3onacHOCTH ABNAKTCA:
- yTpata yHKUWIA HA3KOBONBTHOW annapaTypsbl;

- cucTemHble cboun unu Neperpysku;

- oWwunbKM Nnonb3oBaTenen;

HecobnaeHWe NoNUTUK UMK peKoMeHaaUnn;

- HapylweHue U3nYecKUx Mep 3aLLuThl;

HEKOHTPONUPYEeMblE UBMEHEHUS CUCTEM;

cbow nporpammHoro obecnevyeHnst U OTKasbl TEXHWYECKUX CPEOCTB;
- HapyleHWe npaBun gocTyna;

- yTpaTta aKTUBOB;

- HEeCaHKUMOHUPOBAaHHLINA OOCTYN K MHChopMaLuu.

3.1.30 ueHTpOBUK (NOKanbHOW BblyucnuTenbHon cetu) (hub): YcTpoicTBo, ncnone3yemoe ons B3a-
WMOCBS3M HECKOMBKUX YCTPOMCTB OKOHEYHOro 060pyAoBaHUA AaHHbIX U BbINOMHAKLWEe (hyHKLMN BOCCTaHOB-
NeHUss aMNNUTYAbl CUTHANoOB, CMHXPOHU3ALUMN CUTHAMOoB, 0BHapYyXeHUs KOH(MNMKTOB B NOKaNbHOW BLIYUCIIN-
TenbLHOW CeTW M OMOBEeLUeHUA O HUX, a TaKKe pacrnpocTpaHeHWs CUrHanoB no UeHTPOBUKAM HWXHUX YPOBHEN
N OKOHEYHOMY 0BOpPYAOBaHUIO AaHHbIX.

3.1.31 cuctembl NpPOMLIWNEHHOW aBTOMAaTUKU WM KoHTponsa (industrial automation and control
systems): [pynna nepcoHana, a Takke COBOKYMHOCTb annapaTHoro ¥ nporpaMmmMHoro obecnevyeHuin, Kotopeie
MOFYT perynupoBaTth UMY BO3AENCTBOBaThE MHEIM 06pa3om Ha besonacHoe, 3alUMLLEHHOE U HaaexXHoe OyHK-
LWOHMPOBaHWe NPOM3BOACTBEHHOIO Npouecca.

I pupMmeHaHne — Takue cuctemsl MOTryT BKINO4YaTh B cebs, Ho He orpaHMn4mMBaroTCA ITUM!
= MPOMBbILWTIEHHbIE CUCTEMbBI YNpaBneHuAa, BKNw4Yawlwne B cebs pacnpegeneHHble CUCTEMBl ynpaBneHuA, MK,
nynbTbl AUCTAaHUMOHHOIO ynpaBreHnA, MHTeENNeKTyalbHble 3NeKTPOHHbIE yCTpOﬁCTBa, CMCTEeMbl AUCNEeTHYEePCKOTo KOHTPO-
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nsa u cbopa gaHHelix (SCADA), a Takke CUCTEMbl MOHUTOPWHIA M MarHOCTUKK (B AaHHOM KOHTEKCTe CMCTEMbI yrnpasne-
HWA Npoueccamn HageneHsl 6a30BbIMK MYHKLUMAMKU CUCTEMBI YNPABMNEHWA NPOLEccaMmn U aBTOMaTU3NPOBAHHON CUCTEMBI
6esonacHocTu SIS, KoTopble MOTYT BbITe UMK hU3NYeCcKU pasfeneHsl Apyr OT Apyra, unv obbeguHeHsl Apyr ¢ Apyrom);

- accoUMMpPOBaHHbIE MH(POPMALMOHHBIE CUCTEMbI, HAaNPUMEP CUCTEMBI YMPEXAAOLEro UMM MHOTOCBA3HOIO pery-
NVWPOBaHKs, a Takke CETEBbIe ONTMMMU3ATOPBbI, CneuManbHbIe MOHMTOPbLI K 06opyaoBaHWio, rpaduyeckne NHTepdencsl,
apxvBaTopbl, aBTOMaTU3MPOBaHHbIE CUCTEMbI YNPaBNEHNA NMPOW3BOACTBEHHBIMMY NpoLeccaMmmn 1 MHOpMaLMOHHO-ynpaB-
NAKLWWe cUcTeMbl NPeanpPUATUS;

- accoUMMpOBaHHbIE BHYTPEHHWE, NOMb30BaTeNbCKne ceTeBble UMW MalUMHHbIE MHTepdenchl, UCNonb3yemble AN
obecneveHns ynpaBneHus, 3aWwnTbl U yHKUMOHANEHOCT NPOM3BOACTBEHHBIX ONEPaLMiA B XOAE HEMNPEPLIBHLIX, NEPUO-
OWYECKMX, ANCKPETHBIX U NPOYMX MPOLIECCOB.

3.1.32 xoMmMyTaUuMOHHbIA annapat (switching device): Annapart, npegHasHa4YeHHbIn 4NS BKIIOYEHNS
MIN OTKIHOYEHWS TOKa B OAHON WUIWN HECKOITbKUX 3MEKTPUYECKUX Liensx.

3.1.33 HM3KOBONbLTHOE YCTPOMWCTBO pacnpegeneHna u ynpaeBneHus (low-voltage switchgear and
controlgear assembly): HnakoBonsTHBEIE KOMMYTAUMOHHLIE annapaTthkl U YCTPOWCTBA YPaBNeHUA, U3MepeHns,
cuUrHanusauuu, 3awmnThl, perynupoBaHus, cobpaHHble COBMECTHO, CO BCEMW BHYTPEHHUMMW SNEKTPUHECKMMU 1
MeXaHWYECKUMWU COEOUHEHNAMW U KOHCTPYKTMBHbLIMUY 3MTIEMEHTAMM.

3.1.34 npenTudmkaumsa (identification): JeicTeua no npuceBoeHuo cybbekTam U obbekTam goctyna
MOEHTUAUKATOPOB U/UMK CPaBHEHWIO NMPeSbABNAEMOro UAEHTUMMKATOpa C NepevHeM NpUCBOEHHbIX UOEHTH-
cunKaTopoB.

3.1.35 npouecc (process): [NepeyeHb B3aMMOCBA3AHHbLIX UMM B3aMMOLEACTBYHOLWNX MEPONPUSATUA, B
pesyrnbkTaTe KOTOpPbIX NCXOOHbIE pecypchl NpeobpaayloTcs B KOHEYHLIA NPOAYKT.

3.1.36 oueHO4YHbIM ypoBeHb AoBepus (evaluation assurance level): MepeveHb TpeboBaHuiA JoBepwKs,
NpencTaBnsaoWMA HEKOTOPOE MONOXEeHWe Ha NpefonpefeneHHon WKane OBepUA U COCTaBNAWMA NakeT
LOBepUs.

3.1.37 cuctema 3awmTbl MHGOpMaUuuu OT HecaHKUMOHMpOBaHHOro goctyna (system of protection
from unauthorized access to information): Komnnekc opraHn3auvoHHbIX Mep W MpOrpaMMHO-TEXHUYECKNX
(B TOM 4mcne KpunTtorpaduyecknx) CpeAacTB 3aluThl OT HECAaHKLMOHMPOBaHHOIO AOCTyna K MHdopMauvn B
aBTOMaTU3WPOBaHHbIX CUCTEMAX.

3.1.38 cTporasa ayteHTUduKauma (strong authentication): AyteHTudumKaumns ¢ NpMMEHEHWEM TOIbKO
MeToda MHOroakTopHON B3auMHOW ayTeHTUMKUKaLMKM U UCNONb30BaHUEM KpUNTorpauyeckmx NpoTOKONOB
ayTeHTMduKaunu.

3.1.39 npenTndukauma nnombupoBoyHoro yctponcTtBa (sealing device identification): Onpegene-
HWe NOAAWHHOCTW U LENOCTHOCTM MIOMOVMPOBOYHOIO YCTPOWCTBA MO €ro XapakTepHbIM WHOVBWAYanbHbIM
NMpu3HaKkam, a Takke No OTCYTCTBMIO MU3MEHEHWNA B PACTONOXKEHWW MNOMBUPOBOYHOTO YCTPOMNCTBA HAa 0bbeKkTe
NAoOMOMPOBaHUA MyTEM BU3YallbHOIO OCMOTPa MIM C MOMOLLbI0 TEXHUYECKMX CpencTB obLwero npyuMeHeHus,
crneynannanpoBaHHbIX TEXHUYECKUX CPEACTB C MCMoNb30BaHueM mnu 6e3 ncnonb3oBaHusa cneuuansHblX Me-
TOOMK.

3.1.40 nvngukaTopHoe nnombupoBo4YHOe ycTporcTBo (indicator sealing device): YcTpolicTeo, obecne-
YuBaLLee MHANKaLWK (haKTOB HECAHKLMOHWPOBAHHOMO AOCTYNa K 0BBbEKTY 3almThl NyTeM MaeHTUdUKaLMm
ero LenocTHocTH, obecnevnBaloLLee MexaHWYeCKyo 3alUUTy C yCcunmem pacTsikeHus B gunanascHe ot 0,05 go
1,0 kH.

3.2 CokpaweHuns

B HacToawem CTaHOapTe nNnpuMeHeHbl cnefgyruine CoKpalweHnA:

nT — MH(OPMALIMOHHbBIE TEXHOIOTUK;

JIBC — nokanbHasa BblYUCNUTENbHASA CeTb;

OBuK — oTonneHue, BEHTUNALMSA U KOHOWLMOHUPOBaHWE BO34yXa,;

oT — onepaunoHHaa TeXHONorns;

MK — rnepcoHankbHbIA KOMOLHTEP;

MnK — MporpaMmMupyemMblii MOTMYECKNIA KOHTPONnep;

no — nporpaMmMHoe obecrneyeHune;

na — npuMep akcnnyaraunu,

coT — cucTeMa oxpaHHasi TeNeBU3UoHHas,

HMI — YernoBeKo-MalUHHbIN MHTEPdENC;

aMC — 3neKTpoMarHMTHas COBMEeCTUMOCTb;
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APN — ums Todkm goctyna (Access Point Name);

BMS — cucTemMa ynpasneHus sganuem (Building Management Systems);

BT — Bluetooth®?);

DDoS  — pacnpegeneHHas ataka Tuna «oTka3 B obcnyxusaHun» (Distributed Denial of Service);

DMZ — pemunutapu3ioBaHHas 3oHa (Demilitarized Zone);

DNP — pacnpegeneHHbliin ceTesol npotokon (Distributed Network Protocol);

DoS — oTka3 B obcnyxueanun (Denial of Service);

CRL — CMUCOK aHHYNMpoBaHHbIX cepTudukaTos (Certificate Revocation List);

CVSS  — obuwas cuctema oueHkmn yassumoct (Common Vulnerability Scoring System);

ERP — nnaHvpoBaHwe pecypcoB npeanpusaTtus (Enterprise Resource Planning);

IACS — cuUCTeMa MPOMBILLNEHHON aBToMaTtu3aumm 1 koHTpons (Industrial Automation and Control
Systems);

ICS — npoMeiluneHHas cuctema ynpaenedus (Industrial Control System);

IDS — cuctema obHapyxeHusa BTopxeHui (Intrusion Detection System);

loT — TexHonorna «MHTepHeT Bewen» (Internet of Things);

IPS — cucTeMa npegynpexaeHus sTopxeHui (Intrusion Prevention System);

IPsec — MPOTOKON Mo 3awute nHhopMmaLunm B ceTu;

JTAG — UHTepdelic oTnagku «Joint Test Action Group» [IEEE 1149];

MAC — YHUKanbHbIA naeHTUdMKaTop ynpasneHna AocTynoM K yctporctsy (Media Access Control);

MLP — MHOTOMPOTOKOMbHaA koMMyTaumsa no metkam (Multiprotocol Label Switching);

NFC — cBA3b manoro paguyca gencteus (Near Field Communication);

P2P — nupuHrosoe coeguHeHue (Peer to Peer Connection);

RBAC  — ynpaBneHue goctynom Ha ocHoBe ponei (Role Based Access Control);

RS485 — pekomeHpgoBaHHbIA cTaHgapT 485 (cornacHo TIA 485-A);

SCADA — gucneT4epckuin KOHTponk U cbop AaHHbix (Supervisory Control and Data Acquisition);

SD-kapTa — kapTa namaTu Tuna «secure digital»;

SL — ypoBeHb 6e3onacHocTu (Safety Level);

SSL — NPOTOKON 3alKnThl MHOpPMaLKMK YpPOBEHb 3allUMLLEHHbLIX COKeToB (Secure Socket Layer);

ULP — YHUBepcanbHbIN norndecknin pasvem (Universal Logic Plug);

uUsB — yHUBepcankbHasa nocnegoeartensHas wuHa (Universal Serial Bus);

VPN — BUpTyarnbHas 4yactHas ceTb (Virtual Private Network);

WCI — BecnposogHoi uHTepdeiic ceasu (Wireless Communication Interface);

WLAN  — BecnpoBogHan nokanbHasa BeiducnvtensHas cetb (Wide Local Area Network).

4 O6wme nonoxeHus

LlenocTHOCTL UMK Hanu4ine 0CHOBHbIX (DYHKL WA HU3KOBOMNLTHOW annapartypbl MOXET 3aBUCETb OT acnek-
ToB huandeckoi 6esonacHoctm 1 MB. CywecTeyowne metoabl obecnevyeHua VB B oTHowEHMW h1M3NYECKOTro
0OCTyNa K HM3KOBONLTHOW annaparype u HKY pomkHbl paccmaTpuBaTbhbCcs Kak 4yacTb Mep M3vMyeckon bes-
OMacHOCTWM COBMECTHO ¢ Mepamu obecneveHus Wb.

5 3apaumn nHdpopmaynoHHOU 6Ge30nacHOCTH

B vacTv pacnpeneneHnsa aneKkTposHepryM ¢ NOMOLLbI0 HU3KOBONbTHOW annapaTtypbl M HKY (cm. npuno-
*eHue B) obwme uenm MB sakntodatoTesa B obecneyeHny rapaHTum ux paboTel B COOTBETCTBUM C MPOEKTOM M
KOHbUrypauven, a TaKke LeneHanpasneHHOM NpeaoTBpalleHny HenpegHamepeHHoro cpabaTtblBaHus 1 3a-
LWKNTBI UX OCHOBHBIX PYHKLMWIA, CBA3aHHbIX C MB.

Heobxogumo y4uThiBaTb Cnedyloline OCHOBHble acnekTbl Mb: UenocTHOCTb, NOANWHHOCTL M JOCTYN-
HOCTb AaHHbIX. B nonutuke nHdopmaunoHHon 6esonacHOCTM criegyeT noapobHo onucaTthk, YTo HeobxoguMmo

1) ToBapHbiit 3HaK Bluetooth® sBNseTCs NPUMEpOM MOAXOAALLEro NPOTOKONA CBA3M, peanuayeMoro nnatHo. JaH-
Hasa MHdopmaumsa gaeTca ong yaobcTea Nonb3oBaHUs HAcTOSAWMM AOKYMEHTOM W He npeacTaenseT cobol pekomeHaa-
LMIO K MPUMEHEHUWIO 3TOrO NPOTOKONa CBA3M.

6
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3awmulath M KakuMm obpa3om aToro MoxHoO goctudb. OB30p cooTBeTCTBYOWMX acnektoB VB, koTopbie Heob-
XOOUMO y4UTbIBaTh, NpuBeaeH B npunoxeHun B, a ypoeuu VB onpegenexsl B 6.3 npunoxeHus b.

6 YnpaBneHue XU3HEeHHbIM LUKIIOM MHOPMaLMOHHOU 6e30nacHoOCTH

6.1 O6LWMe nonoxeHUs

3awuTa ot atak Ha Wb gomxkHa ObiTe onpefdeneHa Ha OCHOBE pe3ynbTaToB OLUEHKU puckoB yrpo3 Wb,
4706kl MAEHTUULMPOBATL NOTEHLMANbHbBIE YIPO3bl U YA3BMMOCTK, a Takke onpegeniTb nepedveHs Mep obe-
cneveHuns MbB. lNMepedeHb OomKeH oxBaTbiBaTbh KOy CTaguio XXW3HEHHOTO LMKNa HWU3KOBOMLTHOW annapa-
Typbl 1 HKY, a Takke yunTbiBaTh (PM3MYECKMIA OOCTYM K HAM C Y4ETOM MecTa YCTaHOBKM (CM. pucyHok 1 B
KadyecTBe NpuMepa).

Yrpoael B 1 ceBAzaHHEBIE ¢ HUMK Mepbl obecneveHua VB npueeaeHsl B Npumepax akcnnyatagum (M3),
ONUCcaHHbIX B MPUNOXeHUU A, KOTOpLIE NepeYncrieHbl Hke B Tabnvue 1.

Tabnuya 1— Npumepsl yrpos VB npu akcnnyaTauumu HA3KOBONETHOW annapatypel 1 HKY

Yrposa Homep M3

M3 1, cm. nyHkT A.2

OB6HoBMNeHWe BPeQoHOCHON NPOLLUMBKON Na 5, cwm. AyHKT A6

ATaka Tvna pacnpegeneHHoro otkasa B obcnyxueaHum M3 3, cm. nyHkT A4
HecaHKLMOHMPOBaHHbLIW OOCTYN K NPOU3BOACTBEHHOW ceTu (OT) M3 2, cM. nyHKT A.3
HecaHkumoHupoBaHHbii goctyn kK HKY M3 4, cm. nyHkT A5

M3 6, cM. NyHKT A7
HecaHKUMOHMpOBaHHbIM OOCTYN K HU3KOBOMETHOW annapartype M3 7, cm. nyHKT A.8
M3 8, cM. nyHKT A.9

[na HekoTOpbIX OTpacnen ycunua, HanpaeneHHbIe Ha CHIKeHWe puckoB yrpo3 Wb, MoryT 3HaunTenbHo
nepeBecUTb BbIfo4y OT MCMNOSMb30BaHWsA NMporpaMMnpyemMbix LUGPOBLIX NMPOAYKTOB U BbICOKOUMHTErPUPOBaH-
HbIX cucTem. B Takux crnydasx pekomeHZyeTcsi MpOBOAUTL aHanua puckos yrpo3 MB, nogpobHo onpegensto-
WKWK NpevMyLLEeCTBa U HE4OCTAaTKN UCMOMNb30BaHWA HU3KOBOMBLTHOW annapatypsl n HKY.

GostExpert.ru
https://GostExpert.ru/gost/gost-35090-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69680
https://gostexpert.ru/gost/gost-35090-2024?utm_source=pdf&utm_medium=69680&utm_term=page

rOCT 35090—2024

BCTpoeHHbIn
YEnoBEKO-MaLUMHHBINA
uHTEpdeic

dusnveckne nopTel
USB-nopr, SD-kapra

o S

PucyHok 1 — lMpumep nHTEepdecoB BCTPOEHHOTO LMOPOBOro NepeaarLLero yCTpoicTBa
B HU3KOBONbLTHYIO annapaTypy u HKY, koTopkle MOryT nogeepraTbcs atake

6.2 YnpaBneHue puckamu yrpos b

Kak npaBuno, oueHka puckos yrpos b ocHoBaHa Ha M3BECTHbIX, BbISBMIEHHbIX YA3BMMOCTSX W yrpo3ax
C y4eToM MecTa ycTaHoBKW. [Tocre npoBegeHnsa OLeHKM onpenensaoT COOTBEeTCTBYLWNe Mephbl obecnedeHns
B, Heobxoaumble Ans BbinonHeHUa obwmx 3agayd Mb.

Bce cooTBeTCTBYOLMNE YIPO3bl U U3BECTHLIE YA3BMMOCTH HU3KOBOMNLTHOW annapatypsl U HKY, koTopkle
MOTYT MOBMNUSATL Ha OCHOBHbIE (DYHKLMW HU3KOBOMLTHOW annapaTypbl, OOMKHblI 6bITb PACCMOTPEHLI U 3a40-
KYMEHTUPOBaHLI B paMKax OLEeHKU puckos yrpos Mb.

Cnepytowme acnekTbl 4OMKHbI ObITb YYTEHbI B OLLEHKE PUCKOB COBMECTHO C LieneBbiM ypoBHem Ub:

- cucTemMa 3alMTbl MHPOPMALMK OT HECAHKUMOHUPOBAHHOMO A4OCTYNa;

- OLIeHOYHBIR YPOBEHL A0BEpUs;

- Tpouecchl;

- XpaHunuia AaHHbIX;

- BHELHWe 06beKThl B3auMOOeicTBUA;

- BHYTPEHHWE W BHELLUHWE MPOTOKOMbI CBA3W, peanu3oBaHHble B HU3KOBOMLTHOW annapaType u HKY;

- BHYTPEHHUWe uandeckne nopThl 4OCTYNA, BKMOYAs NOPThl OTNAAKM;

- coedWHeHWs Ha ne4yaTHoN nnaTe, Takue kak coeguHeHusa JTAG vnu oTnafoyHble 3arofnoBku, KOTopble
MOTYT UCMOMb30BaTLCA AN aTakKM Ha HU3KOBOIMBTHYIO annaparypy;

- MoTeHUManbHble BEKTOPLI aTak, B TOM YKCIe aTak Ha annapaTtHble cpefcTea, ecnu NpUMeHUMO;

- MOTeHUManbHbIe Yrpo3bl, UX BEPOSATHOCTb, CTEMEHb TSXKECTW U NOCNEACTBUS COMMacHO CUCTEME OLEH-
Ku yasBumocTeit (Hanpumep, CVSS);

- CHWXEHWe W/Wnv HerTpanMsauus KaKoon yrpossl;

- BblSIBMIEHHble NpobreMbl, CBA3aHHbIe ¢ §e30MacHOCTLH;

- BHELUHWEe 3aBUCUMOCTU B BUZE OpafiBEPOB UINN CTOPOHHWUX NPUMNOXEHW (kod, He pa3paboTaHHbIi no-
CTaBLLMKOM), KOTOpbIe CBSI3aHbI C MPUNOXEHUEM.

B xode oueHKM YA3BMMOCTM HM3KOBOMNLTHOW annapaTtypbl Npy ee LenesoM NPUMMEHEHUKU OnpenensoT
YSI3BUMOCTHW, KOTOPbIE NpeacTaBnsatoT onpeaeneHHble yrposbl, a Takke Ux NoTeHumansHoe BrnsHWe Ha OCHOB-
Hble OYHKLMKW, CBAA3aHHbIe ¢ 6@30MacHOCTLH.

8

Pa3spaboTka anekTpoHHOW Bepcumn - nopTan GostExpert.ru 12 /42
CTpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-35090-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69680
https://gostexpert.ru/gost/gost-35090-2024?utm_source=pdf&utm_medium=69680&utm_term=page

rOCT 35090—2024

B pesynbTaTe oueHku puckos yrpo3 Wb cocTaBnsawT onvucaHue:

- annapartypbl/CUCTEeMbl, B OTHOLLEHUWM KOTOPbIX NMPOBOAMNAck OUeHKa puckoB yrpo3 B (Hanpumep,
MOOUMMNBHAA NaHenb yrnpaeneHns);

- KaXKgoW cTaguu, Takux Kak MpoekTUpoBaHWe, BHeAPeHWe, BBOA B 3KCMyaTaLuio, 3KCNnyaTauns u Tex-
HU4eckoe oBCnyXMBaHUe;

- BbISIBMIEHHbIE YA3BMMOCTH, KOTOPbIE MOTYT 6bITb MCNOMNb30BaHbI YTPO3aMKM U MPUBECTU K PUCKaM Yrpo3
Wb (Bkntovas npegHaMepeHHblie aTakn Ha HU3KOBOMbLTHYK annapatypy u HKY, npuknagHsle nporpaMmbl 1 co-
otBeTcTBytoLee [0, a Takke HenpeaBMAeHHbIE cOBbITUA B pe3ynbTate YenoBe4eckon owmnbkm);

- NoTeHUWansHble NOCNeacTBUs pUCKOB yrpo3 MB nocpeacTBoM aHanvaa ycnoBuia, B KOTOPLIX OHWU MO-
ryT BO3HUKATL;

- ONs KaXOoW u3 ctaauii TpeboBaHWA K A0NONHUTENBHEIM MepaM obecnedeHus UB;

- nHopmauus o mepax obecnedenns UMb, NpUHATLIX ANS CHUXKEHWST UMW HEATpanu3auun yrpos.

6.3 PearnpoBaHue Ha pucku yrpo3 Ub

Mepbl obecneyenus UMb ¢ y4eToM pUCKOB yrpos:
a) cHwxeHue puckos yrpo3 b go npuemnemoro ypoBHS NocpeicTBOM:

1) wcknioveHusa puckos yrpoa Vb Ha cTaguu npoekTrnpoBaHus;

2) orpaHu4eHus puckos yrpos VB;

3) nepeHoca Wy pasgeneHns puckos yrpo3 MB (Ha gpyroil o6bekT unm ¢ HuUm);
6) npuHaTKMe puckos yrpos Nb, ecrnin oHW 4OMYCTUMbI.

6.4 MNepeyeHb TpeGoBaHun k UB

Ha ocHoBe pe3ynsTaToB OLEHKU pUCKoB yrpo3 b, B TOM YMce yA3BMMOCTeN HU3KOBOMLTHOW annapary-
pbl, COCTaBMAT NepeyeHs TpeboBaHWi Kk 6e30MacHOCTH, coaepXalluii cregyolee:

- onucaHue OCHOBHOMW (PYHKLUWW HM3KOBOMLTHOW annapartypbl, cBasaHHoun ¢ UB;

- YAI3BMMOCTM, KOTOpbIE MOTYT MOBMUSATL HA 3Ty (OYHKUWIO, U NpegnonaraemMble Yrpo3sl, ecrnv NPUMEHUMO;

- MocneacTBUs NOTEPU OCHOBHOW dyHKLKMK, cBA3aHHOW ¢ UB;

- onucaHue NpeanoXeHHelx Mep obecnedveHus Nb.

6.5 Kputunyeckune gaHHble

Ocoboe BHUMaHWe cnegyeT yaenuTb 3allute KpUTUYeCcKUX AaHHbIX. KpuTudeckne gaHHble Anst LenocT-
HOCTU U AOCTYMHOCTW OCHOBHLIX (DYHKLMIT HU3KOBOMNLTHOI annapaTypbl BKIIOYAOT crieayloLlee:

a) OaHHbIe 0 COCTOSHUU UNK cpabaTbiBaHUK HU3KOBOMLTHOM annaparypbl, CBA3aHHble ¢ 6e30MacHOCTbo
aKcnnyartauun (anekTprdeckas GnokMpoBKa, Nyck ABWratens, NOBTOPHOE BKMYeHne U T. 4.);

6) AaHHble 0 KOHUIypaL M HU3KOBOMLTHOR annapaTtypbl, B TOM Yucne:

1) NnapameTpbl aBTOMATUYECKMX BLIKMOYaTENe, pacuenuTenei 3aWwuTbl 0T NeperpyskM M cBepxToka
(HOMWHanbHbIe XapaKTepPUCTUKM HU3KOBOMBTHOWM annapaTypbl, YACNO NOMOCOB U T. A.);

2) napamMmeTpbl 6ECKOHTAKTHLIX pene (auanasoH U3MepeHuin, HopMarnbHO Pa3oMKHYTOe UMK HopMarbHO
3aMKHYTOE BbIXOOHOE MOMNOXeHWe 1 T. A.).

Takke MOryT GbITh OnpeaeneHsl Apyrue AaHHbIe, OTHOCALMNECSt K OCHOBHLIM (PYHKLMAM HU3KOBOMLTHOM
annapaTypebl, CBA3aHHbIM ¢ BE30MacHOCTbIO.

DYHKLMS M3MEPEHWUSI MAapaMETPOB 3MEKTPO3HEPTMM Ha HEKOTOPLIX NPeanpuaTMaX MoxeT TpeboBaTh 3a-
WKMTEl. B TakoMm cny4ae cnegyeT NpMHUMaTh AONOMHUTENbHbIE Mepbl N0 0becneYeHno KOHUAEHLMANBHOCTH.

6.6 CucTeMHan apxuTekTypa

6.6.1 Cuctema ynpaBneHus

Kak npaBmno, HM3KOBOMLTHYIO annapaTtypy, NpefHasHaveHHyo 4N KOMMYyTauun U ynpasneHus, ycTa-
HaBnuBsaloT B BUAE y3nos. [pn HeobXo4MMoCT BHEAPSAOT MHTepthenchl CBA3M (HanpumMep, WI3) Ansa npego-
CTaBneHWsa yaaneHHoro ocTyna ¢ uenbio HabniogeHus n ynpaeneHwWs. Takue cMcTeMbl paccMaTpuBaloT Kak
cUCTEeMbl YyNpaBneHuns.

[ToBepxHOCTL ataku Ha cUCTeMY yrnpaBleHWa BO MHOTOM 3aBUCUT OT €e apxXvWTeKTypbl. [Ins oueHku pu-
CKOB, CBAI3aHHbIX C apXUTEKTYPOW, CriedyeT OLUEHUTb YPOBEHb ee (PYHKLMOHaNbHbIX BO3MOXHOCTEN U CBA3b C
BHELUHEW cpedon.

6.6.2 YpoBHM KOMMYHUKaLWOHHON CACTEMbI

Huxe paccmoTpeH npymMep knaccudmkaumm ypoeHen 6e30nacHOCTU KOMMYHUKALMOHHOW CMCTEMbl HU3-
KOBOIMLTHOW annapaTypb! ANA TEXHONOTMYECKON UK NPOU3BOACTBEHHON CUCTEMbI.
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6.6.2.1 YpoeeHsb 0. Npouecc

YpoeeHb 0 cooTBeTCTBYET hakTU4eckomy chusndeckomy npoueccy. TakMe Npouecchl OTHOCATCA K pas-
HOro poga npou3BoAcTBEHHOMY 0BOpYAOBaHMID BO BCEX CEKTOPAaX, KOTOpLIe BKMOYAlOT B cebs, HO He orpaHu-
UYMBAKOTCS 3TUM, NPOU3BOACTBO, HEDTEXVMUYECKYH NPOMBILLNEHHOCTb, (hapMaLeBTUKY, Lennkno3Ho-0ymax-
HYHO MPOMBILLIIEHHOCTL U 3MEKTPO3HEPreTHKY.

YpoBeHb 0 pacnpocTpaHsieTcs Ha CUCTEMbI HA3LWETO YPOBHS 6e3 BO3MOXHOCTEN LMPOBOM CBA3N:

- 3alWMTHO-KOMMYTaLMOHHY0 annapatypy 6e3 undpoBbliXx MOAYNEN CBA3N (aBTOMaTMYEeCKMEe BbIKMOYa-
TenW, aNeKTpoMexaHU4eckne pene, KOHTakTophbl);

- OaT4YUKN HA OCHOBE KOMMYTALMOHHLIX 3M1IEMEHTOB (KOHL,EBbIE BhIKMIOYaTENN).

6.6.2.2 YpoBeHb 1. [lokansHoe ynpasneHne 1 KOHTPOrb

YpoeeHb 1 BknwouyaeT B cebsa dyHKUMM, 3a0eNCTBOBAHHbLIE B KOHTPOME W ynpaBneHuu huanveckumu
npoueccamu.

Hu3koBonbTHas annapartypa NoKanbHOro ynpasnieHWUs U KOHTPONs:

- 3alMTHO-KOMMYTaLWOHHbIE annaparkl ¢ nepegadyen 4aHHbIX O CBOEM COCTOSHWM, KOHTPONe KayecTsa
3MEeKTPO3HEPrun, NMpoTEKaoLLEN Yepe3 HU3KOBOMLTHYH annaparypy;

- MIK;

- naHenun YMW, yctaHoBneHHble HenocpedcTBeHHO Ha HKY.

KaHanbl cBA3K Mexay HU3KOBONbLTHOW annapaTtypon Ha 1-M ypoBHe MOryT paccMaTpyuBaTbhbCH Kak KaHarbl
C OrpaHU4eHHON PYHKUMOHAMNBHOCTBIO U OrPaHNYeHHON 30HOW.

YpoeeHb 1 pacnpocTpaHseTca Takke Ha cucTeMbl 6e30MacHOCTU M 3alWTbl, KOTOPLIE OTCMEXKBaKT
npoLecc M aBToMaTU4Y4eCKM BO3BpaLLawT ero B besonacHoe COCTOSAHWE, eclnii OH BbilLen 3a pamku besonac-
HOCTU. Takon ypoBeHb BKMOYAET B cebs Takke CUCTEMbI, KOTOPbIE OTCMEXMBAIOT MPOLIECC W ONOBELLAKT one-
patopa 0b yrpo3e BO3HUKHOBEHUS HEBE30NacHLIX YCITOBUIA.

6.6.2.3 YpoBeHb 2. [lucnetyepckoe yrnpasneHue

YpoBeHb 2 cuctemsbl cnoxHoro ypoeHa ¢ SCADA unn BMS cuctemamu, Bkniovatowmmu B cebs 6asbl
OAaHHbIX, 32 UCKITHYEHUEeM KOHCOoMNen nporpaMmmMmupoBaHmns U paboymx CTaHUUA MHXEHEepPOoB.

YpoeeHb 2 BKkMoYaeT B cebsa cnegyroline gyHKUNN:

a) UMW ons onepaTopos;

B) cpeacTea aBapuiHO-NpeaynpeanTensHOM CUrHanu3auUum Ana oneparopoe;

B) hyHKLMW OUCTIETYEPCKOrO KOHTPONS;

r) cbop gaHHbIX O AMHaMUKe npouecca.

6.6.2.4 YpoBeHb 3. YnpasneHne AesaTeNbHOCTbI

YpoBeHb 3 — cUcTeMa C NOCTOSIHHO NOAKMKHYEHHbBIMM KOHCONMAMM NPOrpaMMUPOBaHUA UM MHXXEHEPHbLIMU
paboynmMuK CTaHUMSAMK U OPYTUMU KOPNOPaTUBHBIMKY CUCTEMAMKU C CUCTEMAMUW JUCTAHLIMOHHOTO YNpPaBneHus.

YpoereHb 3 BkMoYaeT B cebs cnegyrolime gyHKUNN:

a) NnpefocTaBneHe OTYETOB O XOA4e MPOU3BOACTBA Ha y4acTKax, B T. Y. O TEKYLLMX MPOU3BOACTBEHHbIX
nagepxkax;

6) cbop v xpaHeHWe OaHHbIX 0 X04e NPOM3BOACTEA, MMerLLeMcs obopyaoBaHuu, pabo4yei cune, cbipbe,
3anyacTsax U sHepronoTpebneHun ons pasHbIX YYacTKOB;

B) cbop OaHHbLIX M UX ABTOHOMHBIA aHAanu3 B COOTBETCTBUW C TPEBOBAHUAMUN WHXEHEPHLIX (DYHKLMWA.
3TO MOXET BKMOYaThL B ceBSA CTaTUCTUYECKUI aHaNn3 Ka4yecTBa M COOTBETCTBYHLLINE (DYHKLUMW YNPaBeHUs;

r) ocylecTerneHme Heobxooumbix OYHKLMIA, OTHOCALLMXCA K NepcoHany, Takux Kak: ctatuctuka pabo-
4yero BpeMeHun (Hanpumep, Bpems, 3afaHue), rpadumk otnyckos, banaHc paboyen cunbl, cBogHas auarpamma
npoABMKeHW no cnyxbe, a Takke BHYTPEHHUE MHCTPYKTaXM W NOBbILEHNe KBanupukaumy nepcoHana;

[) YCTaHOBRMEHWE ONepaTUBHOIO AeTanbHOoro rpaduka Npou3BOACTBA AN OTAENbHO B3AThIX Y4YACTKOB,
KOTOPbI OXBATLIBAET TEXHUYECKOE 0BCNyKMBaHWE, TPaHCNOPTUPOBAHWE U OpYrMe NPOU3BOACTBEHHbBIE HYXAbI;

€) oNnTUMW3aLUMI0 U3OEepeK Ha OTOENbHO B3ATLIX NMPOW3BOACTBEHHLIX y4acTKax Mnpu OQHOBPEMEHHOM
cobniogeHn rpadmka NpoM3BOACTBA, YCTAHOBNEHHOTO (OyHKUMAMM YPOBHSA 4;

) KOPPEKTUPOBKY rpadrKoB NMpou3BoACTBa ANs KoMneHcauuy cboes 3aBOACKOrO NPOM3BOACTBA, KOTO-
pble MOTyT MPOW30NTU Ha COOTBETCTBYIOLLMX Y4aCcTKax OTBETCTBEHHOCTH.

MpumedaHme — Ocoboe BHUMAHWE yOENAeTCA KOHCOMAM MporpaMMUpPOBaHMA M UHXeHepHbIM pabounm
CTaHUMAM, KOTOPLIE COAEPKaT 3HAYMTENbHLIN NepedeHb OOMOMHUTENbHBIX UHCTPYMEHTOB ANA MHULMATOPOB arak. Mx
MOCTOAHHOE MPUCYTCTBME B CUCTEME YMNPaBleHns ABMAEeTCA OCTaTOYHbIM apryMEHTOM, YTOBbl OTHECTU X K MakCUMaris-
HOMY YPOBHIO pUCKa.
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Ha pucyHke 2 npeacTaBneHbl JaHHbIe YPOBHWU (OYHKLMOHATbHBIX BO3MODKHOCTEN B apXUTEKTYPe CUCTEM
YMpaBneHus.

na2

naz2
naa
navr

naz
nas3

na1
na2

2 o) nas
HaHHs na7
UMK
na1 Mna2
KonTponnep na 4 nas nnK
c
NpPONUCaHHON ns 7

TNOMKOR
paboThl

na 4

r
Hatuumi Mpueoa Annapat /O
3anThI nHTEpdeic
na5 OT TOKOB
naz NEPSTRY3KA | 3 1
Nns8 Mna4

na e** na1*

* JlokanbHbIA NOPT A0CTYNa K KOHCOMU CBSA3U.
** NokanbHbIn goctyn kK UMW,

M3 — HOMep NpKYMepa aKCMNyaTaLUni COrMacHO NPUMOXEHUIO A;

— KaHarnbl CBs3K (NpoBogHbIe N BecnpoBogHbIE);

— npoBofa Lenu ynpaeneHus;
. — cuctema ypoeHs 0 (annaparypa 6e3 BO3MOXKHOCTEN CBSA3M); . — cucTema ypoBHSA 1;

. — cUCTEMA YPOBHS 2; . — cHUCcTEMa YpoBHS 3

PucyHok 2 — ApxuTekTypa cUcTeMbl yrpasBneHus
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6.6.3 Bugbl cTpYKTYp NOQKNHOYEHUA

Buabl nogknodeHnst cuctemM ynpaeneHus (Cx) MOXHO pa3fenuTb Ha crnefyrLwmne CTPYKTYpb:

- C1 — u3onupoBaHHas, Koraa ceTb CUCTEeMbI YNpaBneHus NONHOCTBK 3aKPhITa;

- C2 — npeanpuaTUsa NoOAKMKYEHbl K MHCOPMAaLWOHHOR cucTeme, HO 6e3 BO3MOXHOCTU BbINOMHEHUS
onepauuil U3BHe 3TON MHPOPMALMOHHOA cucTeMbl. [aHHasa MHOPMAaLMOHHas cucTemMa MoXeT BbiTb MOAKMHO-
yeHa K 06LLecTBEHHON CeTU, Hanpumep ceTn MHTepHeT, unu faxe pacnpegeneHa no Heckonbkum obbekTam;

- C3 — nogkntoyeHne ypoeHs C2 ¢ nomollblo GecnpoBogHOM CBA3M, KaK NnokasaHo Ha pucyHke 3. bec-
NPOBOAHOW AOCTYN OYeHb YS3BUM ANA aTtak;

( CrpykTypa \

NOAKMIOYEHNA CUCTEM
ynpaeneHuns 2

&

PucyHok 3 — CTpykTypa nogknoyeHns cucteM ynpaeneHma C3

J

- C4 — pacnpegeneHHas cucTema ynpaeneHwWsi ¢ BO3MOXHOCTbIO BbIMOMHEHWs onepauuii U3aBHe Co-
rmacHo pUcyHKy 4. PasHble 06bekThl B3aMMoZencTByoT Mexay coboil B npedenax 3akpbiTOW UHPaCTPyKTY-
pbl. 3Ta MHpacTpykTypa MOXKeT BblTb MOMHOCTLK YaCcTHOW MMNW apeH4oBaHHOW y onepartopa ycnyr CBA3M.
[JaHHas CTpyKTypa Takxe OTHOCUTCA K CUCTEMAaM YNPaBneHWsl, B KOTOPbIX BO3MOXHbI onepauun U3BHe UMnu 13
CeTu ynpaeneHus (Hanpumep, yaaneHHoe obcnyxuBaHue, yaaneHHoe ynpaeneHue);

WHdopmaLmoHHaa
cucTema

YacTtHan
nHbpacTpykTypa

-

CrpykTypa
MOAKMIOYEHNS
cucTem
ynpaenexus 2

CrpykTypa
NOAKMKYEHNA
cucTem
ynpaeneHus 1

PucyHok 4 — CTpykTypa nofKknioYeHua cuctem ynpaeneHusa C4

- C5 — pacnpegereHHas cucteMa ynpaeneHusi C OTKPbITON MHPPaCTPyKTYpoit (ceTe MIHTepHeT) cornac-
HO PUCYHKY 5. MIHMLMATOP aTaku MOXEeT C NerkoCcTbK Nony4YaTe AOCTYN K pasHbiM TOYKaMm JOCTYNa B cucTeMe
ynpasneHus. 3To obycnasnueaeT HEOOXOAMMOCTb LOMNONHUTENbHBIX Mep obecneveHusi MB. JononHWTENb-
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Hbl€ peCypcChbl HE BbiAENAKTCA CUCTeEME yrnpaBreHnda, KOToOpasda MOXET CTaTb ((COI'IyTCTByI-OLLI,EPI )KepTBOﬁ» dHO-
MarnbHO BbICOKON 3arpy3kum cetu.

YnaneHHoe
obecnyxmnsaHne

YpnanexHHasa
SCADA

KopriopaTueHas cetb

cetn NHTepHeT \'

PucyHok 5 — CTpykTypa nogknioyeHusi cuctem ynpasenenus C5

K aToit cTpyKType oTHOCATCA Takue BUAbl MHpacTpykTypbl, kak APN unu VPN tuna MLP.

B atoi cTpyKkType gononHuTenbHble NOoTeHUWanbHble YS3BUMOCTU CBA3aHbl ¢ obecnedyeHnem MB Ha
YPOBHSX KOHTpONs hM3M4ecKoro 4octyna u yaaneHHoro obcnyxvueaHus.

6.6.4 YpoBHM NOTEHLUMaNbLHOIO BO3AEMCTBMA HA CUCTEMY YynpaBreHuA

YpoBeHb NOTeHLManbHOro BO3AEeNCTBMA Ha CUCTEMY ynpaBneHusa — 3T0 coveTaHne ypoBHel dyHKUMo-
HamnbHbLIX BO3MOXHOCTEN CpeAcTB CBA3W U NogKnyeHus. B Tabnuue 2 npueedeHbl YPOBHM MOTEHLMANbLHOIO
BO3AeicTBus Ha cuctemy oT E1 (MMHMManbHbIN) go E5 (mMakcumanbHbiin). OH onpegensieT o6beM pUCKOB
yrpo3 MB, ¢ KoTopbIMy MOXeT cTankmMeaTbCs cucTemMa ynpasneHus. [pn Gonee BbiCokux pyuckax yrpos UMb no-
TpebyeTcsa Gonee 0bLWIMPHaA OLEHKa PUCKOB.

Tabnwua 2-— YpoBeHb NOTEHLMANBHOIO BO3OENCTBUSA HAa CUCTEMY YNpaBneHus

YpoBHU } YpOBHY NOAKNKYEHWA
KOMMYHWKaLIMOHHON cuctem ynpaeneHus (Cx)
cucTemsl
HN3KOBOMBLTHOW
annapaTypbl C1 c2 C3 C4 C5

Cucrema ypoBHS 3

Cucrema yposHa 2

Cuctema ypoBHs 1

MpumevaHune — E1 — MUHUManeHLIA ypOBEHD NOTEHLMANBHOTO
B03gencTBuA; E5 — MakcumansHbBIR ypoBEHb NOTEHUMANEHOMO BO3OEHCTBUSA.

YpoBHM KOMMYHUKaLWOHHOW cucTembl HKY 1 nogkniodeHna cuctem ynpaBneHusi He MMEeloT NpsMoi
3aBUCMMOCTUW Apyr oT Apyra. o 3Tol npu4nHe HEKOTopble AYEWKWM MOryT He COOTBETCTBOBAThb KaKoW-nunbo
peansHol cucTeMe ynpaeneHus. Ha ypoBHU MoryT BNUATE U apyrie cakTopbl, BKMKYAA KONUMYECTBO 3aei-
CTBOBaHHbLIX annapartoB, U NPy OLeHKe pUckoB yrpos UMb crnenyeT y4nThiBaTh HEOAHOPOAHOCTE UCTONb3YeMO
HW3KOBONbLTHON annapartypbl.
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MprMepbl OLEHKM PUCKOB yrpo3 VB, cBA3aHHbIX C WX YPOBHEM MOTEHLMAarNbHOro BO3OENCTBMA, HAXO4AT-
CA B CTagWX paccMOTPEHMUS.

He nopgaepxuBallas CBA3b HU3KOBOMLTHAsS annapaTypa, NoKa3aHHas 3eNeHbiM UBETOM Ha PUCYHKe 2,
He paccMaTpuBaeTcs B YPOBHE NMOTEHUMANBHOTO BO3AEMCTBNSA, HO LOMKHA BbiTh BKMIOYEHA B OLIEHKY PUCKOB,
ecnv oHU cogepxat BcTpoeHHoe MO.

YpoBeHb MOTEHLMANBHOIO BO34EMCTBUA NMPUMEHSIOT AN OLeHKU CTeneHU TFHXKeCTW NMoTeHUuWansHoro
BO34EMCTBMS aTak Ha HM3KOBOMLTHYIO annapaTypy, Y4Tobbl BbiGpaTe COOTBETCTBYOLWME Mepbl obecnedyeHus
B (cm. npunoxeHne A).

7 TpeboBaHuA K MH(pOpMaALMOHHOW 6e30MacHOCTHU

7.1 O6wme nonoxeHus

Cneaywowme TpeGoBaHWs OCHOBaHbI Ha NpYMMepax 3KcrnyaTauuy, NpUBeaeHHbIX B MPUNOXKeHnn A.

CornacHo TpeboBaHuaM pa3gena 6 v3roToBWTeNb AOMKEH peann3oBaTbh COOTBETCTBYHOLIME MEepbl Mo
obecnedveHnio VB, npnBeneHHble B 7.2—7.4.

MNpegnonaraeTcs, 4TO KOMMNOHEHTbI CBA3M, CBA3aHHbIE C HU3KOBOMLTHOW annapaTtypo, AOMKHEI Nogaep-
MBaTb CBOW ypOBeHb (hyHKLMOHANbBHOW LEeNoCTHOCTM B NpeAenax npegnonaraeMoi NpoMblLLINeHHON cpeabl
(cbn3nyeckoin 1 aNeKTPOMarHUTHOM).

MpumeyaHue — [oOTOBLIE NOTPEOUTENBLCKME YCTPONCTBA CBA3N C PACLLUMPEHHBLIMI BO3MOXHOCTAMMU, KaK npa-
BWIO, HE COOTBETCTBYIOT TpeboBaHUAM ANA NPUMEHEHUA B NPOMBILLNEHHOW CPEE M UMEIOT BbICOKAM YPOBEHb YA3BUMO-
ctn MB.

7.2 Acnektbl no o6ecnevennto B

KoHhnaeHUMansHOCTE 4aHHbIX, OrpaHUYeHne NOToKa AaHHbIX M CBOEBPEMEHHOE pearnpoBaHne Ha co-
ObITUA HE pacCcMaTpMBaKOTCA B HAcToALLEeM cTaHaapTe.

MwuHMManeHbIM Tpebyemblin Nnpotune GesonacHocTn npeacTasneH B Tabnuue 3.

B npunoxexun B npueBegeHa nHopmaumnsa o Kaxagom acrnekte 6esonacHocT MHopMaLuun.

Tabnuua 3 — MuHuManbHbIA NpohKnnb Ge30NacHOCTU HU3KOBOMLTHOW annapaTypbl 1 HKY

AcnekTbl 6ezonacHocTH YpoeHu bezonacHoct SL1—SL4
KoHTpone noeHtudmkaumm n ayTeHTudmkaumm SL1
KoHTponkb nonb3oBaHus S
LlenocTHOCTE crUCTEMBI SL1

KoHthraeHumMansHOCTb AaHHbIX —

OrpaqueHme NOTOKa OaHHbIX —

CBoeBpeMEHHbIN OTKIIMK Ha cOBbITUSA —

PaboTtocnocobHOCTL M OOCTYMHOCTL PECYPCOB SL1

COOTBETCTByI-OLLI,Me BEKTOpPbI ypOBHEl?I He3onacHocTH pexkomeHayeTca BbISMpaTb COrmacHO peaynbrartam
OLEHKW PUCKOB YTpo3 Wb B cooTBeTCTBUM C pasgenom 6.

7.3 ®U3MYeCKMI QOCTYM C y4eTOM MecTa YCTaHOBKMU

duanYecknii JOCTYN K HU3KOBOMLTHOM annapaTtype LOIKEH WCKMoYaTh MOCTOPOHHWX nuu. [Mpu 3ToM
[ABEpPW, NPENyCMOTPEHHbIE ANS 30H OrpaHMYeHHOro OOCTyna, JOoMKHbLI 0becneyunsaTe BO3MOXKHOCTL Becnpe-
NATCTBEHHOW 3BAKYALMW HA YNULLY NYTEM OTKPbIBaHMs 6e3 UCMNONb30BaHUS KIoYa, MHCTPYMEHTa unu nodoro
[PYroro yCTPoMcTBa, He ABMNAILIEroca YacTbio MeXaHU3aMa OTKpbIBaHuS.

Mpw HEOBXOAMMOCTM Ha OCHOBE PEe3ynbLTAaTOB OLEHKM PUCKOB yrpo3 VB fomxHa ObiTe paspaboTaHa, 3a-
[OKYMEHTMpPOBaHa W BHedpeHa cTpaterus obecnedyeHust uanyeckoin 6esonacHocTu.

OnekTpuyeckme Lenu 1 annaparypa Ans KpUTUYECKMX 3HeProCUCTEM OOMKHbI BbiTh JOCTYMHbI TOMLKO
Ansg KeanuduumMpoBaHHOIO NepcoHana.
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OcHOBHbIMWM MepaMK ynpaBneHnss pranyeckMmM OOCTYNOM K HU3KOBOMBTHOW annapaType siIBNAKTCA 3a-
neptbie agepu otoenbHbiXx HKY, onnombuposaHune nadenen HKY, npMmeHeHUe CMCTEM CUrHanmaauum u Bu-
pgeoHabnwogeHue.

K nomelleHusiM, B KOTOpbIX ycTaHaenueawTcs HKY, npeabsaensaercs nepedyeHb TpeboBaHui (cm. [1],
nyHKT A.11):

a) Ansi oxpaHseMblX 30H C LUenbio NpeaynpesaeHns HeCaHKLMOHUPOBaHHOMO (hM3n4eckoro gocTyna, no-
BPEXOEHUS U BMELLaTenbCTBa B OCHOBHLIE (PYHKL MM annapaTtypbl, CBA3aHHble ¢ 6e30nacHoCTbI:

1) gomxHbl 6bITb ONpeaeneHsl nepuMeTpbl hrsndeckoin 6e3onacHoOCTH, UCNOMb3yeMble A5 3aLnTh
30H, COAEpXKaLLUX YYBCTBUTENBHYHK UMK KPUTUYECKYH MHPOpMAaLMIo U cpefcTBa ee 0bpaboTky;

2) dur3nYecKknii KOHTPONb AOCTYNA: KOHTPONb AOCTYNa AoMmKeH ObITe onpefeneH U peann3oBaH ans
aBTOPUW30BaHHbLIX NUL ANA BXo4a B NoMelleHus, rae yctaHoerneHbl HKY, Takne kak aneKkTpoTexHUYeckue 30HbI
C OrpaHuW4eHHbIM JOCTYMOM;

3) MOHWUTOPWUHI chnandeckoin HesonacHocTh ¢ yHKUMAMKU HabnaeHns 1 ynpexneHus: cnegyeT uc-
nonb3oBaTth cpefacTBa Ge3onacHOCTU Ans MOHUTOPWHra besonacHocTy nomelweHnin. Hanpumep, COT crnegy-
€T UCMNonb30BaTh ANS HAbMWAEHUs U 3anucK OOCTYNa K 30HaM MOBLILEHHOW 6e30MacHOCTU B NMOMELLEHNAX
opraHuzauun; cnegyeT pa3BepHYTh NYHKThI OXpaHbl ANs 0bHapyXeHUsa OOCTyNa 3N0yMbILUNIEHHWKOB K NoMe-
LLEHWAM OpraHM3aLMn U MCNonNb30BaTh OXPaHHYI0 CUrHaNM3aLUuio U Apyrve yCcTponcTea aAna obHapyXeHus
NPUCYTCTBUSA 3M0YMbILLMEHHUKOB B NOMELLEHUAX OpraHM3auunm;

4) 3awmTa OT BHELUHWX aTak W arpecCMBHOrO BO3LEWCTBUS OKPYXKAKLWEen cpeabl: cnegyeTt paccmo-
TPEeTb BOMPOC O (PU3NHECKON 3aLLMTe OT CTUXUIAHBIX BeqcTBUi, (hU3NHECKUX aTak UM HECHACTHbLIX Cy4Yaes u,
ecnu Heobxogumo, paspaboTaTte M peanusoBaTb UX;

0) c Uenbi NpegoTBpPAaLLEHUS NOTEPUW, NOBPEXAEHUS UMK KPaXKW annapaTtypbl M HApyLWEeHWa OeATenb-
HOCTW OpraHmsauuun:

1) pasgeneHwe annapaTtypbl NO oObEKTaM U 3aliMTa: XpaHunuwa HeobxoauMo 3almilatb BO W3-
fexaHne HecaHKUMOHMPOBaHHOTO AocTyna. Mepbl KOHTPOMsi JOMKHLI BbITh peanu3oBaHbl AN8 MUHUMU3aLIMKI
PUCKOB MOTEeHLUMWaMNbHbIX (U3UYECKUX U BHELUHWX YrpO3 CO CTOPOHbLI MecTa YyCTAHOBKU, HanpumMmep Kpaxa, no-
)ap, B3pbIBbI, 3aabIMNeHue, Boaa (unu nepebou BogocHabKeHWA), Nbinb, BUBpaLuUnM, XUMUYECKUe BO3den-
CTBMS, YPOBHUW 3MIEKTPOMArHUTHBIX MOMEX, NpeBbillaLLmnx obwmne yporHr IMC, onpefeneHHble ANa KOHKPET-
HOW cpefbl, U BaHOanmam,

2) besonacHocTb kabene: CMNOBbIE U TENEKOMMYHMWKALKWOHHbIE Kabenu, No KoTopbiM nepegaroTcs
AaHHble UMK BCMOMOraTenbHble MHDOPMaLUUOHHBbIE YCIyTi, AOMKHLI ObITh 3allMLleHbl OT NepexesaTta, BMeLla-
TenbLCTBa UMK NOBPEXOEHUS;

3) obcnyxMBaHWe HU3KOBOMBTHOM annapaTtypbl He00XoaMMOo 0BCnyXUBaTh B COOTBETCTBUM C Tpebo-
BaHWAMU, yKAa3aHHLIMW U3rOTOBUTENEM, YTOBBI rapaHTUPOBATEL Ero NOCTOAHHYH OOCTYMNHOCTL U LIEMOCTHOCTb.
Hanpumep, npoLllnBKy HEOBX0AUMO OBHOBNATEL B COOTBETCTBMM C PEKOMEHAALUAMMN U3TOTOBUTENS;

B) MOCTOPOHHEE BMeLlaTeNbCTBO B HM3KOBOMLTHYIO annapaTtypy: ecriv BbllleynoMsaHyTble Mepbl obe-
crnedeHns b He peanu3oBaHbl, annapaTtypy HeoOXOAMMO 3alnTUTL BO M3bexaHue BHYTPEHHero 4ocTyna,
Hanpumep: oTKN4YeHnelyganenue noptoB JTAG, onnomOupoBaHne CbEMHbLIX KpbILEK, OTKIoHeHWe Heuc-
nonb3yeMbiX nepudepuiiHbiXx NMOPTOB MPOLECccopa, KOHCTPYKTUBHbIE O0COBEHHOCTU KOpMycOB annaparypsl,
obecneunBarLive Ux 3alUTy OT HECAHKLUOHUPOBAHHOIO AOCTYNA, UCMOMb30BaHWE annapartypsl, 3alluila-
lolWero oT HeCaHKUMOHUPOBAHHOIO AOCTyna, ANa coegUHEeHUs CeKUMM KOpryca KOMMOHEeHTOB, ecnu nocTtas-
MSTCA 3NeMeHTbl MEeCTHOIO yNpaBeHuss HacTpokaMmu (Mpyu MOMOLLW AMUCAnes unu nepexknoyarenein), obe-
crie4yeHne cpefcTB DNOKMPOBKM UMW NIOMOMPOBKM MX OT HECAHKLMOHMPOBAHHOMO 4OCTYNa.

7.4 TpeGoBaHUA K NporpaMMHOMY oBGecrnevyeHulo, BCTPOEHHOMY B HU3KOBOJNLTHYIO annapaTtypy

7.4.1 O6wme nonoxeHUnA

M3roToBMTENbL HU3KOBOMLTHOW annapaTtypel OOMKEH y4uTbiBaTk TpeboBaHWA, NpuBedeHHble B 7.4.2—
7.4.8.

7.4.2 3alumnTa yYeTHbIX AaHHbIX

B HM3KOBOMETHOW annapaTtype AOMKHO BbiTh yCTaHOBMEHO Tonbko MO, KoTopoe HeobxoaMMo AnA nog-
OEPXKN ero OCHOBHBIX (PyHKUMA. HanpumMep, cnyx0bl oTnagku, ucnonsayemsie BO BpeMsa pa3paboTku, 4oMmK-
Hbl ObITb yOaneHsl Nepes BbiMyCKOM B obpalleHue.

YToBbl OrpaHu4nTE YYETHLIE 3anMcK OT BPEAOHOCHLIX MporpaMM Tuna «b63kmop» u u3bexaTtb XKecTKo
3a0aHHbIX YYETHbIX AaHHbIX, B 10, ycTaHOBNEHHOM B HU3KOBONLTHOW annapartype, He OOMKHO BbiTh Y4eTHbIX
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3anucen, Naponen Unu 3akpbiTbiX KMOYER, KOTOPble HE MOTYT BbiTb N3MEHEHbI, OTKINIYEeHbl UMW yaaneHbl aB-
TOPM30BaHHbLIM KOHEYHBIM NoTpebuTenem (Nons3oBarTenem).

7.4.3 Kpuntorpacuyeckan zawmta uHdpopmMmauum

Onsa kpunTorpaduyeckon 3awuTbl MHPOPMAaLKUM NPUMEHAIOT oTpacneBble pekoMeHOaunn U pyKoBO-
Osline NpUHLKMNBLI, pa3paboTaHHbIe Ha OCHOBE anropuTMOB, NMPUBEAEHHLIX B HALWMOHAMNbLHLIX HOPMaTUBHO-
NpaBoBbIX AOoKyMeHTax B obnactu Mb. N3roToBMTENM HW3KOBOMBTHOW annapaTtypbl HEe AOMKHbI M3obpeTatb
cobCTBEHHbIE anropUTMbl UM UCNOMb30BaTh anropUTMbl U3 HEM3BECTHLIX MCTOYHMKOB. MpegocTaBnALMMA
WNCTOYHMK JOMKEH rapaHTupoBaTb OOHOBNEHWS U UCMpaBlEHWS B Criydae ya3BuMocTein n cboes.

M3roToBuTEnNb OOMKEH onpeaenuTe MeToAuKY MOHUTOPUWHIA YS3BUMOCTEN ANS UCNONb3yeMblX (yHKLMA
BbezonacHocTK.

lpumep — Mumeezpayusa omkpbimozo SSL (mpomokon 3aujumab! UH¢hopMmayuu).

7.4.4 HapexHocTb 1 uenocTtHocTk [0, BCTpOEHHOTO B HU3KOBOMNLTHYHO annapaTtypy

7.4.4.1 lNpoeepka Vb

MpoBepka NB gomkHa BEINCMHATLCSA, HANPUMEP, C MOMOLLLIO TECTUPOBAHWS YCTOMYMBOCTMW, CKAHWPOBa-
HWA YA3BUMOCTEW, CTaTUYECKOro aHanuaa koga Wnv adanusa ABOWYHOro kofa. Kak npaBuno, npoBepky npo-
BOAAT C UCMOMb30BAHWEM JOCTYMHbLIX MHCTPYMEHTOB.

Mpumeuvanmne — PykoeogcteBo no paspabotke BcTpoeHHoro N0 ona HU3KOBOMLTHOW annapaTtyphkl, BKIOYas
BeaonacHoe koaupoeaHue, oM. B [2]1).

CnenyeT orpaHnynTb NepedeHb OOCTynHoro Ansa sanycka MO. K sanycky cnegyeTt gonyckaTb TOJbKO
npuknagHoe MO u cepsuckl, Heobxoaumblie Ana paboTbl obopygoBaHusi. Bece octanbHoe MO gomxkHo ObiTb
3anpeLLeHo K 3anycKy U KOHTPONMMPOBAaTLCA Ha ypPOBHE ONepauMoHHON CUCTEMbI UMK CPEeACcTBa 3allnTbl UH-
cdopmaumu.

7.4.4.2 LlenocTHOCTb ¥ noagnuHHocTe MO

MporpaMmHble MPoAYKThl OMKHElI MMETh LMPOBYO NOANUCH, AA o0ecneyeHns MPpoBegeHUs NPOBEPKU
MO nonb3oBaTenem Ha UeNOCTHOCTL M MOAMMHHOCTE Nepeq ero UCnonb3oBaHeM.

MoTpebuTento (Nonb3oBarTenio) pekoMmeHayeTcs NpoBepaTe LMAPOBYD NoAnvch nepeq yctaHoskon MO
B HWU3KOBOMNbLTHYHO annaparypy.

LUndposaa nognucek OormkHa BbiTb OKOHYaATENLHO MPOBEpeHa annapaTypor nepen MpUHATUEM ycTa-
HoBkM. Heobxogumo obecneunTs Be3onacHyto 3arpysky u 6ezonacHoe obHoenenue. NpoBepky Heobxogumo
BbIMOMHATL B criyYae obHoBnexums MO npu nomowm yganeHHon unv 6ecnpoBogHOn CBA3MK.

ACYMMMETPUYHBIE anropyUTMBbl, UCNOMNb3yeMble B LLMPOBOI NOANMCH, AOMKHbLI ObITh BbIMOMNHEHBI HA OC-
Hoee MOCT 34.10 u gpyrnx HauMoHanbHbIX HOPMaTMBHO-MPaBOBbIX JOKYMEeHTOB B obnactu MB.

Lindpposasa nognuck JomkHa MMETL QOpMaT B COOTBETCTBUM C MCNONb30BaHMEM CTaHAAPTHbIX TEXHO-
Norun.

M3aroToBuTENN JOMKHBI paspaboTaTh NPOLIECC 3aLLMThl 3aKpPbITOTO KIKYa, UCMonb3yeMoro Ans NoanucHu,
OT HeCaHKUWOHWPOBAHHOrO JocTyna (Mpumepsbl ynpaeneHusa kmwodamu MB ona HUM3KoBONLTHOW annapaTtypel
aHeprocucTeMm cM. B [3]). B cnyyae komnpomeTauun 3akpbITOro Krk4a, Hanpumep pacKkpbiTUS MW HENpPaBo-
MEPHOro UCMNOML30BaHWSA, M3rOTOBUTENW OOIMKHBLI MPUHATE afeKBaTHble Mepbl AM5 BOCCTAHOBMNEHUS LenocT-
HocTu BcTpoeHHoro MO 1 oTo3BaTh Bce cepTudukaTthl, CBA3aHHble ¢ kntodom. CRL gomkeH BbiTe JOCTYNEH U
OOIMKEH NEPUOANYECKM 0OHOBNATLCHA M3rOTOBUTENEM.

7.4.5 OTKa3 B obcnyXuBaHum

Ataku Tuna DoS n DDoS, kak npaBuno, Bbi3BaHbl CReayowum:

- NMaBWHHOW pacchinkoi (MepenonHeHne) NakeToB B ceT cBA3W. B aTom cnyvae HM3KoBONbLTHasA annapa-
Typa CTaHOBWUTCH HEAOCTYNMHOW W HecnocoBHOWM OTNPaBnsATe AaHHbIE U aBapUIHBIE CUrHamNbl UMW BbIMONHATb
KoMaHgbl cucteMmbl SCADA nnu KoHTponnepa;

- Meperpys3kol pecypcoB HM3KOBOILTHOW annapaTypbl, KOTopasa BeAEeT K NOTEPE UMM HEKOPPEKTHOW pa-
BoTe OCHOBHOW (OYHKLNM;

- nepesarpyskoi BCTPOEHHOTO B HUM3KOBOMLTHYH annapatypy MO, koTopas BegeT K BpeMeHHON notepe
OCHOBHbIX (DYHKLIWA.

MO, BCTPOEHHOE B HU3KOBOMLTHYIO annapaTypy, A0MKHO ObITb CNPOEKTUPOBaHO TakuM 0Opa3oM, YToBkI
npegoTBpaTuTh BnusHue atak Tuna DoS n DDoS Ha ero ocHoBHble yHKUKMK. [1ns CHUXEHWUS YPOBHSA BO34e-

1) B Poccuitckoit Penepaumn geiicteyet FTOCT P 56939—2016 «3awuta uHgopmauuu. PaspaboTtka BeaonacHoro
nporpaMmmHoro obecnedenns. Obwme TpeboBaHUa».
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CTBMWA atak HeobxoaMMo 3agencTBOBaTbL TONbKO TpebyeMble Ans 3TOro cnyX6bl M NopThl. PYHKLMIO OrpaHuye-
HWS1 CKOPOCTW NMepeaayYuy AaHHbIX OMNYyCKaeTcsl peanv3oBartbh Npy NoOMoLLM cOpachkiBaHUA NakeToB AAHHbIX NPY
OOCTUKEHWUN MOPOroBOro 3HAYEHWST CKOPOCTH.

CucteMHasn apxuTekTypa AomkHa BbITb CIPOEKTUPOBaHa Takum 0bpa3oM, YToObI CHU3UTL BEPOATHOCTb
n BnuaHue DoS nnu DDoS. Hanpumep, cets OT gonkHa BbITe oTAeneHa oT cetu T, a HU3KOBONLTHAaA anna-
paTtypa He JomXHa UMeTb NPsiIMOro AocTyna Kk cetn MHTepHeT Ge3 cooTBeTCTBYOWMX Mep obecneveHus B,

Ona zawmTtel o DoS-aTtak B paMkax paspelleHHbIX CeTeBblX COeANHEHWU CeTeBble CpedcTBa 3aluThbl
MHOPMaLUK AOMKHbI NPeAoTBpaLLaTh IKCHyaTaumnio ya3BUMOCTEN, KOTOPbIE MOTYT BbiTh AKCNNyaTUpPOBaHbI
no cetu. [Jna 3TOro MexceTeBble 3KpPaHbl HEODXOOAMMO HACTPOUTL B pexuMm Benoro cnucka, Ha HUX OOMKeH
ObITb aKTMBMPOBaAH MOAYMb CUCTEMbI NPeAOoTBpaLleHUA BTOPXKEHWA U aKkTUBMPOBAHLI NpaBuna Ans BhigBe-
HUA 3KCNMyaTauumn U3BECTHbIX YS3BMMOCTEW U 3aLllMThl OT MaBUHHOW PacChIfKu.

7.4.6 NpoBepKka NOANMHHOCTU Nonb3oBaTeneun

Ecnu nHTepdencel HU3KOBONLTHOW annapaTypbl NpegHasHaqYeHbl Ans A0CTyNa Nonb30BaTens Yepes ne-
pucbepuinHoe obopygoBaHMe UNn yoaneHHo, OHW OOMKHbI obecnevmBaTh CpeacTBa AN BbINOMHEHUS WOEHTY-
duKauumn 1 ayTeHTUPUKaLUN 3aKOHHbBIX NonNb3oBaTerne — COTPYAHUKOB, B3aUMOAENCTBYIOWMNX C HUMM.

[na peanuzauuu QyHKUUKN ayTeHTUQUKALUM U aBTOpU3aLMKU criedyeT Mcnons3oBath TexHukun RBAC.
lMpoBepka NOQNUHHOCTU Monb3oBaTenen MoxeT ObiTh peanuaoBaHa, HanpuMep, Ha OCHOBE Naponen, cMapT-
KapT, MOMETpUYECKUX AaHHbIX WU T. 4. [puMep ynpasBneHus 4OCTYNoM Ans ynpaeneHws paboTol aHeprocu-
CTeMbl B 32BMCUMOCTM OT BbINONHAEMON OYHKUNK CM. B [4].

ABTOpM3aLUMA Nonb3oBaTtenei JomkHa ObITb OCHOBaHa Ha PorsAX M pa3peLleHusX ANsA COOTBETCTBYIOLLIMX
none3oeatenei. [pu onpegeneHnn ponein 1 paspelleHWin criegyeT pYKOBOACTBOBATLCH MPUHLMMNOM MUHU-
ManbHOro NepeYHsi NpUBUNErvi.

Mpu nepsom ucnons3csaHuum [0, BCTpOEHHOTO B HM3KOBOMLTHY annaparypy, HeobxogumMo npegocta-
BUTb Kak MUHUMYM OOWH CTaHAAPTHbLIA 3NEMEHT YHETHbIX JaHHbIX, KOTOPbIN peKoMeHayeTcs U3MEHUTD.

Mpouecc NpoBepKM NMOANMHHOCTM HEOOXOOMMO NepecMaTpuMBaTh U KOPPEKTUPOBaTb C YYETOM COBep-
LWeHcTBOBaHWA TpeboBaHMid nonuTkn B6esonacHocTu. MO, BCTpPOEHHOE B HU3KOBOJBTHYHO annapaTtypy, 4OMmxK-
HO MoaLepXuBaTh peanuaauno Takow NoMUTUKKA.

[MpoBepka NOANMHHOCTU MOXET DLITh NpoBefeHa Ha camom MO, BCTpOeHHOM B HU3KOBOMLTHYHO annapa-
TYpY, Unun BbITb KOMNOHEHTOM cucTeMbl B cetnt OT/AT.

CobbiTusi, cBasaHHble ¢ Vb, Takue Kak NonbITKW BXO4a B CUCTEMY, LOMKHbI PEerMcTPUpOBaThLCS Ha YPOB-
He MO, BCTPOEHHOro B HA3KOBOMLTHYIO annapaTtypy, WK Ha YypPOBHE CUCTEMbl ANA MOHUTOPWHTa U nocneay-
towero aHanusa. Kpome T0ro, 310 XpaHunuie cobbiTUi (KOHTPOMBHbLIA XKypHar) AOMKHO DbITb 3alMLLIEHO OT
HEeCaHKUMOHNPOBAHHOIO A0CTYNAa (3aLlunTa LenocTHOCTK).

CnepgyeT paccMoTpeTb HEOBXOAMMOCTL MPOBEPKU NMOAMMHHOCTA W aBTOpM3auuko nons3oearenen 10,
YTOBbI rApaHTMPOBATL, YTO KOMAaHAkL! M AaHHbIE NOCTYNaT OT JOBEPEHHOro 0BopyA0BaHUA.

7.4.7 CucTeMbl CBA3M

HezawwuweHHble cMcTeMbl CBA3W cnefyeT U30MWPoBaTh OT BHELUHEro nepumeTpa C NMoMoLLbl Mepbl
huamnyeckoro gocTyna nubo c NpYMeHeHMEM MEXKCEeTeBOro aKpaHa Ha CUCTEMHOM YPOBHE WK APYTMX 3KBU-
BaneHTHbIX Mep obecneueHusn UMb, Takux kak VPN unu IPsec.

Mpyn HeobxoaMMOCTM aBTOPM3ALIMM C BO3MOXHOCTEH NPUMEHEHMSA CTPOron ayTeHTUdMKaLum crnegyet
YYMTLIBATL 3alUULLEHHBIE MPOTOKOMbLI CBA3M, HAanpuMep: 3alluileHHbIn npoTtokon Modbus, «3awuileHHbIRy
ProfiNet!) (cm. [5]), B KayecTBe 3aLMLLEHHOIO paclumpeHus npoTtokona ceasu DNP3, a Takke npoToKonoB
cBA3un (c yyeTom [6]).

7.4.8 BecnpoBogHble CUCTEMbI CBA3U

[Ona 3awwutel ©ecnpoBoOOHON CBA3W CnegyeT pPYyKOBOACTBOBATBCH aKTyanbHbIMW PEKOMEHAaUUsMU
(cm., Hanpumep, [7]) B oTHOWweHWK Bluetooth unu gpyroro npuaHaHHoro craHgapra.

7.5 Tpe6oBaHUA K 3alUTe annapaTHOW YacTW HU3KOBOMLTHOM annapaTypbl

7.5.1 Obwme nonoxeHun
KoHTpomnb (hakTU4YeCKON 3NeKTPUYECKOR CXeMbl M NepeyHsl KOMNOHEHTOB Ha COOTBETCTBME YKa3aHHbLIM B
LOKYMeHTauuM — Haubonee npocToit, NPou3BoaUTENBHBIA U MUHUMANbLHO Heo6XoOauMbIn cnocob 3aWwmuThel OT

1) ToeapHslit 3Hak ProfiNet® sBnseTcs npuMepoM NoaxoasLero NPOTOKONa CBA3W, peanvayemMoro Ha nnaTHoi oc-
Hoge. [laHHas nHdopMauma NpyUeBoanTCs ANd yaobcTBa NoNe30BaHWA HACTOSLLMM CTaHA4apTOM U He npedcTaenseT coboin
pekoMeHAaLMI K NPUMEHEHUIO 3TOr0 MPOTOKOMA CBA3M CO cTopoHbl M3K.
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HeoMyCTUMOA HEeYMbILWMEHHOW 3aMeHbl (Bpaka) Unu yMblLNeHHON NOAMEHbI (3aknaiku, annapatHoro 6ak-
gopa).

7.5.2 KoMnneKTHOCTL CONPOBOANTENBLHbLIX AOKYMEHTOB

KoMnnekT goKyMeHTauun ¢ nocTaenseMsiM 060opyaoBaHNeM OOMKEH BKHOYATL:

- MPUHUMNWAaNbHY anekTpudeckyto cxemy (33 no FOCT 2.702);

- 3MNeKkTpUYeckyro cxemy coeauHeHnin (34 no MOCT 2.702);

- nepeveHb aNeMeHToB anekTpudeckon cxemel (MTOCT 2.701).

MpumeuyaHue — YkazaHHbI NepeyeHb JOKYMEHTOB SIBMSETCS MUHUMAnNbHO HEOBXOAUMBIMK OMA KOHTPONS
ANEKTPOHHOW YacTu 06opyaoBaHMS.

7.5.3 KOHTpOoNb HECaHKLMOHUPOBAHHOIO BCKPLITUA HU3KOBONLTHOW annaparypbl

Mpu MCMbITAHWAX, BXOAHOM KOHTpOIe M 3Kcnnyatauun HeobXo4MMO OCYLLEeCTBIATE KOHTPOMb HeCaHKL M-
OHWPOBAHHOIO BCKPLITUS HU3KOBOMLTHOW annapaTypei:

a) NpoBecTn NOeHTUMUKaLKMI NNOMBMPOBOYHOIO YCTPOWCTBA, NPU Er0 HANMUYNK;

6) B cnyyae HapyLleHUs NNoMBUPOBOYHOIO YCTPOWCTBA UMK ero OTCYTCTBUSA — MPOBEPUTL COCTaB KOM-
NMOHEHTOB M 3MIEKTPUYECKON CxeMbl 000OpyJoBaHUS Ha COOTBETCTBME AOKyMeHTauuuW. [o pesynbratam npo-
BEPKM KOPMYC B MecTax KpenneHui ninoMmbupyetcs Ona npefoTBpalleHns WMy MHOWKaL MM ero BCKPbITHS B
npouecce aKcnnyatayuu.

Tunel NnoMbupoBoYHLIX ycTponcTe npueeneHsl B FTOCT 31282. PekomeHayeTcst NPUMEHSTL NNoMBupo-
BOYHblE YCTPONCTBA UHOMKATOPHOIO TUNa.

7.5.4 KOHTpPOnb 3NMeKTPOHHbLIX KOMNOHEHTOR

Ha aTane npon3BoacTBa HU3KOBOMBTHOW annapaTtypbl HeobxoaMMO NPOBEPSATE COOTBETCTBME 3MEeKTPOH-
HbIX KOMMOHEHTOB COMPOBOAMTENBHOW 4OKYMEHTauuu (B T. Y. UX NOAMIMHHOCTb — OTCYTCTBME NPU3HAKOB KOH-
TpadhakTHOro NPONCXOXKAEHUS) Nepes MOHTaXoM (B criyvyae cOBCTBEHHOIO N KOHTPOMMPYEMOro Npou3Bog-
CTBa) WN HEMOCPEACTBEHHO Ha cobpaHHON nevyaTHoW nnare (B cry4Yyae HEKOHTPOMMPYEMOro NMpOM3BOACTRA).

KoHTpadhakTHble 3NEeKTPOHHLIE KOMMOHEHTHI, Kak NMpaBuMo, HE COOTBETCTBYHOT 3aSBMNEHHBIM TEXHUYE-
CKUM XapakTepucTukam nubo MMeT CYLLECTBEHHO CHWXEHHBIA CPOK 3KCMNyaTauun Uiy OONONHUTENbHbIE
YSI3BUMOCTW (He yYTeHHble Ha aTane pa3paboTKu M MCMbITaHWA), KOTOPble NMOBLIWAKT YPOBEHb Yrpo3bl Des-
ONacHOCTW M HaJEeXKHOCTM paboThl CUCTEMbI B LIEMNOM.

8 UHCcTpyKuMK no ycTaHOBKe, IKCNyaTaLum U TEXHUYEeCKOMY 06CnyXuBaHUIO

B pononHexwue k TpeboBaHuam MOCT IEC 60947-1—2017, noapaszaen 6.3, M3roTOBUTENb JOIMKEH Npe-
OOCTaBUTb BCKO MHOPMAUUWK ONS YCTAHOBKU HU3KOBONLTHOW annapartypkl U HacTpolku, Mep obecneveHus
VB, Heobxoammblx Ansi nogaepaHus 3agaHHoro ypoeHs Ub.

WaroToBuTENnb OomkeH ykasate Mepbl obecnedeHns Vb kK noTeHUWanbHbIM yrpo3amM B OTHOLLEHWM OC-
HOBHbIX (DYHKUMIA HU3KOBOMBTHOW annapaTypbl.

B nokymeHTaLMio Ha HU3KOBOMBTHYO annapatypy AomkHa ObiTh BKMOYeHa cregyowas nHopmawns:

- TpeboBaHUA K hrandyeckon BesonacHoCTu, NpU HEODXOOUMOCTH.

Mpumep — Hu3koeonbmHylo annapamypy Heob6xodumo pa3mveuwjams & 3anupaemom HKY ¢ yHukanbHbIM
K/TF04OM € Uesifx ozpaHu4eHus docmyna K e2o 8HeWHUM He3aujUuUeHHbIM opmam ces3u;

- ONMCaHudA NopTOB CBA3W N CEPBUCOB;
- nepeyeHb 3aBUCUMOCTEN OT APYrMX KOMMOHEHTOB CUCTEMbBI O1A obecnevyeHns GezonacHoro pa3Bep-
TbiBAHWUA.

Mpumep — Jam4uk I0-Link 3asucum om anaeHoz2o ycmpolicmea I0-Link, ymo6bi 2apaHmupoeams o2pa-
HUYeHUs e rnoeedeHUU & 3alUWeHHOM pexumMe, a makxe aymeHmugbukauyuto KoHghuzypayuu;

- onucaHWe Bcex y4eTHbIX 3anvcei nonb3oBaTtenei 1 CUCTeMbl C pekoMeHaauvein K uaMeHeHuo 3agaH-
HbIX MO YMOMYaHWIo Naponew;

- pekomeHZauuW No ycTaHoBKe;

- pasBepHyTas MHCTPYKLMUS MO HacTpoliKe cpedcTs 6e30nacHoCTy, NPeayCMOTPEHHBIX B HU3KOBOMLTHON
annapaType Wnu NocTaeNsieMbIX B JOMNOMHEHWE K Hel (HanpuMep, MeXceTeBOoW 3KpaH, aHTUBUPYC); PYKOBOA-
CTBO MO HACTPOIiKe XypHana peructpauun cobbiTil U NpegynpexaeHui (cM. npunoxexve ).
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ﬂJ'IFI COOTBETCTBYHLWX NnoTeHUnalrbHbIX TDEGOBBHMFI n DEKOMEH,D,E!L{MF'I no Vb n3rotoBuTeNb OOMKEH
npenoctTaBvUTb 3HAKK 683OFIaCHOCTVI, rpad:»w-lecxwe CUMBOJIbl MKW NpuUMeYaHnA Mno 6930I'IaCHOCTVI, YA3BMMO-
ctu. Cumeon, l'IpJ/IBe,EIEHHbIF'I Ha PUCYHKe 6, peKkomMeHOoyeTCA NPUMMEHATEL B AOKYMEHTaxX M MHCTPYKUMUAX MO UB.

()
1

PucyHok 6 — lNpumep cumBeona ans MHeTpykuui no b

AddekTrBHOCTE Mep obecneveHnsa MB Hu3koBonbTHOM annapaTtypel M HKY 3aBucKT oT aHanusa puckoB
yrpo3 UMb n BbibpaHHon cTpaTternn MB Bcel cuctemsl; cuctema Vb TpebyeT BHegpeHWs C¢ nocnegyrLnm
ynpaeneHveM. B 3aBMCMMOCTU OT cuTyauuu (cm. [8]Y) unn [1]) BoO3MOXHO nNpuBedeHWE B AOKyMeHTauuu Ha
HW3KOBONbLTHYK annaparypy B kadecTee obwux TpeboBaHWi ¢ yHeToOM NepefoBOR NPaKTUKK.

Mpu oBHapyxeHun yassumocTein cuctembl MB npu akcnnyatauyuu ceegeHns o6 obHapyKeHHON ys3Bu-
MOCTHK B YCTaHOBMNEHHOM Mopsaake criefyeT HanpaBuUTb B HAUWOHanNbLHbLIA opraH, perynupytowmnin Ub.

PekomeHgauum ro ctpaterun Wb npueseneHsl B NpunoxeHun I

9 PazpaboTka n ucnbiTaHusa

9.1 O6wuin metop pazpaboTKu

Ons ydeta TpeboBaHun MB Ha HU3KOBOMLTHYH annapaTypy Npv npoBedeHun pa3paboTky U UCNbITaHURA
HeobxoaMmo NOOroToBUThL MilaH paspaboTKK, BKMAYAKLWWIA crieayolime pekoMeHgaumm:

a) nepeveHb peanusaumm dyHkunin B B oTHoweHKMK TpeboBaHuin BezonacHocTu (cMm. pasgen 6 [9]) npu-
MEHSIOT K HU3KOBOJIBTHOW annapaTtype npy HeobxogumMocTu;

6) npoBepky yHKUWOHaNbHLIX BO3MOXHOCTen B6ezonacHocTu (cm. [10], pasgen 7, m [1], pazgen 10)
cnefyeTt y4uThiBaTh ANs obecnedeHnsi BO3IMOXHOCTU MOAAEpXKaHWs NPoOBepKK npegnonaraemoi paboTbl
dyHKumin Mb;

B) Mepbl no paspaboTke GesonacHoro MO (cM. pasgen 2 [2]2)) NpMMEHSIIOT ¢ y4ETOM/COBMECTHO C Me-
pamu obecnedyenus Wb, paccmaTtpvBaeMbiMy B KayeCTBE OCHOBHbIX (DyHKUWA. [Mpu onpegeneHny mep no
paspaboTtke DezonacHoro MO gomkHbl yYMTbiBaThbCA TpeboBaHWs, YCTAaHOBMEHHbIE AEWCTBYIOWMMY HOpMa-
TMBHbLIMY NPABOBLIMW AOKYMEHTAMW, LOKYMEHTAMMW NO CTAHAAPTU3ALUM U MHBIMW LOKYMEHTaMM, NPUHATEIMA
YMONMHOMOYEHHBIMW OpraHamMiy BrnacTtu (perynstopamu). JononHuTensHele pekoMmeHgauum K ynpasnenuo Wb
cM. B pasgene 5 [9]:

- Be3onacHOCTb cpeabl pa3paboTkun, beaonacHble penoantopun 1 Mb B cUCTEME KOHTPOMNS BEPCUIA;

- KOHTpOmbHEIE TOYKK DE30MacHOCTU B paMKax OCHOBHbIX CTaAWW MPOeKTa;

- cnocobHocTe paszpaboTynkos n3berate, 0OHapyXMBaTb U UCMPaBNATL YS3BUMOCTH.

JononHuTenbHble UCMbITAHMA HU3KOBOMLTHOW annapaTypsbl, NpegHa3HadYeHHon ana paboTel B 9Heprocu-
cteme, cM. B [11] m [12].

9.2 UcnbiTaHua

MpoBepka 6e3onacHOCTU U Banu4aLMOHHOE UCTbITAHWEe OOMKHbI MPOBOOUTECSA B TEYEHME XKU3HEHHOTO
uMKna npoekta. PekomeHgauuu cm. B pasgene 9 [9].

1) B Poceuiickoin denepauun aeiicteyer TOCT P MAK 62443-2-1—2015 «CeTi KOMMYHWUKALMOHHBIE NPOMbILLNEH-
Hble. 3alwmweHHocTb (knbepbeaonacHOCTL) ceTh U cnucTembl. YacTe 2-1. CocTtaBneHne nporpaMmMel obecnevyeHns 3aLm-
LeHHocTH (KnbepbezonacHoCTY) CUCTEMBI YNPABNEHUS 1 NMPOMbILLNIEHHOW aBTOMAaTUKMY.

2) B Poccuitckoin ®enepauun geiictayet FOCT P 56939—2016 «3awwmTa uHcbopmaLmu. PaspaboTka GeaonacHoro
nporpammHoro obecnedeHus. Obwme TpeboBaHUsa».
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MpunoxeHune A
(cnpaBo4Hoe)

Mpumepbl JKcnnyaTauuun

A.1 OBwmMe nonoxeHun

B HacTosWwem npunoxeHun onucaHbl M3 gns o60CHOBaHUSA COOTBETCTBYIOWMX TpeboBaHWiA, NpUMeHUMbIX K HKY 1
HU3KOBOMETHOW annapaTtype.

A.2 3awumTa ot BpPeOoOHOCHbIX 0BOHOBNEHUH NPOWKWBKM HUZKOBONLTHONO KOMMYyTauMOHHOIO annaparta

Tabnuua A.1—Tpumep 3alKUTbl OT BPEOOHOCHbLIX OOHOBMEHWIA NMPOLUMBKN HU3KOBOSLTHOIO KOMMYTaLMOHHOro anmna-

pata (13 1)

HaseaHwne npumepa

3awmTa oT 0BHOBNEHUA HM3KOBOMBTHOIO KOMMYTaLUWOHHOIo annaparta BpB,ELOHOCHOI?I I'IpOLIJI/IBKOﬂ

OBcnyxuBaHmne TexHuyeckoe oBCnyMBaHMEe Ha MPOMBILNEHHOM/KOMMEPYECKOM 0ObekTe ¢ MWUHUMAarbHbLIM
B TeYeHWe YPOBHEM NOTeHUMansHoro Bo3aencTeua E3 (ypoBeHb KOMMYHUKAUWOHHOW CUCTEMBI 3, CTPYKTY-
akennyaraumnu pa NoaKMoYeHusa cucTemsl ynpaenenuns C2) cornacHo tabnuue 2

Cragusi BBog B akcnnyatauuio 1 TexHU4Yeckoe obcryxuBaHue

3apada n nuua,
nony4vaoLue nonb3y

ObecnedeHune becnepeborHOMO aHeprocHabXeHUs KOHeYHbIX NoTpebuTtenen.
3almTa CoOTBETCTBYHOLMUX KPUTUYECKUX AaHHbIX (cM. 6.5)

Y4acTHUKM npouecca

3noymelwneHHnk | MHuumnaTop ataku ynpaBnseT HecaHKUMOHMPOBaHHLIM BO3OENCTBUEM
PykoBoguTene KoHTponupyeT AocTyn K CeTW 1 rapaHTUpyeT NPUHATWE Haanexalumx mep
y4JacTka obecneveHusa Vb

Obuwee onucaHwe:
nevcTens
COOTBETCTBYHOLLMX
Yy4acTHUKOB npouecca

3noyMbILLNEHHWK B CBOEW Nabopatopuy co3naeT NoBPEXOEHHYIO NPOLLMBKY (COOEMKAaLLYH «Mo-
rmyeckyto bomby» (HexenaTenbHbIi KO, BCTABNEHHBIW B MPOrpaMMHoe obecrneveHue, KoTopoe
cpabatbiBaeT TONBKO Nocne Toro, Kak NMPOUCXOOUT KOHKPETHOE coBbITue).

3noyMbILLNEHHWK OTNpaBnaeT ganblUMBOe 3MeKTPOHHOEe NUCbMO (Cram) OT W3roTOBMTEns py-
KOBOAWTENAM Y4acTKOB C MPUKPENNEHHON BPEOOHOCHOW MPOLUMBKOW C NpOochBOoM BBIMOMHWUTL
ofBHOBNEHNE W3-3a Cepbe3HOM OLWNBKN B HU3KOBONBTHOM KOMMYTaLMOHHOM annaparte.
PykoBoguTenb y4acTka BEPUT 3MEKTPOHHOMY COOBLLEHUIO M npucTynaeT k obHoBneHuto. Mo-
BpexAeHHas npowwwneka paboTaeT, kak U opurMHaneHas.

B npenBapuTenbHO YCTaHOBMEHHYHD AATy HU3KOBOMBTHBIN KOMMYTAUMOHHBIA annapaT OTKMto-
yaeTca («normyeckas Gomba» akTuBMpyeTcs). Bece zaparkeHHble KOMMYTauMOHHbIE annaparbl
OTKINOYaOTCA OAHOBPEMEHHO.

PykoBoguTens o6beKTa HE BUAUT NEPBOMNPUYMHBI Takoro cobeiTus. [Nocne Kaxaoro BKIKYEHWS
KOMMYTaLMOHHOIO annapaTta pyKoBogUTENeM OH CHOBa OTK/OYaeTCs, HeNoCpeACTBEHHO BANAS
Ha paboty otaensHoro HKY nnu anektpocHabxeHne Bcero obbekTa.

PykoBoguTene obbekta obpaluaercs K M3roTOBUTENIO 3a OMarHOCTUKOW WM UCnpaBneHuem npo-
Bnemel.

Bce npeacraeneHHble B NogOepKKy AaHHble COOTBETCTBYIOT OXUAaeMOMY NOoBedeHWto (opuri-
HanbHasi NPoOLUMBKA).

BapuaHT: 3noymbilUNeHHUK MOxeT noTpeboBaTth BbIKYN

KoHTpmeps!

WarotoButenes Ona rapaHtmM UenocTHOCTM U NOANMMHHOCTW NPOLUMBKM HW3KOBOJIBTHOIO
KOMMYTaLWOHHOIO annaparta BCe BepCUU MPOLWWBKKW OOMKHBI UMETH LI,I/ICb-
POBYH NOANNCb M3TOTOBUTENA.

JTa Ll,VICprBaH noanuck SomkHa 6biTh npoeepeHa nepej Ha4anom Bbinon-

HEHWA MPOLUKWBKA

PykoBoguTenb
obbekTa

PykoBognTenu obbekToB AOMKHEI ONPeaenuTe CTPOryt NOMMTUKY 0BHOB-
neHwa npolwveky. Hanpumep:

- onpepeneHve crnucka CoTPYAHWMKOB, OTBETCTBEHHbIX 3a KpUTUMYEcKoe 06-
Cry>uBaHue, Takoe kak 06HOBNEeHWe NPOLUMBKK;

- onpepeneHue HeobxoauMbIX TPeHWHIOB no obecneveHuio UB;

- onpefeneHne NS 3TUX COTPYAHUKOB COOTBETCTBYHOLMX NpaB AocTyna ¢
YTBEPKAEHHBIMUA UHCTPYMEHTaMu 0BbHoBneHuaA (komnetotep, MO U T A4.);

- npoBepka BeG-caiTa M3roToBUTeNs ANs NoMy4YeHUs NOCMefHUX akTyanb-
HbIX mep obecneveHusa Vb
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A.3 3awmTa OT HeCaHKLUMOHMPOBAHHOIO A0CTYMNa K MH(hOPMaLMOHHOM CeTU NpeanpuUATUNa

Tabnuya A2 —MpyMep 3aLLUKUTEI OT HECAHKLUWMOHWUPOBAHHOIO AOCTYyMNa K MHpopMaLuMoHHOW ceTu npeanpuatua (M3 2)

HasgaHue npumepa

3awmTa oT HeCaHKLMOHMPOBaHHOIO 4OCTYNa K MHPOPMaLMOHHOW CeTu NpeanpusaTus.

B cnyyae HecaHKUMOHWPOBAHHOIO AOCTYNAa K MHPOPMaLMOHHON CETU NPeanpuATUsS 3NOYMbILL-
MEHHWKN MOTYT BbIKMHYUTE W/WMK OTNPaBWUTL NOXHbIE KOMaH4bl HA HU3KOBOMLTHYIO annapartypy
(Hanpumep, BbIKNOYaTENN)

OBcnyxueanue B Teyenure sKkcrnyaTauMu WNKM BBOAA B JKCMMyaTaUW0 Ha MPOM3BOACTBEHHOM 0bbekTe ¢ Mu-
B TEYEHME HUManbHbIM YPOBHEM MNOTEHUManbHOro Bo3gencTeBna E2 (ypoBeHb KOMMYHMKaLMOHHOW cucTe-
skcnnyarauun Mbl 1, CTPYKTYpa NoAKMYeHWs cucteMsl yripaeneHus C2) B cooTBeTcTBUM € Tabnuuen 2
Cragus Mpou3BoaCcTBEHHLINA NPOLECC HA NPEeANPUATAN

3apgaya v nuua,
nonyYaLwme nonbay

O6ecneynTb HEMPUKOCHOBEHHOCTL K MH(POPMALMOHHON CeTU NpeanpusiTUa Bo n3bexaHue nox-
HbIX KOMaH[ U U3MEeHeHWs COCTOSHMWS YCTAHOBMNEHHOTO HM3KOBOILTHOTO 0GOpYAOBaHUS.
MabexaTb KpUTUYECKMX aBapuil U HeHaanexallero 1Cnonb3oBaHWa HU3KOBONBTHOW annapary-
pbl ¢ NocnegyowuM HapyLleHUeM yHKLMIA, CBA3aHHbIX ¢ 6e30nNacHoCTLIO

Y4acTHUKK npouecca

3MoyMbILLNEHHWK | VHWUWKMpYET aTaky, BXOOSALLYIO B MPOW3BOACTBEHHYIO CETh

PykoBoguTens
yyacTka

KOHTponuMpyeT OOCTYN K CETW W rapaHTUpyeT NPUHATME Haanexallivx Mep
obecneveHus b

WHxeHep no NB OTBevaeT 3a OCBEAOMINEHHOCTE O BO3MOXHbIX (OULLMHIOBBIX COOBLLEHNAX

otaena AT ANEKTPOHHOW MOYTLI, a Takke 3a 3P (PEKTUBHOCTL MEXKCETEBOIO 3KpaHa 1
He30nacHoCTb CETU
CoTpyagHukm COTpyOHUKMA HE pacno3HarT QULLKHIOBYHD aTaky W NepexoisiT Mo CCbIMKe

Ha BpBﬂOHOCHbIﬁ cawr, npenocTaBnAAa 3NOyMbBILLUNTEHHUKY OOCTYN K CETU
KOMMNaHWK

Obwee onvucaxne:
AencTBUA
COOTBETCTBYHOLUX
Yy4aCTHWKOB npouecca

3noyMbILLNEHHWKY Heobxogum AOCTYN K NPON3BOACTBEHHON CETH.

Mcnonb3ya coeauHeHue mexay kopnopatueHoi cetbto (UT) u npoussoacTeeHHo ceTolo (OT),
OH Ha4YMHAaeT pacchinaTe (MULLMHIOBbLIE ANEKTPOHHBIE NMCbMa (C YKa3aHWeM KOHKPETHbIX Lienen
1 OOCTOBEPHLIM COAEPKaHMeM) COTPYAHMKaM, YTOObI Nony4uTe NOrMH U Naponk AN A4ocTyna K
ceTu.

BbICOKOTEXHONOMMYHbIE MHCTPYMEHTBI 3M0YMBILLMEHHUKA He ToNbKo B VT, HO M B NpOMBILLNEH-
Ho cucteme ynpaeneHus (ICS). HekoTopble coTpygHUKA BepPAT (PULLWMHIOBBIM COOBLLUEHNAM
3MEeKTPOHHOM NOYThI, M 3MOYMBbILLNEHHWK MOXET NoNy4uTe AOCTYN K KOPNOpaTUBHOW CETH K, crne-
[AOBaTensHo, K Npon3BOACTBEHHOW CETY C NPAMBIM JOCTYNOM K HU3KOBOMNETHOW annapaTtype.
Yewm Bblle ypoBEHb aBTOMaTU3aLMKM 3aBOAA, TEM BbILLE PUCKN KDUTUYECKNX MOBPEXOEHUN.
PykoBoguTene o6bekTa o6HapyKMBaeT HEKOPPEKTHOE NOBEAEeHWE HU3KOBONBTHOW annapaTypel,
OTKNIDYAET aBTOMaTM4ECKoe YNpaeneHne HYU3KOBOMLTHOW annapaTypoi u pellaeT HayvaTe py4-
Hble onepauui.

Otgen WB HavvHaeT paccnegoBaHve, YToObl NOHATL, KaK 3M0YMbILLNEHHWKY YOanoch NPoHWK-
HYTb B NPOW3BOACTBEHHYIO CETb W YNPaBMAaTe HU3KOBOMLTHOW annaparypown

A.4 3awmTa oT pacnpegeneHHbix aTak Tuna DDoS (oTkas B o6cnyxuBaHumn) Yepes He3alULEHHYIO

annapartypy c loT

Tabnuuya A.3— lNpumep 3aWmThl OT pacnpedeneHHblx atak Tuna DDoS (oTka3 B 06cnyKmMBaHun) Yepes HesalluLeH-
Hyto annaparypy c loT (13 3)

HaseaHwe npumepa

3awwuTa oT ataku Tina DDoS nocpeacTBoM He3allMLeHHbIX annapaTtos loT.
DDoS-araka npuBoAUT K Neperpyake NpovM3BOACTBEHHOW CETU MHTEPHET-TPauKOM U3 pasHbIX
MECT, YTO MPUBOAMUT K COOK CUCTEMBI YNPaBneHNUs

Obcnyxueaxune SHEKTPOMDHTB)K C MUHUManbHbIM YPOBHEM NMOTEHUMAaNbHOIO BDSﬂ,eﬁCTBWﬂ E4 (ypOBeHb KOM~
B Te4eHue MyHWKaUMDHHOl;\ CUCTEMBI 2, CTPYKTYpa NOAKNKYeHA CUCTEMbBI ynpaBreHna C4) cornacHo Ta-
3Kcnnyaraumn 6]'[“”'3 2

Cragus SneKTpOMOHTaH(HbIe paﬁOTbl B 30aHWUK, Ha rIpoMbILIJJ'IeHHOM/KOMMEpHeCKOM obbekTe
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OkoHYaHue mabnuusi A.3

3agada v nuua,
nony4arLime nonb3ay

OBecneynTs HenpepbiBHY paboTy CUCTEMbI YNPaBneHWs NPy HECAHKLUWOHWPOBAHHOM BO3aei-
ctenn DDoS.

M3bexaTb OTKIMIYEHWUSI CUCTEMbI YMPABEHWA W 3MOYMbILLNEHHOMO MCNONb30BaHUA KaHaros
CBSI3U B NPOW3BOACTBEHHON CETH

Y4acTHUKM npouecca

3noymbiwneHHnk | MHuummpyet DDoS-aTtaky B OTHOLWEHMM YA3BMMEBIX annapaToB
Ynpaenstowas OTeeyvaeT 3a ynpaeneHue akcnnyartauuein n obcnyxrMeaHue 3gaHnia
KOMMaHus

TexHuk no [MpoBoauTt paboTel ¢ obbekTamm, BkMoYaa obenynBaHue, peMoHT 1 nog-
0BCnyKUBaHNIO OEPXKY KIMEHTOB

obLekToB

Obuwee onucaHuwe:
nevcTens
COOTBETCTBYHLLMX
Yy4acTHUKOB npouecca

3noyMbILLNEHHWK YycTaHaenmeaeT BpegoHocHoe MO Ha oguH HesawuweHHbln loT-annapar, nog-
KMOYeHHBIN K ceTn MIHTepHeT. MNpumepsl HesallMLLeHHbIX annapaToB — 3T0 annapaTk! ObIToBOro
W @aHanorM4yHoOro HasHa4YeHus C HeNPoBEPEHHBLIM ypoBHeM GesonacHocTv. MHorMe annapatkl uc-
Monb3ylT Naponb Mo YMOMYaHW U He uMmekT dyHKunKn obHoenenus O, BpegoHocHas npo-
rpamma ckaHWpyeTt ceTb VIHTepHeT Ha npegMeT 3apaeHus ApYrvx He3alMLUEHHBIX annapaTos
loT n neiTaeTcs BOWTW Ha 0BHapy»eHHble annaparkl, NCMoNe3ya Hanbonee pacnpocTpaHeHHbIe
UMeHa none3oBaTenel U naponu no ymonyaHwio. BpegoHocHas nporpamma ycTaHaBnMBaeTcs
Ha annapaTbl, rae aeTopr3aunsa npowna ycnewHo. Korga 3anyckaetca spegoHocHoe 10, coTHM
UNW gaxe ThiCAYM HesallMleHHbIX annapaTtos loT npeBpalaTca B yaaneHHo ynpasnsemblx
«BoToB», roToBbIX y4acTBoBaTe B DDoS-arakax.

3noyMBbILLNEHHWK CkaHWpyeT ceTb MHTepHeT Ha npedmeT YCTPOWCTB AR aTtaku W 3anyckaer
DDoS-artaky Ha BbibpaHHble yCTpoWcTBa, ncnonb3ysa 6otos. OgHO M3 YCTPOWCTB, KOTOPOE SB-
nAeTcs uenblo atakM, — 37O cMcTema ynpaBneHWst OTONMeHWeM, KoTopas KOHTponupyeT OTo-
nneHWe N BEHTUNALUMIO B 3a0aHnn. CucTema yrnpasneHuss OToNneHWeM neperpyxeHa tpahunkom
W NbITAETCH OTBETUTL Ha aTaky nepesarpy3koi OCHOBHOW Lenu ynpaeneHus. 3To NOBTOPSAETCH,
W, HaKoHeLl, cMcTeMa ynpaBneHWs OTKMIOYaeTCs, YTO Bbl3bIBAET He3annaHWpoBaHHLIE MPOCTOU
OTOMMEHWA U BEHTUNALWMW B 34aHNN.

Ynpaenstowas KoMNaHus, KoTopas OTCNeXMBaeT ¥ HacTpauBaeT CUCTEMY YNpaBneHus yaaneH-
HO, oBHapYKMBAET, YTO yAaneHHoe CoeaMHEHUE NoTepsHO. HEBO3MOXHO BOCCTAHOBUTL COEAM-
HeHue, NO3TOMY yNpaBnsAioLas KOMNaHua HanpaensieT B 34aHne cneuManncta no obenyxuea-
HWIO ANs U3y4yeHus npobnemel Ha MecTe.

lNpobnema pelwaeTca B ABa atana:

1) nepBbIi War NpeanpUHUMAET TEXHWK, KOTOPbIA OTKNOYaEeT noBpexaeHHoe o6opyaoBaHue ot
ceTu NHTepHeT 1 nepekniovaeT CMCTEMY OTOMMEHWS B PYYHOW PEXUM;

2) ynpasnsawolas KOMNaHusa npoBepsaeT MpUYMHBl U NblTaeTcs HaWTu pelweHue. Ataka DDoS
YCTPaHsAeTCA MyTeM YCTAaHOBKWM MEXCETEBOr0o 3KpaHa MeXJy CUCTEMOW yrnpasneHus W CeTbio
VIHTepHeT nepef NOBTOPHLIM NOAKMKYEHNEM cUCTeMBbl. MexceTeBoi aKkpaH npegoTepallaeT no-
naganne DDoS-ataku B cMcTeMy ynpaBneHus, NOCKONbKY BPeAOHOCHbLIN Tpaduk dounsTpyeTtcs

[pUMEHSIFOT HECKONBKO YPOBHER 3aLLMThI B COOTBETCTBUM C apPXMTEKTYPOWN 3LUENOHUPOBAHHOM
(MHOroypoBHEBOW) 3aLLUUThI:
- CUCTEMHbIA YpOBeHb: obecneunTe VB Ha NpOTSHHKEHWM BCETO KM3HEHHOrO LMKNa CUCTEMBI
yrpaeneHns, OT MPOEKTUPOBAHWA 40 MOHTa)a 1 OT BBOAA B AKCNNyaTaumio 4o 0BCnyK1BaHus;
- CETEBOW YPOBEHb:
noruyeckoe pasgeneHue mexgy J1BC cuctemsl ynpasneHus (NoKanbHOW CETLIO) U OpYron CeTbio
C NOMOLLbH MEXCETEBOIO 3KpaHa, yrnpasnaemMbiX KOMMYTaTOPOB, OAHOHAMNPAaBNEHHbIX LLM308
1 T. A. B [IBC cuctemsl ynpaBneHus AomkeH BbiTe paspelleH TONMbKO 3aKOHHbLIN Tpaduk;
He MogKNtoYaTe NOTPEBUTENBCKY UMK HE3ALLWLLIEHHYO HU3KOBOMLTHYIO annapartypy (annapa-

KoHTpmepbi Tbl cO cnaboi 3alNUTON) K NOKanbHOM CETW CUCTEMbI YNPaBINeHWs;
- YPOBEHb annapaTypbl: NOBLICUTL YPOBEHbL BE30MacHOCTM annapatypbl CUCTEMbI YNPaBneHns
nyTeM NPUHATUA CNEeOYIOLMX MEP:
OTKITHOYUTL HEWCMNOMNb3YEeMbIE NOPTLI U CIYKObI;
06HOBWTL MPOLUKMBKY annapaTypbl, YTobbl rapaHTUpPOBaThL YCTAHOBKY NMOCNEaHUX ucnpasne-
HUI UB;
NPOBEPUTL HAAEXKHOCTL annapartypbl, BKIo4Yasi NaBuHHbIE coobLleHua «hnyguHry 1 TeCTUpo-
BaHWe 3alUWTbl (HanNpMMep, METOOOM «(ha33uHr»);
3aMEeHUTb Naponks Mo YMOMYaHUI HaAEXHbBIM Napornem, yHUKanbHeIM AMs KOHKPEeTHOro an-
napara
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A.5 3awmTa OT HeCaHKLMOHMPOBAHHOIO A0CTYMNa K MH(hOPpMaLMOHHOM CETU C NOMOLLI NMerMTUMHOIO

annaparta

Tabnuya A4 — lNpumep 3aWMUTEl OT HECAHKLUMOHWPOBAHHOMC OOCTYNa K MHOPMaLUUOHHOW CeTU C NMOMOLLEI0 nern-
TUMHoro annapara (12 4)

HaseaHue npumepa

3awuTa oT HeaBTOpPM3OBaHHOW annapaTypbl, NOAKIYEHHON K CETU CBA3MN.
Cb6op nHdopmauuu, ANCTaHUMOHHOE yrpaBneHne HU3KOBOMNBTHOW annapatypon

3nNeKTPOMOHTaX C HavamnbHbIM YPOBHEM MOTEHLMANLHOTO Bo3AercTBusl E2 (ypoBeHb KOMMYHM-

Bofgfg:‘::a””e KaLMOHHOI c1cTeMbl 1, CTPYKTYpa NogKnioyeHna cucTembl ynpasnenna C2) cornacHo Tabnuue 2.
aKkennyaTaLmm OT10T ypoBeHb MeHsieTcs Ha E4 (ypoBeHbe KOMMYHUKaLWMOHHOW cUCTEMBI 1, CTPYKTYpa noakroqe-

HUS CUCTEeMB! ynipaeneHns C4) nocre B3foma G MOMOLLbK AONOMHUTENLHOIO YCTPOMCTBA CBASK
Cragusi TexHn4eckoe 06CNYKUBAHNE Ha NPOMBLILLMIEHHOM/KOMMEPYECKOM 0GLEeKTe

3agada v nuua,
nonyyatLimMe nonb3y

Ob6ecneyeHue 3alnThl MU Be3onNacHOCTM CETU OT NOTEHLNANBLHOTO BO34ENCTBUSA npuv NOMOLKN He-
AdBTOPU30BaHHbIX annapaTtoB, MHTETPUPOBaHHbLIX B 3Ty CETb.
M3bexaHne BbIKNHYEHMSA W NIOX0M CBA3K BHYTpU CETH

Y4acTHUKM npouecca

3]'[0yMbILUJ'leHHI/IK MHVILIVWIpyBT aTtaky nelTaeTCA 3anony4ynTb y,ELaJ'IE‘HHbIﬁ KOHTPONbL Hag CeTbio

AOMUHUCTpaTop O6enyxueaet u obecnedreaeT 6e30MacHOCTb CETH, OTCIEXMBAET NOOKMO-
cetn YeHre HW3KOBOJLTHOW annapaTypsl loT

WHxeHep no OTBevaeT 3a paboTocnocoBbHOCTE MEXCETEBOrO 3KkpaHa U Ge3onacHOCTb
BesonacHocTn cetn

otaena AT

Onepatop Ha
nepudepnn

MpoBepsieT U 06CnyKMBAET YCTAHORMNEHHYO HU3KOBOMLTHYHK annaparTypy

SﬂoyMbILIJJ'IeHHVIK npOHVIKaE.‘T B 3NEKTpoTexXxHn4ecKoe nomMelleHne 1 noaknyaeT K CeTu He-

aBTOpW3oBaHHbIM annapat 3G/4G

WHxeHep no OTBevaeT 3a 6e30MacHOCTb NOMELLEHWIA
HesonacHOCTH

obbekTa

Obwee onvucaxne:
AencTBuMA
COOTBETCTBYHOLMUX
Y4aCTHWKOB npoLecca

W3-3a HepgocTaTtovHoW husnyeckor 6e30NacHOCTU B ANEKTPOTEXHUYECKUX noMelleHmax n HKY
3MOYMBILUNEHHUK MOXET NMPOHUKHYTL B 3NIEKTPOTEXHWYECKOE NMOMELLEHWE, OTKPbITE cekuuio HKY
W NOAKMKYNTL ycTponcTBo cBAsm 3G/4G k ceTu.

[ncTaHUMOHHO 3NOYMbILLNEHHWUK MOXET MOAKMHYUTECA K BHYTPEHHEN CETW C MOMOLLLI CPEACTB
ceasu 3G/4G u oboiTn Bce Mepbl obecnevenns VB, npedycMoTpeHHsle Ang ceTu VIHTepHeT n
BHYTPEHHWUX CETel (Me)CeTeBble aKpaHbl U T. 4.).

OH cMOxeT:

- OTNPaBNSATb KOMaHAbl OTKMHMEHUS HU3KOBOMLTHOW annapartyphl;

- M3MEHATb AaHHbIE W NMapaMeTpbl HU3KOBOMLTHON annapartypbl;

- OTNPaBNATL NOXKHLIE AAHHBIE CMEXEHUHA 32 CUCTEMOR (NpY HANMYKUK);

- co3gaeaTb Nomexu And paboTsl ceTu.

3TO MOXET HEMEATIEHHO MOBMWATL HA KOPPEKTHYK paboTy CMCTEMbI M3-33 OTKIIOYEHMWS YacTu
HW3KOBOMLTHOW annapaTypsl

MoapobHoe
onucaHve: Tpurrep,
aTansl, OTHoCALWMecs
K TOMY, KaK
Yy4acTHUKM npouecca
B3aWMOOENCTBYIOT
nT. Aa.

Pur3MYeckmii OCTYN U UCNONb30BaHWE HeneranbHbIX YCTPOWCTB CBA3N

V3-3a oTcyTCTBMSA MOMWUTUKKM don3nyeckoi BesonacHocTM U mep obecneve-
HUA VB NOCTOPOHHWIA MOXKET MOMYYUTh OOCTYN K COAEPKUMOMY 3MEKTPO-
TeXHUYeckux nomeleHuin u HKY. 31o HapylweHne BesonacHOCTH

Hoctyn

CoeguHeHne SJ'IOYMbiLLIJ'IeHHVIK MOXET NOAKMIYNTE HEe3aKOHHOE yCTpOI:‘ICTBO C BO3MOX-

HOCTbH aBTOHOMHOW CBA3K Ha bonblune pacctoanmsa (3G/4G nnn gaxe Wi-Fi)

ATtaka WMcnonb3oeaHue yOoaneHHoro noaknwyeHna ansd eHegpeHna BpedoHOCHbIX

OaHHBIX W/1Uny noeeneHus

MecTHEIV onepaTtop Ha nepvudepun UN CeTeBo agMUHUCTpaTop obHapy-
XMBaeT aHOManbHoe MnoBefeHVe 1 MbiTaeTcs HalT NEePBONPUYNHY.
[anbHelwni dusnyecknii oCMOTP OnepaTtopom Ha nepudepun No3sonaeT
0oBHapYyXUTb M 4eMOHTMPOBaTbL HE3aKOHHOE YCTPOMCTBO

O6HapyxeHue
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OkoHYaHue mabnuusi A.4

Onpenenexve

W peanuaauma
MOAUTUKN pUaun-
yeckon Besonac-
HOCTW W peanu-
3auus NpoLEeccoB
KoHTpmepbi oOHapy»xeHus
HE3aKOHHbIX
YCTPOWCTB

[MpuMeHeHWe nNpuHUMNa 3LWEeNnoHUPOBaHHOW (MHOIOYPOBHEBOW) 3aLUMUThEl C

pobaBneHnem unaryeckon BesonacHoOCTM:

- [omkHa BbiTb peannaoBaHa usudeckas 6esonacHoCTb ANA Npenynpex-
OEHVA [OCTYNa NOCTOPOHHMX MWL, B 3MEKTPOTEXHUYECKWE MOMELLEHNS;

- gomkHa ObITb peanuzoBaHa uanyeckas GesonacHoCcTsL ANA npefoTepa-
LLeHMA OoCcTyna NocTOpoHHMX nuu K HKY;

- 0na obHapyXeHWs NoJ03pUTENbHLIX KOMNOHEHTOR UMK YCTPOWCTB criefy-
€T NpoBEeCTU (PU3UYECKUIA OCMOTP.

[na obHapyeHUs HOBbIX/MOA03PUTENBHLIX YCTPOWCTE CBA3KM Heobxoammo

peanu3oBaTb MOHUTOPWHI CETU:

- nogxopsAwen Bynoet pernctpaunsa B CUCTEME: TOMbKO annapatypa, ume-
owasa ceptudukat, NoAnMCaHHbIA YNONMHOMOYEHHLIM OpPraHoM, MOXET
CBA3LIBATLCA C CUCTEMON

A.6 3awmTa oT BpeaoHOCHOro OOHOBNEHMA NMPOLWMBKK annapaTa (Hanpumep, 6ecCKOHTaKTHoe pene),
yctaHoBneHHoro B HKY, nogknto4yeHHoOro npoBogHbIM cnocobom K nHtepdency 10-Link

Tabnuua A.5 — lpumep 3aWwuTel OT BpeAOHOCHOrO 0BHOBNEHWSA MPOLUMBKKM annaparta (Hanpumep, 6eckoHTakTHoe
pene), yctaHoBneHHoro B HKY, nogknioveHHoro npoeoaHeiM cnocobom k nHtepgeicy 10-Link (M3 5)

HazeaHue npumepa

3awuTta oT BpedoHOCHOro 0BHOBMEHMA NPOLUMBKM annapaTa (Hanpumep, 6eckoHTakTHoe pene),
ycTaHoeneHHoro B HKY, nogknoyeHHoro NnpoBoAHbLIM criocoboM K nHTepdeiicy 10-Link

O6cnysu1BaHmne MoHTax, akcnnyataums, obcnykKMBaHne npy MUHUMAansHOM YPOBHE MOTEHLMAanbHOrO BO3AEN-
B TEYEHUE ctBuA E2 (ypoBeHb KOMMYHUKALMOHHOW CUCTEMBI 1, CTPYKTYpPa NOAKMIOYEHUA CUCTEMEI YrpaB-
akcnnyaraynm nexus C2) cornacHo tabnuue 2

Cragus CTagus skcnnyaTauuy TEXHWUKM, perynsapHoe TexHuyeckoe obcnyxueaHne

ObecnevnTb aKTyanbHyH KOHUIrypauuio, LeNOCTHOCTE pannoB (KoHdurypauusa, doyHKUuK, na-
3agava v nuua, pameTpbl U T. A.), NONYYEHHbIX OT U3rOTOBUTENS.

nony4arowume none3y || Beiroga onsa komnaHWM-onepaTopa, onepaTtopa U M3roToBUTENA annapaTypbl: HagexHan paboTa
HKY, oTcyTcTBuME Xanob KineHToB

3ﬂ0yMblLIJJ'IE.‘HHI.4K

MHMUMMpYeT aTaky C Lienbi U3MEHEHUA UMW OpraHu3almyM ataky Ha ycTa-
HOBMEHHYH MPOLLMBKY

WHxeHep no
aBTomaTtuaaumu

YuacTHuku npouecca || MPOW3BOACTEA

OHDEﬂ,eHHET NMONMHOMOYMA 1 PONK, a Takke KOHTPOMUPYET U oﬁcnyxmsaeT
cuctemy aBTomMmatmsaymm

Onepatop no
obcnyMBaHuO

MHuumatop obHoBNEeHUA (OehcTBue)

Onepatop Ha
nepudcepun

Hukakux gercTBuin B aTOM npolecce
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OkoH4yaHue mabnuus! A.5

3noyMbIWLNEHHUK B CcBOEW nabopaTopun CO34aeT NOBPEXOEHHYO NPOLUMBKY (BKMOYAA «MOrun-
Yeckyro GomBy»).

3noyMbIWNEHHUK NPeacTaBnsaeT NoBPeXAeHHYO NPOLUMBKY ANA 3arpy3Kn Mo 3MeKTPOHHOW no-
4yTe Unu B ceTu HTepHeT/Ha NogaensHoN JoMallHEN CTpaHuLe.

MHkeHep no aBTOMaTM3auuM NPOM3BOACTBA [OBEPSAET NOAAENBLHON ANMEKTPOHHOW NOYTE, CeTU
WHTepHeT/nogaenbHOW AoOMallHel cTpaHuue (NoBpeXaeHHas NpoLUMBKa).

MH:keHep no aBTomMaTuaaummn NpoM3BoACTBA 3arpyKaeT U COXPaHSET NOBPEXAEHHYH MUKPONpPO-
rpaMMy B MHCTpyMeHTe 0BCnyKUBaHUA.

Onepatop no obcnyKMBAHWID OTCOEAMHAET COEOUHWMTENbLHBLIW Kabenb WNK BUMKY annaparta u
NOOKIYaET annapar K MHCTPYMEHTY Ansa obcnyKuBaHus.

Oneparop No obCcnyXMBaHWK UHULIMMPYET 3arpy3ky NOBPEXOEHHON NPOLUWMBKA U3 UHCTPYMEHTA
obcnyxvBaHnA B annapart B COOTBETCTBUW C ONPeaeneHHbIM NpoLeccoMm.

Onepartop no 0bCcny:KMBaHWK OTCOEAVHAET MHCTPYMEHT ANA 0BCMYKMBAHUA 1 CHOBA NOAKITIoMa-
€T COeqVHUTENBHBIN kabenb 1nu BUMKY K annapary.

HKY pabotaet, noBpexaeHHas MpoLUMBKA OCTAETCA HE3aMEYEeHHOW, MoKa MCMOopYeHHas npo-
LUMBKA HE BbI3OBET HEWMCMPABHOCTL (NogaenkbHble AaHHbie/MHdopMaums) u T. 4.

MHxeHep no aBTomMaTM3auMM NPOU3BOACTBA UMK ONepaTop 3aMeYaeT HEUCMPABHOCTL M OTNpaB-
NSET W3TOTOBUTENIO anoby knueHTa (0bHapyXeHWe CKMMMUWHIa ManoBepoATHO).

MHxeHep no obcny»KMBaHWO UMM M3rOTOBUTENb 3ameHsieT annapar B HKY.

OTaoen kadecTBa WM3rOTOBUTENS NMPOBOAMT paccnefoBaHue, YTobbl BLISCHUTHL MPUYMHY HEWC-
npaeHocTw. [Noaxondawas npoBepka AOCTOBEPHOCTY MM OPUIMHANBHOCTY YCTAaHOBIIEHHOW Npo-
LUMBKX MNO3BONAET ONPeAenuTb NOBPEXKAEHHYHO NMPOLLUBKY

O6wee onucaHue:
NencTsuna
COOTEBTCTEyIOLIJ,VIX
Y4aCTHUKOB Npouecca

WHxeHep no
asTomartusauuv
NpPOV3BOACTRA

WHeHep no aBToMaTM3aluW NpoM3BOACTEBA OOBEPAET NOAAENbHON anek-
TPOHHOW NouTe, ceTh MHTepHeT/noaaensHoOM goMmaluHen ctpadmue. OH oy-
MageT, YTO 3TO NErMTUMHBIA MCTOYHUK OAHHBIX

Onepatop no

Onepatop no obcnyueaHWo O0BEpAET NoBpexaeHHoW npowmeke. KH-

Eoﬂé’;@":“’ o obcnyxnBaHuio CTPYMeHT oBcnyXMBaHuMa M annapaTt He UMET BCTPOEHHOW MPOBEPKKU O0-
ST”:HH':'"‘;TH;E:UZH‘;}: . CTOBEPHOCTW MMM OPUrMHaNBLHOCTU ANA WOEHTUMUKALMKM NOBPEXIEHHO
K TOMY, Kak NPOLUABEY
y4acTHUKM npouecca
B3AMMOaEICTBYIOT MHxeHep no WMHxeHep no aBTOMaTM3aUuM NPOM3BOACTBA UMM OTAEMN KayecTBa MHULMK-
uT. A aBTomMaTM3auumn pyeT paboTsl ¢ xanobon notpebutens
NpoM3BOACTBA
M3rotoBuTens WarotoButens NpoBOAWT aHanu3, 4Tobbl BbIACHWUTL NPUHMHY peKknamaunm.
CpaBHvBas MCXOAHbIA KO4 U KOHTPOMbHYHK CYMMY, MOXHO HAWTW MCNOPYEH-
HYH0 NMPOLUUBKY
TexHonornyeckne | [ns obecnedeHns rapaHTUW LeNOCTHOCTW M NMOOIMHHOCTM NPOLUMBKKM anna-
paTypbl BCE UX BEPCUM JOMKHBI UMETh LMPOBYIO NOANUCE M3roTOBUTENS.
3Ty uMdpoByYO NOANKMCHL HEOBXOAUMO NPOBEPUTL NEpPe] BbINOMHEHUEM.
Lincbpoean nognvce gomkHa ObiTe onpegeneHa ¢ y4eTam ypoBHA Besonac-
HocTu (SL1—SL4 HacTosAwero cTaHgapTa) U NoTEHUMaNbHbIX PUCKOB HeWC-
npasHocTU. Heobxogum aHanns puckos yrpos Nb
OpraHn3aumoH- OTnen aBTomarnsaumM Npovu3BoOACTBA OOIMKEH ONpedenuTb CTPOryH Nosnu-
Hble TUKY 0BHOBNEHNs NpowmBkK. Hanpumep:
KoHTpmepbi - OnpejenuTb CMWCOK COTPYOHWKOB, OTBETCTBEHHbLIX 3a KpUTWMYeckoe 06-

CNy>MBaHWe, TaKkoe Kak ODHOBMNEHWE NPOLLMBKY;

onpenennte Heobxogumele TpeHuHrn no UB;

onpenennTb AN 3TUX COTPYOHWMKOB COOTBETCTBYHLLME MpaBa 4oCTyna ¢
YTBEPXKAEHHBIMU WHCTpYMeHTaMu obHosneHns, Hanpumep (K, MO, uH-
CTPYMEHT 06CNYKMBaAHUA (OT U3roTOBUTENSA);

NpoBepuTL Ha BeG-caliTe M3rOTOBMTENA HAMNWYUE akTyarnbHbIX KOHTPMED
no 6e3onacHoOCTU MHhOpMaLUK;

onpeaennTb pa3peLleHHbI UCTOYHUK (OOMAaLUHAA CTpaHWUUa/CehINKN U3-
roTOBUTENS) ANA 3arpy30K
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A.7 YUMW. 3awmTta oT HecaHKLMOHUPOBAHHOIO AocTyna K annaparty (yctaHoBneHHomy B HKY) —
HeKOppeKTHasA napameTpusauus

Tabnuua A.6 — lNpyuMep 3alMTLI OT HECAHKLMOHMPOBAHHOIO AOCTyNna K annapaTty (ycraHoBneHHoMy B HKY) — He-
KoppekTHaa napameTtpusauus (M3 6)

HassaHwe npumepa

YMW. 3awmTta oT HECAHKLMOHMPOBAHHOrO AOCTyna K annapaTy (yctaHoBneHHoMy B HKY) — He-
KOppeKTHas napameTpusauuns

OBcnyxuBaHue PaboTta ¢ MUHUManbHBIM YPOBHEM NOTeHUManbHOro Bo3gencteunda E1 cornacHo Tabnuue 2 nve-
B TEHEHNE €T HM3LWWA ypoBeHb, Be3 HanM4Ma yHKUMOHaNbHBIX BO3MOXHOCTEN CBA3N

KcnnyaTaun

Cragwus CTagusa akTmBaLumn TEXHWKK

3apgada v nuua,
nony4yanLy1e nonb3y

ObecneyvBaeT HEMPEPbLIBHOCTL, AOCTOBEPHOCTEL MHAPOPMaLIMW/OaHHbIX 1 DYHKUWIA.

Beiroga ans KoMmnaHuu-onepaTtopa, onepartopa W M3roTOBWTENs annapaTta: HagexHas paboTa
HKY, otcyTtcTBre xanob knueHToB. 3TOT BapyaHT MCMNOML30BaAHUS OMNUCEIBAET annapart, cHab-
XEHHbIA TOMbKO KHOMKaMK 1 CBETOAMOAOM AN NPorpaMMUpoBaHnA Napamerpusaumm

Y4acTHUKM npouecca

WMHuumaTop ataknm | MHUUMKMPYET aTtaku, U3MEeHAET 3adaHHbIe M HACTPOEHHbIE NapameTpbl an-

naparta B TEKyLWEM COCTOAHNA

WHxeHep no
aBTomMarnaauum
nponsBogcTea

HuKakux aencTeun

Onepatop no Hukakux gencteunn

00CNyKUBaHUIO

ApgMuHUCTpaTop
cetn T

Hukakux gencteuin

Onepatop Ha Hukaknx pencteni

nepudepun

Obwee onucaHwe:
nencTens
COOTBETCTBYHOLMX
Y4aCcTHUKOB npouecca

Annapat yctaHoBeneH B HKY.

Annapat yHKUMOHUPYET MO yCTaHOBNeHHbIM napametpaM. Annapat u HKY pabotaioT gonx-
HbIM 0Bpasom.

WHuumaTop atakn umeeT (puandeckuid OCTyn K annapaTty (KkHomkam), ycTaHoeneHHomMy B HKY.
Annapart He 3alMLWEeH OT M3MEHEHWNA HACTPOEK NapameTpoB.

3MOYMBILLNEHHWK MOXET M3MEHWTb 3HaYeHUs NapaMeTpoB annapaTa Ha NOXHble C MOMOLLbIO
KHOMOK.

HecaHKUMOHMPOBaHHOE M3MeHeHWe KOHMWrypauun napaMeTpoB MOXET OCTaBaTbCHA Hesame-
YEHHBLIM B TEYEHWE ONUTENBHOMO BPEMEHU B 3aBUCUMOCTH OT NPUNOXEHUS.
HecaHkuMoHMpoBaHHOE n3meHeHue koHdurypauum annaparta 6yget obHapyxeHo, korga Gyget
OOCTUrHYTO KPUTWYECKOE COCTOSIHWE B Mpoluecce; Hanpumep ByaeT JOCTUrHYT MakcumarbHbId
YPOBEHb B pe3epByape, 1 annapaT He creHepypyeT CurHan obHapyeHus

Moapo6Hoe
onvcaHue: Tpurrep,
aTanbl, OTHOCALWMECH

WHuumatop atakv | 3noyMbIlLNEHHWK MMEET AOCTYN K PYYHOMY YNPaBneHWio HacTponKamMu 3KC-
nnyatauuu, HanprMep AOMalluHAS CTpaHuua n3rotoButens (He obasarens-
HO).

3rnoyMbILLNEHHWK NoNyYaeT AOCTYN K annapary, ycTaHoBneHHomy B HKY.
3MoyMBILLNEHHWK aKTUBUPYET PEexuMM MporpaMMUpoBaHna (CO3HaTEenbHO

K TOMY, Kak
YHACTHUKN NPOLECcEa 1unn metogom npob 1 owmnbok).
B3aUMOfeiiCTRYIOT 3MoyMEILLNEHHWK MaHWNYNMPYeT napaMmeTpamMu.
W A. 3noyMBIWNEHHUK WKW annapaTt aBTOMaTU4ECKW aKTUBMPYET W3MEHEHHbIEe
napameTphbl.
3noyMbILLNEHHWMK YX0AWT OT annapara HezamMedeHHbIM
26
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OkoHyaHue mabnuus! A.6

KoHTpmephl

MarotoButens Mooxopsawme mepbl obecneveHnsa Vb oTcyTCTBYIOT.

OB6sA3aHHOCTL NPefocTaBnAaATb MHOPMALIMIO: M3TOTOBUTENL [OMKEH YKa-
3aTb B QOKyMEHTauWW Ha annapaT (HanpyMep, B PYKOBOACTBE MO 3KCMITy-
atauumu):

- B annaparT He BCTPOEHbI CPEACTBA 3aLUnThI;

- NoaxoAsLWMiA MeTod MHTEerpauuM, HanpUuMep ¢ OONOSTHUTENLHLIM aKcec-

CyapomM Ond orpaHnyeHnAa JOoCTyna K KHOMKe annapara

WHTterpatop/
nonb3oBaTenb

WMHTerpatop 1 onepatop 06A3aHbl NPUHUMATL COOTBETCTBYIOLLME MEPLI MO
obecneyeHno b B COOTBETCTBUM C TPeBOBAHUSIMU 3aKOHOAAaTENLCTBA

A.8 YMW. 3awmTa oT HecaHKLUMOHUPOBAHHOro AOCTYMNa K annapary (ycraHoBneHHoMmy B HKY) —
HeKOoppeKTHas napamMeTpu3auun

Tabnuya A.7 — lNpumep 3aWwuThl OT HECAHKLMOHMPOBAHHOMO A0CTYNa K annaparty (yctaHoBneHHomy B HKY) — He-
KoppeKkTHas napametpusaunsa (M3 7)

HazeaHue npumepa

UMW. 3awmTa oT HecaHKUMOHWPOBaHHOIO AOCTYyNa K annapary (yctaHosrneHHomy B HKY) — He-
KOppeKTHaa napameTpu3auuns

OBCryXu1Banme JKkcnnyataumsa npu MUHUMAaNbLHOM YPOBHE MOTEHUMAansHOro Bo3neicteusa E2 (ypoBeHb koMMy-
B TEeYeHue HUKAUWOHHOW cucTeMbl 1, CTPYKTYpa NOAKMIOMEHMA cucTeMbl ynpasneHusa C2) cornacHo Tabnu-
3KcnnyaTtaumm ue 2

Cragus CTtaansa akTUBaL MK TEXHUKNA

3apava 1 nuua,
nony4artowme nones3y

ObecneynTb HENPEPBLIBHOCTb W AOCTOBEPHOCTL MHhOPMaUMW/OaHHbIX U OYHKUWA.

Beiroga ana koMnaHuM-onepaTtopa, onepatopa M M3roTOBMTENs annaparta: HagexHasa paboTa
HKY, oTtcytctBMe »xanob knveHToB. [MpuMep ncnonb3oBaHWs ONucbiBaeT annapart, OCHaLEeHHbIRA
KHOMKaMW 1 avcniieem, OOCTYNHbIA Yepes nHTepdeiic gaHHbIX 4N NporpaMMUpOBaHns napa-
METPOB 1 BrNOKMPOBKK KHOMOK

Y4yacTHUKKM npouecca

3ﬂ0yMblLlJl'leHHI/IK MHVILIMMpyET artaky, UaMeHAeT 3adaHHble U HaCTpOeHHble napamMmeTpbl an-

naparta B TekywemM COCTOAHUK

WHxeHep no
aBTomMaTu3auum
npon3BoACTBa

Hukaknx gencteunia

Onepartop no Hukaknx genctemi

0BCnyXMBaHUIO

AOMUHUCTpaTOP
cetn T

Hukakux nencTeuii

Onepatop Ha
nepudpepunn

Hukakmx nencteuii

O6Lwwee onucaxme:
LencTBUA
COOTBETCTBYHLMUX
YYaCTHWKOB npoLecca

Annapar ycraHoBneH B HKY.

Annapart paboTtaeT no ycTaHoBMeHHbIM napaMmeTtpam. Annapat n HKY pabotaloT JomkHbIM 06-
pa3oM. 3noyMbILLNEHHUK MMEET hU3NYECKNA OOCTYN K annapary.

Annapart He 3alluLleH OT NepenporpaMMUpOBaHns.

3MoyMBbILLNEHHWK MOXET MOAUGMLMPOBATE annapar ¢ NOMOLLEI NOAAENBHBIX NapaMeTpoB.
HecaHKuMOHMpPOBaHHOE NepenporpaMMMpoBaHNe MOXET 0CTaBaTbC HE3aMeYeHHbBIM B Te4eHne
OTNWTENBHOMO BPEMEHU, B 3aBUCUMOCTH OT NPUMNOKEHWS.

HecaHkuMoHMpoBaHHOE MepenporpaMmmvpoBaHue annapata BygoeT obHapyxeHo, korga byaet
OOCTUrHYTO KPpUTMYECKOE COCTOSIHWE B MPOLECCE; Hanpumep, AOCTUraeTca MakCMMankeHeI ypo-
BEHb B pe3epsyape, 1 annapart He reHepupyeT curHan obHapyKeHus
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OkoHYaHue mabnuubi A.7

3noymbiwnexdHnk | MNomyyaeT gocTyn K MHCTPYKUMW NO 3KCnnyaTauMu, HanpuMmep AoMaluHss
CTpaHuLua 1u3rotoBuTens (He obazaTtensHo).

Moapo6Hoe MonyuaeT AOCTYM K annaparty, Hapyluas mepbl 6e30nacHOCTU MHAPaCTPYK-

onucaHue: Tpurrep, Typbl.

::T%rrl:; ‘:;':OCH""‘”EC” YaHaeT 0 BapuaHTax [AocTyna K annaparty. BxoauT B nporpaMmHbIi MHTep-

YMACTHMII IPOUECEa dheiic, MCNonb3ys Naporb Mo YMOMYaHWIo AW PacKpbITLIA Naponb U WaeH-

B3AUMOAENCTBYIOT TUghnKaTop.

WT. 4. AKTVMBMPYET PEXMM HACTPOIKW NapaMeTpoB 1 MaHUNYNMPyeT UMK,
3noyMBILINEHHUK UAKW annapaT aBTOMaTUYEcKW aKTUBMPYET USMEHeHHbIe
napameTpebl

WaroTtoBWTens YcTaHaBnuBaeT CpeAcTBO KOHTPONs JOCTyna Mnonb3oBaTenel, Hanpumep

WMEHA Monb30BaTener U Naponu.

Mpumepbl peannaalmm KOHTpONSA 4OCTyNa:

- 3ajlepxKa B Criydae BBOAA HEBEPHOTO Naporns;

- 3ajepxKa B Criydae nepesanycka;

- WKdpoBaHWe yaaneHHoro 4ocTyna;

- OTKITHOYEHWE NOKanbHbIX KHOMOK annapara;

- pervcTpaumsa Yyncna HeyaayHbIX NonbITOK BXoAa;

- 3anpeT JOoCTyna nocrne perucTpauvu X HeyaaudHbIX NonbITOK BXo4a B CU-
cTemy;

- ynpaBneHue y4eTHbIMU 3anMcsiMy none3oBatenel (npaea/ponu);

- BO3MOXHOCTb CMEHbI Napons;

- MUHWMMarbHas CNoXHOCTE Napons;

- obsA3arensbHas CMeHa UCXOOHbLIX Naporen;

KoHTpmepe: - annapart He JomkeH paboTaTs be3 NnpegBapuUTENLHO CMEHbI Napons;

- NOATBEPKOEHWE BBOAA;

- UCMONb30BaHWE NPOTOKOMNOB, OPUEHTUPOBAHHbLIX Ha MOAKIHYEHNE;

- NpenBapuTensHo onpeaeneHHbe COCTOAHWS BLIBOAOR;

- peanusaums 6a3oBoi (PyHKUMKM GE30MacHOCTM COMMacHO HacTosAlemy

craHaapty
WnTerpaTop/ WMHTerpaTop/nons3oBaTents JOMKeH CO30aTh M 3aJ0KYMeHTUPOBaTb omnpe-
nonb3oBaTenb [AeneHnemM aBTopu3aLum.

MHTerpaTop/nonb3oeaTens OOMKEH peani3oBaTh yYKasaHHbIe Bbille acnek-
Thl, HACKOMBKO €My VM3BECTHO, B COOTBETCTBMM C ONpedereHneM aBTopu-
3auuu.

WMHTerpatop/nonb3oeatens 06sA3aH MpUHUMAaTL COOTBETCTBYIOLIME Mepbl
6e30NacHOCTM B COOTBETCTBUM C TpeboBaHWAMU onepaTopa U TpeBoBaHu-
AMW 3aKoHOOaTenbCTBa

A.9 3awmTa OT HECAaHKLUMOHUPOBaHHOIo A0CTYyNa K annaparty (Hanpumep, 6ecKkoHTakTHOe pene),
ycTtaHoBneHHoMy B HKY, nogknioueHHoMy 4Yepes GecnpoBogHon uHTepdenc ceasu (WCI)

Tabnuua A.8 — Mpumep 3aWXUTbl OT HECAHKLMOHMPOBAHHOIO 40CTYNA K annapaty (Hanpumep, 6eckoHTakTHoe pene),
ycTaHoeneHHomy B HKY, nogkrnroveHHomy Yepes BecnporogHoi nHtepdeic ceaaun (WCI) (M3 8)

3awmTta OoT HEeCcaHKUMOHMPOBAHHOIO AOCcTyna K annapaty (Hanpumep, BeckoHTakTHoe pene),

HaseaHwe npumepa - .
RUMER ycTaHoeneHHomy B HKY, nogkntodeHHoMy Yepes BecnposoaHon nHtepdenc ceasm (WCI)

O6CnyxuBaHne Jxcnnyatauua, obcnyxuBaHvwe npyu MWHWManbHOM YPOBHE MOTEeHUuManbHoro BosgelcTema E3
B TeYeHue (ypoBEHb KOMMYHUKALWMOHHOW cUCTeMBI 1, CTPYKTYpa MNOAKMKYEHUs CUCTEMBI ynipaBneHus C3)
akecnnyaradan cornacHo tabnuue 2

Cragus CTtagusa aktmBaumm TeXHUKK

ObecneunTs HENMPEepPLIBHOCTL M JOCTOBEPHOCTL MHOpMaUMn/gaHHbIX U dyHKUWA.

3agava v nuua, Buiroga ans komnaHuu-onepartopa, ornepartopa W U3roToBUTEnNs annaparta: HagexHasa paborta
nony4arcLuue nonb3ay HKY, otcyTtcTBMe xanob KNMeHToB.

3TOT BapuaHT UCMOMb30BaHUs Takoke NMPUMEHKM B CUCTeMe WHTENMeKTyanbHoro NpoM3BoaCTBa
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rOCT 35090—2024

Y4acTHUKK npolecca

SﬂoyMblLlJﬂeHHMK

3M0yMBILLNEHHVK NbITAETCA NONYYUTh SOCTYN K NepedaHHbIM AaHHbIM/MH-
dopmauun annapara vyepes WCI (YTeHue 1 nameHeHue JdaHHbIX/MHpopMa-

uuu)

WHxeHep no
apToMaTuzauuu
NMPOWM3BOACTEA

Hukakux gencTeui

Onepartop no

Hukakmx nencteumia

obcnyxMBaHWIO
AgMyHUCTpaTop OH oTBevaeT 3a 10, 4T06bI TONbKO aBTOPM30BaHHAA annapaTtypa umena ao-
cetn UT ctyn k WCI

Onepatop Ha
nepudepun

Hukakux gencTeunia

ObLwee onucaxmne:
nencTeus
COOTBETCTBYIOLLUX
YYaCTHWKOB npoLecca

Y 3N0OyMbILWWNEeHHWKa eCTb HEDGXO,ELHMOE TEXHNYECKOE OCHalleHne. Y Hero ecTb HEDGXO,D,VIMbIB

HOY-Xay.

3noyMBbIWNEHHUK HAXOAMTCA B AMana3oHe AeWCTBUS CETU.

Monyyaet goctyn K 6ecnpoBOgHOM CETH:

- yuTaeT AaHHble/MHopMaLmio;

- W3MEHAET AaHHbIe/MHMOPMaLMI0 M NepeaaeT ux Nony4vaTento;

- Ha annapar BO3OeWCTBYET Takum 0bpa3oM, YTO OH BLIXOAWUT U3 CTPOS

MoapobHoe
onucaHwe: Tpurrep,
aTanbl, OTHoCSLMecs
K TOMY, KaK
y4aCTHUKM npouecca
B3aMMOENCTBYIOT
MT. A

3NoyMbILLEHHWK

3MOYMBILMNEHHWK NPeoaoreBaeT CYLLEeCTBYHLWWe METoAbl ayTeHTUdUKa-
umu.

Peanuzauusa Ha paguMoYune MMeeT HegocTaTok 6esonacHocTy, GecnpoBog-
HOI MPOTOKOMN JOMNYCKaeT BTOPKEHUS.

Mnu nony4aeT gocTyn K napornto:

CYWTLIBAET OaHHbIE/MHGOPMaLIUIO: 3TO He 0BHapYXUBAETCS,

MEHSIET AaHHble/MHopMaLWI0 U NepenasT UX rnonyyarento, aTo He ob-
HapyXu1BaeTCs;

Npy BO3OEMACTBUM 3MOYMbILINEHHUKA annapar BbiXoguT U3 cTpos. B pe-
3ynkTaTe KaHan CBS3W NepexogMT Ha annapat 6onee BbiCOKOW NpoU3Bo-
OWNTENBHOCTU

KoHTpmephl

NaroToBuTEnb

BHenpeHue ayTeHTUMKaLMK U NOATBEPXAEeHWS; AoNonHWTeNsHo obecne-
YeHve WudpoBaHUa gaHHBIX/MHMOPMaUWK; nognvcaHve gaHHbix/MHdop-
MaummK (LenoCTHOCTb AaHHbIX); M3MEHEeHWe YacToThl KaHana nepegaymn.
M3roToBuTENL OOMKEH NPEAOCTaBUTL 3aLLMLLEHHbIE OBGHOBMNEHWSA NPOLLIMB-
KW, MPU HeOBXOANMOCTH.

HacTpoiika OByx pasHbiX pagvoKaHanoB ANA KPUTWUYECKWMX MPUIOXEHW
(pasHeceHue)

WHTerpatop/
none30BaTenb

MpoBepgeHne aHanusa puckoe yrpo3 Vb OnA KOHKPETHOTO MPUIOMXEHUS W
onpeneneHne cCOOTBETCTBYOLWMX Mep obecnedeHus MB.

MOHWTOPWHI pagMo4acToT.

SneKkTpoMarHWTHOE 3KPaHMPOBaHWE NMPOM3BOACTBEHHLIX NomelleHun. Me-
pONpUATUA YMHOIO NPOM3BOACTBA:

- MpUMEHEHUE NepenoBbIX TEXHOMOMIA ANs ayTeHTUdUKaLUK;
perynsapHoe oBbHOBMEHWE NPOLLMBKY;

KOHTPOMb MOAKIMIOMEHHBIX/HENOAKMIOYEHHBIX annapaToB B CETU (Hanpu-
mep, MAC-agpeca);

NPUMEHEHWE Pa3HbIX PaAMOKaHaoB AN KPUTUYECKUX MPUMOXKEHWIA (pas-
HECEeHWe);

WHULMMPOBaHWE MpoLecca aBTOMaTMYEecKOro yBedoMIeHust 000 Bcex
aHomarnkeHbIX npoueccax;

CKaHUpOBaHWe Ha HanM4yne HeCaHKLWMOHWPOBAHHBIX TOYEK AocTyna And
obHapyXeHUs HEaBTOPW30BaHHLIX TOYEK AOCTyna
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Mpunoxenune b
(cnpaBo4Hoe)

MHdopmaumnoHHan 6e3onacHOCTL U aApXuUTeKTypa INnekKTpu4eCKUX CUCTeEM

B.1 Obwme nonoxeHuna

OhheKTUBHbIN cnocob cHUXeHWs pucka yrpo3 b — pacnpenenuts Mepbl obecnedeHns VB Ha pasHbIX ypoBHAX
apxuTeKkTypbl paccmatpusaemoi cuctemsl. HKY pacnpegeneHvs v ynpaBneHus Taikoke WCMOoMb3yTCA Ha NEPBUYHOM U
BTOPUYHOM YPOBHSAX pacrnpeaeneHus 1 ynpasneHnsa arnekTpoaHepruen.

CneayeT NpUMeHATL HUCXOASALMIA NOAX04 AN onpedeneHusa COOTBETCTBYOWMX Mep obecnedeHns NB Ha kaxaom
YPOBHE apXUTEKTYpPbl 3NEKTPUHECKON CUCTEMBI.

B.2 Mpumep apxuTekTypbl ¢ NPUMeHEHEM HU3KOBONBLTHOM annaparTyphbl

B.2.1 3gaHune

YposHu Vb 3gaHnsa MoxkHO onpegenuTs cnegyrowmm obpasom:

1) ceTb obbekTa (kamnyca): MexceTeBon 3kpaH, aHTusupyc, VPN;

2) WUT-cnyx6el (ERP, cepBep anekTpoHHOM nouTkl, oduc AT u T. 4.);

3) ceTu 3gaHus: oBHapyxeHWe BTOpXeHUs, ceTeBble UHTepdeiickl (OBuK, T, BMS u T. a.);

4) TexHU4YecKoe NoMeLleHWe: orpaxaeHuns, 3aMKKn, KOHTpOore 4OCTYNa;

5) ceTb unu cuctema cessm HKY: mexceTeBol akpaH naHenu, NpoBepKka NoANMHHOCTY, NpoBepka 6e3onacHocTu;
6) nporpaMmmMupyemblil KOHTPOMNNEP NAHENMW: 3alMTa NPUNOKEHWUIA, yNpaBneHne UcnpaeneHnamMu;

7) ©BA3b KOMMYTaUWMOHHOrO annapaTta: KOHTPOonk, KoHdurypaums.

Ha pucyHke B.1 npegcTaeneH npuMmep aneKTpUYECKon apXUTeKTYpbl 34aHWs.
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[z

s g
Ul

CeTb MHTepHeT

MexceTteeom
3KpaH

PLL — rnaeHeii pacnpegenutensHeld wuTt; P 1 — PLU n — pacnpegenuTeneHbIi WAT (7 — NOpAAKOBbLIA HOMEP WwuTa)

PwucyHok B.1 — 3nekTprnyeckasa apxvuTekTypa 3gaHusa

B.2.2 NMpouzeoacteo

Ypoexu Mb npon3BoacTBEHHOMO 06bEKTA MOXHO ONPEAEnnUTL Creaytolwmm obpasom:

1) WUT-ceTb: mexceTeBol akpaH, VPN, DMZ;

2) npou3BoACTBEHHAsA CeTb: MexceTeBoW akpaH, VPN;

3) ceTb Uexa: onpedeneHne BTOPXKEHWS;

4) hM3NYEeCKUIA: 3aMKM, KOHTPOIb JOCTYNa;

5) ceTb WK cucTeMa MaLUMHHOW CBA3W: MEXCETEBON akpaH oBopypoBaHws, ayTeHTuduKaumsa, aHTMBMpYC, npo-
Bepka BesonacHocTw;

6) nporpammuUpyeMblii KOHTPOMMep, ycTaHoBneHHsl B HKY: 3almTa npunoxeHui, ynpasneHne ncrpaeneHnsamMu,

7) cuctema ynpaeneHws 6e30nacHOCTbIO: LENocTHOCTL 6e3onacHocTy;

8) ceasb HKY ynpaBneHusa: KOHTponb, KOHUrypauus, LenocTHocTs 6e3onacHocTu.

Ha pucyHke B.2 npefgctaBneHo YeTbipe npumepa NpoM3BOACTBEHHBIX NNOLWaA0K (aBTOMOBUNECTPOEHNE 1 CTaHKo-
CTpOEHMe, KOHBelepHoe NPOM3BOACTBO W YNaKoBKa, XMMUYECcKas U NULEeBas NPOMbILLUMIEHHOCT).
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1 — ceTb VIHTEepHET; 2 — MeXCceTeBon 3KkpaH

PucyHok B.2 — lNpoMbIWwneHHble 06beKThl

B.3 YpoBHM cucTeMHOW 6e30nacHOCTM HU3KOBOMNLTHOMW annapaTtypbl

[Mpwn paspabotke TpeboBaHWUIA K HM3KOBOMLTHOW annapaTtype HeobxogMMo paccMaTpuBaTb pucku yrpo3 UMb B uH-
Tepdpencax, Hanpumep fieldbus, USB, JIBC. [na gucTaHUWMOHHOMO ynpasneHus 1 obecnevyeHns CBA3W pekoMeHayeTcs
KnaccuuLMpoBRaTh ero no ogHOMY 13 cregytowux ypoeHer BezonacHocTu (cm. [10]):

a) SL1: npegoTepalleHe HeaBTOPU30BAHHOMO PAcKPhITUA MHOPMaLUK NOCPeaCcTBOM €€ HeCaHKLUMOHWPOBaHHOMO
M3BNEYEHMA UMK cryYanHoro o6HapogoBaHMA (3alumMTa oT CnyYanHoro HapyLeHus);

©) SL2: npegoTBpalleHWe HeaBTOPWU3OBAHHOMO PackpbiTUS MHGOpMaUUK cyBBeKTy, akTUBHO ee ULyLeMy C 1C-
Nonb3oBaHWEM MPOCTLIX CPEACTB, MPY HE3HaYMTENbHBIX pecypcax, NoCpeACTBEHHbIX HaBbIkax W HU3KOW MOTMBaLMM;

B) SL3: npegoTBpalleHne HeaBTOPW3OBAHHOTO PACKPLITUS MHopMaLuK cyGbekTy, akTUBHO ee WLLyLIeMy, ¢ 1c-
Nonb30BaHWEM W3OLLPEHHBIX CPEACTB NPU YMEPEHHBIX pECYpcax, HannyMm cneumaneHeix no3Hanuii B IACS n ymepeHHon
MOTUBALWMK;

r) SL4: npepoTepalleHWe HeaBTOPWM3OBAHHOMO PaCKPbITUA MHopMaLnKM CyObeKTy, akTUBHO ee WLyLleMy, C 1c-
NMonb30BaHMEM M30LLPEeHHLIX CpeacTB Npu OBLIMPHBIX pecypcax, HanMyYuKu cneumnanbHbix no3HaHuin B IACS 1 Bbicokoi
MOTUBALMN.

TpeboBaHWA K HU3KOBONLTHOW annapartype A0MKHbI onpefenaTe Tpebosanua VB, koTopele Heobxoaumsl Ans Oo-
CTUXXEHWS YpOBHe 6e30MacHOCTH, YNOMAHYTHIX B NEpPeYMCneHunsix a) — r), C y4eToM CReayrLux acrneKkTos:

1) mepbl 4Ng 3aWwmMThl OT AAHHOTO TUNa Yrpo3 NyTem HacTPOWMKWA Ha CTaavu NPOEeKTUMPOBAaHMA W YCTaHOBKM;

2) oueHka puckoe yrpo3 Vb, HeobxoOMMOCTb 3alUMThl KOHKPETHOW 30HbI OT COOTBETCTBYHOLLErO YPOBHS Yrpo3bl
[cm. nepeuncneHus a) — r)];

3) coTpyaHVK, BbINOMHSAOLWMWA NMB0 cCoYEeTaloLWmMIA HECKOMbKO (OYHKLUMIA: Briafenbla akTMBa, CUCTEMHOIO UHTerpaTo-
pa, NocTaBLUMKa HMU3KOBOMETHOM annaparypbl, — AOMKEH HACTPOWUTL 30HY, CUCTEMY UMW KOMMNOHEHT ANS YOOBNETBOPEHUS
KOHKpPEeTHbIX TpeboBaHWin 6e30MacHOCTH, OMMCaHHBIX B NMEPEYUCTIEHUAX @) — T).
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MpunoxeHune B
(cnpaBo4Hoe)

Bba3oBble acnekTbl MHq:)OpMaLWIOHHOﬁ 6esonacHocTU

B.1 O6wume nonoxeHnsa

B HacToAweM NpUnoXeHn npueeeH nepedeHb acnekToBs MB, KOTOpble NPUMEHUMbI K HW3KOBOIMbLTHOM annaparype
(cm. [10]).

Mpumeuanue — [pocunu MUB B cooteetcTeum ¢ [13]1) n cooteeTcTRME TpeBosaHWii aToro fokymeHTa [1] 1
[10] HaxopATCA Ha pacCMOTPEHWUN.

B.2 UpenTudomkauma v ayteHTucpukauma

Ecnm nHTepdencel HU3KOBONBTHOW annapaTypbl obecnevrMBaloT 4OCTYN NOMb30BaTEND K OCHOBHOW (OYHKLWK, CBA-
3aHHOI ¢ 6e30NacHOCTLI0, CNeayeT YYMThLIBATE BO3MOXKHOCTE MAEHTUMMKALMM U ayTeHTUMKALKWM BCEX NONb30BaTENEN.

Mpumepkl NpegoTBpaLLeHUs HECaHKLIMOHUPOBAHHOIO AOCTYNA Y BHECEHWS U3MEHEHWIA BKNIOYAIOT:

- MaeHTUUKaLMI0 1 ayTEHTUMKALMIO NONb30BaTeENeNn;

- ayTeHTUdMKALMIO CETEMN;

- yrnpaeneHne y4eTHbIMU 3arnucsaMin nporpamm;

- ynpaeneHue 6ecnpoBoaHbLIM 4OCTYMNOM;

- 3aLWTY C MOMOLLBID ayTEHTUIUKALWMN HA OCHOBE NMapons;

- OrpaHUYEHUA MO rEHEPUPOBAHWIO M CPOKY AENCTBUA Napornei Ans nons3o0BaTenen.

B.3 KoHTponb ucnons3oBaHus

Mocne naeHTUdUKaLMm 1 ayTeHTUUKaLMN NOMbL30BATENA PEKOMEHAYETCHA OCTABMNATL OrpaHUYeHNe UCMNonsL30Ba-
HWSA OCHOBHOW OyHKUMK, cBA3aHHOW ¢ B (NpUCBOEHHLIE NPUBMAErMIA NPOLLEOLUEro ayTeHTUdMKaLMIO NonsL30BaTens).

B.4 LlenocTHOCTL CUCTEMBI

MonbzoBaTtene obopynoBaHusa (Bragenew akTMBa) HECET OTBETCTBEHHOCTE 3a NoAdepKaHue LenocTHOCTN CUCTEMBI
B OTHOLUEHWWN OCHOBHOW (hyHKUKMK, CcBA3aHHOW ¢ UB, peanuayemMoit uarotoButenem obopyaoBaHus.

[nsa obecneyeHns LENOCTHOCTM CUCTEMBI KPUTUYECKMMUN MOTYT BbITh Criedyrolime acnexTbl:

- LenocTHocTb/noBpexaeHne kaHanos ceasu (NIBC, WLAN v T. 4.), HanpumMmep 1Mcnorb3oBaHue KpunTorpapuyeckon
3alWmTEl enocTHocTH (Hanpumep, VPN);

- 3awmTa oT BPEAOHOCHOTO KoAa (0T MaHUNynsuuiA, HaNpPUMEpP BUPYChI, YEPBW, TPOsHLI U WnvoHckoe MO), Hanpu-
Mep Y4YeT 3aTparuBaemslx MHTepdeincos (Hanpumep, USB, nHtepdeiicel nporpammuposanuns MK, JTAG);

- obHoeneHue BcTpoeHHoro MO;

- uenoctHocTk 10 u nHdopmauun (HecaHKLMOHMPOBAHHBIE U3MEHEHUS);

- noaTBEPXKAEHWE BBOAA (MPaBmMna NPOBEPKW BBOAWMbBIX AaHHbIX, BIXOASLLME 3@ Npeaensl A0ONYCKOB AaHHbIE);

- onpepeneHHoe BezonacHoe COCTOSHWE B pe3ynbrate 4elCTBUA yrpo3bl.

B.5 KoHdhnaeHUMansHOCTL AaHHbIX

Kak npaBuno, yactb uHhopMaLuu, reHepUpyemMasn CUCTEMON yNpaBneHusi, B COCTOSHWUW NMOKOA Iy B paboTte HocuT
koHbMOeHUMAnNEHbIA UNKM CEKPeTHLIN XapakTtep. KaHanbl nepegadu U xpaHunuila KoHWaeHUMaNbHBIX AaHHbIX TpebyloT
3alUMTbI OT NOACYLUMBAHUS U HECAHKLMOHWPOBAHHOIO AOCTYNA.

B obnactu HM3koBONLTHOWM annapatypbl 1 HKY 3TOT acnekT MOXeT MMEeTb 3Ha4YeHWe, HO He paccMaTpuBaeTCs B
[aHHOM cTaHaaprTe.

B.6 OrpaHu4yeHue NOToOKa AaHHLIX

MonbaoBaTens o6opyaoBaHWsa (BNagenel, akTuea) OOMKeH ONpeneniTb HeobXoaMMble OrpaHUYeHus UHdopmaLy-
OHHOrO MOTOKA W KOHMUIYpaLWio KaHanoB, UCNONb3yeMblX AN nepefaqi 3Toil MHopMaLmK.

3TOT acnekT cregyeT yuuTsiBaTh npu obLLei oueHke puckoB yrpo3 B, u oH MMeeT 3HayeHue B YacTW HU3KOBOILT-
HOW annaparypsbi.

PekomeHayeTcsl NpUMEHEHWe CeTEBOI CerMeHTaLnmn Ans obecnedeHns BpeMeHU pearMpoBaHusl CUCTEMbI yipaBne-
HUA, CBA3AHHON ¢ 6e30MacHoCTB, UMY doyHKLMK, oBecnedmBatoLLei KOMMYTaLMIO, 3aLUKUTY W YNIPaBneHuWe.

1) B Poccuiickon denepauvm neiicteyet FTOCT P UCO/M3K 15408-1—2012 «MHdopmaumorHas TexHonorma. Me-
Toabl U cpeacTea obecneveHus GezonacHocTu. Kputepum oueHkn BeaocnacHOCTH MHCOPMALMOHHBIX TexHonornin. Yacts 1.
BeeneHune v obwwaa mogensy.
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B.7 CBoeBpeMeHHOe pearMpoBaHue Ha cobbITUA

[MNonb3oBaTtens obopynoBaHua (Bnagenel akTMea) 4OMKeH YCTaHOBUTE NONUTUKY U Mepbl obecnedvenuns VB, a Takke
Hagnexalume NMHAK CBA3WU W KOHTponA, HeobxoaWMbIE ANS pearvpoBaHua Ha HapyweHna UB.

OTOT acnekT cnegyeT yuuTblBaTh NpK 0bLLen oueHke puckoB yrpos Wb, a He TonNbko ONs HW3KOBONLTHOW anna-
paTtypebl.

B.8 JocTynHOCTb MH(POPMaLMOHHbIX PECypcoB

Lieneto aBnsieTcs obecnevyeHne 4OCTYNHOCTA HU3KOBONLTHOWM annapatypel. Heobxoanmo npyMeHaTe Mephbl, kacato-
Lmecst NoAMHHOCTH, LeNOCTHOCTU M 3aLMThl OT YIpo3 oTKasa B 06cnyKuBaHum.

OTOT acnekT cnegdyeT y4uTeIBaTh Npy obLen oueHke puckoB yrpo3 B, B TOM YMcrne B HU3KOBOMLTHOW annaparype
n HKY.

[ns obecnevyeHns 4OCTYNHOCTU peCYPCOB HEOBXOOWMO TaKKe YYUThIBATE CNeayiolme acnekTsl:

- ynpaBneHWe pecypcamu (Hanpumep, ceTeBan CErMeHTauusl Unv cxemesl NPUOPUTETOB);

- MapaMeTpbl HACTPOMKK CeTU 1 Be3onacHoCTy.

JocTynHocTe — CBOMCTBO, ONpefensioLlee BO3MOXHOCTL 3a 3a4aHHOe BpeMs nony4nts Tpebyemyto nHdopmawm-
OHHYIO YCMyry aBTOPU30BaHHOMY Monk3oBaTento. C AOCTYMHOCTBIO YAcTO CBA3LIBANT TAKyl XapakTepUCTUKY CUCTEME,
KaK roTOBHOCTb — CMOCOBHOCTL K BBINOMHEHWIO 3a8BNEeHHbIX (YHKUWMIA B YCTAHOBMEHHBIX TEXHUYECKMX YCNOBUSAX.

ATakv, MMeloWwne Luenb HapywuTb CTeneHb OOCTYMHOCTW, MOMy4Ynnv HassaHwe artak Ha oTkad B obcryxuBaHum
(DOS-ataku).

MoBbiWeHne 1 obecneyeHne 3agaHHbIX YPOBHEN KOH(DUAEHUMANbHOCTH, LENOCTHOCTM W OOCTYMHOCTHU PECYpCcoB
OCYLLEeCTBAATCA NyTem NpuMeHeHus MeTogoB VB — pa3nuyHbelx opraHn3auyoHHO-TEXHUYeCKMX Mep obecneveHus MbB.
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MpunoxeHue I
(cnpaBo4Hoe)

PekomeHnpgauuu gna notpebutenei (nonb3oBarenen)

.1 O6wme nonoxeHns

B HacToALEeM NpunoxeHun npusegeHsl npuMeps! Mep obecnedvenus VB B Buae pekoMeHaaLmnin, KOTOpbIe N3roToBK-
Tenb AOMKeH NpedocTaBWTb NOMb30BaTenNto B LENsAx Co30aHua U nogaepxaHna 3agaHHbix ypoHen Ub.

.2 OueHka puckoB yrpo3 b

2.1 OueHka puckoB

OueHka puckoe yrpo3 MIb — aTo npouecc aHanuMaa U oKyMeHTUpoBaHuA puckoB MB B cucTemax pacnpeneneHusi
3MNEeKTPO3HepPrin 1 cucTeMax ynpasneHUss HU3KOBOILTHOW anmnapaTypor AnA BbiABMEHWs, onpeaeneHust NpuopuTeToB 1
CHWKEHWSA YPOBHSA NOTEHUMANbHLIX Yrpo3.

Ha cTaguv oueHKn pUCKOB BLINOSHAT CreayoLee:

- AOKYMEHTMPOBaHMEe BCEX MNOTEHUMAanNbHbIX Yrpos;

- paccTaHOBKY NPWOPUTETOB TakMX Yrpo3 No CTENEHU THKECTW, BNUAHWIO HA OeATENbLHOCTb U kpuTepuam Wb;

- NOPSAOOK pacnpeneneHns pecypcoB 1 NpoBedeHus paboT ¢ yrpo3amu.

B xoQoe oueHKM PUCKOB M3y4aloTCA BO3MOXHbIE YIPO3bl U3 BHYTPEHHUX WCTOMHWKOB, TAKMX KaKk HeO0BOMbLCTBO CO-
TPYOHWKOB U NOAPAAYMKOB, U M3 BHELLHUX NCTOYHWKOB, TaKUX Kak Xakepbl v BaHOanbl. [1py OLeHKe pUCKOB UCCreayoTca
noTeHuuarnbeHble Yrpoabl Ans HEMpepbIBHOCTM paboThbl M OLEHWBAETCH LEHHOCThL U YA3BUMOCTb akTUBOR, TAKMX Kak 3a-
naTeHTOBaHHbIe TEXHonornyeckue pa3paboTky 1 Apyras UHTennekTyansHaa coBCTBEHHOCTL, NPOLECcChl U hMHAHCOBLIE
JaHHble.

PeaynbTaThl 3TOW OLEHKM criedyeT UCMOoNb3oBaTh ANA onpenerneHns NpMopuTeToB MHBECTMUMIA B pecypchl obecne-
yeHua MB. CnenyeT paccMoTpeTh NPOLECChl, HU3KOBOMNLTHYH annapaTtypy 1 ceTu ¢ Hanbonswmnm puckom yrpos B u Hau-
SonblvMK nocnegcTeuaMKU Anst busHeca u B, a Takke onpegenvTs HAUMYYLLYHO peanvaaLuio BCECTOPOHHEN 3aLUUThI.

r.2.2 Nporpamma KB

Mporpamma MB onpegenseT NOMWTUKMA, HA KOTOPbIX OCHOBLIBAETCH peanu3aums 3lenoHUMpPoBaHHOKW (MHOrOypoB-
HEBOW) 3alUWThI, @ TakKe Mepbl ANs BbIMOMHEHWUA 3TWMX MOMNWTUK B 3aBMCUMOCTM OT OOMKHOCTU M POnW MONb30BaTENS.
MonuTtukm n mepel obecnedenua MB onpepenstoT:

- PONW U OOMKHOCTHbIE 00A3aHHOCTM AN MWL, KOTOPLIX KacaroTcs MONUTUKKM U Mepbl obecneveHns MB;

- paspeLlleHne 1 3anpeLleHre Ha onpeaeneHHble BUAObl AeATENbLHOCTHU U NPOLECCHI;

- nocrnegcTtens HecobrniogeHus TpebyeMbix Mep;

- NMOMWUTUKA U METOALI pearMpoBaHua Ha uHUMaeHTel VB, B aTux gokymeHTax onpenenseTca nocneaoBaTensHOCT
OeWCTBWIA, NPeAnNPUHUMAEMBIX B CMy4Yae BO3HUKHOBEHWS aTaku Unm npoucllecTsudA. PekomeHOyeTca B COCTaB LOKYMEH-
TOB BKIHOYATH!

- NnaH pearmpoBaHua Ha uHumaeHT MB ¢ ykazaHruem nopsigka BeINONHEeHUs HeoBXoauMbix AENCTBUIA U MHGOpP-
MWPOBaHUSA OOMKHOCTHLIX ML, OTBETCTBEHHLIX 3a Wb, Ana HelTpanusauum nocneacTenini nHumaeHta Wb,

- NInaH BOCCTaAHOBMNEeHWs nocne uHungeHta Vb ¢ ykazaHuem nopsigka BbINONHEHWA HeobX0AUMbIX OEHACTBUIA B
33aBMCMMOCTW OT PO U AOMMKHOCTHBIX 0653aHHOCTEN COTPYAHWMKOB AN BOCCTAHOBINEHWSA HU3KOBOILTHOW anna-
paTypbl U NMPOLECCOB A0 pabo4yero CoOCTOSAHUS.

I3 PekoMeHZauMu no NpoeKTMPOBaHMIO U YCTAHOBKE CUCTEM C HU3KOBONMLTHON annapaTypou,
ycTtaHaBnuBaemon B HKY

3.1 O6wui KOHTpOnbL gocTyna

OcHoeHas 4acTb obecneveHus MB coctouT B paszpaboTtke athdeKTMBHOM NONUTMKK KOHTpONA goctyna. KoHTponb
JOCTyna 3akn4aeTca B uaeHTUdmMKkauum rpynn nonb3oBaTenein Unm otaenbHbIX COTPYAHMKOR B pamKax opraHu3auum n
onpefeneHun Tuna 4ocTyna, KoTopbli Heodxoaum UM Ans adeKTUBHOIO BbINMOMHEHWUA cBoel paboThbl.

YnpasneHwe naponsaMy — 3TO OAVH U3 hyHAAMEHTANbHBIX MHCTPYMEHTOB ONA 3alMTel HU3KOBOMBTHOW annapary-
pel. Maponsmu YyacTo npeHebperaT B NPOMbILLMNEHHbBIX cUCTEMaX yrnpaeneHus. MonuTuku n MeTodsl ynpaeneHus napo-
NsiMU 3a4acTy He NpopaboTaHbl UK NOMHOCTBH) OTCYTCTBYHOT.

Maponv HeobxoAMMO NEpPUONYECKM MEHATL, B TOM YMCIEe NOCce NepBo YCTAaHOBKM HU3KOBOMLTHOM annapaTyphbl.
HapexHbIin Nnapork BKMYAET NPOMUCHLIE U CTPOYHBIE ByKBbI, UKMdpbl 1 cneuranbHbie CUMBOSbI, CIN OHW AOCTYNHbI. [ns
napons AOMKHO ObITk ONpeaeneHo MUHUMAansHOe KONMYecTBO CUMBOIIOB.

PekomeHOyeTca NpUMEHSATE KOHTPOIbHLIE BOMPOCHI.

Mpumep — Mapone «Mockea» Moxem cayxume 0511 KOHMPOJILHO20 80Mpoca «20pod, 8 kKomopklil Bbi nep-
ebill pa3 cogepliunu noe3dKy Ha noesde».
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Bce nonb3oBaTenn OOMKHbI 3HaTb O PEKOMEHJaUMAX Mo Co34aHn0 M MCNOMb30BaHWIO Naponei. B pekomeHgauum
crnegyeT BKN4aTh:

- MCnonek3oBaHWe MHOWBUAOYaNbHbIX naponeﬁ Anga KaXgoro nonb30BaTens;

- CKpbITME CUMBOINOB BO BpemMA BBOOA Napon4d,

- 3anpet Ha nepepavy naponeﬁ no 3J'IEKTDOHHOI7| noyvyTe Unu apyrium KaHanam CcBA3N.

3.2 PexkomeHgauum no nokansHoOMy JoCTyny

TNokaneHeIn gocTyn K HW3koBonbTHOW annapatype 1 HKY npepoctaBnseT pasnvyHele BO3MOXHOCTM ANs AOCTYNa K
MHopMaUMKn o cucTeme 1 ynpaeneHus eto. HeobxoanMo orpaHn4nTe NoKanbHbIA AOCTYN K HU3KOBOMBTHOW annapaType 1
HKY, ycTaHOBMB ero B 3aKpbITOM NOMELLEHNW, HANPUMEP, YTOBbI 3bexaTe HECaHKLMOHUPOBAHHOIO M3MEHEHUA HAcTPOEK.

Heobxogumo cosgaTe npaemna ynpasneHust JOCTYNOM K 3aKpbiToW 30He. B yacTHocTh, HeoBxoamMMOo rapaHTupoBaTh
cregyollee:

- 30Ha NOCTOSHHO 3anepTa;

- 3oHa obopygoBaHa CUCTEMORN ayTeHTUdMKaLMKM 1 agTopusaumu;

- KMOY UMW Kof, AOCTYNa A0MKeH GbITh TOMBKO Y aBTOPU30BAHHOIO NepcoHana;

- kabenu KOMMYHWKaLIMOHHOW CeTUW, BXOASLLME B MOMELLEHNE, U NOPThI NOAKITHYEHUA HAa KOMMYHUKALIMOHHONW anna-
paType 3a npefenamMu NoMeLLeHns 3aluLeHbl;

- BCe ycTponcTBea, Takme Kak K, cmapTdoHbl 1 NnaHLWeTkl, KOTopble UMEKOT AOCTYN K BNoKy ynpaBneHus, sawuie-
Hbl B COOTBETCTBUM C NOCNEAHUMMW PEKOMEHAALUAMK UIrOTOBUTENA.

[Ons 3awutel goctyna k obopygoBaHuio MK, nogknioyeHHOMY NokanksHo K ero nokansHomy uHtepdency (USB wunun
noaoBbHoMYy), peKkoMeHayeTcs:

- obecneunTb HagexHyr Bnokvposky K, Korga OHW He MCNOMb3YHTCH,;

- yBeauntbes, Yto MK, Ha KoTopbix 3anyleHo N0 ansa HacTpoilky, TpebyloT NorMHa 1 napons nNonbL30BaTens;

- obecneunTb MCNOMNb30BaHWE HadeXHbIX Naponen;

- yBeguTbes, YTO Napony Nonb30BaTeNen MEHAKOTCA PEryNApPHO;

- 3anpeTuTb WCMOMNb30BaHWE CTapblX Naponew;

- ycTaHOBWUTE Tanmep Ans Gnokvpoeku akpaHa MK no npowecTsvMmn onpeaeneHHoro BpEMEHN HEAKTUBHOCTH;

- noBblcKTb 3awwmTy MK B COOTBETCTBUKM C NOCNEAHMMU PEKOMEHAALMAMN U3rOTOBUTENE OnepauMoHHOM CUCTEMBI,
noa ynpaeneHWem KOTOpol oHW paboTaloT;

- OrpaHU4YUTbL YWMCMO NOMb30BATENEW, KOTOPLIM Pa3peLLeHo NPOV3BOAUTL HACTPONKK;

- NoAJEPXKWBaTb CMNCOK TakMX NOMNb30BATENEN B aKTyansHOM COCTOSHUM.

3.3 PekomeHgauun no yganeHHoMmy gocTtyny

[Mpw NpoOeKTMPOBaHWW 1 MOCTPOEHUW MPOMBILLIIEHHON CETU YNpaBneHus HeobxoaAMMO NPUMEHSATL MeTodbl pasaene-
HWA ANA OTAeneHWs NpoMbILLNeHHon cetn oT cetn UT. MepedncnexHsle ageinctens obecneymBealoT 3aluMTy OT HECAHKLMO-
HUPOBAHHOIO AOCTYNa K obopyaoBaHuto. [JononHUTENBHO PEKOMEHAYETCH NPUMEHEHWE CreayoWwux 4eiCcTBUIA:

- MCMOMb30BaHWE MEXCETEBbIX 3KPaHOB;
co3fgaHve JeMUNUTapu3oBaHHbIX 30H, ECNN NPUMEHNMO;
ucnons3oBaHue cuctem obHapyxeHusa sTopeHua (IDS) u/unu ycTponcTB cucTeM NpedynpexaeHusi BTOpKeHUn

(IPS);
- BHefdpeHue nonutukn Mb 1 nporpamm obyyeHus;
- onpepeneHve METOLOB PearnpoBaHus Ha nHUMgeHT sl VB.

3.4 PekomeHaauum no oGHOBMEHUAM NPOLUUBKU

Y106l CHM3UTL YA3BMMOCTE K aTakam, CMCTEMbl OMKHbl ObiTe 0OHOBMNEHL! A0 NOCMeAHUX BepCuid NPOrpamMmMHOro
obecnevyeHns N NPOLUMBKX, PEKOMEHOO0BaHHbIX M3rOTOBUTENEM.

[Mpw ycTtaHoBKke 0OBHOBNEHUW NPOLUVMBKN HM3KOBOMBLTHOW annapaTypbl MW X KOMNOHEHTOB PEKOMEHOYETCA:

- ycTaHaenueaTb OGHOBMEHWS B COOTBETCTBUM C NPUHATEIMW MeTogamu akcnnyatauum (OT), TakuMu Kak UcrbITaHue
B HEMPOW3BOACTBEHHON CUCTEMe ANA NPOBEPKK Nepeq UX YyCTaHOBKOW U pa3BepThiBaHWEM B MPOM3BOACTBEHHOW Cpeae;

- ONs 3arpyskv U yCTaHOBKM OOHOBMEHWIA MPOLUMBKX MCNONB30BaTh TOMNBKO HagexHoe N0 nocTaslumka;

- nepep 3arpy3kol 1 ycTaHoBKOW 0BHOBNeHWA npowwuneky ybeamTteea, yto MO nocTtaBwmka MCnonb3yeT AeACTBYIO-
WKin cepTuduKaTt UMdpoBO NOANUCH;

- noBblcuTk 3awwmTy MK, Ha koTopom ycTaHoeneHo O nocTaBLmMKa, B COOTBETCTBMM C NOCMEAHUMM PeKOMeHAauu-
AMMW NocTaBLUKMKA ANa onepauyuoHHOW cucTeMbl.

C perynsapHeIMM MHTEPBaNaMn BPeMEHWN, HO HE pexe OJHOro pasa B TpW Mecsua, cnefyeT npoBoAuTb NPOBEPKY
rnepeyHss aHHyNupoeaHHblX cepTudmkaToB (CRL), nybnukyembix nocTtaswmnkamu. MNpoBeneHne npoBepkn obecrnednsaeT
OTCYTCTBME CKOMMNPOMETMPOBaHHLIX CEPTU(NKATOR B MCNONL3yeMoM 0B0opyaoBaHuK.
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