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Mpeaucnoeue

1 NOgroTOBNEH HerocyoapcTaeHubiM SOpaIoATENbHLIM YACTHRIM yYpewdeHwen «Horaa MHwe-
vepHas Weonas (HOYY cHMLW») Ha OCHOBE ayTEHTHYHOMND NEQEE0Ta HA DYCCKHWA ALK YRAIAHHOD B NYHKTE
4 cTaHnapTa, KoToPeIE BeiNonHed PocclAckol KoMuccyed secneptos M3KTK 65, 1 depepansHeiv rocy-
OAPCTOSHHEM YHUTADHLM NPeAnpuATHes «Boepocclickii HaYHHO-HCCNEdoEaATENECKWA MHCTHTYT CTaM-
AARTUAAUWA W CePTHEMEALMN B MalwWHocTpoae {(BEHFMHRMALL

2BHECEH TexdydeckWM KOMWTETOM No cTadgapTyiaduws TK 306 cMamepedve W ynpasnedwe npo-
BABILLNEHHEIXY NDOLECCAXS

3 ¥TBEPA#OEH WM BBEJEH B NEWMCTBWE NMpukaiosm PefepansHoro aredTcTEa N0 TeXHWYECKOMY
pErYNUPOBaHKI0 W MeTponord oT 10 wosbpa 2014 r. Me 1495-cT

4 HacTOALWMK CTAHOAPRT WOSHTHYEH MEmOyHapogHony aokymedTy IECTS 62443112008 «Mpomsilwu-
NEHHEBIE KOMMYHAKSLWOHHBIE CETH. 3ALUMWLEHHOCTE CETH M CHCTeREl. YacTe 1-1. TEPMHAHOMOMAA, KOHLEMTY-
ankHbIe NoNOXEHUA | Mogenus {(IEC/TS 62443-1-1:2008, «Industrial communication networks — Network
and system security — Part 1-1: Terminology, concepts and modelzss].

MepeveHs TEPMAHO0E, MCNONLIYEMBIX B HACTOAWEM CTAKOALTE, NPMBEOEH B OOMONHHTENLHIM NEHI0-
WEHAA LA,

Mk NPHMEHEH Y HECTORWEMND CTAHOARTA PEHKOMEHIYVETSA MCNONBAOEATE BMECTO CObNONHBEE MEN Y-
HAROOHLIX CTAHOAPTOR COOTRETCTEYVIOWME WM HALMOHANBHEE CTAHGARTE, CREEHHA O KOTOPEIX NOHBEOEHEI
8 QonoNHHTENEHOM NRMNoxeHn OB,

5 HekoTopele aNemMedTl HACTOALWErD cTAKIARTa MOryT DblTe NPEGMETOM NaTEHTHER Npap

& BEENEH BNEPBLIE

Moaeuna NoUMeNaHUR Hacmoaess cmandapma yomasaenewst @ FOCT P 1.0=2012 [pazden 8).
Mughopmayud off UIMeHSHURX K HAacmoaweMy cmandapmy nybnukyemes 8 exesolnon (1o COCMOosHUM Ha
1 AwEapa mekyess 2oda) UHBopMayuoRHonM Wazamene s Haluonanbibie cmakdapmels, & OgbULUaaEHEID
MEHCT UaMeneHud U ToNpasoy — @ eXeMecaYHoM UHDopMaluonHas yHazamene «HauuonansMele cinan-
dapmbis. B cnyuyas Nepectompa (FaMensl] UL oMMessE! HAoMoaesD cmakdapma coomesmMomeyiounas
yeedomnesue Dydem onybnuxoeano @ DNumadiem SaifMycKe UMGropMaLUOHHO2D yKazamend vHayuoxans-
Hble cmakdapmeds. COSMEEMOmEyiowas UHBopaunus, yeedomnenue U Mekcimsl DazMeanmcd mase a
urghopmayuorrold cucmeme oBWEe2s MONE08aHUA — Ha oulyuanshor caldme Pedepansnozo agzermom-
a8 Mo MEEHUYECKoMY DESYNUDOSANLK U MEMPoNoeLy & camu Mumeaprem (gost.ru)

© CtanfgapruHdopn, 2014

B Pococickol Ceagpaldi HACTOAWWMA CTAHOADT HE MOMET GbiTh NOMHOCTRK) MW YACTHYHO BOCMED-
HapefeH, THRAMMPOBEAH W PACNPOCTRaHEM B KAYECTRE OdMUMansHOro uagadva Gel paspewedss Dege-
DAMEHOM0 ArEHTCTEA N0 TEXHAYECKOMY DETYNHPOBAHKIO W METDONOMM
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BeegeHnue

Mexoymapogueiid cTadgapT MaK 61443-1-1:2009 paspatoTtad TexHWYeckinM KoMuTeTorM MK 65 «Ap-
TOMATHIAUHA, HIMEDEHHE W YDABNEHKE NPOHIBOACTBEHHEIRK NPOUBCCAMA,

DEBEKTOM CTAHAARTHIAUKK HACTOALWEND CTAMAApTa AENASTEA BeaonacHOETe CHOTEM NPOMBILLNERHORN
ABRTOMATHEK W KOHTROMA.

MoHETHE dCHCTEMBl NPOMBILLNEHHONA ABTOMATHEA W KOHTRONA: (ACS) oxpaTeiBaET CHUCTEMEI YNpaB-
MEHWA, WCNONBIYEMEE Ha NPOWIB0OCTBEHHO-TEXHOMOMAHECKKE NPSONDHATHAY W YCTAHOBKAX, CHCTEME KOH-
TRONA BMUMATE 8 NOMEWEHWAX, YNPARNEHKE B TEPRUTOPMHANBHO PACCHEOOTONEHHLIX CNyRGax, Takue kak
KOMMYHANEREE DECYRCR (T, 8. INSKTRPOIHENIHK, rad 1 Bogy). TeyEonposoakl W oDBEKTE NS NPOMABGECTEY H
pacnpegensire HedTr, 1 Apyrve oTPAachK ¥ 3a0a4H NPOMBLWNEHHOCTH, TAKME KAk TRaHCNOpPTHEE CETH, B
KOTOPBIX 3208ACTECRANE ABTOMATHAIWDOBAHHEIE MM OQWCTAHUACHHD YNDABMAEMEE WNH OTCNERHBAE MBS
OB BEKTE MMYLLECTEA.

Moa TeprHHoK «DEIONACHOCTEY B HACTORWEM CTAHOAPTE NOHKMASTCA NPEOOTEDAWEHNE HEIAKDHHD-
fo WK HEXENATENEHOMND NEOHRKHOBEHHA, YMbILWUNEHHOIS MNA HEYMbILUNEHHSID BMEWATENLCTES B LUTATHYH
W 3aNNaHKpoBEHHYI0 DaboTy, MK NONYYEHKRE HEHAGNEXAWETD J0CTYNE K KOHPMOEHUMANEHOR MHGOPMaLHA
g |ACS. KnbepbeaonacHooTe, ARNAIDWAACA YACTHEM SOBEKTOM HACTORALWWEND CTAKHOADTA, pACNpoCTPAHASTCA
HA KOMNBETEPE, CETH, ONEPALUWOHHEE CHCTEMB, MPANOEEHKA @ ODYIHE NPOrDaMMADyemMee KoMgnrypK-
DYEMBIE KOMMOHEHTEl CHCTEMEI,

MoneaosaTenamd HACTOAWETD CTAMOAPTa ABNRKTCA. nNoneloeateny JACS (Brmodas oToens aEc-
NNYaTaLHMH YCTaHOBOE, OBCNYEHMBAHWA, KOHCTOYWPOBAHKA W KOPNOPATUEHEE KOMNOHEHRTE NOMNE30BATE M-
CHHX ORTAHKaIAULKA), NPOWABSGWTENN, NOCTABLMEY, NEAEMTENLCTEEHHEIE CRMAHWIALNA, KOTOREIE S2HAMIAKT-
CR WNK KOTORLIX 3aTpareaeT kvbepbeacnacHocTe cUCTEM YNDARNEHKA, CREUMANWCTE-NPaKTAEA N0 CHCTE-
MAM YNDABNEHAR # CNEUHANKMCTENDAKTHEN N Se30NacHocT.

BaansonoHManme K E3AVMOOERCTINE MERIY HMHEODMALMOHHO-TEXHHHETKIRMM, kG-
NNYATALAOHHBMKA, KOHCTPYETODCKMMA W NPOM3BOOCTREHHEMK ODTAHKMIALKMAMK BAKHL QNA obWero yonexa
moboi MHUUMaTHER B cthepe GE30NACHOCTH, NO3TOMY HACTOALWMEA CTAHOART ABMASTCA TAKME CNDABRSUHEIM
MAaTEDUANOM ONA TEX, KTO OTEEHAET 338 HHTerpaunin |ACS ¥ KopnopaTHEHEE CeTal.

HacToAWWA cTaHOapT yCTaHaBENMBaeT.

a) obnacTe NpHMEHEHWA BE30NACHOCTH CHOTEM NDOMBEILLNEHHOR AETOMETHEA M KOHTRONS,

b} noTpebuocTe v TpeboRaHMA K cucTame DeaonacHooTH, MCNONEIYA e0UHYIO TEDMEHONOTIK;

) DAI0BLE HOHUEBNUWH, COCTABNAKILWME CCHORY ANA JaneHeRWers adandia npoueccoos, CBoRCTR
CHCTEM, @ Takske SeACTEMA, HEobGXoguMER NS CO3ZaHWA CHCTEM YNDABNEHHS, HAOEMHEX B NNave anek-
TOOHHKM,

d) Kawan 05pan0n MONHD TRYNNHPOBATE MMM KNACCHEULKPOBATE KOMNOHEHTE CUCTEMbl NDOMEBILLNEH-
HOWH BETOMATHEA H KOHTPONA B LENAX CNPEOenesHia 1 yNpasneqns DeionacHocThM,

) yenk kmbepbeacnacHocT ONA pasN|-YH b Chep NOUMEHERMA CHCTEM YNPABNEHWA,

f} onpeaenesHde W CHCTEMATHIALMKD KMDepbeIonNacHOCT QNA PAINHYHBX CDep NpMMEHEHHE CHCTER
YNpABNeHns.

Kasgsd 42 aTHy BonNpocos NoapobHo pACCMOTREH B DASAENAX HACTORLEND CTAHGAPTA.

B HansmeHoBaHKe CTaHJapTa. B8 OTNHMYKE 07 HauMerosanad |[EC/TS 62443-1-1:2009 ssmiodeHc cnoeo
akHMGEpheIonNaAcHOCTE © LENbM OTPaMEeHWA COQEDMaHHA CTAHOAPTA, B KOTODOM YCTAHORNEH:! TReGoRaHKA
K KWEEp0eacnacHccTd M, COOTEETCTERHHD, KCNONE3IYETCA TEPMUH skMbepBaacnacHocTosy.
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IEC/TS 62443-1-1: 2009

HAUWMOHANBHBA CTAHOAPT POCCMWCKOW DEOQOEPAUMMK

CETH KOMMYHWEKALMOHHBLIE NPOMEILLNEHHEIE
3AWHIWEHHOCTE (KHBEPBRIONACHOCTE) CETH H CHCTEMisl

HacTk 11
TepMuHONOrMA, KOHUENTYANLHLIE NOMOKEHUA 1 MOLenN

Industrial communication networks. Network and system security. Part 1-1. Terminology, concepts and models

Nara eeegesmAa — 2016—01—01

1 OBnacTs NnpUMEHEHMUA

1.1 OSiMe nonoHeHHWA

HacToAlwMi cTaHaapT YCTAKABNKBAST TEPMUHONGIWK, ONPEOEnAST KOHUENTYANBHBIE MoNoHEHHA K
MOOENH NEHMEHHTENLHS K DeIonacHICTH CHCTEM NPOMBILLINEHHONR SETOMATHEN W KOHTpONA (ganee — [ACS)
W ARMNASTCA OCHOBO0R ANA OCTAMNBMHBX CTAHOAPTOR cepuK M3AK 62243

HTobk HeTEe chopMyNApoBaTe HAKMEHOBAHKWA BOEX CHCTEM M KOMIOHEHTOR, PACCMATDWBAEMLIX B
cTaspapTax cepurs MK 62443, obnacTe npuseHedua MoweT DeiTe oNpegensda v NPedcTaaneHa Ha ocHo-
BE HECKOMBKAY SCNEKTOR, B HHCNE KOTODLIX.

a) OHanasoH BENIoYeHHTR OYHELNOHANLHOCTI;

bl CNeUManeHeEe CUCTEMEl H MHTEPERCE;

Cl KDHTEDME oTEODA BKNKYEHHEE D8ACTREKA,

d) KpUTEDWK OTEODA BEMIOYEHHEIX HMYLLECTEEHHBIX 00 BEKTOR.

KamOelif Ma aTux acnekToB paccMoTped B nogpaanenax 1.2 —1.5.

1.2 Bknw4eHHaA PyHEUMOHANLHOCTE

MpegmeTHaa ofnacTs NPUMEHBHKA HACTOAWETD CTAHOARTA MOMET BelTe ONHCAHA C NOAWLKK OKana-
S0Ha HYHELWOHANBHOCTA B Npegenax MHEOPMaUHMOHHBIX H ABTOMATHIMDOBAHHE CHCTEM OpraHusaLim.
Taky dPyHELHOHANEHOCTE ODBIYHD ONHCEIBAKT B KOHTEKCTE OOHOR WKW Bonee Mogenad.

CELEKTOM HACTOAWENS CTaHaapTa AENASTCA B NEQEYI0 OYEPedb NPOMBILLTEHHAA ABTOMaTHES 1 KOH-
TpONk, KAK ONACAHT B DAI0OBOR MOOEnK (CM. paigen 6). B pamiax HACTORALWErNS CTAHJapTa CHCTEMel BUaHeC-
MAAHHPOBAHAA K MaTEPHANBHO-TEXHMYECKOTD 00ECnaYenis HE PacCMaTPHBAKTSA, HO ONPELENEHD NoHATHE
LENOCTHOCTH JaHHBEK, NEPechNasielx 0T BUIHECCHETEM K NPOMBILLNEHHBIM CHCTEMAM 1 HaoGopoT.

MpoMBIWLNEHHEA ABETOMATHEE H EOHTEONL BENDYAKT B Ce0A aNemMeHTel JACNeTYepokoro KoNTpong, K-
TOPRIE, KK NPAgAno, BCTReYanTeA B nepepalarHeaiowqy oTpacnay NPoMBILLNeHHOCTA. OHY BEMKYaIT 8
cefa u cucTemsl SCADA (CHCTEMEI QMCNETYSPCKOrD KOMTPONA W cbopa JaHbIX), KoTopee 00sYHD MCnonk-
SYHOTCA ODTAHMIALMEMH, 33HATLIMA 8 OTRACNAX WHEPacTpyeTypel wuideodecnedenkns. TakMe oTpacnK
BEMKOHAKT B cebn;

a) nepenady ¥ PACNpELene HKUE JNeKTEOOHEPIMM,

b} ceTn pacnpegenelka raia 1 B0gel;

Ch gobbidy HEDTH W raaa;

d) TpyBONpoBECOL ra3a W MWOKICTH.

JaHHelid CNUCoK HENOMHBIA. CHCTeMbl SCADA MOryT BCTDEYATECA TAKKE B OPYIHE EDHTHHECKHE 1 HE-
KOMTHHECHKE CTRACNAX MHEDacTRYET vk

Hznauwe odmumaneHoe
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1.3 CHCTaMBl W MHTEpdeHCLI

HactoAawwih crangapt noumesaetca & IACS, koTopeie s0OryT BAWATE MW BO30eRcCTBOBAT: Ha
GEI0NACHDE, JBMWLEHHOE W HAeRHDE DYHELHWOHKDOBAHHE NPOMBILLUNEHHBX NPOWECcon. Takkwe CHCTEMBI
BENOYAINT @ cebA, KAk Npasuno:

a) CHCTEME YNPABRNEHKA, WCNONBEIYEMEBE B NPOMBIWNEHHOCTA, W ACCOUMHPOBAMHLIE C  HEMK
KOMMYHHEALMOHHEIE CETH'', BKNMN4EA pacnpedencHHsle cMcTemsl ynpasnemwma (DCS), nporpammupyemsie
NOTM4ECEME EoHTpONnepsl (PLC), nyneTel OMCTaHUWWOMHOMD yhpasnedss (RTU), WMETennesTyanbHbe
INEKTPOHHBIE YCTPOWCTEA, cWcTemMbl SCADA, ofbeduHEHHLIE CHOTEME! INEKTPOHHOID ASTEKTHPOBAHWMA M
KOHTEONA, CHCTEMEBl YHETAE W COAYH-NPHEMEM, 8 TAKKE CHCTEMBl MOHUTORWHIE W AWHArKOCTHEM. (B gaHHom
FOHTEKSTE NDOMBILLTEHHBIE CHCTEMBl YIPARNEHWA HageneHs DaicebiMe yHELMAMA CHCTEM YyNPaBneH9A
NEOUBCCamid W aBTOMATHIMPOBaHHBIX CHCTEM Se30nacHoCTH [(S15), 0Topee MOryT ChiTe Kak diMIndeck
OTOENEHE ARYT OT QRYra. Tak 4 0B beQuHEHL OPYT C OpYromM ),

b} acCoUMMpOBaHHLIE CHCTEMBl YPOBHA 3 WMOW HAHEe D3I0B0N MOOEMNH, ONWCaHHON B paigens 6.
HanpuMep, CHCTEMBl WIDEROSKWETS WNW  MHOTCCERIHONS PEMYMMDOBAHKA, ONTHMHIATODE PEansHOnD
BREMEHK, CHEUHANEHLIE MOHWUTORE K OBOpYOOBaHWI, rPadHYeckHe MHTepEeRcH, CEPREDE-apKHBATORE,
ABTOMATHIMOODAHHEIE CHCTEME! YNPABNEHKMA NPOMIBCOCTEEHHLIMY NPOUSCCAMH, CHCTEME OOHADYHEHWA
yTederk Wz TpyDonpoBodoR, CHCTEMBl  YNPABNEHWA NPOMIBCACTEOM paboT, CHCTEME  YNDABNEHWA
OTENISEHAAMN W CHCTEME! YTIDABNEHKA INEKTROIHERTMER,

C) ACCOUMWMDOBAHHEE BHYTREHHME, NONEIOBATENBECKAE, CETEBRE, NPOrPaMMHBE, MAWWHHBIE WK
NEHBopHBIE MHTEpdeRcE, MCNoNBAYEMbIE N8 0GECNedeHHs YNPABNeHHS, J3WHTE U YHELHOHANBHOETH
NEOHIBDOCTBEHHEIX AW GUCTAHUKOHHEX ONepatkd B X008 HENPepbliBHBbIX, NEpUOOHYeckHy, QUCKPETHLIX H
NEOHHAE NPoUeccoa.

1.4 KpUTepHH, OCHOBAHHLIE HA JERCTEHAX

KpuTeprd  ans  onpeasneHds  OelcTEAA, OTHOCALWMXCA K NPOM3IBCOCTEEHHBIM  ONEepaLdAM,
voTawoBnedel B8 M3K 62443-2-1, awanorvydell nepeded: KPATERPMER ONPpEQEeEnsd AN HACTORLWEro
cTaHgapra. CHUCTEMY CNedyeT cHMTaTe Nognagakwer nog obnacte NoUMEeREHHA CTaHgGapToR ceprd MK
62443 gcnu OSRCTEMA, BLNONHASMEIE CHCTERMOA, HEeoDX0OMMEl ANS JOCTHHEHAA MoDol W3 chnegyiowmx
LENEA;

a} NporHoadpyesog yHELMOHWDOBaHKE NCUecCa,

b} BEaonacHoCTe NPOUECCOB WK NepcoHana;

C) HAOEWHOCTE WK ACCTYIHOCTE NPOUECCOR;

d) addhe K THEHOC TE NPOUBCCOR,

&) CNepaTHBHOCTE NPOUECoos,

T} KadecTBO NDOOVELAA,

Q) 3MWLEHHOCTE CRPYKaIOWER cpe e,

i) HOpPMATUBHO-NPAROBGE COOTBETCTRME,

i} CORIT NPOQYELMK UK NEpedaqa ee NoTpebuTeno.

1.5 KpuTepHH, OCHOBAHHLIE HA HMYLLECTESHHEX 00 LEKTAX

OENacTe NEMMEHEHHWA HACTOAWETS CTAHOA0TA BENIOSAET B cebA TE CHCTEMB! CREOM HMYLIECTBEHHBIX
O BEKTOE, HOTOPLIE YAORNETEODAKT MOGLEM M3 CNeayiowHy KPMTEDHEE MNK GEaonacHocTh HOTODLIX BAWHA
ANA 3AWMTE ADYTHX MMYWECTREHHEY 00 bEKTOR, YOOBMNETACRAIOWIME STHM KDHTEDHAR:

a) o0 LEKT MMEET XOIAACTEEHHYID LEHHOCTE ANA NPOYEcca NEOWAIBoOCTEA MK IKCNAYaTaUxm,

b} o0 REKT BRINONHAIET yYHELMID, HEOSE0qUMYE ANA NPOUSCCa NPOKMIESOCTEA MK SKCNNYATALMH,

C) OBREKT NpeOCcTABNAST COBDOH HHTENNEETYaNbHYK CODCTEEHHOCTE, OTHOCRLLVIOCA K NPOLeccy
NEOHIBCOCTEA MMM SKCNNYATALWM,

" TIOHATHE #XOMMYHMEELMOHHLIE COTHR BRMIO4AET 8 CobA BOE THNLI CEEACTE EOMMYHHKILMA, B TOM 4HCNe
pEIROM poaa GeCnpoEOgHOR BOMMYHHEAUWA. MogpolHoe onNUcasde BENoNLI0BAHNA DECNPOIBOaHOR EDMMYHHESLWHY 2
CHCTEMEX NPOMBILLNBHHOA AETOMETHEM BRIXDOWT 38 PaMEM HACTOSWETD CcTadapta. Teskonoivd  Secnposonsoi
HOMIYHHEALHA YyTIOMAHRKTOR 00000 Ml B Cy4amd, B0NA 1 MCNONbB3IDEaHHE MNK 2a08ACTEDEEHHE MOHET HIMEHHTE
EBPAKTED JEACTEYIWER MM TpebyamMon BeaonacHoCTH.

2
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d) obweEET Heobxodus ONA OCYUWECTENEHHA ¥ oSecneyeHna DeaonacHocTd Npouecca NpoUIesdcTea
MK JECTAYETaUMm;

£) OELeKT HeobXoOWM ONA 38WWMTe NEQCoHANa, NOADAOYMECE W NOCETHTENER, YHaACTAEYIOWHAX &
NPOUECCe NPOHIBOACTES WK JKCMMYaTaLMK,

) 05 BerT HeoBXoOMM SNA I3WNTE OKPYHAIOWER Coeabl;

Q) obbexT HeoGXoQWs ONA JAWMTE  HACENEHKA OT CODoITWMH, CNPOBOUMDOBAHHEE NPOUESCCoM
NPOWIB0OCETES KNH SECMNYATALMI,

h) obwext npegcTaendet cobol npapopoe  TpefoBadue, HANPABNEHHOE, B YAcTHOCTH, Ha
pfecnedeHye BEacnacHocTH NPOLUECCa NPOWMABOLCTEA MM JKCMNYATALKMM,

i} oDberT HEOSXOOWMM ONA BOCCTAHOBMNEHHA NOCME YPeIELHMaRHEE NEPOWCLLECTRHE

|} CEBEEKT HEODXOOWM ANA PETHCTRAUWMK JaHHeX O COBLITHAY GE30NacHOCTH.

DENacTe NPUMEHEHMA BEMKYaeT B CeDA CHCTeMbl, HAPYWEHWE DeI0NacHOCT KOTODBIX BMOMET
NOCTABKMTE MNOL YIPO3AY 300poBbLe MW Ge3IsnacHocTe HACENeHHA Wik paboTHHECE, NPWBECTH K NoTepe
O0BEgWA  ©0  CTOPOHBl OSWECTBEHHOCTH, HADYLWEHAID DErNamMeHTHRHE HOPM, YTEYEE WNe  noTepe
OOCTOBEPHOCTA CNysetHoR Wnd  EoRdrIsHUWANBHoN AHQOPMaULHE, 3arpAIHesnn CEDYHaInWen Ccpe ik
WANK IKCHOMHYECKEDMY YILepDy, HNH OTPA3IWTECA HA KakoM-NHDo cyOBerTE MMM NOKANbHOR HALKWOHANEHOR
BEI0NacHOCTH.

2 HopMaTHBHbIE CChINKK

B HacToRWEM CTAHAAPTE HENONEIOBAHL! HOPMATHEHBIE CChINKK HA cnegyiowWe ctadpapTel. Ona He-
OATHROBAHHEX CCBINOK NDUMEHRIOT NOCNEOHEE HIDAHKE CChINOYHOND QURYMEHTA [BKNKYAR MNoDsIE HaMEHEe-
HIAga).

M3IK 62264-1 MuTerpauksa CHUCTEM YNIPasNeHua npegnpEATHes. HYacTe 1. MOOENKH ¥ TepMEHONOMA
(IEC §2284-1, Enterpnse-conirol system integraticn — Part 1: Models and terminclogy}

WMCOMBEK 15408-1 MudoopsiaumonHan TexHMea, TexHonordd BeaonacHocTd. KpuTepid ocuesHid Geao-
NACHOCTH MHEOPMAUMOHHONR TexHreM, HYacTe 1. Beegexwe n ofwan mopenes (ISOVEC 15408-1, Information
technology — Security techniques — Evaluation criteria for IT security — Part 1 Introduction and general
miodel)

3 TepMKHbI, oNpeaeneHMA W COKPaLLEHHA

3.1 Obwre ceeaeHWA

B HacToRWEeM CTAHJADTE 4YacTh ONPEOENeHHA  JAWMCTECEAHA W3 YCTORBLUMXCA WCTOMHWKOR,
OTHOCRLWMECA K TPAAWUMOHHEIM OTPACMAM NEOMBILNEHHOCTH, 8 HEKOTOPBIE ONPEOeneqHs cnegyint ua
Gonee oGWKHE CRpegened i, MCNoNEIYesbE B ohNacTd *HDOoDMaULHOHHLIX TEXHONOTAA,

ANDADHTHEIR NEpEYedh TEPMUEHOB NPHBE0EH B NDUAoHKEHAH A

3.2 TepmuHe! M onpegeneHma

B HacTOAWEM CTAMOAPTE NPUMEHEHE CNegyoliMe TEpMUHEl ¢ COOTEETCTEYIOWMMA ONpegdens-
HHAMK:

321 poctyn (access) BOIMOMHOCTE M CPEOCTEa ANA 0DMEeHa COoODLeH AAMH UMM MHOrD B33W-
MOQEWCTEHA C CHCTEMOW B UENAY HCMONLIDBEAHWA PECYPCOB CHCTEME.

Mpuwmeyar e — OooTyn MOKET NPEANONEraTe GUINHBECKHA Q0cTyn {HMIKYeckan ABTOPWIALEHA, Npenac-
TapnsEaMan ons nocTyng B yH4acTok, HanWwHe MexaHH-aECceord 3amMed, |_||."'|H-HD.EI_, WnAa KEapTa QoOCTyna, Hne El-'h'.ll'ﬂE‘TpH'-IE-

CHME NPHIHAKA. OBSCNaYMBAHILME ADCTYN) WK NOTMSECKMA JOCTYN (SETORWBAUME ONR BXDOA 8 CHCTEMY W NPOTpanMy,
OCYVWACTENASMAR NYTEM KOMEHHAWAM NOrMSEcHAY M hnanYecrue COsacTa).

322

yNpagnedue AOCTYNOM (access control): 3aluTa pecypeol CUCTEMEl OT HEABTODMI0BAHHONS OOCTY-
na; Npouece, Npd KOTOoM MCNoNs30aaHue Decypool CUCTEMEl PerynMpyaTcn NondTHRCH DeacnacHocTi K
paIpelless TONLED ABTOSUIOBAHHLIM CYyOReKTan (NoNLIOBATENAM, NPOTDAKMMAL, NEOUSCCAM MMM ODYTHM
CHCTEMAM], ABTOPUICEAHHEIM B COOTRETCTRMK C ATCH NOMKTHKOA.

[RFC 2828, nasieHe)
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3.2.3 oTcnexMuBaemMocTk (accountability), CBORCTBD CHOTEME (B TOM YWMCNE BCEX @2 pecypcos), no-
ABONANWES OOHOIHAHMHE OTCNEANTE J2HCTEMA KAKOro-NHho ui cyiLekToR B CUCTEME 00 CYOLEKTa, KOTODEIA
800 OblTh OTEETCTEEHHEIM 38 &r0 OeHCTBHA.

3.2.4 npvnoxerde [application): MNporpamia, KOTODAR OCYILECTRENAST CREUMANEHBE TRACTEWS, HHK-
UMMPYEMBIE KOMAHOOW NONEIORATENA WNK CODRTUeM NPOUBcca, W MOMET COhiTe peandIoeada Hes obpalle-
HWA K CUCTEMHOMY YNPABNSHWD W MOHWTODWHY WAW A0MMHACTRETABHEIM NDHEUNETHAM CUCTEMI.

3.2.5 yyacrok (area); NogMucEacTeo GOUIMHECKON, reorpadMyeckol Nk NOrMYeckol rpynnel MkyLLe-
CTEEHHEY ODLEKTOR, PACNONOKEHHEY Ha TERPPUTODHK NPOMIBSACTRESHHOTD 00 LeKTa.

MpumMmedadde — YYIOTOK MOKET COGEDMETE NPOWEE0ACTESEHHBIE NMHAM, TEXHONOMAYECHAE FHERKA 1 agu-
HHLEl OBOpyS08aHWA. YHACTEM MOryT OelTe COBOMHEHE Memay cob0R NOEANEHOA BEMHBCNATENEHOR CeTed obwerTa v
COOBMEHETE CHOTEME!, CERIEHHBIE C ONEPaLHAMH, KOTODRE OCYILECTENRMTCR HE JSHHDM YHACTHE.

326 MMYLWECTESHHBIA 0BBLeKT (00wekT) (assel]. DUINYBCKHA WNE MOMMYEcKiEd o0ReKT, KOTODRIN
NEAHAANERAT ODTAHWIALMA KTH OTHOSHTCR K HER MHbIM cNocoBomM, NPeOcTABNRA ANA HES CLLYLLSEMYI MK
pEANBHYID LEHHOCTE.

MpeMmeayadne — B ocnyuase cHoTEM NPOMLILLREHHOR SETOMETARM H KOHTRONA radHECkHe oELakThl MM yLe-
CTEA, WMEHIWLME HawBaneWyK WEHHOCTE, MIMERHMY HENOCPEACTERHHO, NPESCTABNRT, Hanpymen, 0DopySosaHne,
HOTOEEIM YIPEBMRIT,

3.2.7 accouymauma (association). COBMECTHRIE OTHOWEHMA Menmay CyDLeETaMK CHCTeMEl, ODLYHC B
uenax obmeHa rHloDMaUHen MEsgY HuMK.

3.2.8 yeepeHHOCTEL [assurance) CEONCTRO CHOTEMB, OGECTeYHBaINLEE JORGDWE K TOMY, Y4T0 CHUCTE-
w3 pagoTaeT TAKKM 00pa3I0oM, 4To 0BECNEYMBaETCA BRINCNHEHHE 228 NOMNMTHEY DEICNACHOCTI.

3.29 araka (attack) MOCAraTENLCTEO Ha CHCTEMY, EOTOROS SBNAETCA CNEOCTBUEM NPOOYMAHHOMD
NNAHUPOEAHKA, T. & YMBILLNEHHOMD JeRcTEMA, NESACTABNANWE: CoB0HA NPOOYMAHHY NONLITEY (QCOGEHHD
8 NNade MeToaa |and cTRaTervd) o0oATH cepancel GeaonacHocTH W HAPYWHTE NONWTUEY Be30NacHoCT cuc-
Temikd [10].

MprMeyaHdde - CYLBcTEYKT PRaNMHHEe OFUENPM3HEHHLE THRLl ATax:

- wAKTHREHAR ATakar WMEET LNk NpeobpaicsaTe PECYPChl CHCTEMEl MMM BO3ASACTECBATE HA &8 pa-
GoTy,

- ¢NACCHBHAA ATAKa» MMEET LENLH IANOMYYMTE HIKW HCNONEIOEATE MHOODMALWKD cHcTeME: Dea Boa-
OEACTEHA HA DECYPChLl CHCTEME,

- gBHYTPEHHAA ATakan — ATaka, HHHLWHDOBIHHAA CYTREKTOM B Npegenas NegrMeTpa BeIcnacHooT
{srHcaRgepoms), T. . CyDbLekTom, KOTOPHA HAgeNeH NPAasaMY Ha NONYYEHWE Q0CTYNA K pecypoam chcTe-
Mk, HO MCIONEIYET HX B UENAx, He O000peHHbIX TEMI, KTO NPeJocTasydn 3TH npasa,

- 4BHEWHAA aTaKax» — AaTaKa, HHWUHHPOBaHHAA 38 NPpeaenaMu NepuMeTpa GesonacHocTi He-
ABTODHIOBAHHEIM WK HEYNONHOMOYEHHEIM NONEIOBATENEM CHCTEMBI (MM MOMET GbiTe 4 WHCARGED, aTa-
EVIOLWMA 33 npegenamd nepuseTtpa GezonacHocTh). MoTeHuraneHeiMeg INoYMEIWNSHHHEIMA, OCYLEcTB-
MAOWAMK BHEWHMI0 aTaky, MOryT GbiTh KAk NDOCTRIE MOGHTENH NOWYTHTE, Tak W OprasHds0BaHHbIE Npe-
CTYNHBIE TEYING, MEMIYHADOQHEE TEPROPKCTEl # BpasgebHsle NpasrTenscTea.

3.2.10 cxema atakd (attack tree) DopManbHEN METOIWYSCEME NYyTe HAXoKOEHWA cnocoboa Hapywe-
HWA BEA0NacHoCTH CHUCTEMbI.

3.2.11 ayour (audit): HesapdoHmMoe HCCNEQoBaHAE ¥ NPOBSDES 3IANHCER ¥ JEACTEMR ONA OUeHKH age-
FBATHOCTH MED N0 yIDABNEHMID CHCTEMON, OGBCNEYEHHA HE COOTBETCTEBMA YCTAHOBNEHHLIM NONKTHESM H
pabouliM NPOUSaYEaM W NOAroTOeKd PEKOMEHIALMA K HEoDKOOMMEM KOPDEKTHPOBKAM YNPABNEHWA, NONK-=
THE ®nK npogegyp (cm, 3.2.101).

Mpuwmeaysa e — CymecTayiT ToK hopibl ByoWTa

« BHEWHHE 3YOWTE — MNPOBOOATCA CTOPOHAMMK, HOTOPEIE HE ABNRIOTCA COTEYOHMKAMK WNH NOGPAIYKW-
KAMIA ODTaHM3ALAA;

- BHYTDEHHWE ayguTsl — NPOBOOATCA OTRENEHON CpraqvIaguoHHOR eruuuei, KoTopas cne-
UMENAINPYETCA Ha BHYTREHHEM ayOuTe;
« CAMOCTOATENEHEIE MPOBEQKA  ANPAENEHMA — NPOBOGATCA COTPYAHMEIMW  ODraduIaLuny,  I1a-

HA M KL MME AHANOMASHEIE GOMHHOCT B 05NacTd aaToMATHIALKK NPOLECCOs.
3.2.12 BbINONHATE ayTenHTHgWKauMw (authenticate): MpoesepATe WOSHTHDHEIALHOHHYID WHGOPM -
UKIO NONBICBATENA, YCTPOWCTEA Ha CTOPOHE NoNLIo8aTens |WhK Apyrors oyDhesTa, HNK uwenocTHOCTE JaH-
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HBl, COXPAMASME, MEPESABAEMBIY WK NOORELEEHHEY WHEM ODpaIom DUCKY HECAHKLMOHWDOBAHHOMD
Npe0BpaIoBaHya B KHOODMALWOHHOH CHCTEME, WA YCTAHARNHEATE NPABOMEDHICTE NEDERAHN DaHHEIX.

3213 ayrenTtidmkagna (avthentication): Mepa GeacnacHocTd, 3anpossTUDOBAMHAA HA YoTaHoRNE-
HIAE NPABOMERHOCTIA NEREeaY, CAMOTD CODBWEHMA, HNM 80 HCTOYMKES, a TAKKE CReCTRO NPOSEDEM SBTO-
PHIALWOHHBIE JAHHEK HHAKBROYANEHOTS NONB3I0BATENA ANA NONYHEHWS ONPedeneH by KATeropui wiiop-
MALN.

3214 apTopWMlauWAa (CaHELWMOHADORAMKE, CAMKLMA, HAOSNSHWE NPaBaMK, AETOPHIALWOHHEE GaH-
Hele) (authorization): MNpaes HNH paspeweHHe, NPEgocTaBNASMoe cyDLerTy CHCTEMB ONA NoONYyHeHns 0oc-
TYNa K pecypoy cucTeMel [10].

3215 aBTOMATHIHPOBAHHLIA NOOBHMHEIA 00BeKT [automated vehicle): MobWUNeHoE YCTPOWCTED,
CHADHEHHOE CHCTEMORA YNPABNEHKS, KoTopaA obecnadueasT ero QyHKUMOHWPOBAHKE B ABTOHOMHOM DEHH-
ME WNH PEEAME QUCTAHLWOMHONS YyNPaBNeHHA.

3216 AoCTYNHOCTE (padoTocnocobHocTk) {availability) CnocofHOcTe HOMNOHEHTa BRINCMNHETE
Tpehyemos DeRCTEHE NPH 33NAHHEY YCMNOBWAX B 3303HHENA MOMEHT BOEMEHK WY B NPOOOMTEeHKe 3a0aH-
MO MHTEPBANS BPEMEHM, SCMKH NPEOOCTARNEHEl HEOBXOOMMEIE BHELIHWE DECYDCH.

Mpumedanue ! — 313 cnocaBHOCTE 33BWCHT OT CNBOYVHALME ACNEKTOHE, PACCMETIMBAEMEX B COBOKYNHO-
CTH: HEOEMHOCTH, YOOBCTES CONPOROHOSHNA 1M KE4ECTEE TEXHWHECKDA NOOOSDHEH.

Mpuumedanue 2 — Hoobiooumele BHELWHME DECYPCE, OTNWHHEE OT PECYDOOE TEXHWHE Cxoro abomymea-
HWA, HE BRMAKIT HA NOKEIZTENL OOCTYNHICTH KOMITOHEHTE.

Mpuwmedarnuwe I — Bo paduyyscson AZBIKE MCNONBIVETCA TAKKE TepmuH adispaondbilites 2 3HE%EHUA HTE-
EYLUER O0CTYMHOE T

3.2.17 rpanmuya (border): MNpegen Wnd pased OUIRYeCKON MM DorHYeckoi 30Hsl BE30nNacHOCTA.
3.2.18 dorheT (Dotnet): CoRoRYNHOCTE NPOMPaMHbX POSOTOR WNK BOTOR, KOTOPRE DYHELWOHUDYIGT
ARTOHIBAHO,

Mpuwedadre— Coznarant DOTHETA MOHEET QWCTEHUKWIHHD YNPAENATE pAGOTOR rpynnel obwerTon, 2a4ac-
TyE) B HEONaroBMgHe x yenax.

3.2.19 orpanddverde goctyna {(boundary): MNMporpasmibid, annapatsid WNE gpyron QUanYeckii
Dapuep, KoTODBIA OrpaHHHMBAST JOCTYN K CHCTEME WNK 88 4acTH,

3.2.20 kaWan (channel): Ocoban CEBAIMAA NHUHKA, COIJaHHAA BHYTDH CRAIVIOWEND TpakTa (cK. 3.2 27).

32217 wpunTorpasmma, (2a)wndpporanHeii TexeT (cipherext) Januee, npeodpasosaHibIe nyTesm
WHRPOEaHWA TAKWM OBpalom, YTODbL KX CeManTHYeckas MHbopMadra (T, 8. CMBCT) BRIfa HenoHATHA WK
HEMOCPEICTEEHHD HEOOCTYNHA.

3.2.22 knuenT (client): YoTpodcTeo WNK NPHUNCEEHEES, NONYYAIOWAE WKW 3aNQall¥EaowHe CEPBHMCE
MW HHEDOPMaULKID © NpUNowenns cepeepa [11].

3.2.23 HOMMYHHEAUMOHHLIR NYyTe (communication path): Nord4eckan CeAds MENDY WCTOMHWAKOM HH-
popMaUMK U oMM MY Donee agpecaTamMy, KOTORLIMA MOryT OwiTe YCTRORCTER, dMIHECEME NPOULECCR,
INEMEHTEl JAHHBE, ESMAHOL AOK NpOrpamMMHbe AHTEpdench .

MpumedaH e — KoMMyHHESLWOHHER MYTh HE CEOQUTCR ¥ NPOBOOHEIM MKW GECMpOBEOOHEIM CETHM W MOMET
BENEFHETE B CebA gpyTee CcpegoTea KOMMYHWESALMA, TakMe KAk oSpaleHEn K NaMATH, BeI20BL NPOUBOYD. CTRYETYES Ma-
TEPHEANLHOR OCHOBLL, NOPTETUEHEE HOCHTEMKH WHEBOPMALMK M BE38MMO0SACTEMA MEHDY NHIOEME.

3.2.24 6e30nacHOCTE KOMMYHMKALKWM (communication security):

a) Mepkl, pEANUIVICWME K rapadTupyiowre gaborocnocobocTs ceparcoa Bea0NaAcHOCTH B KOMMYHH-
KALUMOHHOR CUCTEME, B YACTHOCTH — CEQRUCOR, KOTOPLIE CBECneYHBaT KOHBWOSHUHANBHOCTE W WENoCT-
HOCTE GEaHHLIX, 8 TACKE ayTeHTHRMEUMI0 CyELeKTOR, YYHACTEVIOW MK B Nepeaaqe UHgopragn9.

b pesmuds, OOCTHMHYTRIR 33 CYBT DeAndiayud Cepaucoa DeaonacHoCTH, B YACTHOCTH — COCTOAHME
HOHPUOSHUMANEHOCTH W WEMOCTHOCTH OaHHbIX, A TAaHE YCNew ol ayTedTidukausy cybwesTos, y4acT-
BYIILLAE B Nepeaqe HHDopMaUE.

Mpumeyaduwe— DavHoe nodATHE 0ieMHD PRCNPOCTPEHABTCR HE KPMNTONREEMHECKHME BITOpTME, 8 TaK-
HE METOOL W NPOUSCoL YIPSENEHKA Wb posasven, yoTRORCTEE ONA KX PERNNIALWA. 1 YNPEEMEHNE HHIHEHHBIM LWE-
now Whpyamon METEpHAna W cpencte wwhposasns, OnHako EpENTArpatimHeckke aNMOpUuTiE, 3 TAKHS METOOS M
NPOUBCChl YNPEENSHWRA WthpoBaHves, MornyT GeiTe HE NRUMEHAME! K HEROTORLIM NPHACHEHAAM CHCTEM YyIPRBENEHKA.

3.2.25 roMmMyHMEALMOHHAA cueTema (communication sysiem). Kouwdrypauwa annapartsorn obecna-
YEHWA, NPOMPaMMHOND OBECNeYeH A W CPEabl NPOXOWASHWA CHMIHANOE, OBeCneYMBalLan Nepeaady HMH-
POPMALMOHHED COODLLEHKE OT OOHOMD NPHUNCHEHHA K Spyromy [9].
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3.2.26 yTeuka vHdopMauMK (compromise) HecadkuWoHWDOBaHHOE PAcCerpeYuiBaHHe, HIMeHeHue,
JAMEWEHNE MKMW HCNCNEI0BAHUE MHQOPMALKH (B TOM YHCNE KEDHNTOrPadiMdeckiy KMoYen K OTEDETOMY TekK-
CTY W OpYTHE BEEHedlL Wy napamMeTpos SeaonacHocTi) [12].

3.2.27 tpaKr (conduit): NMordyeckos obbeQuHEHHE KOMMYHMEIUROHHEX 0BwerToR, ofecned«Baoles
Ge30NACHOCTE COASMMALIMECA B HHX KAHAMNOR.

Mpumedadne — Coomus obpaon mexadrsacarn xabenanpoeog 2awnwaEet e o7 duameckon no-
EPEHISHAR.

3.2.28 vondmaeHumansHocTe (confidentiality): Mapawtke Toro, 4to MHdopMmagma ke OyOeT pacspeTa
HEABTOPHICBAHHEIM NMUAM, NPOLUETCAM MW YCTPORCTBAM.

3.2.29 wentp ynpaenedwa (control center). UerTpaneHetA NyHET yPaBNEHHA TRYIN0A MMy ECTREH-
HelX 00 LEKTOR.

MpumeasaHde 1T — Ha npagnpyamaAe NpoMsILneHHoR MedpacTpykTyps 00BIMHD HCNONL3IYETCA OOHH WKW
Dones LEHTROE YyHPSENSHWA ONA HOHTRONA KNW E0O0POMHSLLEAN NPOUSCCoE, NPOHCEOOALIWNE HE NREORpEaATHE. Ecng uex-
TPOE yNPEBNSEHWA HECKOMEKD (HENPHMED, MMESTCH PEZEDEHBIA LEHTE HA OTORNEHON TEpPMTOpHN obwesTa)l, 70 OH4, KEK
NpEBANG, CEAZaHE Mekdy CoBon rnobans HOW BEMHCNMTENEHOR CeTerd, LeHTp ynpasnasns sernodaeT 8 cebs cuotemy
AWCNETHERCRoM KoHTPONA 1 chopa gaddex (SCADA) SocTEOMNBNTEDEN B COOTESTCTEVOWKE CREONCTEE aTODpaMEHHR
WHbOpMELWKM ANA CNEPaTOPOE, 8 TAKHE BONOMOraTansHeEe MHPOPMAUMOHHEE CHETEMEL TAKME KSH CHPEED ADXMEHEIX
OBHHBE.

Mpremevadwe 2 — B HEKDTOpE OTRACNAXN NPOMBLUNEHHOCTH MOXET Sonbwe ynotpebnATecR TapresH
ANYNLT YIPSENSHHAR

3.2.30 ynpasnaowee obopygosadine (control equipment). Knacc ofopyQoRaHdA, KOTOPRIA BENICYE-
&T B Cebd pacnpedeneH eEE CHCTEMEl YNDABNEHHA, NPOTREMMADYEMEIE NOTMYECEHE KOHTRONNEPE, CACTE M
SCADA, cOOTRETCTEVOLWME NYNETE ONEpaTopon, a Takke nepubepritiere 0aTYHEN 1 MCNOMNHATENEHBE Ma-
KAHWIMEL, WCMHONbIYEMEIE AMA YNIPABRNEHWA W DEMYTIMDOBAHMA NPOUSCCE.

HPMMEHE.H He — THFIMIJFH PERCNPOCTRAHAETCE TAEME Hd MPOMbILUMEHHEE CETH, FGE NOMAEE A anNnopATiie
YIPEENEHWA PEANWI0BAHE HE HHTENNEETYANLHEY 3NEETROHHBIX YCTROWRCTBEY, EDODOHHHDPYHILWY CNEPaLnHMe MaERDyY Co-
OD#,. 8 TEEHE HE CHCTEMEI AGNH MOHATODWANE NPOUSCCE @ Ha CACTEME!, BONONeEYeMbIE ONA CONPORBOEOEHAR MPpOLBCCa.

3.231 ynpaenfwwan ceTek (control network): CeTe © MECTEWM BpEMEHHbIM PESsUMOM, KOTOpad
OEEYHO CBAIAHA C oDODYOoEAMMEM, YT PABNADWHM DHUIKYeckiM NPOUeccom (oM. 3.2.97).

n PHME4Ya HHE — '.‘-"I'IFE.E.I'IHPCILLIHﬂ CHTE MOMET DbITk noopainaenada Ha 20HE, NP 3Tas B OOHOH OpraqHyag-
LIMH KM HE OOHOM 0D ESETE MOHET DhITh MHOMECTED OTASMHEIX YNpaBEnADWKE CETa,

3.2 32 vanepEed (cost) BenvYMHa WaMepiMby DacK0o0os ANS OpraddIamdE Wne ndws.

3.2.33 WouTpMepa (countermeasure). JelcTede, yCTROWCTEBO, NPOUSOYEa WNKM CTRATEMWA, KOTODGLIE
oCnAabnAKT Ypody, YAIEHMOCTE MK NPOTHEOOERCTEYIOT ATAKE NYTEM B OTRAKEHHA WKW NPEO0TEDAULEHHA,
T MAHAMWIALNA YIWEPGa, KOTODLIR OHa

COOCOBHA HAHECTH, MW NYTEM 22 ODHADYHEHWA W COOBLLEHAA O HEeH, YTo0E Moo BETeE NDEaNDHHS-
TO KOPPERTURYHWEE O2RCTEHE.

Mpremeasda Hna — B HEHOTOPLIE HOHTEXCTAX ONR ONMACEHWA 3TOR NOHATHA WMCDONBIYETOH TAKME TEpMHH
ARBpE 3awWnTele (control). TpUMEHHTENEHD ¥ HBCTORWEMY CTEHOaPTY Swibpad TERpMHH aROHTRMEpa: B0 azbomanme
MyTEHALL & TEPMUHDM synpasnadies (control), OTHOCAWMMER |k yNPEENEHAD Npoyeccans [10].

3.2.34 kpuntorpadmyeckui anropute (cryplographic algorithm): Anropams sa Gaze saykn gpunTo-
readiii, KOTOPEIA MOMKET BENI0YATE B cefA anropuTMel WAGDOBAHKA, KDHUNTOMDagHYECRHMe REl-anrop|TMal,
ANMOPHTME UHDPOBOEA NOONHCKH MW ANropMTME: DACNPELENeHHs KNoHe,

3.2.35 epunTorpacpuyeckdid kmod (cryptographic key) Bxodwol napaMeTp, ECTOpPRIF BaphdpyeT
NpeodpaloBaHng, BeiNOMHEHHDE KPHNTOrpa@AYeckiM anropiuTon [10].

Mpumaysadue — DOeqHo ynoTPERNASTER CORPALBEHHEIR TERMAH 8 KNS .

3.2.36 kvbepbelonacHocTe (kMbepzawKra) (cybersecunty). dencTems, HeoSXogWMEE ON8 NpeQoT-
BRALWEHWA HEARTOPWACBAHHOMND WCNONBLICEAHKE, OTKA3A B oOCMyHMBaHWY, NPecBpaloBaHls, DACCEKDEYK-
BAHHA, NOTEDH NRUDEINK, WA NOBDENIEHWA KDHTHYSCKMX CHCTEM WKW WHpopMaLHoHHEX oDBarToa,

MpremMmeda e — Lens npu atoM — yMEHLWHTE NEPCOHANEHEA PHCE TREEMAROEEHAA MNH PHCE VWTPOS5
MOPOELKY HACENEHWA, DUCE NOTEDK JO0BEPHA OBWECTESHHOCTH MM NOTPEBHTENER, PAFNAWEHMA ARHODMELN O BEH-
Helxk OOLEKTAN, HEIFWHWEHHOCT DHIHEc-00LEXTOR MM HECOOTEETCTEAR HOPMETABAR,. 3TH NOHETAR NPAMEHAME K

6
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noBod CHCTEME B NPOWMIS0OCTEEHHOM NPOUSCOE, HOTOREA MORET BXNNHAT: B ce0A K2k HE3AEBMCHMBIE, Ta8 W CHA3AHHER
KOMMNOHEHTEL KOMMYyHHEELUMA MEHOY CHOTEMEMHA MOHET OCVIWWBCTENATLECE MMEO0 G NOMOWSLD BHYTREHHWE CoODWeEHIR,
Mo “epea NHDEIE NONSI0EATEMECKME MMTH MBWHHHES HHTEpeRcE, rOTOR6IE obecnBwRanT ayTeHTrnkagmu, paba-
Ty, ¥NPEENEHEE MNd oBMal pasdHeMe © MoGoR 13 TAEME CUCTEM yNpaeneqrA. KnbepbeaonacHoCTe axno4aseT 8 cebn
NOHATHAA WOEHTHDUKALWK, By TEHTREWHALWA, OTCREMHEISMOCTH, SETODH3ALMAY, A0CTYNHICTH W NPHEATHOCTIA.

3237 HoHpMOPHLUWANLHOCTE AadHelX (data confidentiality): CeolcTEO, rapaHTHDYIOWES, 970 MH-
opMaUMA He CTana JocTyNHa MNKW PackpLITa Niobsv HEdBETOPHICBIAHHEIM CYOLEKTAM CHCTEMBL, DRMIOYaN
HEABTODHIOBAHHLIX NHL, CTRPYETYDE UK NBOUECCRl.

3.2.28 UeNOCTHOCTE OaMHkIX (data integrity): CRORCTRED, rApaHTHRYICWES, YTO DaHHBEe HE DhinK M-
MEHEHE!, YHASTOREHE MM NOTEDAHE! M3-38 HECAHKLMOHWDOBAHHEIX DEACTEWA KW CNyYaiHo.

n PAMEBEYEHKE— TEFI‘HI.-'IH AFTPEMNBEET HEWMIMEHHOCTE K HI:H-|¢|I.'H,|J.HHLI.I|-'IE.I'I-I:|HDETI:- IHAHEHWA OAHHLIN, HD HE
HHdJBpfdaquJ. HOTORYH OTRa&d0T 3TH 3HEHEHWA, H HEHaOERHOITE MCTONHAKS 3HEYEHA M.

3.2.30 pacuwmdppoera (decryption): MNMpoueco npecbpasoeaHys 2aWWHPOBAHHOID TEECTA B OTEPRITEIA
TEHCT C NOBOW K KDHNTOMPagHYECKOrs anropuTMa M Enioya (cam. 3.2.47) [10].

3240  awenoHvpoBadHan 3awuTta (defence in depth). Hanuswe mHoRecTBEHHOR JAWMWTE, B 4aCT-
HOCTH — B BALE YOORHER, C© UENs0 NPeaoTELAWEHHA KW X0TA Gk COSQKHBAMAA ATaKK.

Mpumedanuwe — JWaNoHUEPOBEHHAR JEWNWTA NDEONONATEST HANWHWE YDOBHER 381W0ATE W O0HApYHEHWA
yIpod gase Ha obocobnerHeix CHoTeMa v CONagasT CRenyrLKMmMK NDAIHSKaMW

- ANOYMBILTNEHHHEY CTANKMEBAHTCR © NPoinemol HEIaaTHOM NPOXOFOEHAR MNY 0EXOHO8HNA KEHGOID YDOEHR,

- 0ePExT HE OOHOM YROBHE MOmaT BeiTe Gonalnad BOIMORHOCTAME ODYIAX YPOBHER;

- DEA0NACHOCTE CHCTEMEl CEOOMTCA K HEGODY YPOBHER, KOTOPEIE ONpegensoT Taoke obwyso Gez0nacHocTs CaTH.

3241 pemunuTapuaceadsan aoHa (demilifanzed zone): MNepudeepryeckiil CErMEHT CETH, KOTOPRIA
NOMAYECKA BCTABNEH MEXOY BHYTPEHHER 1 BHELWHMEN CATRMM.

Mpuumedarnue 1 — PyHEUMR JEMANHTEOUICEEHHOA 30HEl — HABA3ATE NONWTHEY G230NacCHOCTH BHYTREH-
HEH CETH B DTHOWEHWH BHEWHErD ciMeda medoprauren 1 NDEQOCTARMATE BHELHKM HEHANERHBIM MCTOYHMEAM Orpa-
HYHEHHLIA O0CTYN & AHDOpMaUd, Npagnonaraowed B8 PACKPRTAE, OGHOBDEMEHHD JAlMIWEA BHYTPEHHIIK CETe OT
BHELLUHAK BTAL

M PAMEYHaHKME 2 — B KOHTEECTS CHCTEM I'IFIDMHL!.LI'IEHHDH SETOMAETHEA M EOHTRONA TeEpPMEH +#BHYTREHHRER
cETen ObLMHO OTHOOMTEA K CETH MNK B8 CEIMEHTY, KOTODEE COCTaBNRDT rNAasHEIA ODLERT 33WKMTE. HEI'IFII.-'IMEFL Ypdae-
MAHMLHA C8Th MOXET CHUTATECA HI-!'!,I'I'FEI—D-IE‘IH, ECNH OHE COEBOMHEHA © BHELWHSR OSN0BOR CETRHI.

3.2.42 otias B obonysueanmk (denial of service). MNpegoTepawenne MNKM NDEpLIBARKE ABTOPWMIO-
BAMHOD OOCTYTE K PECYDCY CUCTEME! MNK 3a080%Ea B DEACTEMAK MMM ©YHELWAX CHCTEME.

n pPHMEYaEHME — B roHTERCTE CWMCTaM I'IFIDMHI.IH'IHHHD'E SETOMATAEM W EDHTPOMA OTHA3 B UECIFWHE.HW
MOEET OTHOCWTECA K NPEEDELeHID I:l]'_-.’I-I-HLLHUHHWE-HHHH NpOUacca, a3 HE TOMEED ¥ NMPEEDELEHED NepagdyE QaHHRX,

3.2.43 uvdpporan nognMce [digital signature). PeayneTaT EpunTorpadrYecksrs npecbpaionaniin
OAHHLIX, KOTOPREA, NDW YCNOBKMK NEABKMNEHON PEANKIALKK 3TOMS NEecbpasoeaHMd, NPegocTaENAET CEaMckl
AYTEHTHDHKALWA HETOYHHES, LENOCTHOCTH OaHHB W TAPEHTHI0 COXDaHEHMA ABTOPCTEA NOONKCABLIENOCA.

3.2.44 pacnpegenexHan cucTema ynpasnerua (distnbuted control system): Tun croTeme ynpaena-
HWA, B KOTOROH ANeMedTel CHETEME PACCDEa0ToHNEHE . HO DaBoTanT BIaMMOCEAZAHHD,

Mpumedaru el — PIcnpegensHHbE CHCTEME YyNPAENeHA 0BLHHO tApEKTEPHIYHITCA MEHEWNMIE IHI4YE-
HHARMIA KOHCTEHT BREMEHN CERILIBARWR, 480 CHoTeMme SCADA,

Mpumedarie 2 — PacnpegeneHHee CHCTEMBl YNPABNSHMA OOLMHO NPHBRISEHL M K HENPERBIEHLIM Npo-
UACCEM, TAKMM KE3H BeIpaBoTHa 3NeKTPOaHEnnaM, O4MCTRE HathTH M Fa3a, susudeckoe, dapMmaussTuyackoe i BymamHos
NpOMZE0OCTAD, TAH W OWCEPETHEM NPOUSCCEM, TAKMM ESK NDOM3BDOCTED AETOMOBHNER W NDDHHE HAGENWE, YNAKOBEKS W
CHNEQAPOBAHE.

3.2.45 pomen (domain) Cpega wnW KOHTEECT, KOTOPEE ONpegdeneHel NonATUECR Sea0nacHocTH, Mo-
Aenbi GeannacHscTH HNM agUTERTYROR Be30NacHOCTA W MOTYT BENI0YaTe B cefa rpynny pecypoos CHoTe-
Ml W TPYTINY CYyTLERTOR, MMBIOWAX NDARD HA JOCTYN K DECYPCam.

3.2.46 HECAHEUMOHHPOBAHHOS HIBNGYEHWE WHpopMauMK (eavesdroppingl: MpockoTp |Mnu gukca-
LKA NELEIAHHORN MHPOPMAULMK HEABTODHIOBAHHLIMKN YYACTHHKAMM.

3247 wucporanwe (encryption). Kpunrorpadwideckos npeobpaicbadkie OTERRITOMD TEXCTa B aa-
WkpoBaHHLIR TEKCT, KOTODBIM CHOLIBAET WCXOOHLIA CMBICT JaHHEE BO M3bewande pairnaweHds dakTa Mx
CYLEBECTEOREAHWA WM MCNONBEICBEARKA (oM. 3.2.39),

FOCT rocTP 56205-2014 Crparmuia: 11/80

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-56205-2014
http://GostExpert.ru
http://GostExpert.ru

rocT P 56205—2014

MpuwmeaysaHdue — Eonn rawos npeobpainBaH@ue oDparMo, To COOTESTGTEYHILWA obpa THRR NPOLecs Ha3kl-
BAETCH NPACLWPPOBKIAS, NPK 3T0M IFWnhPOEBEHHEE OEHHES BOCCTAHABNWMESHITCA 00 WEXOGHOM COCTOAHHA.

3.2 48 npegnpuaTie (enterprise). CybuerT X0IAACTRORBAHMA, KOTODBIA NEOWIBSOKT WNKW TRAHCIORTW-
DYET NOOOYELHEKD HME JKCNNYATURYET W oDCNyHUBasT WHODACTDYKTYDHEE CEPBMCE.

3.2.49 cucTeMa Macwtaba npegnpHAaTER (enterprize system). COBOKYNHOCT: IMNEMEHTOR MHdopMa-
UKMOHHEX TEXHONOME (aNNapaTHoro W NPOrpamsMHoNg ooecnedednd, a Takke CEpBUCOB), BHEGDEHHBIX C Ue-
Nb YNDOUEHAA BHIHEC-NPOUECca WK NPOUeccos (80 MAHHCTRATHUBHEX MNH NPOSETHBIX).

3.2.50 ynpagnaemoe cbopygoBarKe (equipment under control); Obopyocranme, craqeM, annapaty-
08 WNK YCTAHOBKK, KMCNoNbayeMele B NPOWMIBCOCTEEHHBIX, TEXHOMOMMHECKHE, TDAHCNOPRTHEER, MEQWLMHCKIAL
HITKA OpYIAx Lenax.

3.2.51 npoMibiluneHHan coTe Beogaeeieoga (field VO network): CoeduHuTeneEHoe apeHo (NpoBog-
HOE WK BecnpoBogHoe), KOTOROE CEAILBAST JATHMKH W HCNONHATENLHEIE MEXAHAIME C YIEIBMARLLLIK
OEOPYOOBIAHBEM.

3.2.52 maxcerenoi akpaH (firewall): YorpolcTRo MEMCETEBOID BAAMMOLEACTENA, OCYIWWECTANAIOWES
GUNETRAUMIO TRAgYEKE MEKDY OBYMA CEAISHHBIMK ODYT © OPYTOM CETAMM.

MpumeasaHdne — MasceTepol 3KpaH MOMET MPEgCTRENATE cobaR NHDD NPUNOKEHWE, YOTEHOEMBHHOE HE
HOMMBHITERE 00WSnD KasHaveHuA, nebo ewgeaneHkos YoTPOACTED, KOTOPOE HANPABNRET NAKETH QAHHER SOPEcATY WK
OTHA3ILIBART B NepafaYa/BnIspalasT nakeTs abparHo. O6bI4HD MEXCETESEIE SHDAHE! MCNONLIYVHITCA AN 380AHNA [DE-
HML 30H. Kax npaeunn, MERcETeEsE SEpaHel Dy HELMOHMPYIOT Mo anropaTtan, oBecnesnBaniLumM mabuparansHoe oT-
HOLITIE HOMMYHHEE UADHHLL NOpTOS.

3.2.53 wnroa (gateway). KoMMYHWUEAUACHHOE YCTROWCTES, KOTOPOE NOOCOS0WMHEHD K OBYM (MW Go-
nee) KOMMEIOTERHLIM CETAM, WMEIOWNM CXOMEE HAIHAYEMKE, HO PEANWMI0EAHHEM DaINMYHEM 0BpaI0M, W
ODeCnedHBART CEAZL XOCT-KOMNEIKTEDOB OOHONA CETH C XOCT-KOMNEOTEDAMM DPYTOA CETK.

Mpemrmeya e — TAOKE MOKET NOLPAVMEBETECRE B BHOS NPOMEXYTOSHOR CACTEMB!, BRINONHAKILER PO
MEPEOATOYHOMD MHTERRSRCA MEOY O2YMA KOMNLETERHLIME CETAMH.

3.2.54 reorpadgudeckHd obbekt {geographic site). MoosHOMECTES HINMYECKDN, eorpadyeckon
HITA NOMAYECHOR TRYNINE KMYLECTBEHHLIX 0B BEKTOR NPEQNPUATHA.

MpumeysaHdne — MeorpadwHecird obLarT MOKET COOaMEATE YHROTHN, NPOWZBOOCTEEHHEE NUHWH, TEXHO-
NOMAHECKRE AHERKH W YOCTAHOBEM, LEHTRE! YNPEENEHHA W TRAHCNOPTHRE CPegoTes 1 Beite CBRIAH © gpyTHMK rearpadi-
HECKHMH OBLBETaMH rNODANEHDA BRSHCNETERBHOR CETLHL

3.2.55 crpax {guard). Wnepa, kOTopeIA pACNONO®MEH MEEOy OBYMA CETAMK (MW KOMNLMTEpasMn, a
TAKKE NPOSAMA MHEDODMALKOHHBIMA CACTEMAMK), HYHELHOHADYOLWMME HA PasHBIX YPOBHAX DeaonacHocTH
{OBLIMHD 0OHA W3 CETER JAWMWEHHEE GDYTOA) B CRYEHT NPOMERYTONHLIM ABEH0M Ha NyTH noboro obsexa
HHPOpPMaUHER MeXOy OaHHBEIMH CETAMK. NMUEo ONA NPEgoTERALEHHA NEPEOaHH KOHMWOSHUHMANBEHON HH-
DOopMaLMK M3 GoNes IFWMILeHHON CETH B MEeHEEe aWWMILEHHYHD, NWED ANA CoXpaqeHMa UenocTHOCTH daK-
HblX B BONEE 38 W WIWEHHOE CETH.

3.2.56 xoct (host): KosmneoTep, KOTOPRIA COBOMHEH C HOMBMYHHEILMOHHDN NOOCeTRD WK 0B LegrHeH-
HOH CETLH W MOMET WCNoNBLI0OEATE CEPBMCH, NPEOOCTARNAEMBIE CETeH, ONA O0MEHA DaHHLIMKM C OpYTHKH
NOOCOSOHHEHHEIMH CHETEMARMA.

3.2.57 cHCTEMEl NPOMBILWNEHHOW ABTOMATHEW W KoWTponA {industrial automation and control ays-
tems). IACS: Moynna nepcolana, a TaKe COBoKyNHOCTE annapaTHorn ¥ NPoOrpamMmMHone obecnedeqHm i, KoTo-
phlE MONYT PETYTIHPOBATE WK BOA0SACTECBATE WHbIM 0GpasoM Ha Ge30NacHDe, JAWMWLEHHDE M HAOEMHOE
DYHELHOHKPOBAHKE NPOA3BCACTESHHOND NpOUacCa.

Mpuemesadnae — TAEHS CHCTEME MOMYT BEMFHETE B c20R, HO HE DIDAHEHMHEARITCR 3THM:

- NPOMBILINEHHBIS CHETEME YNDEEMEHWA, BENOHMEE0WWE B cobA pECNPEaeEneHHBIE CHOTEME! yripasnedua (DEE),
NPOIPaMMHPYEMEIS NOTMHECKHE KOHTRoMNER: (PLCL nyneTel QUCTaHUACHHOMD ynpaenasds (RTU], MHTENNEkTYansHee
FNERTROHHBIE YOTPORCTEA, CHCTEMBl OWCNETHERCEOND KoHTPONA B chopa paddes (SCADA), obwaquHeHHLE CHOTEML
SNEETPOHHOND GETEXTARDESHWA W ROHTDOMA, 8 TEHE CHOTEME! MOHHTODMHIE W OWarHOCTHEN. (B DaHHOM EOHTEHCTE CHO-
TEME! YPABNEHAR NPOLBECEEMA HADSNEHE! BA30ELIMKY DYHEUNAMH CUCTEMBl YNPEENEHHA NDOUSCCEMA 1 AETOMATHIHDD-
BAHHOH CHCTEME DeaonacHocTd (S13]), koTopse MoryT DeiTe Wi GHaMYEcHH PaIgeneHs OpyT OT Spyra, Wne obbegnHa-
Hbl GRYT © OpyromM);

- BCCOUMHPOEAHHES BHIOPMALMOHHEE CHCTEMEL, HANPEAMED, CHCTEME YNPERIEHOWETD MKW MHONOCEAZHON pary-
NUPOBEHARA, 8 TAMHS CATEERE ONTHMUIATODS, CNEUMANEHEE MOHUTDPE K oBopynosarnie, rpadiw-+acere mHTepdaRchl,
SXMBATOPL], ABTOMATHZMPOEAHHBIE CHOCTEMED YTIDABMEHWA NPOWIBO0OCTEEHHBIMA NPOUSCCAMEA H MHEOPMEUHMDHHD -
WTIDABENADLIME CHCTEMBI NPEONDUATAR;
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- HCCOUHHMPOBAHHBIE BHYTEEHHWE, NONLIDEBATENLECENME, CETEBEE WMNH MallMHHLE HH'TE'FIIIPEIF'IEEI- HCNONEIYEMeE
anA abecne-sEaHuA YHoaBMNeEHWA. 2dWATEl 1 I:IJ}'HKLI.HDHELITbHClETH NPOAZEOOCTEEHHBDX UI'IEF‘ELIHH B X008 HeMpDeDel BHElX,
NEADOMYECEMY, QWCHPETHERX W NEQYAE NPOUetsos.

3.2.58 vexoaHLid peek (initial risk): Pyck 0o peanvsaudl Mep 3alWTel MNd KodTpmMep (oM. 3.2 87).

3.2.59 wrcadpep {insider), JopepeHHos NBUD — COTPYOHWE, NOAPAISWE AW NOCTABWME, BNagesme
MHEDODMALMER, KOTOPaA, K3K NPas|ng, He HIBECTHa ODWeCTEEHHOCTY [CK. 3. 2.74).

3.2.60 wenocTHoCTe (integrity). CoolciBO CHCTEMEI, OTDAMAMHWES NOMMYECKYI0 KODDEKTHOCTL W Ha-
OEWHOCTE ONEPALUKOHHOR CHOTEME, NOMMHECKYI0 NONHOTY aNNagaTHOMD W NRCrPaMMHcro 0GecnedeHi, o-
TOPLIE DEANWAYIOT JAWATHEE MEXSHHIME, 8 TAKKE NOCTOAHCTED CTPYETYDE M COOER#aHMA XpPaHrMblx DaH-
M.

M FAMEYaEHWNE — B d:ICIFIM-ETIhHUM YENnage Be30NAcHOCTH UENOCTHOCTE Y2010 NOHAMAaXT B Oonae YR8
CMBICMTE — B 3HdYEHHAH 3alUWMIEHHRICTH OT RECAHEUWDHKDOBEEHROMD ﬂpE‘DﬁpEJﬂE—HHHH MM YHAYTOMXEHAR HHﬂJDPMHuHH.

3.2.81 nepexear (interception). HecankyuoHdpoBaHHel# adania Tpaduea (cHddebuar) (sniffing). Ne-
pPEXEAT ¥ DACKDEITHE COOSPHAHNA COODLWEHHE WK NEMMEHEHME 3HANMIA TRadUKE, DCHOBAHHOTS HA DkIAB-
NEHKK AAPECATA, WCTOMHHES COOBWeHHA, YACTOTEl UAM ANUTENEHOCTH NERENAYH OaHHBY M OpyTHx napa-
MaTPOB CEAIM, KAK CLeACTEO HADYIWEHKA KOMBDUOEHUMANEHOCTH KOMMYHHEALWOHHON CHETE M

3.2.62 werepdredc {interface): NorYeckiil BXog WMWK BeIX00, KOTOPEE ODecneqveanT nepegaqy noTo-
KOB NOMAYEcKod HHEODMALWK K MOy MM 13 MOJYNA.

3.2.83 HECAHKUWOHHPOBAHHOS NPpOHMEHOBEHKE (intrusion) AxT HapyWwWeHWA BeicnacHoCTH CHCTEMBI
(cr. 3.2.9).

3284 neTEKTHPOBAHWE HECAHKLWOHHMpOBAHHLIX NPOHWMEHOBEHWH (infrusion detection): CepoMc
BEACNACHICTH, KOTODLIA NOIBONAST OTCNEMWEATE ¥ AHAMNMIMED BATh CHOTEMMEE COCBITHR C UEMNs0 BLIAR-
NEHKA W YEEOAOMNEHMA B DEMMME DeANLHOTD MNW MOYTH PeankHOro BEeMeH O NONLITERX NoNy4eHus He-
CAHKLMOHUPOBAHHOND OOCTYNA K PECYDCak CHOTEME.

3.2.65 IP-agpec {IP address). AQpec KOMNBOTEDA WK YCTRONCTEE, NPEOHAIHAYEHHBIR QNA HE WOEH-
THDUEALMK 1 CBRAM C HHMKA C MCRONLICBAHKEM MEKCETEBOMD NEPOTOKONS Internat M ApYrdx NPOTOKSNOR.

3.2.86 MCO (120): MexoyapoiHas opradd3auua no cTasdapTHaan 9.

Mpumeyarnre— WMCOD — aro e aDbpeawaTypa. Hasamne NpoUEXDONT OT MpEYScror cnoRd #isos, H1a
O3HEHEET 4PABHERD.

3.2.67 ynpapnedde Kn4amu (key management). MNpouecc Mavknynuposadks W yNPasnesMa Kp9n-
TOMPAQMYECKUAMN KWNICYAMK ¥ COAIAHHLIM C HMMKM MATEDAANOM (HANDHMED, HHMLWANMIADYIOLIMMK aHa4e-
HIAARM]) HA NEOTAMEHWHA WX MHUIHEMHOID UHKNA B KPUNTOMPAQMYEckon CHCTEME, BENMHAR 33KA3, MeHapanmi,
pacnpeleneHue, XPaqeHwe, Iarpyaky, JenoHHpoEaHUe, apXHUEALHIO, 3YAKT W YHAYTOMEHHE KNOYel ¥ caa-
ABHHOND C HUMKA MaTepUana.

3.2.88 nuHKKA, Bnokw, AYedkn (lines, units, cells) HAIKOYPOBHEAKIE INEMEHTEL, KOTOPRE OCYILECTR-
NAKT EYHELKMA HATCTOBNEHWA, YNPABNeHKa NeprpepifHbiMe yCTRORCTEAMIA UMK TRAHCNODTUPOSEN.

Mpuwmedaduwe — CyDLEKTE HE 3TOM YPOBHE MOMYT DeiTh CER33HE MEXDY CODDN 30HANEHOA CATEE YyNpae-
MEHKWAE M COOSpHETE MHBODMALUMOHHEIE CHCTEMBI, NDMBAZEHHEE K NPOUSCCEM, HOTOPLIE NPOMCKOOAT B KOHRDETHOM
cybearTE.

3.2.69 NOKANBHAA BLIYHCNWTENEHAA CeTk (local area network]: KOMMYyHHEaUHOHHAA CeTe, NpegHa-
IHAYEHHAA ONA CEAILBIHWA MEXTY COD0R KOMNBIOTEDSE W APYITHE MHTENNEETYaNnLHLX YCTROACTE B OrpaHu9-
YEHHOH resrpadidHeckoi obnact (0Se4Ho B npegenax 10 k).

3.2.70 ppegoHocHEA Kog (malicious code): Nporpasmel WM K00, HANKCAHHLIE © UENLE NoNyYeHina
MHEBOPMALKK O CHCTEMAR MNH NoNEIOBATENRY, YHAYTOMEHWME CHCTEMHBX NAHHBX, cO3naHKa SnarcnpuaT-
Hid® YCNOBEMA ONA JanNsHERLWETD HECIHKUMOHWPOBAHHOTS NPOHMEHOBEHAA B CHcTeMy, dantcudmkalg crc-
TEMHBE JAHHBIX ¥ OTHETOR, 8 TAKKE BHECEHHA NYTAHWUE B CHCTEMHBIE NPOUECoH M ACCTABNEHMA BNUTENb-
MlstX, XNON0T ODCHYHEIIOWEMY NepooHany.

Mpumedarue 1 — BpeooHocHbIE HOOEl, WCNDNLIVEMEE B X008 3TaK, MOryT NPAHUMaTE opMy BMpycos,
HEQBER, TROAHCKAK KOHER WM ODYTHX SETOMETHHECKIE NPOTPaMM, HCNONEIYHILWE YASEMMOCTIE B CHOTEME.
Mpumedaduned — BpegoHocHeIR K00 H30TO HAAEEHT BPEQOHOCHLIMK NPOrpaMmMmany (malwara).

3271 npoMIBoAcTEEHHEBIE onepauMd (manufacturing operations). CoBOEYNHOCTE ONEDaLKE KMaro-
TOBNEHHA, ODCMNYHMBAHMA W ODSCNEYEHHA KAYBCTES ¥ MX CBRSL C ODYTHMK NPOUSCCaMK HA NDOHIB0OCTBEH-
HOM ObLeKTE.
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Mpumeayadde — MNpoWIBOaCTEEHHER CNEPaUMKW BENOHANT B ceba:

- DEraHU3auMKe paboTel © NPOMEECOCTESHHEIM W TEXHONDIMHECKMM 00opyODEaHWaM, HA-NPABNEHHYR HAE pac-
NpegeENeHUE DECYPCOE NEECoHAana, obopyQoEaHna M METEPVANOE, KOTOPEIE JA08RCTEORAHE B Npendpa3neaHin Chipbe-
Bhld MATEPHANDE WK JETENER B NP0y KM,

- CNEQELMA. KOTORLIE MOMYT BERINOMHATECA zu4ackam oBopyooBaHuEN, CEMHM SaNDEEXIM W MHOODMALBOHHBI-
MM CHETEMAMHA;

- ynpEEneHws WHpopMaumen o DanNasce, MCNONbEIDEAHNM, BOAMORHOCTAY, X¥EPaKTENWCTHERYE, HIMEHEHHH BO BpE-
MEHWA W COCTORHWK BCEX PECYDCOE {NepcoHana, ofopy0oBaHWA 1 M3TapHAnNOE] HA NPOKIB0ACTEEHHOM O0OBEKTE.

3.2.72 3awumTa ©OT HENPWIHAHWA YYaCTHA  (fapadHTWa COXpaWeHdMa  aeTopcTaa)
{nonrepudiation}: Cepanc GE30NacHoOCTH, KOTOPLIA obecneduaaeT JaWWTy oT NOWHOro Henpiadadda
YHACTHA B HOMMYHHEILWK.

3.273 OPC [OPC): Hafop ctawpaptor Ans obmMeda wkadhopMayuei B cpeae ynpapneHda npouecca-
BN,

Mpumeaywadwe — ABbpeararypa OPC npovcxognt o «OLE ons ynpaemasds npousccamas, roge OLE —
A CEAIRBAHLE 1 BCTREVBEHME olbaKTOR:.

3.2.74 ayrcanpgep (outsider). NMEUo |Nd rpynna, He HaJeneHHsIE Npasct BHYTREHHErD 00CTyNa, KoTo-
Dole MOMYT BbITh KAK HIBECTHES, TAK A HE MIBSCTHL LUENER0A OpraMdaan«q9 (oM. 3.2.58).

Mpuwmeasadne — AYyTEERSEPE MIMKE ROMGE-TD BeTe MHCAROSPaMK.

3.2 75 npeojoneHAe 3awuTel (penetration): YonewHoe HECAHKLMOHWPOSaHHOE NoMydeHie QocTyna K
JAWMWEHHOMY PECYDCY CHCTEMEL

3.2.76 dwiwmnr {phizhing) PazHoedgHocTe NONBETOK HECAHELMOHKMPOBEAHHOMD OOCTYNEA, KOTga MepTey
NECRCUHEYIOT HA PARIrNALeHE HHDoDMALWMK, NOCENAA el PanLCudUUMDCRAHNOE INEKTRPOHHOE NHCEMO
NOAMMALLEHWEM NOCETHTE BEB-CART, KOTORLIA HA NEPBLIA BIMMAL CEAIAH ¢ IAKOHHLIM MCTOYHMKOM.

3277 OTEPLITEA TeKeT (plaintext) HesawddpoBaHHeE JaHHLE, KOTODRIE NOONewaT npecbpaiopa-
HHAKD METOOOM WHPPOBAHHA MK NOMYYeHE METOO0M paciudipOBKK.

3.2.78 npvBAnerda (privilege). ABToOpUIaUMA WNKE HaGop aaTopUaIaUKi Ha Bol-NONHEHWE ONpegeneH-
HilX DYHELAA, OCOSEHHD B KOHTSKCTE ONepauuoHHOR CHCTEMEB ROMNLIOTERA.

Mpumep — Onepayuy, KOKMPOAUDYEMEE UCTONLI0EIHUEM MPUEWISeaUD, sLTHYawm g cedn: meumupo-
B3HUE CUSHAMUIAUUL, UIMBHEHUE FCIMAE0K U UIMEHEHUE ANZ0PUMMOE ypaanaHuA.

3.2.79 npouecc (process). CepdA onepaudi, BeNONHSeMER B X008 HaroToeneHka., cbpaboren ik
TOAHCNODTHPOBEA MAOETWA MNW MaTepyana.

Mpumedanwe — B HACTOAWEM CTEHZEPTE NOHAETHE #NPOYUBCCH: LWHPOKD WCNONEIYETCH ONA ONWRCEHAR
ofOpyQoBaHNA, KOTOROS YNPSBNRETCA CUCTEMOE NPOMBILNEHHOR SETOMATHEN W HOHTRONA.

3.2 80 mpovokon {protocol): HaGop npaewn (T. & ©DOpMAaTOR W NpOUeayp) ANA peandiauMd | ynpas-
MEHUA HEKOTOPEIMW BWOAMK ACCOUMALMA (HanpuMep, CBRIW) MEXOy CHCTEMaMM.

3.2.81 Gazopan mofent (reference model) CTpyeTypa, NoABCNARLWAR ONACHBATE MOOYNH W MHTER-
PEACE CUCTEMEl E0HHBIM SDpaI0M.

3.2 82 (hyHELMOHANLHAR HAOEMHOCTE (HagexnocTs) (reliability): CnocofuocTe CUCTEMBI BRMONHATLE
ToehyemMyio dyHKLWIO NpM 3a0aH bl YoNOBWAK B TeYSHWE ONPegene HHond Nepioda BReneHid.

3.2 83 yoaneHHLId goctyn {remole access) Mononesosaqde CHoTes, KoTOpLIE HaxodATos B npege-
nax NepHMEeTEE 3046 BEI0NACHOCTH, NPEQYCMOTREHHOE M3 Opyrai recrpadinieckon TOUKM, NEMYEM yEa3aH-
HOE MCNONBI0BAHME OCYILECTRNASTSA HA TEX We NPasax, kak ecnik Oal cUcTeMbl hH3UYSCK HAKOTUNWCE B
ATOW ToqEE.

Mpuemeyade — ToHHDE ONPEJENEHAE Gy JANSHHITOY MOKET BAPLHDOBETECA B JEBMCAMDCTH OT CHTYALHW.
Hanpumap, OCTYN MOKET BCXOOHTE M3 TOHEK, ROTOREA YOENSHa 0T GaHHOR EOHEDETHOR J0HL, HO BOS B HAXOOWTCH B
FPEHALEN KOMINEHEH MK Oprasnaagey. TaKoH 0OCTyn MO#eT NpegcTaEnATE MEHBLUMA DUCK N CPEEHEHARD © O0CTynomM,
WMCHOORWMM W3 TOYKM, KOTOPER 3HEHUTEMLHD YOANEHA OT PACCMATDUEASMIA 30HE 1M HAXOOWTOH 38 rpaHaLamMy Komnd-
HHK.

3.2 84 yaaneHHsid kndeHT (remote client) O6wexT 3a npegenamyd YNpaanfiowed CeTH, KoToplid
BREMEHHD KM NOCTOAHKS CORQUMEH C ¥OCTOM B NPefenay NaMHoA YNPaenaowed ceT Yepel Ceaiyiowes
ABEHG, YTODE MMETE NPAMOR WNW ONOCPEOOBaAHMLIE OOCTYN K ANSMedTan ynpaenaowero ofopylonaHua,
JAKPENNEHHOTO 33 0aHHOR YNDAENARLWLEN CeTRIO.

10

FOCT rocCTP 56205-2014 Crpanuua: 14/80

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-56205-2014
http://GostExpert.ru
http://GostExpert.ru

rocT P 56205—2014

3.2.85 HenpuaHaHKe ydacTaa (repudiation): MonHoe Mne YacTHEH0E HENPHAHAHKWE OOHHK 1WA cyibek-
TOB, YHACTEOBABLIWY B NEpedade DAHHEY, CEORM0 YYACTHA B OaHHCH nepegase.

3.2.86 ocTaTouHeld pMce [residual rizsk) Puck, coXpaqsilMAca Nocne peanvdiayid Mep 33w T
MMM KOHTRMED.

3287 puck (rizsk): Osmpause yWepta, DbPaMeHHoOs 3K BEPOATHOCTE TOrD, Y9T0 ONPEOeneHH:E we-
TOUYHKE YIPO36I BOCNONEIYETCA CNPegenediol YAJBHMOCTED CHCTEMS!, W 3TO NPUBEOET K ONpedensHHsLe
nocneacTanam '’

3.2.B8 oueHKa pvcKa (risk assessment). MNpouecc CUCTEMATHYECKOND DEABMNEHHA NOTEHLHRANLHBIX
YAIBAMOCTEN IHAYMMBIY PECYDCOB CUCTEMBL W YTDOZ ONA ITHY PECYDCOR, KONWYSCTEEHHON SUEHEW NOTEHL M-
ANLHOS Ywepha W NOCNeacTeri Ha OCHOBS BEDOATHOCTEN HX BOIHWMEHOBEHHR, W (B CNyYas HeobxogwMo-
CTH] pazpatoThk DEHCMEHOALWMA NO BHOENESHWID DECYRCOR ANA ORraHM3aAUMK KOHTRMER C LENEID MAHKMA-

JAUMK ODLWER YAIBHMOCTH.

Mpumedadune !l — Pecypchl MoryT DbITh OHAMHECKHMA, NOMYSCKAME, KEEO00BLIME ¥ 4P,

Mpuwmedan e 2 — DusHdH PUCKDE Y9ACTO DRIBADT KOMOWHWMPOBAHE © OUAHESMI VAZBMMOCTERN, BRMONHAS-
MEIMH ONA BEIRENBHHA YRIBAMOCTER, W KDNAHSCTEEHHON OLBHEOH CBRIBHHLN C HAMH DWCKOB. X npoBogAt B caksom
HEHENE W 28TaM NEQUOGHHECHA ONA OTPEHEHNA M3MEHEHHA B IMEHKUUAX SOMYCTAMOCTH PWCHOE ONA OpraHdzade, ed
YAZEMMOCTAR. NPOUSOyDE:, 8 TAKHS KEOQPOBRIE NEPEcTAHIBOE W TEXHOMOrM=EcHHE Npeabpazoeari.

3.2.80 ynpagnedre puckoM (fisk management): Npouecc onpegengdng W NPAMEHEHHA KORTPMED B
COOTEETCTEWM CO IHAYMMOCTEN IALWILACMEIX 00LEKTOR, Ha OCHOBE OLEHKA PWCKA.

3.2.80 Mepkl CMArYeHHA pHcKa (nisk mitigation controls): KoMEHHAUKMA KOHTPMER W MMNAHOE BEOEHKA
Graseca.

3291 ypoReHL AONYCTAMOCTH pUcka (risk lerance level) YpoBReHe CCTATOUHOMND PUCKR, NpWEna-
MslA ONA CPrasdMIagmnH.

3.2.92 ponepan Mofens ynpagnesua goctynos (role-based access control) $opra ynpaonewsna
AOCTYNOM HA OCHOBE HOSHTHOUKAUWOHHOR WHQOPMALWK, KOr0a CYyDBeKTE CHCTEME, KOTOPRIE NOABSDranT-
CA HOEHTADMKALAK 1 KOMTROMN, SENAKTEA LOMNKHOCTHBMA NOIWLWAKMK B DPraHK3IALMK WNK NPOLECCE.

3.2.83 mapwpyrHaarop {router). Wnoa sexdy 0syMA CETAMH, OYHELUNOHUDYIOWHMK Ha ypoBHe 3
BIAMMOOERCTEWA OTEPRITRI CHoTes {051, KOTOpRE NEpEHANPARNAET M NOCRINAET NAKETE JAHHBX BO BHYT-
pEHHIe CETE. Hawbonese MIpecTHLIe THNLE MApWPYTH3IATODOR NEQeCcLINAKT NAKSTH HWHTEDHET-NPOToRONS
(1P}

3.2.94 BeaonacHoCTe (safety) OTCYTCTEME HEOONYCTHMOMD DHCKa.

3.2.95 apToMaTHIMPORAHHAA cHCTEMa BelonacHoCTH (safety-instrumented system ) CucTewa, ke-
NONL3IYERMAR NS DEANKIALWE OOHOH HNH HECHOMBRHY PYHELHA TEXHONOMYEckoH BeI0NacHoCTH.

Mpuwmedanwe— ABTOMETVEMPOBAHHAR CHCTEME BE0NACHOCTH MONET NPEACTABNATE cobak mobyi kom-
ByHALMH W3 aTHHEE{08 ). NOMMHSCHOND PEWEnWLEr YOCTROACTES{GTE] W MCNOMHMTENBHOMD MEXSHNIMEI08 ),

3.2.96 ypoBReHE UBNOCTHOCTH BeionacHooTH (safety integrity level): OuckpeTHEN YDOBEHE (O0WH K3
YeTepex) AnA cnpegeneHus Tpebopanki K UenNocTHOCT BeacnacHocT, NoedbRABNASMalX K DyHELRAM Tex-
HONGraseckol DeI0nacHoCTH, KOTODBIMK HAGENAKTCA AETOMATHIMDOBARHEE CHCTEMBl DEIONACHOCTI.

Mpuumedarue— YpoBede 4 LENOCTHOCTH BE30NACKOCTH COOTEBETCTEYET BRICIUEH CTEMNEHA LENOCSTHOCTH
BeaonmacHocTH; YpoeaHs 1 UEnotTHOCTH DBI0NaCHOCTA — HHALWERA.

3.2.97 coTe SezonacHoCoTH (safety network), CeTe, KOTOPas CEBAIBBIAET MEXOy COGOM aBTOMaTHIMPO-
BAHHEE CHCTEMEl BEa0NacHaCcTH oA nepedadd nedopMadun o mepax obecneyeHns Ge3onacHocTh.

3.2.98 coKpeTHOCTE (zecret) CraTyc WHpopMauM, IalWMWaerol oT Nepadadd niobbiy cybbnakram
CHCTEML, KDOME TEX, H3 KOro OHa OpMEHTHROBAHE.

3.2.90 aauwmTa (security)

a) MEpkl, NDESNPAHKMASMBIE N IBWMTE CUCTEMEL,

bl COCTORMUE CHCTEME, EOTOROE ABNASTCA PEIYNLTATOM PAIPAGOTEM W NPOREASHAA MED JALWTE CHE-
TEMbl,

" Opyroe onpegeneqie pucka, Hanguuep, CneunansHas nybndeagns HauroHansHoro MHCTHTYTA
CTAHJARTOR W TexHonorma (NIST) 800-30. PykoB0OcTED MO yNDEENSHHN DHCEAMK ANA CHCTeM MHBopMalK-
DHHEIX TEXHONOTHRA.
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€) COCTORHWE PECYDCOB CUCTEME, KOTODLIE 38WMLEHL OT HECAHKLWOHHPOBEHHOTD O0CTYNA K HAM ¢
HECAHKLMOHADODAHHOMD KNH CIYYaAH0ND KX MIMEHEHHA, YHUUTONEHNHA, 3 TAKNKE OT yTepi,

d) BOAMORHOCTE HOMNEKOTEPHON CHCTEME! TAPAHTHRORATE B A0CTATOYHOR CTENEHM, YTO HEABTOQNHIO-
BAHHEIE NTHUE W CUCTEMBl HE CMOMYT HY BAOOMIMEHATE NPOrpAMMHOE 0GECNeYEHME W DAHHEIE O HEM, HW NO-
nyYaTe QOCTY K iyHELIMAM CHCTEME!, MO B TO #E BOEMA rapaHTHPOBATE, YTO 3TO BOAMORXHO ANA ABTOPHI0-
BAHHLIX Y W CUCTEM;

) NpegoTepallEHWE HECAHKUWOHUDORAHHOTD MK HEMENATENLHOMD NPOHAKHOBEHKA, 8 TAIKE BMELLa-
TENECTEA B KCNDADHYD W 3ANNaHUPoOBIHHYH PABOTY CHUCTEME! NPOMBILNSHHOR SETOMATHIM M KOHTPONA.

MpumMmeyda e — YeazanHels Mepsl MOnyT NPESocTaEnATe CoD0R MEDEl 33WKTE, OTHOCAWWECH K dhsarqe-
CHOA BeannacHocTa (YNpasneHds GHA4aCEHM QOCTYNOM K BEHUCIHTENEHBIM O0REXTam ), mnw nonmeckod Gezonacko-
CTH [BOIMONHOCTE BEO0A B KOHKDETHYHE CHCTEMY M NDKNDHERHE ],

3.2.100 apxvTekTypa DelonacHocTH (security architecture): NMnad 1 Habop NpaEMn, OMNMCkBIIOLWWE
CEpBHCEH GRIONACHOCTH, KOTOpBIE OonsHa obecnedMBaTe CHCTEMa ONA YOORNETROPEHHA 3AnNpocol ee
NONEIOBATENEA, IMEMEHTE CHCTEMBI, HEOEXOOWMMEIE ANA DEANHMIALUWK ITHX CEPBHMCOB, W HEObXOoMMBEIE NO-
razatend abge K THERDCTH DYHKLWOHKPOBAHMA ANEMEHTOB, BOIGEACTEYHWMA Ha YTROMIOW VIO CRady.

Mpumesadne — B gaHHOM EDHTERCTE ApEuTErTypd BEICNACHOCTA NPEOCTAENRET CODOW ApMHTEETYDY, KO-
TOPEA JEWAEET YIPABNAMLLYID CETE OT HEMEREHHER KMNK CAyYHaRHBe cobblitiia DeaonacHocTy.

3.2.101 ayouT Gel0nacHOCTH (security audit) HelapdcHMoe MCCNEeaoBaHKe M NPOBEPEa IANKCeR W
OERCTEMA CHCTEMBl GNA CNPEOeneH s A0eKBATHOCTI MED AAWMTE CHCTEMEl, ODECNEYEHHA HX COOTRETCTEHA
JAGAHHCH NONUTHEE DEIoNacHICTH W 3agaHHoMy HaGopy NPOUEayp. BeIARNEHWA YAIBHUMBIX MECT B CELBK-
cax BeacnacHoCTA M NOANOTORKM PEEOMEHIALME NO MNoBkIM HE0EX0IUMEBIM HIMEHEHHAM KOHTDMED.

3.2.102 komnoHeHTEl BeaonacHoCcTr (securily components). OOnexTel, TAKWE KAK MEXCETEALIE JKpa-
Hil, MoOynK ayTeHTWpUEaUry Wnd nporpasmaos obecnesedye Ana WHEpoBaHKA, WoNonbIyekse anAa
YIYHLLEHWA MOKSIATENEH JAWMTE CHCTEME MPOMEBILINEHHDHA SBTOMaTHEM W KOHTRONA {cM. 3.2.33).

3.2.103 ynpapneHde Se3onacHoCTLK (securty control) CM. 3.2 33,

Mpuemesadne — MNpUMEHHTENEHD K HACTORLWEMY CTAHO0APTY Bbibpan TepwmH skoHTpMEpar Bo wzdaxanne
MY TEHMUE © TEQMUHOM £ YNDEENEHAES B KOHTEKCTE yNPEENEHAR NPOUECcam.

3.2.104 cobeiTie DeaonacHooTH (security event): ColuiTve B cHCTEME, OTHOCALLEECR K Ge3onacHo-
CTH CHCTEMEI.

3.2.105 dpynryna SeaonacHocTy (secunty function), $yHEUMA 230HE MNKW TRAKTa, HANPABNEHHAA HA
NoEQOTERALWESHAE HECAMKUWOHWDOEAHMHOND ANSKTPOHHOID BMEWATENLCTER, KOTOPOE cnocOoDHe HapyllHTh
HNM NOBMKATE HA HOPMANLHOE DYHEUMOHMPOBAHKE YCTOORCTE M CHMCTEM B NPEOenax OaHHOA 30HL M-
TRAKTA.

32106 MHUKASHT Ge3onacHocT (securty incident): HeGnaronpeATHOE COOLITAE B CHCTEME WNH -
TH, 3 TAKHE YyIPoia TAKOord CoDLITHA.

Mpumevya e — MHoroa wonons2yeTcl TEPMHH $HECOCTORBWMACH MHUMOSHT: ONA CNWCasws cobuTen,
HOTOPDE MOrNe obepHY TECA MHUMOSHTOM NPH HECKONEKD JpYTHE 0DCTORTENECTEEN.

3.2.107 Banom cHCTEMLI BEaonacHocTH [Securty infrusion) Cobeimie GeacnacHoCTA UMK KosMBuHa-
UHA HECKONBEMX COBLITHHA DEI0nacHICTEd, NPEQCcTAENAWEs COS0R WHUHDEHT DE30nacHooTH, MDY KOTODOM
ANOYMEBILLNSHHUK NONYH3ET WNK NeITASTCA NONYYUTE GOCTYN K CHCTEME (MMM DeCcypcy CHCTeMe ) Bea cooT-
BETCTEYIOWEN aBTOPUIALMA.

3.2.108 ypoReHL Be3onacHocTH (security level): CrenaHes Hecbxoarmoi ahdekTHEHOCTH ROHTRMED
H BHYTPEHHE NPACYWME CEORACTE Be30NacHoCTH YCTROACTE | CUCTEM O01A 30MLl UMK TRAKTA, OCHOBAHHAA HA
OLEHKE DUCKA ONA JAHHBLE 30HB! WK TDAKTA.

3.2.109 uens GelonacHoCTH (security objective). Acnexkt DE30NacHOCTH, HAIHAYSHKMEM KOTODOMD AR-
MABTCA NEHMEHEHHE ONPEOSNEHHLIY CMANYANLLAE MED, TAKWK KAK KOHPWOSHUMANEHOCTE, WENOCTHOCTE,
OOCTYNHOCTE, AYTEHTHYHOCTE NONLICBATENA, CAHKUWOHWEDBAMNE QOCTYNA, OTCNEMHWEISMOCTE B T. 4.

3.2 110 nepameTp SeaonacHoCTH [securty perimeter) Mpaddua (NOrdYeackas Mnd duaddeckan) go-
MEHA, B NPegenax HoTopOd NPWMEHHME NONUTHED GeaonacHocTy WM apxuTesTypa BeacnacHocTh, T. e.
rpannya cbnacTi, B KOTOPOR CepEMChl BE30NACHOCTI 3AWLMILAKT PRCYDCH CHETEMb

3.2.111 atppekTHEHOCTE BEIONACHOCTH (security performance) CooTEETCTEBHE NPOrpamMMiE YoTa-
HOBMEHHBIM TRESORAHWAM, NONHOTE MED CNEUMANLHOR 3BWMTE OT PUCKOB, METOAOR NoCTCODITHRKOIS
AHANUIA, Mep NePENpoBEpKn MeHAINWHECA GradecTpedoparii, 0Biopa MHEOPMALKMA O HOBLIX YIPO3AX M
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YARIBHMOCTAX W NEQPWOQWYSCKOND ayARTa CUCTEM YIPaBNEHAR ¢ UENLID NOAASDMAHMA Mep Ge30nacHocT Ha
appEKTHEHOM W A0CHEATHOM YPOBHE.

Mpuwmedadwe— ONA CUSHEY NPpakTAHEcroR sdebesTmeHocTy DEA0NACHOCTA HEODXOOMMEl MENEITEHWER, 3y-
OMThEL. HHCTDYMEHTEPHK, EDETEMAM W GDYTHE CPERcTES W METOOR.

32112 nondTHEa GelonacHooTd (security policy): Habop npasun, KOTOPEE DErnamMeHTHRYIoT Tk
PErYNHDYIOT Cnecod NpeqocTaBnNeqHHs CepPBUCOR Ge30NacHOCTH CUCTEMOR HNW CPraHKIauMel ona 2aWWMTe
e 00 LeKTOR,

32113 npouenypel BezonacHocTH {security procedures). OnNUcadna ToYHBIX cNocoboR BONMNoWEeHna
M PEANAIALKA HA NPAKTHEE METogKK obecnedeqns DeaonacHocTH.

Mpumedanse — MNpousgypel GRADNACHOCTA PEANMIVHITCA NOCPEAcTEOM ODWHEHWA NEPCOHARA W OPYTHX
OEACTENA NO QOCTYHOR HE TEKYLLHA MOMEHT TEXHONOMHIA.

3.2.114 nporpaMsa BeionacHoCTH [secunty program). HoMSMHHaUWMA BCEX ACNekTOR YhNpaBnesis
DEAoNacHICTe) — OT QOpMYyNHECBEEY W QOBEOeHKA 00 CEBEREHWA NONHTHEM A0 peankaauky nepedosblx
MPORMBILUNEHHBIX METOOME, DYTHHHBLIX ONEpayWil ¥ ayouTa.

32115 cepenckl BeaonacHocTH (Security services). Mexauuamel, HCNoNe3veMele oNA obecneyenina
KOHDMOS HUHANBHOCTH, WENOCTHOCTH JAHHLIX, ayTEHTHEUKALRK, WNW NEEACTERALLEHHA HENDHM3HAHKHA Yy4a-
CTHA B ODMEHE HHDODMALWER.

32116 HapyweHHde GelonacHoOCTH (security violation): AT vNd coBuiTHe, KOTOPRE NDUBSOAT K Ha-
PYLWEHKRID KK NDECOoNeHAIs GApERRcR NONKMTHEY GEICNacHoCTE W ABRNAKTCA CNEOCTEWEM HECAHKLWOHKDO-
BAHHOMS NPOHMEHOBEHHSE B CHCTEMY WNK JeRCTEHA BnaroHaMepeHHoro tHoad gepa.

32117 aona GeaonacHocTH (security zone). CoBoKyNHOCTE NOTMYSCEMX MNKW PUIKMYeckMy 00 BeKTOR, K
KOTOPRIM NPedEABNAKTEA ofWke Tpebonadua SeaonacHocTH.

n PHMEYEHME 1— TE‘FIMI.-'IH #A0HEN, }'I'IC‘TFIEEJ'IHEMHI'I B HECTORLWEM CTaHOapTe, CnedyaT eCerga OTHOCATh K
I0HE BERONACHOCTH.

Mpumedarwe? — 30HE MMEST HETEYH TPEHAUY © OPYTAMK 30HaMW. [Tondmees Be30nacHocT 30Hs obsn-
HO ONPegenseTed KOMORHEUMER MEXSHHIMOE K88 Ha nepUgEpin 20HL, TEE W BHYTDK HE. J0HE MOrYT MMETE MBDEPXM-
HECKYH) CTRYETYDY B TOM CMBICTE. 4TO MOryT BeiTe 0DpaziBaHs! COBOKYTIHOCTEH NOG030H.

32118 paTyMKKM M MCNONHWTENEHEIE MEXaMKaMesl (sensors and actuators). MasepuTensHe® «im
HMCTICMHATENEHEBIE JNEMERTE, COBORHERHEIE C TEXHONOMSECERM COOPYAGEAHMEM W CHCTEMOR YDABNEHHA.

32119 ceprep (server). YCTRORCTED MO NPKNOKEHWE, KOTOPEE NPELOCTARNAKT MHDODMALMIO MK
CEPBHCH KMTHEHTCKMM NRANCREHHAM ¥ YCTPORCTESM.

32120 HecaHKUMOHW POBAHHLIA aHanua TpadKka (chndrdunr) (sniffing). Cm. 3.2.61.

3.2.121 duvKkTHBHAA aBTopHIauMAa (zpoof) Beigaya ceba 3a aETOPHICEAHHOMD MOMNe30BaTena © ye-
M=k BBINGAHEHWA HECAHELWOHHPOBAHHOID J8RCTEMA,

32122 cHcTeMa QUCNETYEpPCKOro KOHTPONA W cBopa gaWdeiX (supervisory control and data acgui-
sition system), cnetema SCADA (SCADA system): PainoBrnaMccTe cnabo ceAIaHHON paccpegoToHeHHoR
CHCTEME! MOHMTODMHIE W KOHMTPONS, KOTOpaA obkiYh0 ACcCOUMMPYETCA © CHCTEMAMK NEpEnaYd ¥ pacnpege-
MEHHR INEKTOWHECKON IHERMMK, TpYDOoNpoBoOaMH HEdTH M rasa, a TAKEs CHCTEMaMK BodonoTpedneHus Kn
KAHANKIELAK.

M pPHMEBEYHEHME — CHCTEME OHCNETHERCEON EOHTRONE WONONEIVHITCR Takke Ha obLexTax Ons QCyacTe-
MEHWAR CEpHI:'IHGI'Cl. HEMNPEPEIBHOID WM QUCKPETHOM NPOMZEGOCTER, © UENLHD LEHTRAENAZEALHA NPOUSCCOE MOHWTORHHIE W
EOHTROMAA HA 3TAX OO LEKTAL.

3.2.123 cuetema (system): BrawvmogekcTayviowme Mexdy cobol, BIaMMOCEAIAHNEIE KW B3aMM03a-
BHCHMEIE NEMEHTE, 00paAIVIDLWWE CNOMHOE LEnoe.

32124 cucremHoe nporpammHoe obecnevenme (system software). Cneduanesqoe nporpasmMeog
ofecneseHHe, KOTopoe palpaboTads ANS KOHEDETHON EOMNBKTEDHON CHETEMBl MNH CEMERCTER KoMMBK-
TEQHBIX CHCTEM C LENLID YNPOWEHKA WCNONLICBAHKA M OGCIYHHEAHHMA KOMNBIOTERHON CHOCTEMEB! M OTHOCA-
LWEMKCH B HER NPOrpams i OaKHBx.

3.2.125 yrpoaa {threat). MNoTedyransHan BOIMOKHOCTE HApYLWEeHMA De3acnacHocTh NpM Hanwduy ob-
CTOATENLCTRA, CRecTEa, NPOLECEa MK COBRITHA, CNOCobHbIX HAPYLWHTE DEA0CNaACHOCTE M HAHECTK YWeph,

32126 yrpoxawwee gedctewe (threat action): NocaratenscTao Ha BEI0NACHOCTE CUCTEMEL

3.2.127 chakTop yrpoawl (threat agent): NodHUHMRR QakTop YWposaowero QefcTeruA.
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3.2 128 awanwa Tpadmka (traffic analysiz) Magnedeuqe WHpOpMaUnid M3 BAOHME KapPakTepUcTHE
NOTOKA[OB) DAHHLIX, DEa%e SCcnd JaHHee 3aLWHpoaans WNK HeNOCPSOCTBEHHD HEOOCTYTIHEL, NPWYem YEa-
JAHHLIE XADAKTEDUCTHEM BLNIOUAIOT B cefa CTENeHE HOBHTHYHOCTH M MECTORACHONCHEEHHA MCTOYHUEA{0D ) 1
agpecaTalon), HANWYHE U ODLEM NOTOKOE, A TAKCKE YACTOTY W ONATENSH0CTE MY NEPeIaYK.

3.2.129 TpoAHCEMHA oMb (Trojan horse). KoMNeoTepHaa Nporpamsia, KoTOpas Ha Nepesid Barnan
dMEaT Nonessys QyHELKIO, HO AMEET TaKKe CEPETYIO M NOTEHUWANEHD BoeoHocHYIo EyHELMKD, KoTopad
NoaacnaeT OBoHTH MEXAHWIME BEI0NACHOCT IAYACTYIO NYTEM WCNONBI0BAHKA NOOSNAHHBIX ABRTORMIALMOH-
HilX JAHHEY CyDReKTS CUCTEMB, Bbl3bliBAIOLIENS NPOrPanMy.

3.2.130 napesHLid kauwan (trusted channel) Ceasviowes 1pgpo, cnocobuoe obecnevYnEate 3aulW-
LUEHHYH CRAIL MEKOY I0HAMK BeI0nacHoCTH.

3.2.131 veHagexHbIA Kavan (untrusted channel). Ceasyiowee ageH0, KOTORPOE HE MOKET rapaHTHpo-
BaTh JAWHILEHHOH CBAIW MENDY 30HAM BEI0NACHICTA.

3.2132 BapHaHT WCNONBLIOBAHMA [use casze) Cnocof BECOA NOTEHUWANBHBX SYHKLWOHANBHBEIX
TpebopaMyi, NpegycMaTPYBaIOWMA HCNONEI0BAMKWE OOHOMD KM DONes CUeHAPWEn, KOTOPBE COODLWAKT,
EAKKA ODEAIOM CHOTEMA NOMKHA BAAUMOOEACTRORATE C© KOHEYHEIM NONLI0BATENEM WK ADYTOH CHCTEMOM
ONA JOCTHMEHWA HOHKPETHOR Lanm.

Mpuemedadue — DONHD NPY PEANMZAUMH BADWEHTOE MCNONbIOEAHAR CHUTEME NPESCTASTCR KK @4 pHEIR
ALMKD, ¥ B3IAMMOSERCTENA C CACTEMON, BEAKHER OTEETH CHOTEME!, PRCNOIHEHTCR 38 NPpEgenamMy cnoTeme. Bapwadrm
HMCNOMBIOBAHAAR NONYNARHE Bnarogapr Tomy, 4910 OHA YDPoLWamT onecasue TpedoBadnA, w2EensA oT npagnonose-
HHEF, KaxMy oEDaIoM DEanMInsaTe TV WK BHY R dryHELMI.

3.2.133 noneaoceatents (User) NWyo, oprasvaayWoHHan eguHdLa N aEToMaTHYESECKMA npouece, no-
MyYAsWME OOCTY B CHCTEMY HAK HA CAHELMOHWPOEAHHON, TaK ¥ HECAHKUMOHMPCEAHHON OCHOBE,

3.2.134 pupye (vinus) CamMoTHLaMMPYEMAA WM CAMOBOCNPOMIEOOMMAR NDOrpasMMa, KOTopaa pac-
NQCCTpAHARTCA 33 CHET BHEADSHMA CEOME KOMWA B OPYToR UCNoNHMMElil KOO MK JOKYMEHTI.

3.2 135 yRapumocTe (vulnerability): JedwseeT @K HecoReplUaHcTEO CTRYETYRE MK cnocoda peandaa-
UMM CHCTEMBL, 3 TACKE 28 OYHKLUOHHPORAHHA 1 YNPABNEHUA, KK BNArcnpuATHAA BOIMOKHOCTE ONS Hapy-
LIEHAR LEMOCTHOCTH CHCTERME! UMK NONKTHE 88 GeaonacHocTy.

3.2.136 rnoBansHan BhLIYMCAWTENLHAA ceTe (wide area network): KommyHuraunonHan ceTe, npeg-
HAZHAYSHHAA ONA CRAILIEAMWA MeKdy cobol KOMNBIOTEDNOR, CRTEN W OPYIKY YCTDORCTE, HAXOJAWMNCE Ha
IHAYATENLHOM PACCTORHAM OPYT OT OPYTA, HANDWMED, B PASHEN YTOMKAY CTRAME WKW BCATD MUPA.

3.2.137 nepexpat wadropMaluK {wiretapping): ATaka, HanpapneHHan Ha NepeseaT ¥ OSCTyn K JaM-
Huld 1 OPYTon MHCODMALWMA B NOTOKS aHHEX, NepedaBaesisy B KOMBMYHKEALMOHHON CUCTEME,

NpemeasaHne 1 — XoTH TERMHH WIHAYANEHD OTHOCANCH £ BEINDMHEHHD MEXAHWHECHOM MOOCOEOMHEHAR K
SNEKT PMHECKDMY NPOBOOHKEY, CEA3LIBANNLEMY MEXDY COODA OBE yand, CEMOHA OH MCNONBIVETEH B IHA4EHHH CHWTEI-
EAHWA HHOPMAUHK © HOCWTENRA NaBoro pooa. WCNoNL3YyeMoro QNA CERAW, 3 TRKHE CAMOID ¥aNa, TSKOM EAK LW WK
MEPEXMOYETENL NOQCETERA.

MpumesaHne 2 — AKTMBHLRA NEPEXEET MMEET LENSH HIMEHWTE O8HHLE MMM BO0SRCTROBATE HE NOTOK
OaHHEE HHEIM OBpaaom, B TO BPEMA KaK MACCHBHBIR NEPEXEAT WMEET USNLH NKWEe OEHAPYEHTE MOTOK JAHHEE W W3-
BNEYE CEEEHWA W3 COORPHALLEACH B HHX HHPOPMEL MK,

3.2.138 yepek {Wworm ), KoMOsKTEpHAS NPOrpaMKa, KOTODAA MOEeT JS8RCTROBATE HEIABHCHMD, pac-
NEGCTRAHATE CEOID NONHYKD paGouys BERCHK Ha ODWTHE XOCTEl CETH K NOTPeAnaTe DeCcyposl KOMNEOTEPA C
HX PAIDYLLIEHHEM.

3.2.139 aomna (zone): Cm. 3.2.117.

n PHMEa4Ya HHE — TE[.'ll'l'IHH o30HE s, 'yTH:I-TFﬂEI'IHE‘MhIﬁ B HACTOAWEM JUEYMBHTS, ChNedyaT BCEMgGd OTHOCHTE K
3oHE DEAnNaCHOGTIA.

3.3 CokpalweHHn

B HacToawem nogpaigens NpuesegeHs CORPALYaHHs, MCNoNLICaaHHLIE B HACTOALLEM CTaHIARTE!
ANS| — AnMepukadciri HAUWOHANEHBIA HHCTHTYT cTangapTon (American Mational Standards Institute ),
ClA — goMdraeHyManeHocTs, LEnNocTHOCTE M gocTynsocTs (Confidentiality, Integrity and Availability);
CH — ynpaenascwan ceTe (Control Metwork ),

COTS — komMsep<4eckil AoCTyNHeE npoaykTel (Commercial Off The Shelf);

CSMS — cucTema ynpaeneHdva srbepberonacHocTed (Cyber Security Management System),

DCS — pacnpegensdsan cucTeMa ynpaenesus (Distributed Contral Systam);

DdoS — pacnpefensHHan ataka THNa «0Tead B obonyeueandis {Distributed Denial of Service);
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DoS — oteaa e obcmykuoadud (Denial of Service);

DMZ — pemundTapraceantas aoHa (Demiitarized Zone);

FIPS — degepanedse cTaHfapTel ofpaboTer wHgopmagmd (U 5. Federal Information Processing
Standards);

IACS — cucTeMbl NPOMBILLINEHHOW aBTOMAaTHER W KoMTEONA (Industrial Automation and Control Sys-
tems);

IEC — MexgyHapogHan anekTpoTexHuHeckan komuccia (International Electrotechnical Commission);

|IEEE — MHCTHTYT MHMEHEDOE NO INEKTROTEXHWES W anekTpoHuke {Institute of Electrical and Electron-
ics Engineers);

1D — peog/BpiBog (Input/Output);

IP — mHTepHeT-npoToson (Internet Protocol),

IT — vucpopmauvosnas TexHonorkd (Information Technology),

LAMN — NokansHas BRYUCIHTENBHAA ceTe (Local Area Metwork ),

MASA — HaudoHansHoe YNpagnedne No BozdyxonNaBadkik i WCCNedoBaHKK KOCKMHYEcKoro npo-
cTpadcTea (U.S. Mational Aeronautics and Space Administration);

MNOST — bopo cTaHIapToR M TEXHOMNOME HACA (MASA Office of Standards and Technology):;

O3] — paaumogeicTEne OTKPRTRX cucTem (Open Systems Interconnect);

PLC — nporpamsipyesslid Norisecsdid koutponnep (Programmable Logic Controller);

RTU — nyneT gucTasymodsoro ynpaenedma (Remote Terminal Unit);

SCADA — gWUCneTYepCckdi KOHTRONE W cBop ganneix {Supervisory Control and Data Acguisition);

SIL — yvpopeHe WeNoCTHOCTH BeacnacHocTH [ Safety Integrity Level);

SIS — apToMaTHIKpOBaHHAR CHCTEMa GesonacHocTK {Safety-Instrumented System);

WAN — rnobanesas BeducivTenEHaa ceTe (Wide Area Metwork).

4 Cutyaumna

4.1 OBwHe nonowHeHWA

CHCTeME MPOMBILWNEHHCSE SETOMATHEA 1 KOMTPONS @YHKLMOHHMEYIOT 8 cnomHoi cpege. Opradmnaaumm
DCYLECTEAAKT Bog Gones HHTEMCHMBMEIN O0OMeH WHdOopMaUWed Mesay GUIHEC-CHCTEMAMKA W CHCTEMAMIN
NPORMBILUNEHHOR ABTOMATHEK, W NAQTHEDE B OOHOM QENOBOM HAYKHAKWK MOrYT DbiTe KOHEYDEHTAMA B Opy-
rom. DgHako oBopyAcBaHKe CUCTEM NPOMELLNEHHON ABTCMATHKK W KOHTPOMA NPUBA3EHS HENOCDENCTREHHD
K NpoUeccy, NoO3IToMY Da3rNaeHde NPoMIB0ICcTEEHHLIX TARK ¥ Do B nepegade MHQOPMALH — HE &g H-
CTEEHHEE NOCNEOCTEMA HapyweHwd GeacnacHocTi. Kyoa Gonee CephelibiMi NOCNedcTEMSMA ABMAKTCA
BEPOATHOCTE YENOBSHECKWY MEDTE WNH NPOM3BE0ICTEGHHLIX NOTE0L, BPS] OKDYHAOWeH cpaege, Hapywedua
PECNAMEHTHEE HODM 1M BE30NAcHOCTH B 3KenNyaTauny. Macwrabe Taky NOCNegcTRHA MOYT BREEOOTE 58
Mpedens OOH0R OpraddIauMie; MomeT DblTe HAHeCEH IHAYWTENEMBIR ylWepDd WHOPAcTDYRTYRE Wenoro pe-
MWOHA WK ToCy0apcTaEa.

D2aboqerHOCTh BEABBRT HE TOMNBLKD BHEWHWE YPOIkl, CEDLEIHLIR pUCK ONA GEe30NacHOCTH MOMyT
NPEOCTAsNaTE XO0oWD MHEORPMUPOBaEHHLIE HHCAROE Db, MMEBIOWHE INLIE HAMEPEHWA, KNA Da3Ke HEBAHHOE
HEYMEBILLNEHHOE JeRcTere, Kpome Toro, CHCTEMEl NPOMBILUNEHHGE AETOMATAKA W KOHTEONA YacTo GwiBanT
obbeguHEHE C OpyTHMA Branec-crucTemand. Mogndvkaumna vy TeCTHDoBaHME ONepaunOHHEIX CHCTEM Mo-
MYyT NPHBECTH K HENPedyCMOTDEHHBIM JNEXTROHHEM BOIGERCTBHMAM Ha NPOUECCHE BHYTRW chcTem. MNepoo-
Han, HaXoOAWWRCA 33 NEeJenami YHacTha CHCTEM YNPARNEHWA, BCE Yalle NPoBsanT TECTHDOBAKKWE Geao-
NACHOCTA CHCTEM, NPEYMHONAA KONWYECcTED M NOCNeacTexA Takkx addherTon, © yyeToM KoMOMHALHK BOEX
ITWx (faKTOROE NEMKD YBAUOETE, HACKONEKD PEANEH PUCK MONYYEHRA HECAHKLWOHHPOBAHHOMD MW BpeaoHco-
HOMD QOCTYNE K NDOMeIWUIEHHOMY NPOUEcCy.

HecMoTpA Ha Ta, 4TO TEXHONOTHK MEHSKTCA, W NADTHEDCKME OTHOWEHKA MOryT NPHHOCHTE NoNb3y
Guiasecy, YEENWYHEISTCA NOTEHLWANBHEA PUCK HapylweHHA BalonackocTd. © pocToM yrpoa Ana cyfbexron
XOIARCTECEAHKMA NOBRILLAKTCA M Tpebosanua k BeacnacHocTH.

4.2 CyWwecTEYHOLWME CHCTEMI]

CHCTEME! NPOMEBLWNEHHON ABTOMATHEA ¥ EOHTPONA 380MN0UWOHUDORANK K3 OTAeNsHEX oDocoBned-
HEld KOMOBKTEROR C NPONPHETAPHEIMK ONEPAUMOHHEIMH CHCTEMAMK K CETER BO BIAWMOCERIAHHLIE CHCTE-
Ml | NPANO#EHAA, KCNoNBIVIOWAE MOToRbIE KomMMepYeckie (COTS) TexHonord (T, . oNepaddoHHRe CHE-
TEMbLl W NPOTORONR). B HACTOAWESE BDEMA BEAETCA WHTErpaudA Takvk CMCTEM C CMcTemMamd macwTaba

13

FOCT rocCTP 56205-2014 Crpanuua: 19/80

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-56205-2014
http://GostExpert.ru
http://GostExpert.ru

MOCT P 56205—2014

NEEANPWATHA W OPYTHMH DHAHEC-NPUNOMEHHAMKA Ye0es DasHOOSRAIHLIE KOMMYHMEALUKOHHEE CeTH. [NoBR-
LWEHHAR CTETEHE MHTEMEALMH Q38T IHAYHMTENEHEE DHIHEC-NDSMMYLLECTES, B 9UCNE KOTOPBIX,

a) NOBLILEHHAA NPCARAYHOCTE EYHELWA CHOTEM NPOMBILLNEHHGTS KOHTRONA [(pabodero Npouecca, co-
CTOAHKA COopyQoBaHus, rpadvkcs NDOMIBOOCTES) W WHTETPHDOBAHHEX TEXHONOTMYECKKY CHCTEM YROBEHA
GHIHECA, Y4TO MOIBONAET NPOBOOWTE Gonee IHQEKTHEHLIE WCCNEIORAHWA, HANPABNEHHBIE HA CHUMEHWE
NOOHIB0OCTEEHHBIX MATEQHER H NOBLILWEHHE NPOMIB0INTENEROCTI;

B) WHTErPHUPOBAHHEE CHCTEME NDOMABOOCTES W NPeJCCTARNBHHA YoNyT, WMew«e Gonee npamoil
OOCTYN K WHopMauny BUaHec-ypoBHA, 4TO obecned«eaeTt Gonee aganTHERYID GEATENEHOCTE,

<) obwre MHTepdEAchl, KOTODLIE NOIBONSKIOT CHUAWTE MNONHBE [AcK0ObL Ha obocnyEWBadie | nonyc-
KAKIT QUCTAHLWOHHGE OBCNYRHMBARKE NDCHIBOACTBEHHBIX NPOUECooa,

d) OMCTAHUMOHHEA MOHUTODKHT CHCTEM YNDEENEHHA NPOUECCami, NoABcNAKWHA CHAIWTE PacKOdb
Ha obocnywuaadke W obecneydBaowmi bonee SRCTROE pEWEHKE NPoSnam.

MoHe ONpeaenyTe CTAHOARTE HA BMOOENA, TERMHHE W HHEOPMALMOHHEE COMEHEL, MOIBONRDLIHE
YHADHUWPOBATE ODMEH MHPOPMaUWeR B Npeaenax COBOKYMHOCTIA CHCTEM

NEOMBILUNEHHOR ABRTOMATHEM W KoHTPONA. OOHEKD TAKSA BOIMOMHOCTE cOMeHa MHDpRMALHER NORE-
WaeT YRIBMMOCTE NEDED HEYMENEIM HCNONBIOBAHUEM W 3TAKAMKW CO CTOROHE ANOYMBIUNEHHWEDS M CBAIA-
HA C NOTEHUHMANEHEIME PHCEAMM NS NREONQHETHA, MCNONsIYIoWEre CHCTEMb NPOMEILLNEHHON aBTOMATHEA
W KCOHTpONA.

KOHQUIYDanMy CHCTEM NEOMBILWLNEHHDH SBTOMATHEA W KOHTPONA MOMYT BblTe BECHMA CRNOMHEBIMK B OT-
HOLWEHKA annapatHore O0ecneYeqHus, NporpamMupoBEaHna W KOMMYHHKEUAR, 49TO MOMET NDENATCTROEATE
DELIEHKMK CREEYIOLWIAY BONDOCOBs:

= KTO ABTODKACEAH Ha OOCTYN K ANEKTRPOHHOA HHEDODMALNA;

- KOPQa NONEI0BATENE MOKET WMET: SOCTYN K HHEopManHM;

= K EAEHM JaHHEM N8 QyHELIRARM NOMNeAcBATENE CMOMET MMETL QOCTYN,

- OTEY0A MCKOOKT 3anpoc gocTyna,

- KAK NEOUCKOOKT 3anNQos QocTyna.

4.3 ToxyMe TeHaASHLWH

Pag iegenepeuncnesd sy Npegnockinoy 33cTapnaer genatk NopslUeHHsA SELeHT Ha BeaonacHocTy
CHCTER NPOMBILUNEHHOE AETOMATHKA W KOHTPONA!

a) 3@ NocnegHWe rodel OTMEYEHD IHAYMTENEHOE YEBENHYEHHE KONAYECTEa atas Ha GHIHEC-CHCTEMB W
NEpCOHANBHEIE KOMNLOTEPHBIE CUCTEME C HENONEACEAHWEM BRed0HOCHLY K000, Mo 0aHHBEM Xo3RRcT-
BYIOLWKY CYyDLEKTOR, C Ka#dMM MOOoM PacTeT KOMMYECTES HECAHKUACHHMPOBAHHEER NoONEHTOK (KaKk HamMepeH-
HblX, TAK M CNY4aAHEX) NONYYEHUA SOCTYNE K ANSKTPOHHCR MHopMaLiin;

b} cHCTEMBl NPOMBILLNEHHONR ABTOMATHER W KCHTRONS NOCTENeHHD NEpeX0qAT Ha MOTOBRIE KOMMEDYE-
ckue (COTS) onepauWoHHEe CHCTEME M NPOTORONE M 0DLeQWUHAKTCA C© DHaHec-ceTamMu. B peayneraTe Ta-
FHE CHCTEME YRIBMME DEPE0 TEMK HE NPOTPAMMHLIMK ATAkamMK, Y4TO0 W QENCELIE W HACTOMNLHLIE YOTROHCT-
aa,

C) cpeacTea ANA ABTOMATHIMPOBAHHLIY aTax oObYHO JO0CTYNHE “eped MuTepuet. Buewwaa yrpoaa
NOAMEHEHKA TAKWY CPEACTE TENEPE HEXOOKT, CReOK NPoYero, oT KKbep-NpecTyNHMEODR W KMBepTeppoprCToS,
FOTOPRIE, BEPOATHD, pacnonaramnT DoNbWMMKY DECYDCamMd W CEBEOSHHAMKM ONA aTak Ha CHCTEMY NPosbIL-
MEHHOA AETOMATHEN W KOHTPONA,

d} CcoOBMBCTHEIE NPEQNEHUATHA, NAPTHERCTEA W Yoy CTODOHHKME ODTaHM3IAUMA B NPOMEBILLINEHHOM CEK-
TODE YOVTYOHMA CHTYAUMKIO © YHMCIEHHOCTEI0 CRraHWIaLKA | TpYyNn, 4TO OTRAIKMNOCE Ha GeInnacHOCTH cHo-
TEM NPOMLILUNEHHCH ABTOMATHEN W koHTponA. Tagke dopMel ASATENLHOCTH HECEROOUMD YIUTRIBATE MoK
pazpaboTee HOPM BEACNACHOCTH ANA ATHX CUCTEM,

) ONACHOCTE NONYYEHHA HECAHKUMOHKMDOSaHHOrD JOCTYNE WCKOOQWT TeNSDh HE ToNLKD OT BANoMLLMH-
KOB-OWNETAHTOR MO HEACBONbHEIX HASMHBLIX PaGOTHHMEODB, HO W OT CPTaHMIOBAHHBIX NPECTYNHMKOE MW
TEQLOPWCTOR, KOTORLIE WMEKT WenNs BOINeRCTROBATE HA KPYNHEE ODFaHnIaUKKE M oDBeKT w5,

f} BHeQpEHYe NPOTOKONOE OTRACNERLIX OOKYMEHTOR, TakWx kak PHTepreT-npotoron (IP), ana obseHa
OAHHEIMK MEXDY CHCTEMAMA NPOMBLILUNEHHOR ABTOMATHEN W KEOHTDONA H NEOMBILWNSHHLIMK YOTRORCTRAMA,
Buegpeque IP nodseprast TAKWE CHCTEME TEM ¥E YAIBHMOCTAM, Y9TO W KOMMERYECKHE CHCTEME, dYHKLMO-
HADYHILWME Ha CETER0M YPORHE,

3TH NPenoceiNK, BAATEIE B COBOKYTIHOOTH, CYLWWECTREHHO YEEMWYHNHW PHUCKH ANA opradkaauui, ces-
JaAHHBEIE C paipaboTKOR W IKCNNYATALKMER CHCTEM NDOMBILLINEHHOA 3BTOMATHEY ¥ KOHTPONA. B To e Bpema
KHBEpOeIoNAcHOCTE CHOTEM NPOMBILLNEHHOID KOHTPONS NEEEpaTHNace 8 Dones sHadusye 4 oblenpa-

16

FOCT rocCTP 56205-2014 Ctpanuua: 20/80

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-56205-2014
http://GostExpert.ru
http://GostExpert.ru

rocT P 56205—2014

aHaHHYI0 NpoGnewy. A 3T0 B Co0K o4epeil TpefyeT Gones CTRYKTYDHMPOBAHHEDX OWDEKTHE W PErNaMeHTOR
anA onpefeneHine KMEepae3onacHocTH, NPHMEHKMOR K CHCTEMAM NDOMBILUNEHHON SETOMATHELM W KOHTPONA,
& TaKE BOIMOMHOCTH MY COOTRETCTEYIOWEMD BIAWMOASRCTENA C ADYTHMH CUCTEMAMM.

4.4 MoTeHuWanNLHL® BOIAERCTEHA

NMuua, £o0TopeM MIBECTHE OCODEHHOCTH OTEDRITLIX ONepaunoHHex cucTem (OS5} 1 ceteln, noTedum-
ansHS cRocobHEl NONYYaTE HECAHKLWOHHPOBAHHEIR O0CTYN K KOHCOMNbHLIM YETPORCTEARM, JWCTAHUMOHHbIM
YCTRORCTEBAM, Dalam QaHHbx W, B HEKOTOPBX Chy$anAx, ynpasnamowks nnatdopsan. NocnegcTerMa npo-
HUKHOBEHKE INCYMBILINEHHUKOE B CHETEME NPOMBILUNEHHOR ABTOMATUEN M KOHTRONA MOMNYT BRNICYATE @
caba:

a) HECAHHUMOHWMPOBAHHEIA OOCTYN, KLEWa MMM HEeHAANSHAWES WCNONEICEAHKE KOHDHIEH LA nsHon
MHEDODMASL A,

b) paarnaweq e MHROPRMALWA HEABTOPWICBAHHEIM ANDECATAM,

C) NOTEPK LENOCTHOCTH WM HAOEKHOCTH TEXHONOMAHECKHY JaHHbX W HHEODMAUHK O NEOH3B0OCTRE,

dj noTepis patoTocnoCoBHOCTIA CHCTEM,

€] TEXHONOrMYeckra COoM, BEOYIHME K HAPYVILEHKIO DYyHELHOHMDOBAHKA NPOUECCOR, YXYOLWEHHID Kade-
CTEA NPCOYELME, YBENWHEHWKD NEPOMAIB0OCTEEHHLIX NOTEPE, HADYWEHWMD DEAcNacHICTH NOCUECCOR HNK Bil-
OpOCam B OKDYHARLWY COeTY,

1 noapexgexwe 0GopygoBaHKd,

0) NPHYAHERHE BDE0a AQ0DCELM PADOTHHKOR,

h) HADVILIEHWE HOPMETHBHO-NPARSERIX TReDonaHmi,

i} Yrpoay 300p0BED HACENEHAA M NOTERW JOBEDHA 00 CTOROHE ODWECTEEHHOCTH,

1} yrpoay HAUMoHANEHON Ge30NacHocTi.

5 BajoBble KOHUEMLKK

541 OBwHe nonoMeHWA

B vacTtoAweM pazgens Manowedsl HeckonLEo GasoBsy KOHUSNUME, KoTopeie 0SpasyioT ocHoBy Ond
NOMAMAHWA NOCNEVOLWE PaI0enos HAcTOAWErD CTAHgapTa W ADYrux cTaddapToa cepua MK 62443 B
YACTHOCTH, B HACTORLLEM PAI0Ens PaccMoTpesl CReayiowHe BoNpock:

a) B 48N IAKMOYAINTCR MABHLIE KOHUENLKNY, MCNONLAYEMBE 0NA cnucanng BeI0nacHocTi,

b @ ek IaKNCYAINTCA BAKHLIE KOHUENUWK, 0DPasyiowWMe OCHOBY MCHERNLIBAIOWEA NPOrpakbL Be3o-
MECHOCTH.

5.2 Uenw BeaonacHocTH

HMHpopMagkorHan Ges0nacHocTe HIMaYansHo Gelna HanpapneHa Ha OoCTHHeHREs Tpex wenek —
KOHPUOSHUAANLHMOCTH, UEMNOCTHOCTH W GOCTYNHOCTH, KOTOpPRE 4acTo ofoadadanTeA abSpearatypoi ClA.
CTparerds WHQODMaUMOHHO-TEXHAYECKOH Se3I0NacHOCTH ONA THNHHYHOMD SIH-00Moa MNK SHIHeC-CHCTE M
MOMET CTABMTE HA NEQBCE MECTO KOHEWOBHUHANLHOCTE W MERL] N0 YWIRABNEHWID GOCTYNOM, HeoDogMMEIE
AnA ee QoCTHHEHHA. BTOROR NO NPHODATETHOCTHA MOMET DeiTe LENOCTHOCTE, 8 NOCNegHERd — SOCTYMHOCTE.

B KOHTEKCTE CMCTEM NMPOMBILUNEHHDN ABTOMATHEM W EOHTRCNA o0Wan NPWMopHTETHOCTE 3TWX Lenen
JAYACTYHD PAINKHHHE. Be30NacHOCTE B TAKKMX CHCTEMAX IATPArMEAST B OCHOBMOM Nogdepwanse paboTocno-
COBHOCTA BCEX KOMNOHEHTOR cHeTer. CyWEeCcTEVIOT DHCEW, OTHOCALWMECA B NPoMBILLINEHHOMY 080pyaoBa-
HKIKD, EOTOPOE YNPABNASTCR, KOHTROMNHMDYETCR WKW NOGESRrAeTCA MHOMY BOAEACTEKHK CO CTODOHEl CHOTEM
MNPOMLIWNEHHOR SETOMATHEY W KoHTRONA. Takvs 0BpasoM, LeNoCTHOCTE YacTo CTOMT HA BTOQOM MECTE No
FHAYMMOCTH. DEBIMHO KOHDHUOEHUAANEHOCTE BLE MEHEE BAMHA, NOCKOMNBKY OaHHLIE YacTo DbiBamT «Cbl-
PrMse W TRebyIoT aHaniaa B pamMeax EOHTEKCTA, KOTODBIA NOIBCAMT NoNY4HTE HOHKPETHLIE IHAYEHHA.

CYLWECTEEHHYIO PONL WIDART ACNEKT BReMadd OTHNHES, TpebyeMos BReMA OTENMKS CHETEM yNpaBne-
HUA MOWKET COCTABNATE NOPAGES OOHOR MHMNMECEEYHIL, B TO BOEMA Kak TRaaWUWMOoHHES DHAHEC-CHCTEME
CNOCOSHE YCNEWwHD yHEUHOHMDOEATE NPH BPEMEHH OTENWES OT OOHOR 00 HeCKOMsRKK CexyHa.

B HEKOTODGLIX CRYyYanx NpAcpUTeTel oDpaTHbl, KAk NOKAIaHs Ha proyHie 1.
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Cuctemu npomeiLLneHHoN Wupopmaumorio-Textmueciis (IT)
ABTOMATHKA M KOHTpONA cUCTOME 06Lero HaIHaYeHHR
OoctynHoeTs KoHduaeHUManeHoOCTE
UenectHocTe E UenocTtHooTs
2
C
HoaHdngeHUMansEHoCThE OoctynHocTs

Pucyuok 1 — CpagHeHie NpHopUTEToR yenel JACS ¢ IT-cHcTen oblers HaiHaqends

B onpegeneHHsx oBCTOATENECTEAY UENCCTHOCTE CHCTEMEl MOMET TAKKE WMET: BLICIUMA NQHOPUTET.
B pamiax onpedenes sy TpeboRadMi K 3KCNNYATALMK OTOBNEHBIE KOMIOHSHTE WK CHCTEMBl B Lenom Gy-
OFT MMETE HHEE NPHODMTETE B KEAYSCTRe UWened [T. e aHAYEHHe UeNoCTHOCTH MNK A0CTYNHOCTH MOKEeT ne-
PERECHTEL IHAYEHWE KOMPHOEHLWANEHOCTH #WNd HaobopoT). B pesyneTaTte ANA OOCTHMEHWA ueneld bezo-
MNACHOCTH OQTAHNIALME MOWET DiTe BRHYKISHE NPHMENATE YIS KOHTDMER

5.3 OcHoBHEI® TpeBOBAHKWA

MpocTas Mofenes ClA NokazadHan Ha pUoyHiEe 1, HEQOCTATONHa OANA NOMHOMD MoHWMaMEa Tpetora-
Hitlt K GE30NacHOCTH CHOCTEM NPOMBILLNEHHOR 3BTOMATHEY W KOHTPONA. PaccmoTperve NonHore v nogpod-
HOTS CNWCKa TReboBaHHh BeX0OHT 38 DAMEM HACTOAWEND CTAHOAPTA, OOHAKD CYLBCTRYET HeCKoNbKD Baio-
BilX WNH EOyHIAMEHTaNEHBX TREDoBaHWA K BEI0NacHoCTH NPOMBILLNEHHOR ABTOMATHER, NEDEYACTEHHEX
HAHE:

a) ynpasnedre JocTynor (AC) VWIDAENATE JOCTYNOM K ONPeLenediiEM yoTRONCTESM, WHOOPMaLHW
HNM M TOMY, B OPYTOMY, GNA NPegoTepaledda HECAHELHMOHMPOBAHHOrD 2anpoca yeTRoRCTEa MNK Kudiop-
BABLIMM,

D) EOMTROMNE WCNONBIDBRAHMA (UC) EoMTRONMPOBRATE WCNOMNLIOBAHME ONPEOENEHHEE YCTROWCTE, HH-
POPMALMA MM W TOMRD, W GPYIORD, 4NA NEeacTERALLEHAA HECAHKLMOHKPOBAHHOrS KCNONEICBAHKE YCTROR-
CTRE WK WHECEMA LM,

C) UBNoCTHOCTE danHed (D) 0BecneqreaTte enNoCcTHOCTE SaHHLIX HA ONPeneneHHBX KOMBMYHHRSL -
OHHLIX EaHanax AnA NPegoTBpaweHnd HeCaHELMOHUDOBARKOMD MIBNSYeHHA HHdopsauHy,

d} HoHEWEEHUHANEHOCTE JamHHex (DO obecnedrears KOHQHUOSHUHANEHOCTE QaHHBX HA ONpegeneH-
HilX KOMMYHAESUMOHHELX KaHANaX Ang NpefoTBpalleHna HeCaHKLMOHWPOBAHHOIS MIBNeYeHMa MHdopMa-
L,

) orpadHYeHKE NoToka gadiex (ROF) orpaduysueaTe NepeMeleHH e TaHHsx N0 EORMYHMKSLMOH MM
KAHANAM ANA NPELOTERAWEHKA NONASaHHA MHEODMALKK K HEZBTODHAOBAHHLIM HCTOYHKKAM,

f} ceoeBpEMEHHOS pEAMMpOBAHWE HA CobwTMe (TRE) peampopaTe Ha HapyweHue S2a0nacHocTK ny-
TEM YEROOMNEHWA COOTEETCTRYIOWEH MHCTAHUKK, NPEIOCTABNEHWA AHHEDR ANA cyaebHoR JKCNepTHIkl Ha-
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PYLEHIA M ABTOMETAYECKOD NEUHATHA CEOEBREMEHHOND KOPDEKTHDYIOWEND QERCTEHA B CHTYALMAX, KPHTK-
YELKH BAMHEIX © TOMKA IPEHHA JOCTIEEHWR NOCTABNEHHON UENA HNd DEaonacHooTH,

0] AOCTYNHOCTE pecypooB (RA) obecnedMBeaTte AOCTYNHOCTE BCEX DECYPCOR CETH ANA NpenoTepalye-
HWA ATaK Ha OTEA3 B OOCNYAHABAHHK.

HacToawMi cTaHOapT COOepEHT BRllUENEpaqdHeneliee TReBoBa WA, HO B HEKDTOPRX CRyHanx gpyrie
CTangdapTel cepdn MoK 62443 npegoctapnawt Bonee QeTanbHLIE HOPMATUEHLIE JaHHsie. Hanpussep, Tex-
HUsECKAe TReBoBAHKA, TaEMEe KA UCNOCTHOCTE M KOHGWOEHUMANLHOCTE OaHHBX, GyOyT AeTanbHo pac-
CMOTDEHEI B NOCNEdyoWwen yacTi MIK 62443,

5.4 JWeNOHWUPOBAHHAA 3ALWTA

Kak npapuno, HeBoIMOoMHD O0CTHHE LEenel SeaonacHocTd NPMMEHEHMEM EOWHCTEEHHON KOHTPMEDE
MMH MeToguEW. Hawbonee CoOBepLUSMHON CTPATEMMel SBNASTCH WoNONEIOBAMWE KOHUENUAA IWenoHMpo-
BAHHONA JALLMTEI, KOTORAR NPEaNonarasT NPUMEHEHHE MHOMECTEEHHBIX KOHTDMED B BUMOE YDOBRHEH WM CTy-
newsid. HanpuMep, MoryT NPMMEHATECA CHCTEMEl JETEETHROBANKA HECAHKLMOHHPOBAMHEIX MRPOMAEHOBENHIA,
ONOBSLLAWKE O NPEOHUEHOBEHA 48Dal CeTEROA JKDaH.

5.5 KonTeker GesonacHocTH

HourereT BelonacHocTH bpaiyeT oCHoEY ONA NOHAMAHKWA TEDMUHOE M KOHLENUKA M NOK3ILIBAET, KaK
paanMYHEE AMeMeHTR Ge30NacHOCTH COOTHOCATSA Mexdy cofol. MNonaTie «GeaonacHocTes NoJoaIyMesa-
BT 30eCk NPeioTERALEHHE HECAHKLMOHKPOBAHHOrD WNK HEMENATENEHOMD NPOMUEHOBEHWA, 3 TAKHE BME-
WATENLCTES B MCOPABHYE 1 33NNAHUEOBAHKYID PABOTY CUCTEME! NPOMBILNEMHOR ARTOMATIKK 1 KOHTDONA.
KiZephelonacHocTe PACNPOCTRAHASTCH HA KOMNLKTER, CETE MMM ADYIME NPOrpasMmMEpyesie KoMNOHEHTE
CHOTEMEL.

HourekeT BelonacHocTd OCHOBAH HA KOHUENULWAY YIpo3, DUCKOE W KOHTPMED, 3 TAKKEe BIAWMOCEAIAX
MeXay HusKM. BIavMOoCBEAIL MEMOY ITHME KOHUENUMEMKM MOMHO NOKA3aTeE Ha NPOocTol Modend. Jaxa wa
TakKx Modensd, ondcaddas 8 WCOMAK 15408-1 (« D6WKWe KpuTepydin ), NpEACTARNEHA Ha prcyHiie 2. Opy-
rof acnexT BIaMMOCEASN NDCUIMIOCT PUPOBAH Ha DRCYHKE 5.

~ OUEHWBAT
( CoboTaaHHHHK | KOTAT MAHWMHAWPOBATL
b, rl
HaauayaoT
KoHTpME L ]

)
LLINA L )
PaxTOpL YTPOIL YMBHSELISHAA
Puar
EOTODEE

VBRI HBEHI AnA L4

TI"FPI'JBH ona MMyligcTREHHbIE
="'-,_ Ll N-Fa N
NPOSCLADY T o
XOTAT WCNONL30EATs HEKOD FPBK'I'HHIM i
obBpazom whanw cnocoBise HagecT yeph

PucyHor 2 — BaauMoCBRIH MERDY INSMEHTAMKA KOHTEKCTA
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PucyHok 3 — MoOens koHTeKcTa Be3onacHocTy

Modens KoHTekcTa Ge30nacHOCTH, NPedCcTARMNEHHAR HA PUCYHEE 3, NOKAIEBAET, HAK COOTHOCATCA Opyr
C OpYros DaclWpeHHsE Habop KoHUSNUWE B paMkax OBYX BISMMOCEAIAHHLIX NPOUECCOR — ofacnedeHua
WHEOPMALMOHHDN SE30NacHOCT M CUEHEN YTPO3 M DHUCKOR,

5.6 OueHKa yrpo3 ¥ pUCKOR

5.6.1 OBwmHe nonoxeHua

B KOHTEKCTE OLUEHKW YEOS W DHCKOE WMYLWECTEEHHEIE ODBeRTEl NOLBEDMEHE DUCKAM. JTH DHUCKH B
CROK O4Epetk MAHKMAIHDYIOTCA NDHMEHEHWESN KOHTDMED, YCTLAHAKLWMY YAIEHMOCTH, KOTODHE WCNoMsay-
HOTCA CamK WNK NOIBONAKT WCNoNLI0BATE DPYIHME YAIBMMOCTH PainMYHBIMK yrpoaamd. Kasgsd 43 aTikx
INEMEHTOR CNWCAK Nnogpobues B 5.6 2-56.6.

5.6.2 MMylecTESHHLIE OBLEKTEI

5.6.2 1 QGwwe Nnonoxenna

B UugHTpE BHHMAHKMA NPOTRaMMeEl Ge3I0NacHOCTH — WMYLYECTESHHLIE O0LexTel. 3TO TO, 4TO 3aLUMLLA-
aTca. Yrobel B NonHOd Mepe OCOIHATE PUCK ONA cpeasl |ACS, wechxogumo cHAYana COCTARWTE ONMCh
HMYLLECTEEHHEE COLEKTOR, HYEDAHWHNCA B 3aWmTe. DObexTol MMYLWECTEA MORHO NCADAZAENKTE Ha dik-
INUECKHME W NOMYECcKWE, 3 TAKEE KAQDOBLIE DECYDCH.

a) DuarHeckie ODbLEETEL BEMNIOHaNT B ceba mobol PHUIMYECKHA EDMMNOHEHT KWK IEYNNY KOMMOHEHTOR,
NoVMHAANEHAWKME TEradnaagn. B NpoMolluneHHON cpefe Takme obbLekTel MOrYT BENIOYaTE B ceba cuoTembl
YINPABNEHWA, DHAHYECEWNE KOMNOHEHTE CETER W Cpedkl NPOXOMOEHHA CUMHANGE, CHCTEMBl TRAHCNODTHROR-
KW, CTEHEI, NOMEWEHAA, 30aHAA, TPYHT MW modeie apyrve @uandeckne oBLerTE, KOTORLIE TaK WK UHaYe
YHACTEYVIOT B YNPABNEHKA, MOHHTODHHIE KM AHANKIE NPOWIBCACTEEHHEY NPOUSCCOR WNW NOA0SDHaHAH
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OCHOBHOW KOMBBDYECKON JeATeneHOCT. Hawbones aHaddmbie WavYeckie 00wexTel CoCTaRNAOT obopy-
O0BAHKE, KOTOPOE YNEABNASTCA CHCTEMOR ABTOMATAIALNN,

b} norv4eckne 00Tl HOCAT WHDOPMATHEHLIE xapasTep. OHE MOTYT BEMNKYaTE B CE0A WHTENNERTY-
AnNEHYI0 COBCTBEHHOCTE, ANMOpUTMEl, BHYTRWGHDMEHHEIE METOOKKN, CREUHMANHIKPOBAHHYI0 MHEDODMELHIO
MR OpyTHe HHODMALWMOHHBIE JNEMEHTE, ROTOPEIE BOMNGWAKT cNotobHOCTE ORraHnIanuK GyHELMOHRpa-
BATE MMM OCYWECTENATE HORCBBESEHWE. Kpome Toro, obkekT TAKoro THNE MoryT BEN0YaTts o ceba peny-
TAUAKS B Ma3ax oSWecTREHHOCTH, J0BEDHE NORYNATENEA Nk O0yTHE NOKASATENM, CHUEEHWE KOTODBIX HE-
NOCPeOCTEEHHD OTRARAETCA Ha DuaHece. NorddeckHe obberTel MOTYT BeiTe B DOpME YeNoBEYecksd nama-
TH, OCKYMEHTOR, HHRODMALKK, COOSRMaLLERcA HA MATEPHANEHEE HOCHTENAX, WK ANEKTROHHBLIX JAMACER,
OTHOCAWMECA K MHQOopMatHoHHory obuerTy. Norkdecsie o0BekTe MOTYT BRMCYaTE B ceba Tamke peaynb-
TaTkd WCNBITAHKA, JAHHLIE COOTEETCTEWA HODMaTHEBHLIM QOKYMEHTaM WO Nobyn apyrye dedopsadHio,
KOTODaA CHWTAETCA BAMHOH WNH NPONDHETARHOE, WNK MOKET NHD0 0aTe, NHBo 0DECnNaqY T KoHEYDEHTHOE
NPEAMYWECTES, YTRETS NOrMYeCckKdY 00 BLEETOR YacTo YPEBaTA BECLMA ANHTENEHBIMA M BPEQOHOCHLIBK NO-
CIEOcTEWAMK AMNA ODraHHIALINA.

Mpoueccel yNpaeneHdds SENAKTCA 0cobol opsol NorMyeckuy oSbekToR. QWK COQEpWAT NOTHKY an-
TOMATHAALKK, NPHMEHAEMYID NP OCYLUSCTRNEHMK NPOMBIWNEHHOTS NPoLEcca. TakWe Npouecchl CHNBHO
JABMCAT OT UKKNAYHTR MNH HENPEPLIBHOR DEANUIALMK TOYHD ONgeQeneHHsx cobemui. Hapywenne Geag-
MACHOCTA TEXHONOMMHECKWY 00 BEKTOR MOMET CCYILECTENATECA KAk MMIMYECKHMA [HANDUMED, DaIDYLLEHKE
HOCHTENER), Tak W HehHINYECKHMK [HANPDHUMED, HECAHKLWOHKDOBAHHDE M3MEHEHHE] CPEOCTEAMH K NPWUBO-
OWTh K HEKOTOPOW NOTEPE WENOCTHOCTH MMM QOCTYNHOCTH CAMONg Npouecea,

C) KAgpoBsle PECYPCL! BENKHAINT B cebn paboTHHKCR, & TAKKE WX SHAHKA M HABLIKA, COOTRETCTRYK-
LKE WX NPOHIBOACTEEHHOR BEATeneHOCTH. TNoCNedHAR MOKET BRNKHATE B Ce6A HeohXoaMMEIE MpOLEedypE
cepThdmeaumi, oneT patoTel ¢ oBopyYACEAHKER, W OQYIYI0 DEATENEHOCTE, KOTORAR He 3aTparveasT npo-
UEcChl ABTOMATHIHPOBIHHOD NPOWABOOACTEA, MMM BAKHEE HABBIKK, HEOBXOOMMBIE B YPEIBEYaRHEIX CHTYa-
unAx. TexHnonormyeckoe obopyaceane pegks BeIBasT NONHOCTLIC ABTOMATHIMPoBAHHEM, W choW B onepa-
LMAX, NPOHIBCOMMBIX COTRYAHWKAMK, MOMYT CYLLECTBEHHD OTPAIMTLER HA NPOWMABOACTEE, HECMOTDA Ha OT-
HOCHTENBHYED COXPAHHOCTE GHAMYEcKUE 1 Norkeeckdx cucteM. Hanpumep, na-3a owwBoddoro cpabaTeiea-
HHA 33E0OCKON CHIHANMIAUKK NEPCOHAN MOMET NPEANPHHATE CCTAHOR W 3BaKYALMM C 33BOAA, XOTA B CHO-
TEMAX NDPOMBILLNTEHHOR ARTOMATHEW W KOHTPONR HAYErs He SeNg HapyWweHo HW Ha DWIKYeckon, HA Ha Nno-
redeckos ypopke. Noboe NpOMCWECTEWE WK ATaka, NPHBOOALKE K TRABMHPOBAHWID COTRYOHKKA, ByayT
pRCCMaTPHBATLCR KaK 3aTRarkMBakwWe KaapoBel i pecyYpS.

5.6.2.2 QueHEa MMYLWECTBEEHHE 00LEKTOR

HTobke COOTEETCTEORATE KATEro@KKM PrIMYECKITO AW NOMMHYeckoro obbesTa MMyLWecTea, aToT obbesT
O0T#EH NPAHAANEHRATE ORFAHHSALMK WKW OTHOCHTECA K HER WHbIM CNOCoBoM. O  A0MKeH Takke npeacTan-
MATE USHHOCTE ONA opraduaadid. LedHocTe ¢0berTa mMomeT BulTe BbIpaMeHa, MKGo B KONHYECTBEHHOM,
MAGD B KAYECTEEHHOM STHOWEHHAX. HEKOTODLIE OGRTaHHUIZLKA MOMYT CHHTaTE KAYECTBEHHYID OUEHKY O0CTa-
TOYHEIM KPHTEDHEM GNA Bol PRFEHHA MMYLECTBEHHOTO yLepha B Xo4e adan9yia puckos,

a) KONWYECTBEHHAR OUEHKS 00BEKTOR. COBEKTY, KOTODOMY OaHa KONWYECTREEHHAR OUEHKD, COOTRETCT-
BYET TOYHBIA NOTEHUMANEHER drHaHcoBei yileph. O MOMeT BRIpAXaTECE B CTOMMOCTH 3aMEHE], CTOMBMO-
CTH NOTEPAHHOMND CORTa WK APy UHAHCOBKX NoKasaTenayx. KoNMYecTREHHAA OUeHKa TpebyeT CRpyy-
AEIHCIO aHANWIA CTOMMOCTH ONA NONYYeHdA TOUHoR ykuibpel, 3aT0 aeT agradvaadky Hamdero Bonee ac-
HY¥ KAPTHHY NOTEHLWANEHER NOCNeacTEMA ywepGa;

b) raqecTEeHHan oueHka ODLEKTOR. KaYECTBEHHBIA yWepd ofbuHe Beipamast Gonee aGoTDakTHLRIA
YOOBEHE yiepha, HanpuMep, ero NPOoUSHTHYIO WM OTHOCHTENEHYIO BENHYHHY,

KOTOpaA COOTEETCTRYET, HANPUMED, HEIHAYHMTENLEHEIM NOCNEICTEMAM, JHAYMTENEHBIM FOCNELCTERAM
WM OTCYTETBMIO NocneacTemit. Muorse o0LerTel MOKHD NPOAHANAIMPOBATE NEWE © TOYKM 3PEHKA KaYecT-
peHHOrD ywepta. Mpouenypy OUSHEM PUCKOB MOMHO HAYWMHATE C KaYSCTBEHHOR oUueHEk O00wexToB gna go-
KyMEHTADCBAHKMA DONbLWMY PHCHOR W CO0CHOBAHWA NPOEKTA N0 PACHOOOBAHME: OBHET Ha NHUKBMOALWK no-
CNEACTEUMA C LEeNBI0 CHUKEHMWA DHCKA, 2 JaTeM NOOKDENWTE KONWHECTBEHHLIM AHANAICKM ONA NoNyYeHa
AeTANEHOR KAETHHE NOGBEEOMEHHOCTH DHCKY.

LeHHOCTE MOMHO KNAcCHHMUWDORATE N0 THOY NPWHUMHASMOTD yLepha, KoTopbli soseT BblTe NPSMbIM
WA KOCBGHHBIM;

C} NpAMON ywepd: oTpaMaeT CTOMMOCTE JameHe obekTa. NpumeHuTensHo K ranseckomy obwekTy
T4 CTOMMOCTE MOMET BKMIOYATE B cebA CTOMMOCTE Sa8MeHe camors yoTpolcraa. JorvdeckiM obberTam
COOTEETCTEVET OTHOCHTENEHS MAanNsii NpAMOR VIWEepDh No CPABHEHKIO © WX NONEIHOCTEID, NOCKONBEY HOCH-
TEMk, ACNONEIYEMBIA ONA XpaHedia Taroro obwexTa, obkiHHO OeeBLINA;
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4} kocEeHHEE yleph: oTpaxasT mobol ywepl, BELIBaHHERN BRIXoOos 00LeETa M3 CTPOA, 38 KEOTODLIA
HECET OTEETCTEEHHOCTE CAMA opraduzaupa. Takol ywepd MOoweT Brn4aTe B ceba vERITKK, CRRIAHHLIE C
TEXHONOMAHECKKME NDOCTOAMA, QOopaGoTROR, WNKM ADYITHE NDOCHIECOCTBEHHBIE DACKOALl, O8YCNOBNEHHLIE
BEXOO0M CDBEKTa M3 CTPOA. KOCBEHHEBIR YILEDD NPUMEHWTENLHD K DHIMYECKMM obbekTam ofkLYHD BKMIoYa-
aT B cefA NocnegecTRHA CNana NPoMSEOOCTES KM3-38 BRXOOA K3 CTPOA KOMNOHEHTa. KocheHueh ywepd npw-
MEHWTENBEHO K NOMAYEcKUM 0GLEKTaM 4acTo aHadnTenad. O sknodaeT B ceba noteps gobepra obwecT-
BEHHOCTH, YTRATY NAUEHIMK HA SHCANVATAUMID W3-38 HADYLWEHHA HOPMATHEHGIX NPEANUHCaHKE, | NoTepo
EOHEYPEHTHOMD NPEUMyLLECcTEA, QOCTWIHYTOM GRnarcgaps peandiaudd HHTeNNeKTvansHoR CoScTREHHOCTH
{HanpUMen, KoHDULEHLHANBHOA TEXHONOrHE).

5.6.2.3 Knaccipueauna yvilepba

OEbeauHuB rHBOopMaUKHIo 0 THNAx 00LeKToR W OUEHKE, MOMHO NOK33aTe THNM ywepda anA kasgoro
THNa obweTa, Kak Nnokasaqo B Tabndue 1.

Tabnwuya 1 — Tunkl yuepha B 3AEHCARMACTH OT THINOE OBREKTOR

Tun ofeerTa

Mp=awmolk yuseph

Kocaanne@ yuepd

KaupcTaEHRAR NN KOARYECT
BEHHAR JUEHEA

HHIpOpMALMKE  4acTo ga-
WEEE] W NETHD 2AMEHIME

DAY C KA Moer BuiTe  3HaA4W- [MocrneacTBXA cnaga Ha~“EcTEEHHER WKW KOMH-
TeNbHEM, OTPE®EA CToM- | NROWIEOOCTES, BhIZBAHHO- | HECTEEHHAEA, MoMeT BLirs
MOCTE damMersl obearta. | ro Beiogow obbEXTA W3 | CHAYANE KAYSCTEEHHOW ONH
MpAMoA auepb AENABTCR | CTPOR. BKAKMAR DOTEQRH | BRECOKME YPOBHEA pHCkA. 8
CMNEOCTEMEM HEACNDEBEHO- | YNDEENEHWA, BeXO0 W3 | 38T — KONWYSCTEEHHOR
CTH foMadqaceEds obkexTor | cTpoR WM noepesnedHes | arA BoneWeR TOHHOOTR
no NPpWHMHE  YTpats |x | gpyrix obvestoB, ¥ yOeIT-
LENOCTHOCT W QoCTyn- | ke M3-28 npocToes
HEGTH, W HE DyLUEHEA ToY-
HOE MOCTEQOBATENEHOCTH
ONEpEUMR MmN cTabuneo-
M XAPAKTERA NPoUSccd

NonA4e kAR HiAagui, 1. K. HOCHTENK JHAYMTENEH. 4H8CTD H3- Yaws BCEM £a~acTBEH-

33 yTPaThl  MHTENNSKETY-
aneHod  cobocTEeHHDCTH,
PACKDEITHR  NpONp@ETap-
HelX METIOWE WM Hapy-
LIEHEA HOPMATHEHG-
NpEENsort CODTEETCTEMA.
KoceanHeln  ywepd  oT
noeEpERsgEHER  oBopyoo-
H3HWA WNM  PEArNawsHaA
OAHHEX MOXET NO0YoHTh
E NpHOCTAHOBXKE NpoUSc-
coB, gopaboThamM, mMoga-
hHEBLUMAM MW OpEYTHM
OEACTBMAM N BOCCTA-
HOBMNEHWH HKOHTRONE Hag
NECHIBCACTEEHHBIM - NpO-
LECooM

Ha®, OOHAKD — HEHOTOpRRIE
NOCAEOCTEMA CRAgd Npows-
BOOQCTES MOMyT WMETE KOMA-
HECTEEHHLIA XApaKTep
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Tun pbuexra

Mpamod ywepd

Koteernui yusepa

HascToaHHAN HIH KOMAssT
HBEHHIA OUBHEX

Kagpossi pecypo

07 HWIKOra 00 CpEgHe-
0 B 3EEHCMMOCTH OT TR-
HECTH TPABMEI PADOTHARS.
HeaHaMTEM:HEE TREEMEI
NP KDPOTHOM  Neprogs
peabunMTaLHKn MOryT
OBBEpHYTECR HUIEMM  NpR-
MelM yiepBom anR opra-

07 HM3AKOrO g0 3Ha-M-
TENLHOMD B J3BBCHMOCTH
OT TRHECTHA TR3EME W pO-
Ny paboTHAEa B OCyLWEcT-
BNEHMA Npagecca. datpa-
Thl Ha CEEpXYPOHHYED DE-
GoTy M pacxogsl HA BpRE-
MEHHYH 3amMeHy pafoTHu-

HHIBLMLE, WOTA  CAMa | K8 MOTYT  3HEYMTENGHD
TREBEME  MOMET  WMETh | BApEMPOBATECH B ZHBMCH-
ONUTENBHEE NOCNEACTEMA | MOCTH  OT  ONETEMSHOCTA
ans TpaEMWpoEaHHom | nepeoga peabunuTague
padorHuxa paboTHMEE.

HemoopeacTaEHHBIR - Ka-
SECTEEHHBIA ywepd npows-
BOOCTHY. 38 HOTOPLIM CHe-
oyt KOIAHECTEEHHEIA
yiapi, abyC-NosnaHHEIR
DECHOZEM HI BOCCTAHOE-
neHwe  TpysocnocobHOCTA
MK 3aMeEHy paboTHHES

Tpaemel, NPHEDORLHE
¥ DecocpodHDR noTeps pa-

GoTocnocobHocTH, HITA
CMEPTE  MOMYT  NOBENE4E
JHAYMTENLHEE  Pacioip

M3-33 KOCBEHHOMD yiuepha.
BCMM NPK B0 OLEHKE MR-
HUMAKITCH B DECHET CouW-
AMBHAR OTHETCTEEHHOCTH,

NoOTEHLHAaNbH=E C!,I'D_BEI-
HbIE H3OEQEEKM W HOMOaH-
CALHA

3.6.3 ¥YA3IBMMOCTH

YAIRMMOCTI NPESCTABNAKT cofol cnabue MecTa B CHCTEMaX, KOMNOHEHTAX UK ODTAHKMIALMAK.

YAIAUMOCTIA MOMYT GbiTh DEIWVNLTATOM HAMEDEHMLIX NPOCKTHBIXY PEWLEHAR WM ShiTe CAYYARMBIMK K
ABNATECA CNEACTEMENM HENOHMMAHKA dyHEUMOHaNEHCR coedsl. OHY MoryT

BOIHWKATE W MO0 MERE CTADEHWA oBopYACBAHKA, NPUBOOALLETO K &rd HENDWMOOHOCTH, 8CNM 2ATO CRYy4Ya.
BTCA BRICTRES, YEM IAKAHYMBAETCR THNWYHEE CO0K SYHELHOHWMPOBAHMA GCHOBMOTS NQOUEcca WK ynpas-
NAEONS OSoPYRO8aHKA. Y AIBHMOCTH HE CEOOATCA TONLKG K INSKTROHHEIM WK CETERLIM CHCTEMaM. TToHK-
MAHKE BIAVMOCEAIN MEXDY DHIMHECEUMK (B TOM YUCNE YENOBEYSCHAMA | i JNSKTROHHEIME YAIBKMOCTAMEK
KpalHe BasHo gnAa onpegensdna 3p@eskTieH0E Se30NacHOCTH CHCTEM MEOMLILWMEHHOE aBTOMATHEKN W KOH-
TpOnA.

CHCTEMA NEOMBILNEHHON BBTOMATUEA K EOHTRONA, WIHAYANBHO HAMELLAR CTPAMWHEHHYID YRIBW-
MOCTE, MOMET CTATE Bonee YAIEWMON B TAMAX YONOBMAX K23K HIMEHEHWE CDEALI, MIMEHEHWE TEXHONOrHiA,
OTHAS KOMAOHEHTOR CUCTEMbI, HEBOAMOMHOCTE 3AMEHE KOMMNOHEHTOR, TEKYYECTL KAADOR W DACKDLITHE M-
thopralpMK 0b CYILBCTRYI LMY YRAIBHMMOCTAX.

5.6.4 Puck

5.6.4.1 OhwmMe nonckeH a

Puck onpeaenaioT g8 oduaadue yiuepia, Belpaedios BEpoOATHOCTRE TOMD, YTO GNPEaeneHHBIR He-
TOUHHK YTRO36 BOCHONBIYETCR CNPEAENEHHOR YAIAWMOCTED O0REKTA, YTO NPHUBELET K OTDMUATENEHEIR Mo-
CREACTRUAM. PHCK 328ACHT OT YWDO3k, YAIBUMOCTH M NOCNEOCTEMA, A8 NOCNSacTBUE — 3TC OTPUULATENb-
HOE BOIOERCTREWE HA OPFaHMIALMI0, KOTOPOE OBYCNOBNEHD KOHKDETHEIM BREQOM HMYLLBCTESHHOMY ObLekTy
MMy ofbEETam BHYTEM ODraHK3aALMKE, NPWYUMHASMEM KOHKDSTHOR YIRo30H MNY YAIEMMOCTEED. ¥Tp03a | yaa-
BHMOCTE MOMYT BLITh BRIPEHEHE Y8pet BEp0ATHOCTE BOIHMKHOBEHWA. BepOATHOCTE BOIHMEHOER- HWA — 3TO
BEPOATHOCTE TOMD, 4TS KOMKPETHOE ASRCTEME NPOMIsSHAaT.

COSCTREHHHEAM WMYLUECTBEHMHEX 00LEKTOR CMeOyeT DAMEHMPOBATE CTOMMOCTE CMAMMEHHA NOCMEOCT-
BHEA A CTOMMOCTE DEMOHTE M BRIMMATE WX B aUeHky pucka. CoDCTReHHWEAM CNefyeT TAKKES HA3HAYATE
COOTRETCTEVIOWMS KOMTRMEDSE! OMNA MAKCHMANEHOMD CMAMMEHHA DUCKOE HAPYILEHWA Ge30MNacHOCTIA NPH M-
HIAMANEHEX DUHAHCOBLIX 3aTRATaX.
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MobBas NONHOUSHHAA METOOWES OUEHEY PUCKa NpeancnarasT NoaTanHeld aHanys Bcex saqelcTeo-
BAHHLIX CHCTEM, HAYKMHAA C CHCTEM HENOCPECTEEHHD QOCTYIHLIX ONA yIPoakl, M JANEE K CHCTEMAM MEHes
OCCTYMHBIM,. BAI0BLIR METOO OUEHEM PUCKA COCTOMT M3 CNeOysilKy TREX 3Tanoe:!

1) oUEHES HCXOOHOMD DHCKA;

2) pEanu3auHa KOHTPMER NO CMAMHEHHID pUCEa;

3) cueHEa CCTATOUHOMD PUCKA.

MpK HEOBXOOMMOCTE 3Tanbl 2 ¥ 3 DaHHONS MEeTo0a NOBTORRKT ANA CHUMEHHA OCTATOMHOM pHoKa a0
OONYCTHMOrD YpoBHA. B 4acTHOCTH, BTOPOA 3Tan BxniosacT 8 cebA CUeHEY CYLWECTRYRILW MY MED JaWKTE K
CEANWAALKI NRaHoa No A05asnNeHue KOPReKTURYIOWHE WK Q0NoNHUTENEHBE ESHTRMEeR. B nocnegyso el
Jact MOK 62443 GyoeT npegctaangdo Donee QeTansHoe SNECaHKe METONa ONpeqene e DUCKa.

TrNHYHEIE PUCKK, NPHHHMASKMBIE BO BHUMaHWE, BENOYANT B cada

a) pHcEd ONA DeIonacHoCTH NepooHana, TAKWE KaK CMERTE WK TRaBME,

B} pWCKM OANA TEXHONOTMYECKDd De30nNacHoCTi, Takue Kak noepexaedus obopynopakus Wi chow o
EOMMEDYECKON QEATENEHOCTHI,

) pHCEW Ang WHPOPMALMOHHOR BeacnacHocTd, Takde kak GUHAHCOBLIE, NPAB0BBIE HAPYLLEHMA WK
NOTERR PENYTALMK TODMOBOM MaPKK,

d) KONOrMYECKKA PWCK, TAkDH KaK yRESOMMNEHKE O HAPYLWEHHK, NPABCELIE HADYWEHHWA WK IHA4K-
TEMNBHER YiLepd,

) pucka oana Guadeca, TaKMe kaxk cDOoM KoMMEPYEcKoN DeaTensLHOCTH.

5.6.4.2 YpoBeHs JONYCTUMOCTH PHCKa

BoixoAHIMA JaHHBIME KEHSCTRBEHHOMD AHANKIA DUCKA ABNAETCA NEpeYeHsE 00LEKTOR MNK CUEHAPHER
CO CBOOMOR BEDOATHOCTEI BOIHMKHOBEHHA W rpajayqed nocnegeTexsi. B ofRianHoCT pYyKOBCOCTES BXO-
OWT OnNpedeneHre CooTRETCTRYHLWMY MED BO3INERCTEMA No NYHKTAM Ha GCHODE Takwx rpajdaund. HekoTopwe
COTAHKAALKK NPAEMITIOT OTHOCHTENBHOD BRHCOKKE YDOBHK PUCKA (B YACTHOCTH, QHHAMHYHG DasBHBAKWHECA
KOMOAHWK), 38 HEKOTOPEE KOHCERBATWEHBl W ABNATCA NPOTHEHMEAMK PUCKA. A 3HAYWT, ONpeOeieHHLIA
YROBEHL OCTATONHOTO PUCKE MOMET BRiTe NPUSMMEM ONA OOHOR OPraHUIALMK K HENDHEMNEM ANR ODYTOMH.
Hase B npedenax cOHOR CPraHMIagMy oTQENEHBE NEEANDUHATHA MOTYT MMETE RASHEIE NOXENaHKE OTHOCK-
TENBEHO PUCKOE MIMA WX QONYCTHMOCTH. PYKOBOACTEY CNEQYET YeTED ONpedenaTe ¥ OC0IHABATE, KAKO8Ll Bro
NOMENAHWE OTHOCHTENSHD DUCKOE WK WX GONYCTUMOCTIA, Y100k Ny4We NgoiyMslBaTs YpoeeHs CBOME oT-
BETHBIX JERCTEKA MO OTHOLWEHWK K BhIABMEHHSIM OCTATOHHLIM DHCKAM,

PeweHwe npobnes, COAIAHHEY C BEICNACHOCTEID CHCTEM NPOMBIWNEHHOR 3BTOMaTHEH W KOHTPONA, B
LENOM HE NDMEHOCHT HOBBIX DUCKOE, HO MORET CNOcoBCTEOBATE HOBOMY BOCTDHATHK YHE CYLLECTREYRILLAK
pUCKOB. Hanpumep, B KOHTEKCTE NPOMBILIEHHOR 28ToMaTHIAUWKY PHUCKaM, CEAIAHHBIM ¢ DEa0nNacHoCTRID,
OERYHS YIENA0T BONBLIS BHAMAHAA.

BEaonacHooTe CHCTEM MPOMBILLNEHHON ABETOMATHEH K KOHTPONA He TpebyeT NepeockMblcned s cnoco-
Ga onpedeneHua YPoRHA DONYCTHUMOCTA PHCKOR, 2TOT cnocoD 33MMCTRVIOT W3 GPRYIHE METOLWK YRDAENEHHA
DHCKAMIK B ODTaHMIaLMin.

5.6.4.3 Mepsl 8oadedcTBHA HA DHUCK

CylwecTByeT HECKDNLED BOIMOMHEIX MED BOAZERCTEWA HA prck. B 33eMcHMOCT oT 0BCTOATENLCTE Op-
raHKEIALMH MOryT NPpUEeraTe € TOR WK WHOH KOMEHHALWA Mep B KaNO0H CHTYALWA

a) MCKNKHEHHE DHCEA M3 NPOEKTA: ogHa Ma hopM CMAMYEHWE DHMCKA — WIMEHWTE NPOSKT CHCTEME! Ta-
KM 0SDas0s, ST006I MCKNKYWTE 3TOT PHCK. HEKOTODLIE PUCKK CYLECT= BYIOT NPOCTO NOTOMY, YT0 BOIMOMEH
OOCTYN K 48My-TO, HECKMOTEA Ha TO, 4T0 QOCTYN HKHKOrOa He noTpebyeTcA. CMAMMHTE PHCK MOMHD NyTEM
MONHDA OTMEHDB HEHYHHOR PYHEUHH @MY GNoOEMpOBEaHAA § HER DoCTyna. Opraddiagqd MoryT NpUHEMaTh
COOTBETCTREVIOWME Branec-peweanns, 4T00k HCKMoYMTE preE. Takas Mepa B030eRcTEMS MOMET BKNKYaTe B
cefhA CoIHATENLHRIA OTKAZ OT 4ero-NKao, Byds TO HOBBIA NPOOYKT NOCTABLLMKS, CUCTEMA WNKW JaKNI0YeHHE
OOrOBODEHHOCTH,

B} cHMEEHKE DHUCKA! DHCK MOMHD CHH3MTE 00 OONYCTHMOro YROBHA NYyTEM Peanyada-uud KOHTRMERD, KO-
TODBIE YMEHLLIAKT BELOATHOCTE ATAKA WNH OMDaHKYMBAINT B8 NOCNedCTEAA. [PHHLMNHWANEHER MOMEHT B
OAHHOM CRYHae — A0CTHYE JOCTATOYHOMD YPOBRHA SEI0NACHOCTH, HO HE HCKMOHHTE DUCK NONHOCTEI,

C) NPUHATHE DHCEA. BCEMOA €CTh BaAPWAHT NPHMHATE PWCK, DACCMAaTPWBAA 8o KaK YacTk WAOSDMeR JKc-
NNyaTayHd9d npeanpraTia. Opradnaanie AomsHsl BpaTte Ha cebr HEKOTOPRE DHUCHH, W HX HE BoEra YaaseToA
CMAMHTE HNKW NEpEaTes NPK ONTHMANEHLIX 3aTpaTax,

d) nepegada WNM paCPeEensHHe DACES. BOSMOMHO JaRMYMTE Kakod-nrbo Qoropop CTpaxoBaHqqA
WK COrMALLEHHe No Nepedade BCErD PHUCKa KW Bro YacTi CTOpOHHEeMY CyDberTy. THNHYHLIE npumep —
cyBnNoaApAD Ha ONpedeneHHEE ONepanHe MNK Yonyry. Takoe peleHie sMokeT BoiTe He Boerga sdphekTHBHO,
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NOCKOMNBKY MOKET PACNPOCTRAHATECA HE HAE BCE WMYLWECTEEHHbIE 06kerTel. CTpaxosoi goropap kubepbe-
ONACHOCTH MOMET KOMNEHCHDOBATE HEKOTODLIE THNE ywepha, Ho He yWeph, OTHOCAWKACR K NOTHYECkAM
OELEXTAM, HANPKUMER, NOTEPID OOBEPMA CO CTOPOHLI NOTREGUTENER;

@] MCENIDYEHAE WA NEpecoTp MI0eITOYHBIX WMNH HEeIMPEKTHBHEX MED IAWWTH. B pamikax k-
THEHOHA CUEHEW DHCHOSB BLIABNAINT W NPHEOOAT B COOTRETCTEWE NOAOTHEE MEDbI 38WMTE, STODL MOKHD
Oene yOenATE SONLIWE BHHMAHWA MEPaM 3AWWTL, KOTOPBE IDMEKTHEHL W PEIYNLTATHEHE.

5.6.5 ¥rpoaki

5.6.5.1 OhwmMe NonoxeHHa

YIpodkl XApaETEDHIVET BOIMOKHEE QEACTBUA, KOTOPBIE MOMYT BolTe NPEANPHUHATE B CTHOLWEHHK CHC-
TeMbl, OHW NpORBEMNAKTCA B CAMBIX PRInNUEHex HODMax, HO HaWGonee pacnpocTiaHerHdse opmMel cne-
OYIoLHE;

a) CAyHarHLIe. NHED, HE IHAKOMOS C COOTRETCTEYIOWMM PErMAMEHTOM W NONWTHKON, WNK No Henoc-
MOTRY, COI0aET CYYaRHEIA PUCE. BoIMOoNHD TAIKKE, 4TO ODraHdMIaUWa He aHaeT ob0 BoaX DUCEaxX W obuapy-
HABAET MK CNY4aRHO B X008 JKCNNYATALMK CHOMHBIX CHETEM NEOMBLILNEHHO R BETOMATHKA M KOHTPONA,

b) HECAHKUMOHHDPOEAHHBIE MAMEHEHHA! OBHOBNEHKS, HCNDARNEHHA W ODYITHE HIMEHEHWA B ONEpays-
OHHEX CHCTEMAR, NPOrPaMMHBIX NPHNAoKEHRAX, KOHDWIYPaUKAX, BOIMOKHOCTAX BIAMMOLERCTEHS 1 0Dopy-
O0BAHKWK MOMYT COA0aTe HEOMHIAAHHYH YIP0ody GEe30NacHOCTA CHCTEM NEOMBILUNEHHDR ABTOMATHER K KOH-
TRPONA KNK COOTRETCTRYHWETS NPOMIBCACTEEHHONS NpoUecca.

$aKTOP YIDo3 — MOHATHE, KCNoNkEIyeMoe ONA ONMcadka cyDeerTa, NnpegcTasnawwero cobol yrpo-
ay. PAKTOPE YIPOdkl HABECTHE M KAK ANOYMBILLNSHHKKA KNH HApYWHTEnH. OHd NPeQcTaRneHsl BO MHOKECT-
B painvuHeE fopi. MNprsepsl Takky GakTopoR BENYAI0T B ceba;

C) MHCaROep. QOBEDEHHOS NALD, COTRYOHKK, NOIPAGHHE KK NOCTABWME, BNagewse dHdopian e,
KOTOPAaA, Kak NEapung, He MagecTHa chwecTBeHHOCTH. MHcaioep momeT NpegacTaenATe cofon yrpoay Qake
NpK OTCYTCTEMK HESNArcBHOHLIX HaMepeHnd, Hanpraep, ypo3a MOMET BOIHWKHYTE B De3vneTaTe obxom-
OEHHA MHCAROSDOM ANEMEHTOR YRPAANeHkna GeaonacHocT L0 ANA BeNONHEHMA CBoed paboTwl,

d) ayTealgep: NWUS WNK TEYNNA, HE HAJENEHHLIE NDARoM BHYTREHHEND OCCTYNA, HIBECTHOE MMM He
WMIBECTHOR LENeaci opradusaumu. AyTcaRiepel MOrfM Korga-To GelTe HHCAROEDAMM;

&) NPHROaHBe CoDRTHA. BENIOYaKT B ceba yparase, I8MNeTpRoeHHA, HARoOHEHHE W TOpHAOD, KOTo-
plig 0DLIYHD CHATAOTCA ManYeckoi YIpoaod.

Yrpodel, NEpeWUegwUie B OSRCTEME, HABECTHL K3k aTakd (MHOorga oboaHadaloTes Kak HeCaHKLMOHKpO-
BAHHEE NPOHUKHOBEHKWA). Kak npW pazpaboTie KOMNOHEHTOE W CHCTES, TaK U NPK PEaNKaIaUKK NROrpammis
GEAnnacHacTd B NPEAenax NEoWMSEOOCTEEHHCID COLERTA UMK OPraHHIALNA, MORHE MOOSNWDOBATE aTAKK,
YTOOE YOOCTOBEDATECA, YTC KOHTRMEDE! QEACTEBYIOT W CNOCODHE BRISBENATE M COBPMHEATE WX, Mogenwpo-
BAHWE CUEHADHMEDR M CXEMEI ATAK — 3TO NDHMEDRI METOO0B, KOTOPEIE MOMHE KCNONLIOBATE.

YIpoakl MoryT OeiTh NACCHBHEIMK MK AKTHBHEIMA. Kadablil TUN Y003 ONHCaH B HAMECHSYKIWME Noa-
MyHETAN.

5.6.5.2 Maccuesbie yrposk

CHOp NAcCHBHOR HROpMAaLHE MOMET JaTh NOTEHUHANSHOMY IN0YMELWNEHHEKY MHOTO UEHHBX CBE-
aewi, PagTopsl Ypoasl 0SYHD BEMOYAI0T B 0GR NI3cchBHYI MHOOPMALKMKD NPH CNYYaRHEE BephanbHbix
KOMBMYHMEALUWAY ¢ COTRYOHMKaMK W nogpAgqukamd. OgHako nuua, HaxcdAWBecA Ha TEPDUTOPHA KNA 38
TEQDHTOPWER NPOMIB0ACTEEHHEIK ODLEXTOR, MOTYT TAKHE NOMNYYaTe NACCHBHYID WHEOPMALMID NOCPEacTEOM
BHIYANEHEX Habmooedrd. CHop NaccHBEHOH WHQODPMAaUMHM MOMET BEMOYaTe & Ccefn cbop maMHulx o nepe-
CrEHax, PyHELMOHWEOBARMKY 0C0pYI08aHMA, MaTEpHANLHC-TEXHWYECKOM cHabmeHy, rpadurkax naTpynu-
POBAHWA W NPOHAX YAIBUMOCTAX. COOp NaccHBHOWR WHPOPMaUWKE HHOTOE TPYOHO ODHapYyWHTE. 0CoDeHHD
BCi MHEopMauKio CoOSHUPanT Manib| YacTAMA W W3 HECKDNbEMX HCToYHMKCE. MocToaHHoe Habnoaedwe
Haa HEODEYERAHG MoBoNsLITHRIMA NOCETWTENAKMK, foTorpadiand W NepCoHanos (Ia4acTyio 2a npenenasin
MECT MCNONHEHKA WX CNywebHox o0A-3aHHOCTEA ) MOMET NoOMOHE OPraHH3aUHAM BRIABHTE CHOp NACCHEHTRA
MHEBOPMAELKKA, oCOBEHHD SCNK NPK 3TOM TIWATENEHD NECREPRIOTCR WK BUorpadnHeckle DaHHEIE .

MpHsepo NAacCHBHOR YIPodkl ARNASTCA CHAQpHHr, CHAdMHI — 3TO OTCNEXRHBaHWeE JaHHBIX B No-
TOKE HHBOpMaUME. CambibMe MIBECTHEIM CNOCOSOM CHUGEDHHra ABNRETCR NEPEXEAT JaHHLIX B NOTOKE HH-
popragrn. CHAggUEr Mo%eT DulTe BECEME WMA0OWPEeHHEM. MHCcTpymenTel cHuddiera obwegooTynHel 1
NO3BEONAT NepEXBATHEBATE JAHHBIE B DAINHYHBIX KOMMYHUESLUHOHHEIX CeTAX. Takke yoTpoicTea obedHo
MCNONE3YVIOTCA ANA YNPARNEHKHA KOHGKMYDALMAMK, NOMCKA KW YCTRAaHEHWA HEWCNPABHOCTEN B CETAX W ada-
niaa ToaKka GaHHbX, OOHAKD WX MOMHO TAKKEE HCNONLICEaTE ANA cBopa cneuMantiiy JaHHeEs o NEbosm
BIAMMOOERCTEMK B Npegenax ceTH. Hanpumep, Npr cHAdgHEre NaKeToR JaHHEX W Naponen anoymMbl i eH-
HUE TARHO MOOENKKHAETCA K CETH Yepea YOANeHHYH CTAHUMWK WM KoMneoTap. FIHCTRyMedT cadddivHra aa-
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TEM MNACCHAEHS OTCMEMHERET WHARODMALMKD, NepeChiNASMYID BHYTEH CETH, W DUECHDYET MHOODMAULKKD Ha
OMHCHKOBOHM IAM0MMHALWLEM YCTDORCTRE, NDWYEM 3TY HHOODMALKIO MOKHD B DANsHERLEM JarpyanTe ¥ ada-
NHIAPOBATE GNA NeAYYEHHA WOEHTHEUEBLACHHON BHDOPMAELKMK K Naponel NoNLICBATENA.

5.6.59.3 AKTHEHEIE YIPOdkl

5.6.5.3.1 O6wme nonoxeHIua

ARTHBHEIE YrP03sl DEBAKT HECKONBKHE BAZOR:

- ROMMYHHEALWOHHAR ATaRA,

- BTORHEHBE B Dady DaHHLIX,

- BOCMPOMIBE OEHHE,

- (DHHKTHEH2A ABTOPHIALKA M MACKADPORKS NOJ 3AKOHHOMS NONsACSaTENA,

- COUMANLHAA KIEEHEPKA,

= COHMLLIMHT,

- BpEQOMOCHBIA KO,

- OTEAZ B OBCAYEHBAHMA,

- PACLUMDEHAE NDHBKNETHIA;

= HIMHBCKDE NOBDENTEHHE.

5.6.5.3.2 KoMmmysHEALMOHHAR aTaka

KOMMYHAEALWOHHARA 3TaKa HMEET LEMs0 HADYIWIHTE KOMMYHKEALUWM © CUCTEMOA NDOMBILWUNEHHOA aB-
TOMETHER 1 KOHTRONA. KoMMYHREILUWOHHBIE aTakd DLIBanT HECKONLEMEK BRQ0oE. JanHeE aTakKk MoryT ocyLle-
CTEAATLCA HA HECKONBEHHY YPOBHAX BHYTRM CHCTEMBl, HAYMHAR C YDOBHA NPOUECCopa KOMNLOTERa W danee
— NG BOCKOGALEHR, W HHAUHKHDOBETLCA 38 NPEIenasy NEeJnDHATHA, KK B CNYHaEe aTakd BMaa «0TKaa B 0b-
cryHHEaH|Ky (DoS) ONA KoM yHHEIUROHHBIX CHCTEM.

5.6.5.3.3 Bropwenwe B Daay namHex

BropweHie 8 Haiy JavHbelx — DODMa atard Ha eedcalT, ynpapnsemeld 6230l gaHHeIx, B X008 KoTO-
DO ANOYMBILNEHHAE PEANHIYET HEABTOPHICEAHHEE KOMAHGE, NONLIYACEH HEHAOEWHLIM KOOOM B CHCTEME,
COBAMHEHHOR ¢ MHTEpHETOM, W J8HACTEYA B 0DX00 MEMCETEBOMD IKLAHA. ATAaKH © BTOpPHEHKEM B Baly O3H-
HilX NPUMERAKT ONA NoXKLeHds HDoprMauMin 13 B2kl GaHHBIX, HOTOPLIE, B HOPMANEHOM DEEKME Hegoo-
TYMHE, WA NONYYEHAA JOCTYNE K XOCT-KOMNBTEPAM ODTAHWIAULMK HEDEs KOMOBIKTED, CONep®alluih Gazy
OAHHEX,

5.6.5.3.4 BocnpoMipedeHue

M2 KOBMMYyHHEALHMOHHBIX NYTER CHCTEM YNPAENEHWA MOoryT DblTh CKONMPOBAHLI CHIHANLI, KOTORBIE BNO-
CNEOCTEHE MOryT BeTe BOCNPOMIBEOeHbl ONA 0DECneYeHHA QOCTYNA K 3alWILEHHEM CHCTEMARM KNH Dank-
CHDMEALMK GaHHLIX B CUCTEME NPOMBILLNEHHON AETOMATHEN H KOHTRONA. [oTeHUHANLHBIE 3N0YMBILLMEHH K-
K MOMYT BOCHPOWIBOONTE CAMHANL YNDAENEHKA JOCTYNOM, DHOMETRHYBCHAE CHMHANEL M ORYIHE CHMHaNSI
CHCTEMBl ANA MONYSEHHA HECAHKLWOHHMDOBAHHONS QOCTYNE K JAMILEHHEIM YHACTEAM WK CHCTEMAM, Co-
HREITHA HEIAKOHHOR OEATENEHOCTA HNW BRNONHEHAA NOMHEY OTEMNEESHKW MY MaHespos. CHCTEMa MOMET
pEAnNMAnBELIBaTE B cede ceprio NyTeR ans chopa JaHHkx, CNOBEWEHWA W KOHTRONA, YTO No3R0NKT NEedoT-
BpaTHTE COOp BCEd MHDOPMALWMK (C UENEH 8 JaNsHEHWEND BOCTPOMIBEOEHKA)] Yeped OqHKYHOR nog-
HCYEHME, ONA BCEA NoGCHCTEMEI, y3na obopyQ0BaHWA, NPHNGKEHHA WM B33kl JaHHBIX.

5.6.53.5 DHeTHEHAR AETODHIAUWA ¥ MACKWDOBKA N0 IAKOHHOND NoNe3I0BaTENA

B KOHTEKCTE BEYMCIWTENLHEE CETEH NOHATHA «DHUETWEHAA SBTODWIALAA W MACKMPORKS MOO 3aK0HHO-
ro NoMNs30BEATENAY WCNONLIYIOTCR ONS ONWCAMWA pa3Ho00pasHex cnocobon, KOTOPEIMKA MOMHO ODMaHYTh
annapgarHoe Wnk NEorpaMMEcs CheClEYeHne. N0YMbIWNEHHREY MOryT NOGQOeNaTe 3JArcRoBoK KT POHHD-
ro NMckMa, 9Tobe coobleHe BRITNADEND Kak NOCTYIMBLIEE OT KAKOro-NMG0 MCTOYHMKR WNK agpecaTa, oT-
NuyHeE o7 nognuuucro. IP-cnydmur, Hanpusep, aageicTeyveT ocOMadHein Tpiok, Gnarcgapa KoTopomMy co-
OELLEHAE BaITNROMT KaK RoCTYWIHBWEE ¢ apTopraceadHoro IP-agpeca.

53.6.5.3.6 CouransHan HiEenepia

K dhakTopam yrpoisl OTHOCATEA TAKKE NONYYEHHUE HITA RONBITEW NONYSEHHA BOHGUASH LMaNEHBR 08 H-
Hilx, ODMaHOM 33CTABNAA YENOBSKa PACKDETE KOHDMASHUHANEHYH BHDODMaUMo. COUMANeEHAR HHEEHES-
pHA DDEKTHBHA NOTOMY, 4TO &8 WEPTBR N0 CBOEA CYLWHOCTH XOTRT JOBEDATE ADYTHM MOORM M FOToBRGI
MEARTI HA NOMOLWE. KEPTEE COLUMANBEHON KHEEHEDHA PACKDLIBAIOT HHEODMALKID, HE BEOAA O TOM, 4TC OHA
ByOeT MCNoNLIDBAHA ANS ATAK HA KOMNLKTEDHYIO CETh.

5.6.5.3.7 Prwunr

PaaHoadgHOCTE NOCAraTENLETE Ha DeaonacHocTs, KOrda RepThy NPOBOUKPYIST Ha DASTNaLWeHHe HWH-
dopradkK, Nocknan el dansckbUUKMpOBaHHOE INEKTRPOHHOE NWCEMO © NPEIMAWEHKEM NOCETHTE Beb-
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CART, KOTOPBIA HA NEPBRIKA BAMMAL CEAIAH © 3AKOHHBIM HCTOHHHEOM. DULLMH CCHOBAH HA COLWMaNEHON MHHE-
HEQDWM, T. K. YSNCBEK CENOHEH BEDHTE B HAOEMHOCTE BPEHO0E, CBAILIBAA WX C AETODHTETHOCTEKD.

5.6.5.3.5 BpenoHocHiA Kog

HaasaveHken BpeioHocHOrD K008 MoweT DbiTe chop HHdopMan My © CHOTEMAX MK NONBICBATENAX,
YHHAYTOHMEHHE CUCTEMHBIE DAHHBX, COANAHWE JAKNAAKK ONA 0aneHERWLErD HEeCaHKUWOHMPOBAHHOMD MpoHHE-
HOBEHWA B CWcTesy, DanecudEayma CHCTEMHEE QaHHbIX W OTHETOR, MKW BHECEHWE NYTAHWUE B CHCTEM-
HEAE NPOUECtEl 1M COA0aHHe CNoRHOCTER ochomyMBaweMy negecodany. BpeloHOCHBE KOO, HENoneIye-
Mile B X008 aTaK, MOTYT NPUHMMATE QODMY BUDYCOOR, YeDBER, ABTOMATHYECKHX IKCMNOGRTOR KNW TROAHCKHX
KOHEA.

Brpyc — 3TO NPOrpasika |nk 4acTe ko043 BHYTRH SPYTOA NPOrpasMmel, KOTODaA 3arpyHaeTcs B KOMNb-
wrep Ged peaosma NoNsIoaaTend W OYHEUWOHHPYET NDOTHE Bro BonMd, Brpyck MOryT TAKKE CaMOTHpamnpo-
BATECA. Bog KOMMNBIOTEDHEE BAPYCHI COA0aI0TCA Yenoaexos. MpocTod BMpyc, CNOCODHER NPOHIE0OWTE Ko-
MUK CaMoro ceBa CHOBa W CHOBA, MOMET DbiTe COS0aH OTHOCWMTENEHO Nerks. Takol NpocToR Bdpys ke
ONACEH, NOCKCNEKY OH DLICTRO 3aanafeeT Bcel Jo0CTYNHON NaMATE | OYDEeT NPenaTeTROBAT: paboTe CHo-
Tembl. Ewe Gonee onacHas pasHOBMAHGCTE BHUPYEA — aTo BMpye, cnocobHbld NepegasatecA No CETAM B
ofxon cHCcTem DelonacHocTH,

ABTOMATHYECKWA KOO-IKCNNOAT BHOCKUTCA B cHeTemy ana chopa wudopsadsi mnd OncBeLesns Koro-
MAGD WK OPYTHE CACTEM O KOHKDETHBX CODBITHAX WNW BIAHKMOOEACTBWAY. OTHOCHTENLHO NPOCTOM Kog-
akcnnodT cnocobed cobvpare WRdropMaudc GNA NPegCcToRWME HECAHKLWMOHHDOBAHHEIX MPOHWEHOBEHHIA,
NOMYYEHHA QHUHAHCOBOA BRIMOObL WNH CTATUCTHYECKHY, JaHHbIX (MADKETHHT ). ABTOMATHYECKWA KOO-3KCMNoRT
MOMET HCNONB30BATE JPYTHE DECYDPCEL MMM NDKNOKEHMA, KOTOPEE HAXOOATCA YHE B CAMOR cUcTemMe, ans
YIMHOKEHMA CROMXY BOAMOMHOCTER N0 cOopy WHOPMALMK KN YHRSTOREHKD QadHsx. [onHocTER agTowma-
THYECKMA KOO-3KCNM0AT 00kMHO HadeIBaT Yepeas. Yepaes NpegcTaenaeT CcoDol AETOHOMHYIO NESrpammMy
M ANTOPKTM, KOTOPEA CAMOTUDAMMDYETCR B NPEJENaX KOMNBIOTEDHOHR CETH ¥ 0BRYHO BRINONHAST BOES0-
HOCHENE OSRCTEMA, TAKME KAk PaciolOBaHKe KOMNLIOTEDHLIX DECYPCOB W, BOIMOMHO, OCTAHOBKA paGoTk
CHOTEMEL.

TPOAHCKMA KOHE — 3TO BREACHOCHAR NPorpaMmMa, KOTOpas MACKKMpYETCA Nog Noneaqcs NRUNCcHeHse.
B oTnu-ue oT BADYCOR, TROAHCKHE KOHK [TANKE HIBECTHE KAK «TROAHE D} HE CAMOTHDAMHDYIOTCR, HO BMOMyT
ObiTe TAKMMKA e BpEQOHOCHEIMK. OOHa M3 Hawbonee KOBapHLIX DAIHOBMOHOCTEN TROAHCEWMK KOHER — 3TO
NporpasimMa, KoTopas NPeanaraeT OdHCTHTE KOMNBITED OT BARYCOB, HO BRMECTO ATOMD BHOCHT B HETO HOBLIE
BHPYCEL.

BpeooHocHbli KOO MOKET OeiTh BHECEH ¢ COAAaHMEM DOTHETA, T. . COBOKYNHOCTH MALLKH C HARYLIEH-
HOW DE30NACHOCTRIO, KOTOPRIE CEANWIYIOT NPOrpaMmel B pameax obwel WHQpacTpysTypel EOHTRONA W
yripapnedda. Coagatens BOTHETA MOKET YNDARNATE MPYINCH KOMNLLTEPOR OHCTAHUMOHHD, Kak NPaguno g
HEBNArOBMOHER LEnax.

5.6.5.3.9 OTkaa B 0BCNYHHUBAHHH

ATaku THNA «0THA3 B 0GCMysMeaHMd: (DoS) une yeyaWwedde ero ka4yecTaa BoagencTeyioT Ha paboTo-
CNOCOGHOCTE CETH, ONERALUHIHHDNA CHCTEMEl MNK NPHUENAOHBIX pecypcos. PacnpocTpaser ol QopMold ara-
KM © LeNbi CEeTeBons 0Tkaza 8 obonysMeadvk SBNAETCA pacnpedeneqsas ataka Tvna «D0oS», woTopan
METIOMNESYET MHCHECTEEHHBIE YCTROHCTEA & HAPYIUEHHOR BE30NACHOCTEIY ANA NDHYAHERWA IHAYMTENLHOMD
yiepba CETH, YCTRONCTRY MMM NDHACHEHMID.

5.6.5.3.10 PaclwupeHde NpHBKIErAE

HTofe CNNAHMPoORATE W OCYWECTENTE IberTHEH YD aTaky Ha CUCTEMY, DakTopk YIPodkl OOTEHLl BO
RMHOTHX CMYYARK CHAYANA NONYYHTE NEPHBHUNEMMPCBAHHER ACCTyN. Bnarojaps paclldpeHHBbis NPHABMITETHAM
INOYMEIUNEHHAE MOMET COBEPLWAT: JERCTEMA, KOTODLIE B NEPOTHEHOM cnyyae ByayT JanpeleHil.

5.6.5.3.11 Prandeckos NoBPEsIEHAE

ATAKW © PHIVYECKHM NOBDERIEHAEM WMEKT LWENbLH PAIpYWLEHWE HNK BRIBELEHWE K13 CTpOA duranqe-
CHAX EOMNOHEHTOR (T. &. annNapatHore ofecnaqdeHus, YeTROHCTE XPaHEHMA NDOTEaMmHOre ofecnedenms,
COEQUHATENLHEIX INEMEHTOR, JATYHKOR M KOHTPOMNEROR], KOTODEIE RBAAKTCA YACThK CHCTEMED NDOME L=
AEHHOA ABETOMATHEW W kOHTPONA. Takde aTakK MOryT NPHHAMETE DORMY GHIKYSCKHX aTaK HENOCPEaCTBEH-
HO H3 KOMOOHEHTE WNW EHINHECKKE aTak NoOCEeacTEOM bepaTak, KOTOPLIE HHWMUWKDYIOT QERCTEWA CHcTE-
Mil, BEQYVLLKE ¥ DHIMHECROMY YIWepDy, NOBPEMASHKIO WK BREEOOY W3 CTROA KOMMOOHEHTA.

5.6.6 KoHTpmepl

HOoHTpMEPE — 3TO NPEANEHHUMAEMES OEACTEWA WNH NPHHMMAEMBIE MEDE NPEACCTOROMHOCTA AN
CHHMEHAA PUCKE 00 ACNYCTHMOND YPOBRHA KW COOTEETCTRHA NONKTHEE DeaonacHoCcTH. Kak Ngasung, oH| He
YETPAHAKT PUCK. XADAKTED NpWMMEHAEMIX KOHTDMED JABKCHT OT XapasTepa pacCMaTRHBASMOR YIpOdkL.
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BoamomHel PaINMHHBIE KCHTPME DR GNA OTPAMEHAA BHEWHMX yTRpoa. MprMEpsl TAKKE MEDR BEMCYAIOT B
ceba:

a) ayTeHTHDUEAL WD NoNBI0BATENSH HKNA KOMNR0TE DO,

b} MEDBl YTIDABNEHHA JOCTYNOM,

C) BRIRBMEHKE HECAHKUHOHWDOBAHHEEE NECHAKHOBEH KA,

d) wwdposauue,

2} HCNONBIoBREHAE LWPDOBEE NOGNHCER;

) HEONALMKD MKW Da3AENEHHE PECYDCOE,

) CKAHWPOBAHKE Ha NPEeaMeT o0HARYKEHWA BREeaOHOCHOTD NPOTpaMMHoro obECneYeHHA;

R} MOHATORAME AKTHEHOCTIA CACTEMEI;

i} obecneqvedre uarnqeckor Ge3oNacHocTK.

B cnysas BHyTReHHAY YITPO3 MOMET NoTpefoBaTeCA ApyTol NOOX0G. NOCKONEKY 30yl WIS HHAK Wi
T BOIMOMHOCTE CEOHTH HEKOTODLIE W3 CTAMOARTHEIX KOHTRMEDR YNPABMNEHHA OOCTYNOM. ITO JacTABRAAET
YOENATE GONbLUE BHHMAHWA TAKHKM KOHTDMEDaM KAk cnysebHeie WHCTRYELMK, paznensHde 0GAIaHHoCTER,
MOHMTODMHE SKTHBEHOCTH, 3YAKT CHCTEM W WKWDPOBaHKE.

MaccuBMeie yrpodkl THNa CHAddguHra odeks TPYOHO ODHADY MW TE, NOCKONELY HHCTRYMEHT cHikddrHra
TONBKS CHHTREIST wHdopMaurio, NepelasasmMyll 0T OOHOID CPEOCTEa KOMBMYHHEAUWH K OpyToMY, H He pac-
NEOCTRAHAST CODCTEEHHEBIX CHIHAMNDE B KAHAN Nepeaadd crHana. CHbEWHN © MCNONBI0CBAHMEM MEXaH K-
YECKOrD NOOCOS0MHEHMS MOEHD ODHADYMWTE © NOMOWEM COBDEMEHHEE YCTROWCTE WDABNEHWA CERAILKD,
TAKMX KAK KOMMYTATOD Nepenadu, Ho GeCcnpoBodMol CHAD MU NPaKTHUYECKH HEBOAMORHD COHaDYHKTE da-
HE C NOMOWEK OY8HE CNOMHOND ¥ Q0pororo oGopynoBaHKHA palMocenad. JocTyNHOCTe CHMEMHHTE MOKHD
CTDAHKYHTE YNIPABAEHHEM B NEPEEpEIBIHWEM HEWMCNONBIYEMBIX TOMOCORLIX NOPTOR W NOPTOE NEDedaCqu
OAHHEX Ha NPEQNPWATHIR K NoBbIUEHrEM ocCBegoMnedHocTh 08 chopyaocBaHMK yNPaBNeHna CEAZLID,

5.7 CTeneHis JaBepLWUeHHOCTH NPOrpaMmM Be3onacHocTH

5.7.1 OGaop

YUUTeIRAA pocT pHCR0s kbepGes0NacHOCT, MHOMME OPTaHMAALMIA DYKOBOOCTEY- KOTCR YNDE MDA HLHM
NEOXCEOM NPH YCTRAHEHAH PUCKOE DRICNACHOCTIA CBOMK HHEOODMALMOHHO-TEXHAYECKKE CHOTEM W CETER.
DpraHyaauny HE4HMHaT OC0aHaBaTE, 4T0 PEWEHHE BONPOCOE, CRAJAHHEE C KMDEpGesonacHOCTRI0, — 3To
HETNPEPEBHAA QEATENBHOCTE WM NDOUECT, 8 HE NPOEKT C YeTES oD0IHAYEHHEIM CTARTOM H DU HWEM.

MaHayansHo Opradraaunn, colgasapune d oScnyHHEABWME MHDODMAUMOHHBIE CHCTEMEl ANA GraHe-
Ca W CHOTEMB! NDOMBILNEHHOR GETOMATHEA M KOHTPONA, GYHELUWOHMPOBANK B O8YK BISMMOMCKMKHa WAL
obnactax. MpodeccnoHanelel ONeT, aHaHUa, M TPeCoRaHMA KaXaoH OTOENLHON OpTraHnaaUMK HE YIUTh-
BANWUCE MM HE NPHUIHARANKMEE J0YTHMKA SRraHuaaduani. NMpobnemsl HAYANK BOSHKUKATE NO MERE TOMD, KAk
OETAHM3AUMK NsITANKUCE NPUMEHNTE obwre Texnonordik IT-0e3cnacHocT ANA CHCTEM NMJOMBILWNMEHHOA aB-
TOMETHEA W KOHTRONA.

B HeKoTopeIx cny4any TEXHOMROM KW DeaonacHocTd NooTHECDEYUIK CTAHOARTHLIM TEXHONOTHMAM NPoHa-
BOOCTES, IANPOEKTHPOEAHHBIM Ha 0DecnedYeHde MakCHMane ol DeIonacHocTy ¥ GecnepefolHOCTIA NpoUE-
800cTed. CerogHaWHue MHOOEMALMOHHEIE TEXHONOMAM OBWEeNocTyNHE ¥ WHPOKD NPUMEHAKTCA B CHCTE-
BEX NPOMLILNEHHOHR AETOMATHKA M KOHTROMA, Noatosy OnA GeacnacHsi peanyaauiin Takdy TexHOMorA
TpebyoTeA SONOMHMTENEHEE IHAHHA. MHbopsaUHOHHO-TEXHWHECKKM M NPoHMIBOOCTEEHHD -
TEXHONOMAHECKKM ORraHK3aLKAKM CReayeT BIaNMoJeRCTECBATE Mexay cobol W 00 BeOHMHATE CBOK IHAHMA K
OTlLlT ANA pajpeuerns BONpOCcoR, CER3aHHLIX © DeaonacHoCTe. Ha NpoMBIWNEHHEX O0LesTax, KoTople
CEAZAME C BbICOKMM DHCKOM WHLWOEHTOB, OTHOCALLMXCR K OXpaHe TPpyOa, TEXHWEE BeIonacHocTH 1 OXpanHe
ORpYHAIWER Coedl, HE0GXoOMMe TaKe NpeaychMOTpeTs CACTEMY OBecrnedYeqHs TexHrEn DeionacHocTH
{PSM) W aanelcTEOBATE NepooHan crywbsl fuamdeckol GeasnacHoCTH.

Llens — nonyouesHas ngorpamma GeaonacHocTd, KOTOpan CEALIBAET BCe acnerTw kGepbeacnacHo-
CTH, OBLEQUHAA HACTONEHEE W KOMMEDHYECKHE BEYHCIMTEMBHLIS CHETEMEl C CHCTEMAMKA NDOMBILLNEHHORA
ABTOMATHEK W KOHTPOMA. Ha pHCYHKS 4 NOKa3Iad NPpoUece CNHAHKHA KMBepheacnacHocTi KOMBMEDUYECKAX CHC-
TeM W IACS, © KOTODEIM CTAMNKHMBAMKTCA MHOTHE XOIARCTEYIOWMWE CyDberTe. MHOMAE ODradivIagktEg WMenT
OCCTATOMHO JeTankHble W MoNHele Nporpammel ibepteionacHocT, PACCHMTAHHLIE HA WX KOMNLOTEDHLIE
GHIHEC-CUCTEMB, HO TEXHONOMHA ynpaeneHua wbepSesonacHocTeio LACS paspatoTadsl euwe He B NOMHOA
BEDE,
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— — HubepbeionacHoCcTh HACTOMEBHLX M KoMMmepuyockrX [T-cuctewm
— KuGapfiesonacHocTe CHCTEN NPOMBILINEHHOR SETOMITAKA W KOHTPONA

«CTenaHb 3a68QLIEHHOCTH Nparpamwik KnbapbasonacHocTH:

Bpesna

PHCyHOK 4 — CnvaHde kHbepbeionacHOCTH EDMMEPHECKHME CHCTeM | [ACS

THUNU4HaEA oWHbKa — paccMaTpUeaTe KMBepbelonacHoCTe Kak MPoesT © HaYansHoH 0AToH W JaTok
oEOHYaHWA. B 3ToM cnyyae ypoeeHs De30NacHocT 3a4acTyis CHMMABTCA GO BOeMEHEM, KK NoKa3aso Ha
pucyHEe 5. Puckd snSepbelonacHocTi NOCTOARHD MEHRIOTCR, NO Mee Toro Kak NEoSENAKTSA HORRIE YIpo-
b M YAIEMMOCTH, 8 TAKKE MEHRIOTCA cnocolsl peEanvaauky TexHoNordd. 0nA coxpaseHda QOoCTHIHYTOM
YPOBHA DeIonacHoCTH H YOEDKAHWA DHCKDE Ha NPHEMNEMOM YPOBHE HeoDxoaum Qpyrol Nogxog.
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Bpama

PHCYHOE 5 — ManeHeHHe yposHA kMBepheionacHocTH CO BREMEHEM

HenatensHo paszpaloTale W BHEOPWTE CHCTEMY YNDABNEHHA KMBepbelonacHocTe (CSMS) B Mac-
Wrafe opraHMIauHiE, BRTCYSI0WYI0 B CeGA NPoOrpamMMHBEIE ANeMEHTE ANA NEQECMOTRE PUCKA K CORRBPLLGHWA
FOPDERTUPYIOWAX JEACTEMHA, STO0H YCTPaHWTE TEHGEHUKID CHIKEHHA YPOaHA CRIONACHOCTH GO BOEMEHEM.
Bo propos cTadgapTe cepdd M3K 62443 npuaegeqs WCHYepnLIBamLes ONACaHBe KMoYeBbix INSMEHTOR
CHCTEMEl YNPAENEHWA KHEepBeIonacHoCTe [8].

X0O peandiagne CHCTEMEl YyIpaaneHda MbepbeaonacHocTeld ANS KaWOo0W OpradkIadyy Gyner pas-
NMHYEH B JABHCHMOCTH OT UENel Opraddsaddl 1 ypoBHer DONYCTHMOCTH pUckos. Bemoderue knbepbeao-
NACHOCTH B QOKYMEHTHPOBIHHYID METOQHKY ofecnaqenns DeacnacHoCcTd OpradvIadkin — 3T0 WMIMEHEHWE
FOPNORATHEHON KYNBTYDE OPradd3auMK, KoTopoe TRebyeT spemMent W pecypcon. Kak Nokazano Ha pHOYHKSX
44 5 TAKOMD HAMEHEHWA HEBOIMOMHD OOCTHYE B OOMH 3Tan. 37O IBONOUASHEDYIOWME NPOUSCS, KOTODsIA
COOTBETCTREYET Noaxoay K bepbesonackocTi. TeXHONOrdl DeEIonacHoOoTH, KOTOPEE NPeOCcTOMT BHEADHTE,
OorkHE BolTe NO BOAMOKHOCTA A0S8KBATHE: YROBHK pHoka. Texdonondk GesonacHocTd ByayT pasnv-He 4na
pAIHEE OPFAHMIALKMA W 03%Ee MOMYT ChiTe DAINAYHEl ONA PAIHLIX NPOUSCCOB BHYTRH OOHCH W TOR e opra-
HAZAUWA B 3AaBACHMOCTIA 0T 0SWkx Heobxogumocted v Tpebobanni. OTAeNBHD BIATLIE NONWTHMES W perna-
MEHTE! MOMYT DbiTe TAKHE PRANWHHE! QNA KEKQ0MS KNACCa CUCTEMbl B NPEOenax OpraHdaanneg, NocKonsKy
YPOBEHE pMcka 1 Tpebosauua DeaonacHocT MoryT DeiTe paanueke. CucTema ynpasnewya mdeptesonac-
HOCTEID YCTAHABNHBAST BOMHYI0 NPOTDAMEY, KOTODAA YCTRAMAET 3TH HECOOTBETCTBKS.

DEYIEHAE 1 NOBLILEHHE OCBSOGMIEHHOCTH NEPLOHANa EPARHE BAMHLE NA YoNewHons yeTpaHeHua
pHckoe KHbDep@eaonacHooT JACS, k&K oTMeYweHo Bewe. CnegyeT DaccHMaTpHEaT: HECKOMNEKD BOIMOMHEX
BapHaNTO8:

a) WHCTPYKETAMN NEePCoHana, MMEWery oTHOWaHHe K [ACS, © e DpatEACHEHNS akTyanbHbX NpEo-
Gnem, KoTODLIE OTHOCATCA K HHAODMALMOHHON TEXHMKE W KMGepheIonacHocTy,

b} wucTpyrTas IT-nepooHana © Uensd DaskAcHe WA TeXHonondid 1ACS, a Tanke GeACTBHA W METOOoR
no YNPABREHWD TEXHONOTHYEcRoil DeaanacHOC TR,

<) paapaboTha METOOMK, NOIBONAKWNY COBEOWHATE KOMNETEHUKKM BOEX OPFraHH3IaUMi, © Uensk co-
BMECTHOMD pewadua NpoGnem, K0TopsRe cBAIaHE: ¢ KHbepbeannacHoCTLI0.

Ona yCnewxors Mcxoda nporpasMiel BHBepbelonacHocTi Heobxoguuo cobpaTe KOMaKay Chewgkan\-
CTOR ONA NoGroToRkd KaK NPOSKToR N0 CMAMMEHKIO pUCKoa, Tak 1 Boeodwen nporpamnel CEMSE. Ha pucyuse
B NoEa3aH THAKYHER CHEKTD SHAHKA 1M HABLIKOE, KOTODRIE BOMHHE! BoiTe 06 BEOMHEHBl K NONYYEHEl OT pas-
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FIANHBL TRYNN CASLWANKWCTOR OGNA QOBENeHHs NPOrpam el KMBepbeannacHalTd 00 UenocTHORD, aRepLuaH-
HOro B4 5a.

L J i Taknororrescsas FeaonacHocTs

= “nc-m&m:a IBCS
IWCTUIYAT AL M o T ) s i L Ty e B

wCTeNEHE 3ARADIIAHHOCTHA NPOrpaAMME HMEFEEEII&HEEHCIE’THH-

Bpema

PUCyHOK B — DBnegrHeHie pecypoos Ona codganya CSMS

5.7.2 31ankl 3aBepPLUSHHOCTH

CTengrt OTHOCHTRNLHOR 3aRepWeHHOCTH NPofpamMel kniepbeaonacHocT MOMHD CNKMCaTe C© NoMo-
LR HMAIHEHHOMS LUMKNE, KOTODbIR COCTOMT M3 HECKONbEWX 3TancE. Kasobii 13 3THE aTanos COCTOMT W3 of-
HOW WKW Gonee CTagui.

OTOENBHEE YACTH CACTEME! NPOMBILNEHHOR AETOMATHKA M KOHTDOMNA, WNK 30HL YNDABNEHIAR BHYTEK
CHCTEME! YIPABMEHKA, MOTYT HAXOGHTECR HA PaaMblX 3TanNax 3pepWweHHCCTA. Takas cuTyauqa MoxeT Doty
BbliZBAHA HECKONBEHAMN NEHYHHAMKA, TAKAMW KK DIOLEETHEIE OrPaHHYEHNA, NDOLECCOM GUEHKH YR3BUMOCTER
M yTpoa, pedyneTATaM4 aHanMaa puCckoD, MOSEDHWIALUWA SETOMATHENW, MNaHkl OTHOCHTENBEHD YTUNWMIALMKA
MMK 38MEHBI, HANAYHE NNSHOE OTHOCHTENBEHO NPOSAKH CErMEHTA NPOUIBOACTREHHOMND OOLEKTA WNH X03A:H-
CTEYIOWEND CyDnekTa, MnK JoCTYNHOCTE AD0YIWMEK PECYDCO8 GNA MOgEDHHIaUMK CHCTem Ce3onacHoCTh oo
BONEE BICOKOMND YROBRHA.

COpraHy3aunyg soryT Nony-uTe Gonee nogpobuysd HHgOopManHe © CTENSH AR PUSHHOCTA NpOrpam-
Wil GEI0NACHOCTH, OUSHKMBAA DEIYNLETATE B NPEOEnax OTOeNsHBX YacTeR CHOTEME NPOMBILWNEHHON aBTo-
MATHEN W EDHTREONA N0 ATANAM M CTAOWAM, NOEGCTABRNSHHEM B Tabnuye 2.

Tabnuua 2 — 3Tankl 33EEPWEHROCTH NPOrPaMMs BEADNSCHOCTA

1an Cranus

KoHuenuns WaeHmamkauws
CooTaBneHws KOHLENLHN

Dy HEUMOHAEN BHEIA AHANN TeXHH4ECHas NpopaboTEa
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CheoruaHue mabimis &

Fran Cragus

Paanuaayus Py HELADHEN LHEIFA NPOSRT
Paboqwin nposkt

KoHETpYWMpORaHAE

MpurMeHEHKRE TexHOMOrM<ECKHES ONBEREALWMH
EoHTpone 33 coDnoosHUeM YOTaHODBNEHHLE Tpedo-

BAHHR

MpakpaleHHe OERCTEHA M Y TNH3AUWA CHATHE © 3KCANYATALMH
MperpawsHne OERCTEAMA

B tabnuuax 3 — T npeacrtasnede obDWMe ONWUCaHWA KEMOoro M3 3TancE ¥ CTagMi IaBepluieHHoCTH
HHIHEHHOTD AN,

Tabnwuua 3 — Cragua cOCTABNEHWA KOHUENLHA

Crangnn Omucanne

HMoaHmahukauMA QBocHoBaHME  HEODXDOMMOCTH  38WHTEL  WMYyLWBET-
BEHHLIX 00LEKTOE, CRPEWCOE WM NepCoHEaNE
Havano pazpaborie nporpanms De3onacHocT«

COCTAENEHHE KOHLETLHA Mpooonsasve paapadoThl NporpaMiel Se3onacHo-
CTH

JoryMEHTHRORBAHHE MMYLLESCTEEHHLE ODRSKTOR, CEP-
BMCOHE W OAHHEIX O NEPCOHANE, ONA K0TOPEX Tpebyaton
Ta NW HHEA CTENSHE AWK TR

DosyMEHTHPOBAHHE NOTEHUWENEHEIX BHYTPEHHHY ®
BHEWHWE YTPO3 ONS NPEgnpHATAR

FTEERHOSHME USMEN, KOHUBTLGHA W LUKEME LBHHD-
CTEA Gaz0NacHOCTH

PaapaboTea nonMTHEY DBIONECHOCTA OMA  CHCTEM
MPOMBEILUMEHHOA GETOMITHEM W EDHTPOMH, & Taokse obo-
PYOOBAHAR, MHEBOPMALMOHHBEE CHETEM W NERCOHARS

Tabnvua 4 — 3ran dyHELWMOHAENSHOMD AHENN3E

Cragun Onucanue

TexH4eckan npopaboTra Mpogonseswe pazpaboTsy nporpasmye De3onNacHOCTH

Yeranoenesne hyHEUMOHANLHEE TpedosadnE K Dezo-
MACHOCTH CHOTEM NPOMBILNEHHOA ABTOMATHEM W KOH-
TpON®\, & Takse obopyaosaHdE, NPOMIBOACTREEHHEY CHE-
TEM, HHIPOPMALHOHHBIX CHCTEM WM NEPCOHANS

BroinonHeHME  oUSHEM  yRIEMMOCTER  TEXHH-HECHHE
COEOCTE M COOTEETOTEY WM COpBEMONE COTNECHD CIMCHY
MO TEHLHANEHLL YT R0

BeimEneHre 1 yCTAHOENEHME ISHOHOGATENLHER Tpa-
GOESHWA K CHCTEMAM NPOMBILNSHHDH SETOMETARE 1 KOH-
TRans

BrinonHeHHE aHANWAE PHICKOE B OTHOWEHHM MO TEHLW-
AMbHELE YRISMMOCTER 1M YIPod
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Oxorsanue madnuubr 4

Crapmn Cnncnmme

TexHwsecxan npopafoTea PaHpoBaHie PUCKOE. NOTEHEMANBHEL NOCNEICTENR
AR NPEANTIAATHA W NOTEHUMENEHBIE MBD WX CMAMYEHAA

Paabuedmne zanay no obecneserrn De0RackacTd Ha
YNDEEMNABMEIE 3E53HMA W MOOYNA OGNA CO30aHHR dyHE-
UHMOHAMBHER MEOEETOR

CoanaHue onpeiensaHnl CeTeand QY HELMOHENEHOSTIA
AnA yyacThos. Ge30nacHOCTA CHCTEM  NDOMBLLNEHHDNA
ABETOMETHEM W KDHT PONA

Tabnuua § — 3tan peanydIauad

Cragmgmen Ormcanue

Py HEUMOHEN SHEIA NPOSHT Ha padmom srane zaespwastcs pazpabotea npo-
TLEMME DRACNBCHOCTA

Crnpagenssie DYHELHOHAENEHE X TRREOBEHMA K 30-
Hak BezonacHOCTH NPEaNDMATAR, 388008 M yNPEBNEHIA
Onpegensiug | J0KYMEHTHROBEHHE  NOTEHUMANEHBLX
NpoYeccor W cobemi anA oduoprnass oy HELMoHAN &
Helx TREOOEEHMA W BONNOWEHWS NNAHOE OTHOCKTENEHD
CO30AHHA JEWILEHHON NPEJNPUA-THA

Cnpagensme IyHELHOHANBHOR  OpradHiIanyme n
CTRPYETYPE DEIonacHocTA

Cnpagensmis  EyvHEOWA Kag TpebyeaMelx B NNEHE
PEENAIELHA

Cnpagenssns v obHapoooeaHie 304 W padud Baso-
NECHOCTH, 3 TAKEE NOPTank! YNDEEMEHNE O0CTYT0M

JasepweHes paboTe HaO NONWTARDAR W DEMMEMaHTa-
MK BE30NACHOCT H BB WX B QeRcTaHe

Pabouwh npoakt MpoekTHpoEaHHE IME3HYSCHAE 1 NOCWHECKHE CHOTEM,
DEANAIVEIWKE DYHELBOHANEHRIE Tpebosasns, onpage-
NEHHLIS PAHEE NPHURMEHKTENEHD £ Gezonackocti

Oyl ecTBNEHAE NPOTDEMM MHOTRYETEHE

Pabouwd npoakt MonHaA paspaboTea NNads pEannaanmmn
MIBMLMMpOBAHNE NPOTparKM NO yIPEENSHKD WMyme-
CTEEHHEIMA ODLEETAME M MIMEHEHIAMK
MpoekTHpOBaHME PAHML W NOOTENE  YNPRENEHWR
OOCTYNOM ONA SEWMWLEHHEIX 30H

KoHCTpyWpoBaHmMe MparteopaHyme nnada pearvzaged. Beog B geRcTtens
abopyaosaHeR dmzvqeckon BE20NECHOCTH, NOrH-EckE
NpHNocKEHWR, EoRMYDEUKA, PErmamMeHTos ON8 nepoo-
Hana AnA chopMreHdR 30H |1 rpaddy BesonacHooTe B8
NpEasnax NpEanpEUATHE

Baon 8 gedactedsa n obonymyeande atpidyToe nopra-
N3 YADHEESHAR DOCTyToM

JasepweHws NPOTREMM HHCTRYETaSE

Mporpammel yNpEENEHUA MMYLWECTESHHBIMKY OO nar-
TEMH ¥ HIMEHEHWAMK HAXDOATCA B paboYen CooTORHAN
Y OEACTBEYT

HomnnekTel OQOEYMEHTALWM MO COSYE-NDHEMES CHG-
TeMbl DEADNACHOCTA SOpPMNEHE] W FOTOBEl N NPRHE-
THA SECONYETALHOHHEIM ¢ OBCAYHWBAHILMM NEPCOHE-
naea
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Tabnvua & — 371an npeMeHaHHsA

Cragna Onncanme

OapcTedn Obopynosanye Ba30nNacHICTH, CEPBMCE, NpHNoHE-
HHA W EOHWIYPALWY PEENMZ0BAHE K MPWHATE HE 3KC-
MAyaTaLMe 1 oBcnyaHeaHne

MNepcosan obywEd, W BE0ETCR HENPERBIEBHEIR MHET-
PYETaE No SONpocaM DeaonacHosTH

Mpoeooweos TexHM4EcEoE oBonysHBEHWE NOIBONAET
HOHTRONUPOBETE Y2Ns DEIONECHOCTA NPESNPWATHR, 8-
BOgE WA 30H yNpaenaqns, obecnaquean Mx BCNpasHoe
YHELHOHWPOE EHHE

OedcTeyeT 1 NOgOEQHEHESETCR yNPEENaHME HMyLLE-
CTHEHHLIMHM DOLEETAMN 1 MEIMSHEHHAMA

HonTpone 3a cobnsgasen yoTAHOBNEHHLEE Tpeba- BHYTpaHHEE BYONTE
BEHHA MNapscMoTpel prcHoR
BHewre aygnTel

Tabnvya ¥ — 3T1an npespasHyan JEACTEMA M yTHNRAELHA

Craguas Onepayw=a

CHARTWE C SHCNMYETALWMK YOTApEEUWME CHCTEML DE30NACHOCTH HASMEMELW MM
oOpaIomM DSMOHTMPYEITER W Y THIMIMPYEITCR

Mpanvgbl Ge30N3CHOCTY KDPPEETWPYHITCA WAM BOC-
CO3OSKITCA OMA 28WMTE 30H

MopTan yNpaensHWA QOCTYMOM CO3OEHITCA, Nepaod-
PEOSMAKTCR, NEPEROMIOHROBRBAKITCA MK I8KPEIBEKITCA

Nepcosan wrgopmyapyeTcA 0F WamasaHnR: & croTe-
MEX ¥ HOMNOHEHTAX DE3ONACHOCTE, W O BINMAHAKM 3THX
MIMEHEHAA HA CODTEETCTEYVRIWME CeocTemMbl BezonacHo-
CTH

Mparpawerre QaRCTEMA HMurannexryaneHan CoODCTEEHHOCTE  HAQNEMELLWM
ohpaom colMpasToR, OOKVMEHTHDYETCR M HEOEHHD
RXMBEPYETCR MM YHIHTOHASTCR

MopTan yNpaeneHuA GoCTyNaM 1 COOTBETETEYVHILLWME
CHAZYHILME 3BEHER NEQEKpEBA0TEA

Napoosan HAPOPMUPYETEA O NPEKPALLEHAK O8RCT-
BWMA CHETEM M HOMMNOHEHTOE DE3ONACHDCT M O BAMSRHAKH
TOrD HE CCTABWIMECH CHOTEME! DEADNICHOETA

5.8 NonWTHkK SeaonacHOCTH

5.8.1 O6WMe NoNoXaHWA

MonvTikd Be30NacHoCTH O30T BOAMORHOCTE CRMaHWIALUNA NPWOEEHEATECA NOCNEL0BATENEHOR NDOo-
rpamsel no oBeCnede it ACNYCTUMOro ypoBHA BesonacHocTi. MNMondaTrer SeaonacHocT onpegenaneT a
COTAHKAALKK HA DAANMHHEX YDOBHAX, NDH 2TOM OHK MOMYT NDHHEMAETE CAMYIO Pa3HYI0 GOoDMY, HadKHan o
NOMATAEM YIPABNEHUA MNK A0MAHKCTRHPOBAHHA, YCTAHARNHBIBMLIX HA YPOBHE NESANPHATHAR, JaKaq448an
NOMATAEDH JECONYaTaWAE, Cnpedenfowen noapolee JadHse ynpaenedis BeacnacHoc e, NonuTMem
GEannacHo-

CTH, OTHOCAWMECA K 0CoB0MY YPORHID — 3TO OOKYMEHTSEl OPTAHHMIALUKKE, OTHOCHTENEHD KOTODEIX MO
HE CNPeaenaTe COOTEATETBHME YCTAHOBINEHHBIM TPEBOBAHKAM B paMKax ayauTos Ges0nacHOCT.

MonvTikd Be30NACHOCTH — 3TO NPABKMNE, KOTOPEE ONPenenamT KNH PeryNipyioT cnocod JaWuTsl op-
FAHHIAUMER YAIBHMEX KW OCoB0 BaMHBE CHCTEMHEBIX pecypooa. MonuTreEd De30NacHocTH oaRcaHaYHo qop-
MYNMPWIOT, 970 oDA3aTENEHo GNA MCNonHeHKR. TToCKoNsKY NONETHEN Ge30NacHocTh obasarenkHel ANA o=
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AoaeHda ¥ SOHOIHAYH B, OHA ASNYCHAIOT WX MCNONLIDBAHKWE ANS ayauTos. [Mond T Ge30nacHocTi opra-
HMIAUMK YU TIBART TAKME HOPMATHEHO-NPABOSKE 1 KOHTDAKTHEE 0BAIATENLCTER, OTHOCHTENEHD KOTODEX
OCYLECTRNASTCA NPOEEDKS DAKTUYECKON OEATENEHOCTH OPraM|3aALKK B PAMKAX AYOWUTOR.

JDononHAnT NONKTHEY DeIonNacHOCTH DernamMeHTel. PernamMedTs BelonaciocTy oNpeqenaioT 0eTank-
MY MOCNEA0EATENEHOCTE QEACTEMN, HEoDXoIWMEY ONA OCYLEBCTENEHWME TOW MNH WHON Mepsl Ge3onacHo-
cTd. Mo ypoBHIO NPUMEHEHKA DEMMAMEHTEl MCNoNLIYIOT ANA DeWeHNS KOHKPETHON npodness. Pernamen s
MOrYT OTHOCHTECA K KOHEDSTHON TEXHONOMMM. TTonuTuey Be30nackHocTd cohiNAKTEA Ha DErMAMEHTRl W yon-
HOMOUMBAET HX NDAMEHEHAE.

MpoTHESNONOMHOCTEID NONUTHEAM BeaonacHocTd W DernamMeHTam ARNAKTeA QUPEKTHER. JHPeKTUeL
HE 0SA3aATENEHE ANA BRMONHEHUA. OHA NPEaHaTHAYEHEl ONA ONUCAHKMA CROCO0a BRINGNHEHHA Yero-nyubo,
4TS MEenaTensHs, Ho He offAlartensHo. Mockonsry JUPesTUER He oDR3aTenNs s GNA BENOMHEHWA W MOryT
BTl HEOAHOIHAYHE, MPAKTHYECKHE DEACTEMA HE MOMYT NOGEepPraTech ayadTaM C ONogon Ha OMPerTHEE.
OvpekTHekl MHOrAa paipabaTeiBaeT rpynna CNeusandcTon, KoTOpas HeNfapoModHa TpeboBaTs WY Bbinon-
HEHWA. [WUPEKTHEL HE COQEeQMAT ONUCAHKA NEAKTHYECKHX JERCTEWA, KOTOPLE NognesaT ofaiareneHomMy
BLINCAHEHKK.

MonUTHEA 1 DernamMesTs DEI0NacHOCTH B OCHORHOM PAINMYHE ONA PadHLIX YACTEN OpraqMIanmM, no-
ATOMY BAMHD MK NPABANLHOE KOODOWHWEOBaHWE, B YacTHoCTH, NONUTHMEY BeI0nacHocTy CHCTEM NEoMBILWw-
NEHHCH ABTOMATHEA W KOHTPONA CNegVeT KoOPOHHUPOEATE C AHANOMAYHON NOMMTUE0N Ge30NacHOCTHA M-
POpMALUMOHHON TEXHKMEK obwers Hasnadenna. MNporpamesa SeacnacHocT DyYOeT peankacsada yonewHes,
BCNA B KOMAHAE YCTAHOBMNEHSE! XOQOWKE ON0OBLIE BIAHMOCTHOWEHHA, W NPABMNEHG CROOPIMHMDORAHH LIS
METSOWEA JERCTEMHA MOMYT Mkl NOCNoOCoBCTBORATE.

HexoTopoe eqMHo0bpasve CTPYETYRE AN PAIHLIX NONUTHE GRI0NACHOCTH W PEMNAMEHTOR NOBRILLAET
COMACOEANHOCTE MEHDY YHUBEOCANLHLMK HADoPaMK NONKMTUE BEaonacHocTy 1 pernamedToe. Kasowi go-
KYMEHT, ONACHIBEZWAR NONATHEY WNH PEMMAMEHT, COOSMEMT KDaTKy, HO ToUuHY QOopMYyNUpoBKY CROEMD
HaaHaqdedkA. JosymMedT codepsuT Tawse QopMyNEpoBKy rpaHdy NPUMEHHMOCT JokyMenTa. KpoMe Toro,
OH COOBPMMT OMNACAHUE DUMCEOB, KOTOPRIE NPEANCNAragTeA CHUIMTL, M KNYERLE NEUHUHMNOE, HA KOTOPBIX
CTROMTCA OOKYMEHT.

PaiMeiM 3Tanam ¥MaHeHHOne UHKNa CHCTEME COOTRETCTEYIOT patkeie npodun npobness BeaonacKo-
CTH. MMONUTUEA 1M DErMaseHTe Be3cnacHocTy MOryT 3aTRArMEars NAWE KOHKDETHEE ITAMNL HUIHEHHOMD L=
na. B HexoTopblix NOMUTHKE ¥ PEMAMEHTE MOMET DTk YEAIAMO, YTO GHH OTHOCATCR TOMNBEKD K ONPegensH-
HEIM 3TANaM ¥HU3HeHHore udkna. B nabope nonurre 1 pernaedTos Be3onacHocTy Bce sonpock Deacnac-
HOCTH, OTHOCALLMECE ¥ DAIHLIM ATANAM HUIHEHHOMD LMKNS, PACCMATOMBAINTCR 8 COOTRETCTEVIILLME MM K-
Tax.

MoNUTHEM U PEFNAMEHTR BEACNACHOCTH CONEDMAT MHCTRYELWKA OTHOCHTENEHO TOMD, KakuK obpaicsd
OPraH|Iau«a AoMmEHa onpeagnaTte CTENeH COOTBETCTEMA NONHTHEY HODMATUBAM | k3K o0HOBNATE WX MoK
NPOBSOSHHA UMK CUSHKE 3YOKXTOR OPraHHIaUMH 4acTo oDHARYHKBRIOT, 4TO NONATHEA TRebyeT nepecmaTpa.
AYOUTEL BOMYT BLIABATE HEACHOCTH B NONWTHEE W PErMAMeHTE B LENoM MNK B KX YAcTAX, BeOywue K Heod-
HOIHAYHCHR TRAKTORKE TREeDYEMOR ONepaury WK peaynNeTara. AyOuTe MOryT BelARMTE NROBNEMsl, KOTOpRIE
CRegayeT yHecTs N PaspatoTre NONMTHEN | DernasedTa. AyIuTel MOryT BHABMTE 4 Tpefosadus, koTopeie
CREAYeT NEPECMOTIETE M CHOPPEKTUDORATE MM Ja%e WCKNKOYUTE 8 CNy4as HeoDKodMMOCTI.

MoNKIKEY W pernamedTsl BesonacHocTH JoNMHE NO BOIMEEHOCTH YHUTLIEATE HEeNpedEudeHHe ob-
CTOATENLCTRA, KOTOPEIE O8MaT HEROIMOMHEIA WX NpdMaHede. MONUTHES DoNKHa N0 BOIMOMHOCTIA YoTa-
HABNABEATE NOPAOCK JOKYMEHTUDCEAHKA W YTESDHIEHMA WCKMOYeHKA K NONUTHEE 1 parnasedTan. Ecnu
YTOE DO HHEE WCKMOHEHRA A0KYMEHTHROBATE, 3TO obDecneduT Bonee CoRSPLUEHHMYI0 Be30NaACHOCTE, Yem
BCNK OCTABNATE B NOMWTHER 1 DEMNAMEHTAX HETOUYHOICTH 1M HEACHOCTIA.

Kpome T0ro, 0praduaanin gonkHsl oBecneYuBaTth YETEOCTE NOHMMAHKA TOM0, 4T B NONKTUES ABMAET-
cA TpeGopaduen, a 4To — NoMenaddend. Takan YeTHocTe ohecneyrBasTen HCNoNBEI0BAHWEN MMarcnog epo-
O aQonNHeHs, «CNe0yeTs, «MEKET: W «ABNABTCAR . ITH CNOEa MOMYT GblTh YTOMHEHE BO BCTYNMTENLHbBIX
paifenax TeKCTa NoAUTHEY. «Jonems KCNoNeIYeTCA B KOHTEKCTE TReDoBaHMRA, «CNeqyeTs MCNoNLIYETCR 8
KOMTEKCTE DeRoMeHaauki. «MomeTs WCNoNeayeTcR 8 KOMTEKCTE NOMENAHKWA, KOTOROoS ABNASTCA Heobaaa-
TensHss. MoxeT GulTe yaneccobBpasso NpeqycMOoTReTs BAPMAHTEN KWANoweHua Tpebosawwa. dPpasel THNa
“TaM, [O8 BOIMOEHOY WNH 4NDH HeoBX00RMOCTHS BHOCAT HEACHOCTE, SCNH TONBKD MW 3TOM HE ONUCAHD,
KK OTNAYMTE KOHTEKCT BOIMOMHOCTA 0T KOHTBKCTA HeoDXoquBMOCTH.

MONUTHEA W pErMaMelTe SeIcnacHocTy YCTAHARMKMBAT, KTO W 38 4TO OTEEYAST. OTBEYAET Md TeXHO-
NOMHYECKAA NeQCOHAn 33 YNPABRNAWYID C8Te, OTEBEYAET N4 oH 3a DMZ, pacnonosaHHyid Mewgy ynpan-
NAKWER CETEK ¥ KOPNOGATUBHMOA CaTRI0. B cnydas, ecnd OTAen ¥opnopaTHRMbY MHBODMALKOHHEY CHETERM

13

FOCT rocCTP 56205-2014 Crpanuua: 39/80

G ((H]|idl GostExpert.ru


http://GostExpert.ru/gost/gost-56205-2014
http://GostExpert.ru
http://GostExpert.ru

MOCT P 56205—2014

OTREYAET 34 YCNoBWA, TPeDyIoWKE OT TEXHONCTHHYECKONS NEPLOHANS BRINOMHERAA TEX MNH WHblX QERCTEHR,
TO 3TH QEACTEBMA JOMKHE BblTh N0 BO3MOMHOCTIA NEOMHMCRHE,

Ona opradKaauki, KoTopaA TOMNLED HAYKHAET COS0ARATE CEOHO NPOTPaMMYy GeI0NacHOCTA, NONEATHKA K
DETMNAMEHTEl — 3T XOPOWaA OTRPABHAA ToOYKA, BYOyHd COCTABNEHE, OHH MOMYT CHAa4YaNa oXBaTelBaTe Ha-
Gop HOpM BEI0NACHOCTH, KEOTODRRIE OPraHr3auna cnocobHa coSmocTd B Gnueaiwen nepenesmies Gnaroga-
PA HANAYHAID HEoDXogMsoro obopyaosanng. C0 BoeMEHEM CHIM MOMYT DblTh NEQECMOTOEHE M YRECTOHSHLI
no MEPE POCTA BOSMOMHOCTER GRraHAIALWA. CHW MOryT GbiTe BECOEHE B AeRCTEME Dea 3a0epkd Ha Npw-
OOpPETEHHE W YCTAHOBKY CHCTEM W YCTRORCTE.

5.8.2 NMonuTHKa ypOoBRHA NpegnpUATHA

MonvTEKa YyPOBRHA NPSONPHATAA CAHKLMOHHMDYET Nporpamuy GeionackocTh 1 obozHaqsaeT kypo. Oua
yoTasaenueaeT ofwmre wen Ge3onacHocT OpraHnaaumnm.

DOpMYNADOEKA OCHOBHEIX MONOMEeHWA NONHTHKK, ONPedenAeMan BRICIUHM PYROBO0G-CTEOM, O0MEHa
BhITe AOCTATOMHO MPOOYMAHHA W OCTARATECR W A0EKBATHON ¥ TOYHON NPH HIMEHEHHAK B CTRYETYRE OpraHg-
JAUMK, B CHCTEME KW TEXHONCrMAX DeaonacHOCTH, 3 TAKKE HIMEHEHWA XapakTepa yrpoa belcnacHocTd. By-
OW-A NDCAYMAHHON, NONUTHED MOMET CCTARATLER HEHIMEHHORN | ByOeT HYHOATLCA B NepepaboTee TONLED B
CRYYEE KapaHHANBHOND MIMEHEHKWA NOIUUKK OPraHdIauq- 8 oTHowWerRHKM BeacnacHocTd, OaHare oprynk-
DOBKA NOMNATHER D0N#*HA OblTe OOQHOIHAYHOR, YETED YCTAHABNMBATL, 4To TREGyeTCA.

MonvTEKa YPOoBEHS NPEJNDHATHA ONPpeaensaeT yHacTEW OTEETCTEEHHOCTH W YCTaHABNKMBAET NOOoTHaT-
HOCTE ONA Taknx y4acTeoe. NonuTuEa MoseT oNpegenaTe BIauMocEaan maxay pabotol IT-otgena » pado-
TOW 3aB00A W YCTAHABNWBATE CPEpbl HX KOMNETEHUWA. MNonuTuea MoseT QuddepedMpoEaTeE Lend beao-
NACHOCTH CHCTEME YNPARNEHWA 0T Lened GeaonacHocTA KOPNopaTHEHON caTi. HanpuMep, BakHeRwsM
acnexTom SEIa0nacHoCT KOPNOPATHEMOA CeTIH MOMeT DelTe obecnedYerye KoM@KIeHUHMaNsHoCTH B HER, 3
BAMHEALLIME ACNeKToM GEI0NACHOCTH CACTEME YNPABNEHMA MoxeT DeTe ocbecneverme ae DecnepeboiHoi
pabOTEL.

Kpome Toro, NoNHTEEA YCTAHABNWEAET KOHKDETHEE CTAHOARTEl M HOPMBbl, NPAMEHHMEBE GNA OpradK-
Jaudn. OHa MOReT ONPeqenATe MHCTPYETAM KAk BaHYID COCTABMAIOLYID NDorpaMmel BeacnacHocTd. Monk-
THEA MOMET TAKHE YCTAHABMMBATE CAHELMIA 33 88 HADYLLEHUA.

PykoBogocTEY cnegyeT A0BOSWTE NOMHTHEY 00 CREQEeHHA COTDYOHWKOE BCER ORradHMiauqdk Tak, YTodel
BCE COTRYAHWEN NOHWMAnd ee.

5.8.3 OnepauHMoHHLIE NONHTHEA W PErMaMeHTBl

OnNepauroiHBE NoNATHEY W PEINAMEHTL GR3I0NACHOCTI paspataTeiBadT Ha CONee HH3KKMKE yPOBHAK
COTAHKAALKK ¥ ONPeaensIoT cnocol PEantIaLKK NoNHTHEY YROBHA NESONDHATHA B KOHKPETHOH COBOKYNHO-
cTh obcToATenecTe. PernamedTsl BelonacHocTh NPpeTEoRAKNT NoNWTHEY B QeicTere. PernameHTsel yeTadae-
NHBAIOT, YTO OCMEHS NPEONPHHATE CRraHH3aLUHA 4Na J0CTUHEHWA Uenel NoNKUTHE W BeINONHEHHA 88 Tpe-
Gopalii. PernamMedTel onpegensioT NPoUecosl, KOTODRE NOAB0ONAT YETPaHWTE Boe Npohinemsl, cBoiHaqdeH-
HElE MOMHTHKSH,

PernamenTe OTpasawT Boe O00AIaTENbHBE COCTABMAOWWE Nporpasmol DEacnacHccTH, KOTOpLIE
aEnsYanT 8 ceba:

a) KOHCTRYWDOBAHWME CHCTEMGI,

b} maTepUankeHo-TEXHWIECKDE CORCNEY BHNE,

C) MOHTam,

d) TEXHONOMMYECKMA NpoUYecs,

2] TexHudecEoe oOCNyKUBaHWe CHCTEM,

f} nepcoxan;

g} ayaur;

h} WHCTRYRTaN.

PernamenTs ONpegensinT KoHKPETHRIE DeRCTEMA, NCLY, CTEETCTEEHHBE 33 WX BRINOMNHEHKE, W YCNoBHA
OMA M BEMNONHEHAA.

MECEMERHER DETNAMEHTSEl NDONWCLIBAIOT RODADOK KX HIMEHEHHMA B CNYYAE HIMEHEHWA CHTYaLUWW. 3a
HAMOOA NONUTAKCE WM PErMaMERTOM J3KDEnnNeqs NHUC, OTEEYaKLWLES 33 CPOKKM BHECEHHA OBHOBNEHKA K
OOECNEYEHINE HX BHECEHWA,

MonMTHEY W pErNaMEHTEl CNEOYET OUESHMBaTE HA NpeasMeT WY 3OEHesTHaEHOCTH, KOTODAR NOKIMET,
CNY#AT W OHX CBOEsMY NPEeanonaragmomy Haidadenns. CnegyeT Takke WamMepaTe GuHaHcoBse 3aTpaTel
ONA OEraHnaanin, 4Tob oHa Marna onpefenaTe, COMMacyeTea N MTOM CHAXEHMA DHCEE & MHAHCOBRLIMA
JATRATAMK Ha DEaAnNA3IaUA0 MONUTHEKW. ECNK WTOM HENPHEMNEM, T NOMNATHEY W PEMMAMEHTE MOMET NOTRE-
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GOBATECR CHOPPEKTHURORATE. PErnaMenTel HECOXOOMMO NEPECMaTOHEATE, GCNH NPOMIcWNN HIMEHEHHR B
TEXHOMOTHAK.

PernaseHTal MOryT HCNoNb30BATECA AyOMTamMK. AyoHT Ge30NacHoCTH YeTaHABRNKEaST COOTBETCTRME
BbliABMEHHSX OS8ACTERE OPraddIaUdd NACEMEHHBIM DETNAMEHTAM.

5.8.4 3anaul, pellasMiLIe ¢ NOMOLLID NONMTHAK M pErNaMaHTOR

5.8.4.1 O0wme noncweHma

CYLWEecTaYET PR 38084, KOTOPBIE MOTYT PEWATE NONHTHEM KW pErnarMedTel BesonacHocTh. Kawgaa op-
FAHWIALMA YHHEANEHA W O0MEHA N0 BOSMOMHOCTH YCTAHABRNKEATE COOTBETCTRYIOWME NONKTHEA W Derna-
MEHTE BEICNACHOCTA, HOTOPLIE NPMMEHKMEl ANA B8 CHCTEM NPOMBILLNEHHOH ABTOMATHEY 1 KoHTponA. Ta-
KHE 380841 MOMYT BEMI0YaTe B ceba;

= WNPABRMNEHKE DHCKDM,

= WDARMEHKE JOCTYROM,

- AOCTYNHOCTE ¥ MNadkuposaHse BecnepeboiHocTH,

= PHIHYECkYID DEIONACHOCTE,

- ApXMTEETYRY!

= NOPTATHEHEIE YCTRORCTRA,

= GECNpoBoQHEE YCTEOMCTES 1 OaTYHKN,

= YOANEHHBIA QOCTY,

= MEPCOHaN,

= DONKTHKY cyBnogpaga,

- AYOuT,

= O HOBMEHAE NONHTIKK Be30NacHOCTH.

5.8.4.2 YnpagneHue prCcEom

YNpAaEneHHe pUCKOM WIDAeT EpadHe BANHYIO PONk NPK paspaboTHe JKOHOMWASHON Nporpame Seaon-
NAacHoCTH, KoTopaA obecneyneasT OOMHAKDBLIR YPOBEHE NpHenMnesol SeaonacHocTi, Ho He Tpebyer obo-
PYOOBAHWA KWW DEMMNAMEHTER, KOTOPRE OBX00ATCR CNMWKOM OODOrs W HAX0OATCA 24 paMEamd TpedyeMoR
GeacnacHoocTH. Tem He MeHes, YNPABNeHWe DUMCKOM CRoSHS W NO3TOMY GOMEHe BeTe npucnocobnedo K
KOHKPETHOH opraddagud. MondTeka yNpapneHdA PUCESM YCTAHABMWBAET, KaK ONPELenATs NpHernesbin
YPOBEHE PUCKA W EAK yNPABMATE PUCKSM. JTOT YPOBEHE BADLMEYETCA B JABMCWMOCTW OT Ueneid v obcTon-
TEMNLCTE OTASNEHD BIATOW OpraHnsaumi. Mpousce onpeieneHd YpoRHA DUCKa CRenyeT NeprHoaM-eckid no-
BTOPATE ONS NPWESEEHWA 870 B COOTBETCTENE C MAMEHEHHAMA CKEYHAIWER o0CTaHoaR:.

5.8.4 3 ¥YnpapneHHde gocTynom

BEaonacHocTe CHCTEME! NOBLIWAKT NYTEM OMPaHMYEHMA J0CTYNa B NoNB3Y NdWbL Tex NoNesIceaTeng,
KOTODRIE HYHOAHLTEA B AOCTYNE W HAOSNEHL NPABOM HA Hero. MMonUTHEa YyNpaanesua GOCTYo YeTasan-
nyueaaT paznydHbe EyHELEE NONEICEATENE W KaKol pog 0oCcTyna Heobxoui §na Eamaoi GyHELLEK Np9-
MEHHTENBHD K EAHO0MY KNACCY WMYyWECTEEHHbIX ODBerTOR [(PHIMSECKHX WK NorMYeckkx). Takan nonuTHka
NPONUCEHEAET OOAIEHHOCTIA HABMHEX PaBOTHHEDR B 0NE 3AWKTE KMYLLECTESHHL 0benTon n obAanHo-
CTH DYKOBOOHTENEA B gene obCNyHHEaHMA DErNaMeHTos YNpasnedua JoCTynoM. CalkunoHpOBaHBe np9-
BHNEMHH JOCTYNA JoMHHD DT NO BOIMOMHOCTA COOGPEHD PYKSBOOCTEOM W yOROWTENEHD OTDaMEHD B J0-
KYyMEHTAX, 8 TAEHE NEQUOOHHYECKH NepecMaTpHUBEaTECA. YNDapneHHe ACCTYROM MOMET BolTe TAK He BAMHO K
gawe sawHed gnA obecneqYeqda UenocTHOCTH i AOCTYNHOCTH CHCTEMbI, YeM HEoDXoSNMOCTE COXpaHeHins
KOHD MO HUHANEHOCTH JaHHbIX.

5.8.4 4 NocTynHOCTE 1 NNakdwpoRaque becnepeboiHocTi

MonuTHES B 3TOR 0ENacTH NpeOyCcMaTprUeasT HEoDXoOHMYID KOHUSNUWKD W O¥MI3eMele TREDOBIHHA K
pEICOEALCEAHMN M BOCCTAHOBMEHHID, 3 TAIGKE MNAaHKPOBAHKID BEOEHHWA BHIHECa H BOCCTAHOBNEHWA NoCHE
HOEIBERYARHBIX NPoHCWECTBAR. OHa cnpenenaeT Takke NAapaMeTphl apXHBHPORAHHA [HANPUMEp, Kak gonro
ChegayeT CoXpaHaTE JaHHBIE).

5.8.4.5 duakyeckan SeannacHocTh

BEACNACHOCTE CUCTEME! YNPABMNEHWA 3ABHCAT OT PUIMYECKOR JAWMWLEHHOCTH NPOCTRAKCTED, KOTOROE
BEMICHAET B ceba cucTemy ynpaeneHda. ONA 3aecqokol TERPHUTODKHKE MOMET GbiTe NPONHCAHE NONWTHES
S230NaCHOCTA e 00 TOr, KAk NonvTHEa Ge3onacHocTd By0eT Nponkcada gna cueTemel yngaenedya. Oa-
HAKO NONWUTHES hHIMYECKOrD ACCTYNa K ONPEJenGHHBIM CHCTEMaM MOMET OTNHYATECA OT NONWTHRKM, GTHO-
CAWERcA K obwexTamM W3 gpyrux cucTes. Hanpumep, Bece nepcodan HedimenepepabaTel8amlero sasona
MOHET WMETE O0LWHMA D0CTYN NPAKTHYSCKH KO BOEM TEXHMYECKHM CPEOCTRAM B NPEOenax CTed 3ap00a, GoHa-

KO O0CTYN K noseiessan IT-HHpacTpykTypel MOomeT DbiTe OFPaHHYeH NWe B NONEIY NERCOHAanI,
MMEIOLWENMY OTHOWEHKE K WHOOPMALKMOHHOR TeXHHEE — XOTH Dbl B LWEMAX NoedoTEpalEHHA CNyHanH b
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noapexrdeHd. MNonuTdea Se30nacHocTd CHCTEMEB! YNDARNEHKA JONMHA N0 BOAMOKHOCTH BKNHCMATE B8 ceba
COBIMKEY Ha NONKTHEY $HEMYeckon BeaonacHotTd ¥ YCTAHABNHBATE &€ JaBMCHMOCT:. MonuTrka DeacnacHo-
CTH CHCTEMbl YNPABNEHMA OCMHHA NO BOIMORHOCTH COQepMaTE ACCTATOUHO NogpobHee OaHHEE O didan-
YECKoR DEIONACHOCTH ANA Toro, YToDk MOMHD DN B KAKGOM KOHEDETHOM CNYYas pacnpocTpaH TE NonK-
TiEy Gel0nacHOCTH 3apoickors ohbLexTa Ha CHCTEMY YNRpaBnedus. HanpuuMep, B Tkl NondTHEE MOWeT
IHAYHTRCA. 4 Takoe-To ODOpPYyQoBaAHME JO/TEHT HAXOOWTRCR B 3AKPETHIE KEBWHETAX, @ KoY K HHM — Xpa-
HATECR B MECTE OrpaHH-eHHoOn QocTyrnas.

5.8.4.6 ApxuTeKTYpa

MonvTHES W DErnaseHTel ONWUCEIBAKT Ge30NacHBE KOHMWUIYRAaLKMY CHCTEM YNPABNGHWA, OXBaTLIBARA
TAKHE BONPOCE, KAk

a) pEKOMEHOYEMBIE KOMNOHOBKW CETEN,

b} pekoMmesayeMan KOMOUIYPaLKWA MEKCETER0MD JKDE HA;

C) AETODMIALMA W ayTERTURHEILNA NONBE30BATENEA,

d) COeqUHEHHE MEXTY DAINHHHBIMA CETAMK YNPABNEHWA NDOLECCAMI,

) UCNoNBIoBaHWE SeCcnpoBoIHEE KOMMYHHEILWA;

) QomMeRE W DOBEDHTENBHBLIE OTHOLWEHHA,

g} ynpaaneHye nat4amu [BENowan ayTeHTHMKa0mn);

h} yrpaeneHHe aHTHBHDYCaMM,

i} YoHNEHWE JAWMTEl CHCTEM 33 CHET 3AHPEITHA NPITLAMMHBIX NoRTOB, BNOKMPOBEM WM OTKA3a OT He-
HENONEIYEMEBIX KW ONACHLIX CEPBEMOOR M OTHAZA OT MCNONbICBAHKA CheMHbIX HAKCMHTEMEA DaHHEX,

i1 AocTyn K BHEeWwHWM caTan [T, & K MuTepueTty);

K) HAONEHaLWEs HCNONEI0BAHHE INEKTROHHON MOHTRI.

5.8.4.7 MNopratmeHele yCTpoRcTEa

MopTaTrEHsiM YCTPOACTEAM COOTRETCTEVIOT BOE PHUCKH GE30NacHOCTH, KOTODEIE COOTBETCTEYIT CTa-
UKOHApHoMY oDOpYOOBAHMID, HO K3-32 WX MOGHNLHOCTH MEHEE BEDORTHD, YTO HA HWX yOACTCA pacnpocTpa-
HHTE OBbIHMHBIE DEMMAMEHTE BES0NACHOCTA Ha NPOTAMEHWA BCEMD NEepUoda OT MoHTa%a 0o ayouta. Nopta-
THEHOCTE TAKMK YCTRPONACTE COA0aeT OonNONHHMTENLHEIR PUCE ANA KX NOBDEROEHUA, KOTEa OHW HAX0OATCA 33
npegenami 308 Eraddeckon GeI0NacHocTH, WK QNA NepexBata MHDoDMaLKK B X008 HX COBOWHEHMR C
JAWMWLEHHLIMKI 30HAMK. TakkM oGpaaos, 4acTo Heobxogusa cneuwansHas Non|TEEa, KOTopas pacnpo-
CTPAHASTCA HA NOPTATHEHBIE YCTPORCTES. TAKAR NONWTHES Q0MEHa N0 BOIMOEHOCTA yoTaHaBNKBaTE Tpe-
GoBAHKA K 3awkTe DeacnacHocT, KOTODBIE SHANCTHYHE TREGORAHWARM K TOMY MW MHOMY CTALWOHAPHOY
YOTDORCTEY, OOHAKS TEXHHHYECKME 1 A0MUHACTRATHEHBIE MEXaHKIMBI, OGECNEYHBAINLIIME 3TY JALIKTY, MOMYT
OTNHMHaTECA.

5.8.4 8 becnpopodHele YCTPORCTEA W OaTYHMEM

WHE MHOMD NET B HEKOTODLIX CHEDax B HAYECTREE YNEABNAKLLWE CHCTEM WHPOKD NEMMEHRETEA YNpas-
nAwwes obopyooBaAHKE, KOTOPOE WCHONLIYET PadRnoYacToTHYIO Nepeqady CHIHana aaasmed NpoacgHoi. Mo
ME0E CHHMEHHA DHUHAHCOBLIX PACK0A0E W NOABMNEHWA HOBLIX CTAMZADTCR paclwupAsTcA cdepa NpumesHs-
HHA CHOTEM NPOMBILUTERHONR 3ETOMATHEN W HOKTRONS, 4TO OTHACTH ODVCNOBNEHD MEHBLMME DHHAHCOBG MA
ACKOOAMA HA MOHTaN. KNIOYeBRM OTNWSWEM NDOBOOHLIN YCTPOWRCTE OT GECNDODoOHLIX ABNASTCH TO, 4TO B
CNYHae NoCNegHANY CHIHANE HE OrpaHKYENE NEESaEname 0SNacTi GUIKYeckol Ge30NacHOCTIA, 8 3TO YRENK-
YMBAET DHCK MK NEpEXEATa W HCEaMEHAA. Tars obpasom, NoNMTHEE Ge30NacHOCTH, OTHOCAWAACH WMEHHD
K BECnpoBogHEM YOTDORCTEAM, NOOXCOMT ONA OLraHuIauMi, KOTOPEE B AHHER MORMEHT WCMONLIVOT MW
BAOrYT MCNONe30BaTe B Sygylen B cooer patoTe GRCNPOBOARLIE YCTRORCTEA MMM daT4ukk. Takan nonvTHLa
MCHET DETMAMEHTHROBATE, ANA KEKMX 33034 MONyT KCNONB30RaTECA BECnpoOBsaHbE YCTRORCTES, KaKHe Me-
TOObE 3AWATE | YIEABNEHHA TPESYIOTCA W KK B3IaMMOCEAIaHE! NPOB0OHEE M GECNPOBOOHLIE CETHA.

5.8.4 9 ¥YoaneHHsiA gocTyn

YoaneHHsIn gocTyn No3sonAeT oSoiT cpegoTea obfecneveHuA NokaneHol duandeckol DeacnacHo-
CTH, YETAHOBNEHHBIE HA MPaHKUaX cHeTeMel. OH NOABCNACT NEDEHECTH JOCTYN K QOBSDEHHONA 30Me B Co-
BEQWEHHD OQYTYI0 recrpadiueckyio TOYKY ¥ NPEONenaraeT, Cpaaq NpoHernc, MCNonNe30BaHHE KoOMNBCTEDA,
KOTOPBIA MOr He OblTe NOJBEDrHYT NPoBepKas GEIONACHOCTH, NDOBOOHMEIM ANA EGMNBOTEROR, HAXO0LS-
wxcA ©HUaIMdecs B Npegenax A0EepeHHol 30HE. Heobxogumel Opyrve Mexanknamel, E0Topse ochecnedyu-
BAKT 33 Npefenamy JoRepeHHOR A0HL YPOoBEH: BEasnacHooTH, aHANOrHYHbIR YROBHK BEIONACHOCTH O0-
BEQEHHON 20HL,

58410 MNepconwan

Bonpockl, OTHOCRAWKWECA K NERCOHANY, MOMYT BeiTh 0003HaYEHE B NONKTHERX SEI0NACHOCTH NPEanp9=
ATAA QA NEQCoHana ¥ WHgopMalMoHHol TexHoNorME. NonuTHea GeaonNacHocTH CUCTEMb! YNDARNEHKA OX-
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BATHERET Cheyuddackne NogpobHceTd, B TO BpeMa Kak Gonee oblWan NoNUTHES He OXBATRIBAET ACMEKTk
CHCTEM yNpaeneHdia. Hanpusep, NonuTyveka GeaonacHocTd CHCTEM yNpaanedKA cornacyeTt pond gocTyna «
CHOTEMAM YIDARMNGHKA ¢ METOOMEAMK 0TECPE W KOHTPOMA MECTOHAXOHISHKA NEDCoHAana.

2.8.4.11 Nonvrdea cybnogpaoa

Bonpocel Ge30MacHOCTH 3ATRATMBAINT OEATENeHOCTE, KOTOPaA MoweT TpeboBaTe npManeseHda cyi-
NOJoAQUYMECE B NUUE NOCTABWMEA, cOOpWMKS, NOCTABWMKMES YCNYT TEXHNYECKoro oBCny i KBaHMA, KOHCYMb-
TaHTa | gp. NMonuTuea GesonacHocT v, NpegycMaTpyiaanwan cyBnoapan, paccMaTprieasT BaadmModeicTemg
C cyBnogpASHMKOM, KOTODRIA MOMET OTKPEBATE YAIBHMOCTH. MonnTHES onpenenseT oDRIaHHOCTH DanMy-
Hedx CTOROH. MoNUTHES YHUTHBEIET WIMEHEHKE OBAJAHHOCTER No MepE NepeEXoaa NPOGKTOR |2 3Tana B aTan
W No Mepe NOCTAEKA MaTepHanos M cucTem. MNonuTreka MokeT TpeboBaTe NDONWCAMMA B KOHTpaKTax ¢ cyb-
NOSoASHYMEAMI ONPESENEHHEX CROHOB.,

bea Hagnemawed opradtaagiin paboT KoHTPaKTHE (CTOPOMHHKX) NOTrPaMMUCTOR WENOCTHOCTE Mp-
KNagHes NpOrpamsd ¥ Npoueccos MoeT BelTe NOCTARNEHA Mo ¥Poay, a NDorpaMMHLIi K00 NoTepaTE Noa-
Oepwky. BamHo HaRTIK kmanndvuMpoBaHHEDX KOHTRAKTHED NPOrPaMMUcTOR, KOTOPRE DyaYT NDHOepMHBaTE-
CA OPraHM3aUMoHHEE CTAHOADTOR NPCrEAMMHEOBEHUA 1 SOKYMEHTHROBAHWA W BLINCNHATE HAONEWALLWE
TECTHPOBAHKA, & TaKke DyoyT HagewHe Mn W cobnogaTe cpoki paspaboTr.

58412 Ayour

bBe3onacHocTe CHCTEMEl DEryNAPHD NOOBEEPrainT aygWuTy onA onpedensHyA CTeneHd CoOTRETCTBIA
DEI0nNacHoCTH NONMTHEE W Hopmaw Deacnacuocty. Monutvea GeaonacHocTH YYMTRIBAET HeobXoOMMOCTE
AYOMTOR 1 YCTAMABNKMEIET OTEETCTEEHHOL T, MERMOOMHYHOCTE W TRPEDoBaHKMa K KODPeKTHPYIOW MM BO3neicT=
BHEN. BCECTOPOHHAA NPOUESYRA ay04Ta MOKET 3aATDArdBaTe ACNeKTh, OTMNWHHLIE OT BE30NAcCHOCTH, Ha-
npidep, e KTHBHOCTE M PEIYNLTATHEHOCTE NPOLECCOR, 4 TAKKE WX HODMaTHEHO-NPABDEOE COOTRETCT-
BHE.

59.8.413 O0HOBNEHWE NONUTHEW BEI0NACHOCTH

MonuTrey Ge30nacHoCTH NoQBERramT MOHHTORWHTY ONA ONPegeneHka WaMEHEHRA, HE0DXoOMMELY B
NOMETHES K3K TAKOBOK. MOHHTODMHT NONMTHEKM BEI0NacHoCTd — 270 08A3aTENEHEKA pa3fen Kasgoro qoKy-
MEHTA, COSEQHALLEro MONMTHEY W pernamedTt. NomuTuka BeaonacqHocTd NpegnpHATHA yeTadasnkeaet of-
WL Nogxod. B kamgoM QoKysMeHTe, CoQepmalien onepaluoHuyio NoNHTHIEY ¥ PErnNamMelT, NpHBe0e el M-
CTRYELMM Ha NpegMeT Torg, Korga v KeM QomeHa OwiTe NepecMoTpEMa W ODHOBNEHA NONUMTHEA MOK perna-
MENT KaK TAKOBEIE.

Jon#He Mo BOAMOMHOCTH QEACTEORBATE NPOMPAMMEN MHCTRYKTAMA BEMOY HANMA HOBLIX pPaboTHHMEDR,
HOBEY ONEDEULHA SJKEMNYATALKK 1 TEXHWYECKSD SOCNYHHUBAHKA, MOOEPHMIAUMA 1 NNAHWDOBAHWA NPEEMCT-
peHHocTH. MporpaMmel AHCTRYKTaKa cnegyeT HagnesawkM o0Spazon QokyMeHTUPORAaTE, CTRYKTYVRMPOBaTE
W AcpabaTelBaTe ¢ PEMYNAPHOA NEPUOLKYHOCTEID ANA YHETE WAMEHEHKA B ONSDaLMOHHOR Cpeae.

5.9 oMbl BezonacHOCTH

5.9.1 OBwwre nonoxeHna

Hawook cuTYaydd COOTEETCTEYET CEOH JONYCTHMBIR YDOBEHE BEICNacHoCTH. B cnyqas KpynHiblx WM
CICEHBIA CHCTEM MOHET ObiTe HEUENEcoobpaIHe MK HE CReayeT NEPUMEHATE 00MH W TOT e ypoBeHL Deao-
MNACHOCTA ONA BOEX KOMNOHEHTOS. Painvqia MOWHD YHUTREATE, HCNONBIYA NOMATHE 30HE GEI0NACHOCTH
MK 33WMLIAEMOTND YHACTED. 3oHa DEaonacHocT NpeacTasnaAeT cofol normyeckse obwegrHerwe furande-
CEAX, HHPOPMAUMOHKEED W NEPKENAgHEX 00BEETOE MMYLLECTEA, K KOTODbIM NPeQuABNAIOTCA ODWre Tpebo-
eakkA GeI0nNacHoOCTH. JTO NOHATHE NEKMEHMMD K ANSKTPOHHDR CPaae, B KOTOPOA HEKOTODbLIE CHCTEME! BXO-
OAT B COCTAE A0HE De30NacHOCTH, a4 BCe OCTANbHBE HaXOQATCR 33 &8 Npegenamd. MoryT cylecTEOBaTE
TAKKE A0HE BHYTEH 30H WNK NOG30HLI, KOTOPEE OGECNEYHBANT MHOMOYPOBHERYIO {IWENOHHEOBAHHYID) 3a-
WMTY, COOTBETCTEYA CEpMM YPOBHEH TPehoBaHKd GeIonacHooTH, JWeNoHHpOBaHHAR IFWWTA Mo®EeT DeiTe
ofecneveHa 3a cHeT NPUCECERMA Da3NyYHEIX CBORCTE e 30HaM BesonacHocTH.

JoHa GE30NACHOCTH WMEET MDAHKLY, KOTODAA NPEACTARnAeT coBod pyhes Mesay ANeMeEHTaME, Np9-
HEONEMALKAMH BH W ANEMEHTAMH &/ HE NPAHAANeRaAWrMA. KOHLeNUHA 3oHE npeanonaraeT Takse obraa-
TENBHYIO BOIMOMHOCTE QOCTYNE K O0bLEKTAM, HAXOOAWMMCA KAk BHYTPH 30HLI, TAK 4 BHe ee. 3T0 onpegena-
BT KOMBAYVHHEAUMED W OOCTYN. HEODXoQWMElE ONA NeperMelenns nedopmadkt v Nngeld BHyTEK aoH beao-
MECHOCTA W MEROY HEMHA. 30HB MOMHO DECCMATPUBATE KaK HAGEMHEE W HEHAOEEHLIE,

20HE BEIONACHOCTH MOMYT DbiTe ONpEgeneHsl B QUIMYECKEOM CMBICNE [(PUIKMHECKAR 30HA] WK Nori-
YECHOM CMECTE [BUPTYANEHAR 30HA ). THIMYBCKHE I0HE CNPEaenEHbl NOCPEOCTROM MDYNNHECREKK ofeerToR
Mo WX GHUIKHECKOMY MECTONCIOKEHNID. B cny4ase 30 TAakore TWNa Nerks YeTAHOBWTE, KakHe 00bekThl HaxXo-
OAaTCH BHYTRK EaWAchk 3oHsl. BupTyansHsi@ 30Hel CNpedencds NecoeacTBoM TRYNNMpoBkk duIddecsdx
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OfLEKTOD WKW W YAcTeN B 30Hk BEIonacHocTy Ha OCHOBE hYHELEOHANEHOCTI MW ORYTHN KapakTeproTHE
OB EEKTOR, YEM MX HaKTMEECHOrD MECTONONONEHARA,

5.9.2 OnpegeneHie TpeDoBaHKA

5.8.2 1 OSWme Nono%edna

Mpw onpeoeneHdsy 3okl GEI0NACHOCTA ORTAHW3AUMKY CReayeT cHaYana onpegenkTecA C TpeboBa-
HAAMK GeaonacHocTH (UenfsMy Be30nacHocTi) i NHWe 3aTel DelWaTe, CheayeT Nd pacCMaTpyBaTe KoH-
FpETHBIR OOLEKT B KAHECTEE HAXOOAWETOCR BHYTRKE 30Hs HOKW 33 ee npegenamu. Tpefosanna DeacnacHo-
CTH MOEHO NOADAIAENMTE HA SNEQYIOWIHE THME:

= KOMMYHAEA LMOHHBIR 00CTY,

« DMIMYECEMIA OOCTYN K YOANEHHOCTE.

5.9.2.2 KoMMyHHESUWOHHBIR O0CTYN

Yrobel rpynna obbLekToE, HAXOOAWWKEA B NDeJenax rpadusl GeaonacHoCTH, HOPMENbHE O YHELMOH K-
pOBANR, OHK J0MEHEl DblTe CEAIAHL C ODLEKTAMM, HAXOOAWKMWXCA 33 NPeaenasMK 30He GeaonacHocTr. Ta-
KO O0CTYN MOHET MMETE MHOHMECTEO (DOPM, B YHCNE KOTOPERE hHaHHeckoe NepemMeleH-e oS LeToR (Mafe-
NHA) W NIOSER {CNYHAWHY H NOCTABWWKOE) WNH INeETROHHER KOMMYHHEILWA © CyDRekTami, Haxo DAL uMKuca
3a npegenamy 3oHel GeaonacHoCTA,

YOaneHHan KOMMYHKKAUWA — 3T0 Nepedada WHQOopMagrd oT oQHoro CyDueETa K QDyrosmy, KOTODbIE
HAXOOATCA HA IHAYWMTENLHOM yIaneHAd gpyr o7 apyra. B kOoHTeKCTE HACTOAWErD CTaHdapTa yoaneHH:IA
OOCTYN ONPpedeneH KAk KOMMyHHKAUMA ¢ COBEKTamMK, HAXOOAWWMWCE 38 NPpeJenasy NepuMeTpa paccMar-
PHBASMON 30HE] BE30NACHOCTIA

NokansHsl@ 4o0cTyn 0GBYHO DACCHMATRUBAKDT KaK KOMMYHARKALMK Mexay obbekTamMK B Npejenax of-
HOH 30HE G230nacHoCTHK.

5.89.2.3 DHAMHECKMHA OOCTYN M YOANeHHOCTE

PHadYEcKHE J0HL GE30NaACHOCT CNYMaT GNA OrpaHvYEHHA O0CTYNa K HOHKPETHOMY YHACTRY, Daddy
TOrG, 4TO BCE CHCTEMBE Ha 3TOM yHacThe TpebyioT oOMHAKCESA CTeneqd HaJewHOCTH onepartopoa, obony-
HHBAIOWETD Nepoosana o paipaboTyukon. Mpe 3To08M HE WMCKNKYEHS, 4TO 30HA C DONes HHUAEMM YDOBHEM
PHIHYEcKod DeIoNacHOCTH MOMET COOepMaTE J0HY © BONeE BLICOKHM YPOBHEM MHIMYECKDN DEannacHOCTH,
WK 20Ha © DONes HX3KKUM ypoBHEM dranseckol BEI0NacHoCTH MOMET COOSDMATE A0HY BLICOKDYPOBHEBOMD
KOMMYHHEIUMOHHOTS JocTyna. B cnyyae eardeckdy 30M 3aMKM Ha JBeDAX WNK Jpyrde Quandecsde cpeg-
CTEE 33WMWLEHT o7 HECAHKUWOHMPOBEAHHOMD gocTyna. [Nperpagoi ABNAETCA CTeHA WK KabWHET, KoTop.ie
COSOHHEART J0CTYN. PUAMHECKME 30HE DOMHHL N0 BOAMOKHOCTH HMETE HanHeckie Gapeopsl, KOTODLIE
COOTBETCTEYIOT TREGyeMoMy YOORHID GEe30NacHOCTIA M COTMAcYsTCA © NNaHamK oTHOCHTENLHS GeacnacHo-
CTH APYTHE 05 LEeKTOE.

Meumepon SuaM4eckol 30HEl BE30NACHOCTH ABNRETCA obblYHEIR 33800, ABTODUIOBAHHEIE NKMUA Npo-
NYCHAMTCA HA 3AB00 ARTORHIYIOWMK CyGLENTOM [COTRYOHMKOM OXDaME UMK WOEHTUEHEAUWMOHHEIM TERMM-
HAMNOM), @ GOCTYN Ha 33000 HEABTODHI0BAHHLIN MWL COEKMBAETCR TEM ME AETOPWIVIOWMM CyDBEETOM W
CrpafoiM.

OfbekTsl B Npeaenax rpandiusl DeacnacHocTy — 370 O0LEeKTH, KOTODLIE HYEDAKT- CA B 33WWTe Ha
YETAHOBNEHHOM YPOBHE BEICNACHOCTH UMK B COOTRETCTEMM & YCTAHORNEBHHOH NonuTHesd, Boe yeTpoicTaa,
HAXOOALWMECA B NPeaenax 3ToN rpaHdys. J0N#Hel COOTRETCTEO8aTL OOQHOMY W TOMY M8 MAHKMaNLHOMY
ypoBHKD Tpebopadui GeaonacHocTd. To eCTh OHKW O0NMHE DieiTe M0 BOIMOMHOCTA 3aWMLLEHE B COOTRETCT-
BAM C OOHOR M TOW Me NONMTAEDA GesonacHocTh. Mexanramsl 3aWWTel MOryT DaindHaTecA B JABMCHMOCTH
OT 3aWMiasors obeexTa.

OEberTel, HAXOOAWMECA 33 Npegenamd aoHbl DEACNACHOCTH, YOOBNETROPAKT Mo ONpegemeH
MAEHBLLEMY WM MHOMY YROBHKD BEacnacHocTd. 3T 00 bekTel 38WHILEHE! HA DAZHBE YOOBHAX BEI0nacHoCTH
W No ONPEQSnNeHnk Ve HE MoryT ObiTe J0REDEHE OOHOMY W TOMY HE YDOBHK GeI0nNacHOCT MK NONUTHEE,

510 TpaxkTwi

5101 Ob6wme nonoXeHWA

Mudopuauqa gonsea nocTynaTe B 30Ky G230NaAcHOCTH, BRIXOOMTE M3 3TON A3oHE GeaonacHocTy 1 ne-
pEMEWLATECA B e Npedenax. Jase B HecasisaHHol CHCTEME NPUCYTETEBYET HEKOTORAR KOMMYHHEaUKS (Ha-
NoMMEen, NEQHoOAYECKDE COBOWHEHME MEXOY COB0R NPOrpaMMUPYIOWKWE YCTRORCTE ANA coagaHqa v obony-
HHBAHWA CHCTEmM). UTobs OXBATHTE AcNekTel BEACNACHOCTH KOMMYHMEALMIA K CO30ATE KOHUENUMKD, 3aTDark-
BAKALYKD YHHEAMNLHEE TReOoBaHMA K KOMBMYHHEIUKAM, B HACTOAWEN CTaHOAPTE onpenensH oooDeR THN
30H bl BEIGNACHOCTH — KOMMYHMKSLMOHHER TDakT.
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TpasT — 3To ocoBbliA THN 30HE BEIoNACHOCTH, TRYNMAPYIOWER WHDOPMALWOHHEE BISHMOOERCTRIS,
CNOCOBHEE GhiTE NOMHYECKM OPraH|IoRaMHE 8 TPynny UHOpMAUMOHHEX NOTOKCE, PAacnpOCTPaHAKLLKMLCA
BHYTDH 30HEl 1 BHE 8. TpakT MOoeT NpedcTasnATe Cofol eQMHBIA CepRUC {T. &, 80HHYKD ceTe MuTepHeT)
N4 BeiTe ODDA30OBaAH CEPHEHA NepeHOCHMKOB HHPODMALKK [CepHeld CeTeBkX Kaleneid W NpaMblx OHIKYE-
CEMY N0CTYNoR). Kak W aoMa, TPaKT MoMeT OuTe 0Bpaijonad Kak uanHeckiMiE, TaK ¥ NOrMYeCcKMsn KoMna-
HEHTaMW. TPaKTE MOryT CBAILIBAT: Mexmy cobol cyfeerTw B Npegenas ooHoR 30HLlI MK CORILIBATE MEH-
Oy cobol pasndYHbie oM.

Kak v 20k, TRAKTE MOMYT ObiTe J0BEDEHHLIEK WNH HEOOBEPEHHLRAN. TRAKTE, HE NEpEeCeKallne
FRAHML, A0HE, OSBRIYHD ABNRIOTCE JOBSDEHHBIMA 00 YPOBHA EOMMYHMKALUMOHMEX NPOUSCCOR B NPEenax
ITOM 20HL. B OCBEPEHHLIX TRAKTAX, NEDECeKanUiiy rPandUsl I0HE, HeobX0aHMO PEANMICELIBEATE CEEOIHOR
A0BEREHHEIR Npoyec.

Hegopepesdble TOAKTE — 3ITO TRAKTL, YROREHE DEIONACHICTH KOTOPLIX OTAWYEH OT ypoa«a Gelonac-
HOCTI EPSAHER TOHYEN 30HE. B 310 cnywae dakTryeckad GeaonacHocTe KOMMYHWUEALMK CREOOWTCA K Ge3o-
MNACHICTA OTALSMNEHOND KAHANA, KAK NOKAIAHD H3 pHCYHEER 7.

: . _
- et i R

2omn YT RO o B oM YIDARNSHAR JRRINcW C |

=

1

Pucyuok 7 — Mpusiep Tpakta

Ha pucydike 7 WanGpasena opradviIanus, skmnodyanian B cebs Tpd 3aB00a W OTOENBHEA UeHTpank-
HElM OfWc. KakOsid Ma TREX 3aE00008 CEAZAH C KOPNODaTHBHON CETEID ANA OSeCnedeHing ODMeHa 0aHHE kMK
MEMIyY OTOQENLHD BIATEIM 380008 W UEHTRANLHLIM GEHCOM. 3 TAKHe ApYTMMK 3asogamu. Ha pucyHee obo-
FHAYEHD YETHIPE BOAMOKHLIX TOAKTA (BOIMOMHE W OPYTHE TPAKTLI, HO ANS HArMAGHOCTH GHE ONyLLEHE).
MEpBLA U3 HUX — KODNCPaTHEHBIA TPAKT, NOKAZAHHER B BERXHER YacTh puoyHka. JadHeld TRakT caAILIBaART
HECKOMNBKD 33BOO0E, DACTNONOMEHHEX HA DaIHBlX TEDDMTODHAX, C KODNOPaTHEHBIM JaTa-ueMTooM. Echk
VWAN clhopsMpoBaHa ¢ MCNoNbBICBAHKENM BhIQENEHHEIY WK HacTHX THHWA CEAZK, TO TAEyD CETh MOWHO
CHATATE HAgeMHBIM TPaRTOM. ECNK B TAKOR CETH MCNONLIOBAKE KAK 0GWENOCTYRHEE, TAK W HACTHBIE CETH,
TO 28 MOMHO OTHECTH K HEHAOeKHoMY TpakTy. B cocTae TpakTa exogut nobos mosmyHBEaguonHoe obopy-
OOBAHKE A MEKCETERLIE IKPAHE, KOTOREIE 00pAIYIDT CRAIHLIE NHHHE 3380008,
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BapHanTel HEHADEMHLIX TRAKTOR NOKATEHE Ha Ka#D0M 33006, B DanHoM ChyYae sawdsid aapcq co-
OEQWHT CBOH CODCTEEHHEIN OOBEPEHHBIA TPAKT ONA NEpEaaqd yNDabnskw My BoI0edcTRHR.

5.10.2 Kavanisi

KaHans — 370 oCobbe NHHAKY CEBAIM, COR0AHMEIE BHYTDH KOMMYHMKAUMOHHOMS TRaKTa. Kadane no-
BTOQAINT CRORCTEA GE30NacHOCTI TRAKTA, HCNONBIYEMOTD B KAYECTEE KOMMYHUEALBOHHOR cpegk (T. &. Kka-
Han, HaXoOAWWACA BHYTPM JalCWeHHOrD TpakTa, GyO4er NnoddepknEaTe yRoBeHs Ge30NacHocTH JalMWLEH-
HOTo TpakTa). Kasane! MoryT GbiTe HAOEMHGEIMK WM HEHAOEHKHBIMK.

LoBepeHHEE KaHankl — 3TO CBRIHBIE NHHHK, CDECNEYMBAKILME IAWMWEHHEIA COMEH DaHHLIMA C
OEYTHMA J0HamMe GeaonacHocTd. HagesHbld KAHAN MOMET MCNONEIOBATECA ONA PACLLIMPEHKA BHDTYANBHOA
0HE BEICNACHOCTH C UENED BEMOYEHWA B Hee CyDeEKTOR, HAXOOAWMXCA 3a Npedenami QHandeckor a0Hb
GEI0NACHOCTH.

HegopepeHHEE KaHank — 3TO CBAIHLIE NHHAH, YPOaeHs GE30NAcHOCTH KOTOPRIX OTNHYEH OT YROBHA
Ge30NACHOCTH pACCMATPHBASMONR 30HL BeacnacHocTd. MNPpaBMNeHOCTE NEPEOaYK JAHHBR B PACCMaTDK-
BASMYIO I0HY KW W3 HEe [I0HY, KOTOPaA ONDegenseT HedawWweHHb obmeH DadHslx) gonsHa GelTe NpoBE-
pEHA NEpen NPWHATHEM KHBoDMaL KK

5.11 YpoeHu GeaonacHocTH

51411 ObBwme nonoxeH4A

KOHUENUHAA yDoBRHER Ge3onacHocTh Geina coajada gna Toro, 4700k NpHEA3aTe NoHATHE DeacnacHo-
CTH K 30HaM, 8 HE K OTOEMNbHBIM YCTROHCTESM WNW cHoeTeMan. Kak npaeawno, [ACS cocToMT 13 yoTPOHCTE W
CHCTEM, NANYHEHHEER 0T HECKONBEAX NOCTABWMKOR, NPHHEM BC8 3TH YOTRORCTEA M CHCTEMB! iy HKLIMOHMPDY-
KT COBMECTHD, ODECNeYrBan UenOCTHEE YHELKIA ABTOMATHYECKITS YIPABNEHHA NPOMBILUNEHHDM Npo-
UBCCOM. AHANOIHYHD ToMY, Kak GyHELHOHANEHEIE SBO3MBKHOCTH OTQENEHLIX YCTPOACTE BNWMAKT Ha BOIMOH-
HOCTH LACS, napamerpel DE30nacHOCTH OTASNEHEY YCTPORCTE W DEaNHIyeMBbX KOHTRMED DOMHHE GRTE
cornacosadel Mexdy cobol ona gocTikesus Tpedyemors ypoeHA DeacnacHocTH 30Hel. Ypoady GeacnacHo-
CTH OBECNEYMBaHT CHCTEMY KDHUTEDHER ANA NPWHATHA PEelLeHHR O NOHMEHEHKA KOHTEMED W YETDORCTE o
EAINHMYALMMKCA NapamMeTpamy coboeTeeHHoR Gea0nacHocTy.

YpoBHA DRIONACHOCTH CORCNEYMEROT KaYECTEEHHER NoQXoA K PEWEHKID BONDOCOR, OTHOCALWXCA K
GEI0NACHOCTH J0HEL. YCTAHOBNEHWE YPOBHA DE30NacHOCTH UenecooBpaIig NPRMEHATE GNA Ka4ecTBEHHOMD
CpAaBHEMHA ypoaHeR De3onacHocTi. Mo Meps YEENUYEHHA KONHMYEcTRa QOCTYNHLIX JaHHBX W paipaboTed
MATEMATHHECKME MOQENER PUCKA, YTPO3 M MHUMGEHTOE BEI0NacHOCTH JaHHan KoHUENUWA ByoeT caoguTecs
¥ KOMNWYECTESHHOMY MeTody BniGopa W sepudkkalus ypoeHel BesonackwocTd (SL). 3Ta koMuenyWa ByoeT
NEMMEHKUME KAK K OpradMIaumaAM-noTpeouTenam, TaKk W K noctaswmrean ACE »w npogyktos DeacnacHocTy.
Oia GyOeT WcnonkIoEaTECA NP BbiGope YyCTRoUCTE [ACS W KONTPMED © USNbK KX NPUMEHEHWA B OTOENLHD
BIATOR 30HE, @ TAKKE NPW ONPEJENEHAK K COaBHERMY Ge30NACHOCTH 30H B ODTAHKAALKAY Da3NAHHBIX CET-
MAEHTOR NROMBILUNEHHOCTH.

Kawooi oprasvaaumy, npuMessowen metog S0, cnegyeT gaTte ONQeqensHue Torg, YTo oTpaMasTt Ka-
HAORIA YOOBREHE W KAK HIMEDATE SL 30HEL. ITO ONPEOENeHHE WK XapAKTEDHMCTHEY CNeayeT NPHUMEHsTE Ha
CHCTEMATHHECKDH OCHOBE B macwTabe Boel opraduiaddK. SL MOMET NpMMEHSTLCA ONA onpedensHHA
CTPATETHM NOMHOUEHHSH MHOTOYDOBHEROH HUENOHKPOBEHHOR 3ALLWTE 30HL, NDHYEM 3T CTPATEMMA BEMIO-
4aeT B cefa TEXHHYecKHE KOHTPMEDE Ha OCHOBE anNNapaTHEX W NEorPaMMHLIX CPE0CTE, 3 TAKKE agMEHHCT-
CATHEHLEE KOHTDMEDS,

ZL cooTeeTCcTayeT TpebyemMon aDesTHEHOCTH KOMTPMED H BHYTPEHHE NPpUCYWKE ceoMcTE Besonac-
HOCTH YCTRORCTE M CHCTEM ANA 30HE MNK TPAKTa © YHEeToM OUEHKW PUCKR ONA 3ToR 30HL WK Tpakta. Me-
Tog SL noseocnAeT KaTeropuIvpoBaTe DWCK ON8 30Hs AW ToaxTa. MeTtog S0 nomMorasT Tamke onpegeniTh
Tpebyenyio HPEeKTHEHOCTE KOHTDMED, NPUMEHREMEER ONA NDEJOTEPALEHWA HECAHKLWOHHDOBAHHOND
ANEKTPOHHOND BMEWATENLCTES, KOTOPOE CNOCOBHD NOWBECTHM K YTEYES OAHHLE MNH BOADEACTBMIO Ha HOp-
MANLHOE PYHELHOHUDGRAHKE YCTPORCTE U CHCTEM B NPEOENAX 30HE WNK TRakTa. SL — aTo CRORCTRO CHO-
pEe 30HB W TRAKTAE, YEl YCTRORCTEA, CUCTEMB! WNK NoDoR &6 YacTH,

PeKOMEHOOBAH MAHKMYM M3 Tpex SL. 3TH TpW yPOBHA MOMHO OXapasTepMI0oBaTe KaYecTREHHD, Kak
noxaaano B Tabnuue 8 Opradraayre MoryT NpeanoYecTs PAacllMprTe KONMYeCTEO MMelowseca S » onpe-
OEMNHTE GONONHATENEHEE YROBHK ONA ONHCAHKE CROMY YHUEANEHEY TReboaadui GeaonacHocT.
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Tabnwua 8 — Yposaw GesonacHooTy (SL)

FPDU EHb E"E}Dr ACHDETH KE'-\.E CTEEHHEH XAPAKTERPHLCTHAES
1 Huarmai
2 CpagHait
3 Bricori

5.11.2 Tune! ypoBaned GezonacHocTh (SL)

5.11.2.1 Obwre nonoseHWs

MaryT GuiTe onpedenatsl TpK THna L

a) 5L (uenesol) — UenNeBol YpoBEH: SeI0NacHOCTA 30HE MK TPaKTA,

b) 5L [ QoCTArHYTRA) — ACCTHMHYTLIA YPOoBREHE BEICNACHOCTH I0HE WK TPAKTA,

ch SL (NoTeHUAansHBIA] — NoTeHyManeHbiid YpoBeHs SEAONACHOCTA KOHTPMED, NPWBAIAHHELIX K I0HE
MW TEAKTY, WM NOTEHUHANGHER YEOBEHE BHYTDEHHE NPHCYILER GEA0NacHoCTH YOTPOWRCTE WM CHCTEM
BHYTOH 30HBI MMM TRAKTA.

2.11.2.2 5L (yenesol) — UenNepdi ypobeHe BEIonacHooTH

SL (yenesol) cCnegyeT HasHaqdaTe 30He. SL (uenesor) MomeT DolTe HasHaqYeH W TpakTy. SL {ueneacit)
30HE AW TRPAKTA ONPegensoT B X008 OUEHKM PUcKoB. He cnegyeT Hazwavate SL (ueneaci) TpakTam, acnK
napamMeTpel CEIONACHOCTH TPAKTA YYUTRIBAOTCA B X008 OUESHKH DHCHOB 30M, HOTODBIE HCNONBIVIOT Dac-
CHATRWMBAEMBIA TpaxT. DUBHKA PHCKA 30HLI MW TPAKTE QOMEHA N0 BOAMOKHOCTH yHWThIBATE BEPOATHOCTE
HAPYLWEHWA BE30NacHOCTIA M 88 NPoABNEHME

CUEHES DHCEDE MOWET DeiTe KAYECTESHHOW, NONYEONWYECTEEHHOH WNK KonUYecTeeHHon. SL (uene-
BOW) onpefenseT Hecbxodumyio ek THEHOCTE KOMTRMED, YCTPOWCTE M CHCTEM, KOTOPLIE NOMEHEL BbITh
3ANEHCTECRANL ANA NPELOTERALEHMA HapyWEHAA DeacnacHoCT 20HE WNK TDAKTA,

KoHTpMepisl MoryT GibiTe:

a) TEXHHUYBCHHMMK [MEMCETRELIE JKDANK, AHTHEMDYCHOE NpOrpamMMHoe checnedeHre 1 1. 4.,

b) agMAHMCTEATHBHEIMIA (NONKTHES W DernamMeHTe ),

C} PHIMHECKHHMH [3aNepTele JEeDH H T. 4.).

Ha anpegenevde SL (Uenesoi) 30HE W TDAKTA BAWAIOT chegyiewke arTopk:

d) CETEBAA ADXHMTEKTYDA ¢ ONPEOeNEHHEIMA MPaHKUAMA 30H W TRAKTAMK,

2} SL (uenepcit) 304, C KOTOPBIMK SYLET BIAMMOOEACTEORATE PACCMATRHEAEMAA J0HA;

f1 SL (yeneepci) TpakTa (BCAM ATOT YPOREHE HAZHAYEH |, MCNONEIYEMOND IDHON DNA KOMMYHHEILMH,

0 GMAMYECKWA QOCTYT K YCTROWCTBAM 1M CHCTEMAM B Mpegenax 3oHbL.

Bolqdcnesine Lenesoro ypoeHA Ge30NacHOCTH B Npedenax 3oHe cnegyeT OCHOBRIBATE Ha ypOBHAX
BEIDNACHICTA W WX BAWAHKK Ha obLWyio Be3onacHocTe.

51123 5L (0cTHMHY TEIR) — OOCTHIHYTEE YDOBEHE DEe30nacHoCTH

SL (QOCTUrHYTEIA) 0Ll MOWM TPAETa J3BWCHT OT BHYTPEHHE NPMCYLLMX CROWCTE De30NacHOcTM yoT-
PORCTE 1M CHCTEM BHYTRM 20HL MNK TRAKTA WHAK CEBOACTE KOHTPMED, KOTOPENE 3308HCTEOBAHE! NS NpegoT-
BpALEHHA HARYLWEHHMA GRIONACHOCTH 3oHE MMM TpakTa. SL (QOoCTUrHyTRIA) SENAETCA hyHELMER OT BpeMaHi
M CHHRASTCA © TEHYEHAEM BOEMEHK M3-33 CHUMEHMA MPHEKTHEHOCTH KOHTPMED, HOBEIX YAIBKMOCTER, 2B80-
MOUHOHHEOBABLLME YB3 WNK CKOPPEKTUROBAHHEX METOO0R ATAK, YRIBMMOCTER B YROBHAK BEICNACHOCTH KW
BHYTDEHHE NOHUCYWKK CEORCTE BE30NACHOCTH YETPORCTE M CHCTEM G0 WX NDOBEDKH, 3aMEHE WNH MOOEDHH-
JELMM.

3danada — O0DeCnNeYMTE, 4TO B TOT WNH HHOW MOMENHT BpeMedl SL (O0CTAMHYTEIH) 30Hsl WK TRakTa
Gktn Gonbwe 1Ny paeed SL (WENER0OA) 3TCR J0HLI HNA TRaKTA.

5.11.2.4 5L {noTesynankHbii) — NoOTEHUHANEHERA yPOReHE DEIonacHocTy KOMTPMED, YCTPOWCTE MK
CHOTEM

SL (noTeHUudansHsA) onpegensy OnA EOHTPMER H BHYTPEHHE NPHCYLYWX CBORCTE GEI0NACHOCTH YCT-
PORCTE M CWCTEM BHYTEKH 30HLI MNK TPAKTa, BHOCALWMKY BENa] B De30NacHOCTL A0HE KW TRakTa, YTo 8EMA-
BTCA CTENEHER A HTHEHOCTA KOHTPMEDE, YCTPORCTER WKW CHCTEME B OTHOLWEHWK CBORCTES DeaonacHo-
CTH, KOTOPOE OHK 3aTRarveansT.

Hie npreedenb NpMMERE CBORCTE Be30nacHoOCTH, KOTODLIE MOMYT ZIATPArHBATECA KOHTPMEROR, YOT-
PONCTEOM MW CACTER0N:
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a) NoATEEDMASHKE ayTeHTHYHOCTH DABHOYPOBHEROND CyhnenTa,

b} coxpaHesrHe ayTeHTHYHOCTH W UBNOCTHOCTH COODLLIEHAIA,

) coEpadeHie KoHEUASHUWANEROCTH CoobWe HHAMH P ORMAaLMIK ESMBYHNKAL MK,

d) obecne4eHie OTCNEMHEIEMOCTH [IAWWTE OT HENPHIHAHWMA YHacTHA),

&) obEeneYeHHE BolNONHEHHR NONKTHEE YNRABNEHWA O0CTY oM,

f) npegoTEpalEHME ATAK THNA «0TEA3 B o0CNYHHMBAHMMHY,

g} obecnedYeHKie QOBEDUTENBHOCTH NNATHODM;

h} BelABNEHWE BANOMOBE,

i) OTCNEWMBAHWE CTATyCa BeIonacHoCTH.

SL (NoTeHUMANEHEIR) KOHTPMEDE], YCTROHCTES MMM CHCTEME! BHYTPH 20HE MMM TRAKTa BHOCKHT BENAg B
SL (Q0CTHUMHYTRHA) © yHEToM COOTRETCTEYIOWMX CooRCTE DeaonacHoCTH, KOTOPKIE 3aTPar-eanTeA KoHTDME-
paMK, YCTPORCTEAMK MNK CHCTEMAMIA ONA ITONR 30HE WA TRAKTA,

5.11.3 DakTopkl, BRUAKLWWE Ha SL [QOCTHIHYTRIH] 30HL WK TPAKTa

5.11.3.1 O6WWe NonoxeHnA

CywecTeveT pAL GakTopoR, BNMAIOWME HA SL (Q0CTUMHYTRIA] 30HE AW TRakTa. 3L (0CTHIHYTRIA ] 30-
Hisl MM TOAKTA MOMET DiiTh BRpaXeH B BUAE DyHKLUKK 3THX DakTopoR:

SL (mocTrrnyTe@) = £ (x1, ..., =0, t},

roc: dpakTopel Xi (1 < =i < = n) BENKY3I0T B 0e0A, HO HE OrpaHiHMBaKTCR ITIHM!

®x1 — 5L {noteHuWaneHe A} EOHTEMER, NPMBAIAHHLIX K 30HE WMNW TRAKTY, W BHYTPEHHE NPUCYLMe
CROMCTREA DeannacHoCTH YCTPORCTE W CHCTEM B NPEeaenax 30H: MNW TRaKTa,

¥2 — SL (OoCTAMMYTRIM] 30H, © KOTOPEIME NPEACTOWT YETAHOBRHTE KOMBMYHHKALMH,

X3 — TN TPAKTOE W CBOWCTEA DEI0NacHOCTH, OTHOCALLWECH K TRAKTAM, KOTOPRIE CIyMET ANA KOmMMY-
HAKALWA © ARYTAMA A0HAMM (OTHOCWTCA TONLED K 30HaM ),

®4 — 3D eKTHEHOCTE KOHTDMED!,

X3 — NEPHUOGMYHOCTE ayaMTOB, H TECTAROBAHMA KOHTRMED W BHYTPEHHE NDWCYLWME CEORCTE Ge3onac-
HOCTH YCTROMCTE M CHCTEM B NPEASNAK S0HL MW TRaKTa;

*E — NOAHAHUA ANOYMBILWUNEHHMKCE W PECYDCE, QOCTYNHEIE GNA 3N0YMBILUNEHHKEOD,

X7 — CHAMEHHE IPeKTHEBHOCTH KOHTDHAED W BHYTREHHE NPUCYLYWX CEOHACTE YCTPOWRCTE M CHCTEM;

HE — BIABNEHWUE HECAHKLWOHKPOBAHHGLIX NPOHHEHDBEHWA,

1 — BpemMa.

[Janusie fhakTopel NogpobHes onNUMCcaibl B HUHECTEOYIOWHAX NOGEYHETAX.

5.11.3.2 5L {noTeHyransHeid) KOHTDMED W BHYTREHHE NDHCYLLMY CRORCTE

CooTeeTcTEYIOWME caoRcTea DeaonacHocTH, JaTparMBaeMeE KOHTDMEpamMK, YyOCTPOWCTEBaMK W CHCTE-
MaKKH B NPEOenax 30He WNd TpakTa, @ WX 34 KkTUBHOCTE, BHOCAT BiNan 8 SL (Q0CTHUMHYTRA) 20MHE WM
TRaKTa.

KoHTpMEDEl CNOCODHE 3aTRAMKEATE HECKONLKS CEBORCTE GeI0NACHOCTH, HO ECNH HKE OQHO K3 HKX He
OTHOCHTCA K Be3cnacHocTH 30HEl MK TPAKTa, TO TAKWME KEOHTEMERE! HE BHOCAT BKNaga B SL (QocTHrHyTei)
ITONR 20HE! WA TPAKTA. AHANOMYHEKM 0GRaI0M, ECnK BHYTRPEHHE NPWMCYILKE CBOACTEA Ge30nacHOCTH YoT-
POWCTE M CHCTEM B NPEeLenax 30HE WNK TRAaKTa HE MMEI0T OTHOWEHAA K DE30NaACHOCTH 3TON I0HE WK Tpak-
Ta, TO ATH CROMCTEE HE BHOCAT BKNASa B SL (QOcTUrHyTRIA) 3TOK 3065 HAW TRaKTA.

5.11.3.3 5L {oocTuruyTeIi) 30H, C KOTOPRIMK NPEQCTOMNT YCTAHDRMTE KOMMYHHKELMID

BeaonacHoCTE 30MEl MM TRAKTA HE MOMET DACCMATPHEATECR WACNWpoBaHHo. Ha Hee snyaet SL (goc-
TATHYTRIA) 30H, © KOTOPEMA OHW OCYLWECTENAKT KOMBYHHEALHED,

PaccuoTpds, HanpuuMep, SIS Ha XHMHYECKOM J3B008, KOTODAA OCYLLBCTEMNAST KOMMYHHUKaUWo ¢ DCS
YEPEd NocNedoRaTeNs el Kasan., Ecny npegnonosnTe, 4To DCS ¥ SIS HaxonaATes 8 OBYX PadHbix AoHAX,
To Ha SL {QOCTHrHYTRIR] 30HE SIS BYOET BAMATE SL (O0CTUMHYTRIA) 30He DCS.

5.11.3.4 Tun TpakToa W OTHOCALWMECA K HWM CEBORCTEA DeaonacHocTH

TpakT Mo%eT NpedcTaRNATE COB0M NHHKIG CBR3M «TO4YKa — Toukas, LAMN une WAN © auyTpaHHe npu-
CYLUMMA CEORCTEAMH DEIoNaAcHOCTH. TDakT MOMET BIMHYATE B Ce0A KOHTDMEDE!, KOTOPRE YNyHLIWaK0T CRokH-
CTEA GE30NACHOCTH TpakTa. CEOMCTEA Ge30NacHOCTH TPAKTa, BHOCALLME BKNag 8 BelonacHocTe TpakTa, by-
OyT BHOCKTE BENES W B 3L {gocTurHyTeii) TpakTa. CecikcTea HR3onacHocTH TPAKTa, MCNONBIYEMOro J0H0i
ANS OCYIECTRNSHMA KOMMYHHEALMHA © OPYIMME 30HaE8K, Gy0yT BHOCHTE BRNan B SL [Q0CTHMMYTRIA) 30HRI.

5.11.3.5 3dderTMBHOCTE KOHTRMED

MoryT GulTe DEANHIOBAHE TEXHMYECHAS H AOMAHHCTPATHEHEE KOHTRMEDE, KOTODBIE NOARSNAKLT Qoc-
TiHE TpeDyveoro SL {uenesci] JoHE MNK TPaETA.
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B kouTekcTe 1ACS QocTyNiHel pasHOODPaIMbIE TEXHWYECKAS KOMTDMEDE], 3aTPATMEAINLHE painv4dHEe
CROWCTBa Sea0NacHOCTH. TEXHMYECKHE HORTPMEDSl OOMKHE MO BOAMOMHOCTH 3aTparveats cBokcTea Deao-
MACHOCTH, OTHOCALMECA K JaHHOH KOHKPETHON J0HE, HO 8CNd TAkWe CBORCTRA De3onacHocTk HedpiesTe-
HEl ONA 3TOW 30HE, TO KX BENad 8 SL (QOCTHrHYTEA) 30HE BYOET KDaiHe HeaHaqYdTensH WK sooblle Hyne-
Boit. MpHMEDBl TEXHMYECEHX KOHTDMED SEMCYaI0T B CeBA CHCTEMBl COHADYHEHWA HECAHKLWOHMPOBAHHbIX
npoHrEHoBerii (IDS), MeHceTeRLe IXDAHE M AHTHEMPYCHOE NPOrpamMMaoe obecnedeHme.

CyeHka 3 ekTHEHOCTI TEXHWMHYECHHK KOHTDMED A0MEHA ND BOIMOMHOCTH YYMTRIBATE CNegyiowes:

a) Npouecs pazpaGoThi. A0CTYNHOCTE NUCEMERHER DETNAMEHTOR, NNaHa YNPABNEHWA Ka4ECTBOM 1 T.
A. 3TO NOMOKET COKDATHTE CUCTEMATHYECKME OLUWEKK, HANPUMED, OWWEM B NPOrpasMMeoM obecnedeH ity
MK YTEYRH NaMATH, KOTORLIE MOMYT OTRANMATECE Ha Ge30NacHOCTHI,

b) TecTHpoBRaHWe. YDOBEHL TECTWDOBAHWMA KAMOCre CBOMCTEA Ge3onacHoCTH, KOTODOE 3aTparndBaicT
KOHTPMEPEL, YCTRORCTES MNK CHCTEMA. [aHHbe TECTHDOBAHHA MOrYT ChiTh BblBEdeHsl W HA OCHOBE OLEHOR
MPEOWEC TEVIOLHY CHCTEM,

ch oD OaHHBIX KOMAYECTBO CRYyYaen Hapyledns DeaonacHocTd I0HE WNM TRAKTa Ka-3a HEeCcoBEp-
WEHCTEA AHANOMAYHCHR EOHTPMEPR!, YOTROMCTES MM CHETEMEL, CTENEHL W CEPBEIHOCTE YAIBWMOCTER, Bbl-
ABNEHHGEIX ONA KOHTEMEDEl, YCTROACTEA MKW CHCTEMEL

Ecne TEXHWYECKKME KOHTOMEDE HEOCYLLECTEMME MMM HewenecooBpaitel, To CNeayeT NoHMeHaTs an-
MAHHCTRATHBHEE KOHTRMEDE. TTDUMEDos aOMHUHUCTDATHEHOR MEDbL ABNASTCA OrpaHH-eHe rarYeckor
OocTyna K komnodedTas JACS.

5.11.3.6 MNepuodH4HOCTE aYOHTOR W TECTHDOBSHWANR KOHTPMED

IHNEETHEHOCTE KOHTDMED W BHYTPEHHE NPHCYLWX cBOWCTE GeaonacHoCTM YoTPORCTE W CHOTEM
O0TEEHA N0 BOIMOMHOCTH NOQBERMaTECA aygHTaM WANH OUEHEIM C DETYNRPHOA NEPUOLRYHOCTED M Ha Gaze
PErMNaMeHTos, EOTORRIE NOIBONANT aydMpoeaTe WKW TECTHROBATE NO MEHLLWER Mepe Te caolcTEa Geao-
MACHOCTH, KOTOPBIE CTHOCATCA K 230HE. B HEKOTODLIX CNYHaAX NOBOOM K AYOHTY WK TECTHROBSHWIO MOKET
MNOCOYKWTE W OGHADYEEHRE HOBBIX YAIBMMOCTER.

5.11.3.7 Mo3HaHWA IN0YMBILLNEHHMES W PECYPCR, OOCTYMHEBIE 30y ML T HHAEY

Ha SL {00CTHrHyTRIA) 20HE MAK TRAKTE ANMAKDT NOSHAHHWA ANOYMBILNEHHKED KW QOCTYIHLIE BMY PECYD-
Chl, B HACHE KOTODGIX DAINHYHBIE HHCTRYMEHTE W Bpema. CnegyveT GpaTe 8 pacHeT CPeaCcTEa W HHCTRYRMEH=
Tk ANOYMEBILNEHHWEDD, XA0AKTEDHLIE ANA OTpacny, BoemAa, MMEeKWESCcA B DacnoprMeHr AN0YMbIWNEHHH-
Ka QNA HapyweHda SeaonacHoCTi aoHel, BYOET 3aBHCeTE OT KOHKDETHOM 30344 1 KOHTDMED, DEaNHI0BaH-
HEd% 3NA GEaHHCKR 30HEI HNK TEEaKTa.

5.11.3.8 CrikeHue ek THEBHOCTHA EoHTRMED

IHeKTHEHOCTE KOHTPMED ¥ BHYTPEHHE NPWUCYLLME CEBONCTE YCTRONCTE W cucTem GyO0eT CyWecTEeHHo
CHHMATECA CO BDEMEHEM, YTO NPUBELET K CHMUEEHWn SL (QOCTHIHYTRIA) 30HBl WNK TpakTa. SodesTHaHotTes
KOHTPMED W BHYTDEHHE NPHCYLLME CBORCTE YCTDORCTE W CACTEM CHITHABTCA NO CNSOYIOLLARM NDHYKHEM:

a) 0SHAPYHEHHE HOBBIX YAIBHMMOCTEA,

b) NOBLIWEHAE MACTERCTEA ANOYMLILLTEHHARDE,

C) NOBLILEHWE CCEEOOMMEHHOCTH AN0YMBILUNEHHMEDS O CYLLBCTEYIOLME KORTPRMEDaX,

d) NONY4eHMe INoYMEWNeHHKKEME QocTyna K Bonee a@diekTHBHEIM pECYpCam.

5.11.3.9 BoiABRNEHWE HECAHKLMOHWPOBAHH X NDCHWEHOBEHHA

KoHTpMEPE! W BHYTPEHHE NPWUCYLLME CBORCTEA DE30NacHOCTH YCTRORCTE ¥ CHOCTEM MOMYT BKNKYaTL B
cebR BLIABNEHWE HECAHEUMOHWDOBAHHLIX NPOHMEHOBEHKA. Ha 3L [QocTHrHyTeE) 30HH W TDaKkTa BNEReT
BpEMA, OOCTYNHOE ANA PEarvposad A Ha BelABNEHHDE HECAHKLWOHHPOBAHHOE NPOHREHOBEHNE .

5.11.4 BNHAHHE KOHTPMED W BHYTPEHHE NPHCYILLUWX CEOWCTE DeIonacHoCTH
YCTROWHCTE M CACTEM

HMenonsaooaqie EOHTEMED W BHYTREHHE NPUCYWME cooRcTE BEIonacHooTd YOTPOACTE W CHCTEM Ona
AocTHxeHWA S0 (Ueneso) MOXET NPABCOMTE K CHUERKMKD 3PHEKTHEHOCTH ROMMYHHEaLMW. HeoGiogreao
OLEHHEATE CHAMEHHE MHPEKTHEHOCTIA KOMMYHUESLUMA M3-38 KOMTPMED KW BHYTDEHHE NPEUMCYLLHX CRORCTE
GEACNACHOCTH YOTPOHCTE W CHCTEM, Y4TODEl rapadTHPOBaT: BLINCAHEHWE MUHKMANEHEX $YHELACHANBHBIX
TpeboBAHKWA, NEEALABNASMBIX K JI0HE.

Hanpumep, samHein Tpedoeadven K IACS aepnaeTcA GeicTpoTa oTknMEa. KOHTPMEDE! MOTYT NPWMEHO-
CHTh B KOMBMYHHRSLAK 3808EHKA BO BREMEHA, STO NEW BRINOMHEHHH ONDefeneHHsLX 38084 MOMeT GeiTe He-
OOMYCTHMD,
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5.12 MuaHeHHLIA UMKN YPOBHA BE30NACHOCTH

5.12.1 O6wme nonoxeHWA

YpoRud BeI0NacHOCTH CTAMOBRTCA BAMHOW COCTARNANWEA HUIHEHHOMD UKWKNEa SE30nacHocTi 30Hk
IACS, Kak TONeED ONpegengHsl PaHMLEl 30HsI U TPaETel. BasHo o0C0aHaRaTe, YTO MHUAHEHHEIR LMK YpOBRHA
GEIONACHOCTH ODHEHTHROEAH HA W3IMEHEHWE YROBHA DEAIONACHOCTIA 30HLI HMW TRAKTA BO BPEMEHH. HH3-
HEHHEA UKD yooBHA DE3oNacHoCTH He CReayeT NyTaTe C ITaNaMy MUIHEHHOMD UWKKNA camiuy frandeckins
OOEEKTOR, COCTABMAKLWHY [ACS B npegenayx I0Me. CYLWECTEYET MHOMECTED NEQEecerarlWEca M gonan-
HALME JPyr ADyTa NEOUecocol, KOTOPLIE OTHOCATCA KAk K MHIHEHHDMY UWENY HMYLWECTEeHHBX 00bwexTon,
TAK M K HHIHEHHOMY UKKNY YOOBRHS BE30NacHOCTH 30HL, OOHAKO BoeM 3THKM NPOUSCCan COOTRETCTEYT
pazHLE NOPoroBRIE TOHEA ANA NEpEX00a oT OOHOMD 3Tana Kk gpyrosy. KpomMe TOoro, HamMeHeHde B duaddge-
CHOM ODBEKTE MOMET NOBMEYs PAN SEACTEMN, OTHOCRWMECA K VOOBHKD De30nacHoCTH, WK WSMEHEHHE B
YAIBMMOCTAX GE30NacHOCTH KNK ODLEKTE MOHET NOBNEYE M3MEHEHHE B Wad4eckom obwerTe,

Ha pricyuke 8 nokazad wHUIHEHMbIA Wdkn De3onacHocTd. Ha atane «OuyeHEas MUIMEHHOrS wrkna
Ge30NacHOCTH 20He HaauadawT S0 (uenescit). Ha atane «Peanuwaaumas peannayioT KoHTPMEpe! GNA goc-
TH#eHdA SL (uenesoi) 3oMe. SL (A0CTWIHYTEIA) 30HBl 3ABACKT OT padHblx DakTopoB. HYToGkR rapaqTHpo-
BaTh. 4To SL {ZOCTHIHYTRIAY 30HE BRIWE MN4 pabek SL (Uenepoit) 3TOW 30HE BO BCEX CNyYass, KOHTRMEDGI
NoOBepramT ayouTas WdnK TECTHPOBAHKKD W 8 cnyHas HeoGxoguMocTi gopabaTeimanT Ka atane alog-
OEDHAHME R MHAHEHHOMD LHKNE Ge30MacHocT.

— & 31an eOueHkas | PaccmoTtped 8 M3K B1784-2

—

3m; _-IP:‘?.W ¥| Paccmotpen B M3K 61784-2

—

3Tan
«llonpepwannes

PaccsoTped 8 M3K 61784-3

M3K 81156-4 weoneayeT SL (N0 TEHLME b HbM)

PrCyHoK 8 — HHIHEHHEBIR UHEDN De30nacHoCT

5.12.2 3tan «OueHkar

Atan «OusHkar 3MIHSHHOND LKKkNa Bez0nacHocTd BENKNYaseT B ceba JeRcTEMA, YEAIEHHLIE HA DHCYH-
ke 9. MNepen HazHadenwen 10He SL (Uenepoi) HeoSRoQHMO YoTaHOBKHTE:

A) rpaHrlbl 30HE,

b} KDHTEDHMK DONYCTHMOCTH PUCKE GNA OPraHd3augmMH.,

CrnegyeT BeINOMHATE CUSHEY BHCEA ONA 30HL W HAIHAYHTE el SL (uenesodit). DUeHKA DUCES W ODyTHE
OSACTEMA, OTHOCALMECA K aTany ougHkk, OyoyT paccmMoTpeki: nogpobHes B nocnedyiower Y4acth MoK
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Mozaent SL ¥M3HEHHOro Yukna — atan «OueHKar
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5123 3rtan «PazpaboTa ¥ peandiauuas

Kak Tonexs Ha atane «OueHEa» IoHe Haddaded SL (uenescidl), cnegyeT peanni0BsBEaTe KOHTDMEDE,
yTobbl SL (ACCTHMHYTRIA) 30HE ObiN BeWe WM paeed SL {Uenescid) 3Tol aoMe. Ha pucydke 10 ykaaaHel
OeACTEXA, BLEMONHASMEIE HA 3TaNe « Peanviauuas MHIHEHHOrD UMENa SL, ANA HoBLIX M CYILECTEYIOLIME 30H
IACS. 5L (O0cTUrHYTRIA) CNPEeaenAnT Nocne Toro, KAk CHCTEME NPWIHAHS COOTEETCTRYIOWER Tpebonauranm
Ge30NAcCHOCTH ONA 30HS.

OedcTBYA, OTHOCALWMWECA K 3TaNy peanyiauxi, Gy0yT paccMoTpel nogpofkes B NocneyIoWeR Yac-
™™ MK 62443,
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HOMTpMEPE! W BHYTPEHHE NDACYWWE CBORCTES GeI0NacHOCTH YCTPOWCTE M CHCTEM CO BREMEHEM Te-
pRIoT cank 3PMEKTUEHOCTL. CRoheTEa Gea0nacHOCTH, OTHOCALLMECA K 30HE, B TOM YKHCNE K ACCOoUMUpOBaH-
MEiM C HER TpAKTaM, CNeOyeT NoOJeepraTe AYOUTaM WHNK TECTAROEAHMAM C PErYNADHOR MepHogUYHOCTEID
WK BCAKMA paa npy oBHapyHeHnd HOBOW yAIBUMOCTH, YTOGR SL (Q0CTHMIHYTRIA) 30HE 6N rapadTipoBaHHD
Gonble WK paeed ypobeHo SL[Lueneach) 3ToR 30HE B0 Boex chiydanx. JeAcTerA, oTHOCAWKECA K Noagep-
#aAHWD SL [ 30CTHrHY TR, OTMEYSHE Ha prcyHEe 11,

DefcTeua. OTHOCAWMKECA K 3Tany NogaepHadus, SyayT pacCMOTpessl NogpobHes B MmoCheayvioweR

yacTd M3K 62443,
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& Mopgenu

6.1 OB He NonokeEHWA

E nwacToAwesm pasgens onucada cepua MoOensi, KOTopas MOMeT MCNoNe30BaTeCA NpW pazpaboTee
COOTBETCTEVIOWEA NporpamMiel GesonacHocTH. Uene paipaboTed — BLIABMTE TpeBoBaHKa K BeaonacHocTH
H BAMHLIE XApakTepUcTHEN Chedsl HA YPOBHE OeTandiaudsd, twecbxoommom ONA paccMOoTpesds Bonpocon
Ge30NACHOCTH ¢ ODLWMM NOHHMaHBER EOH-UBNUHH ¥ HOMEHKNaTYRLl. CyLWEecTEYET MHOKECTED BUOOE TAKKX
MOOENEH, KOTOpEIE BEMNIOYAINT 8 caba;

a) BaaoeLe MOOEnK, KOTOpLE 0Becnedy aanT SOWyIn KoHUeNTYaneHyio Gaay ona Bonee geTansHelx
MOOENEH, YRAIAHHLIE Ganee;

b} oObEKTHRIE MOGENH, KOTODBIE ONWCBIBRIOT OTHOWEHAA MEXAY HMYLWLESCTREHHEIMH OBLEKTaMK B
CTPYETYDE CHCTEME NPOMBILLNEHHOR ABTOMATHER W KOHTRONA,

¢ Baiopylo apXHUTEETYDY, KOTOpadA ONWCHBaeT koHdWrypauuio obwerToR. BAaz0Ban apxuTekTypa mMo-
HET OblTh yHHEANLHA ONA ESHIOM0 NpEONDHATHA KK NOJMHOEECTES NEEaNDrATHA, OHa yHMEaNLHa gna
HESKOOA CHTYAUKWK # 38BKMCHMT OT 33034, EOTOPLIE PEWAET DACCMATPUBASMAA CHCTEMA NDOMBILLNEHHOR aE-
TOMATHEK | KOHTDONA;

d} 30HaANLHYID MOOEMNL, KOTOPAA TPYNNWPYET ANeMEHTE Ga30B0H ApXUTEETYRE NO 3a0aHHLIM XapaKTe-
PUCTHEAM. 3T0 oDECNeYKBART KOHTEKCT ANS ONPedenaH A NONHTHKK, DErNaMenToR W JHDEeRTHE, KOTOpLE, B
CROK OYeDedb, NPMMEHAIOTCR K oBLaKTaM.

Bca ata medopmauka McnonelyeTca ona paspaboTe nogpobHoih nporpamme ynpaanedua Gesonac-
HECTEK CHETEMEl NPOMBILUNEHHOR SBTOMATHRM M KOHTPONS.

Kaxoe M2 OCHOBHEE THNOB MOAENEA onuca NoapolHes B HACTOALWEM pailfens.

6.2 BaioBkLie MOOaNH

6.2.1 OGWMe NoNOXEHWA

Baioead MOgenk YCTAHABMNWBAET CHCTEMY KPWTEDMEER ONA NOCNeayowen Gones JeTansHol WHdop-
sMalWy. TepMuad «03300aA Mo0enby CTAN DACKOMUM BMECTE © YONEXOoM CeMUYPOBRHEBON monend WCO ona
BIAMMOGERNCTENA OTKPEITRX crcTem (OS]). Bopo HACA no cTanaapTas u Texsonomaam (NOST) (CLUA) on-
pEQENART 3TOT TEDMHAH CIEOYI0WMM oBpasom:

«Baicean MOOeNks — 3TO KOHUENUWA, KOTODAA NDOACHAET CYLYECTEEHHLIE OTHOWEHIXA Meray Ccyibek-
TaMM HEKSH CPpeabl, NOIBONAR paIpaloTaTe 09HBIE CTAROARTE UMK CReUddHEaLMH, NOA0eDHWBRK WHE 3TY
cpeay. baiopas MO4EenNs OCHOBAMA Ha HEDONLWOM ECMHLecTEe oD0DWANWHY NOHATAA M MOEET WCNoNk30-
BaTeCA Kak Gaia anA ofy4eHUA W PASTEACHEHWA CTAHOANTOS HECTEUMANHCTY.

Baioean MOOENe XapaKTepHIyeT WMCXOOHBIA BHO 80WMHOH TEXHONOTHYECKDR MWNH NPOMIBoacTBeHHOH
CHCTEMBbI, BoiPE#EHHBIA KAk CEPHUA NOrMYeckHs ypoadelr. Basopas Mogdene, MCNONLIYEMAR B CTAMAARTEX
cepid M3K 62443, nokazana Ha pHcyHiEe 12, 3Ta MOJens NonyHerHa W3 obwen Mogend, HCnoNe3oBadHoH B

M3K 62264-1.
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YpoeeHe 3

YposaHs 2

YposeHs 1

YposeHs 0

PucyHor 12 — bazopaa Modens no MIK 62443

[ YnpagneHwe JeATENEHOCTEI |

OxcneTyepcios yNpagneHWe I

LY

Bazoess
- - YNpagne Hwe
BesonacHocTe W

i Mpouecc 1
(ynpasnaemce ofopyaosanne)

CHCTEMbI

BETOMETHKN W
KOHTPOSA

Ona zanay, pewaemsix © NoMowsie SCADA, MOMeT HCNoNBIoEaTECA Gaz0Ban MOLEeNs HECKONEKD
WHOMC BHOE. Takan Mogens NoOKaIaHa Ha prucyHEe 13,
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i ]
CHcTeMb mEcwTaba
FpoResk 4 (TEXHRUSCKIS CHCTOMBI)
o +
LieHTpLl ynpaBneHuA
YNpasneHne AeATeNEHOCTLIO
Yposers 3 [ c-rujrlun -,q,m“_ IIETMIII_I-I.I.I.I:
[ [ucneTyspcKos yNpagneHws |
=
e _I'rE e
C amaitarte® o
YpoBseHb 2 (| .!‘W.&‘“.?uupm:.“. h“
L AAHHIX .
" Mowanskos |
YposeHe 1 BaujuTa . YnpasnaHue
YposeHs 0 ¥Ynpagnaeuoe oBopyaceanne
po N V)

YaaneHHse 06bekTH

PucyHox 13 — Basopas modens SCADA

6.2.2 YpoBHM Baz0B0M MOOENK

§.2.2 1 OBwwe Nnonoxexmna

Ofe BuIWENDHESOEHHLIE MOLENH COCTORT W3 OQMHAKDBLIX DRI0BEN YPOBHENR, KaXOEIA M3 KOTODEIX CO-
OTRETCTBYET ONQeeneHHOKY KNaccy MyHELMOHANLHoCTH, ONpeneneHHA ypoBHER OCHOBAHL Ha MOOEenH
WHEUMOHANBHOH WEQapXHE, NpUBedeHHor B MOK 62264-1 KW ONUCRIBAINT yHELKKE W JSRCTEMA HaYWHas oT
YPOBRHA Npouecca (YpoeeHe ) 1 3aKawyueans ypoBHEM NPednpuATHA (YpoReHs 4.

B 6.2.22-6.226 onucad nogpoGHes KawOsii M3 YPOBHEA JaHHOR MOOEMA.

8.2.2.2 YpopeHs 4 — CucTemel macwrtaba npegnpuATHa

Jauueld ypoBeHs, oSoadadeHHbit 8 MK 62264-1 kax OWadec-nNaqypoBadde W MaTepuanbHo-
TEXHMHECKDE 0DeCcneqYeHHe, oNPegenad K3y BKMoYaInWHi B cebn @yHELHY, Ia0edcTRoRAHHEE B G1aHec-
npoueccax, HeobxoarMes 4NA YIPAENEHHA NPOWIBE0OCTREHHOH Op-

raHMaadmen. PyHELW pacNpocCTRadAK TR Ha KOPNoDaTHBHEE MK PEMMOHANLHLIE DHHAHCOBRE CHUC-
TEdb! ¥ OPYIHE ANEMEHTE KODNOPaTHRHCR AHMPACTRYRTYDE, TAKKE KaK NNAHMDCBAHWE NPOWABCACTES, One-
PAUMOHHOE YNPAENSHWE W YNPABNSHWE WHAHELEATENLHOCTEES QNA OTLENLHOMD 3aR043 WK ofwerTa npea-
NEAATHA. B KONTEKCTE HACTORWENS CTAHOARTA K ATOMY YDOBHID NPHHAANERAT W TEXHWHECKWE CHETE M.

OedcTBrA ypoBHA 4 BENOY2I0T B Ceha:

a) chop faHHeX ¥ oDBCNBYEHNE DACKOAA ChiDPbA W JANYACTe, 8 TAKHE HAKONMeHWe W 0GCyHuEaHUE
OOCTYNHOM 33naca, v NgegocTasnedne QadHBEX QN8 3JAKyIEK ChlDeA W 3anYacTew,

b} chop gasHblx W obecnederue oblero pacxkoaa JHEPrdWM, 3 TAKEE HAKONAEHWE 1 0GCnyHWUEaHKE
OoCTYNHOM 3anaca, v NPegocTaENeHne QaHHEX QM8 3aKyEY JHepropacypooe,

) HAKONNEHWE W MHBEHTADWIAUMA NPOOYELKK B NPOUECeE NPoUIB0OCTRE !

d) HakonNeHWe W 0BCNYHKEBAKKWE KADTOTEKH JaHHBIX NO KOHTRONID KAYECTEA N0 MEDE HX OTHOWEHRKWA K
TpeboBavHAmM NoTpebuTenaH,
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&) chop OadHeE 4 obecnederne yHKUHOHKPpoOBaHKA oBODYOCBAHMA 1M CTAHKDE, 8 Take HaKOoMNeHus
WM OBCNYHHBAHHE KADTOTEKM WX MAIHEHHOMD WAKNA, HE0DX00MMoR ONA WX NNaHocEo-NEpedynpeuTenbHor
oBCnyEHBaAHKE,

fi cEOp ¥ COXpaHEHHE QaHHBEX O HCNONBACEIHWA MIDACKHR DECYDCOR ANA Nepeladqdd TakMx JaHHbIX
MNEpCoHANY W BEOGHKA OTYSTHOCTI,

gl yoTanoceneqwe Gaicecro rpadkka NPoMIBcIcTEa ANA 3a804a,

h) eoppesTipoasy BA30ROMD 38BOACKOTD rpadKEa NPoWABCOCTEA B NONE3Y NONYYAeMbly 3AKA308, ©
YHETOM WIMEHEHWH B JOCTYNHBIX PECYPCAX, HANWHMKA JOCTYNHEX IHEPropecypoos, ypoBHER noTpednedns
IHERTHA W NOTPESHOCTENR B TEXHWYECHDM ODCMYHKWBEH MK,

i) paspaBoThy ONTHMANLHLIX TPaPUKOE NPOEUNAKTHYECKOrD ooonyMBaHUA W obHoanenna obopyao-
BaHKMA B YEAIKE C Da30enIy Ia800CKHM rpadiMkoM NporascacTea;

i} onpegeneHde oNTHMaNsHsX YROBHER 3ANAC0B ChipBA, IHEDTOPECYDCOR, AANYACTER W HEIABEDLWEH-
HOMO NPOMABCACTEA B KEKOOM MECTe Xpadedia. Takue yvHELMW BENKYaT B ceba Takse NNasupoaaHse
NOTREGHOCTH B MaTepranax (MEP) W koMNNekTauMio 3an4acTed;

K} HEODXOOQUMY EODPEKTHUpOREY BAI0BROr0 3aB0ickors rpadukka NporasodcTea npu Modely aHadu-
TeNbHBIX COOAX B NPOWIBCLCTES,

I} MNaHWpoBaHNE NEOMIBOOHTENLHOCTH C YYETOM BCEX BHLUSYKaFAHHEX O8HCTENM,

6.2.2.3 ¥YpoBeHe 2 — ¥NpaeneHHe JeATenNsH0CT B0

YpoRede 3 imcyaeT 8 ceba diyHKUMK, 3a08ACTROBAHHEE B YIPABNeHu patoyumy NpoLeccaM ana
MIrOTORNEHHA KOHEYHBX NPCQYKTOR, HANDHMED, BblQaqy I3KAZ0B Ha WATOTOBNEHME NPOSYELKKA, DETankHoe
MNAAHHPOBAHWE NPOHABCACTES, CORCHAYEHHNE HANBKHOCTH M SNTUMK3ALMIO YyNpaaneHdua B Macwtabe npona-
BOACTREHHOTS 0D LexTa.

OencTera Ha ypoeHE 3 BENKDYA0T B caba:

a) NpegocTaBNeHWe OTHEToR O X008 NPOMIBOOCTES Ha YHaCcTKaX, B T. 4. O TEKYLHK NDOH3IB0ACTBEHHBIX
MIOEpHEAX;

D) cBop W XpaHeHie DaHHex © X008 NPOWABCOCTEA, WMESKWeMcs obopyaoeakuK, pabodel cune, chi-
phg, 3AN4acTax ¥ IHepronoTpebneH n Qna pasHex Y4acTHOm,

c) cHop OaHHBIX W MX SBTOHOMHBEIA aHANKI B COOTEETCTEMH C TPEOOBAMWAMK HHMEHEDHEX dyHELLMA.
STO MOXET BENKHaTE B cebA cTAaTHCTUHECKMA aHanKa K34ecTea ¥ COOTRETCTRYIOWME DYHELHA yNDaBneHHA,

d) oCYlecTENEHHE HEoBXoOWUMBIX DYHELWH, OTHOCALLMNXCA K NEQCOHANnyY, TAKWE KAk, CTATUCTHES pabo-
YEro BpeMedn (Hanpumep, epemda, 3aganue), rpadws oTnyckor, Banadc pabodel cvnel, CBOQHAA Juanpam-
Ma NEOOBMHKEHHE Do CIYHMEE, 8 TARKE BHYTPEHHAES MHCTRYETAHM H NOBBLWEHWE KBanidHkalny nepooHana;

@) YCTAHOBNEHWE OMepaTHEHOMD GeTaneHoro rpaduka NPoOMIECIcTEa GNA OTOENLHD BIRTLEX YHacTHOR,
KOTOPRIA CXBATRIBAET TEXHMYECKOE OBCNHKHBAHKE, TRAHCNOPTUDCGRRY 1 OPYTHE NPOHIBOACTEEHHEBIE Hys Lkl

1 ONTHUMMIALKID W30eEEr HA OTOENEHS BAATRIX NPOMIBCACTEEHHBIX YYACTEAX MPW OOHOBRERMEHHOM
cobmodeHru rpadhuEa NPOoMAsoacTeES, YCTAHOBMEHHOTD DYHELWAMK YDOB-HA &,

0) KOpPPeKTUDOBRKY Tpauyoe NPoMaBcQoeTEa 4NA KoMnescaywy choes 3aBoackors NpOoWasocacTea, Ko-
TORLIE BMOMYT NPOWICHTH Ha COOTEETCTRYIILIMY YHACTEaX OTEETCTEEHHOCTH,

6.2.2.4 Ypopade 2 — Nucnetyepcroe ynpaeneHme

Ypopede 2 BENDYHaeT & cefa dyHELMK, 3a0eBcTAOBAHHEE B OTCNEMMBaHHA | yIpasne iy fuadye-
CEMs Npougccon. Ha sasoge oGbiHMHO MMESTCR HEKOTODOE MHOMECTREO NPOHIBOOCTBEHHBIX YYacTKOB, Ha-
NPKMER, Y4ACTOR JACTHIMALKK, PAQORMUHTE, CMEUMEaHHA Ha HedTeaapoge kK TYpEKHHMOA Nnowagke, «
COSQCTEA MOOrSTOBKKM W 0D0raweHa YINA — Ha ANeKTOoCTIHLMA .

YpoBeHE 2 BENKOH3ET B cebA cnedyiowme Oy LMK,

a) HeNoEeKD-MAWHHHBLIE MHTeppEACEH ONs ONegaTopoe;

b} cpencTea agapWRHO-NPETYNEEOMTENEHOH CHIHANMIALWA ONA oNepaTopos;

Ch yHELMIK OMCNeTYeporOns KOHTROMA,

dj chop gaHHB 0 JUHAMKAKE NpOUEcea.

6.2.2.5 ¥Ypoegke 1 — MNokansHoe 1Ny Gaiosoe ynpapneH e

Ypopeue 1 BRM0HaeT B cebA diwHELMK, 3308ACTEOBAHHLIE B KOHTPONHPOBIHMK W yID3BNneHny uaud-
YECEHM NDOUECCOM.

CHopYN0BAHWE MOHWTORAHIE NPOUBCCOS CYMTLIBAET OAHHEE ¢ DATHWEOR, NPUBOAKT B cnysas Heof-
XOQMMOCTH B MCNOMHEHWE ANMopHTMbl M COXDAHRET QaHHBEE O QUHAMWEES NPoUeccos. [TpHMEpE CHCTEM MO-
HUTODHHTE NPOLECCOR BRMNCYAI0T B CE0A CHOTeME HAMEPEHWMA NAPAMETDOR B PEICDEYAPE, CHCTEMEl HENPE-
PEHEHOM MOHMTODMHIA BaIGPOCOE, CUCTEMEl MOHKTODHHIE BRAWAKWErocA 06opyYI0BEAHHA M CHCTEME! MHOH-
KaUWMH TemMneparype. OBopyAoBaHUE YNIDABNEHHA NEPOLUECCAMKE MMEET CEOMEE HATHAYEHWE, DHO CHHTRBART
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OAHHEE © DATYAK0R, NPWBCOMT B KCNONHEHWE YWIPABRNAKLWWA aNropHuTa M NOSAeT BeXOOHON CHIHAD Ha Ko-
NONHATENEHEA 2NEMEHT [HaNDUMep, KOHTPONERBIE KNanaHsl WK NPUEOOsl 3a0B&er). KOHTRONNepsl ypoB-
HA 1 HENOCPEACTEEHHES CEAIAHLI ¢ JATYMKAME 1 MCRONHHTENBHBIMK MEXAHWUIMAME, YHACTEYIOWWMK B NpOo-
uecce.

YpoBeHs 1 DACNPOCTRAHARTEA HA HENDEPBBHOE YNPaBRNEHKE, NOCNeaosaTeNsHoe YIPABNEHWE, Ne-
PHOOWHECHKOE YyTIDABNEHKWE W QUCKDETHOE ynpaenedks. MHOTHE COBDEMEHHLIE KOHTPONNEDE NPESCTARNAKT
COBOR YCTRORCTBO, KOTOPROE MOMET DEANMA0ELIBATE BCE THNLl YIPABMEHWA.

YpoBeHs 1 pACNpOCTRAHAETCA TAKKE HA CHCTEME! GEI0NACHOCTH M 3AWMTLl ', KOTOPEIE OTCNEKWBANT
NEOUEEs W ABTOMATHHECKH BO3BRALLAKT ero B BeacnacHoe COCTOAHME, BCNK OH BeIWEN 38 pamMed Gezonac-
HOCTH. Takad kaTeropHA BNo4aeT B ceba Take CHCTEMB!, KOTODIE OTCNERKERINT NPOLECS W ONoBELWaKT
onepatopa of ¥rpode BOIHHMEHOBEHWA HEDEeIoNacHLIX YCMOBWA.

CHCTEMEl DEACNACHOCTH W JAWHTE TRAOHLWOHHD DEANKI0BEBANKMCE C WCNONBAGBAHMEM (dHaMeeCEK
pAsAenEHHEY KOHTRONNEDOR, HO B NOCNEOHEE BREMA CTANO BOIMOKHO PEANWMA0BLIBATE WX C NOMOLWLHD TaK
HAILIBABMOID METOLA NOMMHECKOrD pasfeneHydA B npegenax oblwen sedpacTpykTypel. Ana gadHol Bazo-
BOR MOOENKH BuGpane naodpakeude, Ko-

TOPOE NOOYEpKKUBAET HEODXOOQWMOCTE TAKOTD PasdeneHHA (NOrHYeckoro HnW uaddHeckore) B obecne-
YEHHKH UeNoCTHOCTH yHeumri DeaonacHocTr. ObopyaoeanMe yposHA 1 BEnoyaeT B cebA, Ho He orpadd4K-
BABTCA ATIM.

a) kouTponnepsl DCE;

b} PLC;

o) BT

CHCTeMel DEICNACHOCTH W 33WMTE HacTo HANATAKT S0NONHATENEHEE TPeEGoBAHKMA K DEIcNacHOCTH,
FOTOPBIE MOMYT HE COMMacCBLIBATLCA WK HE OTHOCWTRCA K TpeGoeanvam snbepbescnacHocTr. Takke cuo-
TeMbl BENIOY3T B ce6A CHCTEMEl DEI0NACHOCTH, NPHMEHAEMBEIE HA XMMAYECEHE W HEDTEXMMHYECEKME 33R0-
0ax, KaK ykazado B cTadgapTax cepus M3K 81511, crucTemel BeacnacHocty AZJC MK cUcTEMBl, CRAIAHHLIE
¢ BE30onacHoCTRE ASC, KAK yEaIaHo B cTaMdapTay cepii M3K 61513, ¥ aawutHiiie dyHELMK, KK YEa3aHo B
cTaHfapTax adepretudeckoro coobwectea IEEE.

6.2.2 6 Ypopere 0 — lMpouecc

YporeHe 0 cooTReTcTEYET (DakTHYecKoMy QHIMYECKOMY NPoOUeCSy. TakMe NpoUecck OTHOCATCA K paa-
HOTO DOOa NPOMIBoOCTEEHHOMY 0D0DYQ0BAHWIO BO BCEX CEKTODAX, KOTODLIE BKMMHAIOT B cebA, Ho He orpa-
HAYHBAOTCA  3TWM, WTYHOE NpOMIB0OCTED, HEeTEeXHMMHUHECKYD NPOMEWNEHHOCTE, TOBADOABMMEHHE,
HADMALEETHKY, LEnnenoaHo-Gysasiyid NRPOMBILLNEHHGC T W ANEKTPOIHERrETHEY.

YpopeHs 0 pacnpocTLAHABTCA HA JATHHEA ¥ MCOONHWTENEHLIE MEXAHW3MBLI, HENOGCPEOCTEEHHD OTHO-
CALMECH K NPOUECCY M TEXHONOrHHeckony obop yaoBaHHK.

6.3 OB LEETHEIE MOOand

6.3.1 O6wme nonoxeHuna

CoBpeheHHBIE CACTEMEl YIDARNEHAA — 3T0 CROKHBIE KOMNLRTEDHBIE CETH GO MHOMECTEOM BIENMO-
CBAIAHHEIX KOMMNOHEHTORE, HOTOPLIE BLINCAMAKRT pajncobpazdee dydkume, ofecneynpan DeacnacHos W
abdhekTHEHOR EYHELUHOHMPOBAHKME XMMWYECKHY 3AB000E, JAB0008 MO WATOTORNEHWD ABTOMOGMMBMED O8-
Tanei, TpyboNpoaogoe, CREQCTE BRPABOTKM ANEKTROIHEPMAW, CETEN NEPELaYM M DACNDEOENEHHA 1 MHOTHX
OpYTHX NDOMEBILNE HHEX OOLEKTOE, CHCTEM TPAHCMIODTHROBKKA M MHMEHE DHEX KOMBYHKKILMHA,

OoHo BpemMs TAKMEe CHCTEME! BN MICNHUDCRAHE! OT OOYTHX KOMNBIOTEROR NPEONPUATHA M B HUX WMC-
NONEIORANGGE NPONDUHETADHOE ANNADATHOS W NPOFPaMMHOE OBeCNedeHine M

ceTebble NPOTokone. Celdac 0enc obCToMT WMHaYe, NOCKoNsKY palgaboTdded CHCTEmM yNDaBneHda
MQHHAMN Ha BOORYHEHHE KOMMEDYECHH BOCTYNHYD HHOODMALMOHHYIO TEXHWKY H3-18 88 UEHORLIX NPEWy-
WecTe, a GHIHEC-NOTPEOHoCTH NOCNYHMNKY CTUMYNOM K OGLeguHeHnd CUCTEM YyNDaBNeHHA C KOMMEDYe-
CHHMA MHDOPMALKOHHEIBN CACTEMaMM.

C Toukk 3peHMa De30NacHOCTH CnedyeT yOenATs oCoboe BHHMaHWE CamMoMmy YyNpasnAwemy obopy-
O0BAMNKD, NONBEICBATENAM 3TOM 0BOpYAOBAMAA, COBAMHEHAAM MENIY KOMMOHEHTAMK CUCTEME YIpaane-
HMA W 22 BAZUMOCERIAM ¢ DUAHEC-CHCTEMAMM U OPYTHMH CETAMA.

" Taxwe cHCTEMLL YITOMBHEITER K38 BETOMATRIKPOBEHHLIE CHETEME BE30MECHOCTH B TAKMX CTAHQAPTaX KaK
cTaHgapTy capdy MIK 61511,
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HacToAMA CTAHAANT NPAMEHAL K WWPOKORMY CREKTDY CHMCTEM NDOMBILNEHHOA SBTOMATHKN W KOH-
TponA, KOTORLIE WCNONBAVIOTCA B PROE OTPACNEA NPOMBIWNeHHOCTH. TakiM 0BpaiomM, oBBENTHER MOOEMs
AOMEHA M0 BOIMOEHOCTIA CTAPTORATE HA BEDKHEM YOODHE, 3 Take GulTe GOCTATOLHO YHUBEPCAMBHS W
NP EHIAME KO BCEM CHTYAUMAM, B KOTOPEX NPAMEHAKTCA CUCTEME! yNpaoneHda, CuM. pHoyHor 14,

M mkeET ShlTh
CEEER0 (ko

Gk T CEASEHBI]
Mpeampeiaree R KrrepHeT
i
hACHA T DY T |
CORERHATE M OKET SaiTh
CEEEER0 KMoy T
Gkl T CEAZEHEL)
(e arpadn et e | HERED WA
OOREHTEI
i
WA T DY T |
BOEPHET & I DkET GaiTh
CEEIEHO [WONT
IMNok anzosaHH= e Dh'mqiif':”h” LAM wnm
WIE yOanesqme — | PACTPBABNEHHIA
wHACTHR CETh
'y
Lormsean/ QormsHe
CoOepATR
FHER M mHET ShiTh
CEFISHD [MoryT
Tleria, Bnors, BbiTe CEAZEHE!)
AYEAKN, _ HEpES IPERMARL S
PEHEMOOTHOOED-HEIR CETH
CREQcTES M T 4.
'y
Hlorme s D orsdHsl |
CORREHATE M OET SniTh

CEMISHD [MOryT
v BLiTo CoA3aN0!)

MDEABNARILLLEE HEES YNEaEEnanLunes
OO DEEHS -+ M e

CETH
i
Forsesd iormsHel |
COOapMETE b owET Caite
CEAISHD [MOryT
LT CHAZanL)
MpotdsILL 2 HHEKS RO
LETDOHC TS ‘ CeTr
L} Wi
i
HormeeH/ 0omeHesl |
CONEEMaTE
ATHHKK 1
A TIOMHAT B NaHEE
WIS EHZ M

PucyHor 14 — MNMpusep MOgend oOeekToB HENPepBIBHOND NPOWIB0LCTES
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Mocxoney CETA WIPaKnT B SE30NacHOCTA BAKHYH DONE, OO LEKTHAS MOOENs BENOYAET B CE0A B ABMOA
DOpME CETERRIE INEMENTE, HOTODLIE ODLIYMHO NPUMCYTCTEYIOT HA KAXMO0M yPOoHE KWepapxdd. Ha wasgom
YRORHE 0GOpYO0BaAHKE (MK NOMELYEHKR ) CBRIAHC MEXay COGoR CeThID COOTBETCTRYIWErD THna. HecmMoT-
OA HA TO, 4TO CAMK CETH MOMYT DkiTe CEAIAME MeX 0y cOBoM, JaHHAA MOLENs HE KNTIOCTPURYET 3TON CERIK.

Kak W B cnyyae ¢ Ga30ach MoJenkn, NERKNagHeM cicTeman SCADA coOTRETCTEYET HECKONMLED MHOE
wachpaweHwe, Tunuunas oSeerTHan Mogene SCADM nokazana Ha pucyHEe 15,
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PucymHor 15 — Mpusep sao0eny obwesToa cucTemel SCADA

Oauxan ofuekTHan Mogenk OTPaMasT BCNOMOraTENEHEE MHOOPMALWOHHEIE CHOTEME!, KOTODEIE MOrYT
NEMCYTCTEORATE HA PAINWYHEE YPOBHAX MEpaplid. TaKMe CUCTEMEl HE YyNDADNAKT NPoUSCCoM HANDRMYIO,
HO BAaMMOSRACTBYHT ¢ VIPABNAKWKM obopy0oBaHsen, Nomydas oT HErD OaqHHEE W HANDABNAR BMY KO-
WA M TEXHONDMAYECKWE WHCTEYRLWA. MHQOopMALWoHHEIE CHOTEME NAHKE, YHacTHOR ¥ ofLEETOR CRYHAaT
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TAKEE XPAHANHMWAMA NEOUIBLACTREHHOA MHDOPMALKK, KOTORAR NPELOCTABNAETSA NONLACEATENAM B Npa-
Oenax Bcerc NpeanprATAR, ¥ MONYT BIAWMOOSHRCTECEATE © NPUNOREHHAMA ONA NNaHWDOBAHKA PECYDCOR
NPEONEHATAA, EACTRVIGLMME B KOPNODaTHBHOM JATaS-UEHTDE.

Mpy HEoBXOOHMOCTH MOGE T MOKET GhiTk CHATA HNW PACLUKMPEHS ONA OTRAMEHHA PACCMATDHBAEMOMD
CcybLEETa, NP YENoRMK, 470 CHA COFNACYETER © ADYIHMMH MOQENAKMA W KI00paKeHHamd. Hanprumen, nprae-
HMTENEHD K 33BCOY, MMEIOWEMY TOMNLED O0WH yHAcTOR, MowHO obodTiee Gea knaccvdHkauny Takms y4acT-
KOR, N YONoBdd, 470 BAI0BaA ApXMTEKTYRE 1M NONYYEHHAA B WTOME A0HA OTRAMAINT CHATYIO CObLEKTHYIO
MOOEN .

6.3.2 MNpeaanpuATHe

MpegnpHaATHe — 23T0 CYyDLEKT XO03ANCTBOBAMHMA, KOTODBIA NPOHIBCOHT M TRAHCNODTHEYET NPOLYRLHIO
MW JECOAYATHRYET 1 oGCNyMHEAET HHEDPACTPYRTYDHEE CEpBKCh. MpegnpraTHa 4acTo DulBanT CoaaMHe Hi
Cc MuTepHeTol gnA obMeda QadHbIMA C ODYTHMK NDESNpEATHAKMKE WD NDESOCTARNEHKA WHQOopMaLrE K1
CEPRHCOD [TAKMX KAK ANEKTPOHHAA NoYTa) HaekHIM COTPYAHKKAK. TTpeanpraTiA OBRIMHD HCNONEIYHT OOMH
AW Bonee gara-uyedTpoE onA obpaboTekd MHdopMALMKH B COOTEETCTEMM © TPeGORAHWAMK NDEeqnpHMATHER.
BeaonacHooTe BHAHEC-NPOUECCOR, NOQOEPMHBAEMBIX TAKKMKA I T-00LEKTAMK, BaIXOOKXT 38 DAMEH HACTOALLE-
ro CTaKdapTa.

6.3.3 Neorpadmyeckne 0BLeKTLI

6.3.2.1 ODWMe NoncweHHa

DEwexT — 3T0 NOOMHOEECTED MIMYECKol, reorpayeckoi WnK NOMMYEcKol TRYTINGE MMYLLECTEEH-
Hidx OBBEKTOR NPEINPHATAA, ODBEKT MOKET COQEPHATE YHACTH, NPOWMABCOCTEEHHEIE MAHKK, TEXHONOMMHE-
CHAE AYEHRKM H YOTAHOBKK, LEHTDR YNPABNEHKWA W TPaHCNopTHROBOYHEEe coeacTia. O8bekTe MoryT ObiTa
CBAIAHE C OpyTMME 00berTard nocpeacteos WaAN, DOberT MOoMET COOep#aTk WHDODMaLWOHHEIE CHOTE-
Mil, TAKHE KK CHCTEMA YNPABNEHKA NPOMIBCOCTEOM, KOTOPaA KOODOKHWMPYET NOCHIB0ACTEEHHEIE NPOUESc-
Chi Ha ohwexTe,

6.3.3.2 UenwTp ynpaenamua

UesTp ynpaenesda — aTo ocobslid THN obbekTa. Ha npagnpuATHAX NPOMBILUNEHHSR WM pacTpyeT P
OBBIYHO MCNCNEIYVIOTCA OOMH MKW Gones WEHTPOR YyIDaRNeHKA ANA KOHTPONA MK KOCEGUHALWK NPOLEtcos,
NPOWCROOALIAX Ha MPeInRHaTE. ECNi UeHTROR yNPaBNaHMA Ha NPpednpHATHA HECKONBKD [HANDHUMED, M-
BTCA DEIBPEHEIN LEHTP Ha OTOENLHOR TeppUTORMY 0B weKTa), TO OHW, KaK NPABMNO, CEAIaHE Maxdy coboRi
nocpedcTeor WAN. LUeHTD YyNpaeneéHua COOQepsHT XOCT-HOMNE0TepE SCADSA ¥ COOTEETCTEYIILLME YCTPOH-
cTea ocTobpameHuA HbopMauky 4NA oNeparTcpor, a TaKke BCNomMoraTenNbHLIe HHPODMALMOHHEIE CHOTEME.,
TAKKWE KAK CEPBED APXHBHLIY OaHHBIK.

6.3.2.3 Yoaneuuen obwekt

Yoanewube obeeTel cofgepxaTt obopyooeanye B dopume PLC, BRTU Wne METENNeKTyankHblx 3ek-
TpoHHBX yoeTpolcTe (IED), KoTopeie OTEEYaKT 33 OTCAEMWBAHMKHE W VWPABNEHWE NEOUSCCAMM, NPOMCcKogA-
LLEMAIH BHYTRH WKW CHApyHH 00LeKTa. YaaneHHse 00 bekT COBOMHEHEl ¢ LEHTPOM YNDABNEHKA YEDE3 KoM=
MYHPEILUMORHYIO CBTe (MHOTEa HAILIBASMYW TAKKE TENEMETOWHEcKoR CeTeil). YganeHHee o0bexTol MoryT
ObiTh COSOMHEHL M MEXTY COBOR (HANPUMED, ONA YIPOWEHAA TAKME PYHELHE K3K DENSAHAA 13WKTa M-
Oy NoACTAHUMAMHE B CETK InNexTponepaaay).

6.3.4 YyacTox

YYacTor — 370 NOAMHEHECTED EHIMHEckon, recrpadmHeckor KNv NorYeckon rpynne MMyLYecTBeH-
Hiix O0LEKTOS, DACNONOMEHHSEIX HA TEPRUTODHK NPCWIBOOCTREHHOMD ODBLEKTA. YYACTOK MOMET COOEDMaTs
NPOWIBoOCTEEHHENE NAHKK, TEXHONCMMYECKAE ANERKK H BgQUHWMLE obopyaoceaHna. YeacTs soryT GeiTe CBA-
3aHE Mewny cobol depes LAN obberTa ¥ COOepsaTte HHpOpMaUMoHHEE CUCTEMEl, KOTOPEE COOTEETCTRY-
KT ONEpaUMAM, OCYWWECTENABMEIM HA yHaCcTEax.

6.3.5 NMiHKK, BNoEd, ANEHEH, TPAHCNOPTHPOROYHLIE CPEaCTRA

YuacTi chpaiceadkl HUIKOYDOBHEBEIMK INEMEHTAMK, OCYLUECTANAOWHME DYHELUA HIroTORNEHHS,
YIDABMNEHHA MHELACTRVETYPHEIMIA OORERTAMM WNK TRAHCNODTHMPOBEK. CyOLerTel Ha 3TOM YDOBRHE MOMYT
ObsiTe CBAIAHL MEKDY CODOH A0HANBHOH CETRK YIPARNEHKA KW COSERKATE HHDODMALMOHHBIE CHCTE MBI, KO-
TORLIE COOTRETCTEYIOT ONEpaAUMAM, OCYILECTRNREMEM B CyDLEKTax.

6.3.6 OBopygoBanne AWCNETYEPCKOrD KOHTRONA

CHopyaocBAHWME OWCNETYEPCKONS KOMTDONA BRMOY4AET B CEOA KOMNBKTEDHEE CEPBEDb, YenoBeso-
MaWKWHHEE MHTepdgencel, LAN # komMayHHKAUMOHHEE YCTPORCTED, NOAE0NAKWHWE oNepatogam ARCTaHuKM-
OHHO KOHTPONKPOBaTE paBoTy W YNDABNATE TEXHWHYECKWMK CPEOCTBAMK, KOTOPLIE RACCPEOOTOMEHLI Ha
DOnNbLWoR recrpadr4ecksl obnacTu.
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6.3.7T Ynpaenawjes oSopyooBaHWe

Ynpaenawles oSopyoosaide BrNoYaeT B ceba DMS, PLC, HOHTRONNEREl JS8WHMEHHA, HHTEMNETY-
ANbHBIE HAKOMHTENH M COOTRETCTEVIOWME NYNbThLl ONEEATOROR, KCNONBIYEMBIE ONA YIPABNEHHMS W KOHTDO-
mA npouecca. TepMiH DacnpoCTOaHRETCA TAKKE HA NPOMBILUNEHHBIE CETH, TOE NOTHES KW aNropMTHEl yNpas-
NEHWA PEANKINBAHEI HA WHTENNEKTYANbHEK NepHEEDHRHEE YCTDORCTEAX, KOODOMHUDYIOW MY NPOLBCoR B
TaAKMX CETAK.

6.3.8 MNpoMilLWENeHHaA CoTh BROAABLIBOOA

MpoMBIWNEHHAA CETE BEOLA/BHEOOA NPESCTARNAET COBON COBQUMUTENEHOR IBEHO (NPOBOLHOE WK
GECNpOBOOHGE), KOTOPOE CBRALIBAET ITH INEMEHTE C YNPABNKIOWHAM oBopyaoBaAHMEM

6.3.9 JaTuyveEW W WCNONHATENLHBLIE MEXAHHIMEI

OaTuusn ¥ WCNONHUTENERLIE MEXAHWIMEl NPELCTABNAKT CODOR OKOHEYHEIE INEMEHTEI, COELMHEHHbIE
C TEXHONOTHYECKAM OGOpYaDBAHKEM,

6.3.10 Ynpagnaemoe obopyaogaHie

Hioee ypoBHA OOLEKTOR CHCTEME! YNDABNEHHA CTOAT ODLEXTRI, KOTOPRIE COCTABNKIOT YNPABNASMOE
oGopyooBaAHKHE. 3TOT YPOREHL COOTHOCAT TAKME C DHIHHESCKAM WK 3KCONYATALMOHHBIK NDOLECEoM.

6.4 BazoBan apXMTaKTYpRa

Baiceas apxXWTEKTYDa COCTABMAETCA W3 CyDLEKTOR, ONpedeneHibly B 0BwekTHOW mogenk. Baacnan
APXMTERTYPA MHAWBXMOYANEHA ONA KAXG0H DAcCCMaTRHEIEMOR CHTYAUMKY W GyO8T MHOHEKMOYANLHA ONA Kam-
0ol moaend. Kaxgaa opradqaayna coagaeT oady |k Bonee Daioesx apXUTekTyR B 3aBHCHMOCTH OT Bli-
MNOMHAEMEE CHIHEC-hYHELIMIA, 8 Tasse pACCMaTpUuBasmely PyHELMA. Kak npaenne, opradyiaagia vseeT
S0MHYI0 DAI0EYD APXHTEKTYDY ONA KCpNOpPaUKK, KOTODAR cBEeleHa K ODLMM 33K0HAM ¥ OXBATHBAST BLE
IKCONYATAUMOHHEE CRERCTEA. KamOobial TEXHHYECEHR O0LeKT WK TWN 0DLEkToR MOKET TakHe MMeTk Gonee
OETaNLHYK CHeny DaloBol CETEEOH ApXWTERTYDLI, JONOMHSKLWYK KOpNOPaTHEHYH MOoJenk. Puoyrol 16
WIUTHGCTOMEYET NPUMED YNPOoWeH oK Bas0B0l apRMTEKTY D GNA NPOMIB0ICTEEHHOM NpoLEcca.
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6.5 3oHaNELHaA W TPAKTOBAA MOOENk

6.5.1 OBwre nonoxeHna

AoHaNEHAR W TRAKTOBAA MOgenk paipafaTelBacTeA Ha ocHoB: GA30B0R ARKWTENTYPR. TAKAA MOOEMNE
CIYHMT ONA ONHCAHUA NOTMYEck X Toynn oS LeKTOR B NpeOenax NpednpraTUA WNM erc NognpocTpaHcTea.
OOLekTE FRPYNNARYIOTCA B cyDResTel [(HanpUMEp, OTHOCRLWWECRE K BWIHECY, TEXHWYSCKHM CDEQCTEAM, Npo-
MIBOACTEEHHLIM ODBEKTaM MNy LACS), koTopeie aatem MoryT OwlTe NEPoaHanMaMgoBRaHE Ha NpegmMeT cooT-
BETCTEMA NONWTHEE BEI0NacHOCTH, 4 cNeqobaTensdo W ee TpebobpadkaK. Mogenk NOIRONAST OUEHMBATE
oOWMe yrpodkl, YAIBMMOCTHM W COOTRETCTEYIOLWME KOMTDMEDE!, HeolxooumMele ONA JOCTHMEHMA YDPOBHA
BEacnacHOCTH (UeNesoro ypoRHA SeaonacHocTi), A0CTATOMHOID ANA 3aWHTel CIPYNNKDOBaHH LXK 06 BEKTOR.
MpynnupyA OSLekTEl TakMM 00D0a30M, MOKMHO CNPEOenHTeE NONUTHEY $E30NAcHOCT ONA BCeX oD LENTOR,
BXOOALIME B COCTAR 20HL. PeaynsTaTel TAKWME HCCNE0BaHKA MOrYT GhiTe SATEM WCNONBACEAHL ANR ONpEe-
OEMNEHAA 33LWLNATEL, HECEXOOMMOR C YYETOM NPOLECCOB, NPOUCKOOALME B I0HE,

Mpumedarue — Tepumud £30H3:, YNOTREONASMBIR B HACTOALLEM CTAHAEPTE B ARHOW opMe, cneayeTt
HCETOE OTHOCHTE K 30HE GEIDNACHDCTA.

6.5.2 OnpegeneHde 30H SBe3I0NACHOCTH

20HBE — OOWMH KA HAWBCNEE BAKHLIX WHCTPYMEHTOR, ONDEenNAKWKE yenex nporpaMael SGeaonacHo-
CTH, H NPABANEROE ONDELQENEHME I0H — 3TO HaWGONees BakHLIR ACNekT NPoUecca NOCTRPOERHWA TakoR npo-
rpammel. MNpr onpegenaydyd 30H opradvaauuan cnedyetT WCnonsLIceaTe Kak Ga3oayio apeuTerTypy, TaK K
OO LERTHYID MOQENL, YTOSL NONYHacMee B MToTe 306 B230NacHocTi W ypoBHk De3onacHocTH cOoTRETCT-
BOBRAMA Uenan BeacnacHotTH, YCTAHORNEHHLIM B NeNHTHEE BEI0NacHoCTH CHCTEM NRPOMEILLNEHHGA aBToMa-
THEK W KOHTPONA.

Ecnu & 00HOM W TOM #e YCTPORCTEE OCYWECTEMNAKTCA NPOUScCk DaIHOM YDOBHA, TO OpraHMasacmus
MOHET NHED YBAIATE QHIWHECKDE YCTPORCTBO C BONes MecTHHMK TpelosaHHuAMK Ge30nacHocTi, NMGo coa-
OaTk OTOENLHYR 30HY © OTASNEHOW NONWTHEOR $E30NACHOCTH, KOToRaR NpegoTaenAeT cobol cMEWanHyIo
MNOMATHEY GNA OBYX 20H. THNHYHBA NRKMED OTHOCHTCA K CepRepam-apxdpaTopan. B uensx addekTHEHOCTI
TAKOW CEPBED JOMMEH MMETE Q0CTYN K EDATHYECKHM YCTPORCTEAM YNPABNEHHA, HOTOPEIE ABNATCA BCTOY-
HHKOM NONYyHaeMislx DaHHbx. O0Hake NS Meps NPOWMIBcGCTEEHHON HeoEX0oQHMOCTIA MOKeT TpeboBaTeeA
NPEOCTABNEHME ATHX DAHHBIX OWCNETYERaM M NepCoHany No oNTHMU3ALMKE NPOMIBoOCTESHHOTS NPOULSCoa,
NOATOMY HeoGxogue bonee cEOBOOHEIA DOCTYN K YCTRORCTEY MO CLABHEHHID C SOCTYNIOM, EOTOPRE Npegy-
CHATRHBA KT THNAYHLIE TREGORAHWA K Ge30NacHoCTH CHCTEM YNDABNeHKA.

Ecnu & 00HOM W TOM He QHIMYECKOM YCTDORCTES OYHELWOHHPYET HECKONBED NPHENAOHLIX CHOTER,
IANESHCTEYIOWME NPOUBCCH BRIHOMD YPOBHA, TO MOMET GbiTk CO30aHA M MPEHMLE NOMMHEcKDR 30He. JocTyn
K KOHKPETHOR CUCTEME OFDAHKYEHN B NOMNLAY ML, MMEKLWWY NDABKNST Y ANA CUCTEME! 3TOM YRoBRHA. TpK-
MERDM ABNRETCA MawWHa, obecnedueaiyan gwHELMoHMpoaadie kak OPC-cepoepa, Taek W OPC-
MHETDYMEHTOR AHANAIA, BRMONHASMOTS knMedTamd. Qocoryn & OPC-cepRepy OrpaHdHes & nonedy L.
MMEIOLWHY NpHBMNErad Bonee BeICOKOro YPOBHA, B TO BPEMS KaK ACCTYN K AMHAMWYECEMM TadnMuam o uc-
NoNbICBAHKEM KNedTerkore OPC-NogimioYesna BOIMOMEH ONA BoeX COTPYAHHKOR.

6.5.3 MoenTHdHKayma J0H

AoHE BOMYT BeiTe COBOKYIHOCTEK HEZABHUCHMBIY HMYLLECTEEHHEX OBLEKTOR, COBOKYNHOCTRID MO0 30H
MM COBCEYNHOCTES KAk HEJagHcuMbs o0besTona, Tak v OfwexTon, CrpynnWpoBaHHBEY B CBOK oHepels B
NOOACHE, COOBQMAlMEcs B MapKod aoHe. AN 30H XapakTepHo HacneJoBaHwe CRORCTE, T. &, O04MEDHRR
30HE [WNK NogaoHa) QoMsHa CoOTEETCTROBATE BCEM TPEGOBAHMAM, NPedLABNAEMBIM K POOHTENLCKDA A0HE.
Ha pucyuke 17 Noxaizada yNpowesHHas 3oHan:Has Modene ANA HECKONbKWX 3as000e. B QaHHoM cnydaes
KOPNOPATHEHAA 30Ha — aT0 POOWTENECKAA 30HA, A KawOsR 3apcd NpegcTaenaeT cobod oHepHIon aoHy
MK NoOIoHY, KOTOPaA BMELUEET COGCTREHHYHY NOOICHY YNDABTEHHA.

Mpuwmedarwe — ModHD QOCTHYS 3HASMTENEHITD NPEWMYLYSCTES, SEMW COBMECTHTE A0HE DEIONACHOCTA ©
hHIMHECKMH YHECTEEMH MAW 30HEMY HE NPOVIB0OCTEEHHOM 00BaKTe, HENPWMED, COBMECTMTE LEHTR YNPaaneHws o
IOHOK YTIPEENEHWA BE30NECHIC TR,
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Pucyror 17 — MNpuiep MyNeETH3AB0LCKAXY 30H
Eouian apxuTerTypa npeanpyaTia sMoseT BuTe Noapasgenssa Ha OTIeNsHLE J0HK, KAK NoKE1EH0 Ha

pHcyHEe 18, B Takold MOZend NONHMTHES 30H ByOeT HeIasHMCHMOoR ¥ KamOoE 30HE MOMeT COOTEETCTRCRATE
COBBPLIEHHD PRAHAA NONATHES BeI0NacHocTH,
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Pucyror 18 — MNpumep oTgeneHsx 304

AuHanorydHele Mogeny moryT OeiTe NoCTpoeHel GnA npunoseswin SCADA, kak nokazado Ha pUcyHkaX
181 20.
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Pucyror 20 — MNpunep Heaapucumery 308 SCADA

6.5.4 XapakrepHCcTHRM I0H
6.5.4. 1 OfwWe noncseHHa

HawOoK 30He COOTBETCTEVET HEKHA HADOD XapakTepucTHE ¥ TpebopaHMi DeaonacHoCTH, KOTODRE AB-

NAKITCA a8 arpuiyTama;
a) NoNKMTHES De30nacHoCTK,
b nepedeilE HMYLECTREHHLIX 00 LEKTOR,
c} TpeboBaMKe K ACCTYNY ¥ MEDLl YNDABRNEHKA A0CTYNOM,
d} ¥rpoakl @ yAIBMAMOCTI,
&) NOCefcTEMA HAPyYLWeHna Ge30nacHocTi,
1 aeTopHIOBAHHAA TEXHOMNOMMA,
01 NOPASOK YNDARNEHHRA MIMEHEHHRKMH.
YeazauHele atprbyTel onUcaHe nogpobnes 8 654 72-654.7.
6.5.4.2 MNonwTiea GeaonacHocTi

K Kampoi 30He NPUEDENNEH KOHTPONEHEIR QOEYMEHT, B KOTOROM ondcadel oGWKe Wenk Ge3onacHoCTH
1 cnocod ofecneqeHmA Ueneeoro ypoaHA GeaonacHocT. KoHTponsMsR DokysMedT BEnosacT a ceba:

a) rpaHKUsl 30k,
b} ypoBEEHE BEIONACHOCTH 30HBI,
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) OPraHHsaUHoHHYIO CTRYETYRY W 0BA3aHHOCTI Mo oSecnedyeHikd BeINoNHEHHA NONKTHEK BeaonacHo-
CTH,

d) pUCEM, OTHOCALWWECE K 30HE,

&) CTpaTernk GeaonacHoCTH, HANPABNEHHYH HA OOCTHREHHE HECDROOQHMBIX LEnad,

f} Mapel GEIONACHOCTA, NOONEKALWE MCNONHEHKMIK,

g} Bkl OERTENLHOCTH, PAIpEWEHHDIA B Npegenas 30HL;

h) ML OCCTYNA K A0HE, NONYHAEMOND NoOCOeaCTROM KOMBAYHKKS MM,

i) OOKYRMEHTAUMHID, PACKDEIBSMILUYIO aTPHBY TR 30HLI.

MepeYkcneHHan Bellle WHDoOPMAaUKA GQOKYMEHTHPYETCA W O00LEAMHABTCA B NONUTHEY BeasnacHotTy
I0Hbl, MCNONBIYEMYKD B KaY8CTBE DYKOBOOCTEA W KDHTEPWER OUEHEM ANA KOHCTRYWMPOBRAHMA W 0BCNyKHEa-
HWA COLEKTOD, KOTOPLIE COOBQMHATSA B a0HE,

6.5.4.3 MNepedeHs HMYLLECTEEHHEY ODBEKTOR

Ona nogoepsadna GelonacHocTd B NPEAsnax 50HLl OpraddiIauqds SGOMKHA BECTH CNHCOK BoeR &
HMYILECTEEHHED OOEEKTOR ((PUIMYECKHX W NorMYeckdx]). TakoH cnUcor CNysMT ONA OUEHKW DHMCKS 1M yAIEK-
MOCTER, 8 TAKKE ONPEOeneHna ¥ KOHTRONA coBnodeHHs CoOTRETCTEVIOWMY MeD BelonacHocTH, HeoBxoau-
MEE ANA OQOCTHMEHHA LENEd NoNKTHEN SeaonacHocTH. ToHHOCTE HHESHTADHOR BEQOMOCT — 3TO KI0YEe-
B0d paKTop b QOCTHMEHWH Wenel GeaonacHocTy, oboIHaYeHHBX B NONHTHEE GeaonacHocT. CnMocok che-
aveT AopabaTelBaTh NPH HIMEHEHWAX HMYLWECTBEHHEX OO BEKTOR BHYTDH J0HE MW WIMEHEHWAR JMEKTROH-
HilX CEAIER MERLY HHMW, 3 TAK&e B CNYy4ae BENKHEHKA B COCTAR 30HLI HOBRIX ODLEKTOR, YTobk OCCTHIa-
NKce Uend BeaonacHocTK,

Praddeckie oObeKTEl W KOMNOHEHTE — 3T0 GHUIMYECRUE YoTPOWCTES, HAXOASWMWECH BHYTEH 30HbI.
HexoTopeE NPHMEDE TAKWY YCTPORCTE NPHBELEHD] HrHe:

a) KoMNeloTepHoe annapatHoe obecnedeHne (Hanpumep, pabodde CTaHUWKA, CEPBEDL, HHCTRYMEHTHI,
ANEMEHTEL YIP2BNEHWA, HCTOYHKEN JNeKTPONHTAHKE, GWCKOBRIE HAKONWTENW WK DEIEPBHEIE BRXHBaTODEI
Ha MarHMTHON NEHTa);

b} cetesoe ofopyaoBaHKe (HANPUMED, MAPWREYTHIATODL, KOMMYTATORL, KOHUEHTDATOPE], MEXKCETE-
BLIE JKPAHSE MW MEXAHUYECKHE Kabenu);

C) BOMMYHHEALKOHHEIE IBEHLA [HANDPHUMED, WHHBL NHHAM, MOOEME H ODYTHE CETERLE WHTEDdERC,
aHTEHHE);

d) oGopygoBaH9e 4NA ayTeHTHOHEALUNME M aBTODAIALHK QOCTYNA (HANPHMED, KOHTEONNEDE O0MEHOE,
RADIUS-ceppepbl, CHHTHBATENH W CHAHEDGI),

&) annapatHoe OBecnaqYeHHe ONBITHLIX CHETEM,

fl annaparHoe obecneYeHte MoOdeENMPYIoWHE 1 o0y-aI0WKE CHOTER,

g} annapatHoe OBeCNeYeEHrE BHELHAX CHCTEM;

h} 2anacel 2aMYACTEH,;

i) VCTROHCTES KOHTPONA W YNPAENEHHA [HANPHMED, DATHHRK, NEPEKNKHaTENH ¥ KOHTRONNEpR ),

i) cnpapcyHas MHQoOPMAaLMA W PYKOBOGCTEA.

Norvdeckke 00BeKTE BENOHaNT & ceba ninGoe nporpammMEoe 0DecnEdeHHe W JaHHLIE, WCNoMNsIYe Mele
8 acHe. BOT HEKOTODLIE NPUMEpEL:

k) nporpammuace ofecneqedie KOMNERTEDHLIX CHCTEM [HENPHMED, NEOrPasiHbBe NDHNOEEHWA, One-
CAUMOHHBIE CHCTEMB!, KOMMYHHEILWOHHLIE MHTepdeRcw, Tabnuue KoHDHUIypadki, MHCTDYMENTH 4NA pas-
paboTHIA M aHaNH3a, M YTHNWTEI),

I} naTn ¥ oGHOBNEHWA 4NA ONePAUKCHHEIX CHCTEM W NEMKNAGHER HHCTRYMEHTARHMEE,

m) Baikl gaHHbIX,

N} apEHBsl GaHHBLIX,

o) hains KonWrypalWis o0opyLoRaHNA;

p} KOMWA NporpammHore obecnededva M adsHslx, NPegHasHa“edHLIe ONA Lensid pelgpeuposaHed |
BOCCTAHOBNEHHE,

q) OOEYMEHTAUMA Mo CDOCHOBAHHEY MPOEKTa (HanpHsMep, EyHELWOHANBHEE Tpebosauus K HHgopMa-
UMM, oDbeKTaM ¥ gp., KNaccHprkauMs SesonacHoCcTH M YPOBEHH 33WMTE, PHIWHECKRIA ¥ NDOrpamMMEBIR Noo-
aKT, OUEHKEa YRIBWMOCTSR, nepuMeTp GeaonacHocT, QOKYMEHTALMIC NQ OUSHOYHEIM WCNEITAHWAKM, CHopEEe W
BAOHTANY ],

Il OONCNHATENEHO NOCTARNASMEIE PECYDCR! (HANPKMED, OGHOBNEHKA NDCOYETOR, NATYM, NakeTe ob-
HOBMEHWA, YTHMMTE 1 PE3yNeTaTel NECBEROSHEDN MEMBITAHMA)

6.54 .4 TpebosaduA K OOCTYNY H MEDbl YNDABNEHAA O0CTYOM
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MoHATHE 30HLI NC CYTH NOORSIYMEEAET, 4TO QOCTYN K HER OrpaqHdY4ed B NoNe3ay HEIHAYMTENLHOR co-
BOKYTHOCTH BCEX BOAMOMHEX CyDBREKTOB, KOTODGLIE HAaJeneHs Npapck gocTyna. Nonutvea Ge3onacHocTk
S0HLI BOMHHA NPONHCHBATE YCNOBWA AOCTYNS K 30HE, YTODR BRINGNHANKCE &2 SraHec-Ueny ¥ cnocol pery-
MADOBAHKA 3TONS QOCTYNE.

6.5.4.5 OueH=a yTpod W VAIBMMOCTENR

B npeqenax 1agaHHoR 30HE CYWECTEYIOT YIP0aLl M COOTEETCTEYVIOWME MM YAIBUMOCTKH. Dprasnaaumn
O0T#HL BRIABMATE W OUEHWMEATE 3TH YTROIL M YAIBAMOCTH, YTobR GNDEOEnATE BEDOATHOCTE NPOBOLUKpORA-
HAA WK CHTYALUMA, B KOTOROH OSLeKTE BHYTPH I0HE DONbLLUE HE CYRaT cBouM Duakec-uenam. Mpouecc
OOEYMEHTHPOBAHKA YIPO3 W YAIEHMOCTEN BLINONHAETEA B XOOS OUBHKH YIRO3 W YAIBMMOCTER, KOTOPAA AB-
MAETCA YACTEW NONKTHKA BE30NacHOCTH 304,

CYLWECTEYET MHOMECTED BOIMONHLIY KOHTPMED ONA YMEHLLIEHKSE DHUCHA TOM, YTO ONpedenasHas yr-
po3a BOCTCNE3YETCA KOHKDETHOR YAIBMMOCTRM BHYTEW A0HE. TNONKTHES DEIONACHOCTH AOMKHA NO BOIMORN-
HOCTH NPONHCEEATE, KAKHE BHObLI KOMTDMED NPHMEHKMBl ANA A0CTAREHWA USNears ypoaHA Be3onacHocTi
30HE B PAMEAX ONTHMANLHOMD COOTHOWEH M MAOEDKEK W DHUCKa,

6.5.4 6 ABTOPWAOBAHHAR TEXHONOMAA

CHCTEME! MPOMEBILNEHHON ABTOMAETHEA W KOHTRONA JBOMKUNOHADYIT B COOTEETOTRWM © MEHSIOLMIMH-
cA GHaHEC-TReboBanaMK, MoaToMy HECGROOUMD KOHTDONWODOBATE TEXHONOMHID PEANKIAUKKY NAMEHEHHIA
cHcTesil. JIOBaA TEXHONoOrAA, WCNoOMNEIYEMaA B TAKHX CMCTEMaX, BNedYeT 3a CoDoW Cepri YAIBHMOCTEN K
COOTEETCTEVIOWME WM DHCKH. B LENAX sMrHHMAIaUMK DHCKOE ONA KOHEPETHOR 30HE NOMWTWES Ge30NacHOCT
ITOH 30HBI QOMKHA NPEAYCMATDHEATE OERCTEVIOWME CNWCoK TEXHONOMME, NpHeMNeMelx B 30HE, 8 Taoke
HEMPHUEMIEMBIX B HEW.

6.2.4.7 MNopAgoK YyNpaBneHWa HIMEeHEHHAMH

HeoSrogusma GopManiiIoBaHHan M YeTEan MeTogHka, KoTopan checneYnBasET TOMHOCTE HHESHTApHOR
BEACMOCTH OTAENEHD BIATON 30HE M NOPAOCK BHECEHAA MIMEHEHHH B NONKTHKY DEI0NACHOCTH A0HE. Top-
MANWICREAHHAA METOQVER FAPAHTHRYET, YTO H3MEHEHWA W JONONHEHWA J0HE HE OTRA3RTCA OTPHUATENLHD
Ha Uensy BeaonacHocT. Kpome Toro, Hechxouma MeTagMEa NPHMcnocofneHdia ¥ MeHRnWEMCA yTRo3amM K1
LEnAn SeaonacHocT. YTooSe Y YRIBMMOCTH, 3 TAKKE COATAHHEIE C HMMKA PHMCKW, CO BOEMEHER MEHATCA.

6.5.5 OnpegeneH9e TPaKToOB

TpakTul — 3T a0Hsl DEICNACHOCTH, KOTOPEE NPMBAIAHL K KOHEDETHEIM EOMMYHHEILMOHHBIM NPOUec-
cam. Kak 1 a0Hsl GE30NacHoCTH, TRAKTE NpeacTasngioT cobok nork-eckos obbedHHEHHE MRMYLECTBEHHEIX
ofLexTon (B QaHMOM cNy4as — KOMMYHWEALUWMOHHLIX obeekTor). TpasT GezonackocTy obecnedweaseT Geao-
MNACHOCTL KAHANOE, KOTOPRIE OH COOePHMT, TOWHO TaK #e, Kak H3MYeckHil TRaKT sawmwaet kmbend oT ume-
XAHMYECKOND NOBPeRGEHAA. TRaKTEH MOMHD NPEACTARMTEL Kak TRyDLl, COBOMHAWIWE MEXOY CoDON I0HE! KK
MENCMBESYEMBIE ANA KOMMYHHAESLKA B NPeJenax ogH0d 30HE. BHYTpEHHHE (B NPEOEenax 30Me) W BHELWHWE
(28 NPENenamMid 30He ) TRAKTE BMEWSNT B Ce6R MMM 3alMLEaHT KOMMYHUEALBOHHSIE KAHANBL (NGO CYTH Ka-
DEnuK), KOTOpRIE ODECNeqYHBainT CeAIM Mexay obberTamK. HalWe Boero, B KOHTEKCTE |ACS, TpakT — aTo To
WE CAMOE, 4TO CBTL, T. @, TRAKT NEedcTaenAeT cobol NPoBoaKy, MapWDYTHIATOPE., KOMMYTATOPE M YOTPOR-
CTEA YNDABNEHKA CETRIO, KOTOPRE O0paIyInT PACCMATRHESEMBIE KOMMYHHKALWOHMBIE NEHMK. TRAKTE BOrYT
npedcTasnATe coboh O0BeIMHEHUA PAIHCTHNHEK CETEBLIX TEXHOMNOMMK, 3 TAKKME PAIHOTHNIHEE KOMMYHUED-
UMOHHLIX KAHANOE, KOTOPRE MOMYT NPUCYTCTEROBATE B OOHOM KOMNLTERe. TRAKTE WCNONB3YHTEA ANS a4a-
N33 YIE03 KOMMYHHEILWA 1 88 YAIBMMOCTEHR, KOTODbLIE MOMYT NPHCYTCTEO08ATE B KOMMYHWEALUMOHHEIX NHHA-
AX BHYTDH 30H | MERTY HIAMH.

TpaKTel MOKHO DECCMaTRMBATE KAk TpyDbl, KOTODLIE COQEpHAaT JaqHHble WWnW obecneyrearoT dranqe-
CEHE COBOKHEHHA, HECDXOOMMENE ANA KOMMYHHEIALNA MEROY A0HAMHA. TDAKT MOMET COOEDHATE MOOTRAKTE,
KOTOPEIE ODECneqddBalnT KoMBMYHHEALMM MENMDY IOHAMK N0 TNY s00HUH-E-COHOMY? HINH @ OQMH-KO-MHOTAMS,
HanesHoCTE KOMMYHARAUKKM ANA TDAKTA MOKET OOCTWIATECA 38 cHeT cobBnioaeHna NonuTHEK Be3onacHocTh
COOTEETCTEVIOWMX 30H,

6.5.6 XapakTepUCTHEM TPAKTOR

6.5.6.1 JOwMe NoNoMeEHHA

B dHIMYECHIM CMBICNE TPAKT MOMET ABNATECA KADENew, EOTODRIFR COBOWHAST Mexay cobol I0HE,
ohecnEYMBan KOMMYHHEILWED MEKDY HAMIA.

TpakT — aT0 PasHOBMOHOCTE 30HRI, KOTOREA HE MOXMET MMETh NOOI0H, T. &. TpakT He cBpaizcean noa-
TpakTami. TpakTel oNpegenAnTch COB0KYNHOCTLH BOEX 30H, KOTODLIE COBMECTHD MCNONLAYIOT KOHEDETHEE
KOMMYHHEAUMOHHBIE KaHank. OHoHEYHEE TOYKKW TpakTa obpasosaHsl kaK HIHY oM YCTRORCTEAMK, TaK
H NPANOEEHMAMK, KOTOPBIE WCNONLIVIOT KaHans, cogepxalnecs B TpakTe. Ha proyHke 21 nokazad TpakTt
macwTaba npeanpraTHa.
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PucyHoK 21 — KopnopaTHeHbIE TRaKT

Kak 4 B Ccnydae © 30HaMK, aHanoriiHoe Macbpamerie MomeT GelTe NOCTRPOSHD W NPUMEHHTENEHD K
nowknagseiy cucTeman SCADA. Mpusmep NRoWMNNKCTOHDCBRN HA DHOYHEE 22,
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Pucysok 22 — Mpumep Tpakta SCADA

Kak 1 B chiyyae ¢ 3oH0i, mobosy TpAKTyY COOTRETCTEYET Hatop XapakTepucTuk v Tpebopanni Seao-
MECHOCTH, KOTOPGRIE ARNKKTCA N0 ATPHUEYTaMM:

a) NONWTHES Sea0nacHOoTH,

bl nepedene o0bLexTOR,

ch Trebosadng K QocTyny ¥ MEDbl YyIDaBNeHKA A0CTYNoM,

dj yrpoak @ yAIBMMOCTI,

2) NoCNegcTeHA HapyLWweHnA Ge30nNacHocT

] aBTODHIORAHHLIE TEXHOMOTHM;

0) NOPASOK YNERBMEHKA MIMEHEHKRMK,

h) 30MBl, CEBAIRIBAEMEE MENTY COD0N TPAKTOM.

6.5.6.2 MNonuTiea Ger0nacHocTi

da KasObM TRAKTOM 3aKPENMeH KOHTRONBHER O0KYMEHT, B KOTODOM ondcadsl oblyde yend Geacnac-
HOCTHM W cnocofl ofecneseHa Wenesoro ypoBHA GeaonacHocT, KoHTDONBHER JOKYMEHT COQEQMWT Chne-
OVIOLLYID - pRa L.

a) rpaqHuBE TpaKTa,

b} ypoBeHE BEICNACHOCTH TRAKTA,

C) OPraHHIalMoHHY0 CTRYKTYDY M ODRIAHHOCTH N0 cODMOIERMI NOMNUTAKY DeI0nacHoCTH TRaKTa,

d) pUCKK, OTHOCAWMWECA K TRaKTY,

&7
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&) CTpaTertk Sea0nNacHoCTH, HANPABNEHHYH HA OOCTHHEHHE HECEROOMMBE LEne;

T} Mepsl DEIONACHOCTA, NOONEHAWWE CoDNI0OeH IO,

) THNE KAHANCE, pAIpeLeHHBIE B NDEOENaY TRaKTa,

h} QOEVIAEHTAUMK, PACKDEHBAMLYIO aTPHUDY TR TRAKTA.

MepesYkucneHHan Bollle “HDOpMALKA SQOKYMEHTHPYETCA W ODLEAHHABTCA B NONUTHEY BeIcnacHotTy
TOAKTA, HCNONEIYEMYID B EAYECTES DYKOBOLCTEA M KPUTEDMER CUEHKEA A KOHCTRYWROBAHMA K oDCNyKMEa-
HHA COLEKTOE, KOTOPLIE COOSDMATOA B TRAKTE,

6.5.6.3 MNepeyeHs 00LEKTOR

Kak 1 B cnysase © 30H0HE, HEoDE0OWM TOYHEIN CIIMCOK KOMMYHUKaUAOHHBX 00RexToR.

6.5.6.4 TpebosankA K JOCTYNY H MEQDLI YNDAENEHAA SOCTYNOM

MoHATKE TpakTa NoADa3yMERAET, 4TO O0CTYN K HEMY GTDAHWHYEH B NONbLIY HEKOTODOH COBOKYNHOCTH
BoEs BOIMOMHEX CYyEREKTOR, HAOENEHHEIX NPaBosM JoCTyna. MNonyTka GeacnacHocTd TRakTa omeHa npo-
NACHIBATE YONOEWA ACCTYNE K TREKTY, NPK KOTORBE OH CIYKAT CBOMM BHIHGC-LENAM, | cnacol peryn|po-
BAHHA ATOMD OCTYNE.

8.5.6.5 OugHKa yrpoa | yII0HMOCTEN

OnA oTAensHD BAATOMD TRAKTA CYLWECTEYIOT YIPpodkl ¥ COOTBETCTEVIOWME WM YAIBHMOCTH. Dpraddia-
UKAM CNegyeT BABNATE M OUEBHWBATE ITH YTRCSE ¥ YAIBHMOCTKH, H9T006 ONPEdenATe BEPOATHOCTE NDCEO-
UKPOBAHMA HMK CHTYAUKK, Korga oDberTE BHYTDH TPakTa Sonblue He CRYyKaT cBows BuaHec-uenam. MNpo-
UECT OOKYMEHTWDOBAHKA YIPO3 W YAIEMMOCTER BRNONHABTCR B X008 OLUEHKH YIPpOo3 M YAIBHMOCTER, KoTopas
ABNASTCA YACTEI NONWTHEA DE3I0NaACHOCTH TRAKTA.

CylecTByaT MHORECTED BOIMOEHLIY KOHTRMED ONA YMeHbLISHWA DHCKE TorD, YTO ONPeqenaHHan yr-
pO3a BOCMONEIVETCA KOHKDETHOR YAIBWMMOCTED BHYTDKH TpakTa. [NondTyka DeaonacHocTd JoMMHa No Bod-
MOHHOCTH NPONACEHBATE, KAKME BAOL KOHTPMED NDHMEHHMEl B PaMKESR ONTHMENEHOMD COOTHOWEHWA 3aTpaT
W pHCEA.

§.5.6.6 ABTOPHIDBAKHAA TEXHOMNOMMA

CHCTEMBI NPOMBILUNEHHSR ABTOMATHEE W KOHTPONR JB0MOUMOHMPYIOT B COOTBETCTEMK & MEHARLLIAM M-
ca GHaHec-TpeGoBaHMAMK, NO3TOMY HeobXOOMMO KOHTPONUDOBATE TEXHONCTHKD DEANUIALMH MIMEHEHWA
CHCTEMB. MTGaa TEXHONOrKA, UMCRONBIYEMaEA B TAKMY CHCTEMAX, BNEYET 33 coDoR CEPHID YRIBEWMMOCTER H
CODTRETCTEYIOWME MM DUCKH. B Wenax MHUHMMKIALMK DUCKDB 0NA OTOE8NEH0 BIATOMD TRAKTa NonnTHEa beao-
NACHOCTH TRAKTA SOMEHa NPEyCHMaTRRBaTE JERCTRYIOWME CIHCOK TEXHONOMMA, NPHUeMNeMblx B TRaKTE,

6.5.6.7 MNopaook yNpaaneHMa MIMEHERNAMK

Heobxoauma GopManvaoeasHas M 9eTEaR MeToguea, oTopan obecnedMEasET TOHHOCTE NOMHTHEKY OT-
OEfeHD BIRTOMS TRAkTa W NOgAGOK BHECEHMA MAMEHEHWA B 3Ty NONUTKHEY. PopMan{acEaHHan MeTOOKMKA ra-
DAHTHPYET, YTO HIMEHEHWA W JONONHEHKMA TRAKTa He OTRAIATCR OTPWUATENEHS HA UenAx BeionnacHooTH.
Kpome Toro, HeobxooMMa METOQWES NPUCNOoCObGNeHHs § MEHAIDLWMMCA yrposan W uenam GeacnacHooTi.
¥rDo3kl M YAIBHMOCTH, 8 TAKKE CERAIAHHBLIE G HUMH DUCKK, C0 BPEMEHEM MEHAKTCA.

6.5.6.8 MNprcosanHeHHEIE 30HE

TpakT Mo#eT GolTe ONWCAH M OTHOCHTENLHD 30H, C KOTODLIMM O COEQUHEH,

6.6 BaavMocBAIA Mogenan

Mogenu, onucadHee Ha pazgene §, cEAIaMLl Mexdy coboil, a Tamke C nonuTuEamK BeacnacHocTH,
pErnamMeHTami i QHPEKTHBAMA, COCTARMADWMMK Nporpasiy GesonacHocTi. Biawmocessn Modenai noka-
JaHkel HA prcyHEe 23
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PucyHor 23 — BaavmMocBRIM MOOeneid

Bones nogpofian MHHopMaUKs, KEcaowaacs Nopaaxa paipafoTid TAkoR NporpamMmi, NpUoegeHa o
M3K 6244 3-2-1.

i)
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NMpunoxense LA
(cnpaso4HDe)

AndaBUTHLIA YKa3aTenb TEPMUHOB

ABTOMETHZMPOEBAHHEA cltTena BaaonackocT (safety-insirumeanted sysiem) 3.2.85
ABTOMETHZMPOSAHHER NogersHsR obsart (aulomabad vahicle) 1215
ABTOPMIAUMA (CAHELHOHAPOBAHWE, CAHEUNA, HAOSNEHWE NPEEaMM, BETOPW2IUMOHHBE dadHee) 3214
tauthorization)

AHanua Tpadwmea (Iraffic analysis) 12128
ApraTakTypa BesonacHosTH [securly architactura) 32100
Accouwvauws (assooation) 27
Arara (altack) 129
Ayt (audit) 3.2.11
AyauT BesonackHocTd (security audit) 3210
Ayrenmedusaurn (authentication) 1213
Ayrtcakpep [oulsidar) 3274
Baaosar mogens (reference model} 2.2.81
BezonacHoocTe (safely]} 3.2.94
BEE30NatHOCTE KOMMY HUEAWHW [communication secunly) 3.2.24
BorheT (batnet) 1218
BapuaHT KCNOMLIOBAHWA (USE Casa) 32132
Banowm cHoTEme BEaonacHooTd (secunty intrusion} 2107
Bupyc (wirus) 12134
BpagoHocHeW kod (malicious code) 1270
BrinonHATe ayTadTrihesaumi (authenticata} 1212
Meorpadmsaceri obbext (geographic sife) 3254
MoBansHaR BeEMACNHTENLEHAA CeTh (wide area network) 32136
Mpanvya (bordear) 3217
DEaT4HMEA W MCNOIEHUTENBHEES MaXaHKame (sensors and actuators) 12118
DemunurapuaoBadHaA aoHa (damilitarized zone) 1.2.41
DeTekTHPOSaHHE HECAHKYWOHHPOBAHHEY NPoHkHoeaHnR (intresion deteclion) 1.2.84
Dowman (domain) 31.2.45
DocTyn {access) 321
DocmynHocTe (paborocnaocobrocTe) (availabiity) 1216
Jawmra [securiy) 3299
JAWKMTE OT HENPHIHAHWA YHACTHA (TEPEHTHA COXPaHEHWA asTopoTea) (nonrapudiation) 3.2.72
doHa [zone] 12138
doHa BezonacHocTH (sacurily zone) 32117
Hanepsew (cost) 3232
MuywacTaeHERR obwerT (0bwerT) [assat) 128
HMucadgep (insider] 1.2.58
Hurepdenc (intarface) 3.2.82
HMHuaanedT BeaonackocT (security incident) 1.2.106
OO {150 3264
HoxogHed pace (initial nsk): 3.2.58
Hanan (channel): 1220
HubepbesonachooTs {mbepaawura) (cybersacunty) 1238
HnwanT (chiant) 3222
FoMMyHUSBUWMOHHARA crcTara (communication system) 3225
70
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Kamm Y HHEALHOHHEBIE My Te (communication path) 1F23
KomnoradTte BRIaonacHocTy (securily componants) 2102
Kontpmepa (countermeaasuns) 3233
KondroerumansHoote (canfidentiality 3.2.28
KorrparumansHocsTe gadnss (data confidantiality) 237
Kpuntorpamma, (3awkdpoBadqsn raect (ciphertast) A.2.21
Kpuntorpadiaqecknia anmpums (cryplographic algorithm) 3.2.34
Kpunrorpadiaqeckrid kneed (cryplographic key) A.2.38
MeaHww, Broew, Asaike {lines, unils, calls) 3.2.68
NokaneHas BEMWCNHTENEHAR CaTh (local arsa natwork): 3.2.68
Mapwpytwaarap {rouier) 3.2.483
MexceTeron skpan (firewall) A.2.52
Mepel crsmesns prcxa (risk mitigation contrals) A.Z2.80
HapawHein kaHan (trusted channeal) 32130
HapyweHre BeaonacHooTy (security vialation ) A.Z2.118
HenanesHen kanan {untrested channal) 3213
HenpHadanwe ysacts {repudiation) 3.2 85
HecaHigHoHMpOoeaHHos aenedeHe whihapsaguy (eavesdropping) A.ZAE
HecaHEHOHHPOBaHHOS NPoHKEHOBEHWE (intrusian) A.2.63
HecaskynoHpoeandHeIR aqanea tpadusa (cHutdmadr) (sniffing) 32120
Crrpannyande goctyna [boundany): A.2.18
OPC (OFPC) 1.273
CrerarodHsi prcy (residual risk) 1.2.BE
Orrraz g abonywmBadye (denial of servica) A.F 42
OmepeiTei TexcT (plaintast) 277
CrcnesmBaemocTe (accountability) 123
CrusHEa pycka (risk assessment) 3288
Mepexsat (interception} 3.2.81
Mepexsat vHbopmauna (wirstapping ) A.Z13T
MepureTp GeaonacHocTA (Security parimetsr) A.Z2.110
Monwtaka GazonacHocTH (sacurity palicy) 12112
Moneaoeatens (usar) 2133
Mprennensq (privilege) J.2T8
MprnossHue (application) .24
MpagnprATae (antarprisa) A.Z48
Mpaogoneqws 2aWmTe [penatration) 1275
Mporpampea GezonacHocT [Secunty program) 2114
MpoweoacTeeHHERE onepauyne {manufacturing operations) 127
MpomMelwnedHan cate eeoga’sseona (fekd PO natwork) 3.2.51
Mpororon (protocol) 3.2.80
Mpoueaypel BazomacHocT (Sacurnly procedunss) 1113
Mpowecs (process) 1278
Pacnpepangdias cyucTema ynpasnedua (distributed contral systam) A.2.44
Pacwwripoera (decryplion) a.2.38
Pick {risk) 3.2.87
Fanesar mogens ynpaensHwa gocTynom (role-based access conbrol) d.2.82
CexparHoCTE (Sacrat) A48
Cepeap (server) 321149
Cepancel BeaonacHocT (securily services) 12115
CeTe beaonacHos T (safely network) 3.2497
Curctena (sysiem) 2123
|
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Cucrama gucneTiepcsire KOHTpAnA M cbBopa pandes (superdisory conbrol and data acquisition 32122
system), cuctena SCADA (SCADA systam)

Cucrama macwraba npegnpuaTeR [enterprise system) 1249
CucTamuos nparparmioe obecnadedne (system software) 3.2.124
CrcTamel NPOMSILINEHHOH SATOMETHEY B EDHTRONA (indusinal aviomation and control systems), ACS 3257
Cobeitie GeaonacHocTA (sacurity event) 3.2.104
Crpam (guard) 1.2.55
Crema araws [altack trea) 1.2.10
Tpast (conduit) 3237
TEROAHCEWA KOHE (Trojan horse) 3.2.12%
YEEBDEHHOCTE [A55Urance) 1248
Yrposxawowes gercteme (threat aclion) 12126
Yrpoaa (threat) 12125
YoaneHHsd ooTyn (remoie access) 1283
YoaneHHwd knmeHT (remole client) 1284
YpoBeHe DeaonacHoo Ty {secunty level) 2.2.108
YpOBEHE QONYCTAMOSTH prera (risk tolerance level) 1291
Ynpasnesne DeannacHoCTsR [Security control) 12103
Ynpasnese QooTynos (access confral} 122
YhpasnaHne knodari (kay managament) 3287
Ynpasnexae prockow (risk managament) 1.2.849
Ynpaensemoe chopyaosadme (aguipment under contral) 3.2.50
YnpasnsAwWAaR ceTe (conbrol network ) 321
Ynpaenaowes abopyoosaqne [control agquipmeant) 3.2.30
YpoBEHE UBNOCTHOCTH DesonacHocTy (salaly integrity lewvel} 3.2.95
Yredka uehopraune (compramisal 1.2.26
YuacTox (areal 325
YRzswmocTe (vulnarability) 32135
thaxTop yTposs (threat agaent) 32127
PHETWBHER ABTOPM3ALKR [spoof) 12121
e (phishing) 1276
EYHELUMOHANLHEA HAABMHOCTE [HEOemHOCTE) [reliability) 1282
ryHEUMA DEaonacHOoTK (security function) 3.2.105
Moot (hosti) 3254
UanootHocTe (integrity) 1280
Uane GeagnacHooT {secunty objactive) 32108
UanootHoCTE gaqHe: (data integrity) 3238
Uantp ynpaenaxss (control center) 12249
Undhpoean nognece (digilal signature} 3,243
“epes {worm) 32138
Wwudposanue [encryption) 1247
Wneoa (gateway) 1.2.53
SibhesTvEHOCTE BRacnacHocT (securnty parformanca) 32111
JwanoHUpoBaHHAR JawnTa (defance in dapth) 3.2.40
IP-appec [IP address) 3,285
72
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Mprnoxedne OB
{cnpasoyHoe]

CeefjeHWA O COOTEETCTEHM CChINOYHbIX MEXAYHAPOAHLIX CTAHOAPTOR
HaUWMOHaNbHbIM cTaHaapTam Poccuickon @enepaumm

Tabnwuya b1

OTHETLTEWMA CTEHOEPTOR !

10T — posHTHHHEE CTaHQapTH.

OEDIHAYEHHE CORHNOMHETD Crenens QfaIHAYEHME |1 HAHMEHOBAHNE
MEHLYHAPOIHOMN CTAHAADTS COOTASTCTEHA COOTEETCTEYRILLIETY HAUNOHENEHOMD CTEHLE T
MK B22E4-1 IoT [OCT P M3K 62264-1-2010 «Murerpauws crucram
ynpaaneHua npegnpaaTear. Yacre 1. Mogane W tep-
MHHONOAA %
MCOMSK 154081 IOT MOCT P MCOMSK 15408-1-2012 «Mudhopreaue-
OHHAR TEXHONOrMA. Matogel v cpegoTea ohecne<eHnA
DeaomacHoCTr, KprTepry ouassr DRIONBCHOSTA MH-
hopMaUMoHHE TEXRHoNOmMA. “acte 1. Beepsowe w»
ofwar Moganes
Mpuumasadne — B HacToAWSaR TABMMUE HENONE30BAHD CRESYHILAE YENDBHOE OB0IHAYEHNE CTENSHA Co-
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¥OK 004.056.5 QKC 25.040.40;
33.040.40;
35.040

FniouyeBwe cnoga. NpomMelUAEHHBIE KOMMYHHESUMOHHBLIE CETH, CETH W CUCTEME, IAWHLLEHHOCTE, knbephe-
IOMNACHOCTE, MUSNOHAPOBAHHAA JAWWTA, YAIBWMOCTH, DUCKK, YIP0aL, KOHTPMEpE, Nporparma GesonacHo-
CTH, NONWTHES SE30NACHOCTA, 30HE BE30NACHOCTH, TPAETR, YPOBHW GEICNACHOCTH, MHIHEHHEA LWKN YypoB-
HA BEIDNACHOCTH, MOgENA
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