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FOCT P 59453.3—2025

Mpeancnoeue

1 PASPABOTAH ®epepanbHoi cnyxboih nNo  TeXHUYECKOMY W 3KCMOPTHOMY  KOHTPOIMH
(®CT3K Poccum), WNHcTuTyTOM cCKCTEMHOro nporpaMmMmupoBaHna um. B.[1. VeaHHukoBa Poccuiickon
akagemun Hayk (MCIM PAH), OfwectBoM € orpaHW4eHHON oTBeTcTBEHHOCTbIO «PycBUTex-AcTtpa»
(OO0 «PycbUTex-AcTpa»), ®PegepanbHbiM aBTOHOMHbLIM yypexaeHueM «locyaapcTBEHHbIA Hay4YHO-UCCne-
[0BaTeNbCKUIA UCMbITATENbHBIA MHCTUTYT NpobrnemM TEXHWYECKOW 3alluThl MHhopMmaumm ®enepanbHOM CRyx-
Dbl N0 TEXHUYECKOMY U 3KCMOPTHOMY KOHTpono» (DAY «THNUU MT3N ®CTIK Poccuuy»)

2 BHECEH TexHnuyeckum KoMuTeTOM no cTaHgaptu3auum TK 362 «3awmnTa nHchopmaymm»

3 YTBEPXIOEH W BBEOEH B OEWCTBWE Mpukasom deaepanbHOro areHTCTBa no TEXHUYECKOMY
perynupoBaHuio U Mmetponorum ot 10 mapta 2025 . Ne 111-ct

4 BBEJEH BINEPBLIE

lNpasuna npumeHeHUss HacmosAweao cmaHdapma ycmaHoeneHbl 8 cmambse 26 @edepanbHoz0 3aKoHa
om 29 uwoHa 2015 a. Ne 162-®3 «O cmaxHdapmu3sayuu 8 Pocculickoli ®edepauyuuy. MHgopmalus o6 u3-
MEHEeHUSX K HacmosileMy cmaHodapmy nybrnukyemcs 6 exe200HOM (M0 cOCMOSHUK Ha 1 aHeaps mekyuie2o
200a) uHghopMayUOHHOM ykazamene «HayuoHansHsle cmaHdapmel», a oghuyuansHbil mekem uamMeHeHul
U MOAPagoK — 8 eXeMeCsYHOM UHGOPMaUyUOHHOM ykalamene «HayuoHanbHbie cmaHOapmebl». B cny4yae
nepecMompa (3amMeHbl) UTu OMMeHbl Hacmosuwe2o cmaHdapma coomeemcemeyroujee ysedomieHue bydem
onybnukosaHo 8 bnuxaluwieM 8biycKe eXeMecaYHo20 UHQOPMayUOHHO20 ykaszamesns «HayuoHanbHble
cmaHOapmsi». Coomsemcemaeyiouiasl UHGhopMayus, yeedoMIeHUE U MEeKCMbl Pa3MeLalomcs makxe 8 UH-
ghopmauuoHHOU cucmeme 0bLeao nonk308aHuUs — Ha oguuuansHoMm calime @edepanbHo20 azeHmcemesa rno
MEexXHUYECKOMY pe2ynuposaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaauuuy», 2025

HacTtodawwmin ctaHgapT He MOXET ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpOMU3BEJEH, TUPaXXMNpOBaH U pac-
NMPOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3peleHunsa G)e,qepaanoro dreHTCTBa no TeXHN4eckKo-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

Peanusauus nonuTUK ynpaerneHus AOCTYNOM, Kak NpaBumo, SBNSETCH OOHOW U3 OCHOBHLIX (DYHKUMWNA,
BbINOMHAEMbIX CpPefcTBaMK 3awWwuTbl MHopMauuu. Paspabotka v onucaHme Ans 3Toro hopManbHbBIX MO-
Jenei ynpasneHns SOCTYrnoM no3sonset obecneqnTs JOBEpUE K TakMM CPeAacTBam 3alivTbl MHOpMaLuu,
YMEHBLWTb YMUCIO HEAOCTATKOB MPW UX MPOEKTUPOBaHWUN (MOAEnUpoBaHMuK, paspaboTtke). [Mpu aTom onuca-
HUS hopManbHbIX MOZENEN yrnpaBreHns AOCTYNOM AOMKHbI COOTBETCTBOBATL KPUTEPUAM, YCTAHOBMEHHBLIM
FOCT P 59453.1—2021, n bbITb BepuULMpoBaHbl cornacHo pekomeHgauuam MOCT P 59453.2—2021.

BmecTe ¢ Tem paspaboTka hopmanbHbIX Mogenei ynpaeneHua 4OCTYNOM B DONbLUMHCTBE CrydYaee sie-
NAETCH KOMMMEKCHBIM MHOTO3TanHbIM MNPOLECccoM, OT KAYeCTBa BbIMOMHEHWA KOTOPOro 3aBUCUT BO3MOKHOCTL
OEeMOHCTpaLMM COOTBETCTBUSI MX OMWCAHWIA MOAEeNMpyeMbIM CPeacTBam 3alnTel MHdopmauun n obecneve-
HUS YBEPEHHOCTM B KOPPEKTHOCTU peanu3aLmnm 3TUMKU CpeacTBamMmK NOMUTUK yNpaBneHus 4OCTYNoM.

B cBA3K ¢ 3TMM HACTOSALWMIA CTaHOapT yCTaHaBNMBaeT pekoMeHgauum no paspaboTtke v onnucaHvio dop-
MarnbHbIX MOZenei ynpasneHus JOCTYNOM.
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

3awwuTa nHcdopmauum
®OPMANbLHAA MOAENL YNPABNEHWUA OOCTYNOM
Yacte 3
PekomeHgauum no paspaboTke

Information protection. Formal access control model.
Part 3. Recommendations on development

Oarta eBegeHna — 2025—03—31

1 O6bnacTtb NnpumMeHeHUA

HacToswwmi cTangapT ycTaHaenuBaeT pekoMeHaaunm no paspaboTke u onMcaHuio popManbHbLIX Moae-
nei ynpaeneHust 4OCTYNOM, HAa OCHOBE KOTOpbIX paspabaTbiBaloTcs cpeacTBa 3allumThbl MHdopmauumu, peanu-
3yloLMe MONUTUKK YNPaBNeHUs OOCTYMNOM.

HacToalWui cTaHgapT npegHasHadyeH Ansa paspaboTYyMKOB CPedcTB 3aluuThl MHopMaLMK, peannayio-
LMX MOMUTKMKA YNpaBneHusa JOCTYNOM, a Takke ANsi OPraHoB Mo cepTUdUKaLUm U UcnbiTaTenbHblx naboparto-
pWiA MPKU NPOBeAeHNM CepTUUKaLMN CPEACTB 3alMThl MH(IOPMaUUK, peanunayolnx NomMTUKA YIpaBneHus
LOCTYMOM.

2 HopmaTuBHbIe CCbINKU

B HacToAwWweM cTaHOapTe UCNoMb30BaHbl HOPMAaTUBHbLIE CChISIKK Ha cnefylolue cTaH4apThl:

FOCT P 59453.1 3awwuTa nHpopmauuu. PopMmansHas Mogens ynpaeneHusa goctynom. Yacts 1. Obwume
NOMNOXeHNs

FOCT P 59453.2 3awuTa nHdopmauum. dopmaneHaa Modens ynpaeneHus goctynom. Yacte 2. Peko-
MeHZauuu no sepuurkaumm opmMansHON Mogenu ynpasneHusa JOCTYNom

MpumedyaHue — [pu NONB30BAHUM HACTOALLMM CTAHAAPTOM LIENeco0bpa3Ho NPoBepuTs AEWCTBUE CChINoY-
HbIX CTAHOAPTOB B MHAIOPMALMOHHOW cucTeMe OBLUEro nonb3oBaHusa — Ha oduumansHoM canTte GenepansHoro areHT-
CTBAa MO TEXHUYECKOMY PerynupoBaHWio U METPOMNOriv B ceTh MIHTEpHET UNW MO eXXeroqHoMy UHHOPMaLMOHHOMY yKa3a-
Ten «HauuoHanbHble cTaHOapTbI», KOTOPbIA ONyBNUKoBaH Mo COCTOAHUIO Ha 1 AHBaps TEKYLLEro roga, W rno BbifMyckam
EXEMECAYHOIO MH(OPMAaLMOHHOTO yKkasaTens «HaunoHanbHble CTaHOapThi» 3a TekyLimii rog. Ecnin 3ameHeH CCbinouHbIiN
CTAHAAPT, Ha KOTOPbLIM AaHa HeaAaTMPOBaHHAS CCbINKa, TO PEKOMEHAYETCH UCMONb30BaTh AEWCTBYIOLLYIO BEPCUIO 3TOMO
CTaHOapTa C YY4ETOM BCEX BHECEHHBIX B JaHHYK BEPCUID M3MEHEHWI. Ecnu 3aMeHeH CCbiNoYHbIA CTaHOapT, Ha KOTOPLIN
[aHa JAaTMpOBaHHAas CCbINKa, TO PEKOMEHOYETCH UCNONb30BaTh BEPCUIO 3TOM0 CTAHAAPTA C YKa3aHHbIM BbILLE rOA0M yT-
BepxaeHus (NpuHaTva). Ecnu nocne yTBepOEHWA HACTOALLEro CTaHOapTa B CChIMOYHBIA CTAHAAPT, HA KOTOpLIA AaHa
[aTWPOBAHHARA CChINKa, BHECEHO W3MEHEHWE, 3aTpar1BatLLee NONoXeHUe, Ha KOTOPOE AaHa CChIMNKa, TO 3TO MOMOXeHWe
peKoMeHAyeTCs NPUMEHATL B3 y4eTa AaHHOMo M3MeHeHWs. Ecni cobINOYHbIA CTaHAapT OTMeHeH 6e3 3amMeHbl, To nono-
KEHWE, B KOTOPOM [aHa CChIMNKa Ha HEro, PEKOMEHAYETCH NPUMEHSATE B YACTU, HE 3aTParMBaloLLell 3Ty CCbIMKY.

MapaHune ochbuumnansHoe
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3 TepMUHbLI 1 onpeaeneHus

B HacTosiwem CTaHOapTe npuMeHeHbl cneywune TepMrHbl C COOTBETCTBYHLWLUMIK onpedeneHnamMmu:
31

abcTpakTHbIM aBToMaT: ManoxeHHasa popMansHO MOAernbs AUCKPETHOTO YCTPOMCTBA, OMUCHIBAEMOro
BXOOHbIM N BbIXOOHbLIM andaBuTamu, MHOXECTBOM COCTOSIHUWA, (hyHKUMEN NepexonoB U3 COCTOAHUA B CO-
CTOSAHWUA N PYHKUMEN BbIXOOOB.

MpumevyaHue — MpuonucaHny popManbHbiX MOAENEN YNpaBNeHUs OCTYNOM, Kak NpaBuno, NPUMEHSHOTCS
abcTpakTHble asToMarsl 6e3 Beixoga. B matemMaruke B Ka4ecTBe Takux aBTOMATOB ONpedensaTca abeTpakTHele agToma-
Thbl, ONMUCAHKWE KOTOPLIX HE BKIIOYAET BLIXOAHOM andaBuT U (YHKLMIO BbIXOOOB.

[FOCT P 59453.1—2021, nyHkT 3.1]

3.2

Beputpukauna popmanbHOW MoAenu ynpaBreHWA poctynom: [loaTeBep:xaeHWe nocpedcTBOM
npefacTaeneHns 06beKTUBHbLIX CBMOETENbLCTB HEMPOTHBOPEYMBOCTU (hOpPManbHOW MOOENA ynpaBneHus Oo-
CTYMNOM W BbINOMHEHWS 3a4aHHbLIX B €8 paMKax ycriosuin 6e3onacHoCTU.

[FTOCT P 59453.2—2021, nyHkT 3.1]

3.3 nepapxmueckoe npeacraBreHue chopmansbHOW MoAenu ynpaeneHus goctynom: MNpeacraene-
Hue hopMansHOWM MoZenu ynpaeneHus OOCTYNOM, MpU KOTOPOM ee onucaHue pazbuBaeTcs Ha HEeCKOMbKO
Cnoee (YpOBHEN), rae Kax bl NocneaywLluid crnoi Hacneayert, a npyu Heo6XoOMMOCTU KOPPeKTUPYeT Wiu A0-
MONHAET 3NeMEeHTEI MPeabIaYLLEro cros.

3.4

MHdOpPMaLMOHHbIA NoTok: [peobpa3oBaHue uHbopmMaunm B 06bekTe unu cybbekTe gocTyna, 3aBu-
csiwiee oT nHopmauum B o6bekTe unu cybbekTe focTyna, peanuayemoe cybbektoM(amu) goctyna.

MpumeyvyaHne — QOBLEKT UNK cyDBLEKT 4OCTYNA, B KOTOPOM NPU Co3aaHu MHOpMaLMOHHOIo NOToKa npeob-
pasyeTcs MHhOpMaLMA, Kak NPaBUno, HasblBakT NPUEMHUKOM UH(OPMALMOHHOTO NOTOKA, 06LEKT Unu cybbeKT OOCTY-
na, oT uHdopmaLn B KOTOPOM 3aBUCUT 3TO NpeobpasoBaHue, — MCTOYHUKOM UHOPMAaLWMOHHOTO NOToKAa, CybbekT(bl)
Joctyna, peanuayiowmi MHPOPMaLMOHHBIA MNOTOK, — UHMUMAToOpOM(amMmn) MHOPMALIMOHHOTO NOTOKAa.

[FOCT P 59453.1—2021, nyHKT 3.2]

35

MH(OPMALUOHHLIN NOTOK MO NaMATU: MHDOPMAaLUMOHHLIA MOTOK, OCHOBAHHLIA Ha UCMOMb3OBaHMWK
namsiTi, B KOTOPYI peanuaylolnii ero cyobLekT(bl) 4ocTyna 3anuckiBaeT UM OTKyaa CYUTLIBAET MHAop-
Maunio.

MpumevaHune — [amaTe, MCNoMb3yemMan ANsa co3gaHns MHMOPMALIMOHHOTO NOTOKA NO NaMATH, MOXKET SAB-
nateca 0bbeKkToM AocTyna (HanpyvMmep, Korda Takow naMaTblo ABnseTca hain) unm He SBnATeCA 00beKTOM gocTyna
(HanpuMep, KOrga Takon NaMATEI0 ABMNAETCA CErMeHT CTeka npoLuecca onepaunoHHon cucTemsl). [Mpur 3TOM MCTOYHMKOM
WM MPUEMHUKOM TAKOFO MH(POPMAaLMOHHOMO MOTOKA MOTYT ABNATLCA 06bEKThl MW CcyBbekTbl AocTyna.

[FTOCT P 59453.1 — 2021, nyHkT 3.3]

3.6 MHOPMALMOHHLIA NMOTOK NO BpeMeHU: MHDOPMaLMOHHLIA NOTOK, NpWU peanusauuu KoToporo
nepegarWnin cybLekT gocTyna MogynvpyeT nepefaraemMoin MHopMauven HeKOTOPLIN U3MEHAKLLVACA BO
BpEMEHU MpoLecc, a cybLekT AocTyna, NPUHUMALLKA MHOoPMaLWID, ee AeMogyNUpyeT, NpyU 3TOM akTop
BpeMeHN SBMSETCS CYLLECTBEHHbIM.

3.7

CKPbITLIN KaHan: MHopMaLUMOHHLIN NMOTOK, KOTOPLIN MOXET GbiTb NPUMEHEH 4Ms HapyLeHWs NOMMTHUK
ynpaeneHus OCTYNOM.
[FTOCT P 59453.1—2021, nyHkT 3.12]

3.8 COKpalweHHan CI)DpMa.ﬂI:HaH Mogerb ynpasneHunsa goctynom: CDODMEH'IL*:H«‘EIQ MoLernb ynpaene-
HWA OOCTYNOM, nony4eHHasd 13 ,c;pyroPI cbopmaanoﬂ Moenu nytem nnbo MCnonb30BaHWsA TOMbKO YacTu ee
onncaHuA, nnb6o 3adaHuAa B 3TOM ONMUCaHM O0NONHUTENbHBIX OFpaHH‘-{eHMﬁ.
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3.9

cdopmanbHaa mogenb (ynpaBneHua goctynom): MatemaTtuyeckoe unu popmanunioBaHHoe (Malluu-
HOYMTaeMOe, NPUrogHOE ANs aBToMaTM3npoBaHHOM 06paboTku) onvcaHme cpeacTsa 3auThl MHopMaL MK
1 KOMMOHEHTOB cpefbl ero PYHKLMOHWPOBaHWA, NPegocTaBneHue OCTYNOB MeXAy KOTOPbIMU pernaMeHTu-
pyeTcst NONUTUKaMK YNpaeneHusi 4OCTYNOM, peanv3yemMbiMy 3TUM CPELCTBOM 3alluTbl MHOPMAaLMA.
[ApantupoeaHo ua FOCT P 59453.1—2021, nyHkT 3.21]

4 O6wuMe NonoxeHnnA

4.1 PexomeHpaLMy HacTosAWero ctaHgapTta no paspaboTtke hopManbHOW MOAENU yNpaBneHnsa OOCTY-
MoM, Ha OCHOBE KOTOpOW pa3pabaTtbiBaeTcs CPeAcTBO 3aLnThl MHOPMaUUW, peanusytolee NoNUTUKN yrnpas-
neHWsa OOCTYNOM, HanpaeneHsl Ha obecnevyeHne COOTBETCTBUSA onvWcaHusa hopMansHONn Mogenu KpUTepusiMm,
ycTaHoBneHHeiM FTOCT P 59453.1.

4.2 PekomeHOywTCcs criegyloline atansl paspaboTkM v onvcaHus popManbHOW MOAENW ynpaBneHus
OOCTYMNOM:

- onpegerneHve rpaHyL MoAenMpoBaHnA CpeacTBa 3allMThl MH(OpMaLnuy;

- onpefeneHve BUOOB MOMUTKK yNpaeneHns 4oCTyNnoM, paccMaTpuBaemslx Npu MogenupoBaHuu U pea-
nnayemblx CPeacTBOM 3aluUTbl MHhopMaLUnu;

- BbIGOp TEXHOMNOrWiA, MHCTPYMEHTanNbHbLIX CPeACTB (Mpy HeOBX0OMMOCTK) 1 NPAKTUYECKMX MPUEMOB pas-
paboTkn dhopmaneHOW MoZenu;

- onMcaHue chopmManbHON Mogenu;

- OMUCaHWe W 00Ka3aTenbCTBO BbIMNOMHEHUNA ycnoBuin 6e3onacHocTH, B TOM YWcne npu Bepudukalmm
hopmarnsHon MoOenu.

4.3 Ha atane onpegeneHus rpaHuLl, ModennpoBaHWa cpeacTea 3aluuThl UHdopMauny, peanuayowero
NOMIMTUKN ynpaBneHus OOCTYNOM, pekoMeHayeTcs 3aMKCupoBaTb UCMONb3yeMble MpU 3TOM OrpaHuveHus,
OONYLLEHUS UMK UCKINKYEHUA, NPU 3TOM NOKa3aTh UX BAUSHWE HA CHMXEHWEe CNOXHOCTK onucaHua gopmMarns-
HOW mMogenu npu obecnedYeHnn ero COOTBETCTBMS MOAENUPYEMOMY CPeAcTBY 3allMTbl MHopMauun. B Tom
4yucne cnegyet 3aduUKCcUpoBaTh:

- HasHadyeHue opManbHON Modenu ANS CyLWecTBYLWEero Uin NpoeKkTUpyeMoro cpeacTsa 3almnTbl UH-
dopmaumn, Hanu4Me N1 oTCYTCTBUE BO3MOXHOCTM BHECEHUS U3BMEHEHWI B CPeacTBO 3aLLnThl MHhopMauuu
cornacHo paspabatkiBaeMoil hopMansHON Mogenu.

MpumedvyaHune — PaspaboTka opmancHOM Mogenu AnA NPOeKTUPYEMOro CpedcTBa 3awuTbl MHGOpMaunn
W Takoro CPeacTBa, B pexumbl yHKLMOHMPOBAHWA KOTOPOrO MOMYT BHOCUTLCA M3MEHEHWs, npedocTaenseT Gonblue
BO3MOXHOCTEN AN MOAENMPOBaHMs, Tak kak nogpasyMeBaeT nNpyu 3TOM MeHbLUe OrpaHWYeHuid, HaknaablBaeMblx He Noa-
nexaliMu U3MeHEHNIO pexrMami (yHKLMOHUPOBaHUS 3Toro cpeacTsa. BmecTe ¢ TeM MogenupoBaHue CyLLEeCTBYIOLLEro
CpeAcTBa 3allMThl MHdopMaLMK NO3BONAET NONYy4YUTL Borblue AaHHbIX 06 0COBEHHOCTAX ero OYHKLUMOHUPOBaHUA U, KakK
crnegcTeue, 6onee TOYHO OTPa3UTL UX B (hbopMasibHON Modenu;

- NONNTUKKN ynpaeneHnda JOCTYNOoM, peanun3yemMble CPeOCTBOM 3alUUThbl MHpopMaLnn 1 pernamMmeHTUpyr-
wne npegoctaeneHne JOoCTynoes Mmexay BCeMWU KOMMNOHEHTaMK Cpebl beHKU,VIOHVIDOBaH]/Iﬂ cpencTtea 3alluThbl
MHpOPMaLMK UK TOMNBbKO WX NMOLMHOXECTBOM.

n punMedyaHune — MOﬂEHHpOBaHMB cpencTea 3allnThl MHC*)OpMaU,MM, peann3yrLulero nonuTMkKK ynpasneHua go-
CTynom, pernaMmeHTUpyrLline npegoctaeneHle JOCTYNOB Mexay BCeMW KOMMNOHEHTaMu cpedbl ero beHKLI,VIOHMpDBaHVIH,
ABNAETCA, Kak npaBuno, Bonee cnoxHeiM. BmecTe ¢ TeM oHO noasonseT 6onee TOYHO OTpa3nTk B ONUCaHUK q‘JOpMaJ‘IbHOFI
Moaenn pexnmbl beHKLI,VIOHMpOBaHVIFl Takoro cpeacTea, HanpumMmep B 4acTtu ycnosmﬁ BO3HUKHOBEHWA MHdDOpMaLI,MDHHbIX
NOTOKOB;

- cyllecTBeHHble 0coGeHHOCTU cpelbl (DYHKUMOHMPOBaHWA CpeacTBa 3alMTel MHopMauun (Hanudme
CeTeBOr MHMPaCTPYKTYpbl, MPUMEHEeHMe TEXHOMOIMA BUPTyanu3aumMm unu gpyrine ocobeHHoCTH), y4nThiBae-
Mble Npu paspaboTke bopManbHON MOZENn.

MpumMmeyaHue — YyeT Bcex ocobeHHOCTeN cpefbl (hyHKLMOHUPOBaHUA CPEACTRA 3alUMThl MH(OPMaLMKU MOXET
3HAYUTENBHO 3aTPYAHWTE MOOENMPOBaHMWE, NMPU 3TOM HE OKa3aB CYLLECTBEHHOMO BNUSHWUSA HA 06ecneYeHe COOTBETCTBUSA
onucaHua hopmMansHOM Mogeny aToMy cpeacTasy. Hampumep, mogenvpoBaHue yrnpasneHvs 4OCTYNOM B OnepauyvoHHON
cucteme 6e3 ABHOIO y4eTa ee BO3MOXHOMO MCMOMb30BaHUS B CETEBOM MHDPACTPYKTYDE MOXET He OKasaTb HEraTMBHOIO
BINWSIHUSI HA CBOMCTBA pa3paboTaHHo hopManbHOM MOLEMNW, MPU 3TOM CYLLECTBEHHO YNPOCTUTL €€ ONUcaHue.
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4.4 lNpw onpegeneHnn paccMmaTpuBaeMblX NPy MOAENUPOBAHUN BWOOB peannayeMblix CPeacTBoOM 3alluum-
Tbl MHOPMaUWK NOMUTUK yNpaBneHuss AOCTYNoM pPeKoMeHOYyeTCs MCNoMb3oBaTh MOMUTUKKW, onpefeneHHble
B NOCT P 59453.1 (NONUTUKA OUCKPELMOHHOTO YNpaBneHWs AOCTYNOM, MaHOaTHOro KOHTPOMs LenocTHO-
CTWU, MaHOATHOrO ynpaeneHusi OCTYNOM W POMNEROro ynpaeneHus 4ocTynomM). HeobocHoBaHHOE pacluMpeHne
cocTaBa paccMaTpuBaeMblX BUOOB MOMWTUK yNpaBneHWsl JOCTYNOM MOXET CKalaTbCsa Ha CMNOXHOCTM Moge-
NMpoBaHua, (OpPMYyNMpPOBaHUS U OOKasaTenbCTBa BbIMOMHEeHWs yCcroBuin 6e30nacHOCTU, B TOM YMCre Npw
Bepudukaunm dopmaneHon mogenn. CokpalleHWe cocTaBa paccMaTpUBaemMbiX NPy MooenpoBaHui BUAOB
NOMWUTUK YNpaerneHns 4OCTYNoM LienecoobpasHo OCYLEeCTBNATL 3@ CHET BO3MOXHOCTM BbIPaXeHMs MONUTUK
ogHWX BWAOB MOMUTUKAMW OPYTMX BUAOB.

MpumeyaHue — TpagWUWOHHAA ANSA ONEPALMOHHBLIX CUCTEM MONWMTMKA AUCKPELMOHHOTO YNpPaBneHns OOCTy-
nom npu paspaboTke opMansHoi MoAeny YacTo MOXET BbiTh BbipaKeHa MOMUTUKOW POTNIEBOrO YNpaBneHUs OCTYMNOM.
Mpy 3TOM C UCMOMNBb3YEMBLIMM B ONEPALMOHHON CUCTEME YHETHLIMU 3aMUCAMK NMONb30BaTENENX, rPyNNamMy YYETHLIX 3anucei
nonb3oBaTenei U ¢ NPUBUMErMAMU MOTYT BbITb CONOCTaBNEHbI OAHOUMEHHBIE PONU.

4.5 PekomeHzaLumm no BbIOOPY TEXHOMOIMIA, MIHCTPYMEHTasNbHbIX CPeACTB M MPakTUYeCKUX NpUeMoB pas-
paboTku hopManbHOM Mogenu ynpaeneHys JOCTYNOM NpuBedeHbl B pasgene 5.

4.6 PekxomMeHOaunu no onucaHuw opmManbHON MOAENW, B TOM YMCNe COCTOSAHMIA U NpaBun nepexoga
MEKAY COCTOSHUAMM MCMOoNb3yeMoro Ana mogenupoeaHns cornacHo MOCT P 59453.1 abetpakTHoro asToma-
Ta, NpUBEAEHbI B pasgene 6.

4.7 PekomeHOaUMuM Mo ONMCaHUKD U A0Ka3aTenbCTBY BbIMNOMHEHWA yCcnoBuiA Be3onacHocTu, B TOM YKUC-
ne npu BepuduKauum popmanbHOW MOAENW ynpaBneHus 4oCcTynoM, Npu AeMOHCTpaL M B3aMMOCBA3M 3TUX
ycrioeui 6e30nacHOCTH C pexXnmamy (yHKUMOHMPOBaHUSA CpeacTBa 3allMThl MHOPMaLMK NprBedeHsl B pas-
pene 7.

5 PekomeHayeMble TEXHONOMMU U NpakTUYecKue npuemMbl paspaboTku
cdhopmanbHOM Mogenu ynpaBrneHus 4OCTYNom

5.1 na onucaHusa copManbHOM MOLEnu yrnpaeneHUs OOCTYNOM peKkoMeHAyeTCca MCMonb3oBaTbh Ma-
TeMaTU4eCKUA U Kak MUHUMYM OOWMH 13 hOpMariM30BaHHbIX (MaWwWHOYUTaeMbIX) A3bIKOB. ITO 00yCnoBeHo
TEM, YTO MPUMEHeHWe MaTeMaTUyeckoro onucaHwus opmanbHOW MoJenu Bcerfa AOMycKaeT MNOMHYH, He-
3aBUCUMMY OT paspaboTymka, NpOBEpKYy KOPPEKTHOCTW 3TOr0 ONucaHWs 3afaHHbIX B (hopmansHoOn mofe-
nu ycnoeuiA 6e3onacHoCTK, a TakKe BCEX BbIMOMHEHHbIX B MOAENW A0KA3aTenbCTB (MpyM 3TOM COrMacHo
FOCT P 59453.2 npu Bepucukaumm doopmansHOW Mogenu Ansa 31oro notpebyeTtcs nepeBoq ee matemaru-
4ecKoro onucaHus B hopMann3oBaHHOe onucaHue C NpeacTaBneHuemM CBMAETEeNbLCTB WX COrNTacoBaHHOCTHN).
VMcnonb3oeaHue opmanuM3oBaHHOro OMMcaHwusl NO3BONSeT ¢ NPUMEHEHWeM WMHCTPYMEHTanbHbIX CPeacTB,
peanusylLwmx gopmanbHble MeToabl, NogaepXusatllne BbiOpaHHbIA A3bIK 3TOMO ONMCaHWUA, OCYLLECTBUTb
aBTOMaTUYecKky Bepudukauui dopMansHON MOAENW, A0Ka3aTeNLCTBO ee HENPOTUBOPEYMBOCTHU.

MpumevyaHune —lpuonucaHnm hopmanbHOR MOAENN HA MaTEMaTMHECKOM A3blke 40KA3aTENbCTBO (MCNOMbay-
emble Ans 3TOro NOrM4eckMe paccyKO4eHUs) ee HeNMpPOTMBOPEYMBOCTK (B TOM YMCIe BbINOMHEHWUS YCNOBKIA Be3onacHoCTK)
NPUBOAMTCA HEMOCPEACTBEHHO B 3TOM OMUCAHUM, YTO NPEAOCTaBNAET BO3MOXHOCTE OOLEKTUBHOMO aHann3a KOppeKkTHO-
CTWU [OKAa3aTenbCcTBa NoBbIM CneuranicToM, 3HaKOMBIM € A3bIKOM MaTeMaTuki. Mpu ucnons3oeaHuK hopmManmM3oBaHHOMo
s3blka (Hanpumep, Alloy, B, Event-B, TLA+) aBTomaTu4eckn ¢ NpUMeHeHNeM UHCTPYMEHTAarbHbIX CPEACTB, Kak NpaBuno,
NPOLLE BbIABNAKTCA HETOMHOCTM ONUcaHna hopmMansHOW Mogenu. BMecTe ¢ TEM 3Ha4MTENbHasa YacTb NOrMKWM aBTomaT-
YeCcKoro AoKasaTenbCTBa HeMpOTUBOPEYUBOCTU hopManbHOW MOAENM peanvayeTca HeNoCPeaCTBEHHO B MHCTPYMEHTarmb-
HbIX cpeAcTBax, 06beKTMBHasA NPOBEpPKa KOPPEKTHOCTH pesynkTaToB paboThbl KOTOPLIX MOXET BbITh 3aTpyaHeHa.

5.2 Mpu BbIBOpE UHCTPYMEHTAaNbHLIX cpeacTs paspaboTki dopmanbHOW MoOenu ynpasneHus OocTy-
noMm uenecoobpazHo UCXOOWUTb M3 BO3MOMXKHOCTU WX MCMONb30BaHWA ONS aBTOMaTWYeckoi Bepudukauuu
Mofenu. B cBA3WM C 9TMM MHCTpPYMeHTanbHble CpeAcTBa, UCNonb3yemble ONs aBToMaTU4eckoh Bepuduka-
UMK (hopManbHON MoZenu yrnpaeneHus AOCTYNOM, AOMKHbLI YAOBNEeTBOPATL KPUTEPUSIM, YCTaHOBMEHHLIM B
FOCT P 59453.2.

5.3 Mpu paspaboTke hopmanbHOWM MOAEenW YyNpaeneHns 4OCTYNOM peKoMeHayeTcsl NpoaHannaupoeaTh
CyLLecTByLME chopMarnbHble MOAENN, B NEPBYIO o4epenb COOTBETCTBYHOLME paccMaTpMBaeMbIM Npy Mode-
NMPOBaHKWK BUOAM peanuayemblX CPeACTEOM 3aluThl MHOPMaLUK NOMUTKK ypaBneHusa 4OCTYNOM, a Takke
cpefe hyHKUMOHMPOBaAHUS cpefcTea (onepauMoHHasa cucTema, cuctema ynpaeneHua 6asamu JaHHbIX Unu
apyrue). Mo peaynbTataMm Takoro aHanuaa uenecoobpasHo BbIGpaTh 6a3oByto hopManbHy Moaenb, Ha oc-

4
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HOBE KOTOPOW MOXHO OCYLLEeCTBNAThL AanbHelwyto paspaboTky. Tawke B pe3ynbsrare NpoBeAeHHOro aHanuaa
kKpome 6a3oBoin hopmanbHON Mogenu MmoryT 6biTb 0TOGpaHbl Apyrue MoLenu, anemMeHTbl KOTOPbIX OTCYTCTBY-
toT B Ba30BOM MOAEenu, ecnu nx LenecoobpasHo BKMNKYUTL B pa3pabaTeiBaeMyo hopMarnbHy MOLENb Kak cy-
LLleCTBEHHbIE ANA MOAENUPOBaHUA CPeACcTRa 3alnThl MHopmauumu. MNpu 3ToMm crieQyeT OTMETUTE HEQOCTaTKU
0azoBoi hopManbHOM MOAEeNW, He NMO3BONAKLLME ee UCNOoMb30BaThk HENOCPEACTBEHHO AN MOAENUPOBAaHUS
cpencTea 3alMTbl MHpopMaumm (B TOM Yucre OTCYTCTBME B MOZENW OTPaKEHWS CYLLEeCTBEHHbIX CBOWCTB
CpencTBa 3alWnTbl MHOPMALKUA UK cpeabl ero (yHKLMOHMPOBAaHUS) M KOTOPble HeoBX0gMMO YCTPaHUTb B
paspabaTbiBaeMoil hopmManbHON MOAenu.

MpumeyaHune — CyLECTBEHHBIM AN MHOTUX CPEACTB 3aLLUThl MHCpOpMaLWK, peanuayrLlmx NonuTUKK ynpas-
NEeHWA OO0CTYNOM, SBAAETCA NCMNOMNb30BaHME nepapxmun ob6bekToB AocTyna (CylHoCTeN, Hanpumep daitnos 1 KaTanoros),
NPUBWUMETMPOBaHHBIX U HEMPUBMNETNMPOBAHHBIX YYETHBIX 3aMMCcein Nons3oBaTeneil, NPYBUIErMPOBaHHbLIX ¥ HEMPUBUNETN-
poBaHHbIX CyOLeKToB gocTyna. MHorme dbopmanbHble MOAENM, M3BECTHLIE Kak Kraccudeckne (Hanpumep, mogenu Bell-
LaPadula, Take-Grant, RBAC), He MogenupyT nepedmncrieHHble CBOWMCTBA CPEACTB 3alunThl MHhopMaumn i cpegsl nx
dyHKUMOHMpOBaHWA. TakKe 3TW MOAENM HE NO3BONAT MOAENUPOBAaTL MHPOPMALMOHHLIE NOTOKW (CKPBITLIE KaHarnbi) Nno
BpemeHu. BmecTe ¢ Tem cywecTtByoT hopmaneHble Mogenu (Hanpumep, cemenctea [N-monenei), B KOTOpPbIX 3TU CBOMW-
CTBa MOAENUPYIOTCA.

5.4 Ina pa3paboTku hopmarnkbHOil MOLENU YNpaBNeHUs OOCTYNOM Lenecoobpa3Ho NPpUMEHATL Ccrneay-
oL Me TEXHOMOTMM U NpaKTUYeckue npuemsbi:

- NoaTanHoe ycrnoxHeHwe popmarnbHOn MOAENM, KOTAa Ha KaxaoM 3Tane, HauuMHas ¢ BelbpaHHoOM B co-
oTBeTcTBUM € 5.3 6azoBoi hopmanbHOW MOAENKW, CBOWCTBA CPEACcTBa 3allUThl MHOPMAaLMW UNW cpeabl ero
OYHKLWOHMPOBAHNS MOAENUPYIOTCH NO YacTsaM, NPU 3TOM OCYLLECTBNAETCS ONUcaHue TeKYLLLEro NnpeacTasne-
HUSA bopManbHOW MOLENMW, OKa3aTeNbCTBO BbINOMHEHNA COOTBETCTBYOLLMX 3TOMY NPeACTaBNeHU YCNoBUiA
BesonacHocTK, a Takke Bepudukaumns dopMmansHOR Mogenu.

MpumedyaHue — GopmansHas Modenb YNpaBneHust 4OCTYNOM MOXET ObiTb JOCTATOMHO CMOXHOM, B CBA3M C
4yem OOoNyLLEeHHbIE NPU ee ONUCaHUY BO3MOXKHBIE HETOYHOCTU UMW NPOTUBOPEYUA MOTYT BbiTh BEIABMEHBI TONMBKO Ha 3aBep-
watkoLem aTtane ee pa3paboTku. [py 3TOM yCTpaHeHWe 3TUX HETOYHOCTEN UMW NPOTMBOPEYNIA MOXET NoTpeboBaTh NOMHOM
nepepaboTtku dopmansHoi Mogenu. Micnonb3oBaHWe Mo3TanHoro YCrnoxHeHWs Mofenu npu ee paspaboTke noasonseT
CBOEBPEMEHHO BbIABNATL BOMbLIMHCTBO HETOYHOCTEN MMM NPOTMBOPEYMA. DTO OCYLLECTBNSETCA B NEPBYID OYepedb 3a
cYeT [oKa3aTenbCTBa BLINOMHEHWS YCNOBMIA Ge30MacHOCTU, COOTBETCTBYIOLMX KaxaoMy aTany paspaboTku Tekyllero
npencTaBneHus qropMarnsHOW MOOEnu, a Takke BeEpUMKALMM 3TOro TEKyLUero npeactaBneHus )opmMansHO Mogenu.
Kpome Toro, kaxabiin aTan pa3paboTki thopMarnsHo MOOent MoXeT COOTBETCTBOBATL OMNMCAHUIO B 86 PAaMKaXx TOMNMbKO OT-
LEenbHOro CBOWCTBA (MMM HECKOMNbKUX CBOWCTB) CpeacTBa 3allMTel MHOpMaLUmMM Unu cpedsl ero PyHKLMOHUPOBaHUS, YTO
TaKKe ynpoLlaeT MoaenMpoBaHue;

- 0bbeanHeHWe HecKoMnbKUX hopmanbHbIX MOAenen ynpaeneHvwss AOCTYNOM Ha OCHOBe BbibpaHHOW B
cooTBeTcTBMM C 5.3 Ba30BOM hopManbHOM MOLENW C YHETOM BMWSHWA CBOWCTB KaXXAOW M3 MOAENen Ha Bbl-
NonHeHWe B pe3ynsTUpyrLlen hopmanbHOn Mogenu ycnoeuin 6e3onacHocT.

MpuMmedyaHue — 3aUMCTBOBaHWE 3NEMEHTOB HECKOMLKMX (hOpMaribHbIX MOAENEN ynpaBneHnsa 4OCTYNOM Mo-
JKET OKa3aTbcs HeobxoaMMbIM ANA MOAENVPOBaHWA CPeACTBa 3aLlUMThl MHAOPMaLWK, PEanU3YIOLLETD HECKOMNBKO MOMUTHUK
ynpaeneHus JOCTYNOM WM COCTOSALLENo M3 HECKOMbKUX CUCTEM (HanpuMep, onepauuoHHas cucTema W cucTema ynpas-
nexHus 6asaMmu OaHHbIX), CAMOCTOATENBHO PEanuUayoWwmnX Takue nonuTUKA. MNpu aToM HeoBXoaMMO YYUTLIBATH CBOMCTBA
Kaxadoih M3 mopeneli (COOTBETCTBYIOLUMX MM MONMUTMK yNpaBneHus OOCTYNOM), B MPOTUBHOM Chyyae MOXET OKa3aTbCs
HEBO3MOXHbIM JOKA3aTENbCTBO BLINONHEHUA B PE3YNBETUPYIOLLEA MOLAENK YCMOBUIA 6E30MacHOCTU U, Kak cneacTBue, co-
OTBETCTBYHOLIME HEOOCTATKU (YS3BMMOCTI) MOTYT GbITh MPUCYLLY MOAENUPYEMOMY CPEACTRY 3aLUUThI UHpopMaLuK.

lNpumep — [lpu modenuposaHuu MaHGamMHO20 yrnpaeneHus oCMyrnoM C NPUMeHeHUeM 3/1IeMeHmMoe Mo-
deneli ponegozo ynpaeneHuss docmynoMm HasHayaeMble posnsM npaea docmyna k o6bekmam docmyna mMoaym
6bIMb UCMONb308aHbl OnA co3daHusa Hapylwarowux mpebogaHus NONUMUKU MaHOamHoz20 ynpaeneHus docmy-
nom uHghopMayUOHHbLIX MOMOKO8 (CKPbIMbIX KaHanos) no epemMeHu om o6bekmos docmyna ¢ 60/1bWUM ypos-
HeM KoHbudeHyUansHocmu k o6beKkmam docmyna ¢ MeHbUWUM YpoeHeM KoHpudeHyuansHocmu. Ansa npedom-
epaueHusi 03MOKHOCIMU 603HUKHOBEHUSI MaKUX CKPLIMbLIX KaHan0e Moxem 6bImb UCnoibL3068aHO Ha3HaYeHue
ponaM ypoeHel KOH(hudeHUuansHOCMU U npedocmaessieHue ux cybbekmam docmyna e ka4ecmee mekyujux (e
MoM Yucrie 803MOXHOCMU U3MeHeHUs1 uMu npae docmyna poneii) MonebKo e cayyae, ko20a ypoeeHs docmyna
coomeemcmeyrolezo cybbexkma docmyna He HUXe ypoeHs KOHbudeHuanLHoCmMu coomeaeemcmeyroieil ponu;

- pa3paboTka vepapxudecKkoro npeactaBneHust hopmanbHOM MOLENU ynpaBneHus 4OCTYNOM, COCTO-
SIlero 13 crnoee (YpoBHEW), MPWU 3TOM KaXAblA HWXHWA CNOW 3TOro npencraeneHus opManbHOA MOZenu
BKIHOYAET ONMCAHWE ee 3MEMEHTOB, HE 3aBUCALLNX OT 3MEMEHTOB, NpuHagnexalmMx 6onee BbICOKOMY CIOHO,
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KOTOprPI, B CBOKO o4epedb, Hacnenyert, a npu HEOGXD,D,MMOCTM KOPPEeKTNpyeT unn JONONHAET SNIEMEHTbI HUXK-
HEro cnos.

MpumeyaHue — Mcnonb3oBaHWe MEPAPXMYECKOTO NpeacTaBneHusa opManbHOW MOAENMW yNpaeneHws Oo-
CTYMOM CYLLECTBEHHO yrnpoLlaeT ee pa3paboTky, ocobeHHo B criyyae, korga MoAenupyemMoe CpeacTBo 3alluThl MHAOop-
Mauun peanuayeT HeCKOMNbKO MONWTUK YNpaBneHns 4OCTYNOM UIKM OHO COCTOWT U3 HECKOMBKUX CUCTEM (Hanpumep, one-
paunoHHas cucTeMa W cucTema ynpaeneHus 0azamu gaHHbix). Toraa ¢ KaooW MonuWTUKOW ynpaBneHua OOCTYNOM Wik
KaXK4oW CUCTEMOW MOXET BbiTb CONOCTaBNEH OTAENbLHBLIA CNOK (MNKW OTAEMNbHbIE CIOKW) MepapXMYECKoro nNpeacTaeneHns
thopmansHon mogenu. [Npun aTom goka3aTenbCTBO BbINOMHEHWA ycnoBui BesonacHocT v Bepudmkauma opmansHon
Mogenu MoryT BbiTb OCYLLECTBMNEHBI NOCMNEA0BaTeENLHO, No cnosM. Beibop nocnenoBaTenbHOCTU CNOEB MpW ONUCaHUA
thopmansHOW MOOENnn B ee MepapxmyeckoM NpeacTaBneHun MoxeT ObiTb OCYLLECTBMEH UCXOAA W3 HEeNOCpeaCcTBEHHON
TEXHWYECKOW peanu3aumnn MOOenmpyemMoro cpeacTea 3alnTbl MHopMaumm (Hanpumep, Cnoin, COOTBETCTBYIOLLMIA onepa-
LIMOHHOM cucteme, ByoeT HUXKe Cnos, COOTBETCTBYHLLEro cUcTeMe ynpasneHus 6azamm gaHHbIX);

- pa3paboTka Ha ocHOBe BbibpaHHOW B cOoTBeTCTBUM C 5.3 HazoBon hopmanbHON Mogenu ynpasneHus
OOCTYNOM COKpallleHHOW (peayumMpoBaHHOW) hopMarbHON MOOENN, BKITHOYAKLEN NOOMHOXECTBO SM1EMEHTOB
BasoBon hopmanbHoW Mogenu nubo cogepxalwen orpaHmyeHuns, obecnevmBatolme BO3MOXKHOCTL NMpUMeHe-
HUA MHCTPYMEHTAaMNbHbLIX CPEACTB aBTOMaTUYECKOW BepudUKaLNM MOOENN.

MpumeyvyaHue — PaspaboTka cokpalleHHou (pedyumnpoBaHHow) hopMarbHOM MO4eny ynpasneHusa JoCTynom
MoXeT notpeboBaTbcA, Korga 6a3zoBas opmManbHas MOAenNb BKHOYAET HEKOTOPLIE 3NEMEHTbI, U3ObITOMHbLIE AN Onu-
caHWs MoAenvpyemMoro cpeacTea 3awmnTsl uHdopMauun. Kpome Toro, ato MoxeT notpeboBaTtbesd, Koraa us-3a bonbuiei
CNOXHOCTW 3aTpydHeHa Bepudukauus 6asoBon cdopmanbHoOW Mofenu (Hanpumep, 1M3-3a npobnembl «koMBuHaToOpHOIO
B3pbiBa» MOXET CTaTb HEBO3MOXHOW Bepudmkauma HazoBor dpopmarnbHOM MoOenu no MeTogy NpoBEpPKUM Mogenen —
maodel checking). B Tom uncne gns npUMeHeHUst MHCTPYMEHTarnbHbIX CpeacTB aBTOMATUYECKOM BEpUdMKaLIMM N0 METOLY
NMPOBEPKM MOZENen MOXET ObITe OrpaHUYeH COCTaB AMeMEHTOB HA4YanbHOMO COCTOSIHWUSA, ONMCLIBAEMOTO B paMkax op-
MansHoW Moaeny abcTpakTHOrO aBToMaTa;

- paapaGOTKa OTAENbHbIX CbOpMBJ'IbHI::EX Mogernen Ons KOMNOHEHTOB cpeacTtea 3allnThbl VIHCDODMBLI,VIVI C
obocHoBaHueM OTCYTCTBUA BINMUAHUA KaXXO0ro KOMMNOHEHTa Ha peann3aunio NONnUTUK BGe3onacHoCTU APYyruMu
KOMMOHEHTaMW.

MpumMmeyaHne — B crnyyae MogenupoBaHus CPEACTBA 3aLUUThl MHAOPMAaUMK, (YHKLUOHWPYIOLLEro B CETEBOIA
WHDpaCcTPYKTYpe WM peanuayoLero noruTUKA YNpaBneHust JOCTYMNOM, AN KOTOPbIX, Kak NpaBumo, He CYLLECTBEHHbI WH-
thopMaUMOHHbEIE MOTOKW (HANpUMeEp, NOMUTUKY AUCKPELIMOHHOTO YNpaBneHus JOCTYNOM), Ans KOMMOHEHTOB TaKoro cped-
cTBa (Hanpumep, hyHKLMOHUPYHOLLKX Ha CepBepe Unu Ha paBoyeit CTaHLKMK) NPU HANMUKMK Y HUX CYLLLECTBEHHbBIX OTIIMYUIA
MoryT 6biTh pazpaboraHbl oTaensHbIe hopManbHbBIE MOAENMW YNPABMNEHNUs SOCTYTIOM.

6 PekomeHgauum no onucaHuo hopmManbHOU Moaenun yrnpaBneHusa AOoCTynom

6.1 HenocpedcTBeHHOE OnWcaHue opmarnsHON MOAENW yrnpaerneHus AOCTYNOM peKkoMeHAyeTcs Ha-
YMHaTb C COCTOAHWIA abCcTpakTHOrC aBTOMATa, KOTOPble AOIMKHBI BKNOYaThk 3NEeMEeHThl, NepevyuciieHHble B
FOCT P 59453.1. lNpw aToM cnenyeT y4UThIBATE Cnegyollee:

- BO MHOXECTBO y4YeTHbIX 3anucel nonb3oBaTtenei LenecoobpasHo BKMKYWUTb HE TOMbKO SMEMEHTHI,
KOTOPLIM COOTBETCTBYIOT ABHO Pearnv3oBaHHble B MOLENUPYEMOM CPEeACTBE 3allMThl MHOPMaUUK yYeTHble
3anvcuK nornb3oBaTenel, HO TakKe COOTBETCTBYHOLLME YYETHbIM 3anMcaM CUCTEMHbIX Nonb3oBaTenei (nces-
pononb3oBatenei). Ecnu B MmogenupyeMom cpefcTBe OTCYTCTBYIOT SBHO peanu3oBaHHbIe YYeTHble 3anuncu
nonb3oBaTenei, pekoMeHOyeTCs BKIIOYUTb B 3TO MHOXECTBO NMBO He MeHee OOHOro aneMeHTa Ang y4eTHOW
3anucuK CUCTEMHOrO None3oBaTens (Mceegonons3oBarens), MMbo aneMeHTsl ANA yYeTHbIX 3anucen, cCooTBeT-
CTBYIOLLMX Hanbonee BNM3KUM MO Ha3HaAYeHWIO KOMMOHEHTAM CpencTBa 3aluTel MHdOpMauun (HanpumMep,
npv peanu3aumn B HEM MONUTUKM POMNEBOrO YrpaBneHusa JOCTYNOM AN HeKOTOpbIX poner MoryT BbiTh 3aga-
Hbl COOTBETCTBYOLLME UM SMIEMEHTbl MHOXECTBA YYETHbIX 3anucen nonb3oBaTenei).

MpumeyaHue — Mcnonb3oBaHUE YYETHBIX 3aNUCEH, COOTBETCTBYIOLMX CUCTEMHBIM NMONb30BaTENAM (NCeBno-
nonbL3oBaTenamM, OT UMEHK KOTOPLIX, HANPUMED, YHKLUMOHUPYIOT HEKOTOPbIE NPOLECCH SApa ONepaLuoHHON CUCTEMBI),
MOXET No3BonuTL BGonee TOYHO CMOAENUPOBATL PEXUMbI PYHKLUMOHUPOBAHWA CpeACcTBa 3awuTel MHGopMaumn. Kpome
TOro, MpU peanu3auuM B CUCTEMaXxX ynpaeneHua Gaszamu OaHHbIX (Hanpumep, B cUCTeMe ynpaeneHus 6asamMu JaHHbIX
PostgreSQL) nonutukiv poneBoro ynpaeneHus AOCTYNOM YYeTHLIE 3anucy Nonb3oBaTeneil MoryT He 3aJaBaTtecs BOOBLUE.
BMeCTo HMX CMOMb3YHTCH POnu (HasbiBaeMble MHOTAA PONsSMKU BXoAa), C NOMYyYEHUA KOTOPbLIX HauYnHaeTes ceaHc paboTsl
B Takow cucteme. C 3TUMK ponsam nNpu onvcasuy dopMansHoi Mogeny MoryT BblTb CONOCTaBNEHbI OA4HOMMEHHbIE 3re-
MEHTLI MHOXECTBa Y4YETHBIX 3anucei nons3oBarene;

6
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- ANeMeHTbl MHOXeCTBa Cy6'b8KTOB A0CTyna, Kak npasuio, CTaBATCA B COOTBETCTBUE KaKOOMY Cy6beK-
Ty 4OCTyna cpelbl beHKLI,MOHMpOBaHVIH cpencTtea 3allnThbl VIHd)OpMaLI,VIM.

MpumeyaHue — B HeKOTOpLIX CyYasax Ans YNpoLLeHUs onucaHua hopMarnbHON MOOENW HECKONBKUM CyDbek-
Tam JOCTYNa MOXET CTaBUTLCA B COOTBETCTBUE OLMH 3MEMEHT MHOXECTBa cyGBbEKTOB AOCTYNa, HANPUMEp Koraa B 04HOM
ceaHce OT MMEHW OfHOW YYETHOW 3anvcuK nonb3oBaTens qyHKLVMOHWPYT 0bnagawLme oauHakoBsIMK NpaBaMu gocTyna
cyObekTbl gocTyna (Npouecchl);

- aNeMeHTbl MHOXecTBa 0ObEeKTOB 00CTyna, Kak npaBuno, CTaBATCA B COOTBETCTBUE KaXKOOMY OG‘bE‘KTy
O0CTyna cpedbl q‘JyHKLI,I/IOHMDOBaHVIH cpeAcTBa 3alunThl MHOpMaUMU. Ha 3ToM MHOXecTBe 3a4aeTcd CooT-
BETCTBYHOLLEE UCMOMNb3yEMOMY B MOAENMUPYEMOM CPENCTBE 3allUTbl MHPOPMaLMK OTHOLUEHWE Nepapxuu.

MpumeyaHue — lNpy MOOENMPOBAHWM CPEACTB 3alUTbl MHOPMAaLIMK, TaKUX Kak onepauvoHHBIE CUCTEMBI
UMM CUCTEMBI YNpaBneHus 6a3amMy OaHHbBIX, KOTOpbIE MOTYT BKIHOHATL MUMMMOHBI OBBLEKTOB AoCTyna, MoXeT noTtpebo-
BaTbCH COKpALLEHWE YnCna 3NEMEHTOB MHOXeCTBa 0bbekToR goctyna. B crnyyae cuctembl ynpaeneHns 6azamu gaHHbIX
Takoe MOZENUPOBaHWe MOXET BbiTb OCYLLEeCTBNeHO, Hanpumep, 0o tabnuy 6a3sbl gaHHbIX. [1pu aToM npaea goctyna m
JocTynbl CyDBLEKTOR AOCTYNa K 3anucam Tabnuy, MoryT ObiTe CMOAENMPOBaHLI Kak Npaea AocTyna M AOCTYNbl K CaMUM
Tabnvuam (HanpuMep, gocTyn cybbekTa 4OCTyNa Ha 3anuck K 3anuck Tabnuubl MOXeT NpyY MOAENMPOBaHUN ONUCLIBATLCA
Kak QOCTyM Ha 3anunchk K 3Tol Tabnuue uenukom). OTHOLIEHNE epapXin Ha MHOXECTBE 0OBLEKTOB JOCTYMNAa ONMCLIBAETCA
B COOTBETCTBUM C TEM, KaK 3TO OTHOLUEHWE pEeann3oBaHo B MOAENVPYEMOM CpEeACTBE 3awuTbl UHpopmauwu. Hanpu-
mMep, NpY MoAEenvpoBaHWK OMEepaUMOHHbIX CUCTEM cemelcTBa Linux oTHOWeEeHWe Mepapxuy AOMPKHO NO3BOMATE OMWCHI-
BaTb «KecTkne» ccbinku (hard link), korga HEKOTOPbLIWM COOTBETCTBYIOWMIA dpainy obbekT gocTyna (06bekT) MOXET O4HO-
BPEMEHHO HenocpeACTBEHHO MOOYMHATLCH B MEepapXuu HecKonbkuM oObekTaM 4OCTyna, COOTBETCTBYHLIMM KaTanoram
(koHTEWMHEpaM);

- NpKY onMcaHnM MHOXEeCTBa peanun3dyeMblX OOCTYNOB CyﬁbeKTOB K obbekTam gocTtyna uenecooﬁpaaHo
y4yuTbiBaTb, YTO OnNA GonblMHCTBA MoLernupyemMblxX CpencTs 3allUThbl MHCbOpMaLI,MM 1 peanudyembiXx MMu no-
JINTUK ynpaeneHus 4OoCTynomM AOCTaTO4YHO UCMOJIb30BaTh TONbKO ABa BUAa A0CTyna: Ha YTeHUe WU Ha 3anncb;

- Npy onvMcaHK MHOXeCTBa peanudyemMbiX rnpap octyna CyGBEKTOB K obbekTam unu cyﬁbemam 4o-
CTyna cnegyet y4uTbiBaTb BO3IMOXHOE MHOTOOGDESME cnocoboe 3afaHua Taknx npae B CcpeacTBax 3allUThbl
I/IHCDOpMaLI,VII/I. Peanmsyel\nble npaea goctyna Moryrt ObITb Kak YHUBEpPCaNnbHbIMKW ONA BCeEX Cyﬁ'l::EKTOB nnu
obbekToB 00CTyna, Tak U 3aBUCALUMMKW OT KOHKPETHOro 3K3eMnnAapa CYGBEKTE unu obbekTa gocryna. 3tn
npaea JOCTyna MOryT 3ajaBaTtbCA HenocpencTtBeHHO Uik AnA 31oro Moryt MCnonb30BaTbCA rpynnbl, ponu,
THUNbI, anME}yTb[ nnu gpyrue cnocobbl. I'Ipm MoOennpoBaH cpegcTea 3allnThl I/IHCbOpMaLWII/E, COCTOALLEero n3
HECKONBKNX CNCTEM (Hanpw Mep, onepaunoHHaa cuctema u cucrtemMa ynpasleHUA Baszammn ,El,aHHbI)(), CaMOCTO-
ATENBHO peann3yrwnx NoNMTUKK ynpaeneHnda AOCTYNOM, peKOMeHOYEeTCA 3a4aTb OTHOLWEHWE COOTBETCTBUA
MeXay npaBamMu OOCTyNna, NCNosfib3yeMbiMU B KaXXJoW U3 CUCTEM.

MpumeyaHune — Peanuayemsie B ONepauMOHHBIX CUCTEMAX Mpaea goctyna cybbeKToB gocTyna K obbekTam
unu cybbektam goctyna B OONLLUMHCTBE Cry4Yaer Npu MOAENMpOBaHUA MOXHO paccMaTpuBaTh Kak YyHUBepcanbHble (Ha-
npumep, Npaea OOCTyMNa Ha YTeHWe, 3anuch, BLIMONHEHWe, BnageHne). BmecTe ¢ Tem B cucTemMax ynpaeneHusa bazamm
OaHHbIX Ha3blBAeMbIe MPUBMIIENMAMM Npasa 4OCTyNa 4acTo CYLWEeCTBEHHO 3aBUCAT OT HAa3Ha4YeHUHA KOHKPETHLIX OBbeKTOB
JocTtyna (Hanpumep, B cuctemax ynpaeneHus 6azamu ganHbix PostgreSQL k Tabnuvuam MOXEeT HasHadaTbes LUMPOKUIA
cnektp npueunernin: SELECT, INSERT, UPDATE, DELETE, TRUNCATE v gpyrue, a K hyHKUMAM — TOMbKO NpUBKUNErns
EXECUTE), 4yTo HeoBXoOMMO y4nTbIBaTEL NPU MOAennpoBaHu. Kpome Toro, B TaKux cucteMax MoxeT notpeboBatbca 3a-
naHuve achdekTUBHLIX Npae AocTyna (MpuBMneruid), Koraa, Hanpumep, npaea goCTyna HasHa4alTCs He HEMOCPEACTBEHHO
ponwv, a Apyroi ponu, y KOTOpOW Nepeasi ponb MMEEeT NPaBo UX HACNenoBaTh (AN 9TOr0 MOXET WCMONb30BaTLCH MPUBK-
nerns INHERIT), yto Takke MOXeT CyLLECTBEHHO 3aTpPyaHWTL ModenvpoBaHue. K cybbektaM gocTyna, Kak npaeuno, Bo
MHOXECTBO pearnuvayeMbix Mpae AOCTyna AOCTAaTOMHO BKMKOYaTh TOMBKO MPaBo 4OCTyNa BrageHusa, KOTOpoe, Hanpumep,
MOET COOTBETCTBOBATL CUTYyaLMM B ONEpaLUOHHBIX CUCTEMAX, Koraa K cybbekTy (npoueccy) Apyrol cydbekT (npouecc)
MMEET NPUBUIMETNIO OTNaaKW. 3afaHe OTHOLIEHWA COOTBETCTBMA MEXAy NpaBaMu LOCTyNa, peanM3yemMeiMu B CUCTEMAX,
13 KOTOPLIX MOXET COCTOATL CPEACTBO 3alLMThI MHhopMmauumy, yoobHo Ana MoOAeNUpPoBaHUA MHOPMALMOHHBIX NOTOKOB,
BO3HMKAIOLWMX MexXay cybbekTamu n obbekTammu goctyna 3Tux cucTem (0CcoBeHHO NPy ONUCaHUKU eOWHBIX ANA MoAEenupy-
€eMOro CpefcTBa 3allMThl MHhopMaLMK NpaBun Nepexona U3 COCTOSIHUIA B COCTOAHWUS abcTpakTHoro asTomara).

TMpumep — MMpu mModenupoearuu cpedcmea 3aujumsl UHGhoOpMaluU, cocmosu,e20 U3 cucmemsl ynpaesie-
Hus 6a3zamMu OaHHBLIX U onepayuoHHOLl cucmeMbl, OmMHOoWeHUe coomeemcmeusi Mexdy HeKomophLIMU fpasamu
docmyna (npusuneausamu), UCNoONL3yeMbIMU 6 nepeoll cucmeme, U npasamu docmyna, ucnosib3yeMbIMU 80 8 Mo-
pol cucmeme, Moxem b6b1mb 3adaHo crnedyrow,um obpazom:

SELECT (npueunezus nony4ams cmMpoku U3 mabnuysl) — read, (npaso docmyna Ha YmeHue);

INSERT (npueunezus dobaensme cmpoku € mabnuuy) — write, (npaeo docmyna Ha 3anuce);

EXECUTE (npusuneaus esinonHums (yHkyuro) — execute, (npaso docmyna Ha 6bINofHeHue);
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UPDATE (npusuneaus usmeHsme cmpoku 8 mabnuue) — read, (npaeo docmyna Ha YmeHue), write, (npaso
docmyna Ha 3anuck);

- Npu onMcaHnn MHOXecCTBa VIHCbOpMaLI,VIOHHbIX NMOTOKOB LI,EHECOOGDBSHO BKIMHOYNTE B HETO Mchopma—
LIMOHHbIE MOTOKW Mo namaTtu. BkniodveHue B Hero MHqDOpMaLI,VIOHHbIX MOTOKOB NO BpeMeHW peKoMeHOYeTCA
npu mMogenvposaHnn cpenctea 3allUUTbI MHCDOpMaLIVII/I, peanu3ayrwuwlero noJiIMTUKY MaHgaTHOro ynpaBneHuA
OOCTynom.

MpumMmedvyaHne — BcpencTeax 3awuTtel MHOOPMALWMKY, PEANU3YIOLLUX MaHAATHOE YpaBneHue JOCTYNOM, Hapy-
LUeHWEM yCroBUi Be30nacHOCTY ABMSETCA CO3AaHNe MH(OPMAaLMOHHOTO NMOTOKA (CKPBITOro kaHana) oT o6bekTa JocTyna K
Apyromy o6beKTy 4OCTYNa, Nepekiii U3 KOTopbix 0bnanaeT HecpaBHUMBIM UK Bonee BbICOKMM YPOBHEM KOH(UOEHUMA Mb-
HOCTW, YeM Yy BTOporo obbekTa gocTtyna. Takum MHGOPMALMOHHBIM NOTOKOM MOXKeT BbiTb NOTOK Mo Bpemeru. Mpu aTom
ANs CPefcTB 3allMTbl MHOPMAaLUWK, peanusyrWwmMx NoMUTHKA OWCKPELIMOHHOTO, PONEBOro YNpaeneHuss OOCTYNOM Wiu
MaHOATHOrO KOHTPOMS LEMNOCTHOCTH, MHCHOPMALMOHHBIE NOTOKW MO BPEMEHM, KaK NMPaBumio, He MoryT BbiTe UCMONb30BaHGI
AnNs HApYLUEHUA YCNOBUMA GE30MacHOCTH, NO3TOMY UX HeLenecoobpasHo ONUCLIBATE NPU MOAENUPOBAHUM TaKUX CPEACTE;

- Npu paspaboTke popmanbHON Mogeny ynpaeneHnst JOCTYNOM YCOBUSA BHYTPEHHEW U B3aUMHOM Kop-
PEKTHOCTW (COrMacoBaHHOCTM) NCMOSb3YeMbIX 4115 ONMCaHWs COCTOAHMIA abCcTpakTHOrO aBToMara MHOXECTB,
hyHKLMIA (OTHOLWEHW) LenecoobpasHo SABHO hOPMYNMpPOBaTh, OCHOBLIBASCh HA NOMMKe NMPUMEHEHMS 3TUX
yHKUWIA 1 OTHOLLEHWIA, MCXOAS U3 HeobxogmmocTu obecneveHnsa Ux COOTBETCTBUS KOMMNOHEHTaM, CBOACTBAM
MOAEeNVpPyeMoro CpeacTBa 3alnThl MHpOpMaL MM U peanudyeMblX UM MONUTKMK yNpaBneHus goctynom. [Ans
COKpaLleHNsa Yynucna HETOYHOCTEN WK NPOTUBOPEYMIA, OOMyLLEeHHbIX Npu paspaboTke dopmanbHON Mogenu,
NPOBEPKY BbIMOMHEHWS 3TUX YCNOBUIN PEKOMEHAYETCA OCYLLeCTBNATL cpa3sy npu nosiBlieHWM TakoW BO3MOX-
HOCTK, B TOM 4MCrie Nocre Kawgoro atana paspaboTkum dpopmanbHOl mogenu (ecnv B COOTBETCTBMKM C 5.4
BbIMOMHAETCA NO3TarnHoe yCnoxHeHue opmarnbHOW MOAENW) UMK MOCIe ONUCaHUs KaxX4oro crnosi npeacras-
neHus bopmansHOM Mogenu (ecnu B cOOTBETCTBUKM € 5.4 paspabaTbiBaeTca nepapxuyeckoe npeacraeneHme
copmaneHon mogenu). Kpome TOro, 3TM yCrNoOBUSA peKOMeHOyeTcAa WCMonb3oBaTh Npu hopmanvM3oBaHHOM
onMcaHuK M aBTOMaTnyeckon Bepudurkaumm doopmMmanbHOn Mogenu.

lMpumep — Ycnoeus eHympeHHell U e3auMHOl KOppeKmHocmu (coanacoeaHHocmu) MHoXxecme, ghyHKUUL
(omHoweHruil), ucrnonkb3yeMbix Ons onucaHus cocmosaHull abcmpakmHo20 agmomMama:

- 8 uepapxuu o6bekmos docmyna (cywHocmeli) MonbLKO AsnArUWUecs o6bekmamu docmyna KoHmelHepb!
mMoz2ym codepxamb dpyzue 06bekmbi docmyna;

- cy6bekmbi docmyna Mo2ym umeme Opye2 K Opyay moJibKo npaeo docmyna enadeHusi;

- ecnu yyemmHoll 3anucu nosib3oeamertss paspeuieHa Hekomopas posib, mo 3moil y4emHol 3anucu fnoJsb-
30eamens pa3peuleHbl 8ce poJiu, Mod4YuHeHHbIe nepeoll posu (usHavyansHO paspelieHHol) e uepapxuu posned;

- @ uepapxuu obbekmoe docmyna (cywHocmetl) o6bekmbl docmyna, Haxo0sujuecs ebllie 8 uepapxuu,
uUMerom ypoeeHk UesloCmHOCMU He HUXe ypoeHel yenocmHocmu o6kekmoe docmyna, Haxodauluxcs HUXe 8
uepapxuu;

- ypoeeHkb docmyna cybrekma docmyna He npeeocxodum ypoeHs docmyna yyemHoll 3anucu nosk3oea-
mensi, om UMeHU KOomopol OH (hyHKYUOHUpyem.

6.2 B pamkax cpopmManbHO MOAenu ynpasneHvus OoCTyNoM peKkoMeHAyeTcs onucaTb npaBuna nepe-
XO[a U3 COCTOSIHUIA B COCTOAHWUA abcTpakTHOro agTomata (napameTpbl Ka4oro Npaeuna, ycnoBua U pesayrnb-
TaTbl €ro NpUMEHEeHKs ), NO3BONAKLKE MOAUDULMPOBaTL (CO3aaBaTh, yaansaTh, M3MEHATb 3HaYeHWe Unu na-
pameTpbl) 3NEMEHTLl 3TUX COCTOAHWIA, 3@ UCKMOYEeHWEM CMny4yaes, Koraa COOTBETCTBYILUNE W3MEHEHUS He
npeaycMoTpeHbl pexmnMamMiu (yHKUMOHMPOBaHWA MOAENMPYeMoro cpeacTea 3allWTel MHopMauun. Mpu aTom
»enartenbHo, YTo6LI C KawdoW HenocpeACTBEHHO CBA3aHHOW C peanvsauuei NMonuTuK ynpaereHus OOoCTy-
NoM PyHKUMER (CUCTEMHBLIM BbI30BOM, XpPaHUMOW npouegypoi, cobelTueM Wnv Opyroe) cpefcTea 3alliuThbl
UHbopMaLmMK BbINo CONOCTABNEHO NpaBuno(a) nepexoda ua COCTOAHWIA B COCTOSIHUA aBCTpakTHOro aBToMaTa
(Mpu aToM gonyckaeTcs, YTobbl OAHOMY MpaBUIy COOTBETCTBOBANO HECKOMNbKO OYHKUMIA). 3TK NpaBuna pe-
KOMEeHOYETCA BKIOUYUTL B MEPBYH TPynny npasun (de-ope npasun). Bo BTopyw rpynny npasun (ge-cakto
npaBun) peKoMeHOyeTcsa BKMYMTL NpaBuna, He COOTBETCTRYIOLLME KakuM-NMOo iyHKUMSIM cpefcTBa 3allu-
Tbl MHbOpPMaLUMK, a Ucnonb3yembie Ans ONMCaHWA W A0Ka3aTenbCTBa BbINOMHeHUs YCnoBuii 6e3onacHoCTy.
B Tom uucne Bo BTOpy rpynny npasun MoryT GObiTb BKMOYEHbI Npasuna, npegHasHaqdeHHble Ons cosgaHus
WHOPMALMOHHBIX NMOTOKOB UMW MONYYeHWUS 3a CHET UCMONb30BaHMA 3TUX UHOPMAaLIMOHHbIX NOTOKOB CyGbek-
Tamu JOCTyna ynpaeneHus Apyrumun cybbekTamu goctyna. Takke AN Kax4oro npasuna B ero napamerpax,
YCINOBUSIX U pe3ynbTaTax NpUMeHeHUsa crneayeT ykasbieate cybbekTa(oB) 4oCTyna, KOTOPbIA MOXET SABNSATLCS
WHWLMAaTOPOM BbINOMHEHUS 3TOro Npasuna.

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 12 /20
CTpanuua ookymeHTa - https://GostExpert.ru/gost/gost-59453.3-2025



https://gostexpert.ru?utm_source=pdf&utm_medium=69913
https://gostexpert.ru/gost/gost-59453.3-2025?utm_source=pdf&utm_medium=69913&utm_term=page

FOCT P 59453.3—2025

MpumeyaHue — CyllecTBYOT CpeacTBa 3alluTbl MHDOpMaUMK (HanpyuMep, BCTpaMBaemble OonepauluoHHble
CUCTEMbI), B KOTOPbLIX ABHO MOMYT HE PEanu30BLIBATLCA YYETHLIE 3aMUCK Nonb3osatenei. [pu MogenmMpoBaHUKM Takux
CPEeAcTB He MMEeT CMbICNA ONUCLIBATE NpPaBUNa Nepexoaa U3 COCTOAHWIA B COCTOSHWA abeTpakTHoOro agToMaTta, nos3go-
naLwmue aaMUHUCTPUPOBAaTE YYETHEIE 3anncK Nons3oBaTenei (co3naeaTk, U3MEHATE MX NapameTphl, yaanaTe). MNopagok
COmMocTaBneHns yHKUWIA cpeacTea 3aluTel HopMaUun U NpaBun Nepexoaa W3 COCTOAHWIA B COCTOSAHUS aGCTpakTHOro
aBTOMaTa 3aBMCWT OT CBOWCTB 3TOrc cpedcTBa, yaobcTBa npyv MOOENUPOBAHMKM M MPUMEHSEMbIX ANA 3TOr0 TEXHOMOMMIA
(HanpMmep, ¢ CUCTEMHOMHBIM BbIZ0BOM B OMepaUMOHHbIX CUCTEMAaX, OCYLLECTBNSALMM CO3aaHne Unm oTKpbiTUe dhaiina,
MOxeT ObITb CONOCTaBMNeHo ABa NpaBuna: Ansa co3naHus obbekTa gocTyna 1 ons nonyyYyeHus JocTyna k o6bekTy gocTyna;
HaobopoT, 04HO NPaBMNO co3aaHus 0BbeKTa J4OCTYNa MOXET ONUCHIBATE HECKOMBKO CMCTEMHbBIX BbI3OBOB A8 CO34aHWA
halinoB, KaTanoroB, COKETOB UNW ApYyrux cywHocTer). Ecnu cocTae 1 onucaHve ge-ope npaBun, Kak npaBunio, CUNsHo
3aBMCAT OT MOOENUPYEMOro cpeacTea 3aluTbl MHGOPMAaLWMK, TO COCTaB M onucaHne ae-hakTo NpaBun OOCTATOMHO YHU-
BepcanbHbl (B Ka4ecTBe MX NpuMepa npu paspaboTke opmansHoi Mogenu yao6Ho Menonb3oBaTh Ae-hakTo npaBuna U3
paclmpeHHon mogenu Take-Grant unm cemeiictea AN-mogenei). AsHoe 3agaHue B KaxaoMm Ae-tope 1 ge-akTo npasune
nepexoda U3 COCTOAHWIA B COCTOAHMA abeTpakTHOro asTomara cybbekTa(oB) 4ocTyna, Kak MHWLMAaTopa ero BeINOnNHeHUs,
COOTBETCTBYET TOMY, YTO TOMBKO CyBBLEKTEI 4OCTyna (HanpumMep, NPOLECCHl), Kak akTUBHbIE KOMMOHEHTLI cpeab! (hyHKLK-
OHWPOBaHWUS CPeACTBa 3alUMThl MHopMALMW, MOTYT MHULIMVMPOBATL BbINOMHEHWE Kaknx-nvbo dyHKUWIA 3TOro cpeacTea.

6.3 Mpw onrucaHMm B cooTBETCTBUM € 6.1 1 6.2 COCTOSHWIA U NpaBuUN Nepexoaa U3 COCTOSHUIA B COCTO-
AHWS abcTpakTHOro aBToOMara crepyeT yuuTbiBaTb NepcrnekTUBbl JanbHerwero hopMynnupoBaHns YyCNoBui
©e3onacHOCTN, MaTeMaTUYeckoro unu chopmaneHore (Npy Bepudurkauum dJopMansHoOi Mogenu ynpasneHus
AOCTYMNOM C NMPUMEHEHWEM WHCTPYMEeHTamnbHbIX CpedcTB) AOKa3aTenbCTBa WX BbINOMHEHUSA COMMAacHO peko-
MEeH4auusiM, M3NoXKEeHHbIM B pasgene 7. [1ns aToro npy Hanv4nm BO3MOXHOCTMW NpaBuria nepexoga ua cocto-
AHWIA B COCTOSHMA abCcTpakTHOro aBToMaTta, B KOTOpble TOMbKO A0DaBNSATCA HOBbIE 3NIeMeHThl COCTOSAHWN,
cnegyeT ONUChbIBaTh OTAENBHO OT NPaBuil, B KOTOPbLIX 3TV 3NeMeHThl yaanawTes. B ycnosuax u pesyneratax
NpPMMeHEeHUs NpaBwun NepBoW rpynnbl (4e-tope NpaBuI), ONMcaHHbIX cornacHo 6.2, uenecoobpasHo n3beratb
MCNonb30BaHWs MHOPMAaLMOHHBIX MOTOKOB MW ynpasneHus ogHuMK cybbektamu gocTtyna ApyruMu cybbek-
Tamu goctyna. HaoBopor, B pesynsratax NpyMMeHeHWs Npasun BTOPON rpynnel (Ae-dakTo npaBun) He crieaqyet
BHOCUTb M3MEHEHUS B SNMEMEHTbI ONMMCAHUSA COCTOAHUIA aBCTPaKTHOrO aBTomMaTa, KOTOpble HENOCPEACTBEHHO
peanusylTcs B cpeacTse 3awuTbl MHopmMaumun. Ecnu B cootBeTcTBMK € 5.4 paspabaTbiBaeTcs nepapxuye-
ckoe npegcTasneHne doopManbHON MOLENM, TO MCMOMb3YEMbIE MPU ONUCAHWW YCIOBUIA U pe3yneTaToB Npume-
HEHUWS NpaBUN 3NEMEHTLI COCTOSHWIA peKoOMeHAyeTCcsa TakKe pacnpenensTh Mo CNosM, KOTOPbIM 3TV 3NeMEHThI
COOTBETCTBYHKT. TakkKe peKoMeHOyeTcs onpeAennTb orpaHuYeHust U ocobeHHoCcTH dhopManbHbIX METOA0B U
peanusyoLnX WX MHCTPYMeHTanbHbIX CPedcTB, KoTopble Heobxogumo yyecTb Npu paspaboTke hopmankHOM
MOZENM ynpasneHns 4OCTYNOM W KOTOPbIE MOTYT NOBMMATE Ha YCNELHOCTh MCMOMb30BaHKA 3TUX CPEACTB ANA
Bepudukaummn hopmanbHon mogenu. [ina yyeTta aTux orpaHndeHunii uenecoobpa3sHo ucnonb3oBaTe paspaboT-
Ky corrmacHo 5.4 cokpalieHHoW (peayunpoBaHHOR) chopmManbHOM Mogenu (B TOM YWCne NyTeM yMeHbLIEHMWS
Yyucrna anemMeHToB ONMcaHusa CocTosHMI abcTpakTHoro asTomarta, 0ocobeHHO ero HavyanbHOro COCTOSHWSA ) UMK
oTAenbHbIX dhopManbHbBIX MoAenel AN KaX4oro KOMNoHeHTa cpeAcTBa 3auThl MHhopmMaumu.

MpumedyaHue — BO3MOXHOCTbL onMcaTb NMpaBuna nepexofa W3 COCTOAHWIA B COCTOSHWA abCTpakTHOro aB-
TomMaTa (MOHOTOHHbIE MpaBuna), B KOTOpbIe TOMbKO O0DABMAKTCA HOBLIE 3NIEMEHTHI COCTOAHWIA, OTAEMNLHO OT npaBun
(HEMOHOTOHHbBIX NPaBWUI), B KOTOPbLIX 3TV 3NEMEHTHI YAANATCA, MHOMAA YNpOoLLAaeT MaTeMaTYeckoe 40Ka3aTenbsCTBO Bhi-
nonHeHus ycnosuin 6esonacHocTk (ocobeHHo B criyyae, korga MoaenvpyemMoe CpeacTBo 3allmThl MHOpMaLIMK peanuay-
€T OUCKPELMOHHOE ynpasrneHne 4ocTynom). BonblMHCTBO MHCTPYMEHTanNBHLIX CPEACTE aBTOMATUYECKOW Bepudukaumum
no Mmetoay npoeepkn mogenen (model checking) 4yBCTBUTENbHbLI K YNCTY 3NIEMEHTOB COCTOSIHUIA OMWCLIBAEMOTrO B paMKax
dpopmManksHO Mmoaeny abcTpakTHOro aBToMara. YYecTb Takoe OrpaHUYeHne YacTo MOXKHO 3a CHET pa3paboTKu CoKpalleH-
HOW (pedyuMpoBaHHOW) hopMansHOW MoAenu Unu (Npu HanuYMmM Takon BO3MOXHOCTM) OTAENbHBIX POpManbHbLIX Moaenen
OIS Kaxaoro KOMNOHeHTa CPeACcTRa 3alluThl MHOpMaL i,

6.4 Ecnn Mogenupyemoe cpencrteso 3allUTbl VIHCbOpMaLIMVI peann3yet NonMUTUKY OUCKPeUWOHHOro
ynpaerneHna OOCTynom, TO Mnpwv paapaEOTKe cpopr\naanoﬁ MoLenu ynpasneHua OOCTYNOM OONONMHUTENBHO
peKoMeHOyeTcHd Bbl6paTb crnocob onucaHua MaTpuubl JOCTYNOB, Haunbonee COOTBETCTByI-OLLI,VIPI TOMY, KaK OHa
HenocpeacTBeHHO 3a4aeTcd B 3TOM CpeCcTBe.

MpumeyaHue — B GonbLIMHCTBE CPEOCTB 3alUThl MHOPMaLWK, PeanuayoLmxX NonuTUKY AUCKPELUOHHOro
yrnpasneHus OOCTYNOM, MaTpuLia OOCTYMNOB 3a4aeTcs HazHaYeHWeM Kaxaomy obObekTy JocTyna npaea gocTyna K Hemy
cybbekToB goctyna nubo ¢ NoOMOoLLLID Macku BUT (Hanpumep, Kak B onepauMoHHbIX cucTeMax cemeictea Linux), nubo ¢
MOMOLLLH CMUCKOB KOHTPOMA A0CTyNa (Hanpumep, Kak B onepaumoHHbIX cuctemax cemeictea Windows). NpumeHeHne
crnocoboB onuvcaHus MaTpuubl OOCTYNOB, HE CBSA3aHHbLIX C TEM, Kak OHA 3a4aeTcA B CPEACTBE 3aluuTbl MHOpMAaLMK,
MQXET, C OOHON CTOPOHBLI, 0Becne4nTs GonbLUYD HArMAAHOCTE M YOoBCTBO NPU MOOENMPOBAHWMIK (HAaNpUMeEp, NPy UCTOMb-
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30BaHWK ANs 3TOro rpadda Npas AoCTyna, Kak B Mogenu Take-Grant), ¢ Apyroi CTOPOHBI, 3TO MOXET 3aTpPYAHWTb OEMOH-
CTPauMio B3aMOCBA3W OMUCaHHLIX B (DOPMansHON Mogenu ycroeuil 6e3onacHoCcT ¢ pexumamMi (yHKUMOHWPOBaHUS
3TOro cpeacTea.

6.5 Ecnn Mogenupyemoe CpeacTtBo 3allnThbl VIHCbOpMaLI,MVI peann3yeTt NoJfIMTUKY poneBsoro ynpaerneHusd
AOCTYNOM, TO Npu paapaﬁoTKe qJOpMaJ'IbHOI:’I Mo4enu ynpaeneHna oCTynom OONONMHUTENBHO PeKOMeHOYeTCA:
- BO MHOXeCTBe DOJ'IEIFI 3afatb NOAMHOXeCTBO aAMWUHUCTPAaTUBHBIX DOJ'IEﬂ, NO3BONALWNX Dﬁﬂa,EIEI-OLLI,MM
UMW B Ka4ecTBe TeKyLnX Cy6‘b9}(TDB OocTtyna agMUHUCTPUpOBaTh poneBoe ynpasneHue O0CTYynom (COS,D,E!-
BaTb WK yOanATb posin, N3MEHATL MX UepapxXuio, 3adaBaTb npasa AocTyna pOJ'IE!?I, M3MEHATE MHOXeCTBa
poneﬁ, pa3pelleHHbIX a4 YY4eTHbIX 3anvcein rnornb3oeaTenen, n OCYLWEeCTBIATb Apyrue OelncTBus pOJ'IﬂMM).

MpumeyvyaHne — EcnvBMogenvpyeMom CpefcTee 3almThl MHhopMaLuum MMeloTCs adMUHUCTPaTUBHbIE PONH,
KoTopble NBo He MOTYT HEMOCPeACTBEHHO CO34aBaTh, YOansaTh, M3MEeHATE B npouecce yHKLUMOHWPOBAHUS 3TOro cped-
CTBa CBOW NapameTpbl (Hanpumep, ponb postgres B cucteme ynpasneHus H6aszamu gaHHbix PostgreSQL), nubo Takoe
npeanonoXeHne OMYCTUMO NpWU MOAENWPOBaHWM, TO ANA YNPOLLEHNS onvucaHus chopmansHoW MOAENN ynpaBneHus o-
cTynom (ocobeHHo NpaBumn Nepexoaa U3 COCTOSAHWIA B COCTOSHUA abCTpakTHOro aBToMara) BO MHOXECTBE porel peKoMeH-
AayeTtcs 3agaTe NOAMHOXECTBO COOTBETCTBYHOLMX (4ACTO Ha3biBaeMblX CUCTEMHBIMW) 8AMUHUCTPATUBHBIX PONen;

- 4ana ynpoweHusa onucaHuA L'bOpMaJ'IbHOI?I mogenu LI,EJ'IECOOGDBSHO n3beratb BKMOYEHUS B HEro He-
CylwleCTBEHHbIX OnNA peann3daunn norinTukKn pornesoro ynpaesneHna 4OCTYNOM nNapamMeTpoB poneﬁ (HaanMep,
UMeHa DOJ'IE!T’I), 3a UCKIHYeHWeM cryvyaeB, Korga 3T napameTpbl HeOGXOﬂ,I/IMbI anda MmogennpoBaHWsA OpPYrux
peann3yemMblX COEOCTBOM 3allNTbl MHhopMaL MK NONUTHK ynpaeneHnA OOCTYNOM.

MpumeyaHune — VMmeHa porner B BONBLUVMHCTBE CNyYaeB HecyLecTBEHHbI Npy paspaboTke dhopmansHoi Mo-
Aenv cpeacTea 3aluTel MHAOPMaUMK, peanuayolwero NonnTUKY poneBoro ynpasneHus 4ocTynoM. B 1o xe Bpems ecnu
Takoe CPeACTBO Takxe peanuayeT NonuTUKY MaHAaTHOro ynpasneHns A0CTYMNoM, TO MMEHa POrei MOryT UCNONb30BaTbCA
Ansa co3naHna MHOPMAaLIMOHHBIX MOTOKOB (CKPBITLIX KaHamnoe) no BpemeHWn. B Takom criyvae nmeHa ponen Lenecoobpas-
HO BKMOYaTh B onuncaHue paspabaTbiBaemoid hopManbHOW Moaeny;

- eCnn cpeacTeO 3alnThbl IfIHCbOpMaLlMVI COCTOUT U3 HECKOIMbKUX CUCTEM, CaMOCTOATENBHO peannayro-
LWUX NONMUTUKY PONeBOro ynpaeneHuA JOCTYNOM, TO OGbe,ﬂ,MHEHME npu MoLernpoBaHU NCNOJNb3yeMbIX B 3TUX
cuctemMax ponetﬁ B eJuHOe MHOXeCTBO, 3ajaHune 06LL|VIX Ona scex poneﬁ napameTpoB crneayet OCyLeCTBNATb
ncxooa M3 y,D,OﬁCTBa MOLEeNnupoBaHUA, yrnpouweHnsa onmcaHua cbopmaanoﬂ Modenun, a Takke obecneyeHus
BO3MOXHOCTW OEMOHCTPaUM B3aMMOCBA3U ONMNCaHHbIX B HeWn yCJ'IOBMl:’E BesonacHoCTM ¢ pexnumMmamin beHKLI,V!O-
HWpOBaHWA MOLEenupyemoro cpencrtea.

6.6 Ecnn mMmogenupyemoe cpencteo 3allnThbl Mchoprwau,vm peanunayet NoNnnUTUKY MaHOaTHOro KOHTpPOIA
LeNOCTHOCTH, TO Npw paspaGOTKe cbopmaanoﬁl Mogenu ynpaeneHnd 4oCTynom AO0MOJIHUTENbHO peKkoMeHay-
eTCH:

- ydecCTb npu 3agaHUMN MHOXEeCTB YYEeTHbIX 3anucen NpUuBUNErMpoBaHHbIX W HenpuBUNernpoBaHHbIX
nonb3oBaTenei BaXHOCTb KOPPEeKTHOro BKMK4YEeHWA B COOTBETCTBYyHUWEee MHOXeCTBO Kaxgom KOHKDE.‘THOJZ
y‘-IETHDVI 3anncu Nornb3oBaTend UCXOoOA U3 Halnu4Yna Unn OTCYTCTBUA Y HETO NOMAHOMO4YMIA MO ynpaeneHUw v
aMUHNCTPUPOBaHWUIO MOennpyemMmoro cpeancrtsea 3allnTbl MHCbOpMaLI,VIM.

M punmedyaHne — M3BbbIToMHOE BKNIOYEHWE YHETHbIX 3anvcen nonb3oBaTene BO MHOXECTBO Henpueunernpo-
BaHHbIX Y4YE€THbIX 3anuncen Nonb3oBaTener MoXeT npnBecCcT K HEBO3MOXXHOCTHN MaTeMaTn4eCcKoro (cbopmaanoro) OOoKa3a-
TENbCTBaA TOro, 4YTO B aﬁCTpaKTHOM aBTOMarte BbINONHAKTCA YCNOBUA BesonacHocTH (beHKLI,MOHMpyPOLLIMe OT UMEHW TaKMnxX
HenpmBUNermpoBaHHbIX Y4E€THbIX 3anucei nornb3oBaTenen HenpuBunermpoBsaHHbIe Cyﬁ'bEKTbI AocTyna 6y;:|,yT MMETb, Ha-
npuMep, Npaea goctyna Ui npuBuMneruu, COOTBETCTBYOLLME NPUBUNETMPOBaHHBIM YY4ETHBIM 3anncam I'IOJ'Ib3OBaTEJ'lel?1).
HaoﬁopoT, HeoBOCHOBaHHOE BKMIOYEHUE YHETHbIX 3anucen nonb3oBaTene BO MHOXECTBO NPUBUINETMPOBAHHBLIX YHETHbIX
3anucei Nonb3oBaTenen MOXeT NO3BOMUTL OOKa3aTb BbIMNONMHEHNE 3TUX ycnoswﬁ He30MacHOCTH, XOTS 3TO He 6yp,eT COOT-
BETCTBOBaTb peXumam beHKLlMDHV]pOBaHMH Mogenupyemoro cpeactea 3allnThbl I/IHCbOpMaLMM;

- 3adaTtb NpUuBUNErMpoBaHHbIM YYE€THbLIM 3anncam nonb3oBartenen m nprBUIerMpoBaHHbIM Cy6'bEKTaM
aocrtyna MakcumarnbHbIA B peleTke ypOBHBF‘I LUernoCTHOCTM ypOBeHb UefmOCTHOCTHK, a HENPUBUNErMpoBaHHbIM
YyY4E€THbIM 3anmcam nonb3oBartenen mn HEenpmMBMNerMpoBaHHbIM Cy6'bEKTE:lM AoCcTyna — YPOBHU LENnOoCTHOCTH
MeHbLUe MaKCUMalnbHOIo B peleTke ypOBHEF‘I LENOCTHOCTU YPOBHA LIEJTOCTHOCTH (B TOM YUCIe MUHUMAanbHbIN
B pellueTKe ypoaHeﬁ LUEeNnoOCTHOCTH YPOBEHb LIEJ'IOCTHOCTM);

- BKINMKOYUTE B OonNMncaHue paSpaGaTblBEEMOﬁ CbOpMEU'IbHOUI MOLEeNnn ynpasneHnda OOCTYNOM MHOXEeCTBO
VIHCbOpMaU,MOHHbIX NMOTOKOB NO NaMATK, a TakKe npegHa3Had4eHHble OA UCNONb30BaHUA TaKKUxX MHCbOpMaLI,M-
OHHbIX MOTOKOB M ONUCaHHble B 6.2 npasuna nepexoga m3 COCTOSHWA B COCTOSIHUA aGCTDaKTHO]’O aBToMaTa
BTOpOVI rpynnbl (,EI,E-CbaKTO npaamna), MOCKOJIbKY VIHCbOpMaLIMOHHbIe NOTOKKM MO NamMATU CyLeCTBEHHbI OA5A

10

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 14/ 20
CTpanuua ookymeHTa - https://GostExpert.ru/gost/gost-59453.3-2025



https://gostexpert.ru?utm_source=pdf&utm_medium=69913
https://gostexpert.ru/gost/gost-59453.3-2025?utm_source=pdf&utm_medium=69913&utm_term=page

FOCT P 59453.3—2025

onucaHusl ycrioBuii 6e3onacHoCTM Npu MOAENMPOBAHUM CPEACTB 3alUWMThl MH(OpPMaLUK, peanuayLwmux no-
AWTWUKY MaHOaTHOTO KOHTPONS LeNOCTHOCTH;

- 3agatb ANs Kaxgoro cybbekTa AOCTyNa MHOXKECTBO (PYHKLUMOHAMBHO AcCOLMUPOBAHHBIX C HUM 06b-
€KTOB JOCTyNa, YTO ABMAETCA CYLUeCTBEeHHbIM 4MF ONMCcCaHUs YCIIOBUA 6E30MacHOCTU, CBSI3AaHHBIX C HAaNu4YMem
BO3MOXHOCTUW Y OOHUX CYyBLEKTOB JocTyna (0coBeHHO HEMPUBMINErMPOBAHHbLIX) NONyYaTh ypaBneHwe Apyru-
MK cybbektamu goctyna (0co6eHHO NpUBUIErMPOBaHHBIMM).

MpumeuvaHune — B BonblMHCTBE CpeacTB 3aWNTel MHOPMAaLUKW (HanpuMep, B ONepauWoHHbIX CUCTEMAaX) y
Kapkgoro cybbekTa gocTyna ecTb XOTs Obl 04MH oyHKUMOHANBHO accoLnMpoBaHHbIA ¢ HUM 06bekT gocTtyna. Hanpumep,
0118 KaKOoro npolecca onepauyoHHOM cucTemsl (CybbekTa gocTyna) CyLecTByeT UCMonHAEeMbli dpainn (061ekT goctyna),
13 KOTOPOro 3TOT npouecc Bbin MHMUWanu3MpoeaH. Mpu aTom Takummn obbekTamu gocTyna MoryT ObiTh Takke dainel gu-
Hamuyecknx bubnuoTtek, KOHPUrypauMoHHble dannbl, CErMeHTbI ONepaTUBHOW NaMATH, 3anvcu, coaepxalme yHKUMK
Wnn TpUrrepbl cUcTem ynpaeneHus 6azamu faHHbIX, U OpYTWe;

- 3adaTb (I'IpM HeOGXOﬂMMOCTM) NoOAMHOXECTBO NpUBUNETMPOBAHHDBIX Cy6b8KTOB OocTyna, AOCTYNbl KO-
TOPbIX K obbektam OOCTyna He MOryTt ObITb MCMOMNb30BaHbI ana co3gaHunA MHCbO]JMaLI,MOHHbIX MOTOKOB MO
namMmATK OT HENMPUBUNETMPOBaHHbLIX CySBEKTOB OocTtyna K obbekTam AocTyna, prHKLI,VIOHaJ'IbHO accounmpo-
BaHHbBIM C NPUBUNETMPOBAHHBIMUA CyﬁbeKTaMM goctyna.

MpumeyaHne — B GonblWKWHCTBE CPEACTB 3alUTbI MHCDOPMAaLMKA CYLLECTBYHT 00bekThl gocTyna (Hanpumep,
COKeTbl B OMepaunoHHBIX CUCTEMAX), Yepea KOTopble MOryT OCYLUeCTBNATE 0OMEeH AaHHBIMW NPUBUNErMPOBaHHbIE W He-
npuBUNerMpoBaHHele cybbekTsl gocTyna. py atom TakMe oBBLeKTbl AOCTyNa 4YacTo MMEeT MWHWMAalbHBIA B pelleTke
YPOBHEN LIeNOCTHOCTH YPOBEHbL LUENOCTHOCTU. B peaynsTarte k HUM MOryT nony4vatb AOCTYMbl HA 3anvcb HEMpPUBUNErnpo-
BaHHble cyGbeKThl 4OCTYNA, a Ha YTEHWE — MPUBMNErMpoBaHHble cyGbekThl 4OCTyNa, KOTOPLIE, B CBOK OYEpedb, MOTYT
nony4aTte AOCTYN Ha 3anvck kK obbektam goctyna, PyHKUMOHaNBEHO accouMMpoBaHHBEIM C APYTMMU NPUBMNErMPOBaHHbI-
MK cybbekTamu goctyna. Ecnn HenocpeacTBeHHO onucaTh 310 B paspabaTbiBaeMoit hopMansHo Modenu ynpaeneHus
OOCTYNOM, TO BO3MOXHa CUTyauMs, Korga C y4acTMeM MpUBMIIErMpoBaHHbIX CyOBbeKTOB JOCTyNa BO3MOXHO CO3gaHue
WH(POPMAaLMOHHBEIX MOTOKOB MO NaMATU OT HEMPMBUIErMPOBaHHbLIX Cy6beKkToB AocTyna k obbekTam goctyna, dyHKUMo-
HanbHO accoLUMUPOBaHHLIM C NMPUBUNErMPOBaHHBIMUK cyBbekTammu gocTyna, 4To ByaeT NpuBOAMTE K HAPYLLEHWIO YCMOBWIA
6e30nacHOCTM (HanpyMMep, K NOMyYeHUo yrpasneHns HENPUBUNErMPOBaHHBIMIW CyObeKkTaMn 4ocTyna NpUBUNErMpOBaH-
HbIMK cybbexkTamu gocTtyna). [Ina npegoTepalleHvs 3T0ro B cpeAcTBax 3aliMTel MHQOPMaUWMK OOCTYMbl HA YTEHWE NMpu-
BUINErMpoBaHHbIX CyBbeKkToB JocTyna k obbektam JOCTyna, 4Yepe3 KoTopble UMW OcyluecTBnaeTcA obMeH AaHHbIMK C
HenpuBUNernpoBaHHeiMK cyObekTaMu OOCTyna, peanusyeTcs Takum obpasom, 4Tobbl 3TW [OCTYNbl (Hanpumep, Yepes
MHTepPecbl COKETOB ONepaLMOHHbBIX CUCTEM) HE MOV MCMONb30BaTLCA AMS Co34aHnsa MH(POPMAaLMOHHbBIX MOTOKOB Mo
namaTv, NPUBOAALLMX K HAPYLLEHMIO ycroBuid BesonacHocTu. 3To uenecoobpasHo yyecTs npy pa3paboTke popmansHon
MOAENW YNpaBneHus AOCTYNOM NyTem 3a4aHWs COOTBETCTBYIOLLErO NOAMHOKECTBA NPUBUNErMPOBaHHbLIX CyGBLEKTOB [0-
CTyna (4acTo Ha3bIBaeMOro KOPPEKTHBIM);

- Npu paspaboTke hopManbHON Moaenu, ecnu cpeacTso 3allUuUThl MHGOPMALIMU COCTOUT U3 HECKOIb-
KMX CUCTEM, CAMOCTOSATENbHO PeanuaylLlnxX NoMMTUKY MaHOaTHOTO KOHTPONSA LENOCTHOCTH, 3a0aTh euHble
ANA BCEX 3TUX CUCTEM PELUETKY YPOBHEW LEMOCTHOCTM, (DYHKUMM (OTHOLIEHWA), UCMONb3yeMble AN 3a0aHus
YPOBHEN LIENoCTHOCTM YUETHLIX 3amnuceil nonb3osarenei, cyGbekToB M 06bLEKTOB A0CTYNa, a TAKKE MHOXe-
CTBO MHAOPMALMOHHBIX MOTOKOB MO NamsATu.

MpmumeyaHue — B cpenctee 3awuThl MHOPMaLMK, COCTOALLEM M3 HECKONBKWMX CUCTeM (Hanpumep, onepa-
LUMOHHOW CUCTEMBI M CUCTEMBI yNpaBneHus 6asaMun daHHbIX), AOCTYMbl CyObekToB AocTyna K obbektam JoCTyna OgHOM
CUCTEMBI MOTYT BbITb MCMONB30BaHLl AN HapyLIeHWs YCrnoBWi Be3onacHOCTW Npy peanusauuMy NonuTUKM MaHOaTHoro
KOHTpONs LIernocTHOCTU B ApYron cucteMme. Hanpumep, AoCTynbl NpoLeccoB (CyBLeKkToB AocTyna) K dainam onepawu-
OHHOW cucTembl (oBbektam gocTyna), B KOTOPbIX cogepartcst 3anuck (0ObekTbl AOCTyna) cMcTeMbl ynpaeneHus 6asa-
MW AaHHbIX. AHANOrMYHO AM1A 3TOr0 MOTyT UCNOMNb30BaThCA MH(POPMAaLMOHHbLIE MOTOKK MO NaMATW MeXay cybbekTamun n
obbekTamu goctyna atux cuctem. [ToaToMy npu MOAENVMpOBaHWW Takmx CPedcTB PEKOMeHAyeTcs 3adaHve eguHbIX Ans
BCEX CUCTEM PELLETKN YPOBHEN LIeNOCTHOCTU, (OYHKUMIA (OTHOLLEHWIA), MICNOoNb3yeMblX ANS 3aAaHus YPOBHEN LLeNoCTHOCTU
YYEeTHBIX 3anncen none3oeaTenen, cyObekToB M 0ObEKTOB AOCTYNa, MHOXeCTBa MH(OPMAaLMOHHbBIX MOTOKOB MO NamMATH.
MNpy HaNU4YMK Takon BO3MOXHOCTK LienecoobpasHo Takke 3agaHue edvHbIX NpaBun Nepexoaa U3 COCTOSAHWIA B COCTOAHMA
abcTpakTHOro aBToMara;

- UCMONb30BaTb PELUETKY YPOBHEN LIeNOCTHOCTW, COAepKallyto MeHbllee YMCIo 3NeMEHTOB, YeM pea-
NWM30BaHO B MOAENMPYEMOM CPEACTBE 3aWMNTEl MHOPMAaLIMK, A5A YNPOLWEeHUs onvcaHns hopmarnbHOi Moae-
Ny ynpaeneHust 4OCTYNOM, B TOM Y1cne Korga cornacHo 5.4 paspabaTthiBaeTcs cokpalleHHas (pedyunpoBaH-
HafA) hopmansHas Mofenb.
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MpumevyaHne — [Ana onucaHws BonbLUMHCTBA YCOBMI Be30MacHOCTH NPW MOOEeNMpPoBaHUM CPeacTB 3aLlMThl
MHOopMaUMK, peannaytowmx NonuMTUKY MaHa4aTHOrO KOHTPOMS LENOCTHOCTH, MOryT OKa3aTbCa AOCTAaTOYHBIMW BCErO ABa
YPOBHS LIENOCTHOCTH, HanpyMep «BbICOKasa LEeNoCTHOCTLY (ANA NPYBUMNErMPOBAHHbLIX YYETHLIX 3anuceil Nons3oBaTene,
PYHKUMOHUPYIOLLMX OT MX MMEeHU cyDbeKToB AocTyna, (MYyHKLUMOHANEHO acCoLMMPOBaHHbLIX C HUMK 0BBLEKTOB A0CTYyna)
W «HU3Kas LUEernocTHOCTb» (AN oCTanbHbIX YYETHBIX 3an1cer nonb3osatenen, cyObekTtoB 1 obbekToR goctyna). Kpome
TOrO, UCMOMb30BAHWE PELLETKWM YPOBHEN LENOCTHOCTM, COCTOALLEN N3 MEHbLLEND YWCna ANeMeHTOB, YeM B MOAENMPYEMOM
cpeacTee 3alMTbl MHdOPMaLMKM, MOXET BbiTb MOMNe3HbIM Npy Bepudmkaumn dopmansHOn Modeny no Metody NpoBepKX
Mogenei (model checking), Tak kak MHCTPYMeHTaneHble CpeAcTBa, peanuayowue 3T0T MeTo, YYBCTBUTENbHBI K YACTY
3NeMeHTOB COCTOAHWUIA onuckiBaemoro abecTpakTHoro agTomara.

6.7 Ecnn MoJenupyemoe CcpeacTeo 3allThl MHhopmaLunmn peannayeTt NMoNnnMTUKY MaHO4aTHOro ynpasrie-
HWA OOCTYnom, TO nNpn paapaGOTKe CbOpMBJ'IbHDFI Modenun ynpaeneHua 4OCTYNOM OOMNONMHUTENbHO peKoOMeH-
ayeTca:

- BKITOYWNTb B OnMcaHue paapaGaTblaaeMoﬁ CbOpMEJ'IbHOI‘;‘I mMmoenu ynpaeneHua OOCTYyNnom MHO)KECTBO(EI)
MH(OPMALNOHHBIX MOTOKOB MO NaMATH K MO BPEMEHW, a TakKe NpegHa3HavYeHHble 419 NCNONb30BaHUA Takux
MHOPMALMOHHBIX MOTOKOB M ONUCaHHbIE B 6.2 npaBuna nepexona 1u3 cCOCTOAHMA B COCTOAHUSA aﬁCTpaKTHOFO
aBToMaTa BTOPOW rpynnel (,El,e-d,')aKTO npanma), MOCKOIbBKY MHPOPMaLMOHHBIE MOTOKK MO NamMsATU U Mo Bpe-
MeHU CylleCTBEHHbI ANA OnMcaHuA yCJ'IOBMVI BGesonacHocTH npu MmogennpoBaHmu cpecTB 3allnThbl VIHd)OpMEI-
LKW, peannu3yrownx NnonMTrUKyY MaHgaTHOro ynpaeneHna JOCTYNOM;

- MCMNOINb30BaTh MNpu paapa6oTKe cbopmaanoﬂ Modenu ynpaeneHma OOCTynom B COOTBETCTBUM C 54
ee nepapxum4Heckoe npencraeneHue, CoCctodllee Kak MMHUMYM M3 OBYX CIOEB, Ha NepBOM M3 KOTOPLIX MPKH
onucaHnn hopmanbHON MOLENM UCMOMb30BaTh TOMNBKO MHOXECTBO MHOPMAaLMOHHBLIX NMOTOKOB MO NMamsaTw,
Ha BTOPOM CINOEe — MHOXeCTBO WH(OPMALMOHHbLIX MOTOKOB MO NaMATU M MO BPEMEHN.

MpumedvyaHune — B otnuyme oT MHPOPMaALMOHHBIX NOTOKOB MO NaMATK NpK paspaboTke popmansHON Mogenu
yrnpaBneHnst 4OCTYNoM onucaHve MHOPMaLUMOHHLIX MOTOKOB MO BPEMEHM, a TakkKe NnpegHasHadYeHHbIX OMA UX UCMOomb-
30BaHMA NpaBuUI Nepexona U3 COCTOSHUN B COCTOAHMA abcTpakTHOro aBToMara, Kak npaeuno, AenaeTcs bonee cnoxHom
3agaden. MNoatomy ona ynpolleHns pa3paboTkn hopManbHOM MOAENK, COKPALLEHWUS AONYLWEHHBIX NPU ee ONUCaHWK He-
TOYHOCTEN MNK NPOTMBOPEYUIA LienecoobpasHo NCMONb30BaHWE e€ MEPAPXMYECKOrO NPEACcTaBNEeHWs, IOE Ha NEPBOM CIOe
ONUCLIBAETCH TONbKO MHOXECTBO MHPOPMaLMOHHBIX MOTOKOB MO NamMATh, @ Ha BTOPOM CINOE — MHOXKECTBO MHdOpMauu-
OHHBLIX MOTOKOB MO NaMsATU U N0 BPEMEHU;

- npun paapa60TKe cbopmaanoﬁi Mogenn cpeactea 3allnThbl MHCbOpIVIaIJ,VM, COCTOALLENo M3 HECKOMNMbKUX
CUCTEM, CAMOCTOATENTbHO peann3yrwnx nornnuTuKy MaHoaTtHoro ynpaeneHnsa goctynom, 3afatb eduHblie 454
BCeX ITUX CUCTEM pPEeLUeTKy yDOBHE.'I;i KOHCbM,EI,EHLI,MaJ'IbHOCTM, beHKU,MI/I (OTHOLIJEHVIH). ncnonb3dyemble OnA 3a-
AdaHWA ypOBHEJﬁ AOCTyna y4eTHbIX 3anucen Nonb3oBaTenen n Cy6b9KTOB pgoctyna, ypOBHeI?I KOHCbVI,EleHLIMaHb-
HOCTM 0OBLEeKTOB AoCTyna, a TakKe MHOXeCTBO MHd)ODMaHMOHHbIX NOTOKOB NO NaMATKU U MO BPEMEHNW.

MpumeyaHne — B cpeactee 3aWwmTbl MHOPMAaLMK, COCTOSALLEM W3 HECKOMNbKMX CUCTEM (Hanpumep, onepa-
LIMOHHOIM CUCTEMbI U CUCTEMbI ynpaBneHus Gasamu gaHHbIX), AOCTYNbl CYBbLEeKTOB AoCcTyna k 0BbekTaMm A0CTyna OgHoW
CUCTEMbI MOTYT BbiTe UCMNOMB30BaHbLI AN HapyLeHWs YCrnoBuid 6e30MacHOCTV Npy peann3auui NonuTUKM MaHaaTHoro
ynpaeneHus 4OCTYNOM B APYroi cucTeMe (aHarnorMyHo cpeacTeam 3alimTbl MHOPMaUMK, B KOTOPbIX peannayeTtcs no-
NUTUKA MaHAaTHOrO KOHTPOMsS UenocTHOcTH). OcobeHHO Takue JocTynbl MOryT GbiTh MCMONb30BaHb! ANA CO3OaHWUs 3a-
NMpeLeHHbIX 3TUMK yernoeuaMrU 6e3onacHOCT MHOPMAaLMOHHBIX NMOTOKOB MO BpeMeHU Mexay obbekTammn goctyna (Ha-
npumep, ot 06LEKTOB AocTyna ¢ HONLLUMM YPOBHEM KOHMUAEHUMANBHOCTY K 0BbEKTaM O0OCTYNa C MEHbLUMM YPOBHEM
KOH(hbMAEHUMANEHOCTU) CUCTEM, U3 KOTOPLIX COCTOMT CPEdCTBO 3alyuThl UHOpMaLmK. Mo3aToMy npu MOAEnMpoBaHUM
TakuMX CPeACTB PEKOMEHAYETCH 3a4aHWE €OWHbIX ANS BCEX CUCTEM PELUETKM YPOBHEW KOHMUAEHUMaNbHOCTW, hyHKLWIA
(OTHOWEHWRA), UCMONb3YEMbBIX ONA 3adaHuA YPOBHEW OOCTyna YYeTHbIX 3anvcein nonb3oBaTenei 1 cybbekToB JocTyna,
YPOBHEN KOH(MAEHUMANBHOCTU OBBbEKTOB A0CTYNa, MHOXECTBA MH(POPMAaLUMOHHBLIX NOTOKOB MO MaMSTK W MO BPeMEHM.
Mpy HaNUYUKU TaKOW BO3MOKHOCTM LienecoobpasHo Takke 3afaHne efuHblX NpaBun nepexoia M3 COCTOSHUIA B COCTOAHMSA
abcTpakTHOro aBToMara;

- UCMOMNb30BaTh PeLeTKy YPOBHEN KOH(PUAEHUMANEHOCTM, COOEPKALlY0 MEHbLIEE UYNCMNO 3MEMEHTOB,
Yyem peanun3oBaHO B MOAENMPYEMOM CPEACTBE 3aLunNThl MHOPMALMK, AN YNPOLWEHNs onucaHns dhopMarns-
HO MOZEenu ynpasneHus 4OCTYNoM, B TOM YKCHEe Koraa cornacHo 5.4 paspabaTtbiBaetcs cokpalleHHas (peny-
UMpoBaHHan) hopmanbHas Mogensb.

MpumevyaHune — [Ana onucaHna BonblUMHCTBA YCnoBMi 6e30MacHOCTH NpY MOOENUPOBAHWM CPEACTB 3aLUTh
WMHbopMaLMK, PeanuayoLLMX NONUTUKY MaHOaTHOro ynpasneHust OCTYNOM (aHanorM4HO NONMTUKE MaHAaTHOTO KOHTPONS
LIeNIOCTHOCTM), MOXET OKA3aTbCsA AOCTATOYHO BCEro ABYX YPOBHEN KOHMMAEHUMANbHOCTH (HanpumMmep, «BblcoKas KOHGM-
AeHUManbHOCTE» M «HU3Kaa KOHMWOEHUMaNbHOCTEY ). 3TO TaKKe MOXKET OblTb NOMNe3HbIM NP BepudnKkaunn hopMmansHom
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MOOEnV ynpaeneHus OOCTYNoM Mo Metody npoeepku mogenei (model checking), Tak Kak MHCTPYMEHTamNbHbIE CPEncTBea,
peanuayloLme aToT MeToM, YyBCTBUTENbHBI K YACTY SNEMEHTOB COCTOAHMIA ONMUCLIBAEMOro abCcTpakTHOro asTomara.

7 PekoMeHOauMmM no ONUCAaHUIO U AOKA3aTeNbCTBY BbINMOMTHEHUA YCNOBUN
6e3onacHoOCTU

7.1 CornacHo NOCT P 59453.1 npwn paspaboTke dpopManbHOM MOAENU ynpasneHns JOCTYNOM AOMKHbI
ObITb OMMCcaHbl YCNOBMSA 6€30MacHOCTM COCTOSIHMIA abCcTpakTHOro aBToMaTta W ycroBust 6e30nacHoOCTM Nepexo-
OB 13 COCTOSIHMIA B COCTOSIHMA abCcTpakTHOro aBToMara. [1nsa 3Toro pekoMeHayeTcs MCnonb30BaTth onpeaerne-
HWS MONUTUK yNpaBneHusa AOCTYMOM, KOTOpble CNeayeT C NPUMEHEHWEM ONMUCaHHbIX B 5.4 TEXHONOIMI 1 Npak-
TUYECKMX MPUEMOB (NO3TaMNHOE yCrnoXHeHne hopmansHoi mogenu, obbeanHeHUe HECKONbKNX (hopManbHbIX
mMoaenen, paspaboTka nepapxm4eckoro npeacTaeneHus dopmansHONn MOgenu, cokpalleHHon dhopmanbHon
MOZENnu UMM OTAENbHbIX (hopManbHbIX MOOEefen) KOHKPeTU3MpoBaTb C YYETOM AeTanei peanusaumm 3Tux
NONMUTMK B MOOENUPYeMOM CPefcTBe 3alluMTbl MHpopmauun. MNpu atom cnegyeT dopMynupoBaTh YCNoBUS
©ezonacHOCTK Tak, YTOObl MpoBEpKa UX BbINOMHEHWA SBASANACH anropuTMUYECKA pa3peLllMon 3agaden (ons
4yero Mmoxet noTpeboBaThCsa ABHO 3a4aBaTh HeobxoaMMble JOMYLLUEHWUS UM UCKMIOYEHWA U3 STUX YCITOBUA).

MpumeyaHue — CyuwecTByloT hopmarnbHble Mogeny ynpaeneHuss AOCTYMNOM, B KOTOPbIX 3adaHbl YCNoOBKA
6e30MacHOCTH, NPOBEPKA BbINOMHEHWS KOTOPLIX ABMAETCH anropUTMUYECKN HEPa3peLUMMON 3agajei (Hanpumep, npegHa-
3HaveHHas Ansg MoAenupoBaHWs CpeacTB 3aluTel MHpopMaLUuM, peanuayiolwmnx NoNMTUKY AUCKPELMOHHOMo ynpaeneHus
goctynom, mofdenes Harrison-Ruzzo-Ullman) unu anroputMmudecky pazpeluvmMmoi 3agaden (Hanpumep, npegHasHadeHHas
ONs MOAENNPOBaHUS CPEACTB 3aluMTbl MHOPMAaLWMW, peanu3yiowmnx NoaMTMKY MaHaaTHOro ynpaeneHnwsa 4ocTynoM, mMo-
pene Bell-LaPadula).

lpumep — CoznacHo onpedenieHUro NOAUMUKU MaHGdamHo20 ynpaeneHus docmynoM Apu nosayyeHuu do-
cmyna Ha ymeHue Kk o6kLekmy docmyna ypoeeHb docmyna cy6bLekma docmyna domkeH 6bImb He HUXe ypoe-
HS1 KOH(hudeHyuansHocmu obbekma docmyna, a Ha 3anuck — ypoeeHs docmyna cybbekma docmyna dosKkeH
6bIMmb He 8bllue YPoeHs KoHghudeHyuansHocmu o6bekma docmyna. BMecme ¢ meM 8 onepayuoHHbLIX cucme-
max cemelicmea Linux cywecmeayrom o6bekmbl docmyna (Hanpumep, ¢haline! /dev/null u /dev/zero), docmyn Ha
ymeHue u 3anuck K KOmopkiM Heobxo0uMo pazpewiums cybbekmam docmyna c mobbIM ypoeHeMm docmyna. Ansa
yyema 3mozo npu onucaruu ycrioeutl 6ezonacHocmu yenecoobpasHo 0nsi makux o6bekmoe docmyna cdenamb
coomeemcmeyroujee UCKITHoYeHUe.

7.2 KpoMe ycnoeuii 6e3onacHOCTU COCTOSIHWIA abCcTpakTHOro aBToMaTa LenecoobpasHo onpefennTb 4o-
NONHWTENbHbIE YCNOBUS GE30MacHOCTW ero Ha4anbHOro COCTOSHUS (MY HaYarnbHbLIX COCTOSIHWN).

MpumeyaHue — [pu onucaHWy OONOMHUTENBHLIX YCMNOBMIA GE30MACHOCT HAaYanbHOMO COCTOAHWMA abecTpakT-
HOro aBTOMaTa pPeKOMeHOyeTCa CTPEeMUTLCSA K YMPOLLEHUHD MaTemMaTudeckoro (hopmanbHOro) AokasaTenbCTBa BbiMor-
HEeHWsA Bcex ycnoBuii 6e3onacHOCTU (COCTOAHWA abCcTpakTHOro aeTomara M 6e30nacHOCTW NepexcaoB M3 COCTOSHWA B
cocTosAHuA abcTpakTHoro aetomara). Mpu 3ToM BaXHO YYUTLIBATL PEXUMBLI PYHKLUMOHUPOBAHWS MOOENWMPYEMOro cpea-
CTBa 3alUWTbl MHpopMaLMK (HanpyuMep, TakKMMKU JONONHUTENBHBLIMW YCIIOBUSIMU MOTYT BbITe TpeBOBaHUS K OTCYTCTBUIO B
Ha4anbLHOM COCTOSIHUM MHPOPMALMOHHBIX MOTOKOB UMW AOCTYNOB CyObLEKTOB AOCTyNa K 0bbekTam goctyna).

7.3 I'ipw onncaHum yCJ'IOBMI?I BesonacHoCTU nepexoanoB U3 COCTOSIHWUIM B COCTOSIHUSA aﬁCTpaKTHOl’O aBTO-
MaTta, MCXoad n3 pexmmMmoe beHKLI,MOHVIpOBaHMH MoennpyemMmoro cpeactea 3alnuThbl MHCbOpMaLl,MM 1 peanunasy-
€MbIX UM NONUTUK yNpaBneHWAa OOCTYNOM, pEKOMeHOYETCA HaknaAblBaTbk OrpaH4eHnd Ha COCTaB U Napame-
TPbl UCNOJIE3YEMbIX MPKW 3TOM NpaBui nepexoga mexay COCToOAHNAMN aGCTpaKTHOFO aBTomara.

Mpumep — [Mpu ModenupoeaHuu cpedcmea 3awjumel UHGhOPMaYUU, peanusyrule2o NoaumuKy MaHoam-
HO20 KOHMPOMS UenocmHocmu, Moxem 66imb 3a0aHo Oo2paHUYeHuUe, 4Ymo UHUYUamopamu 8bIMOoSTHeHUs npa-
eun nepexoda Mexdy cocmosHUAMU abcmpakmHo20 aeémomMama (coomeemcmeyroWUMU napaMempamMu 3mux
npasurs) mozym 6biMb MOMLKO HenpueuiezupoeaHHsie cybrnekmesl docmyna. Takoe ozpaHu4YeHUe MOXem co-
omeemcmeoeams pexumy hyHKUUOHUpPosaHus cpedcmea 3auiumsl UHhopMayuu, kozda npueunezuposaHHbie
cybnexkmbi docmyna esINonHUIU c8oU ¢hyHKLUUU NO €20 aGMUHUCMPUPOBAHUIO U 8 HeM (OYHKLUOHUPYOM MOoIlk-
KO HenpueunezaupoeaHHbie cyb6bekmsbi docmyna.

7.4 Ecnn mMmogenupyemoe cpeacTBo 3allUThbl nHhopmarmu peann3yet NoNUTMKY AUCKPEUMNOHHOTO ynpas-
NEeHnA OOCTynom, TO Npn onMucCaHnum yCJ'IOBMI?I 6e30MacHOCTW OOMNOMNHUTENBHO pPeEKOMEHOYETCA onncaTb YCIo-
BWA, B KOTOPbIX HaknaablBatdTCA OrpaHNM4eHnA Ha npegoctaBlieHue CbeEKTaM aoctyna (y‘-IeTHbINI 3anncam
nonb3oBartenen, 0T UMEHU KOTOPbIX OHU beHKLI,MOHley}OT), KOTOpble He OOJMKHbI OCYLeCTBNATL ynpaBsneHune
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N agMUHUCTPUPOBaHME MoOeNUpyeMbIiM CPeACcTBOM 3aLUMThl MHDbopMauuK, npae gocTtyna k cybbekram nnm
ob6bekTaMm JoCTyna, NO3BONSALWMX BbINOMNHATL Takne MyHKLMN.

7.5 Ecnn mogenvpyemoe CpeAcTBO 3alMThl MHOpMaLUuyM peanuayeT NoNUTUKY PONEeBOro ynpasneHus
OOCTYNOM, TO Npu ONUMcaHWKM ycrnoBuiA Be3onacHoOCTU OOMONHUTENEHO PeKoOMeHAyeTcs onucaTk YCMNoBuUS, B
KOTOpLIX HAaKNaabIBAKTCA cneayloline orpaHuYeHus:

- Ha NpegocTaBrneHne ponsaM, KOTOPbIMW Kak TeKylwMMKu MoryT obnagate cybbekTbl goctyna, He ocy-
LeCcTBAALWME yNpaBneHne Unn agMWHUCTPUMPOBAHUE MOLENUPYEeMbIM CPEACTBOM 3allnTbl MHGOpPMaUWK,
npas gocTyna (MpyMBUNernin) kK cydbektam nnv obbektam 4ocTyna, No3BONAIOLWMX BLINOMHATE Takue QyHKUWM;

- Ha obriagaHve cybbekTaMu J0CTyna, He OCYLLECTBNAKLWUMUN YyrpaBneHne Unu aaMuHUCTPUPOBaHNE
MOLEenMpyeMbiM CPEACTBOM 3aLLMThl MHOPMaLUKY, adMUHUCTPATUBHBIMKW PONSIMKA, €CNW NOAMHOXECTBO Ta-
KUX ponen 3agaHo B COOTBETCTBUM C 6.5.

7.6 Ecnu mogenupyemoe cpefAcTBO 3allMTbl MHOOPMAaLUK peanu3yeT NoNMTUKY MaHgaTHOrO KOHTPOIS
LleNIOCTHOCTK, TO NMPW ONUCAHKMM YCIOBUI BE30MacHOCTM OOMNOMHUTENBHO PEKOMEHAYETCA 3a4aTh crnegytowune
orpaHu4yeHmns:

- Ha ypoBeHb LIeNOCTHOCTM Kaxaoro cybbekTa JoCTyna, KOTOPLIA AOMmKeH ObiTh He BhILIE YPOBHS Le-
TNIOCTHOCTK YYETHON 3anNKnCU NONb30BaTeNs, 0T UMEHU KOTOPOW OH yHKLUOHUPYET;

- Ha YPOBEHb LIeNOCTHOCTU Kaxaoro o6bekTa focTyna, KOTOpbIA LOMKeH DObITh He BhilLe YPOBHSA LIeNnocT-
HOCTWM O0ObekTa 4oCcTyna (KOHTelHepa), B COCTaBe KOTOPOro HaxoAuTCs nepsbiin 06bekT 4ocTyna;

- Ha YpOBEHb LENOCTHOCTM Kaxaoro o6bekta goctyna, (yHKUMOHaNbHO accoLMMPOBaHHOMO C cybbek-
TOM [OCTYNa, KOTOPbIA AOMKeH ObiTb HE HMXKE YPOBHS LIENOCTHOCTKU 3TOro cybbekTa JocTyna;

- Ha BO3MOXHOCTL YNpaeneHusa cybbekToM AoCcTyna ApyruM cyObeKkTom OOCTyna, TONbKO B criyyae, Korga
YPOBEHb LLeNOCTHOCTU NepBoro cybbekTa AOCTYNa He HUXE YPOBHS LLeNOCTHOCTM BTOPOro cybwekTa gocTyna;

- Ha WMHQOPMALUUOHHbIE MOTOKU MO NaMATU, U3 KOTOPbLIX AOMKHbI ObITh 3anpeleHbl Takne uHhopma-
LUWOHHbIE NOTOKK OT nboro cybvekTa goctyna Kk 06bekTy goctyna, pyHKUWOHaNbHO acCoLUMpOBaHHOMY C
KakMM-nmbo cybbekTom ocTyna, Koraa YpoBEeHb LENOCTHOCTU MepBOro cyobekTa AOCTYNa MeHbLUe WK He
CPaBHVM C YPOBHEM LENOCTHOCTU 3TOro ob6bekTa goctyna.

7.7 Ecnu mogenupyemMoe cpefcTBO 3aluThl MHGOpMaLUWKU peanuayeT NonuTUKy MaHgaTHOro ynpaene-
HWA OOCTYNOM, TO MPW ONMCAHUKM YCNoBWUIA Be30nNacHOCTU OOMOMHUTENBEHO PEKOMEHAYEeTCH 3aAaTh cneayto-
LiMe orpaHuYeHus:

- Ha ypoOBEHb J0CTyna Kaxkgoro cybbekTa gocTyna, KOTopbli forkeH ObiTe He Bbille YPOBHSI OOCTyna
YYETHOW 3anucK nonb3oBartens, 0T UMEHU KOTOPOW OH (hYHKLIMOHUPYET;

- Ha ypOBEHb KOH(WAEHUNANBHOCTI KaXaoro obbekta 4OCTyNa, KOTOPbIA 4OMKeH BbiTb He Bbille YpOoB-
HA KOH(MOEHLMaNsLHOCTN 00beKTa JOCTyNa (KOHTEWHepa), B COCTABE KOTOPOro HaXOOMTCSH MepBbid 06LekT
OocTyna;

- Ha YPOBEHb KOHMUOEHUMANBHOCTM Kax4oro obbekta oocTyna, PyHKLUMOHANBHO acCcOLMMPOBaHHOMO
c cyObekTom gocTyna, KoTopbiid nMbo fomKkeH ObiTb paBeH YpOBHIO 4OCTYNa aToro cybwekra gocryna, nubo
ecnu B MOAeNUpyemMoM CpefcTBe 3aluThl MH(hopMauumn peanuayetca NoOAMTMKA MaHOaTHOro KOHTpons Le-
JIOCTHOCTW, TO YPOBEHb LENOCTHOCTM 3TOro obbekTa AOCTyna paBeH MakCUMaslbHOMY B pPeLleTKe YpOBHew
LLeNOCTHOCTH YPOBHIO LIEMOCTHOCTH;

- Ha BO3MOXHOCTL ynpaBneHusl cybbekToM JocTyna ApyriMm cybbekToM A4OCTyna, TOMNbKO B Criy4yae, Kor-
0a YpOBeHb [OCTyna neproro cybbekTa 4ocTyna paBeH YPOBHIO AOCTyna BTOporo cybbekTa gocTyna;

- Ha UHDOPMALMOHHbIE MOTOKY MO NaMATH U MO BPEMEHU, U3 KOTOPbIX JOMKHbI ObiTh 3anpelleHbl Takue
WHPOPMaLMOHHEIe MOTOKKM OT Moboro obkekTa AocTyna Kk Apyromy o6bekTy gocTyna, Korga ypoBeHb KOH(N-
OEeHUManbHOCTK Nepeoro obbekta QOCTyna He CPpaBHMM WM Bbllle YPOBHS KOH(PUAEHLMaNbHOCT BTOPOro
obbekTa gocTyna.

7.8 [Ina pemoHcTpauuMy B3anMMOCBA3W yCrioBWiA He30MacHOCTU C pexuMmamu (PyHKLUUMOHUPOBAHUSA MO-
OEenupyemMoro cpeicTBa 3allMThl MH(POPMAaL UK PEKOMEHOYETCA MyTEM 3aJaHUSA COOTBETCTBYHOLWNX EMY KOH-
KPETHbIX 3Ha4YeHWI 3NeMeHTOB ONMCaHUs COCTOAHUI abCTpakTHOro aBTomMaTta (MHOXEeCTBaM YYEeTHbIX 3anmcen
nonb3oBaTtenei, cybbeKkToB gocTyna, o6bekToB 4OCTYNa, Npas 4OCTYyna, JOCTYMNOB M APYTMM, NCNOMb3yeMbIM
415 370ro PYHKLUNAM, OTHOLLEHUSAM) OCYLLeCTBMSATb NPOBEPKY COOTBETCTBUSA BbIMONTHEHWS 3TUX YCNOBUI Des-
OMNAacHOCTK NpW NPUMEHEHUUN NPaBUM Nepexona MeXxay COCTOsSHMAMK abCcTpakTHOro aBTomMaTta (HaymMHas ¢ ero
Ha4yanbHOro COCTOAHUA) U3AMEHEHWSIM B YacTU NapaMeTpOoB, HACTPOEK CpeAcTBa 3alMThl MHOpMauum, uc-
nonb3yembix ANs peanu3auun UM NonuTUK ynpaeneHust 4ocTynom. Ecnv ucnonb3yemble Ans Bepudukaunmn
chopmarnbHON MOZENN YrpaBneHUs 4OCTYNOM UHCTPYMEHTalbHble CpefCcTBa No3BONAKT 3aJaBaTb 3HAYEeHUs
3NeMeHTOB ONMUCaHWA COCTOAHKUIA abCTPaKTHOro aBToMaTa U U3MEHEHUS 3TUX 3HAYEHWIA NPU NPUMEHEHUN Npa-
BWMN nepexoga Mexay ero COCTOSHUAMK (ONucbiBaTb TPAEKTOPWM ero yHKLMOHWPOBAHMS), TO PEKOMEHOY-
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€TCA NpPOBepATb COOTBETCTBUE ITUX NMepexonoB Mexay COCTOAHUAMUN aﬁCTpaKTHOFO aBpTomMmarta M3AMeHEeHNAM
napameTpoB, HaCTpOeK cpencTtBa 3allnTbl I/IHCbOpMaLI,MVI, npoucxogdawnm B peldynbrarte COOTBETCTBYHLKX
Taknm npasunam OEeNCTBUI HA, HAM (Hanpmmep, Bbl30BaM CUCTEMHbIX MHTepCbet;lCOB B ornepaunoOHHbIX CUCTE-
Max unu aanpocam, Bbi30OBaM beHKLI,VIﬂ U TpUIrepoB B CUCTEMaX ynpaeneHUA Bazamu ,El,aHHbIX).

MpumedyaHue — lNpu Bepudurkaymm hopManeHOWN Mogeny ynpaesneHna 4OCTYMOM N0 MeTody NpPOBepKU Moae-
new (model checking), kak npaBuno, peanuaylolne ero MHCTPYMEHTalbHbLIE CpedcTBa NO3BOMAT 3a4aBaTb TpaeKkTopun
cocToAHui abcTpakTHOro aeTomarta. B Takom cnyyae Ans AeMOHCTpaLMKU B3aUMOCBA3W yCroBuid 6e3o0nacHOCTM C pexuma-
MK YHKUMOHMPOBAaHUS CPEACTBA 3almThl HdopMaumy yaobHo NpoBepaTE COOTBETCTBUE 3TUX TPAEKTOPUIA peaynsTaTtam
BbINOMHEHWUS MOCcNeoBaTeNbHOCTE MoAenMpyemblx NpaBnnamMm NepexodoB Mexay COCTOAHWAMM abcTpakTHOro aBToma-
Ta AeWCTBUIA B cpeacTBe 3alUUTbl MH(OpMaLWK.

7.9 lNpw gokasaTenbCTBE BbIMOMHEHWS YCNOBUI Be30macHOCTU B cny4vae, Korga aAnsg onucaHua popmans-
HOW MOAEenW yrnpasneHWs AOCTYNOM WCMONb3yeTcs MaremMaTuyeckuid f3blK, PEeKOMEHOYEeTCH OCYLLEeCTBNATb
ero (Kak npaBuno, BPy4Hy) ¢ NCNCMNb30BaHVEM MeTo4a MateMaTU4eckon MHAYKUMW No AnvHe nocnefoBa-
TENLHOCTW COCTOAHMIA abCTpakTHOro aBToMaTa, caenas NpeanorioXeHne oT NPOTUBHOIO — O HEBLIMONMHEHU
ycrnoBuid 6e30MacHOCTM B KOHEYHOM COCTOSIHUM TaKoW MOCnefqoBaTenbHOCTU — W MPUXOAs B CBA3W C 3TUM K
NPOTMBOPEYMNIO.

7.10 lMNpw pokasaTenbCcTBE BbINOMHEHWST YCnoBuin Be3zonacHOCTKM B cnyvae, korga Ans onucaHvs gop-
ManbHON MOAEnW yrnpaBneHUa OOCTYNOM UCMNONb3yeTcs dopManu3oBaHHbIi (MallMHOYMTAEMbIA) A3bIK, Crne-
AyeT pykoBoAcTBoBaThes pekomeHgauvamu FTOCT P 59453.2, ocyuecTBNAg AOKa3aTeNbCTBO aBTOMAaTUYECKH,
a nNpu HEBO3MOXXHOCTM TaKoro gokasaTeNnbCcTBa — BLIMOMHAS MHTepPaKTUBHOE JOKa3aTenbCTRO.

MpumeyaHue — lNpu goKasaTensCTBE BLINOMHEHUA YCNoBUIA 6e30NacHOCTM C MPUMEHEHUEM UHCTPYMEHTamMb-
HbIX CPEACTB LenecoobpasHo UCNomnb30BaTk pasnvyHblie TeXHOMorMn Bepudikauny dopMansHoW Mogenu ynpaeneHus
OOCTynoM (Hanpumep, Oe0yKTUBHY BepuduKaLluio 1 Bepudukaumio no Metody nposepkn Mofenein — model checking).
OTO NO3BONAET CBOEBPEMEHHO BblABNATL GonbLuee 41cno ownbok nnu gedekToB, AONYLLEHHbIX MPY ONMCcaHnK dhopmarnb-
HOM MoZenu.

7.11 Ecnu npun paspaboTke copmManbHON MOOENW B COOTBETCTBUMU C 5.4 MPUMEHSAOTCA TEXHOMOTUKU U
npakTUYeckrue MpuemMbl MO3TAMNHOrO YCNOXHEeHUs onucaHus opmanbHOR Mogenu, paspaboTku nepapxuye-
CKOro npefcraeneHus opmarnbHOn MoAeNU UMK OTAENbHbIX (hopMarnbHbIX MOAENEeN, TO PEKOMEHOYETCA OCy-
LeCTBNATL 40KA3aTeNLCTBO BbIMNOMHEHWS YCNOBUIA BE30NacHOCTU, COOTBETCTBEHHO, MOCIE OKOHYaHUSA Kax-
[0ro atana onucaHusa hopManbHON Mogenu, pa3paboTKM KaXaoro Crosi ee Mepapxuyeckoro npeacrtaBneHns
UNW KaxdoWn oToensHon hopManbHOW Modenu (AN KaxOgoro M3 KOMMOHEHTOB, U3 KOTOPLIX B 3TOM crnydae
COCTOMT MOJEenuMpyemMoe cpeacTBO 3alMThl MHOPMAaLUK).

7.12 B cny4ae, Korga B COOTBETCTBUM C 5.4 ONA Ka)O0ro U3 KOMMNOHEHTOB MOOENUPYeMOoro cpeictsa
3alWTbl MHpopMauuMK paspabaTeiBaloTCA OTAeNbHble hOpMarnbHbIe MOAENU yrnpaBneHus OOCTYNOM, PeKo-
MeHayeTcs (Npu HanM4YUM Tako BO3MOXHOCTWN) OCYLLECTBUTbL [OKA3aTENbLCTBO OTCYTCTBUSA BIUAHUS KaXO0ro
13 KOMMOHEHTOR Ha BbINOMHEHWE ycnoBuin 6e3onacHoCTy B APYrMX KOMMOHEHTaX.
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