GEOEPANBHOE AFEHTCTBO
Nno TEXHWYECKOMY PErYnMPOBAHWUIO U METPOINOIMA

HALUMOHAMNBbHLIN INCTP
CTAHOAPT
1r POCCUMCKOM 99453.4—
OQEOEPALUMU 2025

3awuTta nHcpopmauumm

®OPMAINbHAA MOAEIJb
YMNPABJIEHUA OOCTYINOM

HacTtb 4

PekomeHgauum no Bepucmkaumm cpeacrsea
3aWnTbl HPOpMaLUKN, peanunu3yroLero NofIMTUKK
yrnpaBrieHUA OCTYyNOM, Ha OCHOBe hopMann3oBaHHbIX

onucaHuu Mmoaenu ynpaBelneHuna AOCTYNOM

U3paHue odmunansHoe

Mockea
PoccUMCKMIA MHCTUTYT CTaHOApPTU3aLMK
2025

GostExpert.ru
https://GostExpert.ru/gost/gost-59453.4-2025



https://gostexpert.ru?utm_source=pdf&utm_medium=69914
https://gostexpert.ru/gost/gost-59453.4-2025?utm_source=pdf&utm_medium=69914&utm_term=page

FOCT P 59453.4—2025

Mpeancnoeue

1 PASPABOTAH ®epepansHoi cnykboi No TEXHUYECKOMY U 3KCNOpTHOMY KoHTpornt (PCT3K Poc-
cun), VIHCTUTYTOM cUCTEMHOro nporpammupoBaHusa uMm. B.IM. MBaHHukoea Poccuiickoll akagemMuu Hayk
(MCN PAH), ObwecTBoM C orpaHu4eHHoW oTBeTcTBeHHocThbio «PycbWTex-Actpa» (00O «PycbWTex-
AcTpa»), PegepanbHbIM aBTOHOMHbIM yupexaeHuem «oCyaapCTBEeHHbI HayYHO-UCCNeaoBaTenbCKIUIA UC-
nblTaTenbHbIM UHCTUTYT NPOBNEM TEXHWYECKOW 3aWnTbl MHopMaLMKM PenepanbHon cnyx6bl N0 TEXHUYe-
CKOMY M 3KCNOpTHOMY KoHTpon» (DAY « THUUW MT3W ®CT3K Poccum»)

2 BHECEH TexHnuyeckum KOMUTETOM no cTaHgaptu3auum TK 362 «3awwmnTa nHchopMmaymm»

3 YTBEPXJOEH W BBEOEH B OEWCTBWE MMpukasom ®enepanbHOro areHTCTBa Mo TEXHUYECKOMY
perynuposaHuio 1 metponornu ot 10 mapta 2025 . Ne 112-ct

4 BBEJEH BIEPBLIE

lNpasuna npumeHeHUss HacmosAweao cmaHdapma ycmaHoeneHbl 8 cmambse 26 @edepanbHoO20 3aKoHa
om 29 uwoHa 2015 2. Ne 162-®3 «O cmaxHdapmu3sayuu 8 Pocculickoli ®edepauyuuy. MHgopmalus o6 u3-
MEHEeHUSX K HacmosweMy cmaHoapmy nybrnukyemcs 6 exe200HOM (M0 cOCMOsHUK Ha 1 aHeaps mekyuieao
200a) uUHghopMayUOHHOM ykazamene «HayuoHansHsle cmaHdapmel», a oghuyuansHbil mekem uameHeHul
U MONpaeoK — 8 eXeMeCHsYHOM UHGOpMaUyUOHHOM ykalamene «HayuoHanbHbie cmaHOapmebl». B cny4yae
fnepecMompa (3amMeHbl) Uu OMMeHbl Hacmosauwe2o cmaHdapma coomeemcemeyoujee ysedomieHue bydem
onybnukosaHo 8 brnuxaluwieM 8biycKe eXeMecayHo20 UHEOPMayUOHHO20 ykaszamesns «HayuoHanbHble
cmaHOapmsi». Coomsemcemaeyiouiasl UHGhopmayus, yeedoMIeHUE U MEeKCmbl PaaMewalomcs makxe 8 UH-
ghopmauuoHHOU cucmeme 0bLeao nonk308aHuUs — Ha oguuuansHoMm calime @edepanbHo20 azeHmcmea rno
MEexXHUYECKOMY pe2ynuposaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

MpoekTupoBaHWe WM paspaboTka CPefcTB 2aluTbl MHADOPMAaLUKN ABMASETCS CMOXHON WMHXKEeHEepHO-Tex-
Huyeckon 3agadeit. Mo aTol NpuumHe Ana obecnevyeHUs HageXHOCTU WU KOPPEKTHOCTM hyHKLMOHUPOBAHUS
cpencTs 3alnTbl MHPOPMALMK, TaK Xe Kak B Apyrmx obrnacTsx KOHCTPYKTOPCKOW AeATenbHOCTH, Heobxogumo
NpWBNeKaTb TEXHUKM MOOENIMPOBaHUS U UCCMNEeA0BaHWA Kak caMUX MOZENen, Tak U NpoAyKTOB, NPOrpaMMHbIX
peLleHni.

B NOCT P 59453.1—2021, TOCT P 59453.2—2021 u TOCT P 59453.3—2025 npueogaTcsa pekomeH-
Jauuu no paspaboTke Mogenen ynpaeneHus 4OCTYNOM 1 No npoueccam Bepudmkaumm atux moaenei. Kop-
peKkTHas MOZEenb ynpasneHus JOCTYNoOM SBMAETCA NepBbiM 3BeHOM B Lenu paboT no Bepudukaumm cpeacTts
3almTbl MHopMauMK B Lenom. B cBS3M ¢ 9TUM HacTOAWMIA CTAaHAaApT YyCTaHaBnMBaeT pekoMeHAauuW no
opraHusauuv paboT no Beputrkalun cpeacTB 3anTbl MHOPMaLWUNA, Peanuayolwnx NouTUKA ynpaBneHus
OOCTYMNoOM, a TakkKe MO 40Ka3aTenbCTBY MNKW OEeMOHCTpauMM Toro, YTO uccnegyemoe CpencTBO 3aluThl MH-
cdopmaunm B [ENCTBUTENBHOCTU peanuayeT hopmManbHyo MoLenb YNpasneHusa JoCTYnoM.

rMocKkonbKy CXeMbl peanu3aunun cpedcTs 3aWnTel MHHOPMALUKU B PasnUUYHbIX CUCTEMAX CYLLECTBEHHO
pPaznuyaTCca U He MOTyT ObITh CBEAEHLI B €4WHbIA apXUTEKTYPHEIA WabnoH, B AaHHOM CTaHO4apTe peKoMeH-
dauuy gatotcs B odwem Bnge. CnocoboB KoHkpeTM3auumn TpeboBaHnia cTaHgapTa MoxeT ObiTe HeCKONbKO. B
Ka)KOOM KOHKPETHOM cnydae pas3paboTymk gomkeH BbiDpaTh Hambonee nogxoasuive TeXHUKM MOOEenupoBa-
HUS 1 BepubMKauumn cpedcTea 3aWmTbl HGopMaumn. Heobxogumbim TpeboBaHKMeM SBNSETCA NULLb BbINOM-
HeHue 06LWNX pekoMeHAaUWNA, KOTOPEIE COAEPXUT AaHHbLIN CTaHOAPT.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

3awumTta MHchbopmauum
OOPMAINBHAA MOOENL YNPABNEHWUA OOCTYNOM
YacTtb 4

PekomMeHOauMM no BepuuKaumMmn cpefcTBa 3alMThl MH(IOPMaL UK, peanuayoLwWwero NonuTUK1
yrnpasneHus gOCTYNOM, Ha OcHOBe (hOpManu3oBaHHbIX OMUCaHWUIA MOLENU YNPaBeHWA OCTYNOM

Information protection. Formal access control model. Part 4. Recommendations for verification of information security
features that implement access control policies based on formal descriptions of the access control model

Oarta BeepgeHna — 2025—03—31

1 O6bnacTtb NnpumMeHeHuA

HacTosiluuin cTaHgapT ycTaHaBMNMBaeT pekoMeHAauuW no Bepudukaumm cpefcTB 3alnTel MHGopMa-
UKW, peanuaylowmnx NonuTUKK ynpasneHus OOCTYNOM, Ha OCHOBE (hOpPManv30BaHHOMO OnucaHua Mogenu
yNpaeneHus 4OCTYmNoM.

HacToswwmi cTaHgapT npegHasHadyeH And paspaboTyuKoB CpecTB 3aluuThl MHopMauumn, peannayio-
LUX NOMUTMKM YNpaBIeHUs JOCTYNOM, a TakikKe [N OPraHoB Mo cepTUdUKaLUKM U UcnbITaTenbHbIX nabopaTo-
pWit NpW NpoBeAeHUM cepTUUKaLMM CPEACTB 3alMThl MH(IOPMaUUK, peanuayomnx NoaMTUKA yrpaBneHus
LOCTYMOM.

2 HopmaTuBHbIe CCbINKK

B HacTosillem cTaHgapTe UCNofNb30BaHbl HOPMATMBHLIE CChINMKW Ha cnefylolue cTaHaapThl:

FOCT P 59453.1 3awuTa nHdpopmaumui. PopmansHas mogens ynpaeneHusa goctynom. Yacts 1. Obwyume
NONOXeHUs

FOCT P 59453.2 3awwuTa nHpopmaumi. dopmansHas Modenes ynpaeneHus goctynom. Yacte 2. Peko-
MeHgauun no Bepucrkaunmn dopmansHOU Mogenn ynpaeneHnst 4oCTyrnoM

FOCT P 59453.3 3awuTa nHdopmaumi. PopmansHaa Mmodenes ynpaeneHus goctynom. Yacte 3. Peko-
MeHZauuu no paspaboTtke

MpumeyaHue — [py NONL30BAHNM HACTOSALLMM CTaHAAPTOM LenecoobpasHo NPoBEPUTL AENCTBUE CCbINOY-
HbIX CTaHA4A@pPTOB B MHCOPMaLMOHHOW cucTeme oBLero nonb3oBaHna — Ha oduumansHoM cante PegepansHOro areHT-
CTBa N0 TEXHWHECKOMY PErynMpoBaHWUIo U METPONOIAN B CETW VIHTEPHET UNK NO exerogHomMy MHhopMaLuoHHOMY ykasa-
Tento «HaunoHaneHble cTaHgapTbl», KOTOPLIA OnyBrUKoBaH Mo COCTOAHWUIO Ha 1 AHBaps TEKYLUEro roga, v no Bbinyckam
eeMeCcsA4YHOro MHopMaLIMOHHOIO yKkasaTensa «HaumnoHanbHble cTaHaapThl» 3a TeKyLUWiA rof. Ecnv 3aMeHeH CCbINMoYHbIA
CTaHZdapT, Ha KOTOpbIA faHa HegaTMPOBaHHAA CCbINKa, TO PEKOMEHAYETCA WUCMOMb30BaTh AENCTBYHOLLYIO BEPCUID 3TOTO
CTaHdapTa C Y4eTOM BCEX BHECEHHBIX B JaHHYK BEPCUIO U3MEHEHUI. Ecnu 3aMeHeH CCbINOYHbIA CTaHOapT, Ha KOTOPLIW
fdaHa 4aTWPOBaHHasA CCbifka, TO PEKOMEHAYETCA MCNONb30BaTh BEPCUIO 3TOM0 CTaHAapTa C yKa3aHHbIM Bbille rodoMm yT-
BepxaeHus (NpuHATUA). Ecnu nocne yTBepXOeHUs HACTOSILLEro cTaHaapTa B CChUNOYHbIM CTaHAapT, Ha KOTopbIA AaHa
[aTpOBaHHas CChika, BHECEHO M3MEHEHWe, 3aTparMBalLlee NonoXeHue, Ha KOTOpoe faHa CChiNKa, TO 3TO NONOXKeHne
pekoMeHayeTcs NpUMEHATL Bea yyeTa JaHHOro M3MeHeHUs. ECnm cobinMoyHbIi cTaHa4apT oTMeHeH 6e3 3amMeHbl, TO Nono-
JKEHUWe, B KOTOPOM [aHa CChifIKa Ha Hero, peKoMeHAYeTcA NPUMEHATL B YACTU, HE 3aTparvBatoLLei 3Ty CCbIMKY.

MapaHune ochbuumnansHoe
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3 TepMuHbI U onpepeneHun

B HacTosiwem CTaHOapTe npuMeHeHbl cneywune TepMrHbl C COOTBETCTBYHLWLUMIK onpedeneHnamMmu:
31

BepuduKkaumsa dgopmansHOW Mogenu ynpaerieHus pocTynom: [MoaTeepxpeHwe MNOCPeACcTBOM
npefcTaeneHns oGbLEeKTUBHBIX CBMOETENLCTB HEMPOTUBOPEYMBOCTU (hOPMarbHOM MOAENM yrpaBneHns Jo-
CTYNOM W BbINOMHEHMSA 3aaHHbIX B €€ paMKax YCrnoBuii 6e30nacHoCTy.

[FTOCT P 59453.2—2021, nyHkT 3.1]

3.2 anHamudeckan sepudukauyus: Bug TecTMpoBaHMs Ha OCHOBe hopMarnbHeIX MoZernen noeeneHus
CUCTEM.

MpumevyaHue — PesynstatoMm OMHAMWUYECKOW BepuUKaLMK B Cnydae BepuchuKkaLmn cpeacTsa 3allimTbl MH-
dhopmMauuy ABMATCA AaHHbIE, MOMYYEeHHLIE HA OCHOBE COMOCTABMEHWA BXOLOB, BbIXOLOB, Habrogaemoro noBeneHus
cpedcTBa 3alMThl MHGQOPMAaLKMK B LENoM ¢ ee popManbHON MOAENBIO, UMEHLLEN HAa BXO4e COOTBETCTBYHLWME BO3AeN-
CTBUA. ABTOMaTUYECKWIA aHann3 NnoBeaeHWsa CPeacTBa 3alnTel MHGOPMAaLMK, TakuM 0BpasoM, CBOAMTCA K MOCTPOEHUIO
oToBpaxkeHus ee BXOAOB W BbIXOOOB B UHTEPMENCL MOAENN 1 NOCIeayloLWemMy aHannay (UM aHumauun) Mogenu ¢ nomy-
YEHHBIMM BXOAHLIMI BO3AEMCTEUAMM W MOMYYEHMI0 BEPOMKTA O TOM, HapyLIaloT MU MOMyYeHHbIe OaHHbIe O NMOBEAEHUU
cpeacTBa 3alWWThl MHOPMAaUWUKn TpeGoBaHNA MOOENU UITA HET.

3.3 mogynbHana BepudmKauus; sepughukayus Ha ModynbHOM yposHe: Bepudukauma nporpaMMHOro
MOoZyns Uy rpynnsl MOAyNen MeTo4oM NOrpY>KeHUs X B TECTOBOE UMW MOZenbHOe OKpYXXeHre, KOToOpoe Mo-
JenvpyeT BO3OENCTBUS U peakumu Ha obpalleHns BepuduumMpyemMoro Mmogyns.

3.4 mopaynb (obecneuyeHuns) 6esonacHocTU: MNMporpaMmmHbI MOAYNE Ha HEKOTOPOM SA3bIKE Mporpam-
MWUPOBaHWUSA, peanuayrLnin NONMTUKKA yNpaBneHWs AOCTYNOM B CPeAcTBe 3alnTbl MHOpMauumn 1 MMeLLUiA
SIBHO 3a4aHHbIA NPOrpaMMHbIA MHTepdeNnc.

MpumedvaHue — YacTb yHKUWIA NO peannaauni NONUTUK YNpaBneHns JOCTYNOM B CPeAcTBe 3allnTbl MHOop-
MaLun MOXeT ObiTk He NoKanu3oBaHa B BUAe NporpamMMHoOro Moayns. B atom crnydae moayne 6e30nacHOCTM BbINOMHAET
He BCe (hyHKLMKM MO peanqaaummn Takux NonMuTUK, a TOMBKO YacTb.

3.5 cratuyeckan Bepucpukaumna: TEXHUKW aHannsa nporpamm, npyu KOTOPbIX MPOBEpKa KOPPEKTHOCTM
He TpebyeT UCTMONMHEeHWS NporpaMmei.
3.6

dopMmanuzoBaHHoe (MalWWHoYUTaeMoe) onucanue: OnucaHue popMansHoOi MoLenu Ha popMarnb-
HOM fI3bIKE CO CTPOrOi U OAHO3HAYHO OMpEeAeneHHOW CeMaHTMKOM, NOo3BONAKLIEE UCMONb30BaTh MHCTPY-
MeHTanbHble CPeacTBa BepudukaLmm.

[FTOCT P 59453.2—2021, nyHkT 3.3]

3.7

cdopmanbHasa mogenb ynpaBneHus goctynom: MartemaTtudeckoe unm copmMmanu3oBaHHoe (Mallu-
HOYMTaeMoe, NPUrogHoe AN aBTOMaTU3NpPOBaHHON 06paboTkKn) onucaHue cpeacTea 3awnThl MHPopMaL UK
M KOMTMOHEHTOB cpefbl ero PyHKUMOHUPOBAHWA, NpedocTaBeHe JOCTYNOB MeXOy KOTOPLIMU pernaMmeH-
TUpYyeTCa NOoNMUTUKaMu ynpasneHus JOCTYNoOM, peanusyeMbiMyd 3TUM CPeACTBOM 3aLlnTbl MHOpMaL K.
[TOCT P 59453.1—2021, nyHkT 3.21]

3.8

dhopmanbHbIn MeTof: OCHOBaHHLIN HA MaTeMaThKe U NorMKe MeTo[, a TakkKe NogaepXusaemMbie MK
A3bIKW, ANA BepudrKauuM 1 pa3paboTkn hopManbHbIX MOAenew.
[FOCT P 59453.2—2021, nyHkT 3.4]

3.9 dyHKUMOHanNbLHaA cneyndukauma cpeacTea awuThl MHpopMauuu: OnucaHue, oeTanu3npyro-
Lee BHeWHWH MHTepdenc cpecTea 3alluTel MHOpMaLWK.

4 OOwwne NonoXxeHus

4.1 PexkoMeHOaLMKM HacToALWEro ctaHgapTa no BepudukaluvMm cpeacTs 3aWmTsel MHopMaL My, peanu-
3YIOLWMNX NOMUTVKA YNPaBNEeHWs OOCTYMNOM Ha OCHOBE (hOopMann3oBaHHOTO OMUCAHWA MOOENV yNpaBneHus

2
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AOCTYMNOM, HarnpaBneHbl Ha obecnevyeHne CoOTBETCTBMS (PYHKLMOHMPOBAHWUS CPEACTBa 3alnTbl MHopMauun
chopmansHON Mogeny ynpaeneHus 4OCTynom, pa3paboTaHHoN 1 BepuduLMpOBaHHOW B COOTBETCTBUMN C KPU-
Tepuamu n pekomeHgaumamu MOCT P 59453.1, TOCT P 59453.2 u TOCT P 59453.3.

4.2 Ons Bepudomkauumn cpedcTe 3aluThl MHOPMAaLMK, peanunayiowmx NonMTUKM ynpaBneHusa OOCTy-
MoM, Ha ocHoBe hOpPManM30BaHHOMO ONUCaHUS MOZENMW YNpaBneHusa JOCTYNOM B KAYeCTBE OCHOBHOW TEXHUKN
Beputbrkayun npeanaraeTca AMHaMmyeckas BepudukaLms, YacTHbIA cry4aiil TeCTUPOBaHMA Ha ocHoBe thop-
MarnbHbIX MOENeMn.

4.3 Cratmdeckre MeTodbl BepudmKaLum MOryT NPUMEHSITLCA ANA Bepudukaunm cpeacTs 3awmnTbl NH-
chopmaLuu B crnydae, Korga pasMep U CNoXHOCTE NporpaMmHoro obecnedyeHuns cpefcTea 3awwuTbl MHpOpMa-
LUK MNO3BONSAKT NPUMEHUTL YKa3aHHbIe MeToAbl BepuduKaLun.

4.4 OuHamumdeckyto BepudUkauuo cpedctsa 3auTbl MHGQOPMALUM MOXKHO NPOBOAUTE HA CUCTEMHOM
¥ Ha MOAYNbHOM ypoBHe. Bepudmkauuns Ha cuctemMHoM ypoBHe obsizatensHa. Bepudurkauns Ha MogyrbHOM
YPOBHE MOXKET BbINOMHATLCH MPW HANWYMKU B CPEACTBE 3aLUThl MHOPMaLUK BblAeneHHoro Mogyns 6esonac-
HOCTW M TEXHWYECKOW BO3MOXHOCTMW NPOBEAEHWUA MOAYNBLHOIMO TeCTUPOBaHUS.

4.5 PexomeHayloTcs crnegywolme atansl BepudukaLmm cpefacTea 3allUTel MHGOPMAaLMU, peanunay-
IOLLEero NMOMTUKW YNpaBreHus OOCTYNOM, Ha OCHOBe (hOpMasiM3oBaHHOMO ONWCaHWs MOLENW ynpasreHus
AOCTYMOM:

- NPOBEAEHME apXWTEKTYPHOTO aHanusa cpeacTBa 3aliMTbl MHPOPMALWWA U UCCreqoBaHue Hanuuns
mMoZynst 6e3onacHoOCTM UNK rpynnbl PYHKUKUA, KOTOPblE MOMYT paccmaTpuBaTbhCs kak momynb GesonacHocTu
(BO3MOXHOCTL OnpefeneHus MHTepdencoB B3aUMOZENCTBUSA TaKoro MOAYMA C ero okpyXeHueM);

- MPUHATKWE pelleHns O NpoBeaeHUM MOAYMBHOW BEpUMUKALUM UMK OTKa3e OT Hee;

- BblBOp A3bIKOB pa3paboTku dopmanbHbIX creuubuKkauny U MHCTPYMEHTOB pa3paboTku u Bepudu-
Kauuu;

- BbIBOp KpuTepueB M METOLMKM OLEeHKW MOSHOTbHI BepudpuKaumM (OLEeHKW BepUUKaALUMOHHOIO no-
KpbITHS).

MpumeyaHus

1 Kputepuun n METOAMKM OLEHKN MNONHOTLI BEPU(MKaLMK (OLEHKA BEPUEUKALMOHHOIO NOKPLITUA) pazpabaTteiBaoT-
csi 1 06oCcHOBbLIBAIOTCH pa3paboTyrkamMmmn U crieumManucTaMu no BepuukaLum ¢ y4eToMm TEXHUHECKOW BO3MOXHOCTU BbIG-
paHHbIX CPeACcTB MOAENUPOBAHWA U BEPUMDUKALIM U C YYETOM OBLLENPUHATON NPaKTUKK, ONMMCAHHOW B NPUMNOXEHUU A.

2 BaxHo obpallaTk BHMMaHWe Ha cnocobbl obecneyveHuss nHTerpauumu paboTt B xoge sepudukaynm, To ecTb Crno-
cobbl opraHn3aumn NepencnonsL3oBaHus NPOMEXKYTOMHBIX PE3YNBTATOB CO3AaHHBLIX UMK NMOMYYeHHbIX B XO4E UCMONbL30Ba-
HUA MHCTPyMeHTOoB Bepudukauuu. Mpu Boibope MHCTPYMEHTOB BepudMKauumn Hy>kHO obpallats BHUMaHWe Ha Hanvyve
cpeacts cbopa 1 0bpaboTkn nHopMaLnK O NONHOTE NOKPLITUS;

- paspaboTka popmManbHol cneundurKkaLum MHTepdencos cpedcTea 3aWwmuTbl MHopMaL K, peanuayio-
LWKMX NONUTUKW yNpaBneHnsa JOCTYNoM, U ee Bepudukaums.

MpumeyaHune — dopMansHas cneuugukalma paspabaTeiBaeTces ¢ y4eToM TpeboBaHuii opmansHon Mogenu
ynpaeneHusa AOCTYNOM, KoTopas paspabartbiBaeTcs v BepudmumpyeTca A0 AaHHOro atana;

- BepudMKauus cpeacTsa 3alWuTbl MHOPMaL MK, NPOBEpKa COOTBETCTBUSA NOBEAEHWA CPedcTBa 3a-
LWMTbI MHCbOpMaLMK hOpManbHOM MOAENW YNpasneHus JOCTYNoM.

MpumedyaHne — BMecTo 4EMOHCTPALMKM COOTBETCTBUA MOBEAEHWA CPEACTRA 3allyTbl MHOPMALWUU MOaenu
yNpaeneHusi OCTYNOM MOXHO [eMOHCTPUPOBaTh COOTBETCTBME hOPMAarbHON crelndrKkalm cpencTea 3aluTsl MHAGOop-
MaLuWK, ecrnv npegBapuTensHo Bbino AokasaHo, YTo Bce TpeboBaHws 6e3onacHOCTW, NPeACcTaBMNeHHbIE B (DOpMaribHON
MOZENW YNpaeneHns AOCTYNOM, aHanorMyHsIiM 0bpa3om npeacTasneHs! U B hopmansHoi cneundmrkanmm cpeacTea 3a-
WM Tl MHPOPMALLMK;

- paspaboTka hopManbHOW cneumMdpukaumm nHTepgencoB Mogyns 6esonacHoCTH (ONUMOHANbLHO, ecru
CTaBWTCH 3aJada Bepudpmkaumm mogynsa 6e3onacHocTu) U ee Bepudmkaums (OnuuoHanbHo);

- Bepudprkaumsa moaynsa 6esonacHOCTy (ONUMOHANbHO, €CiM CTaBWMTCA 3aJada Bepudunkaumym Mogyns
©esonacHocTH).

4.6 B onucaHumn pesynstatoB BepudmrKaLmm omkHbl ObiTb NpeacTaBneHb:

- aHanu3 apxXuTeKTypbl CpeacTBa 3aluThl MHopMaunn, 0B0CHOBaHWE BbIBOAA O HANW4YMM UIKM OTCYT-
CTBUW BO3MOXHOCTWM MOAYMbHOW BepudUMKaumMm Mogynsa 0e3onacHoCcTy;

- onucaHue hopmanbHOn cneundukaumMn MHTepdencoB cpedcTBa 3aWmnTel MHQOopMaumn;

- corocTasleHne CTPYKTYpLl hopManbHOW Mogeny ynpaeneHus 4OcTynom n popMmansHour cneyuduka-
LMK cpencTea 3alnTbl MHOpMaL WK,
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- obocHoBaHue Bbl60pa cnocoba OeMOHCTpauwnu TOro, 4To cbopmaanaH cneu,wcbm:au,wﬂ COOTBETCTBYET
cboprvlaanoﬁ mMogenu ynpaeneHnsd OOCTynom;

- pe3ynbraTbl NpoBeeHunA Bepw:bm(au,mn B COOTBETCTBMU C peKoOMeHOaunaMun pa3nernoB 6 u 7 HacTog-
wero craHgapTa.

5 BbiboOp MHCTPYMEHTOB BepuduKkauum

Mpw BbIBOpE MHCTPYMEHTOBR ONSA NpoBefeHus BepuduKauuu cpefcTBa 3alluTel MHOpMaL My, peanu-
3yloLero NonuTUKWA ynpasreHus OOCTYNOM, Ha OCHOBE (POpPManu3oBaHHbLIX OMUCAHWA MOAENU yrnpasreHus
OOCTYNOM CrnefyeT pyKOBOACTBOBaTLCA CreayoWUMN pekoMmeHoauU s iMm:

a) MHCTPYMEeHTbl OOMMKHbI NOAAEPXUBaTh CTAaTUYECKYo BepudMKauuo Mnn OWHaMUYECKy Bepudu-
Kauuo;

6) B MHCTPYMEHTax J0MKHA DObITh MpegycMOTpeHa BO3MOXHOCTb MCNONL30BaTh BbIDpaHHbIE A3bIKA MO-
OEenupoBaHusa Ans onucaHua oopMansHOoW Modenu ynpaeneHusa 4ocTynoM u/unu dopMansHoi cneyuduka-
unM nHTepdencoB cpeacTea 3alnTel MHopMauuy;

B) MHCTPYMEHTaMW LOMKHa NOLOEPKUBATBCA TEXHWKA YTOYHEHWs Ons nepesoda peanuialyMOoHHOMo
NpeacTaBneHna AaHHbIx (ONpegeneHHoro B TePMUHAX MCMNoNb3yeMOoro si3blka NporpamMmmMMpoBaHns) B UX MO-
OenbHoe npeacTaeneHue. B cnyyae guHamudeckon Bepudukalum OOMMKeH ObITh BbIAENEH ol agantepoe/
MeOWaTopoB AN KOHBEPTALUUN OaHHbIX;

r) B MHCTPYMEHTax CTaTU4eCcKoW Bepudukalunm OOMKHbI ObiTh cpeacTBa aHanmaa BepudUKaLMOHHOMO
MOKPbITUS;

A) B MHCTpYMeHTax AMHaMW4Yeckon BepudnkaLmMm JOMmKHbI OblTe cpeacTsa Ans cbopa n aHanusa TecTo-
BOro (BepUUKALIMOHHOMO) NOKPLITUS:

1) Ha ocHOBe CTPYKTYyp popManbHON MoAenu ynparneHust JOCTYNOM w/unu dopmarnsHon cneuudu-
Kauuu cpefcTBa 3aluTbl MHopMaLuuy;
2) Ha OCHOBEe CTPYKTYpbl peanu3auuu cpefcTea 3aLlmThl MHhopmauuu.

Mpumevarnnn

1 ®opmanbHble MOAENW YNpaBneHnsa AoCTynoM, chopManbHble cneundgukaLn cpeacTea 3alluTsl MHopMauum 1
chopmanbHbie cneludurkaumm Mmoaynen obecnedeHusa 6e30MacHOCTM MOTYT CO34aBaTLCA NPK NOMOLLM PasnUYHbLIX UHCTPY-
MEHTOB, A3bIKOB MOAENMPOBaHUS, A3bIKOB (hopManbHbIX cneLvuKkaunii uny apyrux hopmMansHbIX HOTaLWIA.

2 [ns uenei mogennpoBaHus ¥ BepudUKaLMy Modenei ynpaeneHus 4ocTynom 6onsLioe pacnpoctpaHeHue nony-
ynnn A3bikK (Hotauun) Event-B n TLA+. NepBan nogoepKMBaeTcsa HECKONBKMMKU MHCTPYMeHTaMu, Haubonee M3BeCTHbIE
Rodin u ProB. Hanbonee n3eectHeiM Habopom MHCTpymeHToB ana TLA+ aensetca Habop TLA+ Toolbox. MNepeuncneH-
Hble UHCTPYMEHTLI PacnpoCTPaHAKTCA No4 OTKPLITEIMU NALEH3MAMMU.

3 PacnpocTpaHeHHbIX MHCTPYMEHTOR, KOTOPLIE pa3pabaTkiBanuck cneunansHo Ana TECTMPOBaHUA Ha OCHOBE MO-
aenei, mano. bonblias YacTb M3 HUX NNOX0 MHTErPUPYETCA € A3blIKamMuy NPOrpaMMUpPOBaHKSA, Ha KOTOpLIX paspabaTbiBa-
H0TCS CpeacTBa 3alunThl MHAOPMAaLUK, U C A3bIKaMK, Ha KOTOPbIX ONMCbIBAOTCS Mogeny u cneundukaumi. OgHako ons
yKasaHHbIX BbILLE HOTAUWA TAKME MHCTPYMEHTHI ecTb. Mpumep ans HoTaumu Event-B npneBoguTcs B npunoxeHun b.

6 PekomeHpauun no Bepudukauum cpeacTea 3awmuTbl MHpopmauum,
peanu3yroLwero nonMTUKN ynpaBneHns OCTyNnoM, Ha OCHOBe
cdopmManu3oBaHHbIX ONMUCAaHUA MOAENN YyNpaBrneHUsa 4OCTYNOM

Ha CUCTEMHOM YpPOBHe

6.1 Ons Bepudukaumm cpedctsa 3allnTsl MHPOPMaLUK pekoMeHOyeTCcs npoBefeHne OUMHaMUYeCKOon
BepuduKauum Ha cooTBeTCTBUE hopManbHOW Modenu ynpasneHnsa 4oCcTynoM unu dpopmMmarnsHoi cneguduka-
LMK 3TOro cpefcTBa 3allnTbl MHOPMaLUn.

MpumeyaHue — Bepudwukayus Ha CUCTEMHOM YPOBHE COCTOUT B MPOBEPKE COOTBETCTBUS NOBEAEHUS Cpen-
CTBa 3alWUThl MHhopMaLMKU TpeGoBaHMAM MOAENM yNpaBneHus AOCTYNOM Ha YPOBHE Ero BHELUHUX MHTEPMENCOB, TO ECTh
npy 3TOM CPEACTBO 3aLlUMThl MHGOPMAaLIMK aHaNWM3UPYETCS Kak CUCTeMa, U He aHaNU3MPYKTCA ro BHYTPEHHUE MPOLEecchl
W (hYHKLMOHAMNBHOCTb Ha YPOBHE MEXMOAYIbHBIX CBA3EN.

6.2 lNMpoBeneHue Bepudrkaun cpeacTea 3allmMThl MHOPMaLMK HAYMHAETCS C aHann3a COOTBETCTBUA
WHTepdencos Mogenu ynpasneHuss 4OCTYNOM M WHTepdencoB cpeacTea 3awwnTel Hdopmauun. B cny4yae,
Koraa uHTepdenchl NO CTPYKTYpe coBnagarwT unu 6nuaku, BepudurKaLMio cpeacTea 3aluTbl MHopMaLum
MOXHO MpOBOANTE, NMPOBEPSISl COOTBETCTBUE NOBELEHWUA CPefCcTBa 3aWuTel MHpopMauun opmMansHONn Mo-

4
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Jenu ynpaeneHusa goctynom. B cnyyae, korga cTpyKTypbl MHTEPdENCOB pasnuvyHbl, HEOBX0ONMMO MOCTPOUTL
dopmManeHy crneuMduKkalmio cpeacTsa 3awmnTbl MHopMaUMn U AokasaTbh (M1 NpoaeMOHCTPUPOBaTh OpY-
rMm cnocobom), uyTo popmansHas cneundrkaLms cpeacTBa 3aluTsl MHOpMaL Uy COOTBETCTBYET hopManb-
HOW MoJenu ynpaeneHus 4OCTYrNnoMm.

6.3 B criyyae HanM4usa NpsiMOro COOTBETCTBUA MEXAY CTPYKTypamu uHTepdgeincor popmansHon moae-
nu ynpaeneHus 4OCTyNoM 1 popmansHon cneyudukaunm cpeacTea 3awnTbl MHOpMaLUn NOCNeaHAs MOXeT
ObITb pa3paboTaHa Kak NpsiMoe yToOYHeHWe (hopMansHOW Mogenu ynpasneHns 4oCTYNoMm.

6.4 Ecnu uHTepdhenc cpencrtea 3awmTbl MHGOPMALUM He HaxXOOUTCS B NMPSAMOM COOTBETCTBUW C WH-
Tepthencom opmansHOW MOAEenU ynpaeneHwuss OOCTYMNOM, ONA YCTAHOBMEHWA COOTBETCTBUA MeXaAy HUMUK
cnenyet NPUMEHATE TEXHUKKU, OOCTYMNHbIe ANnsl pa3paboTunKoB, BkoYas opManeHyo sepudumkalunio (Bepu-
duKaymio, BLIMOMHAEMYH NPU NOMOLLKM (hOpMarbHbIX METOAOB) UMK aHANMWU3 BPYYHYIO.

MpumeyaHune — Hanbonee BLICOKMI YpOBEHb JOBEPUA K BEpUPUKALIMKM COOTBETCTBUA hopMansHOW Mogenu
ynpasneHusa 4OCTYNoM 1 chopManbHOi cneundmKkaumm cpeacTea 3auTbl MHopMaLummn gaeT hopManbHas BepudukaLms,
KOTOPYH MOXHO BbIMOMHATL MPY NOMOLLM NPOLUEdYPbl YCTAHOBMNEHWSA YTOYHEHWA NO COCTOAHWAM. 3Ta npouedypa BKIO-
YyaeT NocTpoeHWe Tak HasblBaeMoro abcTparnpyoLero otobpaxeHns cocTosHWIA hopmansHoi cneuudukaumm cpeacTea
3aWmTbl MHhopmaummn (C3U) B cocTosHUA popmMarnbHOR MoZernu ynpasneHust 4OCTYNoM. [1py 3TOM BbINONHEHWe YCroBui
6e3onacHocTu B hopmansHoi cneundmkaumm C3W B HEKOTOPOM ee COCTOSIHUKM BNeYeT BhinonHeHne ycnosui Besonac-
HOCTWU hOpManeHO MOAENW yNpaBneHns JOCTYNOM B COCTOAHUW, MONYyYEHHOM B pe3ynsTate npuMeHeHns abeTparvpyto-
wero oTobpa)eHus K 3TOMYy COCTOAHUIO chopManbHou cneundukaumm C3N.

6.5 lNpu nposegeHnn oMHaAMWYECKOW BepuduKaunm cpedctsa 3alwnTel MHGopMaLMM, peanusyouero
MOMUTUKW ynpaseHuss 4OCTynom, HeobXoaMMO oueHMBaTh MOMHOTY Bepudmkaumum Ha cooTBeTcTBMe hop-
ManbHOW cneyndrkalm cpegcTea 3aWunTbl MHOPMaUWUK C OTCIEXMBAHWEM NOKPLITUSA MoZeny (CM. Mpuro-
*eHue A). Ecnv dopmaneHas cneyndukauna cpeacTea 3anTbl MHOOpPMaLKUy He ABMSETCA NPAMbIM YTOYHE-
Hruem dopManbHOW MOAENW yNpaBneHWss AOCTYNOM, NOKpbITUE hopManbHON MOAENW YyNpaBneHus 4OCTYNoM
OOIMKHO OTCINEXMBaTbCH OTAENBHO NPY NOMOLLKX oToBpaXKeHnsa oTAeNbHbIX COBLITUIA MNK LenoYek cobbliTUA 13
chopmaneHON cneundunKkaumm cpeacTea 3awmTel MHopMaunm B cobblTusl doopManbHON MOgenu ynpaBneHns
OOCTYIMOM.

6.6 B onvcaHuun pe3ynsTaTtoB BepUPMKaLMW JOMKHBI ObiTb MpeacTaBnieHsb:

- onucaHue hopmanbHON cneunukaumm cpeacTea 3alWmnTel MHQOPMaLUK;

- obocHoBaHMWe TOro, 4To 3Ta hopmanbHas crneunduKalms CoOoTBETCTBYET (hopMansHON MOOENN yrnpas-
NeHUs JOCTYNOM;

- onvcaHWe TecToBOro (MOAENbHOMo) OKpYXKeHus W npouecca Bepudukaumm 1 obocHoBaHue Bbibopa
3TOMO OKPYKEHUS;

- OUeHKa MonHoThLl BepudrKaLmuy Ha OCHOBE CTPYKTYpPbl pOpMansHon MOAenn ynpaeneHusa JOCTYNoM 1
cdopmManeHOn cneumdukaumm cpegcTea 3alnTbl MHopMmaunm.

7 PexomMeHpauum no Bepudpmkaumm cpeacrea 3awmtbl MHQOpMaumm,
peanu3yloLwiero NonUTUKMU ynpaBrieHUsi 4OCTYNOM, Ha OCHOBe
dopmanuzoBaHHbIX ONUCAHUA MOAENU ynpaBneHus AOCTYNOM

Ha ypoBHe uHTepdencoB moaynen 6eszonacHocTu

7.1 PekoMeHOauuMu OaHHOTO pasdena OTHOCATCS K Cnyyalo, Korga B CpeacTBe 3aluTbl MHopMaumm
fIBHO BblaeneH moaynb GesonacHoCTW M gomkHa GbiTh NpoBegeHa ero Bepudmkaumsa. Takaa sepudukaums
MOXKET NPOBOAUTLCS, ECMM €CTh TEXHUYECKasi BO3MOXHOCTb OTAENWUTh MOAdynb Ge30MacHOCTH OT OCTambHbIX
COCTaBMAOLINX CPEACTBa 3alUThl MHGOPMALIMA 1 OPraHN30BaTh ero ModynbHOe TeCTUpOBaHMe.

7.2 Bepudukaumsa Mogyns 6e3onacHOCTU B CPEACTBE 3alluThl, peanuayroLwemM NonuTUKKY yrpasneHus
AOCTYNa, A0MKHA OCHOBbLIBATLCH Ha YOPManbHOW MOAENW ynpasneHns ocTynomM. [ns sepudukaumn mogy-
na Ge3onacHOCTU cHadyana HeobxoauMo paspaboTaTte hopManbHyo cneuudukauuio MHTepencoB Moayrs.

MpumeyaHns

1 Paspabotka Takon cneumndmkauum n NpoBepKa ee COOTBETCTBUS hopMansHoOW Moaeny ynpaeneHus JOCTYNnoM 1
dopmanksHoW cneundmKaummn cpeacTea 3awuTel MHGOPMaLMK B LENOM BO MHOMMX CNyYasx ABNAETCH CNOXHON HAy4HO-
TexHu4eckoi 3agayei. B page cnyvaes MOXET ObiTh MCNOMB30OBAH MOAX0A HA OCHOBE TEXHMYECKOW 3KCMepTw3bl, npea-
nonararowen nocnegoBaTenbHoe NocTpoeHue opmanbHol cneundukauuy Mogyns ¢ MHOTOKPaTHbIM U UTePaTUBHbLIM
nposeneHnemM ee 0630p0oB (MHCMEKLWIA) HECKOMbKUMIW CNeLnanucTamu.
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2 CwuTyaums ycrnoxHseTcs B Tex crny4asx, Korga Mogyrnb 6e30nacHOCTH CTpouTes B Buae 0D0oBLLEeHHOro nHTepnpe-
Tatopa BO3MOXHbBIX NOMWTUK, ONUCHIBAEMbIX H8 HEKOTOPOM CTPYKTYPUPOBAHHOM A3bIKE M NOCTABNAEMbIX B BUAE OTOEMNb-
HBIX KOHOUMYpaLUOHHbIX (halnoB CUCTEMBI 3aLLKUTEI MHdopMauuK. MNpuMepoM Takon peanusauuu asnaetcs moayns LSM
SELinux. B aTom cny4ae HeT Kakoro-nubo npsamoro CooTBETCTBUA MexXay (PYHKUMOHANEHOCTE MOAYNa caMoro no cebe u
MoZenbio yNpaeneHus 4oCTynom B Luenom. B aTol cutyaumnn Bepudbmkalmsa NpoBoOAMTCA ANS Kax4own nonutuky besonac-
HOCTW MNW ANA Kax4oro knacca nonvtvk 6esonacHocTw.

7.3 OueHky nonHoTLl Bepudmkaumn mogyns 6esonacHocTy criegyeT NpoBOAMTE NPY NOMOLLM aHanuaa
NOKPLITUS MoZenu (CM. npunoxeHue A).

7.4 Kpome TOro, HeoBxogMmMo OTCNEXMBaHWE MOKPLITUSA Koga Moayns nony4YaembiMyu Tectamu (He me-
Hee YpOBHS NOKPLITUS BCEX BETBMEHWUW B NporpamMmme). HenoKpbiTele BETBNEHUS B MporpaMMe AOIKHbI aHanu-
3MpOBaTbCA Ha NPeaMeT BO3MOXKHOTO CYLLECTBEHHOTO BNUSIHUA Ha paboTy MOAyNs B LLenoM, Npu nogTeepxae-
HUW 3TOTO BMUSHUSA OOIMKHbI CO30aBaTbCs AOMNOMNHUTENbHLIE TECThI ANS NOKPLITUSA TAKUX BETBNEHUA.

7.5 [MNpwv npoBegeHun BepucunkaLnm KoHuryprpyemoro Mmoaynsi 6eaonacHoCTi HeoBGXOAMMO MCMOMb30-
BaTb pasnu4YHble KOHUIypauum U AOCTUIaTk MOKPLITUS CTPYKTYPHbLIX 3MeMEHTOB si3biKa OnMcaHusa KOHUry-
paumit (NpaBWUn 1 OTAENbHbLIX ankTepHATUB rPaMMaTUKK, OTAENbHbIX BO3MOXHbLIX ONepaTopoB, UCMOoMb3yeMblX
npy onMcaHuy Npasun NOMUTHK, @ Takke BO3MOXKHbLIX COYETaHWil Nap ansTepHaTUB B OQHOM Mpasune).

MpumeyaHme — B cnyyae CNOXHbLIX CPeACTB 3alLMTEl MHpopMaLmK (HanpuMep, onepaLoHHbIX CUCTEM MK
cucTeM ynpaeneHus 6asamm OaHHbIX) BO3MOXHO NpoBeAeHWe YacTUYHON BepudunkaLumum KoHUrypupyemoro Mogyns, npu
KOTOPOW MOKPbITWE A3bIKA ONUCaHUS KOHUIypaLUuia He gocTuraeTcd, Ho obecnednBaeTcs JOCTATOYHBIA aHanw3 cuTyauun,
BO3HUKAIOLWWX NPY U3MEHEHUN NULLL HeBoMbLLIOK YacTu aTpubyToB KoHdUrypauuu. B aTom cnyyae KoppekTHOE NpUMeHe-
HWe cpedcTBa 3awWwuThl MHopMauuy ByaeT BeprdMLMPOBAHO TOMBKO NS TeX Cny4aes, Koraa U3MeHeHus KoHdurypaumm/
nonutuk 6e3oNacHOCTK OCTAOTCA B pamKax NOKPLITOro TecTaMmy MHOXeCTBa HabopoB 3HaveHWid ee aTpubyToB (B Npeaene,
TOMBKO MPU MCNONB30BaHUKM POBHO TOW e KOHMUrypauumn, Ana KoTopor Beina npoBedeHa Bepudukauns).

7.6 B onucaHuu pe3ynkTaToB BepudukaLum moayns 6e3onacHocTy AOMKHb! ObiTb NPeACTaBNEHbI:

- onucaHve dopmanbHOW cneundumkaumm moayns bezonacHocTM, o6OCHOBaHWE TOro, YTO OHa COOT-
BETCTBYET (hopManbHOM MoAenu ynpasneHusa AOCTYNOM W hopManbHOR cneuudukalm cpeacTsa 3aluThbl
MHdOpMaLWK;

- onucaHwWe TecToBOro (MOLEnbLHOr0) OKPYXKeHWs U npolecca Bepudukaumm n obocHoBaHue Bbibopa
3TOr0 OKPYXKEeHUs;

- OLeHKa MOorHOoTEl BepudrKaLM1 Ha OCHOBE CTPYKTYpLI hOpManbHOM MOAeny ynpaeneHus 4OCTYNoM,
cdhopmanebHOn cneundurKkaLmMM cpeacTsa 3allMThl MHOopMauMM 1M CTPYKTYpbl peanu3aumm mogynsi besonac-
HOCTW.
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MpunoxeHune A
(cnpaBo4Hoe)

PekoMeHaauMmM rno oueHKe NOKPLITUA (hopManbHbIX Mogenen

KpwTepuu nokpbiTusi hopManbHbIX MOAENe, MCnonb3yemble Npyu TeCTUPOBAHUKM Ha COOTBETCTBUE UM, JOMKHbI MC-
Nofb30BaTb CTPYKTYPHbIE 3NeMEeHTbI creuudunkanmm onepaumnin/cobbiTii MO4ENV B Ka4eCTBE OCHOBbI.

O6bI4HO onepauns/cobbiTue MMEeT HeKoTopbln Habop YCNOBWMW ee YCNeLHOro BbIMOMHEeHWs, Ha3blBaeMbl nNpea-
ycrnoBuemM unm Habopom oxpaHHbIX ycrnoeuid. [pyu aToM HeKoTopble YyCnoBKsa M3 atoro Habopa obecnevmBatoT camy BO3-
MOXHOCTb MCMOMHEeHWs onepauun, a gpyrne — obecneymBatoT YCNeLWHOCTb ee UCNONHEHWA Npu cobniogeHun npasun u
ycnoeui 6esonacHocTu. [pyn HapylleHWy yCnoBWiA NepBoro Tuna onepauus He MoxeT BbiTe ucnonHeHa Boobwe. One-
pauus MOXeT BbITb MCNONHEHa NPU HApPYLUEHWW YCNOBWIA BTOPOro TWN&, HO €€ WCMONHEeHWe NPWBOOMT K BO3BPAaLLEHUIO
cneumanM3npoBaHHOro Koga OLWMOKY UMM CO30aHMI0 CUTYaLMK, B KOTOPOW hMKCUPYeTCA HapyLleHne npaeus.

[nsa ncnonHeHws onepauyn yCnoBus NEPBOro TUMa Bcerga AOMmKHbI ObiTe BbIMOMHEHBI, MO3TOMY OHW HE Y4uTbIBa-
I0TCH NPW ONpeaeneHMy NoNHOTEI TECTUPOBaHWUA. YCNoBUs BTOPOro TMna MoryT ObiTe HapyLleHbl, NPy 3TOM HapyLueHue
KayKaoro U3 HUX AOMKHO NMPUBOAUTE K HeYCMEeLHOMY 3aBepLUeHWo onepaunun. [oaTomy AnA NONHOThLI TECTUPOBAHWUA He-
obxognmo obecnednTs B TECTax CUTYaUMIO YCMELUHOro MCMOMHEHUs, B KOTOPOW BCE YCINOBWS BTOPOrO TMNA BbIMOMHEHDI,
a TaKKe cuTyauMu, B KOTOPbIX 3TW YCMOBWA HapylueHbl. PexoMmeHayeTca co3gasaTtb, Kak MUHMMYM, Habop cuTyauui, B
KOTOPbIX TOMbKO OAHO M3 3TUX YCIOBUW HapyLLEHO, @ OCTanbHble — BbINOMHEHbI. 3TO 06ecneqnT Npu TECTUPOBaHWKM BEPU-
doyKaumMio TOro, YTO paccmaTpuBaeMble YCNOBUS BNUSIOT Ha YCMELHOCTh BbINOMHEHWS onepaun He3aBUCUMO.

WMHorga cuTyauusi, B KOTOPOW OOHO M3 YCNOBUIA BTOPOro TUMNa HapyLleHo, a ocTanbHble BbiNOMHEHbI, HEBO3MOXHA.
B aTux cnyyasix pekoMeHOyeTCs co30aBaTh BO3MOXKHbLIE CUTYaLMK, B KOTOPbLIX HAPYLLUEHO MUHUMANEHOE MHOXECTBO YCIo-
BUWIA BTOPOTO TWNA, BKMIOYaLLEE pacCMaTpMBaEMOE YCMNOBUE.

OTaenebHbIA Nogxod HeoBGXOAUM, ecnu ycnoBue npeacTaBnaeT coboil AU3BIOHKLMI0 M3 HECKOMbKUX BbIpaMeHWi-
OW3BIOHKTOB. TO e BepHO AN MMANMKauMK, Npv 3ToOM MMMNUKauus MoxeT ObiTb npeobpasoBaHa B AWIBIOHKLWIO NO
npasuny (A = B) = ("A v B). B aTom cny4yae Ans co3faHus cuTyauuu, B KOTOPOW ycnosue NpuHUMaeT 3HavyeHue FALSE,
HeobxoaMMo, 4YToObl BCe BXOASLUME B AU3BIOHKUMIO BbIPaXKEHUSA NPUHANK 3HavdeHne FALSE. [Ina NokpbITUA cUTyaLun, B
KOTOPBIX MOMHOE ycrnoBue npuHumaet 3HadeHne TRUE, pekomeHayetca co3gath, Kak MUHUMYM, Habop cuTyauuid, B Ko-
TOpbLIX Kaxaoe OTAENbLHOE BXOOALLEE B ON3BIOHKLUMIO BolpaxeHue npuHumaet 3HavyeHne TRUE, a octanbHelie — FALSE.
Ecnu cuTyauus, B KOTOPOW TONBKO OQHO U3 BhIPAXKEHUI BbINONHEHO, HEBO3MOXKHA, PEKOMEHAYETCA CO3AaBaTh BO3MOXHbIE
CUTyaLWK, B KOTOPBIX BLINOMHEHO MUHUMArNbHOE MHOXECTBO BbIpaMeHUA-AN3bIOHKTOB, BKKOYaloLLee paccMaTpuBaemMoe.
OTa pekoMeHZauuUs NPUMEHAETCA, Korga HeoBxoauMo BbINOMHEHWE YCNOBUA-AN3BIOHKLMMW NMPU BBINONHEHWW OCTanNbHbIX
OXpaHHbIX ycrnoBuiA. Ecnn ogHo U3 Apyrix oxpaHHbIX YCNoBWUIA HapyLllaeTcs, obecnedeHue 3HadyeHnss TRUE ans AmM3sbloHK-
UMM He uMeeT ocoBoro 3HaYyeHus.

lpumep

Hdonycmum, Mbl NbimaeMcs NOKPbLIMb pPa3nuy4yHbie cumyayuu, ces3aHHblie ¢ pabomol onepayuu nosy-
yeHuss docmyna cybbekma k 06bexkmy GetAccess(subj, obj, akind). Mycmb ycrosue ycrnewHo20 8bINOSIHEHUS
amozo cobbimus umeem credyrowuil saud (Yucna e keadpamHbiX ckobKax HyMepyrom omadenbHble ycrnoeus u
GU3BLHOHKMbI).

1 subj € Subjects /* subj senaemcs cy6Lekmom docmyna*/
2 A obj € Objects /* obj aensemcsa o6bekmom docmyna*/
3 A akind € AccessKind /* akind sensemcs eudom docmyna */
4 A subj € ActiveSubjects /* nycmb 8 cucmemMe ecimb akmueHble cy6beKkmbl, KOmopbie MO2ym MoJy4ams
docmyn k o6bekmam, U ecmb HeakmueHble cybbeKkmbl, komopbkle docmyn MonyYams He Mo2ym, HO
Mozym ebINonHAME Kakue-mo opyaue onepayuu */
5 /* nony4yeHue docmyna ycneuwHo, nubo ecnu cybbekm aesemcs npueusezuposaHHbIM (adMUHUCmMpa-
mopowm), nubo ecnu y He2o ecmMb NPaeo Ha yka3aHHbIlU sud docmyna K ykazaHHoMy o6bekmy */
5.1 (subj = Admin
5.2 A (obj,akind) € AccessRights(subj))

[Mony4yeHne MWHUMAIBHOMO MOKpPbIBaLEro Habopa TeCTOBbIX CUTyaUWW B COOTBETCTBMMW C MPeAcTaBlNEeHHbIMU
BbILLIE PEKOMEHOALMAMUN BLINONHAETCA Creayowmum obpasom.

Ycnoeusa 1, 2, 3, no cyTW, NpeacTaenaAT cobor TUNOBLIE OrpaHUYEeHMs Ha NapaMmeTpbl U He MOryT BbiTb HapyLUEHbI
npu Noboi NonbITKe UCNONHEHWS AaHHOK onepauun. OHW ABMAKTCA YCNOBUAMM NEPBOTO TUNAa AN OAHHOMO NpYMepa u
BO BCEX CUTyaUWAX OOMKHbI MMeTb 3HavyeHne TRUE.

YcnoBus 4 n 5 SBNAIOTCA B 3TOM NMpUMEPE YCNOBMAMKW BTOPOro TUNa M MOryT BbiTe HapyleHbl. [1pu aTom ycno-
Bue 5 cocTouT 13 Au3bloHKTOB 5.1 1 5.2, 1 ero BeinonHeHne MoxeT ObiTb 0becneveHo obpaweHnem B TRUE ntoGoro ua
3TUX OU3BIOHKTOB.

PekomeHOyeMbIl AnNa co3gaHns B TecTax MUHUManbHbIA Habop cuTyauuin Ana JaHHoro npMMmepa Takow.
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1. YcroBms yCneLHoro UCnonHeHna onepawmmy BuIMNOMHEHbI, AW3BIOHKLKMA 5 BLIMONHEHA 3a cHeT AM3bloHKTa 5.1
subj € Subjects

A obj € Objects

A akind € AccessKind

A subj € ActiveSubjects

A (subj = Admin A (obj,akind) ¢ AccessRights(subj) /*HapyweHo 5.2%/)

2. YcnoBuaA ycnewHoro NCnonHeHus onepawun BbINoMHEHb!, AN3BIOHKUMA 5 BBINOMHEHa 3a CHET AU3bioHKTa 5.2
subj € Subjects

A obj € Objects

A akind € AccessKind

A subj € ActiveSubjects

A (subj # Admin /*HapyweHo 5.1%/ A (obj,akind) € AccessRights(subj))

3. YcnoBus ycneLwHoro MCNosiIHEHUs HapyLUEHbI 3a CHET HapyLUeHUA ycrnosus 4
subj € Subjects

A obj € Objects

A akind € AccessKind

A subj € ActiveSubjects /*HapyleHo 4%/

A (subj # Admin /*HapyweHo 5.1, BLINONHWTL €0 NPWU HapyLLleHn 4 MoxeT ObiTb HeBoamoxHO™/ A (obj,akind) € Ac-

cessRights(subj) /*BeinonHeHo 5.2%/)

4. YcnoBusa ycneLHoro UCNonMHeHWUA HapyLUeHbl 3a CYET HapyLUeHWUs yCroBusa 5
subj € Subjects

A obj € Objects

A akind € AccessKind

A subj € ActiveSubjects

A (subj # Admin A (obj,akind) ¢ AccessRights(subj) ) /*HapyleHsl oba guabtoHkTa 5.1 n 5.2/
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MpunoxeHune b
(cnpaBo4Hoe)

Mpumep npoBegeHUA BepudUKaLMK cpeacTBa 3alUTLI UHOPMaLUH,
peanusylolero NOMUTUKK YNpaBneHUsa AOCTYNOM, Ha OCHOBe (hOpManu3oBaHHbLIX ONUCaHUN
MoLenu ynpasneHus gOCTYNoM

PaccmaTpuBaeTcs npumep BepugukaLmMm cpefctsa 3auTel MHdopmauumn annoBoi cCUcTeMbl B pamMKax TUNOBOK
onepaunoHHON cucTeMbl. B Hell ecTb onepauns open. B pearnbHbix hainoBblX cUCTEMaX Open BbINONHAET ABe (hyHKLMN:
OTKpbIBAET hawr, ecnv OH Y:KEe CO3[aH; co3gaeT W OTKpbIBaeT thain, ecrnv B MOMEHT Bbi30Ba open dhaina ¢ ykazaHHbIM
UMEHEM HET.

Mpw BepuduKkaunmn cpeacTea 3auTbl MHOopMaUun annoBo CUCTEMBbI B paMKax TUMOBOW onepaLMoHHOW cucTe-
Mbl C Onepauuei open, KOTopasi OTKpbIBaeT (haiin, ecrnuv OH yKe co3faH, B KayecTBe HoTauMn MOAennpoBaHWs UCNOoNb3ay-
etca Event-B. B dhopmansHoi mogenuy ynpaBneHusa 4ocTynoM onepauus open npeacrasnsetca kak GetAccessForObjOp-
eration, ee Bug crnegyoLwmni:

event GetAccessForObjOperation
any
proc # lNpouecc (cybbekm)
obj # Obbexkm
op # Onepauyus
dir # Podumenbsckuli kamanoe
where
@grd1 proc € Processes
@grd2 obj € Objects
@grd3 op € ObjOperations
@grd4 dir € Dirs N Objects
@grd5 # Pexum adMuHucmpLpogaHusi
Mode = UserMode v (Mode = AdmMaode A EffProcUser(proc) = RootUser)
@grd6 # dir — aansgemcs podumensckuM Kamano2om 0ns objf
obj € Files = obj~dir € FileDirs
@grd7 # Y npouyecca proc ecms docmyn ExecObj 0nsg kamarnozaa dir
obj € Files = dir~ExecObj € ProcObjAccess(proc)
@grd8 # M1 dna ecex podumenbcKux kamarnoz2oe ecmb ExecObj
obj € Files = (Vd-dir~deContainingDirs = d—~ExecObj € ProcObjAccess(proc))
@grd9 # Ecnu npouecc proc 3anyweH om adMuHucmpamopa, mo 0518 docmyra Ha ebifofiHeHue JormKHO bbimb
8bICMABNEHO NMPago Ha UCMOoMHeHUe 8 00HOU U3 mpex epynn npas docmyna
obj € Files A op=ExecObj A EffProcUser(proc)=RootUser
= UserAC~opeDACPermissions(obj) v
GroupACr~opeDACPermissions(obj) v
OthersAC—opeDACPermissions(obj)
@ard10 # lNpoeepka npas docmyna none3o08amens
obj € Files A EffProcUser(proc) # RootUser
A EffProcUser(proc) = OwnerUser(obj)
= (UserACr~op)eDACPermissions(obj)
@ard11 # lposepka criuckoe ynpasneHus docmyna nons3oeameris
obj € Files n EffProcUser(proc) # RootUser
A EffProcUser(proc) # OwnerUser(obj)
A objedom(UserACL)
A EffProcUser(proc)edom(UserACL(obj))
= EffProcUser(proc)~op € UserACL(obj) A opecACLMask(obj)
@grd12 # lNpoeepka criuckoe yrnpaeneHus docmyrna apymnrsl
obj € Files A EffProcUser(proc) # RootUser
A EffProcUser(proc) # OwnerUser(obj)
A (objedom(UserACL) v
(objedom(UserACL) A EffProcUser(proc)¢dom(UserACL(obj))))
A (objedom(GroupACL)
A (3g-gedom(GroupACL(obj))
Ag=EffProcGroup(proc)vEffProcUser(proc)~geUserGroups)))
= opeACLMask(obj)
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A(3g-g~opeGroupACL(obj)
A (g=EffProcGroup(proc) v EffProcUser(proc)—-geUserGroups))
@grd13 # lNposepka npas docmyna apynmsi
obj € Files A EffProcUser(proc) # RootUser
A EffProcUser(proc) # OwnerUser(obj)
A (objedom(UserACL) v
(objedom(UserACL) a EffProcUser(proc)edom(UserACL(obj))))
A (objedom(GroupACL) v
(objedom(GroupACL) A (Vg-gedom(GroupACL(obj))
= (g#EffProcGroup(proc) A EffProcUser(proc)~ge¢UserGroups))))
A (OwnerGroup(obj)=EffProcGroup(proc) v
EffProcUser(proc)~0OwnerGroup(obj)eUserGroups)
= GroupAC+~op € DACPermissions(obj)
A ((objedom(ACLMask)rope ACLMask(obj)) v
objedom(ACLMask))
@grd14 # MNposepka npas docmyna Ansa ocmanbHbIX Nons3oeamenel
obj € Files
A EffProcUser(proc) # RootUser
A EffProcUser(proc) # OwnerUser(obj)
A (objedom(UserACL) v
(objedom(UserACL) A EffProcUser(proc)edom(UserACL(obj))))
A (objgdom(GroupACL) v
(objedom(GroupACL)A(Vg-gedom(GroupACL(obj))
= (g#EffProcGroup(proc) A EffProcUser(proc)~g¢UserGroups))))
A (OwnerGroup(obj)#EffProcGroup(proc)
A EffProcUser(proc)-OwnerGroup(obj)¢UserGroups)
= OthersACrop € DACPermissions(obj)
then # O6HosneHue MHOecmsa docmymnos rnpouecca
@act1 ProcObjAccess(proc) | ProcObjAccess(proc) U {obj—op}
end

B dopmankHoii cneundumkaynmn CMCTEMHOIO BbIZ0Ba COOTBETCTRYIOLLAA ONepauuns Open BuIMMAAUT Tak:
event open_exists
any
proc  # [llpouyecc
parent # Podumensckull kamanoa
file # Qadln
name # Mmsa ¢hatina
flags # ®naau onepauyuu
fd # lNcesdo-napamemp pesynsmama ycnewHou onepayuu, ghalnoesit eckpunmop
fdNumber # Homep ¢hatinoeozo deckpunmopa
where
@grd1 proc € Procs
@grd2 parent € Folders
@grd3 file € Files
@grd4 # B katanore parent cyllecTByeT dpain ¢ UMEHEM name
file = (parent » name) € FileParents
@grd5 flags € OPEN_FLAGS
@grd6 fd € FILE_DESCRIPTORS \ FDs
@grd7 fdNumber e N
@grd8 # ®atnoeozo deckpunmopa fdNumber ewe Hem y proc
Vpfd - proc ~ pfd € ProcFDs = FDNumber(pfd) # fdNumber
@grd9 # Tonbko OTKPLITME CYLLECTBYIOLMX hainoe
O_PATH ¢ flags = 7(O_CREAT € flags A O_EXCL € flags)
@grd10 # Pexum Gocmyna YmeHus, 3arnucu Uiy 4meHus U 3anucu
O_RDONLY € flags v O_WRONLY e flags v O_RDWR € flags
@grd11 # Vcknoyarollee vnu gna JocTynos
“(O_RDONLY € flags A O_WRONLY < flags)
A 7(O_RDONLY e flags A O_RDWR € flags)
A 7(O_WRONLY € flags A O_RDWR e flags)

10
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@grd12 # ez O_PATH monsko ymeHue 0515 Kamarozaos
file € Folders A O_PATH ¢ flags
= O_WRONLY ¢ flags n O_RDWR ¢ flags
@grd13 # OzpaHudeHue Ha OMKpbIMbIe (halink! npouecca
card(ProcFDs[{proc}]) < PROC_FILE_LIMIT
@grd14 # OzpaHudeHue Ha omKpbIMble ¢halinbl 8 cucmeme
card(ran{ProcFDs)) < FILE_LIMIT
@grd15 # C O_DIRECTORY omkpeisame monsKo Kamanoau
O_DIRECTORY € flags = file € Folders
@grd16 # Cnedcmeue uz grd10, grd11, grd12 u grd15
O_DIRECTORY & flags A O_PATH ¢ flags = O_RDONLY < flags
@grd17 # MNposepka nymu Ao ¢paiina
vf - f € PathToRoot(parent) u {parent}
A ProcUser(proc) # ROOT_USER
= ((ProcUser(proc) = FileUser(f)
A UEXECUTE e DACPermissions(f))
v (ProcUser(proc) # FileUser(f)
A (f = ProcUser(proc)) » UEXECUTE e UserACL
A f= GEXECUTE € MaskACL)
v (ProcUser(proc) # FileUser(f)
A (f ~ ProcUser(proc)) ¢ dom(UserACL)
A f» GEXECUTE € MaskACL
A(3g - (f- g)» GEXECUTE e GroupACL A (g = ProcGroup(proc) v ProcUser(proc) — g € UserGroups)))
v (ProcUser(proc) # FileUser(f)
A (f ~» ProcUser(proc)) ¢ dom(UserACL)

A (Vg - (f~ g) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) — g ¢ UserGroups)
A (FileGroup(f) = ProcGroup(proc) v ProcUser(proc) ~ FileGroup(f) € UserGroups)
A GEXECUTE € DACPermissions(f)
A (f € dom(MaskACL) = f— GEXECUTE € MaskACL))
v (ProcUser(proc) # FileUser(f)
A (f - ProcUser(proc)) ¢ dom(UserACL)
A (Vg - (f~ @) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) ~ g ¢ UserGroups)
A FileGroup(f) # ProcGroup(proc) A ProcUser(proc) + FileGroup(f) ¢ UserGroups
A OEXECUTE € DACPermissions(f)))

@grd18 # lposepka docmyna Ha YmeHue
ProcUser(proc) # ROOT_USER
A O_RDONLY e flags
A O_PATH ¢ flags
= ((ProcUser(proc) = FileUser(file)
A UREAD € DACPermissions(file))
v (ProcUser(proc) # FileUser(file)
A (file » ProcUser(proc)) » UREAD e UserACL
A file = GREAD € MaskACL)
v (ProcUser(proc) # FileUser(file)
A (file » ProcUser(proc)) ¢ dom(UserACL)
A file = GREAD € MaskACL
A (3g - (file » g) = GREAD € GroupACL A (g = ProcGroup(proc) v ProcUser(proc) — g € UserGroups)))
v (ProcUser(proc) # FileUser(file)
A (file » ProcUser(proc)) ¢ dom(UserACL)
A (Vg - (file » g) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) - g ¢ UserGroups)
A (FileGroup(file) = ProcGroup(proc) v ProcUser(proc) ~ FileGroup(file) € UserGroups)
A GREAD € DACPermissions(file)
A (file € dom(MaskACL) = file » GREAD  MaskACL))
Vv (ProcUser(proc) # FileUser(file)
A (file =~ ProcUser(proc)) ¢ dom(UserACL)
A (Vg - (file » g) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) ~ g ¢ UserGroups)

A FileGroup(file) # ProcGroup(proc) A ProcUser(proc) — FileGroup(file) ¢ UserGroups
A OREAD e DACPermissions(file)))

@grd19 # lNposepka docmyna Ha 3anuchk
ProcUser(proc) # ROOT_USER

11
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A O_WRONLY e flags
A O_PATH « flags
= ((ProcUser(proc) = FileUser(file)
A UWRITE € DACPermissions(file))
v (ProcUser(proc) # FileUser(file)
A (file = ProcUser(proc)) = UWRITE € UserACL
A file » GWRITE € MaskACL)
v (ProcUser(proc) # FileUser(file)
A (file = ProcUser(proc)) ¢ dom(UserACL)
A file » GWRITE € MaskACL
A (3g - (file » g) » GWRITE & GroupACL A (g = ProcGroup(proc) v ProcUser(proc) - g € UserGroups)))
v (ProcUser(proc) # FileUser(file)
A (file = ProcUser(proc)) ¢ dom(UserACL)
A (Vg - (file = g) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) —» g ¢ UserGroups)
A (FileGroup(file) = ProcGroup(proc) v ProcUser(proc) ~ FileGroup(file) € UserGroups)
A GWRITE € DACPermissions(file)
A (file € dom(MaskACL) = file =~ GWRITE € MaskACL))
v (ProcUser(proc) # FileUser(file)
A (file » ProcUser(proc)) ¢ dom(UserACL)
A (Vg - (file » g) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) — g ¢ UserGroups)
A FileGroup(file) # ProcGroup(proc) A ProcUser(proc) ~ FileGroup(file) ¢ UserGroups
A OWRITE € DACPermissions(file)))
@grd20 # lNposepka docmyna Ha YmeHuUe U 3anuch
ProcUser(proc) # ROOT_USER
A O_RDWR < flags
A O_PATH ¢ flags
= ((ProcUser(proc) = FileUser(file)
A {UREAD, UWRITE} € DACPermissions(file))
v (ProcUser(proc) # FileUser(file)
A {UREAD, UWRITE} € UserACL[{file — ProcUser(proc)}]
A {GREAD, GWRITE} € MaskACL[{file}])
v (ProcUser(proc) # FileUser(file)
A (file = ProcUser(proc)) ¢ dom(UserACL)
A {GREAD, GWRITE} € MaskACL[{file}]

A (3g - {GREAD, GWRITE} € GroupACL[{file — g}] A (g = ProcGroup(proc) v ProcUser(proc) -~ g € User-
Groups)))

v (ProcUser(proc) # FileUser(file)
A (file = ProcUser(proc)) ¢ dom(UserACL)
A (Vg - (file = g) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) —» g ¢ UserGroups)
A (FileGroup(file) = ProcGroup(proc) v ProcUser(proc) ~ FileGroup(file) € UserGroups)
N {GREAD, GWRITE} € DACPermissions(file)
A (file € dom(MaskACL) = {GREAD, GWRITE} € MaskACL[{file}]))
v (ProcUser(proc) # FileUser(file)
A (file = ProcUser(proc)) ¢ dom(UserACL)
A (Vg - (file » g) € dom(GroupACL) = g # ProcGroup(proc) A ProcUser(proc) — g ¢ UserGroups)
A FileGroup(file) # ProcGroup(proc) A ProcUser(proc) — FileGroup(file) ¢ UserGroups
A {OREAD, OWRITE} € DACPermissions(file)))
then
@act1 FDs := FDs u {fd}
@act2 FDNumber(fd) := fdNumber
@act3 ProcFDs := ProcFDs v {proc + fd}
@act4 FDFlags(fd) := flags
@act5 FDFile(fd) := file
end

[ns opraHu3auuy gMHaMU4ecKon BepudmKaumm HeobxoaMMo NOCTPOUTE OTODpaKeHue peann3aLOoHHbIX CYLLHO-
cTell (TUNOB AaHHbIX, NepeMeHHbIX, 0BnacTell NamsATk U APYr1x 3fieMeHTOB NPorpaMmMbl) ¥ BbI30BOB Onepauyii B MOgenb-
Hble. Peanv3aynoHHBIMIA BbI30BAMW 34ECH ABMAETCA NOAMHOXECTBO CUCTEMHBIX BbI30BOB OPEN MPW YCNOBUKM OTKPBITUS
CYLLIECTBYHLLMX B cucTeme chalnnos.

12

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 16/ 20
CTpanHuua ookymeHTa - https://GostExpert.ru/gost/gost-59453.4-2025



https://gostexpert.ru?utm_source=pdf&utm_medium=69914
https://gostexpert.ru/gost/gost-59453.4-2025?utm_source=pdf&utm_medium=69914&utm_term=page

lpumep

FOCT P 59453.4—2025

int open(const char *pathname, int flags);

de:

e pathname — ums ¢haiina;
e flags — oduH u3 pexxumoe docmyna (YymeHue, 3anuch, YMeHue U 3anucb) eMecime co cneyuanbHbIMU
¢razamu omkpeimus ¢hadina.

CyLLleCTByIOT W Opyrme cMCTEMHbIE BbI30BbI, Hanpumep openat, onucebliBaemMble OaHHOI MOOenbl, HO KX paccMo-
TpeHWe BbIXOOWT 3a paMKKU npumMmepa.
B kadecTBe OTAENLHOMO TecTa MOXET CNy>XWUTk NpOCTaA nporpamMmma, BeINONHAKLWAA OOUH CUCTEMHBIA BbI3OB.

lIpumep

int

main(int argc, char *argv[])

syscall(SYS_open, argv[1], argv[2]);
return 0;

}

TecTUpoBaHWe CBOAUTCSH K BBIMOMHEHUIO 3TOM Nporpammel OT NULEa pasHbIX Nonb3oBaTenei, Ha dainax ¢ pasHeIMuU
paspeLleHUsaMM 4OCTyNa U PasHbIMKU PEXUMaMIK OTKPLITUA dhaiina.

OT4eT 0 pesynbTatax TECTUPOBAHWA MOXET BbIMMAAETb Kak Tabnuua ¢ nHdopmaumnei 0 NoKpbITbIX YCNOBUSAX, BXOAS-
LUMX B OXpaHHbIe yCroBus (cM. NnpunoxeHue A) mogenesHown onepauun (cm. Tabnuuy B.1). K npumepy, 141 Tect Ha OTKpbITHE
CYLLEeCTBYIOLWEro thaina nokpbin MogensHbIe YCnoBus cnegyowmm obpasom: T — KONUYecTBO pas, Korga ycrosue nony-
YWUIO UCTUHHOE 3HaYeHne, F — Korga ycrnoBue nonyynno noxHoe sHadeHne, U — korga oHO He MOrmo BbiTb BbIYMCIIEHO,
| — NpOTEeCTMPOBAHO N YCINOBUE HE3ABUCUMO OT OCTarbHbIX.

Tabnuya B.1— NHdopmaumna o NOKPLITEIX YCNOBUAX, BXOAALMX B OXPaHHLIE YCMNOBUA MOAENLHOW onepaunn

Yecnoswne | T | E | U | | | KommeHTapwuii Mpeaukat
grd5 141 0 0 Het no False tests flags€OPEN_FLAGS
grd9_c00 0 141 0 Her no True tests O_PATHeflags
grd9_c01 0 141 0 Het no True tests O_CREATEeflags
grd9_c02 0 141 0 Het no True tests O_EXCLeflags
grd10_c00 110 31 0 Het no independent O_RDONLYE&flags
grd10_c01 31 110 0 Het no independent O_WRONLYeflags
grd10_c02 0 141 0 Het no True tests O_RDWREeflags
grd12_c00 55 86 0 Het no independent fileeFolders
grd13 141 0 0 Het no False tests card(ProcFDs[{proc}])<PROC_FILE_ (...)
grdi14 141 0 0 Het no False tests card(ran(ProcFDs))<FILE_LIMIT
grd15_c00 55 86 0 Het no independent O_DIRECTORYE&flags
grd17 129 12 0 Oa vf-fePathToRoot(parent)u{parent} (..)
grd18_c00 30 111 0 Het no independent ProcUser(proc)=ROOT_USER
grd18_c01 54 87 0 Het no independent FileUser(file)=ProcUser(proc)
grd18_c02 135 6 0 Het no independent UREADeDACPermissions(file)
grd18_c03 9 132 0 Het no independent file = ProcUser(proc)edom(UserAC (...)
grd18_c04 5 4 132 Het no independent UREADeUserACL(file = ProcUser(pr (...)
grd18_c05 42 27 72 Het no independent GREADeMaskACL(file)
grd18_c06 32 109 0 Oa 3g-(g=ProcGroup(proc)vProcUser(p (...}
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OkoHYaHue mabnuubi 6.1

Ycnosue | T | F | U | | | KommeHTapuia Mpegukat
grd18_c07 69 72 0 Het no independent fileedom(MaskACL)
grd18 c08 69 72 0 Het no independent FileGroup(file)=ProcGroup(proc)
grd18_c09 90 51 0 Het no independent ProcUser(proc) ~ FileGroup(file) (...)
grd18_c10 48 93 0 Het no independent GREADeDACPermissions(file)
grd18_c11 108 33 0 Het no independent Yg-g=ProcGroup(proc)vProcUser(pr (...)
grd18 c12 3 138 0 Het no independent OREADeDACPermissions(file)
grd19_c00 135 6 0 Het no independent UWRITEeDACPermissions(file)
grd19_c01 4 5 132 Het no independent UWRITEeUserACL(file » ProcUser(p (...)
grd19_c02 33 36 72 Het no independent GWRITEeMaskACL(file)
grd19_c03 34 107 0 Oa 3g-(g=ProcGroup(proc)vProcUser(p (...)
grd19_c04 39 102 0 Het no independent GWRITE=DACPermissions(file)
grd19_c05 3 138 0 Het no independent OWRITEeDACPermissions(file)
grd20_c00 0 141 0 Het no True tests 3g-(g=ProcGroup(proc)vProcUser(p (...)

Ycnosus grd1 — grd4, grdé — grd8, grd11 n grd16 onyLueHbl, Tak Kak OHU NpeacTaBnsAloT cobor TUNOBbLIE OrpaHu-
YeHWa Ha NapameTpbl U BCErAa A0MKHbEI BbINOMHATHCS.

Ycnosue grd5 B 4aHHOM NpUMepe 03HaYaeT BbI3OB Onepauuu C COrnmacoBaHHbIMU 3HAYEHUsMKN (DNaroe, YTo Takke
BCErfa AOMKHO BbIMOMHATLCS.

Ycnosure grd9 Tawke o3HayaeT COrMacoBaHHOCTL haroB NpW Bbi3oBe onepauvn Ans cylwecTeytolwero danna un
TOXE He MOXET BbITb HAapyLUEHO.

Ycnosue grd10 npeacraenget cobon orpaHuyeHe Ha BO3MOXHbIe donaru, No3BongaLmve oTKpbITe dpaiin ToNbKo Ha
YTEHWE, TOMbKO Ha 3an1Ch W Ha YTEHWE W 3anncb OQHOBPEMEHHO. B pamkax TeCTOB peanu3oBbiBanvch TOMbKO NepBbie ABe
CUTyaLuu, OTKPbITUE Ha YTEHWE 1 3an1Cb OQHOBPEMEHHO HE BbIMOMHAMNOCH.

Ycnosus grd12 v grd15 o3Ha4aloT orpaHuMyeHns Ha CornacoBaHHOCTL hriaroB Npu OTKPbLITUK KaTanora. Camu orpa-
HUYEHWS He HapyLwanuck, HO B XOA4e TeCTOB OTKPbIBANMUCh Kak KaTanoru, Tak U obblyHble dhainsl.

Ycnoeus grd13 n grd14 o3Ha4aloT orpaHU4eHUs Ha KONMYecTBO hainos, OTKPLITLIX B pamMKax O4HOro npouecca v B
cucTteme B Lenom. OHU B pamkax TeCTOB BCeraa Bbinu BeINOMHEHbI, MOMNBITOK OTKPLITE CAULWKOM 6onbluoe yucno dhannos
He npeanpyHUManoch.

Ycnoeue grd17 o3Ha4aeT orpaHU4YeHne Ha JOCTYMHOCTL BCEX OMPEKTOPWIA Ha NyTW OO OTKpbiBaeMoro daina. 370
yCroBKWe B TecTax npuHuMano aHaveHune kak TRUE, tak n FALSE.

Yenosus grd18, grd19 u grd20 onuckiBaloT cneundpuyeckne orpaHUYeHns, KOTopble AOMKHbI BLINOMHATLECS B CU-
cTeMe NpW KOppeKkTHOM AOCTyne K hanny Tonbko Ha yTeHue (grd18), Tonbko Ha 3anuck (grd19) U Ha YTeHue U 3anuchb
(grd20). 31n ycnosus 6einm pa3buTel HA aNeMeHTapHble nornveckne opmyrel, KOTopble B BONbLUMHCTBE Cry4Yaes (Kpome
thopmynel grd20_c00) B Tectax npuHumanu 3HadeHua kak TRUE, tak n FALSE. lMNpwu atom camu ycnosua grd18 u grd19
Tawke npuHUManu oba 3HaveHusn, a ycrnosue grd20 Bcerga Bbino BbINOMHEHO.

CooTBeTCTBEHHO, peKoMeHAaLUMK MO MOKPbITUI0 CUTYaLUMIA, TOe OCTanbHble U3MEHSeMble OXpaHHbIe YCMOBMS Mpu-
HUMatoT 062 BO3MOMHBIX 3HaYEHWS, BbINOMHEHb!, 338 UCKIMIOHEHWEM CUTYaUWA OTKPbITUA haloB Ha YTeHWe W 3anuch
OOHOBPEMEHHO.

Mpoeepka Habopa TeCTOBbIX CUTyaLMiA MO HE3ABUCUMOMY BLINMOMHEHWIO OTAEMBHLIX YCNOBUIA B 3TOM NpUMEpPE He
MONHOCTBLIO BeINOMNHEHa. Ha npakTuke nonHelvi nepebop GbiBaeT CMOXEeH W aHanua 3aBMcMMocTeil BecbMa TpPY4oeMoK. M3-
BECTHO, 4YTO NOMHbIM Nepebop TECTOBLIX CUTYaLMIA C aHanM3oM He3aBUCHMMOro BbIMOMTHEHWS OTAEMNbHBIX YCIOBWUIA MO3BOMSA-
€T NOBLICUTL CTENEHB YBEPEHHOCTU B KOPPEKTHOCTU TECTUPYEMOIA CUCTEMBI, Takon nepedop NpeanuceIBaeTCs, Hanpumep,
B KBanudukaumoHHbIx TpeGoBaHusx [1].
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Bubnuorpadcgun

[1] KeanudwukaunoHHble TpeboBaHua K nporpammHomy obecnedeHvio 6opToBoW annapaTtypbl U CUCTEM NPWU cCepTA-
TpeboeaHuna KT-178C hrKaumMn aBUMaLMOHHON TEXHUKM
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YOK 004.056:006.354 OKC 35.030

KniodeBblie crosa: 3awuTa MHGOpMauun, hopManbHas Mogens ynpaeneHnuss 4OCTYNOM, CPpedcTBO 3alluTh
MHDOPMAaLMK, NONUTUKA YNPaBneHus JOCTynoM, Bepudukaumsa Mogynei cpefcTsa 3awuTsel MHopMaumm
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