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FOCT P 70262.2—2025

Mpeancnoeue

1 PASPABOTAH ®enepansHoi crnyxboi no TexHWYecKoMy U 3KcnopTHomy koHTpomnko (PCT3K Poc-
cun), ®enepanbHelM aBTOHOMHLIM yupexaeHWeM «0CyaapCTBEHHbIM Hay4HO-UCCneaoBaTenbCKMid MchbiTa-
TenbHbIA MHCTUTYT Npobnem TeXHUYecKoW 3alMTbl MHhopmauun PegepanbHOR cnyXKObl MO TEXHWYECKOMY
N 3KCNOPTHOMY KOHTponio» (PAY «THUKWWN NT3N ®CTIK Poccum») M AKUMOHEpPHbIM 0BLLEecTBOM «Anag-
avH PO.» (AO «AnagouvH P.L.»)

2 BHECEH TexHunuyecknum KoMUTETOM no cTaHgaptm3auum TK 362 «3awuTta nHdopmaumnmn»

3 YTBEPXOEH W BBEOEH B JEWCTBWE MMpukasom ®enepanbHOro areHTCTBa Mo TEXHUYECKOMY
perynuposaHuio n Mmetponorin ot 29 maa 2025 r. Ne 503-ct

4 BBEJEH BIEPBLIE

lNpasuna npumeHeHUss HacmosAweao cmaHdapma ycmaHoeneHbl 8 cmambse 26 @edepanbHO20 3aKoHa
om 29 uroHa 2015 2. Ne 162-03 «O cmandapmusayuu e Pocculickol ®@edepayuu». Mugopmayus ob us3-
MEHEeHUSX K HacmosileMy cmaHdapmy nybrnukyemcs 6 exe200HOM (M0 COCMOSHUK Ha 1 aHeaps mekyueao
200a) uHhopmMayUOHHOM yKkazamene «HauyuoHansHele cmaHlapmesi», a oguyuansHbIl MmeKem U3MeHeHUl
U ronpasok — 8 eXeMecsayHoM UHhOPMAaULOHHOM ykazamene «HauyuoHansHeie cmaHdapmei». B cryyae
fnepecMompa (3amMeHbl) UU OMMeHbl Hacmosuwe2o cmaHdapma coomeemcemayroujee ysedomieHue bydem
onybnukosaHo 8 binuxaluwieM 6blIycKe eXeMecsyHo20 UHGOPMayUOHHO20 ykasamesns «HayuoHanbHble
cmaHOapmsi». Coomeemcemayioujas UHgopmayus, yeedoMeHUe U MeKcmbl pa3Mewalomcs makxe 8 UH-
ghopmauyuoHHOU cucmeme obLeao nones308aHuUs — Ha oguuuansHoM calime @edepanbHo20 azeHmcmea rno
MEexXHUYECKOMY peaynupoeaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

OpHol N3 rmaeHbIX 3a4ad 3allnThl MHpopMaLuKu Npy ee asToMaTU3MpPOBaHHON (aBToMaTu4yeckoi) obpa-
BoTKke ABNSETCA ynpaBneHne JocTynoM. PelleHre o npegocTaBneHnn ocTyna AN UCnonb3oBaHua MHGop-
MaLMOHHbIX M BbIYUCTIUTENbHbLIX PECYPCOB CPEACTR BbIYMCIUTENBHOW TEXHWUKM, @ TakKe pecypcoB aBToMaTu3u-
pPOBaHHBIX (MHPOPMAaLMOHHBLIX) CUCTEM OCHOBLIBAETCS HA pesynbTatax MAeHTUMUKALWM W ayTeHTUdUKaL MK,

Dusnyeckoe NULO NpU UCNOMb30BaAHUM MHDOPMALIMOHHBIX U BbIYUCIIUTENBHLIX PECYPCOB CPEACTB Bbl-
YMCNNTENBHOW TEXHWUKK, KaK NpaBuUMo, BLIMONHAET onepaunn no obpaboTke OaHHLIX Yepes3 BblYMCNUTENbHbIE
npouecckl. AHanornyHo ocyllecTensaetca obpaboTka MHopMaLUK U NPU UCNONL30BaHUU PECYPCOB aBTOMa-
TU3NPOBAHHbLIX (MHPOPMALMNOHHBIX) CUCTEM APYIMMU («BHELUHUMMWY» ) aBTOMATM3UPOBAHHLIMU (MHdOpMaLK-
OHHBIMW) CUCTEMaMK WK CPeACTBAMM BbIHUCTUTEMNBHOW TEXHWKW. 3TO MOPOXOAEeT PUCKW HEOZHO3HAYHOro
COMOCTaBMNeHUs1 KOHKPETHOro BbIYMCIUTENLHOTO Npolecca onpefeneHHOMY (hU3nYeckoMy Nuuy W/unu KoH-
KpPETHOMY «BHELIHeMY» pecypcy CpeacTB BblYMCIUTENBHOM TEXHUKKU. YCTaHaBNuBas ansa nons3osartenen rnpa-
BUMNa ynpaBneHna AOCTYNOM K 3alluuiaeMon uHcopmaumm U cepeBucam, obecneuvBawollum ee obpaboTky,
HeobXoOoMMO YUYUTLIBATE HE TOMLKO €e KOH(WAEHLMANLHOCTL, HO U YKa3aHHble pucku. OCHOBOIM ANSA UX CHU-
EHWUS ABMSAETCS YCTAHOBNEHWE TOYHOrO COOTBETCTBUSA Kak Mexay (uManyeckum nuuomMm (pecypcom) U Bbl-
YUCTIUTENbHLIMW NpoLeccamMmu, KOTOPbLIMU OHO MPeacTaBneHo Mpu BLIMOMHEHUU Onepaunid, Tak U MeXay Bbl-
YUCITUTENbHLIMK NPOLEccaMun U pecypcammn CpecTB BblYUCIUTENBHON TEXHWUKKW, KOTOPbLIE BbINONHAKT JaHHbIEe
onepauuun. [laHHOe COOTBETCTBME, Kak NMpaBuio, ycTaHaBNMBaeTCsa Npu perucrpauumn pecypca Kak obbekta
unu cybbekTa goctyna v hu3nYeckoro nNuua kak nons3oeatens (cybbekTa goctyna), NpoBepsieTcs npy onos-
HaBaHuM cybbekTa gocTyna (pecypca unu u3anyeckoro nuua) no npeabaBneHHoMy NaeHTUgUKaTopy SOCTY-
na, NOATBEPXAAeTCcA NpW NPOBEPKE ero nognMHHOCTU U obecrnevynBaeT onpeaeneHHy YBEPEHHOCTE B TOM,
4yTO 00paboTKa JaHHbLIX BbIYNCUTENbLHLIMK NpoLeccaMy AeACTBUTENbHO MHMLMUPOBaHa (PU3NYeCKM MULIOM
UMW pecypcomM, UMetoLL MM Ha 3To Npago.

Mpwn paspaboTKke HacTosILEro cTaHAapTa y4MTbiBannch HOpMbI, onpegeneHHbie FOCT P 58833, a Takke
npaeuna ayteHTudurkaumm, pekomeHaosaHHele TOCT P 59383 ¢ yuetom [1], [2], [3].

Ons noHWMaHWs NonoXeHWn HacTOosALEero crtaHgapta HeobxoguMmbl 3HaHUS OCHOB WMHOPMALMOHHBLIX
TEXHOMOMMA 1 MeTof0B (CnocoboB) 3aLKTLl MHCDOPMAaLMK.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

3awwmTa nHpopmaymm
MOEHTU®UKALUNA W AYTEHTUDPUKALWNA
YpoBHU goBepusa ayTeHTuUKaumm

Information protection. Identification and authentication.
Authentication assurance levels

Oarta BeegeHna — 2025—10—01

1 O6nacTtb NnpUMeHeHnA

HacToswwui cTangapT ycTaHaBnueaeT eauHoobpasHyo opraHu3aLnnio npoLecca ayTeHTugmkaumnm cybb-
eKTOB M 00BEKTOB A0CTYNa B CPeAcTBax 3alMThbl MHhopMaummu, B TOM Yicne peanuayowmx Kpuntorpaguye-
CKYH 3aLUMTY, CPEACTBAX BLIYUCIIUTENLHON TEXHWUKM M aBTOMATU3MPOBaHHbLIX (MHPOPMAaLMOHHBIX) cucTemax,
a Takke onpegensaeT obuMe npaeuna ayTeHTUdMKaLKKM, KoTopble obecnevnsalT HeoBXoaMMY YBEPEHHOCTh
B ee pesynkraTax.

MonoxeHUs HAcTOSALLEro cTaHOapTa He UCKMIoYaT NPpUMeHeHWe Kpuntorpaduyeckux u 6uometpude-
CKUX MeTOAO0B (anropuTMOB) MpKU ayTeHTUMMKAUMK, HO He ycTaHaBnMBaT TpeGoBaHUs No UX peanuaauuu.

HacToswwmi cTaHgapT onpegenseT OCHOBHOE codepyaHue npouecca ayTeHTUgUKaLUM, CocTas y4acT-
HWKOB, UX ponei 1 AeiCTBUIA NP ayTeHTU(MKaLKUK, KOTOpLIe PEKOMEHIYIOTCS K peanuaauumn npu paspaboTke,
BHEAPEHWM M COBEPLUEHCTBOBaHWM MpaBusl, MEXaHM3MOB M TEXHOMOrMA ynpaeneHus goctynom. CtaHgapt
yCTaHaBMWBaeT YPOBHW OOBEpUs ayTeHTUdUKALMK, a Takke BUAbI ayTeHTMdUKALWM U NepedeHb CpencTs
ayTeHTUUKaL KU, HeoBXOOUMBIX K MPUMEHEHMWIO HA KaXXO0M U3 YPOBHER OOBepUs.

MonoxeHUs HACTOALWEro cTaHgapTa MOryT UCMONb30BaTLCA NPU yNpaBneHn 4OCTYNoM K UHOpMaLM-
OHHBLIM pecypcam, BbIYUCIUTENLHBLIM pecypcaM CPeACTB BbIYUCMUTENLHON TEXHUKW, pecypcam aBToOMaTU3W-
POBaHHLIX (MHCOPMALMOHHLIX) CUCTEM, CPEACTBAM BbIYMCMUTENLHOM TEXHUKN U aBTOMATU3UPOBAHHLIM (MH-
hOpMaLMUOHHLIM) CUCTEMAM B LIEMOoM.

MonoxeHUs HAaCTOSILLEro cTaHgapTa NPUMEHSTCS COBMECTHO C JOKYMEHTaMK Mo CTaHgapTM3aumm, pe-
rMaMeHTMPYLWUMIU BOMPOCH MOEHTUdDMKALWMK.

2 HopmaTuBHbIE CCLINKKU

B HacTodAwweM cTaHgapTe UCMoNb30BaHbl HOPMAaTUBHbLIE CChINMKW HA CNeafyoLlmMe cTaHaapThI:

FOCT P 50922 3awmnta nHdopmaumm. OCHOBHbIE TEPMUHBI U onpeaeneHms

rOCT P 58833—2020 3awmTta nHdopmaumn. WoeHTudukaumns n ayteHTudmkauyusa. ObLme nonoxeHns

FOCT P 59383 VHdbopmMaunoHHble TexHonorun. Metoabl v cpeactea obecnedenunsa 6esonacHocT. Oc-
HOBLI YNpaBneHus 4OCTYNoM

FOCT P 70262.1 3awuTa nHopmaumum. MoeHtndukaums u aytTeHTudukaumns. YpoBHU OOBEPUS UOEH-
TUrkaumm

FOCT P 70916 Bnoku cnoxHo-thyHKLUMOHaNbHbIE. TEPMUHBI U ONpedeneHus

FOCT P MCO/M3K 27005 NHdbopmaunoHHaa TexHonorma. MeTtoael 1 cpeactea obecnedyeHus besonac-
HOCTWU. MeHemKMeHT pucka MHopMaunoHHOR 6e30MacHOCTH

n punMedyaHune — I'IpM nonb3oBaHWM HacToALKMM CTaHOapTOM Ll,eJ'IE,‘COOﬁpaBHO NpoBEPUTb ,D,EI.:!CTBME CCbInOM-
HbIX CTaH4apTOB B VIHClDOpMaLI,VIOHHOI?I cucrteme o6u.]ero none3oBaHnAa — Ha OCbMLI,I/IaJ'IbHOM canTe (De,qepaanoro areHT-
CTBa No TeEXHUW4ECKOMY peryrnmpoBaHnio M MeTponorum B cetu VEHTepHET 11 no exerogHomy MHCbOpMaLI,VIOHHOMy yKasa-
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Tenw «HaunoHanbHble CTaHaapThl», KOTOPLIA ONYBNUMKOBaH MO COCTOSIHWIO Ha 1 AHBaPA TeKyLLEero roga, M no Bbinyckam
EXEeMEeCA4YHOro MHPOPMALMOHHOTIO yKasaTtens «HaunoHansHble cTaHaapTe» 3a Tekylwmii rod. Ecnv sameHeH cobinoyHbIi
CTaHAapT, Ha KOTOpLI OaHa HeaaTMPOBAHHAA CChINKA, TO PEKOMEHOYETCS UCMONbL30BaTh AeMCTBYIOLLYIO BEPCUID 3TOrO
CTaHgapTa ¢ YYeTOM BCEX BHECEHHLIX B AaHHYH BEPCUI0 U3MEHeHUIA. Ecnn 3aMeHeH CCbIMOYHLIA CTaHOAapT, Ha KOTOpbIi
[aHa OaThpoBaHHas CChifKa, TO PeKOMEeHAYeTCA UCMoNb30BaTk BEPCUID 3TOT0 CTaHAapTa C yKasaHHbIM Bbilue roaoM yT-
BepKOeHWsA (NpuHATKA). Ecnn nocne yTBepXOeHWs HacTOALIEro CTaHAapTa B CCbITOMHBLIA CTAHOApT, Ha KOTOpbIA AaHa
0aTUpOBaHHas CChINIKA, BHECEHO U3MEHEHWe, 3aTparMeatoLLee nonoxeHne, Ha KOTOpoe JaHa CChiNka, TO 3TO MONOXKEeHUe
pekoMeHOYeTCcA NPUMeHATL 6e3 yyeTa OaHHOTO U3MeHeHus. ECNK CCbiNoYHbIA CTaHgapT oTMeHeH 6e3 3aMeHbl, To Nono-
YKEHMe, B KOTOPOM [aHa CChINKA Ha Hero, PEKOMEHOYETCA NPUMEHATL B 4ACTU, HE 3aTPar1BaloLLen aTy CCbIMKy.

3 TepMuHbI M onpepeneHus

B HacTosAweM cTaHOapTe npuMmeHeHbl TepMmuHbl o TOCT P 50922, TOCT P 70916, a Takke cnegywoLwime
TEPMWHbI C COOTBETCTBYHOLLUMMK onpeaeneHnamu;
3:1

ayTeHTUdUKauMoHHaa nHdopmaumsa: MHdopmaums, ncnonbayemas ona ayreHTudmkaumm cybbek-
Ta gocTtyna unun obbekTa gocTyna.
[AoantupoeaHo 13 FTOCT P 58833—2020, nyHkT 3.3]

3.2 ayteHTudmkaTop: AyTeHTUMKauMoHHas nHdopMauuns [1 gpyras uHgpopmauusa (oaHHele), Heob-
Xo4Qumas npu ayTeHTuduKaumm] 1 ycTponcTBO ayTeHTudukauum (Npu 3anucu ayTeHTUUKaLunoHHON MHgop-
MaLMn B YCTPONCTBO ayTeHTUdMKaumn), accounnpoBaHHble ¢ cybbekTom (06bekToM) focTyna, KoTopble Ha-
3Ha4alTCA NMpW perncTpaumm n MCNonb3yrTcs Npu ayTeHTudukaunn cybbekTa (obbekTa) gocTyna.

Mpumeyvarnunn

1 AyTeHTudukatop MOXeT NpeacTaBnAaATe cobol: B MpocTeullem crnydae — 3anoMUHaeMbId CEKpeT (Hanpumep,
naporns); B APYr1x crnyvyasx — COBOKYNMHOCTb YCTPOMCTBA ayTeHTUdMKaL MK, KOTOpbIM BnadeeT cybbeKkT goctyna, 1, Ha-
npumep, 3anMcaHHOro B HEro 3MeKTPOHHOIO YAOCTOBEPEHUS.

2 K gpyroi nHcpopmaumm (gaHHbIM), HeoBxXoaMMOoW NpY ayTeHTUMKALUUK, MOXET OTHOCUTLCS, Hanpumep, nHdop-
Mauus, No3BonsLWasn Nony4YuTs AOCTYN K MHopMaumMy B YCTPOWUCTBE ayTeHTudukaumu (Hanpumep, PIN-kog unn 6uo-
MEeTPUYeCKWe nepcoHanbHble AaHHbIe), UM MHdopMaUWsa, UCrnonb3ayeMas npy BOCCTAHOBAEHUWU UMW NOATBEPKOEHUM
ayTeHTuduKaumoHHOW HdopMaummn, nnu nidopmauus, cnonb3yemas Ans opraHusaumu ayteHTudukaumMoHHoro obme-
Ha (Hanpumep, KpunTorpauyeckne KnoYM, YHUKansHeld naeHTndukarop cybbekra goctyna v T. n.).

3 lMpu ayTeHTUOMKaLMM ayTEHTUDUKATOPLI MCNOMNb3YKTCHA BMECTe (B COCTaBe) CO cpeacTBaMu ayTeHTU(MKaLMK.

4 Kpome ayTeHTUMUKALMOHHOM 1 Apyroi MHopmauuu (daHHbIX), HeoBXoAMMONM Npy ayTeHTU(KUKALWK, B YCTPOA-
CTBO ayTeHTUMKaLMKU MOXET NomelaTbCca U MaeHTUdUKaUMoHHas MHAopMaunsa MW COBOKYMHOCTE MAEHTUMUKALMOH-
HOW, ayTeHTUUKALIMOHHOI 1 APYroii MHAOPMAaLMK B BUAE 3NeKTPOHHOrO yaocTosepeHna ).

3.3 ayTeHTUpMKauMOHHBIW o6meH: MNocnenoBaTensHOCTh OAHON UM HECKONBKUX Nepefdad cooblue-
HWA, codepx)alnx ayTeHTUUKALUOHHYO U (Mnv) Apyrylo MHopMaLuuio, HeobXodMMyH Npy ayTeHTUdUKa-
LMK, KOTOpbIe BbIMOMHSAKTCA B pamkax NpoTokona ayTeHTudukaymnm.

3.4 ayTeHTUIMKALMOHHBLIA ceKpeT (cekpeT): AyTeHTUMUKATOP, KOTOPbLIA HEOBXOAMMO XpPaHUTb B
TanHe.

MpumeyvaHus

1 He Bce ayTeHTMdMKATOPbl MOTYT CHATATLCH ayTEHTUMUKALMOHHBIMY CEKpeTaMM, Tak Kak HEeKOTOpble W3 HUX
Henb3A CoXpaHuTb B TaWHe. Hanpumep, BruomeTpuyeckMe nepcoHanbHble gaHHble, Xapaktepuaylowmne Buonoruyeckue
0CcOBEeHHOCTW YenoBeKka, KOTOpble HEBO3MOXHO COXpPaHWTE B TaHe (OTne4aTok nanbla, reoMeTpuyeckue XxapakTepucTkm
nuua u T. n.). bromeTpuyeckme nepcoHankbHbIe JaHHbIe MOMYT UCMOMNbL30BaTLCA NPW ayTeHTUdUKaLMKM, HO He MOTYT CYu-
Tatbcs ayTeHTUWKALUMOHHBIMKU cekpeTamu. [py 3TOM He MCKYaeTcs HeobXo0OMMOCTE BhINOMHEHUS MEPONPUATUIA No
WX 3awuTe.

2 HekoTopble CekpeTkl, Hanpumep KpunTorpadrMyeckme KnoYu, NCNonb3yrTea Npy ayTeHTUUKALWMIA, HO NPW 3TOM
OHW MOTYT He ABMATLCH ayTeHTudMKaTopamm.

3 AyTeHTUMKALMOHHbIE CeKpeTbl MOryT BbiTe AONTOCPOYHBIMU M KPATKOCPO4HBIMU. K OONroCpoYHBIM cekpeTam
OTHOCATCS Te, KOTOpble AeNCTBYIOT NPOAOIMKWUTENEHOE BPEMS W, Kak MpaBuio, 3HadYeHue (codepaHwe) KOTopbIX U3me-
HSeTca NpUHyauTensHo. MpumMepoM OONrOCPOYHOrO CekpeTa ABMAeTCA naponb. KpaTkocpouHble CekpeTbl AeWCTBYIOT B
TEe4eHWEe OrpaHNYEHHOro BPEMEHW MX MCNOMNb30BaHUs, HaNnpPMMep ceaHca B3aMMOAEeWCTBMA YHacTHUKOB ayTeHTUdmKaumm,
W, KaK NpaBuno, Co30alnTca aBToMaTny4ecku. [IpumMepom KpaTKoCpOYHOro cekpeTa ABMATCA ceaHcoBble knodw Kerberos

1) OnpeneneHue TepMUHa «3NEKTPOHHOE YAOCTOBEpeHne» npueeaeHo B TOCT P 58833—2020 (nyHKT 3.62).
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(cm. [4]). KpaTKoCpOYHbIE CEKPETLI, KOTOPbIE Bbl4AKTCA JOBEPEHHOW TPETHEN CTOPOHOM YCNeLlHO ayTeHTUMULMPOBaHHO-
My cybbekTy (06beKTy) AocTyna AN UCNOoNb30BaHWUsA, HAaNpUMEP B YCNOBUSIX BPEMEHHOTO OTCYTCTBUSA ayTeHTUdMKaLMOH-
Horo obmeHa Mexay HUMUW, CHMTANTCHA BTOPUYHBIMU ayTeHTUMKATOPaMK.

3.5

ayTeHTudukaumusa: [leicTBUs N0 NpOBEPKE NOANMHHOCTKY cyBbekTa goctyna w/unu obbekta goctyna,
a TaiKe no NpoBepKe NpYHaANeXHOCTU CyDbekTy JocTyna u/unm o6bekTy ocTyna npeabsaBieHHOro naeH-
TucmkaTopa gocTyna v ayTeHTUUKaLMoHHOW MHopMaL K.

MpumeyaHUe — AyTeHTMdMKALMA PacCMaTpPMBaETCA NPUMEHMTENBHO K KOHKPETHOMY CyGBeKTY AocTyna
W/ KOHKpeTHOMY O6LEeKTY LOCTyna.

[TOCT P 58833—2020, nyHkT 3.4]

MpumedaHune — CoBOKYNHOCTb MAEHTUMKATOPA AOCTYNA U ayTEHTUPUKALUOHHOW MHopMaLWK MOryT npea-
CTaBnATb coBON 3NeKTPOHHOE YO0CTOBEPEHKE B BUAE cepTudukaTa 6esonacHocTy (UudpoBoro ceptudpukara) B oopma-

Te, onpeaeneHHom B [5].

3.6

GuomeTpuyeckue nepcoHanbHble gaHHble: CBeAeHWs, KOTOPLIE XapakTepuayrT Uanonornieckme
1 buonormdeckme ocobEHHOCTM YenoBeKa, Ha OCHOBaHWKM KOTOPbIX MOXHO YCTaHOBWUTL €ro JIMYHOCTb.
[AganTupoeaHo U3 [6], cTaTbsa 11]

3.7

B3auMHas ayTeHTUdpukauua: ObGowogHaa ayTeHTUdMKauus, obecreymBarollaa ANA Kaxaoro u3
Y4YaCTHUKOB npolecca ayTeHTudukaumm, n cybbekta goctyna, u obbekTa 4ocTyna, YBEPEeHHOCTb B TOM,
YTO APYroi y4acTHMK npolecca ayTeHTudMKaLnm aBnsaeTcs TeM, 3a koro cebs BblOaer.

[TOCT P 58833—2020, nyHkT 3.10]

3.8

BTOpUYHaA uaeHTUdUKauusa: JeiicTBUS NO NPOBEPKe CYLLECTBOBaHWA (Hanuius) naeHTudukaTopa,
npenbsBNeHHOro cybbekToM AOCTYNa Npu 4OCTyNe, B NepeyHe naeHTUUKaTopoB 4OCTyNa, KoTopblie Bblnn
npucBoeHbl cybbekTam gocTyna u obbekTamM AOCTyna Npy NepBUYHON MOAEHTUDMKALWK,

MpumevyaHue — BTopuyHas MOEHTUMOUKALMS pPACCMATPUBAETCA NMPUMEHWTENBHO K KOHKPETHOMY CYOBLEKTY
goctyna.

[FOCT P 58833—2020, nyHKT 3.12]

3.9

BblYMCnUTENbLHbIE pecypcbl: TexHuyeckue cpeactea IBM, B Tom ymcne npoueccop, obbembl one-
PaTMBHOW M BHELIHEN NamsATW, Bpewmsi, B TEYEeHWe KOTOpPOro nporpaMma 3aHWMaeT 3TW CpeacTsa B Xoae
BbINOMHEHUS.

[FOCT 28195—89, npunoxeHue 1]

3.10

AOBepeHHas TPeTbA CTOPOHA: Y4YacTHMK MpOLUEeccoB MOeHTUdUKaLmMm mn ayTEHTMCbMKaLI,MVI, npepo-
CTaBNSALWUA OOHY UInn bonee ycnyr B obrnacTu 3aWmTh MHhopMaumu, KOTOpPOMY O0BEPAKT Apyrne y4acT-
HWKWM NPOLIeCCOB MOEHTUMKALUN 1 ayTEHTM(bI/IKaLI,VIM KaK NMOCTaBLWKMKY OaHHbIX YCIYT.

MpumeyvyaHus

1 MMpu ngeHTUhrKaumMm n ayteHTUUKaLM AOBEPEHHON TPETLEN CTOPOHE AOBEPAKT U cy6BeKT AocTyna, U 06b-
eKT gocTyna.

2 B ka4yecTBe [OOBEpPEHHOW TPEeTbeW CTOPOHbI MOTYT pacCcMaTpyMBaTbCA: OpraHv3auma (Harmpumep, OCYLUEecT-
BNALOWaa QyHKUMM UeHTpa cepTudukaumm), agMUHACTPaTOp aBTOMaTU3UpPOBaHHOW (MHMPOPMaUWUOHHOW) CUCTEMBI,
YCTPOWCTBO.

3 [oBepeHHas TPeTbA CTOPOHA OEWCTBYET B MOMHOM COOTBETCTBMN C OXMAAHUAMM TOW CTOPOHBI, KOTOpas Monb-
3yeTca ee ycnyramu: M cybbekta goctyna, u obbekta goctyna unu nboro U3 HUX, Npy 3TOM BLIMOMHASA TO, YTO OHA
JOIMKHa OenaTh, U He BbIMOMHARA TO, YTO OHa He O0rKHa Aenatsb.

[AgpantupoBano 13 MOCT P 58833—2020, nyHkT 3.15]
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3.1

pocTtyn: MNonyyeHne oOHOW CTOPOHON MHMOPMALWOHHOTO B3aMMOOenCcTBUA BOZMOXHOCTM UCMOMb30-
BaHWSA PECYPCOB OPYror CTOPOHbI MHOPMaLMOHHOTO B3aUMOAENCTBIS.

MpumevyaHnn

1 B kayecTBe pecypcoB CTOPOHbI MH(POPMaLVOHHOTO B3anMOOENCTBUS, KOTOPbIE MOXET MCNONbL30BaTe Apyrast
CTOpOHa WHJOPMALMOHHOTO B3aVMOOEWCTBUA, paccMaTpuBalTcs MHQOPMAaUWMOHHbIE PEeCYpChbl, BblMMCMAWTENbHbIE
pecypcbl CPeACTB BbIMMCAMTENBHON TEXHUKA U PECYpPChbl aBTOMaTU3NPOBaHHbBIX (MHAOPMAaLMOHHBIX) CUCTEM, a Takke
CpefcTBa BbIYUCIUTENBEHON TEXHUKN U aBTOMATU3UPOBaHHbIe (MHOPMALNOHHBIE) CUCTEMBI B LIEMOM.

2 [ocTyn Kk uHchopMaLmm — BO3MOXHOCTb NOMyYeHUs MHhopMaLMm 1 ee UCNoMNb30BaHMA.

[FTOCT P 58833—2020, nyHkT 3.17]

3.12

3aKpbITbIA KN4 HEU3BreKaeMbl (Hen3BrnekaemMbiW Knro4): 3aKkpbIiThld KMHOY, KOTOPbIA NpU ero
hOpPMUPOBAHWKA U XPAHEHUN HEBO3MOXHO M3BMeYb U3 YCTPOWCTBa ayTeHTUdUKaLMM, B KOTOPOM OH Obin
co3gaH.

MpumeyaHue — HensBnekaeMoCTb 3aKPLITOrO KMOYa 3aKMKMAETCsa B OTCYTCTBMM BO3MOXHOCTW €ro u3-
BreYEeHNa 13 YCTPOMCTBA ayTeHTU(MKaUuK, B KOTOPOM OH Bbin Co3daH, WTaTHeIMW CpeacTBaMu, NpeaocTaBnaemMeiMu
AaHHbIM YCTPOWCTBOM ayTeHTubukaumm. HensBnekaemMocTb 3aKpbITOro Kroda B YCTPOWCTBax ayTeHTudvKaumm, Kak
npasuno, obecne4ynsaeTca NPUMEHAEMbIMW CXEMOTEXHWYECKUMKW PEeLUeHUAMW W rapaHTUpPYeTcs MpPOM3BOAWTENAMM
YCTPOWCTB.

[ApantupoeaHo n3 FTOCT P 58833—2020, nyHkT 3.19]

3.13

upgeHTUudMkaTop goctyna [cybbekra (o6bekTa) gocTtynal, [maeHtudukarop]: NpusHak cybbekTa
JocTyna unu obbekTa A4ocTyna B BUAE CTPOKM 3HAKOB (CMMBOMORB), KOTOPBIA MCNONB3yeTcs Npu MaoeHTUudu-
KauMv M 0gHO3Ha4YHO onpeaenseT (yKasbiBaeT) COOTHECEHHYIO C HAM UAEHTUMUKALUOHHYIO UHOPMaLUKIO.
[FTOCT P 58833—2020, nyHkT 3.20]

3.14

M,D,EHTMCI)HKaLI,MOHHaﬂ VIHCbOpMaLWIH: COBOKYI’IHOCTI: 3Ha4YeHUn W,D,EHTMCDMKEU,MOHHI:IX anMﬁyTOB, KO-
TOpasa cBA3aHa C KOHKPEeTHbIM Cy6b9KTOM OoCcTyna Ui KOHKpPETHbLIM obbeKkToMm 4ocTyna.

MpumevaHune — VgeHTudUKauMoHHAA UHPOPMALMA KaK COBOKYMHOCTb 3HAYEHUA MAEHTUPMKALUOHHBIX
aTpubyToB, MOXET BbITb, HANPUMEp, 3aperncTpUpoBaHa B Y4eTHOW 3anucu cybbekTa (o6bekTa) JocTyna, KoTopas uc-
none3yeTcs aBTOMaTn3aMpoBaHHOW (MHOPMAaLUNMOHHON) CUCTEMOIA.

[FTOCT P 70262.1—2022, nyHkT 3.12]

3.15

naeHTudukauma: JeicTBua no npuceoeHuo cybbekTam v obbekTam AocTyna MaeHTUUKaTopoB
M (MNKM) NO CpaBHEHWUID NPeabABNAEMOro MAeHTUMMKaTopa C NepedyHeM NPUCBOEHHbIX MAEHTU(UKATOPOB.
[[7], ctaTbsa 3.3.9]

3.16

MHthopMaLMOHHbIe pecypcbl: OTaenbHbIE OOKYMEHTbl U OTAEenbHble MacCuBbl AOKYMEHTOB, OOKY-
MEHTbI U MacCWBbLI JOKYMEHTOB B MHChOPMaLMOHHbLIX cucTeMax (GubnuoTtekax, apxueax, doHaax, GaHkax
JaHHbIX, OpYTMX MHPOPMAaLWOHHBIX CUCTEMaX).

[FOCT P 43.0.2—20086, ctaTtbsa 11]

3.17

knwou (key): MameHseMblll napaMeTp B BUAE NOCNeA0BaTenbHOCTU CUMBONOB, ONpedensownid Kpun-
Torpachruyeckoe npeobpasosaHue.
[FTOCT P 34.12—2015, nyHKkT 2.1.8]
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3.18 komnpomeTauun ayteHTUpUKaTopa: HapyweHune KoHpMaeHUMansLHOCTKM ayTeHTuduKaTopa.

MpumevaHue — KoHduaeHunansHOCTb ayTeHTUMKATOPa MOXKET BbITe HapyLueHa, HanpuMep, PackpbITUEM
ayTeHTUMKaUMOHHOW MHgopMaL M1, COCTaBNSAIOLWEN CEKPET, yTEPE UNM XULLEeHUWEM YCTPOWCTBa ayTeHTUudmKaumm, co-
Jepxallero ayTeHTUUKaLWOHHYI0 MHOPMAaLIMIO.

3.19

MeTog ayTeHTUdpuKauum: Peanuayemoe npu ayTeHTUUKaLMK NpegonpedeneHHoe codeTaHume dak-
TOPOB ayTeHTUMUKaL N, opraHu3auun obmeHa 1 0BpaboTku ayTEHTUHOUKALMOHHOR MHDOPMAaLMK, a Takxe
COOTBETCTBYOLUX AAHHOMY COYETaHUI0 MPOTOKOMOB ayTeHTUMKaLMK.

[ApanTupoBaHo 3 MOCT P 58833—2020, nyHkT 3.27]

3.20 mopynb G6e3onacHocTM (annapaTHbIM Moaynbk Ge3onacHocTH): CNoOXHO-PYHKLMNOHAMBHbINA
610K (MNM COBOKYMHOCTL CIOXHO-(YHKLMOHANBHBIX BNOKOB) MUKPOCXEMb!l, UM aBTOHOMHAasA MUKPOCXema B
LenioM, UM aBTOHOMHbLIN NPOrPaMMHO-TEXHWYECKUIA (annapaTHbIA) KOMNEKe, koTopble obecnevnealoT 3a-
WMUTY pa3aMeLleHHbIX 1 (YHKLMOHMPYIOLNX B HUX MPUNOKEHUA U faHHBIX OT NOrM4ecknx n/unu dmusn4ecknx
arak.

MpuMmeyaHus

1 TMNpwu ayTeHTUdMKaUnM moaynb 6e30nNacHOCTU UCNOMb3YeTcA ANS reHepauuy (Co3gaHus), XpaHeHWs W ynpaene-
HUA KpUNTOrpadhUYECKUMI KIKDHYaMU, @ TAKKe ANs BbINONHEHWA KpunTorpaduyeckux npeobpasoraHuii 1 paccmaTpyBaeT-
Cs KaK YCTPOWCTBO ayTeHTUUKaLUK.

2 AnnapaTHbll Moaynbs Ge30NacHOCTU MOXET BCTPavBaThCs B CPELACTBA BbIMUCIUTENBHOW TEXHUKW (BCTpavBae-
MblA MOAYMNb Be30MacHOCT), KOTOPbLIE UCMOMbL3YIT CEPBUCHI, NpeaocTaBnaemMble Mogynem 6esonacHocTy, NMBO NoaKIio-
YyaTbCA K CPEACTBAM BbIMMCIIUTENEHOM TEXHUKKM C MPUMEHEHWEM COTNMACOBaHHLIX MHTEP(ENCOoB (NoaKoYaeMbliA MoayNb
©e3onacHoCTH).

3.21

MHorodpakTopHas ayTeHTUdMKaUMA: AyTeHTUdnKaums, npu BbINOMHEHUN KOTOPOK NCMONb3yeTcs He
MeHee OBYX pasnuyHbix hakTopoB ayTeHTUdnKaL K.
[FOCT P 58833—2020, nyHkT 3.29]

3.22

00 bLeKT gocrtyna: O,EI,HEI M3 CTOPOH I/!HCbOpMaLI,VEOHHOFO B3aMMOLEeNCcTBUS, KOTOpaAs npenocrtaendaeT go-
CTyn unn K KOTOpOPI 3anpawmnBaeTcs n/mnn npenocrtaBndeTca (MO)KET BbITb I'IpE,D,OCTaBJ'IEH) OOCTyn BHeLW-
HWUM MO OTHOLWEHNK K CTOpOHE MHq‘.)OpMaLI,VIOHHOFO B3aWMOLENCTBUSA CpencTsoM yrnpasrneHna JOCTYNOM.

MpumeyaHusqa

1 lNpumepom MCNonbL30BaHWS BHELLHEro CPeAcTBa ynpaeBneHus JOCTYNoM ABMAETCA AUcneTyep SoCTyna cpegpl
YHKLUMOHNPOBAHWSA, KOTOPbIA ABNAETCA NOCPEAHUKOM NpK BCex obpalueHusax cybbekToB 4ocTyna K obbekTam gocTyna.

2 B kavectBe 06bEKTOB AOCTyna MOryT paccMaTpuBaTbecs, Hanpumep, MHAOPMaLMOHHbIE W BblYUCIUTENbHbIE
pecypchbl CpeACTB BbIMMCIMTENBHON TEXHUKU, PecypChbl aBTOMaTM3MPOBaHHbBIX (MH(POPMaLMOHHBIX) CMCTeM, cpeacTea
BbI4MCINTENBHOW TEXHUKW M aBTOMAaTU3UPOBaHHbIe (MH(OPMaLMOHHbIE) CUCTEMBI B LIENOM.

[Apantupoeano n3 MOCT P 58833—2020, nyHkT 3.33]

3.23

OAHOCTOPOHHAA ayTeHTudpukaumua: AyTeHTudukaumsi, obecnevmMBaoas TONbKO ANA OAHOMO W3
Y4aCTHWKOB npouecca ayTeHTudmkauun (obbekta gocTyna) yBepeHHOCTb B TOM, YTO OPYroM y4acTHMK Npo-
Lecca ayTeHTMdukaLmmn (CybbekT gocTyna) sBnseTca TeM, 3a Koro cebs BblgaeT npeabsiBneHHbIM MOeHTH-
hukaTopom JocTyna.

[AgnantupoBaHo 13 MOCT P 58833—2020, nyHkT 3.36]

3.24

ogHodakTopHaa ayTteHTUduKauma: AyTeHTUdMKauMsa, npu BbINOMHEHWMM KOTOPOW WCMNONb3yeTrcs
OAWH (pakTop ayTeHTUMUKaL M.
[FTOCT P 58833—2020, nyHkT 3.37]
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3.25

onepaTtop aBTOMaTU3NPOBaHHOW (MH(OpMaLMOHHOW) cucTeMbl (onepaTtop): Pusnyeckoe NULO
UIn KpuauHeckoe NUUo (opraHu3auus), ocyLLeCcTBRAsLWEee AeATEeNbHOCTL N0 3KCNyaTauMm asTomaTuan-
poBaHHOM (MHPOPMaLUVOHHOM) CUCTEMBI, B TOM YMcne no obpaboTke copepxalleica B HeW WHGOopMaLWK.
[ApanTtupoeaHo w3 FOCT P 58833—2020, nyHkT 3.38]

3.26

nepBUYHaa ugeHTUdUKaumsa: [JeincTeus Nno hopMUPOBaHNIO M perucTpauum HdopmMauum o cyobekTe
noctyna unu obbekTe fOCTyna, a Takke OEACTBUS NO NMPUCBOEHUIO WaeHTUdMKaTopa AocTyna cybbekTy

aoctyna unu O6'b9KTy AocTtyna n ero permctpadnmn B nepeyHe npucBOEHHbIX I/I,EIEHTMCDVIKBTODOB Aoctyna.

MpumeuyaHue — [MepBUUYHAA UOEHTUDKUKALWMSA PACCMATPUBAETCH MPUMEHUTENBHO K KOHKPETHOMY CyBLekTy
[OCTyna W/unu KOHKpeTHOMY 06bekTy JocTyna.

[FOCT P 58833—2020, nyHkT 3.41]

3.27

nognuHHocTb: CBONCTBO, onpeaensiollee, 4To akTUuecknin cy6bekT unu obbekT coBnagaeT ¢ 3a-
ABMNEHHbIM.
[FTOCT P MCO/MBK 27000—2021, nyHKT 3.6]

3.28

NPOoTOKON ayTeHTMCpVIKaLlMM: HpOTOKOJ’I, MO3BONMAKLLUNA y4acTHUKam npouecca ayTEHTVICbMKaLI,I/!M
OCYLLeCTBIIATb ayTEHTMCbMKaLI,I/EI-O.

MpumeyaHun

1 lNMpoTokon peanwuayeT anroputm (Npaswuna) ayTeHTMdUKauMoHHoro obMmeHa, B paMkax KoToporo cyGbekT go-
cTyna n obDbeKT AoCTyna NocnefoBaTenbHO BhINOMHAIT onpedeneHHble OeicTBua 1 obMeHuBaTCH CoobLLeHnAMN,
coaepXalmuMm ayTeHTUDMKALMOHHYIO W/Mnn Apyryio uHdopMaLumio, UCNonb3yemyio Npu ayTeHTudukaumm.

2 B kpuntorpaduyecknx NpoTokonax ayTeHTuduKauum 3amnTa MHopMann, MCnonb3yeMon npu ayteHTudgmka-
LMK, peanvayeTcsa ¢ NpUMEHEeHWEM KpunTorpadnyeckux anropuTtmos.

[AgantupoeaHo w3 MOCT P 58833 —2020, nyHkT 3.47]

3.29

npocTas ayTeHTUUKauma: AyTeHTudurkauma ¢ npumeHeHneM MeToga oAHoaKTOpHOW OOHOCTO-
pPOHHEN ayTeHTUMUKaLM 1 COOTBETCTBYIOLLMX AaHHOMY MeTOAY MPOTOKOMNOB ayTeHTUdMUKaLMK.
[FTOCT P 58833 —2020, nyHKT 3.46]

3.30

npouecc: CoBOKYNHOCTb B3aMMOCBSA3aHHbIX U (MMN) B3aUMOLENCTBYOLLNX BUOOB AeATEeNbHOCTH, 1C-
MOMb3yLW WX BXOAbl ANS NONy4eHNA HaMe4YeHHoro peaynsrara.
[FTOCT P MCO 9000—2015, nyHkT 3.4.1]

3.31

pecypchbl aBToMaTU3MpoBaHHOW (MHopMaLUOHHOW) cucTeMsl (pecypcebl): Cpenctea, UCnonbay-
tolwmecs (MpyMBneKaemMble) B aBTOMaTU3UMPOBaHHON (MHdOpMaunoHHon) cucteme ons obpaboTkm wHgop-
mMauuu (HanpyMMep, MHPOPMaLMOHHbIE, MPOrpaMMHbIe, TEXHUYECKNE, NMUHIBUCTUYECKNE).

[ApanTuposaHo 13 [8], nyHKT A.20]

3.32

cpena dyHKuMoHupoBaHua: Cpena ¢ npefonpeneneHHbIMU (YCTaHOBMNEHHBIMU) FPaHUYHBIMK YCHO-
BUSIMU, B KOTOPOW CYLLECTBYIOT ((hYHKLMOHUPYIOT) 1 B3aMMOLENCTBYT CyBLekTsl U 06beKThl JOCTYNA.

MpnmeyaHun

1 OBnacTe OeicTBUSA NpaBun yNpaeneHWs AOCTYNOM paccMaTpUBAETCH Kak npefonpeneneHHoe (YCTaHOBMNEH-
HOE) rpaHnyHoe ycrnoewe cpeabl. [pu atom obnacte AeNCTBUA NpaBui ynpasneHns JOCTYNOM MOXET BblTe peanuso-
BaHa, HanpuMep, B rpaHuLiax: 0aHOMo UMW HECKOMBKMX BbIYMCMUTENLHEIX NPOLECCOR; OAHOMO UMW HECKOMNBKAX CPEACTB
BbIMUCIIMTENbHON TEXHUKKW; OOHOR UMM HECKOMBKUX aBTOMAaTU3UPOBaHHbLIX (MHGOPMALMOHHBIX) CUCTEM.
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2 [paHW4Hble YCnoBusi cpenbl PYHKUMOHWPOBAHWSA MOTYT ONpenensitbcs, HanpuMep, HOPMaTUBHBIMW U NPaBo-
BbIMU JOKyMeHTamu, obnagatenem MHgopMaLmm 1y onepaTtopom.

[ApanTupoBaHo u3 MTOCT P 58833—2020, nyHkT 3.53]

3.33

caHKUMOHMpOBaHUe gocTyna (aBTopusauusn): MNpenoctasneHve cybbekTy AocTyna Nnpae AocTyna, a
TaKKe NpefocTasBneHne A0CTyna B COOTBETCTBUW C YCTAHOBMEHHLIMW NPaBMnamMmn ynpasneHus JOCTYNoM.
[AgnantupoBano 13 MOCT P 58833—2020, nyHkT 3.50]

3.34 cpencTBO ayTeHTUdMKaumu: YcTponcTBo ayTeHTUMKaLWKM, NporpaMmMa UM Ux COBOKYMHOCTb
nubo npegmet (npucnocobneHwe), KOTOpble BMeCTe C ayTeHTUHPUKALMOHHONA WHOPMaLMEN UCMNOMb3YHTCS
npu ayTEHTUUKALMK.

MpumeyaHns

1 HeobxoaMMoCTb MCNONb30BaHUA MPY ayTEeHTUMKALWMN BCEX MMM OTAENbHbIX COCTABHbIX YacTel cpencTea
ayTeHTUhUKALMKM ONpPenensaeTca ero KOHCTPYKTUBHLIMU OCODEHHOCTAMMW W/WNK BUOOM ayTeHTudukaumn. B HekoTopbix
cny4asx, koraa oTCYTCTBYET HEODXOAMMOCTL MCMOMNbL30BAHUA OTAEMbLHLIX COCTABHLIX YacTeld cpeacTBa ayTeHTudukayum
(ycTpoiAcTB, Nporpamm, NpeaMeTOR U T. M.}, HAaNpUMep NpK NPOCTOIR ayTeHTU(MKaLMK N0 3aNOMUHAEMOMY CEKPETY, cpea-
CTBO ayTeHTUdMKaLMM MOXET nNpencTaBnaTb cobor ayTeHTudukatop. B opyrux cnyyasx cpeactBoM ayTeHTUMUKauum
peannayeTca MNonb3oBaTeENbCKMA MHTEPGENC, KOTOPLIA MCMonNb3yeTca Ans nonyyYeHuns (Bolbopa) ayTeHTMdrKaLUMOHHON
WHhopMaumy (HanpyMMep, 0OAHOPAa30Boro napona) nubo AnA OoCTyna M BbINONHEHWUS onepauui ¢ ayTeHTMdWKaLMOHHON
uHchopMaLren 1 ApYrMMU JaHHLIMKW, COAEPXKALLMMAUCA B YCTPOWCTBE ayTeHTUdUKaLMKU [HanpruMep, C 3NMeKTPOHHbLIM ya0-
cToBepeHueM B BuAe cepTudmkata BGesonacHocTn (UndppoBoro ceptudnkaTa)], a Takke Ana OCYLWeCTBNeHUs u (Unn)
ynpasneHus NpoLeccoM ayTeHTUduKaLmMm 1, Npy HeobxoauMOoCcTH, naeHTUUKaLMn.

2 C uenbio npegoTBpalweHns HeCAaHKLUMOHMPOBAHHOIO WCMONMb30BaHWA HEKOTOpble CpedcTBa ayTeHTudukaumm
(vnn ycTponcTBa ayTeHTMdMKALUMM M3 UX COCTaBa) MOTyT NMPMMEHATLCA MO HA3HA4YEHMIO TOMbKO MOCne WX akTuBaumu
(nepeeoga v3 HepaboTtocnocobHoro coctoaHns B paboTtocnocobHoe) nocpeacTBOM BBOAA HeoOX0OMMOW OnA Hadana
YHKUMOHMPOBaHMA MHOpMaLMK, HanpuMmep BMOMETPUYECKMX NEPCOHanbHbLIX AaHHbIX Bnagensua. [py aTom cynTaeT-
€S, YTO aKTMBALMA OCYLLECTBNAETCA C NOMOLLBI BTOPOro dpaktopa ayTeHTUuKauum.

3 lMpu HeobxoOMMOCTU BblOeneHus ocODEeHHOCTEN CPeacTB ayTeHTU(UKaUUnU, UCNoNb3yeMbIX NP COOTBETCTBY-
OWMX BUOAX ayTeHTMuKaumm, TEpMMH «CPeacTBO ayTeHTMMMKaunum» MOXKET NCNoNb30BaTbLCA C 0BLLENPUHATBIMW YTOM-
HeHusMyu. Hanpumep, cpencTBo, ucrnonb3yemMoe Ans CTPoron ayTeHTudmkaumnm (MHorohakTopHas, B3aMMHasi, ¢ npume-
HEHWEM KpunTorpadmyeckux NpoOTOKONOB) MOXKET ONpenensThCs Kak «MHOrohakTopHoe Kpuntorpadmyeckoe cpeacTso
ayTeHTUbukaumm». MNpy 3TOM ANA BeiAeNeHns oTAeNbHbIX CBOWCTB CPEACTB ayTeHTUMMKALMK B TEPMUH MOTYT BKMOYaTb-
CSl OOMNOSHWUTENBHLIE YTOMHEHUSA, HANPUMEP «TEXHWYECKOE» (COBOKYMHOCTb AMEKTPOHHBLIX M MEXaHWYECKUX YacTel) Unm
«nporpaMmHoe» (nporpamMmMa) cpefdcTBO ayTeHTUhuKauum, nu, HanpuMep, CpeacTBo ayTeHTUMMKauumM «C Hen3Bnekae-
MbIM KITHOHOM» (HEW3BMEKAEMOCTb 3aKpbITOro Kr4a).

4 K TexHuyeckum cpefacTtBam ayTeHTUMKauMM OTHOCATCS Kak CcpefcTBa ayTeHTUduKauWy, HEMOCPEACTBEHHO
npegctaengawwme coboil TeXHUYECKUE YCTPONCTBa ayTeHTUdMKaLUMM Unv npeameTsl (npyucnocobnexvn), Tak U CpeacTea,
WUMEHLLME B CBOEM COCTaBE TEXHUYECKWNE YCTPOWUCTBA ayTEHTUMKALMN.

3.35

cTporasa ayTeHTUdUKaLmua: AyTeHTUPUKALNA C NPUMEHEHMEM MeTo4a MHOTO(aKToOpHON B3auMHON
ayTeHTUMUKALKUKN 1 UCNONb30BaHUEM TOMbLKO KpUNTOrpauUecknx NpoTOKOMOB ayTeHTudukauun.
[ApantupoBano n3 FOCT P 58833—2020, nyHkT 3.54]

3.36

Cy6'I:EKT AocTtyna: O,D,Ha N3 CTOPOH MHqDOpMaLI,VIOHHDFO B3anMOLencTBms, KOTOpada MHMUWNpyeT nony-
HYeHWne 1 nonydaeT A0CTYI.

MpumevyaHune — Cybbekrammn gocTyna MOryT SBNATLCA Kak hmanyeckre nnua (none3oBartenu), Tak 1 pecyp-
Chbl CTOPOHbI MH(POPMALIMOHHOMO B3aUMOLENCTBMA, 8 TAlKe BbIMUCIUTESNBHBIE NPOLECCH!, MHULMUPYIOLWME NonyYeHue
1 nony4atoLme AOCTYN OT UX UMEHHN.

[FTOCT P 58833—2020, nyHkT 3.55]
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3.37

YBEpPEHHOCTL: ¥Y0eweHHOCTL B TOM, YTO OLeHWBaeMblit 06bekT ByaeT yHKLUMOHUPOBaTL B COOTBET-
CTBWMMW C 33A4aHHBLIM UNN YCTAHOBMNEHHbLIM MOPSAAKOM (TO eCTb KOPPEKTHO, HadexHo, apeKTUBHO, B COOT-
BETCTBUW C NONUTUKOW BesonacHocTw).

[TOCT P 54581—2011, nyHkT 2.18]

M punmMmevyaHmne — OcHoBaHnem ans 060CHOBaHHOM YBEPEHHOCTWU ABNAKTCA BOCMPOU3BOAMMbIE Pe3yrbTaTbl
onpeaeneHHbIX OencTBuiA, KOTOpbIie HeobxoaMMOo BbIMONHATE NPy OLIEHKE.
3.38

YPOBE€HbL OO0BEpPUA: OLI,EHOLIHOG 3HavYeHue no wkKane, I'IpVIMEHFIEMOI?I rnpy nony4YeHnn BoCNpon3sogn-
MbIX pe3yrnsTaToB onpefeneHHbliX 0eNCTBUA, KOTopble HeobBXoaMMO BhINMONHUTL ANnA obecneveHunsa yBepeH-
HOCTW B TOM, YTO OLI€HUBAEMbINA obbekT COOTBETCTBYET YCTaHOBINEHHbIM TDEﬁOBaHMHM.

MpumevyaHnn

1 ypOBeHb OOBepnA He U3MepPAETCA KONMYeCTBEHHBIMW NOKasaTenAamMu.
2 ypOBeHb goBepna 00bIYHO onpegendaeTca yCUnuamm, aatpav4eHHbIMU Ha BbINMOITHEHWE onpeaeneHHbIX ,u,eﬁcmnﬁ.

[ApantupoeaHo u3 FOCT P 54581—2011, nyHkT 2.10]

MpumedvaHune — OueHoYHasA LLKaNa MMeeT crnenyowmi Nopagok (0T MeHbLero k BonsLlwemy, cneea Hanpaeo):
HW3KUIA YPOBEHb JOBEPWS, CPEOHWIA YPOBEHE JOBEPUSA, BLICOKUIA YPOBEHL JOBEPHSA.

3.39

yCcuneHHas ayTeHTUdpukaumsa: AyTeHTUdUKALUS C NPpUMEeHeHUeM MeTofa MHOrodakTopHON ofHo-
CTOPOHHEN UMM MHOrOaKTOPHON B3aUMHOM ayTeHTUUKAL MK U COOTBETCTBYIOLLUX AAHHOMY MeTogy npo-
TOKOMOB ayTeHTUdMKayuumn, B TOM YMCne Kpuntorpaduyeckmx.

[AoantupoeaHo n3 FTOCT P 58833—2020, nyHkT 3.59]

3.40

YCTPOMWCTBO ayTeHTUMKaunu: TexHuyeckoe (huanyeckoe) Unm BUpTyansHoe YCTPORCTBO UK Npeq-
MET, NpeAHasHa4YeHHoe AN co3haHus (reHepaluumn), XpaHeHust U NpefocTaBneHns MHpopmaumm, KoTopas
“crnonb3yeTcs Npu MAeHTUdUKaUUKM U/Uunu ayTeHTUdUKauuM Bnagensua yecTponcTea.

[AnantupoBaHo u3 MOCT P 58833—2020, nyHkT 3.60]

MpumeyvaHus

1 YcTpoicTBO ayTeHTUMKALMKN MOXKET MMEeTb Kak BCe YKasaHHble yHKLUWK, Tak M obnagath orpaHu4eHHbIM MX Ha-
Bopom, a TarKe MOXET BbINONHATE U Apyrne hyHKLUKM, HanpuMep ynpaenAaTb AOCTYNOM K MHpopMaLuM, cogepalleincs
B YCTPOWCTBE.

2 TexHW4ecKoe YCTPOWCTBO ayTeHTUdMKaUMM BKIHOYAET U3NYECKYD (peanbHyl) TEXHWUYECKYHD (annapaTHylo)
nnatdopmy (kak npaeuno, Ha 6ase MUKPOCXEMbI) 1 BCTPOEHHBIE CUCTEMHBIE W NPUKNAAHbIE NporpaMMel, yHKLUMOHUPY-
loWwmne Ha gaHHon nnatopmMe. PyHKUMOHaNbHOE HasHavyeHWe TEXHWYECKOro YCTPOWUCTBa ayTeHTUdMKaLMK peanusyeTca
BCTPOEHHbIMMW MPUKNagHBIMW NporpaMmMamu.

3 BupTyanbHoe ycTpOWCTBO ayTeHTUdUKaLuM NpeacTasnseT cobon kaxyLeecs peanbHO CYLLECTBYOLWMM TeXHUYe-
CKOe YCTPONCTBO, MOCKOMNbKY BCE ero hyHKUWMN peanuayoTcs Kakumu-nubo gpyrumMmn yCTpoincTBamMm 1 (Mnun) nporpaMmmamu.

4 TexHW4eckue yCTPOWCTBA ayTEHTU(UKALUM HE NCMOMb3YIOT NPWU YHKLMOHMPOBAHWUW BEIMUCIIMTENBHBIE PECYPCHI
CPEACTB BbIYUCMIUTENBHON TEXHUKM M CHUTAKTCH (PYHKLUMOHAMNBHO OTAEMNEHHBIMW OT CPEACTE BbIYMCIUTENBHOW TEXHUKMA
HEe3aBMCHMMO OT UX KOHCTPYKLMN.

3.41

chakTop: Bua (dopma) cyllecTBOBaHMA MHhOpMaUmK, UCNONb3yeMor And nageHTudrKkauum n ayteH-
TudurKkayumun.

MpumedyaHue — [JonyckaeTcs YTOMHATE TepMWMH COOBpa3HO ero KOHKPETHOMY MCnonbk3oBaHUo. Hanpumep,
NPUMEHUTENEHO K ayTeHTUMUKALMA, JOMYCKAETCA UCMOMb30BaTE TEPMUH «(aKTop ayTeHTUduKaLmumy.

[TOCT P 58833—2020, nyHkT 3.61]
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4 O6wme NnonoxeHus

4.1 B cootBetctBum c FTOCT P 58833 npouecc ayTeHTudmkaLum npy goctyne cybbekra gocTyna K 06b-
eKkTy NOCTyNa [I0MKeH BKNioYaTh B cebs AeiicTaMa no nposepke NoanuHHocTH cybbekTa (o6bektal)) noctyna,
a Tawke npuHagnexHoctn cybbekTy (0BbekTy) AocTyna npeabABEHHOMo NPy NPOBEPKE naeHTUdMKaTopa u
ayTeHTUPUKALNOHHON MHpOopMaLIUK.

MpumeyaHue —pupgocTtyne cybbekTa gocTyna k obbekTy AocTyna ayTeHTUdUKaLUs cneqyer 3a npoLeccom
BTOPWYHOW MaeHTUUKAUMKY NMPpU KaxO0M 3anpoce cybbekTa Ha JOCTYN W OCYLLECTBMAETCA B CriyYae MonoXUTEenbsHOoro
pesynerata BTopu4Hor ngeHtudpukaummn no NOCT P 70262.1.

Mpu ayTeHTUdMKaLUMK [OKA3aTENbLCTBO MNOAMMHHOCTU cybbekTa (06kekTa) 4ocTyna LOMKHO OCHOBbI-
BaTbCA Ha MpOBEpKe COOTBETCTBMA ayTeHTU(WKALMOHHOW MHOpMaL MK, NpeabsaBneHHon cyObekTom (00b-
€KTOM) JgocTyna, U ayTeHTU(MKaLMOHHON MHPOpPMaUUK, KoTopasa accouMMpoBaHa ¢ NpeabsaBieHHbIM NaeH-
TubrkaTopom goctyna y obbekTa (cybbekTa) goctyna.

[okasaTtenbCTBO NpUHAANEKHOCTM cyObekTy (06bekTy) naeHTudrkaTopa 1 ayTeHTUKaLMoHHOW UH-
chopmaLnK OOMMKHO OCHOBbIBATLCA Ha NPOBEPKE akTyarnbHOCTW ayTeHTUdMKaLMOHHONW nHdopMaun 1 Npo-
BEpPKe CBA3W MAeHTUpMKaTopa n ayTeHTUPMKaLMOHHON MHpopMaLummn ¢ cybbekTomM (06bekTom) gocTyna.

4.2 Uenbto ayTeHTUdMKauum aensetca opMmpoBaHne Heo0Xo4MMOW YBEPEHHOCTH B TOM, YTO CyObeKT
(0ObeKT) gocTyna OenCcTBUTENBHO ABMAETCA TeM 3aperMcTpupoBaHHbiM cybbekTom (0ObeKkToM) gocTyna, 3a
koToporo cebsa BblgaeT NpeabABNeHHbIM UAEHTUKUKATOPOM A4oCTyna.

4.3 B npouecce ayTeHTUUKaALMU NPUMEHAIOTCSA creayowne gaktopbl: hakTop 3HaHuA, dakTtop Bna-
AeHus, GuomeTtpudeckuin haktop. MNpu gocTtyne K 06bekTy AocTyna Ans ayTeHTudurkaunm cybbekTa goctyna
Heobxoaumo Mcnonb3oBaTh OAWH hakTop (NpU oAHOMAKTOPHOM ayTeHTUdMUKaLMM) UM OOHOBPEMEHHO He
MeHee [ABYX pasnuyHbix akTopoB (Mpu MHOrOakToOpHOW ayTeHTUUKaLMK).

MpumeuvaHue — OBWasa xapakTepucTMka )akTopoB, UCMOMNL3YEMEIX NpK ayTeHTUhUKALWMKW, U NPaBmUna Ux uc-
none3oBaHug onpefensatotca FTOCT P 58833.

4.4 AyTeHTUUKALMA OCYLLECTBNAETCA B paMKax ayTeHTUMUKaLMOHHOro obMeHa Mexay y4acTHUKaMK
npouecca ayTeHTUdUKaLMM — cyBbeKkToOM JOCTyna, AOBEPEHHON TPeTben CTOPOHOM (NPY UCNONb30BaHWUN ee
ycnyr) ¥ 06LeKTOM O0CTyna — C y4eTOM UX Credyowux YHKLMOHaNbHBLIX ponew:

- fokasbiBaoulas cTopoHa. OCHOBHOM 3afa4eil JoKasbiBaloLel CTOPOHLI ABMNSIETCA JOKa3aTenbLCTBO ee
NOANMHHOCTK, B TOM YMCIle NMOLTBepXAeHWe Toro, YTo oHa obragaeT (KOHTponuMpyeT) U cnocobHa pacnops-
KaTbCA ayTeHTU(MKATOPOM,;

- Aoeepsowas ctopoHa. OCHOBHOM 3afjaqeil JOBEPSIOLLENA CTOPOHLI AIBMAETCA NPOBEpKa NOANUHHOCTH
[0Ka3blBaloLLEeR CTOPOHLI, @ TakKe NpoBepKa, Npu HeoBXoAUMOCTH, YTBEePKAEHUS (JoKa3aTenscTea) 4oKasbl-
BalOLLEeW CTOPOHLI, YTO OHa obnafaeT (KOHTponupyeT) 1 cnocobHa pacnopsKaTbCs ayTeHTUdUKATOPOM;

- NnpoBepsitollasn ctopoHa. OCHOBHOW 3afaYei NpoBepsitoLLeil CTOPOHbLI SIBNSETCA NpoBepKa NpuHaanex-
HOCTU [OKasbiBalollei CTOpoHe MAeHTMdMKaTopa gocTyna v ayTeHTudmkaTopa, KoTopble 3adMKCMpoBaHbI
3a Hel perucTpypyoLeid CTOPOHOM, a Takke NpedocTaBneHe JoBepsiollei CTOpoHe NoaTBepXKaeHus (Mnu
ONPOBEPKEHUS) MO pe3ynbTaTaMm NpPoBepKy.

MpumeuyaHune — Peructpupyrollas cTopoHa?) He NpUHUMAET HENOCPEACTBEHHOMO YHacTMA B ayTeHTuduKa-
LKK, HO NpU NepBUYHON MOeHTUUKaUUK hopMUPYET U NPUCBauBaeT CyObekTy (00beKTY) 4OCTyNa U perucTpupyeT ayTeH-
TUDUKALMOHHYI0 MHOPMaLMIO, KOTOpas UCMONL3YETCH NpW ayTeHTUUKaLMOHHOM obmMeHe.

4.5 [nga opraHusauuy ayTeHTMdMKaLUMOHHOro obmMeHa ncnonbayTesa NoaTeepX#aatoLLan nHopmauums,
KOTOopas UMeeTcs Y A0Ka3biBaloLWen 1 MpoBepPSOLLEN CTOPOH, U NPOBEPOYHas MHopMaLms, KoTopas umeerT-
cA y nosepsioLleit u npoeepsioleit ctopoH?) (cM. pucyHok 1). Ha ocHose noaTeepxaatoLeit  NpoBEPOYHON
MHOPMaLMK B COOTBETCTBUM C UCMOMb3yeMbIM NPOTOKONOM ayTeHTUdMKaumm hopmMupyeTcs (CM. pUCyHOK 2)
nepefasaemasi MHOPMaLMs, KOTOPOW B BUAE coobLieHnih 0GMeHWMBalOTCS CTOPOHbI B MpoLecce ayTeHTUMN-
Kaumu (cMm. pucyHku 1, 2).

1) Mposepka noanuHHOCTM 0BLEKTA AOCTYNA M BCE COOTBETCTBYHIOLLME AaHHOI NPOBEpKe AeCTBIA OCYLLIeCTBNAKTCA
npy B3auMHOM ayTeHTUpuKayum cybbekta n obbekta gocTtyna.

2) HasHaueHue 1 dyHKLMW perucTpupyioLLieit cTopoHbl onpeaeneHsl B FTOCT P 58833 u TOCT P 70262.1.

3) Mopsigok v npaBuna OPMUPORAHWSA, pacrnpeaeneHs Mexay CTOPOHaMW, a TakKe JOCTABKM M NonyyeHus
CTOpPOHaMK MOATBEpPXOalLWeld 1M MPOBEePOMHOW WMHOpMaLUM, HeoBXOAMMOW NpU ayTeHTUdUKAUWU, He SBMSHTCH
npeOMeToM pacCMOTPEHUs HACTOALLErO CTaHaapTa.
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MpumeyvyaHuns

1 MoaTeepxpatwwas MHhopMaLusa UCNoNb3yeTcA ANA NOATBEPXKAEHWSA MOAMWHHOCTU OOKa3biBAKLIENW CTOPOHbI.
Kak npaBuno, B Ka4ecTBe NoATBEPKAALLEN MHOPMALIMKU NPpY ayTEHTU(UKALMOHHOM 0BMeHe UCNonb3yeTca ayTeHTudu-
KaunoHHas nHdopMauus. Nprmepamy NnoaTeepXKaawLWwed MHpopMaum ABNAIOTCA: Napork; CEKPETHLIN KoY, UCNOonb3ay-
EeMblI NpY ayTeHTUMKALUK C MPUMEHEHMEM CUMMETPUYHBLIX KpUNTorpacnyeckux anropuTMOB; 3aKpbIThIA KM, UCMOMb-
3yembli Npy ayTeHTUUKaUUK ¢ NPUMEHEHMEM aCUMMETPUYHBIX KpUnTorpaduyeckmx anropuTMoB.

2 [MpoeepovHan nHdopMauusa NpUMeHsaeTcs Npu BepudrKaln NpUHATOW NOATBERKAAKLWEN MHChOopMaLUKM NpoBe-
pAOLLER CTOpOHOW. Kak npaBuno, B Ka4ecTee NpoBepoYHON MHGopMaLMK Npu ayTeHTUUKaLMOHHOM 0BMeHe Mcrnonbay-
eTCcsa ayTeHTU(MKaLMOHHAA nHdopMaums. MNpuMmepamMmn NpoBEPOYHON MHPOPMAaLIMA SBNAKTCA: NAapOorb; CEKPETHLIN KoY,
MCMoMb3yeMblii NpK ayTEHTUMKALMK C MPUMEHEHUEM CUMMETPUYHBIX KpMNTOrpathnyecknx anropuTMOB; OTKPLITBINA KoY,
MCMOoMNb3yeMbliA MpU ayTeHTUdUKaLKUM C TPUMEHEHUEM aCUMMETPUYHBIX KpMNTOrpatu4ecknx anroputmos. [pu ayTeHTu-
hmKaumm OOBEpPSHOLLEN CTOPOHOW (Hanpumep, oObeKTOM [OoCTyna) AoKasbiBakLWen CTOPOHbI (Hanpumep, cybbekTta fo-
CcTyna) B yCroBUAX OTCYTCTBMA BO3MOXHOCTW ayTeHTUdUKaunmoHHoro obmeHa ¢ nMpoBepslolled CTOPOHOW (JOBEpeHHON
TPeTben CTOPOHORN) NpoBepoYHas MHpopMaLMa MOXET NpeacTaBnAaTe coBOM, HanpUMep, CNMCOK OTO3BaHHbIX cepTUdMKa-
TOB, pacnpocTpaHaeMbld JOBEPEHHOW TPETLEW CTOPOHOW KaK NpoBepstoLLei CTOPOHOMN.

3 Mepenapaemas vHdopMauus Ona ceaHca ayTeHTUdMKaLMK OpMUPYETCS Ha OCHOBE, Hanpumep, YHUKansHoro
naeHTUgrKaTopa OoKa3biBaKLWEN CTOPOHBI, YHUKaNbHOMO uaeHTUdrkaTtopa NpoBepsiloLLei CTOPOHbI, TUMNa ayTeHTudu-
KauWoHHOro obMeHa; Tuna NoaTBepXaaLwen MHdopMauun (HanpuMep, Naposib UMK 3akpbITbIA KIHOY), 3HA4YeHUsa noa-
TBEpXKAAOLWEW MHpopMaumK (HanpuMep, 3Ha4YeHWe napons), Tuna nepegaesaemon nHdopmauum U T. n. Nepepasaemasn
MHpopMaUnst MOXET BKMNOYaTh CTaTyc ayTeHTudukaunoHHoro obmena (ycnex, cbon 1 1. n.), pesynsrar npeobpazoBaHms
NoATBEPXKAAKLWEN MHCDOPMAaLMK, BLINOMHEHHOTO NO NpaBmnnam, KOTOpble ONpeaensaoTca MCNonb3yeMbIM MPOTOKONOM ay-
TEHTUMKAL UK, UK pe3ynsTaT COBMECTHOrO NpeobpazoBaHna NoATBEPXAal0LWLENn MHPOPMAaLIMK U APYTUX OaHHbLIX (Hanpu-
Mep, 3HaYEHWA BPEMEHMW, CNYyYaMNHOro Y1cna, YHUKanbHOro uaeHTudmMKkaTopa NpoBepAOLLEA CTOPOHbLI 1 T. 1.).

Mepeaasasman

AoKasbiBaoWan cTopoHa OoBepAwllan cTopoHa

WHhopMaLma

MNMpoBepodHas

Mogreepxaatowan

uHthopmMaLa

WHbopMaLA

F §
\ 4

(CyBuexT nocTyna) {OBbexT gocTyna)

MNepopapaeman
uHthopMauma

MNepopapaesman

MpoBepoHan
wHopMauma R

HHopMaLMA

Mpoeepalowan cTopoHa

MoaTeapxaalowan MpoBapoyHasn

uH(opMauma UHbopMaLmMa

{AoBepeHHaRA TPETLA CTOPOHA}

MpumeyvaHus

1 Ha pucyHke 1 ponu y4acTHUKOB MpoLecca ayTeHTuuKkauuy NpuBeaeHsl Ang ayTeHTudukaumm ¢ y4actmem fo-
BEPEHHOW TPETbEN CTOPOHLI B PEXMME peanbHoro BpemMeHin. Npu B3anmMHoOn ayTeHTudmKkaummn cydbekT n obbeKkT gocTyna
Nnogo4yepeHO BLIMOMHAKT POSib AOKa3bIBAOLLEN U JOBEPAOLIEN CTOPOH.

2 Ha pucyHke 1 nepenaya npoBepo4HOn MHGOpMaLM OT 4OBEPEHHOW TPETLEN CTOPOHLI (MPOBEPSAIOLLEN CTOPOHLI)
0bbekTy goctyna (QOBEpPAIOLWEN CTOPOHE) OCYLLECTBMNSAETCA ANA BbIMONMHEHNA aBTOHOMHOWM (NOKanbHOW) ayTeHTUduKa-
umn 0BbLeKTOM OocTyna (OoBepsiWen 1 NpoBepAKLLEe CTOPOHOW) cybbekTa gocTyna (QoKasblBakwen CTOPOHbI) WK
ONA BLINOMHEHWA ayTeHTUUKALWK B YCNOBUSAX BPEMEHHOMO OTCYTCTBUSA B3aUMOLENCTBUA MeXOy AOBEPEHHON TpeTkel
CTOpOHOW U 0BbekToM gocTyna. [Ins aBTOHOMHOW (NoKanesHoW) ayTeHTUduKaLum B Ka4ecTBe NpoBepo4HON MHpopMaLmMu
MOET WCMOMNb30BaThCA AOMNMOCPOYHBIN CEKPET, HAaNnpUMep Naporks, Ha3Ha4YaeMblil aAMUHUCTPATOPOM aBTOMAaTU3NPOBaH-
HOW (MHOpPMAaLMOHHOW) CUCTEMBI (JOBEPEHHON TPETLEN CTOPOHOM) Nonb3oBaTento (CybbekTy 4OCTyNna) Ha KOHKPETHbLIX
ABTOHOMHbIX CPEACTBaX BbIMUCIUTENBHOM TEXHUKW. [Mpn ayTeHTUdUKaLMn B yCrOBUAX OTCYTCTBUS BO3MOXKHOCTW ayTEHTU-
hukaumoHHOro obmMeHa ¢ JOBEepeHHON TPETbEN CTOPOHOW B KAYecTBe NPOBEPOYHON MHGDOPMAaLMK MOTYT MCMNONb30BaThCsa
BTOPWYHbIE @yTEHTU(MKATOPbI, KOTOPbIE NMPEnBapPUTENBHO MOMyYalTCca OT ceTeBon cnyxbbl ayTeHTUUKALMW JOMeHa
(ooBepeHHOW TpeTbelr CTOPOHbI), HAaNpUMmep ceaHcoBble KModK Kerberos, nubo oTkpeiTast MHGoOpMaLUS, HanpuMep Cru-
COK OTO3BaHHbIX CepTUgMKATOB.

PucyHok 1 — B3anmocBaA3b Mexay y4acTHMKaMKU npouecca ayTeHTMMUKaUnMmn ¢ y4eToM X OyHKUWMOHaNbHbIX PONen
W MHopMaLIMK, UCNOoNb3yeMol Npu ayTeHTUgrukauumn
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CTopoHa, BLINOMHAIOWAN NPoBepKY
{ooBepPAIDWAR WWNK NPOBSDAKMLAA
L __ _ Aoxssisaionjan cropona Lo R

MpuMmeyvyaHne — Ha pucyHke 2 ykasaHo, 4YTO Nony4vyeHne daHHbIX 08 hopMUpoBaHKs nepegasaemMoin MHgop-
MaLMM OCYLLECTBNSETCA U JOKA3bIBaOLEN CTOPOHOW, M CTOPOHOI BLIMOMHALLEN NPOBEpPKY. Ha npakTuke, Npu ayTeHTU-
dukauum, nonyyeHre AaHHbIX BbINONHAETCA NMbo o4HOW U3 CTOPOH, NMMBO He BLINOMHAETCH HWU OOHOMN.

PucyHok 2 — lMNpumep chopMupoBaHus nepegaBraemMon MHopMaumM Ha OCHOBE NOATBepXAaloLlel, NpoBepPOYHON
1 Opyron nHopmauun, HeobxoanMon AnA OCYLWECTBNEHNA ayTeHTUKaunoHHoro obmeHa

4.6 B obLem cny4vae npouecc ayTeHTMdUKaLWMK, C y4eTOM pe3ynbTaToB NepPBUYHON N BTOPUYHOW MOEH-
TUUKauum, OOMKEH BKNIOYATL:

a) hopMUpOBaHWe W perucTpauuio ayteHTudukaTopa cybbekta (obbekta) goctyna npu nepBuHHON
MOeHTUUKALNN PErMCTPUPYIOLLLER CTOPOHOM. [pn 3TOM ayTEHTUMMKATOP MOXET Ha3zHa4YaTbLCsA PerucTpupyo-
e CTOPOHON cyBbekTy (Mnu cybbekTy n 0ObekTy) 4OCTYNa UM caMOCTOATENbHO (HOPMUPOBATLCH CYObeK-
TOM JOCTYNa B COOTBETCTBUM C YCTAHOBMEHHEIMK MPaBUNaMu;

6) xpaHeHWe ¥ NOAAEPKaHUE B aKTyarlbHOM COCTOSHUK (06HOBNEHWE) ayTEHTUMKALMOHHO MHOpMa-
LWKW PErMCTPUPYIOLLEA CTOPOHOW M cyDbeKTOM (0DbeKTOM) OOCTyNa;

B) 3anpoc goctyna cybbekToM gocTtyna K o6bekTy JOCTyna U ero BTopuMdHasa naeHTudukaums;
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r) ayTeHTudmkauno cybbekta goctyna (NpW ycrnoBWMW YCNELWHON BTOPUYHOW MAEHTUdMKAUMK) KU, NpW
HeobxogumocTh, obbekTa goctyna (CM. PUCYHOK 3), B TOM YuUChe:

1) npoBepKy OOBEpPSIOLLEA CTOPOHOW NOANMHHOCTU O0OKa3blBaroled cTopoHbl. [poBepka ocyllecT-
BRseTcs NyTeMm NpeacTaBMneHUsi AoKa3biBaKLed CTOPOHOWA ayTeHTUdMKaTopa M NocneayoLLlero
KOHTpOnsl OOBEPAIOLWEN CTOPOHON COOTBETCTBUSA NPeabsaABMNEHHOro ayTeHTUdMKaTopa AoKasbiBa-
OLLEN CTOPOHBLI ayTEHTUMUKATOPY, MMelLWeMycs Y OOBEPSAIOLWEN CTOPOHbI, NMBo nyTem obmMeHa
ayTeHTUMKaTopammn 1 ApyrMMmn AaHHBbIMUW, HEO6X0AWMbIMW ANS B3aWMHON ayTeHTUKUKaLUmM B Co-
OTBETCTBUU C MPOTOKONOM ayTeHTUMKALWMK, MEXOY AOKa3bIBAKLWEN U JOBEPSIOLLENA CTOPOHAMMU.
[ononHuTenbHO AOKa3bIBaKLWLAA CTOPOHA NPU HEOBXOAUMOCTH U (MNK) MO 3anpocy AO0BepSLLEN
CTOPOHbI JOMKHA NOATBEPAMTL, UTO OCYLLECTBNAET KOHTPONb Haa ayTeHTUHUKATOpPOM U Cnocob-
Ha UM pacnopsKaTbCs.

MpumevyaHue — [na noaTBEPXAEHWS TOTO, YTO [AOKA3bIBAKLLAs CTOPOHA OCYLLECTBNSAET KOHTPOMb, Hanpu-
Mep, Hag 3anoMWHaeMbIM UITK MOUCKOBLIM CEKPETOM 1M cnocoBHa MM pacnopsaXaTbCs, MOXET UCMOMb30BaThCA BHEMONOC-
HbIK cekpeT (nogpobHo cpeacTea ayTeHTUMKaUmMmM paccMOTpeHbI B 5.6), a ANA NOATBEPKAEHUA TOMo, YTO AOKa3blBatoLLlas
CTOpPOHA OCYLLECTBNAET KOHTPOMbL, HAaNPUMEp, HaA, YCTPOWCTBOM ayTEHTUMKALUKM, KOTOPOE COAEPKUT ayTeHTudMKauu-
OHHYI0 UHOpMaLMIo, MoXeT ucnonsaosatecs PINT-koa. Kak npaeuno nposepka Toro, 4To 0Ka3LIBAIOLLAA CTOPOHA KOH-
TpoONUpyeT ayTeHTU(UKATOP M CNOCOOHa MM pacnopsKaTbCs, BbINONHAETCA ANA cyObLEKTOB AOCTyNa, aCCOLMMPOBAHHLIX
¢ (hM3an4eckmMuy nuuamMm (Nonb3oBaTensamu),

2) NpoBepKy NpoBepsiiolLel CTOPOHOW MO 3anpocy AO0Bepsioleid CTOPOHbl NPUMHAANeXHOCTU Oo-
KasbiBalolleln CTOpoHe MpeabsBIIeHHOro ayTeHTUdUKaTopa, BKIOYas NPOBEPKY aKTyanbHOCTU
(neicTBUTENBHOCTU) ayTeHTUMUKALMOHHOW WHAOPMaLUK U NPOBEpPKY CBSA3U ayTeHTUdgMKaTopa
C AoKasbiBalllerd cTopoHoi. Mo pesynsTatam NpoBepKy NpoBepaLlas cTopoHa NpeaocTaenser
nubo He NpefocTaBnsAeT AOBepPSOLLEN CTOPOHE NOATEEPXKASHWE aKTyanbHOCTHM UaeHTUdMKaTopa
W ayTeHTUdMKaTopa, a Takke NoATBepXAeHWe Hanuyns CBA3M C JoKasblBalolLei CTOPOHON B ycTa-
HOBMEHHOM NPOTOKONOM ayTeHTUMKaLMM BUOe;

) NPUHATE JOBepsiiolLei CTOPOHON peleHns o pesynsTaTe ayTeHTUdrKauMM U JoBedeHNe pelueHus
JoKasblBaloLWwer cTopoHe. [JoNonHUTENBHO AN A0Ka3biBaKLIEN CTOPOHBI — cyBbekTa 4oCTyna — € Y4eToM
npeabsBNEHHOro ayTeHTUdUKaTopa OOBEpALLENd CTOPOHOW onpenensieTca BO3MOXHOCTb BbIMNONMHEHUA 3a-
NPOLIEHHBLIX OelCTBUIA (onepauuil) Npu nocrneaywem NposedeHnn aBTopu3aunm.

[fpumeyvyaHne — BO3MOXHOCTE BbINOMHEHWA 3anNpoLUEHHbIX OENCTBUIA (onepaunin) Npyu MCNoNb30BaHUW KOH-
KpeTHoro ayTeHTudmKaTopa, Kak npaeuno, onpedensietcs COOTBETCTBMEM YPOBHA LOBepusa ayTeHTudukauuu Ans wc-
nonb3yemMoro ayTeHTuduKkaTopa ypoBHIO A0oBepusi, HeobxoauMoMy AN 3anpolUeHHbIX JeWMcTBUIA (onepauunil) cybbekta
A0CTyna B OTHOLWEHWW oBbekTa focTyna.

4.7 B obwem cnydyae npu ayTeHTUUKaLUM 06bEeKT OCTYNa BLINONHAET pPerucTpalunio, XpaHuT v nog-
[AEpXWUBaET B aKTyarnbHOM COCTOSIHUA ayTeHTUMUKALMOHHYIO MHOPMALMIO, OCYLLECTBISAET NPoBEpKy nog-
NWHHOCTK cyBbekTa QocTyna, NPUHAOMNEXHOCTU eMy ayTeHTUdMUKaTopa, a Takke npoBepsieT CrnocoBHOCTb
cyObekTa 4oCTyna pacnops)aTbCs ayTeHTMdmnKkaTopoM. MNpu 3ToM cyBbeKT 4oCTyna NoATBepKaaeT (4oKasbl-
BaET) CBOK MOAMUHHOCTL U BNageHue ayTeHTUUKaTOpoM. B 3TOM crnyvyae Bce AeWCTBUS OCYLLECTBNATCA
HenocpeacTBeHHO cybbekToMm U o6bekToMm gocTtyna. O6bekT gocTyna obbeauHaeT yHKLUMOHAIbHbLIE POMK
perucTpupyloLlei, NpoBepstolLei, JOBEpSAIOLLei CTOPOH (MPKY OJHOCTOPOHHEN ayTeHTUMMWKALUK) U OONOMHK-
TEMLHO MOXET MMETb POfb O0Ka3bIBaOWEN CTOPOHLI (NpM B3auMHOWM ayTeHTMdmMKaumm), a CybbekT goctyna
MMeeT DYHKLMOHAMBHYH POnb AOKa3biBaALLEH CTOPOHLI (NMPY OQHOCTOPOHHEN ayTeHTUdMKALUNA) 1 OOMNOMHK-
TEMNbLHO MOXET UMETh PO NPOBEPSIOLLEN 1 AOBEPSIIOLLEH CTOPOH (NPW B3AWMHOM ayTEeHTUdMKALN).

MpW y4acTuu OOBEPEHHOW TPeTbel CTOPOHLI B MPOLECcce ayTeHTM(MKaUMM OHa OCYLLeCcTBMAET perv-
cTpauuto cybbekTa (06bekTa) J4oCTyna, a Takke Mo 3anpocy NpoBepsieT NPUHaAMNEXHOCTb ayTeHTUdUKATO-
pa cybbekTy (00bekTy) gocTyna. B gaHHOM crnydyae Bce OEWCTBMS OCYLUECTBNAKTCA CyGbekToM J0CTyna,
06BEKTOM JOCTYMa U JOBEPEHHON TPeTbel CTOPOHOM. Mpu 3TOM goBepeHHas TpeTbs CTOpoHa 0bbeauHAeT
YHKUMOHAMNBHBLIE POMW PErMCTPUPYIOLLEN W NPOBEPSIOLLE CTOPOH, 06beKT A0CTYNna — MYHKUNOHANBHYO
pornb OOBEPSIOLULEN CTOPOHbI (MPX OOHOCTOPOHHEN ayTeHTUMMKaLKUN) N OOMNONHUTENBHO MOXET UMETb Porb
[lIOKa3blBaloLWen CTOPOHbI (MpW B3aMMHOWM ayTeHTUdUKAUMK), a cyObekT ocTyna — YHKUMOHaNbHYK porb
[l0Ka3blBaloLWen CTOPOHbLI (MPW OAHOCTOPOHHER ayTeHTUMMKALUM) U AONONHUTENBHO MOXET UMETb porb A0-
BEpAOLLEA CTOPOHbI (NMPK B3aMMHOR ayTeHTUdUKaUun).

1) PIN-kog — nepcoHankHbIi MaeHTUdMKaLUMOHHLIN Homep (personal identification number).
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PucyHok 3 — Obuias cxema B3aMMOAEUCTBUA CTOPOH NPW ayTeHTUNKaLMK

4.8 HeobBxoaMmocTb ayTeHTUMUKALMIW YCTaHaBNWBAETCA Kak Ana cyGbekToB JOCTyna, KoTopble ABMSs-
TCA PU3MYEecKUMI NULaMK, Tak U Ansa cy6bekToB (06beKTOB) A4OCTyNa, KOTopble NPeacTaBnsaT cobon UH-
hOpPMaLMOHHbLIE U BLIYMCIUTENbHLIE pecypcbl. AyTeHTU(MKALWA AOMKHA OCYLECTBAATLCA C YYeTOM OaHHbIX
ocobeHHocTeln cyObekToB (0OBLEKTOB) 4OCTYNA, a TaKKe C Y4eTOM BO3MOXHOCTH UCMONbL30BaHUS U NPYMEeHN-
MOCTW MOSOXKEHWIM HACTOSILLEero cTaHdapTa ANa KOHKPeTHOW cpefbl (DYHKLMOHMPOBaHMS.

4.9 YyacTHMKM nMpolecca ayTeHTUdMKaLMM OMKHEl o6ecneyunsaTth 3aluTy UHhopMaLuy, ucnonbaye-
MoV NMpu ayTeHTudukauuu. Mpu 3TOM COCTaB U coaepXaHue Mep 3aluThl, B TOM YUCNE MEpP 3aliuTbl C Npu-
MEHEeHWEeM KpunTorpauyecknx MeTo4oB (anropuTMOB), B KOHKPETHOW cpefe (OYHKUMOHWPOBAHWUA OOMKHbI
onpeaenaTLCa B COOTBETCTBUM C HOPMAaTHMBHLIMM MPaBOBLIMI aKTaMi ¥ OKYMEHTaMi Mo cTaHaapTUsaunu.

5 Bupgbl u cpeacTBa ayTeHTUdMKaLum

5.1 AyTeHTUDMKaLMUSA OCYLLECTBASETCA B NOPSAKE M N0 NpaBunam, onpegensemMbiM BUAOM ayTeHTUU-
Kauuu ¢ NnpuMeHeHUeM COOTBETCTBYIOLNX CPEeACTB ayTeHTUdMKaL UK.

5.2 B cootBetctBun ¢ TOCT P 58833 npu opraHvsauuu gocTyna LOMKEH UCMNONb30BaThCs OAWH UMK
HECKOMNBKO BUOOB ayTEHTUUKALUKU: NPOCTast, YCUNTEHHAsA UMW cTPOras.

5.3 lMNpocTon ayTeHTUdUKALMEN OOMKHA CUYUTATbCA O4HOMAKTOPHAA OOHOCTOPOHHSAS ayTeHTuduka-
LS ¢ opraHnsauveir nepegadyn ayTeHTU(UKaLMOHHOW MHoOpMaLun Npu ayTeHTugkayMoHHoM obmeHe oT
cybbekTa goctyna Kk obbekTy goctyna. B npouecce npoctoi ayTeHTUMKkaumm HeobxogMMo Mcnons3oBaTh
NPOTOKONbI ayTEHTUUKALIMK, COOTBETCTBYIOLLME AaHHOW OpraHn3aLuy nepefadu ayTeHTUUKaLNOHHON UH-
dopmMaLmm, B TOM Yynucne Kpuntorpaduyeckme.

5.4 YcuneHHou ayTeHTUMKaAUMEN OOMKHA CHUTATBCH MHOrOMakTopHaa O4HOCTOPOHHAS ayTeHTUdu-
Kauus ¢ opraHu3aunen nepegadu ayTeHTUOUKALMOHHON MHpopMaLUn Npu ayTeHTUUKaALNOHHOM o0BMeHe
oT cybbekTa gocTyna k 06bekTy gocTyna unvM MHorodakTopHas B3anMHasi ayTeHTMdUKaLMsa ¢ OpraHusaunen
ayTeHTUUKALWOHHOrO obMeHa mMexady cybbeKkToMm gocTtyna v o6bekTom goctyna. [pu yCUNeHHON ayTeHTu-
hukaumm HeoBXogMMo UCMOoMNB30BaTh NPOTOKOIbI ayTeHTUdMKauumn, COOTBETCTBYIOLME JaHHOW OpraHn3aLmm
nepenaqun ayTeHTUMUKALMOHHOW MHopMaL My B paMKkax ayTeHTUduKaLMoHHoro obmeHa, B TOM YMCne Kpun-
Torpadguyeckume.

5.5 Crporon ayTeHTUUKAUMEN OOIMKHA CYMTATBCS MHOroakTopHas B3auMHas ayTeHTudukauusa c
opraHmsauuneil OByXCTOPOHHEro, Mexay cyObekTtom JocTyna M o0bekToM JocTyna, WM MHOrOCTOPOHHETO,
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Mexay cybbekTom goctyna, 0bbekToMm JocTyna M TPeTbed OOBEPEHHOW CTOPOHOW, ayTEHTMEWKaLMOHHOIO
obmeHa. B npouecce cTporon ayTeHTUMKALMM OOMKHbBI UCNONb30BaThCH TONBKO KpUnTorpaduyeckne npo-
TOKOMbI ayTeHTUdMKaLuKM, COOTBETCTBYOLINE AaHHOW opraH13aunm nepegadmn ayTeHTudukaymoHHon MHdop-
MaLMu B paMKax ayTeHTUMOUKALMOHHOIo obmeHa.

5.6 lMNpu ayteHTUdMKaLMM HeOBXOOUMO WCMOMb30BaTb CPedcTBa ayTeHTudwukauun (ayteHTudmka-
TOphI), XapaKTepUCTUKM KOTOPLIX NpuBeaeHsl B 5.6.1—5.6.10.

MpumMedaHne — KOHKDETHbIE peanusalunn CpencTs U YCTPOMCTB ayTeHTUMKaLWK, a Takke cnocobbl X npu-
MeHeHUs B cpefle PYHKLMOHUPOBaHWS He ABMSIOTCA NPeAMEeTOM PacCMOTPEHUS AAaHHOTO HaLMOHAMbHOro cTaHaapTa.

5.6.1 3anoMuHaemblin cekpeT. AyTeHTudukaTop, 06bIYHO Ha3bIBaeMbIi NaponeM UMW, eciin 9TO YMCHOo-
Boe 3HaveHne — PIN-kofom, ABNSETCA CeKpeTHbIM 3HayeHWeM Ans 3anoMuMHaHusa cybbekTom aoctyna (go-
KasbiBalLlen cTopoHow). Ecnu pernctpupyrollas (QoBepsoLlas Unu npoBepsiowas) cCToOpoHa 3aHOCUT Bbl-
DpaHHbIA 3aNOMUHAEMbIA CEKPeT Ha OCHOBE HEKOTOPbLIX €ro NapameTpoB B CMMCOK CKOMMNPOMETUPOBAaHHbLIX
ayTeHTUdUKaTOpoB, CyDObeKkT OgocTyna (JokasbiBalLlas CTOPOHA) AOMkKeH BbiGpaTh ApYron 3anoMuHaeMbli
cekpeT. MNpu ayTeHTUdUKaLKMWM C NOMOLLLID JAaHHOMO CpeAcTBa ayTeHTUduKaLnm ncnone3yetcs gaktop 3Ha-
HWUS — NOATBEpPXKOAaeTCs 3HaHWe 3anoMUHaAeMoro cekpeTa.

MpumeyvaHun

1 YcnoBusi UCNONb30BaHWA 3anNoOMUHAEMbIX CEKPETOB (Hanpumep, CIOXHOCTb M ANWMTENbHOCTb AEWCTBMS) MOTYT
YCTaHaBNMBaTbCA HOPMATMBHLIMIA MPaABOBLIMW WM METOOMYEeCKAMM OOKYMeHTamu, obrnagartenem WHMOopMaLUn Wnm
onepaTopom.

2 B cnncoK CKOMMPOMETUPOBaHHbIX ayTeHTUUKATOPOB, Kak NPaBumno, 3aHOCATCA 3aNoMUHAEMbIE CEKPETLI, KOTO-
pble MOrMKY CTaTk AOCTYMHLIMK NULAM, HE ABNANLMMCA UX Bnagensuamu, 1 (Unu) npoueccam, KOTopble Nony4Ynnu K HUM
HeCcaHKLMOHWPOBaHHLIA JOCTyN. B kayecTBe napamMeTpoB, Ha OCHOBE KOTOPbIX 3anOMUHaEMbIe CEKPETbI CHATAKOTCA CKOM-
NPOMETUPOBAHHLIMW, MOXKET PACCMaTPUBATBLCS, HANPUMEP, HapyLLUeHWe KOH(PUAEHUMaNbHOCTN BCeACTBME HACTYNNEHNUS
Takux coBbITUIA Kak XULLEeHWe, yTpaTa, pasrnalleHne, packpbiTue, pasragblBaHye 1 T. M.

5.6.2 MowuckoBbl cekpeT. MNMouCKOBLIM ceKpeT npeactaBnseT cobon huanyeckyl WKW 3MeKTPOHHYH
3anucb Ha HOcKTEerne, B KOTOPOW XpPaHWUTCA COBOKYMHOCTL CEKPETOB (ayTeHTUdUKaTopoB), HanpumMep OfHO-
pasoBbIX Naponei, popmMupyembix AnA cybbekta gocTyna perncTpupytowen ctopoHon. CybbekT gocTtyna
(OokasbiBaloLLLaa CTOPOHA) UCMONb3yeT CPEACTBO ayTeHTUdMKaL MM ONs Noucka cekpeTa (ayTeHTudimkaropa),
Heobxogumoro Ana OTBETA Ha 3anpoc JOBepsroLWen (unv npoeepsiolLeit) ctopoHsl. Mpu ayTeHTudmkauum c
NMOMOLLbIO OaHHOTo cpefcTBa ayTeHTUdUKaL MK UCNoNb3yeTcs hakTop BnageHna — noagTeepaaeTcd Bnage-
HWe HOCUTENeM W KOHTPOIMb HaZ HUM (CMOCOBHOCTE MM pacnopsiKaTbes).

MpumedaHue — [NpuMepamMK NMOUCKOBLIX CEKPETOB ABNSIOTCA WKW P-BNOKHOT, CKPaTY-KapTa.

5.6.3 BHenonocHblA cekpeT («BTOpOM KaHan»). CpeacTso ayTeHTUMKauun npegcraensieT cobou
YCTPOWCTBO, KOTOPOE UMEET YHUKAaNbHBIA (ANA ucnonb3yemMol cpegbl yHKLUMOHMPOBAHUA) agpec U Ons no-
JIyHEeHUs CekpeTa MOXKEeT B3aMMOOENCTBOBATL C AOBEPAOLLEN (MM NPOBepPsItoLLet) CTOPOHOR NO OTAENbHOMY
KaHany nepefadu OaHHbIX, Ha3biBAeMOMY OOMOMHUTENbHBIM («BTOPLIMY») KaHanoMm. Cy6bekT goctyna (go-
KasbiBalLlaa cTopoHa) obnagaeT yCTPOWCTBOM, a 4OoBepsaAtoLLas (Mnu nposepsLLas) cTopoHa obecnednsaeT
hYHKUMOHNPOBaHME CepBuUCa, KOTOPbLIA NpW ayTeHTUgUKaLUM nogaepxMsaoT obMeH No 3TOMY «AOMOITHM-
TenbHOMY» KaHany, (ou3nyecKkn oTAeneHHOMY OT « OCHOBHOIO» KaHamna nepefayv gaHHeix. Mpu ayteHTuduka-
LMK C NOMOLLbI OAaHHOTO CpeAcTBa ayTeHTMdMKaLMM UCNonb3yeTca akTop BnageHus — MoaTBepKOaeTcs
BMageHne yCTPOMCTBOM W KOHTPOIMb Hag HUM (CMOCOBHOCTL UM pacnopsXaTbes).

MpumeyaHmne — CekpeT, NOMYYEHHLIA MO OONONHUTENBHOMY KaHany, NPUMEHSETCS COBMECTHO C OPYrMMuK
ayTeHTUdUKaTopamu, HanpyumMep G 3anoMuUHaeMblM CekpeToM. Yalle Bcero Ansd Nony4eHWs BHEMONOCHOMo cekpeTa Uc-
nonb3yeTcs Nnonb30BaTenbCKoe (OKOHEYHOE) YCTPOMCTBO MOABWMXHOW pagnoTenedoHHOW cBA3KM (MOBUNBHOW CBA3M) Mio-
boro BuAa, HanpuMep cMapTdoH.

5.6.4 OpgHoaKTOpHbI reHepaTop oAHopa3sosbix naponeit (OTP1)-renepatop). OaHOMAKTOPHLIN Te-
HepaTop OQHOpPAa30BbIX naponei hopMUpyeT OUHAMUYECKM M3MEHSIHLMECs Oo4HOpAa3oBbie naponu (cekpe-
Tbl) Ansa ayteHTUudwmKkauun. MNpeacTtasnset coboi TEXHWYECKoe YCTPOWUCTBO WKW MporpaMmy (MporpamMHbIii

1) OTP — oaHopasoekIit napons (one time password).
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reHepatop)!), oTaeneHHble OT CPeACTB BLIMNCNNTENBHOM TEXHWMKM, HA KOTOPLIX (C MOMOLLbIO KOTOPbIX)2) ocy-
wecTenseTcs ayTeHTUduKkaunsa. B kavyecTBe ncTodHUKA ANA POPMUPOBAHUA OMHAMMUYECKN W3MEHSIOLNXCH
00HOPAa30BkIX NApONen (CEKPEeTOR) UCMOMNb3YeTCsl BCTPOEHHLI CEKPET UMM OQHOPA30BLIA KO, KOTOPLIA MOXET
ObITb cchOpMUPOBaH MO TeKyLleMy BpeMeHU UMK No cobbITUI (HanpyuMep, HaXaTUKo KHOMKU Ha YyCTpoHCTBe)
UMW UCXOAs U3 TEKYLLEero 3Ha4YeHUs cHeTUMKa Ha YCTPOWCTBE Y A0Ka3kiBaloLWen CTOPOHLI U 3HAYEeHUS CHEeTUMKA
y poBepsitowein ctopoHbl. ChopMMPOBaHHbBIA OAHOPA30BbLIA Naponb (CekpeT) nepegaeTcsi cyObekTom goctyna
(mokasbiBaloLWen CTOPOHON) AOBEPSAIOLW e cToOpoHe Ans npoeepkn. OoHOMakTopHbIE reHepaTopbl OAHOPAa30-
BbIX Maponen aHanornm4Hel cpeacTBam ayTeHTUGMKaLUM C MOMCKOBbIM CEKPETOM 3a UCKITIOYEeHWEM TOro, YTo
cekpeTbl He3aBMCUMO (POPMMPYIOTCA OOKa3bIBaKOLLEN W OOBEpPSALEe CTOPOHAMW W CpaBHUBAKOTCS AOBepSs-
towwen ctopoHoi. OgHoaKTopHbLIN reHepaTop OAHOPAa30BbLIX Naponei He TpebyeT akTMBauumn Ang yHKUNo-
HupoBaHua. [Npu ayTeHTUdOUKaLUK ¢ NOMOLLLK AaHHOIO CPeAcTBa ayTeHTUudUuKaumm ncnonbsyetcs dakTop
BrageHus — noaTBepXKoaeTcs BnajeHne ycTPoUCcTBOM (MPOrpaMmoit) U KOHTPOmb Hag HUM (CNOCOBHOCTb UM
pacnopshKaTbes).

5.6.5 MHorodakTopHbI reHepaTop ogHopa3oBbIX Naponer. MHorodakTopHEIM reHepaTop O4QHOPA30BbLIX
naponen opMupyeT AMHAMUYECKA U3MEHAIOWMECS OOHOPA30Bble Naponu (CekpeTbl) Ans ayTeHTudrkaymn
nocre akTUBauuK C NMOMOLLBK AOMNONHUTENBHOTO dakTopa ayTeHTudukaumnu. MNpencraenser cobon TexHU-
YyecKoe YCTPOMCTBO MIM nporpammy (MporpaMMHbIi reHepaTop), OTAeNeHHble OT CPeACTB BblHMCIUTENbHON
TEXHWKM, HA KOTOPLIX (C MOMOLLBK KOTOPbIX) OCYLLECTBNAETCS ayTEHTUUKaUWA, U OyHKLUVMOHUPYET aHano-
rTMYHO OQHOCPAKTOPHOMY reHepaTopy O4HOPAa30BbLIX Naponen. Bropon thaktop ayTeHTUMKaLUKM MOXET npeg-
cTaBnATb coboi nHdopmaunio, Nony4YeHHyro ¢ knaesmartypsl (napons, PIN-kog v 1. n.) u/unn 6uometpuyecko-
ro ckaHepa (bMoMeTpuyeckne nepcoHanbHble AaHHbIE) CPEACTB BbIYWMCNUTENbLHON TEXHUKN UMK YCTPONCTRA.
Mpwn ayTeHTUPUKALMKX C MOMOLLbLIO AaHHOMO CPeacTBa ayTeHTUMMUKaLUK UCNONb3YITCH pakTop BnajgeHua —
NOATBEPKAAETCA BMageHWe YCTPOWCTBOM (NMPOrpammMomn) M KOHTPOMb Hag HWM (cnocoBHOCTbL MM pacnops-
KaTbCH) — COBMECTHO C (pakTopoM 3HaHuA (MOATBEpKAaeTcs 3HaHUEe cekpeTa) uunu ¢ BUoMeTpuYEecKUM
dakTopom (MoATBepXgaeTca COOTBETCTBME BMOMETPUYECKUX NEPCOHAMNbBHbIX OaHHbIX).

5.6.6 OpgHodhakTOpHOE KpUNTOrpaduyeckoe NporpaMMHoe cpedcTBo ayTeHTudukauun. MNMpeactasnseT
cobon KpunTorpaduyeckue KI4vM W nporpammy, OCyLLecTBNAKLW Y KpunTorpadgudeckne npeobpasoBaHus,
KOTOpble XpaHATCH Ha HocuTene M PyHKUUMOHWPYIOT B COCTaBe CpecTB BhIYUCMUTENEHOW TEXHUKU WNU aHa-
NOrUYHbIX YCTPOWCTB. BbixoaHbIe AaHHble cpeAcTBa ayTeHTUdUKaLmMm 3aBucAT OT UCMOMb3YyEeMoro KpunTorpa-
d14eCcKoro NpoToKona ayTEHTUMUKALKMK U SIBMAKTCA YCTAHOBMEHHLIM BUAOM COOBLLIEHWA ayTEHTUDMKALIMOH-
Horo obmeHa. [Npu ayTeHTUUKaLmn ¢ NOMOLLbID O@HHOTO cpeacTBa ayTeHTUMUKALLUMM UCNOoNb3yeTcst hakTop
BNafeHnss — MOATBEPXOAETCH BNageHue KpuntorpaduyeckumMu KnioYaMy W KOHTPOMb Hag HUMUW (cnocob-
HOCTb UMW PaCMOpPSKaThLCS).

5.6.7 OgHodhakTopHOE KpunTorpadmyeckoe TeXHUYECKOe CpeacTBO ayTeHTudmkauuu. MpeactasnseT
cob0ol1 COBOKYMHOCTb OTAENEHHOIO OT CPEACTB BbIYUCIIUTENbHON TEXHMKM TEXHUYECKOTO YCTPONCTBA ayTeHTU-
duKkauuun ¢ KpunTorpadMHeckUMmn Krodammn U NporpaMmMbl B COCTaBe CPeacTB BbIYUCIUTENBHON TEXHUKK, OCY-
LecTBAAKLWEN KpunTorpaduyeckne npeobpasoBaHns U/Mnu peannayoLlen B3aMMo4enCcTBUE C YCTPOUCTBOM
ayTeHTudukaumun. YCTpoNCcTBO ayTEHTUUKALMK OCYLLECTBNSAET XpaHEHUE CaMOCTOATENBHO BbipaboTaHHbIX
U/UNU UMMOPTUPOBAHHLIX B HEFO KpUNTOrpadhMUYeckux KIodei, a Takke BhIMOMHAET KpunTorpaduyeckue npe-
o6pazoBaHna C UX MCMOMb3OBaHWEM W NPEAOCTaBMAET pesynsrathl WKW NPeacTaBnaeT Kpuntorpaduyeckne
KIMOYK 45 BbINOMHEHUs Kpuntorpaduyeckux npeobpasoBaHWidi NporpaMMoi CpeacTea ayTeHTuduMKaLmm Ye-
pe3 HenocpeacTBeHHOEe (NPAMOE) CoeAMHEeHWe YCTPOMCTBA ayTeHTUMKaLuM co cpeacTBaMy BbIMUCTIUTENb-
HOW TeXHWKW. BbixoOHble AaHHble cpedcTBa ayTeHTUdUKaLUM 3aBUCAT OT UCMNONb3yeMoro Kpuntorpadpuye-
CKOro nNpoTokona ayTeHTUdMKaLMM U ABMAKTCA YCTAHOBMEHHBIM BUAOM COODLLEHUA ayTEHTUMMKALMOHHOIO
obmeHa. [Npu ayTeHTUdMKALUK C MOMOLLLH SaHHOTO CpeAcTBa ayTeHTUdMKaLum ucnonsayetcs pakTop Bna-
OEeHWA — MOATBEPXKAAETCH BnafeHWe KpMnTorpaduyeckuMin Knov4aMm U KOHTPOrb Had HUMK (CnocoBHOCTL
UMUK pacrnopsKaTbCs).

1) MporpamMmHbIA reHepaTop AVHAMUYECKM W3MEHSIOLMXCA naponeit (nporpammusiil OTP-reHepatop) MoxeTt
PYHKUMOHMPOBATE Ha pasnUYHbIX CPeACcTBax BbIMMCAWUTENBHOW TEXHWKKM, HampuMmep, Ha MODWMBHOM YCTPOWCTBE
(cmapTdhoHe) unu Ha NnaHWeTHOM, MOBUIMBHOM, NOPTAaTUBHOM, CTAaLWMOHAPHOM KOMMLIOTEPE.

2) 3neck 1 fanee noHMMaeTcs, HanpumMep, uCnonb3oBaHWe CpencTs BbIYMCNUTENBHOM TEXHWMKIA npu ayTEHTMqJMKaLI,MM
none3oBaTenAa Ha YyOaneHHbIX cCcpegcrBax BbIYMCIUTENBHON TEXHWMKM WK B yAaneHHbIX aBTOMaTU3NpPOBaHHbIX
(VIHCbOpMaLIVIOHHbEX) Cncremax, AOoCTyn K KOTOpPbIM OCYLWEeCcTBNAeTCA C WCNonb3oBaHMeM TeneKoOMMYHUKaUuWUOHHBbIX
TexHonoruin. B gaHHom cny4ae I'IpOFpaMMHbIFI reHepaTop OoOHOpPAa30BbIX naponeﬁ MOXEeT BXOAWTb B COCTaB CpencTB
BbIMUCIIUTENbHOW TEXHUKK, C NOMOLLBbK KOTOPbIX OCYLEeCTBNAETCAH ayTEHTIfIdDMKaLlI/IH nonb3oBatensa Ha yOaneHHbIX
Cpencreax BbIYUCTTUTENBHOW TEXHUKN.
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5.6.8 MHorothakTopHoe KpunTorpaguyeckoe nporpaMmMmHoe cpeacTso ayTeHTudunkaumu. Npegcraenser
cobon kpunTorpadunyeckme Kn4yM U NporpaMmy, OCyLUeCTBAALWYI KpunTorpadudeckme npeobpasoBaHus,
KOTOpbIEe XPaHATCS Ha HocuTere U MYHKUMOHUPYIOT B COCTaBe CPeACTB BhIYUCIUTENLHOM TEXHUKN UMW aHa-
NOrMYHBIX yeTponcTB. JocTyn K KpuntorpaduyeckMm KrovaM OCYLLEeCTBISEeTCs C UCMonb30BaHMEM BTOPOro
cdhakTopa ayTeHTudukauun. Btopon daktop ayTeHTUMKALUM MOXET NpeacTaBnsaTs coboil MHdbopmMaLluio,
MOMy4YeHHYI C KnaemaTypbl (cekpeT: naponb, PIN-kog v T. n.) unu GuomeTpuyeckoro ckaHepa (buomeTtpude-
CKWE MepcoHanbHble OaHHbIe) CPeACTB BbIMMCAWTENBHON TEXHWKM, NGO COBOKYMHOCTL LaHHON MHdopMa-
umMn. BeixogHble AaHHbIe cpeAcTBa ayTeHTUdUKaLMK 3aBUCAT OT UCMOMb3YeMOoro Kpuntorpadpuyeckoro npo-
TOKOINa ayTeHTUUKaLUM 1 ABNSIKOTCS YCTAHOBMEHHBLIM BUOOM COO0DLEHUsA ayTeHTU(MKALNOHHOIO obMeHa.
Mpu ayTeHTUdMKaAUMM C NOMOLLBID AAHHOrO cpeAcTBa ayTeHTUdMKauMM UCNonNb3yTesa akTop BnageHus
[NoaTBepxaaTCs KOHTPONb (BNageHue) U cnocobHOCTL pacnopsiKaTbcs KpUnTorpauueckMMu Knodamm] co-
BMECTHO C (DakTOpOM 3HaHWs (NOATBEPXKAAETCH 3HAaHWe cekpeTta) u/mnmn ¢ 6uometpudeckum dakTopom (nog-
TBEpKAAETCH COOTBETCTBUE DMOMETPUYECKUX NEPCOHANbHbIX OaHHbIX).

5.6.9 MHorodhakTopHoe kpuntorpadguyeckoe TexHU4ecKkoe cpeacTBo ayTeHTudgukauun. Npegcraenset
coboi COBOKYMHOCTL OTAENEHHOIO OT CPEACTB BbIYMCNUTENBHON TEXHUKA TEXHWUYECKOTO YCTPOMCTBA ayTEHTU-
dukaumnm c KpuntorpaduyeckMMm KnyYamMmu U NporpaMmMel B COCTaBe CPeacTB BbIYUCIUTENBHOW TEXHUKK, OCY-
LecTeNAWLLEN KpunTorpaduyeckne npeobpaszoBaHusa U/unu peanuayrLlein B3auMogeNcTBUE C YCTPONCTBOM
ayTeHTUdUKaLMM. YCTPONCTBO ayTeHTUMKaLMKM OCYLLECTBIAET XpaHeHWe CaMOCTOATENBHO BbipaboTaHHbIX
Wunu MMNOPTUPOBAHHBLIX B HErO KPUMTOrpadM4ecKkuxX KIoHen, a Takke BbINOMHSEeT, NpyM HeoBXoaMMOoCTH,
KpunTorpacduyeckne npeobpasoBaHusi C UX KCMNOMb3OBAHWEM M NPELCTaBNseT pesynsTaTel MNW NpegocTas-
naeT Kpuntorpaduyeckre Knoumn gnsa BeINOMHEHUSA KpunTorpadudeckux npeobpasoBaHnin nporpaMmon cpe-
CTBa ayTeHTU(UKALWUN Yepe3 HernocpedcTBEHHOE (NpsMoe) coedMHeHWe YCTPOMCTBA ayTeHTUdMKaLMKU CO
CPEACTBAMMU BbLIMMCNIUTENBHOW TexXHUKW. [ocTyn K kpunTorpadUYeckUM Krnwdam W/unm pesynsratam KpunTo-
rpacudeckmx npeobpazoBaHnin OCYLLEeCTBNSETCS NOoCNe akTUBaLMKM YCTPOWCTBA C NOMOLLBI0 BTOPOro (hakTopa
ayTeHTUdMKaumn. BTopoi cdaktop ayTeHTUdUKaUMK MOXKET NpeacTaensaTe cobor MHOopMauno, nonyyeH-
HYIO C KnaBMaTypbl CPEACTB BLIYUCIUTENBHON TEXHWKA WKW YCTPOWCTBA ayTeHTUdMKaunn (CeKpeT: naponsb,
PIN-kog v 1. n.), nubo uHopmaLulo ¢ BUOMETPUYECKOrOo CKaHepa CPeacTB BbIYMUCTIUTENBHON TEXHUKUA UMK
yCTpoWncTBa ayTeHTudukaunm (buomerpuyeckme nepcoHanbHble OaHHble), NMBO COBOKYMHOCTb OAHHOM WH-
dopmaumn. BeixogHble aHHbIE cpedcTBa ayTeHTUMKaLMM 3aBUCAT OT UCMOMb3yeMoro Kpuntorpaduyeckoro
npoToKona ayTeHTMUKaLMK U ABASIOTCS YCTAHOBIEHHBIM BUOOM COOOLEeHWs ayTeHTUUKaLnoHHoro obme-
Ha. [pu ayTeHTUdUKALKMK C NOMOLLBI OAHHOTO CpeacTBa ayTeHTUMKaLUK UcnonbayeTca dpakTop BnageHus
[mogTBEPKAAOTCA KOHTPOSL (BNageHue) 1 cnocoBHOCTL pacnopsKaTbCa KpUnTorpathnieckuMm Knodamm|] co-
BMECTHO C (paKTOpPOM 3HaHWUS (NoATBEPXOAETCH 3HAHWE cekpeTa) u/unu ¢ buometTpuyeckum akTopom (nog-
TBEPKAAETCA COOTBETCTBME DMOMETPUUYECKUX MEPCOHANLHBLIX AaHHBIX).

5.6.10 MHorodakTopHoe KpunTorpaduieckoe TexHU4eckoe cpefcTBo ayTeHTUdMKaLumK ¢ Henseneka-
emMbiMKn Kntodamu. NpefgcrtaensaeT cobol COBOKYMHOCTb OTAEMEHHOr0 OT CPeAcTB BbIHUCIIMTENbHOW TEeXHU-
KW TEXHWYECKOro YCTPOWCTBA ayTeHTUMUKaALUK C KPpUNTorpauyeckMMmn Krnio4amum 1 nporpamMMel B coctaBe
CpencTB BbIYUCIUTENBbHOM TEXHUKN, OCYLLEeCTBAAKLWEN KpunTorpaduyeckne npeobpasosBaHns U/MnvM peanu-
3ylolWeid B3anmoaencTBre ¢ YCTPOWNCTBOM ayTeHTUdMKauun. YCTPOMCTBO ayTeHTUUKaLMM caMmoCcTosTe b
HO BblpabaTbiBAET W XPaAHWUT 3aKpbIThbie HEWU3BMEKaeMble KpunTorpaduueckme KIouun, a Takke BbINOIHAET
kpuntorpadudeckue npeobpa3oBaHnsa C X UCMONB30BAHUEM U NPEACTABMNSET pe3ynkrathl Yepes Henocpes-
CTBEHHOe (MpsAMOoe) coeaMHeHue YCTPOMCTBa ayTeHTMdUKaLMKM CO CpedcTBaMM BbIYUCIUTENbHON TEXHUKM.
Wcnonb3oBaHue KpunTorpauyeckmx Kmder W/unu npegctaBneHne pes3ynbTaToB OCYLLEeCTBRSEeTca nocne
aKTMBaLMKW YCTPOUCTBA C MOMOLLbLK BTOPOro ¢paktopa ayteHTudukaummu. Bropon daktop ayteHTUdUKaLUKN
MOXKeT npeAcTaBnsaTe cobol nHdopMaunio, NOMyYeHHYK C KNaBUaTypbl CPEACTB BbIYUCIUTENBHON TEXHUKU
WUnW yCcTponcTBa ayTeHTudMkaumu (cekpet: napons, PIN-kog v T. n.), nnéo nHdopmauunio ¢ BuomeTpuyeckoro
CKaHepa CpPefCTB BbIYUCNINTENBHON TEXHUKN UMK YCTPOWCTBA ayTeHTUdMKALMK (BMOMETPUYECKNE NEPCOHANb-
Hble AaHHble), MO0 COBOKYMHOCTb AaHHOW MHopMauun. BbixogHble gaHHble cpedcTBa ayTeHTudMKauum
3aBUCAT OT UCMOMb3YEeMOro KpunTtorpagpu4eckoro npoToKona ayTeHTuukaymm u ABngTCA YCTaHOBMEHHBIM
BUOOM co0bLieHna ayTeHTU(UKaLMoHHOro obMeHa. MNpy ayTeHTUdMKaLMm ¢ NOMOLLb OaHHOrO cpeacTea
ayTeHTUdUKALUK UCcrnonk3yeTca (pakTop BnageHus [MoATBEPXAATCHA KOHTPOMb (BNageHWe) v cnocobHOCTb
pacnopsxaTbCsa KpUntorpacuyeckMmmn KniovamMi] COBMECTHO ¢ (haKTOPOM 3HaHMWA (NOATBEPXKOAETCH 3HAHUE
cekpeTa) u/unu c buomeTpudecknm haktopoM (NOATBEPKAAETCA COOTBETCTBUE BMOMETPUYECKNX NEPCOHANb-
HbIX 4aHHbIX).

5.7 CybbeKTbl 4OCTyna, acCoLMMPOBaHHbIE C (DU3MYECKUMUN NNLAMK, B 3aBUCMMOCTM OT BUAA ayTeHTu-
duKaLnm MOryT UCMOMb30BaTh NMPU ayTeEHTUMMKALWM BCE BblLLENEPEYUCTNEHHbIE CPeacTBa ayTeHTUdMKauum,
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a Cyﬁ'bEKTbl 1 00bEKTbI 0ocTyna, accouynnpoBaHHble CO CpeacTtBamMmm BbIYMCITUTENTbHOW TEXHUKM, MOryT uc-
nonb30BaThb MNMpu ayTEHTVI(bMKaLIMM KpMﬂTOFpaCbVI‘-IECKMe TeXHN4YeCKne cpencrtea ayTEHTVId)VIKaLI,MVI.

MpumeyaHus

1 TexHwdeckwe cpefcTBa ayTeHTUUkauMm, UMeLLME B CBOEM COCTaBE TEXHWYECKWE YCTPOWCTBa ayTeHTUU-
Kauumu, HanpuMmep yCTpoMCTBa ayTeHTUdukauum tTunopasmepa (dopm-dakropa) «Cmapt-kapta» mnu «USB-kmou», kak
NpaBwmo, UCMOMNb3YKTCA NpU ayTeHTUdMKaLMKM UX BagensueB — U3NYECKNX MWL KaK Nnonb3oBaTenei cpedcTB BblHMC-
NWUTENbHOW TEXHWKW UMW MoNb30BaTenei aBToMaTu3UPOBaHHbIX (MHPOPMaLMOHHBIX) CUCTEM.

2 TexHudeckue cpeacTBa ayTeHTUUKaLMK, UMEIOLLME B CBOEM COCTaBe TEXHWYECKUWE YCTPOWCTBA ayTeHTuduKa-
LMK, BCTPOEHHbBIE B CPEACTBA BbIMMCIUTENBHON TEXHUKW, HAaNpUMep BCTPOEHHbIE annapaTtHele moaynu 6esonacHocTy, Kak
NpaBumo, UCNOMb3YIOTCA NP ayTeHTUh1KaumMm CpeacTB BelYMCNIUTENBHON TEXHWKM B pamMKax MHOPMaLMOHHOIO B3anmo-
OEVNCTBUSA C APYTMMIM CPeACTBaMU BbIMUCITUTENbHON TEXHUKN.

6 YpoBHM goBepua ayTeHTUUKaUmMmn

6.1 YpoBeHb AoBepusi ayTeHTUdMKaUMK onpedensieT OOCTUTHYTYI0 YBEPEHHOCTb B TOM, YTO CyObekT
(06BEKT) OoCTyna, YCrewHo npoleawmnili naeHTuduKkaumio 1 ayTeHTudgrkaunio, AeNcTBMTeNbLHO ABnaeTcs
TeM 3aperMcTpupoBaHHbLIM cyObLekTom (06bLekToM) gocTyna, 3a KOToporo cebs BbigaeT npedbsBrneHHbLIM
MOEeHTUUKATOPOM AOCTyna.

Mpumeuvanune — B cootBetctBum ¢ NOCT P 70262.1 yBepeHHOCTb B TOM, 4YTO CyOBEKT AOCTyna, yCnewHo
npoLweawnin MAeHTUUKaLUMIO, AeACTBUTENBHO COOTBETCTBYET 3aperncTpUpOoBaHHOR MASHTUMWMKALWNOHHOW MHdDopMaLLMK,
KOTOpas OOHO3Ha4YHO COOTHOCWUTCHA C NPeObABMEHHbIM WAEHTUMMKATOPOM OOCTYNa, ONpenensiercA YPOBHEM [0BEpPUSA
naeHTuuKaLun.

YpoBeHb AoBepus ayTeHTUdUKaLMK onpegensieT HeobxoaMMble K MPUMEHEHUI0 BUA ayTeHTUUKaLUI 1
cpencTBa ayTeHTMdMKauMn (N COBOKYMHOCTL CPeACTB ayTeHTudmkaumn).

6.2 YcTaHaBnvBawTCA TPW YPOBHS A0BEpUs ayTeHTUMKauum (Takke cM. Tabnuuy A.1).

6.2.1 Hu3kmin ypoBeHb foBepus. Ha gaHHOM ypoBHe JOBEpPUSA MMEETCA HEKOTOpas YBEPEHHOCTb B TOM,
Y7o cyBBLEKT JOoCcTyna, YCnelwHo npoleWwmii naeHTUUKauUmio n ayTeHTUhOWKauno, AeNCTBMTENBHO ABMSETCS
TEM 3aperucTpupoBaHHbIM CyDOBEKTOM AOCTyna, 3a KOToporo cebs BelAaeT nNpeabsBleHHbIM MAeHTUdKMKa-
TopoMm goctyna. Mpu aTom cyObekT gocTyna AOMKEH UMETb M KOHTPONUPOBaTh ayTeHTUUKATOP, KOTOPbINA
MCMonb3yeTcsl B CPeAcTBax ayTeHTUUKaUUKM, peanusynLwmx npuMeHeHne dpaktopa 3HaHWs unu dgakropa
BrnafeHus nNpu ayTeHTUugukaumn.

Ha Hu3kom ypoBHe JoBepus ayTeHTUUKaUMn SBNAETCA OCTATOYHBIM MCNOMb30BaHWe NPOCTON
ayTeHTMduUKaunM ¢ NpMMeHeHnemM ogHoro, niboro na cregylowmnx cpegcTe ayTeHTudurkauum: 3anoMuHae-
MOro CekpeTa, MOWCKOBOro cekpeTa, 0OAHO(aKTOPHOro reHeparopa OAHOPAa30BbIX Naponen, oAHO(akToOpHO-
ro Kpuntorpagu4ecKoro nporpaMmMHoOro cpeactea ayTeHTUdUKaumMm, oqHogakTopHOro Kpunrorpaguyeckoro
TEXHUYECKOTO CpefcTBa ayTeHTUMUKaLUK.

Mo peweHuto onepaTopa Ana obecnevyeHns B KOHKPETHOW cpede (PYHKLUWOHMPOBAHWUA HW3KOTO YPOBHS
AOBEpWsi HApPAAY € yKazaHHbIMW BUAOM ayTeHTuduKauum u nepeqyHemM CpeacTB ayTeHTUdUKaUMm, MOXeT 1c-
MonbL30BaTbCA YCUMEHHAA UMW cTporas ayTeHTUdUKaumsa ¢ NpUMeHeHuemM ofHoro, nmoboro 13 cnegyrowmx
cpencTeB ayTeHTUdMKauumn: MHorodakToOpHOro reHepartopa OAHOPAa30BbIX NAaponen, MHOroakToOpHOro Kpun-
TorpatecKoro nNporpaMmmMHoro cpeacTea ayTeHTUrKauny, MHOroakTOPHOIo KpUNTorpauyeckoro TeEXHN-
YeCKOro cpefcTBa ayTeHTUMKaUNY, MHOTOMaKTOPHOTo KpUNTorpaduyeckoro TEXHNYECKOTo CpeacTea ayTeH-
TUPUKALMU C HEU3BINEKaeMbIM KITHOHOM.

6.2.2 CpegHuin ypoBeHb AoBepus. Ha gaHHOM ypoBHe JOBepus NMOsABNAETCH YMEPEHHas YBEPEHHOCTb
B TOM, 4TO cy6bekT goctynal), yenewHo npoweawmniti MAeHTNMUKALMI0 1 ayTEHTUUKALMIO, AeACTBUTENBHO
ABMAETCH TeM 3aperncTpMpoBaHHbLIM cybbekToM 4ocTyna, 3a KOTOpPOoro cedbs BelAaeT NpeabsBNeHHbIM MOeH-
Tubmukatopom goctyna. [pu atom cyObekT AocTyna OOMKeH UMETL U KOHTPONMpoBaTk ayTeHTUdMKaTop, Ko-
TOPbLIA MCMNONB3YETCH B CPeACcTBaxX ayTEHTUMUKALUMMW, Peanuayownx NpUMEHeHe He MeHee ABYX pasnuyHbiX
drakTopoB Mpv ayTeHTUMKauuu.

Ha cpegHem ypoBHe foBepus ayTeHTUdUKaLMy HeobxoaumMo MCMONb3oBaHNE YCUIEHHOW ayTeHTUudu-
KauuW ¢ NpUMeHeHueM cneaylLmx CpeAacTB ayTeHTMdrKaLmm: MHOrogakTopPHOro reHeparopa OAgHOPa30oBbiX
naponen Mnu 3anoMmMHaeMoro cekpeTa, UCMoNb3yeMoro COBMECTHO C MOMCKOBBIM CEKPETOM, UM BHEMOooc-
HbIM CEKPETOM, UN 0gHOaKTOPHBIM reHepaToOpOM O4HOPAa30BbIX Naponen.

1) Mpu ncnonb3oBaHMM Ha cpefHeM YPOBHE NOBEPUA B3aWMHONM ayTeHTUdMWKaLUMm — cyBbekT gocTyna u obbekT
goctyna.
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Mo peweHWo onepaTopa Ana obecnedyeHns B KOHKPETHOW cpefe hyHKLWOHUPOBAHWA CPefHero ypoB-
HA OOBEpusi HapsiAy C yKas3aHHbIMW BUAOM ayTeHTUMUKALMW WU NepevyHeM cpeacTB ayTeHTudukaumm (Mnm
WX COBOKYMHOCTLH) MOXET UCMOMNMb30BaTbCA CTporas ayTeHTUduMKaLmsa ¢ NpUMMEHeHUeM ogHoro, niboro n3
cnefyrLlmnX cpeacTs: MHOroakToOpHOro Kpuntorpachu4eckoro nporpaMMHOro CcpeacTea, MHOroakTopHOoro
KpunTorpaduyeckoro TEXHUYECKOro cpefcTea ayTeHTUdMKaLUM, MHOrodpakTopHoe KpunTtorpadguyeckoe Tex-
HU4YecKoe CPefCTBO ayTeHTU(UKALKUN C HEWU3BMNEKAEMbIM KITHOHOM, a TaKKe MOXET MCMONb30BaTbLCs CTporas
ayTeHTUdUKaUUA ¢ NPUMEHEeHNEeM 3anoMUHAEMOro CeKpeTa COBMECTHO C OAHOMAaKTOPHbLIM KpunTorpaduye-
CKUM MPOrpaMMHbIM CPefcTBOM ayTeHTUMKALMM MMM OOQHOMAaKTOPHBIM KPUNTOrpau4ecknmM TEXHUYECKNM
CPEACTBOM ayTEeHTUDUKALIUN.

6.2.3 Bblcokunin ypoBeHb goBepus. Ha gaHHOM ypoBHe O0Bepusi OOCTUraeTcsl 3Ha4YuMTenbHas yBepeH-
HOCTb B TOM, YTO W CyDOBEKT A4OCTYyNa, yCnewHo npoleawnii oeHTUGUKALUKI0 U ayTeHTUdUKaUWK, U 06beKT
LOCTyna, YCNewHo npoLleawmin ayTeHTUUKaLMio, 0eNCTBUTENBHO SBASKOTCA TEMW 3apPEerMCTPUPOBaHHBLIMMK
cybbekToM M 06beKTOM 4OCTYNA, 3a KOTOporo cebs BblgaeT kaxabii M3 HuX. [Npu aToM cybbekT (0ObekT) fo-
CTyna JOMKeH UMETb U KOHTPONMPOBaTb ayTEHTUMKATOP, KOTOPbLIA MCNOMb3YETCA B TEXHUYECKUX CPeAcTBax
ayTeHTUMUKALUKW, peanuayoLlux NpMMeHeHe He MeHee OBYX pa3NUyYHLIX (DakTopoB Npu ayTeHTuduKauuu.

Ha BbiCOKOM ypOBHe OoBepus ayTeHTUUKALUK OOMKHBI MCNOML30BaTLCA TEXHUYECKME CpeacTRa
ayTeHTUdUKAUUK (MpU COBMECTHOM WCMOMb30BAHWU HECKONbKUX CPEeACTB ayTeHTUhUKALUKM Kak MUHUMYM
OOHO W3 HMX AOMKHO OblTb TEXHWYECKUM), peanuayrlime cTporyl ayTeHTudukauu: MHorodaktopHoe
Kpuntorpadmyeckoe TEXHUYECKOe CPeAcTBO ayTeHTudMKauuu, MnM ogHodakTopHOe KpunTorpaduyeckoe
TEXHMYECKOe CpeAcTBO ayTEeHTUMMKaLWK COBMECTHO C 3anoMWHaeMblM CEeKPeTOM, WM MHOrogakTOpHbIN
reHepatop OJHOPA30BLIX Naponen (TEXHUWYECKOe YCTPOWCTBO WMW NMpOrpamMMHEIA reHepaTop) COBMECTHO C
oaHoMaKTOpPHLIM KpunTorpaduyeckum TEXHUYECKUM CpeaCcTBOM ayTeHTUMUKALUN, UM MHOTOaKTOPHBLIN re-
HepaTop OQHOPAa30BLIX Naponei (TexHMYeckoe YCTPONCTBO) COBMECTHO C 0AHOMAaKTOPHLIM KpunTorpaduye-
CKUM MPOrpaMMHbIM CPefCcTBOM ayTeHTMdUKaLuW, Unm ogHOMaKTOpPHbIA reHepaTop o4HOPa30oBbIX Naponen
(TexHu4eckoe ycTPOWCTBO) COBMECTHO C MHOTOMaKTOPHBIM KpUNTorpaduyecknm nporpamMmHbIM CPeacTBOM
ayTeHTUdKUKaLMKM, UMM oaHOMAaKTOPHbIA reHepaTop O4HOPA30BbIX Naponen (TeXHWYeckoe YCTPOWCTBO) CO-
BMECTHO C OAHOMaKTOPHLIM KpUNTorpauYeckum NporpamMMHbIM CPEACTBOM ayTeHTUdMKaLuum 1 3anomMmHa-
eMbIM CEKPETOM.

Ons gocTuxeHus Ha 4aHHOM YPOBHE [OBepUst MakCcMMarnbsHOW YBEPEHHOCTM TEXHUYECKNE CpeCcTBa ay-
TEHTUDUKALWK, OCYLLECTBAAIOWME CTPOTYD ayTeHTUMUKALUIO, JOMKHbI UCNOMNbL30BaThL KpUnTorpaguyeckme
anropuTMbl C HEW3BMNEKAEMbIMU KMOYaMU, peanu3oBaHHble B MHOTOaKTOPHOM KpUnTorpau4eckom TexHu-
4ecKoM CpefcTBE ayTeHTUUKaLMM C HEN3BNEeKaeMbIMW KIioHaMu.

6.3 YpoBeHb [OBEpUS ayTeHTUUKALUN, KOTOPLIN HEOBX0ANMMO JOCTUTHYTE B KOHKPETHORN cpefe hyHK-
LIMOHMPOBAHWS, OOMKeH ycTaHaenueaTbes Ha ocHoee TOCT P 58833 B cooTBETCTBUM C HOPMATUBHLIMM Mpa-
BOBLIMW JOKYMEHTAMW W/WMNK C YYETOM PE3YNLETATOR aHanuaa pUCKOB MHMOPMaUNOHHON Be30nacHOCTK, Bbi-
nonHsemoro B cooteetcteun ¢ FTOCT P MCO/MBK 27005.
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Y[OK 004:006.354 OKC 35.030

Kntoyesble croga: 3awmta MHOpPMaLKUK, ayTeHTUhWKaLKUs, yrpasneHue JOCTYNOM, ayTeHTU(KaLMoHHas
UHOpMaUUs, ayTeHTUDUKATOP, ayTEHTUMMKALWOHHLIM 06MeH, BUAbI ayTeHTUMMKALWMM, CPEACTBa ayTeHTu-
hUKauuK, ypoBeHb JOBEPUS ayTeHTUDMKaL MK
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