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Mpeancnoeue

1 PABPABOTAH AkuuoHepHbiM obuwectBoM «Poccuilickas Kopnopauus pakeTHO-KOCMWUYECKOoro
npubopocTpoeHua n uHdopmauuoHHelix cucteM» (AO «Poccuiickne KOCMUYECKME CUCTEMbLI») MO 3aKasy
locynapcTBEHHOW KOPNopauumn no KOCMUYeCcKon AeAaTenbHOCTN «PocKocMocy

2 BHECEH TexHun4yecknum KoMuTeTOM no cTanHgaptM3auun TK 321 «PakeTHo-kocMuUyeckasa TexHuKka»

3 YTBEPX/EH W BBEJEH B JEWCTBWE MMpukazom denepanbHOro areHTCTBA MO TEXHWUYECKOMY
perynupoBaHnio n metponorum ot 13 urona 2023 r. Ne 525-ct

4 BBE[OEH BIMNEPBbIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 8 cmamse 26 @edepansHO20 3aKOHA
om 29 uwoHsa 2015 a. Ne 162-03 «O cmandapmusauyuu e Pocculickol ®edepayuu». MHgopmayusa ob u3-
MeHeHUsX K HacmosuwieMy cmaHdapmy rybrukyemcs e exezs00HOM (0 COCMOSAHUK Ha 1 AHeaps meKyueao
2o00a) uHghopMayuoHHOM yKazamene «HayuoHanbHble cmaHOapmeiy, a oghuyuanbHbil MmeKecm uamMeHeHul
U MONPasoKk — 8 EXEeMEeCcHYHOM UHOPMAaUUOHHOM ykazamene «HauyuoHanbHeie cmaHOapmel». B cnyyae
rnepecMmompa (3aMeHbl) Uunu ommMeHbl Hacmosuje2o cmaH@apma coomeemcmeyouwiee ygedomMneHue bydem
onybnukoeaHo 8 bruxaliweM 6bINyCKe eXeMeCsYyHO20 UHGHOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsi». Coomeemcmayou,as UHGopmayus, yeedoMeHUe U mMeKcmbl pa3Mewalomcs makxe 6 UH-
hopmayuoHHOU cucmeme obue2o nob3o8aHus — Ha oguluansHoM calime @edepanbHo20 azeHmemeaa rno
MexHUYecKkoMy peaynupoeaHuro U Mempoaoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2023

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpPOU3BEOEH, TUPaXXMNPOBaAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3peleHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 2/16
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-70669-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67117
https://gostexpert.ru/gost/gost-70669-2023?utm_source=pdf&utm_medium=67117&utm_term=page

rOCT P 70669—2023

CopepxaHue
1 OBNACTE IPUMBHBHMA, &« 5 s 56 v s oianussssisinssasasisiassivassslineisisiaiassesussiasssing 1
2 HOPMATHBHLIE GCBITIKI ¢ 5«5 2o 5 n aiimms 556 s 5 7 5 40 ol 5 5 4 v e S0 5 abluies 56 s 55 Fa o CaiaisFsssasas 1
3 TePMUHBI M OMPEAEBIEHMA . . . v ittt et it et ittt e e e e et et et a e e et 2
A, COKPALIBHMI « o s 5 5 & 5 © % & v i o & & % & § 6 2 8 SRAMEA & % & 5 % & 5 & SECaST & 5 & ¥ & 6 & 2 S & & % 4§ &2 3
5 OBWME MOMOMKEHUST . . o o o o e e e e e e e e e e e e e e e e e e e e e e e e e 3
6 Buppbl HapywuTenen nHdopMaLOHHON Be3onacHOCTU apXMBa OaHHbIX OUCTaHUMOHHOIO 30HOUPOBAHUS
BEMITU M3 KOCMOCA . . . ottt et e e e e e e e e e e e e e e e e e e e e e 4
7 TpeboBaHuWA K cucTeMe (KoMMnekcy) nHdopMaLumnoHHoR 6e30nacHOCTM apxmMBa OaHHbIX AUCTaHUMOHHOTO
<Tetal%Tolol= o1y X - ARGTCT Y Tyl 7Y il (el ¥ o o G T I Tt I I 1 5
8 TpeboBaHuA K HOpMATUBHOMY 0DecnevYeHuo apxmBa gJaHHbIX AUCTAHLUWMOHHOIO 30HAMPOBaHUSA 3emMnu
MBKOCMIOBA - o« cirvsn 5 8 & & € % & & Samausmei & 5 5w § & % o SRAINEA & 5 5 5§ 4 & & SORGAE § 8 8§ 6 6 & B SUNaNI S Y R e T
MpunoxeHune A (cnpasodHoe) CpeacTea 3awuThl MHOPMAaL MK apXmMBa OaHHbIX AUCTAHUWMOHHOMO
30HOMPOBAHUA 3eMMNKU U3 KOCMOCa, UX Ha3HayeHWe 1 NpegbsaBnsemMble TpeboBaHua . . . . . 9
MpunoxeHue b (cnpasoydHoe) TUNOBOW COCTABR KOMMIMEKTa JOKYMEHTOB obecneyeHns MHpopMaLnoHHOR
BesonacHOCTM apxynBa JaHHbLIX AUCTAHUMOHHOTO 30HOMpOoBaHusa 3emnu u3 kocmoca ... .10
=V Tnl% (e[t Too] |- T T T T T T T TTTITTNTITTTTT T 11
1}
Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 3/16

Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-70669-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67117
https://gostexpert.ru/gost/gost-70669-2023?utm_source=pdf&utm_medium=67117&utm_term=page

FOCT P 70669—2023

BeegeHue

MMepBUYHLIE JaHHbIE AUCTAHLMOHHOMO 30HANPOBaHUA 3eMMU U3 KOCMOCA, NoMnyYaemMble ¢ KOCMUYECKUX
KOMMIEKCOB (KOCMWYECKUX CUCTEM) SIBNAIOTCS YHUKANbHLIMW M HEBOCTNPOW3BOAMMBIMK, MO3TOMY Heobxoau-
MO obecneynTb MX 3allUTy OT HEeCaHKLMOHWPOBAHHOrO AOCTYNa, WCMOMb30BaHWUA, PaCKPbITUS, UCKaKEHWS,
N3MEHEHWS, UCCNEAOBaHWs, 3annucu UM yHUYTOXeHWs. Peanunsauma mep obecneveHus MHopMaLnoHHON
6e30nNacHOCTM AaHHbIX MCTAHLMOHHOMO 30HAMPOBAaHNUS 3EeMMM U3 KOCMOCAa OCYLLEeCTBIISIETCA B NPOLEcce Ux
XpaHeHWsa B apx1Be OaHHbIX AUCTAHLUMOHHOIO 30HAUPOBAHUA 3eMMKU U3 KOCMOCA.

Llenbto oaHHOro cTaHaapTa siBnseTcs onpegeneHne YHUMULMpOBaAHHOTO NOAX0Aa K OpraHu3aLnmM cucTe-
Mbl (KOMMNnekca) MHopMaLnoHHOW Be30NacHOCTN apXxUBa AaHHbLIX OUCTAaHLMOHHOIO 30HAMPOBaHWA 3emnu n3
KOCMOCa, pacCMOTpPeHWe BUAOB Yrpo3 U HapylwuTenei besonacHocTH, onpeaeneHme OCHOBHBIX TpeboBaHui
K CpefdcTBaM 3aliuMTbl MHpOpMaUMK, cocTaB U TpeboBaHUs K HOPMAaTUBHBLIM AOKYMeHTaM no obecnedeHuto
MHDOPMaLMOHHON Be3onacHoCTH.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

OWcTaHUMOHHOE 30HAUpPOBaHNe 3eMNKM U3 KocMoca
OAHHBIE OAWCTAHUMOHHOIO 30HOAUWPOBAHWA 3EMIIK N3 KOCMOCA
Tpe6oBaHusA K MHhOpMaLMOHHOW 6e30MNacHOCTU NPU XpaHeHHUU

Remote sensing of the Earth from space. Remote sensing data of the Earth from space.
Requirements for information security during storage

Oata BeepeHus — 2024—01—01

1 O6nacTb NnpuMeHeHunA

HacTtosawui ctaHgapT yctaHaenueaeTt TpeboBaHus Kk o6ecnedyeHnio MHopMaLUoHHO 6esonacHoCTH
apxuMBa AaHHbIX AUCTaHLUUOHHOIO 30HAUPOBAHUS 3eMIK1, a TakKe NONOXKEeHUs No peanuaalun TEXHUYECKoro
obecneyeHns MHMOPMALIMOHHOW 3aLLUTLI apXMBa AaHHbIX AUCTAHUWOHHOMO 30HAWPOBAHWA 3eMMU U3 KOGC-
Moca.

HacToswui cTaHgapT npegHasHadveH Ans opraHvusaunii, HeNnocpeaCcTBEHHO OCYLLECTBNSIWMX nonyye-
HWe (NpUeM) NepBUYHbIX AaHHbLIX AMCTAHLMOHHOMO 30HAMPOBaHMA 3eMMW U3 KOCMOCa, NpeHa3HaYeHHbIX ANs
apXMBHOTO XpaHeHus.

HacTtosilmiA cTaHOapT He pacnpoCTPaHAEeTCsl Ha AaHHble AUCTaHLMOHHOMO 30HAMPOBaHUSA 3eMnu 13
KoCMOcCa, Mony4yaeMble C KOCMUYECKUX KOMMEeKCOB (KOCMUYECKNX CUCTeM) rMapOMeTeoporiorMyeckoro, okea-
HOrpaUUYECcKoro 1 rennmoreoUandeckoro HasHaueHusI.

2 HopmaTuBHbIe CCbINKK

B HacToflwem cTaHgapTe MCNONb30BaHbl HOPMATMBHLIE CChIMKW HA cnefyrlne cTaH4apThbl:

FOCT P MCO/M3K 15408-3 MHdopmaumoHHasa TexHonorusa. Metoabl 1 cpeacTea obecneverHus Bes-
onacHocTh. Kputepumn oueHkn 6e3onacHoCTM MHOPMAaLMOHHbLIX TEXHONOMMA. YacTb 3. KoMNoHeHTbl JoBepus
Kk BesonacHocTK

FOCT P 50922 3awwmta nHchopmaummn. OCHOBHbIE TEPMUHbBI 1 ONpeaeneHns

FOCT P 59753 [JaHHble AMCTaHUWOHHOIO 30HOMPOBaHMA 3eMnu M3 KocMoca. TepMMHbl U onpegeneHns

FOCT P 59754 [JaHHble AMCTAHLMOHHOIO 30HAUMpoBaHMs 3emnu n3 kocmoca. ObpaboTka OaHHbIX ANG-
TaHLUMOHHOIO 30HAUPOBaHWSA 3eMIM M3 KocMoca. TePMUHBI U oNpedeneHns

MpumedaHue —MpuNonb3oBaHUW HACTOALLMM CTaHAAPTOM LienecoobpasHo NpoBepUTh AeUCTBUE CChINOYHBIX
CTaHAapToOB B MH(POPMALMOHHOM cvcTeMe 0BLLero Nonb3oBaHMa — Ha oduLuanbHoM canTe PenepansHOro areHTCTea no
TEXHUYECKOMY PErynMpOBaHUI0 U METPONOMMK B CETU VIHTEPHET UMK MO eXerogHoMy MHopMaLMOHHOMY ykasaTtenio «Ha-
LMOHanbHEIE CTAHAAPTLI», KOTOPbIA ONYBNUKOBAH MO COCTOAHWIO Ha 1 AHBApSA TEKYLLEro rofa, W no BbINyckaM exemecsay-
HOro MHGOPMALMOHHOIO ykasaTens «HaluuoHanbHble cTaHaapThi» 3a TeKyLUWii rog. Ecnv 3aMeHeH cChbinovHbId CTaHaapT,
Ha KOTOPbIM JaHa HedaTWpOBaHHAs CCbINKa, TO PEKOMEHAYETCH WMCMOoNb3oBaTh AEWCTBYIOLLYI0 BEPCUIO 9TOr0 cTaHdapTa
C YYETOM BCEX BHECEHHbIX B JaHHYH0 BEPCUI0 U3MEHEHWIA. ECn 3aMeHEeH CCbIMOYHbIM CTaHOapT, Ha KOTOPbIW faHa aaTu-
pOBaHHas CChINKa, TO PeKOMEHAYETCA WCMONb30BaTh BEPCUI0 3TOTO CTaHAApTa ¢ YKasaHHbIM Bbille rofoM YTBEPKAEHUS
(NpuHATUA). Ecnu nocne yTBepAeHUA HAacTOSLLEero CTaHaapTa B CCbINOYHbIA CTaHOApT, Ha KOTOPLIA AaHa AaTUpoBaHHas
CCbINKa, BHECEHO U3MEHEHWE, 3aTPArvBaloLLee MonoXxeHe, Ha KOTOPOE AaHa CChIMNKa, TO 3TO NOMNOKEHUE PEKOMEHOYeTCs
npumeHsTs 6e3 yyeTta 4aHHOMo uamMeHeHUsA. Ecnm cebinoyHbIi cTaHaapT oTMeHeH 6e3 3aMeHb!, TO MONOXEHUE, B KOTOPOM
[laHa CChiflKa Ha Hero, peKoMeHAyeTCA NPUMEHSITb B YacTu, He 3aTparvBatoLLei 3Ty CChITKY.

MapaHune ochbuumnansHoe
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3 TepMuHbI U onpepeneHun

B HacTosem cTaHgapTe npumMeHeHbl TepMuHbl no MTOCT P 50922, TOCT P 59753, TOCT P 59754, a
Takxe creayllue TEPMUHBI C COOTBETCTBYHOLLMMMW ONpeaeneHusMu:

3.1 agMuHKUCTpaTop MHopMaUuMOHHOKM Ge3zonacHocTU: PykoBoguTeNb UMW YNOMHOMOYEHHLI cre-
LManwcT, OCYLeCcTBNALWNWA YHKUUKM OpraHn3almny 3auTsl MHGOPMaLUUA U KOHTPONA Haa npedoTepalleHu-
eM HeCaHKLUWOHMPOBAHHOTO AOCTYNa, UCTMOMb30BaHNS, PacKpbITUSA, UCKaXKeHUs, M3MeHeHWs, ccrneaoBaHus,
3anUcu UMK YHUUTOXEHWUSA UHOPMALIAN.

3.2

apXUB gaHHbIX QUCTaHUWOHHOIO 30HOAWMPOBaHWA 3emnu U3 KocMoca: COBOKyﬂHOCTb nporpamMmmHO-
TEXHWYECKUX CpeacCTB, a TakKkKe OaHHbIX ONCTaHUWMOHHOINO 30HOWMPOBaHMA 3emMnun nz KOCMOCa, XpaHeHune,
ynpasreHne, Mmurpauna m fesonacHocTb KOTOPbIX obecnednsaeTcs nocpencTtsoM MUCMNONb30BaHWA MNMpo-
rPaMMHO-TEXHNYECKNX CpenCTB.

I pnmevyaHune — [MocToAHHBIN apxve obecneynBaeT NOCTOAHHOE XpaHeHue gaHHbIX JUCTaHUWMOHHOIo 30H4K1-
poBaHUA 3emnu 13 Kocmoca, DI'IepaTl’IBHbIIFI apxve obecneyneaer onepatueBHoOe XpaHeHUe OaHHbIX AUWCTaHUMOHHOIo
30HAMPOBAHWA 3emnn 13 Kkocmoca.

[FTOCT P 70666—2023, nyHKT 3.8]

3.3 onepaTtop apxvBa AaHHbIX AUCTaHLUWMOHHONO 30HOAUPOBaHUA 3emMnu M3 KOCcMoca: OpraHmsa-
LKA, oCcyLlleCTBNALWAana BeaeHe apXxmuBa AaHHbIX JUCTAaHUMOHHOINO 30HOMPOBAHUA 3emnn M3 KocMmoca, B TOM
yucne nonyvyeHue OdaHHbIX OUCTAHUMOHHOIO 30HOWpOBaHKA 3emnu mna KOCMOCa, UX Y4eT, XpaHeHne, a Takke
obecneyeHne LENOCTHOCTH, KOHCbM,EI,EHLI,WaJ'IbHOCTVI M OOCTYNMHOCTMW.

3.4

AocTynHocTb: CBOMCTBO 06bEKTa HAXOAUTLCH B COCTOSHMKM FOTOBHOCTM M BO3MOXHOCTM MCNOMb30Ba-
HMSA MO 3anpocy aBTOPWM30BAHHOIO NOrMYeckoro obbekTa.
[FTOCT P NCO 7498-2—99, nyHkT 3.3.11]

3.5

kKoHtbuaeHunanbHocTL: CBOWCTBO, NO3BONAKLLEE HE AaBaTb NpaBa Ha JOCTYN K MHOpMauMn UK
He packpbiBaTb €e HeMOMHOMOYHbLIM AMLaM, NorMieckuM obbekTam unu npoleccam.
[FTOCT P UCO 7498-2—99, nyHkT 3.3.16]

3.6

Mofenb yrpos (6ezonacHocTtu uHdopmaumm): Pusnyeckoe, maremaTmyeckoe, onucatenbHoe npea-
CTaBneHWe CBONCTB UMK XapakTepuUCTUK yrpos 6esonacHoCcT MHdopMaLuu.
[TOCT P 53114—2008, ctaTba 3.3.3]

3.7

HapywuTens MHGOPMaLMOHHOW 6e30NacHOCTU opraHu3auuu; HapylwuTens B opraHmsauun: du-
3nyeckoe MU0 WU NOTMHYECKMA 06LEeKT, CryYyaiHo Uy NpegHaMepeHHo COBEepLUMBLUMIA OeicTBue, cnea-
CTBMEM KOTOPOro ABMSETCH HapylleHe MHgopMaLnoHHON Be3onacHOCTM opraH1M3aumm.

[FTOCT P 53114—2008, ctaTtba 3.3.5]

3.8

HeCaHKUMOHUPOBaHHLIA goctyn: [ocTyn Kk uHoOpMaLUM UKW K pecypcam aBTOMAaTU3MPOBaHHOM
MH(OPMAaLMOHHOR CUCTEMbI, OCYLLECTBMAEMbIA C HApyLUeHWeM YCTaHOBMEHHbIX NpaB U (unv) npasun Jo-
cTyna.

[FTOCT P 53114—2008, cTtatba 3.3.6]

3.9 cuctema [Komnnekc] MH¢poOpPMaUMOHHOW 6e30MacHOCTM apXWBa OaHHbLIX AWCTaHUMOHHOro
30HOUPOBaHUA 3eMnu u3 KocMmoca: [porpaMmMHO-TEXHUHECKWIA KOMMNNEKe, obecne4nsanLmin nHdopmaum-
OHHyt0 Be30MNacHOCTb apXMBa AaHHbIX AWMCTAHUMOHHOMO 30HAMPOBaHUA 3eMMnu 13 KoCcMoca.
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3.10

cpedcTBO 3allUTbl MHpopmauun: TexHuyeckoe, nNporpammHoe, nporpaMmMHoO-TeXHU4eckoe cpef-
CTBO, BeLECTBO 1 (UNW) MaTepuan, npefHasHa4eHHbIe UM Ucnonb3yemMble AN 3auThl MHopMaLnn.
[FOCT 50922—2006, cTaThs 2.7.2]

3.1

yrpo3sa 6ezonacHocTy uHdopMaumumu: COBOKYNHOCTL (DAKTOPOB W YCMOBWIA, CO34A0WMUX ONacHOCTb
HapyLeHUs HOpPMaLMOHHOM Ge30nNacHOCT opraHn3auUny, Bbi3biBaOLWY UK CNOcoBHY Bbi3BaTb He-
raTuBHble nocrnedcTeus (ywep6/Bpen) ANa opraH1Maaumn,

[AnanTuposano 13 MOCT P 53114—2008, ctatbs 3.3.2]

3.12

UenoCTHOCTb: CnocoBbHocTb AaHHbIX HE noasepratbCA N3MEHEHWUIO UMMM aHHYTTMPOBaHWIO B pe3yrbra-

Te HecaHKLMOHMPOBaHHOro gocTtyna.
[FTOCT P MCO 7498-2—99, nyHkT 3.3.31]

4 CokpaweHus

B HacToawem CTaHOapTe NpuMeHeHbl cnegyruine CoKkpalweHUA:

033 — guctaHuMOHHOEe 30HAMPOBaHUE 3eMnu;

MC — wHdopMaLWOHHasa cuctTema;

KA — kKocMmudeckun annapar;

KC — kocmu4deckas cuctema;

M3 — MexCceTeBOW 3KpaH;

MO — nporpammMmHoe obecne4YyeHue;

C3WM — cpeacTBO 3aWmThl MHOpMaUnK;

COB — cpencTtBo 0B6HApyXeHWst BTOPXKEHWH;

IT — unHdopMaunoHHble TexHonoruu (information technologies).

5 OOwwme nonoxeHus

5.1 B apxuBe gaHHbix [133 13 kocmoca, gomkHa obecne4ymMBaTbCsl KOH(PUAEHLMANBHOCTb, 4OCTYNHOCTb
M LEenoCTHOCTb CreaylLmMX KaTeropui MHopmaLumn:

- AaHHbIx 033 13 Kocmoca;

- MeTafaHHbIx JaHHbIX [133 13 kocmoca;

- cnyxebHo-TexHonorn4yeckon nHopMauumn apxuea gaHHelx 433 ua kocmoca;

- MAeHTUUKaALWOHHON/ayTeHTU(UKALWMOHHOM MHpOpMaLWK Nonb3oBaTene M aqMUHUCTPAToOpPOoR ap-
XMBa AaHHbix 33 (nornyeckve MmeHa, ceTeBble agpeca KOMMYTaUWOHHOro M cepBepHoro obopyaoBaHus,
HacTponku C3W v T.4.).

MpumeuvaHnsa:

1 OanHble 033 v3 kocmoca, nonyyaemble ¢ KA 133 v nx metagaHHble MOTyT HE OTHOCUTLCS K KOH(bUAEHUMANBHON
uHchopMaLmK.

2 TMonHbIi NepeyeHb KOHOUAEHLMANBHOW MHhOPMaLIMM YCTAHABNMBAETCA B COOTBETCTBMM C PErMamMeHTUPYOLLUM
OOKYMEHTOM XpaHeHWs OaHHbIX M npogykToB [133 13 kocmoca.

5.2 OcHOBHBIMW BUAAMW Yrpo3 UHOPMAaLMOHHOW BE30NacHOCTW MPU XpaHEHWW ABMAITCS:

- HapylweHWe KOHMUOBHUWANsHOCTH MHhopMauny B apxmee aaHHblx 33 M3 kocmoca — HecaHKumno-
HWUPOBaHHBLIA AOCTYN K MHopMaLWuK, cogepxallen cBegeHns, KOTopble OTHOCATCS K MHMOopMauun orpaHu-
YEeHHOro 4OCTYyNa B COOTBETCTBUM C [1] unu oTHeceHHble cobcTBEHHMKOM (3akasvmkom) KC 133 n onepaTtopom
apxuBa AaHHbIx [33 13 KocMoca K koHbuaeHUMansHon MHopmaLuuu;

- HapylweHWe LenocTHOCTH AaHHbIX 33 M3 KocMoca — HecaHKUMOHMPOBaHHaa mogudukaymsa, gonon-
HEHWE UMK YHUYTOXEHWEe uHdopMaummn apxmnea gaHHbeix 033 u3 kocMoca;

- HapylweHWe OOCTYNMHOCTU MHOpMaLMOHHEIX PECYPCOB apxuBa AaHHbix [133 13 KocmMoca — orpaHvye-
HWe unu GnokMpoBaHne 4ocTyna K MHopMaumm apxusa aaHHbix 133 13 kocmoca.
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5.3 ObbekTamu 3aWKnThLl B cOCTaBe apxuBa gaHHbIX 133 13 KocMmoca sBnsawTes:

- MHOpPMaLUMOHHbIEe pecypchkl (apxmBHble AaHHble [133 13 kocmoca u gp. cornacHo 5.1);

- BUPTyankbHble CepBepbI;

- nporpammHoe obecnedeHue NC;

- MporpaMMHoO-TeXHUYeckue cpenctea (puandeckue cepeepsl), ceTeBoe 060pyaoBaHUE;

- C3U;

- KaHanbl MHGOpMaUMOHHOTO obMeHa.

5.4 OcHoBHbIMK MepaMu obecnevyeHns nHopMaunoHHon BeaonacHocTU apxmea AaHHbix 033 13 Koc-
MOCa SIBMSIOTCA:

- MOCTOSIHHBLIN U BCECTOPOHHUI aHanM3 MHAOPMAaLKMOHHOTO NPOCTPAHCTBA C LEeNbl BbISBNEHUSA Yrpo3
OIS MHEPOPMALMOHHbBIX PECYPCOB;

- CBOEBpPEMEeHHOe OOHapy)XeHWe TexHU4eckux npobnem, NoTeHunansHO CNocOBHbIX NMOBNUATbL HAa WMH-
dhopmaunoHHyto 6e30nacHoCTb;

- paspaboTka 1 KOpPPEeKTUPOBKa MOLENN Yrpo3 M TUMNOB HapyLuMTenein HopMaLnoHHOK 6e30nacHoCTH;

- aHanuM3 HeoBXxoOMMOCTU W NNaHMPOBaHWE ModepHU3aUMK (JopaboTkn) KoMNNekca MHPOPMAaLMOHHON
BbezonacHocTu apxmBa AaHHbIX [133 13 KocMoca B COOTBETCTBUM C XapakTepoM BbISIBMEHHLIX Yrpo3, a Takke
W3MEHEHMAMM 3aKOHO4ATeNbCTBa U PYKOBOOALLMX OOKYMEHTOB B 0bnacTn besonacHoCcTU MHopMauum ans
0OBEKTOB KpUTMHECKON MH(DOPMALMOHHOW MHPPacTPYKTYpbI;

- pacnpegeneHve nNornHOMoYui, obsasaHHOCTel nepcoHana no obecrnevyeHyilo MHdOpMaunoHHon Ge-
30MacHOCTU.

OnpeneneHne nepedHa Heobxooumbix Mep obecnedeHnss MHGOPMAUWOHHOW Be3onacHOCTM apxuea
OaHHbix [133 13 kocMOoca OOMKHO OCYLEeCTBNATLCA HA CTaguMK MPOEKTUPOBaHMS.

MpumeyvyaHune — lNpun paspaboTke Mogenn yrpo3 MOXeET BbITb MCNONL30BaH MHOPMaLUMOHHBIA pecypc [2].

6 Buabl HapywuTeneu nuHopmMmauMoHHOW Ge30nacHOCTU apxmMBa
AaHHbIX AUCTAHLUOHHOro 30HAUPOBaHUA 3eMin U3 KocMmoca

6.1 CTteneHb BO3OENCTBUSA Yrpo3, (DaKkTOPOB M MCTOYHUKOB, BMUSOLWMX Ha MHOPMaLMOHHY0 Be3donac-
HOCTb CPeACcTB apxmBa faHHbix [133 n3 kocMmoca, 3aBUCUT OT BO3MOXHOCTER HapywunTens MHpopMaLoHHOM
BesonacHocTw.

6.2 B 3aBUCUMOCTM OT HanM4nA NpaB U YPOBHS BO3MOXHOCTENR HapyLuTenu MHdopMaunoHHOR Des-
onacHoCTM apxuBa AaHHbIX [133 13 Kocmoca nogpasfensioTcs Ha 4Be KaTeropuu:

- BHELWHWE — CYBBLEeKTbl, HE UMENLLNE 33aKOHHbLIX OCHOBaHWA ANSA npebbiBaHUs B MECTE pasMeLLeHns
TEXHUYECKMX CPEeACTB apxuBa AaHHbIX [133 13 kocmoca v NonHOMOYMA ONs AOCTyNa K MHOPMAaLWMOHHBIM
pecypcam u koMmnoHeHTam UC;

- BHYTPEHHWE — CyObeKkTbl, MMeloLNe 3aKOHHbIe OCHOBaHWA Ansi NnpebbiBaHns B MecTe pasmeLLeHns
TeXHUYEeCKMX CPeACTB apxvBa AaHHbiXx 033 M3 Kocmoca 1 NOMHOMOYMS ANA AOCcTyna K MH(OPMAaLMOHHBIM
pecypcam 1 KomnoHeHTam KNC.

6.3 K OCHOBHBIM BUAAM BHELLIHWUX HApyLIMTeNen MHopMaLlnoHHOW Be3onacHocTy apxuea faHHbix 133
M3 KOCMOCa B COOTBETCTBUM C [3] OTHOCHAT:

- cneumansHbie cnyxbbl MHOCTPaHHbLIX rOCYOApPCTB;

- TEpPPOPUCTUYECKNE, SKCTPEMUCTCKUE TPYNNUPOBKMU;

- MpecTynHble rpynnbl (KpUMUHANbHbIE CTPYKTYPbI);

- OTAEenbHbIX hU3NYECKMX NNLL (XaKepoB);

- KOHKYpPUpYHOLLMe opraHusauunu;

- ObIBLWKX (YyBOMEHHLIX) pabOTHNKOB;

- Monb3o0BaTenew;

- uap.

6.4 K OCHOBHbIM BMOaM BHYTPEHHWX HapylwmTenen MHpOpMaLMoHHOW Be30nacHOCTN apxmMBa OaHHbIX
[33 13 kocMoca OTHOCAT:

- aAMUHUCTpPaToOpOB apx1Ba AaHHblX [133 13 kocMoca (cneuuanncTsl, BbINONHAKLWWE QYHKLWU CUCTEM-
HOro agMuHUCTpaTopa, agMuHucTpaTopa beszonacHoOCTU MHopMaLMK);

- aAMUHUCTpPaTopoB NoAacucteM unu 6a3 gaHHbiX apxmMBa gadHHbiX [133 13 kocmoca (cneynanucTbl, sB-
ngawwmnecs agMmumHucTpaTopamu npuknagHoro MO w ocyllecTensowme BBo4 gaHHbIX B MIC, pegakTMpoBaHue
WX CTPYKTYPbI M COOepKaHus, yoaneHue, HacTpolKy npuknagHoro MO);

4
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- obcnyxuBawWmin nepcoHan (cnyxba oxpaHbl, UHXeHepHO-TexHMYecKkasa cnyxba v 1.4.);

- nepcoHan paspabotyukoB 1O 1 obopynoBaHWsl, KOTOPLIA HA JOTOBOPHOM OCHOBE WMEET MpaBO Ha
TexHu4Yeckoe obecnyxknBaHue u mogudukalu KomnoHeHTos MC;

- 1 Aap.

6.5 MNepeyHu BHELIHUX U BHYTPEHHWUX HapylunTenei MHpOpMaLNOHHOK 6e30MNacHOCTU apXyBa OaHHbIX
33 n3 kocmoca MoryT BbiTh AONOMHEHbI MHBIMW BUAAMKM HapywnTenen ¢ y4etom ocobeHHocTern uHopma-
LWOHHOWM CMCTeMbl M CUCTEMbI 3alLUUTLI MHhopMauun apxusBa daHHbix 133 13 kocmoca.

6.6 YpoBeHb BO3MOXHOCTEW HapylwuTens MHopMaunoHHOW GesonacHocT apxusBa gaHHbix 033 w3
KocMoca B COOTBETCTBUM C [3] onpenensieTca ero KOMMNeTeHTHOCTLH M OCHALLEHHOCTLI0, TpebyeMbiMKu Ons
peanusauuu yrpo3 nHpopMaLoHHoM BeaonacHocTu apxuea gaHHbix [133 13 kocmoca. BeiaenawTes cneayto-
LiKMe YPOBHU BO3MOXHOCTEN HapyLuMTensa nHopmauoHHoi BesaonacHoCcTy apxmuea gaHHbix 033 u3 kocmoca:

- HapywwuTenb, obnagatwwmin 6a3oBbIMKA BO3MOXKHOCTSIMW, — WMEET BO3MOXHOCTb peanv3oBbiBaTbh
TONBKO M3BECTHBIE YIPO3bl, HANPaBMeHHbIe Ha U3BECTHbLIE (JOKYMEHTUPOBaHHbIE) YA3BUMOCTH, C MCMOMb30Ba-
HMeM obLenocTynHbIX MHCTpyMeHToB. MpegnonaraeTcs, 4TO TaKMMKU BO3MOXKHOCTAMM obnafatoT, Hanpumep,
none3oeateny NC nubo He umerolwne oTHoweHusa Kk MC dusmyeckme nuua;

- HapywwuTens, obnagawluin 6a3oBLIMU MOBLILLIEHHBIMY BO3MOXHOCTAMMU, — UMEET BO3MOXHOCTb pe-
anu30BbIBaTb Yrpo3bl, B T.4U. HanpaBMNeHHbIE HA HEW3BECTHble (HEQOKYMEHTUPOBaHHLIE) YSI3BUMOCTH, C UC-
Nonb30BaHWeM creLWanbHO CO30aHHbIX AN 3TOro MHCTPYMEHTOB, CBOBOAHO pacnpocTpaHsaemblx B CETU WH-
TepHeT. He nmeeT BO3MOXHOCTEN peanMsaunn yrpo3s Ha (Man4eckn N3onmpoBaHHble cermenTel MIC 1 cetei;

- HapywwuTens, obnagatwowmin CpeoHNMU BO3MOXHOCTAMMW, — WMEET BO3MOXHOCTb peanv3oBbiBaTb
yrpo3bl, B TOM YKUCIE HAa BhbISIBMNEHHbIE UMW HEU3BECTHLIE YA3BUMOCTU, C UCMONb30BAHUEM CaMOCTOATENBHO
pa3paboTaHHbIX ANA 3TOr0 MHCTPYMEHTOB. He MMeeT BO3MOXKHOCTEN peanv3auuy yrpo3 Ha u3nveckn 1so-
nupoBaHHble cermeHThl IC 1 ceTen;

- HapywwuTenb, 0brnajaloLlnii BoICOKAMW BO3MOXHOCTAMMW, — MMEeT MPakTUYECKW HeorpaHWYeHHbie
BO3MOXHOCTU peanv3oBbiBaTb YrpO3bl, B TOM YMCNE C MCNOMNb30BAHWEM HELEKNAPUPOBAHHbIX BO3MOXHOCTEN,
NPOrpaMMHbIX, NPOrPaMMHO-TEXHWYECKUX 3aKNafoK, BCTPOEHHbIX B KOMMOHeHTkl MIC 1 ceTei.

7 TpeboBaHuA K cucteme (KOoMnnekcy) MHpopmauMoHHON 6e3onacHOCTU
apxuBa AaHHbIX JUCTAaHLUMOHHOIO 30HAUPOBaHUA 3eMNu U3 KocMmoca

7.1 Cuctema uHdopmaumoHHon BesonacHocTn apxmMBa AaHHbix [33 13 KocMoca OoMmKHa peann3oBbl-
BaTb (pyHKUMM obecneyeHns 3alinTbl apxmBa AaHHbIX [133 13 KocMoca OT BCeX CYLLEeCTBYHOLMX BUAOB Yrpos,
CNocoBHbIX NPUBECTU K BO3HUKHOBEHWUIO PUCKOB (yLLepba).

7.2 OcHOBHbIMKU TpeboBaHuaMKW obecnevyeHns BGe3onacHOCTWM MHopMauun apxuea gaHHblx 033 u3
KocMoca SfABASTCA:

- NpenoTBpalleHne HeMpaBoOMEpPHOro 40CTyNa K MHopMauun, obpabaTbiBaeMOn 3Ha4HUMbIM 0BbEKTOM
KPUTUYECKOW MHQPOPMALUMOHHOW UHMPACTPYKTYPLI, YHUUTOXKEHNA Takon UHopmauuu, ee mognduumposa-
HWUsl, BNOKMPOBaHWA, KONUPOBAHWSA, NPEAOCTaBNEHWUA U PACMPOCTPaHEHUA, a Takke MHbIX HEMpPaBOMEPHbIX
OEeNCTBUIA B OTHOLWEHUU Tako MHdopmMaLuu;

- HegonyleHne BO3AEWCTBWUS Ha TeXHUYecKkue cpefcTea obpaboTkm nmHgopmauuu, B pesynbraTe Ko-
TOpPOro MOXET BbiTb HAapyLeHo U (UNK) NpekpaleHo (MYHKUMOHUPOBaHWE 3HAYMMOro oBbekTa KpUTUYECKON
NHOPMaLMOHHON MHPACTPYKTYPLI;

- BOCCTaHOBNeHWe OYHKLMOHUPOBAHUSA 3HAYMMOro 0bbeKkTa KpUTWUYEecKoW MHGOpMaUunoHHOW uHdpa-
CTPYKTYpbl, 0becne4ynBaemMoro B TOM YUCe 3a CHeT CO3AaHMsA U XPaHEHUS pe3epBHbIX KOMWIA MHPOPMaLLMOH-
HbIX pecypcos;

- HenpepbiBHOE B3aUMOOEWCTBME C TOCYLApPCTBEHHOW CUCTEMOW OBHApyKeHWs, NpenynpexaeHus n
NUKBUOALKWKA NOCNEACTBMIA KOMMBIOTEPHBIX aTak Ha MH(POPMaLMOHHbIE PECYPChl 3HAYMMOTO 06LEeKTa KpuTUYe-
CKOW MHGOPMALMOHHON MHDPACTPYKTYPLI B COOTBETCTBUM C [4].

7.3 K C3W apxvBa gaHHbix [133 13 KocMoca, BXOAALLMM B COCTaB CUCTEMbI MHbopMaunoHHon besonac-
HOCTW, OTHOCAT:

- TEXHUYECKWEe — CUrHanusauuns, peleTkn Ha OKHax, reHepaTtopbl MOMEX BOCMNPenaTCTBOBaHMA nepe-
Jadve AaHHbIX M0 paguokaHanam, BXod B 34aHue unm nomelleHue rno KnY-KkapTe, aNeKTPOHHbIe KIMHYM U T.40.;

- MporpamMmHble — MPOrpaMmbl-LLIMPOBanbLVKA JaHHBIX, aHTUBMPYChI, OpaHaMayapbl, Bakan-cucTe-
Mbl, CUCTEMbI ayTEHTUUKAL MM NOoNb30BaTENen U T.0.;

- CMellaHHble — KOMOWHaLMsA TEXHUYECKMX U NPOorpaMMHbIX CPeaCTB.
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7.4 Ona obecneyeHnsa YHKLMOHWPOBAHUSA CUCTEMbI MHCPOPMaLMOHHON Be30NacHOCTU apXnBa OaHHbIX
133 13 kocmoca NpUMEHSOT CnefyoLlme opraHn3aLlmnoHHble Mepbl:

- pa3paboTKy KOMMMNeKTa JOKYMEHTOB obecneveHus UHHOpPMaLMOHHON Be30MacHOCTU apXUBa OaHHbIX
33 13 kocmoca;

- obecneyeHne COOTBETCTBUA 3aKoHOO4ATENbHLIM akTam B cchepe 3awmnThl MHhopMaunu;

- MOArOTOBKY MOMELLEHWIA C KOMMbIOTEPHON TEXHUKOW 1 MpoKNaaKy ceTeBbixX Kabenen ¢ ydetom Tpebo-
BaHWIA MO OrpaHWYEeHUN0 4OCTYNa K MHopMaLMu.

7.5 B 3aBMCMMOCTM OT KaTeropuu 3Ha4MMOCTW W Yrpo3 MHopMaLMOoHHOM 6e30nacHOCTV apxusa gaH-
Hbix 133 n3 kocMoca fomkHbl ObiTh peanv3oBaHbl CrneayllMe OpraHn3auuoHHbIE U TEXHUYECKNE Mepbl B

COOTBETCTBMMK C [5], NpuBedeHHbIe B Tabnuue 1.

Tabnuua 1

HaumeHoBaHme

HasHauexune

WpeHtudukaums U ayTeHTu-
bukaums

WpoeHnTudukauma 1 ayteHTUMKkauma nons3osatener (onepatoposB, aqMUHUCTPAaTo-
poB), ABNAKLMXCA paboTHMKaMK onepaTopa apxuea AaHHbIX [033 13 kocmoca.
WpeHtudukauma v ayTeHTUKUKaUWA YCTPOMCTB, B TOM YUCMNE CTauMOHAPHbLIX, MO-
BGUNBHBIX M NOPTAaTUBHBIX.

Ynpaenexnve uaeHTudMKaTopamu, B TOM YMCNE CO3AaHUE, NPUCBOEHUE, YHUUTOXE-
HWe NAeHTUdMKaTOPOoB

YnpaeneHue 0ocTynom

ynpaBneHMe npaBamu 1 nprBrnernammn CyGBEKTOB [ocTtyna, pa3rpaHM4eHye goctyna
Cyﬁ'beKTOB AoCTyna K obbekTam AOCTyna Ha OCHOBE COBOKYMHOCTW YCTAaHOBINEHHBLIX B
MHCIJOpMaLI,MOHHOﬁ cucTteme npaeBun pasrpaHM4eHnAa OOCTyna, a Takke obecnevyeHne
KOHTpONA 3a CO@']PO}:I,GH nem 3TUX npasunn

AHTUBUpYCHas 3awmTa

Komnnekc I'lpDCbHJ'IaKTVI‘-IECKMX 1N OMarHOCTUHECKUX Mep, NpUMMEHAEMbIX ONA 3allWUThbI
IAHClbOpMaLI,VIOHHbIX CUCTeM OT 3apaXeHud Bupycamm

[MpenoTBEpalleHWe BTOPXKEHUA

OB6HapyeHue BTOPKEHWA UMK HapyLUeHWiA BeaonacHOCTU U aBToMaTtuyeckas 3aluTa
OT HKX

O6ecnedyeHne LeNOCTHOCTH

ObecneyeHne obHapyxeHWs (hakToB HECAHKLIMOHUPOBAHHOIO HapyLLIEHUs LIeNoCTHO-
CTW MHDOPMALMOHHON CUCTEMBI U COAEPKALUMXCA B HEW OaHHBIX, a TAKkKe BO3MOX-
HOCTb BOCCTAHOBNEHMUS MH(POPMALMOHHOW CUCTEMBI U COOEPXKALLMXCSA B HEW JaHHbIX

Ob6ecneveHre JOCTYMHOCTU

ObecneyeHne aBTOPKM3OBAHHOIO AOCTYNa MOMb30BaTenen, UMeLLMX npaea no Ao-
CTYMy, B LUTATHOM PEXUME (hYHKLMOHUPOBAHUA MH(OPMAaLMOHHON CUCTEMDI

3awmTa TEXHNYECKNX cpeacTte
n CUCTEM

WMcknoyeHne HecaHKUMOHUMPOBAHHOMO AOCTYMNA K CTaLUMOHApHBIM TEXHUYECKUM cpef-
cTBam, cpeacTeam, obecnevmpeaoimM OyHKLMOHMPOBaHWE MHADOPMALIMOHHONW CUCTe-
Mbl, 1 B MOMELLEHWNSA, B KOTOPbIX OHW NOCTOSHHO PacnonoXeHbl, 3alWNTy TEXHUYECKUX
CPeACTB OT BHELIHUX BO3OEWUCTBUIA

YnpaeneHue KoHpUrypaumnein

ObecneyveHure ynpaBneHns M3MeHEHUAMK KOHpUIypaumm MHOPMaLUMOHHON cucTe-
Mbl U CUCTEMBI 3aLLMTEI, aHaNW3 NoTEHLMAaNbLHOMO BO3AENCTBUS NNAHUPYEMEIX U3Me-
HEeHWIA Ha obecneyveHne 6E30MacHOCTU NepPCoHarnbHbIX AaHHbIX, 8 TakKe 4OKYMEHTU-
pOBaHWE 3TUX U3MEHEHMIA

PearupoBaHue Ha MHUWOEHTLI
uwHcpopmMaumoHHo  Besonac-
HOCTH

ObecneyvyeHne obHapyKeHWUs, nOeHTUMUKaUKK, aHanMmaa UHUMOEHTOB B MHDOpMaLu-
OHHOI CUCTEME, a TaKKE MPUHATUE MEP MO YCTPaHEHWIO U NpeaynpeXaeHuo MHUM-
[OEHTOB

Pervctpauusa cobbitmin Beso-
nacHocTu

Cbop, 3anuck, xpaHeHne nHdopmauun o0 cobblTuax GesonacHoCTU B TeYeHUe ycTa-
HOBMEHHOIO BPEMEHUW XpaHeHWs.

PearvposaHue Ha cBou npu perncTpauun cobbiTUiA 6€30NacHOCTU, B TOM YKCTE TeX-
HUYeCKMe 1 nporpaMmHele ownbkn, cbou B MexaHuamax cbopa nHdopmauun u go-
CTUXKEHWM Mpegerna unu nepenonHeHusa obbema (eMKOCTM) NaMATK.

MoHWUTOpUHr (NpOCMOTpP, aHanu3) pesynsTaTtoB perMcrTpauum cobeiTuin BesonacHocTH
W pearpoBaHue Ha Hux

MpumevyaHne — [onHbi NepeYyeHb Mep 3allWTbl MHpopMaL Ky, HeobxoauMbll ONA BeINONHEHWs Beex Tpebo-
BaHWi 6esonacHocTy nHdopmauum, hopMMpyoT Ha OCHOBaHWW MOAEMNW Yrpos.

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-70669-2023

10/16



https://gostexpert.ru?utm_source=pdf&utm_medium=67117
https://gostexpert.ru/gost/gost-70669-2023?utm_source=pdf&utm_medium=67117&utm_term=page

rOCT P 70669—2023

7.6 CocTtae cucTeMbl (KOMNekca) nHopmauoHHoN be3onacHoCTH apxmMBa AaHHbix [133 cdopmupytoT
B COOTBETCTBUM C KaTerop1ein 3Ha4MMoCTK apxmBa gaHHbix [33 na kocmoca, onpegeneHHon cobcTBEHHUKOM
(3akazuukom) KC 033, u noTeHUnansHbIMK yrpo3amu ero MHopMaLunoHHoW Be3onacHoCTH.

Mpumepbl cpeacTs 3allnTbl MHQOPMaLUWUK NPUBEOEHb] B NMPUNOXEHUM A.

8 TpeboBaHuA K HOpMaTUBHOMY obGecnevyeHUI0 apxXuBa AaHHbIX
OUCTaHUWMOHHOrO 30HANPOBaHUA 3eMnu U3 Kocmoca

8.1 B npouecce npoekTupoBaHua apxmBa gaHHbiXx [33 13 KocMoca gormkeH ObiTh paspaboTtaH KoMnnekT
LOKYMEHTOB, KOTOPLIA onpefdenseT Lenu U 3agadvn cucteMsl obecneveHust MHPOpMaLMOHHOR Be3onacHoCTuU 1
yCcTaHaBMMBAET COBOKYMHOCTL NpaBun, TpeGoBaHuii 1 pykoBOOALLMX NPUHUMMNOB B 06nacTu MHPOPMALIMOHHOR
BeszonacHoOCTU apxmMBa AaHHbIX 133 13 KocMmoca.

8.2 B coctaB komnnekTa 4okymeHToB obecnevyeHusi MHpopMaunoHHOM 6e30nacHOCT apxXmMBa gaHHbIX
[33 n3 kocmoca MoryT BXxoguThb:

- npuKasbl — TpebyloTcs AN yTBEPAEHMS MWL, OTBETCTBEHHbIX 3a MHhOpMaLMOHHY 6e3onacHocTb
apxuea gaHHblx 33 13 kocmoca, M nodpasneneHuil, ocywecTBASWNX SKCNyaTauno apxvea ganHbix 133
M3 KOCMOCA, a TaKkKe A5 YTBepKAEeHUST HOPMATUBHLIX aKTOB, pernamMeHTUpYLWnX geaTensHocTb no obecne-
YeHU MHgopMaLWOHHON Be3onacHOCTU apxuBa gaHHblix 033 13 kocMoca;

- nornoxeHunss — TpebyloTca Ans onpegeneHus npas, 06s3aHHOCTEW, OTBETCTBEHHOCTW, NOpsiaka u
npaeun opraHusauMn paboTsbl nogpasgeneHnid, OCyLLecTBNAWMX 3KCNyaTaumio apxmea gaHHbix 033 13
Kocmoca;

- nepevyHu — cogepxaT CBeAeHUs 0 3allULaeMblX NPorpaMMHO-TEXHUYECKUX CPedCcTBax apxusa aaH-
Hbix 033 13 kocmoca, umerowmxesa C3M, ux Tunax, ya3suMocTax u 4p.;

- CMUCKM — COAEPXKAaT CBEAEeHMA 0 AONYLEeHHbLIX K NPOrpaMMHO-TEXHUYECKUM CpeacTBaM apxmuea aH-
Hbix [133 13 Kocmoca nuuax;

- WHCTPYKUMM — oGecne4ymBatloT nofib3oBaTenen n aqMMHUCTPaTopoOB Heobxoanmon MHhopMaL e ans
cobniogeHnst MHhopMaLoHHOM Ge3onacHOCTM NpK aKCnnyaTauun apxmea AaHHbix 133 13 kocmoca.

TWNOBOM COCTAB AOKYMEHTOB, KOTOPbIE MOTYT BXOAUTE B KOMMMEKT AJOKYMEHTOR ofbecnedyeHus uHdgop-
MaLMOHHOW Be3zonacHoCTK apxuBa gaHHbix [133 M3 KocMoca, npeacTaBneH B NpunoxeHun b.

MpumeyvaHune — MNpu HeoBXOOMMOCTM COCTAB KOMMMEKTa JOKYMeHTOB obecneveHns nHopmMaLnuoHHOW Ges-
onacHoCTU apxmea gaHHblx [133 U3 kocMoca MoeT ObiTb pacLUUpeH.

8.3 KomnnekT gokymeHToB obecneyeHmnsa uHdopMaLmoHHo bezonacHOCTH apxyBa AaHHbix 33 3 koc-
Moca paspabaTbiBaeTcsa onepaTopoM apxmea gaHHbix 033 n3 KocMoca no cornacoBaHuio ¢ cOBCTBEHHUMKOM
(3akas4qmkom) KC 033.

8.4 OTBeTCTBEHHOCTb 3a peanu3auui npasun, TpeboBaHWUI U PYKOBOASILLMX NPUHLUMNOB, YCTaHOBMNEH-
HbIX B KOMMJIEKTE AOKYMEHTOB obecrnedeHns MHopMaLuMoHHOW Be3onacHocTh apxuBa gaHHbix 0133 13 koc-
MOCa BO3MnarakT Ha COTPYAHWKOB, B3aUMOLENCTRYHOLWMX C apXUBOM AaHHbIX [133 13 kKocMoca cormacHo Jomm«-
HOCTHbIM U hYHKUMOHANbHLIM 06513aHHOCTAM.

MpumevaHnune — OTBETCTBEHHOCTL 3@ peannaaunio npasvn, TpeboBaHM M PYKOBOAALWMX NPUHUMIMIOB, ycTa-
HOBIEHHBIX B KOMMNMNEKTe JOKYMeHTOB obecneveHua nHdopmaunoHHon 6e3onacHocTy apxmea gaHHblx 033 13 kocmoca,
SIBMNSIETCH NepCcoHanesHoKN, pasgensercd no Buaam 1 Bo3naraeTcsl Ha OCHOBaHMU U B NMOpsaKe, npegycMoTpeHHoM [6] — [9].

8.5 [onyck coTpygHuKka onepaTopa apxuea gaHHbix 133 k paboTte ¢ 3awmwaeMbiMm MHPOPMaLMOH-
HbIMKM pecypcamMu apxmBa AaHHbix [133 U3 kocmoca OCyLLEeCTBNSAKT TOMLKO NOCME ero 03HAaKOMIMEHMWS C COOT-
BETCTBYIOLLMMK NONOKEHUAMI No obecnevyeHnio nHpopmaunoHHon besonacHocTu apxusa 033 13 kocmoca.

8.6 lMpwu nepecmoTpe NonoxeHwin no obecnevyeHno MHoOpMaLMOHHOW BE30NacCHOCTN UM NPU BO3HUK-
HOBEHWMW WHUWAEHTA HapylleHUs uHcopMaloHHoM Be3onacHocTu apxuea AaHHbix 133 13 kocmoca cpegu
COTPYLHWMKOB onepartopa apxuBa AaHHbix [133 13 KocMoca NpoBOAAT BHEMNMAHOBYH pa3bACHUTENbLHYIO pabo-
Ty, @ TaKKe UHCTPYKTaX no cobnogeHnto TpeboBaHuin KOMNNekTa JoKyMeHToB obecneyeHma nHopMaLMoH-
Hon BesonacHoCcTW apxuea gaHHblx 033 ua kocmoca.

8.7 MpodunakTuKy HapyLueHWin MHOopMaLUOHHON Be3onacHOCTH BbINOMHAKT NOCPEACTBOM NMpoBeae-
HWS pernameHTHbIX paboT no 3awmTe apxmBa OaHHbix 133 u3 kocMoca, npeaynpexaeHua BO3MOXHbIX Ha-
PYLEHNA MHOPMaLMOHHOW Be30nacHOCTU M NPOBEAEHWs pasbACHUTENbHON paboThl N0 MHAOPMALWOHHON
BesonacHoOCTU cpean nonb3oBaTenen apxmea gaHHelx 433 us kocmoca.
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8.8 lNpwn npoBeneHun pernameHTHbIX paboT no 3awnTe apxusa gaHHbix [133 13 kocmoca BbINMONMHAKT
npouenypbl KOHTPOMLHOMO TeCcTUpoBaHUA (NpoBepku) pyHKUKMn C3WM. KoHTponkHOe TecTupoBaHue yHKLWIA
C3W moxeT BbITb NOMHLIM UM YacTUYHbIM. KoHTponbHoe TecTupoBaHue dyHkuuin C3W gomkHo 6bITh NpoBe-
OEeHO Ha OCHOBe MOMOXeHUA KoMMNeKTa AoKyMeHToB obecneyeHus nHdopmMaumoHHoW Be3onacHoCT apxmea

AaHHbix 133 13 kocmoca.
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MpunoxeHune A
(cnpaBo4Hoe)

rOCT P 70669—2023

Cpe,qCTBa 3aWmnThl MH(OopMaUMK apX1MBa AaHHbIX QUCTAaHUMOHHOIO 30HAUPOBaHUA 3emnu

Tabnuua A.1

U3 KOCMOCa, UX Ha3HaYeHWne U npegbABnAeMbIle Tpeﬁoaaﬂuﬂ

Mopcuctema

HasHaueHune

Knacc C3U

TpebosaHus

3alumThl KaHanoe ces-
3n

CpeaoctBo kpuntorpadu4eckon
3aWmTel MHbOpMaLUmm

Komnnekc wudgppoea-
HYA

FOCT P NCO/M3K 15408-3 (oue-
HOYHBIA YPOBEHb A0BEpUA 3).
Mpodomnb 3awmnTel M3 [10].
MNpodune 3awmTtel COB [11].
3agaHue no BesonacHocTu

MexceteBoro SKpaHwn-
poBaHuA

dunetpauua Tpaduka Mexay
CETAMW WUNK Y3NamMn ceTu

M3

MNpodune 3awmTtel M3 [12]

MexceteBoro 3KpaHu-

3awmta BebB-NpUnNoXKeHWn 3a

M3 ana 3awmTel Beb-

Mpodcune 3awmtel M3 [13]

[OTBpalLEHMA BTOPXKE-
HUIA

Tpadmka OnsA BbIABNEHUA aTak
Ha NepuMeTpe W BHYTPU CETU

poBaHuA cyeT cuneTpauumn Tpaduka Ha | NPUMNOXKEHWA

NpUKNagHOM YPOBHE
Pernctpaumn cobbitnin | MoHutopuHr  IT-uHdpacTtpyk- | Cpegctea  moHuTo- | TOCT P MCO/MBK 15408-3 (oue-
6esonacHocTH TYpbl W BBIABNEHWE WHUWAEH- | puHra uvHopMauu- | HOYHbIW YpoBeHb aoBepus 4)

ToB wWHGOpMaUMOHHOW 6e30- | oHHOW Be3onacHOCTK

nacHocTU
AHanunsa  3awumweH- | KoHTponb 3awmieHHocT u co- | Cpeactea koHTponsa | FTOCT P MCO/M3K 15408-3 (oue-
HOCTK OTBETCTBMSA cTaHgapTam 3aLLMLLEHHOCTH HOYHLIN YpOBEHL JoBepus 4)
O6HapyxeHua u npe- | MybokmiA aHanu3 ceteBoro | COB FOCT P MICO/M3K 15408-3 (oue-

HOYHBIA YPOBEHb A0BEPMA 3).
MNpodcuns 3awnTel COB [14]
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Mpunoxenune b
(cnpaBo4Hoe)

TunoBoW cocTaB KOMNNEKTa OOKYMEHTOB obBecneyeHun MHQ)OpMaLlMOHHOﬁ BezonacHoOCTH
apxuBa gaHHbIX OUCTAaHUMOHHOTO 30HAUpOBaHWA 3emnu U3 Kocmoca

Tabnuuya bB.1

Tun gokymeHTa HaumeHoBaHue gokymeHTa

Mpukas Mpukas o6 onpegeneHwn nNWL W NOAPa3fdeNieHWI, OTBETCTBEHHbLIX 33 3KCMMyaTauui apxuea
naHHblix 33 13 kocMoca.

Mpuka3 o HazHaYeHWW OTBETCTBEHHOIO 32 MH(POPMAaLMOHHY0 6e30nacHoCTb.

Mpukaa o HasHa4YeHU OTBETCTBEHHOTO 3a obecnevyeHne 6e3onacHoCTU MHOpPMaLUKM OrpaHUYEHHOro
poctyna.

Mpukaa 06 yTeepxaeHun MNonoxeHnst 0 NOPsAKE PE3epPBHOTO KONUMPOBaHWS UHpopMaumu.

Mpukas 06 yreepxaerHun MNonoxeHus 0b otgene nHhopmMauoHHoW Be3onacHOCTU

MNonoxeHwe MonoxeHne 0 NopsaKe opraHu3auum 1 NpoBedeHus paboT no 3awmte MHhopMaumv orpaHUYeHHoro
JocTtyna B apxumee AaHHbix [133 13 kocmoca.

MonoxeHue o Nopaake ynpaeneHus 4OCTYNOM Nonb3oBaTenei K MHQOPMAaLMOHHBIM pecypcam apxu-
Ba JaHHbIX [133 13 kocmoca.

MonoxeHWe o NOpSAKEe PE3EPBHOMO KOMUPOBaHUA MHGOPMALIMK.

MonoxeHne ob oToene UHpopMauMoHHOW 6e3onacHoCTH.

MonoxeHne o0 NOPALKE YYeTa, XpaHeH s ¥ YHUYTOXEHUS HocuTenen MHopMaLumnn.

MonoxeHne o NOpAAKe NPOBEAEHNS PEMOHTA U 0BCNYKMBaHMA TEXHUYECKMX CPEACTB.

MonoxeHWe o NOpALKe yNpaBneHWa NHUMOEHTaMKU MHOpPMaLMOHHON Be3onacHoCTy.

MpaBuna w npouenypbl yNpaeBreHWs YCTAHOBKOW (MHCTannAUWen) KOMMOHEHTOB MpOrpaMMHOro
obecneyeHus apxuea gaHHbIx 33 13 Kocmoca.

MpaBuna B3aumogencTBuA apxmBa AaHHbix [133 n3 kocmoca € BHEWHUMWA WMHOPMAaLWOHHBIMU
cucTeMamu

MepeyeHb MepeyeHb 3alMLLAeMbIX PECYPCOB.
MepeyeHb HEUCNPABHOCTEW, KOTOPLIE MOTYT BO3HUKHYTh B NMPOLIECCE 3KCMyaTaLumM CUCTEMbI, U PEKO-
MEHZALWW B OTHOLLEHUW JEWACTBMIA MPW MX BOZHWKHOBEHUN

Cnucok MepeveHb cyGBLEKTOB AOCTYNA K 3alUMLLAEMbIM PECypCcam.
MaTpurua JocTyna unu NonHOMOYMA cyGLEeKTOR 4OCTYNa MO OTHOLLEHWIO K 3alUMLLaeMbIM pecypcam
apxuBa AaHHeix 33 13 kocmoca

WHcTpykuma WHcTpykumusa agmuHmMcTpaTopa nHdopMaunoHHon BesonacHocTu.

WHCTpyKUMs MO aHTUBKMPYCHOW 3aLuuTe.

WHCTpyKUWA Mo NaponbHON 3aluuTe.

MNpouenypbl koHTpoOnsA paboTocnocoBHOCTM CUCTEMBI M KOMMOHEHTOB, 0BecneYnBaloLWmX 3aWwmnTy UH-

dopmaumn

10
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