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FOCT P 70924—2023

Mpeancnoeue

1 NMOOIOTOBINEH ®egepanbHbIM rocyaapCcTBEHHLIM BOHOOXKETHBIM 0Bpa3oBaTENbHLIM YYpPEXOEHUEM
Bbiclwero obpazoeanus «MVP3A — Poccuiickuin TexHonornyeckuin yHuesepcutet» (PTY MUP3A) Ha ocHoee
cobCTBEHHOIO NEPeBoaa Ha PYCCKMIA A3bIK aHIMOA3LIYHOW BEPCMU CTaHAAapTa, YKa3aHHOro B NyHKTe 4

2 BHECEH TexHun4yeckum KoMmuTeTOoM no cTaHpaaptusauun TK 194 «Knbep-thusndeckme cuctembl»

3 YTBEPX/EH W BBEJEH B JEWCTBWE MMpukazom denepanbHOro areHTCTBA MO TEXHWUYECKOMY
perynupoBaHnid 1 metponoruu ot 27 Hoabpa 2023 r. Ne 1474-ct

4 HacToswmia cTaHaapT ABNSETCS MOAMMULMPOBAHHBIM MO OTHOLLEHWIO K MEXAYHAapOAHOMY cTaHzap-
Ty MCO/M3K 30141:2018 «NHTepHeT Bewwen (MB). Tunosasa apxutektypa» [ISO/IEC 30141:2018 «Internet of
Things (loT) — Reference Architecture», MOD] nyTem n3aMeHeHus OTAENbHbIX dpa3 (CNoB, 3HA4YEHUIA NoKa-
3aTenew, cChlnok), KOTOpLIe BbIAENEHbl B TEKCTE KYPCUBOM. BHECEeHUe yKa3aHHbIX TeXHWUYECKUX OTKMOHEHUN
HanpaBneHo Ha y4yeT noTpebHocTen HaLMoHanLHOW 3KkoHOMUKK Poccuiickon ®egepauun.

HanmeHoBaHMe HacTosLLero crtaHgapTa M3MeHeHO OTHOCMTENbHO HauMEeHOBaHWA yKasaHHOro mexay-
HapOOHOro cTaHgapTa 4ns npueBegeHus B cooteeTcTBue ¢ FOCT P 1.5—2012 (nyHKT 3.5).

5 BBE[JEH BTEPBGIE
6 OEWCTBYET B3AMEH MHCT 438—2020

7 HekoTopble aneMeHTbl HAcToALLero ctaHgapta MoryT BbiTb 00beKTaMKu NaTeHTHLIX npae. MexayHa-
pofdHas opraHusaumnsa no ctaHgaptusauum (MCO) n MexayHapogHasa anekTpotexHudeckas komuccus (MIK)
He HecyT OTBETCTBEHHOCTMW 33 YCTAHOBMNEHWE NOANMHHOCTU KakMX-NMB0 UNKM BCex TakUX NaTeHTHbLIX Npas

lNpasuna npumeHeHUss Hacmosaweao cmaHdapma ycmaHoseHbl 8 cmambe 26 @edepanbHOz0 3aKoHa
om 29 uwoHA 2015 2. Ne 162-03 «O cmaHdapmu3sauyuu e Pocculickol ®@edepayuu». MHgopmayus ob us-
MeHEeHUSX K HacmosilemMy cmaHdapmy rnybrnukyemcs 6 exe200HOM (M0 COCMOSHUK Ha 1 aHeaps mekyuie2o
eo0a) uHghopmayUoOHHOM ykazamene «HayuoHansHbie cmaHlapmbi», a oguyuanbHbIl MeKcm U3MeHeHUl
U rnonpasok — 8 eXeMecsYyHoOM UHOPMAayLOHHOM ykazamene «HayuoHnansHbie cmaHdapmel». B cnyvae
rnepecMompa (3amMeHbl) Uu OMMeHbl Hacmosauweao cmaHdapma coomeemcemeyrouee ysedomieHue bydem
onybnukosaHo 8 bnuxaluwieM 6biNyCcKe eXeMecsyYHo20 UHGOPMayuoHHO20 ykasamerns «HauyuoHanbHble
cmaHOapmsi». Coomsemcemayoujas UHgopmayus, yeedoMIeHUe U MeKCmbl pa3Mewalomcs makxe 8 UH-
ghopmayuoHHoU cucmeme obLezo nonk3oeaHus — Ha oguuuanbHoM calime @edepansHo20 azeHmcomea rno
MEexXHUYECKOMY peaynupoeaHuro U Memponoauu & cemu MHmepHem (www.rst.gov.ru)

© IS0, 2018
© IEC, 2018
© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayuny», 2023

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NnpoCcTpaHeH B Ka4vecTBe ocbmu,uaanoro n3gaHus tes pas3pelieHna dJe,qepaanoro dreHTCTBa no TexHu4de-
CKOMY perynmnpoeaHu N MeTponornn
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BeegeHue

B HacToslwee Bpems VHTepHeT Bellern (MB) winpoko npyMeHsieTcsl B NPOMBLILLNEHHOCTU U 0BLLEeCTBe,
ero passuTue BygeT NpoaomKaTbCca B TeYeHMEe MHOMUX net. PaanuyHblie VIB-npunoxeHus u cnybbl, ncnonbay-
towme meTtoabl VB, obecnevmBaoT BO3MOXKHOCTI, KOTOPLIE BbIN HEAOCTYMNHLIMM eLLe HeCKONbKO NeT Hasag,.
WHTepHeT Belen ABMNseTcs OOHON M3 Hawbonee AMHAMMYHBLIX U MEPCNeKTUBHbLIX MHOPMaLMOHHO-KOMMY-
HUKAUWOHHBIX TexHonornin. VB nogknoyaeT dpusndeckne cylHocTM («Bewn») Kk MUT-cuctemam 4yepes ceTtu.
OcHoBOW MHTEPHETA BeLLEN ABNSTCS 3NEKTPOHHbLIE YCTPOWCTRA, KOTOPLIE B3aUMOOENCTBYHOT C (hU3NYECKNM
peanbHbIM MUpoM. JaTuuku cobupaT uHgopmauuio o PU3nYeckoM MUpe, a UCNONHUTENBHLIE YCTPONCTBA
MOryT OKa3blBaTb BO3OEWCTBME HA PU3UYECKME CYLLHOCTW. [aTumkum U MCMNOMHUTENbLHbIE YCTPONCTBA MOTyT
MMEThb pasnuyHbie hopMbl, HaAnNpumep TEepMOMETPbI, aKkCenepoMeTpbl, BUaeoKamepbl, MUKPOMOHLI, pene,
oborpesaTtenu unu NpombiLneHHoe obopynoBaHMe Ans NPOM3BOACTBA WK KOHTpons npouecca. Ona cbopa
1 0bpaboTKM JaHHbIX UCMOMb3YHTCS Takue TEXHONOTMM Kak MODUIbHbIE TEXHOMOrMK, 0bradvHble BbIHUCIIeHNS,
Bonblive faHHble U rnybokaa aHanuMTuKa (NpeguKTUBHAS, KOTHUTUBHAS, B PEXUME peansHoro BpeMeHU 1 KOH-
TekcTHas). [laHHble NpeaoCcTaBNsAT KOHTEKCTHYHO, akTyanbHYH W MPOrHOCTUYECKYK MHAOPMALMIO, KoTopas
OKa3bIBAET BMUSHWE HA (PU3UYECKWE U BUPTYaAIbHbIE CYLLHOCTMW, YTO B KOHEYHOM MTOre NO3BONSAET KOHTPONU-
poBaTth (PU3NYECKUE CYLUHOCTHI.

TexHonorms VB MoxeT OblTb MHTErpUMpOBaHa B CyLUecTByHLMe TexHonormu. [lobaeBneHne gaT4MkoB K
CYLLECTBYOLen TexHonorni obecnednt npoBegeHne U3MepeHW TeKyLLero COCTOSHUSA, YTO crnocobcTeyeT
YCOBEPLUEHCTROBAHUID CYLLECTBYHOLEN (DYHKLUMOHANBHOCTU U CHYXXEHUID 3KCNITyaTaLWOHHbBIX pacxonoB (Ha-
npuMep, yMHble cBeToOpbl afanTUPYTCA K AOPOXHOM 0DCTAHOBKE, CHUXAsA NeperpyeHHoCTb Ha JAoporax
W 3arpsisHeHue Bo3ayxa). [laHHblie, reHepupyemsle VIB-gaTymMkamn, MoryT nogaepxuBaTb HOBble BU3Hec-Mo-
4env 1 aganTupoBaTb TOBapbl M YCYrM K MOHMMAaHWIO M NOTPeOHOCTAM 3akasqvka. [TOMUMO MPUITOKEeHWUH,
TEXHONOTMN HeobXoAMMO NOAAePKMBATbL KOHTPOMNb Hag camoi cuctemon VB 1 ee agantauuio.

BoamoxHble npumeHeHusa VB BknioyatoT B cebs Takme obnacTu Kak YMHbIA ropog, WHTenekTyanbHble
3HEeproceTn, yMHbIA OoM/30aHKe, LMPOBOE CENbCKOE XO3AWCTBO, YMHOE NPOU3BOACTBO, MHTENMNEKTYarbHbIE
TPaHCMNOPTHLIE CUCTEMbI, 3NMEKTPOHHOE 34paBooxpaHeHue. V1B aBnseTcs MHHOBALWOHHOW TEXHOMNOIMER, KOTO-
pas BkMo4aeT B cebs nogaep)KMBaroWMe TEXHONOMMW, HanpuMep pasnuyHble CeTeBble TEXHOMornn, Hdop-
MaLWOHHbIE TEXHOMOrMKU, TEXHOMOTUMA 30HAMPOBAHUA U KOHTPOMS, NMpOorpamMmMHbie TeXHOMNormu, NpubopHble/
annapaTHbie TeEXHOMOrMnA.

BaxHbIM acnekTtoM ABNAETCH AOBEPEHHOCTh, ANA ee obecrnedyeHUss B UHTEpHeTe Belleil Heobxoaumo
MCMOmNb30BaTh CyLLECTByLWLME U Byaylwine nepefoBblie NpakTuki. [Ina nogaepxaHua HagexHocTn, besonac-
HOCTM W 3aLUULLEHHOCTU UMEET BaXXHOE 3HaYeHNEe MOHUTOPUWHT M aHanu3 pa3eepHyThix cuctem VIB. 3awmieH-
HOCTb CMCTEMBbI OBecneqYnBaloT Takne Mepbl, Kak KOHTPONMPYEMbIA 4OCTYM.

HacTosilmin ctaHgapT onpefensieT TUNoBy apxutekTypy VB ¢ eguHbBIM NOAX040M, NOBTOPHO UCMONb-
3yeMbiMKU peLleHUsMU WU NPOMbILLNEHHBIMU pekomeHaauuamu. B Tunosoin apxutektype WMB ucnonb3syetcs
HUCXOAsALLee NPOEKTUPOBaHWE, HauMHas co cbopa Hanbonee BaXHbIX XapakTePUCTUK MHTEPHETA BELLER, UX
abcTparvpoBaHus B 0obLy0 koHUenTyanbHyw WMB-Mmogens, nony4YeHust TMNOBOW BbICOKOYPOBHEBOW MOOEnu
W 3aKaH4YMBas ONpefeneHnemM YeThbipex apxXUTeKTYPHbIX NMpeacTaBneHnin (yHKLMoHanLHoe npeacraBneHue,
CMCTEMHOE NpeAcTaBrneHne, CeTeBOe NpeacTaBrneHne 1 NpeacTaBneHne NCNonb30BaHUA) TUMOBOW MOZENN.

Tunosas apxutekTypa VB cnyxut 6ason gns paspabotkv (cneunduumpoBaHns) KOHTEKCTHBIX KOHKPeT-
HbIX apxuTekTyp MB u, cnegosaTtenbHO, ANS peanbHbiX cucTeM. KOHTeKCTbl MOoryT ObiTh pasnuuHbIMK, HO
OOMKHbI BKIMoYaTh B ce0s1 DU3HEC-KOHTEKCT, perynaTopHbIA U TEXHOMOMMYECKUA KOHTEKCT, HanpMMep oTpac-
neBble BEpPTUKanuW, TexHonorudeckue TpeboBaHus M/vnn Habopbl HAUMOHaNbHbLIX KOHKPETHbIX TpeboBaHui
(cMm. pyucyHok 1).

v
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[

Tunoeasn
apxuTekTypa B

—=L Cucrema 1

':

Obwan Tunoeasn
apXuTeKTYpa
(HacTosL WA cTaHaapT)

PucyHok 1 — PaspaboTtka cuctem WB ¢ ucnonb3oBaHWeEM TUNOBOW apXMTEKTYPhI

KoHTekcTHan KOHKpeTHas
apxutextypa 2 =l Cucrema?2
KOHTeKCTHAA KOHKPeTHAA ,-|
apxuTeKTypa n Lol Cucrema n
KoHTakoTHRI® PeannaoBaHHbIe
KOHKpETHbIe CHUCTEMBI
apXATeKTYPbl

BOFIDOCIJI besonacHocmu ebix00am 3a pamMxku MONOXeHUU HacCmosueao cmaHOapma U A8MS0mMcs 0bb-
eKmom cmat—;dapmuaauuu npoghuUIbHLIX HAUUOHAbHbIX MEeXHUYECKUX KOMUMemos.
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FOCT P 70924—2023
(MCO/M3K 30141:2018)

HAULUWOHANBbHBIWA CTAHOAPT POCCUMNCKOWN PEOQOEPALULWUMK

MHcpopmayMOHHbIe TEXHONOTUU
WHTEPHET BELLEX
TunoBan apxuTekTypa
Information technology.

Internet of things.
Reference architecture

Oarta BeegeHna — 2024—01—01

1 ObnacTtb NnpUMeHeHus

HacTosawmi ctangapt onpegenseTt obLLyo TUNOBY apxuTekTypy MHTepHeTa Bewwen (MB) nytem onpe-
JeneHnsl CUCTEMHbIX XapakTepUCTUK, KOHUEeNTyansHOW MOAenu, TUNOBOW MOLENn W apXUTEeKTYPHbLIX npeq-
CTaBMeHun.

2 HopmaTuBHbIE CChIMNKX

B HacToAlwemM cTaHgapTe MCnonb30oBaHbl HOPMAaTUBHbBIE CChINKW Ha CredylolmMe cTaHgapThl:

FOCT P 27.303 (M3K 60812:2018) MeHedxmeHm pucka. Memod aHanusa audos u nocrnedcmautl om-
Kasoe

FOCT P 51901.5 (M3K 60300-3-1:2003) MeHedxmeHm pucka. Pykogsodcmeo o npumMeHeHUr Memodos
aHanusa HadexHocmu

FOCT P 56923/ISO/IEC TR 24748-3:2011 HMHgbopmayuoHHble mexHonozauu. CucmemHas u fpo-
2paMMHas UHXeHepus. Ynpaenerue Xu3HeHHbIM yuknom. Yacmb 3. Pykogodcmeo Mo MNpuMeHeHUr
NCO/MIK 12207 (lpoyecchl XU3HEHHO20 yuKIa rnpozpaMMHbIX cpedcms)

FOCT P 57100/ISO/IEC/IEEE 42010:2011 CucmemHas u npoepamMmHas uHxeHepus. OnucaHue apxu-
meKmypbl

FOCT P 57102/ISO/IEC TR 24748-2:2011 HMHghopmayuoHHble mexHonozauu. CucmemHas U fpo-
2paMMHas UHXeHepus. Ynpaenerue XU3HeHHbIM yukiom. Yacmb 2. Pykogodcmeo Mo MpuMeHeHUuro
HNCO/M3IK 15288

FOCT P 57193 CucmemHas u npoepaMmHas uHxeHepus. lNpouecck! XU3HEHHO20 yukna cucmem

FOCT P 58771 MeHedxmeHm pucka. TexHomoauu oUeHKU pucka

FOCT P CO/M3K 12207 MHpopmauuoHHas mexHonozusi. CucmeMHas u npozpaMmMHas UHXeHepus.
lpoyecchbl XU3HEHHO20 LUKa npoepaMMHbIX cpedcmes

FOCT P MCO/M3K 27000 HMHghopmayuoHHas mexHonoaus. Memodsl u cpedcmea obecnedeHus 6es-
onacHocmu. Cucmembl MeHedXxMeHma uHghopmMayuoHHoU bezonacHocmu. Obwul 0630p U MepMUHON02Us

FOCT P MCO/M3BK 27031 HMHghopmauuoHHas mexHonozuss. Memoods! u cpedcmea obecrniedeHus 6es-
onacHocmu. Pykosodcmeo no e0mo8HOCmuU UHOpMaUyUOHHO-KOMMYHUKAaUUOHHbIX mexHonozaut k obecne-
YeHuro HernpepbigHocmu bu3Heca

FOCT P MCO/M3K 27034-1 MHpopmayuoHHas mexHonozaus. Memodsl u cpedcmea obecneyeHust bes-
onacHocmu. beszonacHocme npunoxerud. Yacme 1. O630p u 0bujue NoHAMuUs

MapaHune ochbuumnansHoe
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FOCT P M3K 60300-1 MeHedxmeHm pucka. Pykogodcmeo rno MpUMEHEHUH) MeHeOXMeHma Haoex-
Hocmu

MpumevaHue — [lpu NONb3OBAHUM HACTOALLMM CTaHAAPTOM LienecoobpasHo NpOBepUTb OEMACTBUE CCbINOY-
HbIX CTAHO4APTOB B MHMOPMAaLUMOHHOW CUCTEME OBLLEro Nonb30BaHUA — Ha oduumansHoM caiTe PegepansHoro areHT-
CTBA N0 TEXHUYECKOMY PEryrnupoBaHunio U METPONOrMA B CETH MHTEPHET UNnn No exxerogHoMy MHOpPMaLYoHHOMY yKkasa-
Tenw «HaunoHanbHele CTaHaapThl», KOTOPLIA ONyBNMKOBaH MO COCTOSIHWIO HA 1 AHBaPA TeKyLLero roga, v no BbiMyckam
EXeMeCs4YHOro MHPoPMaLMOHHOTO yKasaTens «HaluuoHanbHble cTaHaapThl» 3a TeKyLWid rofd. ECnu 3aMeHeH CCbINOoYHbIN
CTaHAapT, Ha KOTOPLIN AaHa HeaaTMpoBaHHAA CCbINKa, TO PEKOMEHOYETCS UCMOMbL30BATE ASMCTBYIOLLYIO BEPCUID 3TOTO
CTaHgapTa ¢ YYeTOM BCEX BHECEHHLIX B AaHHYH BEPCUIO U3MeHeHU. Ecnm 3aMeHeH CCbINOYHbIA CTAHOApPT, Ha KOTOpbIi
[JaHa gaTupoBaHHas CChifKa, TO PEKOMEeHAYETCA UCMONb30BaTe BEPCUKD 3TOT0 CTaHdapTa ¢ YKasaHHbIM Bbille roaoM yT-
BepaeHWUs (NpWHATKS). Ecnn nocne yTBepXOeHWsl HacTOSLLIEro CTaHAapTa B CChIIOMHBLIN CTAaHAapT, Ha KOTOpLIA OaHa
AaTNpOBaHHas CChINIKA, BHECEHO M3MEHeHVe, 3aTparMeatoLLee NnonoxeHne, Ha KOTopoe JaHa CChinka, TO 3TO NONOXKeHue
peKoMeHIYeTCcA NPUMeHATL 6e3 yyeTa OaHHOTO U3aMeHeHus. ECNu CobiNoYHbIA CTaHaapT oTMeHeH 6e3 3aMeHbl, TO Nono-
eHMWe, B KOTOPOM [1aHa CChINKa Ha Hero, PeKOMEHAYETCA NPUMEHATL B HACTU, He 3aTparuBaloLLlen aTy CCbIMKY.

3 TepMuHbLI 1 onpeaeneHus

B HacTosilwem cTaHgapTe npuMeHeHbl TepMuHbl no [1].

4 CokpalweHun

B nacmosauwem cmaHOapme rnpuMeHeHbI! cnedyfougue COKpalleHuA:

nT — WHOPMaLWOHHBIE TEXHOMOMNK;
OBuK — oTonneHue, BEHTUNAUMS U KOHOWLWOHUPOBAHWE;
CMWB — cucteMa MeHedXKMeHTa MHAOpMaLMOHHON Be3onacHoCTu;
UMW — yenoBeKko-MalMHHbIA MHTEPIENC;
ADSL — acummeTpmyHas umdposast aboHeHTckas nuHusa (Asymmetric Digital Subscriber Line);
API — npuknagHon nporpamMmmMHbii uHTepdenc (Application Programming Interface);
ASIC — wuHTerpanbHas cxema cneumnansHoro HasHadeHus (Application-specific Integrated Circuit);
ASD — powmeH npunoxeHuin u cnyx6 (Application & Service Domain);
BSS — cuctema nogaepxku 6usHeca (Business Support Systems);
CPO — pykoBoguTens cnyx6bl no ronpocam npuaTtHocTu (Chief Privacy Officer);
CRM — ynpaBneHue B3aumMooTHOLWeEHKMAMK ¢ knueHTamum (Customer Relationship Management);
DPO — cneuwanuct no 3awuTe gaHHelx (Data Protection Officer);
FQDN — nonHocTbto onpegeneHHoe umsa gomera (Fully Qualitied Domain Name);
HTTP — npoTokon nepefaun runeptekcta (Hypertext Transfer Protocol);
laaS — wuHdpacTpykTypa kak ycnyra (Infrastructure as a Service);
IP — WHTepHeT-npoTokon (Internet Protocol);
ISC — Mepbl M CpecTBa KOHTPOMs M ynpasneHus 3awuieHHocTy cuctemsl VB (loT system Security
Controls);
KPI — knwoyeBble nokasatenu apdekTueHocTH (Key Performance Indicators);
LOB — 6wusHec-nuHuA (Line of Business);
MAC — ynpaBneHve goctynom k mynstumeana (Media Access Control);
OID — wpeHTudpukatop obbvekrta (Object Identifier);
OMD — powmeH akcnnyatauun u ynpaeneHms (Operation & Management Domain);
0SS — cucrtema akcnnyataumoHHon nogaepxkun (Operational Support Systems);
PaaS — nnatdopma kak ycnyra (Platform as a Service);
PED — pomeH duandeckux cywHocten (Physical Entity Domain);
PIA — OUEeHKa BO34encTBuMsA Ha npuBaTHOCTL (Privacy Impact Assessment);
RAID — pomeH goctyna u obmeHa pecypcamu (Resource Access & Interchange Domain);
REST — nepepnada coctosHuA npeacrtasneHus (Representational State Transfer);
RFID — paaunoyactoTHas ngeHtudukaumns (Radio-frequency Identification);
SaaS — nporpammHoe obecnedeHue Kak ycnyra (Software as a Service);
2
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SLA — CornaweHne 0b ypoBHe ka4vecTtBa (Service Level Agreement);

SCD — pomeH BocnpuaTusa u koHTpons (Sensing & Controlling Domain);

UML — yHudwmumpoBaHHbiin a3bik Mogenvposanus (Universal Modelling Language);
ub — pomeH nonb3oeatenen (User Domain);

URI — YyHUdUUMpOBaHHbIM naeHTudrkaTop pecypcos (Uniform Resource Identifier);
UUID — yHuBepcanbHbIi yHUKanbHbld ngeHTudukatop (Universally Unique Identifier).

5 CooTBeTcTBME TUNOBOMN apxutektype UB

ApXMTEKTypa cuctemel NB COOTBETCTBYET HAacTodwemMy cTaHaapTy, eClih B ONMUCaHU apXUTeKkTypbl CH-
CTEMbl, I'Ipe,EI,OCTaBl'IFIEMOI?I nocTaBWMKOM UMM CUCTEMHBIM MHTErpatopom, McCnofb3oBaHa TEPMWHONOIMA U
KOHUEenuna moaenmpoBaHud, onpeneneHHble B HacTodAleM CTaHgapTe.

6 Llenu n 3agaum TUNOBOW apXUTEKTYpPbl cuctembl B

6.1 O6wWwuMe nonoxeHus

TwvnoBas apxuTekTypa cuctemMbl MIB onpegenset obline xapakTepucTnkn cuctemel VB, KoHUenTyanbHyo
MOAenb, TUMOBYH MOLEMNb W PSIZ apPXUTEKTYPHLIX NPefCTaBMEeHUN, COrMAacoBaHHbIX C ONMUCAHUSIMU apXUTEKTY-
pbl no FOCT P 57100. O6LwuiA CTPYKTYPMPOBAHHEIA MOAXOA K NOCTPoeHUo cuctem VB fonkeH 3aknioyaTbes
B ONpefeneHnun CTPyKTyphl apxXUTEKTYpbl. TUNOBasa apxuTekTypa cuctembl MIB npegoctaenaet pekomeHgaLmum
ANs apxuTtekTopa no paspaboTke cuctemsl VIB 1 npegHasHadeHa AnsA 3aMHTepecoBaHHbIX CTOPOH cucteM WB,
BKITHOYas NMPOM3BOAMTENEN YCTPONCTB, pa3paboTyMKOB NPUNOXKEHWI, KITMEHTOB M MoNb3oBaTene.

HacTosawmi ctaHgapT onpenenser:

- 0buwue oxugaemMele xapaktepuctukm cuctem UB;

- KOHUEeNTyanbHyK MOAENb, ONPeAEns LY KITHYEBLIE NOHATUS cucTeMbl VB;

- TWUMOBY MOAENb, ONpefensaoLyo 0By CTPYKTYPY SMTEMEHTOB apXUTEKTYPLI,

- Habop COOTBETCTBYHLLMX apXUTEKTYPHLIX MPeacTaBeHnin C HECKOMNbKUX TOYEK 3peHus.

Ha pucyHke 2 nokasaHa TunoBas apxuTtekTypa cucTtembl VB, KoTopas BkoYaeT B cebs KoHuenTyanb-
HYK MOZErb, XapakTepUcTUKL, TUMOBYIO MOJENb U O4HO WUITM HECKOMbKO apXUTEKTYPHbLIX NpeacTaBneHun.

s ™
Tunoeas apXuTexTYpa

[ KoHuenTyansHas ] XapakTepucTHKW
Mogens
Onpegensar YuuThiBaKOTCA

Tunoeas Mogans

OnucsiBaeTcA

A
ApXWTEKTYPHbIE
NEeACTABNSHUA

. J

PucyHok 2 — CTpykTypa TUNOBOW apXUTeKkTypsl cuctembl VB

6.2 XapakTepMCTHKH

OBLMe xapaKTepucTUKK, KOTOpbIE OTPaXaloT KMYeBkle CBONCTBa cuctemsl VB, onpeneneHs! B pazae-
ne 7. dakTuyeckoe KonmYecTBeHHOE NPeacTaBreHne XapakTepucTuK pasnuyaeTcs A8 PasHbiX MPUNOKEHNI,
npu paspaboTke cucTeMbl apxutektop VB OonxeH y4ecTb, HACKOMbKO BaXKHLIMW SBMSAOTCSH COOTBETCTBYIOLME
KaTeropyuu Ans KOHKPeTHoN pa3pabaTbiBaeMOoOi CUCTEMBI.
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6.3 KoHuenTtyanbHasa mogenb

KoHuenTyanbHaa mogens onpefensieT NOHATUSA M MX NMOTMYECKy0 B3aMMOCBA3b. KoHUenTyanbHas Mo-
Oenb 1 0bume xapakTepucTUkM NpeacTaBnsoT coboll 0CHoBY M 060CHOBaHWE A8 apXUTEKTYPHbLIX 3NEMEHTOB
apxXuMTeKTYpHbIX NpeAcTaBneHuit, onpegenerHolx B pasgene 10. KoHuenTyanbHas Mofens onpefeneHa B pas-
nene 8.

6.4 TunoBasa mogenb u APXUTEeKTYpPHbLIE nNpeagcrtaBlieHUA

Tunoeasa mogens onpegeneHa B pasgene 9. Tunoeas mogens m dAPXUTEKTYPHbIE NpencTaBneHna noka-
3aHbl HA PUCYHKe 3.

a3 N
Tunoeas Mogenk W apXMTeKTYpHble NpegcTaBneHus
& N
ApXUTEKTYpHBIE NPeACcTABNEHUN
SyHKIMOHANEHOS NPeACcTARNSHWS ]
MpencTasneHne
QcHoBaHe Ha PasBepTLIBAHWA CHGCTEMBI
Tunoeas Mopens -
Henoneayst MpepcTaeneHuWe cassK
" e J
KoHusnumua nomeHa
MpeacTaBneHwe
WCMONE30BAHUA ]
. _J
9 E

PucyHok 3 — Tvnoeas MOOENb M apXMTEKTYPHLIE NPeacTaBneHus

Ha pucyHke 3 nokasaHa B3auMOCBA3b MEXAY apXUTEKTYPHbIMW NpeacTaBNeHUsMK, TUMOBOW MOAENbH
W KOHUuenuuen gomeHa. KoHuenuunsa goMeHa onpegeneHa B koHuenTtyansHon mogenu B 8.2.1.1 n 8.2.1.3. Tu-
noBas apxvMTeKTypa Takke NCMoNb3yeT KoHUenuuo goMmeHa. [NogpobHoe onucaHue TMNOBOW apXMTEKTYPLI Ha
OCHOBE JOMeEHa npeacraeneHo B 9.2.2.

ApXUTEKTYpHble NpedcTaBneHns onpegeneHsl B pasgene 10.

7 XapakrepucTuku cuctem B

7.1 Ob6wme nonoxeHun

B HacTosilemM pasgene onpegeneHsl XxapakTepucTuki cuctem MB. OyHKUMKM, OCHOBaHHLIE Ha BCEX UMK
YacTK 3TUX XapakTepUcTUK, MOryT BbiTb peannaoBaHbl B cucTeMax MIB. HekoTopble XxapakTepucTUKKU, Hanpu-
Mep Nogkn4aeMocTb CETH, ABNAKTCA (YHKUMOHANBHBIMK, Apyre — HedyHKUMOHANBHBIMU, HanpuMep O0-
CTYMHOCTb M COOTBETCTBME. Knaccudukauusa 1 nepedyeHb XxapakTepucTUk NpeacTaBneHbl B Tabnuue 1.
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Tabnuua 1— Xapakrepuctuku cuctem VB

Knaccudmkaums

Xapaktep1cTuka

7.2 XapaKTepucTUKn
[oBepeHHocTU cuctemel B

7.2.2 ocTynHOCTb

7.2.3 KoHthuaeHumansHoCTE

7.2.4 UenocTtHocTb

7.2.5 3awmTa nepcoHanbHbIX JaHHbIX

7.2.6 JocToBepHOCTb

7.2.7 CnocoBHOCTb K BOCCTAHOBMNEHWHD

7.2.8 besonacHocTb

7.3 XapaKkTepucTuku
apxuTekTypel cuctemMel VB

7.3.1 KomnoHyemocTb

7.3.2 PasgeneHre yHKUMOHAmNbHbLIX BO3MOXHOCTEN 1M BO3MOXHOCTER ynpaBneHnst

7.3.3 HeogHopogHocTb

7.3.4 CvnbHo pacnpegeneHHble CUCTEMBI

7.3.5 MNoppepxka ycTapeBLIUX KOMNOHEHTOB

7.3.6 MopgyneHocTb

7.3.7 MNopknio4aemMocTb CEeTH

7.3.8 MacwrabupyemocTb

7.3.9 BO3MOXXHOCTb COBMECTHOMO MCMNOMNb30BaHNsA

7.3.10 YHuKaneHaga ugeHTudunkauma

7.3.11 YeTko onpeneneHHbIe KOMMOHEHTLI

7.4 dyHKUMOHAmMNbHbIE
XapaKkTepucTuku cuctemsl VB

7.4.1 TovHOCTB

7.4.2 ABTOMATMYECKOE KOHPUrypupoBaHue

7.4.3 CooTBeTCTBME HOPMATUBHBIM TpeboBaHuaAM

7.4.4 'HhopMUPOBAHHOCTE O KOHTEHTE

7.4.5 M'HdhopMUPOBaHHOCTb O KOHTEKCTE

7.4.6 XapakTepuCTUKM OaHHbIX: 06beM, CKOPOCTb, 4OCTOBEPHOCTL, M3MEHYUBOCTL U
pasHoobpasune

7.4.7 OBHapy»XMBaeMoCTb

7.4.8 TubkocTb

7.4.9 YnpaBnaemocTb

7.4.10 CeTeBas cBA3b

7.4.11 YnpaBneHue 1 aKcnnyatauus cetu

7.4.12 CnocobHocTb paboThl B peXXrMMe peanbHOro BpeMeHu

7.4.13 CamoonucaHune

7.4.14 MNognuncka Ha cnyxby
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7.2 XapakTepUCTUKWN JOBepeHHOCTHU cuctembl B

7.2.1 O6wue nonoxeHnna

[JoBepeHHOCTL OnNpeaensaeTcs Kak CTeneHb JOBEPUSA K TOMY, YTO cucTema paboTaeT cornacHo oxuaa-
HUAM C TAKUMK CBOMNCTBaMM, Kak Be30nacHOCTb, 3alMLLEHHOCTb, NPUBATHOCTb, HAJEXKHOCTb M CNOCODHOCTb
K BOCCT@HOBIIEHMIO B YCMOBUSAX BO3OEWCTBUSA OKpyXatowen cpedbl, ownbok nepcoHana, CMcTeMHbIX cOoeB K
aTak.

B pamkax nonoxeHWi HacTOALWEro craHgapTta 3allUlUeHHOCTb ONPeaenseTca Kak COBOKYMHOCTbL A0-
CTYMHOCTU, KOH(PMOEHUNANBHOCTU U LENOCTHOCTH.

7.2.2 JocTynHOCTL

7.2.2.1 Onpepenexne

CoenacHo NOCT P MCO/M3K 27000 BocTynHOCTb — 3TO CBOMCTBO ObiTh AOCTYMHBLIM W FOTOBBIM K UC-
Nnonb30BaHWIC MO 3aMpocy aBTOPU30BaHHOW cyliHocTU. B cuctemax MB aBTOpu30BaHHLIMUW CYLHOCTAMM MO-
ryT BbITb KAk NONb30BATENW, TaK U KOMMOHEHTbI CNYX06.

7.2.2.2 Ponb B cuctemax VB

B cuctemax VB gocTynHOCTb paccMaTpyMBaeTCs Kak XxapakTepucTka YCTPOMCTB, AaHHbIX U cryx®. [lo-
CTYMHOCTb YCTPONCTBA CBA3aHa C ero BHyTPEHHUMMW CBOMCTBaMU KOPPEKTHOWN paboTkl HA NPOTSKEHUU BpeMe-
HW WM C ceTeBOW MOAKM4aeMOCTbi0 YCTPOMCTBA. [OCTYNMHOCTL AaHHBIX CBA3aHa CO CMOCOOHOCTLIO CUCTEMEI
ocylecTBnaTL Npuem/nepedady TpedyemMbix OaHHbIX U3 CMCTEMHOINO KOMMOHEHTa Unu B Hero. [locTynHocTb
cnyx6 ceBa3aHa co cnocobHOCTbI CUCTEMBI NPEAOCTaBNATh 3anpoLleHHyo cnyxby nonb3oBaTensmM ¢ npeg-
BapWUTENbHO ONpeaeneHHbIM Ka4ecTBOM 0BCNyKMBaHWSA.

7.2.2.3 Mpumepbl

B HekoTOpbIX KpUTUYECKUX MPUIOXKEHWUSIX, HAaNPUMeEP B MOHUTOpUWHre paboTocnocoGHOCTM unu obHapy-
EHUW BTOPXKEHWI, JOCTYMHOCTb YCTPOWCTB M AaHHbIX A0MKHAa ObiTe MakcMManbHOW, YToDBI CUrHanbl TPEBOTH
Mornu ObITb OTAPaBMneHsbl B CUCTEMY Cpas3y MpwW MX BOSHUKHOBEHWUW. [py NPOEeKTMPOBaHWW CUCTEMbI QOMKHEI
BbITh Y4TEHbLI BO3MOXHbIE BapWUaHTbl 0TKa30B M obecneyeHbl cpecTBa NPOAOIHKeHUA hyHKLWMOHUPOBAHWS, Ta-
K1e Kak pe3epBvpOBaHNEe UCTOYHUKOB NUTaHWA, pe3epBHbIe YCTPOWCTBA M HECKOMbKO 3K3eMMNIAPOB CryX0bl.

7.2.3 KoHdhmgeHuManbHOCTb

7.2.3.1 OnpepeneHune

CoanacHo NOCT P MCO/M3K 27000, koHthnaeHUNansHOCTb — 3TO CBOWCTBO MHpopMaLuUK BbiTb HEOO-
CTYMHOWM UMW 3aKPbITOWM ANA HEaBTOPW3OBaHHbIX NUL, CYLLHOCTEN UMW NPOLIECCOoB.

7.2.3.2 Ponb B cuctemax VB

B cucteme VB nonuTtuka n MexaHuambl 3alnThl KOH(PUAEHLNANbHOCTN peanuayrT 3anpeT YTeHnsa daH-
HbIX UMK YNPaBnaLWmux cooblleHni ANAa HEAaBTOPU30BaAHHbLIX MKAER NN CUCTEM.

KoHdmaeHumnaneHocTb ABnaeTcs HeabxogumbelMm ycnoBveM Ans BesonacHoi paboTel, ocobeHHO Korga
nepefaBaeMble JaHHble COAEPKAT CeKPEeTHbIe TOKEHb!, HAaNnpuMep 4N KoHTpona goctyna. KoHduaeHumans-
HOCTbL Takxke TpebyeTcs Ons 3alWThl KOHUAEHUWAaNbHBIX aHHbIX, KOTOpbIE MOTYT BKMo4YaThk B cebs nepco-
HanbHbIE AaHHbIe, Hanpumep UHOPMAaLMKO O NMMYHOM 300POBbe M (PMHAHCOBYIO MHOPMaUWIo.

7.2.3.3 MNpumepsbl

LaxHble, npoxogsawume yepes cuctemy KMB, moryT cuutateea koHpuaeHuMansHbIMU. KoHduaeHunane-
Hble OaHHble A0MKHbI ObITh 3aLlULLEHBI OT UCMOMNB30BAHWUSA B MPECTYMHLIX Liensx. JomkHo beiTe NnpegoTepalle-
HO HeHaanexallee UCMNOoNb30BaHWe NepcoHanbHbIX AaHHbIX. Hanpumep, No OaHHBIM AaTtymka obHapyxeHus
asuxkeHns VIB MoxeT ObiTh onpefeneHo, 3aHAT LeneBoi 0ObeKT UMK HET, YTO MO3BOMUT 3MOYMbILUNEHHUKAM
NMPOHMKHYTL Ha LeneBoi 0bbekT.

B cnyyae nHTennekTyanbHbix cHeT4MkoB MB vyacTtoTa nepegaBaemMbix cOOBLLEHUI HE OOMKHA 3aBUCETh
oT noTpebnsaemMon MOLLHOCTH, MOCKOSbKY MO 3TUM OaHHLIM MOXET OblTb ONpefeneHo, 3aHAT UeneBon obbekT
WMK HET.

7.2.4 LlenocTHOCTb

7.2.4.1 OnpeneneHne

CoenacHo MOCT P MCO/M3K 27000, LenoCTHOCTb — 3TO CBOWCTBO COXPaHEHWA NpaBUnbHOCTWA W Non-
HOTbI aKTUMBOB. [laHHas XxapakTepucTuka 0bbIYHO NPMMEHSETCA K MHDOPMAaLWun BHYTPW CUCTEMBI.

7.2.4.2 Ponb B cuctemax B

LlenocTHOCTL ABNAETCH KPUTUYECKWM BaXXHOW XapakTepucTukow cuctem WMB. [aHHble, ncnonssyemele
Ons NpPoLEeccoB NPUHATUSA peLlleHuid B CUCTEME U UCMONHAEMOM NporpaMMHOM obecneyeHuun, He OOIKHbI
ObITb M3MEHEHBI HEUCMNPABHLIMU UMW HEABTOPWU30BaHHbLIMW YCTPOMCTBAMM, 3MOYMbILLNEHHUKaMU UM YCITOBU-
AMUW OKpYKaKLLen cpeabl.

6
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7.2.4.3 MNMpumepbl

[Mpwu passepTbiBaHUK cUucTeMbl MIB cyllecTBYeT pUCK M3MEHEHNA OaHHbIX MPOMEXYTOYHbLIM YCTPONCTBOM,
UTO BNUSIET HA PYHKLIMOHUPOBaHWE cUCTeEMbI. Hanpumep, B npouecce 06paboTku nHpopMauuu, NpoMexyToY-
HbIA y3en npu o6paboTke NoOKasaHW O TeMnepaType U BMaxHOCTU B NMOMeLLEHUN He nepefan nokasaHus o
BNaXXHOCTU. B pe3yneraTte 4Yero perynatop BNaXHOCTW okasancsa 6e3 curHana obpaTHOW CBA3M U Nepeluen B
HepaboTocnocobHoe cocTosiHME.

7.2.5 3awuTa nepcoHanbHbIX AaHHbIX

7.2.5.1 OnpepenexHue

KoHLuenumsa 3amThl NepcoHanbHbIX 4aHHbIX YACTUYHO NepecekaeTcsl, HO He coBNadaeT NONTHOCTLI C KOH-
uenuuelt npueatHocTu. B cuctemax MB cylwHocT MoryT BknoYaTth B cebs Nnogeit, TEXHOMOrM 1 NpoLecchl.

B HacToslLeM cTaHgapTe NpUMEHEHO crneayrllee onpefeneHue TepMMHA «NepcoHarnbHble AaHHbIEy:
«nobana nHhopMmauns, KoTopast MOXeT OblTe MCNONb30BaHa ONa MAeHTUNKauMn Bnagensla nepcoHanbHbIX
OaHHbIX, K KOTOPOMY OTHOCUTCS Takas MHopMaLluWs, WU NPAMO UMM KOCBEHHO CBA3aHa C BNagenbLeM nep-
COHarnbHbIX OaHHbIXY.

3awmTa nepcoHanbHLIX OaHHbLIX JoMmkHA ObiITh obecneveHa B cnydae, korga cuctema MIB Ha nwoGom
aTane paboTtbl BKAO4YaeT B ceba nepcoHanbHble AaHHbIE. 3TO OTHOCUTCA KO BCEM NepcoHanbHbIM AaHHbIM, U3
KOTOPbLIX MOTYT ObITh MOMy4YeHbl, HanpuMep NyTem arperauuu, aHanuaom Unu pyruMmu cpeactesamu, MHdop-
MaTUBHbIE NepcoHarbHble AaHHble. [TPUHLMN MUHMMW3aLMWM aHHbIX YCTaHaBNUBAET, YTO OpraHn3auumn 4omx-
Hbl 0BpabaTbiBaTb TOMLKO MWHMMAanNbHO HeobxoauMmblie ONSA OnNpederneHHbIX Uerneil nepcoHanbHble QaHHbIe.
MepcoHanbHble AaHHble 4OMKHbI ObiTh yaaneHbl, korga 6onblue He TpebytoTcs.

7.2.5.2 Ponk B cuctemax VB

ITiobas cuctema VB, koTopas cobupaet, nony4yaeT, obpabaTeiBaeT w/unu ocylectenaetr obmeH nepco-
HanbHLIMW OaHHBIMUK, OOMKHa obecnedynTb NOMHOE COOTBETCTBME Takux cuctem MB 1 ux BzaumoneincTeus ¢
apyrumu cuctemamu MB (nnmn MT-cuctemamm B Lenom) TpeboBaHMAM 3alnThl NePCOHANbHbIX AAHHbIX.

7.2.5.3 MNMpumepsbl

HesaBucumo oT chepbl npumeHeHuss VMIB (Hanpumep, HOCUMble YCTPOMCTBA, CUCTEMbl MOHUTOPWHIA
30paBOOXpaHeHUs, CUCTEMBI MPON3BOACTBA WM CTPOUTENBLCTBA, aBTOMODUNBHAA M 3HEepreTnyeckas npoMblLL-
NEeHHOCTbL UMK «yMHble OoMay) Brnageney u onepatop cucTemsl VB OeACTBYOT Kak KOHTPONMep NepcoHans-
HbIX AaHHbIX M AOMKHbLI 0becneynTh, YTobkl B cucTemMe B Gbinu onpegeneHsl U peanni3oBaHbl Heobxogumble
3NeMeHTbl ynpasneHus 4OCTYNOM W 3aLWTON AaHHbIX.

7.2.6 locTOBEpPHOCTL

7.2.6.1 OnpepneneHue

CozanacHo MOCT P MCO/M3K 27000, 0oCTOBEPHOCTL — 3TO CBOWCTBO COOTBETCTBUS NMpPenyCMOTPEH-
HOMY NMOBeAEeHW U pe3ynstatam. [Qns COOTBETCTBUSA CUMCTEMHBIM TpeboBaHWMAM OormKkeH BbiTb obecnedeH
Hagnexaluin YpoBeHb JOCTOBEPHOCTU TakUX YHKLMOHAMBHBIX BO3MOXHOCTEN, KakK CBA3b, 0bcnyxuBaHve n
yrpasneHue AaHHbIMU.

LleneBoi ypoBeHb AOCTOBEPHOCTU CNedyeT paccMaTpuBaTh B OTHOLLEHWMU PUCKA, CBA3AHHOMO C CUCTe-
moi NB. Paspabotymk cuctembl VB gormkeH NpoBecTy oueHKy pucka. OLeHka pucka MoXeT ObiTb NpoBeaeHa
B cootBeTcTBUM ¢ FOCT P 58771.

7.2.6.2 Ponb B cuctemax KB

Heobxoaumo obecneunTs Haanexaluin ypoBeHb JOCTOBEPHOCTU NS PA3NUYHLIX BAPUAHTOR pa3Bep-
ThiBaHWUS cUCTEMbI U NpunoxeHud B. [10CTOBEpPHOCTL SABASIETCS KPUTUYECKUM napaMeTpoM BO BCeX CUCTe-
Max ynpasrieHus ¢ obpaTHOI CBA3bI.

7.2.6.3 MNMprmepbl

[locToBEPHOCTL AaHHbLIX UMEET NepBOCTENEHHOE 3HAYEeHWe AN NPOLECCOB NPUHATUS peLlleHui B 6onb-
wrHcTee cuctem WMB. OTCyTCTBME MNU UCKAXKEHWE OAHHBIX MOXET MPUBECTM K MPUHATUKD HENPABUMbLHOMO
peleHua unu cbow NpuHATKUS pelueHus. [1oCTOBEPHOCTE KOMMYHUKALMOHHLIX ceTeln obecnedunBaeT gOCTynN-
HOCTb M KOpPPeKTHY paboTy cuctem VB, 0cODEHHO B KPUTUHECKM BaXKHBLIX CUCTEMAX UMK NMPUIOKEHMWAX.

lpumep — lMpoMexymoyHkIll y3en e npouecce 06pabomku eéHec U3MeHeHUs e U3MepeHHoe 3HavYeHue mem-
nepamypsl, a cucmemMa KoHOUUUOHUPO8aHus1 603dyxa npu 3MOM Ha4arna ucronbL308ams He peansbHoe, a usMe-
HeHHOe 3HaYeHUe meMnepamypsl; 4mMo npueesio K He803MOXHOCMU NoddepxaHusi 3adaHHOL meMrepamypal.
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7.2.7 CnocoBHOCTb K BOCCTAHOBNEHUKD

7.2.7.1 OnpenenexHne

CnocoBbHOCTb K BOCCTAHOBMEHUD — 3TO cnocobHocTe cuctemel MIB nnu ee KoMnoHeHTOB rMbko agan-
TUPOBATLCA W NPOAOMXKaTb (OYHKLUOHUPOBATL NpU HaNnu4My oWNBOoK, HEUCNPABHOCTENW WU OAPYTUX Cry4variHbIX
M3MeHeHuIn 6e3 NoTepy YPoBHSA (PYHKLUOHUPOBAHUSA WU NPOU3BOOUTENBHOCTH.

7.2.7.2 Ponb B cuctemax B

B cuctemax MB cnenyet npeoycMmoTpeTb c60M CBA3M, YCTPOWCTB MMM MPOrPaMMHbIX KOMMOHEHTOB, KO-
Topbie 6e3 Hagnexallero NPoeKTUPOBaHUA MOTYT Bbi3BaTh rmobanbHblil cbol cuctemsl. Cuctembl B gomkHbI
BbITb CNPOEKTMPOBAaHLI ANa obecnedyeHnsa cnocoBHOCTM K BOCCTAaHOBMEHUIO, B TOM YUCMEe C UCMOMNb30BaHUEM
METO[10B CAMOKOHTPOMSA 1 CAMOBOCCTAHOBMNEHUSA AN NOBLILLEHUA YCTONYUBOCTA CUCTEMBI.

7.2.7.3 Tpumepbl

Cuctema VB gomkHa nMeTb cnocobHOCTb K BOCCTAHOBMNEHUIO Npu cboax B paboTe wnw3os ans obecne-
YEeHMWs NOCTOAHHBLIX KaHAaMN0B CBS3M MEXAY KOMNOHEHTaMK NporpammMHoro obecnedyeHns n yctponctsamm VB.

OpgHumM 13 meTogoB obecneyeHns cnocobDHOCTM K BOCCTAHOBMNEHWUIO ABNSAeTcs nobaBrneHne pesepBHbIX
YCTPOWCTB U NMWHWUA CBA3U B CXEMY «Bedyllui — Benombiid» (master-slave), B COOTBETCTBUM C KOTOPOM B
crny4ae 0TKasa [MaBHOro yCTpOWCTBa MMEETCSl pe3epBHOE YCTPOWCTBO ANSA BbINOMHEHUSA PONK BeAyLIEero Unm
pe3epBUpYOTCH BEOOMEIE YCTPONCTRA.

[na cetei cTpyKTypa A4encToi ceTn obrnagaeT cnocoOHOCTEIO K BOCCTAaHOBMNEHUIO NMPW OTKa3e OOHOM0
KaHarna wunv ogHoro yana, Tak Kak AaHHble MOryT nepefaBaThCsl U3 UCTOYHMKA B CTOK MO ansTepHaTUBHOMY
MapLUpyTY.

CnocobBHOCTL K BOCCTAHOBMEHUK MOXHO CPaBHWUTbL C OTKA30YCTOWYMBLIM PEXMMOM KOMMbKTEPA UMK
aBapUiHbLIM pexXnumMoM aBTomobuns. MoryT BeiTb BeINONMHEHbI OCHOBHLIE OYHKLMKW, HO NonHasa OyHKUMOHAamNb-
HOCTb HEBO3MOXHA.

7.2.8 be3zonacHocTb

7.2.8.1 OnpepeneHne

BesonacHoCTb — 3TO COCTOSIHME, B KOTOPOM PWCK HaHeCeHusi Bpeda (nuuy) unu ywepba orpaHuyeH
00 NMprueMnemoro ypoBHS. Puck onpenensieTcs BepOATHOCTbBIO NPUYUHEHUS Bpeaa U TSKeCcTbio 3TOro Bpeaa.
Bpen BkntouaeT B cebs TpaBMbl Mnu yuiepb 300poBLI0 Nofeln U yulepd MMyLLecTBY UMW OKPYXarLLlen cpeae.
Bpen moxeT BbiTh BbI3BAH HEWCMNPABHOCTLIO, OLIMOKON MNW HECYACTHEIM cnydYaem. BoilleykasaHHble Xapak-
TePUCTUKM onucbiBaloT Tpebyemoe nosefeHWe CUCTeMbl MPW NpaBUNbHOR aKcnnyaTauMu, 6e30nacHoCTb ke
BKMio4aeT B cebs paccMOTpeHWe BUOOB HEUCNPABHOCTM C LieNb NpeqoTBpaLleHus, COKpaLLeHna Unn cMarye-
HUS BO3MOXXHOCTU BO3HWKHOBEHUS! HEeXenaTenbHbIX Pe3ynsTaToB; B YacTHOCTH, yilepba, Bpeaa nnn ybbiTKOB.

7.2.8.2 Pone B cuctemax B

MHorune cuctemsl VB pazeopaunBaroTcs B Takux obnactax NpUMEHEHWA UMM SKCNMNyaTaunoHHBIX YCrno-
BUAX, NPU KOTOPLIX MOXET BO3HUKHYTE yLLepO, noTepu, TpaBMbl UMW CMEPTb BCNeACTBME HENPAaBUILHOIO pe-
LWeHns npobnem HencnpaBHOCTEW. BO MHOMMX aKCMyaTauMOHHBIX YCIIOBMAX paspeLleHne Ha aKkcrnyatauuno
WUNW paspelleHne Ha NOAKMYeHWe He BbOAKTCA, eCln He BLINONHAKTCA TpeboBaHna K 6e3onacHoCTy.

Oaxxe B obnacTax npuMeHeHUs, B KOTOpLIX cobniogeHne ctaHOoapToB BeaonacHoCTH ABnaeTcsa HeobAsa-
TenNbHbIM, HAANEXalun y4eT akTopoB 6e30MacHOCTM UMEET 3HAUUTENBHOE BMUSIHWUE HA TaKWe acneKThl KakK:
noepexaeHne obopynoBaHusa, NpegoTBpaLleHe TpaBM UMM CMEepPTU, CTPaxoBble NMPEMUK, NPABOHAPYLLEHWS
1 OTBETCTBEHHOCTb U T. A.

7.2.8.3 lNpumepsl

Obnactn npumeHeHunsa cuctem WB, B KoTopbix TpebyeTcs yunTbiBaTk CTaHAapThl MnuM TpeboBaHua es-
ONacHOCTH, BKNOYalT B cebs NPOMbLILLNEHHOCTh, MeguLUHY, TPaHCNOPTHLIE NepeBo3KM (aBMaLns 1 aBTOMO-
BunbHas MHAycTpWa), TOBapbl LUMPOKOro NoTpebneHuns, CTPOUTENLCTBO U MOHUTOPWHE OKPYXKakLWen cpeasbl.
BonbLUMHCTBO CTpaH ycTaHaBNMBaeT HOPMAaTKMBHbIE TpeboBaHUsA, KacarwLmMecs Takux obnacte NpuMeHeHns,
KaK Hanpumep, noxapHasa 6esonacHocTh, 6e30NacHOCTb HAUMOHANBHLIX FPaHUL, MOHWUTOPUHI pagnauUMOHHbIX
noBpexaeHnin B 6oNbHNLAX U LeHTpaXxX SAepHbIX MCCNeaoBaHWA.

7.3 XapakTepUCTUKU apXUTeKTypbl cuctembl UB

7.3.1 KomnoHyemocTb

7.3.1.1 Onpenenexune

KomnoHyemocTe — aT10 cnocobHocTe 06beauHATE OTAenbHble KoMnoHeHTel B B cuctemy VB onsa go-
CTUXEHWUS pada Lenen u 3ajau.
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7.3.1.2 Ponb B cuctemax KB

CuctemHasn nHTerpauus, QyHKLMOHaNbHas COBMeCTUMOCTb M KOMMOHYEMOCTb ONPEeaensoT, Kak yHK-
LWOHanbHbIE KOMMOHEHTLI cobupatoTea B eduHyr cuctemy MB, kak pyHKUMOHANBHEIE KOMMOHEHTHI coeau-
HATCS ApPYr C APYrOM, W KakMe MeXaHW3Mbl CBA3bIBAHWS WMCMONL3YKTCA (Hanpumep, OUHAMUYECKUA Unn
CTaTU4EeCKUA, areHTHbIA UM OAHOPAHIoBLIN). PyHKUMOHANBHAA COBMECTMMOCTb M KOMMOHYEMOCTb SABMSOT-
Cs1 BaXKHbIMW acnekTamu B knbep- n cusmyeckom npoctpaHcTeax. KomnoHyemocTe HanaraeT 6onee ctporve
TpeboBaHusl, Yem PYHKLWOHaNbHaA COBMECTMMOCTb, TaK Kak KOMMNOHYEMOCTb TpebyeT He TONbKO COBMECTH-
MOCTM KOMMOHEHTOB C MX WHTepdencamum, HO U B3aMMO3aMEHSAEMOCTU C OPYIMMKW KOMIMOHEHTaMu TOro Xe
poda. Kak MUHUMYM, 3TU KOMMOHEHTEI MMEHT CXOXKYH KOHCTPYKLMIO U YNydlleHHbIe XapaKTepUCTUKU, Takue
Kak Bpems, NpoM3BOAUTENLHOCTL, MaclUTabupyeMoCcTs W 2aLlMLLeHHOCTb. Korga KOMNOHEHT 3aMeHseTcs Opy-
MM aHanornyHblM COBMECTUMbLIM KOMMOHEHTOM, 06LUMe DYHKUMN U XapaKTePUCTUKU CUCTEMbI, KaK MUHUMYM,
OOMKHbl OCTaBaTbCH HEM3MEHHbIMW, HO MOXET ObITh paspeLleHo BHECEHWE YNy4LIEeHWA B (OYHKLMK 1 Xapak-
TEPUCTUKMA CUCTEMBI.

7.3.1.3 MNMprmepbl

OaHWM 13 NPUMEPOB KOMMOHYEMOCTU ABNAETCH AaTUYUK TeMNepaTypbl B 0OMCHOM 34aHUKM C YeTKO onpe-
JeneHHbIMY BO3MOXHOCTSIMU U CTaHOAapTU3UPOBaHHLIM UHTepdeicom cnyx6. [latumk Temnepatypbl MOXET
ObITb MHTerpupoBaH B cuctemy OBuK n ncnonbzoeatbecsi B ynpaBneHun TeMnepaTypoi KOMHaThl M 34aHUA.
Takke AaT4UK MOXET OblTb MHTErPMPOBaH B CUCTEMY aBapWMNHOMO pearrMpoBaHus ONs CryyYas NnoKapHoW Tpe-
BOMM W MPELOCTaBNsATb AaHHbIE COTPYAHMKaM cryXbbl pearMpoBaHna O KOMHaTax ¢ MCTOMHUKOM OTHS.

BTopbiM ypOBHEM KOMMOHYEMOCTW (MK, BO3MOXHO, (PYHKLMOHANLHON COBMECTUMOCTM) MOXKET ObiThb
koHTponnep WB. KonTponnep VB 3aBucuT oT nocTaBLLMKa Ha MHTepdeice mexay KomnoHeHTom VB n ynpas-
naembIM PU3NYECKUM YCTPONCTBOM MpoLlecca (HanpyMMmep, KnanaHom, ABUratenem, nepeknioyarenem, Haco-
COM WNK BEHTUNATOPOM), HO SIBMAETCA NOMHOCTLI0 3aMeHseMbIM Ha MHTepdeince mexay yctporncTesoM VB 1
ocTanbHoOM YacTeto cuctemsl MB. B gaHHoM npumepe yctpoinctso VB ByneT cBoero poga «npoMeXyTOHHbIM
nporpamMmmMHbIM obecrnedeHmemM» Mexay He3aBUCUMOWM OT NOCTaBLMKa MHdpacTpykTypon MB 1 ynpaensiembl-
MU OU3NYECKUMU YCTPONCTBAMU UMM MEXAHU3MaMKU KOHKPETHOMO NocTaBLUKMKA.

7.3.2 PazpeneHne (pyHKLUMOHaNbHLIX BO3MOXHOCTEN U BO3MOXHOCTEN YNpaBneHUs

7.3.2.1 OnpepgeneHue

PazpneneHve qyHKUWMOHAMNbLHLIX BO3MOXHOCTEN U BO3MOXHOCTEN YNpaBNeHWa 03HavaeT, YTo PyHKLUKUO-
HanbHble MHTEpMENCh U BO3MOXHOCTW MB-komnoHeHTa (Hanpumep, MB-ycTpoicTBa) 0AQHO3HAYHO OTAENS-
IOTCH OT UHTEPPENCOB U BO3MOXHOCTEN YrpaBneHusa JaHHOro KOMMNoHeHTa. Kak npaBuno, 3To 03HavaeT, yYTo
UHTEepdernc ynpaBneHnsa HaxoauTCca Ha OKOHEYHOW TOYKe, OTMMYHOM OT OKOHEYHOW TOYKM (DYHKLUOHAMNBHOMO
uHTepderica, a BO3MOXHOCTH ynpaeneHusi 0bpabaTeiBatoTCA NpOrpaMMHbIMKM KOMIMOHEHTAMM, OTNIUYHLIMW OT
NPOrpaMmMHbIX KOMMNOHEHTOB, 0BpabaTbiBaowmMx QyHKLMOHANbHbLIE UHTEPMENCHI.

7.3.2.2 Ponk B cuctemax VB

Bo3amMoXXHOCTK ynpasneHns U oyHKLNOHANbHbIE BO3MOXHOCTU UMEIOT NOrMYecKn pasHble:

- uenu (BeinonHeHue/gencTeue Nbo MHopmMmaums/onucaHme);

- ponu none3oBaTene (pPexum KOHTPOMS U BHECEHUS U3MeHeHWUin MMBo drakTbl U MHOpMaLMs O nepe-
Jadax v notpebnexnunn);

- KnaccuukaLui U TUNbl JaHHbIX (TEXHUYECKUE AaHHBIE UNKW AaHHbIE O cucTemMe Nubo nepcoHansHble/
MHopMaTUBHLIE/OBLLEAOCTYNHBLIE OaHHbIE);

- O0OCTyn (Hanpumep, onepaTtop MOXeT NOoMy4YMTb JOCTYN K HAacTPOWKe CMCTEeMbl, HO He K CODpaHHbIM
nepcoHanbHbIM JaHHbIM; MO0 MoNb3oBaTeNnb MOXET MOMYYUTh AOCTYN K NepCOoHanbHbIM OaHHBIM, HO He K
M3MEHEHWI0 HaCTPOEeK CUCTEMBI);

- MpPOTOKOSbI, hopMaThl U XXU3HEHHbIE LMKLI (HANPUMED, NOAAEPXKA MHOXECTBA NPOTOKONOB KOHTPOIS
nubo mMeTagaHHbIe/CTPYKTYpa nepegaBaemMoil MHopMaunmn, YTo 0cOBEHHO BaXKHO C yY4ETOM OyHKLUOHATNb-
HOW COBMECTUMOCTHW 1 COCYLLIECTBOBAHMWSA HECKOMbKUX BEPCUIA N BAPMAHTOR YNPaBNeHYEeCKUX BO3IMOXHOCTEN).

Kak npaBuno, pasnvyns B BO3MOXHOCTAX NPUBOAAT K pasnuyMsmM B pUCKax W, cregoBaTenbHo, TpebytoT
pasnu4yHbIi KOHTPOmb 6e3onacHocT. Hanpumep, nonutuka xpaHeHusa npu pabote ¢ PyHKUWOHANBHBIMW JaH-
HBIMW MOXET He NMPUMEHATLCH K AaHHbIM YMPaBneHusl, KOHTPOMNb 4OCTYNa MOXeT ObiTb MeHee CTpOorum Ans
nonb3oBaTenst U CTPOruMm ANS agMUHMCTpaTopa.

lMoBcemecTHoe pacnpocTpaHeHue B npakTuyecku Bo BCex cdhepax XKU3HW YBENUYMBAET NOBEPXHOCTb
aTaky, yBenu4MBaeT YACMO NOTEHUMANBHbIX Lenei atakm n YacTo AenaeT HesaeKTUBHLIMY TakMe Mephbl, Kak
KOHTpOnb huandeckon besonacHocTu. Kn4yesoil ocobeHHoCTI0 VB aBnseTcs coeqMHeHne MHOTOYNCIEHHbIX
nepudepuiiHbIX KOMNOHEHTOB APYr C APYIrOM W C KOMMOHeHTamMu ciyxbbl MB. 310 yBenuynaeT npobnembl
©esonacHOCTK, NOCKONbKy fobasneHne cnaboro 3aBeHa fenaeT B Lenoyky cnaboi. MpunoxeHus n cucte-

9
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Mbl, paHee paboTaBLUMe B XOPOLLO 3alULLEHHbIX LeHTpax 06paboTkM gaHHbIX, MOTYT NoABEpraTbCs AOMOITHU-
TernbHbIM Yrpo3am Yepes3 NoOKITHYeHHbIe KOMMOoHeHTbI VB.

OToeneHve BO3MOXHOCTEN ynpaBrneHust OT PyHKLUOHANbHLIX BO3MOXHOCTEW obecnedynuBaeT unu ycu-
NUBaET BO3MOXHOCTE NPUMEHEHUS Pas3NUuYHbIX MEXAHU3MOB aBTOpPU3aLMK, ayTEHTUUKALMKA U 3aLLUUThI UK
OrpaHUYeHUI K yNpaBneHuo B OTNINYME OT (OYHKUWOHAaNbHbIX BO3MOXHOCTEN. LLInpokoe coBMecTHOE MCnonb-
30BaHune faHHbIx cucTtembl MB MOXeT ObiTb NONe3HbiM unu TpebyemMbiM, OOHAK0 B HEKOTOPLIX Cry4Yasx Heob-
XOOQUMO OrPaHWYMTb KOHTPOIb CUCTEMbI UNKU KOMMNOHeHTa VB Tonbko ana nogMHoOXecTBa CyLHOCTEN, KOTO-
pPbIM MPeaoCcTaBNeH0 COBMECTHOE UCMONb30BaHWe OaHHbIX U3 cuctemsl NB.

7.3.2.3 Mpwvmepsl

[ns npenocTaBneHWs 4aTYMKOB U AaHHbIX cuctemel B ons cuctem OBuK nnu gpyrux cuctem ynpaene-
HUA 30aHneM MoxeT TpeboBaThCs COBMECTHOE WCMONb30BAHUE AAHHBIMU C OPYTMMU B3aUMOCBA3aHHbLIMUY CU-
cTemamu (aBapuiHble CUrHanbl, ynpasneHue JOCTYMNOM, ynpaBneHne nMTaHueM Unu SONoNHUTENbHOE anek-
TponutaHue W T. 4.). Mpun 3TOM ynpaeneHme cuctemoil obecnevmBaeT cobniogeHne CUCTEMHbBIX OrpaHnYeHni.

7.3.3 HeogHOpogHOCTL

7.3.3.1 Onpenenexne

Cuctema WB, kak npaBuno, coctouT 13 Habopa pa3zHOODpa3HbIX KOMMNOHEHTOB U (PU3NYECKUX CYLLHO-
CTel, KOTopble B3aUMOAENCTBYHOT pa3nNuyHbIMK crnocobamu.

7.3.3.2 Ponb B cuctemax VB

Cwucrema WB, kak npaBumno, SBNSETCS MEXCUCTEMHON, MEXMPOAYKTHON M MexaoMeHHoW. Peannsauums
nonHoro noteHuymana VB tpebyeT B3anmoaencTBMs HEOOHOPOAHbLIX KOMMOHEHTOB WM cucTeM. HeogHopoa-
HOCTb CO30a€eT MHOIMoYMCeHHble NpobnemMsl 4ns B3aMMOCBA3aHHbIX cuctem MB.

7.3.3.3 MNMpumepbl

CylLlecTBYIOT pa3nMyHble MPOMBbILUNEHHbLIE KOMMYHWKALMOHHLIE TEXHONOMMK, YTO NoApasymMeBaeT pas-
JINYHbIE HEOO4HOPOAHbLIE KOMOWHaLMK CBA3W B MOOKMIOYEHHOM MPOWM3BOACTBEHHOM obopygoBaHWMM, YCTPOW-
CTBax KOHTPOMS W ynpaeneHws. 3aBo4 MOXET WMETb HECKONbKO MPOM3BOACTBEHHbLIX JNWHWIA, KOTOPbIE
pacwWupsaTCA NO Mepe yBenuYeHusa oxoaos oT 6M3Heca. MNocTeneHHoe paclpeHne MOXeT YBeNUYUTE pas-
HOOOpa3ne OKOHEYHbLIX TOUEK CBSI3W U, B KOHEYHOM UTOre, YBEMUYMNT HEOOHOPOOHOCTL BCEN CUCTEMBI.

7.3.4 CunbHoO pacnpegeneHHble CUCTEMBI

7.3.4.1 Onpepnenexune

PacnpeneneHHble cUCTEMbl ABNAOTCH PYHKUMOHANBHO UHTErPUPOBAHHBIMA U COCTOAT U3 NOACUCTEM,
KOTOPbIe MOTYT BbITh hM3MYeCcKn oTaeneHbl M YAaneHHO pacnonoXeHbl Apyr oT Apyra. [ogcucTemel, Kak npa-
BWUMO, COEAMHEHbl KaHanom cBfA3uW (Hanpumep, no WuHe nepeaayu gaHHbIX).

CunbHO pacnpefeneHHble CUCTEMbI He 00s3aTenbHO SABMSTCA CTALWMOHApPHLIMW BO BpeMeHWU. Heko-
Topble cucTemebl, Takme kak RFID-oTcnexuBaHue, MMeKT BbICOKYH CTeneHb MOBUNBHOCTU AN OTAEeNbHbIX
YCTPOWCTR, YTO MNPMBOAUT K MOCTOSIHHO MEHSOLLENCS TONOMNOruu.

7.3.4.2 Pons B cuctemax B

Cwuctembl MIB MoryT oxBaTbiBaTb 34aHUA, ropoga v Becb Mmp. MoxeT ObiTh LUMPOKOE pacnpeneneHue
OaHHbIX, KOTOpble MOTYT XpaHUTbCS Ha nepudepun cetu W/WnW LieHTpann3oBaHHO. PacnpegeneHne Takke
MOXKeT NpUMeHsTLCA K 0BpaboTke: ogHa YyacTe 0O6paboTku NpoBOAUTCA LeHTPanuM3oBaHHO (B 0bnadvHbIx cep-
BMCax), a Apyras 4yacTb — Ha nepudpepuun cetu, wnw3sax VB unu gaxe BHyTpU 0aTYNKOB U UCMOMHUTENBHBIX
YCTPOWCTB.

7.3.4.3 lMpumepsl

Ona koHuenuum «MHaycTpra 4.0» NpoOM3BOACTBO MOXET BKMNoYaTh B cebs yMHble NPOM3BOACTBEHHbIe
CUCTEMBI C pacnpeneneHHbIMA NMUHUAMK cOopKKU. [laHHble NMUHUKN NPOTATMBaTCA Yepes HeCKoNbKo npeanpu-
ATUA U TECHO UHTErPUPYHOTCA C YOaneHHbLIMK MOCTaBLMKaMUW, NMOTMCTUYECKMMUN KOMNAHUAMM, NOCTaBLLIUKAMMU
1 notpebutenamMu peiHka, YToO NpeacTaBnseT cobon ropn3oHTaNbLHYH MHTErpaLuio.

7.3.5 NoapepxKa yctapeBlUMX KOMINOHEHTOB

7.3.5.1 OnpenenexHne

MopaepKa ycTapeBLUMX KOMNOHEHTOB cucTemoii B o6o3HaqvaeT ncnofb3oBaHne CyLecTBYLWMX yCTa-
HOBIMEHHbIX KOMMOHEHTOB, Jae eCrni 3TW KOMMOHeHTbl UCNOSb3YHT TEXHONOrMK, KOTopble 6ornee He ABMST-
Csl CTAaHOAPTHLIMUW UMW YTBEPXKOEHHBIMW. TaKUMKU KOMNOHEHTaMK MOTYT BbITh cryx6a, NpoToKon, YCTPONCTRO,
CUCTEMA, KOMMOHEHT, TEXHONOMUA UMK CTaHOapT.

7.3.5.2 Ponb B cuctemax B

Moofepxka MHTerpaunm yctapeBLUMX KOMMNOHEHTOB U MUTpaLMi Ha HOBble BEPCUN UMEKOT BaXKHOe 3Ha-
JdeHue. NMoMUMO NOJOEPKKN YCTapeBLUMX KOMMOHEHTOB CTPYKTYPa HOBbIX KOMMNOHEHTOB M CUCTEM He [0MKHa
UMeTb HeoDOCHOBaHHEIX OrpaHvyeHuid Ansa Oyayulero passutus cuctembl. Bo m3bexaHue Heuenecoobpas-
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HOTO MHBECTMPOBaHWA B yCTapeBLUME KOMMOHEHThbl, OOMKEH ObiTb paspaboTaH nnaH agjanTauuu ycTtapes-
LWIMX KOMMOHEHTOB U MUrpaLyy Ha HOoBble Bepcuu. [1pn MHTerpauumn yctapeBLUnX KOMNOHEHTOB OOMKHbI BbITh
obecneyeHbl TpeboBaHWS K 3aLUWLLEHHOCTU, NMPOU3BOOUTENBHOCTU U (OYHKUMOHANBHOCTW. Vcnonb3oBaHue
yCTapeBLUNX KOMMOHEHTOB MOXET YBEMUUYUTL PUCKU U YA3BUMOCTU. [1OCKONBKY COBPEMEHHbIE TEXHOMOIMM
Hen3bexHo ycTapeBatT, HeobxoauM NpoLEece yrnpaeneHus yctapesLlMy komnoHeHTamu VIB. B cuctemax VB
pasHble NMOAKIYEHHbIE YCTPONCTBA MOTYT MMETh PasHble XKU3HEHHbIE UMKMbl 1 pacnucaHne obHOBNeHUH, 4To
cO3aeT OOMONHUTENbHbLIE TPYAHOCTU ANS yNpaBreHus ycTapeBLlUnMn anemeHTamm MB.

7.3.5.3 MNMprmepbl

OfHWYM M3 NPUMEpPOB Nepexofa OT yCTapeBLUEro KOMMNOHeHTa ¢ obecrnevYeHMeEM COBMECTUMOCTU SABNSA-
eTcs NnocTeneHHbI nepexod oT TpeboBaHWIA YeTBEPTOM BepcuM WHTepHeT-npoTokona IPv4 k TpeboraHuAM
LecTol BepcUn MHTepHeT-npoTokona IPv6. OrpaHuuyeHuna agpecHoro npoctpaHctea IPv4 1 npotokona IPv4
M3BECTHbI, U B Byaoywem OyaeT ocyliecTerneH nepexoq K IPv6, HO Temn aToro nepexoga NoCTOAHHO MEHSeTCs
B 3aBMCMMOCTW OT pasnuyHbix hakTopoB 1 obcToATenbeTB. [JaHHbl nepexos ocobeHHo aktyaneH ans MB ¢
y4yeTom GONbLIOro KONM4YecTBa YCTPOWUCTE ANs NOAKIHYEHWs.

MHorve cyulecTBylWMe CTaHAapTel W NpuknagHble cpefbl noggepxueaoT IPv4, ogHako BeccpoyHoe
ucrnonb3oBaHue IPv4 aensetca HeadpdekTuBHON cTpaTerven. MNpuunHammn Ana nepexofa ABMNAKTCA OTCYT-
CTBME OOCTATOYHOrO afpecHOro NPOCTPaHCTBa M MACKMPOBKA HECKOMbKMX agpecoB 3a ogHuM IP-agpecom.
Bpems nepexona Ha IPv6 3aBMCKUT OT opraHM3aumm v 3aBUCUT OT MHOXKeCTBa (DakTOpPOB.

7.3.6 MogynbHoCTb

7.3.6.1 OnpepeneHue

MoaynsHOCTs — 3TO CBOWCTBO KOMIMOHEHTOB, KOTOpLIE MOryT BeiTb 06beauHeHbl Ans hOpMUPOBaHUS
onee KpynHbIX CUCTEM KOMMOHEHTOB. MoaynbHble KOMMOHEHTLI MOMYT BbITh aKkKypaTHO yOaneHbl U3 CUCTEMBI
¥ 3aMeHeHbl MogYINeM aHanorM4YHoro paamMepa ¢ aHanormYyHbIMU U3NYEeCcKMMUN U NOrMYecKUMUN UHTepdencamin.

7.3.6.2 Ponb B cuctemax KB

MoaynbHOCTb No3BonsieT 06begUHATL KOMMOHEHThI B Pa3nvYHbIX KOHUrypaumsax onst gopMUpoBaHns
HeobxoanmbIX cucTeM. Micnonb3oBaHWe cTaH4apTU3NPOBaHHbIX UHTepdhencoB 6e3 onpeaeneHns BHyTPEHHER
paboThl Kaxgoro KoMnoHeHTa obecneymMBaeT paspaboTynkamMm rMbKOCTbL B MPOEKTMPOBAHUM KOMMOHEHTOB U
cuctem MB.

7.3.6.3 NMpumepbl

Mpumepom moaynbHOCTU B cucTeMe VB aBnaeTca «yMHbIM TepmocTaTt». Ecnu nHtepdeinc onsa cuctemMsl
OBwuK 1 nHtepderic ansa 6onee KpynHon MHpacTpykTypsl VIB onpefeneHbl B COOTBETCTBUM CO CTaHAapTamMm
OTKPBITOrO MHTepdeica, TepMoOCTaT OT MOCTaBWMKa A MOXET OblTb 3aMEHEH Ha TepPMOCTaT OT NoCTaBLUKKa
B. Cnoco6 peanu3aumn yHKUWOHANBHOCTW YCTPONCTBA HE MMEET 3HadeHus. [ocTaBlunK A MOXET UCMOIMb-
30BaTb KOHEYHbIN aBTomaTt Ha ocHoBe ASIC, a noctaBwuk B — mukpokoHTponnep. lNoka oba ycTponcTea
BLIMOMNHAKT aHanorn4yHble PyHKUUN B OTBET HA aHANOMM4YHbIe BXOAHbIE AAHHLIE U COBMECTUMbLI C OTKPLITHIMU
CTaHOapTHLIMW MHTepdgeicammn 6e3 nponpueTapHbiX OTPaHUYEHWIA, MPENATCTBUS 4719 3aMeHbl O4HOM0 YCTPOR-
CTBa ApPYrM OTCYTCTBYHOT.

7.3.7 NMNogknoyaeMocTb CeTH

7.3.7.1 OnpegeneHue

OcHoBHol koHuenuuen VB aenawoTcs cywHoctu VB, cnocobHble nogaepxuBaTb CBSI3b CO MHOTMMMU
OPYTUMUK CYLLHOCTSIMW MO CeTU CBA3WU. JTO OTHOLLUEHWME «MHOTME KO MHOrMm» obecrneunBaeT Apyrue xapak-
Tepuctuki VB, B TOM 4MCre KOMNOHYEMOCTb, CMOCODHOCTb K BOCCTAHOBMEHMIO, BO3MOXHOCTE COBMECTHOTO
MCrnonb3oBaHus, MmaclwTabupyemocTb M ODHapyXeHWe, U B TO e Bpems cosgaeT npobrnemsl B obnactu 3a-
LWMLLEHHOCTMW, HaOEeXHOCTH, YNpaBnsieMoCTH, TOYHOCTU, CNOCODHOCTH (DYHKLUMOHMPOBAHUA B PeXXMMe peanb-
HOro BpeMeHU, NpuBaTHOCTK U BesonacHocTu. B cuctemax MB KOMNOHEHTEI B3aUMOOENCTBYIOT APYr C ApYroM
yepes ceTeBble KaHanbl. CBA3M MeXay KOMMNOHEHTaMWU yCTaHABNUBAKOTCA C NOMOLLLIO NPOBOAHON unun bec-
npoBogHoi cpeabl. CeTeBble ycTponcTea VB, koTopble MHNULMWMPYIOT, MapLUpPYTU3UPYIOT U 3aBEPLUAKOT CBA3b,
ONUCLIBAKOTCS Kak y3nbl (ceTeBble). OKOHeYHbIe CeTeBble YCTPOMCTBA ABMAKTCS MCTOYHUKOM UK agpecaTom
noboi nepegaBaeMoin MHGopmaLUun. NPOTOKON CEeTEeBOro B3aMMOOeNCTBUA, CBA3aHHLIN ¢ VIB, HaknagbiBa-
eTca Ha bonee KOHKpeTHble U Oonee obLUiMe NMPOTOKONblI B3aMMOOENCTBMSA, BNNOTb A0 PM3NYECKOro crios,
KOTOPbLIA HEMNOCPEACTBEHHO CBA3aH CO CpeACcTBaMM Nepefayn Ha KaxaoM CETEBOM yarne.

7.3.7.2 Ponb B cuctemax KB

Cuctembl IB ocHOBaHbl Ha CTpPYKTYpMpOBaHHOM obmeHe WHopmMauven ¢ MCNonb30BaHWMEM MHOXe-
CTBa pasHblX, HO CMOCOOHBIX B3aMMOLEWCTBOBATb CETEBbIX MOAKIIOYEHWUA BHYTPU (DU3MYECKON NMPOBOLHON
unun BecnpoBogHoi ceTu. YcTpoinctBa MB saBnATCA «CceTeBbIMU», KOrga O4HO YCTPOWCTBO MOXET 0OMeHMW-
BaTbCA MHGOpMaLMen ¢ OpYrMMKU YCTPONCTBAMMW HE3ABUCUMO OT Hann4us nNpsiMoro COeMHeHN MeXxay HUMU.
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Ctpyktypa cet MIB moxeT BbiTb CTaTUYECKON UMK AMHAMWUYECKOA U MMETh TakMe BO3MOXHOCTH, KaK Ka4eCcTBO
obcnyxmMBaHusA, cnocobHOCTb K BOCCTAHOBMNEHWUIO, LM POBaHWE, ayTeHTUUKALMA U aBTOpU3aLms.

7.3.7.3 Mpvmepsl

MacwTab cetu VIB MOXeT cyLLeCTREHHO pa3nuMyaTbCcs: OT NOKanbHbIX CETEN, COEANHSIOLLUX HECKOMbLKO
YCTPOWCTB Ha OrpaHWYeHHOM paccToAHUK, Ao rmobanbHbIX ceTel, paboTawLmx B macwitabe MHTepHeTa 1 co-
eAWHSIIOLKMX 04eHb 6oMnbLIOE KONMMYECTBO YCTPOMUCTB M KOMMNOHEHTOB YPOBHS Cry»K0.

Kak npaBuno, cetn B cuctemax VB aBnaloTca HEOQHOPOAHBLIMU U COEAUHEHHBIMW APYT C APYroM 4epes
LLUMHO3bl UMK 3KBUBAMNEHTHbIe KOMMNOHEHTHI.

7.3.8 MacwrabupyemMocTb

7.3.8.1 Onpenenexune

MaclwTabupyemMocTe — 3T0 CBOMCTBO cUCTEMbI 3dhdeKkTUBHO paboTaTk No Mepe yBenuyeHusa pasmepa
CUCTEMBI, €€ CITOXHOCTU UK 0bbemMa BbiNonHAeMon paboThl.

7.3.8.2 Ponb B cuctemax B

Cuctembl VB BkntovatoT B cebs pasnuyHbie 3NeMeHThl, TakWe Kak yCTPOWUCTBa, CeTH, Cry»bbl, npunoxe-
HUWSA, NONb30BATENN, XPaHUMble aHHbIe, TpadUK AaHHbIX, 0TYEThl 0 COOLITUAX. KONMYecTBO KaXaoro anemMeH-
Ta MOXeT MEHATbLCA CO BpeMeHeM, U cuctema VB nomkHa adhdpekTUBHO PyHKLMOHUPOBATE NpK YBENUYEHUN
MX KONnM4ecTBa.

7.3.8.3 lMNMpumepsbl

Mpumepom MaclTabupyemocTn SBNAETCA YBENMYEHNE KONMMYECTBA CEHCOPHbIX YCTPONCTB, NOAKMOYEH-
HbIX K cucteme WMB, 3a onpeneneHHbln nepuog BpemeHu. [pyn nepexoae CUCTEMbI OT MOHUTOPUHIA OAaTYMKOB
TeMmnepaTtypbl B OOHOM 30aHWW K MOHUTOPWHIY OaTYMKOB TeMrepaTypbl BO BCeX 3[aHUAX B ropode 3Hauu-
TeNbHO YBENMMUUTCA 0OBbEM CEHCOPHBLIX AaHHLIX B cucTeMe, 00beM AaHHbIX B ©a3ax OaHHbIX, KONMUMYeCcTBO
YCTPOWCTB, 0bpabaTbiBaeMbIX CUCTEMON yNpaBNeHUs, M KONUMYECTBO NoKalaTenen TeMnepartypsl, obpabatsl-
BaeMbIX Cry»K6amu 1 npunoxeHusamu.

7.3.9 Bo3aMOXHOCTb COBMECTHOIO UCMoNb30BaHUA

7.3.9.1 OnpenenexHne

Bo3aMOXHOCTb COBMECTHOIO WCMONb30BaHUA — 3TO BO3MOXHOCTb MOMNYYUTh OOCTYM K OTAENbHOMY KOM-
NMOHEHTY W ero pecypcam, COBMECTHO pacnpedenaeMsiM Mexay HeCKONMbKMMIN B3aUMOCBA3aHHbIMW CUCTEMAMMU.

7.3.9.2 Ponb B cuctemax VB

MHorve VB-KOMNOHEHTbI MCMNOMb3YITCA HEAOCTAaTOMHO 3MMEKTUBHO, TaK Kak B OOHOW cucTeme obbly-
HO MCMOmb3yeTcs TONMbKO Manasi 4acTb BO3MOXHOCTEN KOMNOHEeHTa. Pecypchl MOryT UCMOMb30BaThesa Gonee
aheKkTuBHO, ecnu YyHKLMOHANBHOCTb UMW BbIXOAHbLIE XapakTepUCTUKN KOMMNOHEHTOB MOrYT COBMECTHO UC-
Monb30BaTbCA HECKONMBKMMW CUCTEMAMM.

7.3.9.3 MNMpumepkbl

DOyHKUMA 0BHapYXEeHUs OBUXKEHUSA CUCTEMbI YNPABNEHUA OCBELLEHUEM MOXET BbiTb UCMOMbL30BaHA CU-
cTemoi 6e30nacHOCTU ANS YBeNMYeHUs BO3MOXHOCTel CUCTeMbI HE30MacHOCTH.

[atyuk TemnepaTypbl ANs KOHTPONsS oborpeBa MOXeT OblTb MCMOMNbL30BaH CMCTeMO He30nacHOCTW ANS
obHapyXeHusa noxapa.

7.3.10 YHukanbHaa naeHTudmnKauma

7.3.10.1 OnpepeneHue

YHuKkaneHaa uaeHtTudukaums — 370 cBOMCTBO cuctembl VB ogHO3Ha4YyHO M NOBTOpAEMO CBA3bIBATH
CYLHOCTKW B CUCTEME C OTAENbHbIM MMEeHeM, KOOOM, CUMBOMOM WUITK HOMEPOM W B3aMMOLEWCTBOBATL C CYyLL-
HOCTAMMW, a TakkKe OTCMNeXMBaTb UMW KOHTPONMPOBAThL UX OeATENbHOCTM C UCMNOMNb30BaHWEM CCbINMOK Ha UMS4,
KOA, cMMBON UM Homep. CYLHOCTK BKOYaloT B cebs KOMMOHEHThl HenocpeacTBeHHo cuctemebl VB, Takue
KaK KOMMOHEHTHLI MpOrpaMMHoOro obecnedyeHus, 0aTYMKA U UCNONHUTENBHbLIE YCTPOWCTBA, a TAaKXKE CETEBLIE
KOMMOHEHTHI.

7.3.10.2 Ponb B cuctemax VB

CywHocTtu B cucteme MB gomkHbI DbITe OTAMYMMBI APYT OT gpyra. 3To obecnevnsaeT (PyHKLMOHANbHYHO
COBMECTUMOCTb M rnobanbHble cnyObl B HeogHOPoAHbIX cucTeMax MB. CywHoCTH 4OMmKHbI ObiTb OQHO3HAY-
HO MAEHTUULMPOBAHbLI B 331aHHOM KOHTEKCTE, YToBbl cucTteMbl MB Mornu Hagnexaiuum obpasom oTCnexu-
BaTb MX W CBA3LIBATLCS C HUMW. HekoTopele ycTpoNcTBa MOryT BbITh CKpbIThI 32 wnw3amu B unu obwegu-
HEeHbI ONs 3aWKUTLI NPUBATHOCTW. B KOHKpeTHbIX peanuzauunax cuctem VB ons ynoenetBopeHusi TpeboBaHun
NPUNOXEHWUA MOryT BbITh MCNONb30BaHbLI Pa3NMYHbIE CXEMbl UAEHTUUKALUA.

7.3.10.3 MNpumepsbl

IPv4-agpec, IPv6-agpec, MAC-agpec, URI n nmena FQDN ncnonb3yoTcs B Ka4ecTBe YHUKanbHOW og-
HO3HAYHOW MAEHTUUKALMM OKOHEYHbIX TOYEK B COOTBETCTBYIOLLEM CeTeBOM KoHTekcTe. OTgenbHble anna-
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paTHble YCTPOWCTBA, NporpaMMHoe obecnevyeHne u apyrue CyLHOCTU MOTYT MMETb YHUKAaIbHbIE OeHTUdn-
KaTopbl NPON3BOAMTENS, UAEHTUMKATOPbl 06HLEKTOB, YHUBEPCANbHbIe YHUKanbHble naeHTudmkatopsl (OID,
UUID) wnu gpyrne ngeHTMdUKaTopsl ANF YHUKANsHON UaeHTUdukaumm.

Ona duanveckux cyuHoCTen MCNOoNb3yTCA MEeTKUM B BMAE METOK pagvmovacTOTHOW uOeHTUduKauum
(RFID), wWTpunx-ko4kl M UX 3KBUBaNeHTbl. [JaHHble HOCUTENW CoAepXaT KOOQUPOBaHHbIE UOEHTU(UKATOPSI, KO-
TOpble MOTyT pacno3HaeaTtbea yeTpoucTeom VB, YHukansHas ngeHTudukaumns Yenoseka MoXeT NpoBoaANTbCS
C Ucnonb3oBaHMeM GUoMeTpuyecKkon MHopmaumm.

7.3.11 YeTko onpegeneHHbie KOMMOHEHTbI

7.3.11.1 OnpegeneHue

CywHocTtu MIB cunTaloTea YeTKo onpefeneHHbIMI, Koraa AoCTYNHO TOYHOE OnMcaHne UX BO3MOXHOCTEN
M XapakTepuUCTUK, B TOM uucne nobble CBA3aHHbIE C HUMKU HeomnpeneneHHocTu. MIHpopmauusa o BO3MOXHO-
CTAX BKMoYaeT B cebst MHopMaumnio 0 PyHKLUMOHANBEHOCT KOMMOHEHTA, KOHUIypaLumn, CBA3N, 3alluMeH-
HOCTW, HAOEXHOCTWU U OPYTYO COOTBETCTBYOLLYIO MHGDOPMAaLMIO.

7.3.11.2 Ponb B cuctemax VB

[na cbopku cuctemsl MIB ncnonbayeTcs MHOXECTBO KOMMNOHEHTOB. Kak npaBuno, oHu obHapyxuBarTcs
yepes MHTepdenc MHHOPMAaLMOHHON CUCTEMbI, U METafaHHbIE KOMMOHEHTA MOTYT ObITb HEAOCTYMHLI N3-3a
TOrO, YTO KOMMOHEHT He COOTBETCTBYET CTaHOapTy WUINW He cnocobeH XpaHWTe MeTafdaHHble. bea noHMMaHus
BO3MOXXHOCTEWN Kaxaoro MCrnonb3yemMoro KOMNOHeHTa YCNoXHSAEeTCs onpeaeneHu1e Toro, oTBeYaeT N cuctema
CBOEW 3a4aHHOWN LEeNn.

7.3.11.3 MNpumepsl

Mpumep peanusauuy YeTKO OMpedeneHHOro KOMMOHeHTa: onpefdeneHHblin KoMnoHeHT MB gocTyneH ¢
pasnu4HbIM KOMMYECTBOM NaMATW UMW NOOAEPKKOM PasnUYHbIX pagmModacToT, OopPM KPMBbIX U MPOTOKOMOB.
YcTponcTBO MMeeT 6a30BbIn MHhOPMALMOHHLIA MHTepdenc, KOTOPbIA MOXeT ObiTb UCNONb30BaH 415 MHAOP-
MUPOBaHUS OpyrMx KomnoHeHToB VB o nepeyHe BO3MOXHOCTEN ycTpoicTBa. MNocne obmMeHa COOTBETCTBYIO-
LWMMK KOHUIYpaUUsiMy yCTPONCTB NporpamMmmMHoe obecnedeHme nin NnpunoXeHns Kaxaoro yCTponcTea MoryT
CaMOCTOATENbLHO HAcTpanBaTbCHa AN y4eTa BO3ZMOXHOCTEN APYrUX YCTPOMUCTB.

7.4 ®yHKUMOHaNbHLIE XapakTepucTukn cuctemsl UB

7.4.1 ToyHOCTb

7.4.1.1 OnpeneneHue

TOYHOCTb SIBNAETCHA XapakTepUCTMKOW Pa3rvyHbIX aneMeHToB B cucteme MB.

JaTtynkn npon3BoasT M3MepeHns CBOMCTB PM3NYECKOro MUpa. TOMHOCTb OaT4YMKOB — 3TO CTeneHb Co-
OTBETCTBUS U3MEPEHHBIX 3HAYEHWI (DaKTUYECKMM 3HAYEHUSM CBONCTB.

MporpammHble cny6bl MOTYT NPOBOAUTL pacyeThl HA OCHOBE BXOOHLIX AaHHbIX. B cnydyae nporpamm-
Horo obecnedyeHus ONsd aBToMatMyeckon obpaboTku M3obpaxeHui (Hanpumep, pacno3HaBaHUe HOMEPHBIX
3HAKOB TPaHCMNOPTHbIX CPEACTB UMW pacno3HaBaHWe Nuy 4Ns MAeHTUOUKaLUm Nivgen) TOHHOCTb BblpaykaeTes
B BEPOATHOCTW COOTBETCTBMA PACMO3HaHHOIO TEKCTA HOMEPHOTO 3HaKka (hakTM4eCKOMY WUIM pacrno3HaHHOro
naeHTudUKaTtopa Yyenoseka pakTU4YECKOMY.

McnonHuTeneHble ycTponcTBa, YHKUMOHMPYKOLLME B U3NYEecKoM Mupe, npeobpasyT uudpoBkbie
KOMaHObl B OeNACTBUA. TOYHOCTb MCMOMHUTENbLHbBIX YCTPOMCTB MOXET ObiThb OnpeferneHa Kak CTeneHb cooT-
BETCTBMSA (hakTUYeCKUX AenCTBUIA B DU3NYECKOM MUPE TEM, KOTOpble NpeaHasHaYeHbl LMpoBoM KOMaHA0M.
MprumMepom MOXET CryXuTb poBOTU3MPOBaHHAA pyKa, Koraa no uudpoBoi KoMaHae gormkeH OblTh nepeme-
LeH KoHel poboTM3MPOBaHHON pyKkU B onpeaeneHHoe MecTo B TPEXMEPHOM NPOCTPaHCTBE. TOMHOCTL onpe-
OenseTcs CTEMNeHb COOTBETCTBUS (DAaKTUYECKOro NOMOXKEHUS KOHUA pyku poboTa nonoxeHuo B UM poBoi
KoMaHae.

B HekoTopbIx cny4asax TOYHOCTb BbIPAXAETCS B OTKIOHEHUUW UMdPOBOro 3Ha4YeHNA aHanoroBon BENnYn-
Hbl OT €e UCTMHHOrO 3HadeHWst B ouandeckom mupe. B apyrux cnyyasx TOUHOCTE BblpaXkaeTcs Kak MpPOLEHT
cly4aeB, B KOTOPbIX LMdPOBOE 3HAYEHWE COOTBETCTBYET OXKMOAEMOMY 3HAYEHWIO (MPOLEHT KOPPEKTHbIX 3Ha-
HeHuN).

7.4.1.2 Ponb B cuctemax VB

[na passepTbiBaHUA U NpUnoxeHu cuctemsl B gomkeH BbiTh obecneyeH COOTBETCTBYHOLUIA YPOBEHL
TOJYHOCTU. TpeboBaHWA K YPOBHKO TOMHOCTU ONPEdENSIOTCA B 3aBUCUMOCTU OT KOHTEKCTA.
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7.4.1.3 MNMpwrmepoi

B obnactv MeavuuHbl MM NPOM3BOACTBA TPeboBaHMA K TOYHOCTU M3MEPEHUSA UMW KOHTPOMs YCTPOWR-
CTBOM, MPUNOXEHWEM Unn cuctemon VB moryT goxoanTe 0o AecAThiX Aonen rpagyca. [nga gomallHen cucre-
Mbl OBuK goctaTouHbIM siBNsieTcs TpeboBaHWe K TOYHOCTM B [iBa rpagyca.

7.4.2 ABTOMaTHyeckoe KoHtpurypmposaHue

7.4.2.1 OnpenenexHne

ABTOMaTH4eckoe KOHMUrypupoBaHue YCTPOWCTB OCHOBaHO Ha B3auMOOEWCTBUKM npefonpegeneHHbIX
npaeun (CBA3aHHbIX anrOpUTMOB, OCHOBaHHLIX Ha BBOA4E [LaHHbIX). ABTOMATWYEcKoe KOHUrypupoBaHue
BKINKOYaeT B ceba aBTOMATUYEeCKyD OpraHM3auuio CeTu, aBToOMaTU4ecKoe NpefocTaBneHne cnyxb 1 TexHo-
noruko «plug and play» («Bkn4YMn 1 Urpai»). ABToMaTu4eckoe KoHUryprMpoBaHue noaeonset cucteme B
pearmpoBaTh Ha yCroBus, 400aBNATL U yOaNnATe KOMNOHEHTLI, TAKMe Kak YCTPOWCTBA U ceTu. ABTOMaTUYecKoe
KOHbUrypupoBaHue TpebyeT MexaHM3MOB 3alnThl M ayTeHTUMKAUUK N5 rapaHTUKM TOro, YTO TOMbKO aBTo-
PU30BaHHbLIE KOMNOHEHTBI MOTyT OblTb aBTOMaTU4ECKW HACTPOeHbl B cucTeme. MexaHnaMbl 3almTbl JODKHBI
BbITb OPraHNM30BaHbl COOTBETCTBYHOLLMM 0OPa3oM AN KaX4oro CermeHTa pbliHKa.

7.4.2.2 Pone B cuctemax B

ABTOoMaTU4YeCcKOe KOHUrypuMpoBaHue LienecoobpasHo aona cuctem VB ¢ BonblimMm Konu4ecTBOM pas-
NUYHBIX KOMAOHEHTOR, KOTOPbLIE MOTYT MEHSTLCH Ha NPOTSXEeHUM BpeMeHU. YcTpaHeHue HencrnpaBHbIX KOM-
MOHEHTOB U CBOEBPEMEHHOE TEXHMYECcKoe obcnyXMBaHue, NPoBOAMMOE C MCNONb30BaHWEM aBTOMAaTUHECKOTO
KOH(UrypUpoBaHUsl, NOBbILIAET HAAEeXKHOCTb CUCTEMBI.

7.4.3 CooTBeTCTBME HOPMaTUBHbLIM TPeboBaHUAM

7.4.3.1 OnucaHue

Cuctemsl, cny0bl, KOMNOHEHTEI U NpUNoXeHUsa VB MoryT BuITe pa3BepHyThI B YCMOBUAX, KOTOPLIE Tpe-
BytoT cobniogeHusa paga HoOpMaTUBHO-NPABOBLIX AOKYMEHTOR. YcTpolcTBa unu cuctemsl B moryT cooTeeT-
CTBOBaTb HOPMaTWMBHLIM TpeboBaHMAM, Ui ans obecneveHns cooOTBeTCTBUSA noTpebytoTea onpegeneHHas
KOHUrypauus, nporpaMmMmupoBaHme, mogudrkauna unu paciumpeHme.

MoxeT cyllecTBOBaTL AMaNasoH pasnyMyHON CTeneH AeTanM3aumnmn WM ypoBHen abecTpakumm, Ha KOTo-
pbIX NPUMEHAKTCA Npaesvna (unu TpebyeTca ux cobnwaeHue).

7.4.3.2 Ponk B cuctemax B

HopmaTtueHble TpeboeaHus k cucteme VB moryT obecneunBaTh (PyHKLUMOHAMNBHYK COBMECTMMOCTb,
npeanucbiBaTe UKW OFPaHMYMBaTE PYHKUMOHAMBbHOCTE WM BO3MOXHOCTW, OLEHMBAaTh CNOCOBHOCTL YCTPOW-
cTBa unu cuctemol VB chyHKUMOHMpPOBaTEL NpW ycnoBuKn cobntogeHunst TpebosaHuit 6e3 npudmHeHus yuepba, a
Takke obecnevmBaTtb GanaHc Mexay BKNaaom B obLiecTBeHHbIe brnara U NMMYHBIMKW MHTepecamMu BragenbLes
W 0MepaTtopoB CUCTEMBI.

7.4.3.3 lNpumepbl

Mpumepbl TpeboBaHui B 0bnactu UB:

a) TpeboBaHua K GesonacHocTn. Hanpumep, ctanHgapTbl obecnedeHus ©e30MacHOCTU LSt YCTPOWCTB
VB, ncnonb3yeMeix B aBuaTtpaHcnopTte, TpeboBaHWs K NPOM3BOACTBY M Mpogae YCTPOWCTB A8 OMalUHero
NCNOoMb30BaHWs, TpeboBaHUS K aBTOMOOMMBbHBIM cMcTemMam My TpeboBaHusa ONS MeguUMHCKUX YCTPOWCTB
WMWK CUCTEM;

6) TpeboBaHua K paguodacTtoTaMm. Hanpumep, HauMoHamNMbHbLIE UMW MEXOYHapOLoHbIE HOPMAaTUBLI, pe-
rynupyrwme nanydeHune PY, cobniogeHve orpaHM4eHnin Monockl YacToT, YPOBHSA CUrHaMna, CUrHanoB NoMexu
(Takmux kak GOKOBblE KaHanbl, WYM MW FTAPMOHUKW, BO3HWKAlOWME 3a NpegenamMi HOMWHaNbHOro pacnpege-
JIeHWS 4acToT YCTPOWCTBA);

8) TpeboBaHMA K 3awmTe notpebutenei. Hanpumep, HauWwoHarnbHble U MEXAYHapoaHbIe HOPMaTUBHI,
kacawwumecs notpebutens B pabote cuctemsl UB.

B HekoTopkIx koHTekcTax MB, Takux kak gomaluHsas astomatuzaums u OBuK, B pazanuuHbix opuconkumn-
AX HOpMaTuBHble TpeboBaHusA MoryT BbiTb BBEAEHBI B BUOE CTPOUTEIbLHbLIX HOPM W NPaBur.

B Oygywem Bo3MOXHa cUTyalus, KOrga CTpaxoBbie KoMnaHuy 8yoyT NpMMeHATh NpaBuMna Unn cebinatb-
CHl Ha HUX KaK Ha 4acTb CBOMX MOLENeWn pucka Ond pacyeTa LUeH Ha KOHCTPYKUMK, TPaHCMOoPTHbIE CPeacTBa,
CUCTEMBI UMK MPEANPUATUSA, UCMONb3YHLLKME CUCTEMbI U ycTporcTea VB.

7.4.4 NHdOpMUPOBAHHOCTL O KOHTEHTE

7.4.4.1 Onpenenexune

MHdpOopMUPOBAHHOCTE O KOHTEHTE — 3TO CBOWCTBO HANWYUSA OOCTATOYHbIX 3HAHWA 06 WHopmauun
B komnoHeHTe VB W cBA3aHHbIX MeTagaHHbiX. YcTpoicTBa u ciyX0bbl ¢ MHOPMUPOBAHHOCTLIO O KOHTEHTE
cnocoOHbl aganTupoBaTh MHTepdeiickl, abcTparMpoBaTh OaHHbIe MPUIOKEHWA, NOBLICUTE TOYHOCTE MOWCKA
MHpopMaLumn, obHapyKKMTb cny0bl 1 06ecneYMTb COOTBETCTBYIOLEE B3aUMOZENCTBUE C MOMb30BaTenem.
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7.4.4.2 Ponb B cuctemax KB

MHdpopMUPOBaAHHOCTL O KOHTEHTE YMNpoLLlaeT COOTBETCTBYHLIME (YHKUNOHANbHbIE onepauun, Takue
Kak MapLUpyTU3aLus JaHHbIX, CKOPOCTh AOCTaBKU, BO3MOXHOCTU 3aLlMLLEeHHOCTU, Tak1e Kak WwinudposaHue Ha
OCHOBe (haKTOpPOB MeCTOMOMNOXeHNUS, TpeBOBaHNA K KaYeCTBY CNy»0bl U YYBCTBUTENBHOCTW OaHHBIX.

7.4.4.3 Mpumepbl

MHOpMUPOBAHHOCTE O KOHTEHTE MMEET Ba)KHOE 3HaYeHWe AN MHOTMX NPUMOXEeHWA, BKNoYas Mmeau-
LUHCcKoe obcnyxunBaHue, BelaHne, cUcTeMbl HabniaeHns ¥ aBapuiiHo-cnacaTenbHble CryXObl, B KOTOPbIX
HEKOTOpbIe TUMbl NMOTOKOB MHGOPMAaLMKA UMW AaHHLIX MMeT TpeboBaHusA K CBOeBPEMEHHOCTM, 3alULLeHHO-
CTW W NPUBATHOCTM.

7.4.5 UHchopMUpPOBaAHHOCTL O KOHTEKCTE

7.4.5.1 OnpegeneHue

WNHhopMUPOBAHHOCTL O KOHTEKCTE — 3TO CBOWCTBO YCTPOWCTBA, CryXbbl unu cuctembl VB, KoTopble
MOTYT OTCIEXMBaTL CBOK COBCTBEHHYIO Cpeay aKcnnyaTaumm n cobblTuA B JaHHOW cpeae 4Ns onpegenexms
MHopMaLuuK, korga (0CBe4OMIIEHHOCTE O BpeMEHHW), rae (0CBeAOMNEHHOCTL O MECTOMNONIOXEHWN) UMW B Ka-
KOM rnopsake (0CBe4OMINEHHOCTL O MOCnefoBaTeNbLHOCTM COBLITUIA) OOHO UMM HECKOMNBKO HabMnwaeHWin npo-
M30LWNK B DU3UYECKOM MUPE.

7.4.5.2 Ponk B cuctemax VB

MHudbopMmnpoBaHHOCTE 0 KOHTEKCTE obecnednBaeT rmbkue, HacTpanBaeMble Nonb3oBaTenem v aBTOHOM-
Hble Cry»0bl HA OCHOBE COOTBETCTBYIOLLErD KOHTEKCTa KoMMnoHeHToB WB n/mnu nonbsosatenein. MHdpopma-
LWS O KOHTEKCTE MCMONb3YyeTcs ANs MPUHATMA peLleHnst No HabnaeHWo, BO3MOXHO, NyTeM MCMNONb30BaHMs
CEHCOPHON MHMOPMALMU M UCMOIHUTENBHLIX YCTPOWCTB. [MOHMMaHMe KOHTEKCTa 4acTo MMeeT pellakliee
3Ha4yeHue 458 NONHOro MCNonbL30BaHWA OaHHbIX HAbN4eHUa 1 CoBepPLUEHWA OeNCTBUSA.

7.4.5.3 Mpumepbl

MpumMepom sABNAIOTCS CNyxObl, OCHOBaHHbBIE HA onpegeneHn MecTONOMOKEHWS, Takue Kak cMcTemMa, B
KOTOPOW pasnuyHble cnyKObl NpeacTaBnATCs B 3aBMCMMOCTU OT MECTOMNONOXKEHWA NONb30BaTeNs.

B crny4ae BO3HMKHOBEHMS Ype3BbIYANHOW CUTYaLMW, TakOW Kak noxap, npubbiTie NMoXapHOW CryXoObi
TpebyerT, 4TobbI ABEpPM B 3aaHUe Bbinv pasbnokuporasl. [NonuTrka BesonacHoOCTH, KOTOpasa perynupyeT Jo-
CTYN K ABEpPU, MOXET BbITb JononHeHa nHdopMauueit o KoHTekcTe. B 4aHHON cUTyaL My KOHTEKCTOM SABMNSAETCS
upe3BblYaliHas cUTyaLus B HacTosLLee BpeMs 1 BriMakoe pacnonoxeHne apapuinHo-cnacarernbHbix cnyxb. Ha
OCHOBaHWW yKa3aHHbIX BXOLHbLIX AaHHbLIX O KOHTEKCTe, NMOMUTUKA OOCTYNa MOXEeT aBTOMaTWMyecku akTUBUPO-
BaTb cMCTeMy pa3brnokMpoBku ABepn u obecnevynTb gocTyn 6e3 HeobXxoAMMOCTHU danbHelWwen asToprusayum.

7.4.6 XapaKTepuUCTMKU OaHHbIX: 06bEeM, CKOPOCTL, 4OCTOBEPHOCTL, U3MEHYUBOCTL U paszHoobBpa3zue

7.4.6.1 OnpegeneHue

XapakTepUCTUKM AaHHbIX: 06LEM, CKOPOCTb, [JOCTOBEPHOCTL, M3MEHUMBOCT W pasHoobpasve’ 3aum-
CTBOBaHbI M3 obnactu BonbLIMX OaHHbIX. ITO 0BYCMOBNEHO TeM, YTO cucteMel B ABMSOTCA MCTOYHUKOM
AaHHbIX, OonbWwWux No obbemy, KOTOpble AOCTABMNAKTCS C BLICOKOM CKOPOCTLIO MO CETeBbIM KaHanam, Ybs
AOCTOBEPHOCTL AOMMKHA ObITb MpoBepeHa (Hanpumep, M3-3a HeUCNPaBHOCTU AAaTYMKOB), KOTOPble MOTYT U3-
MEHATLCA Ha NPOTSKEHUM BPEMEHU U MOTYT COAepaTb pasnuyHble TUMbl JaHHbIX U3 Pa3fMYHbIX KOMMOHEeH-
ToB MB.

7.4.6.2 Ponb B cuctemax KB

B cuctemax VB obpazyeTtcs Bonblioe KONUYECTBO AaHHBLIX U3 pa3nUYHbIX MECTOMOMOXEHUA. [laHHbIe
MOryT ObiTb 00beAWHEHbl B LIeHTPanu30BaHHbIX MEeCTOPacnonoXeHUsX WM MoryT BbiTb COXpaHeHbl B pac-
npegeneHHbIX MecTopacnonoXeHNaxX (B 3aBMCMMOCTIM OT XapaKkTepa AaHHbIX, Tpebyemoin 06paboTkuM JaHHbIX
¥ XapakTepUCTUK KaHana CBs13u), YTO Bbi3biBaeT HEeOOX04MMOCTb HagnexallMm obpasom NHAeKCcMpoBaThb, Xpa-
HUTL, 0BpabaTtbiBaTh U 3ALWNTUTL OaHHLIE.

7.4.6.3 lNMpumepsbl

Iloructuueckas kKOMNaHWs MUCNONb3yeT aHanu3 GoMbLIMX AaHHbLIX NS cnyX6bl KOMNNEKCHON ONTUMM-
3auunM M HaBurauMm Ha goporax. CucTemMa MCnonb3yeT MHOMOYMCIEeHHbIE afpecHble TOYKM AaHHbIX, a Takke
Apyrve faHHble, coOpaHHbie B Mpouecce OCTaBKKM MPY30B, AN ONTUMKU3aLMKM MapLpyTOB 4OCTaBKu.

7.4.7 OBHapyX1UBaemMocTb

7.4.7.1 OnpegeneHue

OBHapyX1BaeMoCTb SIBMAETCH CBOMCTBOM OKOHEYHOW TOYKM CETW, KOTOpas onpefensieTcs guHamude-
ckM 1 coobuiaeT o cBoux cnyxbax u Mx BO3MOXHOCTSX Yyepes NoAXOAsL WA MEXaHW3M 3anpocoB Unu Mexa-

" B aHrNosablYHbIX JOKYMEHTaX ykasaHHbIe XapakTepucTUKK HasbiBatoTea «5V» (volume, velocity, veracity, variability,
variety).
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HU3M camopeknambl. OKOHEYHBIMW TOYKaMKU MOTyT BbiTh YCTPOWCTBA, cny0bl 1 npunoxerdus VIB unu gaxe
nons3oBatenu. CooTBeTcTBYOWME CnyXObl 06HapyXeHWs1 N03BONAKT 0bHapyXMBaTh, MOEHTUMULUPOBATL U
nony4artb AOCTYMN K OKOHEYHBIM TOYKaM B COOTBETCTBUM C M3MEHSIEMbLIMWU KPUTEPUSIMU, TAKUMU KaK reorpadu-
YecKoe MeCTOMONOXeHWe UMK TUM CNyKObl.

7.4.7.2 Ponb B cuctemax B

Cnyx©bl, cBA3aHHbIE C cucTemoin VB, MoryT ykasbiBaTh, Kakyto MHOPMAaLUID MOXHO HaWTW C MOMOLLLH
cnyx6bl o6Hapy»keHUs/noucka B COOTBETCTBUKW C NpeaonpeaeneHHbIMIA npaBunamMmn Ans Kaxgoro cermeHTa
pblHKa. Cryxbbl 0OHapyXeHusa/norncka no3sonsoT cuctemam VB oBGHapyxusaTh Opyrue ycTpolcTea, Crnyx0obi
WK CUCTEMBI HA OCHOBE TakWX NapamMeTpoB, Kak reorpadudeckoe NonoxeHne, BO3MOXHOCTH, UHTepdenchl,
OOCTYMHOCThL, NpaBo COBCTBEHHOCTU, NONUTUKA Be30MacHOCTK, SKCNNnyaTauuMoHHAasa KoHUrypauus, unu apy-
rme cooTBeTCTBYylOLWMe (haKTopskl.

7.4.7.3 lNMpumep

Cuctembl B ¢ nogaepkoin AMHamMnYeckoin KoHurypauum, HanpumMep 4o6aBneHMs HOBbIX YCTPOWCTB
n cnyxb B cuctemy MB, umetoT HekoTopble TpeboBaHUs K 0BHapyKMBAEeMOCTH, MOCKOMNbKY CyLLEeCTBYET Heob-
XOOUMOCTE OMpPEefennTb M OXapakTepu3oBaTh HOBLIE KOMMOHEHTHI, AobaBneHHble B cucTteMy. MNpumepom aB-
nsaetcs gobaBneHWe HOBOro AaTyuka TemnepaTypbl B cuctemy MIB MoHMTOpUWHra 3gaHus, korga Heobxogumo
BBECTW HOBLIM JATUYUK B CYLLECTBYHLLYH CUCTEMY C MUHUMAaNbLHLIMKW yecunuamu. [ina obecneveHns obHapy-
»uBaemocTu B cuctemax B cywecTByoT pasnnyHble NPOTOKOMbl U NPOrpaMMHbIE PeLleHWA CO MHOXECTBOM
apxuTekTyp. HekoTopble apX1TeKTypbl ABMASATCA CEPBEPHLIMUY, APYrMe — OOHOPAaHTOBbIMU.

7.4.8 N'mbkocTb

7.4.8.1 OnpeneneHne

MBKOCTbL — 3TO CBOWCTBO CUCTEMBbI, CITYX0bI, YyCTPOWCTBA MNU Apyroro KoMmnoHeHTa VB npegoctaBnsate
paznuuHy YHKLUMOHANLHOCTE B 3aBUCUMOCTW OT NOTPEOHOCTU UMK KOHTEKCTa.

7.4.8.2 Ponb B cuctemax B

HecMoTps Ha UCKMNOYEHWS, Kak NpaBuno, 3KoHoMuYeckas u hyHKUMOHaNnbHas onTMManbHas Todka rmb-
KOCTW HaxoguTcsa nocepeauHe Mexay KpanHumu Todkamu. OOHOM KpalHen TOYKOW SBMASEeTCs OOHOLIeneBOoM
crneynann3npoBaHHbLIA KOMMNOHEHT. BTopoi kparlHel TOUYKOW ABMASETCH MHOMOMYHKLMOHAIBHLIN, NporpaMmu-
pyeMbI, pacluMpaeMblil KOMNOHEHT OBLLEro Ha3Ha4YeHUsa «BCe AMNA BCeX».

MOKOCTL MO OTHOWEHWU K B nMeeT pasHbie acnekTol.

MbkocTb cucTembl MB oBycnoBneHa BO3MOXHOCTbIO COEAUHATL Cnyxbbl MB pasnuyHeiMu cnocobamu,
OWHAMKUYECKN M BO BPEMS BLIMOMHEHUS. XOTS BO3MOXHOCTU Kaxaon cryxbbl B He MeHsaoTCH, Npu 3TOM KO-
NUYecTBO U pasHoobpasne NoTeHUManbHbIX CUCTEM OYEeHb BEMUKO.

MBKoCTb KOMMNOHeHTa VB unnwcTpupyeTcs pasnuuvemM criefyounx KaTeropuin KOMMNOHEHTOB!

a) yCTpoWCTBO C (PUKCUPOBAHHOW, HEMPOrpaMMUPYyeMOr, HepacllMpseMon YHKLWOHANBHOCTLID —
«KECTKO CMOHTMPOBaHHOE, OOHOLIENEBOEY;

6) yCTPOMCTBO C (PUKCUPOBAHHbLIMMW annapaTHbIMKU BO3MOXHOCTSAMMK, HO C BO3MOXHOCTSIMWM KOHOUIYpU-
poBaHWA B paMkax OTOensHOro JoCTynHoro gpopmara;

8) YCTPOWCTBO, KOTOPOE ABMSIETCA NMporpaMMupyeMbiM ¥ paclunpsieMbliM B obracTy annapaTtHoro obe-
criedeHus (HanpyumMmep, fobaeneHue NnamaTn, JoDaBNEHUE OOMONHUTENBHBIX BLIYUCIUTENBHBIX BO3MOXHOCTEN
unu gobaeneHne BO3IMOXHOCTEN paguovacToTHOrO KaHana);

2) CeMeNCTBO YCTPOWCTB, KaXO0e M3 KOTOPbLIX MOXET BbiTb OTHECEHO K KaTeropusiM, NpUBeOEHHLIM B
nepeYvyncrneHmnsax a)—a), U3 KOTopbIX MHTerpaTop BbIOUpaeT 04HO UK HECKOMbKO YCTPOMCTR, NOAXOAAWMNX 451
TEKYLLero KOHTeKCTa;

J) cemencTBO YCTPOWCTB, KaK B KaTeropvu 2), roe onummn Ha pasHeix ypoBHAX abcTpakuuy obecnevmBaroT
pasnuyHyto cTeneHs KOMNOHYEMOCTU UMM MOAYITbHOCTH.

MMBKoCTb MOXKET BKNoYaTh B ceba pag cTaHoapToB, MPOTOKOMNOB, POpMaToB U MHTEPMENCORB, KOTOpLIE
KoMnoHeHT VB gomkeH nogaepxueath. Takas nogaepka MoxeT pa3pabaTbiBaTbCa U BHEOPATLCS C YYETOM
BbllLeyKa3aHHbIX (DakTopoB.

CyuwiecTByeT elle 0OuH acnekT rmbKoCTH, KOTOPLINA BKoYaeT B cebs obuyyto cxemy cuctemel MB. Kak um
B Apyrux obnacTax, npegnofiaraetcs Hann4me OTKPbITbIX W MponpreTapHbiX akocuctem MB.

7.4.8.3 lMpumepbl

Mpymepom paznuuuii rMbkocTy gatduka siensetcs TepMocTar. [NpocTenwme ycTponcTea obecneunsaroT
KOHTpOMNb TeMnepaTypbl U NpeaocTaBNeHWe OaHHLIX O TemnepaType. bonee cnoxHble u rmbkue TepmocTa-
Tbl MpegnarakT OUCTaHUMOHHOE ynpaBreHne Yepes cMapTqOoH, NOAKNIYeHUe K apyrum yctponcteam VB B
30aHUW O BbIABNEHUSA 3aMONHAEMOCTH, NonyvYeHna nHopmar My o noroge u T. 4. bonee yHKUMOHAlbHbIE
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YCTPOWMCTBA, Kak NpaBuno, MMerT NporpaMmMHble KOMMOHEHTbI, KOTOPbIe MOTYT ObiTb MOAEPHU3WPOBaHbI A5
obecnevyeHnss HOBbIX BO3MOXHOCTEN.

7.4.9 YnpaBnaemocTb

7.4.9.1 OnpepgeneHue

YnpaBnsieMocTk BkNOYaeT B cebs Takue acnekTol cuctem VB, kak ynpaBneHue ycTpoWcTBaMu, ynpas-
MeHWe CeTblo, yNpaBrneHne cucTemMoi, obcnyxkuBaHne nHTepdenca 1 onoBelleHnsa. YnpasnsaemocTs Heob-
xoguma 4Nns ygoBneTBopeHus TpebosaHuin cuctemsl MB. [ns ynpaeBnseMocTy yCTPOWCTBa, CETU U CUCTEMDI
MB HeobxogMMbl KOMMOHEHTbI, KOTOPLIE MOTYT OCYLLECTBMAATL KOHTPOMb M BHOCUTL U3MEHEHWS B HACTPOMKK.

7.4.9.2 Ponb B cuctemax VB

MHorue ycTpoiicTea, ceT u cuctemel B paboTtatoT aBTOHOMHO. TakvMe cUCTEMbI JOMKHBI OCTAaBATLCS
ynpaensaeMbIMW faxe B CNyyasax, Korga 4acTu CUCTEMbI CTAHOBATCS HEWCNPABHbLIMW, HECTAOUIBHBIMWU UMK
HenpaBurbHO OTKanWBpoBaHHbIMK B Xo4e akcnnyataumun. [axe korga 4OCTYMNHblI OTAenbHble cylwHocTn MB,
noTeHUuManbHO KpynHomMacwTabHbIv 1 reorpadudecknin oxesat cuctem VB TpebyeT MmakcumanbHO BO3MOXKHOIO
yAaneHHoro ynpaeneHns cylwHoctamm VB ans noBellweHns ynoberea v ahekTuBHOCTN paboThl.

7.4.9.3 Mpumepbl

YcTtpoictea VB, Takne kak gaTuMkM ObiMa, yCTaHaBNMBAKTCH B pasHbIX MecTax 3[aHuu, U3-3a 4vero
MOTYT BO3HWKHYTb TPYOHOCTU B 0BcnyxmnBaHuu. JtoBoi TMN HEMCNPABHOCTU MOXET Bbl3BaTh HEXenaTernbHble
cobbITMA 1 nocrneacTeusi. Takum o6pasom, yaaneHHoe ynpaBrneHne A4OMKHO YHMTbIBaTbCH B MPOEKTE CUCTEMDI
N SIBNATbLCA OQHOW M3 OCHOBHLIX 3a4a4 NpOeKTa C Ha4yana cocTaBneHusa cneyndukaumm, a Takke Ha npoTaxe-
HUKW pa3paboTkn, pa3BepThbiBaHWUS U pabo4Yyero }WU3HeHHOro Uukna cuctemsl MB.

Cepeepbl 06HOBNEHUI BCTPOEHHOTO NPOorpaMMHOro obecnedyeHmns v peno3uTopun onepaLmoHHON cucte-
Mbl JOITKHbBI MMETb BO3MOXKHOCTL MPOBEPUTL NOAMMHHOCTE KOMMoHeHTa MIB 1 HaobopoT (B3auMHasn ayTeHTu-
dukayma). OBHOBNEHUS OOMKHbI BbITE NOANUCaHLI LM POBOY Noagnuckio Ans obecnedYeHns Mx NoANUMHHOCTM
1 uenoctHocTn. OBHOBNEHWs LOMKHLI NepefaBaThbCs MO 3alMEeHHOMY KaHany npu Hanuy4um Bo3MOXHOCTHU.

7.4.10 CeTeBasn cBA3b

7.4.10.1 Onpenenexuve

Cuctembl VB 3aBUCAT OT MHOXeCTBa TUMOB ceTel. JlokansHble coequHeHusa ansa yctponcte WB yacto
obecneunBatoTca ceTamMu BrnvkHeEro AeNCcTBUS C ManbiM 3HepronoTpedneHreM 1 ¢ orpaHUYeHHbIM paguycom
pencteua. CyllecTByT rmobanbHble BbIMUCAUTENBHbIE CETU, NOACOEANHSAOLME CeTU BNKHero AelcTBUSA K
MNHTepHeTy 1 KOTopble MOTyT BbiTb MPOBOAHBIMK WU GeCnpoBOAHLIMY W NpeAHasHayYaTbesa ans cuctemsl VB unn
OblTb COBMECTHO MCMONb3YeMbIMU CeTSIMKU 06LUEero HasHavYeHus.

Wcnonb3yeMble MpOTOKOMbI CBA3M OMPEAensalTca TMNoOM ceTw. [na ceTteil BnmKHero 4enCcTBUs Xapak-
TEPHO UCMOMNb30BAHWUE CMNELMan3NPOBaHHbBIX MPOTOKOMOB C y4eTOM 0COBEHHOCTEN KOHKPETHON ceTu. IP vawe
ucnonbayeTtcs Ang rnobansHbIX CETER, B 3TOM Cry4ae MOryT pasnuyaTeca Bonee BLICOKME YPOBHU B CTEKE
NMPOTOKOMNOB, U B HEKOTOPLIX cnydasax ucnonsayetca HTTP, B opyrux — npoTokonsl obMeHa coobLieHnamMu.
HekoTopbie ceTy ABMASIOTCA NpegHaMmepeHHo NpepbIBUCTLIMKW MO CBOEMY YCTPOUCTBY, B 3TOM Cly4yae UCnonb-
3YKOTCA NMPOTOKOIbI, Y4UThIBAKOLLWE MOAENL NPEPLIBUCTON Nepeaaqu.

7.4.10.2 Ponb B cuctemax VB

Cuctembl B paccuntaHbl Ha 06MeH MH(POPMALVOHHBIMU €AUHULLAMUW CTPYKTYPUPOBAHHLIM CNOCOBoM
no pasnu4YHbIM, HO COBMECTUMbLIM TWUMam ceTel. YCTPOMCTBa OOMKHLI NepedaBatbh W MonyyYaTb AaHHble, a
TaKke NoodepXUBaTh CBA3b C MPOrpaMMHbIMUK Cryk6amMu, pacnonoXeHHsIMU NOBNUM3oCcT N B yaaneHHOM
MecTe.

[nsa coeguHeHWs ceTel pasHblX TUMOB MOTYT ObiTb MCNOML30BaHbI LWM03bI, Kak NPaBuIio, MeXay ceTamu
onuxHero gencTeus 1 rnobansHbIMKU ceTaMn. CTpyKTypa CeTU MOXeT OblTb UHAMWYHOW U OOMKHA YyHUThIBATh
Takue CBOWCTBA, Kak ka4ecTBO 0BCcnyxnBaHus, cnocobHOCTE K BOCCTAHOBMEHUIO, 3aLUULLEHHOCTL W YNpaBns-
eMOCTb.

7.4.10.3 MNpumepsl

B cetun bnmxHero geicteus yctporictea VB MoryT ObiTb NOAKIIOYEHbI C MOMOLWLIO 6ECNPOBOAHOM TEXHO-
norvu no NpoToKornam CBA3W Ha (PU3NYECKOM W KaHanbHOM YpoBHAX. [Nepegaya JaHHbIX MOXET NPOBOAUTLCSH
no craHgapty 6LoWPAN, opueHTupoBaHHoMy Ha MB.

7.4.11 YnpaBneHue 1 aKkcnnyatauusa cetn

7.4.11.1 OnpegeneHne

Cuctembl VB TpebyroT ynpaeneHus cetbio. Popma U HazHa4YeHWe ynpaBeHus CeThbio U ee 3KcnnyaTa-
LK 3aBUCAT OT TUna cetu, (hopmMbl COOCTBEHHOCTM CETU W TMNa CEeTEeBOW CBA3W. YnpasneHne TpebyeTcsa BO
BpeMs Ha4yasrbHOro KOH(UIypupoBaHUSA W pas3BepTbiBaHMS CeTW, BKMoYas obpaboTKy MoeHTUUKaTopoB U
ajpecoB YCTPOWCTB, Npodunen NCnonb30BaHUA CETU U BKITKOYEHUE BO3MOXKHOCTEN AUHAMWYECKOrO ynpasre-
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HWA. YNpaBneHue ceTaMW BKITHOYaeT B ceba KOHTpOmnb KavyecTBa 0bcnyKMBaHUA, AUMHAMUYECKOE pacluMpeHne
ceTen (AnA HOBbIX UK OBHOBMNEHHbIX ycTponcTe VMIB), obpaboTky owmbok n koHTponb BeszonacHocTu. CeTu
Takke 0bpabaTbiBaldT AUHAMUYECKYH U BPEMEHHYH NPUHAANEXHOCTs MOBUINBHBIX YCTPOWCTR K CeTU NPU UX
BXOZE WIW BbIXOAE W3 30HbI AENCTBUSA CETH.

7.4.11.2 Ponb B cuctemax B

HekoTopble ceTu ynpaBnstoTcs Kak YacTb cuctembl MB, Hanpumep, cetn GrnvkHero 4elcTBUs, COeAUHS-
towme yctpoictea MB. Opyrue cetn, HanpumMep, rmobanbHble, He AOMKHbI YNPaBnsaTbCs Kak 4YacTb CUCTEeMbI
1B, nockonbky oHM NpeacTaenstoT cobon ceTn obLero Ha3Ha4YeHns, YacTo IKCAnyaTMpyemble ApyrMMn opra-
HU3aumamMm (Hanpumep, cCeTAMU MOBUNBLHOW CBA3N).

YnpaeneHue cetamu VIB nomkHo oxBaTelBaTe 06a BUaa ceTelt U cobupaTb UX B eAUHYI0 CUCTEMY, Cny-
*awyr uenam cuctemsl MB. Korga cuctemsl VB ncnonb3yoT CTOPOHHKWE CETU CBA3W 0bLLIEro HazHaveHus, rno
BO3MOXHOCTM MOTYT ObITb MCMNOMbL30BaHbl MHTEPGENChI YNpaBneHua 1 aKCnnyaTalum CTOPOHHEN CeTu.

7.4.11.3 MNpumepsl

Ha 3aBoge GONbLUMHCTBO AATHMKOB WM KOHTPOMIEPOB Ha MPOWM3BOACTBEHHOW NWHWMM MCNOMb3YHT No-
KarnbHYyl CeTb AN CBA3W. Takue CeTW YNpaenalTCA W KOHTPOMUPYHKTCH NMOKanbHO CaMUM MPOU3BOACTBOM.
[MpeonpusaTue MOXET TakkKe WCNONb30oBaTh ODMayHble CryXObl, pacnonoxeHHble yganeHHo. CeBaAsb Mexay
obnayHom cnyxbon 1 npeanpUATUEM MOXET BbITh OpraHM3coBaHa Ha Base PUKCUPOBAHHLIX UNN MOBUMBHBLIX
ceTel. Takne ceTu ynpasnsilOTCA U KOHTPONMPYKOTCA ONepaTtopoM CeTW, a He NMpoM3BoAcTBOM. [1pu aTom npo-
M3BOACTBO MOXET WCMNOMNbL30BaTh MHTEpMenchl OT onepaTopa cetn Ana obecnedeHns 3alUWEHHOR N HageX-
HOW CBA3WM MeXZY NPOM3BOACTBOM U 0bnayvHbiM crybon.

7.4.12 CnocobBHocTk paboTkl B peXXMMe peanbHOro BpeMeHu

7.4.12.1 OnucaHue

CnocobHocTb paboThl B pexuMe peanbHoro BpeMeHW — 3TO CBOMNCTBO CUCTEMbI UMK pexkuma paboThl,
B KOTOPbIX BbIYMCINEHNA NPOBOAATCA 3a OnNpefeneHHoe BpeMs AeWCTBMS BHELLHEero npouecca ¢ Tem, 4Tobbl
pesynbTaTthl BbIYMCIIEHWIA MOTTIM UCMNOMNb30BaTLCSA AN KOHTPONS, MOHUTOPWMHIA UMW CBOEBPEMEHHOIO pearu-
pPOBaHWUs Ha BHELLHWIA npouecc. Cuctema cnocobHa BbINOMHATE OeACTBUE/(YHKUMIO UMW BbI3bIBATL CNyKOY
B TEYEHWE onpeaeneHHoro Nnepuoga BpeMeHu, TeM cambiM NogaepXueas eTepMUHUPOBAHHBIE onepaunn.

7.4.12.2 Ponb B cuctemax 1B

Ona UB cuctem, paboTtallimnx B pexumMe peansHOro BpemeHu, Heobxogmumo, 4Tobbl BpeMs peakuuu Ha
cobbiTust BbINO NPeacKkasyemMo ¥ He UBMEHSINOCH NMPW YBENUYEHUN HaTPy3Ku.

7.4.12.3 MNpumepsbl

B cuctemax ynpaBneHWss NpoLeccoM NMPOUCXOAUT HeMNpepbIBHbIA MOHUTOPWMHI OaTYUKaMKW Takux napa-
MEeTPOB, Kak Temneparypa, pacxof, LaBreHue Unu cOCTOSIHWE YCTPOWCTBA, U NPOBOAMTCA HEMETEHHOE pe-
arMpoBaHue.

7.4.13 CamoonucaHue

7.4.13.1 OnpeneneHune

CamoonucaHne — 3TO NPOLUEece, Koraa KOMMOHEeHThl cucTeMbl MIB nepevyncnsaioT cBOM BO3MOXHOCTU A8
WHOPMUPOBAHNUA APYTMX KOMNOHEHTOB UNKn cucteMm VB Anst KOMNOHOBKK, (hYHKLMOHAINbHOW COBMECTUMOCTH
W AnHamudeckoro obHapyxeHua. CamoonucaHue BKodaeT B cebs cneuudukauuio MHTepgeinca, BO3MOX-
HOCTM KOMMOHeHTa MIB, cnucok TMNoB ycTpoOWCTB Ansi nofaknwyeHus k cucteme WB, cnucok BUOoB cnyxb
cuctembl VB u Tekyee coctoaHue cuctemsl MB. CyLLHOCTY € CAMOOMUCAHUEM KOCBEHHO SBMNAKTCH «4YETKO
onpefgerneHHbLIMWU KOMMOHeHTaMuy, cornacHo 7.3.11.

7.4.13.2 Ponb B cuctemax VB

CamoonucaHne HeobxoguMMO ONS KOMMOHYEMOCTM W (PYHKLMOHANbHOW COBMECTMMOCTM CUCTEM M
ycTponcTe MB. CamoonncaHue ABnseTca MakcumansHo 3phekTUBHBIM B cnydasx, korga cucrema VB Bzau-
MOCBsi3aHa ¢ gpyrumun cuctemamun VB, nnu B cnyyasx, korga cuctema VB paclumnpsietca 3a cuet gobaeneHuns
HoBbIx ycTpoicTe MB. CamoonucaHne Heobxogumo Ans MOBUIbHBIX YCTPOWCTB M ANS YCTPOWCTB B CNSLLEM
pexuMe BBUOY PerynsapHoro NogknioYeHust K CeTAM U OTKITIOYEHUS OT HUX.

7.4.13.3 MNpumepsbl

Mpumepom caMoonucaHus ABNSAETCS cucTema, ucnonbaytowas Bluetooth B cetsix OnvxHero geicTeums,
KOTOpasi NpefocTaBnsaeT UMA YCTPONCTBA U CNUCOK NOAOEPXKMBAEMbIX CIYX0 Npu NOAKMHYEHUHN.

Cuctema TpaHCnuUpyeT CBOW CTATyC U NOOOEPXUBAEMBLIE CMYXObI U TEKYLLWA YpOBEHb cryxbbl. Kom-
MOHEHT MPUHUMAET TaKy LIMPOKOBELLLATENbHYK0 MHBOPMaLMI0 U3 MHOXECTBa CETEN U CUCTEM W NPUHUMAET
peLLeHne 0 TOM, Kakas ceTb obecneunT Hauny4yliee cooTBeTcTBMe TpeboBaHuio cnyX0Obl KOMNOHeHTa. Ha oc-
HOBaHWK peLUeHMs KOMMOHEHT NogknkYyaeTcs K BoibpaHHoW cetu. MogobHeiM obpasom paboTtatoT cetr Wi-Fi
1 Bluetooth.
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7.4.14 Mognucka Ha cnyx6y

7.4.14.1 OnpegenexHuve

MocTaewukn cnyx6 VB yacTo NpefocTaBnatoT noanucky Ha cnyx6el VB nonb3oeatenam VB. MocTae-
Wwrky cnyx6 B npegoctaBnsawT OOCTYN K NPOLLECCY NOAMUCKM, C MOMOLLLID KOTOPOro nons3oeartenu UB mo-
ryT nognucaTbCs Ha KOHKpeTHyH cnyxby VB. Mpouecc nognucku MOXKeT BKNOYaTh B cebA NnaTtexu 1 YeTkoe
yKasaHue npenBapuTenbHblX YCNoBuiA Ans nonb3osatens MB. Cnyx6a VB moxeT BkntoyaTth B cebs yCTaHOBKY
yctponcTe MB, a Tawke ycTaHOBKY W HACTPOWKY MPOrpamMMHbIX KOMMOHEHTOB, NPeAoCcTaBnseMbIX Uin onpe-
Jensiemblx noctaelwukom cnyx6 VMB. Mognucka Ha cnyxby 1 cosgaHne HOBOro npunoxexus MB moxeTt npu-
BECTW K YCTAHOBKE HOBLIX TpeboBaHuin BesonacHoCcTU K cucteMe. OTBETCTBEHHOCTL 3a BbINOMHEHWe Tpebo-
BaHW 6e30NacHOCTM NEXUT Ha NoANUCYUKE, MOCKOMbKY Npou3BoauTens cuctemMebl MB He MoxeT npenBuaeTb
OaHHbIA BApWaHT UCNOMb30BaHUS.

B HekoTOpbix criyyasx nonb3osatens VB MoxeT ycTaHoBWTL CBOKO cOBCTBEHHYIO cnyx 6y VB, HO B aToM
cnydae none3osartens VB npuobpetaet Heobxoanmoe obopyaoBaHue 1 nporpaMmmHoe obecneveHune u HeceT
nocnegytoLme ob6s3aHHOCTM NO IKCnnyaTauum n obcnyxmueaHuio cny»koel MB.

7.4.14.2 Ponb B cuctemax VB

HekoTopble cuctemsl MIB ocHoBaHbI HA Mogenu NoAnMcku, B KOTopoi nonb3osaTtenu VB onnayueatoT uc-
none3oBaHue cuctemel VIB. B Takux cnyyaax noctaBlimk cnyx6 B gomkeH yCTaHOBUTL YETKME MEXaHU3MbI
ANs yCTaHOBMNEHUsA 1 oBCnyKMBaHWA NOQNUCOK.

7.4.14.3 MNpumepsbl

Mpumepom cnyx6bl VB no nognucke sensieTcs npegocTaBneHne nepcoHanbHoro hUTHEC MOHNUTOPUHIA.
Mone3oeatens VB npnobpeTtaeT HocuMoe ycTponcTeo VB, nogknioyaemoe k cnyxbe VB onga otcnexueaHus
aKTWMBHOCTU nonb3oBatensa. Cnyxba MB ncnonb3yeT cobpaHHble AaHHbIE AN aHanua3a u npegocTaBnseT oT-
yeT 0 AeATEeNbHOCTU U AOCTMXEHWM Lienel nonb3oBaTens.

8 KoHuenTtyanbHasa mogens UB

8.1 OcHoBHaA 3agaya

KoHuenTyanbHaa mogene VB yctaHaenvBaeT oBLy0 CTPYKTYPY U onpeaeneHns Ansa onucaHusi KoHLen-
LWIA, U B3aMOCBSI3e MEXay CyLLHOCTAMM B cucTemax VB. KoHuenTyansHaa mogenb OOMKHA ObITe obLUei,
abCcTpakTHOW U NpPOCTOM, ANSA Yero HeodbXoAUMO YTOMHUTL OCHOBHLIE TpeboBaHMA cucTembl VIB crniegyownmm
BOMpOCaMu:

- KakoBa obwas mogenes cywHocTten VIB n ux Bzammocsazein?

- KakoBbl Kno4eBble NoOHATUA B TUNKUYHOW cucTeme B?

- KakoBbl B3aMMOCBA3N MeXay CYLHOCTAMM, B YACTHOCTU, MeXy UMPOBLIMUK CYLLUHOCTAMKU U UX -
3MYECKUMM CYLLUHOCTAMMN?

- KTo 1 rge aBnaeTcs y4acTHUKOM?

- Kak Belyu 1 cnyxbbl B3auMOOENCTBYOT Yepes ceTb?

KoHuenTyansHas mMogenb ¢ y4eToM nepe4ucrieHHbIX NATh BONpocoB onpeferneHa B 8.2—8.3. Mogensb
npegcTtaBneHa ¢ Ucnonb3oBaHMeM yHUduumposaHHoro s3bika mogenupoeardusa UML. Ouarpammel B pazge-
ne 8 nokasbiBatloT ABa pPasHbIX TWNa OTHOLWEHUA MeXay cylHocTAMKU: o6oblieHne u accounaums. Bonee noga-
pobHas MHhopMaumna NpUBeaeHa B NpUNoxeHnn A.

8.2 MNoHATKMA KoHUenTyanbHoW Mmogenu UB

8.2.1 CywHocTu u gomeHbl B
8.2.1.1 O6wme nonoxeHus
[MoHATMA cywHocTen n gomeHoB VB npeactaesneHbl Ha pUcyHke 4.
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PucyHok 4 — MoHATUA CYLLHOCTEN U JOMEHOB KOHLENTyarbHOW Moaernu

CywHocTeo Ha3biBaeTcs 000COGNEHHO M He3aBMCUMO CYLLEeCTBYHOLWMWIA OBBLEKT, HanpyMep 4YenoBek,
opraHusaums, yCTPOWCTBO, NOACUCTEMa UMK rpynna Takux npegMeTtos. Bee, 4To HaxoauTtea B cucteme MB,
SIBNSIETCA CBOEro pofa CYLWHOCTL. B KoHuenTyansHon Mogenu onpedenseTcsa YeTkipe dhyHOAamMmeHTanbHbIX
CYLLIHOCTW: Belb (hu3ndeckas CyLLHOCTb), Nonb3oBaTenb (nonb3oeatens WB), WT-cuctembl (UndppoBas cyLy-
HOCTb) U CETW CBA3M (ceTk). Tabnuubl B3aMMOCBA3er CYLLHOCTEN ANs KOHUEeNnTyansHoW Mog4enu NpuBeaeHbl B
npunoxexun B.

Lndposas cywHOCTE — 3TO OAWH U3 BbIYUCTIMTENbBHLIX 3MEeMEHTOB U 3NeMeHTOB AaHHbIX cuctemMsl VB,
KOTOPbIA BKNKOYaeT B cebs NpunoxeHus, cnyxbbl, BUpTyanbHble 00bEKThI, XpaHunvwa AaHHbIX, YCTPONCTRA
WB n wntosel MB. Monb3oeatens B — aTo cylHOCTE, KOTOpas MOXeT BbiTk Uy He BbITb Yenosekom. Ouau-
Yyeckas CyLHOCTb ABMAETCH AUCKPETHON, naeHTuduuupyemon n Habnwgaemon. CeTb — CYLWHOCTE CUCTEMBI
VB, 4epes koTopylo gpyrve CyLWHOCTU B3aWMOAENCTBYIOT ApYr ¢ ApyroM. CyWHOCTU UMeT MOAEHTUYHOCTb
yepes cBA3aHHbIN naeHTudrkaTop. MaeHtudmkaTopsl HeobxoanmMel LUMGPOBEIM CYLLHOCTAM A8 B3aumMogen-
CTBWSI C OPYTMMW LMPOBBLIMU CYLLHOCTAMM Yepel ceTb. CyllecTByeT MHOXECTBO JOpM UAEHTUUKATOPOB,
MCnornb3yeMblX B 3aBUCMMOCTI OT CBOMCTB CYLHOCTMW.

Mpu paccMoTpeHnn cucTembl VB HeobxogmMmMo npoBecT AeKOMMO3ULMI0 CUCTEMbI HA YacTu W Crpynnu-
poBaThk CYLLHOCTW, KOTOpble cryxart oblien uenwn, Hanpumep onpegeneHHon goMmeHom. CylHOCTM JoMeHa
yacTo paboTatoT B NoAcKCTEME, CBA3AHHOW C 3TUM AOMEHOM. [10ACHCTEMBI M CYLLHOCTM JOMEHa MOryT B3au-
MOAENCTBOBaThL C MoAgcUcTEMaMK U CYLLHOCTSAMW APYroro AomMeHa. B Takux crnydasx cunTaroT, YTo ABa JOMEHa
B3aWMOEeNCTBYIOT APYr ¢ ApYyroM. Ha pucyHke 5 nokasaHo, Kak oAuH JoMeH A B3auMoOeWCcTBYeT ¢ APYrnM
gomMeHom B. OguH gomeH VB MoXeT B3aMMoOeNncTBOBaTb C HECKOMbKUMKU goMmeHamu VB.

HomeH A Oomer B
BsanmonsicTaysT ¢

PucyHok 5 — BaanmMogeicTBus 4OMEHOB KOHLEeNTyarlbHOW Mmoaenu
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8.2.1.2 CywHocTb

CywHocTb — 370 nobo npegMeT (kak maTepuanbHbld, Tak U1 HeMaTepuarbHbIi), KOTOPbIA MMeeT OT-
OenbHoe 1 He3aBUCUMMOe cyllecTBoBaHWe. Kaxaasa CyLHOCTE UMeeT YHUKANbHYIO MOEHTUYHOCTb.

8.2.1.3 JomeH

JomeH aBnseTca OCHOBHOW oyHKUMOHaNsHOW rpynnown cuctemsl MB. Kaxpas cywHocTe B cucteme VB
BKIItOYEHa (MM COAEpPXKUTCH) B OAMH UMW HECKONbKO JOMEHOB.

8.2.1.4 Uudposasn cylwHOCTb

LindpoBasn cywHOCTE — 3TO BbIYUCIUTENBHBIA 3NEMEHT UMK ANeMeHT AaHHbiX cuctemsl VB, B Tom
UYuCne NPUMOXeEHWs!, CNyKObl, BUPTyanbHble CYLLHOCTW, XpaHUnuLla AaHHbIX, ycTpoicTea VB 1 wnwo3asl MB.
Lincpporas cylHOCTE — 3TO cneuManuMarpoBaHHas CyLLHOCTb. Lindpoeas cyLHOCTE MOXET BKMNo4YaTk B cebs
Opyrve Takne CyLIHOCTH.

8.2.1.5 ®uanyeckas CyLHOCTb

Pusmnyeckas CyLLHOCTb — 3TO AWCKPETHas, naeHTudpuumnpyemas u Habnwgaemas 4actb pU3MHECKON
cpenbl. PuzmHeckue cyLHOCT MOTYT BbITh NpakTUYeckn NbbiM hruanyeckuMm oGbEKTOM UNU Cpefon: Noau,
KWBOTHbIE, aBTOMOOUNK, MarasuHbl, NOrTMCTUYECKME LIeNOYKA, KOMMNBTEPbLI, 3NeKTPOHHbIe NPUBOopPLI, 3aKpbl-
Thle UMK OTKPLITbIE NOMeLLeHWsA U T. 4. Puanyeckas cyLHOCTE — 3TO CreLMann3npoBaHHas CyLHOCTb. uan-
Yeckad CYLLHOCTb MOXeT COAepKaTb ApYr1e Takue CyLHOCTH.

8.2.1.6 lNMone3oeaTens VB

Monb3oeatens VB — 310 nonb3oBaTtens cucteMbl VB, KOTOpbIA MOXeT ObiTb UNU He BbiTb YENOBEKOM.
Monb3oBaTtens VB aenaetca yvacTteio cuctembl WMB. MNonb3oeatens B — aT0 cneyvanuanpoBaHHas Cyly-
HOCTb, NPEeACcTaBNALLLAN nonb3oBaTens Unu LMdgpoBoro Nons3oBaTens.

8.2.1.7 CeTb

CeTb — 310 UH(pacCTPyKTYypa, KOTopasi CoOeAUHSIET MHOXECTRO LMPOBLIX CyLLHOCTEN U obecneymnBaeT
obMeH JaHHbIMK MexXay HUMK, CeTb — 3TO cneumanna3npoBaHHas CyLHOCTb.

8.2.2 M peHTn4HOCTL

8.2.2.1 ObLwue nonoxeHua

Ha pucyHke 6 nokaszaHo NoHATUE MOEHTUYHOCTU B OTHOLLUEHWUKU CYLLHOCTEN.

CyLLHOCT un:::;ﬁgcm
™ /1.
WpeHtubmumpyer WneHTudmLMpyloT ¢
WpeHTuchukatop
Wmear
Xapakropusyet
/
MaeHTUMHOCTEL

PucyHok 6 — lMNoHaTe OeHTUYHOCTM B KOHLENTYansHoW Mogenu

MHorve cywHoct B MB, ocobeHHo huandeckme CyLHOCTU (BeliM), UMeT WOEeHTUYHOCTL. MaoeHTu-
hvkaTop — 310 Habop aTpMOyTOB CYLUHOCTU, UCMOMNb3yeMblil NS YHUKaNbHOW uaeHTUdUKaLmMm CyLLHOCTK
B koHTekcTe. CyLHOCTL MOXET MMeTb Gonee oOHOrO MAeHTU(UKaTopa, HO TpebyeTcsa Kak MUHUMYM OAWH
YHUKaMbHbIA MOEHTUMUKATOP B KOHTEKCTE MAEHTUYHOCTU, Yepes KOTOPLIN K He MOXKHO Nony4uTs 4ocTyn. Ha-
npuMMep, MoeHTUdMKaLKMOHHaa HopMaLMS U3 METKU MOXET UCNOoNb30BaThCs B KaYecTee MaeHTUdMKaTopa
ANS noeHTUOUKaLMK (DU3NYECKON CYLLIHOCTH, K KOTOPOW OH NPUCOEAUHEH.
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8.2.2.2 NpeHTndukaTop

WpoeHTudmkatop ngeHTMdUUMpyeT CyWHOCTb. MoeHTUduKaTopbl XapakTepuayT UOEHTUYHOCTb CYLL-
HocTu. CyLHOCTE MOXET UMeTb Bonee ogHoro naeHTudukatopa. oeHTudukaTopbl NPUMEHAKTCA B AAHHOM
KOHTEKCTE MAEHTUYHOCTH.

8.2.3 Cnyx6hl, ceTu, ycTpoicTRa 1 wnio3sl UB

8.2.3.1 Obwume nonoxeHusa

Ha pucyHke 7 npeactaBneHbl B3aMMocBs3W cnyxk6, yctpoincte VB, wnosos VB 1 coeguHALWNX UX
ceTen.

aHWUNULLIe
MpunoxeHue Wcnonsayer Cripxba quaHHblx
Wcnonsayet
BsaumopeicTeyeT c \
MpeacTasnset BaawmopeiictaysT ¢
yepes
BaauMoaeicTeyaT BaaumoaeiicTByeT ©
qepea
W > OKoHevHanA VoroohE
HTepdeic Wniser TOUKA » o T— VB
WeCTBYST B
“ e CoaguHaeT
Bsaumogelicteyer
uepes Mpeacrapnser /
CeTb LWimoa B

BzanmopeicTeyeT yepes

PucyHok 7 — Cnyx6b1, ceTn, ycTporcTBa 1 wrno3sl B

Cnyxba siBnsetcsa abcTpakTHbIM NnoHATUEM. Cnyxba peanu3yeTcs OOQHWM UMM HECKOMNbKUMMW KOMMOHEH-
Tamu. MoxeT BbiTb HECKONbKO peanu3auuii OOHOW U TOW e CnyXbbl.

CywHOCTN B3aMMOAEWCTBYIOT 4Yepes3 ceTW nyTeM NpeacTaBneHWs OOHOW MMM HEeCKOIbKMX OKOHEYHbIX
Touek B ceTu. CeTb COEOUHAET OKOHeYHble Touku. Cnyxba npeacTaBnseT ogHY MMM HECKOINBbKO OKOHEYHbIX
TOYEK, C MOMOLLLI KOTOPBIX MOXET ObITh Bbi3aBaHa. OKoHeYHas Touka MMEeeT O4WH UITM HECKOMBKO CETEBLIX UH-
TepdeincoB. YaaneHHsle cnyx6bl MOryT ObITe JOCTUIHYTHI OKOHEYHBIMW TOMKaMKW Yepea CETERbIE MHTEPdENCHI
no cetl cesA3n. OKOHEeYHbIe TOYKM CYLLECTBYHOT B OOHOW MMM HECKOMNbKUX CETSX.

[anHble, cBAzaHHble co cnyxbamu, ycTpoictBaMu M Wno3damu VB, MOryT XpaHWTbCs B XpaHWnuwe
OaHHbIX, UCNONb3YEeMOM OfHUM WINN HECKOMNBKUMW CYLLHOCTSIMM.

8.2.3.2 OKoHe4YHas To4Ka

OkoHeuyHaa Touka nubo peanuayeT UHTepPdENC, KOTOPLIA MOXET BbI3bIBATLCS APYTMMU CYLLHOCTAMM,
nubo coeguHAET CYLLHOCTL C MHTepdencammn apyrux cyuHocTten. OKoHeuHas Touka MOXeT cofepxaTk Gonee
oaHoro nHTepdenca. MHTepdeinc — 31o Habop onepaunii U CBA3AHHbLIX NapaMeTPOB, KOTOPbIE MOTYT MCMOSb-
30BaThCHA OQHOW LWMAIPOBON CYLLHOCTBLIO ANA 3anpoca AeUCTBUIA Y APYron UM poBON CyLLHOCTH.

8.2.3.3 Wnw3 VB

LLnto3bl B oGpazytoT MOCT Mexay pazNuYHbIMKU CETAMU: MEXAY CETAMM BNKHEro JelCTBUS, K KOTOPLIM
noaknwYeHbl yctponctea VB, n ceTamu goctyna (kak npaBuno, rmobansHbIMY CETSMK), KOTOPLIE UCMOMNb3YHT
apyrue cywHocth B cucteMme VB. Lno3el MB moryT ncnonb3oBaTh NoKanbHble XpaHunuiwa gaHHbix. Wno3el
MOryT BKMoYaTth B cebsa dyHkumn 6e3onacHocTM Ans 3anThl 06enx OKOHEYHbIX TOYEK OT CETEBbIX aTtak unu
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ONS 3aLUTbl TPAH3UTHbLIX CETEN OT BPe4OHOCHbLIX UMW NOBPEXOEHHbBIX OKOHEYHbIX TOYeK. Takue cnyx0bl MoryT
ObITb BKMOYEHbI NOcTaBLmkamu cnyxb nubo B skcnnyaTaunoHHble, MMbo B AOMOMHUTENbHbLIE 3a4a4un.

8.2.3.4 YcTtponcteo VB

Yctponcteo MB — 310 undpoBasa CyWHOCTb, KOTopas coeduHseT (PU3MYecKme CyLHOCTU pearbHoro
MuUpa c OpyruMmu LMpoBbIMUK CYLLHOCTAMU cucTemsl VB yepes dyHKUMKM BOCNPUATUA U NpUBEAEHUs B Oei-
cTBue. Yetponcteso VB aBnaeTca kak unudpoBoKr, Tak N (PU3NYHECKOW CYLLHOCTbIO, Tak Kak HeKoTopblie hu3un-
Yeckue xapaktepuctuku yctponctea VB BnusitoT Ha ero ucnonb3oBaHue B cucteme VB, Hanpumep mecTtono-
noxeHwe, ABMXEHNE U YCKOpPeHMe YCTpPoucTea. YcTpouncTeo VIB BzaavmogencTByeT ¢ ogHOM UMM HECKONbKUMU
ceTaMM Ans CBA3W C APYTMMUW CYLLHOCTAMU. YCTpoicTBO VB OOMKHO MMeTL NOAKNKYaeMOCTb CETU U Mpeao-
CTaBnATb O4HY UIN HECKOMBKO OKOHEYHbIX TOUEK, MOXEeT COAepXaTh BblYMCNUTENbHbIE BO3MOXHOCTU U OMLM-
OHanbHO UCMNOMNb30BaThb JIOKANbHLIE XPaHUULLA OAaHHbIX.

8.2.3.5 Cnyxb6a

Cnyxba — 310 Habop oTOeNbHbIX BO3MOXHOCTEMW, NMPeaoCTaBAsSeMbIX Yepes OnpeaeneHHblit UHTep-
cerc. Cnyxba moxeT BKMoYaTh B cebs apyrne cnyxbbl. Crnyb6a obbl4HO peanunsyeTtcs Kak nporpaMmHoe
obecneueHne. Cnyxba onpenensier ceTeBbie MHTepdelCckl U NPeCcTaBnAeTcs OKOHeYHoW Toukon. Cnyxba
B3aUMOZEWNCTBYET C OPYrMMU CYLLHOCTAMU Yepe3 OfHY WUnu Heckonbko ceTein. Cnyxba B3aMMOOENCTBYET C
HyneBbIM Unu BonbLWKMM KonuyecTBoM Linto3oe VB, ¢ HyneBbIM Unv GonbLIMM Konu4ecTBOM ycTpoicTe VB, ¢
HYMEBbIM MW DOMbLIMM KONMYECTBOM Apyrx cnyx6. Cnyx6oi MoXeT ncnonb30BaTbCs HyMb Unu GonbLuee
KONMWYEeCTBO XpPaHUMULL OaHHbIX.

8.2.3.6 MpunoxeHue

MpunoxeHne — 3To NporpaMMHoe pelleHne, NpeaHasHadeHHble Ang cogencTeus nons3osatensam KB
B OCYLUECTBMNEHUM onpefeneHHbIX 3a4a4y unv obpaboTke KOHKpPeTHbIX BUAOB 3aaa4y MT nocpegcTeom aBToMa-
TU3auuy npouecca unm pyHKUMK brusHeca.

MpunoxeHne MOXKET UCMOMb30BaTb O4HY WM HECKOMBbKO Cry»6. MpunoxkeHne MoXeT MCNonb30BaThCs
yenosekoMm YMW unu undposbimM nonb3osatenem (depes API).

8.2.3.7 NHTepdeic

WHTepdenc onpegenseTca Kak UMeHOBaHHbIA HAabop onepauui, KOTOPLIA XapakTepuayeT noBegeHue
cywHocTu. MHTepdenc npencraenseT coboit HaBop onepauuii U CBA3aHHLIX NapaMeTpoR, KOTOpLIEe MOTYT UC-
Nonb30BaTbhCs OAHOW LM POBOM CYLLHOCTLIO AN 3anpoca AeNcTBMIA OT ApYror LM POBOW CYLLHOCTM.

8.2.3.8 Cetb

CeTb ycTaHaBnuBaeTcs NyTeM NOAKMHYEHWs YCTPOWUCTB W wro3a MB. Bce coOTBETCTBYHOLWME OKOHEY-
Hble TOYKU LOCTYMHbLI YEPe3 UX UHTepdenchl.

8.2.3.9 XpaHunuiie gaHHbIX

XpaHunuilia oaHHblX nogaepxmeattca wnw3om VB 1, onymoHansHo, yctpocTtBamu MB. Xpanunuwa
OaHHbIX coaepKaT AaHHble, oTHocAwmecs k cuctemam VB. [laHHble MoryT BbITh Nony4YeHbl HEMNOCPEACTBEHHO
OT ycTporcTB VB unu ot cnyx6, obpaboTaBlumx AaHHbIe 0T ycTpoicTs MB.

8.2.4 Nonb3oBartens VB

8.2.4.1 ObLwue nonoxeHus

Ha pucyHke 8 npegcraBneHbl y4acTHUMKM cuctem MIB — nonesoBatenu UB.
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Monb3oBaTtens
1B
Aenaercs HAenretcs
Mone3oearens- Ludppoeoi
YoroBeK nonL30BaTens
Wcnaneayet WenonsayeT Wenonbayer
A
MpunoxeHwe Wenonbsyer Cnyxba
BaavMopneicTeyaTt ¢ /
BaavmogeicTeyeT \
JYepea MpeacraBnexa

/

OKoHeYHan

Cems TouKa

CywecteyeT B

PucyHok 8 — lMNMoHaTtue nonb3oeatenen VB

Monb3oBatens VB moxeT BbiTb Nnnbo yenoBekoM (Nonb3oBartenb-yenosek), Nnbo undposbiM (Undpo-
BOW nonb3oBaTens). Lingporoi nonb3oBatens BkNo4YaeT B cebs cnybbl aBToOMaTU3auumn, KoTopble OeicTBy-
0T OT UMEHU Morb3oBaTend-yenoseKka, Hanpumep npu B3auMo4encTBMU Mexay KoMmnbioTepamu. Lindpoeon
nons3oBaTenb B3aMMOOENCTBYET C OAHOW UMW HECKOMBKUMU CryKBamMu NPsIMO UMMM KOCBEHHO YEPE3 OKOHEY-
HYHO TOYKy cry>0Bbl. [onb3oBaTenb-4enoBeK B3anMoOeNCTByeT Yepe3 O4HO UM HEeCKONbKO MPUMOXKEHWUNA.

8.2.4.2 lNMonb3oBaTenb-4enoBek

[Monb3oBaTenb-4enoBeKk — 3TO YenoBek, ucnonb3ywwmn cuctemy MB. MNonb3oBaTens-4enoBek sBnseT-
cs cneumanu3npoBaHHbiM nons3osaTtenemM VB. MNonb3oBaTtens-4enoBek B3anMoaencTBYeT B CETU Yepes npu-
noXxeHue.

8.2.4.3 Undposoi none3oeaTens

LUndposoi nonb3osaTens — 370 UM POBana CyLHOCTb, Ucnonbayowas cuctemy VB. Lindpoeon nonb-
3oBaTenb ABMSAETCH cneynannanpoBaHHbIM nons3osartenem VIB. Llndposoi nonk3oBaTens B3anMo4encTByeT
B CETWU C OQHON UIN HECKOMNMbKUMK cnyx6amu, npegnaraembimu cuctemon MB.

8.2.4.4 TpunoxeHue

MpunoxeHne — 3TO NpoOrpaMMHas CYLLHOCTb UMW CMCTEMa, KOTopasa NpefocTaBnseT Habop yHKUUA, ©
MOMOLLIbI KOTOPLIX MOMb30BaTENb MOXET BbIMNOMHUTL 3a4avy Unu AocTudb BusHec-uenu. MpunoxeHue obbly-
HO MCMOnb3yeT cnyXbbl. PYHKUUKW NPUNOXKEHUA MOTYT BbiTb NpeacTaBneHbl Kak CryXobl.
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8.2.5 BuptyanbHas cywHOCTb, hu3nyecKkas CyLWHOCTb n ycTpoWcTeo MB

8.2.5.1 Obwme nonoxeHus

Ha pucyHke 9 npencTaBneHbl B3aMMOCBA3M MeXAy BUPTYarnbHOW CYLLHOCTLIO, (PU3NYECKOW CYLUHOCTEH
n yctponcTteom VIB.

BupTyaneHan ¢c";3u"1:§z':l‘;" MeTxa
clHoeTe AsnneTca
MpegcraenaeT
>
/ \ Wmeet ogwH nnn Gonee
BosaesicTeyer Mposogut \
MOHUTOPMHI
neHTr-
tuKaTop
WenonHuTensHoe Da /
yCTpOACTBO il CunTbiBaET
AenreTca Fasnretcr
LLintos MB Yepoiicteo UB
CoegvHsaeT |

PucyHok 9 — lNoHATUSA BUPTYanbHOW CYLLHOCTU, PU3NHeCcKon CyLLHOCTU U ycTpourcTea MB

McnonHutensbHble yCTpOWCTBA W AaT4YMKKM — 3TO ycTpoictea WMB, koTopble MMET MPAMON UMK Koc-
BEHHLIN KOHTAKT C (PU3NYECKON CYLLHOCTBID. BupTyanbHasa cyLWHOCTb, MeTKa, UCMOMHUTENLHOE YCTPOUCTBO,
gatauk, ngeHtudukartop, wnw3 VIB n yctponcteo B sBnaTesa undpoBbIMK CyLLHOCTAMK. McnonHuTensHoe
YCTPOWNCTBO ONepupyeT ¢ NonyyYyeHHon LUMdpoBoin nHopMaumnen ansa Bo34encTBus (M3MeHEHUA) Ha HEKOTO-
pble CBOWCTBA (PU3NYECKON CYLLHOCTU. [laT4MK BOCMpUHUMAEET onpederieHHbie XapakTepucTukn orm3nyeckon
CyLHOCTK 1 NpeobpasyeT X B unpoBoe nNpencTaBneHre, KOTOpoe MOXKeT nepefgaBaTtbcd. Puanyeckas cyll-
HOCTb MOXET MUMETb OAHY WU HECKONbKO NPUKPenneHHbIX MeTOK, U AAaTYMKN MOTYT KOHTPONMPOBaTL MeTKY,
a He HenocpeAcTBEHHO (PU3NYECKYIO CYLLHOCTb. MCcnonHuTenbHble YCTPOWCTBA M AaTHUKK SBNSAIOTCS YCTPOU-
cTBaMu VB, KOTOpble KONMMYECTBEHHO NpeobpasyrT M3MEHEHNUS] B OOHOW (OU3NYECKOW BEMUYUHE B MU3MEHEHWS
B Apyroi. OgHo ycTpoincTeo VB MOXET cogepaTb HECKOMbKO OAaTHMKOB, HANpUMeEpP AaTYMK MECTOMNOMNOXKEHNUS
1 aKkcernepoMeTp B CMapTgoHe.

Mpumepom aBnsieTca cMapTdoH ¢ JaT4YUKOM AN ofnpeferneHus Temneparypbl OKpyxalwen cpefbl.
Apyrvm npuMepom siBNAeTca cnyyan, korga npunoxeHune Bluetooth Ha cmapTdoHe coeanHAaeTca ¢ KOHOWMLWO-
HepoM OMs KOHTPoNns TeMnepaTypbl B MOMELLEHUN; B 3TOM clydYae KOHANLWOHEP ABMASETCH UCMOMHUTENBHbIM
YCTPOMCTBOM.

Cregywowmin npumep: cMapTgoH UMEET NPUMNOXEHWE AMNSA CYMThIBAHUA LUTPUX-Koaa. [punoxeHne mMo-
KeT MMeTb NoKanbHO YCTaHOBMNEHHYI0 6a3y AaHHbIX (MOKanbHOEe XpaHWuLLe AaHHbLIX) ANA novMcka MHpopmMa-
LWKX O LUTPUX-KO[E CKaHUpyeMoro o6bekTa unu B3auMogeicTBOBaThL C yaaneHHon cnyxboi ¢ pasMeLleHuemM
kaTtanora 4Yepe3 MobuneHy ceTb. LLTpux-koa aBnseTca ogHoOW U3 PopM METKW, NPUKPENNeHHOR K duande-
CKOM CYLHOCTHU.

8.2.5.2 Aatuumk

[aTynKk — 3TO YCTPOWCTBO, KOTOPOE M3MEPSIET HEeKOTOpPbLIe CBOWCTBA (hM3UHEeCKOW CYLLHOCTU 1 BbIBOAUT
OaHHble undpoBoro namepeHusi. Lindpoeoe namepeHve BbIXOQHOMO curHana gartyvmka MOXeT 3Ha4YMTerbHO
OTNMYaTLCA OT UCXOOHOW BENUUUHBI (PU3NYECKON cpedbl U MOXET BbIBOAUTLCS CO 3HAYMTENbHOW 3a4epXKon
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no BPeMeHMW, B 3aBUCUMOCTK OT 0O6paboTKM AaHHbIX B YCTPOWCTBE. [IpUMEpOM MOXET CryXWTbk Pacno3Ha-
BaHWe NIMYHOCTM YernoBeKka W3 yCcTpoWcTBa kamepbl Habniogenws. [aTyvk ABMASETcs cneumanu3npoBaHHbIM
ycTpoincTeom WB (cm. 8.2.3.4). aTynk NpoBOAUT MOHUTOPUHT (DU3NYECKON CYLLLHOCTMU.

8.2.5.3 NcnonHuTensHoe yCTPOWCTBO

McnonHutensHoe YCTPOMCTBO — 3TO YCTPOWCTBO, KOTOpPOE NpUHUMaeT uudpoBble BXOAHblE AaHHble
N BO34EWCTBYET (M3MEHSET) HAa OLHO WIM HECKONbKO CBOWCTB (PM3NYECKON CYLLUHOCTWM Ha OCHOBE BXOAHbIX
OaHHbIX. McnonHuTensHoe YCTPOWCTBO ABMSAETCS cneyuanM3npoBaHHbiM ycTpoictesom VB (cm. 8.2.3.4). Wc-
NONHUTErNbHOE YCTPOWCTBO BO3AENCTBYET Ha (ODU3NYECKYIO CYLLHOCTb.

8.2.5.4 BupTtyanbHaa cyLHOCTb

BupTyaneHas cylwHocTb — 3TO UudpoBoe NpeactaBneHve uUanyeckon cywHocTu B cnyxbe. Bupty-
anbHag CylWHOCTb ABnaeTca LM poBOi CYLHOCTLH. BupTyanbHas CyLWHOCTE MOXET B3anMoOencTBoBaThL Ye-
pe3 OKOHEYHYH TOYKY.

8.2.5.5 Metka

MeTka — 310 huanyeckas CyLHOCTb, MPUCOEAUHEHHAs K APYron hU3n4ecKon CyLLHOCTK AN npoBeae-
HUA ee naeHTUdUKaumn 1 oTcnexnsanusa. MeTku MOryT UMeTb pasnuyHbie POPMbI U ObITb MACCUBHBIMU WK
aKTUBHbLIMW.

8.3 BbICOKoypOBHEBOE npegcraBneHue KOHuenTyaanoﬁ Mogenu

Ha pucyHke 10 npeactaBneHo BbICOKOYPOBHEBOE NPeAcTaBMNeHNE KITHYEBbIX NOHATUIA KOHLENTyanbHON
Mogenu VB, ux Bzanmoceaaun 1 B3anmoaencteus. [unarpamma He BKNw4YaeT Bce nonsaTna VB, koTtopele npea-
CTaBMneHbl Ha PUCYHKaxX paHee.
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PucyHok 10 — BbicokoypoBHeBOE NpeacTaBNeHne KOHUEeNTyarnbHOM Moaenu

Cuctema VB BknwouaeT B cebsa yCTPOMNCTBA, KOTOPbIE COEOAUHSAT (DU3UYECKNE CYLHOCTW B peansHoM
MUpe C LUQPOBLIMKA CYLLHOCTAMMK NMyTEM B3aMMOAEWCTBUS Yepe3 OOHY WIW HEeCKONbko ceTei. CyLlHOCTH,
onpefeneHHble Ha pucyHke 10 u B HacTodAweM pasfene, BkniodeHbl B cuctemy MB. MNonbsosaTens MB moxeT
ObITb Nonb3oBaTeneM-4enoBEKOM WKW UWPOBbLIM NOMNb30oBaTeneM, TakMm kak pobotel unu cnyx6bl aBTO-
MaTu3auuu, KOTopble OENCTBYHOT OT MMeHU nonb3oBaTtens-yenoseka. LiudpoBoi nonb3oBaTenb UCMOMb3yeT
cnyx6bl Yyepes ceTb CBA3W. [Nonb3oBaTenb-4enoBek B3avMOAENCTBYET C MOMOLLBH MPUNOXEHWHA, KOTOpbie
ABMNAKTCA cneyuanuanpoBaHHo dopmoi cnyxb. HekoTopble NMpUNoXeHUA B3aMMOOEWCTBYHT C APYrUMU
cnyxbamu Yepes ceTb.

®uanyeckaa CyWHOCTE — 3TO pearbHbli 00bEeKT, KOTOPLIA YNpaBnseTcs WCMONHUTEMNBHLIM YCTPORA-
CTBOM WK OTCnexwvBaeTcs AaTyvkoM. Puamyeckas CYLWHOCTb MOXET MMEeTb NPUKPEnneHHY MeTKy, KOTO-
pasi OTCNEeXMBaeTCA 4aTYMKOM BMECTO (PM3NYECKOW CyLHOCTW. BupTyanbHas CyLHOCTL NpeacTaenseTt coboin
du3nyeckyto cywHocTb B mupe UT. BupTyansHasa cylHOCTb — 3TO UudpoBas CyLWHOCTb. cnonHuTeneHbie
yCTpOWCTBA M OaT4MKN aABngTcsa TunaMmu yctpoincte MB. Yetpoictea VB B3avmogeWcTBYOT Yepes ceTb U
MOryT Nubo OCyLLecTBNATE CBA3b HA 3HAYUTENLHOM PAcCTOAHUKW HaNpsaMyo, Nbo cesizaHbl co wnw3om KB,
OCYLLECTBNAKLWMM CBSA3b HA 3HAYUTENbLHOM PaCCTOSHUN.
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XpaHunuiua gaHHbIX cogepaTt AaHHble, OTHocAWMecsa kK cuctemam MB. [laHHble MoryT BbiTb Mony4eHsbl
HernocpeacTBeHHO oT ycTponcTs VB wnu ot cnyxb, obpabaTbiBatownx gaHHbie oT ycTporcTs MB.

9 Tunosasa mogens B

9.1 O6uwue nonoxeHust

Tunosasa mopene VB siensgetcs YacTbio 0bLLel TUNOBOW apxuTekTypel VIB, npeacTtaBneHHoOM Ha pUCyH-
Ke 2.

KoHuenTyanbHas modenb W cBolcTBa cuctembl VB onpegeneHbl B pasgenax 8 u 7 cOOTBETCTBEHHO.
CtpykTypa TunoBoi mogenu VIB n npeactaBneHns apxuTeKkTypbl onpegenetsl B pasgenax 9 n 10. Baaumocss-
31 MeXOy KOoHUenTyansHOW MoAenbto, TUMOBOW MOAENb0 U TUMOBOW apXUTEKTYPOW npeacTaBneHsl B Npuno-
»eHun C. Tunoeasa mogens B BkniovaeT B cebs TUMOBYHO MOLENL HA OCHOBE CYLLHOCTEN 1M TUMOBY MOAENb
Ha OCHOBE JOMEHOB.

9.2 Tunoean mogens B

9.2.1 TunoBaAa Mogenb Ha OCHOBE CYLHOCTEN
Ha pucyHke 11 nokasaHa Tunosasi Mogernb Ha OCHOBE CYLLHOCTEN C yKa3aHWeM B3auMOLenCcTBMA Mexay
OCHOBHbIMM CYLLIHOCTAMMU.
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Pucyrok 11 — TunoBaa Mmogens Ha OCHOBE CYLLHOCTEN
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TunoBasi MOAEeNb HAa OCHOBE CYLLHOCTEW BKNoYaeT B cebs:

a) dmandeckune CyLHOCTU. 3TO NpeaMeThl B peanbHOM MUpe, KOTOpble BOCMPUHUMAaKTCH YCTPOACTBAMU
MB, 1 Ha KOTOpbIX OKasblBaEeTCs BO34encTBue ycTporncteamu VB,

6) MeTKM pas3nuyHbIX TUMOB, KOTOPLIE MOTYT BbITh NpUKpenneHsbl K dU3NYeckuM CyLLIHOCTAM Anga obner-
YEHUS UX MOHUTOPUHIA U UAEHTUWKaLWK;

8) yctpoincta B, koTOpble B3auMOAENACTBYIOT C (PU3MYECKMM MUPOM Yepes3 BOCMPUSATE U NpUBeaeHne
B nenctene. Yctpoinctea VB BknoyawT B cebs:

1) DATYNKK, KOTOPbIE 3MEPSIIOT CBOMCTBO (DM3NYECKON CYLLIHOCTU U NpeobpasytoT namepeHue B LNd-
pPOBYO MHOPMaLWIO;

2) ucrnonHuTenbHble YCTPONCTBA, KOTOPblE BO3AEUCTBYHOT UMM U3MEHSIIOT HEKOTOPLIE CBOWMCTBA (K-
3UYeCKUX CyLLHOCTeN Ha OCHOBE LUdPOBbLIX MHCTPYKLUWIA;

&) ceTu, no KoTopbiM ycTpocTBa B obmeHuBatoTea gaHHbiMu. MHorue yctpoicTtea MB obmeHuBatoTcs
AAHHBIMK MO CETSIM C ManbiM paguMycoM AeWCTBUS W CreunanuanpoBaHHbIM ceTsiM BnnmkHero 4encTems ns-3a
OrpaHvWYeHuin No MOLWHOCTM M 06paboTke. [lpyrve ycTpoMCcTBa ANA KOMMYHMKaL MM UCNOMNb3YIOT rmobarnbHble
ceTu, Hanpumep VMIHTepHeT;

d) wnio3bl VB, koTopblie 0bpa3yloT KaHan Mexay NokanbHOW ceTebio 1 rmobansHon ceThlo gocTtyna. Lnio-
3bl IB moryT cogepaTb Apyrve cywHoCTU U NpedocTaBnaTh LWMPOKUIKA cNeKTp Bo3MoxHocTen. L3 VB mo-
XeT cofepxaTh YNpaBnsAlLwero areHTa, KoTopbli npefocTaensaeT yHKUMK yaaneHHoro ynpaenenus. LWnio3
MB moxeT cogepxartb XpaHunuwie OaHHbIX ONSA XpaHeHWs OaHHbIX OT MOAKMIYEeHHbIX ycTponcTs MB, 4To
NO3BONMT NPOBOAWTL NOKanbHyo 06paboTky (Hanpumep, rpaHUYHbIE UM TYMaHHbLIE BbIYUCNEHNS) UK OYHK-
LWOHUPOBAaTL B CETAX C NPepbIBUCTON cBA3blo. N3 VB MoxkeT nogoepxuBaTs 0OHY UMW HECKOILKO CryxO
aHanuTukK, paboTarlmux ¢ AaHHLIMW OT YCTPONCTB B nnu ¢ gaHHbIMU U3 XpaHUnuWLLa AaHHBIX YCTPOWCTBA.
Linto3 MB moxeT cogepxaTtb NPUMNOXeHWs, HanpuMep NpunoXeHue ynpaeneHns Ong ynpasneHus npueogamMmum
Ha OCHOBE BXOAOHbLIX AaHHbIX OT AaTYMKOB B cnydyae, rae tpebyertca GbicTpas nokanbHas obpaboTka;

e) noAcucTeMbl NPUNOXKEHWIA 1 cnyxb, KoTopble CyLecTByloT B BonblwmuHcTBE cuctem MB ¢ xpaHunu-
wamMu gaHHbeix. Cnyxbbl aHanuTukM obpabaTbiBaloT faHHbIe YCTPOWCTB WM ApYrhe AaHHble A5 NoyYeHus
MHOPMATUBHBLIX OAHHbIX, HANPUMepP MOHUTOPUHra npousBoanTensHocTW. MogcucteMma BkModaeT B cebs
ynpaeneHue npoueccamu, KOTOpoe KOHTponupyeT npouecckl B cucteme VIB. MNogcuctema moxeT BkN4YaTth B
cebs NpunoXeHWs, KOTOpbIe NMPeACTaBNAT BO3MOXHOCTU cucTeMsbl MB. MoryT 6bITe NpeacTaBneHsl busHec-
cny6bl, KOTOPbIE CBSI3aHbl C KOMMEPYECKMM MCMONb30BaHMEM CUCTEMBI TIMBO KOHEYHBIMI MONb30BaTENSIMMU,
nnbo ApyrMMM BHELIHWMUW OLHOPAHTOBLIMU cucTeMaMi. MNpunoxeHua 1M cny6bl B3aMMOOENCTBYIOT CO LUMiO-
3amm VB n ycTpoiicteammn VB Yyepes ceTb gocTyna, a Mexay coboil — yepes ceTb Crnyxb;

)K) mogcucTema 3kcnnyatauum v ynpaeneHusa. lNogcucrtema BkrodaeT B cebs xpaHunuLLe OaHHbIX pe-
eCcTpa YCTPOWCTB U cnyxby naeHTudukaLmm yCTPONCTB, KOTopasa nNpefocTtasnseT yHKUUW NouckKa Ans npu-
noxeHun u cnyxb. B coctaB nogcucTemsl BXoAWUT NPUNOXEHWe ANA YNpaBneHus YyCTPONCTBaMM, KOTOpoe
obecne4ynBaeT MOHUTOPWHT U BO3MOXHOCTM adMUHUCTPUPOBaHMA ANs ycTpoicTs VB B cucteme. MNMogcuctema
BKITHOYaeT B cebsa Tawke CUCTeMy NoALepiKKW 3KChnyaTauun, CBA3aHHY C MOHUTOPWMHIOM W ynpaBrieHuem
Bceln cuctemon VB, BKNYasa npegocraBrneHue rnorns3oBaTensMm BO3MOXHOCTEeNn agMUHUCTPUPOBAHUKS,

u) nogcucTema goctyna u obMeHa pecypcamMu, KOTopas NpefocTaBnaeT AOCTYN K BO3MOXHOCTAM CU-
ctembl VIB onsa noneb3oBartenen M 04HOPAHIOBbLIX CUCTEM M oBecnedynBaeT ynpaenaemMble HTepdencsl Ans
cnyx6, agMUHUCTpUpOoBaHUA U BuaHeca. KoHTponb AocTyna v npefocTaBnsiemble BO3MOXHOCTM 3aBUCAT OT
nonb3oBaTtens, NoaTomy TpebyeTca ayTeHTudmKauusa 1 asTopmusaums. HekoTopblie BO3MOXHOCTM MOTYT ObITh
npefocTaBneHbl peanusaunsamMm Yyepes nHtepgencel 0bnadHbix cryxo;

K) nonb3oBaTenu cuctembl MIB, KoTopble MOryT BKMOYaTh B cebsi monb3oBaTens-4yenoseka M LMAPo-
BOro nons3oeartens. [Nonsk3oBaTens-4enoBek 0bbIMHO B3aMMOAENCTBYET € cuctemol VIB ¢ ucnons3oBaHuem
Kakoro-To nofnb30BaTeNbCKOro yCTPOUCTBA, HanpumMep, cMapTdoHa, NepcoHansHOro KOMnbloTEpa, NnaHwera
unu cneunanuanpoBaHHOro ycTponctea. Bo Bcex cnydvasx nonb3oBaTento-4enoBeky npeanaraeTcs HeKoTo-
pasa gopMa MHTepdenca NpUNoXKeHUsa, NpeaocTaBnsaeMoro 6asoBbiM NPUIOXKEHWEM, KOTOpOe B3auMoaei-
CTBYET C OCTanbHOW 4YacTbi cuctemsl MB. LudpoBblie nonb3oBareny B3auMOAENCTBYIOT ¢ cuctemamu VB
nocpencteom API-cnyx6, aBTOHOMHO ynpaensieMblX MogcMcTemoll goctyna u obMeHa pecypcamun. M nonbe-
30BaTenb-4YenoBek, U UMdpoBon Nonb3oBaTenk B3auMOAENCTBYIOT C OCTanbHOW YacTblo cuctemsl VB yepes
nonb3oBaTensCcKy ceTb. B HekoTopbix cuctemax B nonb3oBartensckne yCTpOMCTBA MOTYT HaNpsaMyo B3au-
MoAencTBoBaTh ¢ ycTporucTBamu B unu wnw3samn VIB;

J1) OQHOPaHroBLIE CUCTEeMbI, KOTOPbIMKM MOTYT BbITb cucTemsbl V1B unu gpyrve cuctembl. OgHOpaHroBele
CUCTEMbl CTAHOBATCS Monb3oBaTensmu cuctemsl MIB w/wnw npegnaraiot cucteme VB cnyxObl. Baaumogein-
cTBMe ¢ cuctemoin VB nponcxognT Yepes Nonb3oBaTenbeKyto CeThb, 00bIMHO Yepe3 MIHTepHeT.
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Ha pucyHke 12 nokasaHbl Hanbonee pacnpocTpaHeHHble CYLLHOCTH B cuctemax MB.

MonbaoeaTens VB L >
WWrios UB PRnAGTCR >
A
YcrpoidcTeo VB SnAeToR >
Aensetca
CoTb | >
| oot | Brniov@aet Llomen
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MopcrcTema NPUNOXeHHA W CITyxG ﬂb
HAennAetca
Mopcuecrema skennyatauui M ynpasneHua
Fennetca
Mopcucrema goctyna u oBmeHa pecypcamu I-—Dv

PucyHok 12 — B3anmocea3b JOMEHA C CYLLHOCTBIO U CYLLHOCTLIO B cucTemax B

9.2.2 TunoBaa Mmogenb Ha OCHOBe 4OMEHOB

9.2.2.1 O6LWMKe nonoxeHus

Ha pucyHke 13 nokasaHa TunoBasi MOgenNb Ha OCHOBE AOMeHOB. [loMeHbl pasfensioT 3a4aqu no noruve-
CKOMY (MHOrga M3nyecKoMy) NpuHLUKMMy. B OCHOBHOM, JOMEHbI MCMOMB3YKTCA ANA rPYNNUPOBaHNUS GOYHKLMIA
no obrnacTtsiM OTBETCTBEHHOCTW. B TMNoBOM Mofenu onpedeneHsl cregyollMe AOMeHb: JOMEH NoMnb3oBare-
nen (UD), npomeH akcnnyataumu 1 ynpaenenuns (OMD), nomeH npunoxeHuin v cnyx6 (ASD), nomeH gocTyna
1 obmeHa pecypcamu (RAID), gomeH BocnpuaTua n koHTponsa (SCD) n goMeH duandeckux cywHocTen (PED).
Kaxabll JOMeH He nepecekaeTcs ¢ gpyruMu goMmeHamu. BsaumMocssa3b Mexady TUNOBOW MOOENbo Ha OCHOBEe
CYLHOCTEN WM TUMOBOW MOAENbI0 Ha OCHOBE AOMEHOB npuBedeHa B 9.2.3. B pasHbiX NpencTaBneHnax Kaxabin
OOMEH BKMOYaeT pasfnnyHble cywHocTu. CyLHOCTM JOMEHOB B 3aBMCKMMOCTM OT NPeAcTaBneHnil npegcrae-
neHbl B pasgene 10.

JomeH nonbaosaTtenei (UD)

- ™\

JomeH HomeH HdomeH goctyna u

BKCMMyaTaLum 1 <:> NPANOKEHWA 1 <::> ofiMeHa pacypcamMK
ynpaeneHns cnyx6 (ASD) (RAID}
{OMD)
\: J . ﬁ J
e N
HomeH BocnpuATHA K KOHTpoNA (SCD) <:__

Ve
\

g

JomeH cdusmieckux cyluHoctei (PED)

PucyHok 13 — Tunoeasi Mogenb Ha OCHOBE JOMEHOB
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BaaumogencTBue JOMEHOB M CYLLHOCTEN MPOUCXOANT NO MHOXEeCTBY ceTel, cm. 10.4.

CeTu cBA3M He NnokasaHbl B TUMOBOW MOLENM Ha OCHOBE JOMEHOB, HO SIBMAKTCH Ba)KHbIM KOMMOHEHTOM
nwbon cuctemsl MB. CeTb NpegocTtaBnseT NyTb OANA CBA3U W 0OMeHa AaHHbIMU/MHdopMaunein. Knouesas
ponb ceTel 3aknio4aeTcs B obecnedyeHny cBA3M Ans obMeHa faHHbIMK 1 B3aMMOOENCTBUSA MeXOy CyLIHOCTS-
MU B JOMEHAaX U MeXay JOMEHaMU.

9.2.2.2 [lomeH nonb3aosaTtenen (UD)

YyactHukamu UD apnswTca none3oBatenu. [Nonb3oBaTenb MOXET ObiTh Monb3oBaTeneM-4ernoBekoMm
Unu UMppoBLIM Nonb3oBaTtenem. MNonb3oBaTenb-4enoBek B3auMogencTByeT co crnyxbammn Yyepes nonb3oea-
TENbLCKME YCTPOWNCTBA, Yepe3 KOTopkle Nony4arT JocTyn K cpefe VB. MNonb3oBaTensckuMmu yCTpOACTBAMUY AB-
NATCA KOMNbIOTEPLI, HOYTOYKKM, CMapTdOHbI, MNAHLETHI U CNeLManM3MpoBaHHble YCTPOWCTBA OMS UCMONb-
30BaHNs B UHTEPHETE BeLLel, Hanpumep, naHenu ynpaesneHus. Lindpoekblie nons3oBaTteny B3aumMogencTBYOT
co cnyx6amm HanpsIMylo Yepes UHTepgenceol.

9.2.2.3 lomeH cuanyeckux cywHoctein (PED)

PED ekntovaet B cebsa dmanyeckme cylHoctu B cucteme MB. PED siBnAeTcs OCHOBHOW cpedow, B KO-
Topoi cuctema VB oTBevaeT 3a Takue 3a4adum Unu yHKLKUKU, KAK MOHUTOPUHE, BOCMPUATUE W KOHTpoOrb. CyLu-
HocTamu PED moryT aBnaTteca nogu, Ho enageney, PED He moxeT BbITh cylwHocTeio PED.

9.2.2.4 [lomeH BocnpuaTua 1 KoHTpons (SCD)

YcTtponctea VB, a meHHO gaTtyuku, UCnonHUTENbHbLIE YCTPONCTBA W CNOXHbIe ycTponcTea VB, aenatoT-
csi yyactHukamu SCD. SCD Bknw4aeT B cebs AaTyMkM, KOTOPbIE NPOBOAAT MOHUTOPWHT cBoicTB PED, v uc-
NOMHUTENbHbIE YCTPOWCTBA, KOTOPbLIe MOryT Bo3fencTBoBaTe Ha PED. SCD sBnseTcs HEOTbEMIEMOW HacTbio
cuctemsl VB, NocKonbKy OH cOeaUHSAET BUPTYanbHY cpeay W peansHeid mup. SCD cooepxuT gpyrve cyu-
HOCTW, BKMoYas wnio3sl B, nokaneHble XpaHunuila AaHHbIX U NoKanbHble CNyX0Obl, B YAaCTHOCTU, CNyX0bl
ynpasneHus.

9.2.2.5 [lomeH akcnnyaTtauunm v ynpasneHus (OMD)

YyacTtHukamn OMD siBnaioTcs onepaTtopbl U MeHeakepbl cucteMbl VB, koTopble nogaep:uBatoT obliee
cocTosHne cuctembl. OMD npeactaBnaet cobor yHKLMM, OTBEYaloLLMe 3a BblAeneHe pecypcos, ynpaene-
HUEe, MOHUTOPUHT U ONTUMMKU3ALNK NPOUM3BOOUTENBHOCTY CUCTEMLI B PEXUME peanbHoro BpemeHun. Kak npaeu-
no, OMD cogepxut OSS 1 BSS, ¢ NnoMoLLbH0 KOTOPbLIX NPOUCXOAUT ynpaenenue cuctemon VB ¢ Touku 3peHus
3KcnnyaTauum U ¢ TOMKKM 3peHusa buaHeca cooteeTcTBeHHO. OMD koHTponupyeT 6e3onacHbIi BbIBOS CUCTEMbI
MB 13 akcnnyaTtauMy npyM BO3HMKHOBEHWUU HEODXO4MMOCTMW.

9.2.2.6 [lomeH gocTtyna u obmeHa pecypcamu (RAID)

RAID npepocTtaBnseT BHELWHUM CYLLHOCTSIM MexaHM3Mbl JOCTYNa K BO3MOKHOCTAM cuctembl MB. Oc-
HOBHLIMW KMaccaMy BHELUHWX CYLLHOCTEN SABMAKTCA NOMNb30BaTenu (B3aMMOAENCTBYHLLIME 4Yepe3 Momnb3o-
BaTenbCKWe YCTPOWCTBA) M OOHOPAHroBblie cucteMbl. BoamoxHocTu cuctembl VIB npegoctaensawTcsa yepes
OOWH UMW HECKOMbKO MHTepdencoB cnyxb ¢ KoHTponupyemMsiM goctynom. RAID cooepKUT KOHTpONUpyeMble
OKOHe4YHble TOYKM, Yepes KoTOpble npeanaratorcs cnyxobl. [NepeyeHs JOCTYMHbIX CyX0 3aBUCKMT OT gocTyna
A5 KOHKPETHOW BHeLLHen cylHocTu. BoamoxkHocTn RAID peanmayloTcst OOHUM WM HECKOMbKUMUW PYTMMA
gomeHamu, B yactHoctu ASD 1 OMD.

9.2.2.7 JomeH npunoxeHuin n cnyxb (ASD)

YuactHukamu ASD aBnNsOTCS MOCTaBLUMKU NPUNOXEHUA W cnyxB, koTopele npegnaratloT cnyxbel Ans
nonb3osartenen B B UD.

ASD cogep:uT NpMnoXeHus u cnyxbbl, NpegnaraeMble NOCTaBLMKaMM MPUNOXeHnA 1 cnyxo6. Monb3o-
Batenu B UD B3avMogencTByOT C NPUIOKEHUAMN U cny>X6amu Ans BLINONHEHWS CBOWMX 3anpoCcoB. [punoxe-
HWUS W cryX0Obl MOTYT B3a¥MOLEMCTBOBaThL C cylwHocTAMK B SCD (B 4acTHOCTH, C AaTYMKaMM M UCMIONHUTENb-
HbIMW YCTPOMCTBaAMW) ANS NOMyYeHUs OaHHbIX UM ucrnonHenus genctenn B PED.

MpunoxeHunsa n cnyx6bl MOryT NpenocTaBnATLCA Yepe3 obnadHsle cnyxbel. MpunoxeHua u cnyxobi
B ASD B3aumogenctByrT ¢ anemeHTamu B OMD, koTopele oTBedarwT 3a ynpaenedue ASD. MNMpunoxenns n
CcNyObl B3aMMOOENCTBYIOT C BHELHMMM CcyLLHOCTAMM Yyepe3 RAID, KOTOpbIin MOXeT BKoYaThk B cebsl BHELU-
HWe opraHu3alun, Takue Kak gpyrue cuctemsl VB, cuctembl MHOTO TUNa, NpaBUTENbLCTBA, NPAaBOOXPaHUTElb-
Hble OpraHbl, (PMHAHCOBbIE YYpeXaeHWs, KOMMYHarbHble CryX0bl.

9.2.3 BzaumocCBA3b MexXAy TUMNOBOW MOAENbI Ha OCHOBE CYLWHOCTENA M TUMNOBOW MOZenbH Ha
OCHOBE OOMEHOB

ConocTtaBneHyne TUMOBOW MOZENW HA OCHOBE CYLLHOCTEW W TUNOBOW MOAENW HA OCHOBE JOMEHOB Npu-
BEEHO Ha pucyHKe 14.
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PucyHok 14 — ConoctaBneHve TUNOBOW MOAENM HA OCHOBE CYLLHOCTEW M TUMOBOW MOAENW Ha OCHOBE JOMEHOB

Monb3oraTtenu B oTHOCATCA K AOMEHY nonb3oeaTenei. [NogcmMcrema NpunoXeHWn u cryxo6 oTHocuTcA
K JOMeHY NpuUnoXeHWhi 1 cnyx6, nogcucTeMa akcnnyartauum 1 ynpasneHnus oTHOCMTCSA K JOMEeHY 3Kcnnyara-
LMK 1 yrpaBneHus, NoAcCMCTEMa JOCcTyna n obMeHa pecypcamu OTHOCMTCH K JOMeHy gocTyna u obmeHa pe-
cypcamu. Yectponctea VB v w3 VIB aensawnTca cylwHOCTAMKW B JOMEHE BOCMNPUATUA U KOHTpons. Puandveckne
CYLHOCTW OTHOCSAITCS K JOMEHY (PU3NYECKUX CYLLHOCTEN.

10 MpeacraBneHus TUNOBOU apxuTekTypsl UB

10.1 O6Lwee onucaHue

TunoBas apxutektypa VB onpegensieTca YeTbipbMs NpeacTaBneHnaMm apXMTeKkTypbl:
dyYHKUMOHAaNbHOE NpeacTaBrneHne TUNOBON apxuTtekTypbl MB;

npencraBneHne pas3BepTbiBaHUA TUNOBOW apxuTekTypbl MB;

ceTeBOe NpedcTaBneHne TUMNOBOW apxutekTypsl WB;

- npecTaBneHyWe UCNonb30BaHUA TUNOBOW apxuTeKkTypsl MB.

Tunosas apxutekTypa VB aBnaeTtcs 0asoi, Korga apxuTekTypa LeneBoil cMcTeMbl MCMOMb3yeTcs AN
pa3BepTbiBaHUA B KOHKPETHOW cuctemMe. MNpumMepamuy KOHKPETHBIX CUCTEM ABMSAKTCS CEeNbCKOXO3sMCTBEHHASA
cMcTema, CUCTEMAa UCKYCCTBEHHOTO KnMMmarta, CUCTEMa UHTENMEeKTyanbHbIX CeTEN, YMHbIA JOM/YMHOe 30aHue,
YMHbIV ropog, YMHOE npeanpuatie U T. A.

10.2 dyHKUMOHaNLHOe NpeAcTaBrneHWe TUMOBOW apxuTekTypsl UB

10.2.1 O6WwmMe nonoxeHus

dyHKUMOHANLHOE NpefcTaBneHne — 3TO MnpeacTaBneHne (yHKLMOHAamNbHbLIX KOMMOHEHTOB, Heobxo-
AMMbIX Ana popMupoBaHusa cuctemsl VB, He3saBrcuMoe oT TexHonoruu. ®yHKUMoHanLHoe npeacraBneHue
onpenenseT pacrnpefeneHne u 3aBUCMMOCTM AN NoAOePXKKM AeATeNbHOCTEN, ONpeaeneHHbIX B NpeacTasne-
HW UCMOMb30BaHUS, W UCMONL3YET NOHATUS DYHKUKUIA JOMEHa U MeXO0MEHHbIX BO3MOXHOCTEI.
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Kaxabin (hyHKUMOHANBHLIA KOMMNOHEHT npeactaBnaeT cobol ogHy UMM HECKOMbKO peanv3aluii KOMMo-
HEHTOB CMCTeMbl, yCTaHOBMNEHHbIX Ans hopMupoBaHus paboTtatowen cuctemsl. Ha pucyHke 15 npegcrasnexa
OEeKOMNO3ULUSA PYHKLMOHAMBHBIX KOMMOHEHTOB TUMNOBOW apxuTekTypsl MB. @yHKUMKM OOMEHA U MEXOOMEH-
Hble BO3MOXHOCTM AABMNAOTCA HeobsasaTenbHbIMKU AN npunoxeHuin MB. dyHkuMM goMeHa aenawTca oblmumMm
M Heobs3aTenbHbLIMU, U MX HeobXxooMMOCTL onpeaenseTcs TPebOBaHUAMM KOHKPETHOTO NPUMOMKEHUS.

10.2.2 dyHKUMKW AOoMeHa

10.2.2.1 Obwme nonoxeHus

PYHKLMW JOMeHa NpefacTaBneHbl Ha pucyHke 15 B MeBOW YacTn pucyHka.

DyHILMN gOMEHa MexgomeHHHEe BOIMMKHOCTH
a R [l [l OoBepeHHOCTL
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\ >
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PwvcyHok 15 — ®yHKumMoHanbHOE NpeacTaBrneHne TUMOBOW MoOEenu

10.2.2.2 JlomeH BocnpuaTus 1 KoHTpons (SCD)

SCD copepxuT Habop 0BWmuxX QyHKUMOHANBHbLIX KOMMOHEHTOB, CMNOXHOCTL peanu3auuu KoTopbiX 3a-
BUCUT OT MH(pacTpyKTypbl cuctem VB.

a) BocnpuaTe — 3TO PYHKLMSA CHMTLIBAHWS CEHCOPHbLIX OAHHbIX C AaT4YMKOB. Peanusauusi pyHKUAN
coeaunHsIeT annapaTtHoe obecneveHue, BcTpoeHHoe MO, gpaiBepbl YCTPOMCTB U NPOrpaMMHLIE 3MEMEHTHI;

6) npueeneHWe B OeicTBME — 3TO OYHKLMA 3aMMCK OaHHbBIX U YNPaBhsLWKUX CUTHANOB Ha UCMOMHU-
TenbHOe YCTPOWCTBO A9 BbINOMHEHWs AaeicTeua. Peanusauws dyHKUMKM coefuHsieT annapaTtHoe obecne-
YeHue, BcTpoeHHoe 0, gpanBepbl YCTPOWCTB M NPOrpaMMHbie 3neMeHTbl. PYHKUWA SBNAETCS NoKanbHON B
TOM CMbICINeE, YTO 3aMbIKaeT NOMMYEeCKWIA KOHTYP K AaTynmKam M MCMOMHUTENbHbLIM YCTpoicTBam. Peanusaums
DYHKLMM MOXEeT (OM3MYEeCKM pasMeLLaTbCs COBMECTHO C APYIMMU LeHTpanbHbIMKM pecypcamMu npu ycrioBuu,
YTO BLIMONHAKTCA TpeboBaHUA K CNOCOBHOCTM K BOCCTAHOBMNEHUIO U MPOU3BOOUTENBHOCTH;

8) cny>x6bl KOHTPONS, KoTOpble HeobxoauMbl ANA yNpaBneHWs nokaneHbIM cocTosHrem B ASD, B yacT-
HOCTW, ANS Bblga4W KOMaH4 UCMOMHUTENbHBIM YCTPOWCTBAM Ha OCHOBE BXOAHbIX AaHHbIX OT AaT4MKOB U OpYy-
MMX UCTOYHWMKOB. Criyx®bl ynpaBneHus OOMmKHbI paboTaTh B pexuMe peanbHOoro BpeMeHu Ans Toro, 4Tobbl
obecneunBaTbh Hagnexawee QYHKLMOHMPOBAHWE CUCTEMbI M BE30MacHOCTb 3KCnyaTaumny Npyu HanM4inm gu-
HamMmu4ecknx anemeHToB B PED;

2) ngeHTndukaums, kotopad obecnevmBaeT MOeHTUPULNPYEMOCTE, 0GHapPYKMBaeMOCTb W OTCIEXMBA-
€MOCTb CYLLHOCTel B cucTeme. PekomeHdauMm K doyHKUMKM MOeHTUMKaL MK BKOYaloT B cebsa cnegyrollee:

1) cywHOCTY JOMKHBI MAEHTUULMPOBATLCS TONMLKO B Cny4Yae HeoOXoAMMOoCTH;

2) momxkHa 3anpawumBartbes, cobupaTtbea M obpabaTbiBaTbCs TOMLKO MUHMMAaNbHAA MHOpMaLms,
Heobxogumas ons MAEHTUMUKaALKUA CYLLHOCTH;

3) HeobxoguMMO pasnuyaTe cUTyauun uaeHTUdUKaumm yCTPOMCTBA W MAeHTUdMKaLMKM MHOMBWAA,
CBSI3aHHOrO C YCTPOWCTBOM;
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4) ecnu geHTUOULMpPYOLWAas MHDoOpMaLnsa OTHOCUTCH K (OM3NYeCcKoMy Nuuy, TO OHa NpeacTaBnseT
coboi nepcoHarnbHble AaHHble, W O0MKHbl BbiTh cobniogeHbl cooTBeTCTBYOWME TpeboBaHMs K 3a-
WuTe 1 obpaboTke NepcoHanbHbIX AaHHbIX.
10.2.2.3 JomeH npunoxeHui u cnyx6 (ASD)
®yHkuMM B ASD peanuayoT Noruky NpunoXeHun 1 cnyx6, KoTopble NpegocTaBnaT BusHec-yHKLKUO-
HarbHOCTb AN nocTaBlWwmkoB cnyx6 B ASD. ASD conepxuT cnyx0bl aHanMTUKK, cnyxbbl KOTHUTUBHbLIX Bbi-
4yucneHui, cnyx0bl NOTOKOBOW nepeaadYy AaHHbIX, crnyx0Obl ynpaeBneHus npoueccamun, crnyxbbl Busyanusa-
LK, cnyxbbl GusHec-npaenn, cnyxbbl KOHTPONS W NOrMKY NpunoxeHuin. ASD Takke cogepXuT xpaHunuiia
OAHHBIX Pa3nu4YHbIX TUMOB, BKIOYAA XpaHUNMLLe AaHHbIX YCTPOWCTBA, XPaHUNULLE OaHHbLIX aHaNUTUKK, Xpa-
HUNULLE apXMBHbIX OaHHbIX.
a) APl n dyHKkUMM nopTana, KoTopble obecnevyMBaloT KOHTPONUPYEMbIA OOCTYN K DYHKLMUAM CUCTEMBI
VB umndpoBomy nonb3aoeatento U nonb3oBaTento-4enoeeky. Kak npaenno, undgpoBon nonb3oBartens B3avmMo-
nencteyeT 4Yepe3 API, nonb3oBaTenb-4enoBek — 4yepes noprtan goctyna. Ecnu nonb3oBaTenu He ABMSOTCH
4acTblo AOBEPEHHOro goMeHa cucTembl VB, To ocTyn ocyllecTBnsieTcs Yepes goMeH goctyna n obmeHa
pecypcamu;
6) buaHec-cnyxbbl, KOTOpble CO34AT MOTOKU DU3HEC-MPOLIECCOB U NMPOBOAST OPKECTPOBKY pPecypcoB
ONA co30aHua 1 ynpaeneHus cnyxbamu;
8) cnybbl aHanUTUKK, KoTopble obpabaTeiBaloT cobpaHHble AaHHbIe (MOTOKM CEHCOPHBLIX AaHHbIX, APY-
MMe KOHTEKCTHbIE AaHHbBIe U AaHHbIE O BHYTPEHHEM COCTOAHWUM CUCTEMbI) ANt CO3aaHUs aHanuTUHecKMx gaH-
HbiX. [laHHbIEe BKMNOYaloT B cebs cobbITUA B peanbHOM BpeMeHW W/WNM apXuBHbIe AaHHbIe;
2) nogdepxkka NpUnoXeHWn, kotopasa obecnednBaeT MHGpPacTpyKTypy AN paboTsl komnoHeHToB ASD
W NpefocTaBnsaeT MHCTPYMEHTLI, Heobxogumele cnyxbe (M/Mnu NpUNoXeHW) ANs BegeHUs yyeTa U BbICTaB-
NEeHWs CYeToB.
10.2.2.4 JomeH akcnnyataumm u ynpaenexnus (OMD)
OMD copepXuT OBa OCHOBHbIX (PYHKLMOHANbHbLIX KOMMOHEHTA, OTBEYaLWMX 3a obllee ynpaBrneHue
cuctemon MB: OSS u BSS.
OSS npoeoguT onepaTuBHOe ynpaeneHue cuctemon VB, Bkniouaa BeioeneHue pecypcos, MOHUTOPUHT
W OTYETHOCTL, yNpaBneHue NonuTukamu, aBToMatuaauno cnyxd, ynpasneHue ypoBHeM cnyx6, BeaeHue Ka-
Tanora cnyx6, BefeHne peecTpoB YCTPOWCTEB U yrpaBneHue yCTPONCTBaMMU.
BSS otBevaet 3a GusHec-acnekTbl cuctemsl B, BkMoYas ynpaeneHue y4eTHbIMK 3anucsaMu, ynpaene-
HWe NoanuWcKamu, BbICTaBMNEHUE CHETOB, BEAEHNE YYETHbIX 3anucei U KaTanora npoayKToB.
10.2.2.5 JomeH gocTyna Kk u obmeHa pecypcamu (RAID)
10.2.2.5.1 ObLwme nonoxeHns
RAID Bknto4yaeT B ceba HeobxoaMMble 1 BCoMoraTenbHele OyHKUMKM ANA 4OCTyNa K pecypcam CUCTe-
Mbl B, kak k cnyxbam, Tak 1 K AaHHbIM, unu ana obmeHa pecypcamu B cucteme VB, [loctyn MOXeT ObiTh B
dopmMe Bbi3oBa cny:KObl UMK nepegady JaHHbIX. YYacTHUKKM JOCTyna unu obmeHa MoryT ObiTb BHYTPEHHUMM
UMK BHELUHUMMK MO OTHOLEHMo K cucteme B (4To MeHsieTca npu uHTerpauum cuctem MIB B Donee KpynHyto
cuctemy).
Pecypchkl cuctemsl VB BknouakT B cebsa nobbie BO3MOXKHOCTY, NpefocTaBnsemsie cuctemon MB:
a) cnyx6bl paznuyYHOro xapakrepa (NpUNoXxeHue, 4eATENLHOCTU U yNpaBneHue);
6) naHHble 1 MHdOPMaLKS OT JAaTYUKOB UMM KOHTPONNEPOR, BKMOYasa COBLITUA 1 YyBEOOMITEHWS;
8) KOHTEKCTHble ODU3Hec-gaHHble;
g) nony4eHHble 3HaHWA N MHbopMaL s, reHepupyemMble NPUoXKeHUsaMu U cnyxbamm cuctembl MB, Ha-
npyMMep 3HaHWs, Co3gaHHble aHanUTUYeCKMMK NpoLeccamMu;
0) meTagaHHble o cucteme VB u cywHocTsax cuctemsl VB;
€) KaTanoru u peno3nTopuK Ans BbilenepeyncneHHoro;
>K) BO3MOXHOCTU yrpaBneHusa 1 BegeHusa busHeca.
®yHkumm RAID nossonsaoT obecneqnTs criedytolme acnektel obmeHa 1 goctyna:
a) ucnonb3oBaHWe He TOMbKO CEeTeBbiX MPOTOKOMOB, HO M MPOTOKOMOB Nepegayn aHHbIX M cO0DLWeHuH,
HanpuMep, NPOTOKoNMoB Ha ocHoBe REST v npoTokonoB B ypoBHS COODLLEHMIA UM YPOBHS aHHbIX;
6) KOHTpONb NOTOKOB AAHHBIX U cOBLITMIA, 0BpaboTka cobbITWA;
8) ceMaHTMYecKue OonucaHus, MeTajaHHble, CUCTEMATU3ALNS, NOAAEepXKAa MOoOenein AaHHbIX U COMo-
CTaBneHWA gaHHbIX;
2) uHTepdericel cnybbl U ynpaBneHne nmu;
J) obHapyxeHe pecypcoB M (DYHKLMKM KaTanoros.
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RAID noggepxvuBaeT ABe OCHOBHble DYHKLMOHAMbHbIE TPYMMbl, KOTOPbIE Ha3bIBAKT TakKe (yHKUMO-
HaNbHbIMW KOMNOHEHTAMM:

- 0BHapyXeHue;

- OOCTYN K NOTOKY OaHHbIX.

10.2.2.5.2 OBHapyxeHue

PyHKUMOHANbHBIA KOMMOHEHT obHapyxeHusi obecnevymBaeT OOCTyn K pecypcam B cucteme VB gns
BHELWHWX M BHYTPEHHUX Nonb3oBaTenen. TakuMu pecypcamn SBRAKTCA NPUMNOXeHWs, crnyXbbl 1 gaHHbIe B
ASD 1 MOryT 6bITb BO3MOXHOCTH a4MUHUCTPUPOBAHMS U BU3HEC-BO3MOXKHOCTH, npeanaraemble OMD. ®yHk-
LK1 KOMMOHEHTa 0BHapy>XeHUsA BKMYaT B cebs cnegytollee:

a) noeHTMUKaLM 1 agpecalno OKOHEYHOW TOYKK Cryxbbl;

6) nHTepdelickl pecypcoB, B YAaCTHOCTU, ANA cnyx0, U ynpaBneHne UX XXU3HEHHBIM LWKIOM;

8) Ncnorb3oBaHWe MeTaaaHHbIX U ynpasneHue uMu,

&) JOCTYN K KaTanoram 1 peno3nuTopusaM U yripaerneHue nmu;

d) obHapyKeHve pecypcoB, pa3MeLleHne, NOUCK 1 3anpocsi.

10.2.2.5.3 JocTyn K NOTOKY OaHHbIX

®OYHKLMOHANBHbIA KOMMOHEHT 4OCTYNa K NOTOKY AaHHbIX:

a) KOHTpONUpyeT BeCb AOCTYMN K BOAMOXHOCTAM cucTeMbl VB ona BHelWHWX nonb3oBaTenei, BKMKYal-
Wwmx nonb3oBaTtenen MIB n ogHopaHroebie cuctemMbl. KOHTpPONb 4OCTYNa OTBEYAET 3a BCE BHELIHWE OKOHEYHbIE
TOuKK cucTeMbl VB 1 npoBognT HEOBXOAMMYKD ayTeHTUMKaLMIO U aBTOpM3aunto 4nsi TOro, YToObl rapaHTu-
pOBaTb UCMOMNb30BaHWE BO3MOXHOCTEN cucTembl B TonbKo aBTopu3oBaHHbIMK Nonb3oBaTtensaMmu. KoHTponb
JOCTyrna BKIKOYaeT B cebsa ynpasneHWe nonbL3oBaTensMmu, onpefeneHe U HasHaueHue ponen u rpynn;

6) cogepxuT OYHKLMK M NpoLEecChl, CBA3aHHLIE C NepefaYvei U NoaroToBKon Nboi hopMbl aHHLIX:

1) ona nepudepuiHbIX JaHHbIX OT OAaTYMKOB M KOHTPONNEpOB: NpeaBaputensHaa obpaboTka gax-
HbIX (OMMCTKA, YMEHbLUEHWEe M3DbITOYHOCTK, KOHCONMAAaUWs, arperauns, npeocbpasosanue, dhopmaTu-
poBaHWe 1 COMoCTaBnNeHrne) 1 nepefada AaHHbIX (NOTOKOBas nepegada gaHHbIX U cobbITWiA, ynpas-
TNeHWe NOTOKOM [aHHbIX M MapLUpyTU3auus);

2) ona KOHTPONS: OPKeCTPUPOBaHWE W MOTOK YNpaBnsalolUX onepauui M KOMaHa, oTrnpaBka npega-
yrnpexaeHun n yBegoMneHun, oTnpaBka UCNONHAEMOro Koa Ha nepudepuio (Hanpumep, TYMaHHble
W rpaHUYHbIEe BbIYUCNEHNS), OTNPaBKAa OaHHbIX KOH(UIypaLumn Ha YCTPOWCTRA.

10.2.2.6 [JomeH none3osaTtenen (UD)

®PyHKLUMOHaNbHbIE KOMMOHEHTbI AOMEHa Nonb30BaTenei NpeaocTaensaoT NoNb30BaTeNto A0CTYN K BO3-
MOXHOCTAM cucTeMbl MB.

[Monb3oBaTensb-4enoBeKk B3auMOOENCTBYET C BO3MOXHOCTAMW cucTeMbl VB yepes npunoxeHue ¢ nonb-
30BaTeNnbCKMMK MHTepderncamn. Ludpoeon nonb3oeaTtens B3anmonencTeyet Yepes API, B KOTOpPbIX BO3MOX-
HocTK cucTembl VB npegoctaBnaoTca No CeTu.

[omMeH nonb3oBaTenen COAEpPXUT NoNb3oBaTenbCcKMe YCTPOUCTBA, KOTOpble NOAAEepXKUBAKT NpUnoxe-
HUA 0N rnofib3oBaTtenen-niaen.

10.2.2.7 JomeH dmamyecknx cywHocteirn (PED)

PED cogepxuT thusnyeckne CyLHOCTH, KOTopble OTHOCATCA K cucteme MB.

®OYHKLMOHAMNbHBIE KOMMNOHEHTLI JAHHOIO AOMEHA ABMNAKTCA METKAMM, KOTOPLIE MOTYT BbITh NpUKpenne-
Hbl K (OM3NYECKUM CYLLIHOCTSAM.

10.2.3 MeXagoMeHHbIe BO3MOXHOCTU

10.2.3.1 Obwme nonoxeHus

Ha pucyHke 15 nokazaH Habop MeXAOMEHHbIX (PYHKLUMOHAMbHBIX KOMMOHEHTOB. OCHOBHOWN MEeXOOMEH-
HOM (byHKUMEN ABMSIeTCHA nogkrnyaemocTb ceTu. Ha pucyHke 15 nokasaH yHKUMOHAanbHbBIA acnekT gose-
PEHHOCTK (3aLLWLLEHHOCTL, MPUBATHOCTL M 3aLUWTa MEpPCOHanbHLIX OaHHbIX, 6e30NacHOCTL, HAO4EXHOCTE U
crnocoBbHOCTbL K BOCCTAHOBINEHUID), XOTA XapakTEPUCTUKWM NOBEPEHHOCTW ONpefensoTcs B Bonee LUMPOKOM
CMbIC/Ie KaK XapakTepuCTUKK cucTeMbl (CM. pasgen 7) W MMelT BrWsHKWE Ha BCe Apyrie NpeacTaBieHns Tu-
NnoBOW apxuTekTypbl MB.

10.2.3.2 MNopkno4yaeMocTb CeTU

CeTu 1 NpOTOKOMbLI NOAKNIYAKT CYLLHOCTU U NogcucTemsl U3 Bonee yem ogHOro (PYHKLMOHANLHOIO A0-
MeHa, Takum obpa3om coeauHaa mexay cobon gomeHsl. Cetu B cucteme B BknoyatoT B cebs:

- ceTb brivmxxHero gencTeus, KoTopasi obecnedMBaeT nepefady AaHHbIX OT aKkTMBOB UMW YCTPOWCTB Ha
nepudepnu, K CyLLHOCTAM, HanpuMep, LWo3aM, KoTopbie obOpabaTbiBaloT gaHHble ONA JanbHellen nepe-
Jayu K CYLLHOCTSIM M3 ApYrMX OOMEHOB UMK ANA yrNpaBnswmnx JeNcTBUIA, HarNpuMep, B rpaHUYHbIX UMK Ty-
MaHHbIX BbldUcneHnsx. CeTb BnmxHero 4encTeMsa NO3BONSAET yNpaBnsaTe akTMBaMn Yepe3 UCMONTHUTENbHbIE
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yCTpOMCTBa Mnn KoHTponnepsl. CeTb BrmkHero gercTeus orpaHnymeaetcd SCD, HO B HEKOTOPLIX Cry4asx
ceTb BnKHEro AenCcTBUA ABNAETCA U CeTbI0 [4OCTYNa,;

- ceTb JOCTyna, KoTopasi No3BoNseT nepefaeats nepudepuitHele gaHHble (13 SCD) B noruky npuno-
*eHus (M3 ASD) unu akcnnyataunoHHy noruky (n3 OMD). CeTb gocTyna no3BonsieT nepefaBaTth CpeacTBa
ynpaeneHus cylwHoctam SCD ot cywHocTtern n nogcuctem ASD n OMD. CeTk gocTyna nogaepKUBaeT hyHK-
U1K ynpaeneHus 1 ceasun bonee BbICOKOro ypoBHs (13 RAIDY);

- ceTb cnyx6, KoTopasi coegMHsAET npunoxeHus 1 cny»xoel B ASD, RAID n OMD. CeTtu cny»x6 nossons-
0T pasBopayunBaTth npunoxeHus B Ha ocHoBe cnyx6, HanpMMep, ¢ MCNOMNb30BaHMEM MUKPOCTYKE 1 Apyrux
cny0 ¢ BO3MOXHOCTbI COBMECTHOWN paboThl;

- none3oBaTenkbCcKas CeTb, KOTopas npegocTaenaeT focTyn K dyHkunam ASD n OMD nonb3oBaTensm-
nasM 1 undpoBbiM Nonb3oBatensam. MNonb3oBaTensckas ceTb obecneynBaeT Gonee BbICOKMIA YPOBEHb WH-
Terpauum mMexay pasnuyHeiMu cuctemamm WB, a Takke c cuctemamu, He oTHocswmMmucsa kK WMB, Gnarogaps
nogaepxke s3zanmogencraums cywHocten RAID ¢ nonb3oBaTenem.

10.2.3.3 [loBepeHHOCTb

XapakTepucTuKkM SOCToBepHOCTHU (CM. pasgen 7) (besonacHoCTe, NPUBATHOCTE W 3alluTa NepcoHanbHbIX
AaHHbIX, 3aLMLLEHHOCTb, CMOCOBHOCTE K BOCCTAHOBMNEHMIO U HAAEKHOCTE) MMEKT B OCHOBE MEXOOMEHHbIE
dyHKUMN:

a) dyHkuum 6ezonacHoctn B cucteme MB obecneunsatot 06wy 6esonacHocTb cuctembl UB, a Takke
6e30MacHOCTb KOHKPETHbIX KOMMOHEHTOB CUCTEMbI;

6) hyHKLUMSA NPUBATHOCTU U 3aWMUThLI NEPCOHANbHbLIX AaHHbLIX PACNPOCTPAHAETCH Ha BCE 3MEMEHTbI Cu-
ctembl VB, HesaBucuMmo OT TOro, rae co3darTcs, XxpaHaTcs u obpabaTeiBaloTca NnepcoHaneHble AaHHble. QyHK-
LMs 3alMTbl MepcoHanbHbIX AaHHLIX OTCNEXWBAaeT HanM4Yne YU MeCTOHaxOKAeHWe NMepCoHanbHbIX AaHHBIX.
DyHKUMA 3aMTBl NEPCOHANbHLIX AaHHBLIX MPUMEHsIeT koMnnekc mep Ang obecneveHus Hagnexallen 3a-
WMTLI NepPCoHarnbHbIX AaHHBIX, BKMOYas WW@poBaHMe XpaHuMbIX U NepedaBaemMblX NepCcoHanbHbIX AaHHbIX,
aHOHVMMW3aLUUI0, arpernpoBaHne U KOHTPOMb AOCTYNa K NePCOHanbHbIM JAHHBIM TONLKO AR aBTOPU30BaHHbIX
nonb3oBaTenen;

8) dyHKUMM 3awmlleHHocTn B cucteme MB obecnevnBaloT koHpMAEHUMANEHOCTb, AOCTYMHOCTD, Le-
NOCTHOCTb, MOANMUHHOCTE MHdopmauuu. Tunoeas apxutekTypa MIB obbeouHsaeT nonuTuMKM 3alUMLLIEHHOCTH
Ansa komnoHeHToB MB Kak Knio4eBylo YacTb NPOEKTMPOBaHWA cucTembl. Hampumep, ynpaBneHue akTuBamu
B SCD obecneunBaeT aKkcnnyaTauUMoOHHOE ynpaBneHWe, B TOM YUCne KOHUrypauuen cucTeMbl, NOMUTUKON,
0BHOBNEHUSIMUW NporpamMmmMHoro o6ecneyeHunsi  BCTPOEHHOTO NPOrpaMMHOro obecneveHus u ApyrumMmmn snemeH-
TaMu ynpaBrneHus XKU3HEeHHBIM LIUKIOM;

2) doyHKuMm cnocobHOCTM K BOCCTAaHOBMNEHMIO No3BoNaloT cucteme VB onepatuBHO BoccTaHaBnuBaTh
pabouee coctogHue nocne uHuMgeHTa. PyHKUMKW cnocoBHOCTM K BOCCTAHOBMEHMIO TECHO CBA3aHbl C aBTO-
HOMHBIMW BBIMMCIUTENbHBIMA BO3MOKHOCTSMW CaMOBOCCTaHOBMEHWS, CAMOKOHMUIYPUPOBaHKs, caMoopra-
HW3aUMK U camo3aLlnTel;

0) DYHKLMK HAOEKHOCTM rapaHTUpYIoT, 4To cucTema VB unu ee KOMMNOHEHTHI BbINOMAHSIOT TpebyeMble
hYHKLMUN B YKA3aHHbLIX YCIIOBUAX B TEYEHWE ONpeferneHHoro nepuoaa BpeMeHu.

10.2.3.4 [InHamnyeckasa KOMNOHOBKA

DyHKUUM AMHAMUYECKOW KOMMNOHOBKKM oBecnevmBaloT MHTErpauuio u paseutve cuctemel VIB Bnarogaps
BLICTPON MHTErpauMm HOBLIX CYLLHOCTEN B CUCTEMY, OOCTYMHOCTU UCHEPNbBIBAOLWMX METaAaHHbIX U Hann4uo
rMBOKMX MHTepdeicoB.

10.3 MNpegcrTaBneHne pa3BepTbiBaHUA CUCTEMbI TUNOBOW apxuTekTtypbl UB

10.3.1 O6wKMe nonoxeHUnA

MpencTaBneHne pasBepTbiBaHUSA CUCTEMbI onpedenseT obline KOMMNOHEHThl Ans dOpMUPOBaHUSA CU-
ctemsbl VB, B TOM yucne ycTpoicTBa, noacMcTemMbl U ceTl. B To Bpems kak yHKUMOHaNLHOe NpeacTaBneHme
onpegensieT cuctemy B yepes ee hyHKUMOHAMNbHBbIE KOMMNOHEHTbI, NPEACTaBNeHWe pasBepThiBaHWs cUCTe-
Mbl NpeacTaBnsAeT ee Yyepes ee KOMMOHeHTbl peanusauun. NpeacTaBneHe pasBepTbiBAHUA CUCTEMbI Onpe-
nenser:

a) knroueBble PU3MYECcKUe KOMMOHEHTbI cucTeMebl VB (Hanpumep, nogcucTeMel, yCTPOWCTBA, CeT);

6) 0b6LLYI0 apxuUTeKkTypy peanusauun cuctemsl VB, Bkntovyas cTpykTypy cuctembl VB, pacnpeneneHue
KOMMOHEHTOB W TOMOMOrUI0 B3aMMOCBA3aHHOCTU KOMIMOHEHTOB;

8) TEXHWYECKOE ONMcaHWe KOMMOHEHTOB, BKMOYasn pexumM paboTel U gpyrne CBOMCTRA.
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Ha pucyHke 16 nokasaHo npeAcTaBneHvne pasBepTbiBaHWA CUCTEMbl TUMOBOW apxuTekTypbl VB ¢ cyu-
HOCTAMM Ka)KOoro AOMeHa 1 coeguHeHUAMN Mmexay HAMK. CyLLHOCTW B KaX40M AOMeHe SBNATCH 00LWMMK 1
HeobsA3aTeNnbHBIMK U ONpenensaTcsa TpeboBaHUAMK KOHKPETHLIX NPUMOXKEeHUNA.

OomeH goctyna u oGmeHa pecypcamin (RAID)
KoMMoHeHT
— ynpaBneHua I'Io:gwcrema ™ [lomaH BOCNPUATHA U
BOCTYTION idiad raHTpons (SC0)
' romimie (| YnpaBnsemuis &
MonLaoeaTens- yoTpodicTea ~ ¢dmawiecme
4ONoEEK 06LEKTH
oz Loz B jr
g 2 BocnpuHuMasMepe
L
| hranMacne
E % HomeH NpUnoxeHUA 1 cnyxs (ASD) Harasait ABLEKTHI @
UMM [=—s-{2 2 Buan Baso s i
gs MIHEC-CIYREE BhI6 JomMeH duaM-ecKUX CYLUHOCTSI
% 5 i W NPMNOKSHAA CyiGel ”go":"r;;'n";o (PED)~ npeameTsi
E. o
Lidiponei > F:-’ ] 1—
TaNH o r
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nonesosarenei (UD)
055 BSS

[lomeH aKcrnyaTaumm W
ynpaeneHua (OMD})

e Sy

PucyHok 16 — lNpencraBneHune paseepTeiBaHWA TUNOBOW apxuTekTypel VB

CoeguHeHne HUaM4Yecknx KOMNOHEHTOB B WIECTM AoMeHax cucTteMbl VB npoBoguTca No YeTbipeM BK-
AaMm ceTei: ceTb brukHero 4eicTBus, ceTb 4OCTyNa, ceTb CNyKD 1 nonb3oBaTtenbekas cetb (cM. 10.4).

10.3.2 Cucrembi/nogcuctemMsl B OMeHe huandeckux cywHocten (PED)

PED Bkntouaet B cebs BocnpuHuMmaemMble pusnyeckue obbekThl M ynpaBnseMble hu3ndeckne 0bLeKTHI,
KOTOpble CBA3aHbl ¢ npunoxeHuamu VIB 1 npedctaenaoT MHTEpec AnA nonb3oBatenein. BocnpuHumaeMbli
dusnuecknin 06LekT — 3710 huandeckuin 0bbekT, MHPOoOpMaLKMsa OT KOTOPOro NOCTyNaeT Ha AaTyuku. Ynpaens-
eMbIi PU3NYeCcKMii 00bEKT — 3TO hU3nYecknin 0ObEKT, Ha KOTOPbIA OKa3biBaeTcsa BO3OeNCTBUE UCMOMHUTENb-
HbIMW YCTPOWCTBaAMU.

10.3.3 Cucrembi/nogcucteMsl B OMEHe BOCNPUATUS U KoHTponsa (SCD)

CywHocTtu B SCD BknovaroT B cebs 4aTuMKu, UCNONHUTENbHbIE YCTPONCTRA W W3kl MB. Jatunkm cuu-
ThIBAKOT CBONCTBA (PM3NYECKUX CYLLLHOCTEN, @8 UCMIONHUTENbBHbIE YCTPONCTBA U3MEHSIIOT CBONCTBA (DU3NYECKUX
CyLlHOCTeN.

JdaTtymkn nony4atT MHOpPMaLMIO O CBOWCTBE (PM3NYECKOM CYLLHOCTM (HanpumMep, M3n4eckom, X1mMu-
Yyeckom, buonornyeckomM). MicnomHMTenNbHbIe YCTPOMCTBA M3MEHSIT CBOWCTBa CyLLHOCTer. [aTtyvkn u ncnon-
HWTENbHbIE YCTPOWCTBA MOMYT B3aUMOLENCTBOBaThL C (PU3NYECKMMU CYLLIHOCTAMW HE3ABUCUMO UMW COBMECTHO.

Linw3sl MB — aTto ycTponcTea, kotopkle cesa3biBaoT SCD ¢ gpyrumun gomeHamu. LWnwasl MIB obecne-
4YMBAOT Takme yHKUMW, Kak npeobpa3oBaHue NpPOTOKOMOB, CONOCTaBNeHWe agpecos, 0bpaboTka OaHHbIX,
obbeanHeHvne nHdopmMaunu, ceptTudukayma u ynpaeneHue obopynosaHuem. LWnw3ael VIB moryT 6biTh He3a-
BMCMMbIM 0D0pYyJOBaHUEM MM MHTErPMPOBaHbI C APYIMMM AaTYMKaMWU WU UCMONHUTENbHBIMW YCTPOWCTBaMMU.
o3 B TakKke MOXKeT BbINMOMNHATL PYHKUMM 3aLLULLEHHOCTU ANg YCTPOUCTB VB, nogkniodYaeMblX K CETAM.

SCD moXeT codepKaTb CUCTEMbI TOKaNbHOIO YNpaBneHns, KOTOPbIE MCMOMb3YHTCA AN 3anycka Crnyxo
yMpaBneHuns, T. €. KOMNOHEHTOB 4115 NOKanbHOro yrnpaeneHus BO3MOXHOCTSAMM wwnwo3a MB.

10.3.4 Cuctembl/nogcuctTeMl B AOMeHe npunoxeHun v cnyx6 (ASD)

Llensto nogcuctemel ASD ABnsieTca pa3melleHne OCHOBHbLIX yHKUWIA, CNyx6 1 NpunoxeHWn, KOTopbie
NpenocTaBnsaoT (OyHKUMOHANbHbIE BO3MOXHOCTM cucTemMbl MB nonb3oBatenam (ogam u/vnu uvdpoBbIM
nonb3oBaTtensam).

Mogcuctema ASD npepocTtasnseT 0asoBble ChyKObl, BKNHOYasA BbIYMCIWTENBHbIE, TakMe Kak OOCTYM
K gaHHbIM, obpaboTka faHHbIX, 0bbegVHeHVe OaHHbIX, XpaHeHUe OaHHbIX, YCTaHOBKA MAEHTUMMKATOpPOB,
cnyxba reorpadpuyeckon nHopmaLun 1 ynpaeneHue Nonk30BaTensaMu, a Takke ynpasneHne 3anacami.
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B nogcucteme ASD pasmelyatorca BuaHec-cryx0bl M NPUNOXeHus, co3gaHHble Ha Ba3oBbix cryxbax,
NMOCKOMNbKY BO3MOXHOCTb pasMeLLeHnsa NpUNoXeHnin SBnsaeTca oaHoM U3 cnyxb, npegocTtaBnseMbix cuctema-
mu VIB.

10.3.5 Cucrtembl/noacucTemMel B AOMeHe 3KcnnyaTauum u ynpasneHusa (OMD)

Moocuctema OMD cogepXuT KOMMNOHEHTLI ynpaBneHus ycTponcteamu MIB u KoHTpons skcnnyaTtauuu
cuctembl MB gns oGecneyenus Toro, 4to obopynoBaHve u cuctemsl paboTailoT 6esonacHo 1 HagexHo. MNoa-
cMcTema npoBOAMT MOHWTOPWHI CUMCTEMbI Ha NMpedmeT TOro, YTO COOTBETCTBYHOLLME 33KOHbI U MpaBuna He
HapyLUeHbl.

OMD copepxut OSS 1 BSS.

OSS oTeevaeT 3a 06y paboTy cucTembl VB 1 BknodaeT B cebsi BO3MOXHOCTM MOHUTOPUHTA U ynpae-
TNEHUs BCEMW CYLLHOCTAMM cucTeMEl MIB B TeueHue ux xuaHeHHoro umkna. OSS BknwovaeT B ceba cuctemsl
NPOBEpKN COOTBETCTBMUSA, KOTOPbIE NpoBepsAlT cucteMy VB Ha coOTBETCTBME 3aKOHAM, HOPMATMBHbLIM akTaMm
M MONMUTUKaM OpraHusaumm.

BSS orteevaer 3a peanusauuto BusHec-acnekToB cuctemsl VB. BusHnec-dyHKkumMW BKkntodatoT CRM,
ynpaeneHve NognuckaMmu, BeICTaBNeHne cYeToB M 06paboTKy nnaTexen.

10.3.6 Cuctembl/noacuctemel B AoMeHe nonb3oBatenen (UD)

UD ekniovaeT nonk3oBatenen-nogen n uudpoBbiXx Nonb3oartenei. Lindpoewie nonk3osatenn — 310
YCTPOWCTBA ONpPefeneHHoro TMna, KOTopble HanpAMYy B3auMOLENACTBYIOT C APYTMMU CYLLHOCTAMM B CUCTEME
VB 4vepea ceteBble nHTepdenchl unu API. MNonb3oBatens-4enosek B3aMMmogencTeyoT ¢ cuctemon VB ¢ no-
MOLLIbIO NOMb30BaTenbCKOro ycrponctaea ¢ HMI.

Mopocuctema UMW BkntouyaeT B cebst ycTpoMCTBa M BCMOMOraTernsHoe nporpaMmMHoe obecneveHue ans
B3aWMOLeNCTBMA Nonb3oBaTensa-yenoseka ¢ cuctemon MB. B 3aBUCMMOCTK OT ponuv Nonb3oBaTtens, Ons Ha-
BntogeHnsa u ynpaeneHus B NogcUcTeMe NpeacTaBneHbl pa3nu4yHbie acnekThl CUCTEMBI.

10.3.7 Cuctembi/nogcuctemMbl B fOMeEHe goctyna u obmeHa pecypcamm (RAID)

RAID BkntovaeT KOMMNOHEHT yNpaBneHuss 4OCTYNOM WM nogcuctemy obmeHa.

KOMMNOHEHT ynpaBneHus OOCTYNOM ayTeHTUMULUPYET U aBTOPU3YeT BHELLHWUX MOMb30oBaTenen cucre-
Mbl MIB, 3anpalwmBaiowmMx 4ocTyn K BoamoxHocTaMm cuctemsl MB. Korga cuctema VIB gomkHa ucnons3oBaTth
WHOPMALMK U BO3MOXHOCTM, NpefocTaBnsemMsle NnapTHepckol cuctemon MIB, To ncnonbayetcs obpaTHoe
ynpaeneHWe OOCTYMOM.

Moaocuctema obMmeHa obecnedyuBaeT NpeaocTaBneHne BO3MOXHOCTen B cucteMme WMB, HanpuMep npu-
TNIOXKEHWs, AaHHble U cnyx6bl B ASD 1 BO3MOXHOCTU aAMUHWUCTPUPOBAHUA WM BusHec-Bo3MoXXHOCTU B OMD.
BoamoxHocT B OMD no3BonsitoT aBTOMaTU3UpOBaTh YCTAHOBNEHWE AOBEPUTESIbHbIX OTHOLEHWUI MO AaHHBLIM
aBTOpU3aLUN.

10.4 CeTeBOe npeacTaBneHe TUNOBOW apXxuTeKTypbl UB

10.4.1 CeTu cBA3MN

10.4.1.1 OBLwKe nonoxeHus

CeTeBoe npeacTaBneHne TUNOBOW apXUTekTypsl VB onpepensieT ocHoBHLIE CeTH CBSI3u B cucTeMax VB
U NofKM4YaeMble CYLIHOCTU. Ha pucyHke 17 nokasaHbl YeTbipe BMAaA CeTell CBA3N.
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PucyHok 17 — CeTeBoe npeactaeneHne TUNoBoW apxuTekTypbl VB

Baaumocsa3aHHble ceTk obecnevynBaloT NOAKNHYAEMOCTb CETU, B TOM YWCNE KaHanbl nepeaadn aaH-
HbiX. KaHanamu nepefayv gaHHbIX MOryT BbiTh ABYXTOYEUHbIE COEAMHEHWS BHYTPU UMM MEXIY CUCTEMAMMU
MB, BHYTPU UMK MeXay OOMEHaMM, a Takke ¢ APYrMMU CUCTEMAMMK M opraHu3auuamMu. MNogknkyeHHble ceTu
LLOIMKHbI YNPaBnsaTb NOAKMOMAEMOCTLH OT O4HOM ceTu Ao Apyroi. KnoueBas ponb ceTei 3aknodaeTcs B Nof-
Aepxke u obecnevyeHWn OeATeNbHOCTEN W B3aMMOLENCTBUA ANA KOMMYHUKaUUiA 1 obmeHa aaHHbiMU. Tunbl
LEeATENbHOCTEN W B3aMMOAEWCTBUIA MeXAy ABYMS CYLUHOCTAMW, MEXAY ABYMA AOMEHAMWU UM MeXay ABYMS
cuctemamn VB onpenensoT Mx B3aMMOCBA3W MeXAy CYLIHOCTAMW, AoMeHamun u cuctemamu MB cooTsert-
CTBEHHO. B 3aBUCUMOCTU OT UHPpaCTPYKTYphl cUcTeM VB MeXA0MEHHBIMU CETSIMU CBSI3M MOTYT BbITh NoKarnb-
Hasa ceTb, VIHTepHeT, NHTpaceTb, MarvcTpanbHasa ceTb NPeanpusiTUsl, MexkKopnopaTueHasa ceTb (Business-to-
business, B2B) unu rnobansHas ceTb.

10.4.1.2 CeTb BnvkHero gencrTems

Cetb BnuxHero 0encTBUS CyLLECTBYeT B JOMEHE BOCNPUATMA U KOHTpona. OcHoBHas 3agjada cetm —
NOAKIMYEHNE OAaTYMKOB U UCNONHWUTENbHBIX YCTPONCTE K cucTeme UB. CeTu GnvkHero AelcTBuA, Kak npaBu-
no, ABNAITCA NMOKaNbHLIMU U UMEIOT OrPaHUYEHHbIA paguyc AeACTBUSA, MOCKOMNbKY OATYMKA U UCNONHUTENb-
Hble YCTPOWCTBA MMEIT HW3K0oe 3HepronoTpebneHne unu HaxogaTcs B MecTax, KOTOpble 3aTpyOHsT UMK
LenarwT HEBO3MOXHbIM UCMONbL30BaHWe rmobansHoi cetu (Hanpumep, UHTepHeT).

CeTn BnumkHEro 0eWCTBUS MCNONb3YHOT 06LLME NPOTOKOMNbI UMK CNeLnanvM3npoBaHHble NPOTOKONMbI.

Cetn BnukHero AeNcTBMA MOTyT BKoYaTh B ceba TpaHcnauuio agpecos Ana npeobpasoBaHna Mexay
nokanbHbIMK CXeMaMu aapecalun U cXemMaMu agpecauny B ceTax gocTtyna.
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10.4.1.3 CeTb gocTyna

Kak npaBuno, cetn goctyna aBnsatTcs rmobanbHbIMU CETAMU, COEAMHALWIMMN ycTpoincTea B SCD ¢ go-
MeHamu ASD n OMD. CeTu gocTyna nogkImo4akTes K LW3amM, HO AaT4YMKA U UCMOMHUTENbHEIE YCTPOWCTBA
MOryT NOAKMNKYaTECA HEMNOCPEACTBEHHO K CETAM A0CTyNa B CUTyal WUy OrpaHUYeHus NoaKNYeHnA (MyHKTUp-
Hble NUHUK Ha pUcyHke 17).

B cetsix gocTyna Ucnornb3yloTcsi NPOBOAHbIE COeAuMHeHus (LmpokononocHble cetu, ADSL, onTtoBono-
KOHHble ceTW) n BecnpoBogHbie coeanHeHns (becnpoBogHble NokanbHbIe CETU, MOBMNbHEIE (COTOBbLIE) CeTH,
rnobanbHble CETU C HU3KMM SHEpronoTpebneHmeM, CNyTHUKOBLIE KaHanbl ANA y4aneHHbIX MeCTONOMOXEHWA).

Cetn poctyna obbi4HO ucnonbayT IP. CeTu gocTyna MoryT BKMH4YaTb MCMNOMNb30BaHWE peecTtpa
YCTPOWCTB, B KOTOPOM XpaHATCA AaHHble 06 ycTpoiicTBax MIB u cnocobbl CBA3W ¢ HAMU.

10.4.1.4 Cetb cnyxb

CeTb cnyx6 coeguHsieT npunoxkeHus 1 cnyx6bl B ASD, RAID n OMD, koTopble 06bIYHO ABRAOTCS Npo-
BOOHBLIMWU CETSAMW C LeHTpaMu 06paboTkm AaHHbBIX M UCNOSMB3YHOT NPOTOKOMbLI HAa ocHoBe IP. CeTb cnyx6 mo-
KET BKNoYaTh B cebs kak anemeHTbl MHTepHeTa, Tak 1 afemMeHTbl MHTpaceTu (4acTHol cetun). MHTpaceTb
WCMOMNb3yTCA TaM, r4e aNeMeHThl APYrMX AOMEHOB CYLLEeCTBYIOT B O4HOM LeHTpe obpaboTku AaHHbIX. Ecnu
KOMMYHUKaLMW OXBATHLIBAKT HECKONLKO LLeHTPOB 00paboTkn OaHHbLIX, TO MCMOMb3YTCA pasfnyHble CeTEBbIE
TEXHONOMMK, B TOM YUCNe BblAeNeHHbIe COeAUHEHWA U UHTEPHET-COeaMHEeHUA.

10.4.1.5 MNMonb3oBaTenscKkaa CeTb

Monb3oBaTenbckan ceTb coeguHAeT JomMeH nonb3oBateneit ¢ ASD n OMD, a Takxke coeguHaeTt RAID m
oaHopaHroeble cuctembl VB unu cuctembl, He oTHocswmecs K MIB. CeTb 06bI4HO ocHOBaHa Ha obwenocTyn-
HbIX anemeHTax WMHTepHeTa u ucnonsayet |IP. Nonb3oBaTensckne ceTyu UCMOoMb3yHT Niobyr NPOBOAHY UMK
BecnpoBOAHYH TEXHOMOIMIO, NPUMEHEHHYIO AN nepefayu UHTepHeT-Tpaduka.

10.4.2 Peanu3auuna ceTen cBA3MU

Kaxxgas 13 ceten CBA3M peann3yeTcs C NOMOLLBIO CETEBbIX TEXHOMOIMMIA B 32BUCMMOCTMN OT KOHKPETHbIX
XapakTepucTuk n TpebosaHnin cuctemsl MB. Peanusauunn cuctemsl MIB MoryT MCnonb3oBaTh HECKONbKO 3K3EM-
NNAPOB KaXK4oro Tuna cetei. PyHKUMOHaNbLHasi COBMECTUMOCTb Mexay cucTemamu VB onpegenseTca Tem,
HaCKOIMbLKO KOPPEKTHO NepefakTes AaHHble/MHopMaUusa N3 ogHOro Tuna ceTy B apyron Tun cetu. Lnwoasl MB
ABMNSATCS KOMMOHEHTOM CETU CBA3M ANS COeQUHEHUs HEOOHOPOOHLIX CeTel cBA3M. PyHKUMOHAaNbLHasa COBMe-
CTUMOCTL NpunoxeHun VIB Takke TpebyeT agantaunmn HOBLIX ceTell cBA3U VB K ycTapeBLlWWMM CETAM CBA3M.

Cuctembl MIB ucnonb3yloT pasnuyHble TONOMOMMK CETU ANS NOAOEPHKKM (DYHKLUMOHANBHOCTH U BO3MOXK-
HocTel MB. PacnpocTpaHeHHbIMU TONONOTMSAMK CETW ABMSIOTCH TOYKa—TOYKa (MOCTOAHHAA U KOMMYTUPY-
emast), WyHa (NMHerHas Wy pacnpefeneHHas), 3sesfa (paclmpeHHasn unu pacnpeneneHHas), Konbuo, s4e-
uctasn (MONHOCTBH MOAKMOYEHHAA UMM YaCTUYHO MOOKITOMEHHAs ), OQHOPAaHroBas u rubpuaoHas (KomouHauusa
OBYyx unu onee Tononorui).

Ha pucyHke 17 nokasaH JOMeH Nonb30BaTenen, OXBaThiBALLMA NONbL30BATENBCKYH CETh U CETb AOCTY-
na. lNMpumepom ABNSeTCA NOAKNIOYEHNE NONbL30BaTENbCKUX YCTPOWUCTB U UX NPUNOXKEHUIA HenocpeacTBEHHO K
SCD, HanpuMep, Korga nonb3oBaTefibCkoe YCTPOMCTBO nNpencTaensier coboi cMapTdoH ¢ AaTHMKaMu.

10.5 MNpepgcrtaBneHue Mcnonb3oBaHWA TUMOBOW apxuTekTypbl UB

10.5.1 Obuee onucaHune

[MpencTaBneHne UCNONb30BaHUA ONPedEnseT, kakuMm obpasom cuctema VIB paspabateiBaeTtcs, TecTupy-
eTCcH, IKCNMyaTUpyeTcs U UCNOoNb3yeTcs C TOYKM 3peHWs Nonb3oBaTtens. B npegctaBneHnn paccmarpyuBaroTcs
LesTernbHOCTI, PONW U NOAPONN, CnyX0bl N CKBO3HbIE ACNEKTbI.

10.5.2 Ponu, nogponu v geATeNlbHOCTU

10.5.2.1 Obwme nonoxeHus

[OeaTtensHocTH, cBA3aHHbIe ¢ VB, BkNovaloT B cebsi Tpy rpynnsl Nnonb3oBaTenei:

a) noctaBLuk cryx6 UB;

6) paspaboTumk cnyx6 WB;

8) nonb3oBartens VB.

Ha pucyHke 18 npegctaBneHbl TpW rpynnbl nonb3oBaTteneit (ponu) n ux nogponu. CUHWe CTpPenku noka-
3blBAOT B3aMMoOencTBMe Npu ucnonb3oBaHun. Onpegenexdne ponein n nogponen npeacraenedo B 10.5.2.2,
10.5.2.3110.5.2.4.
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CucTeMmbl, YCTPOWHCTBA U CETH

Monbaoeatens UB

MonbaceaTenb-enceek
Liudporoii nonbaosarent

Mocraewuk cnyx6 B Paapabotunk cnyxt UB
EusHac-meHapkep UB. ApxuTekTop pelleHus UB.
MeHempxep no npegecTasneHmic cyxt UB. MeHemKep npouscca
OGnepatap cuctamsl 1B. pasBepThiBaHua MB.
xiﬂ:: gm:::::;: :g 0 PaapaboTuuk npunoxeHuid MB.
Cneumanuet no paGote ¢ AaHHbIMU WB. Paspaﬁoﬂuk YCTRGUGTR B.
CPO/DPO UB. WHrarpaTtop cuctemsl MB.
CoTtpyoHuk GeaonacHocti VB CPO/DPO UB

PucyHok 18 — Ponu npu Mcnonb3oBaHuK cuctemst VB

10.5.2.2 MNocTaBwumk cnyx6 VB

Ponb noctaBwmka cnyx6 3aknodaeTcs B ynpaeneHun 1 akcnnyatauum cnyx6 UB. MocTaBlymkn cnyx6
MB moryT obecneunBate nogknyaemMocTb ceTu. [JomkHa BbiTh paccMmoTpeHa 1 obecrnedyeHa 3alnLeHHOCTh
nogkntovaemoctu cetu. [ns obnadHelix cnyx6 VB B 3aBMcMMOCTM OT TUNa cnyx6bl, NpeanaraeMoi B LeHTpe
obpabotkn gaHHbIX (SaaS, PaaS, [aaS), Ha pasHbix ypOBHAX CTeka OT annapaTtHoro obecneveHvs 0O npu-
KINagHOro YpOBHS AOMXHbI MPOBOAWTLCS YrpaBneHue 3allUILeHHOCTbI0, MybTUapeHaa, 3aluTa apeHgaropa
n pasgenenwve. MoctaBwmk cnyx6 MB BkntodyaeT B cebs crnepyroline nogponu.

- BuzHec-meHedxkep MB BeneT BusHec ¢ cyLLEecTBYOLWMMU U HOBBIMKM NpodykTamu. B 3agaun BusHec-
MeHeKepa BXOAUT NOHUMAaHMUE, KaKk MOTyT BbiTb MCMONb30BaHbl AaHHbLIE W NOAKMYAaEMOCTE YCTPONCTE ANs
CO30aHWUsI HOBLIX OOXOLO0B. BuzHec-MeHedXep naydyaeT OTPacnNeBoi KOHTEHT Ha BeB-caiiTax KOMNaHWA U Npu-
HUMaeT peLleHus No npeanaraeMbiM NPeanoXeHNaM apxXMTeKTOpPOB;

- MeHemxep no npegocTasnenunto cnyxt MB oTeBedaeT 3a cornaweHne ob ypoBHe 06CnyXMBaHMA MeX-
ay knneHtom n LOB. CoBMECTHO C KOMaHLOW MHXeHEepoB No 06CnyKMBAHWIO OHW MCMOMb3YT nNnatopmy
¢ nogaepxkoin VB 1 oTpacneeble BU3HeC-NPUNOXKEHWA ANA NMaHWPOBAHUS, YCTAHOBKW, MOHWUTOPUHIA U 06-
chny»uneaHua obopynoeaHua. [laHHas ponk obecrneymBaeT, YTo obllee KauYecTBO NpegocTaBneHnsa crnyx6 Ha-
X0OuTCA B Npefenax napaMmeTpoB cornalweHuns ob ypoeHe ob6cnyuBaHus;

- onepatop cuctembl VB ocyllecTBnaeT exenHeBHOe 06CnyKnBaHWe CUCTEMbl MyTEM permcTpaumm Ho-
BbIX MOMb30BaTenen U NPOBEPKM TOTO, YTO HOBbIE TUMbl YCTPOWCTB W YyCTPOWCTBA 3aperncTpMpoBaHsbl, paboTta-
0T KOPPEKTHO M COOTBETCTBYIOT TEKYLUEeW BEPCUM MPOLLUMBKA YCTPOMCTB;

- aHanuTuk BesonacHocTu VB cHukaeT puckn GezonacHOCTU NyTeM CO34aHusA anropuTMoB No obHapy-
KEHMWI0 Yrpo3 U NpefoTBpaLLeHuo HapyleHnin. AHanuTuk BesonacHocTM co3gaeT aBToMaTudeckne yHKUUA,
KOTOpble BWUSIOT HA HEHaanexalue AeNcTBUS YCTPOWCTB 1 nonb3oaTenei B, a Takke obecnednBaeTt co-
OTBETCTBUE NOCPEACTBOM ayauTa;

- aHanWTuK akcnnyatauun MB oTBevaert 3a JOCTYNHOCTb ONpeaeneHHbIX akTUBOB B NTMHENKE NpoayKTOB
LOB, gns yero ucnonb3yeT BO3MOXHOCTM aHanuaa 6onbwnx gaHHbix B nnatdopme VB n anroputmMmuyeckme
paclimpeHus cny»x6 cneuuwanucTa no paboTe ¢ gaHHbIMMK,

- cneuwanuct no paboTe ¢ AaHHbIMKM VB KoMneTeHTEH B BOMpOcax oTpacreBbiX AaHHBLIX, MNOCTynaw-
LWMX C YCTPOWCTB, U anropuTMOB adhpeKTUBHOIO aHanusa gaHHeix. Cneunanuct no pabote ¢ gaHHbiMu VB

41

GostExpert.ru
https://GostExpert.ru/gost/gost-70924-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67888
https://gostexpert.ru/gost/gost-70924-2023?utm_source=pdf&utm_medium=67888&utm_term=page

FOCT P 70924—2023

peanusyeT NporpeccMBHbIE anrOpUTMbl B Ka4ecTBe cnyxb, KoTopble ucnone3yoTes aHanutukamu LOB u oT-
pacnesbiMi NpunoxeHuamu LOB;

- pykoBoguTenb cnyxbbl Mo BONpocaM MpUBaTHOCTW/CneLManucT no 3alinte gaHHbix VB nmeet cne-
Oylolue OOMKHOCTHblIE 0DA3aHHOCTU (CMUCOK SIBMSAETCHA HEMOMHbLIM): KOHCYNBLTUPOBaAHME opraHu3auuu no
06A3aTensLCTBaM COrMacHo 3aKOHOO4ATENbLCTBY O MPUBATHOCTU/3aLLMTE AaHHbLIX, KOHTPOMb 3a peanuaauunein u
NPUMEHEHNEM MONUTUKK 1 0DyHeHUA B 00nacTu 3alnThl NEPCOHanNbHbLIX AaHHbIX B OpraHu3al i, MOHUTOPWHT
HapyLleHWA B OTHOLUEHWW MEPCOHanbHbIX AAaHHbIX U pearMpoBaHue Ha 3anpochl PErynupyroLL X OpraHos;

- MeHegXep no 3allMULLEeHHOCTU CeTU 1 MHppacTpykTypbl MB oTBevaeT 3a obecneveHwe 3allWLLEHHO-
CTW 3KCMNyaTauMoHHOW WHMPACTPYKTYPbl M NOOKIHOYAEMOCTU CETEW, YUTO BKMHOYaeT (CNUCOK ABMAETCH He-
NMonHeIM): obecnevyeHue OOCTYNHOCTK, LIENOCTHOCTM U KOHUAEHLMANBHOCTK (Tde 3TO NMPUMEHUMO) ceTel,
WHPaCTPYKTYpPbl CUCTEMbI U yNpaBneHusa Ge3onacHocTeio. B cdepy OoTBETCTBEHHOCTM MeHedxepa BxoasaT
4aTynkn 1 dusmyeckoe obopyaoBaHue, B TOM YMcre obopygoBaHue Ans UeHTpoB 06paboTkn gaHHbIX, 06-
LenocTynHbie obnadHelie crnyxbbl, MHpPacTpykTypa CBA3W, LOCTYN apeHaaTopoB, acnekThl 3aluLLIEeHHOCTH
apeHaaTopoB U T. O]

- aHanuUTWK/VHXeHep no Bonpocam npueatHocTu VB paccmaTtpueaeT obwme acnekTbl MPUBATHOCTA CU-
ctembl VB, Bknouvaa nons3oratenen/notpebutenen cnyxb VB, c uensko 3aluThl OT YTEYKU NPUBATHOCTU U
COOTBETCTBUSA HOPMATUBHLIM TpeboBaHMsM. AHaANUTUK/ MHXEeHep No Bonpocam npueaTHocTu VB oTBevaer
3a NPOEKTUMPOBaHWE U OLIEHKY CUCTEMbI C TOYKM 3PEHUS 3aLUUTbl NPUBATHOCTW M UCNONb3YET CyLIECTBYOLINE
MEeTOAbl 3aLUMLLIEHHOCTH W apxXuTekTypbl besonacHoCTW 4Ns OUEeHKW npuBaTHOCTK cryk6 WB;

- cneuuanuct no BesonacHocTh VB oTBeyaeT 3a Bce acnekTbl Ge3onacHOCTU CUCTEMbl, B TOM 4uMcre
pPa3nuyYHbIX KOMMOHEHTOR W NOACUCTEM. OTO BKITKOYAET (CNUCOK ABMSETCA HEMOMHLIM): obecnedyeHue besonac-
HOCTM BCEX MoNb30oBaTenen u onepaTopoB, AOKYMEHTUpPOBaHWE NONUTKUK K npouenyp 6ezonacHocTu, BLINOI-
HeHne nNpoBepok Be3onacHOCTH, OLIEHKY M peanu3aLno COOTBETCTBUA HOPMATMBHbLIM TpeboraHmaM besonac-
HOCTU 1 NMpoBeaeHWe paccrnefoBaHUin UHLMOEHTOB Be3onacHoCTW.

Ha pucyHke 19 nokasaHbl AeATenbHOCTH Nogponei noctaslnka crnyxo MB.
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BuaHec-maHemkep MB

O6HapywsHwe HoBor BraHaca.
YTBOpHASHUE NPOONArA0MBIX
peLBHWA.

‘YnpasneHue NHeRKoH NpoayKToB.
MpecGpasopaHue BuaHeca.
OTCNaMMBAHME COOTESTCTBUA
HOPMATHBHEIM TREGOBBHUAM

AHANMTHK 3aMiLeHHocTH MB
Co3naHue pansBaHTHLED: NEaBMn
JALUMLLBSHHOGTH.

MMMHHCTPMDDBHHHB JalMIEeHHOCTRH

Yc.-rpal.ianna yIpos.
MpemgynpexasHrE HAPYLLIBHWA.
QfiacneqeHns COBMBCTUMOCTH MYyTam

ayaura

MeHemkep no saWWLIEeHHOCTI
CeTH W MHpacTpYKTYpR! VB

OfecneyeHne U oSCNYRMBaHUE
NoAKNINaeMOCTH CaTH.
MeHSKMEHT 3aLUMLLEHHOCTH,
¥npasneHwe MynbTHapeHaoH 1
SAUWLSHHOCTEIO APBHOATOPOR

Cneywanuct no SeaonacHoct B

ObscneveHne GesonacHoOCTH Qns
nonsacaatanei MB 1 onepatopos
CHCTaMbI.

JlokymaHTUpoBEHWe NONUTUKK Geac-
nacHoctu MB.

BhinonHeHWe NpoBepok GesonacHoc-
TH cueTeMbl MB.

MpoBageHue paccneqoBaHWA WHLM-
D8HTOB G830NACHOCTH.

OLeHKa COOTBETCTBHA HOPMATUBHBIM
TpeGoBaHUAM Be30nacHosTI

Mocrapwmk cnyxG VB

MeHegxep no npegocTaBneHwc
cnyx6 UB

YnpaeneHus SLA ¢ KTHEHTOM,

YnpaenaHue cyxGanmu ana

noTpetuTensii.

YnpaensHue, MMaHApoBAHWS W

obcnyxveanue cnywd,

YnpaBeneHwe (pMHAHCOBLIMKY ACTISKTAMH

AHanumik akcnnyartauum MB

AHaNHI AeHCTBHA CHETEMBI.
OGeacnevaHue OoCTYNHOCTH cnykb.
YnyuLueH1a NPoMaBoaMTensHOCTH

TeHepaLMa 0TYETOB O GyKGax 1
cHeTax

Pykosogutens cnyxGel No ponpocamM
NPHBATHOCTWCNBLMATNCT Mo SalluTe
AaHHeX VB

KOHCYNLTALMA OpraHu3aL K.
MOHWTOPMHT peANW3ALAK NOMHTAKM,
ObyveHmne no paboTe ¢ NepPrOHANBHEMKA
[AHHBIMN.
MOHMTOPMHI HapYLUEHWA B OTHOWEHHK
napooHaneHLX QAHHER.
PearvposaHie Ha 3anpochl 0T
PerynupyolLUX opraHos

rOCT P 70924—2023

Oneparop cuctems VB

3anmycK IKCNNYaTaLMA CUCTEMEL.
MOHUTOPUHT cryxG.

YnpasneHne creTemon u cnyxbami,
YnpaeneHue YCTROHCTBAMM CHCTEMBI.
QOBecnedenne cnyxbamu ansa
noTpebuTensii.

TaHapauma CHCTOMHEBIX UTHETUB

Cneunanuct no paGote ¢ gaHHeEIMKU VB

CoaaHWe AHANUTHYSCKUX anTopUTMOB.
YeraHopka cryxG aHanvmarm.
MenonesoBaHne AAHHBIX YCTRORCTE ANA
AHAMTHEN,

AHAENW3 U moHuTopuHr GuaHeca.
OGecneveHne rmyGoKmy SHaHNAMM O
GrsHece

AHANMTUK/MIDKEHEP Mo
Bonpocam npusaTHocTh VB

MpennoxeHHe M OLEHKa PeLUeHHA.
Obaop oLEHKW PUCKA U CODTBETCTEMA.
WHTEIpaLUMs NPUBATHOCTH B MHIHEH-
HiIA LIMKN CUCTEMBI

PucyHok 19 — lNogponu u geatensHoCcTM nocTasLwuka cnyx6 VB

10.5.2.3 Paspabotuuk cnyx06 1B

Ponu paspabotumka cny6 VB BknioyaloT peanusaumio, TeCTUpoBaHWe U WHTerpauuio cnyxo MB B
nnatdgopmy VMB. Pazpabotumk cnyx6 B Bkno4aeT crenyrolne nogponu:

- apxuTekTop pewenus VB npegnaraet, npoBepseT u pasBepTbiBaeT nnartgopmy VB B LOB. Apxutek-
TOp BbIOMpaeT cTparteruv 1 apxuTekTypbl MHTerpaumu ons Hoeow nnatdopmel VB, cylecTtByrowmux busHec-
CUCTEM W YCTPOWCTB B MPOWU3BOACTBE;

- MEHe[OXep npouecca passepTbiBaHua WB ycTaHaBnNuBaEeT, HacTpaMBaeT u BedeT nnatgopmy VB un
COOTBETCTBylOLWME cnyx0Obl, @ TakKke BbICTYNaeT B KA4eCTBEe MeHeaxepa npoekTa, nogaepxuneas MT-cryxobi
ANs PyHKUMOHMpOBaHUsA 1 pa3pabotku LOB;

- paspaboTumk npunoxeHuin B pabortaet B LOB, NT-oToene unm ¢ TpeTben CTOPOHON, paspabaTbiBa-
tollen oTpacneBsie npunoxennsa VB onsa LOB. Pa3pabotumk npunoxeHuin VB ncnonb3yeT BO3MOXHOCTH Npo-
uecca paseepTbiBaHuA AnA pa3paboTku, pa3BepTbiBAHUSA M BOCCTAHOBMNEHUSA NPUMNOXEHUA ONA UHTerpauuu
YCTPOWCTB, AaHHbIX 1 cnyx6 UB;

- paspaboTyuk ycTporncTB MIB MHTerpupyeT annapaTHoe M NporpamMmmHoe obecneveHne B yCTPOWCTBa U
npunoxeHuns. Paspabotunk yctpoiicTe VB ycTaHaenvBaeT BcTpoeHHoe 10, koTopoe 3awMieHHsIM cnocobom
coefuHsAET ycTporcTea ¢ nnargopmoin VB;

- umHTerpartop cuctemsl VIB Tectupyet u uHterpupyet cnyx6sl VB B nnatdopmy WB.
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- pyKoBOAMTENb CJ'Iy}K6bI no Bonpocam I'IpMBaTHOCTI/IfCﬂeLI,MaﬂMCT no 3awuTte gaHHbix B nmeer cneny-
e JOIMKHOCTHbIE obs3aHHOCTHY (CI'IMCOK ABNAETCA HeI'IOﬂHbIM)Z paspaGOTKa HOBEMLLMX NpoAYyKTOB 1N CJ'Iy}K6
C MUCcnonb3oBaHWeM BonbLIUX OaHHbIX NMPpW COXpaHeHWW NpuUuBaTtHOCTU, NpeanoxeHne U oleHKa pE.‘LLleHVFI;I ans
CHWXEHWUA PUCKOB HapyLlleHnA NpMBaTtHOCTU (Hanpumep, TexHOnoruy, nosblilakluine I'IpMBaTHOCTb), npoeene-
H1E OLEeHKW PUCKOB HapyleHWA NMPpUBAaTHOCTKW, NpoBedeHue 0630pDB WHUMOEHTOB BGe3onacHoCcTy 1 MHTEerpa-

LUMSA NPMBaATHOCTU Ha aTanax XXM3HEeHHOro Uukna paspaboTku nporpamMmmMHoro obecneveHums.
Ha pucyHke 20 nokasaHbl nogponuv paspabotumka cnyxb VB u ux gesatenbHocTu.

ApxutekTop peweHua MB

MNpeocTaEneHWe TEXHUYSCKOMD
NpeANOKBHWA.

PaspaboTka apXuTeKTYpPHBLIX
PeLLISHMA.

BbiGOp CTPETEMW MHTSIPALMA.
ObscnadeHns TOXHUHBCKOMO
PYKORGACTBA BO BPEMA peandsaLin

PaapaGormmk yeTpoicts MB

PazpaboTka yCTPOACTE W JATYMKOB.
MHTOrpaunA STAHOAPTOR ANNAPATHOMG U
NPUrPAMMHOIO NPOSKTMPOBAHNA B
YCTPOUCTES.

PaapaboTka NpUNomeHWiA ycTpoicTs.
WHTeIpauma yoTpoicTe B CHOTEME

Paapaborunk cnyx6 VB

MeHempxep npouecca
paspepThiBaHusA B

VeTaHOBEKS W YNPaBNeHWe CHCTEMOI.
VrpaB/ieHHe pasBepThiRaHUEM CITYHE.
OTcnexseaHne NpeexTa W (PuHAHCoBLX
acnexros.

YNpaBeHHe BHBOAOM Ha PHIHOK CITyHG.

Mopaepaaa FKCANYETALMK CITYXG

WHTemparop cuctemel VB

WnTerpauus criyxt B cuCTaMbl.
TeCTUPOBAHWE KOH8MHLIX CIyw0

Pa3paboTyuk npunoxeHui
4=}

PaspaboTka NpUnoxeHu.
PasaepThibaHWe cnyxd B cUCTeMaXx.
WHTerpauUWa yCTpoACTE B CHCTEMBI

PykoBoanTans cmykGH Mo BOPecam
I'IPHBBTHOCTW’GHEHMS.I'IHGT no 3awure
AaHHex AB

DeATen:HOCTH No oBecnedeHHic
NPYBATHOCTH BO Bpems ¢has NpeanoxeHws,
Pa3EEPTLIBEHWA, OLeHKA 1 obacpa.
WHTerpauma npMBaTHOCTH B XA3HBHHBIA
umkn paspaloTi NporpaMMHorG
obecneqeHns

PucyHok 20 — Mogponwu n geatensHocTy paspaboTtuvka cnyx6 VB

10.5.2.4 MNonb3oBatens VB

Monb3oBaTtens MIB aBnsieTca koHe4dHbiM nonb3oBatenem cnyx6 VIB. MNMonb3opatens MB moxeT 6biTh

nonb3oBaTtenem-4erioBekomMm Unun LI,VICprEII::fM nonb3oBarternieM.

Monb3oBaTenb-4YenoBek — 3TO YENOBEK, KOTopbIA nonsayetcs cnyxbamu WB. Lindposkie nons3oearte-
nu — 310 nons3oBartenu WB, He aenawwmreca nogbmu. Lindgpossle nons3oeateny MoryT BKMouats B cebs

cnyx6bl aBTOMaTU3aLKMN, KOTOpble AeNCTBYHOT OT MMEHW NOMNb30BaTENA-YENOBEKA.
Ha pucyHke 21 nokasaHbl Bce nogponu nons3oeatens VB n nx geatensHoCTuH.

MonssoBaTens-1enoBex

Monbsosarens UB

LiudppoBoi nons3cearens

PemvcTpaums W nognucka Ha cnyxbb!.

AAMWUHUCTPUROBAHMS W KOHGUIYpUPOBaHUS.

MNopxnioHeHne YETPORCTB K nnaThopme.
Motpe&nexne cnyx6

Peructpauus 1 nognvcka Ha cnyxShoi.
AJMUHWCTPUPOBAHWE U KOHUIYPUPOBaHHWS.
MoarnoqeHns YETPORACTE K mnatdopme.
MoTpeGneHune criymb.

MaxMallWHHOa B3aWMOnaHCTEMS.
YOAanoHHbIA MOHMTORWHT.
O6napyxeHue cboes.
ABTOMAaTHYSCKO® OGHapyXKeHKa cnyxb.
ABTOpU3ALMA W NOTPaBNeHns cnyxG

PucyHok 21 — lMNogponu v gearensHocTy nones3osatens VB

10.5.3 ConocTtaBneHve OeATenbHOCTe, ponen n JoMeHoB cuctem B
MpegctaBneHne UCNONbL30BaHUA paccMaTpuBaeT BOMPOCH OXWAaemMoro NCnonb3oBaHua cuctembl. Ha
npeacTaBneHnn MCnonbL30BaHnsa oTobpaxakTca ponu 1 OesaTenbHOCTH, NO3BONAKLWME NPEeaoCTaBMNATL NoMb-
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3oBatensam MB dyHKUMOHANbHOCTL CUCTEMBI. [esATEeNbHOCTHU, KOTOPbIE CO34at0T, PeanuayoT, TECTUPYIOT, UH-
TErpupyoT 1 ynpaenswT cnyxb6amu VB B cuctemax, MoryT noTpeboBaTtb B3aMMOAEACTBUA MEXAY Pa3fnYHbI-
MU ponaMu (CM. pucyHok 19).

B tabnuue 2 npeacTtaBneHbl 4eATENbHOCTA U COOTBETCTBYHOLLUME UM POIK.

Tabnuya 2— OB630p geATenbLHOCTEN U NOAPONen

LeaTtensHocT

Ponu

OdomeHsb!

PaspaboTka ycTponcTB
1 NPUNOKEHWUIA

MeHemxep npouecca passepThiBaHua MB.
Paszpabotumk yctponcTs MB.
Pazpabotuunk npunoxeHuin B

[loMeH nNpunoxeHui u cnyxo.
[lomeH BOCNpUATUA U KOHTPONS

PabBorta ¢ ycTporcTBaMmu, Nogknio-
YaeMOCTBH W NMPUINOKEHUSMM

Onepatop cuctembl VB.
MeHexep no npegoctaeneHnio cnyxt NB

[omeH akcnnyaTaumnu u ynpae-
neHus.
[omeH NnpunoxeHui u cnyxo

cnonb3oBaHWe OaHHbIX yCTpOI;‘ICTB
ana aHannTukn

CneumnanucTt no pabote ¢ gaHHbIMKU UB.
AHanWTUK 3awmileHHocTn MB.
AHanuTuk akcnnyataumm UB

[omeH akcnnyatauuu 1 ynpae-
neHns.
[omeH goctyna u cBA3K

MHTerpauns, pabota U KOHTPOnb C
XpaHUnNUWamMu AaHHbIX U BUusHecom

ApxuTektop peweHna MB.
MeHexep npouecca passepTbiBaHus UB.
Onepatop cuctembl VB.
WHTerpatop cuctemol MB.
Menemxep no npegoctasneHuto cnyx6t VB

JomeH npunoxeHuin n cnyxo6.
[omeH akcnnyaTauunu u ynpas-
neHwus

WMcnons3oBaHWe OaHHbIX B pexume
peansHOro BPeMEHW, apXMBHbIX
AaHHbIX U BoMbLUMX AAHHBLIX AN

MPUNOXEHWA M aHANUTUKK

Cneumanuct no pabote ¢ gaHHeiMu MB.
AHanuTuk akcnnyatauum MB.
AHanWTUK 3awmileHHocTn MB.
MeHemxep no npegocTaeneHnto cnyx6 NB

[JoMeH NpunoxeHuin 1 cryxo6.
[omeH akcnnyaTaumnu u ynpas-
neHus.

[lomeH BOCNpUATUS U KOHTPONS.
[omeH goctyna u obmeHa
pecypcamu

MpoBegeHne v ynpaBneHue aHanu-
TUKOW Anga 3anycka 6usHeca

Cneuumanuct no pabote ¢ gaHHeiMu MB.
AHanuTuk akcnnyatauum MB.
Paszpabotuvk npunoxeHuin MB.
MeHexep no npegoctaesneHuto cnyxot NB

[omeH npunoxeHun u cnyxo6.
[omeH gocTtyna u obmeHa
pecypcamu

[oGaBneHne aHanWTUKK Ha NaHenb
WUHCTPYMEHTOB

MeHemxep no npegocTtaeneHuo crnyx6 MB.

Cneumanuct no pabote ¢ gaHHeiMu MB.
PazpaboTynk npunoxenuin VB

[omeH npunoxeHuin n cryxo6.
[omeH akcnnyatauuu v ynpae-
TNEHUS.

[omeH goctyna u obmeHa
pecypcamu

MOHMTODVIHF COCTOAHUA CUCTEMDI,
BO3JeNCTBUE Ha PWUCKW 3allnLLEeH-
HOCTWU M HapyLleHWA

Onepatop cuctemel MB.
AHanuTuK 3awmiieHHocTr B

[omeH akcnnyatauuu v ynpae-
neHus

OTcnexunBaHue COOTBETCTBUA HOpP-
MaTMBHbBIM TpesDBaHHHM

Buznec-menemkep VB.
AHanuTKK 3awuuieHHoct B

[omeH npunoxeHun u cryx6.
[omeH nonb3osaTenen

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-70924-2023

45

51/66


https://gostexpert.ru?utm_source=pdf&utm_medium=67888
https://gostexpert.ru/gost/gost-70924-2023?utm_source=pdf&utm_medium=67888&utm_term=page

FOCT P 70924—2023

Ha pucyHkax 22 1 23 nokasaHbl NpUMepbl UCNONb30BaHUA cuctem VB ¢ paznuyHbiMu 4eATeNbHOCTAMMN.

e e e e e ey N //— ——————————— ~ T e gt e e g s,
i{ BKCTNyaTALMA U YNpaBneHve | [ Mo n i \j [ DocTyn u ofime pecypcamu |
| | . |
I Oneparop Menopispio ol | | Buanec Paspaboranc | | e ||| e e | |

I ; NPeASCTABNSH NG ' ; g | ! Ip! )
I cucTeME UB i | | MeHenxep UB npunoxexwit B ] a“m,,w HB npuBaTHOoTH MB | |
| | | | AHanuTk AHanuTuk |
| | | J l axenmyaraum VB | |sswmwennocta VB | |
e e e e e e pe? /} e " « )

f |
| PaspaGioTimk WHTEMpaTOD |
| yecTpeiicTa UB. cucTems UB |
L )

/ ___________________________________________ _"\]
| Ofvexr |
' |
lx_ __________________________________________ 4

PucyHok 22 — [eatensHocTy npy paspaboTke YCTPONCTB U NPUNOXKEHWUA

Ha pucyHke 22 nokasaHbl OeATenbHOCTM M 0BMeH WMHpopMauuein npu paspaboTke NpUMNONKEHWR
YCTPOWCTB Mexay pa3paboTymkamu yCTPOWCTB, MHTErpatopamMu CUCTEMbl M pa3paboTynkamun NpunoxeHun.
MpuMepoM KOHKpPeTHOW AesATenbHOCTW MOoMnb30BaTens SBMAeTCS MoaknYeHMe HOBOro YCTPOWCTBA K nnat-
cdopme MB. Cuctema BkItouaeT B cebsl criegyolLne AeATENbLHOCTU!

a) paspaboTyuK yCTpOMCTBa B3aUMOLENCTBYET C UHTErPATOPOM CUCTEMbI Ha 3Tane peanusauun. OHK
ob6cyxpaT onpegenennsa APl n dpyHKUMOHanbHOE NoBeAeHWE MeX Ay yCTponcTBOM M nnatdopmon VB u co-
rMacoBbIBAKOT cneundukasmio;

6) paspaboT4nKn NPUNOKEHWIA N pa3paboTYMKKU YCTPOMCTB peannayioT 1 TecTupyroT AP 1 nx dyHKumm,
CBAA3aHHbIe C ycTpoWcTBOM M nnatdgopmon MB. Ha gaHHoM aTane yCcTpoWcTBa B JOMEHE BOCNPUATUSA U KOH-
Tpons nogknodaTca K cuctemam VB B goMeHe NpUnoXeHUn u cnyxb, u KoHeuHble OYHKLMU MOTYT BbITh
MpPOTECTUPOBAHDI.
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| |
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PMCYHOK 23 — Mcnonb3oBaHWe gaHHbIX YCTDOI?ICTB 4nA aHanMTMKKM 3alnWEeHHOCT U SKCnnyaTaunn

Ha PUCYHKe 23 nokasaH npumep 0eATeNnbHOCTEN, CBA3aHHbLIX C MCNONb30BaHUEM OaHHbIX yCTpOPICTB
OnAa aHanuTukKM 3allUMuweHHOCTU N aKcnnyartauun. lNonb3oBatenamn cuctem WMIB aBnaioTca cneyuanucT no
pa60Te C A3@HHbLIMW N aHalNMnTUK 3alNWLEHHOCTHA. Cuctema BkntovaeT B cebs cnegywuwue 0eAateribHOCTU:

a) nocne HaCTpOI?IKVI 1 NogKnw4veHnA yCTpOI?ICTBa AaHHble 06 ncnone3oBaHUK OTNpaBrAKTCA B JOMEH
OocTyna u obmeHa pecypcamMmmn CUCTEMbI MB. AHanMTUKN 3aLUULLLEHHOCTU U cneyuannct no paGOTe C AaHHBLIMIA
MCNONb3yHT CO6paHHble AaHHble ONnA npoBeeHnsA aHann3a 3aluLeHHOCTH,

6) aHanMNTUKN 3allLeHHOCTH B38MMO,D,EI7ICTByIOT C onepaTtopaMi CUCTEMbI MO pe3ynerartaM 1 BbIBOOAM
npoBegeHHOro aHannaa;

8) aHanMTUKM 3allnLeHHOoOCT 1 onepaTtopbl CUCTEMBlI COBMECTHO CO34al0T npaskna AnAa 3awnTbl CU-
cTemM 1 npegoTepaweHns HapyIJJEHVIﬁ.

11 JoBepeHHOCTL cuctembl UB

11.1 O6wmMe nonoxeHun

[oBepeHHOCTb cucTem B BkntouaeT B ceba acnekTel He3onacHoOCTK, 3alMLULeHHOCTH, NMPUBATHOCTY 1
3aLMTHl NepCcoHanbHbBIX OaHHbIX, CMOCOBHOCTM K BOCCTAaHOBMNEHUD W HAAEXHOCTWU. [laHHble acnekTel npeg-
CTaBMneHbl KaKk MexX4OMeHHble BO3MOXHOCTW B PyHKLUMOHAaNIbHOM NMpeacTaBneHu TUNOBOW apxutekTypbl VB
(cm. 10.2). OaHHble acnekTbl ABNAIOTCA MEXOOMEHHbLIMU, TaK Kak 0KasbliBalT BNUAHWE HA BCE OOMEHbI U Ha
fonblwKHCTBO cylHoCcTen B cucteme UB.

B HacTosweM pazgene onpefensetcs, kak 6e30MacHOCTb, 3alUULLEHHOCTb, MPUBATHOCTL 1 3aLLMTa Nep-
COHanbHbIX JaHHbIX, CMOCOBHOCTL K BOCCTAHOBMNEHUWIO U HAAEXHOCTL MPUMEHSIOTCA K cucTemam VIB B KOHTek-
CTe TUMOBOW apXUTekTypbl MB.

AcnekTbl JOBEPEHHOCTU onpefeneHbl B HacToAWEeM CTaH4apTe Kak CBOWMCTBa CUCTeMbl. ACMeKTbl Jo-
BEPEHHOCTW He ABMAKTCA HABOPOM MEXCUCTEMHbIX OnpefeneHHbiX PyHKUNA. [JoBepeHHOCTb BCEW CUCTEMBI
MOXHO paccmaTpuBaTb Kak Habop He3aBMCUMMbIX CBOWCTB, MOMy4YaeMblX U3 OOBEPEHHOCTH ee NOACUCTEM U
obLlel apxUTeKTypHOW M OYHKUMOHAmNMBHOW cxembl. Mpu BbIMONMHEHWWM OCHOBHbLIX (DYHKLMA cucTeMa MOXKET
He OeMOHCTpUpOBaThk AaHHbIE CBOWCTBA, KOTOPbIE 3aBWCAT OT cornawleHnin o6 ypoBHe obcnyxumBaHusa unm
Lenei ypoBHSA 0BCNyXMBaHWA, a Takke OT NMPYMEHSEMbIX NONUTUK U HOPMaTUBHbIX NpaBun. [JaHHble cBOMCTBa
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ABMNSATCA NPeAMEeTOM M3MEPEHUs, ayauTa 1 npouenyp NoaTBEPXAEHUs, KOTOPbIe BKMHYalT B ceba MeTpuku,
KPI 1 uenesbie nokasaTtenu.

Heobxogumo NpoBOAWMTL KOHTPOINb XapakTepPUCTUK AOBEPEHHOCTU B TEYEHWE BCErO XU3HEHHOro LKMKNa
cucTembl MB. XapakTepuCTUKKM JOBEPEHHOCTU JOMKHBI paccMaTpuBaTLCS MHTErpanbHO KakK 4acTb CUCTEMBI.
WHTerpupoBaHHbIi noaxod HeobXoAuM, NOCKOMNbKY acnekTsl JOBEPEHHOCTU BMUAKOT HA CUCTEMY HE TOMLKO B
OTAENbHOCTM, HO TaKXKe APYT Ha ApYra, NOMOXWUTENbHO N OTPULATENbHO.

Kaxzblil acnekT 4OBEepPEHHOCTW JOSKeH BblTb U3yHeH Npu NPOEKTUPOBaHUW, LOIMKEeH paccMaTpmuBaThbea
Kak HeoTbemnemas Jyactb cucTemsl MIB n gorkeH BbiTb BCTPOEH B €8 KOHCTPYKUWID U (PYHKLUOHMPOBAHKE.

[Ons KaXaoW xapakTepuUcTUKW JOBEPEHHOCTH JOMKHA NMPOBOAUTLCA NpeABapuUTenbHas OLeHKa, KoTopas
Jarnee Ucnonb3yeTcs Ans onpefeneHvs TpeboBaHui K gaHHOMY acnekTy k cucteme VB. insa nonHoro Habopa
TpeboBaHUI NpenBapuTenkbHasa OUEHKa [OMOMNHAETCS MONUTUKOM opraHuaaunn u BuaHec-uensamun. JaHHbIA
NpOUEecCc OOMKEH YYMTbIBaTb KOMMPOMUWUCCHI M B3aMMOCBA3b C APYTMMU XapaKTepucTUKaMu JOBEPEHHOCTH.
Mopcuctema ynpaeneHvs 1 akcnnyataymm obecnednBaeTt aNeMeHTbl ynpaBneHus u MexaHnmambl Ans yAoBneT-
BOpEHUsi TpeDOBaHU N NX HENPEpPbIBHOE NMPYMEHEHWE B TEHEHWE XKN3HEHHOTO LiMKkna cuctemsl UB.

Heobxogumo NpoBoAWTE MOHUTOPUHE U U3MepeHue cucTemMbl MIB ¢ nomowbko paga KPI, koTopbie pas-
paboTaHbl M OTpaxakT AaHHble, cobpaHHble U3 cucTemMbl Npu ee pabote. KPI moryT BbITe MCNONb30BaHbI AN
OVarHoCTUKKM paboTocnocobHOCTU CUCTEMBI.

He Bce xapakTepuCTUKM JOBEPEHHOCTM MOTYT MMETb OTHOLLEeHWe K KOoHKpeTHou cucteme WMB. HekoTto-
pble XapakTepuCcTUKN JOBEPEHHOCTM MOTYT UMETb NepPBOCTENEHHOe 3HAa4YeHVe, a Apyriue — BCrnomMoraTernbHoe.
Hanpumep, BO MHOTMX NPOMbILLNEHHBIX CUCTEMAaX NePBOCTENEHHOE 3HaYeHne UMetoT Be3onacHoOCTb U HaaeX-
HOCTb, OCTalbHble XapaKkTepUCTUKWM PACCMaTpUBAKOTCS Kak OMNONHUTeNbHble. Ha xapakTepucTUKM oKa3biBakT
BNUSIHWE OTpacneBble U perMoHansHble TpeboBaHUus.

Kak cnencteue, METPUMKA W LIENEBLIE NOKA3aTenu XapakTepUCTUK JOBEPEHHOCTU MOTYT BbITh Pa3nnyHbI-
MW B 3@aBMCUMOCTH OT CUCTEMbI, OTPACIN NPOMbILLIEHHOCTU UMW PETMOHA.

11.2 Be3onacHocTb

BezonacHocTb onpegenaeTcsa Kak cOCTOsIHME cUcTeMbl, paboTarolen 6e3 NnpuuYnMHEHUsT HEAOMYCTUMOrO
pucka TpaBMm uUnu yuiepba 300poBLI0 MOAER, NPSMOro UMY KOCBEHHOTO B pe3ynbTare MNOBPEeXOeHUa UMmylle-
CTBa UNW OKpYXawLLel cpeabl.

BesonacHocTb BkntovaeT B cebsi noHsaTHe yHKUMOHanbHOW Ge3onacHocTh. PyHkuMoHaneHas 6esonac-
HOCTb OTHOCMTCSI K cucTemMam unu obopynoBaHuio, hyHKLUMOHUPYIOLWMX B OTBET Ha BCe BXOLHbIE AaHHbIEe CO-
rmacHo oxuaaHusiM. MNepeoodvepenHol 3agadvein 6e30nNacHoOCTM ABMSIOTCSH KOPPEKTUPYHLNE UMW Npesynpex-
Jarllne OecTBUs, KOTopble NO3BONAT U3bexaTb UM YMEeHbLINTL BO3AENCTBUE aBapUN.

BezonacHocTb B cuctemax VB BknouaeT B cebsa npefoTeBpalleHue Bpeda AN NAen, a Takke pYrim
KMBBLIM CYLLIeCTBaM, OKpyXawlLlel cpeae 1 060pyoBaHUH.

BesonacHocTh ABnAeTcA rmaBHOW npobnemon mHorux cuctem WMB, Tak kak cuctembl VB B3anmopein-
CTBYHOT C (PU3NYECKMM MMPOM U OKa3biBaKOT HA HEro BNUAHWe. Takoe BUSIHWE MOXET HaHEeCTW Bpe[ NMoasM u
OPYTMM XMBbIM CYLLIECTBaM, OKpYy)KaloLlen cpege, 0bopyaoBaHuio M ApyruM (r3an4ecknm cylHocTsM. Bpeg
MOXKeT ObITb HAHECEH M3-3a SBHbIX OeWCTBUIA cucTem MB, Hanpymep Yepes ynpaensollMe 3anpockl Ha Uc-
NnonHUTenkbHLIE yCcTpolcTBa. Bpen Takke MoOXeT BbiTb HAHECEH M3-3a HESIBHLIX AENCTBUIA, BbI3BAHHbLIX, Ha-
npuMep pekomeHgauuamu cuctembl VB ona nons3oBaTtenen-noger unu ownbkamMu U atakaMmu Ha CUCTEMY.
KomnoHeHTbl cuctembl B MoryT GbiTh HeMcnpasHbl, B 3ToM cnyvae cuctema VB gomkHa oBHapykuBaTb W
YyCTpaHaThL Takne cbown.

Bce yacty 1 noacucTembl cuctemsbl VIB nomkHbl obecnedymnBaTh ©e30nacHoOCTb, Tak Kak 6e3onacHocTb
BCEW CUCTEMBbIl, Kak U Opyrve XapakTepUCTUKU OOBEPEHHOCTMW, ABMSIETCA MPOM3BOOHLIM CBOWCTBOM. [lpen-
yrpexaeHve Bpeaa OOMKHO YYUThIBATh pas3Hble YPOBHU, Takue Kak duandeckoe obopynoBaHue, Hanpamy
KOHTponupyemoe TexHonornen B, Bo3aeicTBMEe YCNOBUI 3KCMMyaTaluy Ha oNnepaTtopoB M KOCBEHHOE BO3-
OEeNCTBME HA OKPYXatoLLYK cpedy B AONTOCPOYHOMW NepcneKkTUBe.

HomxHa ObITe 0becnedeHa cuctema He3onacHoCTu, kacatowasics paboTbl MCNOMHUTENbHbLIX YCTPOWCTB
B cucteme MB, kak B Buae 0TAEMbHbIX CYLLHOCTEN, Tak U B BMAE KOMOMHWPOBAHHOW CUCTEMBI.

C Touku 3peHuna 6e3onacHOCTM JOMKEH paccMaTpuBaTbCsl BECh KWU3HEHHBIA LMKN cucTembl MIB 1 gon-
eH BbITb YCTAHOBMNEH NOPAA0K AENCTBUIA NPU NIOOLIX M3AMEHEHMAX CUCTEMBbI. Hanpumep, cnegyeT yunTeiBaTh
BNUSHKWE HA OKPYXaLLy cpedy npu yTunusauun obopyaoBaHUa UMM pacxXo4HbIX MaTepuanos. MameHeHus
CMCTeMbl MOTYT BKN4YaTh B cebn gobaBneHWe B CMCTEMY UMM U3MEHEHWe cyllecTByowux Yactel. Jiobbie
M3MEHEHMWSA O0MKHbI OLLEHUBATLCS C TOYKW 3peHusa Be30nacHoCTH.
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11.3 3awmLLeHHOCTb

11.3.1 O6LwWwune nonoxeHns

3awunweHHocTb cucteM VB oxBaTbiBaeT pasnuyHble KOMMOHEHTDLI, BKMOYas B cebs MHpopMaunoHHbIe
cUcTEeMbI, PM3NYECKME aKTMBbI M NPOLYKTbI, MPOM3BOACTBEHHbIE Npouecchl, OT n obopygoBaHue.

11.3.2 Cuctema MeHegXMeHTa uHcgpopmaumoHHon 6esonacHocTy (CMUB) cuctembl UB

Cwuctembl VB pacnpegeneHbl n BKMovaloT B ceba DonblIOe KONMYECTBO pa3HblX CyLWHOCTERN, 4YTo 06-
pasyeT 6onblIyK NOBEPXHOCTL ataku. [ormkHbl BbiTb obecneveHbl HagNexallme mepbl 3alMLEHHOCTH CU-
ctembl NB. Bonpockl uHghopmayuoHHol 6eszonacHocmu 6biXx008m 3a paMKu rnonoXeHul Hacmosauwleeo cmat-
Oapma u senawmes 06bekmomM cmaHOapmu3ayul NPogUIbHbIX HAUUOHAMbHbIX MEeXHUYECKUX KOMUMEemOos.

Cwuctembl VB B DONbLUMHCTBE CMyYaeB WCMOMb3YOT OnepauuoHHbIe TEXHOMOMMK, KOTOPLIE BKHOYaoT B
cebsa MHOW Habop 3NeMeHTOB Mo CpaBHEHWUIO ¢ MHPOPMaLMOHHLIMU TEXHONMOTMAMKM, BE30NacHOCTL KOTOPLIX
obecneunsaet TpaguumoHHas CMUB. B onepaunoHHbLIX TEXHONOMMAX AenaeTca akueHT Ha Bonpocax husn-
YEeCKON 3aLyMLLEeHHOCTI, NocneacTeuax Ans 6e30nacHOCTM U NPeBEHTUBHbLIX Mepax. CyLHOCTN B JOMEHe BOC-
NPUATMA U KOHTPOMA MOTYT BbiTb M30MMPOBAHHBIMW NMYTEM HEUCMONMb30BaHWUA MHTEPHET-MPOTOKOMNOB.

11.3.3 TunoBas Mmogenb XWU3HEHHOro UMKna 6ezonacHoOCTU cucTembl U npoaykrta UB

Kak npaBuno, opraHusauums, Kotopas npoeoguT paspaboTky, nepedaqy Ha CTOPOHHEE UCMOMNHEHWE UMK
npvobpeTeHue npodykTa cuctemel MB, ncnons3yeT onpedeneHHyto CTPYKTYPY 3TanoB NpoOLEccoB U AesdTenb-
HocTel. [laHHasa CTPYKTypa HasblBaeTCA «MOAENbIO KU3HEHHOTO LuKNay. B 3aBUCMMOCTM OT KOHTEKCTA CTPYK-
Typa Ha3blBaeTcA «MOAEIbI0 XU3HEHHOTO Lukna cuctembl MB», «mogensio Xu3HeHHoro uukna npogykra MB»
UMW «MOOEnNbH XU3HEeHHOro UMKna nporpaMmmHoro obecnevyennsay». Mogenb }M3HeHHOro uukna 6esonacHocTu
yctaHoBneHa B FOCT P UCO/M3K 12207 w TOCT P 57193.

Mopenb *XM3HEeHHOTo UWKIa HacTpaMBaeTcs ANA KOHKPETHOM OpraHu3aLi. JK3eMnnsapom MOL4enu Kus-
HEHHOrO LUWKNa SIBNSAETCH XW3HEHHbIA LMK cucTembl Mnu npogykta MB, T. e. aBomouyMs OT KoOHUenuuu Ao
BbIBOAA M3 aKcnnyataumu. B pasBeTBNeHHbIX OpraHu3auvax pasnuuyHble rpynnel MOryT Mcnonb3oBaTbk AN
NPOEKTOB pasHble MOAENN XM3HeHHOro Uukna cucteMbl MIB. HekoTopble opraHmMzauum paspabaTsiBaloT cneumn-
ann3umpoBaHHble MOOenu Xn3HeHHoro uukna npogyktoe VB, Hanpumep, web-npogykTtos VB, npogykTtos VB ¢
pPEXUMOM peanbHOro BpeMeHU, BCTpanBaeMblx npoayktos VB, megununHckux npogyktos B n T. 4.

[eaTenbHOCTM Ha 3Tanax >KM3HEHHOro UMKna nporpaMmMmHoro obecrnedyeHua WUNM cUCTeMbl ABNA-
loTca  vacTbio  0B0LleopraHM3aLMoHHbBIX MNPOLIECCOB, KOTOPbIE [OOMKHbI YOOBMETBOPATb TpeboBaHuAM
FOCT P MUCO/M3K 12207 n TOCT P 57193. TOCT P 57102 w TOCT P 56923 onpedensatoT MoOOenu *XU3HeH-
HbIX LMKNOB pa3paboTkn CMCTEM M NporpamMMHoro obecnevyeHuns, atanbl X KM3HEHHOTO LMKa 1M UX B3aMMOCBA3N
C Npoueccamu }KM3HEeHHOro LUMKNa.

HacTosawmi ctaHOapT pekoMmeHayeT AOMNONHUTENBbHO BBOOWTbL AesATenbHOocTU «Mepbl U cpegcTBa KoH-
Tpons v ynpaeneHus 3awuiieHHocTy cuctemel MB» (ISC) kK geaTensHOCTSM, BEINOMHAEMBIM Ha aTanax Moge-
MK XM3HEHHOTO LKMKNa npoaykTta B opraHuzauun. YkazaHHble 0esiTeNbHOCTU OMKHbI OblTh aganTUpoBRaHkI
K UCNOMNb3yeMOi MOLENW XU3HEHHOIO LKA C YY4eTOM XapakTepucTuK paspabaTbiBaeMoin CUCTEMbI UMK NPO-
aykta UB.

B HacToswem cTtaHgapTe npeacTaBneHa TUNoBas MOOENb KM3HEHHOMo Uukna 6e30nacHOCTU CUCTEMBI
n npogykta VB B KayecTBe cTaHAapPTU3MPOBAHHON CCbINkW AngA aobasneHus ISC k 4eATENbHOCTAM, OCYLLECT-
BMSEMbIM AN yrnpaeneHusa npoayktom VB, nogrotoBkn K paboTe u akcnnyaTtauuu npoaykta VIB, ynpaBneHus
MHpacTpyKTypoi 1 ayauTa npoaykta MB. [laHHaa Mofdens ABNSAETCA NpeacTaBneHueM obLLMX STanoB U Me-
pPONpUSATMIA, OBLIYHO NPUCYTCTBYHLUMX B MOLAENSAX XU3HEHHOTO Uukna npoaykta UB.

TunoBas Mogenkb XM3HEHHOro uukna 6esonacHocTM cucTemMbl U npogykta MIB He orpaHnymBaeTcs pas-
paboTkol nporpaMmmMHbix cpencts. OHa Takke 3aTparMBaeT MeponpuUATUA U3 Apyrux cdpep, Takmx Kak cTpa-
TerMyeckoe ynpasneHue, NogOEPKKa NPOrpaMMHbIX CPeACTB M MHAPACTPYKTYPbl, yNpasrneHue npoektamu,
ayaouT U KOHTPONb.

Llenb TunoBo# Mogenu XuaHeHHoro LKMkna 6esonacHocT cucteMel U npoaykta VB coctouT:

a) B cooeicTBMM OpraHu3auun B NoATBEPKOEHUN NPaBUMNBHOCTM KaXO0W MOAEenM XU3HEeHHOro UMKna
cuctembl U npogykTta VB nyTem onpeneneHns BCex MPOLIECCOB U AENCTBYHOLWMX CYyOBbEKTOB, NOTEHLMaNbHO
BOBMNEYEHHbIX B 0becnevyeHne 3aluilieHHocTn npoaykra WB;

6) copencTBUKM opraHn3aunmn B ob6ecnedeHnn yBepeHHOCTW B TOM, YTO BoMnpockl 6e3onacHoCTK Haanexa-
WM 0Bpa3om paccMaTpUBAOTCA HA BCeX aTanax XXM3HEeHHOro uukna npoaykra VB;

8) COOENCTBUM OpraHn3aLuM B CBeAeHUM K MUHUMYMY pPacxoOoB W NOCNeACTBUIM OT BBEAEHUS MpaKkTu-
yeckux npuemos cornacHo FOCT P MCO/M3K 27034-1 B ee npoekTsl NnpoaykToB B B kauecTBe Noaaepixku
CYLLLECTBYHOLUNX MOAENeN XU3HEHHOTO Lukna npogyktos MB;
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g) NnpefocTaBNeHUn opraHM3alny cTaH4apTHOW MOAENW AN KONMeKTMBHOMO ncenonb3oBaHus ISC rpyn-
namu, saaHMmarLmMmuca npoektamu npogyktoe VB, HezaBucuMo OT pa3nuyHbiX MOAENen XU3HEHHOro LKKna
npogyktos UB;

d) npenocTaBneHWM opraHM3alny cCTaHgapTHOM MoAenu Ans KONMNeKTUBHOro ucnons3osaHusa ISC Bme-
cTe C APYrMMK opraHu3aunsamMu, He3aBUCMMO OT pasfMyHbIX Modenen XM3HeHHoro uukna npogykra UB.

Mpacbuyeckoe npescTaBneHne TMNOBOW MOAENM XMU3HEHHOrO LuKkna 6esonacHocTy npogykta VB noka-
3aHO Ha pucyHke 24.

rd
YpoBHM Tunosasi Molenk XXU3HeHHOro Lukna GesonacHocTH npoaykrta UB h

Ynpaenexne ( ] - l : ,[ : -

i VB : Y¥npasneHue nogrotroskeii nponykra B : YnpaBneHuwe akcnnyataunei npogyxra 1B :

MoaroToBka K : Z : :

H . Beon B s - Apx1BY- YHuuro-

AKCIUTYaTALMA : (I‘Ionroroa }{ PaspatoTka } neficrane H Hecnonsaceanue } maﬂua} iy }

nponykra UB : \ 7 : :

: MpnoBpeTtenne : :

Ynpasnexue E Ynpasnenue oBecnedeHus MHpacTpyKTypLI : (Vnposneme uuq:pachyn'ypoﬁ} _[ }

qu:pzacrpyxTypon : [ rpoaykra MB . R 2nvaTalm npoykra VE GHATAGE ?lccnnya'rauum :

AyauT npoaykTa : ( AypwT noaroToBiM npogaykra UB H AypwT akcnnyaTauuu npogykta MB }

VB .\ : .

\\I‘If).qroron Peanusauma Beog B naﬁc’r%\ WenonbsobaHue n ApXMBUPO- VHH'-ITOJWG‘W

nopAepxiEa BaHWe
«v— V
4} JTansl NoAroToBKA K pabote 4} JTans akcnnyaralmMi 4}
LI | LI | | | 1
Ponk 1 Ponb 2 Panb 3 Ponb 4 Ponb n

PucyHok 24 — Tunoead Moaenb XW3HeHHoro yukna 6esonacHocTu npoaykra VB

11.4 MpuBaTHOCTL M 3alUTa NepPCOHanNbHbIX AaHHbIX

Ecnun cuctema VB unn yactb cucteMbl MIB cobupaeT n obpabaTbiBaeT nepcoHanbHble AaHHble, TO
OOMmKHa DbITb MPUMEeHeHa COOTBETCTBYHOLAA 3aluTa NepcoHarnbHbiX AaHHbIX. [oMMMO 0bsizaTenbHbIX Tpe-
BboBaHui No obecnedyeHnto 6Ge3onacHOCTH NEPCOHANbHbBIX OAHHLIX 3aLMTa NepPCOHanbHbIX JaHHbLIX ABMNAETCH
BOMPOCOM penyTauuu 1 AOBEPUSA K 334eACTBOBAHHON OpraHmn3aumnm.

He Bce cuctembl MIB cobupatot 1 obpabarteiBaloT nepcoHanbHble AaHHble, Hanpumep, TpaaulMoHHbIe
CMCTeMbl NPON3BOACTBEHHbIX NKMHMA. MNpumepom cuctem WB, koTopble BkMtoyaoT B ceba obpaboTky nepco-
HanbHbIX JaHHbIX, ABNAKTCS AOMaLLHWEe U MednUMHCKue cuctembl MB.

Pekomerayetcsa nposoauTb PIA onsa cuctembl MIB, 4ToObl yCTAaHOBWUTL PaKT MCMOMb30BaHWA NepcoHarnbs-
HbIX Ai@HHbIX B CUCTEME, W, MPU UCMOMNB30BAHWNW, XapaKTEPUCTUKN NEPCOHAaNbHbIX AAHHbIX U PUCKW, CBA3AHHbIE
c 06paboTkoi NepcoHanbHbIX AaHHbIX.

11.5 HageXHocTb

HagexHocTb — 370 crnocobHocTL cucTemsl B unu CYLLHOCTHK B CUCTEeMe MB BbINONHATL CBOU Tpeﬁye—
Mble beHKLI,MM B YCTAQHOBIEHHLIX YCNOBUAX B TeYeHUe onpenerneHHoro nepuoaa BpeMeHu.

HapexHoCTb MOXET ObiThb npencrtaeneHa pasnu4HbIMKU METPpUKaMK. B cuctemax UB, roe mHorue beHK-
LUWK NpeaocTaBnAaAwTCA B Ka4ecTBe CJ'Iy)K6bI pasnMYHbIM areHTam Unu opyruM KOMMNOHEeHTaMm, HEOTbEMMNEMOK
4acCTbl onpegeneHnda HagexXHoCTK M AO0CTYNMHOCTU, B TOM HKUChe SKCI'IJ'[yaTaLI,VIOHHOI?I OOCTYMNMHOCTHK, ABNAETCA
KadyeCTBO OGCJ'Iy)KVIBaHMFI. Hanpumep, HageXHOCTb CETEBOINO KOMIMOHEHTa MOXET ONpefeNAaTbhCs Kak cTabun.-
HOCTb 06D860TKM nepegayn gaHHbIX B TD96yeMle npegenax cKopocTy U 3afepXKW, YTo ABnAeTcH (Popmon
OOCTYNHOCTW, BKNO4YaA 3KCNNyaTauMoOHHYH OOCTYNMHOCTb. ﬂOCTyI’IHOCTb, B TOM 4YMCne 3KcnnyataunoHHasa no-
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CTYNHOCTb AnsA obnavyHol cnyxObl, MOXeT onpefenaTbCA HA OCHOBE MOPOTrOB Ka4ecTBa, TaKUX Kak JonycTu-
Mble Npefensl BpeMEHW OTBETA.

B To BpeMs kak cnocoBHOCTL K BOCCTAHOBMEHWIO — 3TO CMOCOBHOCTL CUCTEMbI pearMpoBaThk Ha onpe-
JeneHHble HebnaronpuaTHbIE COBLITUS, HAOEXHOCTb XapaKTepU3yeT rapaHTUO UCMNONb30BaHUA U NPOU3BOAN-
TENbLHOCTU cucTeMbl. HaexXHOCTb CUCTEMBI UMK CcyBbl HANPSMYHO 3aBMCUT OT CNOCOBHOCTY K BOCCTAHOBNE-
HWIO ee NOACUCTEM MMM KOMMOHEHTOB.

HebnaronpusaTHble cobblTUsi 0ObIYHO YNOMUHAKTCS B aHanu3e crnocoBHOCTU K BOCCTAHOBIEHWUIO, HO
Takke MoryT BbiTe (hakTOpoOM HALAEKHOCTK A5 NyYL el OUeHKM NocneacTBUiA ncnonb3oBanus. Lleneseble no-
KazaTenu HagexHOCTW MOryT BKNouYaTk B cebs cnefyolive nokasatenu OXMOAeMON YacToThl OTKA30B UMK
CcnocoBHOCTU OYHKLMOHUPOBATL HECMOTPSA Ha OTKAa3bl:

a) MTBF (cpenHee BpeMsi Mexay OTKazamu) ONA peMOHTUPYEMOW CYLLHOCTU, KOTOpOe npeacTaBnsaeT
coboll oxKnaaemoe BpeMs Mexay nocnefosaternbHbIMW 0TKa3aMU 4aHHON CYLLHOCTH;

6) MTTR (cpegHee Bpemsi BOCCTAHOBMEHWUs) AN PEMOHTMPYEMOM CYLLHOCTW, KOTOpPOE npeacTaBnsieT
coboil oxugaemyro MnvM Habnogaemyo NPOACMKMTENBHOCTE BO3BpaTa HEMCMPABHOW CYLLHOCTM K hYHKUMNO-
HUPOBAHUH;

8) MTTF (cpenHee BpeMsi 0 O0TKa3a) ANs HEPEMOHTUPYEMON CYLLIHOCTK, KOTOpoe npeacTaenseT cobol
cpeaHee BpeMs BbINONHEHUS OyHKLWA CYLLHOCTBIO 40 MOMeHTa cbos.

HapexHoCTb Takke 3aBUCKT OT OpYTrMX XapakTepUcTUK JOBEPEHHOCTU, TAKUX KaK 3alLMLLEeHHOCTb. Takke
MOXET UMETb BIUSHWE BKITHYEHWE (PYHKUMIA 3aLMLLEHHOCTM (TaKMX Kak 3alimMTa OT BPEL4OHOCHbIX nporpamm),
YCTaHOBKA MCMpaBneHnin unm o6HOBNEHWIA NporpaMMHOro obecnedeHns unu gpyrue Mepbl no yCuneHuo 3a-
WKTBI CUCTEMBI. HeraTvBHbIE NOCNEOCTBUS, MOXET MMETE HanpuUMep HernpaBunbHas ycTaHOBKa OOHOBMNEHWIA
MIN UCMOMNb30BaHWe 0BOHOBNEHUI U3 HEYTBEPXOEHHbLIX NN HEHAOEXHbLIX UCTOYHUKOB.

HapexHocTb cuctemsl U MHdpacTpykTypel MB. Obline TpeboBaHus:

a) He JOMKHO OTPULATENBHO BINATE HA BKIKOYEHWE (OYHKUNA 3aLlUMWLEeHHOCTH;

6) [omkHO BbITb ynpaeneHne ya3BMMOCTAMM AN MUHUMWU3ALMW WX BIWAHUSA Ha HaZEeXHOCTb CUCTe-
Mbl VB

8) HeobXoOMMO omnpefenuTb, cnocobHbl N cpeacTBa yrnpaeneHus obecnevynTb HAAEXHOCTb U 3aLuu-
L EeHHOCTb cucTemMbl MB.

HauuoHanbHble cTaHgapTel B 0obnactu HagexHocTn — FTOCT P M3K 60300-1, TOCT P 51901.5 n
FOCT P 27.303.

11.6 Cnoco6bHOCTb K BOCCTAHOBNEHUIO

CnocoBHOCTE K BOCCTAHOBNEHUD — 3TO cNOCOBHOCTL cUcTEMbl BbICTPO BOCCTaHaBnNMBaThL pabodee co-
cTosiHMe nocne uHumaeHTa. OTKa30yCcTOMYMBOCTL — 3TO CMOCOBHOCTL CUCTEMBI NPOAOIKATE PYHKLMOHWUPO-
BaTb, KOrda B CUCTEME MPOUCXOAAT NOBPEXOEHUS, HEUCMPABHOCTU U cbou, NOTEHUMANBHO BeayLlMe K yXya-
LEHNIO BO3MOXKHOCTEN cucTembl. HageHocTb — 3T0 CNOCODHOCTb CUCTEMbI UMM KOMMOHEHTa BbINOMNHATD
cBoW Tpebyemble yHKUWM B yKasaHHbIX YCIOBUSIX B TeHEHWe onpeneneHHoro nepuoaa BpemMeHu.

CnocoBHOCTb K BOCCTAHOBIEHWIO ABMAETCA BaXKHbIM (DaKTOPOM MNPW MPOEKTUPOBaHNKM U PasBepThIBaHNK
cuctem 1 uHpacTpykTypsl VB, nockonsky BNusAeT Ha BuaHec-npoLlecckl. TpeboraHMsa K cnocobHOCTU K BOC-
cTaHoOBNeHW 0bOCHOBLIBaOTCS acnekTamMmu 6e30nacHoOCTU, 3alUILEHHOCTW U HAOeXHOCTK, a Takke busHec-
uenamu cuctemsl MB.

B acnekte cnocobHOCTM K BOCCTAHOBMEHWIO AONYCKAETCs OTKA3 OTAENbHbIX CYLLHOCTEN, XOTS OH WU fAB-
naeTca MHUMOEHTOM, ecnu cuctema MB cnocobHa npegocTtaBnsaTe CBOM BO3MOXHOCTM W MOAAEpP:KMBaETCSA
LEeNOCTHOCTb 3TUX BO3MOXHOCTEN. C NpakTUYeCKOn TOYKKN 3peHus obecnedyeHne cnocobHOCTY K BOCCTAHOBIE-
HWIO BKMNIOYAET B cebsi cTpaTervio NpoekTMpPOBaHUS, KOTOpPAas HanpaeneHa Ha YMeHbLUeHUe ys3BUMOCTEN My-
TEM COKpaLUEHUA NMUHUIA 3NEKTPoNepenadn, CHUXKEHWUS M3DLITOYHOCTU B KPUTUYECKUX 0BNacTsaX, YKpenneHus
NnoKanbHbIX BO3MOXHOCTEN U pelleHns NpobrnemMsl 3aBUCUMOCTU U aBAPUAHOIO COCTOSIHMSA.

Ona cuctembl MUB gomkHbl BbiTh ycTaHoBneHbl TpeboBaHUs kK cCNOCOBHOCTU K BOCCTAHOBMEHWIO W, KaK B
chnydae ¢ TpeboBaHMAMN 3aLUULLEHHOCTH U MPUMBATHOCTK, 3TO DyAeT KOMNPOMUCCOM MEeXay pUckamu u 3atpa-
Tamu, a Takke BO3MOXHBIMU KOMMPOMUCCaMW ¢ APYrMMW acnekTaMmu JoBepeHHocTU. HekoTopble TpeboBaHus
K cMocoBHOCTM K BOCCTAHOBMEHWK MOTYT ObITh MOMYyYeHbI C y4ETOM CBOWCTB BE30MacHOCTU, HAAEXHOCTU Unn
3alLUWLEHHOCTI.

YnpaBneHWe yCTOMYMBOCTBLIO MPOBOAUTCA Yepel onpefeneHne PUCKOB W Yrpo3, KOTopble HEOBX0AMMO
yMeHbLUaTh UK NPOTUBOAEWNCTBOBATL, YTO COBNaAaeT C NOAXOAOM K 3aLllULLEeHHOCTU. YnpaBneHue yCToNn4Yu-
BOCTbI HAYMHAETCA C OL@HKM PUCKOB U Mogenu yrpo3. CTOMMOCTb PUCKOB A0MKHa BbiTh onpegeneHa ¢ TOYKK
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3peHUs NPsIMbIX KOMMEPYECKUX M3OEepKeK, a Takke C TOYKU 3PEeHUS BIUSHUA HA CUCTEMY, BKMOYas Apyrue
XapakTepUCTUKM 0OBEePEHHOCTU. HanpuMep, Kak oTCyTCTBUE CNOCOBHOCTM K BOCCTAHOBIIEHMIO CETU BrNMXKHEro
OEeNcTBUSA Ha nepudepui NOBNUAET HA HAOEXHOCTL CNyXObl AaHHbLIX C TOYKU 3peHUst NpeaocTaBneHus npu-
TNOXEHWAM CBOEBPEMEHHBIX U TOYHLIX AaHHbIX. [lanee gomkeH ObiTh onpeaeneH Tpebyemblil ypoBEHL pearu-
pOBaHWSA ONS KaXO0oro prcka, HeobxoanMble KOHTPMEPBI U UX CTOMMOCTb.

Obnacteto MB, roe gonyctrmMa NoHWXeHHas NPpon3BOLAUTENbHOCTL BO BpeMs cboes, ABnaeTcs onTuMu-
3auns paboTbl NoKanbHbIX KOMNOHEHTOB ynpasneHus cuctemsl VB (Hanpumep, Ha NpeanpusiTn) C MUCMONb-
30BaHWEM faHHbIX, cobpaHHbIx Yepes MHTepHeT (HanpuMep, uHopmMauMn O noroge W MecTononoxeHue
W OBUXEHWE TPY30BMKOB, JOCTABNAKLINX KOMMNekTywme). Cuctema mMoxeT npofgomnxkate paboTtatk, gaxe
eCMNK YKa3aHHble BHELUHWE OaHHble CTAHOBATCHA HEAOCTYMHLIMK B TEYEHWE OnpefeneHHoro neproda (Hanpu-
Mep, uz-3a cbos cesau). [laxe ecrnv B 3TOT MOMeHT paboTa cuctemsl VB He Byget onTumansHon, Nponssos-
CTBEHHbIW Npouecc byaeT NPOAOMKEH.

Takum obpasom, cnocobHOCTL K BOCCTAHOBMNEHMWIO, KaK U OpPYyrMe 3neMeHTbl JOBEepeHHocTH, Tpebyet
aHanusa pUcKoB W NPUMEHEHWS MOMUTUK OpraHM3auni K 3TUM pyuckam st onpegeneHns Hawbonee noaxons-
el KOHCTPYKUUU CUCTEMBI.

KoHcTpykuma cuctemel B co cnocoBHOCTBIO K BOCCTAHOBMNEHWUID OOMKHA BKMNOYaTh B ceba HECKOMbKO
YPOBHEW N3BbITOMHOCTK, YTODBI UCKMOUYNTL OTAENbHbIE TOUKM OTKa3a U MakCUMM3WUPOBATL AOCTYMHOCTL BO3-
MoKHOCTel cucTembl MB. KoHeTpykuusa gomkHa BrknovaTe B cebs cnocobbl BOCCTAHOBNEHMWS M MOHMXKEHWS pa-
BoTbl No Mmepe HeobxogumocTu. Takne cnocobbl BkNoYaoT B cebs Mcnonb3oBaHne M3bbITOYHBIX CYLLHOCTEHN,
MOAYren pe3epBHOrO KOMMPOBAHWUS, PE3EPBHbIX YCTPOWCTB M TONOMOrMYEeCK M30bITOYHbIX NyTen. B KOHCTPYK-
LMK gomkeH ObITb MCNonb30BaH Habop MeTogoB obecneveHna cnocoBHOCTHM K BOCCTAHOBMNEHUIO cucteMbl VB
npu atakax u cboax cetu. Mexay acnektamu 4OBEPEHHOCTUW LOMKEH DbITh JOCTUIHYT KOMAPOMMUCC:

a) TpeboBaHuA Be30NacHOCTM AOMKHbLI ObITE yYTEeHbI NpU BbIBOpe cTpaTernin NPOEKTUPOBaHUA cnocob-
HOCTW K BoccTaHoBneHnto. CnocobHOCTBIO K BOCCTAHOBMNEHWUIO OOMMKHa noaaep»xunsate TpebosaHus Gesonac-
HOCTH;

6) HeoTbeMNeMOW 4YacTbid CTpaTerMu CnocoBHOCTU K BOCCTAHOBMEHWIO SIBMSETCA 3allULLEHHOCTb.
JomxHbl BbiTh yYTeHbl OTKasbl BDNOKOB M KOMMpOMeTalWy YCTPOWCTB, LUMIO30B, cMcTeM obpaboTku, cetel,
CYLLHOCTEN XpaHeHusa u obpaboTku;

8) N3DLITOMHOCTL JOMKHA UCMOMbL30BaTLCA B MAaKCUManbsHO BO3MOXHOW CTEMNEHN;

2) OOMKHbI MCMONB30BaTLCS NIErKOPEMOHTUPYEMbIE UMK NIerko3amMeHsieMble KOMMOHEHTbI, KOrAa aTo BO3-
MOHO;

d) ceowcTBa M OYHKLUUNA 3aLMLLEHHOCTH (WKW poBaHUe, LeHTpann3oBaHHas ayTeHTudukaums u T. 4.)
OOIMKHbI BbITh peanu3oBaHbl TakuM 0bpa3om, 4Tobbl He OKa3bIBaTb OTPULLATENLHOIO BIUSIHWUSA Ha CNOCOBHOCTL
K BOCCTaAHOBNEHUIO cuctembl MB.

TpeboeaHusa B 06nacTu cnocobHOCTM K BoccTaHoBNeHnwo — cornacHo FOCT P MCO/M3K 27031.

11.7 JoBepeHHOCTb U TUNOBaA apXUTeKTypa

AcnekTbl 4JOCTOBEPHOCTW, PACCMOTPEHHbIE B HACTOALWEM nogpasgene, He CYLecTBYT U30NMPOBAaHHO U
paccMaTpuBaloTCH Kak KniodeBble pakTopbl apxuTekTypbl cuctem MB. Kaxablii acnekT MMeeT BO34eiCTBMS Ha
CUCTEeMY, KOTOpble AOMKHbI ObiTh pACCMOTPEHbI MPU MPOEKTUPOBAHMM U 3KCNNyaTaluMm CUCTEMBI.

TpeboBaHua Be3onacHOCTM MMEIKT NepBoCTENeHHOe 3HadYeHve. PacnpocTpaHeHHoW AensdeTcsa cuTya-
uusi, Korga ynpaensllee nporpaMMHoe obecnederue u cnyxbbl pasmelLatoTcs psaom ¢ UCMONHUTENbHbLIMK
YCTPOMCTBAMW W AaTYMKaMK C Lenblo MUHUMW3aLWM 3aeACcTBOBaHHOM TpaekTopun. O9To obecneunBaeT To4-
HOEe perynvpoBaHWe ¢ MMHUMYMOM 3a4eWCTBOBAHHbIX 3NEMEHTOB. Takoe ynpaenswowee nporpaMmmMmHoe obe-
crneyeHWe OOMKHO BbITe paspaboTaHo no NpuHUMNY «BesonacHoCTb B NEpBYK ovepedb» U HanpaereHo Ha
yCTpaHeHWe ToYeYHbIX OTKa30B B OPYrvX CyLHOCTAX cucTemsl B.

Ona obecnevenuns zawmieHHocTn Tpebytotca CMUB, Hagnexalme Mepbl 3alUULLIEHHOCTY BO BCEW CU-
cteme VIB 1 oueHka Toro, kak yctpoictea VB 1 cucTembl, koHTponupytowmne yctpoicTsa VB, moryT GbiTh
3almLieHbl C UCMONb30BaHMEM OnepaunoHHbIX TexHonorun. Kaxgas cywHocTe MB gomkHa MMeTb cooTBeT-
CTBYIOLLME CpeacTBa yNpaBeHus 3allULLEHHOCTH, U 3TU CpeacTBa YrNpaBneHus AOMKHbLI UMEThb BO3MOXHOCTL
MOHUTOPUWHIa M ynpasneHusi, B 0cobeHHOCTU ¢ y4eToM HeobxogmMmMocTM 0BHOBNEHUN B TEYEHHE XKU3HEHHOTO
uukna cuctemol MB.

3awmnTa nepcoHaneHbIX AaHHbIX TpebyeT maeHTudwmkaumm cywHocTern MIB, koTopble obpabaTeiBatoT
nepcoHanbHble AaHHble. CucTema MB, obpabaTbiBatollas nepcoHanbHble aHHbIe, AOMKHA UMETh SMeMEHTbI
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CUCTEMBbI YNpaBreHnUs NepPCoHanbHbIMW AaHHLIMW HE TOMbKO B BMAE LEHTPaNM30BaHHOIO KOMMOHEHTa, HO
TakKe B BMAE COOTBETCTBYIOLLMX SMIEMEHTOB U CPEACTB ynpaBneHusi Ansa kaxaon cywHoctn VB B cucteme.

HapexHocTb TpebyeT COOTRETCTBYHOLLEN CTPYKTYPLI CUCTEMBI ANst M3beraHus eQUHUYHBIX TOYEK OTKa3a.
M3BbIToYHEIE UNY OyBNUMpOBaHHLIE 3NEMEHTHI U pennNUUUpoBaHHble HABoPLl 4aHHbLIX BCTPauBakoTCH B CUCTe-
MY 1 NpoLecchl (aBTOMaTU3NPOBaHHLIE) ONA YyCTpaHeHWsl cO0eB OTAENbHbIX CO3AaHHbIX cyLlHocTel. Mpwu pas-
paboTKe apXUTEKTYPbl AOMKHbI OblTb Y4TEHbI HEOOXOAMMOCTE peanu3aunn /UM NCNorb30BaHNs HECKOMbKUX
ansTepHaTUBHbLIX BEPCWA NporpaMMHOro obecnedyeHuns.

O6was HageXHOCTb CUCTEMbI 3aBUCUT Kak OT HaAeKHOCTU OTAENbHbIX cywHocTerd MB B cucteme, Tak
M OT 0DLLeRn apxXMTEKTYpbl CUCTEMLI. ApXUTEKTYpa AOMKHA AenaTh akUueHT Ha (PYyHKUWAX, KOTopble OOMKHa
BLINOMNHATL cUcTeMa, M obecneynBaTb KOHCTPYKUWIO, KOTOpas OaeT COOTBETCTBYHLME XapaKTepUCTMKU Ha-
OEXHOCTU ANSA 3TUX OYHKLNIA.

[nsa o6ecneyeHnsi cnocobHOCTU K BOCCTAHOBNEHWD TpebyeTca cnocoBHOCTE CUCTEMbI MPOOOMKaTL pa-
BoTartb B ycnousx cO0eB MW aTak, BO3MOXHO, C MOHWKEHHOW NPOM3BOAUTENbHOCTbIO.

PaznuyHble acnekTbl 4OBEPEHHOCTU UMEIOT UHOWBUAYaNbHOE BIIMSHUE HA CUCTEMY, HO TakoKe BKITHYa-
toT B cebs B3anmoaencTeme Apyr C OpYroM M KOMIpoMuUcchl. Bce ykazaHHble BONPOCHl paccMaTpyUBakTCs Kak
YacTb NPOEKTUPOBAHWUS CUCTEMEI, BCErO XU3HEHHOTO LMKNa U B3aUMOCBA3EN Mexay HUMU.
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MpunoxeHune A
(cnpaBo4Hoe)

WHTepnpeTauusa guarpammMel knaccoB UML ansa KoHUenTyanbHOW Modenu

B HacTosiwem CTaHgapTe guarpamMmmMbl KnaccoB UML nmetot cnegyrLuine orpaHnvyeHuns:

a) noHATMA npenctaeneHsl B Buae knaccos UML 6e3 aTtpnbyTos;

5) OOKYyMeHTauuA 4NA Kaxaoro NoOHATUA ABNAETCA onpeaeneHuemM noHATUA.

MCI'IOJ'IbSyPOTCH [Ba BWOA OTHOLLEHWIA:

- 0600LeHue (OTHOLLEHWE «ABNAETCA» ): HAaNpUmep, AaT4uK aenseTcs ycTponcteom VB. Mpumep oTHoweHWs 0606-

LLeHUst NpedcTaBneH Ha pucyHke A.1;

Hamink

Asnsertca

Yerpoicteo VB

PucyHok A.1 — O6o6LweHne

- accouuauus. HaumeHoBaHWe accounauni XapakTepuayeTcs AedcTBUAMU. Ha pucyHke A.2 nokasaHo OTHOLWEHWE
accouuaumu, Korga OaTiuk NpoBOAUT MOHWUTOPKWHE (OU3UHECKOM CYLLHOCTH (NpeameTa).

Damunk

MpoBOAUT MOHUTORMHT

Puandeckan

Copepxut

CYIWHOCTb |

PucyHok A.2 — Accounauuns

Y

OFpaHVI‘-IeHVIﬂ KOMWYecTBa ANEeMEHTOB Ha KOHUaX accouvauun He nokasaHbl. OHK BAapbUpPYKTCA OT OOHOIMo BMAa

accounaunn K gpyromy, HoO MoryT ObITe BbIBEAEHbLI U3 OMUCAHUNA.
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MpunoxeHune B
(cnpaBo4Hoe)

rOCT P 70924—2023

OTHOLWEHWA CYLHOCTEW KOHUEeNTYyanbHOW Mogenu

B.1 CywHocTn 1 gomeHbl UB

CylHocTn 1 goMeHbl B npusegeHsb! B Tabnuuax B.1—B.6.

Tabnuya B.1 — CywHocTb

CooTseTcTBYIOWMUIA

Tun OTHOLLEHWI HaumeHosaHune Onucaxne
aNemMeHT
Accouunaums Nmveer MNOoeHTU4YHOCTb CyWwHOCTb UMeeT UAEHTUYHOCTb
Tabnuua B.2— JomeH
Tun oTHOLEHWIA HavmeHoBaHWe CooTESTETEYIQLIMA Onucaxne
aanemeHT
OMeH BKIOYAET OAHY WU HECKOMBKO CyLU-
Accouunaums Bknovaet CyuwHocTb A AHY . yu
HoCTew
y OMEH B3auMOAeNCTBYET C rTMMKU JOMe-
Accoupnaums Bsavmopernicteyet OomeH n A HaMyM Apy A
Tabnuya B.3 — Lndposas cywHoCTb
Twn oTHOWeEHWIA HavwmeHoBaHWe CooTRsTSTRYIGLIUA Onucaxne
aanemeHT
nchpoBas CyLIHOCTb ABMAETCH
O60o6LwweHne HAsngaeTtca CyuwHocTb Linchp yw N
CneLManuavpoBaHHON CYLLHOCTLID
UnchpoBas Lincppoeas cywHoCTb COQepXUT apyrue
Accouunauums Copepxut
CYLLHOCTb LMppOoBLIE CYLLHOCTH
Tabnuua B.4 — dusnyeckas CyLHOCTb
Tun oTHOWEHMWIA HawmeHoBaHwe COOTHBTETEYIGLIMA Onucaxne
anemeHT
duranyeckas cyLHOCTL ABNAETCA
O606LeHne HAsnsaeTtcA CylHocTb yu .
cneLManuavpoBaHHON CYLLHOCTLHD
duanyeckas duranyeckan CyLWHOCTb COAEPKUT me
Accoumnauums Copepxut i =Ep Apy
CYLLHOCTb duanyeckme CcyLIHOCTH
Tabnuua B.5 —Tlonb3oBatens VB
o CooTBeTcTBYOLWMA
Tun oTHOLIEHMWIA HavwmeHoBaHue yiouy Onucaxne
anemMeHT
MNonb3oeatens MB senaeTca cneynannan-
OBaHHOW CYLHOCTbIO, NpeacTaBnstoLei
O606LeHne HAsnsertca CywHocTb P yul peA i
nonb3oBaTens-4yenoBeka unu Ldgpoeoro
nonb30BaTens
Tabnuua B.6 — Cetb
Tun OTHOLLEHUIA HaumeHosaHune CoorRameTayiauuy Onucaxne
anemeHT
CeTb sBNAETCA Cneunann3vpoBaHHON
O6obLeHne AsnsaeTcaA CyLHoCTb u P

CYLLIHOCTbHO
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B.2 UpeHTudbukatop
WpeHntTudukatop npyveeaeH B Tabnuvue B.7.

Tabnuua B.7 — VageHtudukaTtop

Twun OTHOLLEHWIA HaumeHoBaHue CoprasTRTRyaLLAd OnucaHne
3NeMeHT
Accouuauyus WpoeHTudpuuympyet CyLwHocTb WoeHTudbukaTop MAEHTUULKUPYET CYLLHOCTb
MoeHTuduKaTop oTNMYyaeT MOeHTUYHOCTB.
Accounauunsa OTtnuyaer NoeHTUYHOCTb MOeHTUYHOCTE MOXeT uMeTb bonee oaHoro
noeHTudukaTopa
KoHTekeT WaoeHTudukatop naeHTuduLpyem B
Accounaumsa WaeHTudpuymnpyet
WOEHTUYHOCTH 3aaHHOM KOHTEKCTE MOEHTUYHOCTH

B.3 Cnyx6hl, ceTb, yCTpoWcTBa 1 wnw3sl UB

Cnyx0bl, ceTb, yCTpoWCTBa M LWN03bl VB npuBeneHsl B Tabnuuax B.8—B.11.

Tabnuua B.8 — OkoHeyHas ToYKa

Twun OTHOLLEHWIA HaumeHosaHue CooraaTcrRyoWUd OnucaHve
3nemMmeHT
. OkoHevHasi TOYKa MOXET coaepxatb bonee
Accouuauvsa Wmeet WnTtepdeiic )
oOHoro nHTepdherca
Accounaums CyLecTByeT B CeTb OKOoHeYHas ToYKa CYLLEeCTBYET B CETU
Tabnuuya B.9— Wmo3 B
Tun OTHOLUEHWIA HanmeHosaHne CoorsetcTaylowuii OnucaHne
ANeMeHT
. OpHa unu HecKoNLKo CeTel, Yepes KoTophble
BaaumopeicTeyeT .
Accouunauws - CeTb OCYLLECTBNAKTCS B3aMMOAeNCTBUA C OpYrn-
P MW CYLLUHOCTAMMN
OpaHa VN HECKOTbKO OKOHEYHBIX TOMEK,
Accounaunsa MpencTaenset OkoHe4YHaa To4yka Yepes KOTOpLIE OCYLLECTBIAKTCH B3aUMO-
JencTBuA
Hynb unu 6onee xpanunu aHHbIX
Accounauma Wcnoneayet XpaHunuiie gaHHbIX Y P WA
MCMNONb30BaHbI Wito3om NB
. OaHo 1nu Heckoneko ycTponcTe UB,
Accouuaums CoenuHsaeT YcTtponcteo MB
COEeOVHEHHbIX Yepes wnio3 NB
Ta6nuua B.10 — Ycrpoiicteo VB
Tun OTHOLLEHWIA HaumeHosaHue Coornereayiouud OnucaHne
3NeMeHT
. OfHa 1y HecKomnbKo CeTel, Yepes KoTopble
BaanmogeicTeyet N
Accouuauusa SERES CeTb OCYLUECTBINSAIOTCH B3aUMOAENCTBUA
P C APYrMMK CYLLHOCTSAMMA
OpgHa vnuy HECKOMbKO OKOHEYHbBIX TOMEK,
Accouuauws MpencTtaenset OkoHe4YHas To4ka Yepea KOTopble OCYLLECTBIIATCA
B3aMMOOENCTBUA
Hyne unn bonee xpanunu aHHbIX
Accouuauuns Mcnonbayet XpaHunuuie gaHHbIX Y B oA
MCMonNb30oBaHkbI Wo3om VB
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Tun oTHOLLEHMWIA HavmeHoBaHue Cooreercreylowmi Onucaxune
anemeHT
Cnyxba peanvayeTcs 0OOHMM W HECKOMbKK-
Accoumnauums Peanuayetca KomnoHeHT
MU KOMMOHEHTaMU
Cnyx6a onpegenset nHTepdeicsl CeTn K1
Accouunaums [MpepcTaBnser OKOoHeYHasa TodKa Y pea P i .
NpeacTaBnseTcs OKOHEYHOW TOYKON
Baaumogencteyet Cnyx6a B3aMMoOgeNCcTBYeT Yepes rme
Accouunauus A Y CeTb Y A Y P& ORY .
yepes CYLLIHOCTW Yepes oaHy UMW HECKOMNBKO CEeTeN
. Cnyxba B3avMoOenCTBYET C OAHMM LUMH30M
Accouunauuma BaaumopencTeyeT ¢ o3 B y A Y A
B unu 6onee
" . Cnyx6a B3aumMogencTeyeT ¢ OgHUM YCTPONA-
Accouunauums BaaumopgencTeyeT ¢ YcrpoincTeo VB y A ¥ A ¥oIp
cteom VB wnun bonee
. Cnyxba B3anMOLeNCTBYET C OAHOIN cryxOoi
Accouunaums BaaumogencTteyeT C Cnyxba Y A Y A Y
vnu bonee
Cnyx60i ncnonebayetca Hynb unu tonee
Accouunaums Wcnoneayet XpaHunuie oaHHbIX
XpaHWMULL, AaHHbIX

B.4 Nonb3oBatens B

MonbaoeaTenu VB npueegeHsl B Tabnuuax B.12—B.14.

Tabnuua B.12 — Nonb3oBaTenb-4enoBek

. CooTBeTcTBYIOLWUIMA
Tun oTHOLEHWIA HawmeHoBaHWe YOI, Onucaxne
anemMmeHT
Monb3oBartens-4ernoBek ABMAETCA
Ob6obLeHne AsnsaeTca [Nonb3oBaTens VB
cneynanuanpoBaHHbIM None3oeatenem VB
y [Nonb3oBaTens-4enoBek B3aMMO4EACTBYET
Accoumnauums Bsavmopernicteyet MpunoxeHwne
B CETW Yepes NpunoKeHne
Tabnuuya B.13 — Ludposon nons3oBartens
5 CooTtBeTcTBYIOLWMIA
Twn oTHOWeEHWIA HavmeHoBaHue YOI Onucaxne
anemMeHT
MhpOBOI NONb30OBaTENL ABMNAETCA Creuun-
O6o6LwweHne HAsngaeTtca [MNonb3oBaTens MB Liudp u
anu3MpoBaHHbIM Nons3oeartenem VB
LindbpoBoii nonb3oBaTtens B3aMMOOENCTBYET
Accouunauumsa Baavmopencteyet MpunoxeHwe C OAHOW UnK BonNbLUNM KONMMYEeCTBOM CIyx6,
npegnaraemblx cuctemon VB yepes cetb
Tabnuya B.14 — lNpunoxexve
o CooTtBeTcTBYOLWMIA
Tun oTHOLWEHWIA HavmeHoBaHne O Onucaxve
anemeHT
O6obuweHne Asnsetca Cnyx6a [MpunoxeHue ABnseTcs cnyxoon
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B.5 BupTtyanbHas cywHocTb, pU3nyeckan CyWHOCTL U ycTponcTeo UB

BupTtyanesHagq, duandeckasn cywHocTb U ycTponcTBo VB npuBeneHsl B Tabnvuax B.15—B.17.

Tabnuuya B.15 — [Jatumk

Tun OTHOLLEHWIA HavnmeHosaHue CaoraeTEIE/IaAA OnucaHne
3NeMeHT
= aT4YKUK ABNSETCA cneuMan3npoBaHHbIM
ObobueHne Aensertca YcTtponcteo MB A 2 ! P
ycTponcTteoM VB
MpoBogut ®duanyeckasn aTyMK NPOBOOUT MOHUTOPUHI hU3NYECKON
Accounaums i A R=HOA FMar
MOHWTOPWHI CYLLHOCTb CYLLHOCTH
Tabnuua B.16 — McnonHutensHoe YCTPOMCTBO
. CoOTBETCTBY LM
Tun OTHOLLEHWIA HavnmeHosaHne yiow, OnucaHne
anemMeHT
u KcnonHUWTEnNeHoE YCTPOWUCTBO ABNAETCA cne-
0O6obLweHne Aensietca YcTtponcteo MB AEIR o
uManvM3MpoBaHHbIM ycTponcTeoM B
u dunanyeckas McnonHuTensHOE YCTPOWCTBO BO34ENCTBYET
Accounaums Boszgencteyet
CYLLHOCTb Ha (PM3NYEeCKYI0 CYLIHOCTb
Tabnuua B.17 — BupTtyaneHas cylHOCTb
. CoOTBETCTBY LA
Tun OTHOLLIEHWIA HaumeHosaHune Yot OnucaHve
ANeMeHT
: BupTyansHas CyLHOCTL B3aUMOL4ENCTBYET
Accounaums BsaumogencTteyet OkoHeuvHas Tovka PTY yu A Y
Yyepes OKOHEYHYH TOYKY
duandeckasn BupTyaneHas cylHOCTE NpeacTaBnaeT
Accounaums Mpencraenser PTY yul pen
CYLLHOCTb hU3NYECKYHO CYLLHOCTb
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MpunoxeHune C
(cnpaBo4Hoe)

OTHoOweHue Mexagy KOHLlenTyaanOﬁ Modenbi, TAMNOBOW MOAeNLI0 U TUNOBOM apaneKTypoﬁ

C.1 Tunoeasa mogene — 310 abcTpakTHan CTPYKTypa ANS MOHMMaHWA 3HaYUMbIX CBA3EW MeXay CYLIHOCTAMMW cpe-
Obl 1 ons pa3paboTky cornacoBaHHbIX CTaHAApPTOB UMK cneundukauni, nogaepXxuBatolnx aTy cpegy. Tunosas MOAEeNb
OCHOBaHa Ha HeBOoMnbLIOM Y1Ccne 0OLEAMHAKLLUX MOHATUA U MOXET UCMONb30BaThCA B KAYECTBE OCHOBLI ANA 00y4eHUs 1
0ObACHEHUA CTaHAAPTOBR HEeCNeLManucTam.

TwnoBas MoAEeNb He CBA3aHa HaNpPAMYHO C KAaKUMW-NMDO cTaHAapTamMu, TEXHOMOMMAMM UMK KOHKPETHBIMKW AeTanamm
peanuaauuu, a obecneyneaet 6a3oBoe NOHVMaHWE.

Psaa noHATUIN SBNAETCA YacThio TUMOBON Moaeny. Tunoeas Mofens ABnsSeTcs abcTpakTHOW U NpeaocTaBnseT onpe-
OeneHHy MHopMaumio 06 okpy:katowen cpede. Tunoean Modenb ONUCbIBAeT TN CYLLIHOCTEN, KOTOpble BCTPEYaKTCs B
Takoi cpene, a He KOHKPETHbIE CYLLHOCTK B KOHKPeTHOW cpede. TMnoBas MOAENb ONWUCLIBAET TUMbl CYLLLHOCTEN U JOMEHOB
U UX oTHOLWeHUs. TunoBas Mofens ONUCLIBAET He 00A3aTeNbLHO BCE CYLLHOCTM B CTPYKTYPE, a TONbKO Heobxogumble Ans
KOHKPETHOWM CUTYaLUK.

Tunoeasa Mogenk MCNonb3yeTca Ana:

- CO3OaHuns cTaHgapToB AnA 06beKTOB MOOENW U UX B3aMMOCBA3EN;

- 0By4YeHna TpeTben CTOPOHLI;

- onpegeneHusa YeTKMX ponewn n oba3aHHOCTeN B CUCTEME;

- CpaBHEHUA pa3HbIX CYLLHOCTEN.

C.2 Noa TMNOBON apXUTEKTYPOW NOHUMAIOTCS KOHTEKCTLI, CHabKeHHble 0BLMMN XapakTepUcTUKaMK, NEKCUKOHOM,
TpeGoBaHMaAMM KU BCNoMOraTenbHbIMKA anemMeHTamu. BecnomMoraTtensHbiMK 3neMeHTamMn SBMSETCS ONUCaHWe OCHOBHbIX
KOMMNOHeHTOB 6a30BOM apXMTEKTYPbI C NpeaocTaBneHeM pekoMeHaaUnia n orpaHMYeHUIA ANA co3gaHna aK3eMnnsapoB ap-
XUTEKTYP peLueHnid. APXUTEKTYPbl pelleHns MoryT ObiTb ONpeaeneHbl ¢ pasHbIX TOYEK 3peHUsl U Ha MHOTUX pa3HbIX YPOB-
HeX AeTanusaunn u abeTpakuni. ApXMTEKTYPhI PEeLUEeHUs BKNIOYAT B cebs CNMcoK CylHOCTEN, yHKLAY, COEaUHEHNS,
B3aMMOCBA3W 1 B3aUMOAENCTBUA APYr C APYTOM U € (OYHKUMAMK, PACTIONOMKEHHBIMU BHE NPEAONPEeaeneHHbBIX apXUTeKTyp-
HelX WwabnoHoe. Ha pucyHke C.1 nokazaHa nocnefoBatenbHOCTbL apXMTEKTYPbI OT KOHLENTyansHoW Modenu 4o TUNOBOW
MOZENW HAa OCHOBE CYLLHOCTEN 1 TMNOBON MOAENW Ha OCHOBE AOMEHOB AN pAAa pasnuyHbIX NpeacTaBneHnin TUNoBon ap-
XUTeKTypbl. MNopAanok B NOCNEA0BaTENbEHOCT apXMTEKTYPBI MOXKET OTNNYATLCA OT YyKa3aHHOTO U BbiTb «3BOMOLUNOHHBIMY.
OnucaHna apXUTEKTYPbI 4OMKHBI ObITh 3200KYMEHTUPOBaHbl. Ha 0CHOBe KOHLeNnTyansHol Mogeny pa3pabotaHa Tunosas
MOZErNb Ha OCHOBE CYLLHOCTEN ANs AeMOHCTpaLMy B3aMMOCBA3KN Mexay cuctemamu VB Ha BeicokoM ypoBHe. KoHuenums
OOMEHOB MO3BOMSAET pa3nenuTs paspaboTky apxuTekTyp VB ona KOHKpeTHbIX pelleHuid. Tunoeas Moderns Ha OCHOBE [0~
MEHOB SBMAETCA OCHOBOW ANSA AanbHelwen 4eKoMno3numn 1 pazpaboTkn NpeacTaBneHuin apxuTekTyphbl.

Tunopan Tungean Tunopan Tunosan Tunosas
BPXATEKTYRA apXATeKTYPa apXMTeKTYPa apmrekrypa UB apxuTexTypa
KoHuenTyan sHaA B WB 4[] (npencramnenve VB
KLWOHA-= nNpefeTas- W ME~ CBAZSIA (npegcrae-
MoAen: “B (cw:huoe ! NeHWa (um::oe I TeHWe
npegcTas- paseepThi- NpBOCTAR- METRNbAG-
TeHue) BAHKA) nNeHUe} BaHHS)

L1 11

S d i Tunosas mogers UB (Ha ocHose AomeHos)

PucyHok C.1 — B3aMmocBa3n mexay KOHUENTyanbHOW MOAENbK, TUMOBOW MOAENbIO U TUNOBOW apXUTeKTYpor
HomeHbl cuctem VB onpenensanTcs nyTem U3y4eHus 3aMHTEPECOBaHHbIX CTOPOH W annapaTHoro U NporpaMMHoro

obecneyeHus cuctem VB. Wcnonb3oBaHue obLMX 1 penpe3eHTaTUBHbIX JoMeHOB obecrnevmBaeT apeKTUBHYIO U aKTy-
anbHy TUNOBYO MoAenb cucTeM VIB Ans pasnuyHbix Lenen 1 npyuMeHeH A TUNoBOKW Modenw.
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[MoaroToBNEHO HA OCHOBE 3NEKTPOHHOW BEPCUM, NpeaoCcTaBneHHo paspaboTyMkoM cTaHaapTa

CozpgaHo B egUHUYHOM WUCnonHeHun B PIrBY «HCTUTYT cTaHgapTulaumms»
Onsa KoMnnekToBaHusa PegepansHoro MHQOPMAaUKWOHHOIO hoHAa CTaHAapToB,
117418 Mockea, Haxumogscknia np-1, 4. 31, K. 2.
www.gostinfo.ru info@gostinfo.ru

Pa3zpaboTka anekTpoHHON Bepcun - nopTan GostExpert.ru 66 / 66
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-70924-2023



http://www.tcpdf.org
https://gostexpert.ru?utm_source=pdf&utm_medium=67888
https://gostexpert.ru/gost/gost-70924-2023?utm_source=pdf&utm_medium=67888&utm_term=page

