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Mpeancnoeue

1 PABPABOTAH AkuuoHepHbIM obuwecteom «CUCTEMHbLIRN onepatop EAWHOMW 3HepreTu4eckol cucTe-
mbl» (AO «CO EQC»)

2 BHECEH TexHW4ecKuM KOMUTETOM Mo cTaHaapTusaumm TK 016 «3nekTpoaHepreTukas

3 YTBEPXJEH I BBEOEH B AEWCTBWE Mpukazom PenepansHOro areHTCTBA MO TEXHUYECKOMY pe-
rynupoBaHuio u metponorum ot 31 oktabpa 2023 r. Ne 1317-ct

4 BBEOEH BMNEPBbLIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHsl 8 cmamse 26 @edepanbHO20 3aKOHA
om 29 uwoHsa 2015 2. Ne 162-®3 «O cmaHdapmus3ayuu 8 Pocculickol ®edepayuu». MHpopmayus ob u3-
MeHeHUsX K HacmosuwieMy cmaHO0apmy rnybrnukyemcs e exes00HOM (M0 COCMOSAHUK Ha 1 AHeaps meKyuieao
2o0a) uHghopmayuoHHOM yKazamene «HayuoHansHble cmaHOapmbiy, a oguyuanbHbil MeKkcm usmMeHeHul
U ronpasoK — 8 eXeMecAaYyHoM UHOPMayUOHHOM ykaszamerne «HayuoHanbHbie cmaHdapmel». B cryvae
nepecmompa (3aMeHbl) unu ommMeHbl Hacmosuje2o cmaH@apma coomeemcmeyrouwee ygedomneHue bydem
onybnukogaHo 8 6ruxalwemM 6bINyCKe eXeMecsyHO20 UHGOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsl». Coomeememaeyiow,as UHGhopMayus, yeedoMIeHUe U MeKCmbl pasMewalomcs makxe 8 UH-
gopmayUuoHHOU cucmeme 06wea0 Noab3o8aHUss — Ha oghuyuansHoM calime PedepasibHO20 azeHmcmea fno
MexHUYecKoMy peaynuposaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2023

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOWU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3peleHunsa G)e,qepaanoro dreHTCTBa no TeXHN4eckKo-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

HacTosilumin cTaHOapT BXOOWT B CEPUIO HALMOHAaMNbHLIX cTaHaapToB «EouHan sHepreTuyeckas cuctema
W n3onupoBaHHo paboTtawuimMe sHeprocucTemsl. OnepaTtuBHO-gUCNeTYepckoe ynpaenerHue. [IMCTaHUMOHHOE
ynpasneHue», ycTaHaBNMBaOLWMX TpeboBaHMA K OCYLLECTBNEHUI0 WM3MEHEHUA TEXHOMOMMYECKOro pexkmma
paboTbl M IKCMNyaTaLWOHHOIO COCTOSIHWA 3MEKTPOCeTeBoro obopynoBaHUsA, YCTPOMNCTE peneiHon 3aluThl
N aBTOMaTMKW, M3MEHEHUsI Harpysku reHepupyowero obopygoBaHusa 3NeKTPOCTaHUMA C MCMNONb30BaHUEM
CPEACTB OWCTaHLMOHHOIO yNpaBreHWa U3 OMCMeTYEpPCKUX LIeHTPOB CyObekTa onepaTuBHO-AUCNETYEPCKOro
yrnpaBneHns B 3reKTPO3HEPreTUKeE.

HacTosiymin ctangapt pa3paboTtaH Bo McnonHeHWe nonoxexuid [1] B uenax dopMupoBaHnsa eguHbIX No4-
XOZ0B K peanv3auunn 3almuTbl MHHOPMaLMOHHOTO 0BMeHa Npu OCyLLeCTBNEHNN AUCTaHLMOHHOIO YNpaBneHus
N3 OUCNETYEPCKUX LIEHTPOB CyObeKTa onepaTMBHO-AMCNETYEPCKOro ynpaBneHns B 3NIEKTPOSHEpreTUKe.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

EnvHan aHepreTuyeckas cucteMa M M30NIMPOBaHHO paboTalolmMe IHEProCUCTEMBI
OMNEPATUBHO-OANCNETYEPCKOE YNPABNEHWUE

OucTtaHuMoHHOE ynpaBneHue.
MpaBuna npuMeHeHUA 3allULLEHHLIX MPOTOKOMNOB
npu opraHu3auuu UHopMauMoHHOro o6MeHa

United power system and isolated power systems. Operative-dispatch management.
Remote control. Rules of engagement of secure protocols of information exchange

Oarta BBegeHna — 2023—12—01

1 Obnactb NnpuMeHeHus

1.1 HacTosiwuia ctaHpapTt onpefensieT yCroBus 1 npaeumna MCnofnb30BaHUA 3alLMLULEHHBIX NPOTOKONOB
ans obecneyeHnss MHopMaLMoHHOW 6e3onacHOCTU NpU OpraHn3auumn U ocyLLEeCTBNEHUN U3 QUCMETYEPCKUX
LeHTpoB cyObekTa onepaTMBHO-AUCNETHEPCKOrO yNpaBfeHns B 31eKTPO3HepreTke cnegylowmx BUAOB OWC-
TaHUWOHHOrIO yrpaBneHns:

- OMCTaHUWMOHHOIO ynpaeneHus KOMMYTaUNOHHBIMKW annapartamu, 3a3eMnsolLMMy pasbenHUTENAMM,
TEXHOMOMMYECKMM pexMMomM paboTel anekTpoceTeBoro 06opyaoBaHWUA M YCTPOWCTBAMKM PENEeNHON 3aluThl 1
aBTOMAaTtuKM Ha 0BbeKTax ANeKTPO3HepPreTUKN;,

- OMCTaHLWMOHHOIO YNpaBneHns akTUBHOW M peakTUBHOW MOLLHOCTbLIO reHepupyoLlero obopygoBaHus
BETPOBbIX M COMHEYHbIX 3MeKTPOCTaHLWNA;

- OMCTaHLUWMOHHOro ynpasfeHWs akTUBHOW W PEaKTUBHOM MOLLHOCTBK FMOpaBnUYecKUX 3reKTpocTaH-
UMM YyCTaHOBMNEHHOW reHepupyrolwen MmowHocTeo 50 MBT 1 meHee, aBTomaTM3MpoBaHHas cucTema ynpasne-
HuUs1 KOTopbIX 0BecnedvrBaeT paboTy TakoW 3NEKTPOCTaHLUKM B aBTOMAaTUYEeCKOM pexunme Be3 BmellatenscTea
onepaTUBHOIO NepcoHarna ¢ obecnedeHnem yrnpaeneHus BOAHbIM PEXKUMOM U BbINONHEHUEM YCTaHOBIEHHbIX
orpaHudeHuii paboTbl OCHOBHOTO WM BCMomoratensHoro obopynoBaHus, a Takke 6e3onacHyr akcnnyaTtauuio
rMMOPOTEXHUYECKNX COOPYKEHWN;

- OMCTaHUWMOHHOIO YnpaBneHWs aKTUBHOW MOLLHOCTBI TMAPaBlUyYeckuX WU rMOpoakKyMynupyroLLnx
3NeKTpocTaHUWi NyTem nepefadvyn KoMaH4 Ha M3MeHeHWe 3aJaHusl NnaHoBOW MOLHOCTKM B CUCTeMax rpyr-
NMOBOro pPerynvpoBaHnA akTUBHOW MOLLHOCTW TakWX SMNEeKTPOCTaHLUWMA, NOAKMIOHYEHHbIX K LieHTpanvM3oBaHHOM
(LeHTpanbHON KOOPAWHWUPYIOLLER) CUCTEME aBTOMATUYECKOro PEeryrnvpoBaHus YacToTbl U NEPETOKOB aKTWB-
HOW MOLLIHOCTM;

- OMCTaHUWOHHOIO YrNpasneHUa akTUBHOW MOLLHOCTBIO TEMNIOBbIX 3MEKTPOCTaHLWA NyTeM aBToMaTtmnye-
CKOro AoBefeHusi NNaHOBbIX AWCNETYEPCKUX rpathrKoB 40 TAKUX 3NEKTPOCTaHLNIA,

- OUCTaHLUWOHHOTO BBOAa B AeWCTBME rpadMKOB BPEMEHHOrO OTKMKYeHnsA notpebneHus nytem aBTo-
MaTW3MpPOBaHHOW Nepenaqn KoMaHg Ha BBeAeHWE Takux rpaddMKoB M3 OonepaTUBHO-UMH(OPMAaLNOHHBIX KOM-
NMeKcoB AMCMETYEPCKUX LEHTPOB B NPOrpamMMHO-TEXHUYECKME KOMMMEKChbl aBTOMAaTM3MPOBaHHOW CUCTEMbI
TEXHOMOrMYECKOro ynpaeneHusi LIEHTPOB YNpaBneHns CETSMWU CETEBbIX OpraHn3aLnii.

1.2 HacToswwi ctaHgapT npedHasHadYeH AnA cyObLeKTOB onepaTyMBHO-OMCMNETYEPCKOro ynpasreHust
B 3MEeKTPO3HEPreTUKe, OpraHu3auui, ABNAKLWMXCA cOBCTBEHHUKAMM MM MHBbIMK 3aKOHHBIMK BriagenbuamMu
O0OBEKTOB 3MEKTPO3HEPreTUKN, B OTHOLWEHUW KOTOPLIX OPraHM3yeTcs MM OCYLEeCcTBNSAeTCH AUCTaHLUMOHHOe
ynpasneHue U3 JUCNeT4epCcKnx LEHTPOB cyObekTa onepaTMBHO-AMCNETYEPCKOTO yNpaBneHusi B 3NEeKTPO3HEpP-
reTuke, a Takke opraHM3aunii, OCyLLecTBNAKLINX 0eATeNbHOCTb NO NPOEKTUPOBaHWMo (pa3paboTke), M3roTos-
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JIEHWHD, MOHTaXy, Hanagke, skcniyataumn n npoBepke aBTOMatu3npoBaHHbIX CUCTEM YyrpaBlieHUA TeXHONo-
r’M4yecknmMi npoueccammn obbekToB SNEeKTPO3IHEePreTukn.

2 HopmaTuBHbIE CCLINKK

B HacTosilweM cTaHAapTe UCNob30BaHbl HOPMATUBHbIE CChINKW Ha criefylole cTaHgapThl:

rOCT P 57114 EguHas aHepreTuyeckasa cucTemMa M M3oNMpoBaHHO paboTakllmne 3HepProcUcTeMel. Inek-
Tpo3HepreTudeckne cuctemMel. OnepaTtMBHO-OUCMNETYEPCKOE YNPaBeHWe B 3NEKTPO3HEpreTuke U onepaTue-
HO-TEXHOMOrMYecKoe ynpaeneHve. TepMuHbl 1 onpegeneHus

FOCT P 59947 EguHas aHepretTMyeckas cuctema 1 n3onMpoBaHHo paboTtawuwme sHeprocucteMsl. One-
paTuBHO-OMCMNETYEPCKOE yrpaBneHue. [luctaHuMoHHoe ynpasneHue. TpeboBaHusa k MHPoOpMaLnoOHHOMY 06-
MeHY Npu opraHusauum U ocyLLecTBNEHUM OUCTAaHLWMOHHOIO ynpaBneHus

rOCT P M3K 60870-5-104 YcTpoicTBa U cUCTEMbl TenemexaHuku. Yactb 5. MNMpoTokonbl nepegayu.
Pasnen 104. Joctyn k cetu ana MOCT P M3K 870-5-101 ¢ ncnons3oBaHWEM CTaHOAPTHbIX TPAHCMOPTHBIX
npodunen

I pupMmeHaHne — anI nornb30BaHM HACTOALWLMM CTaHO4apToOM LLBHECODﬁpaBHD NpOBEPUTL ,qeﬁcmue CCbIno4y-
HbIX CTAHOAPTOB B MH(OPMAaLUMOHHOW cUCTEME OGLLEro Nonb3oBaHUA — Ha otuumMansHOM caiiTe PegepanbHOro areHT-
CTBa N0 TEXHWYECKOMY PEryrnupoBaHUIO U METPOMNOTMU B CETU VIHTEPHET UMK NO eXerogHoMy MHOopMaLKMOHHOMY yKka3sa-
Ten «HaunoHanbHble cTaHOapThl», KOTOPLIA ONyBNMKOBaH MO COCTOSIHWKO Ha 1 AHBapA TeKyLLEero roga, v no BbiMycKam
exXemMmecadHoro MHCbOpIVIaLI.VIOHHOFD yKaszartena «HaLLMOHaJ'IbeIe CTaHgapTbl» 3a TEKyLLlldﬁ rog. Ecnu 3ameHeH ccbinoYHbIl
CTaHgapT, Ha KOTOprﬁ AdaHa HeaaTUpOBaHHAaA CCblllka, TO pEKOMeHOYyeTCA UCNone30BaTh ﬂeﬁCTBlemyIO BEPCUKO 3TOrO
CTaHOgapTa C Y4eTOM BCEX BHECEHHbIX B AaHHYH BEPCUK M3MEHEHUMI. ECnn 3aMeHeH CCbINOYHbIA CTaHOapT, Ha KOTopbId
[JaHa 0aTUpOBaHHas CCblfKa, TO PEKOMEHAYETCA UCMONb30BaTh BEPCUKD 3TOT0 CTaHAapTa C YKa3aHHbIM BbiLUe rofoM yT-
BepaeHUs (NpuHATKS). Ecnu nocne yTBepXKOeHWsA HAcTOSALWEro cTaHA4apTa B CChIIOMHLIA CTAHAAPT, HA KOTOPLIA AaHa
0aTUpPOBaHHAs CChINKa, BHECEHO M3MEHEHWE, 3aTparnBarLlee NonoxeHne, Ha KOTOpoe JaHa CChinka, TO 3TO NONOXKEHNUE
pekoMeHyeTca NpuMeHATe 6e3 yyeTa OaHHOro u3MeHeHus. Ecnu cobinoYHbli cTaHgapT oTMeHeH 6e3 3aMeHbl, To Nono-
XeHne, B KOTOPOM OdaHa CCbIfiKka Ha HEro, pekoMeHayeTcqa NpuMeHATb B YacTu, He 3anarMBarou.|,eﬁ 3TY CCbINKY.

3 TepmMuHbI, onpeaeneHna U COKpaLweHusa

3.1 TepmuHbl U onpegeneHns

B HacTosfwem cTaHgapTe npMMmeHeHbl TepMuHbl no FTOCT P 57114, a Takke crnegyolime TepMyHbI C CO-
OTBETCTBYOLUUMU OnpegeneHnsamu:

3.1.1 ynocToBepsawwmi ueHTp; YL: KOpugnyeckoe nuuo, vHgveuayaneHsI NnpegnprHMaTens nubo
rocyfapCTBEHHbLIN OpraH Uinun opraH MecTHOrO camMmoyrpasneHus, ocyLecTBRALWUeE hyHKLMKW NO CO3LaHUI0 U
Bblgadye cepTU(MKaTOB KIYer NPOBEPKM 3MEKTPOHHbLIX NO4MMCEN.

MpumevyaHne — PyHKUMM NO CO3AAHMIO W BblAave CepTUUKATOB KMHOYEN NPOBEPKN 3MEKTPOHHbLIX NOAMMCer
npedycMoTpeHsl pefepanbHeiM 3aKoHoM [2].

3.1.2 ayteHTudukayua: [eicTBUA No NpoBepke NOAMMHHOCTU cyObekTa gocTtyna u/unu obbekta Oo-
CTyna, a Takke no NpoBepke NpUHaANeXxHocTu cybbekTy goctyna n/unv obbekTy gocTyna npegbsaBleHHOro
WaeHTUduKaTopa 4ocTyna U ayTeHTUMUKaLNMOHHOW MHpopMaLnK.

3.1.3 kaHan cBA3u: KoMNnekc TeEXHUYECKUX CPEACTB M cpefbl pacnpocTpaHeHus, obecnedynBaoLui
nepegaqy MHPOpMaLUN MeXAY UCTOMHUKOM W Nnony4vaTterneM B BUAE CUTHANOB 3MeKTPOCBA3M B onpeaeneHHon
nonoce 4acToT UMK C onpeaeneHHoMW CKOPOCTbIO Nepesaydun.

3.1.4 cepBep [koHTponnep] TenemMexaHuku: [porpaMmHo-annapaTHoe yCTPOWCTBO, obecnedynBato-
Wwee obmeH TenemHgopmauWen, BKMoYasa nepefadyy KoMaHi OMCTAHUMOHHOMO ynpasreHusi, Mmexay obbek-
TOM 3MEKTPO3IHEPreTUKM U OANCNETYEPCKUM LUEHTPOM cybbekTa onepaTMBHO-OWUCMNETHEPCKOro ynpaeneHns B
AMEeKTpoIHepreTuke, LeHTPOM yrnpaBneHusa ceTeBbiMy OpraHM3aunaMm U1 UEHTPOM YNpaBrneHUs BETPOBbLIMU
(ConHeYHbIMW) 3NeKTPOCTaHLMAMMN.

3.1.5 zawneHHbIA NpoToKon Ans uHgopMaloHHoro obmeHa: [poTokon nepenayy gaHHbIX, obe-
crneynBakLWmMi X KOHPUOEHLMANbHOCTb U LLeNOCTHOCTb.

3.1.6 kpunTorpacdpuyeckas sawmra: 3alnuta MHPOPMaLMM NyTEM NPUMEHEHMS KPUNTOrpatuyecknx
anropuTMOB.
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3.2 CokpaweHuna

B HacToAweM cTaHgapTe MCnonb30BaHbl CNeayoLwmMe CoKpalleHns:

ACY Tl — aBTOMaTtnanpoBaHHas cucTema ynpasrneHns TEXHONOrM4YeckuMmn npoueccaMm obbekTa anek-
TPOSHEPreTUKM;

OY — oucTaHuMoHHOe ynpaBneHne 13 AUCneT4epcKoro LUeHTpa cybbekTa onepaTMBHO-ANCNETYEPCKOro
yrpaBreHuns B 3MeKTPO3IHEPreTUKE;

OU — gucnetyepckuit LeHTp cybbekTa onepatnBHO-AUCNETHEPCKOro yNpasneHus B aNeKTPO3HEPTreTHKE;

TM — TenemexaHuka;

ESP — uHkancynupyowmin npotokon 6esonacHoctn (Encapsulating Security Protocol);

IKEv2 — npotokon obmeHa kntovyamu B cetn MHTepHeT Bepcun 2 (Internet Key Exchange Protocol
Version 2);

IP — mappyTusnpyemelidl npoTokon cetesoro ypoBHs cteka TCP/IP (Internet Protocol) (cm. [3]);

IPsec — Habop npoTokonoB Ana obecnevyeHns 3alinThbl AaHHbIX, NepegaBaemMbiX N0 MEXCETEBOMY Mpo-
Tokony IP — IP Security (cm. [4]);

TCP — npoTokon nepefayn gaHHbIx MHTepHeTa (Transmission Control Protocol) (cm. [5]);

TLS — npotokon BescnacHocTu TpaHcnopTHoro ypoBHs (Transport Layer Security) (cm. [6]).

4 Peanu3auunsa Kpuntorpacgpumnuyeckon 3aliuThbl JaHHbIX, NepeaaBaeMbiX Npu
BbIMNOMHEHUN ANCTAHLMOHHOIO yrpaBneHus

4.1 O6wue TpeboBaHUA K peanu3auuu KpunTorpacgunyeckoin 3aWmMThl AaHHbIX,
nepegaBaeMbIX NpU BbinonHeHuu OY

Mpw peanuzauuun KpunTorpacUHecKomn 3alUTel AaHHLIX, NepegaBaemMbIX Npu BoIMonHeHK OY, 4OMmMKHbI
YYMTbIBATLCA OrpaHuYeHust 1 0cobeHHOCTM uHopmauoHHoro obmMeHa npu ocywecteneHnn Y, ykaszaHHble
B MpunoxeHumn A.

Kpuntorpaduyeckon 3alMTon OOMmMkHbI obecneynBaTbCca crieqyollne BUObI JaHHbIX, NepefaBaemblx
C MUCNONb30BaHNEM NPOTOKOMOB Nepeaayn TeneuHgopmaum Mexay obbektaMu anekTpoaHepreTuk u [AL:

- Komangbel OY;

- painsl, nepenada kotopbix npegycmoTrpena MOCT P M3K 60870-5-104.

B crny4asx TexHM4Yeckux orpaHn4eHui cepeepa (koHTponnepa) TM obbekTa anekTpo3HepreTukuy, He no-
3BONAKLLMX peanu3oBaTb pasgeneHue Tpaduka TeneMmeTpum u komada Y, no cornacoBaHuio ¢ cybbekTom
onepaTUBHO-AWNCMETHYEPCKOro YyNpaBneHWs B 3NeKTPO3HEepPreTMke A0NycKaeTca opraHu3auns 3awmTthl Tpadu-
Ka TernemeTtpuun n komasg ay.

Mpy ycTaHOBNEHUW 3aLUMLLEHHOIO COedWHEHWUs C MCMONb3OBaHMEM MPOTOKONOB Kpuntorpadunyeckon
3awuThl IPsec unu TLS HeobxoaMMO BbINOMHATL OBYCTOPOHHIOKW ayTeHTudukauuto cepeepa TM L v cepee-
pa TM obbekTa anekTpoaHepreTuku. BeinonHeHe 4BYCTOPOHHEN ayTeHTudukaunum 4oNyCckaeTcs C MUCNonb30-
BaHMEM CepTUMMKATOB OTKPLIThIX KIMIOYEN UMW NpeaBapuTErNbHO pacnpeneneHHbiX CeKPeToB.

[Mpy Mcnonb3oBaHMM CEPTUMKATOB INEKTPOHHbLIX NOANUCEN OOBEPUE K CAMONOANUCAHHBIM CepTUdun-
KaTtam 1 K Be4OMCTBeHHbIM YLl gomkHO onpenensaTsCs No cornacoBaHuio Mexay cybbekToM onepaTUBHO-ANUC-
NeT4YepcKoro ynpaeneHusl B 3NeKTPO3HepreTuke U CoBCTBEHHWKOM UMW MHLIM 33aKOHHBLIM Briagensuem obb-
€KTOB 3MEeKTPO3HEPreTUKU, B OTHOLLIEHMM KOTOPBIX OpraHM3yeTcsa unu ocyllectenaerca Y, nyTem ykazaHus
CBEJEeHWI 0 KOPHEBLIX 1 CaMOMNOANUCAHHbBIX CepTUdUKaTax 3NeKTPOHHbIX MOAMWCEN, BKITOYAsA crefyoLlyo
MHoOpMaLUnio:

- CepUMHbIN HOMEP;

- KeM M KOMY BblAaHO;

- [0aTy Bblgauu;

- CPOK OencTeusa cepTudukaTa;

- 0TNe4aToK cepTuduKkaTa aneKkTpPoOHHOW NoaNnCHK.

Mo yCMOTpeHUI0 BbilLEeYyKa3aHHbIX MWL COCTaB CBEAEHWA O KOPHEBbLIX M CAMONOANUCAHHbIX CepTUdMKa-
Tax aMeKTPOHHbIX NOAMMCEA MOXKET BbiTb PacLUMPEH.

[Mpw ucnonb3oBaHUKM NpeaBapUTENBHO pacnpefeneHHbIX CEKPETOB 0OBLEKT anekTpoaHepreTukn u [1L1 ob-
MeHMBaTCA cAOPMMPOBAHHLIM OBLLMM cekpeTom ANUHHOM oT 256 fo 512 6ut. Cnocob obmeHa BbibMpaeTcsa
0bbekToM anekTposHepreTuku 1 [ILl npy yCTaHOBMNEHWM 3aLUNLLIEHHOTO COEANHEHUS.
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KDMI'ITOI'pad)W-IECKaF! 3alwmnTa OOJPKHa OCYWeCTBNATbCA C Ucnonb3oBaHnem cpencTB KDMI’ITOI’D&CI)W—EE-
CKOW 3aluThl I/IHCbOpMaLI,MM, npowenuwmnx npouenypy oueHKKn cooTBeTCcTBUA TDEGOBEHMHM, YCTaHOBITEHHbIM
cbe,qepaanth opraHom WCMNOMNHUTENBLHOR BNacTK B 0bnacTtn obecneyeHmns BezonacHoOCTH.

4.2 BapuaHTbl NPUMeHeHUsA NPOoTOKONOB KpunTorpadnieckon 3aluThl

[ns obecnevyeHns BesonacHocTh nepefayvv komaHg Y HeobxoguMMo ncnonb3oBaTh NPOTOKOMNbI KPUNTO-
rpachnyeckoi 3awnTel IPsec unu TLS. Beibop ucnonb3yemoro npoTokona OOMKEH YYUTbIBaTb BO3MOXHOCTH
ceTeBoro obopynoBaHus, Yepes KoTopoe ByoeT npoxoants nepefaya komang Y, a Takke cnocobbl peanuaa-
LMK U pekoMeHOdauun cybbekTa onepaTUBHO-AUCNETYEPCKOrO YNpaBneHUsl B 3MEKTPOSHEPreTUKE.

MpoTokon IPsec unu TLS moxeT BbITh peanu3oBaH B NporpamMMHOM cpefie cepeepa (KoHTponnepa) TM,
MeXKCeTEBbIX 3KpaHax, MapLupyTu3aTopax Unu Kpyntownosax. Peanuaauusa npotokonos |IPsec u TLS Beinon-
HAETCH B COOTBETCTBMM C PEKOMeHAaunaAMK no KpunTtorpaduyeckon 3awmnTte nHgopmaumn:

- npotokon TLS 1.2 — cm. [7];

- npotokon TLS 1.3 — cm. [8];

- npotokon IKEvZ — cm. [9];

- npotokon ESP — cm. [10].

BesonacHoe coeavHeHWe AnNd nepejayv 3awuuiaeMol WMHMopMauuu ¢ MCNonb3oBaHWeM MpPOTOKoNa
KpunTorpadmyecKon 3allUThbl MOXET YCTaHaBNMBaTLCA MeXay cepBepoM (KoHTponnepom) TM, Tenekommy-
HUKaUMOHHbIM 060pyaoBaHneM obbeKkTa 3NeKTpPo3HepreTMkn (MapLLpyTU3aTop, MeXCeTeBOW 3KpaH, KpunTo-
wnto3) u cepsepom TM LI unu kpuntowwnosom L.

B cnyyae HeobxogMmocTu onpefeneHusa ponu cepeBepa U KNWEHTa 3allULLEHHOT0 COeAWHEHUS COOT-
HolleHWe poneil gomxkHo cooTeeTcTBoBaTh FOCT P M3K 60870-5-104, cornmacHo KOTOpOMY CepBEPOM 3a-
LWMLLEHHOTO COEAUHEHWUs CYUTaAeTCA OOBbEKT 3NEeKTPO3HEepPreTUKM, a KIWMEHTOM 3allWLLeHHOro COefWHEHUA
cuntaetcsa [LL.

[MpyMeHeHne KOHKPETHbIX KpunTorpaduyeckux anroputMoB M NPOTOKOMNOB And 3awnTel Y, ykasaHHbIX
B HACTOSILLEM CTaHfapTe, AOMKHO ObiTb COrnacoBaHO COOCTBEHHMKOM MNW MHBIM 3aKOHHLIM BRaenbuem
06beKTa 3NeKTPO3HEPreTUKU, B OTHOLIEHUN 0DbEeKTa 3NEeKTPO3IHEPreTUKN KOTOpOro opranuayetcst 1Y, ¢ cooT-
BeTcTByOWw MM L], 3 KOTOporo nnaHupyeTcs ocylecTenATL OY.

4.3 NpumeHeHWe npoTtoKona IPsec

4.3.1 MpumeHeHue npoTokona IPsec gna o6ecneyeHuA 3alWNThbl JaHHbIX

MpoTokon IPsec npumeHseTca onsa obecneyveHns 3alluTbl AAHHbIX, NepefaBaeMbiX MO MEXCETEBOMY
npotokony IP, u no3eonaet obecnevynBaTb NOATREPKAEHUE NOANMHHOCTY (ayTEHTUMMKALIMIO) CTOPOH B3aUMO-
OeNCTBUSA, LenOoCTHOCTb U/UNK KoHdMOeHUMansHoCTL IP-nakeTos.

Mpw vcnonb3oBaHWK NpoTokona IPsec gomkHa NpUMeHATLCSA ayTeHTudukaumsa Ha 6ase cepTUgUKaTOB,
BblAaHHbIX goBepeHHbIM YL, nnbo Ha ocHOBe caMonoanucaHHblx cepTudmkaTos, NMbo Ha OCHOBe npenBapu-
TenbHO pacnpegeneHHoro cekpeta («pre-shared-key») B COOTBETCTBUM C cOrnalleHWeM y4acTHUKOB MHAOpP-
MaLuuoHHoro obmMeHa, npegycmMaTpuBakLL MM UCNONb30BaHWE TMNa ayTeHTUdMKaL UK.

MpoTtokon IPsec B peanusaunu IKEv2 BeinonHsaeTca cornacHo [9]. B Tabnuue 1 npeactaBneHbl MAEHTK-
dhukaTopkl TpaHCcOPMOB, 4ONYCTUMBIX K UCMONb30BaHUIO B npoTokone IKEv2 (cm. [9]).

Mpw BbINONHEHUW ayTeHTUdUKALMK C MOMOLLLK LM POBOR NognMcy HeobxoaUMO MCNoNbL30BaTL Napa-
MEeTpbI aNNMNTUYECKNX KPUBLIX, onpeaeneHHsix B [11].

Ta6nuua 1— WaeHtudukatopsl TpaHcdopmoB Ansg npotokona IKEv2

Homep Mms

TpaHcdopmbl TUNa 1 (anroputM WngpoBaHms)
32 ENCR_KUZNYECHIK_MGM_KTREE
33 ENCR_MAGMA_MGM_KTREE

TpaHcdopmbl TUNa 2 (nceBaocnyYanHan QyHKLMA)

9 PRF_HMAC_STREEBOG_512
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OkoH4aHue mabnuus! 1

Homep Mms

TpaHcdopmbl TUNA 4 (anropuTM oGMeHa Kntovamm)
33 GOST3410_2012_256
34 GOST3410_2012_512

ANropuTM X3LUMPOBaHUA

6 STREEBOG_256

7 STREEBOG_512

Mpotokon IPsec ESP pgomxeH cooteetctBoBath [10]. B tabnuue 2 npeacraBneHbl MOeHTU(UKATOPLI
TpaHcdOpMOB, AOMYCTUMLIX K UCMONbL30BaHWIO B npoTokone ESP, onpegeneHHsix B [10].

Tabnuuya 2— VMaeHTudukatopsl TpaHcdopMoB ana npotokona ESP

Homep Mms

TpaHcdopmel TUNA 1 (anropuTm WKdpoeaHKs)
32 ENCR_KUZNYECHIK_MGM_KTREE
33 ENCR_MAGMA_MGM_KTREE

4.3.2 NpumeHeHne npotokona IPsec Ha ABYX HE3aBMCUMBbIX KaHarnax cBA3U

Mpu ncnone3oBaHUKM OBYX HE3ABMCHMMbIX KaHanoB CBA3W Mexay 0ObekToM anekTpoaHepreTuku u AL,
OpraHvM3oBaHHbIX 000pYyAOBaHNEM TPaHCMOPTHOW TeneKoMMYHWUKaLMOHHOW WHMpacTpyKTypbl, Heobxogumo
obecneuntb OBa HE3ABUCUMbIX COEAVHEHWUSI — MO OAHOMY Ha KaXAbliA KaHamn CBA3W.

Mo cornacoeaHunio ¢ [IL] BO3MOXHO Mcnonb3oBaHWe WHbIX cnocoboB obecnevyeHnss HageKHOCTKU coeau-
HEHWNA.

4.4 NMpumeHeHuMe npoTtokona TLS

B peanwsauumm npoToKona 3awMTbl TPAHCMOPTHOMO ypoBHA TLS gonyckaeTcs ucnone3oBaTb acuMMe-
TPWYHbIE KpUNTOrpadnuyeckne anropuTmbl ¢ MPUMEHEHUEM SNEKTPOHHOM MOAMMCKU U CUMMETPUYHbLIE KPUMTO-
rpacpuyeckne anropuTMbl ¢ MPUMEHEHWEM NPeABapUTENbLHO pacnpenerneHHbIX cekpeToB («pre-shared-key»).

Mpotokon TLS Heobxognmo npMMeHsTb Ana obecneyeHuss NPAMOro B3anMogencTBia Mexay 3alluuiae-
MbIMK y3namn oOMeHa Yepes3 akTUBHOe ceTeBoe 000pyAoBaHME C NMPYMEHEHMEM TPaHCAsUMM CeTeBbIX agpe-
COB, WCKMO4asi BMeLWaTenbCTBO B NepegaBaeMble AaHHbIE Ha ceTeBoM 000pyAoBaHUM (MHCMEKTMPOBaHWe
Tpadmka).

Mpw 3awmTte Y ¢ npuMeHeHnem npotokona TLS Heobxogmmo mcnonb3oBaTe Bepcuio 1.2 npoTokona,
onpegeneHHyto B [7], unu Bepcuto 1.3 npoTtokona, onpegeneHHyto B [8].

[Mpw ncnonb3oBaHuK npoTokona TLS Bepcuun 1.3 OOMKHO NPUMEHATHCS NOATBEPXKAEHWE NOANUHHOCTM
Ha OCHOBe CepTU(WKATOB, BbliAaHHLIX A0BepeHHbIM YLl nnbo Ha ocHOBe camonognucaHHbIX cepTudhuka-
Toe!), korna B3anmMopeiicTBME BLINOMHAETCA B TECTOBLIX LENSX, B PaMKax OfHOW OPraHv3aLmy Unu B pamkax
NOANNCAHHOIO CornalleHns Mexay y4acTHUKamu obmeHa, B KOTOPOM NpegyCMOTpPeHo NCMnofb30BaHWe camo-
NOAMNWCAHHbLIX CepTU(UKATOB.

Mpw ncnons3oBaHun npotokona TLS gns zawmTtel Y pekomeHayeTca ucnonb3osats TCP-nopT Ha3Ha-
yYeHusa 44304 cornacHo FOCT P M3K 60870-5-104.

B tabnuue 3 ykasaHbl ugeHTUMKATOPbl POCCUICKMX KpuMTOrpaddM4eckux anropMTMOB MpOTOKona
TLS 1.3, onpegeneHHbie B [8].

1) Mpw ncnonb3oBaHUM camMoNoANUCaHHBIX CePTUMKATOR NPUMEHSETCA CNeayloLLas cxema obMeHa: y yuacTHIKa,
nony4atoLlero caMmonoanucaHHeil cepTudpMKaT oT ApYror CTOPOHbI 0OMeHa, AaHHbIW cepTudmnkaT gomkeH ObiTh Npeasa-
pUTENbHO ONpeneneH Kak AoBepeHHbI cepTudukar.

5
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Tadtnuua 3 — WMaeHTudmkaropsbl

ON5 POCCUMCKMX KpUTorpaduyecknx anropuTMoB 1 cxem npotokona TLS 1.3

3HaveHve

Mms

KpunTtoHatopsl (Cipher Suites)

0xC1, 0x03 TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_L
0%C1, 0x04 TLS_GOSTR341112_256_WITH_MAGMA_MGM_L
0xC1, 0x05 TLS_GOSTR341112_256_WITH_KUZNYECHIK_MGM_S
0xC1, 0x06 TLS_GOSTR341112_256_WITH_MAGMA_MGM_S

I'Io,q,u,epmwaaeMble annnMnTu4ecKkme

KpuBble (Supported Groups):

GC256A (0x0022)

id-tc26-gost-3410-2012-256-paramSetA

GC256B (0x0023)

id-tc26-gost-3410-2012-256-paramSetB

GC256C (0x0024)

id-tc26-gost-3410-2012-256-paramSetC

(
GC256D (0%0025)

id-tc26-gost-3410-2012-256-paramSetD

GC512A (0%0026)

id-tc26-gost-3410-12-512-paramSetA

GC512B (0x0027)

id-tc26-gost-3410-12-512-paramSetB

GC512C (0%0028)

id-tc26-gost-3410-2012-512-paramSetC

Cxembl nognucu (SignatureScheme

)

0x0709 gostr34102012_256a
0x070A gostr34102012_256b
0x070B gostr34102012_256¢
0x070C gostr34102012_256d
0x070D gostr34102012_512a
0x070E gostr34102012_512b
0x070F gostr34102012_512¢

B Tabnuue 4 ykasaHbl MOEHTUDUKATOPLI POCCUUCKUX KpunTOorpaduyeckux anropuTMOB MPOTOKOMa

TLS 1.2, onpegeneHHble B [7].

Tabnuua 4 — WMaoeHtudukaTopsbl

OIA POCCUNCKNX KpUNTOrpacnyecknx anropuTMoB U cxem npotokona TLS 1.2

3HaueHne

Wms

KpuntoHatopsbl (Cipher Suites)

0xC1, 0x00

TLS_GOSTR341112_256_WITH_KUZNYECHIK_CTR_OMAC

0xC1, 0x01

TLS_GOSTR341112_256_WITH_MAGMA_CTR_OMAC

Anroputm noanucu (Signature Algorithm)

0x40

gostr34102012_256

0x41

gostr34102012_512

Tun cepTtucbukara (Client Certificate Type)

0x43

gost_sign256

0x44

gost_sign512
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4.5 KnovyeBasa cuctema

[na npotokonoe TLS v IPsec gonyckaeTca NpUMEHATbL aCUMMETPUHHYIO KITIOYEBYH CMCTEMY C MCMOMb-
30BaHNEM BHELLUHEW CUCTEMbI U3TOTOBMEHMUS KNOYEN Ha OCHOBE creluduKauuin nHpacTpyKTYpbl OTKPbIThIX
KInoyen B COOTBETCTBUWM C pekomMeHgaumamun [12] n CUMMETPUYHON KMHOYEBOW CUCTEMbI C NMPedBapUTENbHO
pacnpegeneHHbiM CEKpeTOM. BribpaHHbIA cueHapuii paboTkl NPOTOKONOB AOMKeH OblTh cormacosaH ¢ AL, ¢
KOTOPbIM NiaHupyeTcs MHOPMAaLMOHHBIA 0BMeEH.

Mpwn cnonb3oBaHWM AaCMMMETPUYHOM KMNIOYEBOW CUCTEMbI C MPUMEHEHWEM BHELUHeW CUCTEMbI M3roToB-
MEHWUA KMOYEen Ha OCHOBe cneundurkaunid MHPPaCTPYKTYpPbl OTKPbIThIX KNioverd Heobxoommo nonb30BaThes
cepTudmKaTamMn OTKPbITbIX KIIOYeW, COOTBETCTBYLW MK crelmdukaumam PKCS #10 n PKCS #15, u ux pac-
WKMpeHnaM Ong cTaHgapTuaoBaHHbIX B Poccuiickon @egepaumm Kpuntorpaduyeckmx anroputMoB B COOTBET-
cteun ¢ [13] n [14].

5 NpoBepka cOBMeCTUMOCTU peanusaumu Kpuntorpagumyeckon 3alimnThbl

5.1 MNpw NpoeKTUpPOBaHWM W/MNK yCTAHOBKE KpunTorpadmMyeckoin 3alimTbl COOCTBEHHWMKOM MW MHBIM
33aKOHHbIM BnajenbLeM 0ObekTa 3MeKTPO3IHEPreTUKK, B OTHOLIEHWM 0BOpyAOBaHMA KOTOPOro OpraHv3yeTcs
unu ocyuwectenserca Y, nonxkHa bbiTh obecnevyeHa COBMECTUMOCTb TaKOW 3alUUThl CO CPpeacTBaMU KpUMTO-
rpadouMyeckon 3alnTbl, MCNOMNb3yeMbiMK B cooTBeTCTBYoWeM L.

5.2 MNpwn paccMOTpeHMM NPOEKTHOW OOKYMEHTauun Ha cosgaHne (mogepHusauunio) ACY TI ¢ doyHKUmen
Y, a Takxke nNpu npoeepke MHpopMaLUnoHHoro obmeHa B cooteetcTBuM ¢ FTOCT P 59947 ALl gomkeH npoBo-
OUTb NPOBEPKY COBMECTUMOCTU CNedyoLwWwmux napaMmeTpoB:

- npumeHsiemoro npotokona (IPsec unu TLS);

- NMOOAEepPXKMBaAEMbIX anropuTMOB WKUPOBaHNA U UMUTO3aLLNTDI;

- MOOAEpPXKUBaAEMbIX ANMMNTUYECKNX KPUBbIX;

- anropuTMOB U CXeM LIMpOBOIA NOAMNWCH;

- anropuTMOB X3LLUUPOBaHWUA.
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MpunoxeHune A
(cnpaBo4Hoe)

Orpaﬂwqeuuﬂ M ocobeHHOCTH WHdOPMaLMOHHOIO o6MeHa npuv ocyuwecTeBneHUn
AUWCTaHUMOHHOTIO ynpaBsneHua U3 gucneTyepcKkux LeHTpoB CYEBEKTa
onepaTUuBHO-AUCNETYEPCKOro ynpaBneHUA B ANeKTpO3aHepreTuke

BeigensoT cnegytowmne ocobeHHocTU obMeHa nHdopmaumei, obycrnoBneHHble TEXHONOMMYecKuMy npoLeccamn B
AMNeKTPo3HepreTuke U NPUMEHAEMbIMKN TEXHOMOTMAMK obMeHa:

A.1 MNepepaya komaHg Y ocylwecTBNAETCA N0 KaHanam nepegadv TeneMHgopmaunm.

A.2 [Ins nepegaqn komaHg Y mexay obbextamu anekTposHepreTnky 1 [ ncnonb3yloTea npoToKonel nepeaayu
TenewHdgopmauuu B cootBeTcTBUM ¢ TOCT P M3K 60870-5-104, He uMetolLMe BCTPOEHHBIX MEXaHU3MOB 3aLUUTLI Nepe-
AaBaeMblX AaHHbIX OT HECaHKLMOHMPOBAHHOIO 4OCTYNa U UX ANCKpeauTaLmu.

A.3 TenenHndopmauwa, Bknovaa komarnasl [1Y, He oTHocUTCS K MHGDOpMaLmMK, OCTYN K KOTOPOW OrpaHUYeH B COOT-
BETCTBUW C 3akoHoaaTenscTBom Poccuickon degepayun.

A.4 CylwecTBylOT NOCTOSHHO NoAAepXUBaeMble COEOUHEHWA ANs nepedayun TenevHpopMaumm, UCKMYas KoMaH-
ol Oy.

A.5 MHnumaTtopoM coeguHeHMsa W nepegayn TenevHopmaunn MOXET BbICTyNaThk Kak cepeep (koHTponnep) TM
obbekTa anekTpoaHepreTukn, Tak u cepeep TM AL MNpw aTom KoHTponupylowas cTaHunsa akBuBaneHTHa knueHTy (OLU), a
KOHTpOnupyemMas cTaHUWs SKBMBaneHTHa cepeepy (00bekT anekTpoaHepreTukn) (cM. FTOCT P MOK 60870-5-104).

A.6 Cepeep TM L moxeT B Nioboe Bpema 3anpocuTe 0T cepBepa (koHTponnepa) TM obbekTa aneKkTpoaHEPreTUKn
BCE TeKyLLMe 3HaYeHUs NyTeM BblAadm KOMaHasl onpoca.

A.7 Cepeep TM L moxeT nepenasatb cepepy (koHTponnepy) TM o6bekTa aneKTpoaHepreTUky OguHOYHbIe (Nps-
Mbl€) UnK AByXCTaguiiHble (NpeaBapuTensHbiM Bolbopom) komaHabl LY. OguHoYHble (Npamble) koMaHasl 1Y KOHTponupy-
€MOW CTaHUMKM BeinonHaTesa 6esycnoBHo. [IByxcTaaviiHble kKomaHabl (KoMaHas! ¢ NpegBapuTensHbiM Belbopom) OY npea-
HasHaYeHbl AN NepekniodeHns KOMMyTauroHHoro obopynoBaHusa 06 LEKTOB 3NEKTPOIHEPTETUKM WU BKIIOYAIOT onepaLmio
BblBopa obvekTa ynpaesnenus. Kaxabin Tun komang Y nmeeTt Bepcuio, COAepKallyo METKY BPEMEHMU.

A.8 B kauyecTtBe cepBepoB (koHTponnepoe) TM Ha obbekTax aneKTpPoaHepreTUkie MOryT MCMNOMb30BATLCA NPOMbILL-
rNeHHbIe CepBepbl UMM KOHTPOIMNEpPL! ¢ npoueccopamu apxutekTypel ARM 1 x86, x64, E2k, RISC-V 1 gpyrumun, 3adacTyto
obnagatoLyme orpaHUYeHHBIMY BEIYUCIIMTENBHBIMW BO3MOXHOCTAMU.

A.9 Bo MHorux cny4asx nomnoca nponyckaHus KaHamnoB CBA3W ANd nepedadyu TenewHdopmMaumn orpaHuyeHa u co-
ctasndaeT 64 unn 128 kbut/c.

A.10 TexHONOrMYECKUE CETU CBA3KN OOBLEKTOB 3MNEKTPOIHEPTETUKA MCMONBIYIOT NOAKMIOYEHWE NO BbIAENEHHBIM Ka-
Hanam CBfA3W M He MMET NOAKMIYeHUs K cepeepam YL, ncnonbsyrowmmM ceTu cBsA3mn obLero nonb3osaHus (MHTepHer).

A.11 Cepeepbl (koHTponnepsl) TM MoryT pacnonaratbCa Ha yaaneHHbIX 0b6beKTax afeKTPO3HepreTuku ¢ Hebosb-
UMM KoNM4ecTBOM 0BcnyKMBaloLero nepcoHana unm soobile 6e3 NoCTOAHHOIO NPUCYTCTBUA ONepaTUBHOIO NepcoHana.
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[2] ®egepantHblid 3akoH oT 6 anpena 2011 r. Ne 63-93 «O6 anekTpOHHOW NOANUCU»
[3] IETF RFC 791 WMHTepHeT npoTokon [Internet Protocol (IP)]

[4] IETF RFC 4301 Apxutektypa BesonacHoCcTu ons MHTepHeT npoTokona [Security Architecture for the Inter-
net Protocol (IP Security)]

[5] IETF RFC 9293 [MpoTokon nepedayn gaHHbIX MHTepHeTa [Transmission Control Protocol (TCP)]

[6] IETF RFC 8446 IMpoTtokon 6e3onacHocTy TpaHcnopTHoro yposHst (TLS) Bepcuu 1.3 [The Transport Layer
Security (TLS) Protocol Version 1.3]

[7] P 1323565.1.020—2020 WHdopmaymoHHas TexHonorus. Kpuntorpaduyeckas 3awmTta nHgopMaumn. Wecnoneso-
BaHWe POCCUIMCKMX KpunTorpaduyecknx anropuTMoB B NpoTokone 6e3onacHOCTH TpaHce-
nopTHoro ypoeHA (TLS 1.2)

[8] P 1323565.1.030—2020 WHdopmauymoHHas TexHonoruda. Kpuntorpaduyeckas 3awmrta vHdopmauun. Mcnone-
30BaHWe KpunTorpaduyecknux anropuTMoB B NpoTokone 6e3onacHOCTU TPaHCMOPTHOro
ypoBHga (TLS 1.3)

[9] MP 26.2.001—2022 WHdgopmaumoHHas TexHonorus. Kpuntorpadpuyeckas 3awmta uHdopMmaumu. Mcnonsso-
BaHWe POCCUICKNX KpunTorpaduyeckMx anropuTMOB B NpoTokone ofmeHa Kryamu B
cet MHTepHeT Bepcun 2 (IKEv2)

[10] P 1323565.1.0356—2021 WHdopmaumoHHas TexHonorus. Kpuntorpaduyeckas 3awmTta mHdopMaumi. Menonbao-
BaHWe POCCUIACKMX KpUnTorpachuyeckux anroputMoB B NPOTOKOME 3aLuTel MHopMaLMm
ESP

[11] P 1323565.1.024—2019  WHdopmaumoHHas TexHonorua. Kpuntorpadgwmyeckas sawmuta uHdopmauun. Mapame-
TPbl ANAVNTUYECKUX KPUBLIX ANA KPUNTOrpauyeckux anropuTMoB U NPOTOKOMNOB

[12] P 1323565.1.023—2022 WHgopmaumoHHas TexHonorus. Kpuntorpaduieckas 3awmTta nHpopMaumu. Wecnonebso-
BaHue anroputMmoB [OCT P 34.10—2012, TOCT P 34.11—2012 B cepTudukate, cnucke
aHHynunpoBaHHbIX cepTucukaToB (CRL) 1 3anpoce Ha ceptudpukat PKCS #10 nHdppa-
CTPYKTYpPbI OTKPbITbIX Knkoven X.509

[13] IETF RFC 2986 PKCS #10: dpopmart 3anpoca ceptudukata sepcum 1.7 (Certification Request Syntax
Specification Version 1.7)

[14] P 50.1.110—2016 WHdopmaumoHHas TexHonorua. Kpuntorpadmnyeckas 3awmta nidgopmauun. KoHtenHep
XPaHEHWS KIoYen
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Kntoueskle cnosa: aHeprocmncrema, oUCTaHUMOHHOE ynpaslieHue, HH(bOpMaLI,VIOHHbIIﬁ obmeH, VIHCprMEILI,MOH-
Hasa De3onacHOCTb
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