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MexHUYecKkoMy peaynupoeaHuro U Mempoaoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayumny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

Hacroawwmi ctaHgapT onpegensaeT TeneMeTpuyecknin npoTokon ¢ agantueHoi nonocon (LoRaWAN RU),
ONTUMU3VNPOBAHHLIN A5 OKOHEYHbIX YCTPONCTB C GaTapelHbIM NMTaHUEM, KOTOpbIe MOTyT ObITh MOBUIbHBIMU
WUMNK CTaUMOHaPHBLIMA.

B BasoBoit koHpurypaumm cete LoRaWAN RU umeeT Tononoruio «3sesna w3 3ee3n» (star-of-stars). B
paclwupeHHon KoHdurypauum cete LoRaWAN RU MOXeT MMeTb KOHUrypaLuWio, 3ano)eHHyo paspabotym-
KOM B OKOHeu4Hoe ycTponcTteo (P-2-P, Mesh-cetu u gp.). B 6asoBoit koHpurypaumm W03kl peTpaHcnupyoT
COOBLLEHNA MEXOY OKOHEUYHBIMU yCTpOHCTBaMM“ 1 LeHTpanbHbIM cepBepoM ceTu. CepeBep ceTn MapLUpyTu-
3MpyeT NakeTbl C KAX0ro yCTPONCTBA CETU HAa COOTBETCTBYHOLLUI CEPBEP NPUITOXEHWIA.

Lnto3bl nogknoYvanTes Kk cepepy ceTu Yyepes IP-coeanHeHus. OKoOHeYHble YCTPONCTBa MCMOMb3YIT
NpAMY nNepefadyy AaHHbIX Ha OOWH MW HECKOMbKO LWM30B C NMUHEWHO-4YaCTOTHON Mo,nynﬂuweﬂm. 06-
MEH JaHHbIMW OBYCTOPOHHWIA, OQHAKO npegnonaraeTcd, YTo 006beM JaHHbIX B BOCXOAALLEN JIMHAKU CBA3M
(OT OKOHEYHOro yCTPOWCTBA K cepBepy ceTu) bynet npeobnagate Haa 06LEMOM OaHHbIX B HUCXOASALEN
NUHUK CBA3K (OT cepBepa CEeTU K OKOHEYHLIM YCTPOUCTBAM).

CeA3b MeXAy OKOHEYHLIMW YCTPONCTBAMUW W LUMNK3aMU pacnpefensercsd no pasnuyHbiM Y4acTOTHBIM
KaHanam W CKOpOCTAM nepefa4qv AaHHbiX. Beibop CKOpoCTM mepedaqun OaHHbiX — 3TO KOMMPOMMUCC MeXay
MaKCUMarnbHOW JanbHOCTLIO CBA3KM U MUHUMAanbHOM NMPOAOMKUTENBHOCTLID cooblleHnsa B paguoadupe. Oa-
HOBPEMEHHAA CBS3b C PA3HbIMW OKOHEYHLIMW YCTPOUCTBAMKW HA OOHOW 4acToTe, HO C pa3HbIMW CKOPOCTAMM
nepefayn OaHHbIX HE CO303EeT B3aMMHbIX noMex. CKOpoCTb nepegayu AaHHblx no npotokony LoRaWAN RU
coctaensiet ot 0,3 go 50 kbwut/c. YToBBI MaKCMManbHO YBEMWYNTE BPEMS aBTOHOMHOW paboTbl OKOHEYHbIX
YCTPOWCTE M 06Uy NponycKkHY CnocoBHOCTL CETU, CEPBEpP CETU MOXET YNpaBMnATh CKOPOCTLH Nepenayu
OaHHbIX U BbIXOAHOW MOLLHOCTbLIO paguonepefarynka Ana Kax4oro OKOHeYHOro ycTponcTBa MHOMBUAYaNbLHO,
nocpeacTBOM CXeMbl aganTyMBHOWM CKOPOCTU Nepedayn AaHHbiX (ADR, adaptive data rate).

OKoHe4YHble YCTPOWMCTBa MOryT nepefaBatb AaHHble no No6oMy OOCTYMHOMY YaCTOTHOMY KaHamny B
noboe BpeMsi, UCNonb3ys Nby OOCTYNHYH CKOPOCTb Nepefayn AaHHbIX, ecny cobnogarTea cnegyowme
npaewuna:

- OKOHEYHOE YCTPOWCTBO ANA Kax oW nepenayun BbIOMpaeT 4yacToTHLIA KaHan NnceBgocnyyYanHbiv obpa-
3om. [laHHOe pacnpegeneHve nNo Yactotam genaeTt cucTeMy cBs3n bonee yCTOMYMBOM K MOMEXaM;

- OKOHEYHOEe YCTPOMCTBO Y4YMTbIBAeT OrpaHW4yeHWe Ha MaKCMMasbHbl pabodmid LMK nepegadu
(DutyCycle) ana ucnonb3yemoro guanasoHa 4acToT;

- OKOHEYHOE YCTPOWCTBO YYUTHLIBAET OrpaHWYEeHWe Ha MaKCUManbHYyK ANUTENbLHOCTL MNepedadu
(TimeOnAir) ons ncnonb3yemoro Anana3oHa 4acToT.

MpumeyvyaHune — MakcumarnbHbIi paboyrii LMK Nepeaadym 1 MakcumarnbsHasa AnUMTenbHOCTL Nepenadu Ha Kax-
Obli NogananasoH ABNAKTCA permoHanbHbIMK NapaMeTpamMn N onpegernexHol B 6.1.

B paguokaHane ucnonbayetca JIYM-mogynauma  , aganTMpoBaHHas Ans YCTPOMCTB C HU3KMM 3Hepro-
noTpeGneHnem 1 HU3KOW CKOPOCTLIO Nepefda4yu. B HacToslweM cTaHaapTe YCTPOMCTBa, peanuaymne yHK-
LUMOHaNbLHOCTL B 06beMe Gonbluem, Yem Ons knacca A, HasblBaOTCH «OKOHEYHBIMU YCTPOWCTBAMM BhICLLETO
knacca.

* LnKo3bl Takke M3BECTHBI Kak KOHLEHTPATOpbl UNi 6a3oBble CTaHLMM.
™ OKOHEYHbIE YCTPONCTBA TaKKE HA3LIBAIOT «MOTAMUY».

" B HacToslLeM CTaHOapTe He paccMaTpuvBaeTcs NOAAepHKa NPOMEXYTOUHLIX 3NEeMEHTOB — MOBTOPUTENeN U
paccMaTpuBaloTCs OrpaHUYeHUa NONe3HOM HarpyskK Ana 3gepkek MHKkancynauuu. NMoBTopuTeENL onpeaeneH Kak UCnornb-
aytowmin npotokon LoRaWAN RU B kauecTBe mexaHuama obpaTtHoro pelca.

7 IuHeriHaa YacToTHas MOoynNAaLMs.
v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

MHdopmayMoOHHbIEe TEXHONOTUMU
MHTEPHET BELLEN
Cneuyudukauma LoRaWAN RU

Information technology. Internet of things. LoRaWAN RU specification

Oarta BBegeHna — 2024—07—01

1 O6nacTb NnpuMeHeHunA

Llenbio HacToslero ctaHgapta ABNAeTcA cOo3faHWe OCHOBLbI ANS CKOOPAWHUPOBAHHOW pa3paboTku
MHpacTpyKTypel B 0bnactu uHTepHeTa Bewen (loT, Internet of Things).

O6nacTblo MpUMEHEHWUS] OMUCAHHOW B HACTOALEM CTaHOapTe TEXHOMoruW CBsA3W sBNsdeTcs 0BMeH
OaHHbIMKW C BbITOBLIM M MPOMbILLNEHHBIM 0BopygoBaHuem (Npubopbl, 4aT4YNKK, NNOMObI, UCMONMHUTENbHbIE
YCTPOWCTBA U T. M.), UMEIOLLUM CBOWCTBA:

- HU3Kue TpeboBaHWA K NPONYCKHOM CNnOCOBHOCTU KaHamnoB CBA3W;

- BbICOKME TpeboBaHWUSA K MOMEXOYCTOWYMBOCTU KaHAMNOB CBA3W;

- BbICOKME TpeboBaHWUs K BpeMeHW aBTOHOMHOM paboTsl (0o 10 net n bonee);

- NpefHa3HaJeHbl ANA XpaHeHWs u/unu nepegayn oblLlefoCcTynHOW MHdopMaLUM U nHdopmaumn orpa-
HWYEHHOro 4OCTyNa, He codepXalllel cBefeHW, OTHOCUMbIX K TOCY0apCTBEHHON TanHe (KoHuaeHunansHas
MHpopmauunsa);

- HE NMpegHa3HayeHbl 4518 XpaHeHusa u/unu nepefayn MHopmayumn, coaepXallen cBefeHusl, cCocTaBns-
loLLIME TOCYAapPCTBEHHYIO TalHY.

HacToawumin ctaHgapTt BecnpoBofHoW cBA3u obecneyrBaeT o6paTHy COBMECTUMOCTL CO CTaHAapTamu
LoRaWAN v.1.1 final release 11.11.2017 (kpome ycTpoicTe knacca «B») u LoRaWAN v.1.0.2 final 07.2016
(kpoMe ycTponcTB knacca «By»).

Bbibop KOHKpETHbIX anropuTMOB LUMIPOBAHUA JaHHbIX onpegenseT pa3paboTynK OKOHEYHOro yCTpOoW-
CTBa B 3aBUCMMOCTW OT LUENeBOro Ha3Ha4yeHUs1 OKOHEYHOTO YCTPOWCTBA M AeWCTBYHLNX HOPMaTUBHbLIX A0O-
KyMEHTOB. Hanpumep, ANsS CUCTEM Knacca KpUTUYECKOW MHOPMaLWMOHHON uHdpacTpykTypel (KUW) moryT
MCNonb30BaThLCHA Kpuntorpadudeckue npeobpasoBaHus. Micnonbayemsle B OKOHEYHOM YCTPOWMCTBE anropuT-
Mbl LM POBAHUA AAHHBLIX AOMKHbI BbITh YKa3aHbl B 3KCMNyaTaLUOHHOW JOKYMEHTaUUK Ha COOTBETCTRYKOLLEE
OKOHEYHOe YCTpPOMCTBO. PekoMeHayeTcs MCnonb3oBaTh anroputM BnodHoro wudpoBaHusa. OnvcaHne W Bbi-
DOp KOHKPETHbLIX aNrOpUTMOB WN(POBAHNA AaHHbIX BbIXOAAT 32 paMKW HacTOSILLEero craHgapTa.

B HacToflwem cTaHgapTe UCNONb3yloTCA criegylne hopmMmarhbl 3anucen:

- MAC-komaHabl 3anuceiBatotca B popmate LinkCheckReq;

- KOHCTaHThl 3anuckiBawTca B hopmaTte RECEIVE _DELAY1.

B HacTosflwem cTaHgapTe CTPYKTypa coobLLeHWA N3N0XKEHA C YYETOM:

- nopsifka crefoBaHua 6anToB M GMTOB A4St BCEX Nonein — «oT Mnagwwero Kk ctapwemy» (little-endian);

- buta RFU (Reserved For Future), o6o3Hadvatowero none ans 6ygylwero ncnonb3oBaxus. o ymonya-
HWIO AaHHbIA BUT gormkeH OblTb YCTAHOBMEH Ha HyrMb NepenaT4yMkom coOobLLEeHWs M MPOUrHOPUPOBaH Ha npu-
€MHOW CTOpPOHE.

MapaHune ochbuumnansHoe
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2 HopmaTuBHBIE CCbISIKK

B HacTosflwem cTaHgapTe UCNonb3oBaHa HOPMAaTWBHASA CChiMNKa Ha criefQyoLlniA cTanHaapT:
MOCT P MCO/M3BK 7498-1 MHdopmauMoHHasa TexHonorus. Baanmoceasb oTKpbITLIX cucTeM. basoeas
aTanoHHaa mogenb. Hacte 1. Basosasa mogenb

MpumeuvaHue — [pu NONL3OBAHUM HACTOALLMM CTAHAAPTOM LENecoobpas3Ho NpoBepUTL AENCTBME CChINoY-
HbIX CTAaHOAPTOB B MHHOPMALIMOHHOW cUcTeMe 06LLEero Nonb3oBaHus — Ha odulnansHoOM caiiTe defepanbHOro areHT-
CTBa MO TEXHUYECKOMY PEryriMpoBaHWio U METPOMNOTMA B CETU MIHTEPHET UMK MO eXerogHoMy MH(OPMaLWOHHOMY yKa3sa-
Teno «HauWoHanbHble cTaHAapThl», KOTOPbIA ONyBrMKoBaH MO COCTOSIHWIO Ha 1 siHBaps TEKYLLEero roga, v no Bbinyckam
EXEMECAYHOTO MHAOPMALIMOHHOTO yKasatens «HaunoHansHble CTaHaapThi» 3a TeKkyluui roa. Ecnu 3aMeHeH CCbinoYHbIin
CTaHAapT, HA KOTOPLIM AaHa HeAaTUPOBaHHAsS CCbIMKa, TO peKoOMeHAYeTCs UCMOoNb30BaTh ASUCTBYIOLLYI0 BEPCUID 3TOTO
CTaH4apTa C YY4EeTOM BCEX BHECEHHbIX B AaHHYI BEPCHID M3MEeHeHWi. Ecnn 3aMeHeH CChINOYHbIA CTaHAapT, Ha KOTOPbIN
[JaHa [aTipoBaHHas CCbiNka, TO PEKOMEHAYETCH MCMONb30BaTe BEPCMIO 3TOM0 CTaHAApTa C yKa3aHHbIM BbILLE roaoM yT-
BepxXaeHus (NpuHsaTKS). Ecnv nocne yTBepXOEHWs HAacToALWero CTaH4apTa B CCbINOMHBIM CTAHAApT, Ha KOTOpLIA AaHa
[JaTUpOBaHHas CChINKa, BHECEHO M3MEHEHWe, 3aTparuBaiolLLee NonoXKeHWe, Ha KOTOPOE AaHa CCbINka, TO 3TO MONOKEHUE
PEKOMEHOYETCA NPUMEHHATE Be3 y4eTa 4aHHOro U3MeHeHus. Ecnu cebinodHbIn cTaHgapT oTMeHeH 6e3 3aMeHsl, TO Nomno-
XKEHWE, B KOTOPOM [aHa CChINKa Ha HEro, PEKOMEHAYETCH NMPUMEHSATE B YACTU, HE 3aTParvBatoLLe 3Ty CChInky.

3 TepMuHbI U onpepeneHus

B HacToswem cTaHgapTte npumMmeHeHbl TepMuHbl no FTOCT P MCO/M3K 7498-1, a Takke cnegyolime
TEPMUHBI C COOTBETCTBYIOLWNUMK OonpeaeneHnamu:

3.1 akTuBauma (activation): MNpouenypa NpUCOEANHEHUS] OKOHEYHOTO YCTPONCTBA K CETH.

3.2 aktuBaumsa «no Bo3gyxy»; OTAA (over the air activation, OTAA): Cnocob akTnBaLnM OKOHEYHOTO
YCTPOWCTBA B CETU Yepes 3arnpoc-0TBeT.

3.3 akTuBauuA Yepe3 nepcoHanuszauuto; ABP (activation by personalization, ABP): Cnocob aktuea-
LMK OKOHEYHOTo YCTPOWCTBA B CETU Yepea npedycTaHoBMNeHHble NnapaMeTpbl KOHTEKCTa ceaHca CBA3N.

3.4 KOHTEKCT ceaHca cBA3M (session context): Habop napameTpoB CeTeBOro ceaHca W NapameTpoB
ceaHca NpUNOXeHKs.

3.5 MHoroagpecHas paccbinka (multicast): Pexum nepegayv Hucxoaswlero coobuleHnsa HECKOMbKUM
OKOHEYHLIM YCTPOWCTBAM OOQHOBPEMEHHO.

3.6 okoHe4Hoe ycTpoicTBo (end-device): [porpaMMHo-annapaTHOe pelleHue, SIBMSKLEeecsa y3nom
CETU, KOTOPLIA MOXeT 0bMeHuBaTbes cooblueHusiMn no npoTtokony LoRaWAN RU.

3.7 napameTpbl ceaHca npunoxeHus (application session parameters): Habop kn4yen 1 CHETUYNKOB,
nogAepKMBaemMblil OKOHEYHbIM YCTPOUCTBOM U CEPBEPOM NPUIOMEHUHA.

3.8 napameTtpbl ceTeBOoro ceaHca (network session parameters): Habop knwo4en 1 c4eT4YMKOB, NOA-
OepXUBaeMbli OKOHEYHBIM YCTPOWMCTBOM U CEPBEPOM CETU.

3.9 pabouun yukn yctponctia (duty-cycle): bespaamepHasa BenuuMHa, obpaTHaa CKBaXXHOCTW U paB-
Hasa OTHOLLEHUIO AMUTENLHOCTY NepefaBaeMoro paguocooblleHns K neprody nepenaym.

3.10 ceaHcoBbIN Knto4 (session key): [pon3BOOHLIA KNOY OT NEPBUYHBIX KIMKYEN, XpPaHALLKUXCH B OKO-
HEYHOM YCTpOWCTBE.

3.11 uplink-kaHan (uplink): KaHan cBsi3m BocxoOsLwmx cooBbLIeHUn OT OKOHEYHOTO YCTPOWCTBA K CepBe-
py ceTu.

3.12 downlink-kanan (downlink): KaHan cBs13M HUCXOOSAWMX COOBLEHWIA OT cepBepa CeTU K OKOHEYHO-
MYy YCTPOWCTBY.

4 CokpauweHuns n obo3Ha4yeHus

B HacToswem CTaHOapTe npuMeHeHbl cnegyruwmne CokpaleHusa u obo3HaveHus:

o3y — onepaTyBHOE 3anoMUHalLLee YCTPOWUCTBO;

MIC — KOO LienoCTHOCTH COOBLLEHUS;

AppKey — MpPUKNagHOW NepPBUYHBIA KIMHY OKOHEYHOrO YCTPONCTRA;

AppSKey — CEaHCOBbIN K4 MPUMNOXKEHWUS — ONS KOQUPOBaHWSA MPUKNAgHbIX OaHHbIX B
HUCXOOALWMX U BOCXOOALMNX COOBLLEHNAX;

DevAddr — KOpOTKWIW agpec OKOHEYHOro YCTPOWCTEA;

2
Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 6/58

Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-71168-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=68097
https://gostexpert.ru/gost/gost-71168-2023?utm_source=pdf&utm_medium=68097&utm_term=page

DevEUI
DevNonce
FNwkSIntKey
JoinEUI
Join-Accept
Join-Request

roCT P 71168—2023

MAEeHTUDUKATOP OKOHEYHOTO YCTPOMCTBA;

MOeHTUUKATOP 3anpoCOoB Ha NPUCOedMHEHWE K CETH,;

CEeTeBOW CeaHCOBLIN KMOY LIENOCTHOCTY BOCXOAALLUX COOBLLEHWIA;
MOEHTU(UKATOP cepBepa NPUCOedVHEHWS K CeTH;
noaTBePXKAEHWE NpUCcoeanHEeHNs (NepenprucoednHeHns) K CeTu;
3anpoc Ha NpucoeamMHeHne K CeTu;

JoinNonce naeHTMduKkaTop nNoATBEPXKAEHUA npUcOoegnHEHWUst (MepenpucoequHeHns) K
ceTu;

JSEncKey Koy kogupoBaHus Join-Accept B crniydae nonyyeHus 3anpoca Rejoin-Request;

JSIntKey KIKOY LenoCTHOCTH Bocxodsuwero coodueHuns ¢ 3anpocom Rejoin-Request nep-
BOro TUMNa U HUCXogALero coobweHnns oteeTta Join-Accept;

NwkKey CeaHCOoBbI NepPBUYHBINA KoY OKOHEYHOro YCTPOWCTBA;

NwkSEncKey CETEeBOW ceaHCoBbIM KN4 kogupoBaHua MAC-koMaHa B HACXOOALWMX U BOCXO-
OAWKUX coobLLeHnsXx;

Rejoin-Request — 3anpoc Ha NOBTOPHOE NPUCOEAMHEHUWE K CETH;

RFU — 3ape3epBMpOBaHO Ans Byoylnx NpUMEHeHUR;

SNwkSIntKey — CETEeBOW CEeaHCOBbIN KN4 LEeNocTHOCTY HUCXOOSALLWX COOBLLEeHWA;

«|[» — 3HaK KOHKaTeHauWn CTPOK;

«pay]» — nocnepoBaTenbHOCTL BUTOB, rae «X» — CTapluuin GUT, a «y» — Mnagwnia 6uT;

«Pad4g» — pyHKumusa gobaBneHmsa HyneBbix 6anToB TakMMm oBpasom, 4Tobbl obwasn gnuHa

JaHHbIX cTana kpaTtHon 16.

5 Knaccbl yctpoucte LoRaWAN RU

Bce okoHeYHble yCTPONCTBA AOMKHBI peanuaoBaTthk 6a3oByto hyHKLMOHANBHOCTL Knacca A, onpeaeneH-
HOro B HacCTOsALLEM CTaHaapTe.

HekoTopble OKOHEYHbIE YCTPOMCTBA MOTYT AOMOMHUTENBHO Peanva3oBaTh BApUaHT NPOTOKONa ¢ Uame-
HeHWeMm fo knacca C, onpefdeneHHoro B HacToswem ctaHaapTe. lloboe okoHeYHoe yCTPOWCTBO JOMKHO NoA-
AepXuBaTb COBMECTUMOCTb C Knaccom A.

Cetb LoRaWAN RU pasnuuaer 0a30BeIA KNacc ycTPOWCTB (kmacc A) U Knacc ¢ OOMOMHUTENbHEIMU
dyHkumamu (knacc C) (cM. pucyHok 1).

MpunoxeHune
MAC-ypoBeHb MAC
I ek | Onuum MAC
Mogynsauus
RU EU EU us aan PervoHanbHbie
864 868 433 915 napametpbl

PucyHok 1 — Knaccsl yctpoicts LoRaWAN RU

[ByHanpaBneHHble OKOHeYHble ycTpoicTBa (knacc A): OkoHedHble YCTpOMCTBa knacca A npegHasHa-
yeHbl Anst obecnevyeHus AByHaNpPaBneHHoW CBsi3W, B KOTOPOi 3a KaXol nepefadeil coobLLEeHNs OKOHEYHbIM
YCTPONCTBOM B BOCXOASLLYH JIMHUIO CBSA3W CNEeAyrT [ABa KOPOTKMX OKHA NMpUemMa Ans HUCXOOSAWEW NMUHUK
CBA3WU. VIHTEHCMBHOCTL Nepefayun KakablM OKOHEYHbIM YCTPOWCTBOM 3aBWCUT OT ero cobcTBeHHOW noTpeb-

3
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HOCTW B CBSI3M C HEBOoMbLUMM OTKIOHEHWEM BPEMEHW Ha4Yana nepefadyun coobLUeHUsA Ha CNyYanHyo BEMUYUHY
(npotokon ALOHA). Knacc A obecneynBaeT 3KOHOMMWYHbLIA pacxod SHEPTMM W MOAXOOWT B crnydasix, korga
npuvemrema CBs3b Mo HACXOAALLER NMMHUK CBA3U OT cepBepa TONbKO Nocre nepegaqun no BOCXoaswen nmHum
cesa3n. Cepeep ceTu Ans nepegayn coobLleHUs No HUCXoOALWEeR NMMHUY CBA3K AOMMKEH AOXOATLCA cneayoLe-
ro coobLeHNA OT OKOHEYHOTO YCTPOWCTRA MO BOCXOASALLEN NMTUHWUN CBA3N.

[ByHanpaBreHHble OKOHEYHbIe YCTPOMCTBA C MakCHMarbHbIMU OKHaMmK npuema (knacc C): Y oKOHeYHbIX
ycTpoicTB knacca C Bornbly YacTb BPEMEHU OTKPbLITO OAHO M3 OKOH npuema (3a MCKMYeHWeM BPEMEHM
nepega4m coobLeHnss No BocxodsaLwen nuHnun cessmn). OkoHevHoe ycTponcTBo knacca C BygeT pacxofoBaTtb
Bornblle 3Hepriv No CpaBHEHUI C YCTPOMCTBOM Knacca A, HO NMpy 3TOM UMETb MUHMMATBHYH 3aepXKy nepe-
Oauu coobLLEeHNs OT cepBepa CETU K OKOHEYHOMY YCTPOMCTBY.

6 OkoHeuYHble ycTpoMUCTBa Knacca A

6.1 Pexxumbl CBA3U U OKHA NpUeEMa B OKOHEYHbLIX YCTPOMCTBax knacca A

6.1.1 PexxMbl CBA3M OKOHEYHOTO YCTPOWUCTBA

OkoHe4vHoe YCTPOWCTBO pa3nuyaeT ABa pexumMma CBA3WU:

- Nnepeaaya Bocxoasulero cooblleHns k cepBepy CeTu;

- Npyem HUucxoasALero coobueHna oT cepeepa CeTu.

HacTtoawmin npoToKon npeanonaraet Hanm4dne Mexny OKOHEe4YHbIM YCTPOWCTBOM W CepPBEPOM CETWU Of-
HOrO HWCXOASALWEro paguoKaHana U MHOXeCTBa BOCXO4AWMX pagrokaHanoB. C Lenbio NoBbiWeHNsT EMKOCTH
HUCXOOAWEero paguokaHana B CTPYKType HUcxogswero cooblieHnsa oTcyTcTByeT none «Luknuyeckasn KoH-
TponsbHasa cymma» (CRC).

6.1.2 OkHa npuema (knacc A)

Mocne KaxaoW nepefa4yy BOCXodsllero coobleHUss OKOHeYHOe YCTPOWCTBO OOMKHO OTKPbITh ABa KO-
POTKUX OKHa npuema. MoMeHT oTKpbITUs 0KoH RX1 u RX2 nprvema HUCxoasaWwmMx coobLLEeHWn 3a4aeTca OTHO-
CMTENBHO BPEMEHW OKOHYaHUS nepedaqn Bocxogswero coodweHns (pUcyHok 2).

~

RX2

1

]
Mepenava i RX1

H

Bpewms nepesaumn RECEIVE_DELAY1 !
1

OT OKOHEYHOro YCTPOCTBa
RECEIVE_DELAY2

PucyHok 2 — BpeMeHHbIe CErMeHThI NpremMa OKOHEYHOro YCTpoMcTBa

6.1.2.1 KaHan, ckopocTb nepefayv JaHHbIX U BpeMS OTKPbITUS NMEPBOro OKHa npuema

MepBoe okHo npuema RX1 Mcnomnb3yeT 4acToTy, 3Ha4YeHWe KOTOPOUW 3aBUCKUT OT YacTOThl B BOCXOOALLEN
TIMHUK CBSAI3W, U CKOPOCTb NMpuemMa OaHHbIX B okHe RX1, KoTopas 2aBUCUT OT CKOPOCTWU MNepedayn OgaHHbIX
npegbloywero socxogswero coobwenus. OkHo npuema RX1 oTkpoiBaeTtcs ¢ 3agepxkon RECEIVE_DELAY1
cekyHa (+/- 20 MMKpoceKkyH) Nocre OKoHYaHua MogynsumMm Bocxogswero coobuwenns (RECEIVE_DELAY1
RECEIVE_DELAY2 onpegeneHbl B 9.1.8). OTHOLWEHWE MEXAY CKOPOCTLI0 Nepefadv 4aHHbIX B BOCXOAALWEN
TIMHUK CBSA3W U CKOPOCTbK Nepefadvy HUCXOOALWMX OaHHbIX B okHe npuema RX1 aensertca pervoHanbHbIM
napameTpom u onpegeneHo B 9.1.7. Mo ymonyaHWio CKOPOCTh Nepefadyn HUCXoAsLero coobLeHust B nepeom
OKHe nNpuema RX1 paBHa cKOpoCTM Nepedayn OaHHbIX, UCMOMNbL30BAHHOW NPUW Nepegade nocrnegHero BOCXoas-
lwero coobLeHus.

6.1.2.2 KaHan, ckopocTb NepeaaYy AaHHbIX 1 BpeMsi OTKPbITWUS BTOPOro OKHa npuvemMa

BTopoe okHo npuema RX2 ucnonb3yet (huKCMpoBaHHO 3afaHHble YacToTy Npuema v CKOpoCcTb nepega-
UK JaHHBIX U OTKpbIBaeTca ¢ 3agepxkon RECEIVE_DELAY2 cekyHA (+/— 20 MUKpOCEKYH) MOCINe OKOHYaHWA
Moaynsauum Bocxogsawero coobuwenua (RECEIVE_DELAY1 n RECEIVE_DELAY2 onpegeneHsl B 9.1.8).
YacToTa 1 cKOpoCTb Nepefadu OaHHbIX, UCNoNb3yemMble B OkHe RX2, MoryT ObiTb U3MEHEHbI C MOMOLLbH
MAC-komaHg (cMm. 6.3). 3Ha4eHUs 4acToTbl U CKOPOCTM Nepeadn AaHHbIX MO YMOMYaHWI0 SIBRSKTCA
pervoHanbHbIMW NapaMmeTpamu 1 ykasaHbl B 9.1.8.

6.1.2.3 OnNuTenbHOCTb OKOH NpuemMa

[OnuHa okHa npuema OormkHa GbiTb He MeHee BpeMeHW, HeoBXxoauMoro paguonpueMHUKY OKOHEYHOo
ycTponcTBa Ans 3¢ppeKTMBHOrO pacno3HaBaHus npeambynbl HUCX0OAWEro COOBLLEHNS .
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6.1.2.4 AKTUBHOCTb NMpMEeMHMKa BO BpeMsi OKHa npuema

Ecnn none «lpeambyna» (Preamble) obHapy»xeHo BO BpeMs OOHOMO M3 OKOH Mpuema, TO paguonpu-
€MHWK OCTaeTcsl akTUBHbLIM [0 OKOHYaHWUA OEMOAYNAUUM HUCXOAsLWero coobleHns. Ecnu cooblyeHune pac-
MO3HaHO W 3aTeM AeMOoLyNnMpoBaHO B Npefenax Nnepeoro okHa npuema RX1 u kagp Obin agpecoBaH 3ToMYy
OKOHEYHOMY YCTpPOWCTBY nocne npoeepkun agpeca u MIC, To oKOHEYHOe YCTPOMCTBO HE JOIMKHO OTKPbLIBATh
BTOpPOE OKHO npuema RX2.

6.1.2.5 OtTnpaBka coobLLEeHNA Ha OKOHEYHOE YCTPOWCTBO

Ecnun Heobxognmo nepefnaTt OKOHEYHOMY YCTPOWCTBY HKUCXoAswee coobllieHve, To cepBep Cetu Aor-
KeH MHUUUUPOBAaTL Nepeaady TOYHO B Hadane XoTs Obl 04HOTO U3 ABYX OKOH npuema. Ecnu Hucxogsuiee co-
obLleHne nepenaeTcs B Te4eHUe 000MX OKOH, TO JOMKHEI NepefaBaThCsl MOEHTUYHbBIE NAKEThI B KAX40e OKHO.

6.1.2.6 MpumevaHue o6 okHax npuema

OkoHe4HOE YyCTPOMCTBO HE OOMKHO Nepefaeath cnefyiollee Bocxoasiee cooblieHne 4o Toro, Kak no-
NY4YUT HUCXOAsLWee cooblieHMe B NePBOM MMM BTOPOM OKHE Npuema, OTKPbITOM no dpakTy npeablaylwen nepe-
Jayu, U NoKa He 3aKpoeTCcsl BTOPOE OKHO NpMema, OTKpbIToe No hakTy npenblayLlen nepegadu.

6.1.2.7 MNMpuem nnu nepegaya no Apyrum npoToKonam

OkoHe4HoEe YCTPONCTBO MOXET NPUHUMATE UMK NepefaBaTth AaHHbIE MO APYTrMM NpoToKonam B ceobopa-
Hble MPOMEXYTKM BpeMeHUu Mexay nepegadvent no npotokony LoRaWAN RU v okHamu npuema RX1/RX2 oo
TEX Nop, NoKa yCTPOWCTBO HE HapYLUWT permoHanbHbiX perynsaTopHbIX OrpaHuyeHunid 1 TpeboBaHnin npoTokona
LoRaWAN RU.

6.2 ®opmat coobweHunn Ha MAC-ypoBHe

CTpyKTYpa BOCXOASILLEro paauocooblueHns Ha PU3MYecKoM YPOBHE NpUBedEeHa Ha pUCyHKke 3.

GU3NYECKNI YPOBEHb PAAUOCOOBLIEHNS

Preamble | PHDR | PHDR_CRC PHYPayload CRC
[HobGasnsercs Bbrucnenune MIC ¢ NwkSKey
e
pafuonpUeMHUKOM . ot 0 go M Gairtos 4 Gaiita
W - MHDR MACPayload MIC
,—/l
0 unw 1 Bant ot 0 go N 6antoe
Butbl 7..5| Butbl 4..2| Butbl 1.0 MACPayload: FHDR Frort FRMPayload MehtibRarLcie
MType RFU Major AaHHble
(unu MAC-komanpa)
. . . Ot DVIIO 15 ___3aKoavpoBaHo KNko4Hom
4 Banta 1 Bant 2 Banta  BanToB AppSKey (uni NwkSKey)
FHDR:| DevAddr | FCirl | FCnt FOpts
A
r A\
But 7 But 6 But 5 But 4 Butel 3.0
ADR ADRACKReg ACK RFU FOptsLen

PucyHok 3 — CTpyKTypa BoCcxogsLero paguocoobleHnst Ha hn3n4eckom ypoBHe

CTpyKTypa HUCXOAALWEro pagMocoobLleHnsa Ha (OU3nYeckoM YpOBHE NpBEAeHa Ha puUcyHKe 4.
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DUINYECKUN YPOBEHE PAAVCCOOBLLEHNS

Preamble | PHDR | PHDR_CRC PHYPayload
Hob6asnsercs Beiuucnenne MIC c NwkSKey
BEARSNBMSHH NN 1 Bant o1 0 go M Gantoe 4 Baita
PYP?- MHDR MACPayload MIC

0 unu 1 GaiT or 0 go N GairtoB

B 7.1 Bred. 2 Bur 101 | iiiGbavioed: FHDR FPort FRMPayload Monesosarenckae
MType RFU Major naxHble
(unu MAC-komaHaa)

) . . or OUHD 15 3akoaupoBaHO KIHHOM
4 Baita 1 6ant 2 Gaita  GanToe AppSKey (1 NwkSKey)

FHDR: | DevAddr | FCtrl | FCnt FOpts

AL
i ™\
Bur 7 But 6 But 5 BuTt 4 Butbl 3.0
ADR RFU ACK FPending FOptsLen

PucyHok 4 — CTpykTypa HucxogsLlero paguocooblleHnsa Ha ru3n4eckomM YpoBHE

CTpykTypa BOCXO4SALWEro paanocoobLLeHns ¢ 3anpocoM Ha NpUcoedVHEHWE K CeTU NpyBedeHa Ha pu-
CyHKe 5.

DuanHeck1in ypoeeHs pagnocoobiuermna

Preamble | PHDR | PHDR_CRC PHYPayload CRC
Hobaenserca BeiuucneHue MIC ¢ AppKey
paAonpUeMHUKOM
1 6aiit 4 Gaiita
PYPayload:| MHDR Join-Request (HesakoaMpOBaHHLINA TEKCT) MIC
8 GaiToB 8 BaiiToB 2 BanTa
Join-Request: JoinEUI DevEUI DevNonce

PucyHok 5 — CTpyKkTypa BOCXOASLENC pagMocooBbLLEHNS C 3aNpOCOM Ha NPUCOEAUHEHWUE K CETH

CTpyKkTypa HMCXOAsLWeEro pagnocoobLeHns ¢ NoATBepXaeHeM O NPUCOeAVHEHUN K CeTW npvBedeHa
Ha pucyHke 6.

duUaMYECKIit YpOBEHB PaaNOCO0BLLEHMUS

Preamble PHDR PHDR_CRC PHYPayload
Hobaenserca
MONPUEMHUKOM
RSl “ BakoaupoBaHo (HO thakTM4eckn aekoaupoBaHo) ¢ AppKey
Beiuucnenue MIC ¢ AppKey
1 BaiT 4 Baitta
PYPayload: | MHDR Join-Accept MIC
3 GanTa 3 Gaiita 4 BaiTa 1 Baut 1 Gadt 0 unu 16 GaiTos
Join-Accept: | AppNonce NetlD DevAddr DLSettings RxDelay CFList

PucyHok 6 — CTpyKTypa HUCXOASLIEro paauocoobileHusa ¢ NoaTBePKAEHUEM O NPUCOBANHEHUM K CETU

Mone «MNpeambyna» (Preamble) umeet anuny 8 cumsonos JIYM v npegHasHayeHa Ois CUHXPOHKU3aLUK
NPWEeMHOro YCTPOWCTBa Nepes AemMoaynupoBaHueM pagmocoobLleHns.
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B pagnocoobiueHnax ncnone3yeTcs pexnM SBHOIO 3arofioBKa paguonakeTa, B KOTOPbIV BKIOYEHbI none
«®Puandeckmin 3aronoeok» (PHDR) n none «KoHTponbHas cymma dusmdeckoro 3aronoska» (PHDR_CRC).

B none «®wunanueckuit 3aronoesok» (PHDR) nepenaetcs: gnuHa nona «JaHHblie» (PHYPayload) B Gain-
Tax, MacwTab koga ucnpaeneHus ownbok 1 Hanuvre/oTcyTcTBue nonsa «Linknuyeckas KoHTponbHasa cyMman
(CRC).

Mone «Lluknuyeckan koHTponbHas cymmar» (CRC) umeet gnuHy 2 6aitTa u npegHasHayYeHa ons KOHTPo-
nsi uenocTtHocTw nons «faHHble» (PHYPayload).

Mone «[danHblie» (PHYPayload) umeet ognH n3 cnegywowmx dopmartos:

- B BOCXOOsWEM W HUcXopsdllem coobueHusx none «OaHHbie» (PHYPayload) HaunHaeTcs ¢ nons
«MAC-3aronoeok» (MHDR) pasmepom 1 6aiiT, 3atem nepepaetca none « MAC-coobwenne» (MACPayload), n
3aKkaH4MBaeTcsa nonem «Kop uenocTtHocT coobueHusar (MIC) paamepom 4 Ganta.

Mone «MAC-3aronosok» (MHDR) onucaHo B 6.2.2.

Mone «MAC-coobwenne» (MACPayload) onvcaHo B 6.2.3;

- B COODOLLEHMM C 3aNpOCOM Ha nMpucoeauMHeHne Kk cetu none «aHHbie» (PHYPayload) Ha4vHaeTcs ¢
nons «MAC-3aronosok» (MHDR) paamepom 1 BaiT, 3aTemM nepefaetcsa none «3anpoc Ha NpUCOedvHEHMWE K
cetn» (Join-Request) unun «3anpoc Ha NoOBTOpHOE NpucoeanHeHue k ceTu» (Rejoin-Request), n 3aBepluaetcs
nonem «Kog uenoctHocTu coobweHusa» (MIC) paamepom 4 banta. None «3anpoc Ha NpUcoeanHEHUE K CETU»
(Join-Request) onucaHo B 6.4.2.2. MNone «3anpoc Ha noBTOpHOe nNpucoeauHeHne Kk cetu» (Rejoin-Request)
onuncaHo B 6.4.2.4;

- B COOBLWEHNM C NOOTBEMKAEHNEM O NpucoeanMHeHun K cet none «danHblie» (PHYPayload) HavuHa-
etca ¢ nona «MAC-3aronoeok» (MHDR) pasamepom 1 6aiT, 3atem nepenaetca none «llogTeepxaeHue npu-
coefuHeHusa (nepenpucoeauHeHns) K cetu» (Join-Accept). MNpu nepenade «lNoaTBepxaeHue NpMcoeqMHEHNS
(nepenpucoeguHenua) k cetu» (Join-Accept) none «Kog uenoctHocTu coobweHus» (MIC) BknioueHo B co-
CTaB nepegaBaemblx OaHHbIX W He nepedaeTcsa oTaenkHbiM noneM. None «llogTeepxaeHne NpUcoeguHeHns
(nepenpucoegunHenus) k cetuy» (Join-Accept) onvcaro B 6.4.2.3.

6.2.1 MNone «OaHHble» (PHYPayload)

CrpyxTypa nons «OaHHble» (PHYPayload) npueeneHa Ha pucyHke 7.

Paamep 1 7..M 4
(B BanTax)
[aHHble MAC-3aronosok (MHDR) MAC-coobweHue Koa uenoctHocTi coobuye-
(PHYPayload) (MACPayload) Hus (MIC)

PucyHok 7 — Ctpyktypa nons «JaHHeie» (PHYPayload)

MakcumanbHas anuHa (M) nons «MAC-coobwenue» (MACPayload) 3aBMCUT OT CKOpPOCTM nepefayu
coo0LeHnsa 1 ABMNSeTcH perMoHanbHeIM napameTpoM (cM. 9.1.6). MNMpu nepegadve noaoTBepXaeHUS Npucoean-
HeHus kK ceTu anuHa MAC-coobuwennss (MACPayload) paeHa gnuHe nonsa «loaTBepxaeHWe NpUCOeaUHEHNUS
(nepenpucoenunHenus) K cetu» (Join-Accept) (cm. 6.4.2.3) n none «Kog uenoctHocTu coobueHua» (MIC)
OTCYTCTBYET.

6.2.2 MNMone «MAC-3aronosok» (MHDR)

Crpyxtypa nonga « MAC-3aronosok» (MHDR) ¢ ykasaHnem BUTOB Nonen npyvBegeHa Ha pucyHke 8.

Butbl 7:5 4.2 1..0
MAC-3aronoBok Twun coobwenuna RFU OcHoBHaga Bepcus copmarta
(MHDR) (MType) nanHbix (Major)

PucyHok 8 — Ctpykrypa nonsa «MAC-3aronosok» (MHDR)

6.2.2.1 Mone «Tun coobuweHusa» (MType)
CornacHo HacTosweMy ctaHgapTy B npoTtokone LoRaWAN RU pasnuyatoT BocemMb pasfnyHbIX TUMOB
MAC-coo6weHwnin (cm. Tabnuuy 1).
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Tadnuua 1— Tunel MAC-coobuweHui

3HayeHwue nons Onucanve
000 3anpoc Ha npucoeauHeHne Kk ceTu (Join-Request)
001 [MoaTeepxaeHWe NpUcoednHeHnA (nepenpucoeamHenns) K cetu (Join-Accept)
010 HenoaTeepxgaemele Bocxoaswme aaHHele (Unconfirmed Data Up)
o1 HenoaTeepxgaemele HUCxogAwWwmMe gaHHele (Unconfirmed Data Down)
100 MoaTeepxaoaemeble Bocxoasawme aaHHele (Confirmed Data Up)
101 MoaTteepxaaemMble HUcxogsLWwmMe adaHHble (Confirmed Data Down)
110 3anpoc Ha noBTOpHOE NpucoeavHeHune Kk cetn (Rejoin-Request)
111 CoobueHus cobeteeHHoro npotokona (Proprietary protocol messages)

a) CoobueHus «3anpoc Ha npucoeanHeHue K ceTu» (Join-Request), «[MogTeepxoeHrMe npucoegmHeHnA
(nepenpucoennHeHus) k cetu» (Join-Accept) u «3anpoc Ha NoBTopHOE NpucoeanHeHne K ceTu» (Rejoin-
Request)

CoobuleHusn: «3anpoc Ha npucoedunHeHne K cet» (Join-Request), «MNoaTeepxKaeHne npMcoeguHeHns
(nepenpucoeguHenns) k cetu» (Join-Accept) 1 «3anpoc Ha noBTOpHOe npucoeduHeHue k ceTu» (Rejoin-
Request) ncnonb3yTcs B Npoueaype akTuBal My o BO3AyXY, onvcaHHow B 6.4.2, U B Lensax poyMuHra.

6) CoobuieHnsa ¢ gaHHbIMK

CoobuleHnsa ¢ gaHHbIMKA NCNonb3yloTea Ana nepegadyn MAC-KoMaHa v AaHHBIX NPUMOXEHUA (Npuknag-
HblX OaHHbIX), KOTOpble MOryT BbiTb 06beanHeHbl BMecTe B O4HOM cooblleHun. MogTeepxaeHHoe coobLe-
HWe ¢ gaHHbIMKW, Tpebylolee yBeAOMMEHUSA O MonyyYeHWy cooOLeHUs, 4OMKHO BbiTe MOOTBEPXKAEHO NoMy-
yaTenem, B TO BpeMs Kak HeMoATBepaeHHoe cooblleHve He TpebyeT oTnpaBku yBegomneHus (mogpobHas
BpeEMeHHasA gvarpamma paboTbl MexaHu3ma noaTBepkaeHus npueedeHa B pasgene 8). CobcTBeHHbIe TUMbI
cooOLWeHWA MOryT MCNOMb30BAaTLCA AN peanv3aunn HecTaHAapTHbIX opMaToB COOBLEeHNH, KOTOpbIe He CO-
BMECTMMbI CO CTAHAAPTHBLIMWU COOBLLEHMAMM, HO AOMKHbLI MCMOMNB30BaTLCA ANA NOAAEPXKKN YCTPOUCTE (Mexay
yCcTpocTBaMu), MMetoLWwmux oblee NoHMMaHWe coODCTBEHHbLIX (HECTaHAapTHbIX) pacwunpeHuii. Korga okoHeu-
HOe YCTPOWCTBO MMM CEeTEBOW cepBep nony4arT cooblleHre Hen3BeCTHOro HecTaHgapTHOro dopmara, OHM
OOMKHbI €ro NPOUrHOPUPOBATh.

LlenocTHocTk coobleHns obecnevmBaeTca pa3HbiMiu cnocobamu Ona pasHbiX TUNOB COOBLLEHWA, YTO
onpegensaeTcs HKe ONA Kawgoro Tuna coobLweHus.

6.2.2.2 None «OcHoBHas Bepcusa popmaTta gaHHbix» (Major)

3HaveHus nons «OcHoBHana Bepcusi hopmarta gaHHelx» (Major) n nx onvcaHne npuBedeHbl B Tabnuue 2.

Tabnuua 2— 3HavyeHus nonsa «OcCHOBHasA Bepcusa opmata AaHHbix» (Major)

3Ha4enue nons | OnucaHve
00 LoRaWAN RU
01..11 RFU
Mpumeyanume — 3HavyeHwa nong «OcHoBHaa BepcuA dopmara gaHHeix» (Major) onpegensioT dopmat coob-

LeHWA, KOTopeIMW 0BMEHWBAIOTCA B X04e Npouenypbl NpucoeguHeHns K cety (aktveaumm) (cm. 6.4.2), 1 nepBble YeTbipe
Banta nons «MAC-coobwenune» (MACPayload). [insa kaxgon 0CHOBHOW BepCcUKM hopmaTta AaHHbIX OKOHEYHbIE YCTPOUCTBa
MOryT peanun3oBbiBaTb Pa3Hble HeOCHOBHbIE BepcuK hopmMaTta daHHbIX. HeocHOBHas Bepcus, MCNomnb3yemMas OKOHEYHbIM
YCTPOWCTBOM, A0MmKHa BblTb M3BECTHA CETEBOMY CEepBepy A0 €e MCMOoMb30BaHWA (Hanpumep, kak YacTb WHdopMaumm,
nepcoHanu3npyroLwen YyCTponcTeo). Ecnn ycTpoicTBO Ny cepBep CeTU NoMy4alT daHHbIe HEM3BECTHOW UNW Henogaep-
XKMBaEMOK Bepcun chopmara AaHHbIX, TO OHW AOMKHE! BbITe NPOMIHOPMPOBAHEI.

6.2.3 MNone «MAC-coobweHne» (MACPayload)

Crpyktypa nons «MAC-coobweHne» (MACPayload) npueeneHa Ha pucyHke 9 u cogepxut none «3a-
ronoeok MAC-coobweHus» (FHDR), HeobaszaTensHoe none «lopt» (FPort) n HeobsazatensHoe none «[lpu-
knagHele gaHHblie» (FRMPayload).
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Pazmep (B BanTax) 22 0...1 0...N
MAC-coobueHne 3aronoeok MAC- MopT (FPort) MpuknagHble AaHHble
(MACPayload) coobuweHua (FHDR) (FRMPayload)

PucyHok 9 — Ctpyktypa nona « MAC-coobwenney (MACPayload)

Mone «lMpuknagHble gaHHbie» (FRMPayload) nmeet paamep 0...N 6aiT, onpenensieMbi cornacHo pe-
rmoHanbHbiM napamerpam 9.1.6.

Mone «3aronoBok MAC-coobwenusa» (FHDR) npegHasHayveHo ons agpecaunn OKOHEYHbIX YCTPONCTB 1
onucaHo B 6.2.3.1.

Mone «MopT» (FPort) npegHasHadeHo ons agpecauunn nons «puknagdble ganHbie» (FRMPayload) Ha
YPOBHE YCTPONCTBA U1 onucaHo B 6.2.3.2.

Mone «MNpuknagHele gaHHbie» (FRMPayload) npegHasHadeHo Ang nepegadu OaHHbIX N0 LeneBoMy Ha-
3Ha4YeHW YCTPONCTRA.

Mone «MAC-coobwenne» (MACPayload), cocToswwee TonbKko n3 nons «3aronosok MAC-coobweHns»
(FHDR), aBnsieTca KOppeKTHBIM.

6.2.3.1 MNone «3aronoeok MAC-coobuwenuna» (FHDR)

Crpyxtypa nonsa «3aronosok MAC-coobuwenusa» (FHDR) npuBeneHa Ha pucyHke 10.

Pasmep (B banTax) 4 1 2 0..15
3aronosok MAC- KopoTkuin agpec oko- | YnpaeneHue kagpom CuyeTyumK KkagpoB MapameTpsbl kagpa
coobuenuna (FHDR) | HeuHoro ycTponcTBa (FCtrl) (FCnt) (FOpts)
(DevAddr)

PucyHok 10 — CtpykTypa nonsa «3aronosok MAC-coobueHusa» (FHDR)

CtpykTypa nong «YnpaeneHve kagpom» (FCtrl) ona Hucxogawmx coobLlieHnin npuBedeHa Ha pUCyH-
ke 11.

Homep 6uta 7 6 5 4 [3..0]
YnpaeneHue AfoanTuBHasa CKo- RFU MooTBepxaeHne OTNoXeHHble OnuHa napa-
kagpom (FCtrl) pocTb nepega4v nony4yeHus Kagpbl MeTpOB Kagpa
naHHbix (ADR) coobuwenunsa (ACK) (FPending) (FOptsLen)

PucyHok 11 — CTpykTypa nons «YnpaeneHue kagpom» (FCtrl) anga HUCxogawmx coobLeHuin

CTtpykTypa nons «YnpaeneHue kagpom» (FCtrl) ona Bocxoaswmx coobLlieHWid NpuBedeHa Ha pUCYH-
ke 12.

Howmep Buta 7 6 5 4 [3..0]
YnpasrneHue ApantuBHas 3anpoc MonTBepxaeHue RFU OnuHa
kagpom (FCtrl) CKOpOCTb noaTBepXOeHNs nony4eHua napameTpoB
nepenaqn afanTUBHOM coobLeHns kagpa (FOptsLen)
AaHHeix (ADR) CKOpOCTU (ACK)
nepegaqy gaHHbIX
(ADRACKReq)

PucyHok 12 — Ctpyktypa nons «Ynpaenenve kagpom» (FCtrl) onsa Bocxogawmx coobiueHmi

a) AganTvBHOe ynpaBneHWe CKOPOCTLI Mepefayn daHHbliX [nons «AganTuBHAsi CKOPOCTb
nepefdayv gaHHbix» (ADR), «3anpoc nogTeepaeHus aganTWBHON CKOPOCTU Nepefaydr OaHHbIX
(ADRACKReq)]

Cetb LoRaWAN RU nosBonsieT okOHeYHbIM YCTPONCTBaM MHAMBUAYAlNbHO HacTpameaTb Mobblie U3 o-
MyCTUMbIX CKOpOCTel nepefad AaHHbIX U BbIXOOHYIO MOLLHOCTb Nepefartymka. 3ta 0cobeHHOCTb MCMonb3y-
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etca B npoTtokone LoRaWAN RU gns agantauvMm v onTMMM3aunMmM CKOPOCTKW nepefadn OAaHHBbIX M BbIXOOQHON
MOLLHOCTW MepefaTyMka CTauMOHApPHbIX U ManonoABWKHbLIX OKOHEYHbIX YCTPOWCTB. [nA ykasaHua OaHHOoro
CBOWCTBa MCMNOnk3yeTcs none «AganTMBHAsA CKOPOCTk Nepefadn gaHHbIX» (ADR), n B 3TOM cnydae ceTs byaet
ONTMMU3MPOBAaHAa ANA MCNONb30BaHUA CamMoil BbICTPO BO3MOXHOM CKOPOCTU Nepenadn gaHHbIX.

AfanTUBHOE ynpaBneHWe CKOPOCTbK Nepefadn AaHHLIX CTAHOBUTCA HEBO3MOXHLIM, KOrda 3aTyxXaHue
curHana B paguokaHane bbiCTpo M NoCTOsIHHO MeHsieTcs. Korga ceTeBoi cepBep He B COCTOSIHUK yNpaBnsTh
CKOPOCTbH Mepefadn AaHHbIX YCTPOWCTBA, yNpaBMneHWe OOIKHO OCYLUECTBAATLCH Ha YPOBHE MPUIOKEHWA
OKOHEYHOro ycTponcTtea. B aTom cny4yae pekoMeHayeTca MCNOoMNb30BaTh pasnuyHblie CKOPOCTU Nepefayn gaH-
HbIX. YPOBEHb MPUMNOXEHWA OOMKEeH BCerga MUMHUMU3NPOBaTh 0blee 3chupHOE BpeMs C Y4eTOM COCTOSHUA
ceTu.

Ecnu 3HaueHwe nona «AganTMBHas CKOpoCTb nepedadyn daHHbix» (ADR) Bocxopsulero coobuieHus
YCTAaHOBMEHO, TO CeTb OYAEeT ynpaBnaTh CKOPOCTbIO NepPefadn JaHHbIX U BbIXOLHON MOLLHOCTBIO NepeaaTyuka
OKOHEYHOro YyCTpoWcTBa Yepes cooTeeTcTBytowmne MAC-komaHabl. Ecnv 3HaveHwe nonsi «AganTuUBHAas CKO-
poOCTb Nepenayn fdaHHbix» (ADR) He ycTaHOBNEHO, TO CeTb He ByAeT ynpasnaTh CKOPOCTbLIO NepegaYdun 4aHHbIX
W BbIXOOHOW MOLLHOCTLI0 NepeaaTtyMka OKOHEeYHbIX YCTPOWCTR He3aBUCUMO OT KadecTBa NPUHUMAaEMOro cur-
Hana. [ononHUTENLHO C LEenbl CHUKEHUSI KONMYEecTBa NOTEPAHHbIX NAKeTOB CEPBEP CETU MOXET NOoChiNaTb
KOMaHbl, U3MEHSLIMe MACKy KaHana UnM Konu4ecTBO NOBTOPEHWIA AN KaXA0ro BOCXoAsLLEero coobueHus.

Ecnun 3HaveHwe nona «AganTMBHasi CKOPOCTb nepepadqv favHbix» (ADR) Hucxogswero coobuieHun
YCTaHOBNEHO, TO OHO WHOPMUPYET OKOHEeYHOe YCTPOWCTBO, YTO CETeBOW cepBep MoxeT nockinate ADR-
komaHzbl. OKOHEYHOe YCTPOWCTBO MOXET YyCTaHaBMMBATL/CHUMATL 3HadYeHwe nons «AJanTMBHas CKOPOCTb
nepegauun gaHHbix» (ADR) BocxogsaLero coobLleHus.

Ecnu 3HauyeHue nona «AganTyMBHaA CKOpPOCTh Nepefaydn AaHHbix» (ADR) Hucxogawero coobleHus He
YCTAHOBMNEHO, TO A5l OKOHEYHOro YCTPOMCTBA 3TO 03HAYAET, YTO M3-3a OLICTPLIX MBMEHEHWI B paguokaHane
CETb BPEMEHHO HE MOXET OLIEHWUTb NyYLUYH CKOPOCTb Nepedayun AaHHbiX. B aTom cnyyae y ycTponcTBa ecTb
cnegywwmin Bolbop:

- cbpocuTb 3HayeHue nonsa «AJanTMBHaA CKOpPOCTb nepegadvu aaHHbix» (ADR) Bocxoasiwero coobuye-
HWA W yNpaBnsiTb CBOEN CKOPOCTBLI NepeAaqu AaHHbLIX B BOCXOAALLEN NMUHUW CBSA3M C UCMONb30BaHUEM COb-
CTBEHHOW cTpaTervn. 3Ta cTpaTerns JomkHa BbITe TUNOBOWM ANA MOBUMEHBLIX OKOHEYHbIX YCTPOWCTB;

- UrHopupoBaThb (CoxpaHWTb none «AganTuUBHasi CKOpOCTb nepefadm gaHHbix» (ADR) Bocxopsuwero
CcoOOLWEeHNs YCTAHOBMNEHHbIM) U NMPUMEHUTL HOPMAanbHYIO CHUXKEHHYI0 CKOpOCTb nepeaayun OaHHbIX Mpu oT-
cyTcTBUKM Hucxoasawmnx ADR-komaHg. OTa cTpaTternst 4omkHa ObiTb TMNOBOW NS HEMOABMMKHBLIX OKOHEYHbIX
YCTPOWCTB.

3HaueHne nons «AQanTVBHAA CKOPOCTb Nepefadn AaHHbix» (ADR) MoxeT BbiTh ycTaHOBMNEHO U cbpo-
LLIEHO OKOHEYHBIM YCTPOWCTBOM MK ceTbio No 3anpocy. OgHako no Mmepe BodMoxHocTu ADR-cxema gomkHa
BbITE BKMHOYEHA, YTOOLI YBENUUUTE BpEMSt aBTOHOMHOW paboTkl OKOHEYHOMO YCTPOWCTBA U YBENMUYUTE MPOun3-
BOOUTENbHOCTb CETH.

MpumeyaHne — B HeKOTOpbIX crydYasax MOBUMNbHbIE OKOHEYHbIE YCTPOWCTBa BOMbLUYIO YacTk BpeMeHU ABna-
HOTCA HEMOABWXHBLIMKU. [03TOMY B 3aBUCMMOCTM OT COCTOSIHUS MOGUINBHOCTKM OKOHEYHOE YCTPOWCTBO MOMET 3anpochTh
CceTb ONTUMU3MPOBATL CKOPOCTb Mepedayn OaHHbIX, UCNOoNb3ya 3HadeHue Nons «AganTuBHaA CKOPOCTb Mepedayn Oax-
Hbix» (ADR) Bocxogsiwero coobuieHus.

Mo ymonyaHuWio BbIXOAHAsA MOLLHOCTbL Nepefaryuka paBHa MakcuMaribHOW JOMYCTUMOW MOLLHOCTM ne-
pegaqu 4ns yCTPOWCTBa, C Yy4eTOM OrpaHuyYeHuid, onnucaHHbIX B pasgerne 9. YCTponcTBO AOMKHO UCMONb30BaTh
3TOT YPOBEHb MOLLHOCTH, Noka He ByneT 3anpoca 06 ymeHbLlieHuu ot ceTu Yepe3 MAC-komaHay LinkADRRegq.

Ecnu ckopocTb Nepefayun AaHHbIX YCTPOWCTBA ONTUMMU3MPOBAHA CEThI0 U NpeBbILlaeT CKOpPOCTb nepe-
0ayu AaHHBIX YCTPONCTBA MO yMONYaHuo WKW BeIXOAHas MOLWHOCTE NepefaTyrka HuxXe, YeM Mo YMOon4aHuio,
TO YCTPOWUCTBO AOMKHO Nepuoguveckun NpoeepsTh, YTO CETb NO-MPEeXHeMy nony4vaeT BOCXOAALME MakeThl.
Kaxablil pas, korga yBenMuUMBAaETCH CHETHMK BOCXOAALLMX KagpoB (ONA KaXKAOro HOBOMO BOCXOASALLEro CO-
06LLeHMA Npy NOBTOPHBIX NepefaYyax CHETYUK HE YBENMWYMBAETCS), YCTPOWCTBO YBENUYMBAET 3HA4YEHWE CHETYM-
ka ADR_ACK_CNT. lNocne npeBbiweHusa cyetdnkom ADR_ACK _CNT (ADR_ACK_CNT >= ADR_ACK_LIMIT)
noporoeoro 3HavyeHua ADR_ACK_LIMIT socxogsawmx coobuweHuin 6e3 kakoro-nubo oTBeTa cepBepa CeTH,
YCTPOWCTBO yCTaHaBNUBaEeT 3HaveHue nonsa «3anpoc NoATBepKAeHWUS aganTUBHOW CKOpOCTW Nepejayn gaH-
Heix» (ADRACKReq). Cepeep ceTu JOMmKeH OTpearMpoBaTbh HUCXOAALMM KagpoM B TedeHWe cregyrLux
ADR_ACK_DELAY kagpoB (Bocxogawmx), noboi nomnyyYyeHHbId HUCXOOSLWMA nakeT cbpachiBaeT CHETYMK
ADR_ACK_CNT Bocxogsawen nuHuM cBasn. 3HadeHwe nonsa «[lloateBepxaeHue MNonyyYeHus coobLueHMs»
(ACK) B HUCXOOsLEM cOOBLLEHMM YCTAHABNMBATL HE HYXXHO, TaK Kak Mboi OTBET B OKHO NpueMa OKOHEYHO-
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ro yCTPOWCTBa yKasblBaeT Ha To, YTo w3 (6a3oBasi cTaHUuMA) BCe elle nonyyYyaet BOCXoAswme coobLleHns
OT aToro yctpowcTa. Ecnu oTBeT He ByneT nonyyeH B TedeHne bnmkanwmnx ADR_ACK_DELAY BocxogsaLwimnx
Cc0o0DLLEeHWA (T. e. Nocne MpeBbLILLEHUS KONIMYECTBA BOCXOAALLMX COODLLEHMIA, OCcTaBLWKXCcA Be3 oTBeTa CO CTO-
poHbI cepBepa ceTu, bornee uem ADR_ACK_LIMIT + ADR_ACK_DELAY), To ycTpOWCTBO JOIMKHO NONLITATLCS
BOCCTAHOBUTb CBSA3b MyTEM HapallMBaHWS BLIXOOHOW MOLLHOCTWU NepedaTymnka 4o 3Ha4YeHUs No yMOM4YaHuio,
€CrK 9TO BO3MOXHO, U 3aTeM NepeknioYMTbCH Ha bonee HU3KYH CKOPOCTb Nepefady OaHHbIX, 4TO yBEenu4MBa-
eT ganbHocTb CBA3KU. OKOHEYHOE YCTPOWCTBO AOMKHO MPOAOIKATL CHWXKATh CBOK CKOPOCTL Nepegadqun gaH-
HbIX LIar 3a Wwarom, Bcsiknin pas npu goctmxkeHn ADR_ACK _DELAY. MNocne Toro kak ycTpOWCTBO 4OCTUTHET
caMOW HW3KOW CKOPOCTW Mepedadn OaHHbIX, OHO OOMKHO MOBTOPHO BKMOYUTL BCE YaCTOTHbIE KaHarlbl BOC-
xogsiwen NMHUK CBA3U MO YMOMYaHUI.

3HaueHue nonsa «3anpoc NoaATBEPXOEHUA afanTUBHOW CKOpocTW nepefdadun gadHbix» (ADRACKReq)
HE AOMKHO OblTb YCTAHOBMEHO, eCNK YCTPOMUCTBO UCMOMNb3YET CKOPOCTb Nepefaydm AaHHbIX U BbIXOOHYH MOLL-
HOCTb NepegaTyMKa Nno yMon4aHuio, NoTOMY YTO B 3TOM Criy4ae HWKakue AeNcTBWMsA He MoryT ObiTe npeanpu-
HATBI ANA yNy4lWeHWs Ka4ecTBa CBA3MN.

MpumedyaHus

1 OtcyTtcTBME HeoBxOoOMMOCTM HEMEAMNEHHOro OTBETa Ha 3anpoc noaTeepxaeHua ADR obecneuvBaeT rubkocTb
CETW MpW ONTMMAanNbHOM NNaHUPOBaHUKM CBOWUX Nepenay no HUCXOAALEN NUHUK CBA3N.

2 MNpw nepegaye No BOCXOAALWEW NUHMM CBA3W 3HaYeHMe nons «3anpoc NoATBEPKOeHWA aganTMBHOW CKOPOCTH
nepenayv gaHHbix» (ADRACKReq) yctaHaBnmeaetcs, ecn ADR_ACK_CNT >= ADR_ACK_LIMIT 1 Tekylias ckopocTb
nepefadv AaHHbix Bonblle, Yem onpegeneHHas Ans YyCTpoWcTBa MUHMMANbHAA CKOPOCTh Nepeaayn AaHHbIX, UKW MOLLL-
HOCTb Mepedaqy MeHbLUE, YEM MO YMOMYaHWIO, UMW TEKyLlas Macka KaHana MCNOonb3yeT TOMbKO MOAMHOXECTBO BCEX
KaHanoe no ymonyaHuio. [Npu apyrix ycnoBuax oH 0BHynsaeTcs.

B Tabnuue 3 npusegeH npuMep obpaTHO NOCNenoBaTENEHOCTY CHUKEHWS CKOPOCTU Nepefayn 4aHHbIX
npu ycnoeuu, 4to koHcTaHTel ADR_ACK_LIMIT=32 n ADR_ACK_DELAY=32.

Tabnuua 3— lNMpumep obpaTHOM NOCNeaOBATENBEHOCTU CHUXEHWUA CKOPOCTU nepeaaqn AaHHbIX

Mone «3anpoc
NOATBEPKAEHNS CkopocTb
STSEHT\%?:B&:I@;.@ afnanTUBHOW CKOPOCTHK nepena4un Bnh:oe'q";iﬂ MZ”“HECTb Macka kaHana
= — nepenayun AaHHbIX» OaHHbIX peaaruka (Abm)
(ADRACKReq)
O10 po 63 0 SF11 9 TeKkyLMIA CNMCOK KaHanoe
O164 oo 95 1 SF11 9 TeKyLMiA CNMcoK KaHanoe
OT1 96 go 127 1 SF11 14 TeKyLMiA CNMCOK KaHanoe
OT1 128 no 159 1 SF12 14 TekyLmMiA cnucok KaHanos
Bonee 160 0 SF12 14 Bce goctynHble kaHanbl

6) Mone «MNonTeepxaeHue nonydeHuss coobueHus» (ACK) n npouenypa nogTBepxaeHuns

Mpu nonyyeHun cooblueHus, Tpebyolwero yBeAOMIEHUS O NOMYYEHWUU OAHHbLIX, NOny4YyaTens AOMKEH
OTBETUTL COOOLLEHWEM, B KOTOPOM YCTaHOBMEHO 3HaveHWe nons «[oareepaeHWe nonyvyeHusi coobLieHna»
(ACK). Ecnu oTnpaBuTeneM ABMNSETCS OKOHEYHOE YCTPOWCTBO, CeTb MOMbITaeTca OTNPaBvMTL NOATBEPXKAEHMNE,
MCMONb3ys OOHO W3 OKOH MpUemMa, OTKPbITOe OKOHEYHbIM YCTPOMCTBOM MOCne onepauMu otnpasku. Ecnm oT-
NpaBUTENEM SBMAETCH LWUMK3, OKOHEYHOE YCTPOWCTBO NepefaeT YBeAOMIIEHWE MO CBOEMY YCMOTPEHUIO
(cM. npumevaHue Huxe).

MoaTeepxaeHWe OTNPaBnAETCs TOMLKO B OTBET HA MOCMNeOHEE MONyYeHHOe COOBLLEHNE W HUKOTAE HE
peTpaHcnupyeTcs.

MpumedyaHue — OKOHEYHOMY YCTPOWCTBY pa3speLleH0, HACKOMbKO BO3MOXHO, YNPOCTUThL Mpoleaypy nog-
TBEPXOEHUS U MMETb HECKOMNBKO BApWaHTOB ee BbiNoNMHeHWs. OKOHEYHOe YCTPOMCTBO MOXeT nepefdaBaTh siBHOe (BO3-
MOXHO, MycToe) cooblieHne C NoaTBEPKAEHNEM MOMNyYeHUa OaHHbLIX Cpasy nocne MnonyvyeHus coobLUeHUsA ¢ daHHbIMK,
TpebyloLlero NoATBEPKAESHUS NoNydYeHus. KpomMe Toro, OKOHEYHOE YCTPOMCTBO MOXET OTNOXUTL Nepeaady noateepxie-
HUS, NPYKPENWB €ro K CMeayloLlemMy cOOBLLEHMIO OaHHbIX.
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B) Npouenypa NoBTOPHOK Nepenayu

Hucxopawwmi kagp (Tpedbyolwmnin unm He TpebyolWwniA NOATBEPXKOEHUA OT OKOHEYHOro YCTPOWCTBAa) He
OOMKeH NOBTOPHO OTMNPaBNATLCA CEPBEPOM CETU C MCMOMb30BaAHWMEM OAHOMO M TOFO e cyeTyuMka 3HavyeHUus
HUCXOZSLMX Kaapor. Ecnu nocne oTnpaBKK HUCXOOALWEro cooblleHus, TpebyroLlero NoATBEPXKOEHUSA, cep-
BEp CeTW He NOoMy4un OT yCTPOWCTBa yBEAOMSIEHMS O AOCTaBKe, TO CEPBEP CETU AOIMKEH YBEAOMUTL 06 3TOM
cepsep npunoxeHus. CepBep NPUNOXEHUs NPUMHUMAaEeT peLleHne O LenecoobpasHoCcTU NOBTOPHOM nepegaqm
HUcxoasaLero coobweHus, Tpebyiolwero NoATBEePKAEHNS.

Bocxogsuwme kagpel (Tpebywlive 1 He Tpebylolive NoATBEPXKAEHWUS) NepefarTcs YUCNo pas, pae-
Hoe NbTrans (cm. 6.3.3), 3a UCKNOYEHMEM, ECN MOMYYEeHO KOPPEKTHOe HuUcxodsulee cooblleHue B xofe
ogHol cnenywolwein nepegadn. Mapametp NbTrans MoxeT ncnonb3oBaThCsl afMUHUCTPATOPOM CETU, YToDbI
KOHTPONUpoBaTh M30bITOMHOCTL BOCXOASALLMX MNaKeToOR y3na CBs3W ANA NOMyYeHUs 3agaHHoro kadecrsa o6-
cnyxuBaHusa. OKOHEYHOE YCTPOMCTBO AOMHKHO BbLINONHATL CKa4koobpasHoe nepeknioveHne 4acToTel Mexay
NoBTOPHbLIMK Nepeaadamu. lNocne Kaxaoro NoOBTOPEHWSI OHO AOMKHO KAaTb, MOKA HE 3aKPOETCa OKHO npyema.
3agepkka mexay NOBTOPHLIMUK NepefadYaMiy OCTaeTcs Ha YCMOTPEHWE OKOHEYHOT0 YCTPOWCTBA U MOXKET BbiTh
paznuYHON ONS KaX4oro OKOHEYHOro YCTPOMCTRA.

YCTPONCTBO [OMKHO OCTAaHOBUTL NIOBYH OanbHERLLY peTpaHCnsaUMio BOCXOOALWMX Kaopos, Tpebyto-
LMX NOATBEPXKAEHUHA, €CINU NONYYEH COOTBETCTBY LN HUCXOOALWMWA Kaap C NOATBEPKOEHNEM.

Yerpoiictea knacca C gofmiKHbl NpekpaTuTb Nobylo AanbHEenwyo peTpaHcnsLmio BOCXOAALWMNX Kagpos,
KOrga KoppeKkTHoe HUcxoasiwee cooblieHe nonyyYeHo B OkHo npuema RX1.

YcTponcTea knacca A OOMKHbI NpekpaTUuTe Nobyo JanbHenWy peTpaHCcnsaLnio BOCXOOALLMX KagpoB,
Kora KoppeKkTHoe HUcxoasuee cooblieHue nonyyeHo B okHo npuema RX1 unm RX2.

Ecnu cepeep ceTu nonyyaeTt ouH U TOT e BocxoaAaLwmin kagp 6onee NbTrans pa3s, To 370 MOXeT BbITh
MPW3HAKOM aTaky Ha CepBep WM HEUCMNPaBHOCTW YCTPONCTBa. B aTOM crnyvae cepsBep CeTW He JOSmKeH 06-
pabaTtbiBaTh U3bbITOYHbLIE Kaapbl.

MpumevaHnue — Cepeep ceTu, obHApyXMB aTaky B BUAE NOBTOPHLIX Nepenad, MOXeT NPUHAT JAONONHUTENb-
HblE Mepbl, TAkMe Kak yMeHblueHue napameTpa NbTrans Ha 1 unu yganeHve gybnupyolmx BOCXoOsLUMX KaapoBs, npu-
HATLIX Yepe3 OOWH W TOT Ke KaHar, Unu Apyrue MexaHu3mbl.

r) None «OtnoxeHHble kagpbl» (FPending) Tonbko AnA HACXOAALWMX coobLeHNA

Mone «OTnoxeHHble Kagpbl» (FPending) ucnonb3ayeTcsi TONbKO B HUCXOAALLEW NTIMHUN CBSA3W W yKa3blBa-
eT Ha To, YTO CeTb UMEeET AaHHble, OXKuaaLme cBoel OTNPaBKKY, U MO3TOMY 3anpallvBaeT OKOHEYHOE YCTPOon-
CTBO MaKcumanbHO BbICTPO OTKPBITE €LLe OOHO OKHO MpuemMa MoCpeACcTBOM OTMPABKM APYroro BOCXOASLLErO
coobLeHns.

MoopobHoe ucnons3oBaHue nonsa «OTnoxeHHble kagpbl» (FPending) onucano B 8.3.

4) MNone «Cyetunk kagpos» (FCnt)

Kaxxgoe OKOHeYHOe YCTPOWCTBO MMEEeT TPU CYeTYMKa KaJpoB, YTOObl OTCNexunBaTb W XpPaHWUTb YMCMO
KagpoB OaHHbIX, NEPEedaHHbIX B BOCXOAALLYIO NUHUIO CBA3U ceTeBomy cepeepy (FCntUp) n oTnpaBneHHbIx B
HUCXOOSLLYIO NMHUIO CBA3KU CepPBEPOM CETU Ha OKoHevHoe ycTponcTeo (AFCntDown u NFCntDown).

B HucxodsiwemM HanpaeneHuu cyLecTBYIOT [Be pasHble CXeMbl CHETYMKOB KadpoB:

- efjuHas cxema cyeT4yuKa, B KOTOPOM BCe MOPThl UCMOMNL3YIOT OAMH W TOT Xe CYETUYMK KafpoBs
AFCntDown = NFCntDown = FCntDown, korga oOKoHeyHOe ycTpoWcTBO paboTaeT mo cneuwuduKkaumu
LoRaWAN v.1.0;

- CXema c AByMs cHeTYMKamu, B KOTopol nepBbii cHeTynk NFCntDown ncnonesyetca ans MAC-komaHzg
Ha nopt 0 unu korga none FPort otcytcTByeT. Bropon cyetumuk AFCntDown ucnons3yeTtcs Ans BCex APYrux
NopToR, Korga ycTponcTeo paboTtaet no cneundukaunm LoRaWAN v.1.1.

B cxeme c aBymsa cuetunkamu cuetunk NFCntDown ynpaBnsetcs cepeepom ceTw, a cietduk AFCntDown
yrnpaBnsaeTcsl CepBepoM MPUNOXKEHUNA.

MpumeyvyaHune — Cneumdukaumm LoRaWAN v.1.0 n Bonee paHHMe BepCUKX NOOAEPKMBAIOT TONLKO OOWH CYET-
yuk FCntDown (0oBLui No BceM nopTam), U CETEBOW cepBep OoMmkeH obecneynTe NogaepKKy CXembl AMs YCTPOWCTB,
pabotatowmnx no cneundukaumn LoRaWAN c sepcuen go 1.1.
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Bcakun pas, korga ycTporcTBO ¢ akTuBauuen no Bo3ayxy (OTAA) yenewHo obpabatbiBaeT coobiueHue
NOATBEPXKAEHWS NpMcoeanHeHns (nepenprucoeauHerns) k cetu (Join-Accept), cHeTYMK KaApOB Ha YCTPOWCTBE
(FCntUp) 1 cueTunkn kagpoe Ha ctopoHe ceTu (NFCntDown n AFCntDown) Anst 3TOro OKOHEYHOro YCTPOiCcTBa
cbpaceiBatTca 0o 0.

YcTpolcTBa ¢ akTMBauuvein Yepes nepcoHanusauuio (ABP, Activation By Personalization) nmetoT cBou
CYETYMKM KagpoB, KOTOpble MHUUManu3npyTes B 0 Npu M3roToBneHW. Ha ycTponcTBax ¢ akTuBaumnen yepes
NepcoHanM3aumio CHeTYMKM KagpoB He OOMKHbl cOpachbiBaTbCA HA NPOTSKEHWW BPEMEHMW KU3HW YCTPOWCTBA.
Ecnun okoHe4HoE ycTpoWCTBa NoaBepraeTcs OTKMOYEHNIO NMTaHMsA BO BpeMsi cpoka cnyxbbl (Hanpumep, 3a-
MeHa akKyMynsaTOpHOW BaTapewn), CHETUUKKM KaJpOB AOMKHbI COXPaHATLCA.

Bnocnencteun cuetuuk kKagpoe FCntUp yBenuumnBaeTca ¢ KaxabiM BocxoaaLwmnM coobuieHmnemM. CUeTyumk
kagpoB NFCntDown yBenuuMBaeTcs C KaxablM HUCXOAALW MM coobLieHneM B Cry4yae, Korga 3HavyeHuve B none
«MopTt» (FPort) paBHo Hynto Mnu gaHHoe none otcyTcTByeT. CueTtumk kagpoe AFCntDown yBenu4MBaeTcs C
KaObIM HUCXOAALMM coobweHnem npu 3HaqdeHun nons «MopT» (FPort), otnvyHom ot Hynsi. Ha cTtopoHe no-
ny4aTens COOTBETCTBYHOLLMI cHeTYMK ByneT CUHXPOHM3MPOBATLCS C MOMYYEHHbIM 3HAYEHUEM MpK YCroBUM,
UYTO MOMy4YeHHOE 3HAaYeHWe ObINo YBENWYEHO MO CPABHEHUKD C TEKYLMM 3HadeHueM cuetyumka u none «Kopn
LuenocTHocTu coobuieHna» (MIC) cooTBeTCTBYeT 3HAUYEHUID KOoAa LenoCTHOCTM COODLLEHUS, BEIMUCTIEHHOMY
nokKanbHO C UCNONb30BaHMEM COOTBETCTBYHLLEro ceTeBoro ceaHcoBoro knwda. Cuetumk FCnt He yBenuum-
BaeTCH NPU MHOFOKpPaTHbIX Nepegayax kagpos, Tpebyowmx n He TpedyowmMx NogTBEPKAEHUS NOMNyYeHus
(cm. napameTp NbTrans). CeTeBol cepBep OoSKEH oTOpackiBaTh NPUKNagHble AaHHbIE W3 NOBTOPHO MPWUHS-
ThiX KAAPOB W NepefaBaTb CepBepy NPUMNOXKEHUIA TONBKO OAWH 3K3eMMIAp kaapa.

CueTurku KagpoB UMEHT paamepHocTb 32 buta. B none «CueTumk kagpoe» (FCnt) nepepatotcst Tonsko
mnagwue 16 6ut us 32-6uTtHoro cyeTumMka kagpoe (T. e. oT cuetumka FCntUp ons kagpoB OaHHbIX, NepegaBae-
MbIX B BOCXOZSILLYI NMUHKUIO cBA3M, 1 cdeTunka AFCntDown/NFCntDown ons kagpoB OaHHbIX, NepefaBaeMblxX
MO HUCXOOALLEN NMHUN).

Mpumeuvanune — MNopagok cnegoBaHua BaWToB — «OT MNagwero kK ctapwemy» (little-endian).

OkoHe4yHoe yCTDOI;ICTBO He OOIMKHO UCNOoNb30BaTh Te Xe 3Ha4YeHWA cHeTHMKa OaHHbIX F'CﬂtUD C OgHM
M TeM Xe CeaHCOBbIM KNHYOM MPUITOXKEHWUA WK CeaHCOBbLIM CeTeBbIM KIHOYOM, 3a WCKIK4YeHueM cny4yaen
peTpaHcnaun ogHOro 1 TOro e Kafgpa C noaTeepxXaeHunem nnu bes noaTeepXoeHu4.

OkoHeuHoe yCTpDI?ICTBO HE OOJDKHO 06pa6aTblBaTb nobele NMOBTOPHbIE Nepeaavyu HUCXoaauwmnx Kagpos.
I'Iocne,qymu.l,me NMOBTOPHbIE MNMepengadn OOJMKHbI MTHOPUPOBATLCA bes OﬁpaﬁOTKM.

MpumeyaHunn

1 370 03Ha4aeT, YTO YCTPOMCTBO ByadeT oTNpaBnATbL NOATBEPXAEHWE edVHOXAb!, TONBKO Mocne npuemMa HUCXoas-
wero kagpa, TpebyroLlero noaTeepxaeHus. AHanorMyHo ycTpoicTeo BydeT reHepupoBaTh TOMbKO OAHO BOCXoAsLLUee Co-
obLweHne nocne npuema Kagpa ¢ yctaHoBneHHbIM Butom nons «OTnoxeHHsle kagpel» (FPending).

2 lMockonbky none «CyeTtuuk kagpos» (FCnt) HeceT Toneko mnagwue 16 6uT n3 32-BUTHOro cYeTYMKa KaapoB, cep-
BEP OOIMKEH BbIMMCNUTE 16 cTapwmx 61T cHeTyMKa KaapoB M3 HabnogeHun 3a TpaguKkoMm.

e) MapameTpbl kagpa (none «[AnuHa napametpoB kagpa» (FOptsLen) v none «[lMapameTpsl
kagpa» (FOpts))

Mone «[dnvHa napameTtpos kagpa» (FOptsLen) B none «YnpasneHue kagpom» (FCtrl) ykasbiBaeT dak-
TUYecCKy OnuHy nonsa «MapameTtpel kagpa» (FOpts), BkNOYEHHOTO B Kagp.

Mone «MapameTpel kagpa» (FOpts) nepepaetr MAC-koMaHabl AnvHow Ao 15 6aiiT, KoTopble Npucoean-
HATCA K Kagapy AaHHelX. Cnucok MAC-komaHa npveeneH B 6.3.

Ecnu 3HauveHue nona «JnuHa napameTpoB kagpa» (FOptsLen) paBHo Hymto, To none «lMapameTpebl ka-
apa» (FOpts) pomkHo oTcyTcTBOBaTh. ECnm 3HavyeHue nona «nuHa napameTpos kagpa» (FOptsLen) otnu-
YyaeTcs oT Hyns, T. e. ecnv MAC-komaHabl npucyTcTByHOT B none «Mapametpel kagpa» (FOpts), To He MoxeT
OblTb MCMONb30BaHO Hynesoe 3Ha4veHue B none «MopT» (FPort) (none LomkHO OTCYTCTBOBATbL MKW 3HAYEHWe
OTNMYATLCS OT HYMsA).

MAC-koMaHabl He MOTyT OQHOBPEMEHHO NPUCYTCTBOBATL B None «[MpuknagHele gaHHelie» (FRMPayload)
u B none «MapameTpsl kagpa» (FOpts). Ecnu 310 Npon30oM4eT, TO YCTPONCTBO OOMKHO UTHOPUPOBATL Kaap.

Ecnwu B 3aronoBke kagpa umeetcs none «[lapametpsbl kagpa» (FOpts), To none «lMapameTpel kagpa»
(FOpts) gomxkHo OblTb 3aKOAMPOBAHO 40 TOro, Kak byneT paccynTaHo 3HadeHve nons «Kop uenoctHocTu co-
obuweHusn» (MIC).
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6.2.3.2 TMone «Mopt» (FPort)

Ecnu none «[MpuknagHele ganHeie» (FRMPayload) He aBnseTca nycTbiM, To none «[opt» (FPort) gomx-
Ho npucytcTBoBaTh. [pu Hanuuuw nona «MopT» (FPort) 3HauyeHne, pasHoe 0, ykasbiBaeT, yto none «[pu-
KnagHele aaHHble» (FRMPayload) cogepxut Tonsko MAC-koMaHabl, U Niobble NonyyYeHHble Kagpbl B 3TOM
cnyyae byayT obpaboTaHbl Ha ypoBHe peanusaumm LoRaWAN RU (cnucok gonyctumbix MAC-koMaHa npu-
BegeH B 6.3). 3HadeHuna nons «Mopt» (FPort) B gnanasone ot 1 go 223 (ot 0x01 no 0xDF) BbigeneHsl nog
NPUIoXKeHUs, 1 Niobble NoNy4YeHHbIE Kagpbl B 3TOM cryvyae AOMKHbl ObiTe AOCTYMHEI HA YPOBHE NPUITOXKEHWS.
3HaveHune nonsa «Mopt» (FPort), pasHoe 224, BbigeneHo nog npotokon ucneltaHuin LoRaWAN RU ypoBHs
MAC. Peanusauua LoRaWAN RU gomkHa cTvpaTb Nobble 3anpockl Nepefaqun OT YPOBHSA MPUMNOXKEHUS, Tae
3HauyeHue nonga «MopTt» (FPort) He BxoguT B gMana3soH oT 1 go 224.

MpumeyvyaHue — 3HaveHne nons «opt» (FPort), paBHoe 224, npegHa3Ha4yeHo AN cueHapues GecnpoBod-
HbIX UCMBITAHWIA COOTBETCTBUA OKOHYaTENbHOW Bepcun yeTponctea MAC HacToswen cneundukaunn, 6e3 HeobxogumocTu
rnonaratbCs Ha ONpPeneneHHbIe UCMbITATENBHBIE BEPCUMM YCTPOWCTE ANA NpUKNnagHbix 3agady. McneitaHue He JOMKHO co-
BrnagaTth CO LUTATHLIMK onepauuamu, Ho peanusaunsa MAC-ypoBHS yCTpoWCTBa OOMKHA ObITh TOYHO TOW, Kakas UCMorb-
3yeTca aAns 06bI4HOMO NPUMOXEHUSA

[MpoTokon ncneiTaHusA paboTaeT Ha NPUKNagHOM YPOBHE M ONpefenaeTcs 3a paMKamMn HacTOALLEero ctaHaapTta, Tak
KaK OH SIBNAETCA NPOTOKONOM MPUKMNaAHOMo YPOBHS.

3Hauenwns nona «[opt» (FPort) B gnanasoxe ot 225 o 255 (ot 0xE1 go 0xFF) 3ape3epBupoBaHbl Ans
ByoyLmnx cTaHAaPTU3NPOBAHHBIX PACLLUMPEHUIA MPUIOXKEHWH.
Crpyktypa nonsa «MAC-coobieHne» (MACPayload) npueegeHa Ha pucyHke 13.

Paamep (B baiitax) Ot 7 po 22 0 unm 1 Ot0poN
MAC-coobLieHme 3aronosok MAC- Mopt (FPort) MNpuknagHble gaHHbIE
(MACPayload) coobuweHnsa (FHDR) (FRMPayload)

PucyHok 13 — Ctpyktypa nonsa «MAC-coobuenune» (MACPayload)

N — yucno banToB npUKNnagHbiX OaHHbIX. ,D,OI'IyCTMMbIVI nuanasoH N aBnaeTtca pernoHanbHbIM napamMe-
TPOM W onpegenseTcs B pazgene 9. N JOMMKHO ObITb paBHbIM UMK MEHbLUWUM, YEeM:

N £ M -1 — (gnvHa nonsa «3aronoBok MAC-coobuweHusa» (FHDR) B BbanTax),

rae M — makcumanbHasa aonuHa aadHeix B none «MAC-cooblwenne» (MACPayload).

6.3 MAC-komaHAbl

Habop MAC-komaHa npegHasHayeH Ans ceTeBoro agMWUHUCTPUPOBAHUSA U MOXET DbiTb UCMOMNb30BaH
ans obMeHa Mexay CepBepOM CETU U OKOHeuYHbIM ycTponctBoMm Ha MAC-ypoBsHe (cM. Tabnuuy 4). KomaHabl
MAC-ypoBH$ He obpabaTkiBaTCs CEPBEPOM MPUMOXEHUA K MPUNOXKEHUEM, 3aMNYLLEHHBIM Ha YCTPONCTBE.

OpovH kafgp OaHHbIX MOXEeT copepxartb nmobyto nocnepoeatensHocTs MAC-koMaHO, BCTABMEHHYH B
none «MapameTpbl kagpa» (FOpts) unv oTnpaBneHHyo B OTAENbLHOM Kagpe AaHHblX, B none «[MpuknagHeie
daHHble» (FRMPayload) co sHaveHuem nons «Mopt» (FPort), paBHbiM O.

MAC-komaHabl, nepegaBaeMblie B none «apameTpol Kagpa» (FOpts), oTnpaBnsoTca B KOQUPOBAHHOM
BUOE W He O0MxHbl npeBbiwaTk 15 6ant. MAC-komaHgbl, oTnpaensemble B none «[lpuknagHble OaHHbIE»
(FRMPayload), Bcerga kogupyrTcs, U UX ONWHA HE OOIMKHA NPeBbILATh MakCcuManbHy gnuHy nonsa «[pu-
knagHele gaHHsiey (FRMPayload).

MAC-komaHga cocTtonT M3 nonsa «WaoeHtudumkatop komarngei» (CID) paamepom 1 6ailT u nonst « ATpuby-
Tbl KOMaHAbI» pasmepom oT 0 Ao 14 6aiT. [ns HeKoTopbix KOMaHA none «ATpUOYThl KOMaHOb» MOXeT ObiTb
NYCThIM.

MAC-koMmaHabl co 3HadyeHusMKu ngeHtudunkartopos komanasl (CID) ot 0x01 no 0x7F npegHasHadeHsl
Ons ucnonb3oBaHus Bo Bcex cetax LoRaWAN RU.

lMprvemHas cTopoHa oTeevaeT/moaTBepxpaeT nonydeHne MAC-komaH B TOM Xe nopsgke, Kak OHW
nepegatTca. OTeeT Ansa kaxgon MAC-komaHabl nocnegosaTenbHo gobaensetcs B Oygep. Ha Bce MAC-
KOMaHZbl, NOMyYeHHble B OQHOM Kaape, OTBeTbl AOJKHbI ObITh NepenaHel B ogHOM Kagpe (T. e. Oydep, co-
aepxawmin oteeTel Ha MAC-komaHAbl, JomkeH ObiTe OTnpaeneH B ogHoM kagpe). Ecnu gnuHa Bydepa ¢
MAC-oTBeTamu BonbLue, 4HEM MakcMmManbHas anvHa nons «lapametpsl kagpa» (FOpts), ycTponcTBO AOMKHO
oTnpaeuTb Bydep B none «lNpuknagHeie gaHHele» (FRMPayload) Ha nopt 0. Ecnm ycTpolicTey Hago otnpa-
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BWTb NpuKnagHble gaHHble 1 MAC-0TBEThI U OHM He NOMEeLLaTCeA B 0AWH kaap, To MAC-0TBeThI A0MKHbI BbITh
oTnpasrieHbl B NepByk odepenb. Ecnu anvHa Bydepa npeBbillaeT MakCcMManbHbIA UCMONb3yeMbIi pasmep
nons «MpuknagHele AaHHbIe» (FRMPayload), ycTpoiicTeo nepen c6opKoi Kagpa OOMKHO YMEHbLUUTL Bydep
00 MakcuMankeHoro pasMmepa nonsa «[MpuknagHele aaHHele» (FRMPayload). MoaTomy oTBeThl Ha nocnegHue
MAC-koMaHabl MOryT BbITh HeNnonHeIMK. B nobom cnydae nonHelil cnucok MAC-koMaH BeINONHAETCS, AaKe
ecnu bydep, cogepxawmin MAC-oTBeThl, forkeH ObiTe 0O6pesaH. CeTeBoi cepBep He AOMKEH reHepMpoBaTh
nocnepoBatenbHocTe MAC-KoMaH[, Ha KOTOPbIe OKOHEYHOEe YCTPOWCTBO HE MOXET OTBETMTb OOHUM BOCXO-
asiwim kagpom. CeTeBow cepBep OOSKEH BbIMUCNATE MakcMMarnbHblil pasmep nons «puknagHbie gaHHble»
(FRMPayload) ons oteetoB Ha MAC-KkomMaHakbl cnegyrolumM o6pasom:

- ecnu none «AganTUBHAagA CKOPOCTb Nepefdadn faHHbix» (ADR) nocnegHero BocxogsaLlero coobLeHns
umeeT 3HauyeHue 0, To HeoBX0OMMO yCcTaHaBNUBATbL MakCUManbHbIA pasmep nonsa «lpuknagHble JaHHbIE»
(FRMPayload), cooTBETCTBYIOLLMIA CAMON HA3KON CKOPOCTN Nepena4un gaHHbIX;

- ecnu none «AganTUBHasA CKOPOCTb nepegadvn AaHHbix» (ADR) nocnegHero Bocxoasiero coobLeHns
MmeeT 3HadeHue 1, To HeobXxoaMMO yCTaHaBnMBaTbL MaKCUMalbHbIM pasMep nons «lpuknagHble AaHHbEe»
(FRMPayload) cooTBeTCTBYIOLWNM CKOPOCTU Nepenayn daHHbIX, UCMOoMNb3yeMOol YCTPOMCTBOM ANA nepegayun
nocrnegHero BOCXoAsALLEro coobLLeHus.

MpumeyaHune — [lpu nonydeHnn obpesaHHoro MAC-oTBeTa cepBep CeTU MOXeT peTpaHcnuposate MAC-
KoMaHApbl, Ha KOTOpbIe He Mony4un OTBET.

Tabnuua 4 — MAC-komaHgbl

Mepepaetcs
CID KomaHpa OKOHEUHOMY GEAGEGH KpaTtkoe onucaHue
YCTPOWCTRY cTaHuum
0x01 Resetind % — VMcnonb3ayloTes YCTPOUCTBaMK C akTUBaUUEN Yepes
nepcoHanM3auuio Ans uHavkauuy cbpoca v cornaco-
BaHWsA BEpPCWUW NPOTOKONa
0x01 ResetConf — X MNoaTeepxaaet komanay Resetind
0x02 LinkCheckReq X — Mcnonb3yeTcs OKOHEYHBIM YCTPOWCTBOM ONA NpoOBEp-
KW €ro NofKnio4eHus K cetu
0x02 LinkCheckAns — X OTBeT Ha komaHay LinkCheckReq.
CogepvT OLEHKY MOLLHOCTM MONYYEHHOro curHa-
na, yKasblBaloLLY0 Ha Ka4eCTBO NpuemMa OKOHEYHOro
yCTpOWcTBa (YCTOMYMBOCTL CBA3M)
0x03 LinkADRReq — % 3anpaluMBaeT OKOHEeYHOEe YCTPOUCTBO U3MEHUTB
CKOPOCTb NepefaYyy AaHHbIX, MOLLHOCTE Nepeaaydu,
KONM4YeCTBO NOBTOPEHWIA UMK KaHan
0x03 LinkADRANs X — MNoaTeepxaaet komaHay LinkADRReq
0x04 DutyCycleReq — YcTaHaBnMBaeT MakcuMarnbHOe arpernpoBaHHoe 3Ha-
yeHue paboyero Lukna ycTporucTBa Ha nepedaqvy
0x04 DutyCycleAns X MonTteepkaaet komaHay DutyCycleReq
0x05 RXParamSetupReq — YcTaHaBnNMBaET napameTpbl OKOH npuema
0x05 RXParamSetupAns X MonTteepxoaeT koMmaHay RXParamSetupReq
0x06 DevStatusReq — 3anpaluvBaeT cTaTyc OKOHEYHOro YCTPOUCTBa
0x06 DevStatusAns X BoaBpaluaet cTatyc (COCTOSHWME) OKOHEYHOrO YCTPOR-
CTBa, a UMEHHO ypOoBeHb 3apsaaa ero batapeu n oT-
HOLWeHne curHan/wym (oueHKa gemMoaynsauumn)
0x07 NewChannelReq — CozpaeT unu U3MeHRAET onpeaeneHue paguokaHana
0x07 NewChannelAns X Moateepxaaet komaHay NewChannelReq
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OkoHYaHue mabnuubi 4

Mepenaetcs
CID Komanga OKOHEUHOMY 6a30BON KpaTtkoe onucaHue
yCTpPOWCTBY cTaHuuu
0x08 RXTimingSetupReq — X YcTaHaBnvMBaeT BpEMEHHbIE MHTEPBArbI ANA OKOH
npuema
0x08 RXTimingSetupAns X — MooteepkaaeT komaHay RXTimingSetupReq
0x09 TxParamSetupReq — X WcnonesyeTca cepeepom ceTu, YToBbl yCTaHOBUTL
MaKCUMarnbHO JOMYCTMMOE BpeMs 3aepKKN U MaK-
cvManbHyo atheKTUBHY N30TPOMHYID MOLLHOCTb
nany4eHua (EIRP) okoHe4YHoro ycTponcTea Ha OCHOBe
NOKanbHBIX COrMalleHnii U1 HOpMaTUBHLIX aKTOB
0x09 TxParamSetupAns X — MooteepxaaeT komaHay TxParamSetupReq
0x0A DIChannelReq — X MameHsaeT onpefenedne HACXoasLwero paguokatana
okHa nprvema RX1 nyteM cMmelleHMa YacToTel nepe-
Oaqy HUCXOOALLEN NUHMKW OT YacTOThl BOCXOAALLEN Nn-
HWUK CBA3W (T. €. CO3AaHNe aCUMMETPUYHOrO KaHana)
0x0A DIChannelAns X — MonteepxaaeT komaHgy DIChannelReq
0x0B RekeyInd X — Vicnone3yeTcs ycTPOMCTBOM C akTMBaUMEN No BO3-
Oyxy Ansa onoeelleHns 06 0OHOBNEHWW ceaHca CBA3N
YCTPOWCTBA C CEpBEPOM CETU (0BHOBMEHMWE KIHOYER)
0x0B RekeyConf — X MoareepaaeT komanay Rekeylnd
0x0C | ADRParamSetupReq — X KMcnonbayeTcsa cepBepoM CETU NS YyCTaHOBKM
ADR_ACK_LIMT n ADR_ACK_DELAY napameTpoB
OKOHEYHOTro YCTpOKWCTBa
0x0C | ADRParamSetupAns X — MoaTeepaaet komanay ADRParamSetupReq
0x0D DeviceTimeReq X — cnonbayeTcs OKOHEeYHbIM YCTPONCTBOM AN 3anpoca
TeKyLLei gaTel U BpEMEHU
0x0D DeviceTimeAns — X CeTb oTnpaBnseT oTBeT Ha 3anpoc Device TimeReq
0x0E ForceRejoinReq — X [MoceinaeTca ceTbio ANA 3anpoca HemeaneHHoro
nepenpucoeivHEHNA YCTPOUCTBA K CETM, OOMOMHW-
TENBHO YKa3bIBAETCH KONMUYECTBO W NEPUOGNYHOCTD
NMOBTOPOB
0xOF RejoinParamSetup - X*: WMcronbayeTtea ceThbio ANA yCTaHOBKW NepUoanYHOCTU
Req OTNPaBKK YCTPOWCTBOM 3aNpoOCOB Ha Nepenpucoeam-
HEHWE K CETU
0x0F RejoinParamSetup % — MNoaTeepxaaeT kKomaHay RejoinParamSetupReq
Ans
Oor [NponpueTapHsie % X 3ape3epBUpOBaHO ONA KOMaHA, SENCTBYOLWMX TONMLKO
0x80 KOMaHab! B pErMoHanbHbIX CETAX
ao
0xFF

MpumeyaHuna

1 B ocHOBHOM OKOHEYHOe YCTpOWCTBO ByOeT oTBeYaTh TONbKO OAWH pa3 Ha nwobyio nonyyeHHyilo MAC-komaHay.
Ecnv oTBeT notepsaH, To ceTb BeIHyXAeHa ByaeT cHoBa nocrnate koMaHay. CepBep CeTu peluaeTt, YTo KoMaHaa AoMKHa
BbITe OTNPaBNeHa NOBTOPHO, KOTAa OHa Nony4aeT HOBOE BOCXOAsLEE COOBLLeHe, KOTOPOE HE COAEPXKUT OTBETA.

Tonbko RxParamSetupReq, RxTimingSetupReq n DIChannelReq nmeroT Opyroi MexaHuam NoATBepXaeHus, onu-
CaHHbIW B COOTBETCTBYIOLUMX pa3denax, Tak Kak OHW BAWSAIOT Ha napaMeTpbl HUCXOOALWEN MUHWN CBA3N.
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2 Korgpa MAC-koMaHOa MHULMUPYETCA OKOHEYHLIM YCTPOWCTBOM, CETb [enaeT Bce BO3MOXHOE AN OTNpaBKu nog-
TBepxaeHus/oTeeTa B okHa npuema RX1/RX2 cpasy nocne 3anpoca. Ecnu oteBeT He nonyyeH B okHa RX1 n RX2, To oko-
HEYHOE YCTPOWCTBO MOXET peanv3oBaTth Nobol MexaHnaM NoBTOPa, KOTOPLINA COYTET HYKHBIM.

3 OnuHa MAC-koMmaHObl He 3afaeTcsa ABHO WM JOMKHa BbiTb HeABHO M3BecTHOM no MAC-peanusauuu. [Noatomy
HenzBecTHble MAC-koMmaHakel He MoryT BbiTb NponyLLEHbl, 1 NepBas HeusBecTHas MAC-komaHga 3aBepwiaeTt obpaboTky
nocneposatensHoctu MAC-komaHa. LlenecoobpasHo vcnone3osate MAC-kOMaHObl, COOTBETCTBYHOLLME BEPCUSAM CTaH-
gapta, B kotopom MAC-koMaHOa Gbina Bnepsble onybnukosaHa. Taknm obpasom, Bce MAC-komaHdbl, peanu3oBaHHbIe
00 NOSIBNEHWA HACTOsLLEero ctaHgapTa, MoryT 6biTb 06paboTaHbl OKOHEYHbIM YCTpOMCTBOM Aaxe cpean MAC-komaHa,
OMUCaHHbIX TOMNBKO B Tekyluen Bepcum cneuundurkaumm LoRaWAN RU, v ecnu oHa HoBee, YeM peanu3auns OKOHEYHOro
YCTPOWCTBA.

6.3.1 Komanabl vHgukaumnm cépoca (Resetind, ResetConf)

HaHHaa MAC-komMaHga OOCTyMNHa TOMbKO ANsl YCTPOWCTB C akTUBaLMen Yepes NepcoHannsauunio, aktm-
BUPOBaHHbLIX B CETW C cCepBeEpPOM ceTu, nogaepxmsarwwnm LoRaWAN v.1.1. Ha cepBepe ceTu, nogaepxveato-
wem Tonbko LoRaWAN v.1.0, gpaHHaa MAC-komaHga He peann3oBaHa.

YcTpolcTBa ¢ akTUBaLMen No BO3OYXY HE OOIMKHLI OTNpaBnsaTh 3Ty kKoMaHay. CeTeBon cepBep OOMKEH
MrHOPUpPOBaTbL KOMaHay Resetind, NoCcTynMBLUYIO OT YCTPOWCTBA C aKTUBALMEN NO BO3OYXY.

C nomolbto KomaHgbl Resetind ycTpoWCTBO C akTMBaULWeEW Yepes nepcoHanusauuio W3BeLLaeT CeTwu,
YTO OHO ObINIO MOBTOPHO MHUUMANM3MPOBAHO M YTO OHO MepeknYeHo Ha ceon MAC- 1 paguoHacTpoiKM Mo
YMON4YaHuio (T. €. NapameTpbl, U3Ha4YanbHO 3anporpaMMUpoBaHHbIE B YCTPOWCTBE MpPU U3roTOBMEHUM, 338 UC-
KInio4eHMeM Tpex cHeT4ymnkoB kagpoB). Komangoa Resetind nomxHa gobaenatees B none «lapameTpsl kagpa»
(FOpts) Bcex Bocxoosilmx kKaapos, noka He byaet nonyveHa komaHga ResetConf.

[aHHaa KoMaHga He ABMSEeTCH CMrHanoM CeTeBOMY CepBepy, YTO Obin cOpOLLeHbl CHETYMKN KaapoB.
CUeTUYMKM KagpoB HUCXOOALLMX W BOCXOOSLLMX COOOLWEHNA He AOMMKHbI cOpackiBaTbCH B YCTPOWCTBAX C aKTu-
BaUWer Yepes nepcoHanuaaumnio.

MpumeyaHue — [laHHas koMaHga npegHasHadeHa OnA YCTPOWUCTB C akTUMBaUMEW Yepe3 MepcoHanuaauuio,
MUTaHUE KOTOPLIX MOXKET BbITh OTKMNIOYEHO B KAKOW-TO MOMEHT BPEMEHU (Hanpumep, 3ameHa batapen). YCTpOUCTBO MOXET
noTepsATb HACTPOMKU COEQWHEHUS HA CEaHCHOM YpoBHe, XpaHsawmecs B O3Y (KpoMe CYETYMKOR KaQPOB, KOTOPLIE A0IMKHEI
ObITb COXpaHeHbl B 3HEProHe3aBMCUMON NamaTK). B aTom cnyyae yCTpONCTBO HyXKOaeTcA B TOM, YTOObI Kak-To coobwmnTb
cepBepy CETU 0 MNOTepe HacTpoeKk coeguHeHWs Ha ceaHcHoM ypoBHe. B Byaywmnx Bepcuax npotokona LoRaWAN RU ata
KOMaH4a MOXET TakKe WCMOoNb30BaTbCA ANA COrMacOoBaHWA HEKOTOPLIX NMapaMeTpoB NMPOTOKOMa Mexay YCTPOWCTBOM U
CEepBEPOM CETHU.

KomaHpa Resetind BkniodaeT B cebsa gononHuTensHelin Homep Bepcun LoRaWAN RU, nogaoepkuBae-
Mom yctponcteoM. CTpykTypa KomaHasl Resetind npuBegeHa Ha pucyHke 14.

Paamep (B baiTax) 1

[anHbie Resetind (Resetind Payload) Bepcua LoRaWAN RU ycrpoiictea (Dev LoRaWAN RU version)

PucyHok 14 — CTpykTypa KomaHabl Resetind

Crpyktypa nonsa «Bepcusa LoRaWAN RU ycTpoiictea» (Dev LoRaWAN RU version) komaHgel Resetind
npueeneHa Ha pucyHke 15.

Butel 74 3.0
Bepcusa LoRaWAN RU ycTpoicTea RFU [ononHuTensbHbIA HOMEpP BEPCUM
(Dev LoRaWAN RU version) (Minor)=1

PucyHok 15 — CtpykTypa nons «Bepcua LoRaWAN RU yctpoitctea» (Dev LoRaWAN RU version) komangel Resetind

Mone «[dononHutencHblin HOMep Bepcuu» (Minor) ykasblBaeT Ha LOMONMHUTENbHLIA HOMED BepCuu
LoRaWAN RU, noggepxuBaemMblii OKOHEYHLIM YCTPONCTBOM (CM. Tabnuuy 5).
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Tadtnuua 5— 3HadyeHusa nonga «JononHUTENbHLIM HOMep Bepcuuy (Minor)

HononHutensHeI Homep Bepcuu (Minaor) 3HaveHWe nons
RFU 0
1 (LoRaWAN RU x.1) 1
RFU Ot2p015

Korna ceteBon cepBep nony4aet Resetind, oH oTBevaeT komaHgon ResetConf.

Komanga ResetConf cogepxuT ogvH 6alT OaHHbIX, 3aKoOMpOBaHHLIX B COOTBETCTBMW C BepcUeENn
LoRaWAN RU, nogoepxvBaemon cepsepoM CeTH C MCMnonb3osaHnem popmMmara, COOTBETCTBYIOLLETO BEPCHUN
LoRaWAN RU ycTponctea (Dev LoRaWAN RU version). CTpykTypa komaHabl Resetind npuBegeHa Ha pucyH-
ke 16.

Pasmep (B 6anTax) 1

JaHHble ResetConf (ResetConf Payload) Bepcusa LoRaWAN RU cepsepa cetn
(Serv LoRaWAN RU version)

PucyHok 16 — CTtpykTypa komaHgel ResetConf

Bepcusi cepsepa, koTopyt HeceT ResetConf, fomkHa coBnagaTth C Bepcuel ycTpoicTea. Ilioboe gpyroe
3HayeHue ABNAETCA HeJoNyCTUMBIM.

Ecnu Bepcusa cepBepa He COBNagaeT C BEPCME YCTPOMCTBA, YCTPOWCTBO AOMMKHO OTOPOCHTL KOMaHay
ResetConf n noBTOpHO OoTNpaBuTh koMaHay Resetind B cnegytollem Bocxogdallem Kkagpe.

6.3.2 KomaHgbl npoBepku nogknwyeHus K cetu (LinkCheckReq, LinkCheckAns)

C nomolubto komaHabl LinkCheckReq oKkoHe4YHoe YCTPONCTBO MOXET MPOBEPUTHL CBOE MOOKHYEHUE K
cetu. KomaHga He MMeeT nonesHblX JaHHbIX.

Korpa ceteBoit cepeep nonyyaet LinkCheckReq yepes oouH UNU HECKOMBKO U308, OH OTBEYaeT KO-
maHgow LinkCheckAns. CTpykTypa koMaHgbl LinkCheckAns npveefeHa Ha pucyHke 17.

Pazmep (B banTax) 1 1

[anHble LinkCheckAns YcTonumBocTe gemoaynsuumn (Margin) Yucno wnosoe (GwCnt)
(LinkCheckAns Payload)

PucyHok 17 — CTtpykTypa KoMmaHabl LinkCheckAns

Mone «YctonuuBocTe gemoaynauumy» (Margin) npegcraenaet coboit 8-butoBoe Lenoe yvcno 6es 3Haka
B AnanasoHe ot 0 fo 254 n ykasbiBaeT 3Ha4ueHue yCTOMYMBOCTU CBA3KM B AB, nonyveHHoe No akTy ycnewHoro
nprvema nocnegHen MAC-komaHabl LinkCheckReq. 3HadeHune, paeHoe 0, o3HavaeT, 4To kagp Obin nony4eH
Ha MUHUManbHOM ypoBHe aemogynauun (0 b unu npyu oTCYTCTBUKM 3HAYeHWst), a 3HadeHne, paBHoe 20, Ha-
npyvMep, O3HavaeT, 4YTo kagp goctur wnw3sa ¢ 20 gb 3anaca oTHOCMTENBLHO NoOpora AeMoaynsaunn. 3HadeHue,
paBHoe 255, 3apezepBupoBaHo Ansa ByayLlero UCNonb30BaHWS.

Mone «Yucno wnio3o» (GwCnt) onpegensier yMcno WN030B (ba30BLIX CTaHUKA), KOTOpPbIE YCMNELIHO
nony4unu nocnefHw komanay LinkCheckRegq.

3HaYeHUss MUHUMAanbHOIO YPOBHS COOTHOLIEHWA CUrHan/WymMm Ans AeMOZynaAuMKn nakera npyusBeaeHbl B
Tabnuue 6.

Tatnuua 6— 3HaYeHUa MMHUMATBHOMO YPOBHA COOTHOLUEHWA CI/IFHEU'II'LIJyM ona geMmooyndauun naketa

CkopocTb nepegaum Curnan/wym (SNR) MuHMMansHoro ypoBHs aemoaynsauuu naketa (ab)
DRO =20
DRA1 =178
DR2 -15
DR3 -12,5
DR4 -10
DR5 =79
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6.3.3 ApanTtaums ckopocTM nepega4u gaHHbix (LinkADRReq, LinkADRAnRS)
C nomoubio komaHab! LinkADRReq ceTeBoi cepBep 3anpallvMBaeT OKOHEYHOe YCTPOMCTBO BbIMOMHUTD
ajlanTaluunio CKOpOoCTU Nepefadn AaHHbix. CTpykTypa komaHael LinkADRReq npuBefieHa Ha puUcyHKe 18.

Pazmep (B BanTax) 1 2 1
OanHbie LinkADRReq 3anpolueHHasa cKkopocTb Macka kanana (ChMask) N3bbITouHOCTD
(LinkADRReq Payload) nepegadn AaHHbIX W BbIXod- (Redundancy)

Haa MOLLHOCTbL NepeaaTyu-
ka (DataRate_TXPower)

PucyHok 18 — CTpykTypa komaHapl LinkADRReq

CTpykTypa nons «3anpolleHHas CKOpPOCTb Mepefayu OaHHbIX W BbIXOAHAS MOLLHOCTb MepefaTyMkan
(DataRate_TXPower) komaHgbl LinkADRReq npvBeneHa Ha pucyHke 19.

Butbl [7:4] [3:0]
3anpolleHHasn CKopocTb Nepedayu 3anpoLUeHHasn CKopocTe nNepedayn BbixogHas MOLLHOCTE NepedaTyuka
[aHHbIX U BbIXOAHaA MOLIHOCTE nepe- nanHbix (DataRate) (TXPower)
patyunka (DataRate_TXPower)

PucyHok 19 — CTpyKTypa nons «3anpoLleHHas CKOpoCTb Nepefayl JaHHbIX U BbIxoAHAs MOLHOCTL nepeaaTymkay
(DataRate_TXPower) komangel LinkADRReq

3anpolweHHas ckopocTh Nepefadn faHHbix (DataRate) w BeixogHasa mowHoCcTs nepegatyunka (TXPower)
SABMAKTCA perMoHanbHbiMKM NapaMmeTpamn 1 onpegenedsl B pasgene 9. BoixogHas MOLWHOCTL Nepegaryumka,
yKaszaHHaa B KOMaHde, [OMMKHa paccMaTpyMBaThCs Kak MakcMManbeHas MOLWHOCTL nepefayn, Ha KoTopon Mo-
)eT paboTaTth ycTpoicTBO. Ecnv B KoMaHZe 3agaHa MOLLHOCTb, MpeBbillaas MakcMmManbHy MOLWHOCTh
YCTPOCTBA, TO OKOHEYHOE YCTPOMCTBO AOMKHO NOATBEPAWTL YCMELUHOe BhINOMHEeHWe KoMmaHdel u pabotatb
Ha CBOEM MakCUMarbHO BO3MOXXHOW MOLLHOCTM.

3Hauenue OxF (15 B gecaTudHOM chopmMare) 3anpoLUeHHOW CKOpOCTK Nepefayum faHHbix (DataRate) unun
BbIXO4HOW MOLLHOCTK nepenatymka (TXPower) o3HayaeT, 4TO YCTPOWCTBO OOMKHO MTHOPMPOBAThL 3TO Mone u
COXpaHWTb TeKylllee 3Ha4YeHve napameTpa. Macka kaHana (ChMask) kogupyeT ncnonb3oBaHve KaHanos Ans
nepegayn B BOoCXodsLlen nuHuK ceasm (but O cooTBeTCcTBYeT MNadlwemy paspsgy) B COOTBETCTBUM ¢ Tabnu-
uen 7.

Tabnuya 7— Kogmnposanue nons «Macka kaHana» (ChMask)

Buthbl Mcnonbayemble KaHanbi
0 Kanan 1
1 Kanan 2
15 KaHan 16

But B none «Macka kaHana» (ChMask), ycTaHOBneHHbI B 1, 03Ha4aeT, 4TO COOTBETCTBYHLWMA KaHan
MOXeT UCMOoNb30BaTbCs AN nepeaayn B BOCXOAsILLEN MMHUW CBSA3W, €CNU 3TOT KaHan obecneunBaeT CKOPOCTb
nepefayn JaHHbIX, B HacTosLLEEe BPEMS WCMOMNb3YEMYK YCTPOWMCTBOM. BuT, ycTaHoBneHHbld B O, o3Havaer,
YTO COOTBETCTBYHOLLNE KaHanbl cneayeT UCKII0YUTD.

Mone «M3bbiTouHocTh» (Redundancy) (cm. pucyHok 20) BkmoyaeT none «4Hucno nepegad» (NbTrans).
OT0 none ucnonb3ayeTca AMs BOCXOAALWMX Kagpoe, Tpebylowmx u He Tpebyowmx NoOATBEPKAEHUSA nonyye-
HWSA. 3Ha4YeHWeM No yMoMn4aHWio ABMSETcH 1, KOTOpoe COOTBETCTBYET OO4HOWM nepedade kaxgoro kagpa. Jo-
nycTumeld guanasoH ot 1 go 15. Ecnu nonyyeHo 3HaveHue nonsa «4Yucno nepegadq» (NbTrans), pasHoe 0, TO
YCTPOMCTBO AOMMKHO COXPaHUTL TeKyLlee 3HavYeHne Yyncna nepenayd Hem3mMmeHHbIM.
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BuTtbl 7 [6:4] [3:0]
30bITOUHOCTD RFU YnpaeneHve Mackoi kaHana Yucno nepepad (NbTrans)
(Redundancy) (ChMaskCntl)

PucyHok 20 — CtpykTypa nons «Wa3beitouHocTe» (Redundancy)

Mone «YnpaeneHus mackon kaHana» (ChMaskCntl) ynpasnser uHTepnpeTauven paHee onpegeneHHoro
BuTosoro nonga «Macka kaHana» (ChMask). lNMone «YnpaeneHua mackon kaHana» (ChMaskCntl) koHTponupy-
et 6rnok u3 16 KaHanoB, K KOTOpbIM NpuMeHseTcs none «Macka kaHana» (ChMask). OHo Takke MOXKeT BbiTh
MCNonb30BaHo, YToObl rMobanbHO BKMHYUTE WM BBIKITHOYWTL BCe KaHasbl. Micnonb3oBaHve atoro atpubyTta
SIBNAETCA pervMoHanbHbIM NapaMeTpoM W onpenenseTtcd B pasgene 9.

CeTeBol cepBep MOXET BKYMTE HECKOMNBKO MocnegoBaTtenbHbiX KomaHg LinkAdrReq B oQHO HMCXO-
asauwee coobuieHve. C uens KOHMUrypupoBaHWs Macky kaHana OKOHEeYHOro YyCTPOMCTBA OKOHEYHOE YCTPO-
CTBO A0MmKHO obpaboTtaTe BCH nocnegoBaTenbHOCTe LinkAdrReq B cooblweHusiXx B TOM Nopsaake, B KOTOPOM
OHW MepefaHbl B HACXOOALWEM COODLWEHUN, KaK OOMH eduHbI Onok komaHg. CeTeBOW cepBep He OOMKeH
BKMOYaTb B HUCXo4AWee coobuleHve Bonee ogHoro takoro 6rnoka komaHg. OKoHeYHoe YCTPOWCTBO AOIHKHO
nocnatb 0gHy komaHay LinkAdrAns, 4Tobbl NO4TBEPAMTE WM OTKMOHUTE Becb eauHblit ADR koMmaHgHbIf Brok.
Ecnn Hucxopswee coobueHne HeceT Bonee ogHoro eguHoro ADR komaHngHoro 6noka, To yCTpONCTBO A0MKHO
o6paboTaTb TONbKO NepBbii U3 HUX 1 oTnpaBuTb NAck (komaHga LinkADRAns co Bcemu ButaMmm cocTosHus,
ycTaHoBneHHbIMW B 0) B OTBET Ha Bce ocTarnbHble ADR koMaHaHble 6noku. YcTpoicTBo gomkHO obpabaTtbl-
BaTb nona «CkopocTe nepegadv gaHHbix» (DataRate), «BbixogHas mowHocTe nepegatymka» (TXPower)
«Yucno nepegaq» (NbTrans) Toneko n3 nocnegHer komangel LinkAdrReq B nocnegoeatensHocTn ADR ko-
MaHgHoro broka, Tak Kak 3HadeHus 3TUX napameTpoB onpedenstoT obliee cocTosiHue ycTpowncTea. B none
«lMoaTeepkaeHve nonyveHus coobuieHns» (ACK) BUT macku kaHana B OTBETe AOIDKEH OTpaxaTb NpuHATHe/
OTKJIOHEHWE OKOHYaTENbHOro NaHa kaHanoe nocre obpaboTkn BCeX 3NeMEHTOB yNpaBreHna Mackor kaHana
B nocnegosatenbHoct ADR komaHaHoro 6noka.

YacToTa Kaxaoro kaHana sagaeTtca AN KOHKPeTHOro pervoHa u onpegeneHa B pasgene 9. OkoHedHoe
YCTPOWCTBO OTBe4vaeT Ha komaHgy LinkADRReq komaHgown LinkADRAns. CtpykTypa kKomaHael LinkADRAnNs
npueefeHa Ha pucyHke 21.

Pazmep (B BanTax) 1

HanHele LinkADRARNs (LinkADRAnNs Payload) Cratyc (Status)

PucyHnok 21 — CrpykTypa komaHabl LinkADRAns

Ctpyktypa nons «Ctatyc» (Status) komangpl LinkADRAnNs npuBeneHa Ha pucyHke 22.

BuTtbl [7:3] 2 1 0

RFU

Craryc (Status) BrixogHas MOLWHOCTb 3anpolueHHan Macka kaHana B none

nepegaTyMka B none
«[loaTeepxaeHve

nony4eHus coobue-
Hus» (Power ACK)

CKOPOCTb Nnepega4un
B none «llogTBepk-
OEHUE nony4YeHus

coobLeHusa» (Data

«[NogTBEpXKOEHME
nonyyeHusa coobLuie-
Hua» (Channel mask

ACK)

rate ACK)

PucyHok 22 — Crpyktypa nons «Cratyc» (Status) komaHgel LinkADRAnNs

BuTtebl nonsa «Cratycy (Status) komangbl LinkADRARNSs umeloT 3Ha4yeHust cornacHo Tabnuue 8.
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AtpunbyT

bur=0

bur =1

Macka kaHana B none
«MoaTeepxaeHUe NonyyYeHus
CO0BLLEHUA»
(Channel mask ACK)

OTnpaBneHHas Macka kaHana paspellaeT
WCMOoNb30BaHWE NOKa HeonpeaeneHHoro
KaHarna unu macka kaHana Tpebyert oT-

KntoveHus Bcex kaHanos. KomaHga Beina

OTKIIOHEHA, U COCTOAHNE OKOHEYHOro
yCTpoWcTBa He BbINo N3MeHEeHO

OTnpaBneHHas mMacka kaHana
YCNELHO MHTEPMNPETUPOBaHA.
CraTychl Bcex B HACTOsLLEE BPEMS
onpeeneHHbIx kaHanoe BbinK ycTa-
HOBMEHbI B COOTBETCTBMWN C MacKon

3anpolueHHas ckopocTb

nepefayn gaHHbIX B none
«[NoagTBEpOEHUE Nony4yeHus
coobueHus» (Data rate ACK)

3anpolleHHan CKOpoCTb Nepefayy AaHHbIX
HEW3BECTHa OKOHEYHOMY YCTPOWCTBY UNu
HEBO3MOXHO 0becneynTs 3a4aHHYK Macky
KaHarna (He NogaepXUBaETCA HM OOHWUM
13 BKIMKOYEHHbIX KaHanos). KomaHga 6Geina
OTKINOHEHa, U COCTOAHWE OKOHEYHOro
YCTpOWCTBA He BbINo M3MeHEHO

CkopocTb Nepegaqn AaHHbIX Obina
YCMeLHo yCTaHoBNEHa UMK Nnone
«3anpoLUeHHasi CKOPOCTb Nepenaqymny
(DataRate) B 3anpoce 6bino ycra-
HOBMEHO B 3Ha4eHue 15, u oH Bbin
NPOUrHOPUPOBAH

BrixogHas MOLWHOCTL nepe-
AaTtymkKa B none
((HO,D,TBEFJ}KAEHMG nony4veHua

YCTpoWCTBO He MOXET paboTaTb Ha ypoBHe
UMW HWXe 3a4aHHOMO YPOBHS BbIXOOHON
MOLUHOCTW nepedatyvka. Komanaa beina

YcTporcTBO MOXeT paboTaTe Ha
YPOBHE UMK HWKe 3a4aHHOM0 YPOBHS
BbIXOAHOW MOLLIHOCTUW NepedaTyuka,

coobwenuna» (Power ACK) OTKINOHEHA, U COCTOAHWE OKOHEYHOTO

yCTpoWcTBa He 6bINo N3MeHeHo

nnu none «BeixogHaa MOLWHOCTE
nepegarduka» (TXPower) B 3anpoce
BbINo YyCTAaHOBMEHO B 3Ha4YeHue 15, u
OH BbIN NPOUrHOPUpPOBaH

Ecnn nioboit n3 atux Tpex butos paseH 0, TO 3TO 3HA4UT, YTO KOMaHAa He BbIMNONHEHa U YCTPOWCTBO
COXPaHWIIO NpexHee CoCToAHME.

6.3.4 Pabouwni yuukn yctpouctBa (DutyCycleReq, DutyCycleAns)

Komanpa DutyCycleReq vncnonb3yeTcs cepBepOoM CETW, YTODbl OFPaHWYMTb OKOHEYHOMY YCTPOWCTBY
Bpems Ha nepegadvy coobleHunit B paguoadupe. COBOKyNHOe orpaHuyveHve Ans BCeX 4acToT COOTBETCTBYET

OrpaHUYeHWo ANA KaXaon ucnonbayemMoi YyactoTel. CTpykTypa komanasl DutyCycleReq npuBedeHa Ha pu-
CyHke 23.

Pazmep (B banTax) 1

[anHble DutyCycleReq (DutyCycleReq Payload) Paboymin unkn nepegaym (DutyCyclePL)

PucyHok 23 — CtpykTypa komaHaesl DutyCycleReq

Crtpyktypa nonsa «Paboymin unkn nepegadm» (DutyCyclePL) komangbl DutyCycleReq npuBegeHa Ha pu-
CyHKe 24.

Butsl [7:4]

RFU

[3:0]

PaGounia umMkn nepenadn

MakcumansHo gonyctumMblid pabounia
(DutyCyclePL)

uukn nepegadvv (MaxDutyCycle)

PucyHok 24 — CtpykTypa nons «Pabouni yukn nepegadmn» (DutyCyclePL) komaHabl DutyCycleReq

MakcuMansHO OoMyCTUMEIA paboynii LMKN nepenadn BelMUCASETCa:
1
2 MaxDutyCycle

aggregated duty cycle =

Honyctumelin gnanasoH agna MaxDutyCycle ot 0 go 15. 3HaveHune 0 COOTBETCTBYET «HET OrpaHUYEHMAy,
€ClMNW B perMoHarnbHbIX HaCTPONKaxX He yKasaHo MHade.

OkoHeuHoe ycTpoWcTBO oTBevaeT Ha DutyCycleReg komangon DutyCycleAns.
DutyCycleAns He coOepX 1T HUKaKUX None3HblX AaHHbIX.

MAC-komaHga
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6.3.5 MNMapameTpbl okoH npuema (RXParamSetupReq, RXParamSetupAns)

KomaHoa RXParamSetupReq no3Bonser M3MeHATb YacTOoTy M CKOPOCTb Nepefayn AaHHbIX, YCTaHOB-
TNeHHbIe NSt BTOPOro okHa npuema (RX2) nocne kaxgoro BOCXOASLLEro cooblieHns. 3Ta KoMaHOa Takke
No3BoNsAeT 3anporpaMMMpoBaTh CMELLEHUE CKOPOCTU Nepedayn AaHHbIX B BOCXOOAALWENR NMUHUW CBA3W OTHOCKU-
TeNnbHO CKOPOCTW Nepeaayv OaHHbIX B HUCXOASALLEN NMMHUKM CBA3KW B OKHO npuema RX1. CTpykTypa KoMaHabl
RXParamSetupReqg npuBeneHa Ha pucyHke 25.

Pazmep (B barTax) 1 3
[anHble RXParamSetupReq [MapameTpbl HUCXOOALLEHA MUHUKW CBA3K YactoTta (Frequency)
(RXParamSetupReq Payload) (DLsettings)

PucyHok 25 — CtpykTypa komanabl RXParamSetupReq

Ctpyktypa nons «[lapameTpbl HUcxoasawen nuHun ceasuy» (DLsettings) komangsl RXParamSetupReq
npueeneHa Ha pucyHke 26.

BuTol 74 [6:4] [3:0]

[MapameTpkl HUCXOOALLEN RFU RX1DRoffset RX2DataRate
nuHUK ceasn (DLsettings)

PucyHok 26 — CtpykTtypa nons «[apameTpbl HUcxoaswen nuHum ceasmy» (DLsettings) komanael RXParamSetupReq

Mone RX1DRoffset 3agaet cmelleHne Mexay CKOPOCTbIO Nepefadyn AaHHbIX BOCXOoOsAWEeN NMHUK CBS-
31 U CKOPOCTbK nepefavyn OaHHbIX HACXOOALIEA NUHUKW CBA3W, UCMOMb30BAHHOW ONS CBA3M C OKOHEYHBLIM
YyCTPOWCTBOM B nepeom okHe npuemMa (RX1). Mo ymonuyanuto 310 cmelwteHne pasHo 0. CmelleHne ncnonbay-
eTcs, YToBObl YYMTLIBATE MAKCUManbHbIE OrpaHUYEHUS NIOTHOCTU MOKPLITUS BA30BbLIX CTAHLMA B HEKOTOPbIX
permoHax n 6anaHCcHpoBaTh 3arpyKeHHOCTLH BOCXOASALLEN U HUCXOASLWEN NMHUMIA paguocesasu. lNogpobHee o
3HavyeHuax RX1DRoffset onncaHo B pasgene 9.

Mone RX2DataRate onpenenser ckopocTb Nepefadvyy JaHHbIX HACXOAALWEN NUHAKW CBA3W, UCMNONb3ye-
MO BO BTOpOM OKHe npuema RX2, cnegya npaBunam, aHanormyHeiM Ans Komadgbl LinkADRReq (0 o3HavaeT
DRO0/125«ly, kK npumepy).

Mone «YactoTta» (Frequency) cooTBETCTBYET 4ACTOTE, UCMOMNBL3YEMON ONA BTOPOro OkHa npuema RX2,
npw 3TOM 4YacToTa KOOMPYETCH aHanorM4Ho onucanui komanasl NewChannelReq.

Komanga RXParamSetupAns ncnonb3yeTca OKOHeYHbIM YCTPOWCTBOM, YTOObLI NOATBEPOUTEL NMPUEM KO-
MaHabl RXParamSetupReq. Komannoa RXParamSetupAns nomxkHa obaenatbea B none «MNapameTpsbl Kagpa»
(FOpts) Bcex BoCXOAALLMX COODLLEHWIA, MOKA OKOHEYHOe YCTPOMCTBO He NMOMy4YMT HUCXOoAsLee coobLleHne B
okHO RX1 unu RX2 (c gnutensHocTeio RX2, xapakTepHon ansa ycTponcTea knacca A). 3To rapaHTUpYET, YTo
Oaxe NMpu HanM4uu NoTepy BOCXOOSLLMX NaKeTOB CETh BCErAa B KYpce NapamMeTpoB HUCXOAALEN NMUHUN CBSA-
31, UCMOMb3yeMbIX OKOHEYHBIM YCTPOMCTBOM.

CTpykTypa koMmaHgbl RXParamSetupAns npuBedeHa Ha pUcyHKe 27.

Pasmep (B 6bantax) 1

OaHHele RXParamSetupAns Cratyc (Status)
(RXParamSetupAns Payload)

PucyHok 27 — CtpykTypa komanabsl RXParamSetupAns

Crpyktypa nona «Ctatyc» (Status) komanabl RXParamSetupAns npuBefneHa Ha pucyHke 28. [None
«CrtaTyc» (Status) komaHgel RXParamSetupAns KogupyeTcs B COOTBETCTBUM ¢ Tabnuuen 9.

BuThbl [7:3] 2 1 0

Crartyc (Status) RFU RX1DRoffset ACK RX2 Data rate ACK Channel ACK

PucyHok 28 — Ctpyktypa nonsa «CTaTtyc» (Status) komaHael RXParamSetupAns
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Tabnuua 9— KogmpoeaHue nonsa «Ctatyc» (Status) komaHabl RXParamSetupAns

ATpubyT Butr =0 But =1

Channel ACK 3anpalwuBaemMas 4actoTa He npuMeHMma Ana oko- | KaHan ansa okHa npuvema RX2 ycnel-
HEYHOTO YCTPOWCTBA HO yCTaHOBMEH

RX2 Data rate ACK 3arnpolleHHas ckopocTk Nepefady AaHHbIX HeussecT- | CKopocTe nepedayy ANS OKHa npu-
Ha OKOHEYHOMY YCTPOWUCTBY ema RX2 ycnelwHo ycTaHoBneHa

RX1DRoffset ACK CmelleHue Mexay CKOpOCThio Nepeaadn gaHHelx Boc- | CmeweHne RX1DRoffset ycnewHo
XOOALWEN NMHUKA CBA3M W CKOPOCTBIO NMepegayn AaH- | yCTaHOBMEHO

HbIX HACXOASLEeN NMHWUKU CBA3KM ANA oKHa npuemMa RX1
3a npedenamMuy paspeLueHHoro gnanasoHa

Ecnu nwobon 13 atux Tpex butoe paseH 0, TO kOMaH4a He BbINOMHEHa, 1 YCTPOMCTBO COXPaHAET Npex-
Hee COCTOsIHME.

6.3.6 Cratyc okoHevHoro ycTponcTtBa (DevStatusReq, DevStatusAns)

C nomowbto komaHabl DevStatusReq ceTeBol cepBep MOXeT 3anpocuTb WMHGOpMaUKMIo O COCToRA-
HUM OKOHe4YHoro ycTtpoictea. KomaHoa He wumeeT aTpubyToB. Ecnu OKOHEYHOE YCTPOWCTBO MOMyYuMno
DevStatusReq, oHO OOMKHO OTBETUTbL KoMaHaow DevStatusAns. CTpykTypa komaHabl DevStatusAns npuse-
[JeHa Ha pucyHke 29.

Pa3mep (B BanTax) 1 1
HaHHble DevStatusAns YpoBeHb 3apana batapen Cratyc (Status)
(DevStatusAns Payload) (Battery)

PucyHok 29 — CrpykTtypa komaHgbl DevStatusAns

Mone «YpoBeHb 3apaga 6atapeu» (Battery) komangbl DevStatusAns xogupyetca B COOTBETCTBUM C Ta-
6nvuen 10.

Tabnwuua 10— KognpoeaHue nons «YpoBeHb 3apsaa batapeu» (Battery) komangbl DevStatusAns

YpoeeHb 3apaga 6atapen OnucaHne
0 OKoHe4HOe YCTPOWCTBO NOAKIMIOYEHO K BHELLUHEMY WCTOYHUKY NUTaHWA
Ot 1 go 254 YpoBeHb 3apsaga Gatapeu:

1 — HaxoguTcs Ha MUHUMYME;
254 — HaxoguTca Ha Makcumyme

255 OKOHEYHOE YCTPOWCTBO HE CMOIMO M3MEPUTL YPOBEHDb 3apsaaa batapeun

Mone «YcTon4mBoCTb Aemoaynsaumm» (Margin) cogepuT cooTHOLWeHWe curHan/wym (B Ab), namepeH-
HOe npu npueme nocnegHen komanasl — DevStatusReq. 3HauyeHne nonsa «YCTOMYMBOCTb AeMOOynsLUn»
(Margin) okpyrnsetcs go bnuxanliero Lenoro 3Ha4eHusa. 370 uenoe 6-6MToBoe 4YMCNO CO 3HAKOM C MUHK-
ManbHbIM 3Ha4eHueMm MuHyc 32 b 1 makcumansHbIM 3HadeHuem nntoc 31 ab.

Crtpyktypa nons «Ctatyc» (Status) komangbl DevStatusAns npuBegeHa Ha pucyHke 30.

Burel [7:6] [5:0]

Crartyc (Status) RFU YctonumeocTe gemoaynauun (Margin)

PucyHok 30 — Ctpyktypa nons «Ctatyc» (Status) komaHabl DevStatusAns

6.3.7 CozpaHue/mogucukauua kaHana (NewChannelReq, NewChannelAns, DIChannelReq,
DIChannelAns)

YcTpoicTea, paboTalolle B perMoHe, OnA KoToporo onpeaeneHd UkcpoBaHHbIM YacTOTHLIV NnaH Ka-
HanoB, HEe AOMKHbI BbINOMHATE 3T MAC-koMaHAb! (T. €. YyCTPOMCTBO He JOMKHO OTBeYaTh Ha KomaHabl). 3a-
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AaBaeMble KaHanbl AOMKHbI COOTBETCTBOBATL TPEOOBAHMAM PErMOHanbHbIX NapaMeTpoB, ONUCAHHLIX B pas-
pene 9.

Komanaa NewChannelReq MOXeT UCNoONb30BaTbCs ANs U3MEHEHMS NapaMeTpoB CyLLeCTBYKLWEro ABy-
HanpaBneHHOro KaHana unu cosgaHusi Hoeoro. KomaHaa 3afaet LeHTpanbHY 4acToTy HOBOMO KaHana u guna-
Na3oH CKOpOCTel Nepegayn AaHHbIX B BOCXOASILLEN NUHWUM, KOTOpbLIE MOTYT MCMOMNb30BaTLCS HA 3TOM KaHane
(pncyHok 31).

Paawmep (B baiiTax) 1 3 1
[anHble NewChannelReq | WHaekc kaHanos (Chindex) Yacrorta (Freq) [wnanasoH ckopocTel nepe-
(NewChannelReq Payload) Aauun gaHHelx (DrRange)

Pucyrok 31 — CtpykTypa komanael NewChannelReq

Mone «MHoekc kaHano» (Chindex) comoepXuT MHOEKC BHOBb CO34AHHOrO MMM M3MEHEHHOro KaHana.
Onsa kaxgoro pervoHa (cM. pasgen 9) ycTaHaBnNMBaKTCH KaHamnbl «N0 YMOMYaHWIO», KOTOpble He MOTyT BbiTb
M3MeHeHbI ¢ NoMoLbio koMmaHael NewChannelReq.

Ecnu uicno kaHanoB «no ymonyaHuio» paBHo N, To HymepoBaTbCs KaHanbl «N0 yMomn4aHwuio» byayTt
ot 0 go [N-1], a ot N go 15 BynyT HymepoBaTbCA pefakTupyeMble KaHanbl. Takum obpa3sowm, MNone «MHaekc
kaHanoB» (Chindex) moxeTt npuHumath 3HavyeHure oT N go 15. YeTpolcTBo 4OMKHO BbiTh B cOCTOAHUKM obpa-
BaTbiBaTh N0 MeHbLLer Mepe 16 paznuyHbIX KaHanoB. B onpeneneHHOM pervoHe yCTPOWCTBO MOXET XPaHUTb
napameTpbl bonee 16 KaHanoB.

Mone «Yactota» (Freq) npeacraenseT cobow 24-6utoBoe Lenoe yucrno 6e3 3Haka. PakTuyeckan qa-
cToTa kaHana B 'y cuutaetcs 100 - Freq, rge 3HadveHus, npegcraBnawme Yyactotel HKe 100 MIMy, 3apesep-
BMPOBaHbI ANs UCMOMNb30BaHus B Byayllem. 3T0 NO3BONAET yCTaHABNMBaTL YacTOTy KaHana B Avanas3oHe oT
100 MI'y, go 1,67 I'Ty ¢ warom 100 Ny. 3Ha4eHwne Freq, paBHoe 0, oTknoyaeTt kaHan. OKOHeYHOe YCTPOMCTBO
OOIMKHO NPOBEPUTHL, YTO YacToTa Ha caMoM fene paspelleHa (obecnednBaeTcs) Ha annapaTtHOM YypOBHeE pa-
OMOMOAYNS, U BEpHYTE coobleHrne o6 owmbke B MPOTMBHOM criyvae.

Mone «[lnanasoH ckopocTel nepegayvuv gaHHeix» (DrRange) onpegensaer gnanasoH ckopocTei nepefa-
UM JaHHbIX ONS BOCXOASLLEN NUHUK CBA3W, pa3peLleHHbln Ang AgaHHoro kaHana. MNone «[uanasoH ckopocTent
nepegaqun gaHHbix» (DrRange) pasgeneHo Ha aBa 4-BUTHbIX MHAEKCA (CM. PUCYHOK 32).

BuTel [7:4] [3:0]
[wnana3oH ckopocTei nepegaqm MakcumaneHasa ckopocTe Nepegadu MuHVMManeHasa ckopocTe Nepedadu
aanHbeix (DrRange) naHHbix (MaxDR) AaHHelx (MinDR)

PuecyHok 32 — CtpykTypa nons «[uanasoH ckopocTen nepedadn gaHHeix» (DrRange) komaHgsl NewChannelReq

B cooTBeTCTBMM C cornalleHusamu, onpegernedHsiMy B 6.3.3, none « MuHMManbHasa CKOpOCTb Nepenayn
OanHbix» (MinDR) obo3Ha4aeT camblil HU3KUA YPOBEHbL CKOPOCTY NMepeaadu AaHHbIX M5 BOCXOOASLWEN NUHUM
CBSA3W, JOMNYCTUMBIA Ha 3TOM KaHane. Hanpumep, ncnonb3ys pervoHanbHble napamMeTpbl Poccuiickoin ®epe-
paunn, 0 obo3HaqaeT DRO B nonoce 125 kl'y. AHanoru4HbIM obpasom none «MakcumanbHasi CKOPOCTb Nepe-
Aaun gaHHbix» (MaxDR) ob603HavaeT camblil BEICOKWIA yPOBEHb CKOPOCTM Nepeaaqu JaHHbIX Ansl BOCXoasLen
JIMHWK CBA3W, JOMYCTUMbIA Ha 3TOoM KaHane. Hanpumep, DrRange = Ox77 o3HadaeT, 4To Tonbko 50 kout/c
GFSK ponyckaetcs Ha kaHane u DrRange = 0x50 o3Ha4aeT, YTo NOAAEPKMBAKOTCA CKOPOCTM Nepedaqn AaH-
HbiX oT DRO B nonoce 125 kl'y ao DR5 B nonoce 125 kM.

iameHeHHbI KaHan BKMOYaeTCa U cpasy MoXeT BbiTb MCNONb30BaH ANs B3aUMOLeNCTBUSA C CePBEPOM.

B okHe npuema RX1 yactoTa B HUCXOAALWEN NUHMK YCTaHABNMBAETCA PaBHOW YacToTe B BOCXOAALLEN
TNIMHUK CBA3MN.

OkoHevHOe ycCTpoWcTBO noareBepxgaeT nonyveHune NewChannelReq oTnpaBkoW B OTBET KOMaHZbl
NewChannelAns. CTpykTypa komaHasl NewChannelAns npueegeHa Ha pucyHke 33.

Pasmep (B Gaintax) 1

[HanHble NewChannelAns (NewChannelAns Payload) Crartyc (Status)

PucyHok 33 — CtpykTypa komaHasl NewChannelAns
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Ctpyxtypa nonsa «Ctatyc» (Status) komangbl NewChannelAns npuBefeHa Ha pucyHke 34. lNone «CTta-
Tyc» (Status) komangsl NewChannelAns kogupyeTca B COOTBETCTBUM C Tabnuuen 9.

BuTbl

[7:2] 1

0

Crartyc (Status)

RFU

Data rate range ok

Channel frequency ok

PwcyHok 34 — CrpykTtypa nonst «Ctatycy» (Status) komaHgel NewChannelAns

Tabnuya 11— Kognposanue nona «Ctatycy (Status) komaHabl NewChannelAns

ATpubyT

bur=0

but =1

Data rate range ok

YKkazaHHbIA Anana3oH CKOpoCTel
nepenayv gaHHbIX NpeBLILIaeT Nod-
OEPHKUBAEMBIA AaHHBIM OKOHEYHBIM

YCTPOWCTBOM

[unanasoH ckopocTel nepegadv
AaHHBIX COBMECTUM C BO3MOXHOCTS-
MW OKOHEYHOrO YCTPOWCTBA

Channel frequency ok

yCTpOﬁCTBO HE MOXET UCNONB30BaTh

YCcTpoWcTBO MMEET BO3MOXKHOCTb

OaHHYH 4acToTy Mncnosne30BaTh 3TY 4YacToTy

Ecnn niobon n3 atux asyx butos paseH 0, TO KOMaH4a He BbIMOMTHEHA W HOBbIWA KaHarmn He Co3faH.

Komanpa DIChannelReq no3BonseT ceTh accouMMpoBaTh pasnyHble YacTOTbl HUCXOASLLEN NNHWUW CBS-
31 c okHom npuema RX1. 3Ta komaHga npyvMeHsaeTcs Ans Bcex cneuudukaumnini usanyeckoro ypoBHs, nod-
depxuBawowux komaHgy NewChannelReq (nogaepuBaeTcs ANns pervoHanbHbIX napameTpoB Poccuitckoi
®epepauunu, Eeponel (EU) n Kutas n He noggepxueatca ana CLUA n Asctpanun).

KomaHga 3agaet ueHTpanbHy YacToTy, MCNONb3yeMyto Ans HUCXOAAWEN NMHUKM CBA3N B OKHE npuemMa
RX1. CtpykTypa komanabl DIChannelReq npuBegeHa Ha pucyHke 35.

Pasmep (B BanTax) 1 3

Oannele DIChannelReq
(DIChannelReq Payload)

WHaekc kanana (Chindex) Yacrota (Freq)

PucyHok 35 — CrtpykTypa komaHael DIChannelReq

Mone «MHoekc kaHana» (Chindex) — nHaekc kaHana, AnNsA KOTOPOro M3MEHSAETCH YacToTa HUCXOOALLEe A
NMUHUKN CBA3W.

Mone «YactoTta» (Freq) npeacrtaenseT coboin 24-6uTtoBoe uenoe 4vcno Oe3 3Haka. PakTvyeckas ya-
cToTa kaHana B 'y cuntaetca 100 - Freq, rge 3HaveHus, npegctaensowme Yactotel Huke 100 MMy, 3apesep-
BYPOBaHbLI AN UCNOMNb30BaHWs B Byayllem. 3TO NO3BONSAET yCTaHABNMBATL YACTOTY KaHana B AuanasoHe oT
100 My go 1,67 My ¢ warom 100 My. 3HaueHwme Freq, paBHoe 0, oTkntoyaeT kaHan. OKOHeYHoe YCTPOWCTBO
OOMKHO NPOBEPUTL, YTO YacToTa Ha caMoM Aene NoaaepXUMBaeTcs Ha annapaTHOM YPOBHe pagvuomMoaynem,
1 BepHyTb cooblieHre o6 ownbKke B NPOTUBHOM cry4ae.

OkoHe4HOE YCTPOWCTBO noaTeepxdaer nonydeHne DIChannelReq oTnpaBkod B OTBET KOMaHObl
DIChannelAns. Komanga DIChannelAns pomkHa pobaensaTtecs B none «[lapametpel kagpa» (FOpts) Bcex
BOCXOAALLMX COOBLLEHUA, MOKA OKOHEYHOE YCTPONCTBO HE MONMYYUT HUCXOOSALWMA NakeT. 3TO rapaHTUpPYyeT, UTo
Jaxe rnpu Hanu4uu NOTEPM NAakeToB B BOCXOASLLEN NIMHUKM CBA3WN CETh Bceraa byaeT B Kypce 4acToT, UCNonb3y-
€MbIX OKOHEYHbIM YCTPOWCTBOM B HUCXOOALWEN NHUK cBsA3nu. CTpyKTypa KomaHael DIChannelAns npusegeHa
Ha pucyHke 36.

Pazmep (B BanTax) 1

[aHHble DIChannelAns (DIChannelAns Payload) Craryc (Status)

PucyHok 36 — CtpykTypa komaHael DIChannelAns
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Crpyktypa nonsa «CraTyc» (Status) komaHgbl DIChannelAns npuBeneHa Ha pucyHke 37. [Mone «Crartycy
(Status) komangbl DIChannelAns kogupyeTca B COOTBETCTBMKM ¢ Tabnuuen 12.

BuTtbl [7:2] 1 0

Status RFU Uplink frequency exists Channel frequency ok

PucyHok 37 — Butel nons «Cratyc» (Status) komangel DIChannelAns

Tabnuua 12— KoguposaHne nona «Ctatyc» (Status) komaHabl DIChannelAns

ATpubyT But =0 Bur =1
Channel frequency ok YCTPOWACTBO HE MOXKET MCNONb30BaTe | YCTPOMCTBO MMEET BO3MOXKHOCTE UC-
3Ty 4acToTy nonb30BaTh 3Ty YacTOTy
Uplink frequency exists YacToTa BOCX0AsLLEN NMUHUK CBA3K YacToTa BocxoOsLen NUHUK CBA3K
He onpefeneHa Ans OaHHOro KaHa- ONs KaHana gonyctuma (KoppekTHa)

na, 4actoTa HUCXOOALIENA MUHUK CBSI-
31 MOXeT BbITb YCTaHOBNEHa TONBKO
anAa KaHana, KOTOprI;;I YXKe nmeeT
AONYCTUMYH YacTOoTy BOCXOOALLEN
NMNHWMX CBA3N

6.3.8 Hacrtpoiika 3apepxku mexay TX u RX (RXTimingSetupReq, RXTimingSetupAns)

Komanga RXTimingSetupReq no3sonseT HacTpavMBaTth 3a4epXKKy Mexdy OKOHYaHWeM nepejadu Boc-
xogsuero coobuweHusa (TX) u oTkpbiTuem nepeoro okHa npuema (RX1). Bropoe okHo npuema (RX2) oTKpbi-
BaeTcA Yepe3 1 (ogHY) cekyHAy nocre nepeoro okHa npvema. CTpyktypa komaHgbl RXTimingSetupReq npu-
BeJeHa Ha puUcyHke 38.

Pasmep (B 6antax) 1

RXTimingSetupReq Payload Settings

PucyHok 38 — CtpykTypa komanabl RXTimingSetupReq

Mone Delay onpepensieT Bpems 3agepxku. [None pasgeneHo Ha ABa 4-pa3pagHblx nHaekca. CTpykTypa
nonsa Delay komanael RXTimingSetupReq npueseneHa Ha pucyHke 39. lNone Delay komaHael RXTimingSetupReq
KoOupyeTcs B COOTBETCTBMM € Tabnuuen 13.

BuTtbl [7:4] [3:0]

Settings RFU Del

PucyHok 39 — CrpykTypa nons Delay komangel RXTimingSetupReq

3apepxka (Del) — ykasbiBaeTca B cekyHaax. 3HadeHuwe Del, paBHoe 0, cootBeTcTBYET 1 C.

Tabnuua 13 — KoguposaHue nona Delay komangel RXTimingSetupReq

Del 3agepxka (c)
0 1
1 1
2 2
3 3
15 15
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OkoHe4HOe yCTpOWCTBO OTBedyaeT Ha komanHgy RXTimingSetupReq oTnpaBkon koMaHAbl
RXTimingSetupAns 6e3 aTpnbyToB.

KomaHpa RXTimingSetupAns ponxHa gobaenaTtkcsa B none «lMapameTtpel kagpa» (FOpts) Bcex Boc-
XOOSLWMX COODLLEHMA, NOKA OKOHEYHOE YCTPOWCTBO He MOMy4yuT HUCXOOALWMA nakeT B okHO RX1 nnu RX2 (c
AnuTensHocTho RX2, xapakTepHoW ANA YCTpoicTBa Knacca A). 3To rapaHTUpPYeT, YTo Aaxe Npu Hanuyum no-
TEPW NakeToB B BOCXOOALLEN NIMHWM CBA3W CeTb DyaeT Bceraa B Kypce NapameTpoB HUCXOOSLWLEN MUHUN CBA3M,
MCNoMb3yeMblX OKOHEYHbIM YCTPOWUCTBOM.

6.3.9 NapameTpbl NepegayYm okoHe4yHoro ycTpoicTea (TxParamSetupReq, TxParamSetupAns)

O1a MAC-komMaHAa [oMmkHa BhINONHATLCH ¢ cobnioaeHMeM permoHarnbsHbIX napameTpor (cM. pa3gen 9).

KomaHpa TxParamSetupReq moxeT ObITe UCNOMNb30BaHa Ana YBeOOMIIEHUS OKOHEYHOro YCTPONCTBA O
MakcuMansHO OONYCTUMOM BpeMeHW 3aJepXKW, T. e. MaKkcuManbHOM BpPeMEHW HernpepbIBHOW nepedayvu na-
KeTa no paguoadupy, a Takke MakcuManbHO AonyCTUMON a(PPEeKTUBHON M30TPOMHOW MOLLHOCTW W3MNy4YeHns
(EIRP) okoHe4Horo ycTpoicTea. CTpykTypa komaHnasl TxParamSetupReq npuBeneHa Ha pucyHke 40.

Pazmep (B banTax) 1

OanHele TxParamSetupReq (TxParamSetupReq Payload) EIRP_DwellTime

PucyHok 40 — CrpykTtypa komaHabl TxParamSetupReq

Crpyxtypa nonga EIRP_DwellTime komanabl TxParamSetupReq npuBeneHa Ha pucyHke 41.

Butsl [7:6] 5 4 [3:0]
EIRP_DwellTime RFU MakcumansHoe MakcumaneHoe Bpe- | MakcumanbHoe 3Ha-
BpeMs 3a0epXk- MS 33[EpPXKKU B BOC- | YEHWE MOLLHOCTU 13-
K B HACXOOALLEN xoaawen nuHum cBa- | nydenua (MaxEIRP)
NUHUK CBA3N 3u (UplinkDwellTime)
(DownlinkDwellTime)

PucyHok 41 — Ctpyktypa nonsa EIRP_DwellTime komaHasl TxParamSetupReq

BuTel [0...3] komaHabl TxParamSetupReq kogupyT MakCcMMarnbHOe 3Ha4YeHNe MOLLHOCTY U3NydYeHns —
MaxEIRP. 3HaueHus MaxEIRP oxBaTbiBalOT LUMPOKUIA MANa30H, BKNIOYALWMWIA NapamMeTpbl BCeX BO3MOXKHbIX
pervoHoB. MNpu yctaHoBneHun MaxEIRP cnepyet cobntogaTe pervoHanbHblie napaMeTpbl, NpUBEAEHHbIE B
pasgene 9.

MaxEIRP kogupyeTca 3Ha4eHUAMM COrnacHoO pUCyHky 42.

Kogupyemoe 3HaveHve | O 1 2 3 4 5 6 7 8 9 10 | 11 12 1 13 | 14 | 15

MaxEIRP (dBm) 8 10112 (13 |14 16 | 18 | 20 | 21 | 24 | 26 | 27 | 29 | 30 | 33 | 36

PucyHok 42 — KoguposaHue MaxEIRP

3HauyeHne MaxEIRP cooTBeTCTBYEeT BEpXHER rpaHuLe BbIXOAHOW MOLLHOCTM NepedaTyuka yCTponcTBa.
YcTpoicTeo He 06A3aH0 nepefaBaTth Ha 3TOM MOLLHOCTK, HO HUKOIA He JOIMKHO NPEBbILATh YKa3aHHOe 3Ha-
YeHue.

Butel UplinkDwellTime n DownlinkDwellTime onpefensitoT MakCcMMarnbHOE BpeMsl 3a4epPKK1 B BOCXOOA-
e N HACXoASsLWeEN NMHMAX CBA3M COOTBETCTBEHHO, KOTOPbIE KOQUPYIOTCA cornacHo Tabnuue 14.

Tabnuya 14 — KogvpoBaHue 3Ha4YeHWi 3a0epKKu

Kogupyemoe 3HayveHue Bpems 3agepxkn
0 He orpaHudeHo
1 400 mc
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Ecnv B COOTBETCTBMM C pernoHanbHbiMKM napameTrpamu gaHHas MAC-komaHga nogomoepkvBaeTcd, TO
OKOHEeYHOe YCTPOWCTBO OTBe4aeT Ha komaHay TxParamSetupReq oTnpaBkon koMmaHngbl TxParamSetupAns.
Orteetr TxParamSetupAns He cooepXuT aTpubyToB.

Ecnu pernoHansHele NapameTpel He OMyCcKalT Ucnons3oBaHue AaHHon MAC-koMaHabl, TO yCTPOMNCTBO
He obpabaTbiBaeT ee U He NepefaeT NOATBEPKOEHUS.

6.3.10 OnoBeweHne 06 obHoBReHun knoyen (Rekeyind, RekeyConf)

O1a MAC-komaHaa goctynHa Tonbko ans OTA-yCTpONCTB, akTUBMPOBAHHLIX B CETU C CEPBEPOM CETMH,
nogaepxusatowmm LoRaWAN v.1.1. Cepsep cetu, nogaepkusaromnin Tonsko LoRaWAN v.1.0, He peanusyet
aty MAC-komaHay.

ABP-ycTpoiCcTBa He JOMKHBI BBINOMHATL 3Ty KoMaHay. CeTeBoi cepBep OOIMKEH MTHOPUPOBATL KOMaH-
ay Rekeylnd, noctynuewyto ot ABP-ycTpoiicTea.

Ona OTA-ycTpoiicte MAC-komaHga Rekeylnd ucnonb3syeTcs Ans NogTBEPKAEHUA 0OHOBNEHUA KMoYen
BesonacHocTn 1 B Bygywmx Bepcuax LoRaWAN RU (=1.1), ytobel goroBoputbcs 06 MCNONb3yemMon mexay
OKOHEYHbIM YCTPOWUCTBOM M cepBepoM ceTu Bepcun npotokona LoRaWAN RU. KomaHga He siBnsieTcs onose-
LweHnem o cbpoce (nepesarpyake) napametpoB MAC v paguokaHana (cm. 6.4.2.3).

KomaHga RekeyInd Bkniouaet B ceba Homep mnagwen sepcun LoRaWAN RU. CTtpykTypa KomaHabl
Rekeyind npuBeaeHa Ha pucyHke 43.

Pa3mep (B BainTax) 1

[anHble Rekeylnd (Rekeylnd Payload) Bepcusa LoRaWAN RU yctpoiictea (Dev LoRaWAN RU version)

PucyHok 43 — CTpykTypa Komanasl Rekeyind

Ctpyktypa nons «Bepcua LoRaWAN RU yctpoictea» (Dev LoRaWAN RU version) komangbl Rekeylnd
npueeneHa Ha pUcyHke 44.

BuThl [7:4] [3:0]
Bepcusa LoRaWAN RU ycTponicTea RFU JononHuTeneHbIA HOMEpP BepcUn
(Dev LoRaWAN RU version) (Minor)=1

PucyHok 44 — CtpykTypa nons «Bepcua LoRaWAN RU yctpoirctea» (Dev LoRaWAN RU version) komanabl Rekeylnd

Mone «[ononHuTenbHbIM HOMep Bepcuu» (Minor) ykasbiBaeT Ha [AOMNOMHUTENbHbLIA HOMEP BEPCUU
LoRaWAN RU, nogaepxuBaeMon OKOHEYHbIM YCTPOMCTBOM (CM. Tabnuuy 15).

Tabnuua 15— 3HadveHwna nona «[JononHuTeneHbIM HoMep Bepcuu» (Minor)

LononHutensHelid HoMmep sepchn (Minor) | 3HaveHue nons
RFU 0
1 (LoRaWAN RU x.1) 1
RFU Ort2p015

OTA-ycTpoicTBa JOMmKHbLI OTNPaBnATbL KoMaHay Rekeylnd Bo Bcex Bocxogdalmx coobuieHusax, Tpebyio-
LWKMX 1 He TpebyroWwmnx NOATBepPKAEHWSA, nocne ycnelwHon obpaboTkm Join-Accept (HOBble ceaHCOBbIE KIHO4K
Obinu nony4eHsbl), Noka He bygeT nonyveHa komaHaa RekeyConf. Ecnn ycTpoincTeo He nonyunno RekeyConf B
TeveHune nepBbix ADR_ACK_LIMIT Bocxogsawwmx coobLeHuin, To OHO LOIMKHO BEPHYTHCS B COCTOSIHWE NpUCO-
eanHeHna kK ceTn. KomaHnabl Rekeylnd, npucnaHHble 0T 3TMX YCTPOWCTB Nocne 3T0ro, AOMKHbI ObiTb MPOWTHO-
prvpoBaHbl cepeepoM ceTh. Cepeep CeTW OOMMKEH OTKNOHUTL BCE BOCXOOSALUME Kaaphbl, 3aWMUEHHbIE HOBBIMU
CeaHCOBBIMW KMYamMu, KoTopble BbINK nony4eHbl nocne oTnpasku Join-Accept n 4o NepBoro BOCXOOALLEro
Kagpa, KoTopbii HeceT B cebe komaHay Rekeyind.

Korga ceteBow cepeep nonyyaeT Rekeyind, oH oTBe4aeT kKomaHgon RekeyConf.

Komanga RekeyConf copgepXuT oguH ©alT nonesHbiXx AaHHbIX C 3aKOAWPOBaHHOW Bepcuen
LoRaWAN RU, nogogepxvBaemoW CeEpBEPOM CeTW, WCNOMb3yeTca TOT XKe dopmaT, 410 W And
«Dev LoRaWAN RU version». CTpykTypa komaHabl RekeyConf npuBefeHa Ha pucyHke 45.
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Paamep (B BainTax) 1

HanHble RekeyConf (RekeyConf Payload) Bepcua LoRaWAN RU cepeepa cetu (Serv LoRaWAN RU version)

PucyHok 45 — CTpykTypa komaHabl RekeyConf

Bepcua npotokona cepBepa fgomkHa 6biTb 6onblie, yem 0 (0 He gonyckaetcs), U MeHblle Nubo pas-
Ha Bepcuwn nNpoTokona ycTpoucTea. NosToMy AN ycTpoWcTea, Noddep>KMBatoLLero HacTodaWwmMiA cTaHgapT B
obveme cneundukauum LoRaWAN 1.1, eOMHCTBEHHBIM AONYCTUMbIM 3HadeHnem sasnsetca 1. Ecnun Bepcus
cepBepa HefeWCTBUTENbHA, YCTPOWCTBO OOMKHO oTbpocuTe KoMmaHay RekeyConf v NoOBTOpPHO OTNpaBuTb
(peTpaHcnupoBaTh) KomaHay Rekeylnd B cnegyollem BocxogsLLem Kagpe.

6.3.11 MNMapameTpsbl ADR (ADRParamSetupReq, ADRParamSetupAns)

Komanga ADRParamSetupReq nossonsieT uaMeHATb napameTtpsl ADR_ACK LIMIT u ADR_ACK
DELAY, onpegeneHHble B anroputMe obpaTtHoro nepeknodeHns ADR.

CrpyxTypa komaHaobl ADRParamSetupReq npuBeneHa Ha pucyHke 46.

Pasmep (B BanTax) 1

HanHble ADRParamSetupReq (ADRParamSetupReq Payload) ADRparam

PucyHok 46 — CtpykTypa komaHasl ADRParamSetupReq

Ctpyktypa ADRparam komangbl ADRParamSetupReq npuBegeHa Ha pucyHke 47.

Butbl [7:4] [3:0]

ADRparam Limit_exp Delay_exp

Pucyrok 47 — Crtpyktypa ADRparam komaHoel ADRParamSetupReq

Mone Limit_exp ycTaHaBnueaeT sHa4eHne napametpa ADR_ACK_LIMIT.
ADR_ACK_LIMIT = 2Limit_exp

Honyctumblin guanal3oH 3HaveHu Limit_exp HaxoguTtca B npefdenax ot 0 go 15, 4to cooTBeTcTBYET
AnanasoHy 3HadeHni oT 1 go 32768 gna napametpa ADR_ACK_LIMIT.
Mone Delay_exp yctaHaBnuBaeT 3HadeHve napametpa ADR_ACK_DELAY.

ADR_ACK_DELAY= 2Delay_exp

Honyctumeln ananasoH 3HadeHuid Delay_exp HaxoguTcs B npegenax ot 0 go 15, 4To cooTBeTCcTBYEeT
AnanasoHy 3HadeHuii oT 1 go 32768 ans napametpa ADR_ACK_DELAY.

Komanga ADRParamSetupAns WCNonb3yeTcsl OKOHEeYHbIM YCTPOMCTBOM, YTOObI MOATBEPAUTL NpUEM
koMmaHasl ADRParamSetupReq. Komanoa ADRParamSetupAns He UMeeT Nons AaHHbIX.

6.3.12 Bpems yctpouncTtBa (DeviceTimeReq, DeviceTimeAns)

HNannas MAC-komaHaa JOCTynHa, TONbKO €Crnvi YyCTPOWCTBO akTMBMPOBAHO B CETU C CEPBEPOM CETH,
noggepxusawwimm LoRaWAN 1.1. Cepeep cetu, nogoepxusarownin Tonsko LoRaWAN 1.0, He peanuayet
aty MAC-komaHgy.

C nomowbto komaHgbl Device TimeReq OKOHeYHOe YCTPOWCTBO MOMET 3anpalluBaTb Y CETW TeKyluue
AaTty v Bpems ceTu. 3anpoc He MMeeT HUKaKWX MoMnesHbIX JaHHbIX.

C nomouwbio komanabl Device TimeAns ceTeBON cepBep NpeaocTaBNAeT OKOHEYHOMY YCTPOWCTBY AaTy
n Bpemsi cetu. [pegoctaBneHHOe BpeMsi — 3TO BpeMsl ceTW, 3adMKCUPOBAHHOE B KOHUE nepefayun BOC-
xogswero coobweHua. Komanga Device TimeAns nmeeT 5 6anT nonesHbix OaHHbIX. CTpyKTypa KOMaHObl
DeviceTimeAns npuBefeHa Ha pucyHke 48.

Pa3smep (B BanTax) 4 1
OaHHble DeviceTimeAns 32-6uTHoe uenoe He3 3Haka: YnMcno 8-buTHOoe uenoe Be3 3Haka: aonu
(DeviceTimeAns Payload) CeKyHA C Hayana anoxuv cekyHabl ¢ warom B 128 cekyHapl

PucyHok 48 — Ctpyktypa komaHnael Device TimeAns
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Bpewms, npegoctaBneHHoe CeTblo, AOMKHO MMETb TOYHOCTL He xyxe +/-100 mC.

Mpumeuvyanmne — B kadyecTBe HA4YaNbLHOW TOYKU OTCHETA BPEMEHW 3Moxu ucnone3yetca 6 aHeapa 1980 ropa,
nornHode. MNMone «cekyHabl» — 3TO KOMWYECTBO CEKYHA, NpoLUelee ¢ MOMEHTA Havana anoxu. 3To None MOHOTOHHO yBe-
NMMKBaETCS Kaxay cekyHay Ha 1. Ytobel npeobpazoeaTth 310 none B UTC Bpems, BUCOKOCHbIE CeKYHAbI OOSKHbI ObITh
MPUHATEl BO BHUMaHUE.

Mpumep — namHuua, 12 ¢heepansa 2016 2o0a, 14:24:31 no MpuHeuyy coomeemcmeyem 1139322288 cexkyHd
¢ Hayana anoxu no wkane GPS. Mo cocmosiHulo Ha utoHb 2017 200a epemss GPS Ha 17 cekyHO enepedu epeMeHU
urTcC.

6.3.13 BbIHyXAaeHHOe NOBTOpPHOe NpucoefuHeHue K ceTu (ForceRejoinReq)

C nomowbio komaHabl ForceRejoinReq ceTb 3anpaluvMBaeT y yCTPOWCTBA HEMEAMNEHHO nepefartb Co-
obLeHne ¢ 3anpocoM NOBTOpPHOro npucoeauHeHus 0-ro unu 2-ro tuna (Rejoin-Request type 0 or type 2) ¢
YyCTaHOBIMNEHHbIM YACIOM M NEPUOLUYHOCTLHO NOMbLITOK MPUCOEANHEHWS U CKOPOCTbIO Nepefaqn AaHHbIX. 3TOT
BocxogAawmnn RefoinRequest moxeT ObITb UCMOML30BaH CEThLH ANSA HEMEANEHHOW 3aMeHbl KITYeW yCTpou-
CcTBa UNU AN MHULKMWPOBaHUA NpoLedypbl nepefayu ycTponcTBa B ApYroi cepBep CeTU B POYMUHTE.

KomaHga ForceRejoinReq vMmeeT oBa banTa nonesHblx AaHHbiX. CTpyKTypa komaHabl ForceRejoinReq
npueeneHa Ha pucyHke 49.

BuTtel [15:14] [13:11] [10:8] 7 [6:4] [3:0]
ForceRejoinReq RFU Period Max_Retries RFU RejoinType DR

PucyHok 49 — CrpykTypa komaHael ForceRejoinReq

MapameTpbl KOOWPYIOTCA cnedyownuM o6pasom.
Period — 3agepxka Mexay NoBTOpamMu nepenayu, AomkHa ObiTh paBHa:

Period = 32 - 2Pericd + Rand32,

rae Rand32 — 370 ncesgocny4vanHoe Yucno B agnanasoxe [0..32].

Max_Retries — obLiee KonnM4ecTBO NOMbLITOK, KOTOPLIE BbIMOMHMUT YCTPOWCTBO, 4TOObI OTNpaBuTL 3anpoc
Ha NOBTOPHOE npucoeanHeHue k ceTn (Rejoin-Request).

- 0: 3anpoc Ha NOBTOPHOE NpUCoeaUHEHNE K ceTu ByaeT OTnpaBneH ToNbKo ouvH pas (6e3 noeTopa).

- 1: 3anpoc Ha NOBTOPHOE MpUCOedUHEHWE K CETW JoMmkeH ObiTe OTNpaBneH ABa pasa B o0Llen crox-
HocTw (1 + 1 noBToOp).

- 7: 3anpoc Ha NOBTOPHOE MpUCOEedWHEHWE K CETU OoMmKeH BbiTh oTnpaeneH BoceMb pa3 (1 + 7 noeTo-
poB).

Mone RejoinType yka3wiBaeT Tun 3anpoca RejoinRequest, koTopbii ByOeT nepefaH yCTPOACTBOM:

-0 wnwm 1: gomkeH BbITb NepefdaH 3anpoc RejoinRequest Tuna 0.

- 2: gomkeH ObITb NepeaaH 3anpoc RejoinRequest Tuna 2.

- ... 7: 3ape3epBrpoBaHbl 4Nd NOCNEAYIOLLENO UCMOMb30BaHUA.

DR-kagp ¢ RejoinRequest gomkeH 6biTh NepenaH ¢ ykazaHHOW CKOPOCThIO nepefayv AaHHbiX. COoTHO-
LUeHWEe MeXay peanbHOW hM3NMYecKol CKOPOCTbLI Nepefayun AaHHbIX (00yCnoBNeHHON TUNOM UCMNOMNb3yeMow
MOOYNALUN) N 3HAYEHWEM CKOPOCTU Nepefayn AaHHbIX ONpeaenaeTcsa TeMU XKe nNpaBunamMu, 4To 1 aAns KoMaH-
abl LinkADRReq, u onpegenseTcs B COOTBETCTBUM C PerMoHaneHbIMW napameTpamMu (cM. pasgen 9).

KomaHga He uMeeT oTBeTa, TaK Kak YCTPOWCTBO AOIMKHO OTnpaBnTb RejoinRequest npu nony4eHun Ko-
maHgbl. MNepean nepegada cooblieHunsa ¢ RejoinRequest gomkHa ObiTh OCYLLECTBEHAa cpasy e nocne npu-
emMa KomaHbl (HO CETb MOXET He NMony4nTh ero). Ecnu ycTporcTBo nonyyaeT HOBYIO komaHay ForceRejoinReq
npexae, 4eM OoHO AOCTUIHET MakKCUMalbHOro Yncna NoOBTOPHbIX Nepegad, To YCTPOWCTBO AOMKHO Npogor-
XWUTb nepefady RejoinRequest ¢ HOBbIMW NapaMeTpamu.

6.3.14 MapameTpbl NOBTOPHOro npucoeguHeHUA K ceTn (RejoinParamSetupReq,
RejoinParamSetupAns)

C nomouwbto koMaHabl RejoinParamSetupReq ceTb MOXeT 3anpocuTb YCTPOWMCTBO NMEPUOOUYECKM
oTnpaenATb cooblieHne ¢ 3anpocoM Ha NoBTOpHoe npucoeanHeHne k cetn Tuna 0 (RejoinRequest type 0)
C 3a4aHHOW NepuoanHHOCTbLIO OTMNPaBKK, onpeieneHHon Kak BpeMs U YMCNo BOCXOASALMX KagpoB.
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W Bpems, 1 Yncno KagpoB npeanaralTcs Ans UCNoNb30BaHUA YCTPOWUCTBAMMK, KOTOPbIE MOTYT HE UMETb
BO3MOXHOCTU U3MEPSTb Bpems. 3ajaHHas nepuoguyHOCTb yCTaHaBNMBaeT MakcUManbHOEe BPEMs M KOMu-
YECTBO BOCXOOALWMX KadpoB MexOy OByMA oTnpaskamu RejoinRequest. YCTpONCTBO MOXET nepefasaTbh
RejoinRequest yalwe 3agaHHO nepuognyHocTU. KoMaHaa UMeeT eOMHCTBEHHbIA BaiT noneaHbiX AaHHbIX.
CtpykTypa koMaHabl RejoinParamSetupReq npueeneHa Ha pucyHke 50.

BTl [7:4] [3:0]

RejoinParamSetupReq MaxTimeN MaxCountN

PucyHok 50 — CTtpykTypa KomaHabl RejoinParamSetupReq

MapameTpbl onpedeneHbl creqylowmnm obpasom:

MaxCountN = C = o1 0 go 15.

YcTponcTBO OOMmKHO oTnpaensate RejoinRequest Tuna 0 He pexe, 4em kaxgoe 2C+4 ucxogsllee co-
obLeHmre.

MaxTimeN =T =ot1 0 go 15.

YCTpoMnCTBO AOMKHO oTnpasnaTth RejoinRequest Tuna 0 He pexe, YeM Kaxable 2T+10 cekyHa.

- T = 0 cooTBETCTBYET NPUMEPHO 17 MUHYTaM.

- T =15 — 0oKONo ogHoro roga.

YcTponctBo gomkHo obecneyrBaTb NMOBTOPHOE MPUCOEAMHEHWE K CETU MO OOCTUXKEeHWMWM MOPOroBoro
3Ha4YeHMa KonuyecTsa BOCXoOAWMX Kaapos. NepnognyYHOCTb NMOBTOPHOMO NPUCOEOWHEeHWs), OCHOBaHHas Ha
BpeMeHu, siBnsieTcs Heobs3aTtenbHOW. YCTPOWCTBO, KOTOPOE He MOXEeT peanq3oBaTb NOACHET BPEMEHHOro
WHTepBana, 4oMmKHO uaBecTuTb 06 aTom B oTBeTEe. OTBET COOEPKMT OAMH BanT nonesHbix AaHHbIX. CTpykTypa
koMmaHabl RejoinParamSetupReq npuBegeHa Ha pucyHke 51.

BuTbl [7:1] 0

RejoinParamSetupReq RFU TimeOK

PucyHok 51 — CrpykTypa komaHabl RejoinParamSetupReq

Ecnn 6uT 0 paBeH 1, To NprBop NPUHAN YCTAHOBKY NePUOAMYHOCTM B chopMaTte BpeMEeHMW 1 KONUYecTsa
BOCXOASILIMX KaopoB, B MPOTUBHOM Cly4yae OH NPUHMMAET YCTaHOBKY NepuoLuyYHOCTY TOMNBKO B BUAE OrpaHu-
YeHUs KoNM4ecTBa BOCXOOALUX Kaapos.

6.4 AKTUBaLWA OKOHEYHOrO YCTPOWCTBa

[na pabotkl B ceTax LoRaWAN RU kaxpnoe okoHeYHoe yCTPOWCTBO AOMKHO ObiTh 3aperMcTpupoBaHo
1 aKTMBMPOBAHO.

AKTMBaLMA OKOHEYHOrO YCTPOWCTBA MOXET ObiTb BbiNOMHEHa ABymA crnocobamu: no Bo3gyxy (OTAA)
unu Yyepes nepcoHanusauunio (ABP).

6.4.1 OaHHble 06 aKTUBaLWU, cOXpaHAeMble B YCTPOUCTBe

6.4.1.1 MNMepeq akTMBaLuen

a) JoinEUI

JoinEUI aBnsaeTca rmobanbHbiM uaeHTUdKUKaTopoM npunoxenus B [1] EUI64 anpecHoro npocTpaHcTea,
KOTOPbIN OOHO3HAYHO MAEHTUULKMpYyeTCcs cepBepoM npucoeauHeHus k cetu (Join-Server), koTopblil obecne-
YMBAET BbINOMHEHWE Npouefypbl MPUCOOUHEHUS K CETU U NPOU3BOACTBA CEAaHCOBbLIX KIMHOYEN.

[na ycTpoicTe, NoaaepxuBawLLnX akTUBRaLM no Bo3ayxy, JoinEUI gomxkeH BbiTb cOXpaHeH B 3HeEpro-
HE3aBUCMMON NaMATU YCTPOWCTBA A0 Havana BhINMONHEHUS Npouenypbl MPUCOEaUHEHWS.

[na ycTpoicTs, nogdepKUBaroLLMX TONBKO aKTUBaLMIO Yepes3 nepcoHanusauuno, Hanuvune JoinEUI He
TpebyeTcs.

6) DevEUI

DevEUI — 3710 rmobaneHbIn uaeHTUdUKaTop okoHeyHoro ycTporctea B [1] EUI64 agpecHom npocTpaH-
CTBE, KOTOPbIA OQHO3HAYHO MOEHTUMULMPYET OKOHEYHOE YCTPONCTBO.

DevEUI pekomeHOyeTcsl MCMOMNb30BaTh CETERLIM CEPBEPaM B KQYeCTBe YHUKANbHOro naeHTudgukaropa
YCTPOWCTBA, HE3ABUCMMO OT MCMOMb3yeMoro MeToa akTuBaLMu YCTPOWCTBa, OANA naeHTUdUKauum ycTpom-
CTBa Npu MEXCETEBOM POyMUHre (MepemeLLeHM yCTPONCTBA U3 OHOTO CErMeHTa CeTH B APYromn).
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[ns ycTpolcTB, NogaepKMBaLWLMX akTuBaluuio no so3gyxy, DevEUI gomkeH BbiTb coXpaHeH B 3HEpro-
HEe3aBMCUMMOMW NaMATK YCTPOWCTBA 40 Ha4vana BbINONHEeHWs npoueaypbl NpUcoeauHeHus.

[Ons ycTpolcTB, NOAOEPXKMBAKOLIUX TONBKO akTUBaLMI0 Yepea nepcoHanuiayuno, DevEUI He TpebyeTcs
COXpPaHsTb B 3HEProHe3aBUCHMOKW NamsiTU YCTPOWUCTBA, HO peKoMeHAyeTCsl 3To caenaTthb.

MpumeyvyaHue — PekomeHgyeTcsa ucnonb3opate DevEUI Takke B kKa4yecTBe aTUKETKM YCTPOWCTBA (HOMEHKNa-
TYPHOro HoMepa) 1 Ans ynpaeneHus yCTPOUCTBOM (yYeTa M CONpPOBOXOEHUS).

B) MNepBuuHbIe kno4m ycTpoincTtea (AppKey n NwkKey)

Knoumn NwkKey n AppKey aBnarTCS NEPBUYHBIMUY KITKOYaMK, UHOMBUAYANbHLIMKW A5 OQHOIo 3K3eMnns-
pa okoHeyHoro yctponctsa. Knoun NwkKey n AppKey HazHa4alTcd OKOHEYHOMY YCTPOWCTBY MpW ero npo-
n3BoacTee. B xone npoueaypbl NpUcoenHEHUSI OKOHEYHOTo YCTPOWCTBA K CeTU MEeTOLOM akTUBauMKM No BO3-
ayxy NwkKey ncrnoneayetcs ans nonydeHus ceaHcoBbix kmoden FNwkSIntKey, SNwkSIntKey, NwkSEncKey
(LoRaWAN v.1.1) u NwkSkey (LoRaWAN v.1.0); n AppKey ncnonesyetcsa Ans Nony4eHUsl CEaHCOBOro Krya
AppSKey.

MpumeyvyaHune — lpu paboTe c ceTeBbiM cepeepom LoRaWAN v1.1 onga nonyy4yeHMs ceaHCOBOro Kn4ya npu-
noxeHus ucnone3yetca Tonbko AppKey, noatomy NwkKey MoXeT ObiTb MCNONb30BaH B CETU ANA yNpaBneHusa npoueny-
poi npucoeguHeHns 6e3 BO3MOXKHOCTU ONepaTopa CeTU pPackoAMpPOBaTh AaHHbLIE MPUNOXKEHUIA.

TpeboBaHua kK cucteme 6e30nNacHOCTV CepBepa CETU BbIXOAAT 3a paMKW HACTOSILLEro ctaHaapTa v JOmx-
Hbl paccMaTpuMBaTbCs OTAENbHO.

Ons obecnevernns obpaTtHom coBmectumocTn ¢ LoRaWAN v.1.0 n Gonee paHHMX BEPCUIA CETEBLIX Cep-
BEpOB, KOTOpPble HE NOJAEePXUBAKOT ABa NEepBUYHbIX KIoYa, OKOHEYHble YCTPONCTBAa NO YMOMYaHWUK OOMKHbI
ObITb HACTPOEHBI Ha UCMOMNb30BaHWE MPpY NPUCOEANHEHUN K CETW CXEMbl C OOHUM MEPBUYHLIM KNiovom. [Mpu-
3HaKOM TaKOro COCTOSIHMA OKOHEYHOro YCTPOMWCTBA SIBMAETCH YCTaHOBNEeHHbIN B Homb 6uT Ne 7 «OptNeg» B
none DLsetting B coobuwennn Join-Accept.

YCTpOWCTBO B 9TOM Cryyae O0MKHO:

- ncnonb3oBatse NwkKey ons nonydenus ceaHcoBbix knoden AppSKey n FNwkSIntKey, kak ykaszaHo B
cneundukauymm LoRaWAN v.1.0;

- yctaHoBuTe SNwkSIntKey n NwkSEncKey paBHeimu FNwkSIntKey. OguH 1 TOT e ceTeBoi ceaHco-
BbIM KMoY ucnonesyetca Anga pacyeta MIC Bocxogswmx n HUCXOOAWMX COOBDLEHWA U KOQMPOBaHUSA KagpoB
AaHHbix (MACPayload) B cooTBeTcTBUM co cneundukaumnein LoRaWAN v.1.0.

NwkKey gomxkeH BbiTb COXpaHeH B 3HEpProHe3aBWCUMOW NaMsiTM yCTPOWCTBA, NOAAEPXKMBAOLLErNO UC-
nons3oBaHue npouenypbl OTAA.

NwkKey He TpebyeTca OKOHEeYHbIM YCTPONCTBaM, NOAAEPXKMBAKOLLMM TONbKO npouenypy ABP.

AppKey gomxeH ObITb COXpaHeH B 3HEProHe3aBMCUMOW NMamsATW YCTPOWCTBA, NOOLEPKUBAKOLLEro Uc-
nons3oBaHue npouenypsbl OTAA.

AppKey He TpebyeTcsl OKOHEYHLIM YCTPOWCTBAM, NOAEPKMBaAKOLWKMM TONLKO npolenypy ABP.

NwkKey n AppKey JOMmKHbI XpaHUTbLCA TakuM 06pa3om, YToBbI MCKNIOYMTL BO3MOXHOCTL MX U3BINEYEHWSA
W MOBTOPHOIO UCMNOMNb30BAHUA 3NOYMbILUNIEHHUKaMMU.

MpumevaHme — [OCKONbKY BCE OKOHEYHBIE YCTPOACTBA OCHALLEHbB! YHUKAMNBbHBIMA ANA KaXO40ro OKOHEYHOTO
yCTpONCTBa nepsuyHbiMK Kntodamu AppKey 1 NwkKey, To B cnyyae nasneyvenunsa AppKey/NwkKey 13 okoHe4HOro ycTpoi-
CTBa KOMMPOMETUPYETCH TONMLKO 3TO OAHO OKOHEYHOE YCTPOMCTBO.

r) ®opmuposanne JSIntKey n JSEncKey

Ona OTA-ycTpoicTB 13 nepsuyHoro kntoda NwkKey dopmupyoTea Ba cneunanbHbiX Ko4a Ha Bech
MXU3HEeHHbIN LWKN YyCTpoWCcTBa:

- JSIntKey ncnoneayetca ansa gpopmuporaHus MIC B coobuieHun ¢ 3anpocom Rejoin-Request nepeoro
Tuna n oteeta Join-Accept;

- JSEncKey ucnoneayetcsa ons koguposaHusa Join-Accept, cdopMypoBaHHOro B oTBeT Ha 3anpoc Rejoin-
Request.

PekomeHayeTca Mcnonb30BaTh anroputM 6rnovHoro wudpoeaHua. OnucaHuwe v BbIBOP KOHKPETHBIX an-
ropuTMOB LLUMPPOBAHNA AaHHbLIX BEIXOOAT 38 pamMKK HAcTOsLLEero ctaHaapra.

Ons Beiuucnenus JSintKey ¢ nomolysio knova NwkKey kogvpoBaHuio nognexuT coobuieHue:

message = 0x06 || DevEUI || Pad,g4
Anga Bbivvcnernns JSEncKey ¢ nomouwbto knova NwkKey koguposaHuio noanexut coobleHne:
message = 0x05 || DevEUI || Pad,g4
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6.4.1.2 lNocne aktuBauum

lMocne akTMBaLUKW B OKOHEYHOM YCTPOMCTBE XPaHATCH Creaylolwme JONOMHUTENbHBIE CBEAEHMS:

- KOPOTKUIA agpec oKoHe4vHoro ycTporcTea (DevAddr);

- Tpw ceTeBbIX ceaHcoBblX knoyva (NwkSEncKey/SNwkSIntKey/FNwkSIntKey);

- CeaHcoBbIN KNy npunoxeHns (AppSKey).

a) KopoTkuit agpec okoHe4vHoro yctpoictea (DevAddr)

DevAddr coctouT 13 32 6UTOB, MOEHTUMDULMPYIOLWWX OKOHEYHOE YCTPOMCTBO B TEKYLLEeln (CyWwecTByio-

wei) cetn. Ctpyktypa DevAddr npuBegeHa Ha pucyHke 52.

BuThbl Ot 31 po 32-N O131-Npo 0

DevAddr AddrPrefix NwkAddr

PucyHok 52 — CrtpykTtypa DevAddr

N — uenoe 4ncno B gnanasoHe [7:24].

MpoTtokon LoRaWAN RU noggepXWBaeT pasnuyHble TUMbl CETEBbIX agpecoB C pasHbiM pasmMepom
aZipecHoro npocTpaHcTBa. NepemeHHblil pa3mep nons AddrPrefix AaBnseTcs npon3BogHbIM OT YHMKaNbHOMO
naeHTudmnkatopa cepsepa cetn NetlD (cMm. 6.4.2.3), 3a ucknioveHnem sHaqveHnin AddrPrefix, 3apesepeupoBaH-
HbIX ANS 3KCMepuMeHTanbHbIX/JYacTHeIx ceTel. Mone AddrPrefix nossonseT ceTeBbiM cepBepam OBHapyXu-
BaTb 1 B peanbHOM BpeMEHW YNpaBnATk YCTPONCTBAMW B POYMUHIe. YCTPOWCTBA, KOTOpble He cobniogatoT 3To
npaBumno, He CMOTYT Nepenoakni4aTbcs Mexay OBYMsS CETAMM, T. K. ByaeT HEBO3MOXHO HANTU UX AOMALUHWA
ceTeBOW cepBep.

Mnagwwe (32-N) 6utbl DevAddr — 310 ceTeBOW agpec okoHe4Horo yctpoictea (NwkAddr), koTophiit
MOXET HasHa4aTbCA No YCMOTPEHUIO agMUHUCTPaTopa CeTu.

3HaveHus AddrPrefix, ykazaHHble Ha pucyHke 53, MoryT ObITk Mcnonb3oBaHel NGO YacTHON/3aKkcnepu-
MEeHTanbHOW CeTblo U He ByayT B3aMMOO4eNCTBOBAThL B POYMUHIE.

AddrPrefix, 3ape3sepBupoBaHHble ONs YacTHbIX/3KCNepMMeHTanbHbIX CeTen

N=7
AddrPrefix = 7'b0000000 unu AddrPrefix = 7'b0000001

NwkAddr — ato 25 6uT, HazHa4aTCA NO YCMOTPEHVIO aOMUHUCTPaTopa CeTn

PucyHok 53 — 3HaveHusa AddrPrefix

6) CeTeBoil ceaHCOBbIM KN4 LLeNOCTHOCTU BocxoasAwmx coobwennin (FNwkSIntKey)
FNwkSIntKey (forwarding network session integrity key) — 370 ceTeBol ceaHCOBLIA KN4, onpeaeneH-
HblIA 0N OKOHeuyHoro yctponcTea. OH MCnonb3yeTcsi OKOHEYHbIM YCTpONCTBOM Ans BeluucrieHusa MIC wnn
yacTu MIC Bcex BocxoasLwmx cooOLWeHU ¢ AaHHbIMKU ANnd obecneyveHnss X LenocTHOCTH.
FNwkSIntKey nonxeH xpaHutbcsa Takum obpasom, 4Tobbl NpefoTBpaTUTL M3BMNEYEHWE U NOBTOPHOE UC-
NONbL30BaHWe 3N0YMbILLITEHHUKaMMU.
B) CeTeBOI CeaHCOBLIN KMOY LENOCTHOCTM HUCXoasaLWwnx coobenuin (SNwkSIntKey)
SNwkSIntKey (serving network session integrity key) — aTo ceTeBol ceaHCOBbLIA KN4, onpeaeneHHbli
ANS oKoHeuHoro ycTporcTea. OH ucnonb3yeTcsi OKOHEeYHbIM ycTpocTBom Ang npoeepku MIC Bcex Hucxoas-
LWMX coobLleHA ¢ gaHHbIMK AN obecnevyeHns LenocTHOCTHM AaHHbIX U BblbMcneHusa nonosuHel MIC Bocxo-
AALWKNX cooBbLeHWA.

Mpumeuvanne — [na pacdera MIC Bocxogawmx coobuweHnid ncnonesyetcs gea knwoda (FNwkSIntKey w
SNwkSIntKey) ans Toro, 4tobel 0becnednTs Nepeagpecalunio CETEBOrO CEpBEPA B HACTPOMKAX POYMUHIA U BO3MOXKHOCTE
NpoOBEpPATL TOMNbKO nonoeuHy nons MIC.

Korga yctpowicteo nogkntoyaetcs k cetu LoRaWAN 1.0, ceTeBor cepBep MCNONb3yeT OAWH U TOT Xe
Koy gna pacdeta MIC kak Bocxogsawmx, Tak U HUCXoasawWwmx coobleHuid, B aTom cnyvae SNwkSIntKey npu-
HMMaeT 3HadeHue, coBnagatowee ¢ FNwkSintKey.

SNwkSIntKey gomkeH xpaHnTecs TakuM 06pasoM, 4ToObl MpegoTBpPaTMTE M3BIeYeHne U MOBTOPHOE UG-
NONb30BaHWE 3M0YMbILLNEHHUKAMMU.
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r) CeTeBon ceaHcoBbIl Koy koguposaHna (NwkSEncKey)

NwkSEncKey (network session encryption key) — 3T0 ceTeBoOIl CEaHCOBbIA KITHOY, OnpeaeneHHbld Ans
OKOHeu4Horo ycTpoicTea. OH ucnonbayetca AN KoOUpPoBaHWS U pacKoANMPOBaHMSA BOCXOOALLUX U HUCXOOALWMUX
MAC-komaHa, nepefaBaeMblX B none npuknagHeix gaHHsix FRMPayload Ha nopt O unu B none FOpt. Koroa
ycTponcTeo nogknrodaetcd K cetu LoRaWAN 1.0, cepep ucnone3yet o4WH W TOT e KoY Ang KOOQUPOoBaHUe
MAC-coobwenuss (MACPayload) u pacyeta MIC. B atom cnydae NwkSEncKey npuHumaet sHadeHue, cosna-
gawwee ¢ FNwkSIntKey.

NwkSEncKey fonxeH xpaHUTbcs Takum obpasom, 4tobbl NpeaoTBpaTUTh M3BNEYEHWE U MOBTOPHOE MC-
Nonb30BaHUe 3N0YMbILUNEHHUKaAMMU.

n) CeaHcoBbli kntod npunoxenus (AppSKey)

AppSKey (application session key) — 3T0 ceaHCOBbLIN KUY NPUNOXEHUSA, ONpedeneHHbI ANa OKOHeY-
Horo ycTpoictea. OH MCMNONb3yeTCH CepBEPOM NMPUMOKEHMIA U OKOHEYHbLIM YCTPOWCTBOM AR KOAMPOBAaHWA U
LeKoaMpoBaHusi Nons NpuknagHbix gaHHelx (FRMPayload) B MHbOpMaLUWOHHBIX COOBLLEHWSX NPU YCNOBUK
3HaqeHus nons FPort ot 1 no 224. AppSKey fomkeH XxpaHuTbcs Takum obpasom, 4Tobbl NpegoTBpaTuTL U3-
BneYyeHue 1 NoBTOPHOE UCMONb30BaHUE 3NOYMBILLNEHHUKAMMU.

e) KoHTekcT ceaHca ceasu

KoHTeKCT ceaHca CBA3M BKMNOYaET NapaMeTpbl CETEBOr0 CeaHca U NapaMeTpbl ceaHca MpUNoXeHUs.

B pamkax ceTeBoro ceaHca onpefenstTca crefyolume CyLHOCTH:

- FNwkSIntKey/SNwkSIntKey — ceTeBble ceaHCOBbIE KNHOYM LENOCTHOCTH,;

- NwkSEncKey — ceTeBoii CeaHCOBbIW KoY KOQUPOBaHWS;

- FCntUp — cueTunk BOCXOASALLMX NO CETW KA pOB;

- FCntDown (LoRaWAN 1.0) u NFCntDown (LoRaWAN 1.1) — cueTu4nkn HUCXoOALWKMX NO CETU KaapOoB;

- DevAddr — agpec oKOHe4YHOro ycTponcTea.

B pamkax ceaHca npunoxeHWsl onpenensanTcsa crnefylune CyLHOCTY:

- AppSKey — ceaHCOBbIN K04 MPUNOKEHNS;

- FCntUp — cyeT4mk BocxoasLmMX Kagpos;

- FCntDown (LoRaWAN 1.0) u AFCntDown (LoRaWAN 1.1) — cyeTuYmnKM HUCXOOSLLMX KaapOoB.

CocTosiHWe ceTeBOro ceaHca NoaaepKMBAeTCsl CEPBEPOM CETU U OKOHEYHBIM ycTpoicTBoM. CocTosiHMeE
ceaHca NpUNoXeHus NooAepXUBAETCA CEPBEPOM MPUMOXKEHUA M OKOHEYHBIM YCTPONCTBOM.

Mo okoH4YaHuW mpouenypbl aBTopusaumm OTAA mnnm ABP ycTtaHaBnuBaeTcs HOBbIA GesonacHblid ce-
aHC CBHA3W MeXAY CepBepoM CETW (MMM CEPBEPOM MPUIOKEHUHA) U OKOHEYHbIM yCcTpoicTBOM. Kntoun 1 agpec
OKOHEYHOro YCTPOWCTBa ABMAOTCH (PUKCUPOBAHHLIMUW B TEYEHMEe BCEro cpoka ceaHca cBsasn (FNwkSIntKey,
SNwkSIntKey, AppSKey, DevAddr). CueTunki Kagpoe yBenuuuBakTcs no pakTy obMeHa Nnaketamu B TEYEHUE
ceaHca cea3u (FCntUp, FCntDown, NFCntDown, AFCntDown).

Ons yctporicte OTAA CYETUMKM KaOpOB HE OOMMKHbI MOBTOPHO MCMOML30BATLCA MPU OOHUX U TEX Xe
CEeaHCOBBIX KItoYax, MO3TOMY HOBLIA CeaHC AOMKeH OblTh YCTAaHOBMEH 40 MOMEHTa NepenosiHeHWs CHETHUKOB
KagpoB. Takum o6pasoMm, KONMYeCTBO OTNPaBNeHHbIX COOBLLEHWI C OOHMMM U TEMMU Ke CeaHCOBLIMUN KITHYaMM
He MoXeT npeBbilaTe 4 294 967 295 coobLeHni.

PekomeHayeTtcs, 4TOBLI COCTOSIHME CeaHCa COXPaHANOCh Aaxe Mpu MepekntoyYeHUn (BbIKMIYeHUN U
BKITKOYEHMWM) MUTAHUSA HA OKOHEYHOM yCTponcTee. HeBwinonHeHue atoro Tpeboeanusa ana ycrponctes OTAA oz-
HayaerT, uTo Npoueaypy akTUBaL MW NPUAETCSH BhINMONHATE MPU KaXKO0M BbIKMHYEHWUN Y BKIHOYEHUN YCTPONCTRA.

6.4.2 AktuBauus no so3gyxy (OTAA)

[ns akTMBaLMM No BO30YXY OKOHEYHOe YCTPOWCTBO AOMKHO NPONTK Npouedypy NpUcoeaMHEeHWs K CeTH,
npexge 4em y4yacTBOBaTb B 0OMeHe [aHHbIMK C ceTeBbiM cepBepomM. OKOHEeYHOe YCTPOWCTBO OOSHKHO Npo-
XOOUTb Yepes3 HOBYIO Npoueaypy NPUCOeLVHEHWST K CETU Kaxabli pa3 npu noTepe CBEAEHWA O napameTpax
CEaHCHOro YPOBHSA CBA3W.

Mpexne yeM HaYyHETCA NpoLenypa NPpUCOeanHEHUS K CETWU, HEoBXoaMMO, YTOBbI OKOHEYHOE YCTPONCTBO
ObINno NnepcoHanuanpoBaHo cnegyowein nicopmauuein: DevEUI, JoinEUI, NwkKey n AppKey.

MpumevaHume — [ng akTvBauMu Mo BO3gyXy YCTPOMNCTBE HE NEPCOHANM3NPYHOTCA Napoil CETEBLIX CeaHCOBbLIX
Kntoveid. BMecTo aToro BCAKWIA pas, Korga OKOHeYHOe YCTPOMCTBO NPUCOedUHAETCA K CETU, ANS KOOMPOBAHWUA M NPOBEPKU
LIenoCTHOCTK NepedaBaeMblX Ha CETEBOM YPOBHE JaHHbIX (DOPMUPYHOTCS CETEBLIE CeaHCOoBbIe KIMo4W, creuuduyeckue
ANA JaHHOTO YCTPOMCTBA. Takum 06pa3oM, POYMUHT OKOHEMHBIX YCTPOMCTE MEXOY CETAMM pa3nuyHbIX NpoBangepos 06-
neryaeTca. Mcnonb3oBaHue pasHbIX CETEBbLIX CEAHCOBLIX KU M CeaHCOBOrO KMoya NpUnoXeHUA no3sondeT Aonon-
HUTENBHO OrPaHUYWUTL CETEBbLIE CEPBEPA, Ha KOTOPLIX AAHHLIE MPUNOXEHUA He JOMKHbI BbiTh MPOYUTaHLI UMK U3MEHEHb
ceTeBbIM NpoBaigepoM.
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6.4.2.1 MNpouenypa npucoegnHEHNA K CETU

Co CTOPOHbI OKOHEYHOIO YCTPOWCTBA NpoLeaypa NpucoeanHeHus K CeTn npeacTtasnsaeT coboi oTnpasky
OKOHeYHBLIM YCTPOWCTBOM 3anpoca Ha npucoeguHeHue kK cetu (Join-Request) unu noeTopHoe npucoegMHeHve
k ceTn (Rejoin-Request) v nony4yeHue noaTBepxAeHWs NMpucoeguHeHus (nepenpucoeguHeHus) K ceTu
(Join-Accept).

6.4.2.2 CoobLueHe ¢ 3anpocomM Ha npucoeanHeHne k cetn (Join-Request)

Mpouenypa npucoeguHeHWs BCeraa MHULMMPYETCH OKOHEYHbIM YCTPOMCTBOM MyTEM OTNpaBkM coobLue-
HWS C 3aNpPoOCcoM Ha npucoenuHeHue. CTpyKkTypa coobLleHns npusegeHa Ha pucyHke 54.

Paswmep (B Balitax) 8 8 2

3anpoc Ha NpUcoedMHEHWE K CETU JoinEUI DevEUI DevNonce

PucyHok 54 — CTpykTypa cooblieHus ¢ 3anpocoM Ha NpUcoedrHeHne K CETH

CooblleHne ¢ 3anpocomM Ha npucoenuHeHue k cetu cogepxut JoinEUI u DevEUI okoHe4wHoro ycTpoi-
CTBa C nocnegyrL M Nornem criy4anHoro 3HadeHus n3 2 bantos (DevNonce).

DevNonce — maeHTUdUKaTOp 3anpOCOB Ha NpUCcOeAWHEeHWe, Oo/MKeH ObiTb Cly4YalHbIM YUCIOM
(ansa obpaTHoi coBMmecTMMocTM co cneundmkaunsamm LoRaWAN v.1.0.x) unm cyetdmkom (gns obpatHon co-
BMeCTMMOCTHK co crneumdmkauymein LoRaWAN v.1.1).

Ecnn DevNonce — 3T0 cuyeTyuk, TO ero 3HadeHue HaduHaetcs ¢ 0, Korga ycTpoWCTBO WM3HavanbHO
BKIMHYAETCA W yBENMMYMBaETCS ¢ kaxabiM JoinRequest. 3HaveHne DevNonce HuKorga He JOMKHO MCMOomnb3o-
BaTbCA MOBTOPHO AN 3agaHHoro 3HaveHus JoinEUIl. Ecnn okoHe4Hoe yCTPOMCTBO MOXKET BbiTh BLIKITHOHEHO
n BkNtoYeHo, To DevNonce He JOmKeH M3MeHATbCS (QOMKEH COXPaHATbCS B 3HEProHe3aBMCUMMOW NamaT).
Cbpoc DevNonce ©e3 nameHeHus JoinEU| BbI3oBET OTKNOHEHWE CeTEBLIM CEPBEPOM 3amnpoca YCTpolcTBa
Ha npucoeduHeHve K ceTu. [Ina KaxOoro OKOHEeYHOro YCTPOWCTBA CEeTEBOW CepBep OTCMeXMBaeT 3Ha4YeHus
DevNonce, Mcnonb3oBaHHbIE OKOHEYHbIM YCTPONCTBOM, M UTHOPUPYET 3anpochkl HA NPUCOEUHEHWE K CeTu,
ecnu DevNonce He nameHunca (He yBenuuuncs). Korga cyetunk DevNonce nepenonHsaetcs (npegbigyliee
3HavYeHWe cyeTymKka paBHo 16 777 215), akcnnyatauna OKOHEYHOro YCTPOWCTBa 3aBepLuaeTcs.

MpumeyaHne — ITOT MEXAHU3M NPEOOTBPALLAET aTaki MOBTOPHOrO BOCMPOM3BEAEHWUS NyTeM OTMpaeky pa-
Hee 3anuWcaHHblX COOBLEHUA — 3anpoCOB Ha NPUCOEAMHEHWE C LIENMbH OTKMIOYEHWS COOTBETCTBYHLLEr0 OKOHEYHOro
ycTporcTea ot cetn. CeTeeoi cepeep B noboe Bpema obpaboTaeT 3anpoc Ha npucoeavHeHne U cchopMUpyeT naker ¢
noaTBEPXKAEHNEM NMPUCOEOVHEHNS, OH JOMKEH NOAAEPXVBATL U CTapbie NapaMeTpbl KOHTEKCTA ceaHca (KMYM U cYeT-
YUKW, ECININ OHW €CTb), U HOBLIE, MOKA HEe MOMYYUT MEPBLINA YCMELUHbIA NaKeT M3 BOCXOAALEA MMHUN CBA3W, COAEpKaLLWii
komaHgy Rekeylnd ¢ ncnonb3oBaHMEM HacTpOEK HOBOro ceaHca. [locne aToro HaCTPOWKW CTaporo ceaHca MoryT 6biTh
6Ge3onacHo yaaneHs.!.

3HayeHne MIC ansa coobuieHns ¢ 3anpocoM Ha NpUcoedMHeHne paccuYnMTbiBaeTCs C MOMOLLbIO NepBuY-
HOro CeaHCOBOrO KIMYa OKoHeYHoro ycTponcTea — NwkKey.

PekomenagyeTcsa ucnons3oBaTe anroputM BnoyvHoro wnudgposaHusa. OnucaHve v BeIBOP KOHKPETHLIX an-
ropuTMOB WM POBaHNA OaHHbLIX BbIXOOAT 32 paMKK HAcTOALLEro ctaHgapTa.

KooupoBaHui ¢ MOMOLLBK KM4Ya NEpPBUYHONO CEAHCOBOrO KMw4a okoHeyHoro yctpoicTtea (NwkKey)
noanexuT cooblleHue:

message = MHDR || JoinEUI || DevEUI || DevNonce.

CooblueHre ¢ 3arnpocoM Ha NpUcoedVMHEeHUe K CeTHM He KOAMPYeTca U MOXeT nepefasaTthcst Ha noboil
CKOPOCTU Nepenadv AaHHbIX M YacToTe, cny4YaiHbiM 06pa3om BeIGpaHHON M3 BO3MOXKHbLIX A8 NPUCoedUHEHWS
kaHanoB. PekoMeHayeTca UCNONbL30BaTh pPa3NMyHbIe CKOPOCTM Nepeaayu AaHHbiX. MIHTepBansl mexay nepe-
favamu 3anpocoB Ha NpUCOedMHEHME O0MKHbl cobrogaTth YCNoBKs, onucaHHble B 6.5. [N kaxaon cnenyto-
el nepegayn 3anpaoca Ha nogkyYeHne YCTPOMRCTBO AOMKHO yYBENUYMTL 3HaveHne DevNonce.

6.4.2.3 Coo0LLeHWe c NogTBEmKAEHMEM NpUcoeanHeHns (NnepenpucoeanHenns) Kk cetu (Join-Accept)

CeTteBoll cepBep oTBe4YaeT Ha cooblLeHne ¢ 3anpocoM Ha NpUcoedvMHeHWe (MM NOBTOPHOE Npucoeau-
HeHue) cooblieHneM ¢ NoATBEPXAEHNEM NPUCOEAVMHEHUs (MepenpucoequHeHns) K CeTU, eclii OKOHEYHOMY
YCTPOWCTBY paspelueHo npucoeanHeHune k cetu. CooblleHne ¢ NnoaTBepXKOeHUeM CoedviHeHWs OTnpaBnser-
cs Kak oOblvHOe Hucxogsuwee coobuieHne, Ho mcnonbayeT 3agepxku JOIN ACCEPT_DELAY1 wnm JOIN_
ACCEPT _DELAY2 (Bmecto RECEIVE_DELAY1 u RECEIVE_DELAY?2 cooTBeTCTBEHHO). YacToTa kaHana u
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CKOPOCTb Nepefa4qy AaHHbIX, NCMOMb3yeMbIX ANA NONyHeHWUs 3TUX ABYX OKOH npuema, MAeHTU4Hbl TEM, KOTO-
pble MCNOoNb3yTCA Ans OKOH npueMa RX1 n RX2.

OTBeT OKOHEeYHOMY YCTPOWCTBY He NepefaeTcs, ecnv 3anpoc Ha NOAKMYEHWEe HE MPUHAT.

CoobuleHve c npucoednHeHneM (nepenpucoeguHeHeM) K CETU COAEePKUT None Cly4arHoro 3Ha4yeHus
(JoinNonce) u3 3 baiiToe, ceTerol ugeHtudukartop (NetlD), agpec okoHeuHoro ycTporcTea (DevAddr), none ¢
napamMmeTpamu Hucxogsawen nuHum cessm (DLSettings), sagepxkky mexay TX n RX (RxDelay) n gononHutenes-
HbIA cnincok ceTesbix napameTtpos (CFList & CFListType) ons cetu, kK KOTOpOW NpUCOegUHUIOCE OKOHEeYHOe
YCTPOWCTBO (CM. pucyHok 55). JononHutensHebie nons CFList & CFListType siBnsAlTCA perMoHansHbIMW Ha-
CTpo#KamMu 1 onpeaeneHsl B pasgene 9.

Pazmep (B BanTax) 3 3 4 1 1 15 1

MoaTeepxaeHue npu- JoinNonce Home_NetlD | DevAddr | DLSettings | RxDelay CFList | CFListType

coedvHeHus (nepe-

npucoeguHeHus)
K CETH

PucyHok 55 — CTpykTypa coobLueHns ¢ NoaTBEpKOeHMEM NpUcoeaMHeHWs (MepenpucoequHeEHMs) K CeTH

JoinNonce cogepXuT 3HadYeHWe CYeT4yMKa MOBTOPHLIX MPUCOEAWMHEHWIA ONs KOHKPETHOro YCTPOWCTBA
(3HauYeHus1 cyeT4YMKa HUKOTOA He MOBTOPAKTCA), NpedocTaBNeHHOe CepBepoM npucoenuHeHua (Join-Server)
1N UCNOSb3yeMOe OKOHEYHLIM YCTPOWCTBOM AN NnonyYeHus ceaHcosbix knoden FNwkSIntKey, SNwkSIntKey,
NwkSEncKey n AppSKey. JoinNonce yBenudmnsaeTcs ¢ KaabiM COOOLLEeHNeM C NoATBEPHOEHWEM Npucoem-
HeHus (nepenpucoegnHeruns) (Join-Accept).

YcTponcTBO oTCrnexuBaeT 3HadeHne JoinNonce, ncnonb3oBaHHOE B NOcrnedHeM ycrnellHo obpaboTtaH-
Hom Join-Accept (cooTBeTCTBYEeT MocnefHen ycnewHoW reHepauuu knwoden). YcTpoWcTBO npuHMMaeT Join-
Accept, Tonbko ecnu B none MIC koppekTHoe 3HadeHue 1 JoinNonce cTporo bonkblle, YeM 3anucaHHOe paHee.
B aTtom cnyyae HoBoe 3HavyeHune JoinNonce 3aMeHsieT paHee CoOXpaHeHHoe.

Ecnu ycTpolCcTBO NofBepraeTcs NepuoguHeckoMy BbIKITHOHEHWO/BKNOYEHUO nuTaHus, JoinNonce npwu
3TOM MEHATLCA HE AOMMKeH (LOMKEeH COXPaHATLCS B 3HEPTrOHe3aBUCMMON NamsaTh).

YHukanbHbi naeHTudukatop cetn (NetlD) coctaenset 24 6uTa, 3a UCKMOUYEHWEM CNEaYOLWMX 3HAYEHWA
NetlD, oTBegeHHbIX NS 3KCNepUMEHTanNbHbIX/MAaCTHLIX CETEN, yNpaBneHUe KOTOPbLIMU He OCYLLIECTBNAETCS.

Beigensietcs 21° 3apezepeupoBaHHbix sHaueHuit NetlD Ans yacTHBIX/SKCMEPUMEHTANBHBIX CeTeit, dop-
MUpPYEMbIX COFMacHO PUCYHKY 56.

BuTbl 23:21 20:7 6:0
3HauveHue 000 XHXXHKHXHXKXXXXXX MpomzBonbHoe 14-6UTHoE 3HaYeHne 0000000 munm 0000001

PucyHok 56 — ®opmupoBaHue 3HaveHuin NetlD ans yacTHbIX/aKcrnepuMeHTanbHbIX CeTen

Mone Home_NetID B Join-Accept cootseTcTayeT NetlD gomallHein ceTn ycTponcTea.

CeTb, koTOpaa npucsavieaeT DevAddr, n gomalHASA ceTb MOryT BbiTh pa3HbIMU B COCTOSIHUM POYMUHTa.

Mone «lMapameTpbl HUCXOAsALWeENn NuHUKM cBa3uy» (DLsettings) cogepXuT KoHpUrypauuio HUCXoOsLen
TNIMHWM CBA3KW COrNAacHO PUCYHKY S57.

BuThl 7 6:4 3:0

DLsettings OptNeg RX1DRoffset RX2 Data rate

Pucyrok 57 — Crtpykrypa nons DLsettings

But OptNeg ykasbiBaeT, kaky Bepcuio NpoTokona peanuayet ceteBoi cepeep: LoRaWAN v.1.0 (6ut He
ycTaHoeneH), v.1.1 v Beiwe (BUT yCcTaHOBMEH).

Korga 6ut OptNeg ycTaHoBneH, To:

- bygeT ncnonb3oBaTtbea npoTtokon Bepcun LoRaWAN v.1.1 (unu Gonee nosgHuit), cornalleHve Mexay
OKOHEYHbIM YCTPOWCTBOM M CETEBLIM CEPBEpOM ocylyecTensieTcsa Yepes oobmeH MAC-komangamu Rekeylnd/
RekeyConf;
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- yctpoicteo BblumcnseT FNwkSIntKey & SNwkSIntKey & NwkSEncKey 13 NwkKey;

- ycTporcTeo BbluncnseT AppSKey s AppKey.

Korga 6ut OptNeg He ycTaHOBMEH, TO:

- ycTponcteo ucnonesyet LoRaWAN v.1.0;

- komaHaa Rekeylnd He oTnpaBnseTca yCTPONCTBOM;

- ycTpoucTeo BblvmcrsieT FNwkSIntKey n AppSKey na NwkKey;

- YCTPOWCTBO YycTaHaBrnvBaeT 3HadeHus krwoderd SNwkSIntKey n NwkSEncKey 3kBuBaneHTHbIMM
FNwkSIntKey.

YeTblipe ceaHcoBbix kntoda FNwkSIntKey, SNwkSIntKey, NwkSEncKey n AppSKey cdopmupytotcs cne-
ayroLwumM obpa3omMm.

Ecnn OptNeg He ycTaHOBMNEH, TO CEaHCOBLIE KMoYKM paccuuTbiBatoTes n3 NwkKey.

CeaHcoBbli kmod npunoxeHus AppSKey paccunTbiBaeTcs ¢ NOMOLLbK NEPBUYHOMO CEAHCOBOTO KNOYa
NwkKey n cooblerus:

message = 0x02 || JoinNonce || NetlD || DevNonce || Pad,q

®yHkumns Pad g nobasnser Hynesoit 6anT Takum obpasom, 4Tobbl AnNUHa AaHHbIX cTana kpatHon 16.

HenocpeOcTBeHHbIM anropuTM KOQUPOBAHUA He paccMaTpUBaEeTCa B HACTOSALWEM cTaHaapTe U Bblbupa-
€TCsl B COOTBETCTBUM C TpeDOBaHUAMWN OpYrMX HOPMAaTUBHbIX MPABOBbLIX aKTOB, 4EACTBYIOWMX HA TEPPUTOPUM
Poccuinckon ®enepaunn.

CeTeBoil ceaHCOBbIN KMOY LeNOCTHOCTH BOCXOAsLW X cooblieHuin FNwkSIntKey paccuuteiBaeTcs ¢ no-
MOLLILKO NepBUYHOTrO ceaHcoBoro krtoda NwkKey 1 cooblueHus:

message = 0x01 || JoinNonce || NetID || DevNonce || Pad,g
SNwkSIntKey = NwkSEncKey = FNwkSIntKey

3Hayerne MIC gna coobulieHnsa NoATBEPXKAeHWUA NPUCoeJUHEHNS PACCYMTLIBAETCA C MOMOLLLIO NepBUY-
Horo ceaHcoBoro kntoda NwkKey 1 coobiyeHus:

message = MHDR || JoinNonce || NetID || DevAddr || DLSettings || RxDelay || CFList || CFListType

Wcnonbaytotea mnagwwe 4 6anta nony4eHHOro 3HadeHus.

Ecnun OptNeg yctaHoBneH, To AppSKey paccunteiBaeTcs M3 AppKey cnegyowmm obpasom.

CeaHcoBblW Kntod npunoxeHna AppSKey paccunTeiBaeTcs C NMOMOLLbIO NMPUKIAAHOMO NEPBUYHOIO KITHo-
ya AppKey 1 coobuLieHus:

message = 0x02 || JoinNonce || JoinEUI || DevNonce || Pad,4
CeteBoit ceaHcoBblin kntod FNwkSIntKey paccunteiBaetca ns NwkKey n coobeHnst:
message = 0x01 || JoinNonce || JoinEUI || DevNonce || Pad,g
CeteBon ceaHcoBbii kntod SNwkSIntKey paccumTthiBaetca n3a NwkKey 1 coobuieHus:
message = 0x03 || JoinNonce || JoinEUI || DevNonce || Pad,q
CeteBoit ceaHcoBblin kntod NwkSEncKey paccuuteieaetca na NwkKey n coobueHns:
message = 0x04 || JoinNonce || JoinEUI || DevNonce || Pad 4

B atom cny4ae 3HaveHme MIC ansa cooblieHuns noaTBEPKAEHUSA NPUCOEANHEHWUST PACCHMNTLIBAETCA C MNO-
molbio JSIntKey (kmoy LienocTHOCTH BocxosLero coobuieHns ¢ 3anpocom Rejoin-Request nepsore Tuna u
Hucxoaswero coobleHus oTBeTa Join-Accept) U coobuieHusa:

message = JoinEUI || DevNonce || MHDR || JoinNonce || NetID || DevAddr || DLSettings || RxDelay ||
CFList || CFListType

VMcnonbayoTea Mmnagwune 4 6anta nonyyeHHOro 3Ha4YeHusl.
JoinReqType npenctaensaet coboii ogHo BalTOBOE None Ana KOOUMPOBAaHUA TUMa 3anpoca Ha npucoeau-
HeHue (JoinRequest unu RejoinRequest), HMLuupoBasLwero oTeeT Join-Accept (Tabnuua 16).
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Tatnuua 16 — KoguposaHue JoinReqType

Tun JoinReqType 3Ha4eHue JoinReqType
JoinRequest OxFF
RejoinRequest type 0 0x00
RejoinRequest type 1 0x01
RejoinRequest type 2 0x02

Knko4, ncnonb3yemblid Ons KOGMPOBaHWS COODLLEeHNs ¢ NOATBEPXAEHUEM NPUCOEOMHEHUS K CeTu, fAB-
nsetcs oyHKumen ot cooblieHns ¢ 3anpocom npucoegnHeHuns (JoinRequest unu RejoinRequest), nHnuuunpo-
BaBLero ero (tabnuua 17).

Tatnuua 17 — 3HayeHue Knova kogupoeaHusa Join-Accept

Twun 3anpoca Kntoy kogupoeaHua Join-Accept
JoinRequest NwkKey
RejoinRequest type = 0 unmn 1 vnun 2 JSEncKey

CoobleHne ¢ NOATBEPXKAEHUEM NpucoeauHeHus (nepenpucoeanHeHns) k cetu (Join-Accept) kogupy-
etcsi ¢ nomolwbk Knda NwkKey (nnn JSEncKey) n coobienuns:

message = JoinNonce || NetID || DevAddr || DLSettings || RxDelay || CFList || CFListType || MIC

OnuHa coobweHunsa 16 unu 32 Ganta.

Mone RX1DRoffset onpegensert cMelleHne MeX4y CKOPOCTbIO Nepefayn OaHHbIX BOCXOASLLEro kKaHana
CBS3W U CKOPOCTLI Nepefayn JaHHbIX HUCXOASLLEro KaHana cBsau, UCNonb3yemoe AN CBA3W C OKOHEYHbIM
YCTPOWCTBOM B NepBom okHe npuema (RX1). MNo ymonyanuio cMmeleHne paBHo 0. CMelleHue enonb3yeTcs,
4yT06bl Y4EeCcTb MakCcMManbHbIe OrpaHWYeHus Mo MOLHOCTM AnA 6a30BbIX CTaHUWMA B HEKOTOPbLIX PErMoHax M
ans 6anaHCUpPOBKM OFPaHUYEHNIA BOCXOOSALEN U HUCXOOALEN NUHWIA CBA3N.

dakTnyeckne OTHOLLEHMS MeXay BOCXOASALLEN U HUCXOASALLEN CKOPOCTLI0 NepeaaYn AaHHbIX onpeaens-
HOTCSA B pErMoHanbHbIX napamMmeTpax (npuBegeHsl B pasgene 9).

3apepxka RxDelay cnegyeT ToMmy e cornalueHuto, 4To 1 none Delay B komange RXTimingSetupReq.

Monst CFlist u CFlistType siBnsoTCs Heobs3aTenbHbEIMKM, HO OMKHbI MO0 o6a npucyTcTBOBaTh, NMOO
oba oTCyTCTBOBaTb.

Ecnu cooblenne c noaTeepxaeHMeEM npucoeguHeHus (nepenpucoednHerunst) Kk cetu (Join-Accept) no-
nydeHo nocne nepegaqu:

- 3anpoca Ha npucoeguHeHue (Mnu 3anpoca Ha NOBTOPHOe npucoeguHeHne Tuna 0 unu 1) n ecnu none
CFlist oTcyTCTBYET, TO YCTPOMCTBO NEPEXOANT Ha YacTOTHbIE KaHanbl No ymonyanuto. Ecnu CFlist npucyTtctey-
eT, TO OH NMepeonpegenseT Bce paHee 3afaHHble KaHanol. [MapameTpel MAC-ypoBHsa (RXdelay1, ckopocTb
nepegayn gaHHbix RX2, ...) 0OmKHbI ObITe COPOLLEHEI B 3HAaYEHWS MO YMOMYaHMWIo;

- 3anpoca Ha NoBTOpHOe npucoeauHeHue Tuna 2 n ecnu none CFlist oTcyTcTBYET, TO YCTPONCTBO AOMXK-
HO COXpPaHWTb CBOW TEKYLUME 4acTOTHble KaHanbl 6e3 nameHeHuin. Ecnu CFlist npucyTcTBYyeET, TO OH nepe-
onpenensieT Bce onpefeneHHble paHee kaHanbl. Bce octansHeie napametpbl MAC-ypoBHS (32 UCKITHOYEHUEM
CYETYMKOB KaOpoB, koTOpble cbpackiBaloTcs) ocTatoTes be3 naMeHeHus.

Bo Bcex crnydaax nocne ycnelwHon obpaboTkm coobweHusa Join-Accept ycTpoicteo nepegaetr MAC-
KomaHgy Rekeylnd, noka He nonyuuT KomaHgy RekeyConf (cm. 6.3.10). MNpuem Bocxopswerd KomaHdbl
RekeyInd vcnonb3yetcsa ceTeBbIM CEPBEPOM Kak CUrHan Ansa nepexoaa K HOBOMY CeaHcy.

6.4.2.4 CoobLleHne C 3anpocoM Ha NOBTOpPHOE npucoeauHeHne k cetu (Rejoin-Request)

Mocne akTvBaLMK YCTPOMCTBO MOXET NEPUOAMYECcKM NepenasaTh 3anpoc Ha NOBTOPHOE NMpUCOedWHE-
Hue Kk cetn (Rejoin-Request) (nomumo obmeHa AaHHbIMUW, ONpegeneHHoro npunoxeHvem). 9T1o cooblleHue
C 3anpocoM MOBTOPHOTO MPUCOEAWHEHWUST AAaeT BO3MOXHOCTb NEpWOdMYecku, Ha CTOPOHE cepBepa, WHUL K-
annavpoBaTb HOBLIA CeaHC ANA OKOHeYHoro ycTponcTtBa. C 3TOM Uenbio ceTb (CeTeBOW cepBep) oTBevaeT
cooblleHeM noaTeepXaeHua npucoeanHeHust K cetn (Join-Accept). 3To MoXeT BbiTb MCNONbL30BaHO ANA
nepega4u (nepemeLLeHns) yCTpOMCTBa MexXay ABYMS CETAMU UMW B UCXOAHOW CeTu AN 3aMeHbl KMioYen
n/vnun nameHeHnsa devAddr ycTpoicTaa.
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CeTeBol cepBep MOXET TawkkKe Wcnonb3oBaTb okHa npuema RX1/RX2 nocne 3anpoca NOBTOPHOrO
npUcoegnHeHnss ana nepegaqdn HopMalbHbIX MOATBEPXOEHHBIX WIW HEMNOATBEePXAEHHbLIX HMCXOOALWMX CO-
obLeHunin, gononHuTensHo nepenasana MAC-komaHabl. 3Ta BO3MOXHOCTL NonesHa ana cbpoca napamMeTpoB
npuema ycTpoWCTBa B cnydae, ecnu coctossHue MAC-ypoBHS pacCcUHXPOHU30BANoCh MeXay YCTPONCTBOM U
CeTeBLIM CEPBEPOM.

Mpumep — JaHHbI0 MexaHU3M MoXem 6bimb UCMONb308aH OGNSl U3BMEHeHUs1 ckopocmu nepedayu GaHHbIX
okHa RX2 u cmeweHusi ckopocmu nepedayu daHHbIX okHa RX1 dns ycmpolicmea, komopoe 6osee He docmynHo
8 Hucxodauel NUHUU NpuU UCMOoNb308aHUU meKyujel KoHghuaypayuu Hucxodaujeld NUHUU CeA3U.

ﬂpou,e,.qypa NMOBTOPHOIO NpncoeuMHeHNA K CeTW BCcerga MHMUMNpyeTcA OKOHEYHbIM yCTpOF‘ICTBOM nytem
OoTnpaBKn COOGLIJ,EHMH C 3anpocom NoBTOPHOIo npucoeanHeHns.

Mpumeuvanne — B moboe Bpema ceTeBol cepBep obpabaThiBaeT 3anpockl Ha NMOBTOPHOE NpucoeduHeHve
(tvna 0,1 nnun 2) 1 reHepupyeT coobLleHus ¢ NoaTBePKAeHNEM NPUCOSAWHEHNS K CETW, OH OOMKEeH NoAAepHVBaTE Kak
CTapbiv ceaHc (KMYKM M CHETYMKM, ECIN OHW eCTb), TakK W HOBbIW, MOKa He NOMy4YuT NepBbIM YCNEeLUHbIW NakeT M3 BOCXOAs-
el NMHUK CBA3M, MCMOMb3Ya HOBEIM CeaHc, Nocne Yero cTapelil ceaHc cnedyeT yaanute. Bo Bcex cnydaax obpabotka
co0BLLEeHUs ¢ 3aNpocoM Ha NMOBTOPHOE NPUCOeQUHEHWE CeTeBbIM CEPBEPOM MOXOXa Ha 0bpaboTky cTaHfapTHOro coob-
LLeHWs C 3aNpPOCOM Ha NPUCOedUHEHUE K CETU, B KOTOPOM CETEBOW CepBep B Havane obpaboTku coobLueHVsa onpedenserT,
OOMKEH N OH NepedaTtb ero cepeepy npucoeguHerus (Join-Server) gna dhopMMpoBaHns NOATBEPKOEHUA NpUcoequHe-
Hus k ceTn (Join-Accept) B oTBeT.

CyllecTsyeT TpU TUMa cooBLUEHMA C 3anpoCoM Ha MOBTOpPHOE MPUCOedWHEHWe, KOTOopble MOTYT BbiTh
nepenaHbl OKOHEYHLIM YCTPOWCTBOM WM COOTBETCTBYIOT TPEM pasnuyHbIM UensM. MNepsbiil 6aiT cooblieHus
C 3anpocoM Ha MOBTOPHOE NMpUCOedMHeHUe HasbiBaeTca « TN NOBTOPHOro nNpucoeduHeHus» (Rejoin Type) u
MCMonb3yeTcs ONsi KOAWPOBAHUA TUMa 3anpoca Ha NOBTOPHOE rnpucoedunHeHue. B Tabnvue 18 onucaHo Ha-
3HaYeHne Kax4oro Tuna coobLUeHUs ¢ 3anpocoM Ha NMOBTOPHOE NPUCOeanHEeHNe K CeTH.

Tabnuya 18 — Tunbl coOOBLLEHWI C 3aNMpOCOM Ha MOBTOPHOE NPUCOEUHEHUE K CETU

Tun 3anpoca OnucaHve 1 HasHadeHue

0 Copepxut NetID+DevEUI. Mcrnonb3yeTcs Ans 3akpbiTUA coeQUHEHUS Ha YPOBHE ceaHca C yCTPon-
CTBOM, BKMoYas Bce napameTpel paguo (devAddr, knoun ceaHca, CHETYMKM KaapoB, napameTpel
paguo). Takme coobLueHns MOryT HanpaenAaTLCSA YCTPOMNCTBaMKW TOMbKO Ha AOMallHWe CeTeBble
cepBepa, He Ha cepBep npucoeauHeHus (JoinServer). MIC atoro coobLueHna MoXeT BbITe NpoBe-
peH TOMbKO NPW TPaH3WTHOM ODCNYKWBaHWM UMW OOMALUHWM CETEBLIM CEPBEPOM

1 Cogepxut JoinEUI+DevEUI. B TOYHOCTM 9KBMBANEHTHO MCXOAHOMY 3arpocy NpUcoeauHeHns
Join-Request, Ho MoXeT nepefaBaTbcsl NOBepx 0BbIYHOIO MPUKNagHoro Tpaguka 6e3 oTKMYeHUs
ycTpoircTea. TonbKo nonyyawLuii ero CETEBON CEPBEP MOXET NEpPeHanpaBnTbL Ha COOTBETCTBYHO-
LM YCTPOWCTBY cepBep Join. Micnonb3yeTca Ang BOCCTaHOBNEHUA YTEPAHHOIO KOHTEKCTa CeaH-
ca (HanpuMep, CETEBOI CepBep NOTEPSsN KIYKM ceaHca M He MOXET CBS3aTh (accouunpoBaTh)
ycTpoiicTeo ¢ JoinServer). Tonbko JoinServer cnocoGeH npoeepute MIC aToro coobueHns

2 Copepxut NetID+DevEUI. WcnonbayeTca AN 3aMeHbl KNoYel YCTPOMCTBa UMW U3MEHEHWs ero
devAddr (devAddr, ceaHcoBbIE KIHO4YM, CHETUMKN KaapoB). [apameTpbl paguo ocTalTca Hens-
MEHHbIMW. 3TW COODLLEHWUS MOTYT HanpaBNATLCS Ha AOMALUHWA CeTeBOW cepBep TOMbKO Noce-
LaeMblMKU ceTaAMU (M3 poymuHra). He moryT BeiTe oTnNpaBneHsl cepBepoM npucoeguHeHns Join

oKoHeuvHoro ycTpoicTea. MIC aTtoro coobLueHna MoxeT ObiTe NPOBEPEH TONBKO NPK Nepenpaeke

(TpaHauTHOM OBCNYXUBAHUK) MMV AOMALLHWUM CETEBLIM CEPBEPOM

a) CoobleHre ¢ 3anpocomM Ha NoBTOpHOe npucoefuHeHue Tuna 0 unum 2
CoobuweHune ¢ 3anpocom Ha noeTopHoe npucoeguHeHme Tuna 0 unu 2 cogepxut NetlD (nopeHTudmkatop
JoMaluHen ceTu yctpoiictea), DevEU| okoHevHoro ycTpoiicTBa 1 3HadeHme 16-6muTtHoro cyetymka (RJcount0)
(cM. pucyHoK 58).

Pasmep (B 6anTax) 1 3 8 2

ReJoin-Request Rejoin Type = 0 nnu 2 NetlD DevEUI RJcount0

PucyHok 58 — CtpykTypa coobleHns ¢ 3anpocoM Ha NOBTOPHOE NPUCOEANHEHNE
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RJcount0 — cyeT4mk, 3Ha4eHUe KOTOPOro yBenuynMBaeTcs ¢ KaxabiM nepegaHHbIM 3anpocom Ha NoBTop-
Hoe npucoegunHerHne Tuna 0 unu 2. RJcount0 nHuuranuaupyetcs B 0 kaxgbii pas, korga nogTBepXaeHue npu-
COeMHEHWS yCcnellHo 06paboTaHO OKOHEYHBIM YCTPOMCTBOM. [1Ns KaX4oro OKOHEYHOro YyCTPONCTBA CETEBOM
cepBep OOMKEeH OTCNeXMBaTh U XpaHUTb nocnefHee 3HadeHne RJcountO (Tak HasbiBaembin RJcount0_last),
WCMOMb30BaHHOE OKOHEYHbIM YCTponcTBOM. OH MrHOPUPYET 3anpockl Ha NMOBTOPHOE NPUCOefUHEeHUe, ecnu
(RJcount0 <= RJcount0_last).

RJcount0 Hukorga He NOBTOPSIETCA (HE OOMMKEeH MCNonb30BaThCA B UWKMEe npu nepenonHeHumn). Ecnu
RJcount0 gocturaer 216 - 1, YCTPOWCTBO AOIMKHO NpeKkpaTtuTb Nepejayy 3anpoca Ha NoBTOPHOE NpUcoednHe-
Hue Tuna 0 unu 2. YCTPOMCTBO MOXET BEPHYTBLCHA K COCTOSIHUIO MPUCOEOUHEHUS K CETHU.

I punMmedYyaHne — [aHHbIA MexaHn3m npegoTepallaeT atakM NnocpeacTBOM OTNpaBKW npenBapuTenbHO 3ann-
caHHbIX cooblieHui ¢ 3anpocamMn Ha NOBTOpPHOE NpUcoeJUHEHKE.

MIC gns coobuienns ¢ 3anpocom Ha NOBTOPHOE NPUCOEANHEHWE PACCYUTLIBAETCA C NMOMOLLBH CETEBOIO
CEeaHCOBOr0 KIo4a LeNnoCTHOCTU HUCXoaswmx coobuwennin SNwkSintKey n coobLieHus:

Message = MHDR || Rejoin Type || NetID || DevEUI || RJcountO

WcnoneaytoTtes mnagwmve 4 6arta NofyYeHHoro 3Haq4eHus.

CoobuleHve c 3anpocoM Ha NOBTOPHOE NPWCOEeAMHEeHNe He KOgMpyeTCs.

KoadbduumeHT «paboumnin umnkn yctponctea» (duty-cycle) npu nepegadye 3anpocoe Ha NOBTOPHOE NPUCO-
eavHeHue tTuna 0 unu 2 gomxkeH 6biTb MeHee 0,1 %.

MpumeyvyaHunsa

1 CoobLueHne ¢ 3anpocoM Ha NoBTOpHOe npucoeuHeHne Tuna 0 npegnonaraeTcs nepegasaTth (MO 3aMbICiy) OT
OJHOr0 pasza B 4ac 0 OOHOro pasa B HECKOMbLKO OHEN, B 32aBUCMMOCTU OT BapMaHTa UCMONb30BaHUS YCTPOWCTRA. 3TO CO-
obueHre TaKke MoXeT bblTk NnepenaHo MAC-komaHgon ForceRejoinReq. 3To coobLueHne MOXEeT UCMonb30BaThCca Ansa
nepenoaknoyeHna MoBbUneHOro YCTPOWCTBA K FOCTEBOW CETU MPW POYMUHTE. TakKe MOXET ObITb UCNONL30BAHO A9 3ame-
Hbl KMoYen unu naMeHeHua devAddr ctatmdeckoro yctponctea. MoBunbHbele yCTPONCTBA, Kak OXKWAOAETCH, NepeMelLanch
MeXay CeTAMM, AOMKHbI NepeaaBaTh 3TO cooblUeHne Yalle, YeM cTaTU4eckne YyCTPONCTBA.

2 Coo06lleHne ¢ 3anpocoM Ha NOBTOPHOE NpUCOoedMHEeHMEe Tuna 2 npegHasHa4YeHo ToNbKo And obecneyeHus 3a-
MeHbI KMYel OKOHEYHOro YCTPOUCTBa. 3TO coobLueHne MOXET nepedaBaTtbes Tonbko MAC-koMmaHgon ForceRejoinReq.

©) CoobuieHue ¢ 3anpocoM Ha NOBTOPHOE NpucoeguHeHue Tuna 1

AHanormyHo 3anpocy Ha npucoeguHeHue coobuleHue C 3anNpocoM Ha MOBTOPHOE MpUCOedUHEeHWe
Tuna 1 cogepxut JoinEUI n DevEUI okoHe4HOro ycTpoicTBa (CM. pucyHok 59). Moatomy cooblieHue ¢ 3anpo-
COM Ha MOBTOPHOE npucoeguHeHue Tuna 1 MoxeT BbiTb HaMpaBneHo cepBepy NPUCOeAWHEHWS OKOHEYHOro
ycTpoicTea (Join-Server) nbbiM ceTeBbIM CEPBEPOM, NMPUHABLUMM ero. 3anpoc Ha NOBTOPHOE MpUCOEeAVHe-
Hue Tuna 1 MoXKeT UCMOoMNb30BaThLCH AN BOCCTAHOBNEHMS CBA3W C OKOHEYHbIM YCTPONCTBOM B Cryyae NnonHow
notepwu ceTeBoro cepeepa. PekomeHdyeTtca nepegasath coobLUeHMe ¢ 3anpocoM Ha NOBTOPHOE NMpucoenuHe-
Hue Tuna 1 He pexe OfHOro pasa B Mecsl,.

Pazmep (B BanTax) 1 8 8 2

RedJoin-Request Rejoin Type = 1 JoinEUI DevEUI RJcount1

PucyHok 59 — CTpykTypa coobLueHUs C 3anpocoM Ha NOBTOPHOE NPUCOedNHEHWE K CeTM Tuna 1

RJcount1 ong 3anpoca Ha NOBTOPHOE NpucoeanHeHWe K ceTu Tuna 1 — 3Tto apyroi cueTumk, He RJCount0
(KoTopbIi MCNonb3yeTcs ANA 3anpoca Ha NOBTOPHOE NpucoeanHeHue Tuna 0).

RJcount1l — cueTumk, 3HavyeHWe KOTOPOro yBenMYMBAaETCH C KaXAblM nepedaHHbIM 3arnpocoMm Ha
noBTOpHOe npucoeguHeHne Tuna 1. [OnA KaxOoro OKOHEYHOro yCcTPOWCTBa CEpBEpP NpPUMCOedUHEHUS
(Join-Server) oTcnexuBaeT U XxpaHUT nocnegHee 3HaveHue RJcount1 (Tak HasbiBaembll RJcount1_last),
WMCMNOMNb30BaHHOE OKOHEeYHbIM yCcTpolcTBOM. OH WUrHOPUPYET 3anpochl HA MOBTOPHOE MPWUCOEAMHEHWE,
ecnu (RJcount1 <= RJcount1_last).

RJcount1 Hukorga He noeTopseTcd ang selgaHHoro JoinEUI. MNepruoguyHocTe OTNpaeku 3anpoca Ha no-
BTOpPHOE NpucoeauHeHue Tuna 1 gomkHa BbiTb Takol, YTODbl HE MOMMO NPOM30WTK NepenonHeHWe cYeTUYNKA
W NOBTOPHOE WCMNOMb30BaHWe ero 3Ha4yeHU B Nepuos XM3HW YCTPOMCTBA C 3agaHHbIM 3HadeHuem JoinEUL.

M pumMmevHyaHne — ,ﬂaHHb[ﬁ MEXaHn3M npenoTBpallaeT artaki NocCpencTBOM OTNpaBKW NpegBapuTErnbHO 3anu-
CaHHbIX CODGLLI,EHVIﬁ C 3anpocaMn Ha NOBTOPHOE NnpucoeanHeHue.
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MIC pns cooblleHns ¢ 3anpocoM Ha MOBTOPHOE NpMcoeguHeHne Tuna 1 paccynThIBAETCA C MOMOLLbIO
kntoya JSIntKey (kntoy koguposaHus Join-Accept B cnydae nonyyeHus 3anpoca Rejoin-Request) n coobiueHns:

Message = MHDR || Rejoin Type || JoinEUI || DevEUI || RJcount1

VMcnonbayoTea mnagwune 4 6anta nonyyeHHOro 3HauYeHusl.

CoobuweHre ¢ 3anpocom Ha NOBTOPHOE NpucoednHeHne Tuna 1 He KogupyeTcs.

Pabo4ui uukn yctponctsa (duty-cycle) npu nepegadve 3anpoCcoB Ha NOBTOPHOE NpUcoednuHeHre Tuna 1
Bcerga gomkeH ootk <0.01%.

n puMedaHue — Coo6LeHune ¢ 3anpocom Ha NOBTOPHOE NpucoednHeHWe Tuna 1 npepnonaraeTcA nepefaBatb
OT OOHOro pasa B AeHb 00 OOHOro pa3a B Heferto. 3710 coobuieHne Mcnonb3yeTcA TONMbKO B Cny4yae NonHoMN noTepun cep-
BEPOM KOHTEKCTa YPOBHA Ce€aHCca. 370 cobbiTUE O4YeHb ManoBEPOATHO, NO3TOMY NOBTOPHOE NO4KMKHYEHWE YCTpDIZCTBa C
nepruognyHOCTbIO OT OAHOIO pa3a B AeHb 00 OOAHOro pasa B Hedernw cYMTaeTca npuemMnemMbiM.

B) [Mepegada 3anpoca Ha NOBTOPHOE NpUCOeduHeHne
B tabnvue 19 npueegeHbl BO3MOXHbIE YCINOBWA ONA nepeaqn coobLleHna Kaxaoro tuna 3anpoca Ha
NOBTOPHOE NPUCOEeUHEHNE.

Tabnwu ua 19 — BoamoxHble YCnoeuA Oana nepegaqun COOGLLI,EHI/!H KaXgoro Tmna 3anpoca Ha NOBTOPHOE NpucoeuHeHne

Tun 3anpoca Ha NoBTOpHOE
npucoeauHeHue (RejoinRequest)

Mepenaerca aBTOHOMHO U NEPUOAUYECKN
OKOHEYHbIM YCTPOWCTBOM

MNepepnaetca ¢ MAC-komaHgom
ForceRejoinReq

0

X

X

1

X

2 X

CooblueHne ¢ 3anpocoM Ha NOBTOpPHOe NpucoeanHeHue Tunoe 0 u 1 gomkHO NnepefasaTthcsa No Nobomy
onpeaeneHHoMy Ans npouenypbl NPUCOeAMHEHWUST KaHany (cMm. pasgen 9) Ha COOTBETCTBYIOLMX CRyYanHo
nepeknioYaemblx (BbibMpaembix) YacToTax.

3anpoc Ha NoOBTOpPHOE NPUCOeAMHEeHWe TUNna 2 AOMKEeH nepeaasaThbes no Nobomy BKIHOYEHHOMY B Ha-
CTOSAILLMIA MOMEHT KaHamny Ha COOTBETCTBYHLLMX CIy4YalHO NepekniyaeMbix (BbibMpaeMblx) YacToTax.

3anpocbl Ha MoBTOpHOe npucoeduHeHue TunoB 0 W 2, nepegaBaembie C MOMOLWbLH KOMaHObl
ForceRejoinReq, fomkHBI NCNONBL30BaThL CKOPOCTL Nepefayn AaHHbIX, ykasdaHHy B MAC-komange.

3anpocbl Ha NOBTOpHOe NpucoeauMHeHne Tuna 0 [NepenalnTca NepuognYeckn 1 aBTOHOMHO OKOHEYHbIM
YCTPOMCTBOM (C MakcumMarnbHOW NePUOANYHOCTbBIO, YCTaHOBMNEHHOW komaHaol RejoinParamSetupReq)] n 3a-
Npocbl Ha NOBTOPHOE NpucoeauHeHne Tuna 1 4OMKHbI MCNONb30BaTh:

- CKOpOCTL Mepefaydu OaHHbIX U BhIXOAHYI0 MOLLHOCTL Nepefaryuka, UCnomnb3yeMble B HacTOALWMA MO-
MEHT A5 Nepefavy NpuknagHblix AaHHbIX (payload), ecnu BkntoveH ADR;

- NobyK paspelleHHY ONs KaHanoe NpucoejuMHEHUA CKOPOCTh Nepenayn OaHHbIX U MOLLHOCTL nepe-
garyuka no ymondanuio, ecrniv ADR oTkniodeHa. B aTom cnydae pekoMeHOyeTcs MCnonb3oBaTh pa3nu4Hbie
CKOPOCTW nepenadun AaHHbIX.

r) O6paboTka 3anpoca Ha NOBTOPHOE NpUCOeauHEHKEe

[lna Bcex Tpex TMMNORB 3anpoca Ha NoBTOPHOE NPUCOEAVHEHWE CETEBOW CEPBEP MOXKET pearmporath:

- coobLLeHMEeM ¢ NOATBEPKAEHUEM MPUCOEAUHEHUS (KaK onucaHo B 6.4.2.3), ecrni OH XO4YeT U3MEHUTb
CETEBOW MOEHTUAUKATOP YCTPONCTBA (POYMUHT UK 3ameHa kmodei). B atom cnyyae RJcount (0 unu 1) 3a-
MeHsieT DevNonce B npouegype nonyyeHus Krnio4ven;

- HOpMasnbHbIM (0BbIYHBIM) HUCXOOSALW MM KagpoM (coobLweHneM), ononHuTensHo cogepxatum MAC-
KOMaHObl. 3TOT HUCXOAALIWA Kaap AOM¥KeH bbiTh OTNPaBMNEeH B TOT e KaHamn ¢ TOW e CKOpPOCThIo nepenadu
OaHHbIX U C TOW Xe 3a4epXKo, YTo Oblnu 3agaHsel Ang coobleHusn ¢ nogTBepKaeHWeM NOAKMIOYEHUS, KOTO-
poe OH 3aMeHseT.

B 6onbluMHCTBE Cny4YaeB Ha NOMNyTHbIE 3aNpoCckl HA NOBTOPHOE npucoenuHeHue tuna 0 unu 1 ceTb He
OyneTt pearnpoBarthb.
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6.5 3apepkKa NOBTOPHbIX Nepegayd

[ns BocxogAWMX KaapoB, ANA KOTOPbIX OAHOBPEMEHHO BbINOMNHAWTCH yenoeus (1) v (3) unn (2) u (3),
CYLLECTBYET OrpaHMYeHne Ha 3arpysky pagvoadupa BOCXoASWUMK COOBLLEHUsIMU. YCNOBMS, NPU KOTOPbIX
OENCTBYHOT OrpaHuYeHus:

1) Tpebytowmnx NnoaTBEPKAEHUA UMK OTBETA OT CEpBEpa CETW UMW cepBepa NPUIOKEHWNN;

2) ABnAIOLWNXCA NOBTOPHOM Nepedayei No NpuYMHe OTCYTCTBKUS OTBETa (MOATBEPKAEHWA) OT CepBepa;

3) 06beaAnHEHHbIX BHELHUM COObITUEM (OTKNIOYEHWE SMNEKTPUYECTBA, OTKIMIOYEHNE CETU U T. 4.), KOTO-
poe MOXET MHULMNPOBaTb OOHOBPEMEHHYIO CHMHXPOHM3aUWk Gonblioro konuyecTtsa ycTporcTs (>100), 4to
MOXEeT BbI3BaTb KAaTaCTPOMUYECKYH0, TSKENO BOCCTAHABMNMBAEMYH CUTYaLMI0 NEpPerpy3kn paguoceTu.

MpumeyaHue — [lpumMepomM Takoro Bocxopdwlero kagpa senaetca JoinRequest, korga oH BbINonHAeTcH
rPynno OKOHEYHbIX YCTPOMCTB, PewmnBwnx ocywecTBuTe cbpoc MAC-ypoBHA B cny4vae cbos cetn. Becs rpynna oko-
HEYHBIX YCTPOWCTB Ha4YMHAET OTnpaBnATe Bocxopsawme JoinRequest v npekpallaeT ToNbKO MOCrne nonyyYeHusa OT CEeTU
JoinResponse.

[na Takux NOBTOPHLIX OTNPABOK KALPOB WHTEPBAN Mexay OKOHYaHueM okHa npuema RX2 v cnegyto-
LL{e MOBTOPHOW Nepefadqel B BOCXOASLLYIO NTMHUIO CBA3W OOrmKeH OblTh CnyYanHbiM AN KaX4oro ycTponcTea
(Hanpumep, pekoMeHAYeTCH MCNONb30BaHUE reHepaTtopa NceBAoCnyYanHbIX YMcen ¢ agpecom yCTporcTea).
PekomennyeTcsi, 4Tobbl paboyumii UMKN nepegaqvn Takmx coobLueHniA COOTBETCTBOBAN pPermoHanbHbIM NnapamMe-
Tpam (cm. pazgen 9) u npuBeneHHsIM B Tabnuue 20 orpaHUdYeHaM, B 3aBUCUMOCTM OT TOTO, YbM OrpaHUYeHus
bonee cTporue.

Tabnuua 20— TpeboBaHus K JOMYCTUMOI 3arpy3ke pagvoadupa

OnucaHue nepuoaa MomeHT nepeaaqn odepegHoro kagpa (f) Honyctumas sarpyska paguoadupa
B TeyeHue nepeoro 4yaca nocre To<t<Ty+1h Bpemsa nepenayn < 36 cekyHf 3a
BKIIOYEHWA NUTaHma unm cpoca 1vac
Mocne nepBoro Yaca, B TEHYEHVE To+t1lh<t<Ty+11h Bpema nepenaun < 36 cekyHp 3a
cnegytowmnx 10 yacos 11 yacos
Mocne nepebix 11 YacoB., B Te4eHue To+ 1T+ N<t<T,+35+N Bpemsa nepepauun < 8,7 cekyH 3a
cnegyrowmx 24 4acoB U 33 Kaxable Nz0 24 yaca
nocneayrowme 24 yaca

7 OKoHeu4Hble ycTpoucTBa knacca C

7.1 Pexum cBsi3¥ OKOHEYHOro YCTPOWCTBa

OkoHeuHble ycTpoicTea knacca C Mcnone3yrTca TaMm, rae ecTb BO3MOXHOCTb MCMOMb30BaTh BHELLHUNA
WCTOYHUK NUTAHWUSA (MUTAKTCH OT CETU MOCTOSIHHOTO MUTaHWA) U, CNeaoBaTensHo, He TpebyeTca MUHUMU3WPO-
BaTbk BPEMS Npuema.

OkoHeuHoe ycTponcTeo knacca C 6onbLuy 4acTb BpeMEeHU NpocnyLlUMBaeT paauosdup ¢ napameTpa-
MU okHa npuema RX2. OkoHe4yHoe yCTPONCTBO AOIMKHO CrylaTh B OKHe npuema RX2, korga oHo He nepenaet
(a) nubo He npuHMMaeT B okHe npuema RX1 (6) B cooTBeTCTBUYM C onucaHvem knacca A. [ina atoro emy Heob-
XOOQUMO OTKPbITh ManeHbKoe (KOPOTKOE) OKHO, McMonbk3ylllee napaMmeTpbl RX2, mexay KOHLOM nepenayv B
BOCXOZSALLYHK NUHUIO CBA3M W HA4YanoMm okHa npuema RX1 n HeobxooMmMo nepekniyuTLCa Ha napameTpbl OKHA
npuema RX2; kak Toneko okHO npuema RX1 3akpoetcs, okHO npuema RX2 OOMKHO OCTaBaThCA OTKPLITHIM 40
Tex rnop, Noka OKOHEYHOMY YCTPOWCTBY He NoTpebyeTcs nocnath elle ogHO cooblieHue.

Mpumeyvarnnn

1 Ecnu ycTpoNCTBO HAaxoguTCcsa B Npolecce AemMoaynauuM HACXoaswero coobuleHns, UCnonbaysa napameTpbl RX2,
B MOMEHT, Korga OOMKHO BblTb OTKPBLITO OKHO npuema RX1, TO yCTPOWCTBO QOMKHO MpekpaTuTb AeMOAYNALuie 1 nepe-
KMIOYUTLCA Ha npuem B okHe RX1.

2 YcTpoiicTBo knacca C He MOXET cooOLWMUTL cepBepy, YTo OHo nogdepxusaeT knacc C. CBegeHus o npuHaanex-
HOCTW YCTPOMCTBA K knaccy C QomkHbI nonagath B CEPBEP C NPUKIAgHOM YPOBHS.

B cnyyae, ecnu cooblieHre NpuHMMaeTCca YCTPOWCTBOM, paboTalwmm B pexume knacca C, u Tpeby-
eTcqa nepenava Bocxogdawero coobuweHus (Hucxoaawas MAC-komaHga — 3anpoc Unu HUcxogsilee cooble-
Hue, Tpebytolee NOATEEPKAEHNS), YCTPONCTBO OOMKHO OTBETUTL B TeYeHWe Nepuoda BpeMeHU, U3BECTHOro
Kak OKOHEeYHOMY YCTPOWCTBY, TaKk N CEeTEBOMY CepBepy.
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[o ncteveHus atoro nepvoga (TaiM-ayTa) CeTb He AOIMKHA HanpaensaTh Kakue-nnbo HoBkle coobLeHns,
Tpebyowume nogreepxaeHus, unu MAC-komaHgel Ha ycTponcTso. [locne nctedeHvs aToro nepuoga unm no-
cne npuema ntoboro Bocxogsuero coobLleHWsa ceTy pa3peLleHo Nockinate HOBOE HUCXoAsLLee coobLeHe.

7.1.1 OnuTenbHOCTL BTOPOro OKHa Npuema gna knacca C

YcTpoicTBa Knacca C peanuayioT Te e ABa OKHa npuvema, 4To W YCTPOWCTBa Knacca A, HO OHW He 3a-
KpblBaT OKHO npuema RX2 0o MOMEHTa OTnpaBKW O4epefHoro Bocxogswero coobulenns (oM. pucyHok 60).
MoaToMy OHWM MOryT nonyyaTb HUCXOAsAWMe cooblieHns B okHe npuema RX2 noytu B nioboe Bpems, B TOM
yKucne HUExoaslme coobLueHns, oTnpaBneHHble ¢ uenbk nepenadn MAC-komaHabl Uy NoATBEPKOEHWUS NO-
nydeHus coobueHuns (ACK). KopoTkoe okHO NpocnyLLMBaAHUS HA YacTOTe U CKOPOCTUW Nepefayun OaHHbIx RX2
Take OTKPbIBAETCH MeXAy OKOHYaHWeM nepefayun u Havarnom npuema B okHe RX1.

Jnwtca 0o cneayoulero BOCXogsaLero
COOBLUEHWA OT OKOHEYHOro YCTPOMCTBRA

Mepepnava RX1

RX2 RX2

Bpems nepepaun RECEIVE_DELAY1
OT OKOHEMHOro YCTPOWCTBa

et e il ea—

PucyHok 60 — BpemeHHOW rpaduk npuema coobuweHni gna knacca C

7.1.2 MHoroagpecHas paccbinka gna knacca C

YcTpoiicTea knacca C MOryT NpUHMMaTk MHOroagpecHble HUCXoAdLw e naketsl. Agpec MHoOroagpecHon
PacChbINKW ¥ COOTBETCTBYHILLNE CETEBOW CEaHCOBbIW KMHOY M CEaHCOBBIN KIKOY MPUNOXKEHUS SOMKHbI MPUX0-
OWTb Ha YPOBHE MPUNOXKEHNS.

MpumevyaHune — MHoroagpecHas pacchifika MOXET MCMNoNb30BaThCA AN MHOrOaApecHoW nepedayn crneny-
IOLLMX OaHHbIX: 0BHOBMEHWEe BCTPOEHHOIo NporpaMmHoro obecrevyeHns, equHoe BpeMs, ansMaHax u achemepuasl GPS/
GLONASS-cnyTHUKOB (4119 YCKOPEHHOro onpedeneHnsa KoopauHaT OKOHEMHbIMW YCTPOWCTBAMW) U T. 4.

OrpaHuyeHus, pacnpocTpaHsaLLMecs Ha MHoroagpecHsble HUCXoaswWwme coobleHus ansa knacca C:

- cooblUeHNs nepefarTcsl TONBKO B HUCXOASLLEM KaHane CBaA3u,

- coobueHna He gomkHbl HecT MAC-koMaHasl HU B oBnacTtu FOpts, HU B none npuknagHeiX OaHHbIX
FRMPayload Ha nopt O;

- 6utbl ACK 1 ADRACKReq aorxHbl 6biTh paBHbl 0;

- none MType QOMKHO HECTW 3HAYeHWe, COOTBETCTBYIOLWEE HUCXOAALWEMY coobLleHunto, He TpebytoLue-
my noareepxxaeHus (MType = Unconfirmed Data Down);

- 6uT FPending fnomxeH ykasbiBaTb Ha TO, YTO MMEHKTCA eLLe MHOTOaApeCHbIE AaHHbIe AMs OTNPaBKM.

MpumeyvaHne — Y4yutblBas, 4TO YCTPOUCTBO Krnacca C coxpaHsieT akTUBHbBIM CBOW NMPUEMHUK BOMbLUYIO YacTb
BpemeHu, but FPending He Bbi3biBaET Kakoro-nnbo KOHKPETHOIo NoBeAeHWA OKOHEYHOro YCTPOWCTRA.

7.2 MAC-komaHAbl

Bce komaHabl, onucaHHble Ansa knacca A, AoMmkHb ObiTh peann3oBaHbl B yCcTporcTBax knacca C. [ns
ycTpoiicTe knacca C gononHutensHo onpegenedsl MAC-koMaHabl, ykasaHHbele B Tabnuue 21.

Tabnuuya 21 — MAC-komaHAakl AnA ycTpoUcTB knacca C

MNepepaetca
CID Komanpa KpaTkoe onucaHne

KY BC
0x20 DeviceModelnd X WMcnonb3yeTca OKoHeYHbIM YCTPOMCTBOM AnA 0bo3HayveHust ero

Tekywlero pexuma pabotbl (knacc A unu C)
0x20 DeviceModeConf X KMcnonbayeTcs ceThbio 4nd noaTeepxaeHna komanabl DeviceModelnd
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7.2.1 Pexxum paboTbl ycTponctBa (DeviceModelnd, DeviceModeConf)
C nomoubio komaHabl DeviceModelnd okoHe4YHOe yCTPONCTBO M3BELLAEeT CETb O peXUMe cBoeln paboThbl
B knacce A unu C. KomaHaoa nmeeT gaHHble pa3mepoM ofuH BaiT (cM. pucyHok 61).

Pasmep (B 6ainTax) 1

DeviceModelnd Payload Knacc (Class)

PwucyHok 61 — AtpubyT komaHnabl DeviceModelnd

3Ha4yeHus knaccoB ansa komanabl DeviceModelnd npueegeHrsl B Tabnuue 22.

Tabnuuya 22— 3HayeHms knaccoB Ans komaHabl DeviceModelnd

Mone «Knacc» (Class) 3Ha4eHue
Knacc A (Class A) 0x00
RFU 0x01
Knacc C (Class C) 0x02

Korga ceteBoi cepsep nonydaer komaHngy DeviceModelnd, oH oTBe4aeT Ha Hee KOMaHOOW
DeviceModeConf. YcTpoicTBo JOMKHO BKNoyvaTe kKomaHay DeviceModelnd Bo Bce Bocxogsiume coobeHuns,
noka He nony4yuT KomaHay DeviceModeConf.

YCTPONCTBO AOMKHO NepekriounTsL pexumM paboThl, Kak TONbKO nepeas komanaa DeviceModelnd bynet
nepenaHa.

MpumevyaHune — [naycTpoicTs c BatapeiHbIM NMTaHMEM PEKOMEHOYETCSH NPY Nepexoae oT Knacca A K knaccy
C peanv3oBaTb MEXaHW3M TalM-ayTOB Ha NPUKNaAHOM YPOBHE, YToBbl rapaHTUPOBaTh, YTO YCTPOWCTBO HE 3a0epKUTCS Ha
HeonpeaeneHHbIR CpoK B pexmme knacca C npu OTCYTCTBMK CBA3W C CETLIO.

KomaHpa DeviceModeConf cogepxuT oguH BalT faHHbIX (PUCYHOK 62).

Pazwmep (B banTax) 1

HanHbie DeviceModeConf (DeviceModeConf Payload) Class

PucyHok 62 — CTtpykTypa komaHabl DeviceModeConf

MapameTp Class onpepensetca Tak xe, kak ong MAC-komaHabl DeviceModelnd.

8 Mpumepsbl peanusauum
Hwxe npuBefeHbl NpUMepk, WINKOCTPUpYyHOLWWe NnpuMmeHeHne HaCToAWero CtaHgapTa.

8.1 Ouarpamma nepegaymn Bocxogslwero coobLeHus ¢ nogreepxXaeHnem

Cnepyouwas guarpamma (CM. pUcyHOK 63) unmocTpupyeT Laru, BbIMOMHAEMbIE OKOHEYHLIM YCTPOWA-
CTBOM, KOTOpOE MbiTaeTcs nepefatb ABa Bocxogawwmx coobuweHus (Data0 w Datal) c TpeboBaHveM nog-
TBepxaeHus. Mapametp NbTrans atoro ycTpoicTBa gormkeH ObiTe HoMbLue unv paBeH 2, YToObl 3TOT NpuMep
Obin gercTBUTENBHBIM (T. K. MEPBbLIA NOATBEPXOEHHBIN Kaap nepefaeTcs ABaxabl).
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OkHa npuema

—

LWnios ok ACK ok ACK ok Data+ACK
{Cd} {Cd+1}

{Cd+2}

D

ok v

OkoHeuHoe Data0 ¢ Tpebosann- Data0 ¢ tpeGosanu- ok Data1 ¢ tpeGosanu- ok
yCTDOIﬁCTBO €M NOATBEPHAEHUA €M MoATBEPHASHNA €M MoATBePASHUA
{Cu} {Cu} {Cu+1}

(Onarpamma 1) l

|
RECEIVE_DELAY| ACK_TIMEOUT|

PucyHok 63 — [uarpamma nepefady BOCXO4ALIEro coobLeHUsA ¢ noaTBepOeHMEM

OkoHe4HOE YCTPOWCTBO CHavana nepegaeTt Kagp AaHHbix, TPebytowmii NoaTBEmKAEHUS, CoaepKallui
OaHHble Datal, B NpoU3BONbHbLIA MOMEHT BPEMEHM U HA NPOU3BONBHOM KaHane. 3HayeHWe cyeTynka KagpoBs
(Cu) hopmupyetca nytem gobaeneHus 1 K npefblayLLeMy cCHETYMKY KaapoB BocxoasLwe nuHun cesasu. Cep-
BEpP CETU MpUHMMAET Kaap W reHepupyeT Kaap B HUCXOASLLY NMUHUKO CBA3U. B Hucxoaduwem coobLieHun
ycTtaHoeneH 6ut ACK, 1. e. nogTBepKaeHne nonydyeHun npeablaywero coobwenns. Huecxoasiwee cooblieHve
nepepaetcs ¢ 3agepxkon RECEIVE_DELAY B nepsoe okHO npuema RX1 okoHeyHoro ycTpoiicTea. [aHHoe
HUCXOoasLWEee coobLLeHne UCMOoNb3YeT Ty e CKOPOCTb Nepenayl AaHHbIX W TOT JKe YaCTOTHLIW KaHar, 4To w1
npenebigyuiee Bocxondulee coobuerHue ¢ Data0. CueTuuk KagpoB B HUucxogsAwen nuHum ceasm (Cd) nonyva-
eTca nyTem gobaenenus 1 K npeablaylieMy 3HAYEHWHO CYETYMKA KafpOB B HUCXOAAWEN NMUHUM ONS OaHHO-
ro 3K3eMnnsipa OKOHEeYHOro yCTpoicTea. Ecnu B cepBepe HET JaHHbIX, OXMAAKLLMX Nepefadn B OKOHEYHoe
YCTPOMCTBO, TO CETb JOMKHa reHepupoBaTh cooblieHne 6es npuknagHbix AaHHblx. B gaHHoM npumepe Kaap,
Hecywmin 6ut ACK, He npuHUMaeTCs OKOHEYHBIM YCTPOMCTBOM M3-3a MOMEX B pafuoKaHane.

Ecnu okoHe4Hoe ycTpoicTBo He nony4aet B TedeHue BpemeHn ACK_TIMEOUT Hu B 0gHOM M3 OKOH
npuema (RX1 unn RX2) kagp ¢ 6utom ACK, TO OKOHEYHOE YCTPONCTBO MOXET MOBTOPHO OTMPaBUTL TE Xe
JanHble (Data0) c Tem e cyeTyukom Kagpos (Cu). 3Ta NoBTOpHasA OTNpaBKa AOMKHA BbIMOMHATLCS HA APYTOM
YacTOTHOM KaHarne W AOMMKHa COOTBETCTBOBATL orpaHuyeHuto pabodero umnkna (DutyCycle), kak n nobas gpy-
rasi nepegaya B BOCXoaslleMm kaHane. Ecnm Ha 3TOT pa3 OKOHeYHoe YCTPOWCTBO MPUHUMMAET B HUCXOAALLEM
kaHane noaTeepxaeHue (6ut ACK) Bo Bpems cBOero nepeoro okHa npuema RX1, To OKOHEYHOE YCTPOMCTBO
3aTeMm MOXeT nepefasaTb cnegytowmnin kagp (Data1) Ha HoBbIA kKaHan.

Kagop HucxogsLen nuHUM CBSA3M MOXET HECTUM KOMDUWHALUWIO CBedeHWA: NOATBEPXKAEHWE NpeablayLLero
coobuwerus (ACK), MAC-komaHbl U NpUKNagHble OaHHbIE.

8.2 OuarpamMmma nepegaun HACXogsilWero coobLeHus ¢ noaTBepXKaeHUem

CJ'IE,EI,yI-OLIJ,aH aunarpamma (CM. PUCYHOK 64) WNNKCTPUPYET TUNOBYH NocneaoBaTesibHOCThL nepega4n co-
OGLLI,EHI/IH C noarTeepxXgeHem B HNCXOO4ALLYHD NTMHUK CBA3N.

OxkHa npuema

| Data ¢ TpeGoeanm-
W0z ok EM NOATBEPKOAEHNS ok
A (Cd) A
ok
OKoHeuHoe Data, He Tpebyiowian Aok
YCTPOACTBO NOATBEPKAEHWA
{Cu} {Cu+1}

RECEIVE_DELAY

Pucyrok 64 — [uarpamma nepegaqv HUCXo4ALWero coobLleHmsa ¢ NoaTBepKOeHNeEM
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OBmMeH AaHHBLIMU UHULMKPYETCS OKOHEYHbLIM YCTPOMCTBOM Knacca A, nepefatolumm coobueHue (Data),
He Tpebytolee nogTeepxkaeHus. CepBep ceTu MCnonb3yeT nepeoe okHo nprema (RX1) B HUCXOAALWEN NMHUK
CBAI3U OnA nepeaaqn cooblieHus, Tpebylowero NoaATBEPXAEHUS B HamnpaBneHWM OKOHEYHOro YCTPOMCTBA.
Mepepadya HUCXOASALWEro coobLEeHsa OCYLLeCTENAETCA Ha KaHane npeablayLwero BOCXo4ALero coobueHus.
OKOHeYHoe YCTPOWCTBO Mocne npueMa OaHHOro Hucxoasuwero coobuleHus nepegaeT coobueHne ¢ GUTOM
ACK, nogTteepxgalowmm nonydeHune npegsiayiero coobuieHus. [laHHoe Bocxogsilee coobleHne MoXeT Co-
aepxartb gaHHble unu MAC-KkoMaHabl M NepefaeTca Ha HOBOM KaHane, BbibpaHHOM cryyalHbiM oGpasom.

MpumeyaHue — YToGbl OKOHEYHBIE YCTPONCTBA ObINMM MaKCUMAanbHO MPOCTEIMU U UMENU KaK MOXHO MeHbLLe
COCTOSHMIA, OHW MOTYT Nepefaearh NycToe coobleHue ¢ noaTeepaeHvemM (6e3 NpuknagHeIX AaHHLIX) cpasy nocne npu-
emMa HucxogsLLero cooblueHus, TpebytoLlero NnoaTeepKAeHUsA. B kayecTBe ansTepHaTUBbl OKOHEYHOE YCTPOMCTBO MOXET
OTNOXWUTb Nepenavy noaTeepaeHns, 4Tobbl NnepenaTb ero BMECTe CO CBOMMM CNeayLWUMKM NPUKNaaHbIMKU OaHHBLIMU.

8.3 [Ouarpamma nepegayu odepegu HUCXOOALWMUX COOBLLEHMA

Cregywowasa gnarpaMmma UnnocTpupyeT ynpasneHue ovepebio HUCXOOSALWMX COODLLEHUA C MOMOLLbIO
buta FPending.

But FPending moxeT ObiTb yCTaHOBMNEH TOMbKO B Kagpe HWCXOASLEen NIMHUM CBS3U U MHOPMUPYET
OKOHEYHOe YCTPOWCTBO O TOM, YTO CEPBEP MMEET HECKOMbKO COOBLEeHUI B oYepeau Ans nepegadyv JaHHOMY
OKOHEe4YHOMY ycTpomncTBy. B Bocxogswmx coobweHusax 6ut FPending urHopupyeTtcs cepBepom ceTu.

Ecnu kagp ¢ yctaHoeneHHsim 6utom FPending=1 TpebyeT noaTBEpXAEHMWS, TO OKOHEYHOE YCTPONCTBO
OOIDKHO caenatb 370, Kak onucaHo Beliwe (8.2). Ecnv nogTBepxaeHue He TpebyeTcs, OKOHEeYHOe YCTPOMCTBO
MOXET 0TNpaBuTb NycToe coobuieHve (6e3 NpuKnagHbIX OaHHbIX), YTOObI OTKPbITL O4epedHble OKHa npruema
(RX1 n RX2) nnu pgoxaartbes, Korga B OKOHEYHOM YCTPOWCTBE MOSABATCA NPUKNagHble AaHHble, KOTopble He-
obxoanmo nepefath B CEPBEP CETH.

Mpumeyvyanmne — but FPending He 3aBucuT oT nogreepaeHus (ACK).

Mpumep 1 NnpuBedeH Ha pUCcyHke 65.

OkHa npuema

Data0 ¢ TpeGoBaHMem| | Data0 ¢ TpebosaHuem|

W03 ok noareepikaeHHA+ F_P) ok NOATBEPHAECHHA ok
A ca A Car1y A
OKoHeuHoe Bocxopawas ACK ACK
YCTPOWCTBO TIMHKA CBA3M
{Cu} {Cu+1} {Cu+2}

RECEIVE_DELAYl

F_P — yctaHoeneHHsii 6ut FPending
PucyHok 65 — Juarpamma nepefayv ovyepeau HUCXoasLwmx coodueHnin (npumep 1)

B paHHOM npuvMepe ceTb NepefdaeT B OKOHEYHOe YCTPOWCTBO ABa CoobLleHus, Tpebyowmnx NoaTBep -
OeHus.

ObmeH coobLeHNsIMM MHULMMPYeTCH OKOHEYHBLIM YCTPOMCTBOM kracca A nocpeacTBOM nepedaqu co-
obLeHna B BocxogAwy nuHuio ceasum. Cooblenne nepegaeTtca Ha 4yacTtoTHoM kaHane chA. CeTb ucnonb-
3yeT nepeoe okHo npuema (RX1) ona nepegaym Ha kaHane chA pgaHHbix Data0 ¢ yctaHoBneHHbIMW BUTOM
FPending n TpeboBaHuem nogTBepxaeHuA. YCTpoicTBo, nonyyme coobueHne ¢ 6utom FPending=1, nepe-
JaeT Ha HOBOM YacToTHOM kaHane chB nopgTeepxgeHve npyvema AaHHOro cooblleHus, nepedaeas obpaTHo
nycTtow kagp c 6utom ACK.

C 3apepxkon B RECEIVE_DELAY1 cekyHn ceTb Ha kaHane chB nepegaeT B yCTPOWCTBO BTOPOE CO-
o6weHune (Data1), Tpebys nogTBEPANTL NONyYeHue cooblueHus, HO ¢ Butom FPending, Tenepb paBHbim 0.

OxkoHevHoe ycTpoicTBo nogreepxaaet nonyvyeHue (Datal) Ha kanane chC.

Mpumep 2 npuBeneH Ha pUcyHke 66.
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Lnio3 ok Data0 + F_P ok Datal + F_P
» 4 (Cd+1)

. X
OKoHeuHoe Bocxopawas Myctoe MNyctoe MNycroe
YCTPOICTBO NUHIAA CBA3N coobweque coobleHue coo6LeH1e

{Cu} {Cu+1} {Cu+2} {Cu+3}

1 1
CLSZ_RECE\VE_DELAY1| ACK_TIMEOQUT

PucyHok 66 — [uarpamma nepefayv odepenn HUCXOAALWMX coobLeHria (npumep 2)

>
50
e

B naHHoM npyvMepe coobLleHnUsi B HUCXOOALWEN MMHWKM CBA3M ABNAIOTCH coobLieHnaMn, He TpebyroLwm-
MW MOATBEPHKOEHNS OKOHEYHbIM YCTPOWCTBOM.

OxkoHeuvHoe yCcTpoWCcTBO Npu nonyveHun coobwenus Datal, He Tpebytowero NoATBEPKAEHWS, HO C yCTa-
HoBneHHbIM BuTom FPending, oTnpaenseT B ceTb nycToe cooblieHve 6e3 npuknagHeix AaHHbIX. 3TO NepBoe
BOCXOAsLLee coobLlieHne He NPUHMMAaeTCA ceTbio Mo npuyuHe nomex. Ecnm HM ogHo Hucxogswee cooblue-
HWe He BbINo Nony4YeHo B Te4eHWe AByX nocnedyrlmx okoH npuema (RX1 n RX2), To okoHe4HOe yCTpPOMcTBO
AOMKHO NOBTOPWUTL Nepegavy MycToro Bocxoasuero cooblerus. MNocne nonyvyeHns cepBepoM CeTy NycToro
coobLeHus B ogHO 13 okoH Nnpuema (RX1 u RX2) oTnpaenseTca cnefyoliee HUcxoasuee coobuleHue (cd+1)
M3 odyepeau.

n puMevyaHune — rlD,D.TBep)K,D,eHMB HWKOrda He OTnpaBnAeTcA OBa*<abl.

Mpumep 3 npueegeH Ha pUcyHke 67.
But FPending, 6ut ACK 1 npuknagHble aHHbIe MOTYT OLHOBPEMEHHO MPUCYTCTBOBAThL B OOHOM HUCXO-

Asem cooBLeHun.

Mpu nonyueHum kagpa Bes yeraHosneHHoro Buta ACK
cepeep noeTopHo nepegaet Datal, cyetunk kagpos

fomkeH BbiTb WHKpEMEHTUPOBaH

Datal ¢ TpeGoBaHmem Data1 ¢ TpeGoeanmen| Datat ¢ TpeSoBaHuen
Lno3 ok nopTEEpHaeHuR+F_P+ACK ok noaTBEpXAEHHA+F_P ok noateepxaerus+F_P
N A A
cd} {Cd+1} {Cd+2}

OnoHeuHoe ' fanHse ¢ Tpebosa- :ﬂ ey
YCTPOCTBO HHEM non'raeppmeum ACK v cooéu;erme ACK

{Cu} {Cu+1} {Cu+2} {Cu+3}

I |
CLSZ_RECE\VE_DELAY1| ACK_TIMEOUT

PucyHok 67 — Ouarpamma nepegayv odepenn HUCXoAsALWwmMxX coobLeHmia (npumep 3)

OkoHe4yHoe YyCTPOWCTBO OTMpaBnsieT B BOCXOASALLYIO NMUHUIO CBSA3W OaHHble, Tpebyoline NOATBEpXK-
neHusa. CepBep CceTU MOXET OTBETUTL COODLLEHMEM, COAEPKALLMM: NOATBEPKAEHUE NONyYeHUsa coobLLeHNS
13 BOCXOASLLEN NUHUW CBA3M, AaHHbIe HUCXoAALWen nuHumn ceasu Data, TpebyowmMe nogTeepxaeHus, 1 none
FPending=1, nHopmupytoLiee o HanM4um odepean coobLLeHMAn Ana 4aHHOro YyCTPOMUCTBa.

9 PervoHanbHble NapamMeTpsbl

9.1 RU864-870

9.1.1 ®opmart nons «Mpeambyna»
Ctpyxtypa nons «lNpeambyna» npuBeaeHa B tabnuue 23.
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Tadtnuua 23 — CrpykTypa nona «peambyna»

Moaynauus CwuHxpocnoBo Paamep nons «[peambyna»
N4YMm 0x34 8 cumeonos
GFSK 0xC194CA1 5 Bant

9.1.2 YacToTHbIe KaHanbl

Wcnonb3yemMble KaHambl CBA3M JOMKHbI COOTBETCTBOBATL TPeDOBaHWAM pernaMmeHTUPYoLW X JOKYMeH-
ToB [OCyaapCcTBEHHOW KOMMUCCUM MO paanodacToTam.

Bce pocTynHble YacTOTHbIE KaHanbl MOTYT MCNONb30BaThCs ONEPaTtopoM CBSA3W MO €ro yCMOTPEHUID.
[lBa kaHana «no ymMon4aHuio» OOMKHbl BbiTb peany3oBaHbl B Ka)40M OKOHEYHOM YCTpOWCTBe (CM. Tabnu-
uy 24). HaHHble KaHanbl SBAATCA obssaTenbHbIMU U He MoryT ObiTb oTpepakTupoBaHbl MAC-koMaHOon
NewChannelReq. 3T kaHanbl SBASOTCA MUHMManNbHBIM HabopoM, KOTOPbI AOJMKEH Bceraa npocnylmnsaTb-
Csl BCEMM pagMoLLIK3amMM CETKU CBA3N.

Tabnuua 24 — KaHanbl «nNo ymon4aHuio»

HoMen KaHana Mo YactoTa MNonoca yacTorT, CKODOE PaBouwin umkn MoLHoCTb,
MERKaHAN AYNALNA kaHana, My Ky, KopecTL (DutyCycle) MBT/0Bm

1 n4yMm 868,9 125 DRO ... DR5 <10 % 25/14

2 NyM 869,1 125 DRO ... DR5 <10 % 25/14

KaHanel, ncnone3dyemMble onepatopom CBA3N NO ero yCMOTPpeHW, NnpuBeeHbl B TBGJ'IVILI,E 25.

Tabnuua 25— Kananel, ucnonb3yeMele onepaTopoM CBA3W MO ero YCMOTPEHUIO

Homep kaHana Mogynsums YacTtoTa Monoca yacTor, CKapocTs Patounn umkn MowHoCTb,
kaHana, My Ky, (DutyCycle) MBT/0Bm
3 nym 864,1 125 DRO ... DR5 0.1 % wnu LBT 25114
4 4Ym 864,3 125 DRO ... DRS 0,1 % wnu LBT 25/14
5 n4m 864,5 125 DRO ... DR5 0.1 % wvnu LBT 25114
6 n4m 864,7 125 DRO ... DR5 0,1 % wnun LBT 25114
7 n4m 864,9 125 DRO ... DR5 0,1 % wnu LBT 25/14
8 n4m 866,1 125 DRO ... DRS 1 % wnu LBT 25/14
9 n4m 866,3 125 DRO ... DR5 1% wnu LBT 25/14
10 n4ym 866.,5 125 DRO ... DRS 1 % wnu LBT 25114
11 n4m 866,7 125 DRO ... DR5 1 % wnu LBT 2514
12 n4m 866,9 125 DRO ... DR5 1 % wnu LBT 25/14
13 nym 867,1 125 DRO ... DR5 1 % vm LBT 25114
14 4m 867,3 125 DRO ... DR5 1 % wnu LBT 25/14
15 n4am 867.,5 125 DRO ... DR5 1 % wvmm LBT 25114
16 n4m 867,7 125 DRO ... DR5 1 % wnu LBT 25/14
17 n4m 867,9 125 DRO ... DR5 1 % wnu LBT 25/14

Mpumedvyanne — LBT — dyHKUMA npocnylwnMBaHna paguoadupa nepen nepegadei.

OkoHeuYHble yCTpDI;"ICTE!EI OOJDKHbI obecne4nBaTtb BO3MOXHOCTb XpaHeHnA He MmeHee CeMW HYaCTOTHbIX

KaHanos.
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MpumeyaHune — lNoag kaHaNoOM NOHUMAKTCS YacToTa M AMana3oH CKOPOCTel, OOCTYMHbLIX ANs nepenaqy Ha
[aHHON YyacToTe.

Cnucok kaHanos, AOCTYNHbIX ONA nepegayu 3anpoca Ha npucoeuHeHune K ceth, npuBeleH B TEIGJ'IMLI,B 26.

Tabnwu ua 26 — Cnu1cok kaHanos, AOCTYNHbIX ONA nepea4vn 3anpoca Ha NpucoeanHeHne K CeTH

YacTtoTa Monoca 4acToT, Pabounii umkn MowWwHOCTb,
Honap kanana MoaynsAuuA kaHana, My Ky Cropocts (DutyCycle) MBT/nBMm
1 4m 868,9 125 DRO ... DR5 <10 % 25/14
2 4YM 869,1 125 DRO ... DR5 <10 % 25/14

9.1.3 KogupoBaHue CKOPOCTHU U MOLLHOCTHU
KogwnpoeaHwve ckopocTu nepedadn gaHHeix (DataRate) npusegeHo B Tabnuue 27.

Tabnuuya 27 — KogupoBaHue CKOPOCTK NepeaaYi gaHHbIX

CkopocTe nepegadum AadHbix (DataRate) KoHdpurypaums | duranveckan cKopocTe Nepegaqu AaHHelx, but/c
0 NYM: SF12/125 kl'y 250
1 TT4M: SF11/125 My 440
2 NYM: SF10/125 'y 980
3 TTYM: SF9/125 kl'y, 1760
4 TTYM: SF8/125 kl'y, 3125
5 NYM: SF7/125 kl'y 5470
6 NYM: SF7/250 kl'y, 11000
7 FSK: 50 kbut/c 50000
8..14 3ape3epBUpoOBaHO 3ape3epBMpoBaHO
15 CoxpaHuTb npegbigyllee 3Ha4YeHne

KogvnpoBaHve BeIXOQHOW MOLLHOCTU OKOHeyHoro ycTpoictea (TXPower) npuBegeHo B Tabnivuye 28.

Tabnuuya 28 — KogmpoBaHne BbIXOGHOW MOLLHOCTM OKOHEYHOMO YCTPOMCTBA

TXPower duanyeckoe 3HaveHne

0 27 nbm (3apezepBupoBaHO)
1 20 nbwm (3apezepBupoBaHO)
2 16 nbm (3apesepBrpoBaHo)
3 14 nbm
4 12 nbm
5 10 obm
6 8 nbm
7 6 nbm
8 4 pbm
9 2 nbm

Ot 10 oo 14 3apesepBupoBaHo
15 CoxpaHuTb Npeabiayllee 3HavYeHne
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3HaueHns «CoxpaHuTb Npeabiayllee 3HaveHue» ncnonb3ytotcs B MAC-komaHge LinkADRReq npwm pe-
OaKTUPOBaHWW AMana3oHa OonyCTUMbIX CKOPOCTEN M MOLLHOCTU Nepeaayun naketa.

9.1.4 YacToTHble KaHanbl, nepegaBaemble B CFList B noaTBepxkaeHue npucoeguHeHusa (Join-
Accept)

B none CFlist (cm. pucyHok 68) nepenaetcs B coobueHnn Join-Accept U cOLepXUT ONOMHUTENbHBINA
CMMCOK M3 NATKH YacTOTHBIX KaHanoB anuHoto 15 GaiTt. 3a cnuckom yactoT cnegyeT 1 6ant CFListType, Bcero
16 banT. CFListType gomkeH ObiTb paBeH Hynto (0), 4Tobbl ykasaTtb, 4To CFList cogepuT cnMcok 4acToT.

Kaxgas yactoTa kogupyeTcs Kak 24-paspsagHoe uenoe Yucrno 6e3 3Haka (3 Ganrta). Bee kaHanbl moryT
ucnone3opaTtbes co ckopocTeio oT DRO oo DR5 B nonoce 125 klMy,.

Pasmep (6anT) 3 3 3 3 3

CFList Freq ch3 Freq ch4 Freq chb Freq ch6 Freq ch7

PucyHok 68 — CtpykTypa nonsi CFList

dakTuM4eckas YacToTa kaHana B 'y pasHa 100.[Freq chX]. 9To no3BonsAeT yCTaHOBWTbL YacTOTy KaHana
B Anana3oHe ot 100 My go 1,67 'y ¢ warom 100 Mu.

Hewncnonb3yemMble KaHanbl UMelT 3HavYeHue YacToThl, pasHoe 0.

Mone CFList siBnaetca HeobAzatenbHbiM B coobuweHnn «llooTBepXaeHUe NMPUCOEOUHEHWUS», U ero
NPUCYTCTBME MOXET DbiTh BbIAABNEHO Mo AnuHe cooblieHus «loaTeepxaeHne npucoeguHeHusa». Ecnu none
CFList npucyTcTBYeT, TO YCTPOMNCTBO 3aMeHseT BCe NpeablayLiMe KaHanbl, XpaHsALWwmnecs B OKOHEYHOM YCTPOn-
CTBE, KpOMe ABYX KaHanoB «No yMonyaHuio». HoBble KaHanbl cpasy MoryT ObiTe MCMOMb30BaHbl OKOHEYHbLIM
YCTPOWCTBOM.

9.1.5 Macka kaHanoB B MAC-komaHge LinkAdrReq

Korna sHaveHue nons «YnpasneHue mackon kaHana» (ChMaskCntl) pasHo 0, To none «Macka kaHana»
(ChMask) nHouBmnayanbHO BkMOYaeT/BbIKIKOHAET Kaxabli oT 1 oo 16 kaHanos (cMm. Tabnuuy 29).

Tabnuuya 29 — Macka kaHanos B MAC-komaHae

3Ha4eHue nonsa «YnpaeneHue

mackoii kaxana» (ChMaskCntl) O6nacTte npumeHennst nonsa «Macka kaHana» (ChMask)

0 Kanansl ot 1 go 16
1 3apesepBUpoBaHoO
4 3apesepBupoBaHo
5 3apesepBupoBaHo
6 Bce kaHanbl BKINHOYEHBI.

YCTPONCTBO AOMKHO BKIHOYWUTE BCE M3BECTHBIE KaHaMbl, HE32BMCMMO OT 3HaYeHUs
nona «Macka kaHana» (ChMask)

7 3apesepBupoBaHo

Ecnu 3HauveHune nonsa «YnpasneHue mackon kaHana» (ChMaskCntl) «3ape3epBupoBaHo», TO OKOHEYHOE
YCTPOWMCTBO AOMKHO OTKNOHUTE MAC-koMaHay v oTknounTb 6ut «ACK» B oTBeETE.

9.1.6 MakcumanbHbIA pa3mep nons gaHHbix (MACPayload)

MakcumaneHbI pasmep nonsa gaHHelx (M) npueegeH B Tabnuue 30. OH nonyyveH U3 orpaHudeHnin usn-
4YeCKOro yPOBHS B 3aBUCMMOCTH OT 3p(eKTUBHOM CKOPOCTW MoOynauMn. MakcuManbHas AnvHa NPUKNagHbix
OanHbix (FRMPayload) B otcyTcTBME mononHuTenbHoro nons ynpasneHus FOpt (N) npegoctaeBnaetcs TONbKO
Ansa nHdopmMaummn. 3HadeHne N MoxeT BbITb COOTBETCTBEHHO MeHbLUe, ecnu none FOpt cogepxuT gaHHbie
anvHor ot 1 go 15 6ant.
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Tabnuua 30— MakcuManbHbIM pasMmep Nong daHHbIX

DataRate M N
0 59 51
1 59 51
2 59 51
3 123 115
4 230 222
5 230 222
6 230 222
7 230 222

OT18 0o 15 He onpepneneHo He onpepeneHo

9.1.7 OkHa npuema RX1/RX2

B okHe npuema RX1 gormkeH MCnonb30BaThCs TOT e YacTOTHLIW KaHan, KOTopbIA UCNonb30Barncs npu
nepenade npefblayLlero BOCXOASLLEro coobLeHus.

CkopocTb nepegaqun gaHHbIX B okHe RX1 3aBUCUT OT CKOPOCTM nepefaqin gaHHbIX No BOCXOASLWEN nn-
HUM cBA3M K 3HadeHna RX1DROffset cornacHo Tabnuue 31.

Tabnuuya 31— CkopocTb Nepegadn gaHHbIX B okHe RX1

CropocTb B npuemHom okHe RX1
CkopocTb B
BOCXOAALLEM B 3asucumocTu ot aHadeHns RX1DROffset
KaHane
0 1 2 3 4 5

DRO DRO DRO DRO DRO DRO DRO
DR1 DRA1 DRO DRO DRO DRO DRO
DR2 DR2 DR1 DRO DRO DRO DRO
DR3 DR3 DR2 DR1 DRO DRO DRO
DR4 DR4 DR3 DR2 DR1 DRO DRO
DR5 DR5 DR4 DR3 DR2 DRA1 DRO

Honyctumble 3HaueHua ana RX1DROffset HaxoaaTtca B guanazoHe ot 0 oo 5. 3HaueHns B AMana3oHe oT
6 0o 7 2ape3epBUpOBaHbl Ana DyayLLero NCnonb30BaHus.

B npuemHom okHe RX2 ucnonbayloTcs UKCUpOBaHHAA 4acToTa WM CKOPOCTh nepefadun AaHHbiX. [apa-
MeTpbl Mo yMmondanuio: 869,1 MINy Ha ckopocTtn DRO (SF12, 125 kl'u).

9.1.8 HacTpoiiku no ymonyaHuio

[MapameTphl, ykasaHHble B Tabnuue 32, pekoMeHAYeTCs UCMOoNb30BaTh MO YMOMYaHUH.
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Tatnuua 32— HacTpolku No yMon4yaHuo

MNapameTtp 3HaveHne
RECEIVE_DELAY1 1c
RECEIVE_DELAY2 RECEIVE_DELAY1 + 1

JOIN_ACCEPT_DELAY1 56
JOIN_ACCEPT_DELAY2 6c
MAX_FCNT_GAP 16384
ADR_ACK_LIMIT 64
ADR_ACK_DELAY 32
ACK_TIMEOUT 1...3 ¢ (cnyyaiHOe 3Ha4YeHWe B UHTepBare)

Ecnu daxktudeckne 3HavyeHWs napameTpoB, Peann3oBaHHbIE B OKOHEYHOM YCTPOWCTBE, OTNM4YaoT-
Csl OT 3Ha4YEHWA MO YMOMNYaHWK (HanpuMep, OKOHEYHOE YCTPOWCTBO MCMONb3yeT Bonee KOPOTKYH 3a4epxKy
RECEIVE_DELAY1 n RECEIVE_DELAY2), To 3Tv napameTpbl AOMKHbI ObiTb NepefaHbl CepBepy CeTW BO
BPEMS BBCAA B IKCMIyaTauMio OKOHEYHOro ycTporcTea. CepBep CETW MOXET HE MPUHUMaTh 3Ha4YeHus napa-
METPOB, OTIIUYHbLIX OT YKa3aHHbIX MO YMOMYaHWIo.
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