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Mpeancnoeue

1 PASPABOTAH ®enepansHoi crnyxboi no TexHWYecKoMy U 3KcnopTHomy koHTpomnko (PCT3K Poc-
cuu), PedepanbHbIM rocygapcTBeHHbIM BHOAXKETHLIM yupexdeHWeM Haykn «MHCTUTYT cucTeMHoro nporpam-
mMuposanust uM. B.IM. MBaHHMKkoBa Poccuiickon akagemun Hayky» (MCM PAH)

2 BHECEH TexHun4yecknM KOMUTETOM No cTaHgapTM3auun TK 362 «3awumTa nHchopMaumm»

3 YTBEPX/EH W BBEJEH B JEWCTBWE MMpukazom denepanbHOro areHTCTBA MO TEXHWUYECKOMY
perynupoBaHuni 1 metponorum ot 18 aHeapsa 2024 r. Ne 25-ct

4 BBE[OEH BIMNEPBbIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 8 cmamse 26 @edepansHO20 3aKOHA
om 29 uwoHsa 2015 a. Ne 162-03 «O cmandapmusauyuu e Pocculickol ®edepayuu». MHgopmayusa ob u3-
MeHeHUsX K HacmosuwieMy cmaHdapmy rybrukyemcs e exezs00HOM (0 COCMOSAHUK Ha 1 AHeaps meKyueao
2o00a) uHghopMayuoHHOM yKazamene «HayuoHanbHble cmaHOapmeiy, a oghuyuanbHbil MmeKecm uamMeHeHul
U MONPasoKk — 8 EXEeMEeCcHYHOM UHOPMAaUUOHHOM ykazamene «HauyuoHanbHeie cmaHOapmel». B cnyyae
rnepecMmompa (3aMeHbl) Uunu ommMeHbl Hacmosuje2o cmaH@apma coomeemcmeyouwiee ygedomMneHue bydem
onybnukoeaHo 8 bruxaliweM 6bINyCKe eXeMeCsYyHO20 UHGHOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsi». Coomeemcmayou,as UHGopmayus, yeedoMeHUe U mMeKcmbl pa3Mewalomcs makxe 6 UH-
hopmayuoHHOU cucmeme obue2o nob3o8aHus — Ha oguluansHoM calime @edepanbHo20 azeHmemeaa rno
MexHUYecKkoMy peaynupoeaHuro U Mempoaoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayumny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

YpoereHb BesonacHoOCTU co3gaBaemoro nporpaMmmHoro obecnederus (MO) cesA3aH ¢ HANUYMEM YSA3BU-
MOCTEN N KPUTUYECKUX OLIMOOK B MporpaMMHOM Kofe. B cBow ovepefb, KOMMYECTBO HaWAeHHLIX OLKMOOK
BO MHOIOM OnpeaensieTcs ypoBHEM UCMOMb3yeMblX B Xo4e paspaboTku MHCTPYMeHTOB. s 3TOro COBpPEMEH-
Hble@ MHCTPYMEHTBLI MOMCKa OLWWDOK, TakMe Kak cTaTuydeckne u UHaMMyeckne aHanuaaTtopbl, obecnevmsaroT
onpeneneHHbIn Habop xapakTepucTUK aHanM3a: NoNMHOTY WU Ka4yecTBO, CKOPOCTb, YAOOCTBO ANA nonb3oBaTe-
N§, NPUMEHUMOCTL K COBPEMEHHBIM A3bIKaM NPOrpaMMUPOBAHNSA U 4.

HacTosilymin ctaHaapT ycTaHaenueaeTt obline TpeboBaHua K BHEAPEHWKO U BLINMOMHEHUD CTATUYECKO-
ro aHanuaa N0, a Takke UCXOOHblE OaHHble, HEOOXOOMMbIE ANSA ero BeiNonHeHws. Hactoswumn ctaHgapt
ycTaHaBnueaeT TpeboBaHWs K MeToAaM CTaTUYECKOro aHanuaa, MHCTPYMEeHTaM aHanusa (CTaTU4ecKMM aHa-
nusaTopamM) ¥ K cneuManuctam, y4acTBYIOLWMM B aHanv3e. HacTosiwunin cTaHgapT ycTaHaBnvBaeT MeTOAMKY
NMPOBEPKM yCTaHaBNMBaeMbix TpeOOBaHWIA K MUHCTPYMEHTaM aHanuaa.

HacTosiLymin cTaHgapT BXOAUT B KOMMNNEKC CTAHOAPTOB, HANpaeNeHHbIX Ha AOCTUXKEHWE Lenen, CBsA3aH-
HbIX C NpeaoTBpaLleHneM NoABNEHUS U/UMK YCTPAHEHWEM YA3BMMOCTEN NporpaMm, cOaepXuT obume Tpebo-
BaHUA N0 NPOBEAEHUID cTaTudeckoro aHanuaa MO n npumensieTca coemectHo ¢ TOCT P 56939.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

3awmTa MHpopmaymm
PA3PABOTKA BE3OMNACHOIoO NPOrPAMMHOIO OBECINEYEHUA

CTtaTtu4eckuin aHanus nporpaMmmMHoro o6ecne4yeHus.
O6wue TpeboBaHUnA

Information protection. Secure software development.
Software static analysis. General requirements

Oarta BeepgeHnna — 2024—04—01

1 ObnacTtb NnpuMeHeHunA

HacTtoswmin ctTaHgapT onucbiBaeT NOpsAoK BHEAPEHWUS M BbINOMHEHWUst CTAaTUHECKOro aHanmaa, yctaHas-
nuBaeT TpebOBaHUA K ero BbIMOMHEHWIO, Knaccudmkauno ownbok, HaxXoaAUMbIX CTaTUYECKUMW aHanu3arto-
paMmu, a Tawke TpeboBaHMA K METogamM aHanwsa, K MHCTPYMeHTam CTaTMHYecKoro aHanuaa, K cneyuanucram,
YYaCTBYOLL MM B BbIMOMHEHMW aHANM3a, a TaKkke K MeToAMKe NMPOBEPKU CTaTUUYECKUX aHanM3aTopoB Ha COOT-
BETCTBWe TpeboBaHMAM OAHHOro cTaHgapTa.

HacToawmin cTanaapT npegHasHayeH:

- OnA pa3paboTYMKOB CTATMYECKMX aHanM3aTopos;

- Onsa pa3paboTynKkoB CPEACTB 3aluThl MHdopMauum, cpeacts obecnedeHns 6e30NacHOCTU MHOPMa-
LWNOHHBIX TEXHOMOTNI;

- ons paspaboTymkoB nporpammMHoro obecneveHus (MO).

2 HopmaTuBHbIE CCbINKK

B HacTodAwweM cTaHgapTe UCMoNb30BaHbl HOPMATUBHbLIE CChINMKW HA CnepylLlmMe cTaHaapThl:

FOCT 19.102 EpuHasa cucTeMa nporpaMmHoi fokymeHTaumn. Ctaguu paspaboTku

FOCT 28397 (MCO 2382-15—85) Asbiku nporpaMmMupoBaHusi. TepMyHbI U onpeneneHns

MOCT P 50922 3awmta uHdopmaunn. OCHOBHbIE TEPMUHbLI M ONpeaeneHus

MOCT P 56939 3awuta uHdopmaunu. Paspabotka 6e3zonacHoro nporpammHoro obecnevyeHmnsa. Obume
TpeboeaHus

MOCT P MCO/M3K 12207 WHdopmaLnoHHasa TexHonorusa. CucteMHas U NporpaMMHas MHXeHepUs.
MpoLecchkl }XM3HEHHOTO LMKNa NporpaMMHbIX CpeacTs

MpumedyaHue — [pu NONB30BaHUM HACTOSALLMM CTAHAAPTOM Lienecoobpa3Ho NpoBepuTs AEWCTBUE CCbINoY-
HbIX CTAHAAPTOB B MH(OPMAaLWMOHHOW cucTeMe OBLLEro Nonb3oBaHus — Ha ohMUMansLHOM caiTe PenepanbHOro areHT-
CTBa MO TEXHUYECKOMY PerynMpoBaHWio U METPOMNOrK B ceTh MIHTEpHET UMK Mo eXXeroqHoMy UHHOPMaLMOHHOMY YKas3a-
Teno «HaumoHarnbHele CTaHaapThI», KOTOPLIA ONyBNMKOBaH MO COCTOAHWIO HAa 1 AHBAPA TEKYLLEro roga, v no Bbinyckam
EXEMECAYHOTO MH(OPMAaLMOHHOTO yKkasaTens «HaunoHanbHble CTaHOapThi» 3a TekyLmii rog. Ecnn 3ameHeH CCbinoYHbIN
CTaHOapT, Ha KOTOPbIA AaHa HegaTMpPOBaHHas CCbiMKa, TO PEKOMEHZYETCSA UCNONb30BaTh AEWCTBYIOLLYI0 BEPCHIO 3TOTO
CTaHaapTa C YY4eTOM BCEeX BHECEHHbIX B JaHHYK BEPCUI0 M3MEHEeHW. ECu 3aMeHeH CChiNoYHbIA CTAHOApT, Ha KOTOPbIN
[aHa [aTWpoBaHHasA CChIMKa, TO PEKOMEHOYETCH UCMOMNb30BaTh BEPCUIO 3TOM0 CTAHAAPTA C YKa3aHHbIM BbILLE rOf0M yT-
BepkaeHus (NpuHATUA). Ecnu nocne yTBepkOeHWs HACTOALLEro cTaHAapTa B CCbIMOYHbIA CTAHAAPT, HA KOTOPLIM AaHa
LaTUPOBAHHAA CChiNKa, BHECEHO W3MEHEHWe, 3aTparuBaioLLee NonoXxeHUe, Ha KOTOPOE A@Ha CChIMKa, TO 3TO NOMOXEHWE
pEKOMEHIYETCA NPUMEHATL B3 y4eTa AaHHOMo M3MeHeHWs. Ecnm cobinoyHblil cTaHaapT OTMeHeH 6e3 3aMeHbl, TO norno-
JKEHME, B KOTOPOM [aHa CChiNka Ha HEero, peKoMeHAyeTCs NPUMEHSATE B YacTy, HE 3aTparMBatoLLEei 3Ty CCbINKY.

MapaHune ochbuumnansHoe
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3 TepMuHbI, onpegeneHnUa U COKpalleHus

3.1 B HacTtoswem cTaHfapTe npuMmeHeHbl TepMuHsl no FOCT P 50922, TOCT 28397, a Takke cnefgyto-
LMe TEPMUHBLI C COOTBETCTBYHOLLUMMU onpeaeneHusMu:

3.1.1 aHanu3 vepapxuu Knaccos: CTaTW4YeCKMA aHanW3, No3BoOnALINA BbIABUTL B NporpaMmmax Ha
0BBLEKTHO-OPUEHTUPOBAHHBIX S13blKax CMUCOK KNAcCOB, peanu3oBaHHbIX B NporpamMMe, a Takke OTHOLIEHUSN
HacnenoBaHUS MeXay 3TUMK Knaccami.,

3.1.2 aHanu3 KOCBeHHbIX Bbi3oBOB: CTaTWYeCcKWUil aHanus, No3BonaLWLNIA B MporpamMmme, UCromnb3yto-
LLiel1 BEI3OBLI NO yKa3aTern UM BbI30BLI BUPTyanbHbIX METOOOB, YCTAHOBWUTL MHOXKECTBO NpoLeayp, KoTopklie
MOTyT BbI3bIBATLCH MPW BbINOMNHEHUW 384aHHOMO KOCBEHHOTO BbI30BA.

I pupMmeHaHne — AHanua notoka ynpaeneHWd, aHanna NoToka gaHHbIX, aHann3 NOMEeYEeHHbIX JaHHbIX, aHanna
NCeBAOHUMOB M aHanM3 KOCBEHHbLIX BbIZOBOB B 06LLeM cny4vae gatot I'IpVIﬁJ'Il’E}i(E.‘HHble pe3ynbraTthbl.

3.1.3 aHanu3 nomeyYyeHHbIX AaHHbIX: CTatudecknin aHanus, NpyM KOTOPOM aHanu3upyeTca TeveHue
MOTOKa AaHHbIX OT NCTOYHWUKOB 00 CTOKOB.

Mpumeyvarnnn

1 lNog MCTOYHMKaMM MOHUMAIOTCA TOYKW MPOrpaMMbl, B KOTOPbIX AaHHblE HAYMHAKT UMETb MOMETKY — HeKoTopoe
3afaHHoe cBoKCTBO. [Nod cTokamMy NOHUMAKTCH TOYKM NMPOrpaMMel, B KOTOPLIX AaHHBIE MepecTaloT UMETb MOMETKY.

2 PacnpocTpaHeHHasi uenb aHanus3a noMeyeHHblX AaHHbBIX — MoKasaTb, YTO NOMEeYeHHble AaHHbIe He MOryT Mno-
nacTb W3 UCTOMHWKOB — TOYEK BBOAA MOMb30BaTens B CTOKW — npoueaypel 3anvMck Ha UCK Unu B ceTb. PakT Takoro no-
nagaHnsa 03HavaeT yTeuKy KoHMAeHUManbHbIX JaHHbIX.

3.1.4 aHanuz noToKa gaHHbIX: CTaTUYeCcKWid aHanus, Nnpy KOTOPOM ONpeaensitoTca cBoicTea o6paba-
ThiBAEMbIX NPOTPAMMON OaHHbLIX.

I puMmevyaHne — MOFyT onpefenATbCA BO3IMOXHble 3HaY4YeHWA NepemMeHHbIX M KOHCTaHT, TOYKKU NporpamMmebl, B
KOTOPbLIX UCMOMNb3YHOTCA OnpeaeneHHble nepemMeHHble U np.

3.1.5 aHanu3 noTtoka ynpaBneHuA: CTaTM4YecKUiA aHamnu3, MpW KOTOPOM BbIAEMSATCA Npouenyphbl
nporpamMmel, MMHENHbIE Y4aCTKM KOAa Npouedyp M YCOBUSA NepPexonoB MexXaoy 3TUMMU y4acTKaMu.

3.1.6 aHanu3 nporpamMMbl Ha CMHTaKCU4eckoM ypoBHe: CTaTU4eckuid aHanua, npu kotopoMm obpa-
6aTeiBaETCA NpeAcTaBrneHre NporpaMMbl, MOMHOCTHID OTPaXalllee ee CUHTAKCUMUYECKYH CTPYKTYpY, Hampu-
mMep abcTpakTHOe CMHTaKCUYeckoe OepeBo.

3.1.7 aHanu3 nceBAOHUMOR: CTaTUYECKWI aHanWs3, NMo3BOMNSALMA YCTAHOBUTE HANWJMe B Nporpam-
Me JOCTyna K O4HOI 1 TOW e nepeMeHHO Unu yHKLUKM C MOMOLLbH0 PasnuYHbIX CChINOK (yKasaTtenei).

3.1.8 BHyTpeHHee npeacTaBneHue: CTPYKTYpbl JaHHbIX UMW CNyXebHbIf A3bIK, KOTOPble MCMNONb3y-
KOTCH CTATUYECKUM aHanu3aTopoM ANS NpefcTaBneHus UCXOAHOTo Kofa NporpaMMbl B Xo4e aHanuaa.

MpumeuyaHue — BHyTpeHHee NPeACTABNEHWE MOXET CTPOMTLCS KAk Nepes BhINONHEHWEM OCHOBHOTO aHanuaa

B XOAE OTAENLHOro, HAaCTPauBaeMoro NonbL30BaTeneM atana KoHTponupyemoii cbopku MO, Tak 1 BMecTe ¢ BbINONMHEeHUEM
CTaTMYECKOrO aHanmasa (Hanpumep, Korga UCNonb3yeMblit A3blK NPorpaMMUpPOBaHns He TpeByeT BbINOoNMHEHNA CBopkm).

3.1.9 MMnepaTUBHLIW A3bIK NPOrPaMMUPOBaHUA: F3bIK NPOrPaMMUPOBAHUS, B KOTOPOM UCMOMb3Y-
eTcsa napagurma nporpaMmMMpoOBaHKUA, ONUCLIBAOLLASA OeACTBUA HaA AaHHLIMWA B TEPMMHAX NocnefosaTenb-
HOCTUW KOMaHL,.

3.1.10 nHaykTUBHaA nepeMeHHan: [NepemeHHasa UMKNa NporpamMmMbl, 3Ha4EHWE KOTOPOW MOXET BbITh
BblpaXeHo B BUAE PYHKLUMM OT CHETUMKE LMKNa UNu gpyrux MHOYKTUBHbBIX NepeMeHHbIX.

M pumedyaHmne — MH,EWKTMBHI:IE.‘ nepemMeHHble, Kak nNpaBuIo, BblipaXarkTCH NUHERHBbIMK (byHKLlMHMM OT CHeT4Yun-
Ka LUKNa, M3MeHAACh Ha Kayaoun nTepallm UMKNa Ha q:)MKCVIpOBaHHOG uenoe 3Ha4yeHue.

3.1.11

MHCTPyMeHTanbHoe cpeacTeo: KomnbTepHas nporpamma, Mcnonb3yemas kak cpeacTso paspabor-
KW, TECTUPOBAHWSA, aHanu3a, Npou3soACcTBa UMK MOAUMUKALMK APYTUX NPOrpaMmM UM JOKYMEHTOB Ha HUX.
[FOCT P 51904—2002, nyHkT 3.17]

3.1.12 koHTponupyemas cbopka MO: Cbopka O, Nnpyu BbIMNOMHEHWWM KOTOPOW CTaTUYECKMM aHanu-
3aTOpPOM (PMKCHMPYHOTCA NMOPSAOK 3anycka MporpamMMHbiX CPEACTB, MX HACTPOWKW W UCMONb3yeMble KOH(WIy-
pauuu.

2
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3.1.13 kpuTHUyeckas owwunbka B nporpamme: Owwnbka, KOTopas MOXET NPUBECTM K HapyLLeHuo Bes-
onacHocTh obpabaTtbiBaeMon MHhopmaunm.

3.1.14 noxHooTpuuaTensHoe cpabaTbiBaHue (owunbka BTOporo popa): OTCyTCTBME Npenynpexae-
HKUs 06 oLWKMBKe Co CTOPOHLI CTAaTUYECKOTo aHanuaarTopa B CUTyaluuu Hannyms 3aBefOMO U3BECTHON OLLMOKM B
nporpaMmme, Kotopas cnocobHa peanusoBaTbCs B XOA4E BbIMOMHEHUA NPOrpaMMbl.

3.1.15 noxHononoxuTenbHoe cpabaTbiBaHue (owKOKa nepBoro poga): BeigaHHoe cTaTUHecKUM
aHanM3aTopom MpefynpexXaeHne, KOTOPOe YKasbiBaeT Ha KOHCTPYKLUMI WM HECKOMbKO KOHCTPYKUWA B
nporpamme (BO3MOXHO, B COBOKYMHOCTM C HEKOTOPbIM MHOXECTBOM BO3MOXHbIX 3HAYE€HUA MepeMEeHHbIX
nporpaMmel), He coaepxallux olWKnBKY, KOTOpas MOXET peanu3oBaThCs B XO4e BbIMNOMHEHUSA NPOrpaMmbl.

3.1.16 mexmopynbHble cBA3U: COBOKYMNHOCTL CBSA3el MO YNPaBMEHWI, KOr4a Ko OHOro nporpaMm-
HOTO MOZynsa nepefaeT yrnpaeneHue OpyroMy MOZYMH, W CBA3el MO AaHHbIM, KOrda NporpaMMHbie Mogynu
COBMECTHO MCMOMNb3YIOT Kakne-nnbo gaHHble.

3.1.17 mexmoaynbHbIA aHanu3: CtaTuy4eckuin aHanus, Npyu KOTOPOM BbIMOMHAETCH COBMECTHbIN aHa-
NN3 NPOrpaMmbl UMW HECKOJTbKMX NPOrpaMM, COCTOSLLKMX U3 HECKOITbKMX MPOrpaMmMHbIX MOAYNER, U BbisBNAe-
Mble CBOWCTBa MporpaMmbl 3aTparveapT NpoLeaypb! UM NEpEMEHHBIE U3 pa3NUYHbIX MOAYNEeN.

3.1.18 mMexnpouegypHbIA KOHTEKCTHO-YYBCTBUTENbHbLIA aHanua: CTaTUYecKuid aHanus, npu KoTto-
pOM BhISIBNSIEMblE CBOMCTBA NPOrpaMMbl YUMTHIBAKOT B3aUMOLENCTBME HECKOMBLKIX NPoLeayp, B TOM y1cne —
BO3HMKaKLlee B pe3ynbrare BbIMOMHEHUS HECKONbKUX MpoLesyp MNM BbI30BOB NpoueaypamMu Apyr apyra, a
TaKKe KOHTEKCThl UX BbI30BA.

MpumeyaHunn

1 B xofe aHanvaa y4uThIBAETCA KOHTEKCT Bbi30Ba Mpouenypbl npy obpaboTke ee BLI3OBA, T. €. COMOCTABNASTCS
WHbopMaLKMa M3 Bbi3blBatoLLEN W Bbl3blBaEMOW Npoueayp NpMMeHWUTENbBHO K KaXaoMy MEeCTY Bbl30Ba W ero OKpyXeHuHo:
dakTUYeCcKUm napaMeTpam, COCTOAHUIO rMobanbHbIX NepeMeHHbIX W T. M.

2 Tepmunbl 3.1.6, 3.1.17, 3.1.18, 3.1.28, 3.1.32, 3.1.36 onpegensoT pasnuyHsbie CBOMCTBa METOA0B aHanu3a npo-
rpamMM, KOTopble MOTYT NPUMEHATLCS Kak Mpy CTAaTUYECKOM aHanuae nporpaMm, Tak U Ans onTMMM3aumid nporpaMmel B
xofe ee KoMnunauuu. B HacToswem ctaHgapte TepMuHbl 3.1.6, 3.1.17, 3.1.18, 3.1.28, 3.1.32, 3.1.36 TpakTyloTca Kak
CBOWCTBA METOOOB CTAaTMYeCcKoro aHanusa. B ceow ovepenb, TepmuHbl 3.1.1—3.1.5, 3.1.7 onucbiBadT ceMecTBa BUOOB
aHanusa.

3.1.19 MofenbHbIi BapuaHT (owMbKK): MOATMN HEKOTOPOro TUMa oWnbKM B NporpaMme, OTHeceHue
K KOTOPOMY OCYLLecTBnseTca ncxoasa ua ocobeHHocTel peanusauuy ownbkn daHHOro TMna u ocobeHHocTeil
A3blKa NporpaMMUpOBaHUSA.

MpumevyaHue — PaszbueHne tmuna ownbKM Ha MoOENbHbIE BApWMAaHTbI NPUMEHASTCA U3-3a TEXHOMOTMYECKMX
orpaHW4eHuin CTaTMHECKoro aHanuaa B Lenax addekTmBHoW paboTbl CTaTUHMECKUX aHanM3aTopoB, CBOAA 3afdadqy novcka
owwnbkn Bonee obLyero Tuna k 3agaqe nomcka ownboK MHOXeCTBa NOATMMNOB.

3.1.20 owwnbka B nporpamme: KOHCTPYKLMSA WM HADOp KOHCTPYKUWIA B MCXOQHOM KoZe NporpamMmel,
HanWyne KOTOPOMW yKasbiBaeT Ha BO3MOXHOCTb peanvsauun yrpo3 6esonacHoOCTM MHQOopMauMyM WWnM Ha
ownbKy peann3oBaHHOMO B NporpaMme anroputMa.

MpuMmeyaHus

1 Owwbka B nporpaMme MOXeT BbITb YA3BMMOCTbLIO NpOrpaMMel, NpOrpaMMHON 3aKknagakon, OLIMOKOW peanv3oBaH-
HOrO anropuTMa, NPUBOANTL K yTEYKE KOHUAEHUMAaNbHBIX AaHHBIX, OTKasy nporpaMmMHoro obecnedenus v np. B HacTos-
WeM cTaHAapTe B 3a4a4M CTATUYECKOro aHanW3a He BXOAWUT pasrpaHuyeHue owmnbok B YacT nocneacTsuid, Heobxoaumo
HaNTW NOTeHUMankHbLIe MecTa oWnboK.

2 [Npw ananv3e yacTn nporpamMmmbl (NpoLeayp) ¢ HeM3BECTHbIM KOHTEKCTOM Bbl30Ba OlMbKa MOXET peanv3oBaTbCs
B KOHTEKCTe, He codepxalleMcsa B M3BECTHOW aHanusatopy YacTu. B atom cnyyae cyauTb O MOMHOCTM cpabaTelBaHWsA
MOXHO NULLB C y4eTOM BCei Nporpammel.

3.1.21 noTo4HbIN BapuaHT (ownbku): Cnocob BhipaxeHusa oWKMbKM B UICXOAHOM KOAE NporpamMmel ye-
pe3 KOHKPETHYH CTPYKTYPY NOTOKOB YNpaBneHWst U OaHHbIX.

MpumeuvaHne — MoToYyHble BAPUAHTLI ABNAIOTCA OBLLMMK ANA BCEX TUMOB OWMBOK, TAK KaK XapakTepuayioT He
camy oLwmnBKy, a cnocob ee BbIpaXXeHUsi B UCXOOHOM KOoAe NporpaMMbl (XapaKkTepHbIi BUA NOTOKOB YNPaBneHns U AaHHbIX).

3.1.22

nporpamMma: [aHHble, npegHasHavyeHHble Ana ynpaBneHns KOHKPETHbIMW KOMMOHEHTaMU CUCTEMbI
00paboTkn MHOopMaLWK B LENsSxX peanusauuv onpeaeneHHoro anroputmMa.
[FOCT 19781—90, ctaTtba 1]
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3.1.23

nporpamMmMHoe obecneyeHune: COBOKYNHOCTL MporpaMmM cuctembl oBpaboTku uHbopMauum 1 npo-
rpaMMHbLIX 4OKYMEHTOB, HeoBXoOUMBLIX ANS SKCNyaTauMm 3TUX NporpaMm.
[FOCT 19781—90, cTaTtka 2]

3.1.24 nyTb BbinonHeHusA: NocnegoBaTenbLHOCTL ONEPATOPOB NPOrpaMMbl UK NMpoUEaypbl, KOTopas
BbIMOMHSAETCS NPY 3afaHHbIX BXOAHbLIX AaHHbLIX UMW NapameTpax npoueaypsbl.

3.1.25 paspaGoTumk nporpamMmmHoro obecneveHus: OpraHusaums, BeinonHAwwWas paboTbl Ha BCcex
cTagusx paspaboTky NporpamMMbl UMM OTBETCTBEHHAS, KAk MUHUMYM, 33 Takue MpoLecchl XKU3HEHHOTO LMKNa,
KaK Npouecchl peanuaaumi 1 Npouecchl NoaAepKKM NporpaMMHbIX CPeacTs.

MpumeyvyaHune — Craguu paspabotku — no MOCT 19.102, npouecchl Xu13HeHHoro uukna — no MOCT P UCO/
M3K 12207.

3.1.26 c6opka MO: lMpouecc NOCTpoOeHUS M3 UCXOOHLIX Mogynen MO nporpaMmMHLIX MOAYMNER, rOTOBLIX
K BbIMOMHEHWIO UMM UHTepnpeTauuu, u/unu 6ubnuoTex.
3.1.27

c6opouHan cpefa: COBOKYMHOCTb NMPOrpamMMHLIX M annapaTtHbIX CPeacTB, cnyxb cesa3u, uHTepden-
cOB, hopMaToB AaHHbIX, MPOTOKOMOB, CTaHA4apToB, obecneyMBalLnx npeocbpasoBaHne MUCXOAHOMO KoOa
nporpamMmm B NporpaMmMHble nakeTbl B COOTBETCTBMM C NpencTaBleHHbIMM MeTagaHHbIMK M C Y4eTOM 3aBu-
CMMOCTel NporpaMMHOro naketa.

[AopantupoeaHo n3 FTOCT P 54593—2011, nyHkT 3.13]

3.1.28 curHaTypHbIA aHanu3: CTaTvy4eckMin aHanua, onpenensiolnin HanMyine CBONCTBa NporpamMmmbl
NMpwv NOMOLLM MOMCKa CTPOK B MCXOQHOM KOAE NMporpaMmbl MO HEKOTOPOMY 06pasLy, B TOM YMicne 3adaHHOMY C
NoMOLLLI0 POpPManbHOro A3bIKa NOWCcKa, HaNnpMMep Npyv NOMOLLM PerynsipHbIX BbIPaXeHWi.

3.1.29 cuctema HenpepblBHOW uHTerpauuu: Cuctema, obecneumBarllas aBTOMATU3WPOBAHHYH
cbopky n TectupoBaHue MO.

[MMpumevyaHmne — YacTele aBTOMatuanpoBaHHbie cbopkn MO NpPUMEHSIOTCA ANA CKOPEMLWEro BeIABIEHNS OLN-
Bok 1 pelweHns npobnem, BO3HUKAOLWMX NpK 06beaMHEHUW M3MEHEHWIA Koda.

3.1.30 cuctema c6opku MO: CoBOKYNHOCTL MPOrpamMMHbLIX CPEACTB U KOHUIypaLMOHHbIX ¢annos,
KOTOpasi No3BONseT BeINONHUTL cbopky MO.

3.1.31 cpega ananuza MO: CoBOKYNHOCTb MpPOrpaMMHbIX W annapaTHbiX CpencTs, cryxb cesaau,
MHTepdecos, GopmMaToB AaHHbIX, MPOTOKOMOB, CTaHAapToB, obecnedyuMBalLWMX CTATUYECKUMA aHanu3
nporpammei.

3.1.32 cTtatuctuyeckun aHanui: CtaTM4eckni aHanus, onpefenstol i CTaTUCTUKY OA HEKOTOPOro
CBOWCTBa MporpaMmbl, HanpyuMep: HacKoNbKO 4acTo B MporpaMme npoBepsieTcsl BO3Bpallaemoe 3HavYeHue
HEKOTOPOW DYHKLUK.

3.1.33 craTtuyeckuit aHanus: Bug paboT No MHCTPYMEHTanbHOMY MCCrefoBaHUI0 MporpamMmmel, OCHO-
BaHHbIA HA aHaNMW3e WUCXOAHLIX KOLOB B PEXUME, He NpefycMaTpUBAaOLLEM pearnbHOro BhIMOMHEHWSA Koaa, U
BbINOMHAEMbIW 1151 onpefeneHns CBOMCTB NporpamMmmel.

Mpumevarnnna

1 B npodbeccroHansHON TEPMUHONOMMM YCTOSANOCEH B3aUMO3aMEHSAEMOE NPUMEHEHWE TEPMUHOB «aHanu3 Mcxoa-
HbIX TEKCTOBY» W «aHAMWU3 UCXOAHOTO Koaa.

2 B 4acTHOCTK, cTaTU4eckuii aHanu3 NpuMeHsieTcs Ans BbiABNeHWs OWWMBOK B MporpaMme.

3.1.34 craTtuyeckui aHanusaTtop: [NporpammHOe MHCTPYMEHTaNbHOe CPeCcTBO, KOTOPOE BbIMOMHAET
CTaTUYeCKWin aHanu3 B aBTOMaTUYECKOM pPeXxume.

3.1.35 Tn owwubku: Kateropusa ownbok B nporpammMe, oTpaxarLlas ux obLWHOCTbL B CBOMCTBAX MK
XapakTepucTUKax.

Mpumevyanune — CraTuyeckue aHanusaTopbl cHabxawT npegynpexaeHnsa 06 ownbke AMarHOCTMYECKOW WH-
chopmauuein, B COCTaB KOTOPOW BXOAWUT TUM ownbKK. MNpuMeHaemas B CTaTUYECKUX aHanuaaTtopax TUNM3auus pasHUTcs,
YTO 3aTpyAHAET COOTHECeHWe NpeaynpexaeHi, Nony4yeHHbIX OT pasHelX aHanuaaTopos. [na obneryeHus paboTkl ¢ npe-
OynpexaeHuaMn B AMarHoCTUYECKy MHdopmaumio 106aBnsalT COOTHECEHWE OWMNOKM C OQHOM U3 NOMYNAPHLIX CUCTEM
knaccuukauumn gedektoB 6e3onacHocT, Hanpumep ¢ nepedrem yrpos Y ®CTIK Poccun unu MITRE CWE.

4
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3.1.36 4yBCTBUTENbHbIA K NYTAM BbINONMHEHUA aHanu3: CTaTu4eckuin aHanu3 nporpaMmel, Mpu
KOTOPOM MOTYyT ObiTh ONpeAeneHsl ee CBOWCTBA, MPOSABAAIOWMECS NULLL Ha HEKOTOPbIX MYTAX BbIMOMHEHWS
nporpammel, U ycroBusi (Wny 4YacTb YCNOBWUIA), NMpu 0OpalleHMn KOTOPbIX B UCTUHY BbIMOMHEHWE NporpamMmmbl
noWaeT Mo yKkasaHHOMY aHanu3aTtopom MyTu.

3.2 B HacToswWeM cTaHgapTe NpUMeHeHbl crieyLne CoKpaLleHus:

BOY — 6aHk faHHbIX yrpos;

OBM — anekTpoHHas BbIYUCMUTENbHAA MaLLIWHA;

CWE — obwmit nepeyeHb gedektos (HegoctaTtkos) 6esonacHoctn (Common Weakness Enumeration);

POSIX — Habop cTaHOapToB, OMUCHLIBAKOLLNX UHTEPMENCE MEXOY OMnepalMOoHHOW CUCTEMOW M MpU-
knagHoi nporpammoii (Portable Operating System Interface);

SARIF — cdopmaTt obmMeHa peaynsTatamu cTaTUYeckoro aHanuaa Ha ocHoee JSON gns BeiBoga MHCT-
PYMEHTOB cTatuyeckoro aHanuaa (Static Analysis Results Interchange Format).

4 OOwmne nonoxeHus

4.1 MNpegoTepalleHne NOsSBNEHWNA U YCTPAHEHWE YA3BUMOCTEN NPOrpamMmmMbl MOXET BbITb JOCTUTHYTO My-
Tem peanusaumm paspabotymkom MO mep no paspaboTke 6esonacHoro MO, npencTtaenexHbix B FOCT P 56939.

4.2 Mpwu cozgaHum bezonacHoro MO paspaboTtunk MO BbINOMHAET CTAaTUYECKUIA aHANU3 B COOTBETCTBUN
¢ pasgenamu 5—9 B gononHeHue k nonoxeHusam FOCT P 56939.

4.3 Mepbl no paspabotke GezonacHoro MO, npeactaBneHHble B HACTOALWEM CTaHAApTe, BblpaXeHbl
B chopme TpeboBaHWs, pekoMeHaauun UnKM ONyCcTUMOro OeNCTBUS, NpeaHasHavyeHHbIX ANs NogAep kKu 4o-
CTUXKEHWA pe3ynsLTaTtoB peanusaunn mep. [Ina ator uenum B HACTOALWEM CTaHO4apTe UCMNOMb3YIOT COOTBETCTBY-
olWMe rnaronbl «4OMMKeH» («0bA3aH»), «cregyet» W «MOXKET», oTpakatolme pasnuyns B obasatenbHoCTK
MeXay pasHbiMK hopmamu TpeboBaHWi K peanuaauum Mep. maron «gomkeH» («oba3aH») NpUMeHsoT Ons
uanoxeHus TpeboBaHus, BbIMONHEHWE KOTOpOro o6si3aTenbHO AN COOTBETCTBUSA, «CneayeT» — ANs Bbipa-
KEHUs pekoMeHZauuu cpegn OpYrMx BO3MOXKHOCTEN, «MOXET» — [OMsl TOro, YTodbl OTpasvuTb HanpasreHue
OONYCTUMbIX 0EACTBUIW B npefenax orpaHn4eHnin HacTosALWero ctaHgapTa.

4.4 [Onga cooTBeTcTBUA TpeboBaHMAM HacToALLero ctTaHgapTa paspabotumk MO gonkeH MCnonbL30BaTh B
xoae paspaboTKkn cTaTUYeCcKUd aHanusaTop Uin Habop cTaTMYeCcKUX aHanu3aTopoB ANSA noucka ownbok. Bel-
ABMNEHNEe KPpUTUYECKMX OLUIMBOK B MporpaMmme crocoBCTRYET uaeHTUUKALWUK YA3BUMOCTEN, UX YCTPaHEHUIO
unu paspaboTke KOMMEHCUPYOLLUX MEP.

4.5 CrtaTvyeckuin aHanns3 B pamKkax xun3HeHHoro uukna MO npoBogsaT B cooTBeTCTBUM © TpeboBaHMAMN
pazgena 5.

4.6 MeToabl U MHCTPYMEHTLI CTAaTUYECKOTO aHanM3a [OIKHbI COOTBETCTBOBaThb TpeboBaHuAM pazge-
noe 6—8.

4.7 TpeboBaHuA, NnpegbaBNAeMble K cneynannctaM, NpoBoAAWMM CTaTUHECKWIA aHann3, — cornacHo
pasgeny 9.

4.8 lNpoBepKy COOTBETCTBMA CTAaTMYECKOro aHanusatopa TpeboBaHuam pasgenoB 6—8 npoBogAT co-
rmacHo MeToauke, npuseneHHon B pasgene 10.

4.9 lMpw OTCYTCTBMM NPUMEHUMbIX MHCTPYMEHTOB CTaTMYECKOro aHanu3a (OTCyTCTBYET nogaepika 1c-
nonb3yeMoro f3slka NporpaMMMpoBaHus, He NoAAePXUBAOTCH Mcnonb3yeMele cpegctea cbopkm MO v T. n.),
oTBevawLLnx Bcem TpeboBaHusam pazgenosB 6—8, cnegyeT MCNoONb30BaTh B XU3HEHHOM Uukne MO uHcTpy-
MEHTBI, Hanbonee NOMHO BbINOMHAKLWWE AaHHbIe TpeboBaHusA. MprMopuTeT cnedyeT oTAaBaTb MHCTPYMEHTaM,
OEMOHCTPUPYIOLWMM MyYlle KNKYeBble nokasaTenn B COOTBETCTBUMY C 8.4.

5 Tpe6oBaHMUA K BHEOPEHUIO U NOPSAAKY BbINOMHEHUA CTaTUYECKOro aHanusa

5.1 BHegpeHuwe ctatudeckoro aHanwsa MO B opraHmsauun — paspabotumke MO cocTouT M3 cnegyio-
LLIMX 3TAMNoB:
a) NogroToBWTESbHbINA 3Tan:
1) BbIGOP UHCTPYMEHTA CTATU{ECKOro aHanuaa;
2) nogrotoBka cbopodHow cpeapl MO (ansa MO, Tpebytowero cbopku) n cpegbl aHanuaa MO,
6) HavanbHbLIA 3Tan:
1) HacTpoWKa MHCTpPYMEHTa CTaTM4YecKoro aHanvaa ansa gadHoro MoO;
2) BbINOMHEHWE MEPBWMYHOMO CTAaTUYECKOTO aHanvaa ucxogHoro koga Mo;
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3) pa3ameTka nonyyYeHHbIX pe3ynLTatoB U (hopMUPOBaHME HavYarnbHOW Basbl NpeaynpeXaeHuin o no-
TeHUManbHbIX OWNBKaX;

B) MpoBedeHWe perynapHoro cratudeckoro aHanuaa Mo.

5.2 Ha nogrotoBuTensHOM 3Tane NpoeefeHus cTtaTudeckoro aHanmaa MO ocylecTBnaT BbIOOp UH-
CTPYMEHTa Unu Habopa MHCTPYMEHTOR CTATMYECKOTO aHanuaa Ans perynspHoro NnpoBeeHus aHanusa Bcero
kopa MO B pamkax xu3HeHHoro uukna MO B cooTBeTCTBMM ¢ TpeboBaHMsaMK pasfnenos 7 W 8. [ins aToro gon-
*eH ObITb BbINOMHEH aHanu3 gokymeHTtaumu MO, a Tawke aHanus ncxogHoro koga MO ans onpegeneHus A3bi-
KOB MporpamMupoBaHusi, Ha KOTopbix HanucaHo MO, napameTpoB cpeabl hyHKUMoHWpoBanus MO. Ona MO,
TpebytoLlero cOopku (TpaHCNAUWMIA KOOAa, KOMMOHOBKMW U T. N.), AOMKEH ObiTh BBIMOMHEH aHanu3 AoKyMeHTaLuum
cucTembl cbopkn, MHCTpyMeHToB cbopkn MO 1 napameTpoB cpefbl UX PYHKUMOHUPOBAHWA (ONepauuoHHbIe
CUCTEMbI, MPOLIECCOPHbLIE apXUTEKTYPLI).

C y4eToM 3TUX JaHHbIX HeoOXxoaUMO BbiBpaTh 0AWH MW HECKOMbLKO CTaTUYECKUX aHann3aTopos, YOOB-
neteopswmx TpeboBaHusM pasgenoB 7 v 8 u obecneumBarowmnx aHanms MO ¢ ycTaHOBNEHHbIMK napa-
MeTpamu.

CraTtuyeckuin aHanuaatop (Habop aHanu3aTopoB) AomkeH obecneunBaTh NOMCK OLIMBOK B MporpaMmax,
HanMUCcaHHbIX Ha fA3blKax NporpaMMUpoBaHUs, UCNonb3yeMblx nNpu paspaboTke MO. CnenyeT Mcnonb3oBaTh
perynsipHo 0BHOBMSAOLWMECH CTaTUYECKUEe aHanU3aTopsbl, NoAAEePXKMBaOLLINE COBPEMEHHLIE CTAaHAAPThl S3bl-
KOB NPOrpaMMMUpOBaHMA U COOTBETCTBYIOLLME CUCTEMBI COOPKN.

5.3 Ona MO, Tpebytowero cbopkn, Heobxogumo noarotoBuTe cbopodHyko cpegy MO n cpegy aHanuaa
MO. B npotuBHOM crydvae, ecrnv cbopka He npegycmoTtpeHa (Hanpumep, MO CoCTOUT UCKNIOYMTENBHO U3 WH-
TepnpeTupyembiX CKpMMNTORB), NOATOTABNNBAKT TONLKO cpedy aHanuaa 0.

Cnepnyet ucnons3oBaTb cpegy aHanuia MO, no3BonsLWYy0 BBIMONHATL cTaTMyeckuid aHanus MO
BbIBpaHHbLIM MHCTPYMEHTOM (HaBOpOM MHCTPYMEHTOR) aHanU3a ¢ Y4eTOM 3aJaHHbIX B pa3aene 5 BpeMeH-
HbIX OFpaHUYeHWUA Ha NepUogMYHOCTL NPOBOAMMOrO aHanm3a u yCTpaHeHWe BbIABNEHHbIX MOTEHLMANbHbIX
ownbOoK.

Honyctumo ncnonb3oBatbh AN COOPKM 1M aHanu3a CTaTUYecKuii aHanva3aTop, pasBepHyThIA B BUPTYanb-
HOW MHPACTPYKTYpe UK NpefdocTaenaemMbli paspaboTtumky O B BUOe cepsuca.

5.4 Ha HayanbHOM 3Tane npoBefeHWs cTatudeckoro aHanuaa MO ocylecTBNAKT:

- HacTpOWKy MHCTPYMEHTa CTaTUYEeCKOro aHanmaa ang gaHHoro MNo;

- BbIMOMHEHWE NepBUYHOTO CTATUYECKOro aHanmnsa ucxoaHoro kona Mo;

- pasMeTKy NOoMy4YeHHbIX pesynbTaToB U hopMMpoOBaHUE HavanbHoW 6asbl NpeaynpeXaeHun o NoTeH-
LManbHbIX ownbkax.

Ons MO, Tpebytowero cbopku, HACTPOMKA UHCTPYMEHTA aHanu3a 3akniyaeTcs B BLINMONHEHUNU B NOATO-
TOBMNEHHOW cOopoYHOn cpege nepeuYHon cbopkn MO nog KOHTPoONem cTaTMYecKoro aHanu3aTopa u B Nepeuny-
HOWM KOHUrypaunm aHanusatopa. B npotueHom cnydae, ecnv cbopka He npegycMoTpeHa, AeNCTBUS OrpaHu-
YMBAKOTCSH NEPBUYHON KOHUIypaLnen aHanuaaropa.

B xope KoHbUrypauum OMKHbI ObiTh BbINMOMHEHb! BbIDOP M BKIIOYEHWE TUMOB NpeaynpexXneHnini aHanu-
3aTtopa, COOTBETCTBYIOLLMX CMMCKY KPpUTUYECKMX ownboK, NpuBedeHHbIX B 6.3. B xoge KoHdwurypaumm moryT
BbITE TAKXKe BKINIOYEHbI APYrUe TUMbI NpeaynpeXneHuil aHann3aTtopa, COOTBETCTBYOLWNUX APYrMM NOTEHLManb-
HbIM OWwKBKaMm, cneunduyHbiM ana aHanusmpyemoro MO (oedekTsl KooMpoBaHUs AN A3blKa NporpaMmmumpo-
BaHusa MNO, NpUHATLIE CTUMW KOQUPOBAHWS U NP.).

BbINonHeHWe NepBUYHOrO aHanuaa 3akn4yaeTcs B 3anycke aHanv3saTopa B NoAroToBNeHHOM KOHUry-
pauuu 1 B cpege aHanunsa 0. B peaynstaTe NepBUYHOTO aHanmM3a omkeH BbiTb NoONyyYeH UCXOAHbIA Habop
BblAHHbLIX aHanM3aTopoM MpenynpexaeHnii U BbIMOMHEHA HAacTpoOWMKa NnapamMeTpoB aHanuaatopa Ha aHanus
ganHoro NO B cpege aHanuaa (konu4ecTBo NoTpebnsemon NamaTi, NPOLECCOPHbIX A4ep U T. Mn.).

MonyyeHHbIn Habop npegynpexaeHwd 4omkeH BblTe pasMmedeH cormacHo 5.5. Pesynbtathl pasmeTtku
LOMKHbI OblTb COXpaHeHbl ANs1 BO3MOXHOCTW CPaBHEHMS Pe3ynbTaToB NOcneayllnx 3anyckoB aHanv3arto-
pa Ha gaHHom MO. [JaHHble pe3ynsTaThl OPMUPYOT HavyanbHy 6asy npefynpexaeHuid 0 NoTeHLUanbHbIX
owmnbkax.

Mocne aHanuaa pe3ynsTaToB NEPBUYHON pa3MeTKM KOHUrypauus cTaTUYeckoro aHanuaaTtopa MOXeT
BbITh gopaboTaHa, B YacTHOCTU MOTYT BbiTb BKMHOYEHbI ONONHUTENBHbLIE TUMbI NPEaYNPEXAEHNA, BbIMOIHe-
Ha HacTpolKa aHanu3aTtopa Ha vucnonb3yemMble B 3agaHHoM MO 3auMcTBOBaHHbIE KOMMOHEHThI, JopaboTaHel
W HacTPOEHbl anropyUTMbl Bblga4yM KOHKPETHbIX TUMOB NpeaynpexaeHrui u np. Kpome Toro, cratMyeckuin aHa-
nn3aTop MOXeT OblTb MO-pPasHOMY HacTPOEH AN PasfMYHbIX KOMMOHEHTOB aHanuaupyemoro MO, Hanpumep
ONsl TECTOB UCKaTb TOMbKO KPUTUYECKNE OLIMOKHN.
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Ha ocHoBaHWM pe3ynsTaToB HayanbHOro 3Tana NpoBegeHus cTatudeckoro aHanmsa MO MoxeT ObiTh
MPMHATO pelueHne o BbiIbope Opyroro cTaTMYecKoro aHanmaaTopa.

5.5 MpepynpexneHns o NMoTeHUManbHbIX OWKGKax, NonyyeHHble B Xo4e cTtaTudyeckoro aHanmaa MO,
OOMKHBI BbITE pazmMeyeHbl: MPOCMOTPEHbI ANA 3KCNEPTHOIO onpeaeneHns X UCTUHHOCTM UMK NOXHOCTK. Kaxk-
Joe BblgaHHOe NpenynpeKaeHne o KpUTUYECKon oLunbKe (TUnbl KpUTUYECKMX olWKMBOoK npuBeaeHsl B 6.3—6.5)
OOMKHO OblTb OTHECEHO K OMpeneneHHon kateropun. Kateropum LomKHbl BKNKOYATb: UCTUHHBIE NPEefynpex-
OEHWA, NOXHble NPegynpexaeHnsi, UCTUHHbIE, HO He Tpebylole ucnpaBneHnin koga npegynpexaeHuns. Jo-
NycKaeTcsa paclunpsiTb MPUBEAEHHLIA NEPeHeHb KaTeropuii.

5.6 [0na cBOEBpEeMEHHOro BLISBNEHUS U UCNPaBNEeHUst OLUMBOK CTaTUYECKUIA aHaNW3 AOMKeH perynapHo
npuMMeHATLCA K paspabateieaemomy MO. HakonneHue HenpoaHanuanpoBaHHbIX M3MEHEHWIA yxXyalwaeT kade-
CTBO NPOBOOMMON 3KCMNEepTU3bl Pe3ynbTaToB aHannaa, a UMeHHo: Yalle BO3HMKAKT OWKGKKU, MPW KOTOPLIX UC-
TMHHOE NpenynpeXaeHne HeBepHO KnaccuuumpyeTcs kak noxHoe cpabaTbiBaHWe, a Takke yBenn4nBaeTcs
ANUTENbHOCTb NPOBOAMMON 3KCMEePTU3bl. 3aTemM Takoe HakoneHWe NPUBOLNT W K YCIIOKHEHWUIO BbISBNEHHbIX
ncrnpaeneHuin owmnboKk B CUny YBENMYMBLLETOCS BPEMEHHOIO MPOMEXKYTKA MeXay BHECEeHWEeM ownbkm 1 ee
ucnpasneHuem.

PerynapHocTe cTatuyeckoro aHanusa NO obecneynBaeTca aBToMaTtusaumein npouenypsl NposeaeHns
aHanuaa cornacHo TpeboBaHuamM 5.6—5.8, HanpuMep ¢ NOMOLLbIO CUCTEMbI HEMPEPbLIBHOM UHTErpaLuu.

Cratuyeckuin ananms MO B pamkax »xusHeHHoro umkna MO cnegyet NpoBoauTe PErynspHO Ha aTtane
KOHCTPyMpoOBaHua 1 komnnekcupoBanma MO, Ctatudeckuin aHanvs Bcero paspabateieaemoro MO crnegyet
BbIMOMNHATL He pexe oaHoro pasa B 10 pabounx OHen, ecnv 3a JaHHbIA Neproa BpeMeHW MCXOOHbIA Ko Obin
nameHeH. CtaTudeckut aHanma gobaeneHHbIX UM M3MeHeHHbIX YacTeit MO cnenyeT BbINONHATL NOCNe Kax-
[,0r0 BHECEHHOMo U3MEeHEHKS.

PesynbTaThl KaX4oro NpoBeAeHHOr0 CTaTMYeCcKOro aHanu3a AOSMKHbI COXPaHSATBLCA B XpaHunuile pe-
3ynLTaToB aHanusa.

B cnyyae mcnone3oaHus npu paspabotke MO cuctembl HENPEPbIBHOW MHTErpauun NnpoBegeHne ctatm-
YeCcKoro aHanusa OoNKHO BbiTh BKMIOYEHO B COCTAB aBTOMATMYECKM BbIMOMHAEMbIX NPOBEPOK Koaa.

5.7 Mpouenypa BbINOMNHEHUs cTaTUYeckoro aHanuaa MO cocTonT 13 cneayoLMx 3Tanos:

a) nonyyeHwe BHYTPEHHEro NpeAacTaBrneHusa Ans cTaTMYeCcKoro aHanusaTopa no MCXo4HOMY Koay BCero
MO unu ero UamMeHeHHbIX YacTei. [laHHbIA 3Tan BbINOMHSIOT!

1) gns MO, Tpebytowero cbopkM, OTAENBHO B X0A4e KOHTponupyemoid cbopku MO B NogroToBneHHON
cbopo4dHoi cpene;
2) nna MO, He Tpebytowero cOopku, BMeCTe C NOCNEAYIOWMM 3Tanom;

6) nNpoBeneHWe B NOArOTOBMEHHON cpene aHanu3a MO crnenyllwmnx BUOOB CTAaTUYECKOro aHanusa Uc-
xogHoro koga MO:

1) cuMHTaKCMYecKuid aHanus ucxoaHoro koga Mo, B TOM YMcne CUrHaTypHBIA NOUCK;
2) mexnpoueaypHbIA KOHTeKCTHO-HYBCTBUTENbHLIA aHanM3 ucxogHoro koga Mo.

Mpu HeoBXOAMMOCTM NOCTPOEHHOE B COOTBETCTBMM C NepednciieHneM a) BHYTpeHHee npefctaBneHne
nepeHocuTca M3 cOopoYHON cpedbl B cpeny aHanusa Mo;

B) COXpaHeHWe BbIOAHHLIX NPW aHanuae npeaynpexaeHuni.

5.8 BblgaHHble CTAaTUYECKMM aHanM3aTOpoOM NpenynpexXaeHns 4omkHbl BbITe pa3MedeHsl cornacHo 5.5.
[ns cBoeBpeMeHHON U 3hheKTUBHONW paboThl ¢ MONyYEeHHbIMU pe3ynsTaTamMmu CTaTUYecKoro aHanusa npo-
CMOTP BblJaHHbLIX aHanM3aTtopoM npeaynpexaeHunii cnegyeT BbiNOMHATD!

a) Npu aHanvae W3MeHeHHbIX YacTel MO — He no3xe, Yem Yepes Tpyu paboynx OHA Nocne BbIMNOSIHEHNS
aHanuaa;

6) npu aHanuze MO uenukom — He no3xe, 4yem Yyepes 10 paboumx LHEW nocre BeINOMHEHUA aHanuaa.

5.9 BoifiBNeHHble NoTeHUManbHble OWKMOKM, KOTOpLIE B peaynesrate Bepudukalumum cornacHo 5.7 6einu
OTHECEHbI K UICTUHHbIM, He no3xe, yem Yepez 10 pabounx gHeil nocne BuINOMHEeHWs pa3MeTKuU cregyeT ucnpa-
BWUTb NMMOO 3annaHnpoBaTh CPOKK MX YCTPaHeHWs B COOTBETCTBUM C NPUHATLIMK pa3paboTtymkom MO npouec-
camu paspaboTkum MO. Ecnv npumeHsetcs rmbkas metogonorma paspaboTtku MO, To nnaH No ycTpaHeHuto no-
TeHUManbHOW oWwWnbKK BKIKYaeTcs B Onuxkanwmnin uukn paspaboTtku. Mpu aHanuse MO Lenvkom ycTpaHeHve
BbISIBMEHHbIX NOTEHLMANbHBIX KPUTUYECKUX OLINBOK AOMKHO ObiTh BLIMOMHEHO HE No3aHee Havana Keanudgu-
KauuoHHoro TectupoBanusa MO. [Ansa BbINONHEHHbIX U3MEHeHUn ncxogHoro koga MO pomxkHa 6biTh obecne-
YeHa BO3MOXHOCTb OHO3HAYHOW MAEHTUMMUKALMN N3MEHEHWI, KOTOPbIe UCMPAaBnsA0T KOHKPETHbIE OLLNOKHN.

5.10 BbisiBneHHble B xo4e CTaTM4eCKOro aHanmsa W ycTpaHeHHble MoTeHUManbHble oWwWunbKK, KoTopbie
ObInK NpW3HaHbl UCTUHHBIMK B XO4e pas3MeTKW NpedynpekKaeHnid, MOXHO MCMoNb3oBaTh B Xo4e AUHaMuye-
CKOro aHanw3sa Ha atane KeanugukalumoHHoro TectupoBanmna MO B kayecTBe AONONMHUTENbHOW MHopMaLnK
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O BO3MOXHO YA3BUMMbIX MECTax nporpaMmmbl, €criv UCNoMb3yeMble WHCTPYMEHTbI AMHaMWYEeCKOoro aHanuaa
nogAepKMUBatoT Takyto BO3MOXHOCTb.

5.11 KoHTponb Haj XO4OM YCTPaHEHUS BhISBMEHHbLIX NMOTEHLMaNbHbIX OLWWBOOK CriegyeT BhINONHATE He
pexe ogHoro pasa B Mecsal. [Ins BbINOMHEHWA KOHTPONA credyeT NpyvBnekaTb CneuManucToB, KOTOpble He
y4yacTBOBanu B npouecce BLIMOMNHEHWS aHanusa, 3KCMepTHOro NpocMOoTpa BblAaHHLIX MpedyrnpexjeHui u
YCTPaHeHusi noTeHumanbHbiX ownbok. PekomeHayeTcsa Mcnonb30oBaTh CpeacTea paspaboTkn (cuctema KOH-
Tpons Bepcui MO, cuctema otcnexusanma ownbok MNO), koTopble NO3BONAT GOPMUPOBATL OTHET O KONUYe-
CTBE BbISIBMIEHHbIX W UCMpaBneHHbix ownbok B MO.

5.12 KoHdurypauma n HacTpoWMKW CTaTUYECKOro aHann3atopa OOIMKHLl PerynapHoO nepecMmaTtpvBaTbes.
MepecmoTp criegyeT NPOBOAUTE NpU M3MeHeHUW apxutekTypsl MO, nobaBneHuM CTOPOHHUX KOMMOHEHT, Bbl-
X0[e HOBLIX BEPCUIA CTAaTUYECKOro aHanuaatopa. [ina noseiweHusa addekTnBHocTu paspabotku MO cnenyet
fopabaTblBaTb U HAcTpaMBaTb anropUTMbl BbIAAYN KOHKPETHbIX TUMOB NpenynpexaeHunii, ecnmn ctaTm4eckui
aHanua3aTtop npegocTaBnaeT Taky BO3MOXHOCTb.

5.13 B cootsetctBuM ¢ TpeboeaHuamu FOCT P 56939 paspabotdmk MO gomkeH NpoBOAWTL pery-
NAPHbIA MOUCK YS3BMMOCTEN Ha 3Tane 3KcnnyaTauuu xusHeHHoro uukna MO. B cocTtaB npuMeHSeMbIX UH-
CTPYMEHTankeHbIX cpefcTB pa3pabotumk MO gomkeH BkMYaTh CTaTUYeckuin aHanuaatop. PekomeHnpgyetca
HacTpauBaTb KOHdUrypauuo cTaTU4ecKoro aHanuaatopa v NnpuMeHsaTh crneunanu3MpoBaHHble MeETOAbI CTaTu-
Yyeckoro aHanusa gna 6onee rnybokoro novcka ownbok. Hanpumep, HacTpolka KoHpUrypaumm MoxeT 3aga-
BaTb ApPYrkMe noporoBbie 3Ha4eHus ANs UCNonb3yeMblX PECYPCOB, TakMX Kak NaMsiTh W BblYMCIIUTENbHbIE AApa
npoueccopa, MeHsTb napaMeTpbl 3BPUCTUK MPUMEHSEMbIX MaTemaTuyecknx mogenen. [pumepom cneunanu-
3MpPOBaHHOMO MeToda aHanu3a SBNAeTCa cTaTUYecKUin aHanm3 NoMeYeHHbIX OaHHbIX.

6 Knaccudmkaumsa KpuTUYeCKUX oWnOB0K, HAXOAUMbIX CTaTUYECKUMU
aHanusaTopamm

6.1 TpeboBaHWA K CTATUYECKOMY aHaNM3aTopy, OTHOCALLMECS K KA4eCTBY BbINOMHEHWUSA aHanusa 1 pea-
JIM30BaHHbIX METOAOB aHanM3a, BbIpaXkaloTCs C yHeTOM HaxoguMbiX UM TUMNOB OWKWGOK B nporpammax.

6.2 OwwnbkK B NporpaMmMax KnaccudmuLuupyoTcs Ha OCHOBE TUMa OLWWMBKKM U MOAEeNbHbIX BapyaHTOB Npo-
ABMeHusi owmnbkn (nogTnnos). MogensHble BapuaHTbl NPOsiBNeHrs olnboK 3a4atoT NOATWMNBI HEKOTOPOro TUMa
owWunOKN, KoTopble yOoOHO MCKaTb MpW MOMOLLM CTAaTMHECKOro aHanusa B TOM criy4Yae, Korga TOYHbIA MOoWCK
obLiero TMNa oWWBKN 3aTPYAHUTENBHO BINOMHUTD.

Cnocobbl BblpaKeHWs MOAeNnbHOro BapuaHTa OWWOKM B MCXOAHOM Kode MporpaMmbl 3a4alTcs NoTou-
HBIMW BapuaHTamu. [OTOYHbIE BAPUAHTLI BO3HUKAKT M3-33 CBOMCTB NOTOKA AAHHbIX W YNPaBneHust Nporpam-
MOW 1 ABNSAKTCH 06WMMK ONS BCEX TUMOB OLWMBOK.

PasHoobpa3sne koMBUHALWMIA MOAENbHbBIX M NOTOYHbLIX BApMaHTOB olWKWBok Heobxogumo ans Gonee To4-
HOW OLIEHKM BbINOMHEHMA TpeboBaHWiA, NpeabABNSAEeMbIX CTATUMECKOMY aHann3aTopy, B YaCTHOCTU — BhINOM-
HeHusa TpeboBaHui 8.4.

6.3 Kputnyeckne owmBKM rpynnupyloT No TUNam B 3aBMCMMOCTM OT Ai3blka NporpaMMUpoBaHus. [4ns
KOMMUTMPYEMbIX S3bIKOB K TUMaM KPUTUYECKUX OWNOOK OTHOCAT cregytolmne obme TUnbi:

a) OWWBKN HENPOBEPEHHOTO MCNOMNB30BaHUSA YYBCTBUTENbHLIX AaHHLIX (BEOAA Nonb3oBaTens, hannos,
ceTu u np.);

6) oWwunbKKM LEenoYNCNEHHOTO NEPENOSTHEHMA U HEKOPPEKTHONO COBMECTHOMO UCMONbL30BaHUA 3HAKOBLIX
1 Be33HaKOBbLIX YMCen;

B) oWMOKM nepenonHeHus Bydpepa (3anMcy unu 4yTeHus 3a npegenaMmu BolgeneHHon ong oydepa na-
MATH);

r) OWWBKM HEKOPPEKTHOMD UCMOMbIOBAHWA CUCTEMHBIX Npouedyp W UHTeptencos, cesA3aHHbIX ¢ obec-
nedYeHnemM UHpopMaLMoHHoW Ge3onacHocT (LWMPOBAHUS, pasrpaHMuyeHsa 4ocTyna v np.);

A) owunbkm npu paboTe ¢ MHOFONOTOYHBLIMUW NPUMUTUBAMU (MHTepdencamm 3anycka NOTOKOB Ha BLINOM-
HeHWe, CMHXPOHN3auMM 1 oOMeHa AaHHBIMKU MeXay NOTOKaMu 1 np.).

6.4 B nHTepnpeTnpyeMbix A3blkax TMNAMKM KpUTUHECKMX ONMDOK ABMSOTCA cneaytolime oblime TUnbl:

a) ownbKM HEMPOBEPEHHOTO NCMOMbL30BaHKMSA YYBCTBUTENbHBLIX AaHHBIX (BBOAA Nonb3oBaTtens, dharnos,
ceTu u np.);

6) oWnBKM HEKOPPEKTHOMO MCMNOMNB30BaHUA CUCTEMHBIX MpoLeayp U MHTepdhencor, CBA3aHHbIX ¢ obec-
nevyeHvemM MHhopMaLMoHHoW Ge3onacHocT (LW poBaHUA, pasrpaHMuyeHa gocTyna u np.);

B) oWwwnOKM nNpu paboTe ¢ MHOTOMOTOYHBIMM NMPUMUTUBAMMN.
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6.5 [Ins 3agaHHOro A3blKa NPOrpaMMUpPOBaHUSA TUMbl KPUTUYECKMX OLINGOK, npuBeaeHHble B 6.3 n 6.4,
MOryT OononHaTbeA. [Ana AssikoB C/C++ B gononHeHue k 6.3 cnegyolwmMe TUMbl OWIMBOK ABMASKOTCA KPUTK-
YeCKUMMU:

a) olWnBbKN pasbiIMEHOBAHUS HYNEBOro yKkasaTens;

6) ownbkn AeneHns Ha HOmMb;

B) owwnbK1 ynpaBneHus AMHaMMYeCcKoW NamATbio (BblgeneHuns, ocBoboxaeHUsl, NCNoMnb30BaHUs OCBO-
SoxXoeHHOW namaTK);

r) ownbKKM MCNoNb30BaHNA (POPMAaTHON CTPOKM;

) OWWBKM MCNONb30BaHWUA HEMHWULMANM3UPOBAHHLIX NEPEMEHHBIX;

e) olWwnbKN yTeyeKk NamsaTu, He3aKpbITbiX halnoBbIX OECKPUNTOPOB M OECKPUNTOPOB CETEBLIX COeau-
HEeHUNA.

6.6 MogenbHble BapvaHTbl Ans TUNa OWKMOKM CTPOSITCS C YYETOM TakMx hakTopoB, Kak si3blK Nporpam-
MUPOBaHWS, ero Mofenk NaMsaTh, cTaHgapTHas bubnuoTteka Asbika U T. N. Mcxoasa w3 aTux gaHHbIX, AN TMna
OWNBKKN BbIAENSATCA BApUaHTbl BO3HUKHOBEHUS OLLIMOKM B MporpamMme Ha KOHKPETHOM fi3blke NMporpamMmmMupo-
BaHWA.

6.7 ToTo4yHble BapuaHTbl NPOABMNEHUS MOAEMbHLIX BAPUAHTOR OLINDKU CTPOATCS C Y4eTOoM 0CODeHHOo-
CTel opraHu3auun NoTOKOB YNPaBneHWs U OaHHbIX B 13blKe NporpaMMupoBaHns. [1ns uMnepaTuBHbIX A3bIKOB
nporpammMMpoBaHus 3agatoTcs cnegywme obume noToYHbIe BapMaHThl:

a) BapuaHTbl NOTOKa yrNpaBneHus::

1) NpAMONMHENHBIA y4acToOK KOaa;
2) ycnoBus, 3aBUCSLLME OT NapamMeTpoB OYHKLMK;
3) UMKMbI C BBIMUCITUMBIMY BO BPEMS KOMMUIALMW rPaHNLAMU;
4) UMKNbl C MMHENHBIM U3MEHEHUEM MHOYKTMBHLIX NEPEMEHHbIX;
5) CNoOXHble LMKNbI, BNOXEHHbIE LWKMbI.
6) BapuaHTbl NOTOKA AaHHbIX:
1) NOTOK AaHHLIX 3aKMOYeH NOMHOCTLI0 B OOHON YHKLNN;
2) maHHble NepefarTcsa Yepes MacCuBhbl;
3) OaHHble NepenarTcs Yepes CTPYKTYPbI;
4) paHHble NepefarTcsa Yepes 0aHY UM HECKOMbKO yHKUNA.

6.7.1 [JONONHUTENbHO BblAensieMble NMOTOYHbIE BapMaHThl CBA3LIBAOTCA C TUMOM f13blKa NPOrpaMMMpo-
BaHUA (MMNepaTMBHbIA, PYHKUMOHANbHbIA, 06bEeKTHO-OpMEHTUPOBAHHbIA 1 NP.) U cneyndnkoi a3bika. Hanpu-
Mep, ANA A3blka nporpaMMupoBadusa C JONONHUTENBHO MOXHO BbIZenWTh CledyoLlme NnoToYHble BapuaHThl:

a) BapwaHTbl MOTOKa yNpaBneHus:

1) ycnosus, 3aBucALLMe OT rMobanbHbIX NEPEMEHHbIX;
2) dyHKUWU, BbI3bIBAEMbIE MO yKa3aTenio;
6) BapuaHTbl NOTOKA AaHHbIX:
1) maHHble NepenakoTCca Yepes ykasaTenu;
2) pmaHHblE NepefalTca Yyepes rmobanbHble NepeMeHHbIE;
3) OaHHble NepefarTcs Yepes CroXKHble CTPYKTYPbl AaHHbLIX (CMIMCKW, KONNeKUMK 1 T. 1.).

6.8 Mpumep NnpuMeHeHWA KnaccuuKaumm KpUTUHECKNX OWMBOoK, BbISBNAEMbIX CTaTUYECKMMKN aHanu-

3aTopamu Ansa ownbKkn nepenonHeHuns Bydepa, npuBedeH B NPUIoKeHnn A.

7 TPEGOBaHMﬂ K MeTogaam aHanuwsa, peann3oeaHHbIM B CTaTU4eCKOM
aHanusartope

7.1 Ka4yecTBO cTaTM4Yeckoro aHanusa onpefenserca Tpemsa XapakTepucTUKamu: Aoner NOXHOOTpu-
LaTenbHbIX cpabaTbiBaHWA, JONeA NOXHOMOMNOXUTENbHBIX cpabaTbiBaHWUA, CKOPOCTLID aHannsa. YKazaHHble
XapaKTepuCTUKN 3aBUCAT OT METOA0B aHanu3a, peann3oBaHHbIX B CTaTMY4ECKOM aHanu3artope. Llenb npeab-
ABneHnsa TpeboBaHW K MEeToaaM aHanuaa, peanu3oBaHHbIM B CTaTUYECKOM aHanusatope, — obecneynTtb
MUHUManbHLIA YPOBEHL B YACTW JONer NponyckoB OWMBOK 1 NOXHbLIX cpabaTkiBaHWil NPU COXPaHEHUN Npu-
eMNemMoi CKOpPOCTK aHanusa.

7.2 CTaTuyecknin aHanvsatop npefcraensaetr coboin oguH MHCTPYMEHT unu Habop MHCTpyMeHToB, obe-
creYymBakLLnX B COBOKYNHOCTH BbiNoNHeHne TpeboBaHuin 7.3—7.6. B aTom cnydae Ans Kaxgoro tuna ownbkm
no 7.3 B Habope AomKHbl ObITb MHCTPYMEHTHI, YAOBNETBOpAOWMe TpeboBaHuam 7.4—7.6.

7.3 Metoagbl aHanusa, peanu3oBaHHble B CTAaTUHECKOM aHanusatope, OOMKHbl obecne4mBaTb MOWUCK
KPUTUYECKMX OLIMBOK, TUMLI KOTOPbIX ONPenensitoTCa B COOTBETCTBUN C NOAAEPKMBAEMbIM S3bIKOM Nporpam-
MupoBaHua. Tpebyembie TUMbl KPUTUHECKMX OLWMBOK ANA KOMNUNUPYEMbIX A3bIKOB — coOrnacHo 6.3, kpome

9

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 13/20
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-71207-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=68282
https://gostexpert.ru/gost/gost-71207-2024?utm_source=pdf&utm_medium=68282&utm_term=page

FOCT P 71207—2024

NPWBELEHHbIX B NEPEYNCIEHUN 4), ANA MHTEePNPEeTMPYEMbIX — COrnacHo 6.4, Kpome NpUBefeHHbIX B Nepednc-
neHun B), AononHUTensHo Ans a3sikoB C/C++ — cornacHo 6.5. Metogbl aHanusa moryT obecnednBaTb NOUCK
oCTanbHbIX TUMOB KPUTUYECKUX OWKMBOoK no 6.3 1 6.4.

7.4 CTtaTuyeckuil aHanus3aTop OOMKeH peanu3oBbiBaTb Creayllne MeToAbl aHanM3a: BHYTpUnpo-
LedypHbIA aHanu3 NOTOKOB OaHHbIX W yNpaBreHWUs; MeXnpouedypHbld U MeXMOOYMbHbIA KOHTEKCTHO-YYB-
CTBUTEMbHBLIA @&Hanu3 NoToKa OaHHbIX; YYBCTBUTEMbHbLIA K NYTAM BbINOMHEHUA aHanu3 MOTOKOB AaHHbIX W
yrnpaBneHus; MeXxnpoueaypHbll 1 MeXMoaynbHblA KOHTEKCTHO-YYBCTBUTEMbHbLIA aHanu3 noMeYeHHbIX gaH-
HbIX; aHanM3 NporpaMmmbl Ha CMHTAKCU4YECKOM YpPOBHE.

B cocTtaB peanuayembix METOOOB CTaTUYECKOro aHanvsa cnegyeT BKNOYaTh criedylolme MeTodsl aHa-
nu3a onsa noucka AonoNHUTENbHBIX TUMOB OLWKMGOK, a Takke B Ka4ecTBe BCMNOMOraTernbHbIX aHarnu3os:

a) CUTHaTYpPHLIA NOUCK;

6) aHanW3 NceBOOHMMOB;

B) aHanu3 KOCBEHHbIX BbI30BOB;

r) CTaTUCTUYECKNIA aHanms;

[) aHanu3 uepapxuu Knaccos.

MakcumanesHaa rmybuHa nogoepKMBAeMOro MeXnpoleoypHoro aHanuia (Konvy4ecTBO BLI3OBOB MpO-
Lenyp, Yepes KoTopble MOXET nepefaBathcs cobupaemas B XO4e aHanu3a UHopMaLMa O NOTOKe AaHHbIX
nporpammbl) He OOrmkHa ObITh 3apaHee orpaHuYeHa, HO MOXEeT ONpeaenaTLCs C YH4EeTOM AOCTYMHbIX ANA aHa-
NM3a BbIYUCNNTENBHbLIX PECYPCOB.

7.5 Mpu ananuze MO, kotopoe TpebyeT cOopkM, fomkeH ObiTb NPMMEHEeH BCMOMOraTeSlbHbI aHanma
ONS YTOYHEHUA MEXMOIYINbHbLIX CBA3EN, UCMONb3yoWWA pe3ynsTaTthl KOHTponupyemoi cbopku MO. AHanna
OOMKEeH Yy4YuTblBaTbk NapamMeTpbl MPOrpamMMHbIX WHCTPYMEHTamnbHLIX CPeACcTB CUCTEM NpOorpaMMuUpoBaHUs
(TpaHcnATOPOR, KOMNUNATOPOR, PEOaKTOPOB CBA3EN U T. M.), MPUMEHSIEMbIX B X0O4€ KOHTponupyeMon cbopku
MO, ans TOYHOTO CTATUYECKOTO YCTAHOBMNEHUS MEXMOAYIbHbIX CBA3EN.

Mpwn ananuse MO, koTopoe He TpebyeT cOOpKkKU, NN HEBO3MOXKHOCTU BbINONHUTL COOPKY M3-3a Henon-
Horo Habopa ucxofHelx kogoe MO, cTaTUYecKoe YCTaHOBNEHWE MEXMOAYIMbHbLIX CBS3eil 3aTpyAHUTENbHO. B
3TOM cryvae B COCTaB METOAOB aHanwu3a, peanu3oBaHHbIX B CTAaTUYECKOM aHanuaaTtope, criegyeT BKYaTb
MeToabl NPUBMMKEHHOrO BOCCTAHOBMNEHWST MEXMOOYNBHBLIX CBA3EN.

7.6 Ecnu ctaTudeckuii aHanuaaTop Ans noucka owubok, onpefeneHHsblX B 6.3, nepeyncrnieHre a), npu-
MEHSIET aHanM3 NOMe4YeHHbIX AaHHbIX, OMKHa ObiTh NpeaocTaBneHa BO3MOXHOCTE KOHMIypauum aHanusa:
OOMKHbBI 3aaBaTbCsa NpoLedypbl-MCTOYHUKW U NPOLEeAYPbI-CTOKWM YYBCTBUTEMNbHbLIX AaHHbLIX.

8 TpeboBaHMsA K MHCTPYMEHTaM CTaTUYeCKOro aHanusa

8.1 Uenbto BbicTaBneHus TpeboBaHnii K MHCTPYMEHTaM CTaTMYEeCKOro aHannaa saBnaioTcH NpoBepKa Ka-
4YeCcTBa BLIMOMHAEMOr0 UHCTPYMEHTOM aHanu3a, NpoBepKa ero NpUMeHUMOCTU K coBpemeHHoMmy MO u npo-
BEpKa BO3MOXHOCTU €ro UCMOMb30BaHWUSA B MPOMBbILLNEHHOM OKPYXEHUU npouecca pa3paboTKu.

8.2 CraTuyeckuit aHanvM3aTop JOMKeH nogaepxmeats aHanua MO ¢ ucnonbayemMbiMy 3aMMCTBOBAHHbI-
MW KOMMOHEHTaMu LIeSIMKOM, NpY 3TOM yaoBneTeopss TpebosaHusam 7.3—7.6, 8.3 n 8.4.

8.3 CnepyeT Mcnonb30BaTh TAKOW cTaTUYECKMA aHanu3aTop (Habop aHanu3aTopoB), YTOObI HA TEXHU-
yeckux cpeacTteax paapabtotymka MO ona noucka KpuTudeckux owmnbok obecneyvreanca nNonHbl aHanua MO
C UCMNOMb3yeMbIMU 3aUMCTBOBaHHLIMW KOMMOHEHTAMM 332 BPeMS, He NMpPeBLILatLLee ABOE CYTOK.

8.4 TpeboBaHWA NO KAYECTBY BLINMOIMHAEMOro CTAaTUYECKOrO aHann3a NpeabsaBnAnTCa AN KpUTUYECKUX
TUNOB OWNBOK, NpUBeaeHHLIX B 6.3—6.5, 1 npoBepsATCca HA kBanudukauMoHHOM Habope TecToB, NOCTPOEH-
HbIX B COOTBETCTBUK C TpeboBaHusMu pasgena 10.

[ns gaHHbIX TUNOB OWIWOOK Ha Habope TecToB, oTBeYalwmux TpedboBaHnamM 10.4, cTaTUMeCcKUin aHanunaa-
TOp fJomKeH obecne4vmBaTh JOCTMKEHWE CriedyoLlmX nokasaTtene:

a) ponto owmbok Nnepeoro poaa (NOXHOMNONOXUTENLHLIX cpabaTbiBaHWin) — He Bonee 50 %;

6) momno owKboK BTOPOro poAa (NoXHoOTpUUAaTeNbHbIX cpabaThiBaHWiA, T. €. NPOMNYCKOB 3aBEOMO 13-
BECTHbIX oWnBok) — He Bonee 50 %.

MpoBepKK BbINONTHEHWS TpeboBaHWIA NO KA4eCTBY AOMKHbI BBINOMHATECS B MOpAAKe, OTBeYarLleM Tpe-
boBaHMaM 10.6 B 4acTU NOXKHONOMOXUTENbHLIX cpabaTbiBaHU KU oTBeYaloLllem TpebosaHuam 10.7 B 4yacTu
NOXHOOTPULATENBHLIX cpabaTkiBaHWUNA.

8.5 Pesynerathl NpUMEHEHUA CTATUYECKOro aHanu3aTtopa [OMKHbl COOAEpPXaTb CneayioLlwy WH-
dopmauuo:

a) nepeyveHb NpeaynpexaeHuit 0 HaaeHHbIX OWKBKax;
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6) onucaHue ownbok;

B) TUn owmnboK;

r) MecTo B UCXOOHOM KoAe NporpaMmbl, raie HahaeHbl oOWnbKA.

8.6 B xoge pasMeTku, NpoBOAMMON B COOTBETCTBUM ¢ 5.5, fgomxHa bbiTh obecneyeHa BO3MOXHOCTL aB-
TOMaru3auuy pasMeTK BbiaBaeMbix NpeaynpexaeHui ¢ Lernbi CoKpalleHUsl BpeEMEHU, 3aTpaynBaemMoro Ha
MPUHATHE PeLUeHWs], K KaKOW KaTeropuu oTHeCTW npegynpexaeHue. JomkHa ObiTb obecneveHa BO3MOKHOCTb
HaBurauMu no kogy npu pabote ¢ npegynpexaeHnsamMu. JomkHo BbiTb 0becnedeHo cooTHeCeHUe BblgaHHbIX
npenynpexneHnin ¢ UCXogHbIM KOOO0M.

Mopoepxka B NPUHATAM peLUEHUs M aBTOMAaTtM3auma MoryT BbiTb obecrnedeHbl Kak CpeacTBaMu U3 Co-
cTaBa CTaTWUYECKOT0 aHanu3aTopa, Tak U CTOPOHHMMKM CPeacTBaMu.

MpumeyaHue —logaepxka B NPUHATN PELLEHWA U aBTOMaTU3aUMs MoryT ObITe peann3oBaHsl rpadnyecknm
WHTepdeicom aHanuaaTopa.

8.7 Cratudeckuid aHanusatop fomkeH obecne4ymsBaTk BO3MOXHOCTE aBTOMATU3aLUWUn AeNCTBUIA, NpuBe-
AeHHbIX B 5.6, ANSA MCNONb30BaHWA B CUCTEMax HENpPepbIBHOW WHTErpaLuu, HanpyMmep ¢ NoMOLLbIO Npeao-
CTaBMneHns KOHCONbHOIo MHTEpdieiica UM NPOrpaMMHOro UHTepdienca cTaTM4ecKoro aHanmsaropa.

8.8 [omxHo BblTb 0BecneveHo XpaHeHne pesynsLTaTos 3anycka cTaTUMYeckoro aHanusaropa u paameTku
3TUX pesynsTaTtoB. Kaxgoe BblAaHHOE aHanM3aTopoM npeaynpexgeHne JomkHo BbiTe cHabxeHo noeHTudu-
KaTOpOM, C MOMOLL LK KOTOPOrO €ro MOXHO OHO3HaYHO HaNTW B pe3ynkTarax aHanusa. [lonyckaeTcs ucnonb-
30BaTh AN XpaHEHWs peaynsLTaTtoB CTOPOHHWE CUCTEMbI (Hanpumep, 6a3bl AaHHbIX).

8.9 CraTudeckni aHanuaaTop JoMkeH obecnedynBaTh BOSMOXHOCTb CPaBHEHUS Pe3ynbTaToB 3anyckos
aHanusartopa Ana 3agaHHoro MO ¢ y4eToM BbINOMIHEHHOW NOMb3oBaTenem pasmeTku. MNpyn cpaBHEHN pe3ynb-
TaTOB [ABYX 3aMyCKOB AOMKHbI OblTb BblAENeHbl rpynnbl NpeaynpexaeHuin, NpUCyTCTBYIOWME B pesynbraTtax
obownx 3anyckoB; B pesynsTaTax TONbKO OAHOTO M3 3anyckoB. [py npocMoTpe nonbk3oBaTteneM peaynsTaToB
3anycka aHanuaaTopa JormkHa ObiTe obecnedeHa BO3MOXHOCTE CKPbITUA NpefynpeaeHui, pasMedeHHbIX
nonb3oBaTenem Kak NOXHOMOMOXMUTENbHbIEe cpabaTblBaHWA U MPUCYTCTBYOLWMX TaIOKe B pe3ynbTaTtax aanycka,
cpaBHWMBAEMOro C AaHHbIM. [lonyckaeTca MCnomnb3osaTh A5 CpaBHEeHWA pesynbTaToB CTOPOHHUE CUCTEMbI.

8.10 CraTndeckvin aHanusaTop AOMXeH codepxaTb B JOKYMEHTauWu OonucaHue BCeX TUMOB OLWMOOK,
KOTOPblE HAaXOAWUT aHannaaTop, ¢ YKkasaHueM ANs Kaxaoro Tuna owmnbKuM:

a) onMcaHus OWNBKH;

6) BO3MOXHbIX MPUYMH BO3HUKHOBEHUS;

B) nMpuMepoB owunBoYHOro Koaa, AnA KOTOpPOoro BhlAaeTcs npeaynpexaeHre o AaHHOM TUne oWmnbky;

) NpUMepOB UMW pekoMeHOaUMiA UCNpaBneHus AaHHOro TUNa oWmnBKu.

Mpy onucaHWW BeISBNEHHBLIX TMMNOB OWKMBOK crieqyeT yKasbiBaTe COOTBETCTBME TWUNa OWWOKK B aHanu-
3aTope OOHOMY WU HECKONbKUM MAEHTUdMKaTOopam B cucTeMe krnaccudukaumm fedektoB 6e3onacHocTu
MITRE CWE.

8.11 Cratuyeckuii aHann3aTop AOMKEH NoAAepXUBaTh Bblgady pes3ynLTatos aHanusa B OTKPbITOM A0-
KyMeHTUpOBaHHOM chopmaTe, KOTOPbIA MOXeT GbiTh NPOYMTAH aBTOMATUYECKU, ANS BO3MOXHOCTH MCMOMNb30-
BaHWA aHanusatopa B COCTaBe KOMMNNEKCOB cpeAcTB pa3paboTku M B cUCTEMAaX HernpepeliBHOW MHTErpaLuu.

MpnmMmevyaHue — MpvMePOM OTKPLITOTO CTaHAApTa pe3ynsTaToB CTaTUYECKOro aHanwsa sensetcs dpopmat
SARIF.

8.12 Cratu4yeckuia aHann3aTop MOXeT nogaepXxreatb BO3MOXHOCTb ,EIOpaGOTKM peann3oBaHHbIX anro-
PUTMOB (HDEBMJ'I) NOUCKa KOHKPETHBIX TUNOB OLIJMGOK, a Takxe pa3p860TKM 4] ,£l06aBJ'IEHVIF| anropuTMoB Noncka
HOBbIX TUMOB OLWWOOK Nonb3oBaTenem aHanuasartopa.

9 Tpe6oBaHuA K cneynanMcTam, NPOBOASLLMM CTaTUYECKMA aHanus3

9.1 Uensto npegbasneHmsa TpeﬁOBaHMﬁ K creunanucTam, NpoBOAALLMM CTaTUYECKMI aHanna, SBnseTcs
obecneyeHne npouecca npoeegeHnda ctatu4eckoro aHarimaa cornacHo TDEGOBGHMHM paszgena 5.

9.2 [na obecne4yeHus npoueccoB npoeegeHnA CTaTU4eCcKoro aHanmaa cornacHo TpeGOBaHMFIM 53mn
5.6 NpuBrNeKawTcAa cneuyunanuncTtel, cCoBMellawllne KoMmneTeHUuUn no pa3p860TKE MO c koMneTeHUUAMU NO
VIHd)OpMEMMOHHO-TEXHOHOFM‘{ECKOMy OﬁCHy}KMBaHMIO (CMCTEMHOMy E,DMMHMCTDMDOBEHMIO). Cﬂe,quT npuene-
KaTb cneunanncTtos, OGJ’IB,D,a!-OLLIHX cnefyouwnMn 3HaHUMAMNW U YMEeHNAMM!

- 3HaHMEe OCHOB W TEXHOJIOTUIA NPOTrPaMMHON MHXEHEPWUW, KNM3HEHHOTO LIKMKNa I'IO;

- 3HaHWEe apXUTEeKTYpbI 3BM, yCTpOPICTBa COBpPeMEHHbIX TeEXHUNYECKUX CpedcCTB, NMpUMeHdeMbIX NPy CO3-
OaHnn nporpaMmMmHo-annapartHbIX CpecTB;
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- 3HaHWEe OCHOBHbIX CETEBbIX NMPOTOKOINOB U CEPBUCOB;

- YMEHMe OLEHMBaTb BPEMEHHbIE W BbIHUCITUTENbHbIE PECYpPChl, HeoBXoauMble ANns NPOBEeAEHWUs CcTaTu-
YecKoro aHanuaa.

9.3 [ns obecneyeHnsa NpoUecCcoB NPOBEOEHNA CTaTUYECKOro aHanmaa cornacHo TpeboeaHuam 5.2, 5.4,
5.7—5.12 npuenekarTca cneyManucTbl, COBMeLLarLme kKoMmneTeHuun no paspabotke MO ¢ kKomneTeHLMAMM
B obnactu obecneyeHuss kmbepbesonacHoctn. CrieqyeT npuBnekaTs cneynanncTos, obrnagalowmnx cnegyto-
LWMMW 3HAHUSIMW U YMEHUWAMM:

- 3HaHwWe ocHoB BezonacHocTu MO u cucTem;

- 3HaHve Gaz0BbIX anNrOPUTMOB U CTPYKTYP OaHHbIX, 6a30BbIX MOMOXEHWA TEOPUM CMOXKHOCTW anro-
PUTMOB;

- 3HaHWe A3bIKOB NPOrpaMMUPOBAHKA, UCTIOML30BAHHBLIX NPWU peanusauuy aHanuaupyemoro MO;

- 3HaHWEe OCHOB W TEXHOMOTWA NPOrPaMMHON UHXEHEPUK, Kn3HeHHoro umkna Mo;

- 3HaHue 6a30BbIX NPUHLWMOB YCTPONCTBA ONEPaLMOHHBIX CUCTEM, OCHOBHbIX MOMOXEeHU Habopa cTaH-
gaptoB POSIX, ecnu aHanuaumpyetcs 0O, paccunTtaHHoe Ha paboty noa ynpaenedvem POSIX-coBMecTUMbIX
onepaLMoHHEIX CUCTEM, UMW aHANoroB 3TUX CTAHAAPTOR A58 UHbLIX CNy4Yaes;

- 3HaHue apxuTekTypbl OBM, ycTpoiicTBa COBpeMEHHbIX TEXHUYECKUX CPeACTB, MPUMEHAEeMbIX NpK Co3-
OaHWKX NporpaMMHo-annapaTHbIX CpeacTs;

- 3HaHWEe OCHOBHbIX CETEBbIX NMPOTOKONOB U CEPBUCOB;

- YMEHMe BbINOMHATL aHanu3 BblAaHHbIX aHanvW3aTopoM NpeaynpexaeHnin BpyYHYI0, ANA BbisSiBMEHHbIX
oLMBOoK oueHMBaTh UX BNuaHMe Ha BesonacHocTs [0;

- yMeHue BbIbUpaTb cTaTMYeckue aHanusaTopbl Ang 3agaHHoro MO ¢ yYyeToM TeXHUYeCcKUx orpaHude-
HWIA peanuaaunn n yHOaMeHTanbHbIX OrpaHUYeHnn, 0BYCrNOBNEHHbLIX CBOWCTBAMM peanuayemMblX B cTaTuue-
CKOM aHanusatope MoJenei, anropuTMOB U METOAOB.

CnenyeT npvBenekaTtb CneLMancToB, MMEIOLNX ONbIT NPOBEAEHUA cTaTMyeckoro aHanusa nubo npo-
LeAWnX nporpamMmMbl NMoBbILLEHUA KBanudukaLumum no paboTte co cTaTUdecKnMu aHanusaTopamMu.

10 MeTtoguka npoBepku TpeboBaHMM K CTaTUYECKOMY aHanu3aTtopy

10.1 MeTtoguka npoBepku TpeboBaHWil K CTaTUHECKOMY aHanu3aTopy LOMKHA BKOYaTh NPOBEpPKY Ha
COOTBEeTCTBME TpeboBaHusaM paznena 7 n 8.4—8.12.

10.1.1 lpoeepky Ha cooTBeTCTBME TpeboBaHuAM pa3sgena 7 n 8.5—8.12 BLINOMHAKT NyTeM aHanusa
OOKYMEHTaLMK CTaTUYECKMX aHanM3aToOPOoR U WHbLIX peanuayolinx TpeboBaHua nporpaMm U nocneaywoLlero
aHanusa pesynbTaToB WX 3anyckoB B COOTBETCTBYIOLLMX paboumx okpyxeHusx (ycneweH/He ycneweH). MNpo-
BEpPKY Ha MOMHOTY peann3oBaHHbIX METOAOB U owKnboK aHanvaa cornacHo 7.3—7.6 JonoNHUTENbHO BbINOI-
HAIOT C NOMOLLbI0 Habopa KBanMdUKaLnoHHbIX TecToB cornacHo 10.1.2.

10.1.2 lNMpoBepka Ha cooTBeTCTBME TpeboBaHMAM 8.4 JOrKHA BbIMOMNHATLCA C NOMOLLLI Habopa kBa-
NUGUKALUNOHHLIX TECTOB, yaoBneTBopsLero TpebosaHuam 10.2, ona kaxaoro sasika NporpaMMyUpoBaHu1s,
noaaepKMBaeMOoro CTaTUYEeCKUM aHanu3aTtopomM.

Ecnun ons s3bika NporpaMMUpoOBaHKst OTCYTCTBYET OOCTYMHbIA Habop TecTos, B NOMHOM MEpe CoOTBeT-
cTBywLWwmin TpebosaHusm 10.2, gonyckaeTcs UCNOMb30BaTh HABOP TECTOB, YaCTUYHO COOTBETCTRYOLMIA Tpe-
BoBaHusm 10.2.

MpumedaHune — lNpumepom OTKPLITOro Habopa TECTOB, YaCTMYHO COOTBETCTBYOLLEro TpebosaHuam 10.2,
nepeduncrieHna a) n 6), aenaertcsa Juliet Test Suite.

10.2 B cocTtaB Habopa KBanuWKaLWOHHbIX TECTOB AOMKHbI BXOOAWTb:

a) kBanuduKaumoHHblie TecTbl HebonbLWOoro pasmMepa, cogepalne OoWwnbKy, KOTopble OOMKHbLI BbiTh
HaMnAeHbl aHanM3aTopoM, AN BCeX TUMOB KPUTUYECKMX ownbok, oTeevatLwmx TpebosaHuam 6.3 n 6.4, c yye-
TOM CNELU@UKA aHanM3npyeMoro A3blka. TecThl JOIKHbl MOKPbIBATb MOLENbHLIE BapuaHTbl COOTBETCTBY-
HOLLMX TUNOB OLIMBOK B COOTBETCTBUKM C 6.3 1 6.4, B NOTOYHbIX BapuaHTax B COOTBETCTBUM C 6.7 1 AOMNOMHU-
TENbHO B MOTOMHBLIX BapuaHTax, cneunduyHbIX 4M5 aHanusvpyemoro sizblka nporpamMmupoBaHusl. B Tectax
crnefyeT yuuTbiBaTb Lenesylo NraTtdopMy BbINOMHEHWUA B Cryvae, ecrv OHa BNUSET Ha TecTUpPYEeMbIA TUN
ownbkn. [donyckaeTca co3gaHvMe TecTa, NMPOBEPSHOLLEro HEeCKOMNbKO MOTOYHbIX BApMaHTOB OOHOBPEMEHHO.
TecTbl NpegHa3Ha4YeHbl ANA OLEHKU YMcra ownboK BTOporo pofda (NoXHOOTpULATENbHBIX cpabaTbiBaHWi) 1
OLIEHKM MNOMHOTLI NoaaepXnBaemMblX TUMNOB OLWNBOK;

6) kBanuMKkaumoHHble TeCTbl HEDONbLUOIO pasmepa, ANS KOTOPbIX CTAaTUY4EeCKMM aHanmM3aTopoM He
OOMKHO ObiTh BbIAAHO MOXHOMOMOMXUTENBHLIX cpabaTbiBaHWi (owKnboK nepsBoro poga). TecTbl OIMKHbI MOo-
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KpblBaTbh BCe TUMbI OWNBOK B cOOTBETCTBUM C 6.3 1 6.4 1 cneunduyHbie AN aHanM3npyemoro s3bika npo-
rpamMMMpOBaHUA TUMbl OWWBOK. TeCTbl AOMKHbLI MOKPbIBATh MOAENbHbIE BAPMaHTLI COOTBETCTBYHOLLMX TUMNOB
owmnboK B cooTBETCTBUM C 6.3 1 6.4, B NOTOYHLIX BapMaHTax B COOTBETCTBUM C 6.7 W OONOMHUTENBHO B MO-
TOYHbIX BapMaHTax, cneuuduyHbIX Ans aHanuanpyemoro f3bika nporpamMmmMmpoBaHuna. [lonyckaeTcs cosgaHve
TecTa, NPOBEPSAOLLETO HECKOMNBKO MOTOYHbLIX BAPWAHTOB OAHOBPEMEHHO. TecThl NpefgHa3HadYeHbl A8 OUEeHKM
NOSIHOThI peanu3oBaHHbIX METOOOB aHanusa, KOTopble NMO3BOMNAKT HAXOOUTb OLUMOKM M3 TECTOB B COOTBET-
CTBMW C NEpeYuncneHnemM a) AaHHOro nogpasgena, npyM 3ToM He [onyckas owuboK NepBoro poaa Ha Tectax
JaHHOro pasgena;

B) KBanudUKaLWOHHbIE TECThI-MPOrpaMmbl pasnuyHbIX pa3MepoB, Ha Haze NporpamMm ¢ OTKPLITBIM KUC-
XOOHbIM KOOOM, C 3apaHee U3BEeCTHbIMKU olWKbBKamMu. TecTbl UCMONb3YIOTCA NS OUEHKM KadecTBa peanuso-
BaHHLIX METOOOB aHanmaa B yCrNoBUAX peanbHblX NporpamMm Gonblioro pasMepa. B coctaBe Habopa JoMmkHbI
NPMCYTCTBOBAaTL TECTLI, NPEACTaBNALWLME cneagywmne guanasoHsl pasmepos MO: no 100 Teic. cTpok kKoga, oT
100 ThIC. A0 1 MITH cTpOK Koga, oT 1 MnH Ao 10 MnH cTpok koaa, Gonee 10 MNH CTPOK Koaa.

CocTtaB Habopa KBanuUKaLMOHHbLIX TECTOB CNeayeT pPerynspHoO nepecMaTpuBsaTh.

Mpumep nocTpoeHns: KBanMUKaLMOHHLIX TECTOB ANA OWWOKKM NepenonHeHns Bydepa ¢ Mcnonsb3oBa-
HMEM psAga NOTOYHLIX BapuaHToB cornacHo 10.2, nepeuucneHune a), NnpeacTaBneH B NpunoxeHun b.

10.3 Habop kBanurKaLMOHHLIX TECTOB AOMKEH COAepXKaTk onucaHne owmnbok, B KOTOPOM YKa3biBaET-
csi pazMeLleHne oWMBoYHON KOHCTPYKUMKN MM Habopa KOHCTPYKLMIA B UCXOQHOM KOA4E TECTOBOW NPOrpaMmel,
TMn ownbkn. Onncanne owmnboK MCNonb3yeTca ANA NOACHETa YMCHa NOXHOMOMNOKUTENBHbLIX M NOXHOOTpULA-
TenbHbIX cpabaTbiBaHUNA.

10.4 [onto NOXHOMONOXUTENbHBIX cpabaTbiBaHUA paccyYUTLIBAKOT No popmMyrne

100 % - FPWITW, (1)

roe FPW — uucno npegynpexaenunin 06 obHapyKeHHbIX 0lWnbKax, OTHECEHHbIX K NOXHbIM cpabaTbiBaHWsAM;
TW — unucno Bcex npegynpexaeHnin ob olwmnbkax, BbldaHHbIX CTAaTUMECKUM aHann3aTopoM.
[MokasaTenb 4ONW NOXHOMOMOXWUTENbHLIX cpabaTbiBaHWA, 3adaHHbld TpeboraHmamK 8.4, nepeyuncne-
HWe a), JOMKEH He3aBMCMMO pPacCUYMThIBATHCS WM OLEHUBATLCA ONA OBYX MPYNN TECTOB: KBANUMUKaALMOHHBLIX
TecToB HeboMbLIOro pa3Mmepa, oTBevaroLlmx TpeboBaHusamM 10.2, nepeuncnenuns a) n 6), kBanuuKkaLMOHHBIX
TECTOB pa3Nu4YHbIX pazMepoB, oTBevawLlnx TpeboeaHuam 10.2, nepedncreHue B).
10.5 Jonto noxHooTpuLaTenbHbix cpabaTtbiBaHWiA (MPOMNYCKOB) paccyMThiBalT no hopmyne

100 % - FN/TB, (2)

roe FN — 4Kucno M3BeCTHbIX OLIMBOK, KOTOpble He Bbinu 0bHapyKeHbI;
TB — cymmapHoe 41cno ownboK B TeCTOBbLIX NporpamMmmMax, HaMepeHHO 3anoXKeHHbIX U HenpegHaMepeH-
HO BHECEeHHbIX B KO 1M 0OHapyKeHHbLIX B Xoge aHanuaa.

MpuMevyaHune — M3-3a Hanwuua B cocTaBe Habopa TecToB Ha 6ase peanbHbiX NPOrpamMmM BO3MOXHbI CUTYa-
LMK BbISBNEHWsI paHee HeU3BEeCTHbIX OLIMBOK, KOTopble BbinK AoNyLLEHbl pazpaboT4rkaMu NporpaMmel, Ha 6ase KOTOpOK
paspabaTbiBancs TecT.

[MokazaTens OONM NMOXHOOTPULATENLHBLIX cpabaTbiBaHUA, 3adaHHbIA TpeboBaHusamu 8.4, nepeuuncne-
Hue ©), JOMKEH HEe3aBMCUMO pacCUMTBLIBATLCS M OLEHUBATLCA ONA OBYX MPYNn TECTOB: KBANUMUKALMOHHBIX
TecToB Hebonbloro pasmepa, oreevaromx TpebosaHusamM 10.2, nepedyncnenus a) n 6), kBannUKaLMOHHBIX
TECTOB pasfiMyHbIX pasMepoB, oTBevaowmx TpebosaHusam 10.2, nepedncneHue B).

10.6 [Ona TMNoB KpuTu4yeckux owMnbOOK MoacyeT Aornei NoXHbIX cpabaTbiBaHWI M MPOMNYCKOB OOSKEeH
ObITb BLINOMHEH C NOSIHOM pa3MeTKON npeaynpexaeHun.

[onu nponyckoB 1 NoxHbIX cpabaTbiBaHWIA ONA OCTanbHbIX TUNOB OWKWBOK B CUCTEME TUNU3aLUKM oLe-
HMBAEMOrO CTaTUYECKOTO aHanu3atopa MOryT MOACYUTBLIBATLCA HA OCHOBE PENPE3EHTaTUBHON BbIGOPKK
npenynpexaeHun. MNMpegynpexgeHus Ansg NpocMoTpa AOMKHbI BeibnpaTtbesa criydanHsiM obpasom. [na kax-
Joro Tuna owubkn dopMmmnpyeTcs nepeBuyHas BbiIbopKa, KoTopasi AOMKHa COCTOATL He MeHee Yem 13 10 mpe-
aynpexgeHunin. Ecnu Bce npegynpexXaeHnsi nepBUYHON BbIDOPKW OKa3sbiBaOTCH NOXHLIMK, AanbHerWwero pac-
LWMPeHUs BbIOOPKM He npoucxoguT. [pu BbIBNEHUA NOLATBEPKAEHHBIX OLWMOOK KONMMYECTBO pa3mMedaeMblx
npeaynpexneHuin JomKHO BeiTk YBENUUEHO 00 3HAYeHUs, He MeHee YeM B 10 pas npeBbllaoLLero konmye-
CTBO BbISIBMEHHbLIX NOATBEPXOEHHBLIX OWMBOK B NepBMYHON BeIDOpPKE.

10.7 [Onsa oueHku BeinonHUMocTy TpeboeaHnii 8.3 (ckopocTn paboTkl cTaTUWECKOro aHanusaropa) cne-
AYeT NpUMeHsTb Habop KBanMUKaLMOHHbLIX TECTOB, YA0BNeTBOpSOWNiA TpeboBaHuam 10.2.
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FOCT P 71207—2024

MpunoxeHune A
(cnpaBo4Hoe)

MpuMep NpUMeHeHWa KnaccuduKkaumm KpUTUYECKUX OLLUBOK,
EbIIBNSIEMbIX CTaTUYECKUMKM aHanusaTopamu, ons owunbKu nepenonHeHun G6ycepa B Asbike C

A.1 Owwunbka nepenonHeHus Bydepa B a3blike C xapakTepuayetcs crnegylowumy aneMmeHTaMmu: 6ydepom, ero pas-
MEepoM, MHOEKCOM HeKOppeKTHOro obpalenus k Bydepy. Mcxoga w3 yetpoictea Asbika C, ero Mogeny namsaTu U cTaH-
AapTHon BUBNMOTEKM, MOXKHO BbIAENUTE Cneayowme ocobeHHOCTH:

- Bydhep BblgerneH B aBTOMaTUYECKOW, CTaTUYECKON UNW AMHaAMUYEeCKOW NamsATH;

- pasmep bydepa ABNAETCA KOHCTAHTOW (T. €. U3BECTEH HA MOMEHT KOMMWMALMK) UMW BbIYMCNAETCA B Xoae paboTbl
nporpammei;

- gocTyn K Bydbepy ocylecTBNSeTCA HEMNOCPEACTBEHHO (Onepauvei nHaekcaummn) nnm Yyepes hyHKUUM ctaHaapT-
Hown Bubnuoteky (memcpy, memmove U T. 1.);

- Bydep aBnsaeTca 0ObIYHBIM MacCvBOM MIMM COOEPKUT CTPOKY A3bika C;

- pasmep unu nHaekc bydepa nonyyeH oT Nofsb3oBaTens.

A.2 Wcxods w3 BbllenpuBegeHHbIX 0COBeHHOCTeN, MOXHO NPUBECTU CriedyoLyo Knaccuukauuio (TUnM3auuio)
ans owmnbkm nepenonHeHna Bydepa:

a) obwwmi Tin ownbku: ownbka nepenonHeHns bydepa;

©) MogeneHble BapUaHThbI:

1) Bydhep KOHCTAHTHOrO pasmepa, BblAENEeHHbI B CTaTUMECKOW UMM aBTOMAaTUYeCKOW NamsATy, JOCTYN ¢ nepe-
MOMHEHWEM BLINONHASTCA UHAEKCALWEN;

2) Bydep KOHCTAHTHOrO pasamMepa, BbldeNeHHbIA B CTaTUYECKOW MKW aBTOMaTUYECKON NaMaT, 4OCTyn C nepe-
nonHeHWeM BbINonHaeTca B BubnuoteuHon dyHKLWK;

3) Bydhep kOHCTaHTHOro pa3mepa, BblOeNeHHbIA B CTATUYECKON UMM aBTOMaTMYeckorW NamsaT, AOCTyN C nepe-
MOMHEHWEM BLINONHAETCA UHAEKCALMER, MPK 3TOM MHAEKC Dydhepa nonyyeH oT Nofs30BaTens;

4) Bycep HEM3BECTHOrO NMPW KOMMUNALMK pasMepa, BblOeneHHbId B AMHAaMUYEeCKOW UNKM aBTOMaTMYeCcKon na-
MATW, JOCTYN C NEPENONHEHWEM BINOMHASTCH WHAEKCALNEN;

5) Bydep HeN3BECTHOTO NPU KOMMUITALWK pa3mepa, BblAeNeHHbIN B AUHAMUYECKOW UMNii aBTOMaTUYECKON Nams-
TW, OOCTYN C NEPENOMHEHWEM BbINONHAETCH B BMBNMOTEYHON YHKUUHA;

6) Bydep HEM3BECTHOrO NPV KOMNUNALUA pa3mepa, BblAENeHHbI B AMHAMWYECKOA MW aBTOMaTMYEeCKOn na-
MATW, AOCTYN C NEPENONHEHNEM BLINOMHSETCH UHAEKCALMEN, MpK 3TOM pa3Mep Unu nHaekc bydepa nonyyeHsl oT Nonb-
3oBarens;

7) Bydep HEWM3BECTHOO NMPKW KOMNUMIALWK pa3mepa, BblAeNeHHbI B JUMHAMWUYECKOW UK aBTOMaTMYeCKOW nams-
TW, OOCTYN C NEPENOnNHEHEM BLINONHSAETCH B GubnmoteuHol chyHKLMK, Npy 9TOM pasMep unv uHaekc bydepa nony4eHsb
OT Monb30BaTens;

8) BapuaHTbl, NpUBeOeHHble B NepeyncneHmax 1) — 7), B koTopbix Oydep ABNAETCA CTPOKOW, YTO AOMNOIHU-
TenbHO TpebyeT OTCNeXUBaHNA ee ANWHbI;

9) BapuaHThl, NpUBeAEeHHbIe B NepevucneHusx 1) — 7), B KoTopbix Bydep ABMAETCS CTPOKOW, NpW 3TOM ANUHA
CTPOKW MOny4YyeHa OT NonL30BaTens;

B) 83blK NnporpaMmupoBaHud: C u C++;
r) cBA3b ¢ Knaccudpmkatopamm MITRE CWE: CWE-119, 120, 786, 787, 788, 806.
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rOCT P 71207—2024

MpunoxeHune b
(cnpaBo4Hoe)

MpuMepbl NOCTPOEHUA KBaNM(PMKaLMOHHLIX TECTOB ONA OWKWGKA NepenonHeHus 6ycepa
€ UCNONb30BaHWEM NOTOYHbLIX BAPWAHTOB B A3bike C

Mpumep 1.
MopaenbHblii BapuaHT: A.2, nepedncnerne 6)1), noToYHbIA BapuaHT: 6.7, nepedncnexuns a)2), 6)1).
#define SIZE 10
1k, BUE[STERE]»
void test(unsigned idx) {
int sum = 0;
if (idx < SIZE) {
sum += buf[idx];
idx = idx + 1;
}

sum += buf[idx]; // omubxa

Mpumep 2.
MogenbHbin BapuaHT: A.2, nepedncrieHne 6)1), NOToOYHbIM BapuaHT: 6.7, nepevncneHus a)3), 6)1).
#define SIZE 10
int buf[SIZE];
int check (int 1i);
void test (void) {
int idx = SIZE;
for (int i = 0; 1 < SIZE; i++)
if (check (i)) { // if MoxeT Hukorma He cpaBoTaTh
il = 33
break;
}
buf[idx]++; // owmubra

Mpumep 3.
MogenbHbln BapuaHT: A.2, nepeyncriedme 6)1), NOTOYHBIA BapuaHT: 6.7, nepedncneHna a)l), 6)4) u 6.7.1, nepe-
yucneHuwe 6)1).

#define SIZE 10
int buf[SIZE];
vold access (int* buffer) {
buffer[SIZE]++; // ocumbBkra NOpM BHIOBE M3 testl
}
void testl() {
access (buf);

Mpumep 4.
MopgenbeHbin BapuaHT: A.2, nepedncnerHne 6)1), NOTOYHLIA BapuaHT: 6.7, nepevncneHue 6)4), n 6.7.1, nepeuucne-
Hus a)1), 6)2.
#define SIZE 10
int buf[SIZE]:
int status;
int getIndex() {
if (status)
return 7; // NpPaBUIbHBN MHIEKC
else
return SIZE; // COMWKOM OOJBLOA MHIEKC
}
int test2() {
int 1 = getIndex();
buf[i]++; // omubxa
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Mpumep 5.
MopgenbHeldi BapuaHT: A.2, nepeuucneHne 6)2) (BapuaHT cO CTPOKOW), MOTOMHbIA BapuaHT: 6.7, nepedyucne-
HuA a)2), 6)1).

#include <string.h>

int foo (int cond, int n} {
char s[100], dst[1l0]= “";
int x = 0;
if (cond)

strcpy(s, “very very long string “);
1f i(m e 15)

®x = g
strncat (dst, s, n); // cumbra
return x;

Mpumep 6.
MogenbHbli BapuaHT: A.2, nepeuncneHve 6)2) (BapuaHT CO CTPOKOW), MOTOMHbIA BapuaHT: 6.7, nepeyncne-
Hus a)3), 6)1).
#include <string.h>
int cheek (char *str,; inf i)
int foo (int cond, int n} {
char s[100];
int idx = 100;
char str[] = “wery very long string “;
int len = strlen(str);
sttepy (8, B8LL):
for (int i = 0; i <= len; i++)
if (check (str, 1)) { // if moxer Huxkorza He cpaboTaThb
idx = i
break;

}

return s[idx]; // ommbkxa
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