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Mpeancnoeue

1 PASPABOTAH AkumoHepHbIM 0b6lecTBOM «HDOPMaLNOHHEIE TEXHONOTMU U KOMMYHUKaLMOHHLIE
cuctembl» (AO «MHpoTeKCy»)

2 BHECEH TexHuyeckum KoMUTETOM MO cTaHAapTuaauum TK 26 «KpunTorpaduyeckas sawmra MHpop-
Maumm»

3 YTBEPX/EH W BBEJEH B IENCTBWE lMpukasom ®egepanbHOro areHTCTBa No TEXHUYECKOMY pe-
rynupoBaHuio U metpornorum ot 15 despans 2024 r. Ne 235-ct

4 B3AMEH P 1323565.1.029—2019

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 8 cmamse 26 @edepansHO20 3aKOHA
om 29 uwoHsa 2015 a. Ne 162-03 «O cmandapmusauyuu e Pocculickol ®edepayuu». MHgopmayusa ob u3-
MeHeHUSaX K HacmosuwieMy cmaHdapmy rybrukyemcs 6 exezs00HOM (10 COCMOSAHUK Ha 1 AHeaps meKyuwieao
2o00a) uHghopMayuoHHOM yKazamene «HayuoHanbHble cmaHOapmeiy, a oghuyuanbHbil MmeKecm uamMeHeHul
U MONPasoKk — 8 EXEeMEeCcHYHOM UHOPMAaUUOHHOM ykazamene «HauyuoHanbHeie cmaHOapmel». B cnyyae
rnepecMmompa (3aMeHbl) Uunu ommMeHbl Hacmosuje2o cmaH@apma coomeemcmeyouwiee ygedomMneHue bydem
onybnukoeaHo 8 bruxaliweM 6bINyCKe eXeMeCsYyHO20 UHGHOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsi». Coomeemcmayou,as UHGopmayus, yeedoMeHUe U mMeKcmbl pa3Mewalomcs makxe 6 UH-
hopmayuoHHOU cucmeme obue2o nob3o8aHus — Ha oguluansHoM calime @edepanbHo20 azeHmemeaa rno
MexHUYecKkoMy peaynupoeaHuro U Mempoaoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuzayuny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BBepeHue

HacTosilumin ctaHgapT cogepxuT onucaHue npotokona CRISP — CRyptographic Industrial Security
Protocol — HeMHTepakTUBHOIO NPOTOKONA 3aLUMLLEHHON NepefaYn AaHHbIX, pa3paboTaHHOoro Ans NpUMeHeHUs
B MHOycTpuaneHbix cuctemax. Mpotokon CRISP moxeT 6biTh Mcnonb3oBaH ans obecnevyeHns KoHUaeHLu-
anbHOCTW W ayTeHTUdMKaLMKM cooBLLEHWIA U ONA 3alWnThl OT HABA3bIBAHUS MOBTOPHBLIX COOBLLEHWIA.

Mpotokon CRISP peanuayeT 3aliuMTy UCXOOHbLIX COOBLLEHWIA NyTEM UX ONUMOHANbHOrO WK poBaHus,
a TakKe BbIMNCMEHUS UMWUTOBCTABKM, B YAaCTHOCTU, ANA ayTEeHTUdMKaLKMM cooBLEeHnn 1 Ang 3aluThl OT Ha-
BSA3bIBAHWUS MOBTOPHLIX COOBLLEHWNI C MCMONb30BAHUEM KpUNTOrpauyeckux MeTooB.

Mpotokon CRISP npencraensaer coboi COBOKYNHOCTE HAbopa nonewn, Nnpaeun Ux hoOpMUPOBaHUS U 00-
paboTKn U MOXET MCMONbL30BaTLCS C NOOLIM NPOTOKONOM Nepefady AaHHbIX, CNOoCoBHbIM AOCTaBUTL Cop-
MUpOBaHHbIE AaHHble aapecaTam. [py 3TOM Ha 3alMILaeMy o CUCTEMY BO3naraeTcs 3afada OocTaBkM cop-
MUPOBaHHbIX JAaHHbLIX MOCPEACTBOM UCMOMb3yeMbIX MPOTOKOMNOB. B YyacTHOCTUK, agpecauus U MapLipyTusauuns
OAHHbIX BO3MaraeTcs Ha 3alluLaeMyl CUCTEMY.

MpumeyvyaHne — HacToAWMK cTaHAAPT AOMNOMAHEH MPUNOXKeHKeM A.
v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

NudbopmaynoHHana TexHONOrnusA
KPUNTOTPA®UHECKAA SALLNTA MH®POPMALIMA
MpoTokon 3awuueHHoro o6MeHa ANA UHAYCTPUANbHEIX CUCTEM

Information technology. Cryptographic data security. Cryptographic industrial security protocol

Data BeepeHuna — 2024—04—01

1 O6nacTtb NpUMeHeHnA

HacTtoswmi ctangapt onuckiBaeT npotokon CRISP, KOTopbIA NPpUMEHAETCA B CUCTEMAX C XXECTKUMMK
OrpaHUYeHUsIMKU Ha ONWHY NepefaBaeMblX AaHHbIX, TPEOYHLWNX MCNONb30BaHWUA HEMHTEPAKTUBHBLIX MPOTOKO-
nos.

2 HopmaTuBHbIe CCbINKK

B HacToAweM cTaHOapTe NCNOoMb30BaHbl HOPMAaTUBHbBIE CChISIKK Ha cnegylolue cTaH4apThl:

FOCT P 34.12—2015 WMHdopmaunoHHaa TexHonorusa. Kpuntorpadwuyeckas sawmTa wmHoOpMaLun.
BnouyHble WwWudpsl

FOCT P 34.13—2015 WHdopmMaumoHHas TexHonorua. Kpuntorpaduyeckan sawmrta nigopmaunmn. Pe-
UMbl paboTbl BNoYHbIX WKdpoB

MpumedaHue — [pyU NONB30BaHUM HACTOALIMM CTAHAAPTOM Lienecoobpa3Ho NpoBepuTE AEWCTBUE CChINOY-
HbIX CTAHAAPTOB B MH(IOPMAaLWMOHHONW crcTeMe OBLLEro nonb30BaHus — Ha ohuLMansHOM cainTe PenepansbHOro areHT-
CTBAa MO TEXHUYECKOMY PerynupoBaHvio U METPONOrMv B ceTh MIHTEpHET UIK No eXXeroqHoMy UHHOPMaLMOHHOMY yKa3a-
Tento «HayuoHanbHbIe CTaHOapTbI», KOTOPbIM ONyBnUMKOBaH NO COCTOAHUIO HA 1 AHBAPA TEKYLLEro roga, v Mo BbiMyckam
EXKEMECAYHOIO MH(OPMAaLMOHHOIO yKkasaTens «HauuoHanbHble CTaHOapThi» 3a TekyLimii rog. Ecnn 3ameHeH CCbinouHbIn
CTaHAAPT, HAa KOTOPbIA AaHa HeaaTUPOBaHHAsA CCbINKa, TO PEKOMEHAYETCA UCMONb30BATE AENCTBYIOLLYI0 BEPCUIO 3TOTO
CTaHOapTa C YY4eTOM BCEeX BHECEHHbIX B JaHHYK BEPCUI0 M3MEHEHWI. ECnu 3aMeHeH CCbiNoYHbIA CTaHOApT, Ha KOTOPLIN
[laHa JaTWpOBaHHas CCbINKa, TO PEKOMEHOYETCS UCMONb30BaTh BEPCHIO 3TOM0 CTAaHAAPTa C YKa3aHHbIM BbILLE FOA0M YT-
BepKOeHus (NpuHATUA). Ecnu nocne yTBEpXKOEHWA HACTOALLEro cTaHAapTa B CChIMOYHbINA CTAHAAPT, HA KOTOPLIA AaHa
[aTUpOBaHHAA CChiNKa, BHECEHO W3MEHEHWE, 3aTpariBatolLee NoNoXeHNe, Ha KOTOPOE AaHa CCbIMKa, TO 3TO NOMOXEHWe
pEKOMEHIYETCA NPUMEHATL BE3 y4eTa AaHHOro M3MeHeHWA. Ecnn cobinoYHbIi cTaHaapT OTMEHeH 6e3 3aMeHbl, TO Nono-
JKEHWE, B KOTOPOM [aHa CChlNka Ha Hero, NPUMEHSIETCA B YacTW, He 3aTparvBaloLeid 3Ty CChINKy.

3 TepmMuHbI U onpegeneHus

B HacToflwem cTaHgapTe NpUMeHeHbl CregyoumMe TepMUHbL C COOTBETCTBYOLWUMK ONpeaeneHnsiMi:

3.1 CRISP-coo6weHue: CooblieHune, 3alMiLeHHoe ¢ nomMoubio npotokona CRISP.

3.2 6a3oBbini Knko4: CeKpeTHLIN K4, M3BECTHLINA TONBKO OTNPABMTENK U NonydaTtento.

3.3 npeHTudpmukaTop knrova: MHgopmauuma, ncnonb3ywaacs npu onpefeneHun knoda obpaboTku
CRISP-coobweHuns.

3.4 uHpycTpuansHaa cuctema: Komnnekc cpefcts, obecneqnBatolni NOMHbLIA LMK OYHKLUMOHMPO-
BaHWSA NPOW3BOACTBA UMK OTAENbHOMo TEXHOMNOMMYECKOro NpoLecca B pasfyHbIX 00nacTax SKOHOMUKM.

MapaHune ochbuumnansHoe
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3.5 nmutoBcTaBka: CTpoka BUT hMKCMPOBAHHOW ANWHbLI, NONy4YeHHas NPUMEHEHUEeM CUMMETPUYHOTO
KpunTorpadudeckoro metoaa k coobiieHuno, nobasnaeMas K coobuieHnio ans obecnevyeHns ero UernocTHOCTH
W ayTEHTUMUKALKU UCTOHHMKA OaHHbIX.

3.6 ucxogHoe coobueHune: CooblieHre Oo 3aWuTel ero npotokonom CRISP.

3.7 kpunTtorpadudecknid Habop; kpuntoHabop: COBOKYNHOCTb KpuUMTOrpachuyecknx anropuTMOB M
napaMeTpoB, ucnonb3yembix B npotokone CRISP.

3.8 HeMHTepaKTUBHbIN NpoTokon: [poTokon, He Tpebytowuin B3anmHoro obmeHa coobLieHnsMu.

3.9 OKHO NPUHATBLIX cooblweHnin: [nana3oH gonycTumbIX nopsakosbix Homepos CRISP-coobwenni,
B KOTOPOM NOMeYeHbl NopsaakoBblie HoMepa npuHATbIX CRISP-coobweHui.

MpumeyvyaHne — MakcumarnbHbIM HOMEPOM OKHa MPUHATBLIX COODLUEHWI ABMNSETCH MaKCUMamnbHbIA HOMEp
cpeau npuHaTbix CRISP-coobleHnia; MUHUManbHbBI HOMEpP OKHa NPUHATEIX cooBLUEHWA onpeaenaeTcs MakCuManbHbIM
HOMEPOM OKHa MPUHATLIX COOBLLEHUIA 1 pa3zMepOM OKHa NPUHATBLIX COOBLLEHWIA.

3.10 otnpaBuTenb: CTopoHa, cozgatouasa CRISP-cooblleHne 13 MCXoAHOro coobLlenus.
3.11 nony4artenb: CTopoHa, BOCCTaHaBMMBatowasa ncxoaHoe coobuerve ns CRISP-coobwenuns.
3.12 npousBogHbIi Kno4: Koy wndposadna coobLueHnsa Unu KoY BbIYUCAEHUA UMUTOBCTABKN.

4 Obo3HauyeHunA

B HacToswem CTaHOapTe UCnone30BaHbl cnegywline o0603HaueHus:

v —  MHOXECTBO BCEX ABOMYHLIX CTPOK KOHEYHOW ANWHBI, BKNIOYAA NYCTYIO CTPOKY;

[x| — OnuHa (4MCro KOMMOHEHT) CTPOKK X € V¥

V — MHOXEeCTBO BCEX ABOWMHbLIX CTPOK AMWHBI S, rde S — Lenoe HeoTpuuaTensHoe Y1Cno;
HyMepaLuus NOACTPOK M KOMMOHEHT CTPOKK OCYLLECTBNSAETCA crpasa Haneeo, HayuHas
C Hyns;

x|y — KOHKaTeHauusa ABOWYHBLIX CTPOK X U i U3 V™, T. e. cTpoKa 13 VIX|+\yI’ B KOTOpPOW NOACTPOKa

¢ GonblwrMmK HOMEpaMKn KOMMOHEHT U3 VM coBnagaeTt co CTpOKOI?I X, @ NOACTPOKa C
MeHbLUMMKW HOMEepPaMK KOMMNOHEHT U3 V|Y| coBnagaeT co CTpOKOIﬁ v,

\/’8 — MHOXecCTBO Bcex DaWTOBbIX CTPOK ANWUHBI /, [ = 1; NMeeT MEecTo COOTBETCTBUE MeEXOy
3MeMeHTaMn MHOXeCTB V’8 n Vg, 3alaBaeMoe paBEHCTBOM (a;_;....84,8p) = Xg_g
[I---[1x4llxg rRE @ = Xg_qll.-|Xg_7Xg g - @p = XA|--|x;lIXg. X, €V, 1=0,1,...,8-1,
o — [JBOWYHAas CTPOKa, COCTOALWANA U3 r Hynew;
, s
LSB; (x) VoA U V; >V, — oTobpaxeHue, CTaBsllee B COOTBETCTBUE CTPOKE Z,,_.|...||Z4||zy, mzs, cTpoky Z¢_.||...
i=0 l1z4l1zg, z;€ V4, 1= 0,1,...,m=1, s21;
. s-1
MSB; (x) VoA U V., -V, — oTobpaxeHve, cTaBsllee B COOTBETCTBUE CTPOKE Z,, 4I|...||Z4]|Zy, mzs, cTpoky Z,, 4I...
i=0 Zp-ss1llZm-g Zi € Yy, I=0,1,....m =1, 521,
binary(‘string',/) — npegcTaBneHve CMMBOMBHOW CTPOKWM String, COCTOALEN U3 m cUMBONOB, M=21, B Buae

6alTOBOM CTPOKW ANWHbI /, /ZmM, NpU KOTOPOM CHa4vana OcCyLUecTBNSeTCA NOoCHMBOIb-
HbI (C COXpaHeHWeM nopsadka credoBaHWs CMMBOMOB) NMEpPeBod WCXOQHOW CTPOKW B
GailToBylo CTPOKY (8p,_4,...,81,8p) ANWHBI M B cooTeeTcTBUM ¢ ASCII-npeacrasneHuemM
Kayxgoro cumBona, nocne 4ero B cryvae / = m B KayecTBe pesyneraTta Bblgaetcs bai-
TOBas cTpoka (&, _4....,d4,8g), a B cnyyae [>m — 6Gantosasa crtpoka (0x00,..., 0x00,
8y, 1:.--,87,80) ANUHBI [,

byte(X,/) — npencTasneHue Lenoro uncna X, 0sX<28-7 B Buge GaitToBoi cTpokM AnuHbI [, /=1,
NpW KOTOPOM COOTBETCTBYIOLLAA WTOTOBOWM GaWTOBOW CTPOKE ABOMYHAA CTPOKA Xg_q
[I..||x4l1%g, %, € V4, i =0,1,..., 81 ects BuHapHoe npefcTaBneHve 4qucna X, T. e.
ekt xy Dbk 29

Kene —  KMOY WndposaHua cooblleHuns;

Kyac —  KJTKOY BbIYUCIIEHWSA UMUTOBCTABKM;

K — ©azoBbIi KMOY;

Size — pasMep OKHa MPUHATLIX COOBLLEHWIA.

2
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5 Crtpykrypa CRISP-coobweHun

5.1 Mepe4veHb nonen CRISP-coobweHun

34eck M ganee HasBaHWsa Nnonen coobLeHWA BeIAENAT NPAMbIM NOMYXMPHBIM LWpUudToM. [Npu ykasa-
HWW KOHKPETHOTO 3HAa4YeHWUs MONsA UCMONb3YIOT KYPCHB.

[ns zanucu Yucen ucnonb3yeTcs ceTeBow nopsaok bantos (Big-endian).

MepeyeHb nonen CRISP-cooblueHns npuseaeH B Tabnuue 1.

Tabnuuya 1— NepeyeHb nonen CRISP-coobuieHuns

Hn%“f;;p HaumeHoBsaHWe nons OnuHa nons B BuTtax
1 ExternalKeyldFlag 1
2 § Version 15
3 g |cs 8
4 crnl_u Keyld Ot 8 no 1024
5 SeqNum 48
6 PayloadData [MepemeHHas
7 ICV [MNepemeHHas, onpegenseTtcs 3HavyeHnem CS

5.2 ExternalKeyldFlag

Mpu3Hak HeobXoAMMOCTM BHellHen MHopMaLWK AN OAHO3HAa4YHOro onpeaeneHus ©asoBoro Knwo4da
ons obpaboTku Bxoasuwero CRISP-coobennsa. Onuua nona — 1 6ut.

ExternalKeyldFlag = 0 o3HauaeT, uyTo 6a30BbIA Krtod anst 06pabotku Bxogswero CRISP-coobLlleHus
OOHO3HA4yHO onpefenaetca 3HadveHneM Keyld. ExternalKeyldFlag = 1 o3Ha4aeT, 4To Ans OA4HO3HAYHOro onpe-
JeneHuns 6azoBoro knw4ya ana obpabotku Bxogawero CRISP-coobuieHua TpebyeTca OOMNOMHUTENLHASA WUH-

chopmaums.
5.3 Version

Bepcusa npotokona CRISP. bezsHakoBoe Lenoe 4yuncno. AnuHa nona — 15 6uT.
TekywWwnin OOKyMeHT onuckiBaeT npotokon CRISP, ana kotoporo Version = 0.

5.4 CS

WoeHTndukarop Kpuntorpaduyeckoro Habopa. bessHakoBoe uenoe 4ucno. [AnvHa nona — 8 ouT.

WpoeHTudmnkatop onpegensieT kpuntorpadgpudeckuin Habop, ucnonb3yemblln ans co3gaHua CRISP-
Cco0BOLEeHUss UNKU BOCCTAHOBNEHUA UcxogHoro coobuenua ns CRISP-coobuweHus. Bcero MoxeT MCNonb3o-
BaTbCs He Bonee 256 pa3nuyHbIX KpUNToHabopoB, ncxoosa us 8-butHoi anvHbl nons CS CRISP-coobuweHus.

Cnucok MexaHU3MOoB U MapamMeTpoB, onpedensaemMblX U/UMNU ONUCbiBAEMbIX B KpUNTorpaduMieckom Ha-
H6ope, npuBeneH B Tabnuue 2.

Tabnuya 2— Coctas kpuntorpaduyeckoro Habopa

MNapameTp Onucanue MpaBuna 3agaHua HaszHaueHne
EncryptionAlg Anroputm  wudposa- | Onucanne ©GnovHoro wwudpa | ANropuTM Ucnone3yeTcs npu wudpo-
HWA OaHHbIX (MNKn ccbifika Ha Takoe onuca- | BaHuW coobueHna (nond PayloadData)

HWE); onucaHWe pexuma pa-
60Tbl Gro4HOro wuchpa (KMnu
CChINKa Ha Takoe OnucaHue),
BKITHO4as 3aaHue Bcex Heobxo-
OUMBIX NapamMeTpoB
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OkoHYaHue mabnuupbi 2

[MNapametp OnucaHue [MpaBnna 3agaHua HasHaueHune
MACAIg Anroputm BblpaboTku | Onncadme  anroputma  (Mnuv | ANropuTM  MCNonb3yeTcs NpWv Bbipa-
MMUTOBCTaBKK CCbINIKa Ha Takoe onucadue), | 6oTke UMUTOBCTaBkW AnsA nonerd 1-6
BKMKOYAA 3anaHne Bcex Heobxo- | CRISP-cooblueHus
OWMMBIX NapaMeTpoB
MACLength OnwHa umutoscTaeku | [InvHa UMUTOBCTaBKW 3agaeTcs —
B Bantax
DerivelV Anroputm  dopmupo- | Onncanmne  anroputma  (unuv | AnropuTm ucnone3yetcs ana cgopmu-
BaHWS CWHXPOMOCHIN- | CCbIMKM Ha Takoe OfnucaHue); | PoBaHWA CMHXPOMOCHINKK Npu Wndpo-
Kn anroputM OomkeH ObiTe  co- | BaHWW coobLueHus
rmacoBaH co cneuundmkaumamm
WNPpoB U pexumamm ux pado-
Thl
DeriveKey AnropuTtmel Belpa- | OnucaHue anropuTMOB, BKIO- | ANropUTMbl Mcnone3ytoTca ansa dop-
BOTKM  MPOM3BOAHLIX | Yas 3adaHWe BCex HeoOXOAM- | MUPOBaHMA KMioYel LumdgpoBaHus co-
Knoyen u3 6GasoBOro | MbIX NapaMeTpoB OBLWEHUSA U KMIOYEN BBIYUCIIEHUS UMU-
Knova TOBCTaBKM
5.5 Keyld

MaoeHTudomkartop knoda. [IBondHas cTpoka.

Keyld = 10000000, ozHa4aer, uyto none Keyld He ncnonkayetcs. B ocTaneHbIX cny4yasx:

- ecnm MSB,(Keyld) = 0, To anuHa nons Keyld coctaensiet 1 6anT u octaBwmecs 7 6UT cogepxar 3Ha-
YeHue naeHTUdKUKaTopa Kno4a;

- ecnu MSB,(Keyld) = 1, To octaswmecs 7 6uT nepsoro 6anTa MHTEPNPETUPYIOTCA Kak 6eszHakoBoe
Llenoe 4YMcro v onpefensoT KOMMYEecTBO AONONHUTENbHbLIX 6anToB (0T 1 go 127). JononHuTenbHbie BanTsl
copepar 3HavyeHue ngeHTudukaTopa Knoya.

5.6 SeqNum

Mopsakoeblid HoMmep cooblleHns. bessHakoBoe uenoe Yucno. nvHa nons — 48 6uT.
Mcnonb3yeTca Takke Ana hOpMUPOBaHKS CUHXPOMOCBINKU anropntma WwnudpoBaHns.

5.7 PayloadData

WcxogHoe cooblieHune unu 3amdpoBaHHoe ucxonHoe cooblleHune. Mone nepeMeHHON ANMUHGIL.
MNpumeHeHre WncppoBaHusa npu obpaboTke cooblieHWs onpedensieTcsl UCMNOMNb30BaHHEIM KpUnTorpa-
dhuyecknum Habopom (3HaveHuem nonsa CS).

5.8 ICV

MmutoecTaeka. [IBoMyHas cTpoka. [nnHa nonsa onpegenaerca MCNonb30BaHHbIM KpUNTOrpacuyecknm
Habopom (3HadyeHvem nonsa CS). Ans koHKpeTHoro 3HadeHus CS gnvHa nons ICV moxeT npMHUMaTh TOMbKO
04HO PUKCUPOBAHHOE 3HAYEHME.

[Mone cogep:KuT 3Ha4eHne MMUTOBCTaBKK, paccymTaHHon ansa nonen 1—6 CRISP-coobweHus.

6 OrpaHunyeHus

MakcumaneHeln pasamep CRISP-cooblieHns (cymmapHas gnuvHa Bcex nonen CRISP-coobuweHun) —

2048 banT.

MpegnonaraeTcs cnegyoullee:

- OoTMpaBWTeNb W Nony4vaTenb UMetoT 00K Ba30oBbIN KoY,

- C KaxabiM 6a30BbIM KIMOHYOM accoLMMpoBaH MOEHTM(UKATOP KNoYa, KOTOPbIA MOXET ObliTb NCMOMb30-
BaH npu onpeaeneHuu 6asosoro knwya ana obpabotkn CRISP-coobuweHuns;

- C Kaxgbim 0a30oBbiM KITHOHOM acCOLMUPOBaHO MHOXECTBO oTnpaBuTenen. Kaxabld u3 HUx obnapaet
naeHTuduKkaTopom otTnpasutens Sourceldentifier, KOTOpbIA MOXeET BbITh Kak BHELIHEN No OTHoWeHW K Keyld
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nHopmMaumein, Tak u yacteto Keyld. MigeHTudukaTop ogHo3Ha4yHo onpedensaeT oTnpaBuTensa AN Kaxgoro
©asoBoro knw4a, T. . Yy pa3Hbix OTnpasuTenen, umerowmx obwmi 6asosbli ko, Sourceldentifier paanuyHbl;

- OoTMpaBuTeNb U Nony4yaTtens UMekT o0bLue KpunTorpadmuyeckme Habopsl;

- 3agada onpejeneHus BazoBoro knwya obpaboTku coobLeHnsa oTnpaBUTENEM WU Nonyvatenem Haxo-
auTesa 3a pamkamu npotokona CRISP;

- ONA KaXXZoro oTnpasuTens M nony4YaTens HacTPpOeH pasMep OKHA NPUHATLIX COOBLEeHn.

MpumeyaHus

1 Cnoco6 ycTaHOBKW Ha oTnpaBuTene u nony4yarene obuero 6a3oBoro Knw4a, ero uaeHTuduKaTopa, kpunrorpa-
dudecknx Habopoe u Sourceldentifier Haxogutca 3a pamkamu npotokona CRISP.

2 Top onpefeneHvem 6azoBoro knwya ans obpaboTku coobLueHWs OTNpaBUTENEM UMK Nony4YaTenem NnoHUMaeT-
Cs MOWCK HYXKHOTO KIioMa cpey yCTaHOBMEHHbIX HAa OTNpaBuTene WK nenyyaTene Ha ocHoBaHwy Keyld u, npy Heobxoau-
MOCTW, OOMNOMHWUTENBLHOW MHpopMmaL MK, HanpuMmep Sourceldentifier.

3 Paamep ngeHtTudmkaTopa otnpaeutena Sourceldentifier gomkeH BbiTh B Npeaenax ot 4 go 32 Gan.

4 Pasmep okHa npuHATLIX cooblleHuni Size gomkeH ObiTh B Npegenax ot 1 go 256 (BkNioYMTenbHO) CO0BLLEHNA.

7 ObpaboTtka CRISP-coobwenuns

7.1 UHMumManusaumusa NopsaoKoBOro HoMepa coobLeHUs U OKHa NPUHATLIX COOBLWEeHUR

Mepen nepBbIM WMCMOMbL30BaHWEM KOHKpeTHOro 6a3oBoro Knw4a ¢ Uenbl 3aluThl coobuleHnin oTnpa-
BWTEMNbL YCTAHABNUBAET Ha4yanbHoe 3HaveHue (MHuynanuaupyet) SegNum. MHnunanuaauyua SeqgNum moxeT
noTpeboBaTbes Takke ANs BOCCTAaHOBNEHWs nocne cboeB B HymepaLumMM coobLLEHNIA.

HacTtoAawmi cTtaHgapT He cneunuuMpyeT KOHKPETHBIR anropuTmM nHuumanusaumm SegNum. MNpu aTtom
anropuT™M MHULMAaNM3auuMyM COBMECTHO C NMpaBunoM opMrMpoBaHUS NOPSAKOBOro HOMepa MCXoA4ALWnX coob-
LWeHWn gomkHbl obecnevnBaTte HaxoxaeHne 3HadeHns SeqNum B gnanasoHe ot 0 go 248_4 (BKNHOYUTENBHO)
W CTpOroe Bo3pacTaHue 3HavdeHna SeqgNum ana Kaxagoro coobuleHns, co3gaBaemMoro ogHMM oTnpaBUTENeM ¢
ucnonb3oBaHUeM ogHoro Ha3oBOro Knwoua.

Mepen nepBbiM UCNONb30OBAHMEM KOHKPETHOro 6a30BOro Krya Ans Kaxaoro accounMnpoBaHHOIO C HUM
OTMpaBuUTENA C LEenbl BOCCTAHOBNEHWS COODLEHMIA nonyYatenb ycTaHaBnMBaeT MaKCUManbHBIA M MUHA-
MarnbHbI HOMEpa OKHa NPUHATBLIX CoobLeHnn paBHbIMK 0.

7.2 3awuTa UcXogHOro cooblleHns oTnpaBuTenem

Mpepnonaraetcs, YTo onpeaeneH 6a30BbIA KMOY, €ro MaeHTUdUKaTop U KpunToHabop aAnsa dopmupoBa-
Huss CRISP-coobiyeHusa gaHHoMy nony4dartento.

[ns cosganns CRISP-coobueHuns BLINONMHABTCS Takasi NocneaoBaTenbHOCTL AeACTBUIA:

- (bopmUpyeTCca NOPALKOBbIA HoMep coobleHua SeqNum — Tekywee 3HadeHne SeqNum yBenu4yvea-
eTc Ha 1;

- 13 6azoBoro kNYya BeipabaTtbiBAKOTCA KMHOYM WM POBaHUS (B criyyae, ecnu Kpuntorpaguyecknum Ha-
Sopom NpefycMOTPEHO WNGPOBAHWE) U BbIMUCIEHNA MMUTOBCTaBKMW;

- bopmupyroTcs nons saronoeka CRISP-coobweHns — nonsa 1—>5 tabnuubl 1;

- ecnu kpuntorpaduyeckuMm Habopom NpegycMOTPeHo WngpoBaHMe, TO 3alMdPOBbIBAETCS MCXOQHOE
coobLeHue;

- BbluMcCnAeTcs 3HadeHue umutocTasky ICV oT cogepxumoro nonen 1—6 tabnuubl 1, T. €. Ans 3aro-
noeka CRISP-coobLweHnst 1 ncxogHoro cooblieHus (B cnydae, ecnu Kpuntorpacduyeckum Habopom He npeg-
ycMoTpeHo wudpoBaHue) unu saronoska CRISP-coobuwerna v 3awundpoBaHHoro coobeHns (B cnydae,
ecnu kpuntorpacdudeckum Habopom npegycMoTpeHo WudposaHue).

7.3 BoccTtaHoBRneHWe UCXOOHOTO COOSI.U,EHHH nony4yarenem

[na BoccTaHoBneHns ucxogHoro coobenns 3 CRISP-coobluieHus BbINONHAETCA Takas nocrnegoea-
TENLHOCTL AEWNCTBWIA:

a) ecnu Bepcua npotokona CRISP Version unu ngeHtudukartop kpuntorpaduyeckoro Habopa CS, yka-
3aHHble B 3aronoBke, He NOAAePXMBaOTCA nonyyarenem, To obpabotka CRISP-coobeHnsa npekpallaeTcs;

6) cornacHo 3HaveHuo Keyld n B cnyyae ExternalKeyldfFlag = 1 pononHMTensHOW MHhopMaLnK onpe-
gensietcs Daz0BbIA KNKOY, yCTaHaBIMBAETCs OTNpaBUTeNb W BbIDMPaeTCs OKHO MPUHATLIX COODLLEHWIA OT AaH-
HOro OTNpaBuTens;
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B) MpoBepsAeTcs OonycTUMOCTh 3HaveHusa SegNum exogswero CRISP-coobuweHus:

1) ecnu 3HadveHne SegNum Bxogsuwero CRISP-coobLleHs MeHbLLE MWHUMANBHOMO HOMEepa OKHa

NPUHATLIX coobueHnid, To obpaboTtka CRISP-coobueHns npekpallaeTcs;
2) ecnu 3HadveHne SegNum Bxogsawero CRISP-coobleHna npuHagneXuT OKHY NPUMHATLIX cooblue-
HWIA 1 gaHHbIA NopsaKoBblid Homep CRISP-coobLeHns NoMedeH Kak NPUHATLIA B OKHE NPUHATLIX coobLle-
HUI, To obpaboTka CRISP-coobLueHnsa npekpalwaeTcs;
3) B ocTanbeHBIX cny4vasx 3HaqdeHne SeqNum exogswero CRISP-coobweHns sBnaeTca 4onycTUMbIM
M OCYLLECTBINAETCHA Nepexos K cneayrLlemy wary;
r) n3 6asoBoro knw4a BbipabaTbiBaOTCA KMouW wWngpoBaHua (ecrniv kpuntorpaduyeckuM Habopom
npegycMoTpeHo WiudpoBaHWe) M BbIYMCIEHUS] MMUTOBCTaBKM;
4) BbINonHseTcsa KoHTponb uenoctHocTu CRISP-coobueHusa nyTem NpoBepKUM UMUTOBCTABKY:

1) ecnu UMUTOBCTaBKa, paccyntTaHHas ana nonen 1—6 npuHaToro CRISP-coobueHns, HeBepHa (He

coenagaeTt co 3HadeHuem nong ICV), To obpabotka CRISP-coobLueHusa npekpallaeTcs;

2) ecnn UMUTOBCTaBKa BepHa (coBnagaeT co 3HadeHueM nonsi ICV), To ocyllecTBnsieTcs nepexon K

cnegywlieMy Liary;
e) OBHOBMSAETCH OKHO NPUHATBIX COOBLLEHWNIA:

1) ecnu 3HauyeHne SeqNum Bxogsawero CRISP-coobleHns npuHagnex nT okHy NpUHATLIX cooblue-
HWIA, TO NOPSAAKOBLIA HOMep SeqgNum nome4yaeTcs B OKHE NPUHATLIX COOBLLEHNA KaK NPUHATLINR,

2) ecnu 3HadveHne SegNum Bxogsawero CRISP-coobueHns 6onblle MakcMMansHoOro HoMepa OKHa
NPUHATBIX COOBLWEHWNA, TO HOBbIM MakCKMMarbHbIM HOMEPOM OKHa NPUHATLIX COOBLLEHUIA CTAHOBUTCS 3Ha-
yeHue SegNum, NnopsOKoBbLIA HOMep SeqNum NoMeYyaeTca B OKHE MPUHATBIX COOOLWEHUA KaK MPUHATLIA,
a HOBbIM MWUHMMarbHbIM HOMEPOM OKHa NPUHATBIX COOBLWEeHWA cTaHOBUTCA 3HavYeHne SeqgNum — Size + 1
unu 0, ecnu 3HadyeHne SeqNum — Size + 1 meHblue 0;

X) maBnekaetca ucxogHoe cooblleHne n3 nons PayloadData n, ecny kpuntorpaduyeckum Habopom
npegycMoTpeHo WndpoBaHWe, TO BbIMOIHAETCH ero pacluudpoBaHuWeE.

8 Kpuntorpadmuyeckmne Habopbl

8.1 Habop MAGMA-CTR-CMAC

8.1.1 OnucaHwne kpuntorpaduyeckoro Habopa MAGMA-CTR-CMAC
3HaueHue naeHTumnkaTopa gaHHoro KpuntoHabopa: CS = 1.
OnucaHue kpuntorpaduyeckoro Habopa MAGMA-CTR-CMAC npuBeneHo B Tabnuue 3.

Tabnuua 3 — OnucaHune kpuntorpacpuyeckoro Habopa MAGMA-CTR-CMAC

MapameTtp 3HaveHne

EncryptionAlg BrnoyHbi wudp «Marma» cornacHo NOCT P 34.12—2015 (pa3gen 5) B pexume raMMu-
poBaHua cornacHo OCT P 34.13—2015 (nyHkT 5.2)

MACAIg BrnoyHbii wndpp «Marma» cornacHo NOCT P 34.12—2015 (pa3nen 5) B pexumMme Bblpa-
BoTkn umuToBcTaeku cornacHo NOCT P 34.13—2015 (nyHkT 5.6)

MACLength 4 Banta

DerivelV Onucanue npueegeHo B 8.1.4

DeriveKey Onucanue npueegeHo B 8.1.5

8.1.2 Anroputm wucppoBaHmna

Ona wndpoBaHusa gaHHbIX Ucnonbayetca OnovHbid wudp «Marma» cornacHo FOCT P 34.12—2015
(pazgen 5) B pexvme rammupoBanus cornacHo FOCT P 34.13—2015 (nyHkT 5.2). B kayecTBe knk4a Mcnonb-
3yercs kniov Wipposanus coobulenuns Ky ~. 3Ha4eHne BXOAHOTO NapamMeTpa pexuma raMMupoBaHus s = 64.
B kayecTBe CMHXPOMOCKINKK MCNONb3yeTcs 3HavYeHne, onpegenenHoe B 8.1.4. [lononHeHwe coobLweHunid ona
pexuma raMMUpoBaHUSA He NPeayCMOTPEHO.
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8.1.3 AnropuT™m BbipaboTKM UMUTOBCTaBKHU

Ona Bblumcnenus nmutoBcTasku ICV, copgepxallenca B none ICV CRISP-coobuieHus, ncnonbayercs
onoyHbIn wndp «Marma» cornacHo MOCT P 34.12—2015 (pasgen 5) B pexume BbIpaboTkM MMUTOBCTaBKM
cornacHo MOCT P 34.13—2015 (nyHkT 5.6). B kauecTBe kntova MCNonb3yeTcs KMoy BeIYUCNEHUS MMUTOBCTaB-
K Ky SHaUYEHVE BXOQHOTO napameTpa pexuma BolpaboTkM MMUTOBCTaBKM S = 32. Kpuntorpacduyeckoe
OOMNOMHEHNE OaHHbIX AN peXuma BblpaboTkM MMUTOBCTABKM BhinonHseTcst cornacHo MOCT P 34.13—2015
(nyHKT 4.1).

8.1.4 Anroputm chopMMpPOBaHUA CUHXPONOCLINIKKA

[na chopMuposaHus na 48-6MTHOrO NOpPsAOKOBOro HoMepa cooblueHns SeqNum, cogepXallerocs B none
SeqNum CRISP-coobieHus, 32-6utHon cuHxponockinku [V ncnonesytoTtes 32 mnagwux buta SeqNum:

IV = LSB3,(byte(SeqNum, 6)).

8.1.5 AnropuTtm BbIpaboOTKM NPOM3BOAHLIX KNKOYEN
Ona BoipaboTku kniouein wWKUpPoBaHNA COOBLLIEHUA W BLIMUCIIEHUS MMUTOBCTABKU WUCMNOML3YeTCs

yHKUMA
CMAC(Key,Data),

KoTopas peanuayeTcs ¢ noMoubio brnovHoro wudpa «Marma» cornacHo FOCT P 34.12—2015 (pas-
gen 5) B pexxuMe BbipaboTkn nmutoBctaBku cornacHo NOCT P 34.13—2015 (nyHkT 5.6) gns gaHnHbix Data
Ha knode Key. 3HadeHWe BXOOHOrO nNapamerpa pexuma BbipaboTku uMuToBCcTaBkM s = 64. Kpuntorpadu-
Yyeckoe OOMOMHeHWe ANSA pexuma BblpaboTkn MMUTOBCTABKM BeinonHAeTca cornacHo NOCT P 34.13—2015
(NyHKT 4.1).

Onsa BbipaboTkK Kkntoya WKdpoBaHWs COOBLLEHMA U KNOYa BbIYUCNEHWS UMWTOBCTABKA MCMNOMb3YeTCs
cnegyroLwmin anropuTm:

Kuac = Ky Il Ko Il K3 [l Ky

Kene = Ks || Kg | K7 1| K.
Ona kaxporo yucna i = 1,...,8 BbuMCnATCA 64-6UTHBIE BENUYUHBI:
K;= CMAC(Key,byte(i, 1) || Label || aL || SN || Node || byte(CS,1) || cL || oL),

roe:

- Key — nHuumanuanpyetca 6a3oBbIM Knioyom K;

- Label = binary(‘'macenc’, 6);

- al = byte(6,1);

- SN=03%| MSB;s(byte(SeqNum, 6)), rae SegNum vHnumanuanpyercs sHadeHnem SeqNum CRISP-
coobLleHus;

- Node = Sourceldentifier, rae Sourceldentifier vHUUMaNM3MpyeTCcs 3Ha4YeHMeM uaeHTUdMKaTopa oT-
npaBuTens;

- CS — uHuumanusmpyetcsa 3HavyeHueMm CS CRISP-coobuieHus;

- cL = byte(ContextLength, 2), roe ContextLength — cymma anuH (B 6anTax) aHaueHuin SN, Node u CS;

- OutputLength = 512, rne OutputlLength — Heobxogumas BuToBas ONWMHa BbipabaTbIBAEMOro Knoue-
BOro Matepuana;

- ol = byte(OutputLength, 2).

8.2 Habop MAGMA-NULL-CMAC

8.2.1 OnucaHue Kpuntorpadpunyeckoro Habopa MAGMA-NULL-CMAC
3HaueHne ngeHTudukaTopa gaHHoro kpuntoHabopa: CS = 2.
OnwucaHune kpuntorpadudeckoro Habopa MAGMA-NULL-CMAC npusegeHo B Tabnuue 4.
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Tatnuua 4 — Onucanune Kpuntorpaduyeckoro Habopa MAGMA-NULL-CMAC

MapameTtp 3HaveHne
EncryptionAlg He ncnoneayetca
MACAIg BriouHbln wngpp «Marma» cornacHo FOCT P 34.12—2015 (pasgen 5) B pexumMe BbipaboTku
nmMmuToBcTaekn cornacHo FOCT P 34.13—2015 (nyHkT 5.6)
MACLength 4 baiiTa
DerivelV He ncnoneayetcs
DeriveKey OnucaHue npuBeneHo B 8.2.3

8.2.2 Anroput™m BblpaBoTKM MMUTOBCTAaBKU

Ana Beuncnenus mvuTtoBcTaeku [CV, cogepxauweica B none ICV CRISP-coobueHus, ncnonb3syertcs
BnoyHbli WwWKudp «Marma» cornacHo FOCT P 34.12—2015 (pasgen 5) B pexume BbIpaboTkn MMWUTOBCTaBKM
cornacHo FOCT P 34.13—2015 (nyHkT 5.6). B kayecTBe KMNYa UCNOMNb3YEeTCs KMHOY BbIYUCIIEHNA UMUTOBCTaB-
K Kyyac- 3HauyeHne BXOAHOTO napamerpa pexuma sbipaboTku uMuToBCcTaBkn s = 32. KpunTorpadguyeckoe
OOMNoMHeHWe OaHHbIX ONS peXxnma BblipaboTkM MMUTOBCTaBKW BheinonHseTcs cornacHo NOCT P 34.13—2015
(nyHKT 4.1).

8.2.3 Anroput™m BbipaBGoTKM NPOU3BOAHLIX KNHOYen

[na BbipaboTKN KMYa BbIMMCIIEHNA MMUTOBCTaBKM MCMONb3yeTcs QYHKUNS

CMAC(Key,Data),

KOTOpas peanu3yeTca ¢ nomowbio GnovHoro wudgpa «Marma» cornacHo NTOCT P 34.12—2015 (pas-
Oen 5) B pexumMe BblpaboTkM mMmutoBcTaBku cornacHo MOCT P 34.13—2015 (nyHkT 5.6) ons paHHbix Data
Ha krode Key. 3HauyeHue BXOOHOrO napameTpa pexuMa BblpaboTku MMWUTOBCTaBKM s = 64. Kpuntorpadgu-
Yyeckoe OOMofMHeHWe ONA pexuma BblpaboTKM MMUTOBCTABKM BbinonHseTcsa cornacHo FOCT P 34.13—2015
(NyHKT 4.1).

[Ons BbIpaboTKM KNHOYa BbIYUCIIEHNS UMWTOBCTABKU UCMOMb3YyeTCHa CreayolWmii anropuTm:

Kuac = Ky 1| Ko |l K3 ] Ky
Ons kaxgoro yicna i = 1,...,4 BbMMCNSATCH 64-BUTHbIE BENUYUHbI:
K;= CMAC(Key,byte(i,1) || Label || aL || SN || Node || byte(CS,1) || cL || oL),

roe:

- Key — nHuumnanuaupyetcsa 6a30BbIM KIouoMm K;

- Label = binary(‘'macmac’, 6);

- alL = byte(6,1);

- SN=0% MSB3s(byte(SeqNum, 8)), rae SeqNum nHnunanuanpyetca sHadeHnem SegNum CRISP-
coobLeHus;

- Node = Sourceldentifier, rne Sourceldentifier vHULMaNM3anpyeTca 3HavyeHWeM UAeHTUdMKaTopa oT-
npasuTens;

- CS — wHuumanunsupyetcs 3HadeHnem CS CRISP-coobwenns;

- cL = byte(ContextlLength, 2), rae ContextLength — cymma onuH (B bantax) sHadyeHuin SN, Node u CS;

- OutputLength = 256, roe OutputLength — Heobxoguman GutoBas anvHa BoipabaThiBaeMOro Knoue-
BOro Martepuana;

- oL = byte(OutputLength, 2).

8.3 Habop MAGMA-CTR-CMACS

8.3.1 OnucaHwne kpuntorpacpu4veckoro Habopa MAGMA-CTR-CMACS
3HayeHne naeHTudmkaTopa gaHHoro kpuntoHabopa: CS = 3.
OnucaHnue kpuntorpaduueckoro Habopa MAGMA-CTR-CMACS npueegeHo B Tabnuue 5.
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Tabnuua 5— Onucanne Kpuntorpacpuyeckoro Habopa MAGMA-CTR-CMACS

MapameTp 3HayeHune

EncryptionAlg BnoyHbi wndgpp «Marma» cornacHo NOCT P 34.12—2015 (pasgen 5) B pexumMe raMMUpoBaHns
cornacHo OCT P 34.13—2015 (nyHkT 5.2)

MACAIg BrnoyHei wndp «Marma» cornacio FOCT P 34.12—2015 (pa3gen 5) B pexxvMe BbipaboTku uMu-
ToBcTaeku cornacHo [OCT P 34.13—2015 (nyHkT 5.6)

MACLength 8 bant

DerivelV Onucanune npusegeHo B 8.3.4

DeriveKey OnucaHue npusBeneHo B 8.3.5

8.3.2 Anroputm wudpoBaHus

Ana wwdpoBaHusa gaHHbIX ucnonb3yeTtca bnoyHeid wudp «Marma» cormacHo MOCT P 34.12—2015
(pasgen 5) B pexvmMe rammupoBanus cornacHo MOCT P 34.13—2015 (nyHkT 5.2). B kavecTBe kntoYa ucnonb-
3yeTcs KoY WwudposaHus coobienns Ky . 3Ha4eHne BXOAHOTO napameTpa pexvuma raMMmupoBaHns s = 64.
B kauyecTBe CMHXPOMOCHLINKMA UCMONb3yeTcs 3Ha4eHue, onpegeneHHoe B 8.3.4. [JononHeHue coobliennii ons
pexuma raMMUpoBaHUs He NpenycMOTPEHO.

8.3.3 AnropuTtM BbIpaboTKM MMUTOBCTABKMU

Ona BeiumMcneHns umutoBcTaBku /CV, cogepxaleicsa B none ICV CRISP-cooblieHuns, ncnoneayetcs
ornounbll wngp «Marma» cormacHo MOCT P 34.12—2015 (pazgen 5) B pexume BbipaboTku UMUTOBCTABKM
cornacHo MOCT P 34.13—2015 (nyHkT 5.6). B ka4yecTBe kno4ya MCNonb3yeTcs KoY BblYNCEHUS AMUTOBCTaB-
K Kpac: 3Ha4eHve BXOQHOMO napameTtpa pexuma BbipaboTkv vmuToBcTaBkn s = 64. Kpuntorpaduyeckoe
OOMONHEeHWe OaHHbIX AN pexuMa BblpaboTKM UMUTOBCTABKKM BbinonHsaeTcsa cornacHo TOCT P 34.13—2015
(NyHKT 4.1).

8.3.4 Anroputm chopMUpPOBaAHUA CUHXPONOCLINKKU

Ona cdopmupoBanus 13 48-6MTHOro nopaakoBoro Homepa coobuweHua SeqNum, copepxalieroca B
none SeqNum CRISP-coobiyeHuns, 32-6uTHon cuHxponockinku [V ncnoneayorted 32 mnagwux 6uta SegNum

IV = LSB3,(byte(SegNum, 6)).

8.3.5 AnropuTt™m BblpaboTKM NPOM3BOAHbLIX KNKOYeEN
[na BbipaboTky kKnoven WndpoBaHUsa coobLLEHWA U BbIYMCNEHNS UMUTOBCTABKU MCNONb3yeTca yHK-
LM

CMAC(Key,Data),

KOTOpas peanusyeTcsl ¢ noMowbio brnovHoro wudpa «Marma» cornacHo FTOCT P 34.12—2015 (pas-
gen 5) B pexxuMe BblpaboTku nmutoBctaBku cornacHo NOCT P 34.13—2015 (nyHkT 5.6) gna gaHHbix Data
Ha kntode Key. 3HadeHWe BXOOHOrO NapameTpa pexuma BblpaboTkM MMWUTOBCTaBKM S = 64. Kpuntorpadum-
Yyeckoe OOMOrHeHWe AN pexuma BblpaboTkn MMUTOBCTABKKM BbinonHAeTca cornacHo NOCT P 34.13—2015
(NyHKT 4.1).

Onsa BbipaboTkK Knoya WKgpoBaHUs COOBLLEHMSA W KNOYa BbIYUCNEHUS UMWTOBCTaBKN MCMOMb3yeTCs
cnenyoLwmin anropuTm:

Kuac = Ky Il Ko Il K3 [l Kgs

Kene = Ks |1 Kg 1| K7 I K.
[nsa kaxgoro yucna i = 1,...,8 BblMUcnATCA 64-6UTHbIE BEMUYMHBI:
K;= CMAC(Key.byte(i,1) || Label || aL || SN || Node || byte(CS,1) || cL || oL),

roe:
- Key — nHuumnanuaupyetcsi 6asoBbiM KroHoMm K;
- Label = binary(‘'macenc’, 6);
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- al = byte(6, 1);

- SN=0° || MSB35(byte(SegNum, 6)), rae SeqNum nHuumnanunanpyetca sHadeqmem SegNum CRISP-
coobLleHns;

- Node = Sourceldentifier, rne Sourceldentifier vHULMann3npyeTcs 3Ha4YeHMeM uaoeHTMduKaTopa oT-
npaBuTens;

- CS — uHuymnanuaupyetca 3HadyeHueM CS CRISP-coobuieHus;

- cL = byte(ContextlLength, 2), rae ContextLength — cymma onuH (B bantax) saHadyeHuit SN, Node u CS;

- OutputLength = 512, roe Outputlength — Heobxoguman 6utoBas anvHa BeipabaTbiBaeMOro Knwoue-
BOro MaTepuvana;

- oL = byte(OutputLength, 2).

8.4 Habop MAGMA-NULL-CMACS

8.4.1 OnucaHue kpunTtorpadpuyeckoro Habopa MAGMA-NULL-CMACS8
3HadeHMe naeHTuukaTopa gaHHoro kpuntoHabopa: CS = 4.
OnwucaHue kpuntorpaduyeckoro Habopa MAGMA-NULL-CMACS npuBeneHo B Tabnuue 6.

Tabnuua 6— OnucaHune kpuntorpacpuyeckoro Habopa MAGMA-NULL-CMACS

MapameTp 3HayeHne
EncryptionAlg He vcnoneayetca
MACAIg Brno4Hel wnpp «Marma» cornacHo MOCT P 34.12—2015 (pazgen 5) B pexxume BblpaboTku UMUK-
ToBcTaBku cornacHo MOCT P 34.13—2015 (nyHkT 5.6)
MACLength 8 bawnt
DerivelV He wucnonebayetca
DeriveKey OnucaHue npueeneHo B 8.4.3

8.4.2 ANropuTtM BbIpaboTKM UMUTOBCTaBKU

Ona BeuKucnenns uvmutoBeTaeku [CV, copgepxaweincsa B none ICV CRISP-coobleHus, ncnonb3syeTtcs
BnouHbin wngp «Marma» cornacHo FOCT P 34.12—2015 (pasgen 5) B pexume BblpaboTKn MMUTOBCTABKU
cornacHo NOCT P 34.13—2015 (nyHkT 5.6). B kayecTBe KMYa UCNOMNb3YeTCs KoY BIYUCIIEHNA UMUTOBCTaB-
KU Ky a0 SHAYEHME BXOLHOTO NapameTtpa pexumMa BbipaboTku umnuToBCTaBku s = 64. KpunTtorpaduueckoe
JOMNonMHeHWe OaHHbIX A8 peXxnma BbipaboTKM UMUTOBCTaBKK BbinonHsaeTcsa cornacHo MOCT P 34.13—2015
(nyHKT 4.1).

8.4.3 AnNropuTM BbipaboTKu NPOU3BOAHbLIX KIO4Yen

[ns BbIpaboTKM KNOYa BEIYUCIIEHWUA UMUTOBCTABKM UCNONL3YETCs PYHKLNUS

CMAC(Key,Data),

KOTOpas peanu3yeTca ¢ nomolbio GnovHoro wudgpa «Marma» cornmacHo TOCT P 34.12—2015 (pas-
Oen 5) B pexumMe BbipaboTkM MMuToBcTaBku cornacHo MOCT P 34.13—2015 (nyHKT 5.6) ons gaHHbix Data
Ha krodye Key. 3HadeHWe BXOOHOTO napameTpa pexuMa BblpaboTku MMWUTOBCTaBKM S = 64. Kpuntorpadu-
yeckoe OOMOoMHeHWe ONSA pexuma BblpaboTKM MMUTOBCTABKM BbinonHsaeTcsa cornacHo MOCT P 34.13—2015
(nyHKT 4.1).

[Ons BbipaboTKM KMOYa BbIYUCIIEHUS UMUTOBCTaBKW MCNOMNb3YeTCH CNegyoLWniA anropuTm

Kmac = K 11 Ko Il K3 || Ky-
Ons kaxgoro yincnai=1,...,4 BblYMCNATCHA 64-BUTHLIE BENMUYUHbI:
K; = CMAC(Key,byte(i,1) || Label || aL || SN || Node || byte(CS,1) || cL || oL),

roe:

- Key — vHUumnanuaupyetcs 6a3oBbiM KMo4oM K;

- Label = binary(‘'macmac’, 6);

- al = byte(6, 1);

- SN =09 MSB,;(byte(SegNum, 6)), rae SeqNum nHuumanusupyetca 3HadeHuem SeqNum CRISP-
coobLLleHus;
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- Node = Sourceldentifier, rne Sourceldentifier uHUUManuManpyeTca 3HadeHnem uaeHTudumkaropa oT-
npaBuTens;

- CS — vHuumanuampyetcsa 3HadeHmem CS CRISP-coobuieHuns;

- cL = byte(ContextLength,2), rne ContextLength — cymma onuH (B 6aitax) s3HavyeHurn SN, Node n CS;

- OutputLength = 256, roe Outputlength — Heobxogumas BuToBas ONWHa BbipabaTbIBAEMOro KIoue-
BOTro MaTepuana;

- ol = byte(OutputLength, 2).

11
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MpunoxeHune A
(cnpaBo4Hoe)

KoHTponbHbIe NpUMepbI

[MpuBogumbie HKe 3HaveHna Sourceldentifier, Keyld, SeqNum v 6azoBoro knioya K pekoMeHayeTcs MCnonb30BaTh
TOMBKO ANS NPOBEPKW KOPPEKTHOW paboThl KOHKPETHOW peanu3aummn anropuTMOB, ONMCaHHLIX B HACTOSLLEM CTaHaapTe.

Bce uncnoeble 3Ha4eHUs npuBeOeHbI B LIJeCTHa,D,LI,aTepMHHOI;I CUCTEME CHUCIEHWA.

B maHHOM NpWNOXeHWK OABOWYHbIE CTPOKKU M3 V*, ANMHA KOTOPLIX KpaTHa 4, 3an1CcbiBaKTCA B LUECTHAaAUaTEPUYHOM
BuAe, a CUMBOM KOHKaTeHauumn onyckaerca. To ecTb cTpoka a € V), Gyaet npefcTasneHa B Buae a
a;ef{0,1,...,9a,b,cd e f,i=01, .. r—1 CooTeeTcTBue Mexay ABOMYHLIMI CTPOKaMMW ONUHLI 4 U LIECTHaLaTe-

PUYHBIMM CTPOKaMK OnWHbl 1 3anaetcs ectecTBeHHBIM 0bpasom (Tabnvua A.1).

ﬂpeoﬁpasoBaHMe, CTaBdAllee B COOTBETCTBUE ,EI.BOVILIHOﬁ CTPOKE OINWHbI ar wecTHaguatepryHyO CTPOKY ONWHbL I, 1

COOTBETCTBYHOLLEES 06paTHoe npeoGpaaoBaHme OnA NpocToThl 3aniMcK ONYCKaeTCA.

Tabnuua A.1— CooTBeTcTBME MeXOY ABOMYHLIMMK U LIECTHAAUATEePUYHBIMK CTPOKaMK

[BovyHas 3anuce LWecTHaguaTepuyHas 3anuce
0000 0
0001 ]
0010 2
0011 3
0100 4
0101 5
0110 6
0111 7
1000 8
1001 9
1010 a
1011 b
1100 c
1101 d
1110 e
1111 f
Mpumeyanume — Cumson «\\» obo3Ha4aeT NepeHoc YMcna Ha HOBYIO CTPOKY.

A.1 Habop MAGMA-CTR-CMAC: CS =1

,El]'lﬂ CbOpMVIpOBaHMH CDDGLLI,EHMH ncnone3yrwTCA cnegyowne 3Ha4eHnA:

ExternalKeyldFlag =1
Version =0

CS=014

Keyld = 3044

SegNum = 0b76e6736001,4

Sourceldentifier = 30323035313830303030303144

K = 56509427153249653498524659324653\\
04532945346593845073249576351290,4

12
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KMcxogHoe cooblieHme:
PayloadData = 48692120546869732069732074657374\\
20666172204352495350206d65737361\\
6765730a03 4
Ha ocHOBe MCXOAHBIX AaHHBIX MOMYYATCA CNEayLLWe 3HA4YEHNS KIMoYa BbIYNCIEHWNA UMUTOBCTAaBKN K, -, KIKOYa
wucbpoBaHna Ky, 3ancthpoBaHHOrO CooBLIEeHNsA 1 MWTOBCTaBKK /CV:
Kjjac = €eb016814257ad08964eabe5e0993d38\\
b2afc2ada24e8362d455db06951f2d93 4
Ko = ©3316ad28¢788c38dafdeb9388e234bd\
30e5c901eeeb1788cdc1ecbdb315e1a7 14
ICV = 887f0a32,,
3awmndpoeaHHoe coobLueHue:
d324643aefd97b93b18d343a2fbad 77e\\
c704cd8d14aci1ci74ceb25577af8fc2e\\
25fa9050a1,4

WMrtorosoe cooblleHne Byaet MMeTb CneaylowmMi Bua;
800001300b76e6736001\\
d324643aefd97b93b18d343a2fbad77e\\
c704cd8d14ac1cf74ceb2557 7af8fc2c\\

25fa9050a1\\

887f0a32,4

A.2 Habop MAGMA-NULL-CMAC: CS=2

Ona hopmupoBaHua cooBbLIEHMA NCNONb3YIOTCHA CreayloLne 3Ha4YeHNs:

ExternalKeyldFlag = 1

Version =0

CS=0244

Keyld = 3044

SegNum = 0b76e66ea001,4

Sourceldentifier = 303230353138303030303031,4

K = 56509427153249653498524659324653\\

04532945346593845073249576351290 4

McxogHoe cooblieHue:

PayloadData = 48692120546869732069732074657374\\
20666f72204352495350206d65737361\\
6765730a03,4

Ha ocHOBe MCXOAHLIX OaHHbIX NOY4alTCs Cregyrowme 3Ha4eHUa KoYya BbIMUCIIEHNA NMWUTOBCTaBKN Ky, s~ U UMI-

ToBCcTaeku ICV:

Kyac = c3e3780f87f2caf539fdad56d9cb0340\W

b1052c0ae8272ddc9601c921f81a7cab g

ICV = b97ade94

Mtoroeoe cooblueHne BygeT MMeTb CneayloLwmMii Bua;
800002300b76e66ea001\\
48692120546869732069732074657374\\
20666f72204352495350206d65737361\\
6765730a03\

b97aded4 ;

A.3 Habop MAGMA-CTR-CMACS8: CS =3

Ona dopmupoBaHua CRISP-coobLieHra MCnonb3ayTea creayolme 3HavyeHUs:

ExternalKeyldFlag = 1

Version =0

CS =034

Keyld = 30,4

SeqNum = 0b76e67360014

Sourceldentifier = 303230353138303030303031,4

K =56509427153249653498524659324653\\
04532945346593845073249576351290,4
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WcxogHoe coobueHne:

PayloadData = 48692120546869732069732074657374\\
20666f72204352495350206d65737361\\
6765730a03,4

Ha ocHoBe MCxoAHBIX AaHHBIX NOMYYaTCA CNeayoWne 3Ha4YeHUS KNYa BbIYMCIEHNS MMUTOBCTABKN Ky, -, KMoya

wnpposanns Key e, 3aimpoBaHHoro coobeHna n uMuToscTaeku ICV.

Kyac = T42ae2acebaebfed1cc7acfd614d9cf2\\

98aeeea’a77a997bc19b99b9beeh8832 4

Kene = €241ebfacd9d476859 1e6388a94660b\

65d6b740a38363abb9129297250ddb22 4

ICV = edf339a0dbcOb5b7 4

3awundpoBaHHoe coobLueHne:

9def18d705afde4e00edb132a8b8d4 80\

18ffe760fdd34cecd6461c3553¢c3087c\\

d0756f1569 4

Wrtoroeoe coobueHve Byget MeTb Cneayowmin Bua;
800003300b76e6736001\\
9def18d705afde4e00edb132a8b8d4 80\
18ffe760fdd34cecd6461c3553¢c3087c\\

d0756f1569\\

edf339a0dbc0b5b7 45

A.4 Habop MAGMA-NULL-CMACS8: CS =4

[Ons dhopmupoBaHns coobLeHna MCNonb3yTea Creaylwme 3HadyeHns:

ExternalKeyldFlag = 1

Version =0

CS =044

Keyld = 3044

SeqNum = 0b76e66ea001,4

Sourceldentifier = 303230353138303030303031,4

K = 56509427153249653498524659324653\\

04532945346593845073249576351290,¢

WexogHoe coobuieHue:

PayloadData = 48692120546869732069732074657374\\
20666172204352495350206d65737361\\
6765730a03,4

Ha ocHoBe MCXOO4HLIX AaHHBIX MOMYYaKTCa Creayowme 3Ha4eHNA KIToYa BeIMUCTIEHUA UMUTOBCTABKN Kyya - U MU=

ToBCTaBkKM /ICV:

Kiac = 5d4885a48e3beebf79a3bd099ada4 68\

21dcf81691d6710af3016c85ae06ebcd

ICV =123152388e615825,4

Mtoroeoe coobuleHne bygeT MMeTb cneayowmMi Bua;
800004300b76e66ea001\\
48692120546869732069732074657374\\
20666f72204352495350206d65737361\\

6765730a03\
f23152388e615825 4
14
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YK 004.42:006.354 OKC 35.040

KntoyeBble cnoea: KpMI'ITOI'paCbM‘-IECI{HE NPOTOKONbI, 3alulleHHad nepejada daHHbIX, MHOYCTPpUaribHbie CA-
CTeMbl, BYTOHTHqDVIKaLI,MFL LWndppoBaHume, KoY
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