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Mpeancnoeue

1 PASPABOTAH O6LwecTBOM C orpaHM4YeHHOM OTBETCTBEHHOCTLIO «MHopMaLWOHHO-aHaNnMTUYECKMiA
BblUMCAUTENbHLIA LeHTp» (000 «MABLLI»)

2 BHECEH TexHW4eckuMm KoMUTETOM Mo cTaHaapTusaumm TK 022 «HhopMaLMOHHbIE TEXHOMOTUNY

3 YTBEPXIEH W/ BBENEH B JEWCTBWE Mpukaszom ®denepanbHOro areHTCTBA MO TEXHUYECKOMY
perynupoBaHuio u Mmetponorun ot 7 uwoHa 2024 r. Ne 737-ct

4 HacTosawwmin ctaHaapTt paspaboTaH ¢ y4eTOM OCHOBHbIX HOPMAaTMBHbIX MNOMOXEHUA MEXOYHapOOoHOro
ctanpapta MCO/M3K 30118-11:2021 «MNHopMaLWOHHbIEe TexHonorni. Cneundukaumnsa OTKPbITOro B3anumo-
gencteus (OCF). YacTe 11. Cneundmkaums cnyx6 «yctpoincteo—obnako» (ISO/IEC 30118-11:2021 «Infor-
mation technology — Open Connectivity Foundation (OCF) Specification — Part 11: Device to cloud services
specification», NEQ)

5 BBEJEH BINEPBbIE

6 d)e;:lepaanoe areHTCTBO MO TEXHNYECKOMY pPerynmpoBaHMioO 1 MeTposiormm He HeCcet OTBETCTBEHHOCTH
3a NAaTeHTHYH YNCTOTY HacToAlwero craHgoapTa

Mpasuna npumMeHeHuUss Hacmoswezo cmaHdapma ycmaHosneHbl 8 cmamee 26 ®edepanbH020 3aKOHa
om 29 uwoHa 2015 2. Ne 162-03 «0O cmandapmu3sayuu e Pocculickol ®edepayuu». VMHgopmayus ob us-
MeHeHUsX K HacmosileMy cmaHdapmy nybnukyemcsl 8 exe200HOM (10 COCMOSIHUK Ha 1 SHeapsl MeKyueao
200a) uHghopmayuoHHOM ykazamene «HayuoHanbHeie cmaHOapmei», a oguyuanbHbeIl mexkcm uaMeHeHul
U MonpasoKk — 8 exXeMecsyHOM UHOPMAUUOHHOM ykazamene «HauuoHanbHbie cmaHlapmei». B criyyae
nepecMompa (3ameHbl) UU OMMeHbl Hacmosuwe2o cmaHdapma coomeemcemayroujee ygedomieHue bydem
onybnukoeaHo & Gruxalliem ebINYyCKe eXeMeCAYHo20 UHOopMalUuOHHO20 yKazamensa «HauuoHanbHble
cmaxOGapmei». Coomeememeayowas UHgopmMayus, yeedoMaeHue U meKcmbl pa3Melarnmcs maKkxke 8 UH-
hopmayUoHHOU cucmeme 06Le20 NonL308aHUss — Ha oghuluansHoM caltime @edepanbHo20 azeHmcmaa rno
MexHUYeCcKoMy peaynuposaHuro U Memponoauu 8 cemu MinmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaauuuy», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpPOU3BEOEH, TUPaXXMNPOBaAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OC*)MLI,MBJ'II:HOFO n3naHua bes pa3pelieHunsa <De,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

HacTtoswmin ctaHgapT pa3paboTtaH B OTBET Ha pacTyLWMWIi CNPOC HA OPMEHTUPOBAHHLIE HA YMHBLIA OM
ycTponcTea ViHTepHeTa Bewen (loT). MNMpyMepamu TakMx yCTPOWCTB ABNAKTCH YMHble YCTPOWCTBA OLITOBON
TEXHWKW, Takne Kak ABEepHble 3aMKM, Kamepbl BUAeoHabNwaeHWs, OaTYNKU U UCTIONHWUTENbHbLIE 3NEMEHTDI.
B HacToslee BpemA Takue ycTpoMCTBa CO30al0TCH C YYETOM BO3MOXHOCTW HAOEWHOro ynpasneHnsa UMK Ye-
pea |P-ceTb NokanbHO UMK B yOaneHHoM pexume.

HecmoTpsa Ha BO3MOXHOCTL 0OMeHa MHOpMauner Mexay YyCTpONCTBaMy YHUBEPCanbHOro A3bika A
WHTepHeTa Belwwel paspaboraHo He Obino. Takum obpa3oM, MPOU3BOAUTENM YCTPOWCTB AOMKHbLI BbIbMpaTh
MeXOy Paspo3HeHHbIMW MnaTtopMamMy, OrpaHUYMBasi CBOKO AOMK Ha pPbIHKE, Wiy paspabatbiBaTe YCTPOW-
CTBa ANA HECKONbKWX 3KOCUCTEM, YBenuuuBasi 3atpathl Ha pa3paboTtky. KoHeyHble nonb3oBaTenu OOMKHbI
onpegenuTb, COBMECTUMbI MU NMPOAYKTHI, KOTOPbIE OHW XOTAT, C 3KOCUCTEMOW, KOTOPasi Y HUX €CTb, UMW HaUTK
cnocofbl MHTErPUPOBaTb CBOM YCTPOWCTBA B CBOK CUCTEMY U MOMbITATLCH pelnTh Npobrembl COBMECTUMO-
CTW CaMOCTOSATENBHO.

OTa npobnema akTyanbHa He TOMbKO AN YMHOro A0Ma: paseepTbiBaHue loT B KOMMepYeCKUX cpegax
TakKe 3aTpyAHEHO n3-3a npobrnem c BezonacHocTblo B3anmodecTBus. Hactoawmi ctaHaapT pelwaeTt 3agaqvy
co3gaHusi DeaonacHoi CTPYKTYPbl B3aUMOAEWCTBMSA YCTPOWCTB MIHTepHeTa Bellyei.

Llenbro HacTosLero cTaHaapTa M CBA3aHHbIX C HUM JOKYMEHTOB ABnAeTcs noaknodeHune bonee 25 mun-
nvapgoB YCTPOWCTB K MHTepHeTy Bellei, obecneymBas npu atom GesonacHoe M HagexHoe obHapyxeHue
YCTPOWCTB Y NOOKMKYEHWE K pasnuyHbIM OnepaumoHHbBIM cucteMam u nnatpopmam. CyLuecTByeT MHOXKECTBO
npeanoxeHuin n GopymMoB, NMPOABUIAOLLNX pa3NWYHbIe MOAXOAbl, HO HA OOHO pelleHWe He COOTBETCTBYET
BonbLIKWHCTBY OCHOBHbIX TpeboBaHuin. HacTosawmin ctaHgapT v CBA3aHHbIE C HAM AOKYMEHThI MO3BOMSHOT KOH-
conuavpoBaTb OTpacib, UCNOMb3Ys B Ka4eCTBe OCHOBbLI B3auMoAeACcTBMUA 0bLenpuMeHMbIA 1 Be3onacHbI
NOAXOA.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

MHcopMmauMOHHbIe TEXHONMOTUU
CNEUNOUKALMA OTKPbITOIO BAAMMOOENACTBUA (OCF)

Cneundukauma cnyxb «yctpoMcTBo—obnako»

Information technology. Open connectivity foundation (OCF) specification. Device to cloud services specification

Oarta BeepeHna — 2024—09—30

1 O6bnacTb NnpUMeHeHUs

HacTosawmin ctaHgapT onuckiBaeT OYHKUMOHANbHbIE PaclUMpPeHa BO3MOXHOCTEN apXUTeKTypkl agpa
cneumrdmKaLmmn oTKpbIToro Baaumogeiictaus (OCF)!), uHTepdeiicos, NpoToKoNoB 1 cnyx6, NO3BONSIOLLNX pe-
anusoBaTtb npocunm OCF (cm. [1]), ona cooTBeTcTBUS TpeboBaHuam obnaka OCF. B HacTosilem cTaHgapTe
onucaHbl HOBbLIE TUMblI PECYPCOB, MO3BOMSOLIME MCMOMNB30BaTh (DYHKUMOHAbHbIE BO3MOXHOCTA M Niobbie
paclUMpeHns CYLLECTBYIOLWNX BO3IMOXHOCTEN apxuTekTypsl sapa OCF, nHTepdeicor, NpOTOKONOB U Cryxo6,
noseonsawLKx peanusoeats npodunu OCF (cm. [1]).

2 HopMmaTtuBHbIE CCbINKK

B HacTosilLeM cTaHgapTe UCMoNb30BaHa HOPMAaTMBHAA CCbINKa Ha cnegylluil cTaHaapT:
FOCT ISO/IEC 17788 WHbopMaLnoHHble TexHonoruu. Obnaynble BbluMcneHus. ObuimMe nonoxeHusa un
TepMUHonorna

Mpumeuyanue — pw NONbL30BAHNM HACTOALLMM CTAHAAPTOM LIENecoobpasHo NpoBepuTs AeNCTBUE CCbINoH-
HbIX CTAHAAPTOB B MH(OPMALMOHHOW cucTeme 0BLIero nonb3oBaHna — Ha oduumansHom cante denepansHOro areHT-
CTBa Mo TEXHWYECKOMY PEeryrnMpoBaHUI0 U METPONOTAM B CETU VIHTEPHET WUNK NO eXerogHoMy MHhopMaLUoOHHOMY yKasa-
Tenio «HaunoHaneHbIe cTaHOapTLI», KOTOPLIA ONYGIUMKOBaH MO COCTOAHWUIO Ha 1 SHBaps TEKYLLEro roga, v no BbiNyckam
exXeMecayHoro MHopMaLMOHHOIO ykasaTena «HauuoHansHble CTaHaapThl» 3a TeKyLWiA roa. Ecnn saMeHeH CCbINoYHBbIiA
CTaHZdapT, Ha KOTOPbLIA JaHa HeaaTUPOBAHHAA CChINKA, TO PEKOMEHOYETCA UCMNONbL30BaTh AEWUCTBYHOLYI0 BEPCUID 3TOTO
cTaHdapTa ¢ YYeTOM BCEX BHECEHHBIX B JAHHYI0 BEPCUIO U3MEHEHWUIA. ECnu 3aMeHeH CChINOYHbIA CTaHOAPT, Ha KOTOPLIN
[daHa OaTMpOoBaHHasA CChiNKa, TO PEKOMEHAYETCA UCNONb30BaTh BEPCUIO 9TOM0 CTaHAapTa C yKasaHHbIM Bbile rodoMm yT-
BepxaeHus (NpuHATUA). Ecnun nocne yTBEpXAEHWS HACTOSLLEro CTaHdapTa B CCbINOYHbBIM CTaHAapT, Ha KOTOpbIA daHa
OaTHMpOBaHHAas CChiNKa, BHECEHO M3MeHeHWe, 3aaTparMearllee NonoXeHue, Ha KOTOpOe AaHa CChiNKa, TO 3TO NONOXeHne
pekoMeHayeTcs NpUMeHsATL Bea ydeTa 4aHHOro M3MeHeHUs. ECni CCbiNoYHbIN cTaHaAapT oTMeHeH 6e3 3amMeHsbl, TO Nono-
KEHUWE, B KOTOPOM [aHa CChISIKa Ha Hero, PEKOMEHOYETCA NMPUMEHATL B YACTU, HE 3aTparvBaloLLei 3Ty CCbINKY.

3 TepmuHbI 1 onpegeneHnsa

B HacTosilem cTaHgapTe NPUMEHEHbI CriegyowmMe TeEPMUHbLI C COOTBETCTBYOLLUMK ONpeaeneHUsiMn:

3.1 katanor pecypcoB (resoutce directory): Habop onucaHwi pecypcoB, roe dakTtuyeckue pecyp-
Cbl XpaHSATCS Ha cepBepax, BHELLIHMX MO OTHOLIEHWI0 K 06beKTy, HA KOTOPOM pa3MeLleH KaTanor pecypcos,
UYTO MO3BOMNSET OCYLUECTBMNATL MOUCK MO 3TUM pecypcam.

1) Cneumdukauus oTkpbiToro BaamMopeiicTens (Open Connectivity Foundation) (nanee OCF) — aTo oTpacnesast
opraHusauus, 3asiBreHHas MUCCMA KOTOPOW 3akniyaetcs B pa3paboTke ctaHaapToB crneundukauuii, NpoaBYKEHUN Ha-
Bbopa hyHKLMOHaNbLHOW COBMECTUMOCTH 1 B MPEeOOCTaBMNEHNM NPOrpamMmmbl CEPTUMUKALMN YCTPONCTB, 3aAeCTBOBaHHbIX
B MHTepHeTe Bewwen (loT).

MapaHune ochbuumnansHoe
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3.2 obnako OCF (OCF cloud): Ilornyecknin 06beKT, npuHagnexalMii NocTaBLLUMKy 0BnaYvHbIX YCnyr, KO-
TOPbIA YNONHOMO4YeH 06MEHMUBATLCA AAHHBIMU C YCTPOWCTBOM OT UMEHUW nonb3osaTtens obnaka OCF.

3.3 nonb3oBaTenb obnaka OCF (OCF cloud user): KnueHT, MMetoLLKniA paspelleHns Ha B3auMogein-
CTBWE C YCTPOWCTBaMK, AOCTYN K KOTOPLIM ocyllecTBnsAeTcst Yepes obnako OCF.

3.4 noctaBwmk obna4vHbIix ycnyr (cloud provider): CyGbekT unm opraHvM3aums, pa3mellarlllasl Ha CBO-
MX MoLHocTax obnako OCF.

3.5 yctponcteo OCF (OCF device): YcTpoiicTBo, cooTBeTcTByOWee cneundpukaumm OCF gna Bzanmo-
pewncteuga c obnakom OCF.

4 CokpalueHusi h o603Ha4YeHus

B HacTosiwem CTaHOapTe npueedeHbl cnegyrwuie CokpalweHua m obo3HayeHus:

ACE2 — 3anucb KOHTPOMs OOCTyrna BTOPOro nokoneHus (access control entry 2);

ACL — CMWCOK ynpaeneHuns 4ocTynom (access control list);

AMS — cnyx0a ynpaeneHus 4OCTynoM (AMHaMuyecku cosgaeT pecypcel ACL B oTBET Ha 3anpoc
pecypca ycTpoicTea) (access management service);

API nporpamMmmMHbIA MHTepdenc npunoxeHui (application programming interface);

CaaS 0bmeH nHdopmaumnen Kak ycnyra (kateropus cnyx6 obnayHeix BLIYUCIIEHUIA, B KOTOPOU
notpebutento cnyx0Besl 0bnadHbIX BbIMUCIEHWA NPeAoCTaBNATCS Creaylowme BO3MOX-
HOCTU: B3aMMOAEWNCTBME B peanbHOM BPeMeHK U coBMecTHas paboTa) (communications
as a service);

CCRA STanoHHas apxuTekTypa obnadHeix BeiumcneHnui (cloud computing reference architecture);

CMS cnyxba ynpasneHus y4eTHbIMWU AaHHbIMK (credential management service);

CoAP NPOTOKON OrpaHuYeHHbIX Npunoxennin (constrained application protocol);

CoAPs BesonacHbin (ycuneHHsin) npotokon CoAP (secure constrained application protocol);

CRUDN onepauuy MaHunynupoeaHusa pecypcamun (CREATE, RETRIEVE, UPDATE, DELETE and
NOTIFY);

DOTS cnyxba nepegaun BnageHWs YCTPOWCTBOM (Norvyeckuin obbekT, ycTaHaBnmMBawLWi
npaBo cobCcTBEHHOCTU Ha yCcTponcTBo) (device ownership transfer service);

FaaS hyHKUNA KaK cepBuc (kaTeropus cnyx6 obrnayvHbix BbIMMCNEHWIA, B KOTOPOW NoTpebutento
cnyx06bl 0brayHbIX BbIYMCNEHWIA MPEefoCTaBNATCA BO3MOXHOCTY Bbl30Ba 3K3eMnnapa
ynpasnawwero koga ©e3 HeoOxoAWMOCTM YNpaBreHWsi CepBepaMi W CepBEepPHbLIM
npunoxeHueM) (function as a service);

IETF OTKpbITO® MeXAyHapogHoe coobLWecTBO MpOeKTMPOBLLMKOB, YYEHbIX, CEeTEBbIX
onepaTopoB u NpoBanaepos (internet engineering task force);

loT WuTepHet Bewwel (Internet of things);

OBT WHCTPYMEHT agantauuu (MHCTPYMEHT, peanuayrwmi yHKUMOHaNnbHbIE BO3MOXHOCTH
DOTS, AMS u CMS) (onboarding tool);

OpenAPI dopmannaoBaHHasa cneumdukaumMsa U 3KOCMCTeMa MHOXEeCTBa WMHCTPYMEHTOB, Npego-
cTaBnAwLan nHTepdenc mexay front-end cuctemamu, kogom 6MBNMOTEK HU3KOTO YPOB-
HA U KoMMepyeckumu peweHnsMmy B Buae API (cneuudmkauna noctpoeHa Takum o6-
pasoM, YTO He 3aBUCUT OT A3bIKOB MPOrpaMMUpoBaHns, U yagobHa B MCMONbL30BAHUN Kak
4YeroBeKOM, Tak U MaLlKWHORN);

RD kaTtanor pecypcoe (resource directory);

SSL KpunTorpagu4ecknin NPOTOKOM, KOTOpbIA nogpasymeBaeT Oonee 6esonacHylo CBA3b
(secure sockets layer);

SVR pecypc, obecneynBarolmin hyHKLUK Be3zonacHocTH (security virtual resource);

TLS KpunTorpaduiecknini NpoTOKOr, KOTOpbIA obecneynBaeT 3alMILEHHBIA 0OMEH JaHHBIMK
MeXAy cepBepoM M knmeHToM (transport layer security);

URI — YHUMUMPOBaHHbLIA (eaMHoobpa3sHbin) noeHTUdukaTop pecypca (uniform resource
identifier);

URL — YHUPMLUMPOBaHHbIA NokaTop pecypca (uniform resource locator);

2
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Uuib — BCEMMWPHO yHUKanbHbIA ngeHTudmkatop (universally unigue identifier);

OAUTH2.0 — npoTokon aBTopu3auuu, No3BOMSOLWMIA BblAaTE OAHOMY CEPBUCY (MPUINOXEHWIO) NpaBa Ha
OOCTYN K pecypcamM nonb3oBaTens Ha ApyroMm cepeuce (MpoTokon u3basBngaeT oT Heobxogu-
MOCTW OOBEpsTb NPUIOKEHUIO NOMMH 1 Naporb, a TakKe NO3BONSeT BblAaBaTk OrpaHUYeH-
Hbll Habop npas., a He Bce cpaay).

5 O6wune nonoxeHus

5.1 O6nako u yctporictea OCF

O6nako OCF paclupsieT BO3MOXXHOCTU Ucronb3oBaHus npoTtokona CoAP, no3sonss yCTpOWCTBY B3a-
MMogencTeoBaTh ¢ obnakom, ncnonesysa npotokon CoAP nosepx npoTokona ynpaeneHus nepepadveit (TCP),
NO3BOMAIOLLErO BYM XOCTaM co3aaTbk coeguHeHne M 0bMeHMBaTLCS NOTOKaMK AaHHbIX (M. [1]) 1 ¢ yveTom:

- TpeboBaHWIt HAaCTOALLEro cTaHgapTa, BKMNoyas TpeboBaHus K KaTanory pecypcos,;

- TpeboBaHnin 6esonacHocT U SVR (cm. [2]).

YCTpoWCTBa, HAaXoAALWMECa BHE OAHOW NOKanbHON ceTu, MOryT B3aMMOOEeNCTBOBaTL APYT C OPYToM Ye-
pes obnako OCF ¢ nomowbto npotokona CoAP nosepx TCP. B nwo6oit MOMEHT BpEMEHW YCTPONCTBO MOXET
Mcrnonb3oBaTtb TonbKo ogHo obnako OCF. O6nako OCF rpynnupyeT yCcTpoWcTBa, NpUHagnexalime ogHoMy
M ToMy e nonbaoeartento obnaka OCF, ucnonbaysa npu atoM naeHTUMOUKATOP NONb30BaTENs, CO34aHHbIN B
obnake OCF. Bce ycTpoicTBa, 3apernctpupoBaHHble B o6nake OCF v oTHOCAWMECS K OOQHOMY WU TOMY e
naeHTUdUKaTOpy Nonb3oBaTens, MOryT B3aMMOAEeWCTBOBATL APYr C APYrOM MpU YCMOBMM, YTO YCTPOWUCTBA
aBTopumsoBanu obnako OCF B nonutukax ACE2.

B npunoxeHun A npueefeHbl onpeaeneHus TUNOB pecypcoB C UCMONb30BaHWMEM CXeMbl, YCTAHOBMEHHOM
B cneundukaumnm OpenAPIl, B kadecTBe A3bika onpeaeneHns AP|, kKoTopomMy OOMKHO crnegoBaTh YCTPOWCTBO
OCF, HapgeneHHoe COOTBETCTRYIOWMMUW pecypcamu.

Cnegyet o6paTnTb BHUMaHWE Ha TO, 4TO B oTnnyue oT yctpoictea OCF o6nako OCF — 3To nornyeckuii
0OBEeKT, NPpUHaanexaLlii NocTaBLL MKy 06naqHbIX YCyr.

[na cea3u ¢ yctpoicTeoM obnako OCF gomxHo ObiTe aBTOPU30OBaHO Nonb3oBaTtenem obnaka OCF.

C uenblo cootBeTcTBUA NPUHATLIM B IETF noaxonam B oTHoweHun onepaunin RESTful cnosa CRUDN,
CREATE, RETRIVE, UPDATE, DELETE 1 NOTIFY cogepxaT TONMbKO NpoOnUCHble BYKBbI.

n puMmedaHUue — 37K Ke crnoBa UMEerT OﬁLI.l,eI'IpI/IHHTOE TEXHW4YECKOEe 3HaveHue.

5.2 CornacoBaHue o6navyHow apxuTtekTypbl OCF c 3TanoHHOW apXUTeKTypon 06na4vHbIX BbIMUCTIEHNIA

OTanoHHy apxuTekTypy obnavHbix BeiducreHuin (CCRA) (cm. [3]) MOXHO paccmaTpuBaTbh C OOHOW K3
YyeTblpex TOYEK 3PEHUA: UCNONb30BaHUA, (PYHKLMOHANbHOCTU, peanusaln 1 pa3BepTbiBaHWS.

Apxutektypa OCF onpegenset Tun obnadvHbix cryX0b Kak NpunioxeHusl, NpegocTaBnsawwero odmMeH
nHpopmaumen kak ycnyry (CaaS) (cm. TOCT ISO/IEC 17788). Cnyx6a obnayHbix BeIMUCNEHWUIA NpeaocTaB-
NseTCA MOCTaBLLMKOM 0OnayHbIX YCnyr, a MexaHu3Mbl, MCMONb3yeMble NMOCTaBLUMKOM 00nayYHbIX yCcnyr ans
yrnpaeneHns CBOEN KOMMMEKCHOW 0bnadyHon MHPacTPYKTYpOW, BeIXoQAaT 3a pamku onpeaeneHua OCF o06-
nadHbix cnyx6. Onpenenenne OCF orpaHvynBaeTcs uHTepdericamu, npegnaraeMbiMi 0brnavyHoin cryx0oi
noTpebuTento, a8 UMEHHO — MOMNL30BaTento cnyx6 obnayYHbIX BeIYUCNEHUIA.

OnpepgeneHsbl Tpu pasnuyHbIX MHTEpdelica. Ecnu noTpebutenem obnayHkbIX ycnyr ABMNSETCA YCTPOMNCTBO
OCF, kak aTo npegycmaTpMBaeTcsl HacTOsILLMM CTaH4apTOM, TO BO3MOXHbI Clieaytole BapuaHThbl:

- nHTepdeiic ana ycrtponctea OCF ona nepegayn nHdgopmalmnm obnadHown cryxbe;

- nHTepdeinc ana yctpoinctea OCF gna nonyyeHus uHdopmaumm, npegoctaBneHHon obnadqHomn cnyoom;

- MHTepdenc ons opyroro ak3emnnsapa obnadxHoi cnyxbbl AN nonyyeHus u obHoBNeHUa MHOPMaLIUK,
npenocTaBnaemMon Yepes obnayHyio cnyxoy.

MocnegHWiA BapMaHT nogpasymeBaeT, 47O noTpebuTens obnadHor cnyxbbl ABMAETCS OvYepenHbIM 3K-
3eMnnsgpomM obnadHon cnyxobl, Kak ykazaHo B APl-uHtepdeiice obnaka OCF gns obnayHbix cryx6.

Cnyx6bl obnadvHbix BbiuucneHwn OCF npepocTaBnatTCs KOHKPETHbIM MONb3oBaTensiM obrnaqHbix
CNy6, UMetoLWMX eJUHCTBEHHO BO3MOXHBIM MPUMEHUMBLIM AeicTBUEM «lMcnonb3oBaHne 0bradyHon cnyxbbi»
(cm. [3]).

YueTHble faHHble Nonb3oBaTensa obnadHon cnyxbbl NpefoCcTaBNsAKTCA C MCNONL30BAHMEM MPOTOKONa
OAUTH2.0 (cm. [4]). Cnyxba obnayHbIX BLIMMCIIEHWA BbIAAET TOKEH, KOTOPLIW Aanee cnefyeT UCMNonb30BaTh
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B KaQoOM 3anpoce OT Ka[oro nonb3oBaTtens obnaka nubo HemocpeacTBeHHO camoi criyxbow obnadvHbix
BblYMCMNEHUA, NMBO ¢ MOMOLLbIO BHELLHEro cepeepa asTopusauun (cm. 8.1 u [5]).

OBMeH MHopMaumein mexay nonb3oeaTtenemM obnaka u obnadrHbiMu cnyxbamMmum ocyllecTBnseTca Yepes
npotokon TLS ¢ B3auMHON ayTeHTUdukaumnein (cm. [5]).

5.3 ApxutekTypa obnaka OCF

O6bnako OCF — aTo nornyeckun obbekT, ¢ KoTopbim ycTpoictBo OCF B3anmogencTByeT Yepes NnocTo-
AHHoe TLS-coeguHenue. Obnako OCF noggepxuBaeT cneaytoline gyHKLNN:

- hyHKUKWS cepBepa y4eTHbIX 3anuceil, KoTopbli npegcTaenset cobol normyeckuin obbekT, obecneyunsa-
OLLMIA perrcTpaLmio yCTPONCTBa, NPOBEpPKY TOKeHa AocTyna M obpaboTky 3anpocoB Ha Bxod M oBHOBMeHWe
TOKeHa OT ycTpoicTea. MNMonb3oeaTtens obnaka OCF co3gaeT aBTOHOMHYH YYeTHY0 3an1ck Ha cepBepe ydeT-
HbIX 3anucei (c nomollblo nocpefHuka). Cepeep YYeTHbIX 3anucel TakKe WCMoNb3yeTcs ANns perncrpaumm
YCTPOWCTB (KMMEHTOB U CEPBEPOB) ANA Kax40Wn y4eTHon 3anvucu. CneayeTr OTMETUTb, YTO BCE YHETHbIE 3anUCK
NOMHOCTBLIO M30NMpPOBaHbl. Hanprumep, BXoa B YY4ETHYI0 3anvck A He AaeT npasa JocTyna K yCTpoWcTBaMm, 3a-
PErMcCTPUPOBaHHBIM ANs YYeTHOW 3anucu B;

- cbyHKUMS kaTanora pecypcoB. CornacHo onpefeneHuio B HAacTosLWEM CTaHAapTe, KaTanor pecypcos
obecnednBaeT kNMeHTa HopMaL e o pecypcax, NpeaocTaBnaeMblx yCTpoUcTBaMu. 3anpallneasn ycTpoin-
CTBO, KIMMEHT MoMy4aeT OT MMEHMW 3TOrO YCTPOWCTBAa OTBET OT Katanora pecypcos. Micnonb3ysa nHgopmMaumio,
BKMIOYEHHYIO B OTBET W3 KaTasiora pecypcoB, KNMEHT MOXET MOAKMIYUTLCH K YCTpoNcTBY Yepes obnako OCF.

3TOT Npouecc nokasaH Ha pucyHke 1.

OBnako OCF

Karanor pecypcos Cepbep y4eTHbIX
sanucei

KnueHT pecypcob

Cepgep pecypcoB

PucyHok 1 — Obnako OCF

5.4 O6meH nHdopmauymen ¢ obnakom OCF

B maHHOM pazgene onuchiBAETCA B3auMoOeicTBMe anemMeHToB ¢ obnakom OCF B uenom. PucyHok 2
naet obuiee npeactaeneHne, a B Tabnuue 1 npegctasneHa AOMNONHUTENbHAA UHOPMALMS.

Ecnu obnako OCF Takke BLICTyNnaeT B Ka4yecTBe cepBepa aBTopu3aunu, war 1 u3 Tabnuubl 1 BLINOMHA-
eTcsa Mexay nocpegHukom n obnakom OCF, B aTom cnydae geiicteus 7 He Tpebyetcs.

4
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PucyHok 2 — Mogenb BzanmoneicTeus ¢ obnakom OCF

Tabnuua 1— Bzaumopencraue c obnakom OCF

Hencreune Onucanwne
1 lNocpenHuk nony4yaeT TOKEH AocTyna Ansa nonb3oeatens obnaka OCF oT cepBepa aBTopusauumn
2 MNocpenHuk pernctpupyetca B obrnake OCF
3 MNocpenHuk npegocTaenseT oic.r.coapcloudconf Ha ycTporcTBe ¢ TokeHoM goctyna, URL-agpec ob-
naka OCF, ngeHtudukatop obnaka OCF (UUID) u (HeobazaTensHO) MMA cepBepa aBTopuaaumm
4,5 YcTporcTBo ycTaHaesnueaeT TLS-ceccuio ¢ obnakom OCF, a 3atem peructpupyetcs B obnake OCF
6,7 O6nako OCF npoeepsieT 3anpoc Ha perucTpauuio M aBTOpM3yeT TOKeH gocTtyna. Boaepat nHdgopma-

LMK Ha YCTPOWCTBO C COOTBETCTBYlOWMM uid nons3osatena obnaka OCF, B Tom uncne v uHgopma-
LM 06 ucTeveHUM cpoka AeMCcTBKUA TOKeHa JocTyna

5.5 NocnepoBaTenLHOCTL ONepauuii B3auMogeMcTBUA ¢ 06nakom

5.5.1 Obwme nonoxeHUn
[Mpouecchkl, KOTopble MMEKT MECTO NpU perucTpaumu ycTponctea B obnake OCF v nocnegyrollem B3aun-
MOOEWCTBUN KINMEeHTa C 3TUM YCTPOMCTBOM, NpuBedeHsl B 5.5.2—5.5.11.
[MocnepoBaTenbHOCTL COCTOMT M3 cneayroLmx 06obLLeHHbIX NPOLEecCoB:
NoAroTOBKa M CO3JaHue yYeTHOW 3anucuy nons3oBaTtens obnaka OCF;
perucTpauus nocpegHuka B obnake OCF;
NOArOTOBKA YCTPOMCTBA NOCPEaHUKOM;
perncTpauusa yctpornctea B obnake OCF;
noaknyeHne ycTponctea k obnaky OCF;
nybnukauusa ccbiNok Ha Katanor pecypcoe obnaka OCF;
CBA3b MeXJy KMMEHTOM U cepBepoM vepe3 obnako OCF;
oBHoBneHve coearHeHns ycTporcTea ¢ obnakom OCF;
npepbiBaHWe coeguHeHua ycTporcTea ¢ obnakom OCF;
oTMeHa perucTpauumu yctponcTtea B obnake OCF.
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5.5.2 NogroToBKa U co3gaHue y4eTHOW 3anuck nonb3oBaTtens obnaka OCF

[Ons nonyyYeHwsa yganeHHOro gocTyna K yCTPOWCTBY nonb3oBaTens obnaka OCF gormkeH nogknoyYuTh
ycTpoiicTeo k obnaky OCF (cm. [2]).

[ns noaroToBkM ycTpoicTea none3oeatens obnaka OCF ucnonb3yeT nocpegHuka. MNocpegHuk — ato
noruveckas (OyHKLMS, KOTOpas MOXET BbIMOMHATLCA Ha NMMYHOM YCTPOWCTBe nonsk3oeartensa obnaka OCF (Ha-
npumep, Ha TenedoHe) unu rae-nubo ewe. NocpegHUK HacTpavBaeTCs C MOMOLLLI UMM NOCPEACTBOM Kako-
ro-nubo cTopoHHero npouecca ana nonydveHua URL-agpeca obnaka OCF. B yacTHocTn, NocpegHUKOM MOXeT
BbITb NPUMOXEHNE NOCTaBLLMKa 0bnaqHbIX YCryr.

Monb3oeatenb obnaka OCF vMeeT yyeTHble AaHHble Ans ayTeHTuduKaunm nonb3oBaTtens B obnake
OCF yepes cepeep aBTOpU3aLMW. Y4YeTHble AaHHbIe NPeacTaBnalnT cobor MMA nonb3oBaTens/naponb Uiu
aHanoruyHble JaHHbIe.

5.5.3 Peructpauua nocpegHuka B o6nake OCF

Mo onpeneneHHOM CXxeMe, HaNpUMep B3aunMogencTBYs C NONb30BaTENemM UM UCMONb3Ysi CTOPOHHUA Me-
XaHW3M, NoCpedHUK ayTeHTUduUMpyeT nons3osaTtens obnaka OCF Ha cepBepe aBTOpM3aUMK 1 3anpallvBaeT
Yy HEro TOKeH gocTtyna.

MocpenHuk permcTpupyeTcs, NpeaocTaBnas TokeH aoctyna B obnako OCF, KoTopoe npoBepsieT TOKEH
W co3fdaeT WAeHTUMUKATOpP NoMb3oBaTens, ¢ KOTOPbLIM CBA3aH nocpeHWK. Bce aksemnnsapbl nocpenHuka aAns
OHOro 1 TOro e nosfb3osaTensa obnaka OCF OygyT cBA3aHbl C OOHUM W TEM Xe MOeHTU(UKaToOPOM NoMb30-
BaTens. TOMHO TaK e OOWH U TOT Xe aeHTUdUKaTop NoNbL30BaTeNs MOXeT UCMNOoNb30BaTLCA AN Ha3HaYeHus
HECKOMNMbKMX YCTPOMCTB OOHOMY W TOMY Xe nonb3oBaTento obnaka OCF.

Bonee nogpobHo npueegeHo B 8.1.2.2, 8.1.2.3.

5.5.4 NogroToBKa ycTpoWcTBa NOCPEOHUKOM

MocpeaHnk NOAKMNYAETCAa K YCTPOUCTBY C MOMOLLLI 06bl4HbIX NpoueccoB OCF. 3aTtem nocpeaHuk 3a-
npawwusaeT y obnaka OCF TokeH goctyna gns npejocTaBnsaeMoro ycTporicTea, oBHOBNSAET Ha yCTPOWCTBE
pecypc oic.r.coapcloudconf, ncnone3aysi nonydyenHeln 13 obnaka OCF TokeH goctyna, URI obnaka OCF wu
UUID cbnaka OCF. MNocpedHWK MOXeT Takke yKkasaTb UMS cepBepa aBTopu3auuu. CrnegyeT OTMETUThb, YTO
YyNOMSHYTBI TOKEH AOCTyNna ACNyCcKaeTcs MCNOMb30BaTk TOMNBKO OAWH pas Ans NepBoHa4YansHoOn perncTpaumm
ycTpowncTea B obnake OCF.

Bonee nogpobHo npueegeHo B 8.1.2.3 (cM. Takxke [2], 7.5.2).

5.5.5 Peructpaums yctponcrtea B o6nake OCF

lMocne HacTpoWkM nocpegHWKom pecypca oic.r.coapcloudconf ycTponcTBo ycTaHaBnveBaeT TLS-
coeguHeHue ¢ obnakom OCF, ncnone3ys ana sanugauumn ceptudpukara obnaka OCF npegoctasnenHbin URI
W YCTAHOBMNEHHbIE NPON3BOOMTENEM YCTPONCTBA CEPTMMUKAT NPON3BOAUTENSA N CePTUdMKAT(bI) MPUBA3KM O0-
Bepus. CoyetaHue cepTudmkaTa Npon3BogWMTENSA YCTPOWCTBA M TOKEHa OOCTyna nonb3oBaTtensa obnaka OCF
rapaHTupyeT, YTo B3aumogencTene mexay obnakom OCF un yctpoiicteamu OCF bygeT npoucxoguTs B npege-
nax goMeHa nonb3oBaTtens obnaka OCF.

Ons peructpaumn B obnake OCF ycTpoicTBO oTnpaBnseTt 3anpoc Ha onepauuto UPDATE yueTHbIX
3anucei B obnake OCF, KOTOpbLIA COOEPXUT TOKEH AOCTYNa, NpefoCTaBNeHHLIN B pecypce oic.r.coapcloudconf.
Heobxogumo oTmeTuTh, 4YTo obnako OCF noggepXnBaeT YHUKaNbHbLIA 3K3EMMNNAP YYETHOM 3anncu Ans Kax-
00ro yCTponcTBa.

Ecnu onepaunsa UPDATE ycnewHo noateepxkaeHa, to obnako OCF HanpasnsieT otBeT Ha UPDATE, B
KOTOPOM MOTYT COAEepPXaTbCs OBHOBMNEHHbIE 3HAYEHWA TOKeHa AOCTyna U CBeAEeHWs O CPOKe OeNCTBUA 3TOro
TokeHa. Kpome Toro, obnako OCF Takke xpaHUT ngeHTUUKaTop Nonb3oBaTens, ¢ KOTOPbIM CBA3aHO YCTPOR-
cTBo. Bce Bo3Bpallaemble 3HAYEHUA OOMKHbI HALEXHO XPaHWUTLCA Ha YCTpoWcTBe. Bo3BpalleHHbIN ToKeH
OocTyna B pecypc oic.r.coapcloudconf He 3anucbiBaeTcs.

Mo oKOHYaHWK 3TUX OEWACTBUW YCTPONCTBO 3aperncTpupoBaHo B obnake OCF.

Bonee nogpobHo npueeneHo B 8.1.3 n 8.1.4 (cm. tarke [2], 10.5, 13.11, 13.12).

5.5.6 NMogknioveHue ycTponcTea kK obnaky OCF

YUT00bI paspelwnTs 0OMeH nHhopmaumen mexay yctpoicteom M obnakom OCF, ycTpoidcTBO oTnpasnseT
sanpoc UPDATE B pecypc ceaHca. MNocne npoeepku obnako OCF otnpasnseT oTBeTHoe coobLyeHne, B KOTO-
pOM YKa3sblBaeTCA OCTaBLUeecsi BpeMs XWU3HW COOTBETCTBYIOLLEro TokeHa goctyna. lNocne aToro ycTpomucTay
OOCTYMHO aKTUMBHOE COEAMHEHWE C BO3MOXHOCTEH 0BMEeHa gaHHbIMM.

MoopobHas nHdopmaunsa npueeneHa B 8.1.3, 8.1.4 (cm. Take [2], 13.12).

5.5.7 Nybnukauusa ccbINOK Ha KaTtanor pecypcoB ob6naka OCF

Mocne ycraHoBnenus TLS-coeanHeHust ¢ obnakom OCF ycTtponcTBOo npeactaensaeT (nybnukyet) pe-
cypchl B kaTanore B obnake OCF. OHW cTaHOBATCS OOCTYMNHBIMUW A5 NPOCMOTPa UMY NONy4YeHUs yaaneHHoro
goctyna (cm. 6.1.3.2, 8.2, a tarke [2], 10.5).

6
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5.5.8 CBA3b MeXay KNMEHTOM U cepBepoM Yepe3 obnako OCF

[na nony4eHWs gocTyna K cepBepy KNWEeHThI CreaykT npoueaype, NpyBegeHHon B 5.5.2, U pernctpupy-
toTca B obnake OCF aHanornyHo.

O6nako OCF obecneuMBaeT B3auMOOeNCTBUE MEXY BCEMU YCTPONCTBAMM Nonb3oeartensa obnaka OCF
Ha OCHOBE TOro, YTO OHW UMEIT OOUH 1 TOT Xe uaeHTUKUKaATop Nonb3oBarTens.

Korga knueHT npegnpuHMMaeT NonbITKY BbINONHUTE AENCTBUA MaHunynuposaHust pecypcamu (CRUDN)
no ccbinkam, pasmelLeHHsIM B obnake OCF, obnako OCF HanpaBnsieT COOTBETCTBYIOLLME 3aMNpoChl HA HYXXHOE
yCTpoicTBO. YcTponcTeo oTBedaeT obrnaky OCF, kotopoe 3aTteM nepefaet OTBET KAMEHTY. Takum obpasom,
B3aUMOZEeNCTBUE MPOMCXOOWT MO CXeMe KNueHT -> obnako OCF -> ycTpoicTBo -> obnako OCF -> knueHT
(cm. 8.3, 8.4 n [2], nogpazgen 10.5).

5.5.9 O6HoBneHUe coeguHeHna ¢ obnakom OCF

[o unv B MOMEHT UCTEHEHNA CPOKa AEWCTBUSA TOKeHa 40CTyna yCTPONCTBO 0GHOBMSAET CBOW TOKEH, OT-
npaenssa sanpoc UPDATE pecypcy o6HoBneHus TokeHa (cMm. [2], nogpasgen 13.13).

5.5.10 NpepbiBaHue coeguHeHun ¢ obnakom OCF

YTo6kl BHIVTK M3 B3aumMonencTeusa ¢ obnakom OCF, ycTpoiCTBO OTNpPaBNAET Ha pecypc ceaHca 3anpoc
UPDATE co 3HauyeHueM false ona cratyca Bxoga B cuctemy (login). 3Ta onepauusa He yoansieT U HEe YHUYTO-
}aeT Kakyl-nmbo uHdopmaunio 0 pernctpauuu ycTpolcTBa. YCTpOMCTBO MOXET NOBTOPHO BOWTK B 0bnako
OCF B noboi MOMEHT 40 MCTEYEHWUsI CpoKa AeNcTBMSA TokeHa goctyna (cm. [2], nogpasgen 13.12).

5.5.11 OTmeHa peructpauumn B obnake OCF

Onsa otmeHbl pervctpaumn B obnake OCF ycTpOWCTBO OTNpaBnsieT pecypcy YY4eTHOM 3anncn cooblue-
Hue 3anpoca DELETE, ykassieras cBoi TokeH goctyna. Oénako OCF oTnpaBnsieT oTBeTHOe coobLleHne, nosa-
TBEpXAawllee, YTO perucTpauunst ycTpoincTea bbina oTMeHeHa.

Y106kl NOBTOPHO NoaknunTees K 0bnaky OCF, ycTpONCTBO AOMKHO NOBTOPWUTE MPOLEaypyY, HadyuHasa ¢
NOArOTOBKM nocpegHukom (cm. 5.5.4).

Ha pucyHke 3 noka3aHa mallvHa COCTOSIHMI, KOTopas oTpa)aeT NocrnefoBaTenbHOCTL onepauuni, npea-
CTaBMNeHHbIX B HacTosAwem pasgene (cMm. 8.5 v [2], nogpaszgen 13.10).
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6 PecypcHas moaenb

6.1 KaTanor pecypcor obnaka OCF

6.1.1 KocBeHHoe oGHapyXeHWe NpU NOUCKe pecypcoB

KocBeHHOe obHapyxeHWe — 3TO Korga TpeTbsl CTOPOHA, OTNuYHasa OT obHapyKMBaloLero yCcTpomucTBa
u camoro obHapy»KeHHOro ycTpoWcTBa, COAeNCTBYeT npoueccy obHapy:keHus. TpeTbsi CTOpOHA, @ MMEHHO
katanor pecypcoB (RD), Tonbko npegoctaBnsieT MHOPMAaLMIO O pecypcax OT MMeHW YyCTPOMCTBA, HO He pac-
nopsiaeTcs pecypcaMu Ha 3TOM YCTPOUCTBE.

Ha pucyHke 4 obnako OCF gencTBYyeT Kak Katanor pecypcoB Ans yctpoicte A u D, koTopblie npuHagnexar
OOHOWM 1 TOW Xe y4eTHOM 3anvcu. YcTpoicTtea A n D nyBnwvkytoT nHcopmaumio o cBoux pecypcax B obnake OCF.
YcTponcTteo C, kOTOpoe TakKe NpUHAONeXuT TON e y4eTHON 3anucK, YTo 1 ycTpoicTea A u D, moxeT 3anpo-
cutb y obnaka OCF cBegeHnns o pecypcax yctporicts A m D.

O6nako O6nake OCF geicTeyeT Kak

OCF KaTanor pecypcoe ans
yctponcte An D

OnyGnukosaTh
OCF. :

B [oic/res

YcTpoiicTBo A ( ) ‘ \\
" 3anpoc
Cobinkm Ha \p\ﬁﬂa\ﬁy)xenua
pecypchbi N\
NN
Ony6rnkoBaTh OTBoTHE OCF.

{B /oicires) 3anpoc ob Yerpoiteteo C

obHapyxeHu

Cehinku Ha
pecypcul

OCF.
Yerpodcteo D

PucyHok 4 — HenpsiMoe obHapy»eHWe pecypcoB Yepesa KaTanor pecypcoe

KocBeHHOe oBHapyxeHue LenecoobpasHo B Tex cryyasix, Korga yCTPOMCTBA HAaXoOsTCsl B PasHbIX CETSX
1 TpebyeTca onTuMM3auma obHapyXeHus Ui maplpyTtuzauuy. [ocne Toro, Kak pecypcbl 0BHapyXeHbl ¢ no-
MOLLbIO HENpsMoro obHapyKeHus, nocrne 3anpoca K katanory pecypcoB AOCTYN K pecypcy OCyLLIeCTBNsAeTcs Ha-
MpSMYH NOCPEACTBOM 3anpoca, OTNPaBNeHHOro B KOHEYHYIO TOYKY, NPegoCcTaBneHHyH KaTanoroM pecypcas.

6.1.2 KaTtanor pecypcoB

O6nako OCF, koTopoe geACTBYeT Kak kaTanor pecypcoB (RD), y4acTeyeT B cregyowmx onepaumax:

- obHapyxeHue kaTanora pecypcoB (RD discovery) — npouegypa, C NOMOLLbK KOTOPOW YCTpOMCTBa
obHapyxuBatT katanor pecypcoB. B cnyyae obnaka OCF 310 gBNAeTCA NpAMbIM pe3ynsTaToM perncTpaumm
ycTponcTea B obnake OCF;

- nybnukauuma pecypcoB (Resource publish) — npoueaypsl, C NOMOLLBK KOTOPbLIX YCTPOWCTBA Ny6nuKy-
0T MH(pOpMaLUUMIo 0 pecypcax, T. €. CCbIMKK;

- aKcno3uuus pecypcos (Resource exposure) — yHKLMS, C MOMOLL LI KOTOPOM KaTanor pecypcos Yyepes
coBCTBEHHbIN KaTanor /oic/res NpefocTaBnAeT CCbIMKA Ha Pecypebl, pa3MeLleHHbIe Ha CTOPOHHKX YCTPOMCTBaX.

B kaTanore pecypcoB ucnonb3yertcs Tun pecypca oic.wk.rd, onpegeneHHsin B Tabnuuax 2 u 3. O6bnako
OCF, koTopoe nogaepXuBaeT BO3MOXKHOCTh HEenpsiMoro obHapyxeHusl, 4OMMKHO NpefocTaBnAaTe B Katanore
/oic/res akzemnnsp Tuna pecypca oic.wk.rd, 4ToBbl 06BSABUTE O TOM, YTO OHO BbINMOMHAET OYHKUMKM KaTanora
pecypcoB. Vicnonb3oBaHwe Tuna pecypca oic.wk.rd orpaHuyeHo Tonbko obnakamu OCF. YcTponcTtea bnvxai-
LLIero CeTEBOIO OKPY>XeHWH He JOMKHbI NPefocTaBnAThL TUMN pecypca oic.wk.rd.

OBHapyxuBaeMbll 3k3eMnnap oic.wk.rd JomxeH gonyckaTe TONbKO Ge3onacHble COeQUHEHWS, Takue Kak,
Hanpumep, koHevHas Todka OCF co cxemamu nogkmodeHns coaps wnu coaps+icp. [na nybnukaumm cceinok
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B Katanore pecypcoB /oic/res nybnukyLlee yCTPOWCTBO OTNpaBnsAeT B NpeaBapuTenbHO onpegeneHHsin URL
foic/rd 3anpoc UPDATE co cBovmMu ccbinkamu. OTBETCTBEHHOCTbL 3a TO, YTO B Karanore pecypcos onybnukosa-
Hbl KOPPEKTHbIE CChINKW, AOCTYMHBIE YEPE3 ero pecypc /oic/res, NeXuT Ha NyBnuKyLLEM YCTPONCTBE.

Tabnuua 2— OnpegeneHne Tuna pecypca oic.wk.rd

Mpensaputens- HaumeHo- HaoeHTudukaTop WHTepdelic CesizaHHoe
HO onpesenex- BaHWe Tuna Tuna pecypca OCF Onucaxve {‘byHKLMOH?ﬂbHOe
HeI URI pecypca (3HaueHue rt) B3aUMOAENCTBYE
foic/rd Kartanor oic.wk.rd oic.if.baseline | Tun obHapyxuBaemoro pecypca, ¢ no- | OBHapyxeHue
pecypcoB MOLLIbIO KOTOPOTO KaTarnor pecypCog:
- obecnevnBaeT ero obOHapyxeHne
1 NpeaocTaBnsieT KpUTEpPUN Ons ero
BbibOpa;
- NO3BONAET YCTPOWCTBAM NyONUKoBaTh
CCbINKW B Katanore pecypcos /oicires
Ta6nuua 3 — Caoiictea oic.wk.rd
Haume- Haume- Mpaewuno EnvHuua
HoBaHue HOBaHWe TGQHS:;' npmpcaoequ mgmep:- nZi):;“:a %?113:(; OnucaHue
cBouCTBa napametpa 3Ha4YeHus HWUA
CenexkTop sel Uenbin Het Het R Oa Mpeooctaenser kpuTepuu AnA
Bblbopa katanora pecypcos. Lle-
noe 4ucno B guanazoHe ot 0 oo
100, 3Ha4eHWe KOTOpPOro paccyu-
TaHO KaTanoroMm pecypcoB. Yem
MEHbLUE 3HAYEHWE, TEM NPeano-
YTUTENbLHEE KaTarnor pecypcoB

UToBbI HAMTK pecypcbl, pa3MeLLeHHble Ha OPYrUX YCTPOWMCTBAX, MOXHO 3aMpoCUTb KaTanor pecypcos
yepes ero pecypc /oic/res. YcTporAcTBO Npu nybnukalumMm pecypcoB MOXET NPefocTaBnsTe ANs pasMeLleHuns
B KaTarnore pecypcoB Kak MOMHbINA, TaK U YaCTUYHbIA NepedeHb cBOMX pecypcoB. Nocne nyGnukauum katanor
pecypcoB OT MMeHM onybnyMKkoBaBLLero yCTPOMCTBa OTBEYAET Ha 3anpock! Ha MCNonb3oBaHWe pecypcos. Cre-
LYET OTMETUTb, YTO B OTKPLITOM 3K3eMmnspe /oic/res NpUCcyTCTBYIOT TOMbKO YCTPOWCTBA, NPUHAANeKallue Tou
e YHEeTHOW 3anucuy, 4YTO M 3anpaluvBatollee ycTpoicteo. B obulem crnydae npu 3anpoce pecypcoB KaTanor
pecypcoB BeneT cebsa TOYHO Tak e, Kak noboi apyron cepeep, OTBeYas Ha 3anpockl kK pecypcy /oic/res.

6.1.3 Onepauuu kaTanora pecypcoe

6.1.3.1 OBHapyxeHWe KaTanora pecypcoB

Ha pucyHke 5 yCTpONCTBO, pecypckl KOTOPOro NpeanonaraeTcs UCnonb30BaTe COBMECTHO, cCHavyana pe-
ructpupyetcs B obnake OCF, B KOTOPOM pacnonoXeH KaTanor pecypcos, a 3atem nybrnukyet uHdopmauuo o
pecypcax.

KnueHT, kKoTopbIi BbINOMHSET oOHapy:KeHue pecypcoB Yepes katanor pecypcos obnaka OCF, ocyuwiecT-
BNsieT 3TO NOCPEeACTBOM OOHOAAPEeCcHOro 3anpoca K KaTtanory pecypcoB. Katanor pecypcoB, onpefeneHHbIA
B HacTOsILLEM cTaHZapTe, He NoAAEepPKMBAET UCMONb30BaHWE MHOroaApPeCcHLIX 3anpocoB Ans obHapyXkeHus
3K3EeMMMSPOB KaTanora pecypcos.

6.1.3.2 MNMybnukayusa pecypcos

ObLwwre nonoxeHms

Mocne BbIbopa kaTanora pecypcoB yCTPOMNCTBO MOXET nepenatbe MHOpMaLMIo 0 pecypcax B BbibpaH-
HbIW KaTanor pecypcoe, T. €. onybnukoeaTh CChINKKW M3 cOBCTBEHHOrO KaTanora pecypcos /oic/res B BeibpaH-
HbIW KaTanor /oic/res.

My6nukyloLlee YCTPOMCTBO AOMKHO MOMEYaTh BCe pecypchl, NyGnukyemble B KaTanore pecypcoB, kak
OoCTynHble Ansa obHapyxeHua (cm. [1], nyHKT 11.3.2). MuHMManbHbIl Habop pecypcoB, KOTOpble MyBnukyto-
Liee YCTPOMCTBO AOMKHO NMybnmKkoBaTk, — 3T0 0bsizaTenbHble 6asoBbie pecypchl /oic/d 1 /oic/p, a Takke pecyp-
Cbl, KOTOPbIE ONpeaeneHbl Kak obasatenbHble AMS 4aHHOTO Tuna ycTpoicTea. Momumo aToro obasaTenbHoro
Habopa nybnukylollee yCTPOMCTBO MOXET Takke nybrnukoBaTth U AONONHUTENbHbIE pecypckl. Mybnukyowee
YyCTPONCTBO LOMKHO NyBrnuKkoBaTh TONBKO Teé pecypckl, KOTOpPbIE UMEKTCS B ero coOGCTBEHHOM KaTanore pecyp-
coB /oic/res. MNMybnukyroLlee yCTPOWCTBO He JOMXHO nybnukoBaTe HeobHapyKMBaeMble pecypchl UNK pecyp-
Cbl, pa3MelleHHble Ha KakoM-nnbo Apyrom yCcTpoMCTBe.
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PucyHok 5 — OGHapy»eHuWe KaTanora pecypcoB M 3anpoc pecypcoB C MCMONb30BaHWEM KaTanora pecypcoB

Mybnukylollee yCTPOWCTBO OOMKHO OTBEYaTh Ha 3anpockl Ha obHapyxeHue cobCTBEHHOro pecypca
/oic/res Tonbko B TOM cry4Yae, ecriv He Bce ero AOCTynHble AMs 0bHapyxeHusi pecypcbkl onybnukoBaHbe! B Ka-
Tanore pecypcos.

Mybnukauna — nepegava MHgopMaLMm o pecypcax.

WHdhopmaums o pecypce MoxXeT BbITe onyGnukoeaHa ¢ nomouysio 3anpoca UPDATE, oTnpaBneHHoro B
npegeapuTensHo onpegenerHbln URL /oic/rd.

YCTpOWCTBO, Ha KOTOPOM pa3MeLlaeTcsa pecypc, MOXeT nybnukoeaTk B kaTanore pecypcoB MHgopma-
uunto o6 aToM pecypce, T. €. CChINKY, YKasblBaoLL Y0 Ha pecypc ¢ nomoLlbio 3anpoca UPDATE c Takol cebinkoi
B AaHHbIX. OnybnvkoBaHHas cchinka gormkHa BbiTk 4OCTYMNHA Yepesa kaTanor pecypcoB /oic/res.

Ecnu ycTpoicTBo NyBNMKYeT CCbINKY MMM CChIMKW BMepBble, OHO OMKHO oTnpaBuTe 3anpoc UPDATE
B pecypc /oic/rd kaTtanora pecypcoB. 3anpoc Co4epXuUT B JaHHbIX cnedylole napel napaMmerp—3HadeHue:

- di — ero 3HaveHue gomkHo bbiTe UUID nyGnukytoLlero ycTporcTBa, T. e. 3HaveHnem di /oic/d.

- links — ero 3HaveHnem ByaeT maccuB NMyBNUKyeMbiX CCbINOK. B ccbinmkax MOXeT OTCyTCTBOBaTh na-
pameTp ins, U B 3TOM Cry4ae 3Ha4YeHue KaX[oW CCbIfike NMPWCBOUT KaTanor pecypcoB. [1pegocTaBneHHbIn
KNMMEHTOM MapameTp ins MOXeT bbiTk NepeonpegeneH KatanoroM pPecypcos, T. €. Katanor pecypcoB MOXeT
MrHOpuMpoBaTk NpefocTaBneHHoe ins.

- ttl — ero 3HaveHue onpefensaeT BpeMs (B ceKyHOax), B TeYeHUe KOTOPOro KaTtanor pecypcoB OOMKeH
XPpaHUTb CCbINKY, oNybNMKOBaHHYO No 3anpocy nyGnuKkyoLLero ycTporncTea.

Heobxoanmo oTMeTUTb, 4T0 MH(POPMAaLMOHHOE HanoNHeHWe OOMKHO MMETh COOTBETCTBYOLWNIA hopmaT
KOHTeHTa application/vnd.ocf+cbor:

{

"di": "e6lc3ebb-9¢c54-4b81-8ce5-£f9039¢c1d04d4%",
"links": [
{
"anchor": "ocf://e6lc3ebb-9c54-4b81-8ceb5-£9039c1d04do"
"href": "/myLightSwitch",
"rt": ["oic.r.switch.binary"]
"if": ["oic.if.a", "oic.if.baseline"],
ety {"hm": 3.
"eps": [
{"ep": "coaps://[fe80::blde6]:1111", "pri": 2},
{"ep": "coaps://[fe80::bld6] :1122"},
{"ep": "coaps+t+tcp://[2001:dbB8:a::123]:2222", "pri": 3}
]
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"anchor": "ocf://e6lc3e6b-9¢c54-4b81-8ce5-f9039¢c1d04d9",
"href": "/myLightBrightness",
Nrgh: [Moie.yr:brighthess"];
mifd [Meodie . df.a; Moigc.if.baseline].;
e {("bm™s 3},
"eps": |
{"ep": "coaps://[[2001:dbB8:a::123]:2222"}
]
}
] r
"telt": 600

MepBoHavyanbHbIN 3anpoc katanora pecypcos UPDATE MoxkeT BbiTh yAOBNETBOPEH UMK OTKMOHEH KaTa-
norom pecypcoB. Ecnu, Hanpumep, 3anpoc UPDATE eknioyaeT B cebsi Kakme-nmbo CCbiNkn, KOTOpble He MOryT
ObITb paspelleHbl, TO 3anpoc AOIMKeH BbiTb OTKIIOHEH KaTanoroMm pecypcoB ¢ coobuweHnem o6 ownbke, Ha-
npuMmep «HeBepHbIA 3anpocy». Ecnu 3anpoc yaoBneTBOpeH, TO KaTanor pecypcoB OOMMKeH 0TNpaBuTb 0bpaTHo
Ha nybnukyollee ycTponcTBo oTBeT 06 ycnewHom BbinonHeHun UPDATE. NHdopmalMoHHOe HanonHeHue
OTBEeTa OOMKHO BKMYATh B cebs Ty ke nHpopmauumio, 4To 1 ucxogHeiin 3anpoc UPDATE, co cnegyowmmu
BO3MOXHbIMM OTAMYUAMM:

- AN Kaxao0W CCbIMKW Katanor pecypcoB AOMKEeH BKMIOYUTL B OTBET NapaMmeTp ins. Katanor pecypcos
OOIMKeH NPUCBOUTL NMapaMeTpy ins yHUKanNbHOe 3HayeHue, 0OHO3HAYHO UOEHTUdULMPYIOLEee OaHHYIO KOH-
KPETHYI0 CChIfIKY B €ro Maccuse CCbiIoK. Ecnu nyGnukytowee yCTPOMCTBO BKIIOYMIIO 3HAYEHMe ins B 3anpoc
UPDATE, To katanor pecypcoB MOXeT UCMONbL30BaTk ero Ao TeX Nnop, Noka oHO He BydeT cOOTBETCTBOBATL
Kakomy-nubo cyllecTByOLWEMY 3HAYEHUIO iNS B €0 MAaCcCUBE CChIMOK;

- 3Ha4yeHWe napameTpa ttl gomkHO BbITE NPUCBOEHO KATanoroM pecypcoB M BKMYEHO B oTBeT. KaTa-
Tor pecypcoB OO/MKEH UCMONb30BaTk 3Ha4YeHue, ykasaHHoe B sanpoce UPDATE, HO MOXET TalKe NMpUCBOUTL
napaMeTpy U MeHbllee 3Ha4yeHue, ecrnin OH He MoxeT obecrneynTb 3anpolweHHoe 3HadeHue til. Mo uctede-
HUW BpeMeHW, 3aJ4aHHOI0 NapaMeTpOoM, KaTasor pecypcoB AOMMKeH yaanuTb cebinkiu. YTobbl nogaepxusatb
CCbIMNKY B AEACTBUTENBLHOM COCTOSIHUMM, NyBrnukyloLee ycTpOWCTBO OOMKHO 0bHOBUTL ttl, ucnonkaysa 3anpoc
UPDATE

Katanor pecypcoB gomkeH 0ob6aBnATe HOBLIE CCbINKK B /oic/res U NpegocTaBnsTe MX B OTBET HA KOpP-
pekTHbIN 3anpoc pecypcoe RETRIEV:

{

"di": "e6lc3eb6b-9c54-4b81-8ce5-£9039c1d044d9",
"lipks®s [
{
"anchor": "ocf://e6lc3ebb-9c54-4b81-8ce5-£9039c1d04d9",
"href": "/myLightSwitch",
"rt": ["oic.r.switch.binarvy"],
mg e [Meodig df ey Moig.if.baseline®];
"p¥: {"bm": 31},
"eps": |
{"ep": "coaps://[fe80::blde]:1111", "pri": 2},
{"ep": "coaps://[feB0::bld6]:1122"},
{(Mep": Ycodpsttap:i/ 20071 :db8:a; 123] i2222", "priv: 3}

1
ins™: 11235

n

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£903%c1d04d9",
"href": "/myLightBrightness",

"rt": ["oic.r.brightness"],

"if"e [Meie.df.a"™, Yele.lf.baseline"],

I'lpll': {ubmn: 3}’
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]

llepsll: [

{Mep™sy “eoaps:/f[[2000 sdbBian 2123 ] 22221
1 .
"ins": 112358

el t%e 600

6.1.3.3 Qkcno3nuua pecypcoe
lMmnepccoinka /oic/res 1 n3BneyYeHne pecypcos
Mpouecc obHapy»xeHWst Ha ocHoBe /oic/res ansa obnaka OCF He nopgaep)KMBaeT UCNonb30BaHWe MHOrO-

FOCT P 71437—2024

aapecHO paccbinku. 3apermcTpMpoBaHHbIA KMUEHT MOXeT oBHapyXUTb pecypchl, 0TNPaBUB OQHOAAPECHOE
coobuweHne RETRIEVE B /oic/res. B oteeT Ha 3anpoc RETRIEVE ycTponcTBy (knMeHTy) BO3BpaLLanTCs TONb-
KO Te pecypchl, KOTOpble 3aperncTpUpoBaHbl MO TOW e YYETHOW 3arnuChio, YTO U KIUEHT.

Bsaumopgeincteue ¢ pecypcamMu, OﬁHapy)KeHHbIMVI C NOMOLWBK KaTanora pecypcoB, OCYLUeCTBNAETCA C

MCMOMb30BaHWEM TEX KE MEXaHW3MOB M METOLOB, YTO M C pecypcamu, 0BHapyKeHHLIMU MyTeM MoyYeHus
pecypcoB 4epes /oic/res yCTPOICTBA, HA KOTOPOM 3TW pecypchkl pasMeLlaloTcs, Hanpumep NoaKMiYeHueM K
NpenocTaBneHHOM KOHEYHOM TOYKE U BbINOMIHEHWEM Hapj pecypcom onepauuii CRUDN.

OTBet /oiclres 3anpawuearwouleMy KIUEeHTY BKMH4YaeT CCbINKW C NapaMeTpom anchor, cogepXxalnm

ngeHtudpukatop OCF URI. 31oT oTBET /0ic/res cogep:KUT OAMH MaccuB cehinok. Kaxaas cobinka gomkHa co-
JepxaTb «NpUBA30YHLINY napameTp, cogepxawwmn OCF URI, roe komnoHeHT aBTopu3auum <devicelD> yka-
3bIBAET Ha YCTPOWUCTBO, HA KOTOPOM pa3smMellleH LieneBoin pecypc.

[

Hanpumep, katanor pecypCcoB MOXeT BePHYTb KINTMEHTY CrieylLllee.

"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-cfb439fd7£49",
"href": "/oic/res",
"rel™: "self",
Trrty [Meicowk:resti,
Wi e [Mode AF 11%M. Yede 4F baseline]
Bt {YEmr 23,
"eps": [
{"ep": "coap://[2001:db8:a::b1d4]1:77777"},
{"ep": "coaps://[2001:db8:a::b1d4]:33333"}
]
"anchor": "ocf://88b7c7f0-4b51-4e0a-9%faa-cfb439£fd7£49",
"href": "/oic/d",
"rt": ["oic.wk:.d", "oic.d.fan"],
Wifts [Meoic:if-r%, Moic:if:baseline],;
Bp™s f"bm": 2}
"eps": [
{"ep": "coap://[2001:db8:a::b1d4]1:77777"},
{"ep": "coaps://[2001:db8:a::b1d4]:33333"}
]
"anchor": "ocf://88b7c7f0-4b51-4e0a-9faa-ctfhb439fd7£49",
"heaths M lolele™,
"rgMr [Moic.wk.p™],
"if": ["oic.if.xr", "oic.if.baseline"],
"pry A ¥baY: 3}
"eps": |
{"ep": "coaps://[2001:db8:a::b1d4]:33333"}
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"anchor": "ocf://88b7¢7f0-4b51-4e0a-9faa-cfb439fd7£49",

"href": "/oic/rd",

vEpn: [NEieowi: Bd%]s

"if": ["oic.if.baseline"],
"o": {"bm": 31,

"eps": [

{"ep": "coaps://[2001:db8:a::b1d4]:33333"}

"anchor": "ocf://88b7¢c7f0-4b51-4e0a-9faa-cfb439fd7£49",

"href": "/myFanSwitch",

Mgy [MEie Lt switeh.binany™] .

"if": ["oic.if.a", "oic.if.baseline"],
"o {Mbm": 3}

YepsMs |

{"ep": "coaps://[2001:db8:a::b1d4]:33333"}

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017¢aaB863989",
"href': “Joic/d";

Lepte [Mode Wik d™; Meic.d.light™]y

HifM"e [Meie.if. ", “ie.of. baseline"],

|lp|’|: {"bm”: 3}’

|lepS": [
{"ep": "coap://[2001:db8:b::c2e5]:666606"},
{"ep": "coaps://[2001:db8:b::c2eb]:22222"}

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",
"href“: ll/oic/pu,

TrEt: [Zoieowk. o™ s

"ifv: ["eiec.if,.r", M"gic.if.baseline"];
"p¥ {"bmM": 37,

"eps": [

{"ep": "coaps://[2001:db8:b::c2eb]:22222"}

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017eaa863989",

"href": "/myLightSwitch",

My [Mgdicsrs switehJbinaky’™]

"if": ["oic.if.a", "oic.if.baseline"],
"p™: {"bm®: 3%;

"eps": [

{"ep": "coaps://[2001:db8:b::c2eb]:22222"}

"anchor": "ocf://dc70373c-1e8d-4fb3-962e-017€aaB863989",

"href": "/myLightBrightness",
"rt" ["oic.r.brightness"],
"ifM"y [Mwic.at.a", Mgie.if.bageline™],

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru
CTpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-71437-2024

18 /40


https://gostexpert.ru?utm_source=pdf&utm_medium=68735
https://gostexpert.ru/gost/gost-71437-2024?utm_source=pdf&utm_medium=68735&utm_term=page

FOCT P 71437—2024

l‘pl‘: {lem": 3}’
l‘epSU': [
{"ep": "coaps://[2001:db8:b::c2e5]:22222"}

]
6.2 Pecypc CoAPCloudConf

6.2.1 O6wMe nonoxeHUn

Pecypc CoAPCloudConf npegoctaBnsaet nHgopmMaumnio o KoOHpUrypauum ana nogknioveHus Kk obnaky
OCF. JaHHbin pecypc MOXeT OblTb AONONHUTENLHO BKIOYEH B konnekuuio Easy Setup (oic.r.easysetup) u
Takum obpasom MCNONb30BaTLCA B MPOLIECCe NPOCTON HACTPOnKK, Kak onpeneneHo B OCF Wi-Fi Easy Setup.

Pecypc CoAPCloudConf gomxeH npefocTaBnsiTe TONbKO Be3onacHble KOHeYHble TOYKM (Hanpumep,
CoAPS) (cm. [1], pazgen 10).

Pecypc CoAPCloudConf npegoctaensaet nHdopmaumio o KoHdUrypauum Ana nogknioveHus K obnaky
OCF. 3710 onumoHanbHbI 0BHapyXWBaemblii pecypc, KOTOPbIA MOXKET ObiTb JONOMHUTENBHO BKMYEH B KOM-
nekuunio Easy Setup (oic.r.easysetup) n ncnonb3oeatbca B npouecce Easy Setup.

Pecypc CoAPCloudConf gonxeH nokasblBaTh ToNbko Ge3onacHble KoHeYHble Tovkn (Hanpumep, CoAPS)
(cm. [1], pazgen 10).

6.2.2 OnpegeneHune pecypca

Onpepnenerue pecypca CoAPCloudConf npuegeHo B Tabnuue 4.

Tabnuya 4 — Pecypc CoAPCloudConf

" CssasaHHoe
HaumeHoBaHve BEHTAHKETOR = DyHKUMOHANb-
Mpumep URI Tvna pecypca WuTepdeicol Onucanue
Thna pecypca fanasasmet) HOE B3auMo-
nevictene
/example/Coap CoAPCloudConf | oic.r.coapcloudconf oic. WMHdopmauns o OTcyTcTBYET
CloudConfResURI if.rw, oic. KoHdurypauuu ans
if. baseline NoaKNYeHNs K 06-
naky OCF.
MpepoctaBnaemeie
CBOICTBa pecypcoB
nepe4YncneHsl B Ta-
trnvue 5
OnpegeneHue TMNa pecypca oic.r.coapcloudconf npueeneHo B Tabnuue 5.
Tabnuuya 5— Onpegenenne TMNa pecypca oic.r.coapcloudconf
Haume- EnuHuLa
Hammen—loe.a- HOBaHWe Twn 3Ha- Mpaeuno Hamepe- Pexnm Ob6n3a- OnwcaHme
HWEe CBOWCTBa napa- YeHuns 3Ha4YeHus HUS Aoctyna TernbHO
mMeTpa
Wma cepse- apn String — — RW Het Wma cepeepa aBTopM3auuum,
pa aBTOpM- yepe3 KoTopbli Bbin mony-
3auun YeH TOKeH JocTyna
URL wuHTep- cis String uri — RwW Oa URL-agpec obnaka OCF
cdenica 06-
naka OCF
TokeH  po- at String | TokeH goctyna — wh Oa TokeH pocTyna, KOTOPbIA
cTyna npeacTaenaeT (Toneko B | BO3BpaLLAaeTcA  CEpPBEPOM
coboii cTpoky, UPDATE) | aeTopm3auuu unu obnakom
COCTOSALLYH OCF
KaK MUHAMYM
13 0fHOro
cvmBorna
15

GostExpert.ru
https://GostExpert.ru/gost/gost-71437-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=68735
https://gostexpert.ru/gost/gost-71437-2024?utm_source=pdf&utm_medium=68735&utm_term=page

FOCT P 71437—2024

OkoHYaHue mabnuubi 5

hamges EanHnua
HaumeHosa- HOBaHWe Tun 3Ha- Mpaewno Pexum Obsiza-
HWe cBoncTBa napa- YeHunsd 3Ha4YeHuns MSEEEB- ,ClOCTyﬂ'a TenbHO OnucaHue
MeTpa
UUID o6na- sid uuid — — RwW Oa WpeHTndrkaunoHHele AaH-
ka OCF Hble obnaka OCF
MocnegHun clec integer enum — R Het 0: 6e3 ownbok;
KoO owmnbKn 1: otBeT 06 owmbke ot OCF
BO BpEMS Cloud;
NoAroTOBKW 2: He yaanoch NOAKMKYNUTL-
obnaka ca kK OCF Cloud;
3: He yganock 0BHOBUTL TO-
KEH JocTyna,
4~254; 3ape3epBMPOBaHO;
255: HensBecTHas owubka
CocTosiHne cps string enum — R Het CocTosiHWe MoaroToBkM 06-
NoAroTOBKW naka gna yctpowctea. OavH
obnaka W3 BapMaHTOB!
uninitialized, readytoregister,
registering, registered, failed
) Token [ocTyna He BKIHOYEeH B nonesHyto Harpysky oteeta RETRIEVE. Moxet BbiTk Tonbko uensto 3anpoca UPDATE.

Ecnu 3HavyeHne nmapameTpa clec ycTtaHaBNMBaeTCs YCTPOWCTBOM, TO €0 HavarnbHbIM 3Ha4YeHneM Lor-
*eH BbITb «0» («Be3 ownbok»).

6.2.3 CocTosiHme obnaka, ynpasnaillee MalwMHOW COCTOAHUIA

6.2.3.1 O0wme nonoxeHus

MapameTp cps otobpaxaeT cocTosiHue permcTpauny yctponctea B obrnake OCF. BoamoxkHble cOCTOs-
HWA NpyBeOeHbl B Tabnuue 6.

Tatnuua 6 — CocrosaHus perucTpaummn ycTponcTea

3HaveHne OnucaHue
uninitialized YCTPOWCTBO HE MHULMANM3NPYETCA C UCnofib3oBaHemM MHopmMauumn 06 obnake OCF, K ko-
Topomy oHo BygeT nogknioyaTtees, T. €. He ycTaHoBrneHbl napametpel CoOAPCloudConf
readytoregister YCTpOWCTBO HACTPOEHO, HO HE 3aperucTpMpoBaHo B uenesom obnake OCF
registering YcTaHaBnNMBaeTCcs MW ycTaHoBneH ceaHc TLS, n yctporcTeo otnpasuno 3anpoc UPDATE B

/oic/sec/account n oxKMaaeT oTeeTa

registered YcTponcTBO nony4vno oTeeT 06 ycnewHoM 3aBeplweHun onepauun UPDATE B /oic/sec/
account
failed Ha ycTtpoicTee npousolien c6oi Bo BpeMsa NoarotoBkyM obnaka, Hanpumep YCTPOWCTBO He

nony4mno oteeT 06 ycnewHom 3aseplueHun onepauun UPDATE

Ha pucyHKe 6 nokasaH KOHEYHbIA aBToMaT ¢ NepexofamMn B 3aBUCMMOCTU OT 3Ha4YEHUs napamMmeTpa cps.

6.2.3.2 CocToaHMA perucTpaumnm

CocTosHue uninitialized

YCTpPONCTBO He BbINO HACTPOEHO NOCPenHMKOM, He 3afdaHbl 3HavyeHWUs napaMeTpoB cis, sid unu at Tuna
pecypca oic.r.coapcloudconf (T. e. TekyLlwee 3Ha4YeHne cis — 3To HepaspewumMbll URI, a 3HaveHwme sid — 3To Hy-
neeoit UUID). Bo3MOXKHO YCTPOWCTBO HAXOOMTCS B HA4anbHOM COCTOSIHUU. YCTPOWCTBO AOMKHO NeperTn B 3TO
COCTOSIHME B peaynbraTe cbpoca yCTPOWCTBa (KIMEHT C COOTBETCTBYHOLLMMW NPUBUNErMAMKU UNK HacTpoika OBT
pstat) B cnyyae, ecnuv He 3afaHbl NpefABapUTENBHbIE 3HAYEHWSA NAPaMeTPOB HACTPOMKKN. BeimonHeHWe onepauum
UPDATE ans nameHenus ceorctB pecypca CoAPCloudConf BO3MOXHO TOMBKO B COCTOSHUAX «HE UHULMANU3UW-
pOBaHO», «rOTOBRA K peructpauuny unu «He yaanocky» (uninitialized, readytoregister nnu failed).
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°
\“‘\' a"i 7

Y /CBpoc ycTpoiicTea
\ /
o
InitialStartState

e
/ YCTPOHCTEO He MMBST NpeBapHTeNbHOM!

| KoHdburypaLmu, KoTopyH0 HeobXoAMMO COBAEaTE © \\
| nomowsKd koHdMrypaumum cbnaka
b |

Uninitialzied ] \

|
YCTOHOBWTL [J1A CPS 3HausHue YcTpoiicTeo npeaBapHTensHC HECTPOBHD
uninitialzied , NpKHATL | € NoMoLLkio KoHEhUrypaLun obnaxa
KOHMIypaLio IMeHTa

IIJ
\ /
CoAPCloudConf, cxoHpUryppoaaHHbIR ) /
NOCPHAHAKOM /
N

V4
ReadyToRegister w

YGTaHOBHTE AN Cps .
aHg4eHWe readyloragister ——
\-.

;r-"f_-'-A)_7 .
— g
i

/ / \ o

Havars psmcTpauuio yeTpoicTsa, Y%

{ \ YCTaHOBMTL TLS-ceccHio,
L ( gg:l':“nf chpaceBasT keHdMrypaLmio ']W ompaauts UPDATE pacypcy N\
s \ foic/sac/account \
i \ \
Vi \
f{/ ¥ i'l
L Registering 1
{ Uninitialized
| BMaLIAaTAaNLCTRO NONLA0BATANS — |
| YETAHOBUTL ONA CPS aHaYeHWe |
{BHe guanazona) . ragistering, BLINONHATE f :acrrsgrn;;r:: I:’rn.n.auma--r
\ ____—\Npousnypy parMcTpaLmMM /
— < /
\ 7 o
Y // Mponaciuna owubka " ABTOMETHYECKOE MOBTOPEHHE NONBITKA \ 3aBapiLeHue ¢ OTEETOM /
\.“ | mpn parucTpayum - perMcTpaLMm *. Success Path /
Ny - M /
( Failed Registered
YCTaHOBWTE ONA CRE h
aHavaHue failad,

YCTAHOBWTL ANA Cps
MIpUAIAHY oM. B dec MJ

PucyHok 6 — KoHe4HbI aBToMaT COCTOSHMSA permcTpaumnm

Coctosanue readytoregister

YCTpoMCTBO ObINO HACTPOEHO MNOCPEAHNKOM C 3a4aHneM 3Ha4eHuin napaMeTpoB cis, sid u at Tuna pecyp-
ca oic.r.coapcloudconf, Ho nogknyenune k obnaky OCF oTcyTcTBYeET, M YCTPOWCTBO HE HAXOAUTCH B NMpoLec-
ce MOoAKMNKYeHns. YCTPOUCTBO MOXET HAXOAUTLCSA B 4aHHOM COCTOSIHMK W3HaYarnbHO. YCTPOUCTBO nepenget
B 3TO COCTOSIHME M3 COCTOSIHMA uninitialized nocne Toro, kak nNocpeaHWK HACTPOWT 3HA4YeHWs NapameTpoB
cis, at 1 sid B oic.r.coapcloudconf. YCTpoiMCTBO NepengeT B 3TO COCTOSIHUE B pesynbrate cbpoca ycTpoicTea
(3apaHwe KnMeHToM napameTpa pstat), ecnv 3agaHbl npegBapuUTeSibHble 3Ha4YeHUss NapamMeTpOB HacTPOMKK.

CocTosiHue registering

YCTpoWCTBO NepengeT B COCTOsSIHKME registering nocne MHMLMMpOBaHuUs yctaHoBrneHnsa TLS-coeguHeHmns
¢ obrnakom OCF. YcTpolCTBO O0MKHO NEPenTu U3 cOCToAHWUS registering B coctosiHue registered npu nony-
YyeHuW oTBeTa 06 ycnewHom 3anpoce UPDATE, oTnpaBneHHoro Ha pecypc /oic/sec/account. Ecnv Ha 3anpoc
UPDATE, oTnpaeneHHbI Ha pecypc /oic/sec/account, nonyyeH OTBET O HEYAA4YHOM 3anpoce, TO YCTPOUCTBO
OOMKHO nepenTun B coctosiHue failed, ecnu ToNbKO YyCTPOWCTBO HE MOBTOPUT MOMLITKY PErMcTpaulmny caMmocTo-

ATenbHo, otnpaBue 3anpoc UPDATE Ha pecypc /oic/sec/account. B 3ToM cry4ae yCTPOWCTBO OOSHKHO OCTa-
BaTbCHA B COCTOAHUU registering (cm. 8.1.4).
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CocTosiHue registered

YcTtponcTteo 3aBepilumno peructpauuio B obnake OCF, kak onpegeneHo B nyHkTe 8.1.4. Ecnu nocne
3TOro perucTpauusi ycTpoMCTBA OTMEHSIETCH B COOTBETCTBUM € 8.5, TO yCTPONCTBO NEPEXOAUT B COCTOSHUE
readytoregister.

CocTosiHue failed

Bo Bpemsa npoueaypbl permctpauun yCTporicTBo nony4uno oteet ot obnaka OCF o Heygaye, kak onpe-
geneHo B 8.1.4, 1 He NbiTaeTCcsi aBTOHOMHO BbINOMHWUTL NOBTOPHYI MOMbLITKY. YCTPONCTBO MOXET MMETb Kakue-
N1Bo CTOPOHHUE CpeacTBa UMM CXeMy BMeLLaTEeNbCTBA NOMb30BaTenNs, KOTopble Ans 06ecneyeHrsi BO3MOXKHO-
CTW MOBTOPHOM NOMbITKW NO3BOMNAKT NepeBecTy YCTPONCTBO U3 coctoaHus failed B coctosiHue readytoregister
WK cocTosiHKe uninitialized.

3HaueHne napameTpa clec, ecnu oHO JOCTYMHO, AOMKHO COAepXaTbk KOHKPETHY npuinHy cbos, n3-3a
KOTOPOTO YCTPOMCTBO OKa3anock B cocTosiHmK failed.

6.2.4 O6paboTka oWwKnbOK

MapameTp clec pecypca CoAPCloudConf (1. e. oic.r.coapcloudconf) ncnonb3yercs ans onpegeneHus
xapakTtepa owubK1, BO3HUKLLEN B NpoOLlecce HAcTpOWKu obrnaka npy noneiTke nogknio4veHns K obnaky OCF,
C MCNonb30BaHWeEM UHpopmMaL K, 3anonHeHHow nocpegHukoM B pecypc CoAPCloudConf. 3710 HeobazaTenb-
HbIM NapameTp, HO eCcN OH NPEeAYCMOTPEH peanu3alnen, TO ero 3Ha4yeHue ycTaHaBNMBAETCA YCTPOMCTBOM:

- YCTPOWCTBO AOMKHO YCTaHOBWUTL 3Ha4eHue 1-ro napameTpa clec, ecnn oHo nony4aet oteeT 06 owmnbke
oT obnaka OCF;

- YCTPOMCTBO AO/MKHO YCTAHOBUTL 3HavYeHue 2-ro napameTpa clec, ecnu npoucxoguT cbo NogKnoYeHns
k obnaky OCF, Hanpumep, OTCYTCTBME OTBETA, TalM-ayT,

- YCTPOWCTBO OOIMKHO YCTAHOBWTL 3HadeHwe 3-ro napameTpa clec, ecnu eMy He ygaeTcd OOHOBUTL
TOKEH JOCTyna, Hanpumep, ecni OHO nomny4yaeTt oTeeT 06 owunbke Bo BpeMa npouenypbl 06HOBNEHUS TOKEHA.

7 CeTb 1 BO3MOXHOCTH nogknw4yeHUA

Mexgy ycTporicteom 1 obnakom OCF yctaHaesnuaetcsi ceccus TLS (cm. [6]). Ceccus ycTaHaBnueaeTcs
nocne HacTPOWMKK YCTPOWCTBA, B cooTBeTcTBUM € 8.1.2.3.

8 PyHKuMoOHanbHOe B3anmMmoaencTBme

8.1 Bknwo4yeHue, NoAroToBKa U HacTpouka

8.1.1 O6wume nonoxeHnn

Ha pucyHke 7 npedcTaBrneHo B3aMMOOENCTBME MeXOy pasnuYHbIMW CTPYKTypamu B npouecce peru-
cTpauuu yctpoictea B obnake OCF. CeegeHusi o npouecce permctpauuy yctpoincTtea B obnake OCF npeg-
CTaBneHsbl B Tabnuue 7.

8.1.2 leWcTBMA NocpegHUKa

8.1.2.1 O0wue nonoxeHus

MocpeaHuk — 3TO cneuManuanpoBaHHas cnyxba, koTopasa Ucnonb3yeTca ANs NpegoCcTaBneHnsa pecyp-
ca oic.r.coapcloudconf n obecne4eHus NOAKMHOYEHUA aBTOHOMHOTO ycTporcTBa k obnaky OCF. MNogpoGHoe
onvcaHve nocpefHuKa NpMBedeHo B PYKOBOACTBE Mo npoctoi HacTporke OCF Wi-Fi.

MocpegHuk BxoguT B cocTaB OBT (MHCTpYMeHT agantauuu) U NoaToMy MoXeT BbiTb MCMONb30BaH Ha
nwbom ycTponcTee, Ha koTtopoM BHeapeH OBT. YcTpoicTBo MOXeT 0bmMeHMBaTbCA AaHHbIMK ¢ obnakom OCF,
ecnu OOBEPEHHbLIA NOCpefHWK aBTOPWM30Ban YCTPOWCTBO. YCTPOWCTBO WM MOCPEAHWK MOOKMHYaTCs Yepes
DTLS, ucnonb3ys y4yeTHble faHHble u3 /oic/sec/cred.

B pamkax nogroToBkW YCTpOWCTBA MNOCPedHUWK B NpefocTaBnsgemMoM YCTPOWCTBOM pecypce
oic.r.coapcloudconf 3agaeT cnegytoLLy o UHOPMaLMIO:

- 3Ha4eHne URL-agpeca obnayHoro uHtepdpeiica OCF (cis);

- 3Ha4veHne OCF obnaka OCF (sid) (ana npoeepku noanuMHHOCTK obnaka);

- TOKeH gocTyna (at), npoBepeHHbIn obnakom OCF;

- HeobA3aTenbHOE 3HA4YeHWe: UMs NocTaBLUMKa aBTopu3aunn (apn), Yepesa kotopoe Bbin Nony4YeH ToKeH
goctyna.

Ecnu B npouecce peructpauuv u ayteHTudukauum yctporctea B obnake OCF Bo3HMKaeT owwunbka,
TO NOCPEAHWK, YTOBbI MONMy4YMTb NOACKAa3KY OTHOCUTEMLHO MPUYUHbBI OLNOKKM, MOXET MNOMY4YMTb 3HA4YeHWe na-
pameTpa clec, ecnu OHO peann3oBaHO Ha YCTPOWCTBE pecypcoM oic.r.coapcloudcont.
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War Onucaxune
1 AMS npepocTaenseT 3anucy ynpasneHns OCTYNoM AnA HOBOIO YCTPOWCTBA M OAHOPaHIOBLIX YCTPOWCTB
2.3 MocpenHuk nony4yaeT MHOPMaLKUKD U NONHOMOYUA nonb3oBaTtensa obnaka OCF
4 [NocpeaHWK NpegocTaBnsaeT yYeTHbIE AaHHbIE YCTPOMCTBY ANA NoakniyveHns Kk obnaky OCF
5,8 YeTpouctBo nogkniovaetcs K obnaky OCF ¢ mncnonb3oBaHueM cepTudmkata npoussoautens. Odnako
OCF Bo3BpallaeT YCTPOWCTBY YHeTHbIE AaHHble, KOTOPbIE UCNOMNb3YTCA AN NOCMNeayoLLero nogknye-
Hus Kk obnaky OCF

8.1.2.2 ABTOpM3auuMa nocpegHMKom nons3oeatens obnaka OCF

[MocpenHUK MCcnonb3yeT MexaHU3Mm aBsTopu3aunn nonb3oesaTens, nossonsowmnn obnaky OCF npoeepatb
aeTopusaumio nonb3oBatens obnaka OCF v nonyyatb naeHTUMUKaAUMOHHbIE AaHHbBIE Nofb3oBaTens obnaka
OCF. lNocTaBLuKy apTOpM3aL MM OOMKHEl JOBEPATE Kak nons3oeartens obnaka OCF, tak u camo obnako OCF.
[ns nonyyeHwss TOKeHa 4OCTyna B Ka4ecTBe (DOpMbl aBTopM3auuu oT nonb3oBartens obrnaka OCF yepes no-
CTaBLIMKA aBTOpU3aLMM NocpenHuk MoxeT ncnons3orate OAUTH 2.0 (cm. [4]) unu gpyroi mexaHuam ayTeH-
TUpUKaLMKM NonNb3oBaTens. Takaa aBTopu3alusa npecnefyeTt pasnuyHble Lenu.

Bo-nepBbix, aBTOpM3aumnsa nokasslBaeT cornacue nons3oeatensa obnaka OCF Ha nogknoyeHue nocpes-
Huka K obnaky OCF. Bo-BTOphIX, aBTOpM3auus UCNONb3yeTca Ans MOoNyyYeHua MHopMaumuM NS NpyMBSA3KK
YCTPOWCTB K KOHKpPeTHOMY nons3oeatento obnaka OCF.

MexaHn3am aBTOpU3aLMM NOMb30BATENEN MCNONL3YETCA ANS OOCTUXEHUSA CredyLWnX Lenein:

- Nony4YeHWe ToKeHa AocTyna, noaTeepxaeHHoro obnakom OCF;

- aBTOpU3aLua nonb3aoBaTensa obnaka OCF yepes nocTaBLUIMKa aBTOPM3aLIMK, YTO O3HAYaET cornacue Ha
nogkntoveHne k obnaky OCF.

Ecnu nonb3osartens obnaka OCF ncnonbayeT elle v ApYroro NOCpeqHuKa, TO BO3MOXHO MOMyveHue
HOBOIO TOKEHA JOCTyNa OT NOCTaBLLMKa aBTOPU3aLIUM.

YTtobbl ycTaHoBUTE TLS-coeguHeHune, nocpenHuk nogknodaeTtcs kK obnaky OCF, ncnonssys npegocTtas-
NEHHbINA NOCPegHUKOM cepTudukar.

Mpwn nepBoM NOAKMHYEHUN NOCPEaHUK HaYMHaEeT npouecc peructpaumm B obnake OCF. [ina perucTpa-
uum B obnake OCF nocpegHuk npegoctaensaetr obnaky OCF TokeH gocTyna nocpenHuka, MonyyYeHHbIn oT
nocTaBllMKa aBToOpMU3aLnn.
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3atem obnako OCF npoBepseT TOkeH 4OCTyna y NocTasLiuKa aBTopmM3aunn. Ecnm noctaBLUMK aBTOpK-
3auMK ycnewHo NoaTBepXaaeT TOKeH A0CTyna, TO OH BO3BpalwaeT uHdopmaunio 0 nonb3oBarterne obnaky
OCF, koTopoMy npuHaanexuT TokeH goctyna. Obnako OCF reHepupyeT yHUKanNbHbIA TOKEH JOCTyna Ans
nocpeaHuKa, KOTOPbI MOoXeT BblTb Kak MCXOAHbIM TOKEHOM A0CTyna OT NocpefHuKa, Tak U HOBLIM TOKEHOM
OOCTyna, U B TAKOM CINy4Yae Npu perncrpauuu nocpefHUKOM 3TOro nons3oBatens obnaka OCF emy npuceau-
BaeTcs naeHTudukaTop nonb3osartens (napameTp uid pecypca oic.r.account). MoeHTudunkaTop nonesosarens
NCNOMb3yeTcs B AanbHENLWeM B Ka4eCTBE YHUKaNbHbIX NAEHTUMUKALMOHHbIX AaHHbLIX NoNnb3oBaTens obnaka
OCF. Bce akzeMnnsipbl nocpegHuka ans ogHoro WM Toro xe nonb3oeatensi obnaka OCF BygyT ceasaHbl ¢ oa-
HUM U TeM e WOeHTUdMKATOPOM Nonb3oBaTens. 3Ta UHopmalma BO3BpaLlaeTca NocpefHMKy Yepes TLS-
coenunHeHre. Bo3BpalleHHbie TOKeH AOCTyNa U naeHTUgUKaTop nonb3oeatens ucnonsaytTtea obnakom OCF
ana uaeHTudprkaumm nocpenHvka. B nocnegywowimx B3aumogencTeuax ¢ obnakom OCF nocpegHuk 6yget
MCMOMNb30BaTb MMEHHO 3TOT BO3BpAaLLEHHbIA TOKeH JocTyna.

Mpwn perncTpaunm Yepes ogHOro M TOTO e NocpeaHuKa Bce pernctpupyemble B obnake OCF ycTtpolicTea
nony4atoT ot obnaka OCF oauH 1 TOT e naeHTuduKaTop nonbL3oBaTens.

8.1.2.3 lMNoaroToBKa ycTpoWcTBa NOCPEOHUKOM

Lo Havana BzaumogencTeusa nocpenHuka ¢ obnakom OCF ons npegeapuTensHON perucTpaumnm yeTpoi-
ctea B obnake OCF nocpeHUK NpoXoauT npouenypy naeHtudukaumm (cm. 8.1.2.2), nocne ycneLHoro npoxox-
LEHWA KOTOPOW NocpeaHuK MoxeT 3anpocuTb obnako OCF ceasath ycTpoictea OCF ¢ atum ugeHtudpmkarto-
pom nonb3osartens. Ytobel sapernctpupoBaTth ycTpoicTBo B obnake OCF, nocpegHuk cHavana sanpawmvsaeT
13 obnaka OCF TokeH goctyna gns ycTpowcTea. [ns nony4yeHns TOkeHa 4ocTyna Ana yCTPOUCTBa NoCpeaHuK
MoxeT npepocTtaBute obnaky OCF UUID ycTpoiicTea, T. €. 3HavyeHue napameTpa di /foic/d ycTponcTea.

3atem obnako OCF Bo3BpallaeT yHUKanbHbIA Ana ycTpocTBa TokeH goctyna. Obnako OCF xpaHuT
Tabnuvuy cOOTBETCTBUA NPeSOCTaBMNeHHbIX NocpeaHUKom TokeHoB goctyna v UUID yctpolicTte. Bo Bpems pe-
rMcTpaumm yctponctea obnako OCF npoBepsieT ToOKeH A4ocTyna v ycTaHaBnmBaeT ceaHc TLS ¢ ycTpoicTBoM
¢ cooTBeTcTBytowmm UUID. Ecnuv TokeH goctyna ans yctpoincTtsa bein cosgaH He obnakom OCF, To obnako
OCF Tarkke MOXeT BO3BpaLLaTb MMS NOCTaBLLMKa aBTOpM3aLMK1, CBA3aHHOe C TOKEHOM 4OCTyna.

lMocpenHuk nepefaeT 3TOT TOKEH AOCTyMa ycTpoicTey (napametp at) nocpeacteom 3anpoca UPDATE
ans obHoBNeHUa pecypca ycTpolcTea oic.r.coapcloudconf (cM. pucyHok 8). MNpenocTaBneHHbIN TOKEH OOCTY-
na JOMKeH paccMaTpuBaThCs YCTPOWCTBOM Kak TOKeH AocTyna Tuna Bearer, kak 310 onpegeneHo B [7]. Kpome
Toro, nocpenHuk Taikke nepeaaet URI obnaka OCF (napameTp cis), KOTopblid MoxeT BbiTb nnMbo HacTpoeH
npepeapuTensHo, NMbo NpegocTaBneH nocpegHuKy nonb3oBaTteneM obnaka OCF. 3atem gns naeHtudmka-
uum obnaka OCF nocpegHuk nepenaet UUD obnaka OCF (napametp sid). Ecnv obnako OCF BmecTe ¢ Toke-
HOM [0oCTyna Ans yCTPOWCTBA TakKe BEPHYNO UMS MOCTaBLMKE, TO OHO TOXe nepefaeTcs NocpegHUKOM Ha
yCTPOWCTBO (NapameTp apn oic.r.coapcloudconf).

MoopobHas uHhopmaums o 3anonHeHun 3anvcen ACE2 Ha ycTpoicTBe Ons paspelueHns nonyyYyeHus
sanpoca CRUDN ot nocpegHuka n obnaka OCF npusegeHa B [2], nyHKT 7.5.2.

B Tabnuue 8 npueeneHa bonee nogpobHasa nHopMauus, CBA3aHHas C NpoLECcCoM.

Bonee nogpobHasn MHGOpMaLMs Mo CONOCTABIEHUI0 CBOMCTB Mexay yCTPOoAcTBOM 1 obnakom OCF npu-
BeaeHa B [2], nyHKT 7.5.2.

8.1.3 NogknioveHue ycTponcTea K obnaky OCF

Mo 3aBeplUeHWM MOAroTOBKW ycTporcTea (cM. 8.1.2.3) U nocne nepexoga YCTPOWCTBA B COCTOsIHUE
RFNOP (ecnu Tonbko oHo elle He Haxogutcs B RFNOP) ycTpoicTBO JOMKHO yCTaHOBMTL TLS-coeauHeHue ¢
obnakom OCF (cm. [2], pasgen 10).

YeTpoi-
o

| YeTaHoaneHs BesonacHoe cosaMHeHME MeXay NOCPeAHUKOM W YCTPORCTEOM 'ﬁ

11 UPDATE (OBHOBMTL) /example/coapdoudconf (at: <ACCESS_TOKEN=, apn: <AUTH_PROVIDER>, cis: <SERVER_URL>, |
| sid:<QCF_CLOUD UUID>} N

f—

|
' 2 Omer UPDATE !
<

nOGPEAHHKI y‘;‘;‘;ﬁ' .

PucyHok 8 — MoaroToBka ycTporncTBa NOCPEAHNKOM
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Ta6Gnuuya 8 — [MoaroToBka yCTpOMCTBA NOCPEAHUKOM

Deiictene Onucaxne

1,2 MocpeaHuk obHoBNAET pecypc oic.r.coapcloudconf B ycTpoicTee, aobaBnsas MHGopmauuo o
KOoHdUrypauun, 4Tobbl NO3BONUTE YCTPOMCTBY NogknodaTteea k obnaky OCF

Ecnu ayTeHTudukaumMsa ons yctaHoBrneHus ceaHca TLS He Bwina ycnelwHoi, To napameTp clec pe-
cypca oic.r.coapcloudconf Ha ycTpoWcTBe M ecrnM 3TO NOALEPHKMBAETCA YCTPOWCTBOM AOIMKHO BbiTh 06-
HOBMNEHO B COOTBETCTBUM co cboem. Ecnu ayteHTudmMKauma npowrna ycnewHo, To YCTPONCTBO U obnako
OCF yctaHaBnuBatoT 3alMdpoBaHHOe COeAWHEHNE B COOTBETCTBUM C COMMacoBaHHbLIM Habopom wndpos.
Kpome Toro, ecnu TLS-coeaunHeHne noTepsHo nz-3a cbod, napameTtp clec pecypca oic.r.coapcloudconf Ha
YCTpPOWCTBE, €CNK 3TO NOAAEPXKUBAETCHA YCTPOWCTBOM, AOMKHO ObiTb 0DHOBNEHO 0O 3HAYEHUS COCTOSHUS
cbosq (3HaueHue «2»).

Ecnu TLS-coeguHeHue notepsiHo u3-3a cbos unwn 3akpbito obnakom OCF, T0 oHO MoxeT ObiTb BOccTa-
HOBINEHO NOCPEACTBOM BbINMOMHEHWA Mpoueayp ayTeHTudukauum (cm. [2], pasgen 10). YcTpolAcTBO MOXET no-
NbITaTbCA BOCCTAHOBUTL TLS-coeguHeHne aBTomaTu4ecku, nmbo ans NOBTOPHOW NOMbITKA ycTaHoBnexnms TLS-
COe[MHEHUS1 YCTPOMCTBY MOXKET noTpeboBaTkesa Kakoe-nnbo AedCTBUe NonbL30BaTens.

8.1.4 Peructpauus yctpoicTea B o6nake OCF

O6nako OCF xpaHuT u obHoBnsieT Tabnuuy uaeHTUUKATOPOBR Nonb3oBaTener (napameTp uid pe-
cypca oic.raccount), UUID ycTpoiicte (napametp di pecypca oic.r.account) 1 TOkeHoB gocTyna (napameTtp
accesstoken pecypca oic.r.account). MocnegHuin napameTp AnNs ayTeHTUdMKaumMn ycTpolcTB, NogKnkYato-
wmxecs k obnaky OCF, nony4yaeT To e 3Ha4yeHue, 4To M napameTp at, nony4eHHbIn U3 oic.r.coapcloudconf.

Mocne Toro, kak TLS-coeguHeHme ¢ obrnakom OCF ycTaHOBMNEHO, YCTPOMCTBO AOIMKHO 3aperncTpupoBaTh-
ca B obnake OCF, otnpaeme 3anpoc UPDATE B /oic/sec/account B COOTBETCTBMU C ONpeaerneHHon ponks pe-
cypca besonacHocTty (cM. [2], nogpasznen 13.10). O6nako OCF nocnenoeatensHo cBA3biBaeT TLS-coeanHeHne
C COOTBETCTBYLWUMN napameTpamu uid u di, ykazaHHbIMKW B pecypce /oic/sec/account/. Mpw pernctpauumn Yepes
nboro NocpegHuKa, CBA3aHHOIO C 3TUM WMAEHTU(MKATOPOM MONb30BaTENs, OPYrOMYy YCTPOWCTBY, PErncTpu-
pytowemycs B obnake OCF, HazHa4yaeTcs TOT e naeHTudukaTop nonb3osatens B obnake OCF. Pervctpaums
YCTPOWCTBA NO3BONAET KNMEHTY Norny4yaTk OOCTYN K TeM pecypcam B obnake OCF, koTopble accouuMupoBaHbl ©
MOeHTMUKATOPOM MONbL30BaTENs, COBNaAanLLMM C MAEHTU(UKATOPOM MONb30BaTENS KIIMEHTA.

Ecnwu 3HaueHus napameTpoer B 3anpoce UPDATE ansa /oic/sec/account He COOTBETCTBYHOT 3HAYEHUAM
napamMeTpoB, NpeaocTaBneHHbiM nocpeaHuky obnakom OCF, obnako OCF gonxHo 3akpblTe TLS-coeguHeHne
¢ ycTponcteom. CnenyeT yuntbiBaTh, 4To 0bnako OCF MoxeT Takke BbINOMNHATL 4ONOMHUTENBHbIE O8ACTBUS,
Hanpumep oTNPaBUTL 3NEKTPOHHOE NUCBEMO nonb3osaTtento oonaka OCF gns gononHUTensHOM NPOBEPKU NpK
perucTpauumn ycTponcTea.

Ecnu 3anpoc UPDATE npuHaT obnakom OCF, To oteeT obnaka OCF 6ygeT B COOTBETCTBMM C POMbLH
pecypca (cMm. [2], nogpazgen 13.10).

3HayeHne napameTpa accesstoken, BosBpallaemoe B oTeBeTe Ha 3anpoc UPDATE, moxeT ObiTh Aei-
CTBWTEINbHLIM B TEHEHWE OrPaHMYeHHOro neproaa BpemMeHun. B aToM cnyyae yCTPOWCTBO MOXET MCMNOMNbL30BaTh
pecypc /oic/sec/tokenrefresh ons obHOoBNEHUs TokeHa JOCTyna A0 UCTEYEHUs CpoKa AeWCTBUSA TOKeHa AOCTY-
na, KOTOpbI onpenenseTca 3Ha4eHWeM napameTpa expiresin.

Mo 3aBepLUeHUN perucTpaumMn YCTpOMCTBa OHO OomkHO oTnpaeuTe 3anpoc UPDATE B /oic/sec/session
(cm. [2], nogpa3gen 13.11), uTobbl obecneunTs NogaepaHue ycTtaHoBneHHon TLS-ceccumn anga nocnegytoLle-
ro B3aMMOAENCTBUSA ¢ KaTanorom pecypcos obnaka OCF, B cooTBeTCcTBUK C 8.2.

8.2 NMy6nukauuna pecypcoB

Obnako OCF npepocTaBnsieT kaTanor pecypcoB, kak 3aTo onpegeneHo B 6.1. MNocne peructpauuu
ycTpoiicTea B obrnake OCF ycTpoiicTBo JomkHO onyb6nuMKoBaTe CBOM pecypchl B KaTanore pecypcoB obnaka
OCF B cOOTBETCTBUM C BhILLEONpPEAeNeHHbIMM NpoLleaypamu. YcTpoiicTBo 1 o6nako OCF nogoepxuveatoT no-
cTosiHHoe TLS-coeaunHeHne, No KOTOPOMY NepeaarTcs 3anpockl ycTporicTea K obnaky OCF.

O6nako OCF obecne4mBaeT BHYTPEHHIOW CBA3b MeXAy onybrnvkoBaHHOW WHGOPMaUUEen O KOHEYHOMN
TOYKE YCTPONCTBA W MHhopMaLMen 0 KOHEYHOW To4Ke, KoTopyto oHo (o6nako OCF) npegocTaBnseT B cobinkax
B kaTtanore pecypcos obnaka OCF. KoHeuHas Touka, npegoctaBnaemasn obnakom OCF ansa kaxgoro na ony-
OrvKoBaHHLIX B HEM PECYpPCOB, NpuHaanexuT camomMy obnaky OCF, a He nybnukyioLlemy ycTpORCTBY. OTH KO-
HeYHble TOUYKM MCNOoNb3yT cxeMy coaps+tcp. Cebinku B kaTanore pecypcos obnaka OCF upgeHTuduumpyoTcs
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TOMbKO MO y4eTHOW 3anucu nons3oeartens obnaka OCF (ngeHTudmkatop nonb3osartens). Hanpumep, 3aperu-
CTPUPOBAaHHbIE CCbINIKK BO3BPALLAITCA KMMEHTY UCKITIOYUTENBHO C TEM Ke MOAEHTUMUKaTOPOM Nonb3oBaTens
1 He BO3BpallalTcs kakomy-nubo apyroMy KNWeHTy ¢ APYTMM WAeHTMdUKaTopoM nonb3oBaTens.

HekoTopasl HeoAHO3HaYHOCTE BO3MO3KHA, KOTA4a pasHble 3K3eMnnspbl YCTPOWCTB OT OQHOMO W TOro Xe
nocTaBsLlMka NybrivkyoT CBOM pecypchl (HanpuMep, HeCKONbKO UCTOMHWKOB CBeTa). 3Ta cuTyauusa CBs3aHa C
TeM, 4YTo fnokanbHblid napameTp ccbinku href, npegocTaBnaeMelil KaTanorom pecypcoB, ckopee Bcero, 6yaet
OAVHAKOBbLIM B KaKOOM M3 3TUX cnydaes. YTobbl n3bexaTe 3TOM HEOQHO3HAYHOCTK, KaTanor pecypcoB 4or-
*eH fobasnaTe B Havano nybrnvkyemon ceeinku href UUID ny6Gnukyrowero yctpoincTtea. Takum o6pasom, 4ns
nwboro 3anpoca, nony4yeHHoro obnakom OCF, bynet nonydeH yHukansHeli URI ony6nukoeaHHoro pecypca.

Ha pucyHke 9 npuBeneH npumep, npeactasneHHoro yetpoicteoMm UUID-ugeHTUdMKaTopa.

2 Oteer Success

&
-

= Kartanor pscypcos
YeTpoid-
i obnaka OCF

| |

A
WpeHTMduKkaTop yoTpoiicTBa: % |
£8b7-c710-4h51-400a-Bfaa-cfh426fd 7149 :

| |

| 1

I I

! POST foicird |

! [Mlinks": [{"anchor": "ocf://88b7-c7f0-4b5 1-dela-9faa-cb429fd7149", I

: 1 "href":"/myLightSwitch", "rt ":["oic_r.switch.binary"], "i"":["oic.if.a","oic.if.baseline"], :

i "p™: {"bm": 3}, "eps™: [{"ep": "coaps:/[fe80::b1 d6]:22222"]}] i

: >

I I

) ]
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PuncyHok 9 — lMyBnukaumna pecypcos B obnake OCF

8.3 PerncTtpauua knueHTa B obnake OCF

PerMCTpMpyﬂCb B obnake OCF, BbICTYyMNawuwlee B pOrn KrnneHTa yCTpOI:’iCTBO BbIMOJTHAET TE Xe npoueny-
Pbl, 4HTO U YCTDOPICTBO, BbICTyMnarwLuiee B porin cepBepa. Takon KNMeHT CBA3aH ¢ VI,D,EHTMCbMKaTOpOM none3oBa-
Tensa Taknm Xe 06p330M, KaK U cepBep CBA3aH C TEM XKe VI.E!EHTI/ICbMKaTOpOM nonb3oBartens.

8.4 OBHapyxeHuWe pecypcoB

UTo6bl 06HapyXWTL pecypchl, onybrnvkoBaHHble B obnake OCF, ynaneHHoe ycTpoCTBO MOXET 3anpo-
cuUTb pecypc /oic/res. Katanor pecypcoe obnaka OCF oTBeuaeT cchinMkamMu Ha pecypchl, onybnvKoBaHHbIe B
o6nake OCF ycTporicTBaMu, KOTopble 3apernctpuposaHsl B obnake OCF ¢ Tem xe ngeHTudukatopom nonb-
30BaTens, 4YTo u yganeHHoe YCTpoihCcTRO. [lapaMeTp CChifMKK eps B OTBETe /oic/res npegHazHadeH Ana obnaka
OCF, a He ansi nyGnukyLwero ycTporncTea.

Ha pucyHke 10 nokasaH npouecc obHapyxeHus pecypcos. Crnegyet obpaTtuTe BHUMaHKE Ha TO, YTO Npu
3anonHeHuu href (8 gaHHom cnydae oic.r.switch.binary) B cooteBetctBum ¢ 8.2 gpobasnsietca UUID uenesoro
yCTpOWUCTBA.

Obnako OCF pencTByeT Kak MpoOCTOM MPOKCU-CepBep, Mepechinas coobileHus Ha nybnukywlime
yCcTponcTea. YoaneHHoe ycTpolcTeo otnpaenseT 3anpoc RETRIEVE B obnako OCF gna nonyueHusa cogep-
*uMmoro onybnrkoBaHHbIX pecypcos cepsepa. Obnako OCF HanpaBnsieT cooblieHre Ha Lenesoe YCTPOWUCTBO
nocne npegeaputeneHoro yganeHus UUID yctpoicTtsa, KoTopbld Obin gobasned k napameTtpy ccbinku href
katanorom pecypcoe obnaka OCF. Takum o6pazom u gpyrne 3anpocsl CRUDN, MHULMWPOBaHHbLIE KITMEHTOM,
nepeHanpasnaTca Ha cepBep Yyepes obnako OCF. MNMy6nukylwee ycTpoicTBo obpabaTbiBaeT nepeHanpas-
NeHHbIN 3anpoc Kak 3anpoc oT obnaka OCF. [Ny6nukytolllee yCTPOMCTBO aBTOPM3YeT 3anpoc (cM. [2]), ucnons-
3ya UUID obnaka OCF, aagaHHbIn B napameTpe sid pecypca oic.r.coapcloudconf. Nybnuvkytoliee ycTponcTeo
oTnpaenseT oTBeTHoe coobuleHve B obrnako OCF, a o6nako OCF nepecbinaeT OTBET KMMEHTY, OTNpaBUBLLEMY
COOTBETCTBYIOLWMIA 3anpoc. Ha pucyHke 11 nokasaHa mapLupyTusaums 3anpocos Yepes obnako OCF.

Ecnu obnako OCF no kakol-nubo npuvmMHe He MOXKET HanpaBWTb 3anpoc KNIMEHTa Ha cepBep, OHO MO-
JET OTKIOHUTL 3aMpocC C COOTBETCTBYHOLLMM OTBETOM (Hanpumep, Service Unavailable).
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KnuneHt Kartanor pecypcos obnaka OCF

I

]

: 1 RETRIEVE /nic/res?rt=cic. r. switch, binary ):
I

"' 2 Hailtn pecypc

Her pecypcos  /

)

i
:_, 3 Oteer RETRIEVE (He HailgeH)

Haﬁ.ﬁeuuble pecypcbl/

I
I
I
]
! :
I I
] I
! RETRIEVE response j
: [{ "anchor™: "ocf//88b7-c7f0-4b51-4e0a-Sfaa-cfba29fd7f49", :
i 4 "href; "88b7-c7f0-4b51-4e0a-Ofaa- cib429fd7f49/myLightSwitch®, "rt™: i
I ["oic.r.switch.binary™], ™if: ["oic.if.a", "oic.if.baseline™, "p": {"bm": 3}, |
: "eps™. [["ep": "coaps://[feB0::b1 d6 ]:22222"}]} :
. }
. :
I |
] |
|

]
» :

PucyHok 10 — OBHapyxeHne pecypcos Yepes3 obnako OCF

8.5 OTmeHa perncTpauumn yctporctea B obnake OCF

Y106kl OTMEHMTL perucTpauuo B obnake OCF, ycTponcTeo oTnpasnseT 3anpoc DELETE Ha pecypc /oic/
sec/account (cm. [2], nogpasgen 13.11).

Mocne 3aBepLeHMs OTMEHbI perncTpaumm yctpoictea obnako OCF yaansieT cCbifikM Ha OTMEHEHHOoe
YyCTPOWCTBO M3 KaTarnora pecypcoB obnaka OCF.

8.6 YnpaBneHue ycTpoucTBamu

8.6.1 Mopsgok gencTBUIA NPU U3MEHEHWU COCTOSIHUA YCTPOMCTBA

JencteBua npy nepexone COCTOSHWIA YCTPOMCTBa onucadbl B [2]. B HacToswem pasgene onpegeneHsbl
OencTBUA, Heobxoaumble ANa PyHKLNOHANbLHOCTK, ONPeAeneHHON B HACTOSLLEM cTaHaapTe.

B Tabnuue 9 npencraBneHo KpaTkoe onucaHne HeobxoauMblx OeACTBUNA.

Mpu annapaTHom cBpoce yCTPOWCTBO, €CN OHO 3apervcTpupoBaHo B obnake OCF, JOmMKHO OTMEHUTB
pernctpauuto B obnake OCF B cooTBeTcTBUM C mpouedypamu pecypcoB besonacHoctu (cm. [2], nogpas-
gen 13.10).

Kpome Toro, npu annapatHom cbpoce pecypc CoAPCloudConf (oic.r.coapcloudconf) gonxeH 6biTb 13-
MEeHeH B COOTBeTCTBUM ¢ Tabnuuen 10 ons Tex napameTpoB, KOTOPLIE BKIMKOYEHbLI B peanu3ayuio.
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fower]

1 UPDATE 88b7-c710-4b51-4002-0aa-ciod20fd71ag/myLightSwitch{™stale” : trus}

o] YCTPOHCTBO

WagHTUdMKaTOD
88b7-c710-4b51

poACTEA:
-Gian-cid20d 7148

'
]
'
]
]
]

12 BHYTPEHHWA 3ANPGE HA NPOREPKY W
| MOATBAPMnEHHS PHBHNEWA

1 — JocTyn pasp J |
' 13 BuyTpeHHui oTeET GO 3Hauennem Allowed
I L
i | 4 UPDATE /myLightSwitch {"state”: trus}
I ]
: \_8& OmeeT UPDATE
I ’1
\_& OTeeT UPDATE i
| |
E 2 - flocTyn asnpsuen ) i
¥

_8 Oreer UPDATE (Unauthorized)

T BHYTPBHHWA OTBET £O 3HAMOHWBM
Denled

e

PucyHok 11 — MapLupyTtusauus 3anpocos yepes obnako OCF

Tabnuua 9 — [delcTBua Npyu U3MEHEHUN COCTOSAHWA YCTPOWCTBA

TNornyecknii 06bEKT nocTaBLWmMKa
obna4HbIX ycnyr

Msrkui cbpoc

AnnapartHelil cbpoc RFNOP -> RFPRO RFPRO -> RFNOP

Obnako OCF

Bes nameHeHunn | cMm. 8.6.1 Bes nameHeHnn Bes3 uameHeHun

Tabnuua 10— 3HaveHunna no ymonyanuo ans pecypca CoAPCloudConf

MapameTp Mo ymonyaHuto | MpumevaHne
apn [MycTas cTpoka, TONbKO ecnv He CYLEeCTBYeT 3Ha4YeHus no ymornya-
HWK MPOWM3BOAMTENS; B 3TOM Cry4ae BO3BpaLLaeTcs K 3TOMY 3Hade-
HUK MO YMONYaHUIO UMW OCTAETCH HEM3MEHHBIM
cis coaps+tcp://127.0.0.1 Wnwu gpyroit gencTBUTEnNLHLIN, HO He paspewaemblin URI
at MMycTas cTpoka, TONMbLKO ecnv He CYLUEecTBYEeT 3Ha4yeHWs No ymorn4a-
HUIO NMPOU3BOAMTENS; B 9TOM Cry4yae BO3BpAaLLaETCs K 3TOMY 3Hade-
HWK MO YMOMNYaHWUIO MW OCTAeTCH HEM3MEHHbBIM
sid BpemeHHOe HenoBTOpS- —
loLeecs 3Ha4YeHne unm
«00000000-0000-0000-
0000000000000000»
clec 0 OWwnbKM OTCYTCTBYOT
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MpunoxeHune A
(cnpaBo4yHoe)

OnpegeneHun pecypcoB Swagger 2.0

A.1 MNepeyeHb onpegeneHWii TUNOB pecypcoB
MepeyeHb pecypcoB, onpeaeneHHbIX B HACTOALLEM cTaHaapTe, npueseaeH B Tabnuue A.1.

Tabnuua A1 —TlepeyeHb pecypcoB

HaumeHosaHue (MHDOpMaTUBHOE) Tun pecypca (rt) CTpYKTYpPHbIA 3NeMeHT
KaTanor pecypcos oic.wk.rd A2
KoHdhurypauwms obnaka CoAP oic.r.coapcloudconf A3

A.2 Karanor pecypcoB

A.2.1 BBegeHue
Pecypc, koTopbili Byaet goctyneH niobomMy YyCTPOMCTBY, KOTOPOE MOXET BbICTYNAaTh B KAYECTBE KaTanora pecypcoB.

Pecypc katanora pecypcos:
a) NpeaocTaBnAeT KpuTepun Belbopa (Hanpumep, uenoe 4Yicno) ¢ nomowsto 3anpoca GET;
©) no 3anpocy POST ny®nukyeT cchinky B /oic/res.
A.2.2 OowenseecTHbIK URI
/oic/rd
A.2.3 Tun pecypca
3apaHHbIn TN pecypca: oic.wk.rd.
A.2.4 Onpegenenne OpenAPl 2.0

"swagger": "2.0 ",

"infalts 1
"title™: "Resource directory resource",
"versicn": "2019-02-22",
"license": {
"name": "OCF Data Model License",
LT

"https://github.com/openconnectivityfoundation/core/blob/e28a%e0a92e1704

2ba3eB8366ledc( fbceB8bdcdba/ LICENSE.md",
"x-copyright": "Copyright 2016-2019 Open Connectivity Foundation, Inc. All rights

reserved."”
] ’
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
b
"schemes": ["http"],
"consumes": ["application/json"],
"produces": ["application/json"],
"paths": 1
"Soic/frd™ i
"get": {
"description": "Resource to be exposed by any Device that can act as a
Resource Directory.\nl) Provides selector criteria (e.g., integer) with GET request\n2)
Publish a Link in /oic/res with POST requesti\n",
"parameters": [
{("Sref": "#/parameters/rdgetinterface"}
i
"responses": |{
n200": |

"description" : "Respond with the selector criteria — either the set of
attributes or the bias factor\n",
"x-example": {
WaEWs  [Yohsswkeand™]
"if": ["ogic.if.bkaseline"],
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"sel": 50
I
"schema™: { "Sref": "§/definitions/rdSelection" }
}
}
e
"pOSt": {
"description™: "Publish the Resource information for the first time in /oic/

res. Updates to existing entries are not allowed.\nAppropriates parts of the information,
i.e., Links of the published Resources will be discovered through /oic/res.\nl) When a
Device first publishes a Link, the request paylocad to RD may include the Links without an
\"ins\" Parameter.\n2) Upon granting the request, the RD assigns a unique instance wvalue
identifying the Link among all the Links it advertises\n and sends back the instance
value in the \"ins\" Parameter in the Link to the publishing Device.\n",

"parameters": [
{"$ref": "#/parameters/rdpostinterface"},
{
"name": "body",
"in": "body",
"required": true,
"schema™: { "$ref": "#/definitions/rdPublish"™ },
"x—example": {
"di": "eb6lc3e6b-9¢54-4b81-8¢ce5-f9039¢c1d04d9",
Wl dsmlkeg™e: [
{
"anchor": "ocf://eb6lc3e6b-9c54-4b81-8ce5-f203%c1d04d9",
"href": "/myLightSwitch",
"r£": [ "opic.r.switch.pbinary" 1,
Tif"y [ Tele.if.a"; Meds.if.baselinet T;
gl | TBmrr 8 3y
"eps": |

{ "ep": "coaps://[2001:db8:a::bld6]:1111", "pri": 2 1},
{ "ep": "coaps://[2001:db8:a::bld6]:1122" 1},
[ "ep": "codps+Ecp:i// [2001:db8:a::123] 22227, "priv: 3 i}

"anchor": "ocf://e6lc3e6b-9c54-4b81-8ce5-£903%c1d04d9",

"href": "/myLightBrightness",

"rt": [ "oic.r.brightness" ],

Yif": [ "ede.dif.a", "eig.if.baseline" ],
e 0 UhBhT: 8 3

||eps|l : [

{ "ep": "coaps://[[2001:db8:a::123]:2222" }

i

"LEl™:r 600
}
}
I
"responses": {
m20gr. |
"description" : "Respond with the same schema as publish with the additional
\"ins\" Parameter in the Link.\n",
"x-example": {
"di": "e6lc3ebb-9c54-4b81-8ce5-f9039c1d04d9",
M ifdksme T
{
"anchor": "ocf://eb6lc3etb-9c54-4b81-8ce5-£903%c1d04d9",
"href": "/myLightSwitch",
"rt": [ "oic.r.switch.binary" 1,
26
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"if": [ "oic.if.a", "oic.if.baseline" ],
"p": { Ilbm" . 3 } F
"epsll . [

{ "ep": "coaps://[2001:db8:a::bld6]:1111", "pri": 2
{ "ep": "coaps://[2001:db8:a::bld6]l:1122" 1},
{ "ep": "coaps+tcp://[2001:db8:a::123]:2222", "pri":
1r
Tipng™y 11235

"anchor™: "ocf://e6lc3e6b-9c54-4b81-8ce5-£9039%c1d04do",
"href": "/myLightBrightness",

"rt": ["oic.r.brightness"],

TiEM: ["oié: ita™y YolesitTibaseling™];

"p": {"bm"™: 3},

"eps‘l s [

{"ep": "coaps://[2001:db8:a::123]:2222"}

1
"ins"™: 112358

wEEl™: 6D

L

"schema": { "S$ref": "#/definitions/rdPublish" }

"parameters": ({
"rdgetinterface"

llinll

"name'
Iltypel
"enum'

br

"query" ,
v “if“,—
i

"rdpostinterface"

l|in"

"name'
"typel
"enum'

b

"query" ;
"o, “if“,

"string",
["oic.if.baseline"]

T Mkl ngW,
"+ ["oic.if.baseline"]

"definitions": {

"rdSelec

"properties'":

tion™ = {

‘l'rt" . [
"description": "Resource Type of the Resource",

¥

W Tt
n

"items":
l'enum" .
” type" :

{

{

["eic.wk.rd"],
"string",

"maxLength": 64

br

"minTtems": 1,
"uniqueltems": true,
"readOnly": true,
Yoype's ™Mampgyh

{
"$ref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.

properties.core- schema.json#/definitions/n"

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru
CTpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-71437-2024

}J’

3

}

27

31/40


https://gostexpert.ru?utm_source=pdf&utm_medium=68735
https://gostexpert.ru/gost/gost-71437-2024?utm_source=pdf&utm_medium=68735&utm_term=page

FOCT P 71437—2024

Iy

"sel" : |
"description": "A bias factor calculated by the Resource Directory",
"maximum": 100,
"minimum": 0,
"readCnly": true,
"type": "integer"
}I
wigh 3§
"Sref":

"https://openconnectivityfoundation.github.io/core/schemas/oic.common.
properties.core- schema.json#/definitions/id"
b

wifeE ; §
"description™": "The OCF Interfaces supported by this Resource",
"items": {
"anum" : [

"oic.if.baseline"
1
WiEypa® . “abring™,
"maxLength": 64
br
"minTtems": 1,
"readOnly": true,
"uniqueltems": true,
"type'": "array"

}J’
"type" : "objeect",
"required": ["sel"]
¥
"rdPublish"™ : {
"properties™: {
S i
"Sref": "https://openconnectivityfoundation.github.io/core/schemas/oic.links.
properties.core- schema.json#/definitions/di"
I

Lo R S
"description": "Time to indicate a RD, i.e. how long to keep this published item.",
"type": "integer"
}
"Tinks" A
"description": "A set of simple or indiwidual OCF Links.",
"items": {
"properties': |
"anchor": {

"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.
properties.core- schema.json#/definitions/anchor”
b,
mdin: |
e refT
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.
properties.core- schema.json#/definitions/di"
b
TapE™y o
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.
properties.core- schema.json#/definitions/eps”
b

"href™: {
"Sref":
28
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"https://openconnectivityfoundation.github.io/core/schemas/oic.links.
properties.core- schema.jsonf/definitions/href”
b,
vt
"description": "The interface set supported by the published
resource"”, "items": {
"enum": |
"oic.if.baseline",
Yoiw.,1£.11%;
NSLELIT.BY;
b Mo PO Y - AL
"oig.df,e"
"gic.,af.a";
"oig.if.8™
Ir
"type": "string",
"maxLength": 64
br
"minTtems": 1,
"uniqueltems": true,
"type": "array"
br
"ins": {
Wana ¢
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.
properties.core- schema.json#/definitions/ins"
I
"pty
"oref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.links.
properties.core- schema.json#/definitions/p"

by

rlrelrl: {
"description": "The relation of the target URI referenced by the Link
tc the context URI",
"oneOf": [
{
"default": [
"hosts"
i
"items": {
"maxLength": 64,
|ltypel|: "String"
iy
"minItems": 1,

"type": uarrayu
by
{

"default™: "hests";
"maxLength": 64,
"type": "string"
}
]
}
et |
"description": "Resource Type of the published Resource",
"items": {
"maxLength": 64,
"type": "string"
br
"minTtems": 1,
"maxTtems": 1,
29
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"uniqueItems": true,
"typa": M™array"

b

Trikle™s 1
"Sref™:

"https://openconnectivityfoundation.github.ic/core/schemas/oic.

links.properties.core- schema.json#/definitions/title"
Ve
"type": o
ichir =Y .

"https://openconnectivityfoundation.github.io/core/schemas/oic.

links.properties.core- schema.jsonf/definitions/type"
}
by
"reguired": |
"href",
TEre
"if"
i
"type":
Iy
Ttype :

Tobject™
"array"
by

“type“
"required":

"ehject”,;

["di",— "links", "tt.l"}

1

i
A.2.5 OnpegeneHne napameTpoB

B Tabnuue A.2 onpeaeneHsl napameTpel pecypca Tuna oic.wk.rd.

Tatnuua A.2—lNapameTpsl pecypca Tuna rt = oic.wk.rd

Wma napameTpa Tvn 3HaveHus ObszarencHo Pexwum goctyna OnucaHue
rt MacCHB: CM. CXemMy Het Toneko YTeHne Twun pecypca
n HECKOMbKO  TWMOB! Het YUTeHue, 3anucb —
CM. CXemy
sel uenoe Oa TonNbKO YTeHMe dakTop CMeLLieHus,
paccynTbiBaeMblA - ka-
Tanorom pecypcos
id HECKOINMbKO  TWUMOB: Het YTteHue, 3anvcb —_
CM. CXEMY
if MacCcuB: CM. CXeMy Het Toneko 4YTeHue WHTepdeichl OCF,
nogaep:KuBaemMble OaH-
HbIM pecypcom
di HECKOMNbKO  TWUMOB: Oa YTeHue, 3anuchb —
CM. CXemy
ttl uenoe Oa YTeHue, 3anuchb OnuTensHOCTb oTOBpa-
EHWs KaTtanora pe-
CYPCOB, T. €. KaK gonro
crnegyeT XpaHuTb Ony-
BnMKOBaHHbLIA 3NEMEHT
links MaccHB: CM. CXemy Oa YUTteHwne, 3anucb Habop npocTblX wnu
OTAEenbHbIX CCbINOK
OCF
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A.2.6 3anpockl CRUDN
B tabnnue A.3 onpegenenel onepauun CRUDN, koTopkle nogaepxvBaroTca Ans pecypca Tuna oic.wk.rd.

Tabnuya A.3 — CRUDN-onepauun Pecypca ¢ Tunom rt = oic.wk.rd

Create (cospats) | Read (cuutats) | Update (06HOBUTB) | Delete (yoanutb) | Notify (yBegomuTts)

— | get | post | — | observe

A.3 Pecypc koHdurypaumu CoAP obnaka

A.3.1 BBegeHue

Pecypc CoAPCloudConf npegoctaenset Hhopmaumio 0 KoHurypauumn ona nogknyeHus K obnaxky OCF.
A.3.2 NMpumep URI

/CoAPCloudConfResURI

A.3.3 Tun pecypca

Twun pecypca: oic.r.coapcloudconf.

A.3.4 Onpegenenne OpenAPl 2.0

"swagger": "2.0",
"infoy 1
"title™: "CoAP Cloud Configuration Resource",
"versicn": "201%0327",
"license": {
"name": "OCF Data Model License",
"url™:

"https://github.com/openconnectivityfoundation/core/blob/e28a9e0a92e17042ba3e8366
ledcO0fbece8bdcdba/LICEN SE.md",
"x-copyright™": "Copyright 2018-2019 Open Connectivity Foundation, Inc. All rights
reserved."
b
"termsOfService": "https://openconnectivityfoundation.github.io/core/DISCLAIMER.md"
bo
"schemes™: ["http"l,

"consumes": ["application/json"],
"produces": ["application/json"],
"paths": {
"/CoAPCloudConfResURI?if=cic.if.rw" : {
Yger" 4
"descripticn": "The CoAPCloudConf Resource exposes configuraticn information for
connecting to an OCF Cloud.\n",
"parameters": |
{("Sref": "f#/parameters/interface-all"}
1,
"responses™: {
w200 |
"description™ : "™,

"x-example":

{

"rt" : ["oic.r.coapcloudconf™],
"apn": "github",
"cig": "coaps+tep://example.com:443",
"sid" : "987e6543-a21f-10d1-al112-421345746237",
"clec": O
bo
"schema": { "Sref": "#/definitions/CoAPCloudConf"™ }
}
}
}e
"post": {
"description": "Update properties of the CoAPCloudConf Resource.\n",
"parameters": [
{"Sref": "#/parameters/interface-all"},
{
"name”": "body",
31
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"in"™: Mbody';

"required": true,

"schema": { "S$ref": "#/definitions/CoAPCloudConfUpdate" },
"x-example":

{

"at": "0f3d9f7£fe54914540774",
"apn": "github",
"cis"™: "coaps+tcp://example.com:443",
"sid" : "987e6543-a21f-10d1-all2-421345746237"
}
}
1y
"responses": {
noNmE |
"description™ : "V,

"x-example":

{

"apn": "github",

"cis": "coapst+tep://example.com:443",

"sid™ : "987e6543-a21f-10d1-al112-421345746237",
"clec™: 0

b
"schema": { "Sref": "#/definitions/CoAPCloudConft"” }

¥

"/CoAPCloudConfResURI?if=0cic.if.baseline" : ({
l|get": {
"description™: "The CoAPCloudConf Resource exposes configuration information for

connecting to an OCF Cloud.\n",
"parameters": [

{"Sref": "#/parameters/interface-all"}
1y
"responses": {
w20 - g
"description™ : "",

"x-example":

{

™ ["oig.¥oohdpeloudeaite™) ;

"if" : ["oic.if.rw","oic.if.baseline"],

Tapn™s Tgithubm;

"cis": "coapsttcp://example.com:443",

"sid"™ : "987e6543-a21f-10d1-a112-421345746237",
"clec": 0

}s
"schema": { "Sref": "#/definitions/CoAPCloudConft" }

}I
"oost": |
"description™: "Update Properties of the CoAPCloudConf Resource.\n",
"parameters": |
{("$ref": "#/parameters/interface-all"},
{
"name": "body",
"in"™: "BHady",
"required": true,
"schema": { "S$ref": "#/definitions/CoAPCloudConfUpdate" },
"x-example":
{
"at": "0£3d9f7£fe5491d4540774",
Tapn™y "github®,
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"cis": "coapsttcp://example.com:443",
"gid" : "987e6543-a21f-10d1-al112-421345746237"
}
}
1
"responses™: {
"Z200": |
"description" L

"x-example”:
{
"apn": "github",

"cis": "coapsttcp://example.com:443",
"sid" : "987e6543-a21f-10d1-al112-421345746237",
Telecd!: D
¥
"schema": { "Sref": "#/definitions/CoAPCloudConf"™ }
}
}
}
I
by
"parameters": {
"interface-all" : {
"in"™ : "query",
"name" : "if",
"type" : “string",
"enum" : ["ecic.if.rw","oic.if.baseline"]
I
b
"definitions": {
"CoAPCloudConf" : {
"properties": |
TrEN & q
"description": "Resource Type of the Resource",
"items": {
"enum": ["oic.r.coapcloudconf"],
"type": "string",

"maxLength": 64
b,
"minItems": 1,
"unigueltems": true,
"readOnly": true,
"type": "array"
}l
Rkl o |
"Sref":
"https://openconnectivityfoundation.github.io/core/schemas/oic.common.
properties.core- schema.json#/definitions/n"

¥

Tedg™ & |
"description": "URL of OCF Cloud",
"format": "uri",
"type": "string"
b
"apn" : {
"description”: "The Authorisation Provider through which an Access Token was
obtained.",
"type": “string"
},
mgdd® 3 i
"$ref": "http://openconnectivityfoundation.github.io/core/schemas/cic.types-

schema.json#/definitions/uuid"
b
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"oleg! & 4
"description": "Last Error Code during Cloud Provisioning (0: No Error, 1:
Error response from the OCF Cloud, 2: Failed to connect to the OCF Cloud, 3: Failed to
refresh Access Token, 4~254: Reserved, 255: Unknown error)",
"enum": [
O:
1:
2,
3,
255
1y
"readCnly": true
o
"id" o |
"Sref":
"https://openconnectivityfoundation.github.ic/core/schemas/oic.common.
properties.core- schema.json#/definitions/id"
Ve

AT E ]
"description": "The OCF Interfaces supported by this Resource",
"items": {

"enum": [
R 5% 1l s i, oL
"oic.if.baseline"
Iy
Teype" ¢ Tstring”,
"maxLength": 64
Vo
"minItems": 2,
"uniqueltems": true,
"readOnly": true,
"type": "array"
}
s
"type" : “gbject";

"reguired"; ["cis", "sid"]
}J’

"CoAPCloudConfUpdate" : {
"properties": |
"edis™ ¢ 4
"description": "URL of OCF Cloud",
“EeRmaE™s "akal",
"typeM s "string”
be
"apn" : {
"description": "The Authorisation Provider through which an Access Token was
obtained.",
"type": "string"
¥
Waktt 2§
"description": "Access Token which is returned by an Authorisation Provider
cor QCF Cloud."™,
"type": "string"
Ve
LS L
"Sref": "http://openconnectivityfoundation.github.lio/core/schemas/cic.types-

schema. json#/definitions/uuid"
}
¥

"type" : "object",
l‘requiredll: [“Cj—s"; "at"’ "Sid"]
}
}
}
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A.3.5 OnpegeneHune napameTpoB
B Tabnuue A.4 npuBedeHbl NapaMeTpel pecypca Tuna oic.r.coapcloudconf.

Tabnuya A.4— OnpeneneHus napaMeTpoB pecypca Tuna rt = oic.r.coapcloudconf

Mma napametpa Twvn 3Ha4eHuA ObazarensHo Pexkum goctyna OnucaHue
sid HEeCKOIbKO TUMOB: Oa YTteHwe, 3anncek —
CM. CXEMY
rt MaccuB: CM. CXeMY Het Tonbko YTeHue Tun Pecypca
id HeCKOIbKO TUMOB: Het YTteHue, 3anncb —
CM. CXemy
n HECKOMbKO TUMORB: Het UTteHue, 3annckb —
CM. CXeMy
cis CTpOKa [a UrteHwe, sanuce | URL-agpec obnaka OCF
apn CTpOKa Het YrteHwe, 3annck | lNocTaBLUMK aBTOpM3aumuK, Yepes KoTopo-

ro 6bin nony4eH ToOKeH JocTtyna

if MacCuB: CM. CXemy Het TonbKo YTeHMe WHTepdencel OCF, noggepxuBaembie
[aHHbIM pecypcom

clec HECKOMbKO TUMOE: Het Tonkbko YTeHME MocnenHui kog owmbkn Bo BpeMs npe-

CM. CXemy pocTtaeneHus obnaka (0: bes owmbok,

1: OTtBeT ¢ owwmbkon oT obnaka OCF,
2: He yganock nogknounTsca K obnaky
OCF, 3: He ynanoce 0BHOBWUTL TOKEH
poctyna, 4~254: 3ape3epBMpOBaHO,
255: HenaeecTtHas owmnbka)

sid HECKOINbKO TUMNOB: Oa YTeHne, 3anicb —
CM. CXEMY

at cTpoKa Oa UTeHwue, 3anuck | TokeH [ocTyna, KOTopbiM BO3Bpalla-
eTCHA MOCTaBLMKOM aBTopuaauunu Wnm
obnakom OCF

apn cTpoka Het YrteHue, 3anmce | MNocTaBLUMK aBTOPU3aALMUK, YEPE3 KOTOPO-
ro Bbin NoMy4YeH TOKeH gocTyna

cis cTpoka Oa UreHue, 3anuce | URL-agpec obnaka OCF

A.3.6 3anpockl CRUDN
Onepaunn CRUDN, koTopble nogaepxmMBaloTca AN pecypca Tyna oic.r.coapcloudconf, onpeneneHsl B Tabnuue A.5.

Tabnuya A.5 — Onepauvu CRUDN ans pecypca tvna rt = oic.r.coapcloudconf

Create (cosgatb) | Read (cumTaTh) | Update (06HOBUTL) | Delete (ynanutb) | Notify (ysenomuts)

— | get | post | — | observe
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