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Mpeancnoeue

1 NMOANOTOBIJIEH ObuwecTtBom ¢ orpaHuyeHHon oTBeTcTBeHHOCTEH «30C Tex» (OO0 «30C Tex»)
n depgepanbHbIM rocy4apCcTBEHHBIM DIODKETHEIM yupexaeHueMm «PoCCUIACKWMIA MHCTUTYT cTaHZapTuauum»
(PrbY «MHCcTUTYT cTaHgapTM3auMmM») Ha ocHoBe COBCTBEHHOrO nMepeBofda Ha PYCCKUI A3blK aHrNOA3bIYHOM
BepCUU OOKYMEHTa, YKa3aHHOoro B NyHkTe 4

2 BHECEH TexHuuyeckum komuteToMm no ctaHgaptuauum TK 58 «PyHkumoHanbHas 6e30nacHoCTb»

3 YTBEPXJEH VM BBEJEH B OEWCTBWE MNpukasom denepanbHOro areHTCTBa N0 TEXHWUYECKOMY
perynuposaHuio U MeTponoriun ot 13 uoHa 2024 . Ne 777-cT

4 HacTodawmin cTaHgapT noeHTu4YeH mexagyHapogHoMy gokymeHTty IEC/PAS 63325:2020 « TpeboBaHus
K hyHKLMOHaNbHOM 6e30NacHOCTH M 3alWuTe CUCTEMbI KOHTPONS MPOMLILLNEHHOW aBTomaTtuaauun (IACS) Ha
npoTsikeHun xuaHeHHoro yuknay» (IEC/PAS 63325:2020 «Lifecycle requirements for functional safety and se-
curity for IACS», IDT)

5 BBEJEH BIEPBbIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 8 cmamse 26 @edepanbHO20 3aKOHA
om 29 uwoHsa 2015 a. Ne 162-03 «O cmandapmu3sayuu & Pocculickol ®edepayuu». Mugopmayus ob u3-
MeHeHUSX K HacmosuwieMy cmaHdapmy nybriukyemcs e exe200HOM (M0 cOCMOSHUK Ha 1 AHeaps meKyuieao
2o0a) uHghopmayuoHHOM ykazamene «HayuoHanbHble cmaHOapmei», a oghuyuanbHbil MeKcm usmMeHeHul
U MONPasoK — 8 eXeMeCcisYHOM UHOPMaUUOHHOM ykazamene «HauyuoHanbHeie cmaHOapmel». B cnyyae
rnepecMmompa (3aMeHbl) unu ommMeHbl Hacmosue2o cmaH@apma coomeemcmayouwee ygedomneHue bydem
onybnukoeaHo 8 6ruxaliweM 6bINyCKe eXeMeCsYHO20 UHGOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmei». Coomeemcemayiou,as UHGopmayus, yeedoMieHUe U meKkcmbl pa3Mewalomcs makxe e UH-
hopmayuoHHOU cucmeme obueao nofib3o8aHus — Ha oguluansHoM calime @edepanbHo20 azeHmemea no
MexHUYeCcKoMY peaynupoeaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© IEC, 2020
© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayumny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpPOU3BEOEH, TUPaXXMNPOBaAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OC*)MLI,MBJ'II:HOFO n3naHua bes pa3peleHunsa <De,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

Ees3onacHoCTb M 3alULLEHHOCTh CTaHOBATCH BCe Hornee B3aMMOo3aBUCUMbIMKU. TpaauLMOHHBLIE CUCTE-
Mbl, CBSi3aHHble C 6e30MacHOCTL0, BonblLIe He U30MUPYIOTCS, Kak 3To TpeBoBanochk Npu Ux MOOKMUYEHUHU U
oBecnevyeHnn yHKUNOHANBEHON COBMECTUMOCTH, 8 Yrpo3bl M YA3BUMOCTU MOTYT YBEMMYMTL BEPOATHOCTL arak
Ha cucTeMbl, cBA3aHHble ¢ Be3onacHoCTLD. HacToAl WA cTaHaAapT CoAePKUT HEKOTOPLIE OCHOBHLIE PEKOMEH-
Aauuv no yHKUMOHaNbHOW 6e30nacHoCTH U 3allnuTe MHGOopMaLIMK.

B HacTosileM cTaHaapTe onucaHbl acnekTbl PYHKUMOHANbHOM 6e30nacHOCTM 1 3alnThl MHOPMaLMK
Ha pasnuuHbIX aTanax XU3HEHHOro LMKNa, ONTUMM3aLMs OLEHKN PUCKOB, NoBbileHne 3dhdeKTMBHOCTY Oei-
CTBUIA Mo 3awWwmTe MHdopmaumn 1 obecrnedeHnio MyHKUMOHaNLHOW Be30nacHoCTM, B TOM YKUCHe NPy NPOeKTH-
poBaHWKM, NpeaynpexaeHue KOHMNUKTOB Mexay yHKUMAMK oBecnedyeHns gyHKUMOHANbHOW 6e30nacHoCTu
N KOHTpMepamu 3aluThl MHpopMaLUU. HacToawmnn ctaHaapT Takke coaepXuT pad pekoMeHaauun no co-
BMECTHOMY MPOEKTUPOBaHWUID 3MEKTUBHBLIX M SKOHOMUYHBIX CUCTEM obecrnedeHns (pyHKUMOHanbHOW 6Ges-
OMacHOCTU U 3aLUTLl MHOPMaLUK.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

TPEBOBAHUA K ®YHKUNOHANNBHOW BEE3ONACHOCTHU
N 3AWLKUTE CUCTEMbI KOHTPONA NPOMBILUNEHHONW ABTOMATU3ALNU (IACS)
HA NMPOTAXEHWUA XKUW3HEHHOIO UMUKNA

Lifecycle requirements for functional safety and security for IACS

Oarta BBegeHna — 2025—07—01

1 O6bnacTtb NnpuMeHeHunA

B HacTosiwem ctaHgapTe cogepxatca TpeboBaHMa M pekoMeHaauun no obecneqeHno U NoaTBEpPK-
OeHn PYHKLUMOHaNbHON Be30nacHoCTM W 3awMThl MHPOPMAaUUK Ha pas3nn4YHbIX aTanax KM3HEHHOro LWKna.
HacToswmi ctaHgapT noMoraeT KOOpAWHWUPOBATL MPOLECChl OLEHKA PUCKOB, MPOEKTUPOBAHWA, yNpaBleHUs
M 3KCnnyaTaumu, a Takke npegoTBpaliaeT KOHQNUKTE Mexay OyHKUNOHanbHOW 6e30NacHOCTLI0 M 3alMTon
MHopMaLnK.

HacTtosawmwmi ctaHgapT HaueneH He Ha co3gaHue abconmoTHO HOBOTO XM3HEHHOTO LMKna, a Ha BeipaboTky
TpeboBaHUn M NpeonoXeHW No KoopaMHaLUMKM YHKUMOHANBEHOW Be3onacHoCTM U 3aWuTbl MHdopMaLnun Ha
OCHOBE XW3HEHHbIX LIMKNOB (PYHKLMOHaNbHOW Be30nacHOCTK, 3alMTbl MHOPMAaLMK U OPYTMX COBPEMEHHbIX
NpoLeccoB NPOEKTUPOBaHKA.

HacTtoAwmi cTaHdapT NPUMEHUM K CUCTEMaM yrnpaBneHus npombiuneHHon asTomatusaunn (IACS), B
TOM yucne k ynpaensemomy obopygosanuio (YO) u cuctemam, ceBsisaHHBIM ¢ Be3onacHOCTEIO.

2 HopmaTuBHbIe CCbINKU

B HacTosweM cTaHgapTe HOpMaTUBHLIE CChISTKA OTCYTCTBYIOT.

3 TepMMHBI, oNpegeneHnsa U COKpaLeHus

3.1 TepMuHBI 1 onpedeneHun

B HacToslwem cTaHgapTe NpUMEHeHb! Criefyolue TEPMUHbLL U onpeaeneHns.

MCO n M3K gnsa npuMeHeHWs B cTaHAApPTM3aLUMM NOOLAEPKNBAOT TEPMUHONOTMYECKNEe Ba3bl JaHHbIX:

- Mnatdcopma oHnamH-npocmoTtpa VCO; gocTtynHa no agpecy: https://www.iso.org/obp.

- Onektponegua M3K; noctynHa no agpecy: http://www.electropedia.org/.

[ononHuTenbHblE ONpeaeneHna MoryT BKo4YaTh B cebsa cobinku Ha cepuu ctaHgaptoB M3K 62443 n
M3K 61508.

3.1.1 koHdnukT (conflict): CuTyauns, B KOTOPON OOHA UMM HECKONMLKO Mep obecnedeHus Ge3onacHo-
CTW MPOTWUBOPEYAT OAHOW MMM HECKOMBKUM KOHTPMepaM 3aluThl U He cnocobHel obecneunBaTs Heobxoau-
Mble LieneBble nokazatenu aekTUBHOCTH.

n punMmedaHue — HacToswee onpegeneHue KOHQ)J'IVII{TE[ OTHOCKUTCH K KOHTEKCTY HacToAWEero CtaHgapTa.

3.1.2 6e3sonacHocTb (safety): OTcyTCcTBME HENPMEMMEMOTO pUCKa.

[M3OK 61508-4:2010, 3.1.11 n MOK 62443-1-1:2009, 3.2.94]

3.1.3 dyHKkumoHanbHas 6e3onacHocTtb (functional safety): Yactb obwel GesonacHocTy, obycnos-
neHHasn npumeHeHveM YO u cuctembl ynpasneHus YO U 3aBUcALLEs OT NPaBUNbLHOCTA (DYHKLMOHUPOBaHKS
3/3/M3 cuctem, cBAzaHHbIX ¢ 6830MacHOCTLIO, U APYTUX CPEACTB MO CHUXEHWID pUCKa.

[M3K 61508-4:2010, 3.1.12]

MapaHune ochbuumnansHoe
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3.1.4 3zawmTa unHcpopmaumm (security):

a) Mepbl, NpeanpYHUMaeMble Ans 3alUTbl CUCTEMBbI;

b) cocTosiHMe cUCTeMbl, KOTOPOE SIBNSETCS pPe3ynsTaToM pa3paboTku U NpoBedeHUs Mep 3allMTbl Cu-
CTeMBl;

C) COCTOSIHWE PecypCOB CUCTEMbI, KOTOPLIE 3alUULLEHbl OT HECAHKUMOHUPOBAHHOMO OOCTYNAa K HUM W
HECaHKLMOHWPOBAHHOTO UMK CNYYalHOro X U3MEHEHWS, YHUHTOXEHUS!, a TakKe OT yTepu;

d) BO3MOXHOCTb KOMMbIOTEPHOW CUCTEMbI rapaHTUpoBaThk B AOCTAaTOMHOW CTEMNEHW, YTO HeaBTOpPMW30-
BaHHbIE NMLA WU CUCTEMbl HE CMOTYT HW BWMOOW3MEHATL MporpammHoe obecnedyeHue W faHHble O HEM, HU
nony4atb AOCTYN K (OYHKLUMSM CUCTEMBI, HO B TO K€ BPEMSI rapaHTUPOBaTh, YTO 3TO BO3MOXHO A5 aBTOPU30-
BaHHbIX NUL, U CUCTEM;

e) NpefoTBpalleHne HeCaHKLMOHUPOBAHHOMO UMW HeXenaTensHOro NPOHUKHOBEHMS, a Takke BMeLla-
TenbCTBA B UCMPABHYIO U 3annaHUpoOBaHHy paboTy CUCTEMBl MPOMbILLNIEHHOW aBTOMAaTUKW M KOHTPONS.

MpumevyaHue — YkaszaHHble Mepbl MOTYT NPeAcTaBnATe COBON Mepbl 3alWUThl, OTHOCALWMECHA K (DU3NYECKON
BesonacHocTH (YynpaeneHne usamM4eckuM JOCTYNOM K BblHUCIMTENbHLIM 06bekTam) Unu noruvyeckon 6GezonacHocTH (BO3-
MOXHOCTb BXO[a B KOHKPETHYH CUCTEMY W MPUIOKEHUE).

[M3K 62443-1-1:2009, 3.2.99]

3.1.5 yrpoasa (threat): MNoTeHunansHaa BOAMOXHOCTL HapyLleHus BesonacHOCTW Npyu HanM4nmM obcTos-
TenbCTBa, CPeAcTBa, npouecca unu cobbiTs, CNOCOBHbBIX HAPYLWWTL 6e30MacHOCTb M HaHeCcTu yulepb.

[M3K 62443-1-1:2009, 3.2.125]

3.1.6 yasBumocTb (vulnerability): [JedekT unn HecoBepLUEHCTBO CTPYKTYPbI MW cnocoba peannsaumm
CMCTeMbI, a TakKke ee PYHKLMOHMPOBaHUA M yNpaBneHus, Kak bnaronpusatHas BO3MOXHOCTb NS HapPYLWEeHNs
LeNoCTHOCTH CUCTEMbI UNW NoNUTHKK ee Be3onacHocTy.

[M3K 62443-1-1:2009, 3.2.135]

3.1.7 aktuB (asset). Pu3nyecknini UM NOTMYECKUIA 0OBEKT, KOTOPbIA MMEEeT BOCMPUHUMAEMYIO UITK
peanbHy LEHHOCTb ANnsi COBOKYMHOCTW hyHKUMIA obecnevyeHns 6e30nacHOCTH M 9KCMMNyaTaUMOHHbIX YHK-
umi IACS.

M pumedyaHmne — [aHHoe onpegeneHne aktuea NpMMeHAEeTCA B KOHTEKCTE HAaCcToALWEero ctaHaapTa.

3.1.8 koopauHauyus (coordination): JesatensHocTs IACS, bnarogaps koTopon:

- BCe (paKTOpbl PUCKOB YYMTbLIBAIOTCH M KOHTPOMNUPYHOTCS;

- MpoLecc ynpaBneHnsa prckamu BbIMOMHAETCA HaanexawmmM obpasom;

- OTCYTCTBYIOT KOH(NUKTBI Mexay mepamu obecnedveHuss 6e30nacHOCTU M KOHTPMepamu 3aluTbl WMH-
chopmaymn.

3.2 CoKpalweHuna

IACS — cucTeMa KOHTPOMNA NPOMbILLMEHHOW aBToMaTU3aumi;

SOl — uenesa#s cucTema;
SIL — ypoBeHb NonHoTel 6e3onacHoOCTH;
YO — ynpaensemoe obopydoBaHue.

4 Ctagvun XU3HEeHHOro uukKna

Ha npoTspkeHMy BCEro XM3HEeHHOro Lukna HeobxoaumMo NoafepKMBaTh CBA3b M B3aUMOAERCTBUE MEXAY
byHKUMOHanNbLHOW 6e30NacHOCTLI0 1 3aLMTON MHOpMaLUK, YTobbI:

- Bce 0BOCHOBAHHO MPOrHoO3npyeMble aTaku M HapyLUeHWs YCIOBUIA 3KcnnyaTauun Bbuinu onpeneneHsl
M Haxoaunuchb Nog KOHTpONnewm;

- BCe TpeDOoBaHWUA MO CHUXEHUID PUCKOB BbINU OOCTUTHYTHI;

- BblpaboTaTb KOMNPOMMCCHLIE MPOEKTHLIE PELLEeHNs, KOTopble obecneyaTt cCOBMECTUMOCTL U Npuemne-
Mble YPOBHW PUCKOB, MOCKOIbKY KOHIMUKT Mexay mepaMu obecnevyeHra PyHKLMOHaNLHONW 6e3onacHocTH U
KOHTpMEepaMu 3alnTbl MHPOPMaLUK MOXET NPUBOANTL K YBEMNNYEHNIO PUCKOB.

Kak npaBuno, BblAensitoT cnegyolme atanbl XKU3HEeHHOro LKkna:

- KOHUENUMWK 1 06nacTe NpUMEHEHUS;
OLIEHKY PUCKOB;
paspaboTKy u BHeapeHue;
aKcnnyartauuio 1 obcnyKmMBaHue;
BbIBO[, U3 3KCNnyartauuu U yTununsauuio.
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MpumeyaHue — TpeboBaHWA K MW3HEHHOMY LMKMY pasfiW4Hbl M 3aBUCAT OT KOHKPETHOro cTangapTta
(M3K 61508, M3K 61511, M3K 62443 v gp.); B HACTOALEM CTaHAApTE pacCMaTpUBaOTCA TOMBKO TUMOBLIE 3Tanbl, KOTO-
pble Hambonee BaxHbl ANA ob6ecnevyeHNa COBMECTUMOCTH Mexay 6e30nacHOCTEI0 U 3aLmUTon MHbOopMaLMK.

5 TpeboBaHue K KOOpOWHALUKU MEHEO)KMeHTa

5.1 O6bwue nonoxeHUNA

Mpouecchbl TEXHUYECKOr0 MeHemKMeHTa credyeT pacCcMaTpMBaTh B Hadamne JKUM3HEeHHOro uWkna; ans
KOHKDETHOW OpraHu3auvMn peKkoMeHOyeTcs MnaHvMpoBaTbh 0BLME MPOLECcChl TEXHWYECKOro MEeHedXMeHTa,
BKIMIOYas CMeunanncTos, OTBeYaoL X 3a MyHKLMOHaNbHYH Be30nacHOCTb U 3alnTy MHdopMaLmni.

Mpouecchl TeXHUHECKOTO MeHEMXMeHTa OOMKHbI BbiTh peannaoBaHbl Ha NPOTSKEHUN BCETO KU3HEHHO-
ro uukna. Ecnv onpegenexsl nepecekatlmecs TpeboBaHUs K AeACTBMAM Mo obecnevyeHnto hyHKLMOHANbHOM
fesonacHOCTW U AEWCTBUAM MO 3aluTe MHhopMaunuW, To ANs UX ycnelwHoro cobniogeHus HeobxoguMo pac-
npeaenaTb OTBETCTBEHHOCTb (MCKMHOYEHME COCTaBMAKT crneunansHble AnA npegMeTHon obrnacTu Tpebosa-
HUS K MEHEOXMEHTY (yHKLMOHAaNbHOM 6830MacHOCTH 1 3aLMTbl MHopMauun).

OCHOBHbIMM LenamKn obecrnedeHmns yHKUMOHANbHOM Be30NacHoCTM 1 3alnTbl MHGOPMaLIUKA OOMKHBbI
ABMNATLCA MUHWMMW3ALMSA PUCKOB MPUYMHEHNA Bpeda NMoAsAM W OKPYXKalollen cpede, a Takke HaHeceHus
Cepbe3HOro MaTepuanbHOMo W penyTauuoHHoro yiepba.

Moaxodkl K yNpaBneHUo pUCKamMy OXBaTbIBAT Kak (OYHKLMOHAMNBHYI 6830MacHOCTb, Tak U 3aluTy MH-
chopmaumu. Mepel obecnedeHns PyHKLMOHaNbHOM 6e30MacHOCTU M KOHTPMEpPDI 3aLKThl MHGOPMaLMKM Hale-
MeHbl HAa AOCTVXXEHME NMPUEMMEMOr0O YPOBHSA pUcka. [pl BO3HUKHOBEHWW KOHMDNNKTa Mexay Mmepamum obecne-
YeHna gyHKUMOHaNbHON Be30nNacHOCTM 1 KOHTPMEpPaMK 3alWnTel MHOoPMaLUnM HeobxoauMo BblipabaTtbiBaTh
KOMMPOMMCCHOE MPOEKTHOE pelleHne, KoTopoe obecrneynBaeT NpUeMnemMbli YpoBeHb pucka.

5.2 TpeboBaHUA K opraHU3auum

OTBETCTBEHHOCTh:

- BCe crneumanucTbl, KOTopblie NpUHMMaloT oblme Mepbl No obecrneveHuo yHKLUUOHanNbHoW Gesonac-
HOCTW W 3aLUTLl UHADOPMALWK, AOMKHbLI MOHUMATbL CBOW 0BA3aHHOCTU U 3a4a4u;

- OOMKHbI BbITE NPEAYCMOTPEHbI MEXaHU3MbI B3aMMOeACTBMA, B 0COBEHHOCTM Mexay cneuuanmctamm
no chyHKUMOHaNbHOM 6830MacHOCTM W 3alUMTe MHhopMaLnK,;

- OOMKHbI GbITh BbipaboTaHbl cneunansHele npouegypbl M MexaHuambl KOOPAUHALUW ONS BLINOMHEHWS
nepecekawwWwmxcs 3aaad no obecneveHnio yHKLMoHanLHo 6e30nacHoCT U 3alWUThl UHOPMaLUN.

5.3 YnpaBneHWe U3MEHEHUAMMU

Heobxoaumo BeipaboTaTh CKOOPAUHWMPOBAHHbLINA MOAXO0A K YNPaBNeHU0 U3MEHEHUAMMU.

JomxHbl BbITh pazpaboTaHbl Npoueaypbl OLEHKM BO3MOXHbIX OTpMLUATENbHbLIX BO3AENCTBUA HA QYHK-
LunoHanbHy 6e30MacHoOCTb M 3aWwuTy MHopMaL K Npu BHeceHnn nameHeHuin B IACS (ee KoHuWrypauuio,
paboyee cocTosaHWe K Op.)

W3meHeHus, cBA3aHHble ¢ PyHKUMOHaNbLHON 6e30nacHOCTbH, JOMKHEI NOABEPraTbCs BCTPEYHOMY ay-
OWUTY CO CTOPOHbLI CNELNanncToB Mo 3anTe MHOPMaLUKMK ONA NPOBEPKA A4ONYCTUMOCTM U 3hEKTUBHOCTH
KOHTpMep 3aLuTbl MHpopMaLmu.

BHeceHWe M3MEHEeHWI B CUCTEMBI, CBA3aHHbIE C (PYHKLMOHANBHON 6e30MacHOCTbID, YacTo MPUBOAMT K
BO3HWKHOBEHWIO HOBLIX YA3BUMOCTel. B Taknx cnydasx o6bYHO NPUHUMAOT OOMNOMHUTENBHbIE Mepbl 3aLKThI
MHopMaLuK, a Nnpyu HeoBxoaMMOCTW NOATBEPIKAEHUA MX 3DIEKTUBHOCTM BbINMOMHAOT CneuuanbHbIil aHanums
PUCKOB.

[Mpy BHECEHUN N3MEHEHWIA B Mepbl 3alMTbl MHOpMaL MK (HanpuMep, YCTaHOBKY MCMpaBrieHuii) BeINor-
HSIOT COOTBETCTBYOLLUIA aHanu3 (a npyM HeoBxoQMMOCTI TakkKe NPOBOASAT COOTBETCTBYHLME UCMbITaHNA) AN
NPOBEPKM OTCYTCTBUSA OTPULATENBHOMO BO34ENCTBMA 3TUX U3MEHEHWI Ha (DyHKUMIO Ge3onacHoCTK.

MocKonbKy yKasaHHble M3MEHEHUsI MOTYT NMOBMNMATE HAa NMOMHOTY Ge30nacHOCTH, a ANsi BHECEHMS 3TUX
M3MeHeHWn ¢ cobniogeHnem TpeboBaHui no 3awmTe MHopmaum Tpebyetca Bpemsi, HeobGxoguMo oTcre-
XWBaTb U KOHTPONMPOBATL YA3BMMOCTb. IpM HEOOXOAMMOCTW BbINONHAKT CheunanbHyo OLeHKY pUCKOB Ans
onpeaeneHnss KOMNEHCUPYIOWNX Mep, KOTOpble COXpaHST NoAHOoTY Ge3onacHocTn. Peannsaumnio aTux KOM-
NEHCUPYIOLLNX MEP OCYLLECTBNAKT ¢ pa3peLleHns cneunanncTa no ynpasneHuo 3almToin nHopmauun.
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6 TpeboBaHUA K XKU3ZHEHHOMY LIMKNY

6.1 KoHuenuua n obnactb NnpuMMeHeHUs

Heobxoaumo onpenennTb CUCTEMBI, CBA3aHHbIE ¢ 6e30MacHOCTLI, U CUCTEMbI, CBA3aHHbIE C 3alLUTOM
nHdopMaLuuK, oBnacTe UX NPUMEHEHUs, UX NepuMmeTp 6e3o0nacHOCTH, 3aAaBas CNUCOK LeNeBbiX CUCTEM.

YTo6bl AOCTUTHYTh Lenei (yHKLMOHaNbLHOM 6e30NacHOCTH U 3awnTbl MHDopMaLUMK, OMKHbLI BbiTh pac-
CMOTpeHbl BCe CPeACTBa, CUCTEMbI YNPaBNeHUsl U ceTeBasi cpeda, B TOM YUcne:

- TUMbI M NPUMEHeHWe 3aBOLACKOro/LexoBoro 06opyaoBaHUS U ero CUCTEM YrpaBneHns;

- chusnueckan cpeda nepedadu v NpoToKon CBA3W Ans o6MeHa JaHHBIMW MeXay BCEMW YCTPONCTBAMMY,
cucTemMaMu ynpasneHus v obLeqocTyNHON CeThbIO;

- CeTU CBA3K, KOTopble HEOBXOOUMO U30NUPOoBaTh;

- obo3Ha4yeHne rpaHuL, pasnuyYHbLIX BUPTYanbHLIX ceTei 1 dunandeckux obnacrein (B TOM yucne yHk-
LMOHAmNBHLIX rpaHML, TUMOBLIX CUCTEM).

[omxHbl 6bITb CTPOro onpeaeneHbl peakums unu cnocob pearMpoBaHns CUCTEMbI Ha KPUTWMYECKYHO aTta-
Ky. BoamoxHble cnocobbl pearMpoBaHus:

- MpofaomkaTk paboTy B MpexHeM pexume B KpaTKOCPOYHOM nepuoge 6e3 usMeHeHust CUCTEMBI;

- W30MMpoBaThL CUCTEMY [0 YyCTpaHeHWus AedekTa Unm yrpoabl;

- OCTaHOBWTb NMPOU3BOACTBEHHLIN MPOLECcC U NnepesecT cuctemy B GeaonacHoe CoCTosHME.

NMPUMEP — [Mpu c6oe ducnemyepckol cmaHyuu Uiu ee 3apaXeHuu supycoM makyr cmaHyuro docma-
MOoYHO 8peMeHHO U30/1Uposamb, a Mpu omkase KOHMpoJsnepa cucmeMsi 6ezonacHocmMu Moxem nompeboeamsb-
¢ HeMeOdsIeHHoe OMKITHYeHue.

Heobxogumo knaccuuumMpoBaTth BCe CUCTEMbI W YCTPONCTBa (MpuMep ans o6opyaoBaHus TEXHOMOMM-
YyecKoro Komnnekca cM. B Tabnuue 1; B aTol Tabnuue He nokasaHa o6las knaccuukauus, NocKonbKy Knac-
CUMUKALUA 38BUCUT OT KOHKPETHLIX MPUMEHEHWIA).

Tabnuua 1— lNpumep knaccurKaumm Bcex CUCTEM N YCTPONCTB

CucTembl 1 ycTporcTsa cpy.ﬂiﬁ;:m CRraaiElC saniTon
He3onacHoCTbI0 WHEEMaUM
HeanekTpuyeckne/undposble cpenctsa ana 6a3oBoro ynpasneHna Het Het
anekTpudeckne/undpoeble cpenctea aAnd 6a3oBoro ynpaeneHus Het Oa
HeanekTpuyeckme/ungpoBbie MHCTPYMEHTEI ANA yNpaeneHs 3awmTon Oa Het
SOneKkTpuyeckne/UndpoBble MHCTPYMEHTLI AR YNpaBrneHns 3aLluTon Oa Oa
Bnok 6a3ororo ynpaeneHus Het Oa
Bnok ynpaBneHua Be3onacHoCTbIO Oa Oa
YenoBeko-mMalLWHHbIA UHTepdec ansa 6a3oBoro yrnpaeneHus Het Oa
Yenoeeko-MallMHHbIA MHTepdenc ana ynpaeneHus 3awmMTon Oa [a
MexceTeBoW aKkpaH, W3 Hert Oa

OnucaHue APXUTEKTYpPbI (B TOM 4HMCne cucTtem u CE‘TI/I) OOJTKHO BbIThb OOKYMeHTanbHO OCbOpMJ'IEHO.
OHo AOIMKHO YYUTBIBATL:

- NMOJTHYK M30INMNMPOBAaHHOCTL CUCTEMbI]
- CKBO3HOW KaHan CBA3W;

= MSOHMDOBBHHbIﬂ KaHan CBA3N C CETbH YPOBHA MOHWUTOPUHIA;
- COBMEeCTHO MCHOJ’Ib3yeMbII?I KaHan CBA3N C CETbH YPOBHA MOHWUTOPWHIA;
- MOAKMKYEHME K MPOMbILLTIEHHOW CeTH;

- CeTeBOe noakKnw4yeHne FMGDMJJ,HOF! CUCTeMbI yrpaBlieHUA, CBSA3aHHOW/He CcBA3aHHOM ¢ Be30NacHOCTLIO.

6.2 OueHKa puckoB

6.2.1 O6wme TpeboBaHMA
Mepea TPagWLMOHHOWN CBSI3aHHOWM C DE30MacHOCTLI0 OLEHKON PUCKOB M OL@HKOW YIrpo3 U ys3BMMOCTEN
HeobxogMMO BbINMOMHATE OOLLYHO OLEHKY PUCKOB.
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Mocrne TpadWUMOHHOW CBA3aHHOW ¢ 6e30MacHOCTLH OLEHKM PUCKOB U OLEHKW YIpo3 U YsI3BUMOCTEN
LOOMKeH BbiTh 3anyLUeH NPoLEece paspelleHns KoHMNUKTA.

Heobxoauma ogHa rpynna cneunanvicToB ANs BINONHEHUS KOMIMIIEKCHOW OLeHKM PUCKOB UMK ABe rpyr-
Mbl CNELManUCcTOB ANSA BbINONHEHUS OLEHKM PUCKOB, CBA3aHHbIX ¢ 6e30MacHOCTLIO U € 3alMTol MHopMaLImu,
NpY Haanexallein B3aMMHON NoaaepKe UMK B3aMMOAeNCTBUM.

O6Luii NpoLecc OLEeHKW PUCKOB NOKasaH Ha pucyHke 1.

WMccnegoBaHue onacHocTed, yrposa/
YASBUMOCTER

L

OnpegeneHve KpUTepUs pucka

%

OnpegeneHwve U pacnpegeneHue
YPOBHA NOMHOTHI G@30NacHoCT

BbigeneHie 30H U KaHanos.
OnpepeneHue W pacnpeneneHne
YPOBHS 38LLNTLI MHPOPMAaLIAN

h

MNpegBapuTen:LHOE NPOSKTUPOBAHWE 1
Apyrve Mephbl CHYUXXeHWs pUcKoB

!

MpearapuTenEHOE NPOEKTUPOBAHKE
HeaonacHocTH

Ha

YA3BumMoCTb

oubaeneHa?

MpeasapuTenbHOE NPOEKTUPOBaHKE
3T bl UHPOPMALIMA

:

Mpoeepka 1 paspelleHne KOHNMKTE

Her Bce KoHMKTbI

6.2.2 AHanu3 onacHocTel U pMCKOB/OLeHKa Yrpo3 U YA3BUMOCTEN

paspelUeHbI?

Paspabotia u BHegpeHWe

PucyHok 1 — OBwuin npouecc OLEHKN PUCKOB

B uenax nogaoepXxaHua pucka HUWXXe 0OoNYyCTUMOro ypoBHA Heobxoanmo onpenennte BCe BO3MOXHbIe
onacHele co0bITHA B onpenerieHHblX nNpeadMeTHbIX 0bnacTsax, CBA3aHHbIX C |ACS, a Takxe ncHepnbeliBakWnm
OGDBEDM NMPUMEHATE N KOOPOMHMPOBATHL MeEpbl, CBA3aHHbIE C beHKLI,VIDHaJ'IbHOI;! 6e30nacHOCTbH, 3aWMTOR
MHpopMaLmu, 1 Opyrne TexHm4eckne Mmepbl BHe3onacHocTK.
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Heobxogumo yunThiBaTh BCe AeNCTBYHOLLME ONacHble (DakTopbl M BO3MOXHbIE Yrpo3bl, B TOM YKUCIE M-
Oen, yCTPOWCTBa, pacnopaguTenbHbie JOKYMEHTbI, Martepuansl, 1 onpegennTs cnegytoLllee:

- PEXUM 3KCrnyaTaluuMy CUCTEM;

- CIOXHOCTb CUCTEM;

- KOMMNETEHTHOCTb CNeunanncTos.

6.2.3 Kputepui pucka

Mepbl obecrnedeHnsn yHKUMOHaNbHOW 6e30MacHOCT YMEHbLUAKT PUCK MPUYWHEHUs Bpeada noaaM,
OKpyXarwLen cpege u umyLiectsy. [ns OCTUXEHWS Leneid doyHKUuMoHanbHoW 6e30nacHoCT 1 3almnTbl UH-
dhopmaLunm HeobxooMMO onNpefensaTe HaAMNeXallue KpuTepuu (OyHKLMOHANBHOM Be30nacHOCTU KOHKPETHOM
npyUKNagHom CUCTEMBI.

Bbibop Mep 3aBUCUT OT NPUKNaaHOM CUCTEMBI, a ee Bnajeney 06a3aH nogaepXuBaTh YPOBHU PUCKOB Ha
NPUEMITEMbIX YPOBHSX B COOTBETCTBUN C KPUTEPUAMMU.

McTouHnKamm KpUTEPHUEB pUCKa MOTYT ABNATLCS:

- pernamMeHTbl;

CTaHOapThl;
cocTosiHMe obLlecTBa;
MHble hakTops.l.

6.2.4 Pa3peweHune KOH(hNUKTOB

KoHNuKTLI paspellaoTcs Ha KaXKaoW UTepauny OLEHKM ONacHOCTEN U PUCKOB C BbipaboTKOM KOMMEH-
CaUWOHHBLIX Mep Npu HeobXoaAMMOCTHW.

[Mpy BO3HUKHOBEHUWN KOHMMWKTOR cregyeT BHOCUTbL U3MEHEHUS B!

- MPOEKT CUCTEMbI PYHKLMOHANbLHOW Be3aonacHoCTH Ansa CHUXeHUsa obLLero pyucka, BO3MOXHO BHeapsas
WHbIE 3alUUTHbIE Mepbl; NPU NPOEKTUPOBaHWUIM CUCTEMBI (PYHKLMOHANEBHOM BezonacHOCTU HeoBbxoauUMO ¢ camo-
ro Ha4yana y4uTbiBaTb, YTO 3TO MOXET NPUBOAMTL K HOBbIM YSI3BUMOCTSIM, U UCKaTb anbTepPHATUBHbIE PELLEHNS
BO M3bexaHue KOHNMKTOB;

- MPOEKT CUCTEMbI 3aLUNTbl MHOPMaLMKU, BOZMOXHO, C UCMNOMNb30BaHWEeM anbTepHaTUBHLIX Mep 3allu-
Thl MHOpMaLMK (MPU YCIOBUM, YTO CMELManNCTLI Mo 3aluTe MHOOPMAaUUM 3HAKT UMK YBeOOMMEHbI O Ha-
NUYNK KOHNUKTA; HANPUMEP, OHW MOTYT BHEQPUTL ansTEPHATUBHYID CUCTEMY UOEHTUQUKALNN MO OTNEYaTKY
naneua, 4Tobbl onepaTop, KOTOPLIA 3abblN Napons, MOr OTNPaBMATE KPUTUYECKM BaXKHbIE KOMaHAbl CUCTEMAM
Be3onacHoCTH); Unn

- B KOMMEHCUPYHOLLNE Mephl, KOTOPbIE Aal0T BO3MOXHOCTE 0CNabnaTe HEKOTOpbie Mepbl 3aluTbl MH-
cdopmaunm bnarogapst ToMy, 4TO OHU Bonee ahHEKTUBHO CHKAIOT PUCKU.

6.3 PaspaboTka u BHegpeHue

6.3.1 O6wmMe nonoxeHUs

Ecnu HekoTopble KOHTPMeEPbI 3aLMTbl MHPOPMAaLMU MHTErPUPOBaHbl B CUCTEMBI, CBA3aHHbIe ¢ be3onac-
HOCTbIO, HO HE W30MMPOBaHbl OOMKHbIM 00pa3oM, TO BCe aNeMeHTbl 3TUX KOHTPMep 3aluTbl MHpOpMaLUK
JOIMKHbI cooTBeTCTBOBaThL TpeboBaHnam M3K 61508, yactn 1—3.

Mo okoH4YaHWK pa3paboTKn M BHeAPEHWA HEOOXOANMO NPOBOAUTE UCTILITAHWUS OIS MPOBEPKU OTCYTCTBUA
HebnaronpuATHLIX BO3OENCTBUIA cUCTEeM (DYHKLUMOHANbLHOW Be30nacHOCTU UM 3alnThl MHAOPMaLUKW Apyr Ha
apyra.

Ecnu ncnbiTaHnA BbINOMHAKT ANS NPOM3BOACTBEHHbIX CUCTEM, TO HEODXOAMMO UCKITYaTh BO3AENCTBUE
ncnblTaTenbHbIX Npoueayp Ha Tpebyemble aKcnnyaTauMoHHble XapakTepPUCTUKN CUCTEM.

McnbiTaHus, KOTopble NPOBOOAT Ha YPOBHE M3AENWIA UMW CUCTEMbI, AOMKHbI JEMOHCTPUPOBATh, YTO:

a) dyHKuMu BesonacHocTu paboTakoT, Npu 3TOM cuUrHansl 6e3onacHOCTU OTNPAaBNAKTCS W NepesarTcs
BecnpenaTCTBEHHO;

b) nNpu HopmanbHbBIX YCNOBUSIX BO3MOXKHEI HAAEXKHaA 3KkcnnyaTauus n obecnyKuBaHWe CUCTeMbI;

C) pearMpoBaHWe Ha cOOM OCYLLeCTBMAETCs WTaTHbIM 0bpa3oM, cuctema ycnelwHo nepexoauT B be-
30MacHoe COCTOSHMUE;

d) BpeMs pearMpoBaHWsa NpMeMnemMo ANns NPUKNagHON CUCTEMBI.

6.3.2 Peakuus Ha OTKa3bl CUCTEMbI UMK HA COBLITUA 3alWKUTLI MH(hopMaLKMK

Mpy oBHapyeHUW OTKasza B CUCTEME, CBA3AHHOW ¢ BezonacHOCTbH, HEOBXOAMMO BbLIMOIMHUTL MNpO-
Leaypel B COOTBETCTBUM C MNAaHOM 0BCNyXMBaHUSA, B TOM YMCle YYMTLIBAs AUAarHOCTUYECKy MHopMaLuio,
BbIMOMHWUTL PEMOHT W MOBTOPHYIO BanuaaLu nocne peMoHTa.
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Ecnn HapylweHwue 3allnTbl MHC*JOpMaLI,I/IVI N NpuHATHUE COOTBETCTByI-OLLI,eﬁ 3aLLUTHORN KOHTPMEpPbLI Npo-
MCXOOAT B NpoLecce aKcnnyaTtauny, To HapylweHne U KOHTpMepa noanexart permctpauin U OTCrneXmMBaHuio.

Ecnu B npouecce 3Kcnnyataumm nponcxognT kakoe-nmbo HapylweHne 3allnThbl MHCpOpMaLWIVI M Ha Hero
pearvpyet cneunarnbHada KOHTpMepa HapyleHWnA 3allnTtbl Mchopmame, TO 370 cobbITUE M peakunsa KOHTpMe-
Pbl OOIMKHbI PETMCTPUPOBATLCA U KOHTPONMMPOBATLCA.

Kpome TOro, NOCKOINbKY HEKOTOPpAasa peakuuda CUCTeMbl 3allUThbl MHCbOpMaLI,MM MOXeT NpuBOOUTbL K aBa-
pMPIHOMy OTKINHYEeHNI CUCTEMbI (byHKLLMOHaHbHOF‘I 6930I'IEICHOCTH, TO OOJKeH ObITb npegycMoTpeH aBapmﬁ-
HblA MEXaHM3M, KOTODI::IFI npenoTepallaeT HexXenaTelnbHble OTKIMHYeHWA.

6.4 3kcnnyatauusa u obcnyxuBaHue

Kak oTMeuyeHo B pazgene 5, Ans akcnnyatauun M 0BCrny>XMBaHUS Takke OOMKHA BbITh NpeaycMoTpeHa
cucTemMa MeHemKMeHTa.

B xoae KOHTPOSbHbIX MPOBEPOK CMCTEM, CBA3aHHbIX C 6e30MacHOCTbI0, MPOBEPSAIOT OTCYTCTBUE OTPMU-
LaTenbHbIX BO3AENCTBMIA cucTeM (hyHKUMOHaNbHOM 6e30nacHoCTM M 3alWnThl MHpopMauMuM Apyr Ha apyra.
OTW NPOBEPKWU B 3HAYMTENLHON CTEMNeHW 3aBUCAT OT KOHKPETHOW NMPUKMagHON CMCTEeMbI, Hanpumep, MOXHO
MMUTUPOBATL aTaky B aBTOHOMHOM pexuMe Ans npoBepku pabotocnocobHocTM Mep obecnevyeHns 3awnThbl
MHOPMaLUK, a 3aTEM MOXHO MPOBEPUTE, MOXET N Nocne aToro yHKumMa GesonacHocTu ocTaeateea pabo-
TocnocobHomn.

MpnmevyaHnune — B M3K 62443-4-2:2019, nyHkT 7.5.3, ykasaHo, 4TO Bepumkauma yHKUMOHaNLHOCTA CUCTe-
Mbl 3aLMTl MHGOPMAaLMK B NPOLECCE HOPMAaNbHOW 3KCMyaTauMu AoMmKHa BLIMOMHATECA C cobriogeHuem Mep npego-
CTOPOXHOCTM BO M30DexaHWe OTPULATENLHOMO BO3AEWCTBUA, HO OHA MOXET DbITb Henpuemriema Ansa cuctem OyHKLMO-
HanbHOW BesonacHocTK. B gaHHOM cryvae cuTyauus MHas: a) KOHTposbHasa npoeepka dyHKUMOHansHoW Be3onacHoCTH
06bI4HO NPOBOANTCA B @BTOHOMHOM PEXMME HECMOTPSA Ha TO, YTO B NyHKTe 7.5.3 ykasaH pabouuii pexum. 910 knoveBas
npyvynHa, no Kotopon TpeboBanusa nyHkTa 7.5.3 He noaxooaT ona cMcTeMbl yHKUMOHANLHOW Be3onacHoCTUY, Tak Kak 3aTo
MOXET Bbl3BaTb NOXHOe cpabaTtkiBaHue; 1 b) nyHKT 7.5.3 — aT0 npocTo BepuduKauma yHKUMOHANbHOCTM, TOorga Kak B
OaHHOM crny4yae peyb MAET O BO3MOXHOM KOH(DIMKTE.

Mpouecchl BHeapeHusa cpeacTs obecnedeHns yHKUMOHANbHOW 6e30nacHOCT M 3alnThbl MHDopMaumK
Ha aTane 3KcnnyaTaumMu u obcny:KnBaHusa MoryT B6bITb TECHO CBA3aHbI ApYr ¢ ApyroM. [1o 3Toi npuynHe aes-
TEeNbHOCTL Mo obecneyeHuno 3aLlKUTLl MHpopMaUuMK AoMmkHa BbiTh YCOBEPLIEHCTBOBAaHUEM 3penbIX NpoLeayp
3KCMNyaTauum 1 TexHudeckoro obcnyxusanus ana obecneveHns yHKUMOHANBHOM 6e30nacHOCTM Ha npeg-
NPUSATUK, @ PUCKM 3aLLMTLI MHOpMaLUK credyeT paccMaTpuBaTh Kak YacTb NPOLECCOB YNPaBNeHUs puckamu
opraHmn3aunn. OBbIYHO K 3TMM MepaM OTHOCHATCA WTaTHas aKkcnnyaraumsa u obenykusaHve, pearmpoBaHue Ha
HapyLlweHnsa yHKUMOHaNbHOW Be3onacHOCTU/3aLWNTbl MHPOPMALWK U BHECEHUE HEOBXOOWMbIX U3MEHEHUI B
CUCTEMBI, CBA3aHHble ¢ Be3onacHocThio. Cneayer yaenaTb BHUMaHMe MepaM MOHUTOPWHIAa, perncTpauunn Ha-
pyLeHWA dYHKUMOHaNLHO 6e30nacHOCTU 1 3aLlMThl MHOPMaL MK, a Takke pearupoBaHusl Ha HUX (CM. Mpu-
noxeHue A).

6.5 BbiBog n3 akcnnyarauum

ﬂpw BbIBOZE M3 3KCNnyatauun noboro KOMMNoOHeHTa CUCTeMBbI, CBA3AHHOW C GESOHBCHOCTbI-O, daHanmaun-
PYHOT BO3MOXHbIE NOCnencTBuA 3TOro BbiBo4a AnA CDYHKLI,MOHaﬂbHOﬁ BesonacHocT. OBbI4HO aHanU3 BbIMon-
HAETCA B paMKax OTNa)}eHHOon npouenypbl MeHEOXMEHTa beHKLI,I/IOHEU'IbHDI;I BesonacHocTuK. Korga paccma-
TPpUBaKOT 3aLlUUTY VIHCbOpMaLI,MVI, TO OOJTKHBI ObITb BKMHOUYEHbI AONONHUTENbHbIE TDESOBEHIAFI K ynpaeneHuw
KOHTpMepaMn 3allUuThbl MHCDOpMaLI,VIJ/I. OHu BKMKOYAKOT MOHWTOPWHTI, TECTUPOBaHME W BbIMYCK oBHoBNEHWA/NC-
HpaBJ’IEHMﬁ nporpaMmmMmHoOro obecnedeHuns Ana KOHTpMep 3allnTbl I/IHGbOpMaLI,MM, d TakXe NoBTOPHY Banvaa-
LM Nocrie BHECEHWUS M3MEHEHWNIA.
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MpunoxeHune A
(cnpaBo4Hoe)

Bo3moxHble Mepbl N0 KoopauHauuu C]DYHI(LIMOHaﬂbHOﬁ HezonacHocTH
U 3alUThbI Iﬁ‘IHCbOPMaLII"IVI Ha pa3nuU4HbIX 3Tanax XXU3aHeHHOro UukKna

A.1 OueHkKa puckoB

[nsa BLIABNEHWA BO3MOXHbLIX ONACHOCTEW BO BHYTPEHHWMX CUCTEMAaX NPeanpuATUS HEODXOOWMO BbIMOMHATL B3au-
MOCBSI3aHHYH OLIEHKY OMacHOCTEW N PUCKOB, B KOTOPOW YYUTLIBAKOTCH acneKThl Kak hyHKUMOHaNLHoM 6e30nacHoCTu, Tak n
3awmuTel MHopmauun. Kak npaeuno, y4eT yrpos 3autsl MHopMauni NpyMBoauT K YBENMYEHUIO prcka yHKLUOHAMNBHON
BesonacHocTU. K BOZMOXHBIM yrpo3am 3aluTel MHAOpMAaLMK, KOTOpelE MOTYyT BMMATL Ha yHKUMOHaneHyr Gesonac-
HOCTb, OTHOCATCA YernoBeyeckne akTopbl, YCTPOWCTBA/CUCTEMBI, MOOKMHYEHHBLIE K CUCTEME YMPABIEHWA UMW CUCTEME,
CBsI3aHHOW ¢ 6e30MacHOCTLI0, UMM OTBETHAS Peakums/oTKas caMoi KOHTPMepb 3aLuThl MHdhopMaLuu.

BHellHWe unu BHYTPEHHWE 3MOYMLILLNEHHUKM MOTMYT aTakoBaTb OYEHb BaXKHYH MHCDPaACTPYKTYpYy WMnW Henocpea-
CTBEHHO CUCTEMEI, CBSA3aHHbIe ¢ BeaonacHocTbH. [1o0OpoCOBECTHRIE COTPYAHUKM, KOTOPLIE MMEKT NPaBo AOCTYNAa K CUcTe-
me IACS, moryT co3gath yrpoabl ee 3awuTe nHopMaunn, Copepllas HenpegHamepeHHble oWnBKN.

Takve yrposbl 3awuTe MHopMaL i MOryT NPUBOAWUTEL K BO3HUKHOBEHMWIO YA3BMMOCTEN, B TOM YACIIE OTKA30B anna-
paTHbIX CPEACTB M CUCTEMATUYECKUX OTKA30B (HanpuMep, oLnboK B NporpaMmmMHOM 0BecneyeHn CUCTEMBI YPaBeHus 1
CUCTEMbI, CBA3AHHOW C 6e30NacHOCTLIO).

A.2 PazpaboTka u BHegpeHue

A.2.1 Mepbl dhM3nyeckom 3alWmThbl, HeObXoAMMbIe ANA KOHTPONA gocTtyna

KnioueBble noMelleHus (LeHTpansHbIe ONEpPaTopckye, LUTOBLIE, TEXHUYECKUE NOMELLEHNS) 3alULLEHbl (usnye-
CKUMW CpeacTBaMK KOHTPONs AoCTyna (OrpaaeHwnsi, KOHTPOnb AOMnycKa, 3amMKy), cucteMamu BuaeoHabnogeHus u ap.
[MocelleHne Taknx NOMELLEHUIA pa3peLIEHO TOMbKO OrPaHUYEHHOMY KPYTY W3BECTHLIX L, B CONMPOBOXOEHWMW YNOMHOMO-
YEHHbIX COTPYAHUKOB C 06A3aTeNsHOM pernctTpaumen.

CnenyeT ncnonb3oBaTe 3anuparoLumecs wkadsl ¢ 0bopyaoBaHUEM.

PekomeHayeTca yaanaTe unv BNoKMpoBaTh HEHYXHbIE MHTEpPMERChl BeAYLLMX BbIMUCIUTENBHBLIX Y3M0OB Npeanpu-
aTua, Takne kak USB, ontudeckue auckoeogbl W GecnpoBogHble ycTporcTea. [Monb3oBatens OOMKeH TLWATENnbHO KOH-
TponupoBaTb MPUMEHEHWE OCHOBHBIX YCTPOWCTB oBecnevyeHns 3awmTbhl UHOPMAaLMKU, TAaKUX Kak 3NEKTPOHHbLIE KIHYK
VHKEHEPHbBIX/ONEPATOPCKUX CTAHUWA, B CUCTEME MEHEIKMEHTA.

A.2.2 PazpeneHuve Ha 30HbI W 3allUTa NepumMmeTpa

CeTun doyHKUMOHaNbHOWM 6e30NacHOCTH HE M30NMPOBaHbI, a MOAKHYanTCAa K CUCTEME YNPaBNeHNs, KOpnopaTUBHbIM
ceTsM Anst HeobxoOyMMOoro B3avMOLEWCTBUS APYT C ApyroM. 3TU CETU NogBepXKeHbl Gonee WMPOKOMY Kpyry aTtak, 4em
TpaguUUoHHBIE (PU3NYECKW pasneneHHble CETU; HanpuMep, NonbITka HECAHKUVOHUPOBAHHOTO JOCTYNa B KOPNopaTuBHYIo
CeTb MOXET PacnpoCTPaHATLCA HA CUCTEMBI, CBA3aHHbIe ¢ 6e30NacHOCTLI, M HAHOCUTL MM yliep®. [nA 3almnThl CEeTEBLIX
MHTepheNCoB CUCTEM, CBA3aHHLIX C Be30macHOCTbH, MOryT TpeboBaTbCA AOMONHNUTENbHbIE CpeacTBa NorpaHUYHOW 3a-
LWTLI, TAKME KaK BbIOENEHHBIN MEXCETEBOW 3KpaH A8 CUCTEM, CBA3AHHbLIX ¢ B6830MacHOCTLI0, CUCTEMBI ayTeHTUdMKaLUN
1 aBTOpM3auUWUM CETEBOMO AOCTYNa, AOCTYMN TOMbKO AMS YTEHUS K CUCTEMaM, CBA3aHHbIM ¢ 6e3onacHoCThiO, NpoBepka
AOCTOBEPHOCTW BBOAMMbIX AaHHbLIX/MPOBEpKa LenoCTHOCTY AaHHbIX/KOMaH4, nepegaBaeMblX Mo CeTAM B CUCTEMY, CBS-
3aHHyH ¢ Be3onacHOCTLH.

A.2.3 KoMMyHUKaUWOHHLIM npoTtokon Ansa obecnevyeHus ¢yHKUMOHANLHOW ©Ge30nNacHOCTU M 3alUMThbI
uHcopmaumm

B TpaguUMOHHBIX cUCTeMax, CBA3aHHbIX ¢ Be30NacHOCTLIO, ANS IKCTPEHHOW CBA3KM 0ObIMHO NPUMEHSIIOT 3aKpbIThie
MPOTOKOMbI; B TO e BPeMs Ha NPeanpusaTMAX LUMPOKO pacnpocTpaHeHbl 00Lne NpoToKonbl CBA3N (HanpuMep, Ha OCHOBEe
Ethernet), 4To cozgaeT QONOMNHUTENLHLIE PUCKM (TAaKMe, KaK MMUTALIMA 3KCTPEHHLIX COODLLUEHWIA 1 aTaku TUMa «OoTKas B
obcnykmBaHUM») ANA NPOTOKONOB 3KCTPEeHHON cBA3W. HeobxoomMmo yoenaTs 0cob0e BHUMAHWE YCUMEHWKD KOHTPMEP MNo
3aluMTe WHhopmaLMn Ang nepegasaemMblX aHHbIX.

A.2.4 KoHTponb yaaneHHoro gocryna

YhoaneHHbld 0OCTYN pefko NMpUMEHSIETCS B TPaaWLMOHHLIX cpefacTeax obecnedyeHus dyHKUMoHansHoW Gesonac-
HOCTM, OAHAKO LUMPOKO PacrnpocTpaHeH B MHDpacTpyKTypax npeanpusaTuin. 310 3HaYUTENBHO YBENUYMBAET PUCK NOACMY-
LUMBaHWA M Yrpo3bl OT NOMYYEHMsA JocTyna nyteMm obmaHa, HanpyMep Npy atakax ¢ ydactuem nocpegHuka. Heobxogumo
BHEOPATH KOHTPMEPbI MO 3auTe MHPOPMaUun AN KOHTPOMNSA yAaneHHoro A0CTyNa; Takke PEKOMEHAYETCH AETANU3NPOo-
BaTb NOMUTUKU K NPOLEAYPbI 3aLLUTLl MHAOPMaUUn KaXK oW BHEOPEHHOW CUCTEMBI.

A.2.5 BecnpoBogHoe ynpaBneHue JOCTyNnom

BecnpoBogHasa cBA3b LWUMPOKO MPUMEHAETCA B WMHTENMNEKTYansHOM MPOW3BOACTBE (Hanpumep, B MPOMbILLIIEHHOM
MHTepHeTe Beller 1 BbiYMCNEHUSX Ha nepudepuidHbiX ycTponcTeax). CyllecTByHOT NepcnekTuebl NpuMeHeHns Becnpo-
BOOHbIX TEXHOMOIUIA B cucTeMax obecnedeHuns dyHkumnoHanesHom 6e3onacHocTtu. [pu ncnone3oBaHum 6ecnpoBogHON CBS-

8

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 12 /16
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-71452-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=68854
https://gostexpert.ru/gost/gost-71452-2024?utm_source=pdf&utm_medium=68854&utm_term=page

FOCT P 71452—2024

31 cneayeT yoenaTtk ocoboe BHUMaHKME KOHTPOMK AdocTyna. B HacTosAweM cTaHgapTe He pacCMaTpUBaETCs NpUMeHeHue
6ecnpoBOAHbLIX TEXHOMOTMIA.

A.2.6 YpoBeHb yCTPOWCTB

Mpow3BoauTeny YCTPOMCTB AOMKHbI MPUHWMATL Mepbl Mo 3aluTe MHOPMaLMM CBOMX M3Jenuii U NpegoTepallate
pacnpocTpaHeHWe 1 BbINOMHeHWe BpedoHOCHOTo koda. [ns noeblleHns 6e30nacHOCTM W 3aLUMLLEHHOCTW YCTPOWCTB Mpo-
W3BOOMTENW MOTYT MCMOMNB30BaTh A4pa ONepauMoHHbIX cucTem, Habopkel NPOTOKOMNOB U Ap.

YA3BUMOCTH OnepauvoHHOW CUCTEMBI U NPUNOKEHWIA NPeaCcTaBNsAT HENOCPEACTBEHHYIO Yrpo3y ANA YCTPOWCTEa.
MocTaBLUMKM JOMKHBI MCKaTh YA3BUMOCTU, aHanu3nposaTs obliee obopyaoBaHvne 1 ycTpoicTea, 0BHapyXMBaTk M CBOEB-
PEMEHHO YCTPaHATb YA3BMMOCTH 3alMTbl MHOPMALLMU B ONEPAaLUOHHbBIX CUCTEMAX U MPUNOXEHUSAX.

Brnagensuam npegnpusatuia cnegyet yaensaTs NpucTanbHOe BHUMaHWe ysi3BUMOCTAM 3aLluThl MHGhOpMaLmK, Bbiny-
CKy WUCMpaBneHuii 4ns OCHOBHLIX MOMEBLIX YCTPOWCTB, NPUHATUIO Mep ANsi CBOeBpeMeHHOro oBHOBNEHUS UCNpaBneHui,
CTPOroi oueHKe 3alyThl MHOPMALUKM U UCMBITAHUIO MCMPaBMNeHWI Neped YCTaHOBKON.

Ona gocTtyna K noneBbiM YCTPOWCTBAM MPUMEHSIOTCA YHUKAMNbHbLIE MOEHTUMUKATOPLI, KOTOPLIE 3aBUCAT OT hyHK-
umin o6opyaoBaHUS M NO3BOMSIOT NPUNOKEHUAM BEPXHWUX YPOBHEW, B TOM YMCNe NPOMbIWneHHsIM VHTepHeT-nnatdop-
MaM, BbINOMHATE NOATBEPKAEHME NTMYHOCTH Ha OCHOBE WaeHTUduKaTopoe obopydoeaHus. Takke crneqyeT obecneyveatb
BO3MOXHOCTb MCMOMb30BaHWA KOMMOHEHTOB annapaTHbIX CpeAcTB (MMKPOCXEM WMWK BCTPOEHHBIX NPOrpamMm) B KadecTBe
KOpHSA goBepusi Ans Be3onacHoi 3arpysky NoneBblX YCTPOWCTB, KOHuAeHUManeHOW nepefaynm 1 3awmTel LeNoCTHOCTH
OaHHbBIX.

A.2.7 YpoBeHb ynpaBneHus

Cpepga ynpaeneHva Ha NpeanpuaTU MHTErPUPYET MHCDOPMAaLMOHHbBIE K JKCMITyaTalNOHHbIE TEXHOMOTMK.

TpaguuUMOHHBIAR NpOLECcC yNpaBneHUs NPoOM3BOACTBOM SBMAETCH 3aKPbITbIM, HO 3acnyxusatowum goeepus. No-
CTEMNEeHHOE MOBLILIEHUE CBA3HOCTH 3HAYUTENLHO PACLLUUPSET CNEKTP NOCMEACTBWIA HAPYLIEHWUIA CUCTEMBI 3aLUWUTLI MHOp-
maumn. MHdopmaunoHHaa ©e3onacHoCTb MOXET yXyAwaTh yHKUMOHaNBHYK Be3onacHoCTs U BhI3bIBATH psa Apyrux
nocrnencTBUi.

Cnepnyet obHapy1MBaTb BO3MOXHbIE UCTOYHMKA ONACHOCTEW, ONacHbIE YCNOBWUA U MHUMAEHTLI U cobupaTb MHGop-
maLuo 06 0BHapYKeHHbIX ONacHOCTAX (MPOAOIMKUTENBHOCTL, MHTEHCUBHOCTL, BPEAHOCTL, 0DNacTb OelCTBUA, MEXaHUYe-
CKWe CWMbl, B3pbIBOOMACHbIE YCMOBUA, CKOPOCTb peakUui, BOCNNaMEHAEMOCTb, YA3BUMOCTb, NOTEpsA MHdopMauum 1 ap.).

Heobxogumo onpenenaTe onacHble YCrOBWMA MMM MHUWOEHTHI, BO3HUKAKOLIME MEXOY YNpaBnsioLMM NporpamMm-
HbIM 0BecneYyeHremM 1 YCTPOWCTBaMM, BKIKYAA NPUHMHY MPOUCLLECTBUSA U TUMbl COBLITMIA (0TKa3bl KOMMOHEHTOB, OTKA3bI
nporpamMm, oWKnbKY YenoBeka U Opyrve CBA3aHHbIE C OTKA3aMy MEeXaHW3Mbl, KOTOpble MOTyT NpUBOOWUTL K OMACHBIM CO-
ObITUAM).

Heobxogumo aHanM3MpoBaTh KOMMIIEKCHOE BrMAHME Ha hYHKLUMOHANbHYK He30nacHOCTb XapakTepUCTUK TUMOBLIX
NPOW3BOLACTBEHHbBIX NPOLECCOR, TEXHOMOMMYECKUX NPOLECCOB U YNPaBNEHUS KAYECTBOM.

CnepnyeTt paccmatpuBaTh COCTOAHWE OTCYTCTBUA yrpaeneHua yHKUMoHansHoW Be30nacHOCTEI0, KOTOPOE MOXET
BO3HWKaTb B pe3ynbraTe aBToMatu3auuun, MHTErpauuM M MHopmMatusaumm, a TakKke onpedendTb MexaHW3Mbl MOHWUTO-
pviHra, paHHero OnoBELLEHWA UMW aBapMAHOW CMrHanu3aumv, AMarHOCTUKM HEUCNPaBHOCTEW, BOCCTaHOBNEHMA, cbopa u
perncTpauumn daHHbelX, KOTopble HE0OX0ANMO BHEOPATE.

Heobxogumo onpegenaTs pasymMHO NpeackasyeMoe HemnpaBuiibHOE UCMOoNb30BaHWe, KOTOPOe MOXET BO3HUMKATL B
XO[e 3KCnfyaTaunun MHTENNeKTyansHOM CUCTEMBI OMEPATOPOM, a TaKkKe CMoCOOHOCTL 3TOW MHTENMNEKTyanbHOW CUCTEMBI
NpOTMBOAENCTBOBATL aTakam 3royMbILLNEHHWKOB.

MHTennekTyanbHbIE YCTPONCTBA W WHTENNEKTYanbHbIe CUCTEMbI OOMkHbI BbITb CNOCOOHBI MPOTUBOCTOATL UIK
YCTpPaHATb BNUAHME (DU3NYECKUX, SMEKTPUYECKUX, MArHUTHBLIX, pagMaLMOHHbIX, NMOXapHbLIX U CEMCMUYECKUX YCIOBWIA, a
TaKKe JOMKHbI BbITh B COCTOSHUKM 00HapyXuBaTh W 0OpabaTbiBaTh aBapWiAHbIE HAPYLLIEHUS UK MPEPbLIBAHWSA.

A.2.8 WUnTerpaums mep no 3awurte uHcpopmaymm

Heobxogumo wHTErpypoBaTe Mepbl MO 3awmTte uHdgopmMauum B cuctemy obecnevenunss doyHKUMOHaNbHOW Be3o-
NacHoOCTH:

- ayTeHTM(UUMPOBaTL NOML30BATENEeN C PasNMYHLIMU MPaBaMn Ha BbINOMHEHWE Onepauui PasnuyHbIX TUMOB;

- Mpu pa3paboTke NPOTOKOMOB AN yHKUMOHaNBLHOW Be3onacHom CBA3W AOMKHbLI MCNOMbL30BATECH COOTBETCTBY-
oLwre Mepsbl WdpoBaHns KoHuaeHunansHoW nHdopmaumn, YTobel rapaHTupoBaTh, YTo MHAOPMaL WS ABYX CTOPOH He
OyneT nonyyeHa TpeTbel CTOPOHOMN,;

- BbINOMHATE TECTUPOBAHME KOAA CUCTEMBI ynpaBneHus hyHKUMOHaNLHON 6e30nacHoCTBI0 Nepes, akcnnyatauven
ans obHapyxeHus AedeKkToB B NporpaMmMHoM obecneqeHnn, UCnonb3oBaTe MEPbI MPOBEPKM LENOCTHOCTU ANA BEpUX-
Kaluuw nporpaMmMHoro obecneyeHus ynpasneHns yHKUMOHaNbHOW 6e30MacHOCTLI0 M CBOEBPEMEHHOM0 0BHapyKeHWs He-
CaHKLUMOHMPOBaHHOIo JOCTYyMNa K nporpaMmMHomMy obecneyeHuto. CozgaBaThk pe3epBHYH KOMUK NporpaMmmHoro obecneve-
HWA AnA ynpaeneHus dyHKUMOHansHoN 6e30MacHoOCTLI0 U MporpaMMel KoHdUrypaumm;

- AN cucTeM ynpaBneHus hyHKUMOHaNsLHoM 6e30nacHOCTBI0 NPUHATE Mepbl KOHTPONs AnA obHapyXeHws, NnpeaoT-
BpaLLEHNs 1 BOCCTAHOBMNEHWS NPW NOABNEHUM BPEAOHOCHOTO KOAA;

- TWaTenbHO TECTUMPOBaTb M3MeHeHWs 1 0BHOBNeHus cucTeMbl yrpaeneHus, pa3pabatbiBaTte NOAPOGHBINA nnaH
BOCCTaHOBMEHWA NpedblayLero CoOCTOAHWUSA, TeCTUPOBaTb U BHEAPATE BaXKHbIe MCMPaBMeHUsa B MakcHMarnbHO KOPOTKUIA
CpOK, a Npw 0BLKX UCpaBneHuax — TeCTMPOBaTk W pa3BepThIBaTh TONLKO HeoBXxoaMMbIe,;
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- MOCTaBLUMKW CUCTEM YNpaBneHus yHKUMOHANbLHOW BesonacHocTbio 06A3aHbl CBOEBPEMEHHO pearvpoBaTth W
NpefoCcTaBnATb MHCTPYKUWMU UM PELLEHUS MO YCTPaHEHWIO YA3BMMOCTEN B CUCTEME ynpaBneHus gyHKUMoHanbHoi be-
30MacHOCTLI0 NMMBO BO3MOXHbIE aNbTEPHATUMBHLIE PELLEHWUS, TaKUE KaK 3aKpbITUE NOPTOB, KOTOPLIE MOXHO MCMONL30BAaTh;

- MOHWUTOPMWHT W ayauT 3aliuThl MHOPMaLMK ANa CUCTEMbI yNpaBneHus dyHKUUOHansHoi GeaonacHocTbo Mno-
3BONSAET CBOEBPEMEHHO 06HaPYXUBATb HAPYLUEHWA 3aLLMTbI MHOpMaLMK B CETU U M3BEraTh UX, a Takke NPegoCcTaBnsATh
noapo6Hy MHPOPMaUWIo AN aHanu3a HapyLeHW 3auTbl MHopMaUmu.

A.2.9 UHTerpauma MOHUTOPUHra (pyHKLMOHaNsLHOW 6e30nacHOCTU U 3aLWKUThI MHhopMauum

M3-3a 6ONbLIOrO KOMWYECTBA HOBLIX TEXHOMOMMA M YCTPOWCTE Ha NpeanpuaTUaX hakTUYecKy OTCYTCTBYIOT PeTpo-
CNeKTUBHbIE AaHHble 06 MCTOYHMKAX ONAaCHOCTEeN, ONacHbIX COBBITUAX U MX nepuoau4HocTy. o 3Ton NpuYMHe pesynsTaThl
OLEHKW PUCKOB MPW NPOEKTUPOBAHUK NPeanpuaTUa MOryT BbiTe HEOOCTOBEPHBIMU, a hyHKLMKM Be3onacHoCT, KoTopbie
pa3paboTaHbl Ha UX OCHOBE, — HEe COOTBETCTBOBATE hakTuyeckum TpebosaHuam npegnpusTtus. B cBA3wW ¢ aTum Ha npea-
npuaTUKM HeoGX0QMMO HACTPOMTE Peanmn3oBaHHY NNaTqopMy MOHWTOPWHIA PUCKOB, UCMOMNb3Yys KOTOPYH OnpedensTe
WCTOYHVKM ONAacHOCTEW, onacHble coBbITUA M MX NEPUOAUYHOCTL, YrPo3bl MHPOPMaLMOHHON Be3onacHocTH U UX Nepuo-
AWMYHOCTL, a Takke paboyee COCTOsIHWE COOTBETCTBYHOLErO YCTPOMUCTBa BesonacHocTi. OTy MHMOPMaUMWI0 UCHOMNB3YOT
ANs OUeHKM OYHKLMOHaNbHOM 6e30nacHoOCTM U 3almnTel MHOPMAaLMK MHTeNNeKTyanbHbIX NPeanpUsaTUi.

A.2.10 MOHUTOPUHI HOPManLHOro pexumMa paboTsl

B uenom akcnnyatauma cucTem, CBA3aHHbIX ¢ Be30MacHOCTbIO, M CBA3AHHbBIX C 3alWWTOW MHMOPMaUMK KOHTPMED,
AOmKkHa CooTBETCTBOBaTE cneundmkaummn Tpebosaruii 6ezonacHocTU/3awmuTel MHbopMaumu, YTobbl rapaHTMpPoBaTh, YTO
Tpebyemble hyHKLMK Be3onacHOCTH NogaepxuBarTcsa ¢ TpebyemblM 3Ha4eHuem YT1b.

B HopmaneHOM pexvme paboThkl CUCTeM, CBA3aHHBIX ¢ 6e30MacHOCTBH, OCYLUECTBNSAETCH UX HerpepbiBHbIA OH-
NalH-KOHTPOIb C NMPUMEHEHWEM YeNoBeKo-MaLllMHHOIO UHTepdpeiica, a CMCTEMO KOHMUIypaummM OCTYN nonb3oBaTtenei
K CUCTEME, CBA3aHHOW ¢ Be30nacHOCTLI0, ANA NporpaMMUMpoBaHna 0belvHO 3anpelleH. Bo BHYTpeHHUX cuctemax npea-
NPUATUSA MOXHO OPraHM30BBIBaTL YAaneHHbI AOCTYN K AaHHBIM MOHWUTOPWHIE, UCMOMb3Ys YErnoBeKO-MallWHHBIA MHTep-
chelic ¢ MOBUNbHLIX YCTPOWUCTB, OQHAKO 3TWM AaHHbIEe AOMKHbI BbITb JOCTYMNHLI TONBKO ANs YTeHus. B aTom cnydae camoii
cepbe3Hoi NpobnemMoi C TOYKW 3peHUst 3aWwmTel MHOpPMaUM ABAAETCH KOH(MOeHUManeHOCTe AaHHBIX MOHWTOPUHIA.
Heobxogumo obecneunBaTte KOH(bUAEHUMANEHOCTE OaHHbLIX BCEX MOTOKOB, KOTOpble nepefaloTcd no oblenocTynHon
ceTn (Hanpumep, NOcpeacTBOM LWKWPOBaHWA), PEMMCTPMPOBaTL NOMLITKW yAANeHHOro JOCTYNa W BbINONHATE Haanexa-
L0 ayTeHTUUKaLMIO N aBTOPM3aLmMio Npy yaaneHHoM JocTyne.

A.2.11 MnaHoBoe TeXHU4YeCKoe 0BCNyXMBaHME N TEKYLMKA OCMOTP

YuuTblBas acnektel 6e3onacHoOCTW, NNaHOBOE TexHWYeckoe obenyK1BaHUe CUCTEM, CBA3AHHLIX ¢ Be3onacHoCTEI,
BKNto4aeT B ceba KOHTpOMbHLIE NPOBEPKK, TEKYLLMIA ocMOTp, 0bxog u nobkle AeNCTBUA No NPoUNaKTUHECKOMY TEXHU-
Yyeckomy obcnyxmBaHuio. Kak npasnno, 3Tk 4EWCTBMA BbIMOMHSAOT KBANMMMUNPOBaHHbIE CNeLManucTbl, NX TaKKe NnaHu-
PYIOT M AOKYMEHTanbHO 0hopMAAIoT.

KoHTponbHble NpoBEpPKV BLIMOMHAKT NO NfaHy B COOTBETCTBMW C NMCbMEHHO 0hOPMIIEHHOI NpoLeaypoi 4ns npo-
BEPKW TOro, 410 byHKUMKM BesonacHocTu paboTatoT cornacHo cneuvguKkaumum CUCTeMbI, a TeKYLUWIA OCMOTP BbIMOMHAOT
nepuoguyeckn Ana obHapyKeHUs HeCaHKUWOHWPOBaHHLIX MaMeHeHuid. CnedyeT pernctpupoBaTb (PakTUHECKYH MHTEH-
CMBHOCTb W MPUYMHY 3aMnpocoB Ans o6HapyKeHnss HECOOTBETCTBUIA MeX Ay hakTUY4EeCKUM 1 3annNaHUpoBaHHBIM NPUMEHE-
HUEM.

Baiinac gonyckaeTca TONBKO NPWM HanM4yuMM KOMMAEHCHPYOLWMX Mep Ans obecneveHusi AONYCTUMOTO CHIBKEHWUS
pucka. BeinonHeHne Gannaca AOMKHO ObiTh CaHKLUMOHWPOBaHO, 3aperMcTpUpoBaHO ¥ OFPaHN4eHO Mo BPEMEHM.

[ns 3awnTel HchopMaumm cneayeT NEPUOANYECKU NPOBEPATE CUCTEMHOE NPOrpaMMHoe obecneveHue u KOHTpMe-
pbl 3aWMThl UHOpPMaLMK (HanpuMep, Hanuine U3aMeHeHUn B KOHUrypauum cucTeMbl 3allmMTel MHpopMauum). Kpome
TOro, cnegyet Nepuognyecky BbIMOMHATL BepUdMKaumnio mexaHnamos obecnevyeHns 3awuTbl MHdopmauun, 4Tobbl yao-
CTOBEPUTLCSH, YTO BCE KOHTPMEPbI 3aLUnTbl MHPOPMAaLWMK CKOHUIYPUpOBaHbl U paboTaloT B COOTBETCTBUM C MPOEKTOM.

[ns oBecneyenus 3aWwmTel MHOpMaUMK creayeT CTPOro KOHTPONUPOBAaTE YAaneHHbI JOCTYN K CUcTeMam, CBsA-
3aHHbIM ¢ 6e30NacHOCTLI0, C NPaBOM 3anucK, Hanpyumep npu Barnace unu gaxe AnNa nporpaMMupoBaHvs. PazpelleHune
Ha yganeHHbl OCTYN JOMKHO NPeaoCTaBnATLCA Nocne ayTeHTuduKauum 1 asTopmsayu. HeobxognmMo KOHTPONMpoBaTh
LIeNnoCTHOCTL Onepauuii 4OCTyna U BCe Noao3putensHele AericTeus. [JocTyn gonkeH 6biTe orpaHuyeH Bo BpeMeHu ¢ 06a-
3aTenbHbIM NOCNEeayOWWM 3aBEPLUEHWEM ceaHca.

A.2.12 N3meHeHue

Heobxoaumo npoaHanu3vpoBaTe BO3MOXHOE BO3QEeWCTBUE U3MEHEeHWA Nboi YacT CUCTEMbI, CBSA3aHHOW ¢ Be-
30MacHOCTLI0, Ha hyHKLUMOHanbHY BezonacHocTb. Kak npaeuno, Takol aHanua npefycMoTpeH B OTNAXEHHOW npouenype
yrnpaeneHnst uaMeHeHuaMK Ansa yHKUMoHansHon 6esonacHocTy. py NpoekTUpoBaHUM 3alMThl MHpopMaUKMKM Heobxo-
OUMO NPUMEHATL A0NOMHUTENBHOE YNpaBreHne U3MeHEeHUsIMIA ANS KOHTPMepP 3allMThl MHhOpMaLUUK, B TOM YKChe npe-
AycMaTpuBaTb MOHUTOPWHI, TECTUPOBAHME W BbiNYyCK 0OHOBNEHMA/MCNpaBneHuid NporpammMHoro obecnevyeHus, BbINOMH:A-
HOLLIErO KOHTPMEPbI 3aLUUThI MHhOpMaUWK, a TaKKe NOBTOPHY Banuaauuio nocne Mmoaudukaumn.
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