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Mpeancnoeue

1 PASPABOTAH Accouunauuven «LindpoBbie MHHOBaLMKM B MalWMHOCTpoeHUn» 1 degepanbHbIM rocy-
0APCTBEHHBIM OHOIKETHBIM yupexaeHnem «PocCcUAcKUA WMHCTUTYT cTaHgapTtuzauuu» (OIBY «MHcTuTyT
cTaH4apTM3aumm»)

2 BHECEH TexHu4eckum KomuTeToMm no ctaHaapTtusaumm TK 306 «M3mepeHus, ynpaeneHue n aBToMma-
TU3aLMs B MPOMbILLNEHHbIX Npoueccax»

3 YTBEPX/EH W BBEJEH B JEWCTBWE MMpukazom ®enepanbHOro areHTCTBA MO TEXHUYECKOMY
perysiMpoBaHnio U MetTponorin ot 29 Hoabpsa 2024 . Ne 1803-cT

4 Hactodwmin ctaHgapT paspaboTaH ¢ y4eTOM OCHOBHbIX HOPMAaTMBHLIX MONOKEHUA MeXayHapOgHOro
nokymeHTa MOK/TP 62541-2:2020 «YHuduuuposaHHasa apxutektypa OPC. YacTte 2. Mogens 6e3onacHocTu»
(IEC/TR 62541-2:2020 «OPC unified architecture — Part 2: Security model», NEQ)

5 BBE[JEH BIEPBbIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHsl 8 cmamse 26 @edepanbHO20 3aKOHAa
om 29 uwoHsa 2015 2. Ne 162-®3 «O cmandapmu3sayuu 8 Pocculickol ®edepayuu». MHgpopmayus ob u3-
MeHeHUSX K HacmosduwieMy cmaHO0apmy nybrnukyemcs e exes00HOM (0 COCMOAHUK Ha 1 AHeaps meKyuwieao
2o0a) uHghopmayuoHHOM yKazamene «HayuoHansHble cmaHOapmsbi», a oguyuanbHbil MeKcm usmMeHeHul
U ronpasoK — 8 eXeMecayHoM UHOPMayUOHHOM ykaszamerne «HayuoHanbHbie cmaHdapmel». B ciyvae
rnepecMmompa (3aMeHbl) unu ommMeHbl Hacmosuie2o cmaH@apma coomeemcmsyrouwee ygedomneHue bydem
onybnukoeaHo 8 b6ruxalweM ebINyCcKe eXeMecsyHO20 UHGOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsi». Coomsememaeyiow,asi UHGhopMayusi, ygedoMIeHUE U MEeKCmbl Pa3Mewalmcs makxe 8 UH-
gopmayUuoHHOU cucmeme 06wez0 Noab3osaHuUss — Ha oghuyuansHoM calime PedepanbHO20 azeHmcmea fno
MexHUYeCcKoMY peaynuposaHuro U Mempoioauu 8 cemu MiHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NnpoCcTpaHeH B Ka4vecTBe ocbmu,uaanoro n3gaHus tes pas3pelieHna dJe,qepaanoro dreHTCTBa no TexHu4de-
CKOMY perynmnpoeaHu N MeTponornn
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BeegeHue

HacTosilumin ctaHgapT ABNSeTCs BTOPOW 4acTb cepuun cTaHgapToB «LludpoBas NMpoMbILLNEHHOCT.
YHucpnuupoaHHasa apxutektypa OPCx». OH ABnsieTca pyKOBOLCTBOM MO NPUMEHEHMUIO Modeny Be3onacHoCTH
oTkpbiTon nnatcopmel (OPC), obecneynBatowein yHudmumposaHHyto apxutektypy (UA) mexaHusma obmeHa
OaHHBIMKW B NMPOMBILUIIEHHBIX CMCTEMAaX KOHTpons 1 ynpaeneHusi. Mogenb BkModaeT B cebs xapakTepucTuky
yrpoz besonacHocTu huanHeckmx, annapaTHbIX U NPOrpaMMHbIX cpen, rae npegycmoTpeHa pabota OPC UA.

HacTosilymin ctangapT gaet onpegeneHue oblinx TepMUMHOB Be30nacHOCTU, KOTOpLIe UCMONb3YTCA B
3TON W gpyrux vactsax cepuu ctaHgaptoe OPC UA. B Hem gaetcqa ob63op dyHkUMIA Be3onacHOCTW, a Takke
COLEePXAaTCs CChIMKW HA CEPBUCHI, CONOCTABNEHUSA U NPOOUIM, KOTOpPble HOPMAaTUBHO ONpeaeneHsbl B ApPYTrux
yacTax cepumn ctaHgaptos OPC UA. HacToawmii cTaHaapT CooepKUT pekoMeHaaumm no Haunydlen npaktu-
ke obecneveHus1 6esonacHocT. Bonblioe BHUMaHWe yoenseTcs 3aluTe JaHHbIX, KOTOPbIMWM 0BMeHnBaKTCS
NpWAoXeHus, onpegenstolmne nportokon cesasm OPC UA. Hactoawumin ctaHgapT npegHasHadeH ans paspa-
DOTUMKOB KNMEHTCKUX MNK cepBepHbix npunoxeHun OPC UA, a Takke ona none3oBaTtenen, NCNOMNb3yLWwmx
dyHKuun BezonacHocTu, npepoctasnseMmeie OPC UA.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

UndhpoBas npoMbILWIEHHOCTb
YHUOULMPOBAHHAA APXUTEKTYPA OPC
Yacte 2
Mopenb 6e3zonacHocTH
Digital industry.

OPC unified architecture.
Part 2. Security model

Data BeepeHus — 2025—02—01

1 O6bnacTb npuMeHeHus

B HacToswem cTaHgapTe npeacTaBneHbl KOHUEeNUWU u ob30p yHUGULUUPOBaHHOW apxuTtektypbl OPC
(OPC UA). HacTosiwuia cTaHgapT pa3paboTaH B pa3BuTMe OCTanbHbIX YacTeil MHOTOKOMMNOHEHTHOro Habopa
AoKyMeHTOB no apxutektype OPC. Hactosawuin ctaHgapt coaepkut oObACHEHWE OCTarbHbIX YacTel cepun
cTanHpgaptos OPC UA.

B HacTosiwem cTtangapTte onucaHa mogens b6esonacHoctu OPC Unified Architecture (OPC UA); onuca-
Hbl yrpo3bl BesonacHocTH PU3NYEeCKUX, annapaTHbIX U MPOrpaMMHbIX Cpel, B KOTOpbIX, Kak oxuaaeTca, bynet
pabotate OPC UA; onncaHo, kak OPC UA nonaraetcs Ha gpyrne ctraHgapTtel 6e30nacHOCTL.

B HacTosflwem cTaHOapTe gaHo onpegeneHue oblmnx TepMMHOB 6€30MacHOCTH, KOTOPbLIE UCMNOMB3YHTCS
B 9TOM W gpyrux yacTsx cepum ctaHgapToB OPC UA. B Hem gaetcs 0630p dhyHKLMIA Ge30nacHOCTU, KOTOPkIEe
yKasaHbl B gpyrux Jactax cepun ctaHgaptoe OPC UA. B Hem copep)KaTcs CCbINKWM Ha CepBMChl, CONOCTaB-
neHns 1 NpodMnK, KOTOpble HOPMAaTKUBHO ONpeaeneHbl B APYrnx Yactsx cepum ctaHgaptos OPC UA. B Hem
cofepXaTcsl NpeanoXeHUs UMK pekoMeHZauum No Hauny4len npaktuke obecnedveHuns 6ezonacHocTu. Jobas
KaxyLlaacs ABYCMbICIIEHHOCTL MeXAy 3TOM YacTbi U OQHON U3 APYTMX HOPMATUBHLIX YAcTeW He OTMEHSET U
He yMeHbluaeT TpeboBaHWA, YyKkasaHHbIE B APYroi HOPMaTUBHON YacTu.

Mockonbky OPC UA onpegensieT NpoToKoM CBA3W, OCHOBHbIE HOPMbl OTHOCSTCA K 3alinTe OaHHbIX, KO-
TOpbLIMKY OOMEHMBAOTCA NpUNoXeHus. HacToswmin ctaHgapT npegHasHadeH gns paspaboTymKkoB KITMEHTCKUX
unu cepeepHbix npunoxeHuin OPC UA, a Takke Ans KOHEeYHbIX Nonb3oBaTtenei, KOTopbiM TpebyeTcs ucnonb-
30BaTb HOpPMbI pa3nuuHbix dyHKUUA BesonacHocTu, npegocTtaensemelx OPC UA. B Hem cogepikaTca nonoxe-
HWUS, MPUMEHUMbIE NPWU Pa3BepPTbIBAHUN CUCTEM. 3TN NOMNOXEHUA HOCAT OBLLMIA XapakTep, MOCKOMNbKY AeTanu
OyoyT 3aBUCETH OT hakTudeckon peanusauunm npunoxeHun OPC UA n pelueHuin, npuHATLIX Ans obecnevyeHuns
©esonacHocT canTa.

2 HopmaTtuBHbIE CChINKK

B HacToslwem cTaHgapTe MCNoNb30BaHbl HOPMATMBHLIE CChINKW HA cnefylolve cTaH4apThbl:

FOCT P 70988 Cuctema ctaHOapToB B LMpoBoA NpombliuneHHocT. OcHoBHble nonoxenusa. Obwne
TpeboBaHUA K cucteme

FOCT P 70992 Uudposasa npomMbllLneHHocTb. MHTerpauusa u uHTeponepabensHoCTs cucTeM. TepMUHBI
U onpefeneHuns

MapaHune ochbuumnansHoe
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FOCT P 71806 LindpoBasa npoMbIlLUNeHHOCTb. YHUdULMpoBaHHas apxuTektypa OPC. HYacts 1. O630p
N KOHLenuuu

FOCT P 71809 Undpoas npombIlLneHHOCTE. YHUdULMpoBaHHasa apxuTektypa OPC. YacTe 4. CepBuchl

FOCT P 71810 UndpoBast npoMbliNeHHOCTb. YHUuunposaHHasa apxutektypa OPC. YacTe 5. MIHop-
MaLMOHHas Moaernb

rOCT P 71811 Undpoas npomblilwneHHOCTb. YHudrumpoBaHHas apxutektypa OPC. Yacte 6. Cono-
cTaBneHus

I punMmevYyaHne — I'Ipw NnonbL30BaHUMU HACTOALLMM CTaHOaPTOM u,enecooGpaaHo npoBepnTb ,D,el?lCTBVIE CCbINnoY-
HblX CTaHOApPTOB B VIHCbOpMaLlI/IOHHOI:’I cucteme obLEro NonbL3oBaHMsa — Ha OCbVILI,IAaJ'IbHOM canTe CDe,u,epaanoro areHT-
CTBa No TEXHUYECKOMY perynmpoBaHnio N METPONOrMn B CeTH MHTepHET nInn no exerogHomy MHCbOpMaLlMOHHOMy YKa3a-
Ten «HauuoHanbHbIe CTaHgapTbI», I{OTOprIjI Ol'lyﬁl'll.’IKOBaH Mo COCTOSIHWIO Ha 1 AHBapA TeKyLwero roga, M1 no BbiNyCKam
exemecAa4Horo MHCbOpMaLIMOHHOFD yKasarena «HauunoHanbHblE cCTaHaapTbel» 3a TE'I(yLLIHﬁ rog. Ecnu sameHeH CChINOYHbIN
CTaHgapT, Ha KOTpriI‘;‘I AaHa HeJaTupoBaHHAaA CCbiNnkKa, TO peKkoMeHOyeTCcA MCNOoNbk30BaTek BEPCUID 3TOrNO cTaHaapTa C yde-
TOM BCeEX BHECEHHbLIX B OaHHYK BEpPCUKD naMeHeHui. Ecnn 3ameHeH CCbINOYHLIN cTaHgapT, Ha KDTOprl?I OaHa gatmpo-
BaHHaA CCblNKa, TO pekoMeHayeTcA WUCNonb3oBaTb BEPCUID 3TOro CtaHdapta C yKa3aHHbIM Bbllle rogomMm yTBepXOeHWA
(I'IDMHHTVIH). Ecnu nocne yTBEPXKOEHUA HACTOALLEro cCtaHgapTa B CCbIMNOYHbIA CTaHgapT, Ha KOTODbiI?l AdaHa gatupoBaHHas
CCblliKa, BHECEHO M3MEeHeHK e, 3aTparnearllee nonoxeHWe, Ha KOTOpoe daHa CChilKa, TO 3TO NoNnoXeHWe pekoMeHOyeTcA
NPUMEHATL Ges yyeTa 4aHHOro M3MeHeHUA. Ecnn ccbinoYHbIn CTaHgapT OTMeHEH De3 zameHbl, TO NONoXeHue, B KOTOpPOM
[daHa CCbinKa Ha Hero, pekoMeHayeTcAa NpUMMeHATb B 4acTu, He 3anarV|Barou.|,e|71 3TY CCbINKY.

3 TepmuHbI, onpegeneHnsa U COKpaLleHus

3.1 TepmuHbl M onpegeneHun

B HacTosiwem cTanfapTe NnpUMeHeHsl cneayowme TepMUHbl C COOTBETCTBYOLLUMK onpeaeneHusMn:
3.1.1 aBTopu3auun (authorization): BoamoXHOCTb Npef0oCTaBNeHUs 4OCTYNa K CUCTEMHOMY pecypcy.

MMpumevyaHmne — ABTOpM3aUMA OOCTYNa K pecypcam OOMKHA OCHOBLIBATLCA Ha MPUHUMNE «HYXKHO 3HATb».
BaxHo, 4Tobbl goCTyn B cUCTeMe Dbl orpaHuyeH.

3.1.2 anroputm obmeHa knro4vamu (key exchange algorithm): MNMpoTokon, ucnons3yemslin AN ycTaHOB-
neHust BesonacHoro kaHana cBA3v Mexay OBYMS CYLLUHOCTAMW B He3allMLLEeHHOW cpede, npu Kotopom obe
CYLLHOCTMW NPUMEHSIOT OMpeaeneHHblid anroputm ang 6esonacHoro obMeHa CekpeTHbIMU KIKYamMu, KoTopble
UCNONL3YHTCH ANS 3aLUKUThl CBA3W MEXOy HUMMU.

MpumevyaHnme — TUNUYHBIM NMPUMEPOM anropMTMa obmeHa Knrdamu asnaetca npotokon SSL Handshake
Protocol, ykazaHHbih B SSL/TLS.

3.1.3 acummeTpuyHaa kpuntorpadma (asymmetric cryptography): Kpuntorpaduyeckuin metog, vc-
NonNb3yHLWKUA Napy KNYyen, 0ANH U3 KOTOPbIX Ha3bIBAETCA 3aKPbIThIM KIMHYOM W XpaHWUTCH B CEKPETE, a OpYron
Ha3bIBAETCH OTKPbITHIM KNHYOM, KOTOPbIA CTAHOBUTCH AOCTYMHbIM.

MpumeyvyaHne — AcuMMeTpU4Has KpunTorpadums WM3BeCTHa KaK «KpUNTorpadus C OTKPbITbIM Ko4HoM». B
anropMTMe acMMMETPUYHOTO WcbpoBaHKUs, korga obbekT «A» TpebyeT KOHhKAEHUMaNbHOCTY AaHHbIX, OTNPaBNAeMbIX
00bekTy «B», 06beKkT «A» LWMQpPYET AaHHbIE C NOMOLLEID OTKPLITOro Kro4da, npegoctaBneHHoro obbektom «By». Tonkko
00bekT «B» nMeeT COOTBETCTBYIOLUMIA 3aKPLIThIA KMY, HeoBXoAuMbIA ANA pacluMgpoBKM AaHHbIX.

B anroputme acuMmmeTpuYHON LU POBOM NOANUCH, Koraa obbekTy «A» TpebyeTcsi UeNnoCTHOCTL CO0D-
LWeHUs unu gns obecnedyeHnsa ayTeHTUMUKALUN OaHHbIX, OTNpaBnseMbliXx 00bekTy «B», 00bekT «A» Mcnonb-
3yeT CBOW 3aKpbITbIA KIKOY ANA NoAnMcKn AaHHbiX. [ns nposepku nognucy obbekT «B» Mcnonb3yeT cooTBET-
CTBYHOLL WA OTKPBITHIWA KIMHOY, NpefoCcTaBneHHbIn 0bbekToMm «Ay. B anroputMe acMMMETPUYHOIO COrNacoBaHus
Krtoden obbekTbl «A» 1 «B» oTnpaBnAwT gpyr Apyry CBOW COBCTBEHHbIN OTKPLITHIA KINOY. 3aTeM, COrmacHo
FOCT P 71806, kaxablid UCNONb3YEeT CBOM COOCTBEHHbLIA 3aKPbIThIA KIMHOY WU OTKPLITLIA KW ApYyroro Ans Bbi-
YMCMEHUS HOBOMO 3HaYeHUs Kruya.

3.1.4 acummeTpuyvHasa nognuck (asymmetric signature): MexaHuam, ncnonb3yembliii B aCUMMETPUY-
HOWM KpunTorpadun ana NoOANMCaHUA OaHHbIX 3aKPbITbIM KITKOHOM cyObeKkTa M NpOBEPKU NOANMCKU AaHHbIX CBS-
38HHbIM C HUM OTKPbITbIM KITHOYOM.
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3.1.5 acnmmeTpunyHoe wudpoBaHue (asymmetric encryption): MexaHnaMm, UCNoONb3yeMbl B aCMMMe-
TPUYHOW KpunTorpadunm Ansa WKpPoBaHMA AaHHbIX C MOMOLLbIO OTKPLITOrO Krtoya cybbekta u ans pacluimnd-
POBKMW [J@aHHbIX C MOMOLLIbIO COOTBETCTBYOLLEro 3akpbiTOro Krwya.

3.1.6 ayaupyemocThb (auditability): Llens 6e3aonacHocTu, KOTopasa rapaHTUpyeT, 4YTo nobbie AeiAcTBUS
MIN aKTMBHOCTE B CUCTEME MOTYT ObITh 3aperMcTpUpoBaHhl.

3.1.7 ayauT (auditing): OTcnexusaHne eNCTBUA U MEPONPUATWIA B CUCTEME, BKMOYAs MeponpusaThs,
cBsizaHHble ¢ 6e30nacHOCTLIO, rAe 3anvMcK ayauTa UCMnonb30BaHbl A8 aHanusa v NpoBepku paboTbl CUCTEMBI.

3.1.8 aytentudpukaumna (authetification): Uene 6esonacHocTi, KoTopasi rapaHTUpYeT, YTO JMYHOCTb
cybbekTa, Takoro Kak KIIMEeHT, cepBep UNnu nonb3oBaTenk, NpoBepeHa.

3.1.9 6ezonacHocThL TpaHCNOpPTHOro ypoBHSA (transport layer security): CTaHOapTHbIM NpoToKON NS
CO30aHus 3allMLEeHHbIX KaHanoB B ceTax Ha 6ase IP.

3.1.10 rpynna 6e3onacHocTu (security group): Magatens ¥ NOANMCYUKM, UCNOMb3YyOWMe OBLMA KOH-
TekcT BesonacHocTy.

3.1.11 pocTtynHocTb (aviability): Llens 6esonacHocTy, KOTOpas rapaHTMpyeT, 4To cucTema paboTaet
HOpManbHO, TO eCTk HUKakue cepBUCHl He BbiNM CKOMMpoOMeTUpoBaHel Takum obpasom, 4yTobel cTaTe Hedo-
CTYNHBIMM.

3.1.12 zakpbITbin kntou (privat key): CeKpeTHbIA KOMNOHEHT Napbl KpUnTorpaduyeckux Kw4vewn, uc-
nonb3yeMblX A8 acCMMMETPUYHOW KpunTorpaduu.

MpumedaHue — OTKPBLITLIA KMOY W 3AKPLITHINA KNOY BCEraa reHepupyoTca Kak napa, ecnv ouH U3 HUX 06-
HOBIAETCA, TO U APYrol Takke AOMKeH ObiTb OBGHOBMNEH.

3.1.13 sawmuweHHbIN KaHan (secure channel): B OPC UA kaHan cBa3W, yCTaHOBMNEHHLIM MEXOY KIMeH-
Tom ¥ cepeepom OPC UA, koTopble ayTeHTUULKMPOBaNy ApYr Apyra ¢ NOMOLLbI OnpeaeneHHbIX CEPBUCOB
OPC UA v ans koTopeix ObinNKu cornacoBaHbl M NPUMEHeHbl NapamMeTpbl 6e30nacHOCTY.

3.1.14 vndpacTpyKTypa oTKkpbiTOro knto4a (public key infrastructure): Habop annapaTtHbix cpencrs,
nporpaMmmHoro obecrneveHus, Nwaen, NONUTUK W Npouenyp, HeobxooMMbIX ONs CO3AaHKUA, yNpaBneHns, Xxpa-
HEHWSI, pacnpoCcTpaHeHUsl N OT3biBa CEPTU(MKATOB, OCHOBAHHbLIX HA aCUMMETPUYHON Kpuntorpadpuu.

Mpumeuvanune — OcHoBHbIMK hyHKuMAMK PKI aBnatoTcs pernctpaura nonb3oBaTenel v Bblgadya ux ceptu-
oMKaTOB C OTKPbITLIM KIIHOYOM, OT3bIB CEPTUdUKATOB MpK HEOBX0ANMOCTH U apXUBMPOBaHUE AaHHbBIX, HeoBXoAMMBIX ANA
npoBepkn cepTudukaTos B bonee nosaHee Bpems. MNapel knoyen ana obecneveHns KOHMOUAEHUMANBEHOCTM AaHHBIX MOTYT
reHepupoBaTtbcs UeHTpoM cepTugukauum (LC); cornacHo MOCT P 70988, oT BnagensLa 3akpeITOro Krova Tpebyetca re-
HepvpoBaTkL CBOK CODCTBEHHYIO Napy KMOYel, Tak Kak 970 NoBLIWAeT Be30NacHOCTE, NOCKOMNBKY 3aKPbIThbIA KMIOY HUKOr4a
He BygeT nepedax.

3.1.15 koa ayTeHTUbMKaumm coobeHunn (message authentification code; MAC): KopoTkuih (oparmeHT
OaHHbIX, MOMyYeHHbIR B peaynsrate paboTel anroputMa, UCMOMb3YHLEro CEKPETHLINA KoY (CM. CUMMETpUY-
Has KpunTorpadusa) Ana X3WWpoBaHUsa coobLeHWsA, C NMOMOLLBID KOTOPOro nonyyarternb cOOBLLEHUs MOXKET
NpoOBEpUTL €ro Ha NpeaMeT UuaMeHeHus nytem Bbluvcnenus MAC, KoTopbl JomkeH OblTb MOAEHTUYHBIM NPY
MCMONb30BAHUW TOTO Xe CO0BLIEeHNA U CeKPETHOTO Kkoya.

3.1.16 koHdupgeHumanbHocTb (confidentiality): Llene 6esonacHocTn, obecneqvBalowan 3awmnTy gaH-
HbIX OT MPOYTEHNA HenpegHamMmepeHHbIMW NuLamMu.

3.1.17 kpunTtorpadpus (cryptogrphy): Npeobpa3zoBaHue ICHOW, OCMbICNIEHHOW UHopMaLMK B 3allud-
pPOBaHHY, Hepa3bopumByo dOpMy C MOMOLLLK anropuTMa U Kroua.

3.1.18 HeoTpuuaHue (non-repudiation): YbeautensHoe 1 cyLlecTBEHHOE J0Ka3aTenbCTBO NUYHOCTHU Noa-
nucaBLlero cooblleHre 1 LenoCcTHOCTH COOBLLEeHNs, 4oCTaToqHOe ANA Toro, YTobbl CTOPOHa He cMorna ycneLw-
HO OMPOBEPrHyTb NEPBOHAYANBHYH OTNPAaBKY UMK 4OCTaBKY COOOLLEHUA U LENOCTHOCTb €ro COgepKMmMoro.

3.1.19 obnacTb (scope): YTBepkaeHWe, NnpecTasnsiollee NogMHOKECTBO pecypca.

MpumeyaHne — OB6nactk, obosHavarwLwas Habop y3nos, ynpaensemMbiX CEpBEPOM.

3.1.20 orpaHu4eHue goctyna (access restriction): OrpaHuyeHve ycnoBuin, Npu KOTOPLIX HA y3ne Bbl-
NoMHeHa onepauws, Takas Kak YTeHue, 3anncb UMy BbI30B.

MpumedvyaHune — Onepaunu BLINOMNHAKTCA Ha yane TONLKO B TOM Cny4yae, ecrni KNUeHT UMeeT HeodxogMmble
paspeLueHns 1 cobniogaeT Bce orpaHUYeHnst 4ocTyna.

3.1.21 ogHopa3oBkIi HoMep (nonce): CnyyaiHoe YMcrno, KOTOpPOe UCTONL3YETCA OAWH pas, Kak NpaBu-
no, anropuTMamMmn, reHepupyRLWUMK KNnio4n 6e3onacHoCcTH.
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3.1.22 opran ceptudomkauun (certificate authority): OpraHusauua, KoTopasa MOXET BbINyCcKaTb CEPTU-
chuKkaThbl, Takke nasectHana Kak LIC.

MpumevyaHnue — CepTudurkar yaocToBepAeT NPUHALANENXHOCTb OTKPLITOrO KMioYa HasBaHHOMY CyOLeKTy cep-
TuukaTa. 3T0 NO3BONAET 4PYrUM ([OBEPSAOLLMM CTOPOHAM) nonaratbcs Ha NOANUCH U YyTBEPXKAEHUS, CAENAHHbIE C MNo-
MOLLIbHO 32KPLITONO KIo4a, COOTBETCTRYHOLLIETO CepTUdMLIMPOBAHHOMY OTKPLITOMY Knody. B aT0 Mogenv fjoBepuTenbHbIX
OTHoLUeHuin LIC aBnsaeTcs QOBepeHHON TPeTLEN CTOPOHOIM, KOTOPOKW JOBEPSAIOT Kak cyObekT (Bnageneu) ceptudpunkara, Tak
M CTOpOHa, nonaratoLascsa Ha cepTudpukat. LIC xapakTepHbl ANg MHOMMX CXeM MHMPaCTPYKTYPbI OTKPLITEIX Kntoyeir (PKI).

3.1.23 oTKpbITbIA Kntod (public key): Ny6nuyHo packpbiBaeMblli KOMMNOHEHT Napkl KpUNTorpauyecknx
KIHOHEN, MCNONb3yeMbIX AMs aCUMMETPUYHOW KpunTorpadun.

Mpumevarnnn

1 Cwm. [1].

2 OTKPbITBIN KMHOY 1 3aKPbITBINA KINKOY BCEraa reHepupyroTes Kak napa, ecni OAvH U3 HAX 0BHOBNSETCA, ApYyron Takke
JomkeH bbiTb 0OHOBMNEH.

3.1.24 noanuck coobuweHusn (message signature): Lindposas nognmcek, ucnons3yemas ansa obecnedve-
HWSA LeNoCTHOCTK CooBLLEeHNA, OTNpaBnsaeMblX MeXAy ABYMSA CYLLHOCTAMM.

MMpumevyanmne — CylecTByeT HECKOMNbKO cnocoboB Co30aHnsa W NPOBEPKM Noanucen cooblleHni; OHu pas-
OEnsTCA Ha CUMMETPUYHBIE M aCUMMETPUYHBIE NOAX0Ab.

3.1.25 nocTaBLWUK UAeHTU(MUKALMOHHbIX AaHHbIX (integrity provider): CepBep, KOTOpLIA NpoBepsieT
y4YeTHble AaHHble, NpeaocTaBneHHble NpuHuunoM Ge3onacHocTu, W BO3BpaLlaeT MapKep, KOTOpbIM nepedaH
CBSA3aHHbLIM C CEPBUCOM aBTOpU3aLunK.

3.1.26 paspeweHue (permison): [paBo Ha BLINMOMHEHWE OMepaLWy, TaKOW Kak YTeHWe, 3anuck UM Bbl-
30B Ha yane.

3.1.27 pecypec (resource): 3alluLLEHHBIN 0OBLEKT, K KOTOPOMY MPUIOXEHUE OOIMKHO NONYYUTb JOCTY.

MpumeyaHue — Pecypc— 3To, Kak NpaBuno, cepeep.

3.1.28 PuBect-llamup-AanemaH (Rivest-Shamir-Adleman): AnroputM acMMMETPUYHOW KpuMnTOrpa-
dhun, nsobpeterHbIn B 1977 rogy PoHom PuBectom, Agm Lamupom n lleonapgom AgnemaHom.

Mpumeyanne — Cwm. [1].
3.1.29 ponb (role): PyHKUNSA, KOTOPYHO NPUHMMAaET Ha ceba KNMeHT npu obpalleHnn K cepBepy.
MMpumeyvyaHune — PornbMOXET 03Ha4aTb KOHKPETHYO paboyyo yHKLMID, HAaNpUMep onepaTopa UInv NHXeHepa.

3.1.30 ceptudonkar X.509 (X.509 sertificate): Ceptucpukat B ogHOM M3 hOpMAaToB, ONpedeneHHbIX
X.509 v1, 2 unwn 3.

Mpumevyanmne — Ceptudmkar X.509 cogepmMT NocnenoBaTenbHOCTb ANeMEHTOB OaHHbBIX M UMEeeT Ludpo-
BYH NOANUCL, BbIYMCNEHHYHO Ha aTol nocnegoeatensHocti. OPC UA ncnoneayeT Toneko V3.

3.1.31 cepTudpmkat ak3emnnspa npunoxeHus (application instance certificate): Ceptndukat otgens-
HOrO 3K3EMMNNAPA NPUNOKEHWS, KOTOPbIN OblN YCTAHOBMEH Ha OTOENBHOM XOCTE.

MpumeyaHne — PasanuyHble YCTaHOBKW OOHOMO NPOrpamMMHOro NpogykTa OyoyT UMeTe pasHele cepTudmka-
Tbl ak3eMnnspa npunoxenus [2]. Mcnonb3oBaHnve ceptudnkaTta cM. npumedarve 1 k 3.1.23. BoaMoxHO cylLlecTBOBaHVE
HECKOMBKUX 3K3IEMMMNSAPOB OQHOMO WM TOTO Xe MPUMNOXEHWs, 3anyLeHHbIX OOHOBPEMEHHO Ha HECKOMBKMX KOMMbIOTEpPaX.
He pekomeHayeTcs Mcnone3oBaHNe Ha OOHOM KOMMbIOTEPE 3K3eMnnsapa NpUnoxeHus Ans uenen, BeIXo4ALWnX 3a paMKu
TOrO, Y4TO OMUCAHO B cneuudmKkaumn. 3T0 MOXKET 3HAYUTENBHO CHU3WUTEL Be3onacHocTe, obecneymBaemMyto cepTudMKaTom
akzemnnapa.

3.1.32 cummeTpuuHan kpuntorpacdua (symmetric cryptography): Pasgen kpuntorpaduum, BKNoYak-
LUMA anropuTMbl, KOTOPbIE MCMOMb3YHT OAMH WU TOT XXe KoY ANA ABYX PasfuyHbIX LLaroB anropyMtMa (Hanpu-
Mep, WngpoBaHue n gelwndposaHe, co3faHmMe Noagnnucy U NpoBepKa nognucu).

Mpumevyanune — Cm. [OCT P 71809.

3.1.33 cummeTpuyvHasa nognuck (simmetrie signature): MexaHuam, UcnonbL3yemelii B CUMMETPUYHOM
Kpuntorpaduu Ana noanucaHns JaHHbIX ¢ MOMOLLBIO KpUnTorpaduyecKkoro Kroya, CoOBMecTHO UCMonb3yemo-
ro ABYMS1 CYLLIHOCTSAMM.
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MpumevaHune — [lognuce 3atem NPOBEPAETCA NMyTeM NOBTOPHONW reHepauuy Noanncy Ans OaHHbIX U cpas-
HeHWA 3TUX ABYX nognuce. Ecnv oHn ogmMHaKkoBbl, TO NOANMCH OEWCTBMTENbHA, B MPOTUBHOM Cryyae Koy nmbo gaHHble
OTNUYAoTCA.

3.1.34 cummeTpuyHoe WundpoBaHue (symmetric encryption): MexaHnam, ucnonb3yembin B CUMMe-
TPWYHOW KpunTorpaduy Ans wndpoeaHma v el poBaHns JaHHbIX C MOMOLLLIO KpUNTorpadpuyeckoro K-
ya, obuwero AnA AByX CyObEKTOB.

3.1.35 cuctema ynpaBneHus kmbepbeszonacHocTblo (cyber security management System): lNpo-
rpamma, paspaboTaHHas opraHusauuen Ana nogaep)kaHusa 6e3onacHoCT BCeX akTWBOB OopraHms3auuun Ha
YCTAHOBMNEHHOM YPOBHE KOH(PUOEHUMANLHOCTK, LLeNOCTHOCTU M AOCTYNHOCTU, HE3AaBMCMMQO OT TOrO, Haxo-
OSTCA N OHW HAa CTOpOHe B13Heca Mnu Ha CTOPOHE NPOMLILLMEHHOW aBTOMaTu3aum U CMCTeM yrnpaBneHus
opraHusauum.

3.1.36 cepBuc aBTopu3auumn (authorization service): CepBep, KOTOpbIA NPOBEPSAET 3anNpoc Ha AOCTYN K
pecypcy. CepBep MMeeT NpaBo BePHYTb TOKEH AOCTynNa, NpefoCcTaBnsAlowWwmin 4OCTYN K pecypcy.

MpumeuvaHne — B gpyrux cTaHgapTax cepBUC aBTOpU3aumy Takke HasbiBaetca STS [CepBuc TokeHoB Bes-
onacHocTu (Security Token Service)].

3.1.37 cepBuc kntoyen GesonacHocTu (security key service): Cepsep, NPUHUMEIOLWIA TOKEHbI 4OCTY-
na, BblgaHHbIE CEPBMCOM aBTOPM3aLMK, U BO3BpaLLAIOLWMA KNoYK 6e30NacHOCTU, KOTOPLIE UCMNONb3YKTCA ANS
AOCTYNa K yKazaHHOMY pecypcy.

MpumedvaHne — Knovu UCNONb3YyHOTCA ANS onepauun Kpuntorpadun, Takux Kak WwndgpoBaHme N pacumndg-
poBKa coobLeHWi, oTNpaBnaemsblx B notoke PubSub.

3.1.38 cnucok pgoBepwus (trust list): Cnucok ceptudpukartor, kotopeim npunoxenne OPC UA goeepsiet.
3.1.39 TokeH goctyna (access token): [JokymMeHT ¢ LM POBOIA NOANUCKHID, MOATBEPXKAAOLLUA, YTO CyObL-
€KT UMEeEeT NpaBo Ha JOCTYN K pecypcy.

MpumedyaHue — B gokymeHTe ykasaHbl UMsi cybbekTa u pecypc, K KOTOPOMY OCYLLECTBNAETCA AOCTYT.

3.1.40 yTBepxgeHue (claim): YTBepxaoeHne B MapKepe OOCTyna, nogTBepKaatollee MHPOpMaLMo o
cyDbeKTe, KOTOPYH0 CEpPBMC aBTOpPM3aLny CHMTaeT MCTUHHOM.

MpumedyaHue — YTBEPKOEHVS, BKMIOYAIOWME MM NOMb30BATENA, ANEKTPOHHYIO MOYTY W POMKU, NPenocTas-
neHHble cyBBLekTy.

3.1.41 cdyHkuma xawmporaHusa (hash function): Anroputm, Takoi kak SHA-1, ana KoToporo BbIMUCIN-
TenbHO HEBO3MOXHO HANTU OOBEKT AaHHLIX, KOTOPLIM CONOCTABNSAETCS C 3aaHHLIM pe3ynsTaToM X3LnpoBa-
HUs1 (CBOMCTBO «OOQHOCTOPOHHOCTW®), NMbOo ABa 06beKTa JaHHbIX, KOTOPbIE COMOCTaBMAKTCA C OOHUM U TEM
e pesynbTaToM X3LWMPOoBaHWA (CBOWCTBO «OTCYTCTBUS KOMMU3NA»).

MpumevyaHnne — Cm.[1].

3.1.42 xewwnpoBaHHbIW Kog ayTeHTUdukaumm coobuweHunsa (hash message authentication code):
MAC, creHepUpoBaHHbIA C NOMOLLBI UTEPATUBHOW X3LU-(PYHKLMN.

3.1.43 xpaHunuwe ceptucpukaTtoB (certificate store): NocTosAHHOE MeCTO, rAe XpaHATCs cepTuduKaThl
M cnuckun oT3biBa cepTudpukatos (CRL).

MpumeuvaHnne — 3ITo peauaeHTHAa dannoBan CTPYKTypa Ha gucke unu Ha nnatcdopmax Windows, unu ato
MecTornonoxeHve peectpa Windows.

3.1.44 yenocTtHocTs (Integrity): Llens 6GesonacHocTu, KOTopasa rapaHTUMpYeT, YTo uHopmauus He Beina
M3MeHeHa UM YHUYTOXKeHa HeCaHKLMOHUPOBaHHBIM 00pa3som.

Mpumeuvyanne — Cm.[1].

3.1.45 uncppoBas nognuco (digital signature): 3HauyeHue, BblYMCASEMOE C MOMOLLLK KpunTorpadguye-
CKOro anroputMa 1 gobaensiemoe K gaHHbIM Takum 0Opasom, 4To Mobor nonyyatens AaHHbIX MOXET UCMOMb-
30BaTh NOAMNWUCH AN NPOBEPKU MPOUCXOXAEHWUS U LENOCTHOCTA AaHHbIX.

3.1.46 akzemnnsap npunoxeHus (application instance): MHgnBuoyansHas yctaHoBKa nporpamMmel, 3a-
NyLeHHOW Ha OOHOM KOMMbKOTEPE.
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3.2 CokpaweHun

B HacToAwem CTaHfapTe npuMeHeHbl cnegyrowmne CokpalweHnsa:

AES — paclupeHHbIi cTasgapT wudpoeaHus (Advanced Encryption Standard);

CA — ueHTp ceptudnkauumm (Certificate Authority);

CRL  — cnucok ot3biBa ceptudukartos (Certificate Revocation List);

CSMS — cuctema ynpaeneHus kunbepbesonacHocTelo (Cyber Security Management System);

DNS  — cuctema gomeHHbix uMeH (Domain Name System);

DSA  — anroputm uudpposon nognuck (Digital Signature Algorithm);

ECDH — annunTtudeckasa kpueasa Ouddpu-Xennmana (Elliptic Curve Diffie-Hellman);

ECDSA — anroputMm uncposoin nognucu ¢ annuntudeckoin kpmusoi (Elliptic Curve Digital Signature
Algorithm);

HMAC — kon ayTteHTudMKaumMm coobuleHnin Ha ocHoBe xalwwa (Hash-based Message Authentication
Code);

JSON — obbekTHasa HoTauua JavaScript (JavaScript Object Notation):

JWT  — Beb-tokeH JSON (JSON Web Token);

NIST — HauwoHanbHbIA MHCTUTYT cTaHgapToB M TexHonoruw (National Institute of Standard and
Technology);

PKI — WHpAacTpyKTypa oTKpbIThiX Krtoden (Public Key Infrastructure);

RSA — anropuTM ¢ OTKPbLITLIM KITHYOM AN noannucy unu wudposaHud, PusecT, Wamup, AgnemaH
(Public key algorithm for signing or encryption, Rivest, Shamir, Adleman);

SHA  — anroputm Be3onacHoro xawmpoBaHus (cyllecTByeT Heckonbko Bepcuin SHA1, SHA256,...)
(Secure Hash Algorithm (Multiple versions exist SHA1, SHA256,...);

SKS  — cepsep knwo4ein besonacHocTn (Security Key Server);

SOAP — npocTton npoTokon goctyna k obvekram (Simple Object Access Protocol);

SSL — YpOBeHb 3allMlLeHHbIX cokeToB (Secure Sockets Layer);

TLS — bBeaonacHocTk TpaHcnopTHoro ypoeHa (Transport Layer Security);

UA — yHucbmuymposaHHas apxutektypa (Unified Architecture);

UACP — npoTokon coefuHeHus yHuduumnpoaHHon apxutekTypbl (Unified Architecture Connection
Protocol);

UADP — npoTokon pJartarpaMmm yHuduuupoBaHHoW apxutekTypbl (Unified Architecture Datagram
Protocol);

URI — eauHbin ngeHTudgrkatop pecypca (Uniform Resource ldentifier);

XML — paclupsaemblin a3bik paameTku (Extensible Mark-up Language).

4 ApxuTtekTypa 6esonacHoctn OPC UA

4.1 Cpepna 6e3zonacHocTtu OPC UA

OPC UA — 370 NpoTOKON, WCMOoNb3yeMblil Mexay KOMNOHeHTaMK Npy 3KcnnyaTauuy NpoMbILLTEHHOro
0ObeKkTa Ha HEeCKOMBKUX YPOBHAX: OT yNpaBrneHwa NpeanpusaTUeM Ha BbICOKOM YPOBHE A0 HeMnOCPeACcTBEH-
HOro ynpaeneHns TEXHOMOTMYEeCKMM MPOLEeccOM YCTPOWCTBA Ha HU3KOM ypoBHe. Mcnonb3oBaHne OPC UA
ONSA ynpasneHus npegnpuaTnem npegnonaraet B3aMMOAeNCTBUE C KITMEHTaMu U MocTaBLmkamu. HapylweHue
CBSA3W B CUCTEME YNpaBreHWsl TEXHONOMMYECKMM NMPOoLEeccOM NPUBOAWUT K (PUHAHCOBLIM NMOTEPSIM, BIMAA Ha
Be3onacHOCTb COTPYOHUKOB M 0BLLEeCTBa, UMK HAHOCKT yuep® okpyxatolen cpege cornacHo MOCT P 70988
M TOCT P 70992.

OPC UA HazHauaeTca ons Ucnofb30BaHMs B PasnuyHbIX ONepauMoHHbIX cpedax ¢ pasnMuyHbIMU npeg-
nonoxeHnamMn o6 yrpo3ax u AOCTYMHOCTM, a Takke C pasnUYHbBIMKW NOMUTUKaMKu Be30nacHoCTU U pexunMa-
Myn obecnevenna cobniogeHus. OPC UA npepocTtaenser rubkuin Habop mexaHuamoB Ge3onacHOCTW, CM.
MOCT P 71809.

Ha pucyHke 1 npegctaeneHa ceogHas Tabnuua, nokasbiBatowas kombuHayuo Takux cpeg. Yacts OPC
UA nNpunoxeHuin HaxXoAUTCA Ha 0QHOM XOCTe M MOXET ObITb Nerko 3alwuiuieHa oT BHelWHux atak. Yacte OPC
npunoxeHuin obLLero AocTyna HaxoAWTCA Ha pasHbIX XOCTax B OAHOM onepauVoHHON CeTU U MOXET ObITh 3a-
LWMLLEHa C NOMOLLbLID CPeACTB 3allWUThl, KOTOPbIE OTAENSAKT ONepaLoHHY CEeTh OT BHELUHUX NOOKITOUYEHUNA.
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YacTe npunoxenunin OPC UA paGoTaeT B OTHOCMTENLHO OTKPLITLIX Cpedax, rae ynpasneHne nons3osatensmm
1 NMPUMIOXEHUAMI MOXeT GbITh 3aTpyaHeHo. Opyrve npunoxennsa OPC UA BCTpOeHbl B CUCTEMEI YIpaBreHus,
KOTOpble He MMEeKT NPAMOTro 3NeKTPOHHOTO MNOAKIMIOYEHNS K BHELLHUM CUCTEMaM.

Internet

[ OFC \ [—]OPC qu ‘ !
MOANHWCHHK KNWEHT Ted
| [

KopnoparHEHEA caTE

BANOMILMK
‘ Eve

Bob
OnapaunoHHan ceTs
1 | KMWSHT
OPC OPC capeep OPC
Alice capeep
THOIMHCHUK —
=) ) e [ |
OPC OPC
KIMBHT KIMEHT
HanonsHas ceTs | [
| | |
OPC OPC nagaTen. OPC
TOANMEHHK oepase cepep @ = :::::«T
GeaonacHoc™M

PucyHok 1 — lNpumep cetu OPC UA

OPC UA nogaepmBaeT MHOXECTBO MPOTOKONOB N KOMMYHMWKALMOHHBLIX TEXHOMOMMIA, ONs KOTOPLIX Tpe-
OylTca pasnuyHble YpoBHKM Ge3onacHoCTM M paznudHas uHdpacTpykTypa 6esonacHocTu. Hampumep, oba
KNWeHTa — B3auMoaencTBue cepeepa U u3gatens ¢ NoAnucYMKOM NMokasaHo Ha pucyHke 1.

4.2 Llenn obecneyvyeHns 6e3onacHoOCTHU

4.2.1 O630p

BesonacHoCcTe MHOPMALMOHHOW CUCTEMbI CHUXKAeT pUCK yuepba OT aTtak C MOMOLWbK BbISBNEHUS
yrpo3 st CUCTEMBI, BLISIBIIEHUA YA3BMMOCTEN CUCTEMBI K 3TUM Yrpo3aM U NPUHATUS KOHTPMep. TU KOHTpMe-
pbl HEMOCPEACTBEHHO YMEHbLLLAKT YA3BUMOCTU, MPOTUBOAENCTBYIOT Yrpo3amM UM BOCCTaHABNMBAKTCA nocne
YCMNEeLHbLIX aTak.

C uensto obecnevyeHnss HezonacHOCTU CUCTEM MPOMBILLIIEHHON aBTOMaTu3auuu TpebyeTtcs pelleHve
3a0a4, MOCTOSIHHbIX HECMOTPA Ha MeHsAKLWMiAca Habop yrpos anst cuctem. OHW onucaHbl B 5.1 1 5.2, 4T0ObI
cornacoBarb pelleHue aTux 3agad ¢ doyHkumnamu OPC UA. B pazgene 6 cogepxaTcst AONONHUTENbHbIE PeKo-
MeHOaUMWU No Haunydlen NpakTuke ans pa3paboTyMKoOB KNMEHTOB W CEPBEPOB UMK TEX, KTO pasBepThiBaeT
npunoxenus OPC UA.

4.2.2 AyteHTudmkauymn

KnueHThl, cepBepbl W NOMbL30BaTeNy OOMKHbI NOATBEPXKAATL CBOK MUYHOCTL. AyTEHTU(KUKALWUA OCHO-
BbIBAeTCH Ha XapakTepucTukax Toro, 4em siBNsAeTcs 0OBbEKT, YTO OH MMeeT Uik YTO eMY U3BECTHO.

4.2.3 ABTOopMU3auumna

HocTtyn Kk pecypcam Ons YTEHWs, 3aMMCKh UMW BbINONHEHWSA OOMKeH BbiTh paspelleH TOMbKO ANs Tex
0BLEKTOR, KOTOpPbIE HYXOAKTCA B TAKOM OOCTYNe B COOTBETCTBUM C TpeboBaHWAMKN cucTeMbl. ABTOpM3aLMS
MoKeT BbiTh rpybor, HanpuMep paspeLuaTb UNK 3anpeLaTh KIMEeHTY AOCTYN K CepBepY, Tak U TOHKOW, Hanpu-
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Mep paspellaTb orpaHM4YeHHble AeNCTBUA C onpedeneHHbIMU aneMeHTaMi MHAoOPMaL MU KOHKPETHbLIM Nonb-
3oBatenam. CTeneHb geTanusauun CUCTEMbl YACTUYHO 3aBUCUT OT (DYHKLUMOHaNbHOCTW, NOALEPXKUBAEMON
CepBepoM, HO B LIENOM aBTOpM3aLUsa O0MmKHa NpefocTaBnATLECA HA OCHOBE MPUHLKNA «HEOBXOOMMO 3HaTb»,
T. €. MONb30BaTeNo OOMKEH BbiTh NpeaocTaBNeH AOCTYN TOMBKO K MHOpMaL MK, HeoBXooMMOoh eMy s Bbl-
NONHEeHUs (PYHKLIMW, KOTOPYH OH BbIMOITHSAET.

4.2.4 KoHbuaeHUMaNbLHOCTb

[aHHble 3alMiLeHbl OT NacCUBHbIX aTak, Takux Kak NoacnyluvMBaHue, He3aBMCKMMO OT TOro, NepenarwTCs
TN OHW, XpaHATCS N OHW B namaTh. Ona obecneyveHnss KOHDULEHUMANbHOCTU UCTOMb3YHTCH anropuTMbl
WK POBaHUSA OaHHBLIX, UCNONb3YOLWNe CreLluanbHble CEKPeTbl AN 3alMUThl AaHHBIX, 8 TaKKe MexaHu3mbl
ayTeHTUdUKALUKW U aBTOpU3aL MU ONs AOCTyNa K 3TOMY CEeKpeTy.

4.2.5 LlenocTHOCTL

Monyyatenu Nony4awT Ty Xe WMHPOPMaUMo, KOTOPYO OTNpaBu/l NepBOHaYanbHbIA OTNpaBuTens, 6es
M3MEHEHMWS JaHHbIX BO Bpemsa nepegadu.

4.2.6 HeoTkazyemocTb

OTpeyeHne — 3TO OTKa3 UNu oTpuLaHne 4yero-nubo Kak A4eNcTBUTENbHOMO UK MCTUHHOro. OTkas oT oT-
BETCTBEHHOCTU — 3TO rapaHTWUA TOro, YTO TO, YTO NMPOW30OLLNO HAa CaMOoM Aerne, He MOXeT DbiTh 3asBNeHO Kak
HecyulecTByolee. CepBruc 6e3onacHOCTW, NPegoCTaBNALWNA TaKy 3aLLUTY, MOXET ObiTb 0QHOMO U3 ABYX
TUMOB:

- TOT, B KOTOPOM MNony4yaTenb AaHHbIX NOMyYaeT U XpPaHuT MHpopMaLunio, NOATBEPKOAOLL Y, YTO AaH-
Hbl€ NOCTYNWMAW OT OTNpaBuTens. ITO He NO3BONSAET OTNPaABUTENIO YTBEPHOATb, HTO OH HUKOTAa He OTNpaBnsAn
OaHHble,;

- TOT, B KOTOPOM OTMpaBUTENb OaHHLIX Mony4YaeT NOATBEpP¥AEeHWEe TOro, YTo AaHHble BbinM nonyyYeHsl
nonyJyarenemM no HasHa4yeHuHo.

4.2.7 NMpoBepaeMocTb

HecTBuA, NpeanpuHMMaeMbie CUCTEMOW, JOMKHbI PErMCTPMPOBAaTLCA, YTODbI NPeaocTaBUTh AoKasa-
TenbCTBA 3aMHTEPECOBAHHBLIM CTOPOHAM:

- 4TO 3Ta cucTema paboTaeT JOMKHEIM 00pa3oM (OTCNeXMBaTCA yenellHble 4eACTBUSA);

- KOTOpble UOEHTUULNPYHOT MHULMATOPa onpedeneHHbIX AeACTBUI (OTCNexXnBaeTcs akTMBHOCTL NOMb-
3oBarens);

- YTO NOMbITKMA B3MIOMa CUCTEMbI GbIfIM OTKNOHEHbI (OTCNEXNBAKTCS HeyAaqYHble JeNCTBUS).

4.2.8 locTynHOCTL

[oCTynHOCTL CHWXKAETCA, Koraa OTKMIOYAEeTCa BbINOMHEHWe NporpaMMHOro obecnedyeHus, KOTopoe He-
06xoaMMOo 3anycTUTb, UNW KOraa nporpamMmmHoe obecrnedYeHne Unu cUcTema CBA3UW neperpyeHsl 0opaboTkon
BXOOHbIX AaHHbIX. HapyweHune goctynHocT B OPC UA MOXEeT NpoaBnATLCS, HANPUMED B CHUKEHWMW MPOun3-
BOOUTENLHOCTWU NOAMWUCKW UM HEBO3MOXHOCTW A0DBaBNEeHNs CeaHCcoB.

4.3 Yrpo3bl 6e3onacHocTn cucTem obero goctyna OPC

4.3.1 O630p

OPC UA npepocTaBnsieT KOHTpMepbl AN5 NPOTUBOAENCTBMSA yrpo3am 6e3onacHoCT NepejaBaeMoi UH-
dopmanumm cornacHo MOCT P 71806. B 4.3 nepeuncrneHbl M3BECTHbIE HA AaHHbLIA MOMEHT Yrpo3bl AN cpeq, B
KoTopbix bynet paseepHyT OPC UA, a B 5.1 npuBegeHo cooTBeTcTBUE 3TUX yrpo3a cdyHkuuam OPC UA.

4.3.2 OTka3s B obcnyxuBaHum

4.3.2.1 O630p

OTkaz B obcnyKMBaHMM — 3TO NPefOoTBpaLleHne aBTOPM30BaAHHOMO 4OCTYNa K CUCTEMHOMY Pecypcy Miu
3a[lepKKa CUCTEMHBIX onepauun 1 pyHKUMA. 3TO MOXET BbITh BbI3BAHO pa3nNUYHbIMK HaMpaBrneHWsaMY aTak,
BKIKOYas nepenonHeHne coobLeHui, UCTOLLEeHe pecypcoB U cboun B paboTe npunoxeHuin. Kaxabiin 13 aTux
dakTopos onucaH otaenbHo. OTkas B obcnyxuBaHuM BNUSET Ha AoCcTynHocTb. CM. 5.1.2 ona cornacoBaHusa
3TOW Yrpo3bl.

4.3.2.2 MNoTok cooblyeHni

[na B3aMMOOENCTBUSA KITUEHT-CEPBEP 3MOYMbILUNEHHUK MOXET OTNpaBnTh Bonblon o6beM coobLeHui
unu ogHo coobleHue, cogepxallee HonbLUOe KONMYECTBO 3aNpoCcoB, € LieNbI0 NoaasneHusa paboTtel cepeepa
OPC UA unu 3aBUCMMbIX KOMMOHEHTOB, TaKUX Kak LUeHTpanbHbIA npoueccop, ctek TCP/IP, onepaunoHHas
cuctema unn annopas cuctema.

ATaku ¢ cnonb3oBaHNeM dryaa MoryT MpoOBOAUTLCS HAa HECKOMbKKUX YpoBHAX, Bktodas OPC UA, SOAP
[HTTP] unn TCP. Atakn ¢ ucnonb3oBaHueM ryaa coobLeHUA MOryT UCMONb30BaTh Kak NpaBunbHO cdop-
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MUPOBAaHHbIE, TaK U UCKaXKeHHble coobuieHns. B nepBom criyyae 3noyMbIWLNeHHUKOM MOXET BbiTb 3M0yMbILU-
MEHHWK, NCNOMNb3YIOLLMA 3aKOHHBIA KNMEHT AN 3anonHeHus cepBepa 3anpocamun. CyLecTByOT ABa criyyas,
B OQHOM W3 KOTOPbIX KMWEHT HE MMEET CeaHca CBA3W C CEPBEPOM, a B ApYroM — MMeeT. [oTok coobLueHuiA
MOXKET HapyLIUTbL BO3MOXHOCTb ycTaHoBneHus ceaHcoe OPC UA unu npepeaTb cyllecTBYWOLWMA ceaHe. Bo
BTOPOM CMy4Yae 3MOYMbILUNEHHUK MOXET MCMONb30BaTh BPELOHOCHLIA KMNMEHT, KOTOPLIA 3arpyxaeT cepBep
OPC UA owmnbo4HbIMKU coobLueHusiMmu, 4ToObl MCTOLWMTL Pecypchl cepBepa.

Onsa PubSub 3noyMbllUNeHHWK MOXKET OTNpaBnsaTh Gonblwoin 06bem cooblieHnin ¢ HabopaMy faHHbIX
C Lienbio B3Noma noanucymnka, NpoMeXKyTO4HOMo NPOrpaMMHOro obecnedeHns Unmu 3aBUCUMbIX KOMMOHEHTOB,
Takux Kak npoueccop, ctek TCP/IP, onepaunoHHas cucteMa unun pannosas cucteMma. ATakm ¢ MCNonbL30BaHN-
€M NMoToKa coobLLEeHMI A MOTYT NPOBOAUTLCS HA HECKOMBKUX YpOBHSX, BkModaa OPC UA, UDP, AMQP v MQTT.

Kak u B cnydyae KNMeHT-CepBEPHbIX aTak, aTaku ¢ UCnonb3oBaHuem noTtoka coobuieHuii PubSub mo-
ryT MCMONb30BaTh Kak MpaBWuibHO CHOPMUPOBAHHbBIE, Tak U HenpaBuIbHO CHOPMUPOBAHHbIE COOBLLEHMS.
Ans npaBunbHO CHOPMUPOBAHHBLIX COODLLEHWA 3MOYMbILINEHHWKOM MOXEeT BblTb TOT, B KOTOPOM M3gaTenb
He sBnsAeTca YneHom SecurityGroup, 1 TOT, B KOTOPOM OH SIBNSIETCS YNeHoM. Ons nony4yeHust HEKOPPEKTHbLIX
COODLLEHWI 3NOYMBILLUNIEHHUK MOXET UCNOMNb30BaTL BPEAOHOCHOrO M34aTens, KOTOPbIA 3amnonHAeT ceTb He-
KOPPEKTHLIMK COOBLLEHNSIMK, YTODbLI UCTOLLUTE pecypchl cucTeMsl. B Lienom nepenonHeHue coobLlieHnamMu
MOKET HapyLUUTb BO3MOXHOCTL B3aumoaencTeusa ¢ obbektom OPC UA W npuBecTy K 0TKaly B 06CNyXUBaHUMN.

4.3.2.3 VlcyepnaHue pecypcoB

3M0YMBILLNEHHWK MOXKET OTNPaBUTb OrPpaHUYEHHOE KONMMYeCTBO COOBLLEeHUI, KOTOpbLIe NO3BOMSAT NO-
Ay4UTb OOCTYN K cuctemMHomy pecypcy. Komanabl 06blMHO AEMCTBUTENbHBI, HO KaXKAas M3 HUX MCMonb3yeT
onpeneneHHbl pecypc, B pe3ynstaTe Yero OA4WH KNMEHT Nony4YaeT Bce pecypchl, briokupya gocTyn OelcTBu-
TEnbHbLIX KNMEHTOB K cepBepy. Hanpumep, Ha cepBepe, Ha KOTOPOM AOCTYMHO Tonbko 10 ceaHcoB, 3NOyMbILL-
MEeHHWK, UCMOMb3YHLLWIA 3aKOHHBIA KITUEHT, MOXET Nony4YuTs JocTyn Ko Bcem 10 ceaHcam. inn BpegoHOCHEINA
KIMWEHT MOXET MonbiTaTbCs OTKPbITh 10 3allMLleHHbIX KaHanoB, (hakTU4eckn He 3aBepLUMB Npouecc.

ATaku, CBA3aHHbIE C MCHEPNaHMeM pecypcoB, HE BbIMOMHAKTCA aHanorM4HeIM obpasom ans coobLueHnin
PubSub, nockonbky HM ceaHc, HU pecypcbl He BbigensoTes. [nsa coobweHnin PubSub nagatens He ys3BuM.
B pexume PubSub 6e3 nocpegHWKOB MOANUCYMK MOXKET C NMOMOLLBI (bUnsTpoB 000ATU Nobble Npobremsl,
CBA3aHHbIE C McYepnaHueM pecypcoB. B cnydyae c Bpokepom kak nagatenb, Tak U NOAMUCHYMK OOIMKHbI Noa-
KNio4MThCA K Bpokepy. XoTa n3gaTens U NOAMUCUYMK He ABMSOTCS HanpsAMy 3aBUCUMEBIMU (Kak B cnydae bes
©pokepa), Opokep sBnNsieTca 3aBUCUMbBIM. MIHopMaLmsa o B3ZaMMoaencTBMM ¢ BpoKepoM He sIBMSIeTCA YacTblo
OPC UA, a onpenenaeTcs NpoTokonom bpokepa.

4.3.2.4 Cooi NpuUnoxeHus

3noyMbILLNEHHUK MOXET OTNPaBUTE CneluanbHoe coobLUeHne, KOTOpoe NPUBEOET K COOK MPUMONKEHUS.
OBGbIYHO 3TO NPOMCXOAWUT U3-3a UIBECTHOW NPobBNEeMbl B CTEKE UMW MPUNOXKEHUU. DTU CUCTEMHBbIE OLUMBKK
MOTyT MO3BONUTL KNUWEHTY BbIAATb KOMaHAy, KoTopas npueefeT k cboto ceprepa. B kauecTBe ankTepHaTuBbI
cepBep A0MKEeH UMeTb BO3MOXHOCTL OTBETUTEL Ha COODLLEHWe OTBETOM, KOTOPLIN NpuBedeT K cOolo KnueHTa.
3N0OyMBbILLNEHHWKOM TakKke MOXeT DblTb M3gaTenb, KOTOPbIA OTNpaenseT cooblieHne, KOTOpoe MOXET Nnpuse-
CTK Kk cboto paboThl MOAMUCHYNKOB.

4.3.3 NMoacnywunBaHue

MogcnywMBaHne — 3TO HECAHKLUWOHVUPOBAHHOE pa3rnalleHne KoHduaeHUumansHon nHopmaumnm, Ko-
TOpPOE MOXET HENOCPEACTBEHHO NMPUBECTU K KDUTUYECKOMY HapyleHn bezonacHoCTU unv BbiTe MCNONb30-
BaHO B nocregylowmx atakax. Ecnv anoyMellIeHHMK CKOMNpOMeTUpoBan 6asoByo onepaumnoHHY CUCTEMY
WINN CETEBYIO MH(PPACTPYKTYPY, TO OH MOXET MMETb BO3MOKHOCTb 3anMChIiBaTh W NepexeBaTbiBaTb COOOLLIEHMS.
XapakTepucTUKN KNMeHTa 1 cepBepa A0MKHbI NO3BOMATL BOCCTaHaBNMBATL paboToCcnocobHOCTL CKOMMpoMe-
TUPOBAHHOW ONMepaunoHHON CUCTEMbI.

MpocnylwiMBaHne HanpaMy BNUAET HA KOHUOEHLMAaNbLHOCTL, U, ecnn He obecneveHa BeszonacHocTb
YCTAHOBMEHUS CeaHca CBA3W, HA ayTeHTUdMKALMID U aBTOpu3auui. 3TO TAaKKe KOCBEHHO YrpOXaeT BCEM
apyrum uensam 6esonacHoct. Cm. 5.1.3 ons ycTpaHeHWs TOW Yrposbl.

4.3.4 MNoppenka coobLeHUn

370 geicTBMe BKMYaeT B ceba nogaenky MoeHTUMKaUuMOHHbIX AaHHbBIX (MONb30BaTens, MPUoXeHns,
npouecca W T. .). 3NoyMbILNEHHWK MOXET nogaenatb cooblieHnss OT KNMeHTa, cepeBepa WUNu vM3gaTtens, B
KOTOpbIX co0bLEeHNs NoaaentsiBalnTcs TakuMm obpasom, YTobbl OHW MOTMK BbIMAAETh Kak UCXOAsLmne oT npu-
NOXEHWS, OTITIMYHOIo OT OTNPAaBNAKLEro NPUNoXeHns nnn npouecca. lNogMmeHa MOXET NPOUCXOANTb Ha He-
CKOMbKNX YPOBHSAX CTEKa NPOTOKOMOB.

MopnensiBast coobLLEeHWs OT KNMeHTa, cepeepa unu nagatens, 310yMbILLI@HHWUKA MOTYT BbINOMHATE He-
CaHKUMOHMPOBaHHbIe onepaunm 1 nsberatb 0OHapy>KeHUs1 CBOUX ENCTBUA.
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Mopoenka coobLeHnn BMAET Ha LENoCTHOCTL M aBTopu3aumto. Cm. 5.1.4 ona ycTpaHeHus 3TOW yrpo3bl.

4.3.5 WameHeHue coobLueHun

CeTeBoit TpaduK U COOBLLEHUS MPUKNAAHOr0 YPOBHA MOTYT ObITh NepexBayeHbl UNU U3MEHEHB! U Nepe-
HanpaeneHbl Ha cepBepbl, KNUeHTaM KM nognucunkam OPC UA. MiameHeHWe coobLieHns MOXeT NPUBECTU K
HeCaHKUWOHMPOBAHHOMY OOCTYNY K CUCTEME.

MsmeHeHWe coolbLLeHnsa BNUAET Ha LIeNOCTHOCTb, aBTOPM3aLUIo, BO3MOXHOCTb NMPOBEPKU, HEOT3bIBYK-
BOCTb WM @ayTEHTUMUKALMIO NPM YCTAHOBNEHUWU ceaHca cBsidn/GesonacHoro kaHana. Cm. 5.1.5 gns yctpaHeHusn
3TOW Yrpo3bl.

4.3.6 BocnpouzsegeHue coobuieHus

CeTeBoit TpaduKk U OeACTBUTENbHbIE COOBLLUEHWUS NPUKNAOHOIO YPOBHA MOMYT ObiTh NepexBadeHbl U
noeTopHo oTnpaeneHdbl OPC UA Ha cepBepbl, KNMeHTaM U nognucynkamMm Ha bonee nosgHem atane 6es3 name-
HEHWA. 3rOyMbILLNEHHWK MOXET Ae3MH(OopMUpOoBaTh NOMb30BaTENA UMW OTNPaBMTL NPaBWUIILHYIO KOMaHAy,
HanpyMMep OTKPbITk KnanaH, HO B HEeNOAXOAsllee BpeMs, YTO MOXET NPUBECTW K NMOBPEeXOeHW0 N notepe
MMyLwecTBa. 3noymbllUNEHHUK MOXET NOMbITATLCA YCTAHOBUTL CEAHC, MCNOMb3ysl 3annCaHHbIN CeaHc.

BocnpouzeegeHue coobLieHUst BNUSET Ha aBTOPU3aLMI0 U BO BPEMS ceaHca/ yCTaHOBMNEHUS 3alLlMLLEeH-
Horo kaHana. Cm. 5.1.6 ans ycTpaHeHWs 3Tol yrposbl.

4.3.7 WckaxeHHble cooblieHus

3noyMblLUNEHHMK MOXET CO30aBaTh pPasfv4yHble COODLLEeHUs C HENPaBMbHOW CTPYKTYPOR (MCKaKEHHbIN
XML, SOAP, gBonyHblin kog UA 1 7. .) UnNK 3Ha4YeHWUs OaHHbIX U OTNPAaBRATL UX KIMEHTaM, Ha cepBepbl Uiu
aboHeHTaMm.

KnueHT, cepeep nnu nognucyduk OPC UA moryT HekoppekTHO obpabaThiBaTk COOBLLEHUA C UCKAXEHHBIM
cdhopmaToMm, BLIMOMHAA HECAHKLUUMOHUPOBaHHbLIE onepauun unu obpabaTteiBas HEHYXHYH UHopmaluo. 3To
MOKET MPUBECTU K OTKa3y B 0BCIYXUBAHUM UMK YXYALIEHUIO KayecTBa obCcnyKMBaHWSA, BKMOYaA 3aBepLIeHne
paboTbl NPUMNOXKEHWUS, UMW, B CNy4ae BCTPOEHHbIX YCTPOWCTB, K MonHomy cboto. B xyawem cnyyae 3noymMbil-
JIEHHWK MOXET MCMNOMb30BaTh MCKaXXeHHbIe COOBLLEHMA B KA4eCTBE NpeaBapuTeNnbHOro Wara 48 MHOroypoB-
HEeBOWM aTaku, 4Tobbl NONy4YNTb AOCTYN K 6a3oBoi cucteme npunoxeHns OPC UA. WckaxeHHble coobueHus
BNUSAKOT Ha LLEMOCTHOCTb U AocTynHOoCThb. Cm. 5.1.7 ons ycTpaHeHUs 3TOM yrpo3bl.

4.3.8 NpodunupoeaHue ceprepa

3MoyMBILLNEHHUK NbITAETCA YCTAHOBUTE NMUYHOCTL, TWUM, BEPCUID MPOrpaMMHOro obecnedyeHns unu no-
CTaBLUMKa cepBepa UMK KnueHTa, YTobbl MCNOML30BaTh 3HAHUS O KOHKPETHBIX YA3BUMMOCTAX 3TOr0 NpoaykTa
4ns nposefeHua 6onee HaBSA34MBOW UMK Pa3pyLUUTENbLHOM aTaku. 3NoyMbILLNEHHWK MOXET co3aaTh Npodunb
obbekTa, OTNpaBKMB eMY KOPPEKTHbIe UMW HEQONYCTMMble COOBLLEeHUs B chopMaTMpoOBaHHOM BUAE, W MOMbI-
TaTbCA ONpefennTs TN obbekTa No WabnoHy ero obbIYHEIX OTBETOR U OTBETORB 06 oLuMbKax.

MpodunnpoBaHue cepeepa KOCBEHHO BruseT Ha Bce Lenu beszonacHocTu. CMm. 5.1.8 ana yctpaHeHus
3TOW Yrpo3bl.

4.3.9 MNepexBar ceaHca

3MOoyMbILLNEHHMK MOXET MCMOoMNb30BaTh MHAOPMAaLUUIO (MOMYyYeHHY NyTeM MpochyliMBaHMa cooblle-
HUS MNK NyTem yragblBaHus) O 3anyLleHHOM ceaHce, YCTaHOBNEHHOM MeXAy OBYMS MPUACKEHUAMW, A4S
nepegayn MaHunynupyemMelx CoOoBLIeHUH (C AeNCTBUTENBHOWN MHOPMAaLKEN O CeaHce), KOTopbie NO3BONAKT
eMy UNu er NepexBaTuTb CeaHc Yy aBTOpPM30BaHHOIO Nonb3oBaTens.

3NOYyMBILLNEHHUK MOXET MOMyYuTb HECAHKLMOHMPOBAHHBIA JOCTYN K AaHHBIM UMW BbINONHUTL HECAHK-
LUMOHMpOBaHHble onepauun. MNepexeaTt ceaHca BnuseT Ha Bce ueny GesonacHocTW. [nsa ycTpaHeHMs 3TOR
yrpo3asl cM. 5.1.9.

4.3.10 MoweHHUYeCKUN cepBep

3noymbILLNEHHUK co3aaeT BpeqoHocHeln cepeep OPC UA vnu ycTaHaBnNuBaeT HECAHKLIMOHNPOBAHHBIN
3Kk3eMnnaAp nognuHHoro cepeepa OPC UA B cucteme. HecaHKUMOHUPOBAHHbLIM CEPBEP MOXET MNONbITaAThCA
BbloaTh cebs 3a 3aKOHHbIA NOMb30BATENbLCKUIA CEPBEP UMK OH MOXET MPOCTO NOABUTLCA KAK HOBLIA CEPBEP B
cucTeme.

KnueHt OPC moxXeT pacKpbiTe Heobxogumyo MHgopMaumio. CepBep-MOLIEHHUK BNUSAET Ha BCe Lienu
De30nacHOCTH, 38 UCKITIOYEeHNEeM LLeNTOCTHOCTU M HeOoT3bIBYMBOCTK. [Ins yCcTpaHeHus aToi yrpo3sbl cM. 5.1.10.

4.3.11 CTOpoHHUIA usgarenb

CTOpOHHMWIA U3gaTens — 3TO 3NOYMBILWNEHHWK, KOTOPLIN co3naeT BpeaoHocHsin OPC UA uzgatens unu
yCTaHaBNMBaET HECAHKUMOHWPOBAHHbIA 3k3emnnap nognuHHoro OPC UA mnagatens B cucteme. CTOPOHHUNA
nsgartenb MOXeT MonbiTaTbCH BblAaTh cebs 3a 3aKOHHOTO uzgaTtens obLiero 4oCTyna MMM OH MOXET MPoCTo
NoABUTBLCS B CUCTEME KaK HOBbIW U3faTerb.
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MoleHHMYecKknin nagaTtents BNMaeT Ha Bce uenn 6e3onacHoCTK, 3a UCKIHEHMEM LeNOCTHOCTA U HEeOT-
3bIBYMBOCTW. NS ycTpaHeHus aTol yrpo3bl cMm. 5.1.10.

4.3.12 KomnpomeTaLusa y4eTHbIX AaHHbLIX MONb30BaTens

3noyMbILLNEHHWK MOMyYaeT yYeTHble AaHHbIE NOMNb30BATENd, TakMe Kak MMeHa nonb3oBaTenei, napo-
nun, cepTudpMKaTsbl UKW KNOYK, NPOCMaTpuBas MX Ha Bymare, Ha 3KpaHaxX VUMM B 3MEKTPOHHbIX COOBLLEeHUAX,
MW B3NaMblBasi MX C NOMOLLLIO YragbiBaHUSA UMK MCNOSb30BaHNA aBTOMAaTU3NPOBAHHbIX CPEACTB, Taknx Kak
cpeacTsa B3noma naponen.

HeaBTopuzoBaHHbIN NOSb30BaTENb MOXET 3aMyCTUTb CUCTEMY W NOMYYWUTb K HEN JOCTYM, 4Tobbl nony-
UMTb BCHO MHOPMAaLIMID U BHECTU M3MEHEHUS B yNpaBrneHWe U AaHHbIe, KOTOpble MOTyT HaHecTu yulepb pa-
foTte npegnpuaTua unu nHdopmauun. Nocne McNonb3o0BaHUSA CKOMMPOMETUPOBAHHBIX YYETHbLIX AaHHLIX BCE
nocnegyowune 4eAUCTBMUSA MOMYT Ka3aTbCH 3aKOHHLIMU.

CKOMMNpPOMETMPOBaHHLIE YHETHBIE AaHHbIE NONb30BaTENsA BAUSAIT HA ayTeHTUdMKauunio, aBTopuaaLmo
N KoOHMAeHUManbLHOCTb. [ina ycTpaHeHus aTon yrpo3sbl cMm. 5.1.11.

4.3.13 OTKa3 oT OTBETCTBEHHOCTHU

BosmoxHa He npsimas ataka Ha KOMMYHWKaUWW, a BAUSHWE Ha OOBepue, KOTOPOoe U3MeHSEeTcsa nocne
KoMMYHUKaLuu. OTkas oT NpefoCTaBneHus AaHHbIX BbI3bIBAET NpobnemMsl ¢ JOBEPUMEM KaK Yy OTNpaBUTENS, Tak
W y nony4atens gaHHbIX.

OTKaz OT NpefoCcTaBNeHnsA gaHHbIX BAUSIET HA OTKa3 OT OTBETCTBEHHOCTW. [1na yCTpaHeHns 3Toi yrposbi
cm. 5.1.12.

4.4 Ceasb OPC UA c 6e3onacHOCTLIO canTa

OPC UA security paboTaet B pamkax obLieln cuctemsl ynpaeneHus: knbepbeazonacHocTeio (CSMS) cain-
Ta. Ha calitax yacto ecte CSMS, koTopasa oTBe4aeT 3a NONUTUKY W npouenypel besonacHocTy, nepcoHan,
06s13aHHOCTK, ayauT 1 cuandeckyto besonacHocte. CSMS ycTpaHsieT yrposbl, KOTOpble BKto4aloT B cebs
Te, KOTOpble BbinKM onucaHbl B 4.3. OHM Takke aHanuM3npyroT PUCKW Ans 6e30nacHOCTM U ONpeaensioT, Kakue
CpencTBa KOHTpona 6e30nacHOCTM HeobXOAMMbI CanTy.

B pesynktate cpefcTBa KOHTpons 6e30nacHOCTU 0BLIYHO peanuayloT cTpaTernto «rmybokon 3anTel»,
KoTopas obecneyneaeT HECKOMBKO YPOBHEN 3aLUWMThI U MPU3HAET, YTO HU OOWH YPOBEHb HE MOXET 3aLUTUTE
oT Bcex atak. CpeacTea 3aluThl rpaHUL, NMokasaHHble B KayecTBe abCcTpakTHbIX MPUMEpoB Ha pucyHke 1,
BKIOYaOT GpaHaoMayapbl, cUCTEMbl ODHapy»eHWs M NPenoTBpalleHns BTOPXKEHWI, CPeAcTBa ynpaBneHus
NOAKMIOYEHNAMK YAANEeHHOro A4OoCTyna, a Takke CpefacTBa yrnpaBneHus MynbTUMEeaWAHbIMA YCTPONCTBaMK 1
KOMMbOTEPAMM, MOOKMIOYEHHbIMW K cucTeme. Mepbl 3alinThl B KOMMOHEHTAaX CUCTEMbl JOMKHbI BKMOYaTb
B cebs yCUNeHHY HACTPOWKY onepauMOHHLIX CUCTEM, yrnpaeneHue UcnpaBneHMAMK Ge30nacHOCTU, aHTU-
BUMPYCHbIE MpPOrpaMmbl U 3anpeT AOCTYNa K NMEeKTPOHHOW noyte B ceTu ynpasneHus. CTaHgapThbl, KOTOPbIM
JomkeH cooTBeTcTBoBaTh canT, BkmodaoT NERC CIP u cuctemy ctangaptoe OPC UA (Bce yacTu), cChinku
Ha KOTOpble NpuBeaeHbl B pasgene 2.

TpeboeaHua k 6esonacHocTn CSMS caiita pacnpocTpaHsitoTcs Ha ero nHtepdeicel OPC UA. To ecTb
TpeboBaHua K BesonacHocTU uHTepdericos OPC UA, KoTopble pasBepThiBaOTCA Ha caiTe, onpenenstoTcs
canTom, a He ctaHgaptamu OPC UA. OPC UA onpegensieT doyHKUMW, KOTOpLIE NpeaHasHadeHbl Ana obe-
cnedeHuns cooTeeTcTBUsA. [Npunoxenma OPC UA gomkHbl COOTBETCTBOBAThL TpeboBaHusM 6e30nacHOCTH, KO-
TOpble ByayT NPeabsBNATLCA K caTaM, Ha KOTOPbIX OHW ByayT pasBepHyTbl. Te cneuuanucTbl, KOTopble OT-
Be4YaloT 3a 6e30nacHOCTL Ha calTe, AOMKHLI onpenenuTb, kKak obecnedynTs COOTBETCTBUE TpeboBaHUSaM canTa
C NOMOLLBIO MPOOYKTOB, COOTBETCTBYOLWMX cTaHgapTy OPC UA.

Bnageney cucTemsl, ycTaHaBnusawoLwmin npunoxeHns OPC UA, gomkeH NnpoaHanvMaupoBaTh PUCKM ANS
cBoell 6e30nacHOCTU U NPEAOCTABUTL COOTBETCTRYIOLME MEXaHU3MbI AR CHUXKEHMA 3TUX PUCKOB AMA AOCTU-
XeHusi npuemnemoro yposHs 6ezonacHoct. OPC UA yooBneTBOpsET WUPOKOMY CNekTpy noTpebHocTeln B 06-
nacTti 6e30nNacHOCTU, KOTOpbIE MOTYT BO3HUKHYTL B pe3ynstate aHanu3os. Mpunoxenuns OPC UA gomkHbl 6biTb
OCHaLLeHbl OYHKLMAMK Be30MacHOCTH, KOTOPble AOCTYMNHbI ANA 4ONOSHUTENIBHOTO MCMONMb30BaHNS BNagenbLem
cucTteMbl. Kaxabli Bnageney CUCTeMbl A0MKEeH UMETbL BO3MOXHOCTbL a4anTUpoBaTh pelleHue Ansa obecnevyeHums
©ezonacHOCTK, COOTBETCTBYOLLEee ero TpeboBaHMsaM 6e30nacHOCTM M SKOHOMWUYHOCTH, MCMONb3ys KOMOMHALKIO
MEXaHW3MOB, JOCTYNHLIX B pamkax cepun ctangaptos OPC UA 1 BHelHUX no oTHoweHuo kK OPC.

TpeboeaHusa k Ge3onacHocTu, npegbsBnsemMele kK npunoxeHusm OPC UA, passepHyTbiM Ha caite,
onpegensatwTca CSMS caiiTa, a He cepueir ctaHgaptos OPC UA. Ctangaptel 6e3onacHoctn OPC UA copep-
*aT TpeboBaHus, NpeabaenaemMble K npunoxeHuam OPC UA, n pekomeHaaumm o ToM, kak OPC UA pomkeH
OblTb pasBepHyT Ha canTe, YToObl COOTBETCTBOBAThL TpeboBaHUsM ©e30NacHOCTH, KOTopbIe, Kak oXnaaeTcs,
OyoyT ykasaHbl Ha canTe.
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OPC UA ycTtpaHseT yrposbl, kak onucaHo B 4.3. Kak onvcaHo B pa3sgene 6, bazosas sepcua OPC peko-
MeHayeT, 4Tobbl paspabotynki npunoxeHnin OPC UA ycTpaHsanu ocTaBlUMecs yrpo3bl KOMMNOHEHTaM MHppa-
CTPYKTYPbI, KOTOPbIE MOTYT MPUBECTU K KOMMPOMETaL MW ONepaunoHHbIX cUcTeM, rae npunoxeHus OPC UA
3anyueHsl, Ho OPC UA Kk HUM He obpallaeTcs.

4.5 ApxuTtekTtypa 6esonacHocTu obwero goctyna OPC

4.5.1 O630p

ApxuTtektypa 6esonacHocT OPC UA — aT0 yHMBEpcanbHOe pelleHre, KOTOpoe NOo3BOMseT peanunso-
BaTb Heobxoaumble yHKUKMK Be30MacHOCTU B Pa3nuyHbIX MeCcTax apxuTekTypsl npunoxeHuin OPC UA. B za-
BUCUMOCTW OT pasnu4YHbIX CONOCTaBneHui, onucaHHblix B TOCT P 71811, 3agaun obecneyeHus beszonacHoCcTu
pellaKTcs Ha pasHbiX YpoBHAX. ApxuTekTypa beazonacHocTn OPC UA ansa B3aumMogeicTBus KNueHT/cepeep
CTPYKTYpPUpPOBaHa Ha NPUKNaaHOM YPOBHE M KOMMYHWUKaLMOHHOM YPOBHE MOBEPX TPAHCMOPTHOIO YPOBHS, Kak
nokasaHo Ha pUCYHKe 2.

KnunenTt QPC UA Cepeep OPC UA
MpuknagHo# yposeHb MpuknagHo#i yposeHb
* ASTOPMIALIUA MONEIDBATENA CeOCMﬂ * ABTODPMIBLIMA MONEIDBATANA
» AYTOHTWEMKALMA NANLCBATENA 4-=-=-=--» « AYTOHTHDUKALIMA NONbIOBATENA
KoMMYHWKaUMOHHBIH ypoBeH: <% P KOMMYHUKALMOHHBIA YPOBREHb
» KoHtMasHUMANEHOCTE Sal.l.l.lfll.l.l.eHHblﬁ KaHan » KohduasHUHWANEHOCT
* LlanocrHocts + LlanocTHocTs
= AYTEHTHMKALIMA NPMNONEHNA = AYTSHTHRMKELMA NPHIGKBHKA

TpaHCnopTHLIA YPOBSHE

PucyHok 2 — ApxuTekTypa BesonacHoctn OPC UA — knueHT/cepeep

OPC UA Takke nogoepKusaeT apxUTekTypy o6MeHa OaHHbIMK C BO3MOXHOCTLH NyBnukaumm 1 noanu-
CKW, N apxuTeKkTypa 6e3onacHOCTU ANA 9TON CBA3K NokasaHa Ha pucyHke 3.

Wanarenscteo OPC UA AbBoHeHT OPC UA
KOMMYHMKaLMOHHEIA YPOBEHb g KoMMYHWKaLWOHHBIA YpOBEHb
+ Kontpngen pansHoeTe JawmeHHos coobLeHne * KoHpupeHLmMansHoeTs
+ [loBPOCOBEGTHOLTL + lo6poGoBeCTHOT

TpaHenopTHLIA YPOBEHB

PucyHok 3 — ApxutekTtypa besonacHocti OPC UA — w3gartenb-noanucyuk
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4.5.2 KnneHTt-cepBep

BaanmopgenicTBue KnveHT-cepeep BKNoYaeT B cebs BO3MOXHOCTE Kak ceaHcoBoOro, Tak u becceccnoH-
HOro B3aMMoencTeua. PyTUHHAsA paboTa KNMMEeHTCKOro NPUIOXEeHUs U CEPBEPHOTO NMPUMOXKEHWS NO Nepegade
MHOpMaLWK, HACTPOEK U KOMaH[ BLINOMHSIETCA B CeaHce Ha NpuknagHoM ypoBHe. [puknagHon ypoBeHb
TaKke ynpaensieT 3ajadamu 6e30nacHOCTW, CBSI3aHHbIMK C ayTeHTudMKauMen U aBTopmusalmeid Nnons3oea-
Tensa. 3agadv 6e30nNacHOCTM, KOTOPbIE PEeLlalTes Ha NpUMKNagHOM YpOBHE, peluarTcs ¢ NOMOLWbIO cepBuca
ceaHca, ykasaHHbix B FOCT P 71809. CeaHc Ha npuknagHOM YPOBHE B3aMMOOENCTBYET MO CETU.

3alnLLeHHbIA KaHan, KOTOPLIA CO34aeTcsi Ha KOMMYHWKaLWOHHOM YPOBHE, Mcnonb3yeTtca ans obecne-
ueHus BezonacHo cesA3n. Bce gaHHble ceaHca nNepefarTca Ha KOMMYHWKALUWOHHBIA YPOBEHb ANS AanbHeN-
Wweih obpaboTkm.

HecmoTps Ha To, YTO ceaHc B3anMOOENCTBYET MO 3aLMLIEHHOMY KaHamny W JormkeH ObiTb aKkTMBUMPOBaH
nepe ero Ucnonb3oBaHWEM, MPUBSA3KA Nonb30BaTenen, CeaHCoB U 3alUMLLIEHHbIX KaHanoB ABNAeTCH rMOKon.
OnvueTBopeHe NO3BONSET NONL30BATENO CTaTh BNafenbLeM CyLLeCTBYIOLEro ceaHca.

Ecnu 3auimuleHHbI KaHan npepbIBaeTcs, CeaHC OCTAeTCs 4eACTBUTENbHBIM B TEHYEHWE OnpeferneHHoro
nepuoaa BpEMEHU, YTO MO3BONSAET KIMEHTY BOCCTAHOBUTL MNOAKIMOMEHUE K CEAHCY MO HOBOMY 3aLLULLEHHOMY
KaHany. B npoTMBHOM criyyae ceaHc 3akpblBAeTCs Mo UCTEYEHWUU CPOKa ero 4enCTBUS.

KoMMyHMKaLUMOHHLIA ypoBeHb obecneymMBaeT MexaHuW3Mbl ©esonacHocTW Ansi obecnevyeHWsi KOHU-
AEHUWManbHOCTH, LEeNOCTHOCTM W ayTeHTUdUKaLMN NpUnoXeHuid B kadecTee uenen GesonacHoctn. OgHMM
M3 BaXKHBIX MEXaHW3MOB 115 JOCTMKEHWUS 3TUX Lienei ABMSeTCs co3fgaHue 3alMIleHHoro kaHana (cm. 4.13),
KOTOPbIN UCNONb3yeTcsa ANnsA obecneveHns 6e30nNacHOCTM CBA3M MEXOY KITMEHTOM W CepBepoM. 3allueHHbIRA
kaHan obecneuyneaeT wWucpoBaHue ANA COXpaHeHUs1 KOHUAEHUNANLHOCTHU, NOANUCK COObLIeHWIA ana nog-
JepaHusa LenocTHOCTM U cepTudmkaThl Ans ayTeHTUdMKauMmM npunoxeHnin. JaHHble, nocTynarLme ¢ npu-
KNagHoro YpoBHS, 3allMLleHbl U NepefaT «3allWiLeHHbIe» aHHble Ha TPaHCMOPTHLIA ypoBeHb. MexaHu3Mbl
©e3onacHOCTU, ynpaensieMble KOMMYHWKaLWOHHLIM YPOBHEM, NPEeAOCTaBMSIOTCA CEPBUCAMMU 3aLUMLLEHHbIX
KaHanoB, kKoTopble ykasaHbl 8 FOCT P 71809.

MexaHuambl 6e30MacHOCTW, NpefoCcTaBsieMble CepBUCaMM <3alUMLLEHHbIR KaHan™>, peanusyloTcs C
NOMOLLLK CTeKa MPOTOKOMOB, KOTOPLIA BbIbpaH ana peanusaumu. ConocTaBneHUs cepBUca C HEKOTOPLIMA
napameTpaMmu cteka npotokonos ykasaHel B TOCT P 71811, koTopbil onpefenseT, kak oyHKLMK CTeka npo-
TOKOMNOB MCMONb3yTCsA ANA OCTuxXeHus Lenel BesonacHoctv OPC UA.

YpoBeHb cBA3W npeactaenaeTr cobon ctek npotokonos nopknodeHna OPC UA. OPC UA onpenens-
eT anbTepHaTUBHbIE COMNOCTaBMEHUA CTeKa, KOTOpble UCNOMNb3YKTCA B KA4eCcTBe KOMMYHUKALWOHHOMO YpoB-
He. 3T conocTaeneHus onucarbl B NTOCT P 71811. Ecnu ncnonbayeTtcsa npoTokon nogkntodeHma OPC UA
(UACP), To obecneyeHa pyHKLNOHANBHOCTL ANA KOHDWAEHUNANBHOCTH.

LlenocTHoCTb, ayTeHTUdUKALMS MPUMNOXKEHUS U 3aLUMLLEHHbIA KaHan aHanoruyHbl cneuudukayuam
SSL/TLS, kak onucaHo B TOCT P 71811.

TpaHcnopTHbIA ypoBeHb oOpabaTteiBaeT nepedadvy, Npuem U TPaHCNOPTUPOBKY AaHHbLIX, NPeAoCTaBns-
eMbIX KOMMYHWUKaLMOHHLIM YPOBHEM, YTOOLI NepeXuTb NOTEep COeAUHEHN TPAHCMOPTHOIO YPOBHSA (Hanpu-
mep, TCP-coeguHeHWin) 1 BO30OHOBWTL MX C MOMOLLbLIO HOBOTO coegnHeHus. KOMMYHWKALMOHHbIA YPOBEHb
OTBEYAET 33 BOCCTAHOBMEHME TPAHCMOPTHOINO YPOBHA MOAKIMIOMEHMEM HA OPYroM ypoBHe 6e3 npepbiBaHWs
Norv4yeckoro 3allMLLIEHHOro KaHana.

TpaHCNOPTHLIN YPOBEHb TAKXKE MOXET MCNONL30BATLCA AN obecnevyeHna KOHPUOEHUNANBHOCTU 1 Lie-
MOCTHOCTHM C noMoLbto npoTtokona HTTPS, cornacHo FOCT P 71811, HTTPS-cepTudmkatsl MOyT COBMECTHO
MCMNOMb30BaTbCA (M YAaCTO MCMOMNb3YHTCA) HECKONMbKUMMK MPUAOKEeHUAMKU Ha nnatopme. OHU MOryT ObiTh
CKOMMPOMETUPOBaHLI 3a npegenamMmn ucnons3oeaHua OPC UA. Bce npunoxeHusa Ha nnatdopme, UCNonb-
3YKOLLWE OOMH U TOT Xe 0bLKNIA cepTUgUKAT, MMEKT OMHAKOBLIE HACTPOWKMW, TAKUE KaK OTKN4YeHne SSLv2.

OPC UA obecneuuBaeT 6eccecCuoHHbI BbI30B cnyxbwl (cm. FTOCT P 71806 v TOCT P 71811). bec-
CeCccuUoHHanA cBa3b obecneunBaeT ayTeHTUdUKALWIO nonsk3oeartens. KaHan cea3u obecneunBaeT KOHPUOEH-
LWanbHOCTE M LenocTHoCTb. KaHan cBaAsu MoxeT ObiTh 3awuiieHHsIM kaHanom OPC UA (Ge3 ceaHca cBsA3n).
370 MOXeT BbITb kKaHan cBA3uW, Takon kak HTTPS, KoTopblid MCnonb3yeT TPaHCMopTHLIE NPOTOKOMbLI 4ns obe-
crnedYeHuss DesonacHoCTU. AyTeHTUMMKaLNA /MM NpoBepKa NOAMMHHOCTM MPUINOXEHWS TakkKe ycTaHaBnu-
BAKOTCH C NOMOLLbLIO TOKEHA O4OCTyNa, KOTOPLIA Mony4YyaeTca M3 cepeBuca aBTopusauuy (nogpobHocTu cM. B
FOCT P 71806).

[ononHuTenbHble conocTaBneHnsa daHHelx npeactaenelel B FTOCT P 71811. MNMpwu obecneveHnn KOHGN-
OeHUNanbHOCTU U UeNOCTHOCTU JaHHbIX 3TWU COMOCTaBNeHns 3aBMCAT OT NPOTOKOIOB TPAHCMOPTHOIO YPOBHS.
OpfHMM 13 NPUMEpPOB SABASKOTCS MCNOMb3yowMe 3awmTy BeO-CoKeTbl TPaHCMOPTHOTO YpoBHA HTTPS.
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4.5.3 Ny6nukauua-nognucka

4.5.3.1 O63op

Cnyxba <nybnukauua-nognucka> pasBopadvnmBaeTcs B AABYX cpejax: B OOHOW U3 KOTOpbIX Bpokep cylle-
CTBYyeT, a B Apyroi — HBpokepa HeT. [ogpobHoe onucaHne 3Toi Mogenu npueeneHo B [3].

C aTumun OBYMS cpefamu cBA3aHbl BONPOCkH Be30MacHOCTU, U KaxXaasa U3 HUX onucaHa oTAeNkbHO.

4.5.3.2 bes nocpegHNKoOB

KommyHMKaumoHHan mogens <nybnukauws-nognucka> 6e3 nocpenHvkoB obecnednBaeT KOHPUAEHL M-
anbHOCTb W LI@NOCTHOCTb. JTO AOCTUIAeTCs C MOMOLLBI CUMMETPUYHOTO LWNPOBAHUA M anropMTMOB NOAMMW-
cu. Heobxoovmble CUMMETPUYHBIE KMHOYW pacrpefensaTca cepBepom Krodein 6ezonacHocTm (SKS) (gonon-
HUTeNbHLIE cBefeHusa cM. B [1]). SKS ucnonbayeT cTaHOapTHYH CUCTEMY 3aLMThI KNTUEHT-CEPBEP, ONMUCAHHYHD
B Npedblayllem pasgene, Ang ycTaHoBNeHUs ayTeHTUUKaLUM NPUNoXeHni, a Takke ayTeHTUMKaLMKM nNonb-
3oBaTenei. Takol Noaxon NO3BONAET BCEM NPUNOXKEHWAM (M3gaTtensm w/unv nognucyukam) B rpynne Ges-
onacHocTM oBMeHuBaTbLCs MHOpMaLnen.

MpenmyLLecTBOM MCNOSb30BaHUS 0BLLNX CUMMETPUYHBIX KIOHER ABMAETCS BblcOKas NPOW3BOANTENMb-
HOCTb, KOTOpPYH OHW 0BEecneyYnBaroT, HO HEAOCTATKOM ABRMSETCA TO, YTO AN rpynnbl NPUNOXKEHUR, NCNoNb3y-
HOLLMX OOLLUA CUMMETPUYHBIA KIKOY, BCE NMPUNOXEHUA B Fpynne UMeKT 04MHaKoBble Npaea. Bece npunoxeHus
OOIKHbI OBEPSATh BCEM APYrvM NpunoKeHusm B rpynne. Moboe npunoxeHue (M3gaTens MU NoAMUCYUK) B
rpynne moxeT onybnukosatb cooblienne, n noboe NpunoxeHne (M3natenb v NoANMCHKMK) B rpynne MoxeT
pacwwudpoBaTh coobLieHue.

Hanpumep, cuctema MOXET COCTOATb M3 COBMECTHO WCMOSib3yeMOW CUMMETPUYHOMW TPYMMbl, COCTOSA-
el 13 KoHTponnepa (M3gaTtens) u Tpex nognucydunkos (Hanpumep, HMI). KoHTponnep nybnukyet, a HMI-
WHTepdelckl nony4awT coobleHna. Ecnu oguH n3 HMI ckomnpomMeTupoBaH, OH Takke MOXeT HavyaTb ny-
bnukoesaTts coobuweHunsa. [Iga gpyrux HMI He cmoryT onpegenuts, YTo cooblleHne BbINO OTNpPaBNeHo He C
koHTponnepa. OgHUM M3 BO3MOXKHbIX PELUEHWA 3TON cuTyaummn mMorno bl BbiTh, ecnun bbl 06LWas CUMMETpUY-
Hasi rpynna cocTosifna TonbKo U3 KoHTponnepa u ogHoro HMI. JononHutensHble rpynnsl 6uinn 6bl cozpaHsl
ans kaxgoro HMI, Torga 6bl HU oguH HMI He cmor noenuaTe Ha apyrve HMI. [pyrve BO3MOXHbIE pelueHus
MOTYT Takke BKMoYaTh CETEBYIO apXUTEKTYPY U CEPBUCHI, TaKMe Kak ogHoaapecHas nepefava aHHbIX Mo CeTU
C OrpaHUYeHHbIM JOCTYMNOM, HO OHU BbIXOAAT 3a pamku cepun ctaHgaptoe OPC UA. KoHdurypauusa rpynn 3a-
LWKTLl TpebyeT TLLaTensHOro pacCMOTPEHUS MPpY pa3BepThIBaHUM cucTeM Ans obecnedeHusa 6e3onacHoCcTy.

4.5.3.3 MNocpenHuK

Mpun Mcnone3oBaHUKM Bpokepa B Moaenu <nybnukauus-nognucka> ans obecnedyeHusa koHdugeHUnans-
HOCTW W LENOCTHOCTW UCMOMb3YIOTCH Te e 0bLMe CUMMETPUYHbIE KNtoYK, 4To 1 B 4.5.3.2. Kpome Toro, cBs3b
c bpokepoM MOXET BbITh 3allMLLEeHa B COOTBETCTBMM C NPABUNamMu, yCTaHOBNEHHLIMU aAnsa Bpokepa. 3Tu npa-
BUNa He onpegeneHsl B cneuudukauumn 6asoson mogenu OPC, Ho onpefeneHsbl NPOMEXKYTOUYHBIM NporpaMm-
HbIM obecneveHueM. Bo MHOrMx cny4yasx npomMexyTodHOe nporpaMMHoe obecnedeHune TpebyeT aBTopusanum
Kak nagatenen, Tak ¥ NOLNUCHUKOR, Npexge Yem OHW CMOTyT B3anMOAeNCTBOBaTh ¢ Dpokepom. Baaumogei-
cTeue ¢ Bpokepom mMoxeT obecne4ynTb MexaHuaMebl BesonacHocTu Ans obecneveHnss KoHPUAEHLMAaNbLHOCTH,
LIeNMOCTHOCTM W ayTeHTUMMKaLUN NPUIOKEHWIA UMK Nonb3oBaTenein B KayecTBe uenen besonacHocTu. Ecnm
ony6rnMKkoBaHHOe CoobLeHNE HEe 3aLLMLLEHO C MOMOLLBI KOHLENLMM 0BLLEero CMMMETPUYHOTO KITKo4a, coaep-
*UMoe coobLLeHNsa CTaHOBUTCSA BUOMMBIM ANA Bpokepa, YTo CO34AET PUCK aTak TUNa «4YernoBeK NOCEPEOUHEY.
Mcnonb3oBaHWe 0BLLUMX CUMMETPUYHLIX KIHOYEN YyCTpaHAEeT 3TOT PUCK.

4.6 MonuTuUKa be3onacHoOCTU

MonuTrka De3onacHOCTM onpeaenseT, Kake mMexaHuambl 6e30nacHOCTW OOMKHbI UCMONb30BaThCs, W
SABMAETCHA NPOM3BOAHON OT npoduns BesonacHocTn (NogpobHocTu cMm. B 4.7). MNonutukn BesonacHocTu uc-
NMonb3yHTCA CepBepoM ANA 0ObABNEHUA TOrO, KaKMe MexaHW3Mbl OH NOSAEPXKMUBAET, a KIMMEeHTOM — ANS Bbl-
Bbopa ogHOro M3 HUX OANS MCNOMb30BaHUA C 3aLULEHHbLIM KaHamnoM, KOTOPbIA OH XO4YeT OTKPbITb, UMK AnNS
NnoAkn4veHus 6e3 Ucnonb3oBaHMA ceaHca CBSI3M, KOTOPOE OH XO4YeT ycTaHoBWUTb. MonuTtukn BGesonacHocTu
TakkKe MCNonb3ytTcs Npn obweHnn Yepes nybnukauno-nognucky. Monutuka 6esonacHocTy BKNoYaeT B cebs
cnegyowyo HpopMaLnio:

- anropyTMbl NOANUCK U LWNGPOBaHUS,

- anropyuTM MOMy4YeHns Ko4a.

BbiBbop pa3pelueHHbIX NONUTUK Be30MacHOCTU OCYLLECTBNSETCS aQMUHUCTPaTOPOM, KOr4a yCTaHOBMEHbI
npunoxexnua OPC UA. JocTtynHble nonuTtuky 6esonacHoCcT ykasadbl B [2]. Mo3gHee agMUHUCTPaTOP MOXeT
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Takke M3MEHUTb UM MOV ULMPOBaTE BbIGOp pa3pelleHHbIX NonMTMK BeaonacHocTU B 3aBMCMMOCTUM OT 06-
CTOATENLCTB.

O6baeneHne nonuTuk BesonacHocTy obpabaTbiBaeTcs cneumnansHeIMKU cnyxbamu obHapyxeHus, yKa-
3aHHbIMK B TOCT P 71809. Bonee nogpobHas nHpopMauus o MexaHuamax obHapyXeHus 1 cTpaTernsax obb-
SBNEHNSA NOMUTUK cooepXuUTCs B [4].

B cxeme B3aMMOOENCTBUS KMMEHT-CepBEp KaX bl KNMEeHT AOMKEeH MMEeTb BO3MOXHOCTb BblOpaTh Mno-
MWUTUKY, HE3ABUCUMYIO OT MNONUTUKK, BoIGPaHHOW OPYrMMM KITMEHTaMM.

Ons wabnoHa cBsA3u ¢ nybrnvkaunen 1 NognMckon nonutuka 6e3onacHoCTK ceBsizaHa ¢ onyormMKoBaHHbIM
HaBopoM OaHHbIX, U BCE MOAMUCYUKM OOMKHBI MCNONb30BaTh OOHY M TY e NONUTUKY Be30nacHoCTH.

MocKoNbKY BbIMMCIUTENBHAA MOLLHOCTL PACTET, anropuTMbl, KOTOPLIE CETOAHS cYMTarTca Be3onacHbl-
MU, B Bygyuiem MoryT ctatb HebeaonacHbiMK; noaTomy B npunoxeHun OPC UA Tpebyetca nogaepxka pas-
MUYHBIX NONUTUMK Be30MacHOCTU ¥ Co3aaBaTh BO3MOXHOCTb BHEAPATL HOBLIE MO Mepe uxX nosieneHus. Cnucok
nooAepKueaemMblix NonuTuk BesonacHocTy 6ynetT 06HOBNATLCH HA OCHOBE pekoMeHaauWi, onybnnKoBaHHbIX,
Hanpumep NIST. C To4kn 3peHusi pasBepTbiBaHus, TpebyeTcs, 4ToObl Nnepuoamnyecknii ob63op cawta nposepsin,
UTO BbIOpaHHbLIN B JaHHLIA MOMEHT CMUCOK Npodunei 6e3onacHoOCTM COOTBETCTBYET TpebyeMbiM Lensam 6es-
OMacHOCTK, W eCnu 3TO He Tak, To Bblbupaetcs bonee HoOBLbIM Habop nNpodunen besonacHOCTH.

CylecTByeT BO3MOXHOCTE pa3paboTku HOBLIX MONUTUK Be30NacHOCTU ANA NOLAEPKKA HOBLIX anropuT-
MOB, KOTOPbIE NOBLILWAIT YypoBeHb BezonacHocTu npogyktoB OPC UA. MpunoxeHne «ApxUTeKkTypa npunoxe-
Hu OPC UA» gomkHo ObiTh paspaboTtaHo Takum obpasom, 4Tobbl MOXKHO Bbino 0BHOBNATL UMK 40DABNATL
OONOMHATENbHBIE KpUNTOrpauyeckue anropuTMbl B NPUNOXKEHWE NpakTuyYeckn 6es nameHeHnn KOgUpoBKA.

B [2] yka3aHO HeCKONbKO NOMUTUK, KOTOPble UOAEHTU(ULUPYIOTCA C NMOMOLLBIO ONpefeneHHOro yHUKanb-
Horo URI. [Ina ynyJyweHus B3auMogeicTBMUS NPOAYKTOB NOCTABLUUKOB CEPBEPHLIE U U3AATENbCKME NPOAYKTbI
OOMKHbI peanu3oBbiBaTe 3TU NOMUTUKKA. KNUeHTbl U NOAMUCYMKA OOMKHbI NogaepXKuBaTe OOHU U Te Xe no-
NUTUKK.

4.7 Mpodunu 6e30nNacHOCTH

KnueHTckue u cepBepHble npogoyktel OPC UA cepTudwuuupoRaHbl Ha COOTBETCTBME Npodunsam,
onpefeneHHeiM B [2]. HekoTopble npodunu onpegensaoT gyHKUUKM BE30nacHOCT, a ocTalnbHble — Apyrue
OyHKLMOHAmNbHbIE BO3MOXHOCTU, HEe CBA3aHHble ¢ Be3onacHocThi. MNpodunu npeabsaenawT TpeboBaHMs K
cepTuhMUMpOBaHHLIM NPOAYKTaM, HO He K cnocobam 1ux ucrnonb3oBaHusa. PasnuyHele npocunn TpebyoT oan-
HaKOBOro MMHUMAanNbLHOIO YpoBHA GesonacHocTh. OgHako B pasHbix Npocdhusisix ykasaHbl pasHble geTanu, Ha-
npMMep onpeneneHo, Kakve anropuTMbl WndposaHus TpebyTea ans dyHkunoHmposanus OPC UA. Ecnn
B OLHOM anroputMme WKdpoBaHus obHapyxeHa npobnema, To Ha ocHoBaHuM Basosol mogenu OPC pomnx-
Ha OblTb BO3MOXHOCTL ONpedenUTb HOBLIA Npodunb, KOTOPLIA aHanorMYeH, Ho B KOTOPOM yKas3aH Opyroi
anroput™M WKudpoBaHUsa, 0 KOTOPOM He M3BECTHO O npobneme. [2] ABNAeTCA HOPMATUBHOM cneundukaum-
el npocunein, Ho Npotunn NOAAEPKUBAOTCHA B OHNanHoBoM npunoxenunn (hitps://apps.opcfoundation.org/
profilereporting/), 4To no3sonset 06HOBNATE NPOdMKM, OCOBEHHO NPOdUNN, CBA3aHHbIE C 6e30NacHOCTLHO, B
fonee cxaTble CPOKM, YEM 3TO NPEAYCMOTPEHO LUKNamu nybrnvkauum JOKyMeHTauum.

MONUTMKM OTHOCATCS KO MHOTKUM M3 TeX e napameTpoB He3onacHoCTH, YTo M NpodunKn; ogHaKo no-
NUTKUKA ONpefenseT, KakMe U3 3TUX NapamMeTpoB cnefyeT UCNOoNb3oBaTk B ceaHce. [onuTuka He onpegenset
AnanasoH napameTpoB, NpeanaraeMsix MPOAYKTOM, OHW OMMCaHbl B Npodunax, KOTopble OH NoanepKMBaET.
OTKW NpaBuna BKMOYEHbl B cepTUdUKaUUOHHbIE UCTbITAHWS, CBA3aHHble ¢ npunoxeHnamun OPC UA. Ceptu-
hUKaLMOHHbBIE UCMbITAHWS OMKHBI rapaHTUPOBaTh CobMNAeHNe cTaHaapTa 1 NoaAepPXKKY COOTBETCTBYIOLLMX
anroputMoB Ge3onacHocTy.

Kaxabin mexaHuam 6esonacHoctv B OPC UA npenycmoTpeH B npunoxeHusax OPC UA B cooTBETCTBUM
€ npounamMK, KoTopbiM cooTeeTcTByeT npunoxeHune OPC UA. MexaHuambl Be3onacHocTu mMoryT BbITe pas-
BEPHYTHI Ha canTe. Takum obpazom, Kaxabli CalT MMeeT Bce AOoCTynHble dyHKkUunKM bezonacHocTn OPC UA n
BbiOMpaeT, KakMe M3 HUX MCMNOoMb30oBaTh ANA AOCTUXKEHUSA CBOMX Lenen B obnactn besonacHocTy.

Mpodhmnu GezonacHOCTM onNUCLIBaKOT Npotunb <HeT>, KOTOPLIA MCNONb3YeTCA ANs TECTUPOBAHUSA, HO
npu Hanu4um apyrux, bonee 6e3onacHbIX JOCTYMHbI NPOMUIIK, €CMNIN MO YMOMYaHWUI0 3TOT NPOdUIb OTKIHOYEH.

4.8 HacTpowku pexuma 6e3onacHocTH

OPC UA nogpepkueaeT BelIOOp HECKONMbKMX pexuMoB BeszonacHocTu: <Het>, <[ognucate>, <[lognu-
caTb 1 3aWwndpoBaTh>. Pexxum besonacHocTn <HeT> MOXXHO MCMNONb30BaThb TOMLKO C nMpodunem 6esonacHo-
cTn <HeT>. OH OTKNIOYEH [OnA BCexX ocTanbHbIX npodunelr bezonacHocTn. Bbibop <[MognucaTtb> wnu
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<MognucaTb 1 3awndposaTte> 3aBuckT oT CSMS; B HEKOTOPbLIX MPUMNOXEHWUAX, rOe KOHUOeHUManbHOCTb
AaHHbIX He TpebyeTcs, <MNognucatb> MOXeT ObiTb 4OCTAaTOYHO.

4.9 AyteHTUdUKauma nonb3oBarTens

AyTeHTUdMKaLMS NONb30OBATENSA BLINOMNHSETCH, KOrga KIWEeHT nepefaeT CepBepy Y4YeTHble [aHHble
nonb30BaTens, Kak ykasaHo B cepBucax ceaHca cornacHo FOCT P 71809. Cepsep moxeT ayTeHTUduLmMpo-
BaTb NOMbL30BaTENA C NOMOLLbI 3TUX YYeTHbIX AaHHbIX. Bnageney (nonb3oBarens) ceaHca U3MeHsIeTCS C No-
MOLLbI CryObl aKTUBM3aLMKN CeaHCca B COOTBETCTBUM C NOTPEBHOCTAMMN NPUIOXKEHMS.

AyTeHTUdMKaLMA NMONb3oBaTeNsl HANPAMY He ABMseTcA YacTblo WwabnoHa obMeHa JaHHBIMU Mexay
nybnvkauuen n nognucKoi, UCNonb3yeTca Kak YyacTb SKS, cBAzaHHOro ¢ aTum WwabnoHom obMeHa gaHHbIMU.

4.10 AyTeHTU(DUKaLUS NPUITOKEHUA

B OPC UA ucnonb3yeTca KoHLUenuusa ayTeHTUrkaLum NpunoxeHni, No3Bonsowas npunoxeHMam, Ko-
TOpble HAMepeBakTCA B3auMOLEeNCTBOBaTb, aeHTUdMUMpoBaTb Apyr apyra. Kaxxgomy akseMmnnsapy npuno-
*eHua OPC UA npucBanBaeTcsi cepTUMKaT MCNOMb30BaHWS NPUNOXKEHUS, KOTOPEIN NpeabaBnaeTcsa yupex-
AeHVeM Mo 3alwuweHHoMy KaHany. MNonyvaTtens cepTudukaTa NnpoBepseT, 4OBEPSET N OH cepTudmkaTy, U
Ha OCHOBAaHWKM 3TOM NPOBEPKM NMPUHUMAET UITM OTKMOHSAET 3anpoc UMM 0TBeTHoe coobLleHMe OT oTnpaBuTens.
3Ta npoBepka O0BepUs BbIMNOMHAETCHA C WCMOMb30BAHMEM KOHLIENUWW CNMCKOB AoBepus. CNUCKM OOBepUSs
peanu3oBaHbl B BUOE XpaHUnuLula cepTudrkaToB, HasHa4eHHOM aaMuHnucTpaTopom. lMNpexae 4em NoMecTUTb
cepTudmkaTt B CMUCOK JOBEPUA aAMUHNCTPATOP ONpeaenseT, NoANUCcaH N OH, NOATBEPXAEH N U 3aCMyKu-
BaeT nu gosepud. B cnvcke noBepust Takke HaxoaaTcsa ueHTpel cepTudnkaumm (CA). Cnvcku AoBepwsi, BKMIO-
yawLLMe LEeHTpbl cepTUudMKalny, BKIKYAKT CNUckK oT3biBa ceptudukaTtoB (CRLS). OPC UA wcnonbayet
oTpacneBble CTaHOAPThI, onpefeneHHble OpYrMMM OpraHn3auusmMu.

B OPC UAHTTPS ucnonb3yeTca Ana co3gaHna 3allMiLeHHbIX KAHaNoB; 04HaKo 3TU KaHanbl He obecne-
4YMBAKT ayTeHTUdMKaumo npunoxeHuin. Ecnu Tpebyercsa ayTeHTUdUKauns, To oHa gomkHa BbiTb ocHOBaHa
Ha y4eTHbIX AaHHbIX nonb3oBaTtens (cM. 4.9). bonee nogpobHas MHpopmaums 06 ayTeHTUdMKaLMKM NpUnoxe-
HuA cogepxuntca B FTOCT P 71809.

4.11 ABTopu3auuna nonb3oBaTens

OPC UA obecneuvBaeT aBTopu3aLuio Nornb30BaTersi Ha OCHOBE ayTeHTMULMPOBAHHOMO NoNnb3oBaTens
(cm. 4.9). OPC UA MoryT camoCTOATENBHO ONpenensTh, Kakue AaHHbIe JOCTYMHbI U Kakue ornepauwn paspelue-
Hbl, UMM OHKU MOTYT UCMOMb30BaTh ponu (cM. 4.12). MNMpodunu UCNonb3yHTCs AN yKa3aHWs NOLAEPHKKM YHETHbIX
JaHHbIX MONbL30BATENs, a TakKe AN OrpaHUYeHUs UK KOHTPOIst 4OCTyna K aApecHOMY NpoCTPaHCTEY.

4.12 Ponn

OPC UA npegocTtaBnsaeT cTaHAapTHbIA nogxoa AN peany3aunn 6e3onacHocTy Ha ocHoBe ponei. Cep-
BEPbI MOTyT BbiOpaTh HE peanu3oBbiBaTh YacTb UINKM BCEe MexaHW3Mbl, onpegenerHsle B FTOCT P 71810. MNogp-
xog OPC UA HasHavaeT paspelleHuss ponam. 3aTem KNMeHTam NpyMcBavBaTCA PO Ha OCHOBe WHdopMa-
LMK 0 NogkroyeHuun. Ponn MoryT ObITe orpaHyMYeHbl Ha OCHOBaHWW MPOBEPKM MOLMIMHHOCTY MoNb3oBaTens
NPWIOKEHUIA, peKMMOB ©E30NacHOCTW MU CPEeACTB KOMMYHKMKaUMKW. HasHavyeHne ponen n orpaHnyeHuni 3a-
BUCUT OT KOHKPETHOro NpPUIoXxeHus. BaaumogencTBms NoKasaHbl Ha PUCYHKe 4.
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FaspaweHun
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MOTYT S5iTb HE3Ha4eHE
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]
HasHa4gHHLIA HasHaubHHb
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Ponb
Knuent
B3avmoaoicTBuA

PucyHok 4 — OB63op ponen

JononHutensHoe onucaHue ponen npueegeHo B FTOCT P 71810.

4.13 Cnyx6bl, cBA3aHHbIe ¢ 6e3zonacHocTeio OPC UA

Cnyx6bl bezonacHocTn OPC UA — 370 rpynna abcTpakTHbIX onpefeneHuid cnyxb, yKkasaHHbIX B
MOCT P 71806. TOCT P 71809 npuMeHSOT ONS UCMONb30BaHWA pasnuYHbiX MeXaHU3MoB Be30nacHoOCTH Npu
cBasu mexay knueHtamm OPC u cepeepa B UA. Habop cnyx6 obHapyxeHusa cornacHo MOCT P 71809 onpe-
genset cnyxbbl, ucnonbdyemble knueHtom OPC UA ansa nony4veHusa nHdopMauum o nonvtukax 6esonacHo-
cTu (cM. 4.6) n cepTidmkaTax, onpegeneHHbix cepeepoB OPC UA.

Cepsucbl Habopa cnyxb 3awmweHHoro kaHana B cooreetcTBumn ¢ TOCT P 71809 mcnone3yoTtes ang
C034aHWs 3alUULLIEHHOrO KaHana, KOTopblA OTBEYAET 3a 3allMTy COOoBLLEeHWHA, OTNpaBNsaeMbIX MeXay KIMeH-
TOM U cepeepoM. CNOXHOCTL CO30aHUA 3aLLMLLEHHOTO KaHana 3akmni4vaetcs B TOM, YTO AN 3Toro TpebyeTcs,
UTODbI KNUEHT 1 cepBep Be3zonacHo 0bBMeHUBaNUCEL KpUNTOrpadMUYecKUMIM KIko4aMmn U CEKPETHOM UHdopMa-
unen B HebezonacHol cpene, N03TOMY YY4aCTHWMKN KOMMYHMKALWN NPUMEHSIOT creunanbHbIi anroputm obme-
Ha kno4YamMu (aHanorMyHbl npotokony SSL Handshake, onpegensemomy B SSL/TLS).

Knvent OPC UA nonyyaet nonutrnkv 6e3 onacHocTu n ceptudukatel cepsepa OPC UA ¢ NOMOLLbIO Bbl-
LEeYyNOMSAHYThIX CEPBUCOB 0DHapyeHUsA. 3TU cepTudurKaTbl CoAepKaT oTKphIThie Knoun cepeepa OPC UA.
Knnent OPC UA oTnpaBnseT CBOW OTKPLITLIA KMoY B BUAe cepTudukaTa U CeKpeTHOW MHdopMaLMn BMecTe
C CepBUCHbIM cooblleHneM No OTKpeITOMY Be3onacHoOMy KaHany. 3To cooblleHre 3alyiaeTca nyTem npu-
MEHEeHUs1 aCUMMETPUYHOIO LMPOBAHUA C UCNONb30BaHMEM OTKPbLITOrO KM4a cepBepa v NyTeM Co3gaHus
acMMMEeTPUYHbIX MOAMMCER C UCNONb30BAHUEM 3aKpPbITOro Kntwo4a knveHTta. OgHako cepTudunkat oTnpaens-
eTca B HesalwndgpoBaHHOM BUAe, YToObl nonyyaTenb MOr UCNOMb30BaTb €ro Ans NpoBepKn acMMMEeTPUYHON
noanucu.

CepBep paclugppoBbiBaeT cooblleHne ¢ NOMOLLLK CBOEND 3aKpLITOrO KMk4a M NpoBepseT acuMMe-
TPUYHYHK NOANUCE C MOMOLLBK OTKPBLITOro Kntova knveHTa. CekpeTHasa nHdopmauus knveHta OPC UA BmecTe
¢ cekpeTHoW nHdopmaumen cepsepa OPC UA wcnonesyetcs ana nonydeHus Habopa kpuntorpaduyecknx
KIMo4Yer, KOTopble UCNONb3YHTCA AN 3alMThbl BCeX nocneayowmx coobweHnin. Kpome Toro, Bce octarnbHble
cnyxebHble coobLieHns 3awuileHbl CAMMETPUYHbLIM WM POBAaHUEM U CUMMETPUYHBIMKW NOANUCAMW BMECTO
aCUMMETPUYHLIX 3KBUBAINEHTOB.

CepBep OTNpaBnsieT KIMEHTY CBOK CEKPETHYH MHOPMAaLWIo B OTBET, YTOObLI KITMEHT MOT MOMYy4YnTb TOT
e Habop KpunTorpaduyeckmx Knode.

[MocKonbKy KNWEHTbl U CEepBEpbl MMEKT OOQUHAKOBbLIN Habop kpunTorpadUM4eckux Kroden, oHKU MOoryT
©e3onacHo B3aMMOLeNCTBOBaTbL APYT C APYroM. 3TW NPOM3BOAHbIE KpMNTOrpahnyeckne Krniymn nepnogmyeckm
MEHSIOTCSA, YTODbI 3NOYMbILUNEHHUKA HE UMENN BPEMEHM M NOCNefoBaTeNlbHOCTH COODLWEeHNA, LOCTaTOYHbIX
AN onpefeneHnst 3TUX KIlo4Yen.
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Ons coobweHnin <nybnukayua-nognucka> onpeneneHuns, ceasaHHble ¢ 6e30nacHOCTbO, NPUBEAEHBI B
FOCT P 71809 v cogep:xaT onvcaHve TOro, Kak 3alnTuTb COOBLLEHMSA, a Taloke KaK Nony4YnTb knodn besonac-
HOCTU, HeobxoanMble ANS 3alWTbl COOBLLEHWA.

WagaTens OomkeH UCnonb3oBaTh NpeaoCcTaBNeHHbIe KNYKM AN 3aluTel cooblwenns. OH 3awmndpyet
TeKkcT coobleHna n noanuweTt Bece coobluieHmne uenvkom. MNMoanucYnkn OoOMmKHbI MCNONb30BaTh KMYKU Ans
pacwudpoBK1 1 NPOBEPKKM NoANMCH coobLeHnid. YTobbl nony4nte HeoBxogumble KMOYW, n3gaTtens Unv Nnog-
MUCHUK MUCNOMb3YIT CBS3b KNMEHT—cepBep. Knoun Takke AOMmKHbI OblTe MOMyYeHbl C MOMOLLLID METOOoB
CeaHCoBOro BbI30Ba.

4.14 Ayout

4.14.1 O6LWMe NonoxeHus

KnueHTbl 1 cepBepbl reHepupyloT 3anucK ayguTa YCrelHbIX W HeYyCMeLlHbIX MOMbITOK NOAKMIYEeHus,
pe3ynLTaToB COrMacoBaHusa napaMeTpoB 6e30MacHOCTH, N3MEHEHUIA KOHMUIypaunm, CUCTEMHBIX U3MEHEHWN,
B3aUMOLENCTBMIA C NoMb3oBaTenem 1 OTKITOHEHW CeaHCOoB.

OPC UA obecnevvBaeT NoaaepxKy XypHanoB ayguta 6e3onacHocT ¢ NOMOLLbI0 MexaHwama, obecne-
YMBalOLLEro NPOCNeXnBaemMocTb MEXAY XypHanamu ayguta knueHTa v cepeepa. KnueHT cosgaeT 3anuck B
XypHane ayovTta Ans onepauuuv, kotopas BKMwdaeT 3anpoc. Korga KnueHT oTnpaenseT 3anpoc Ha obcny-
XMBaHWE, OH CO30aeT 3anuch B XKypHane ayauTa W BKIoYaeT fokankbHbli MAeHTUdMKaTop 3anvucy B 3anpo-
ce, oTnpaenseMom Ha cepeep. CepBep pervcTpupyeTt MOMy4YeHHble 3anpochkl U BKAKYaeT uoeHTudukaTop
KnNueHTa B CBOW XypHan ayauTa. Ecnm npobnema, cBaAsaHHaa ¢ 6eaonacHocTelo, obHapyxuBaeTcs, TO Ha
cepBepe vaeHTUdMUMPYeTCS W NMpoBepseTcs COOTBETCTBYHLLASA 3anuch B XypHane ayauTta knveHta. OPC
UA He TpebyeT, 4TobbI 3anncu ayguTa 3anuckiBanucb Ha AUCK, HO TpebyeT, 4Tobbl oHK Bbinu gocTynHbl. ONMK
UA npefgocTaBnseT cepBepam BO3MOXHOCTb FrEHEpPUPOBaTh YBEOOMITEHWS 0 cODBITUAX, KOTOpkle coobLarT
0 npoBepsaemblx cobbiTuAx. bonee nogpobHas nHhopmauus 0b6 anropuTMe NPOBEAEHUA ayauTa cepeuca B
OPC UA conepxuTtca B TOCT P 71809.

OPC UA onpepgensieT napaMeTpbl ayamTa, KOTOpble A0MKHbI ObITb BKMIOYEHBI B 3anucK ayauTa. 3710 obe-
credrBaeT COrmacoBaHHOCThL MEXAY XypHanamu ayauTa u cobbituamu ayauta. B FTOCT P 71810 onpeneneHsl
TWMbl AaHHBIX ONA 3TUX NapameTpoB. [pyrve vHdOpMauWoHHbBIe MOAENU MOryT paclluvpATe onpegeneHus
ayguTta. B [2] onpegeneHbl Npodunu, KOTopble BKMIOYAKT BO3MOXHOCTL reHepupoBaTk CODbLITUSA ayauTa u uc-
nonk30BaTk 9TW NapamMeTphbl, BKIOYaa nAeHTU(MUKATOp 3annucy ayanta KnueHTa.

MockonbKy XKypHanbel ayauta MCnonb3yTcs ANns noaTeepxaeHus 6e3onacHoin paboTbl cMCTEMbI, Camu
KypHanb! ayauta Takke O0MmKHbl BbiTh 3alMLIEHB] OT HECAHKLWOHWPOBAHHOTO BMeLaTenbcTsa. MexaHnamel
3alLMThl XKypHarnoB ayguTa BbIXOAAT 32 paMkv gaHHow cneuundukauun. Kpome Toro, MHdopmauus B oTyeTe
ayguTa MOXeT cofdepxaTb KoHdugeHUnaneHyo MHOopMaLnio, No3TOMY BO3MOXKHOCTb NOANMcaTbes Ha cobbl-
TVs ayaMTa npefocTaBnseTcs TONbKO COOTBETCTBYHOLWMM Nofb3oBaTensm u/vnu npunoxexHuwam. B kavectse
anbTepHaTMBbl NONA ¢ KOHUAEHUMANbLHON UMW NPUBATHOW WHOPMaLWen MOryT coaepxaTb kod ownbku,
YyKa3blBaloLWKIA Ha TO, YTO MOMNb30BATENAM, HE MMEIOLL MM COOTBETCTBYIOLLMX Npae, 0TKa3aHo B JOCTYNe.

4.14.2 EQVHbLINA KNWUeHT U cepBep

B npoctom cnyvae B3aumopeicTBusa knueHTa ¢ cepBepom OPC-knneHT «A» BBLINOMHAET HEKOTOPYH
npoBepsieMyto onepauuio, kotTopasl BKno4yaeT B cebs BbizoB cnyxbel obwero goctyna OPC Ha cepepe «D».
OH 3anuceiBaeT CBOW CODCTBEHHYI 3anuch B XKypHan ayauTa WU BKMYaeT naeHTudmkaTop aTon 3anucu B 3a-
npoc Ha obcnyxMBaHne, KOTOPbIA OH OTNPAaBNSAET Ha CepBep.

Cepeep nony4aeT 3anpoc 1M co3gaeT ANA Hero CBoK COBCTBEHHYH 3anWchb B XypHane ayauTa. 37a 3a-
NUCb MOEHTUDULMPYETCA COBCTBEHHBIM MAEHTUMUKATOPOM ayauTa Y COAEPXUT CBOK COBCTBEHHY MHOp-
Maumto ayauTa. OH Takke BKMoYaeT B cebd HaszBaHve KnueHTa, OTNpaBMBLLErD 3anpoc Ha obcnyxueaHve, 1
noeHTUdMKaTop 3anucu ayguta KnueHTa, nonyymsLlero 3anpoc. Vicnonesys aty nHdopmMauuno, ayautop gon-
»KEH MPOBEPWTL COBOKYMHOCTb 3anKCen KypHana cepBepa U COOTHECTW MX C COOTBETCTBYIOLLUMMHK 3anUCAMHU
KnneHTa.

4.14.3 CepBep-arperartop

CyuwecTByeT cnyyai, Korga KIWeHT nonydvaeT JOCTyn K cepBucaM ¢ cepBepa-arperatopa. Cepsep-
arperaTop — 3TO CepBep, KOTOpbIA NpefocTaBnseT CBOW yCnyru, nonyvas 4octyn K cepeucam gpyrux OPC-
cepBepoB 0bLero AocTyna, Has3blBaeMblX CEPBEpPaMU HUKHEro ypoBHA. Kax Akl U3 cepBepoB nonyyaet 3a-
npockl ¥ co34aeT Ans HUX CBOK CODCTBEHHYH 3anuck B KypHane ayauta. Kaxgas sanvce naeHTugrumpyeTcs
CBOWUM COBCTBEHHLIM MAEHTU(UKATOPOM ayanTa U COAEPKUT CBOK COBCTBEHHYI0 MHcopMauuw ayamTa. 3a-
NACb TaKKe BKMHOYAET UMSA KMNWEHTa, OTNPaBMBLLEro 3anpoc Ha obcnyxueaHue, U MAeHTUMKATOP 3anucu
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aygouTa KnMeHTa, MoMyYeHHbIn B 3anpoce. 3aTeM cepBep nepegaeT naeHTUdUKaATop ayauTa TOMbKO YTO CO3-
OaHHOW 3anucu cnegyolemMy cepeepy B uenodke. Micnonbaya aty nHdopmMayuio, ayautop NnpoeBepsaeT 3anncu
XypHana cepeepa W CBS3blBAeT UX C COOTBETCTBYIOLLMMW 3annUCaMM KITMEHTa.

4.14.4 ArpervpoBaHue aHHbLIX C NOMOLWLIO CepBepa, He NMPoBOASLLEro ayauT

B cnyuae, korga knveHT nomydaeT AOCTYN K CepBUCaM C cepBepa arpervpoBaHUs, KOTOPbIA He nog-
OEepPXVMBAET ayguT, KaKOblil M3 CepBEPOB MOMy4YaeT 3anpockl M CO34aeT AN HUX CBOH CODCTBEHHYH 3amnuchb
B XKypHane ayavTa, 3a UCKIIOYEeHWEM cepBepa, KOTOpbIA He MogaepXuBaeTt ayguT. JTOT cepeep nepepaer
naeHTuduUKaTop ayguTa, KOTOpbIN OH MOMy4YaeT OT CBOEero KNWeHTa, Ha creaylowuin cepeep. Tak co3gaetcs
Tpebyemas Lenodka ayauta. B cnyvyae, korga cepBep He NOOAEPKUBAET 3anuchk ayauTa, BCS CUCTEMA MOXET
cunTaTbCsd He NoggepXuBanLlein ayaut.

4.14.5 CepBep arperupoBaHu1A C pacnpegeneHnemM ycnyr

B cny4yae, korga KnMeHT oTnpaBnsaeT 3anpoc Ha obcnyXnBaHWe Ha cepBep arpernpoBaHusi, a cnyxba
arpervpoBaHusa NogaepKUBaeT aTy YCnyry, OTNpaBnas HECKOMbKO 3anpocoB Ha obcnyxmnBaHne Ha ceson Baso-
Bble cepBepbl, CepBepy arpernposaHusa notpebyeTcsa nognucatbes Ha cobbITUS ayauTa ¢ CEPBEPOB, KOTOPbIE
OH arperupyeT. Takum obpazoM OH CMOXET NPefoCTaBNsATe BCe HEOOXOANMbIE AAHHbIE.

5 Npoeepka 6e3onacHoOCTH

5.1 NpoBepka yrpo3 ¢c NoMoLW b MexaHM3mMoB 6esonacHoctn OPC UA

5.1.1 O630p

B 5.1.2—5.1.12 npuBegeHsbl yrpo3sbl, onvcanHbie B 4.3, ansa gyHkumin OPC UA. Mo cpaBHEHWO C CO-
rmacoBaHWeM pelleHus 3aaad, koTopble ByayT npuBedeHbl B 5.2, 310 cormacoBaHue siBnsetca bonee KoH-
KpeTHbIM, Tak KaKk OHO CBA3bIBaeT PyHKUMKM BesonacHocTn OPC UA ¢ KOHKpeTHeIMK yrpo3amu. BaxHo To, 4To
npochnMnMpoBaHue cepeepa KOCBEHHO MOXET MOBMNUATL HA BCE aTaku.

5.1.2 OTKka3 B o6cnyXXuUBaHUU

5.1.2.1 O63op

[ns pernameHTaunn obecnedeHns GesonacHOCTWM CUCTEM MPOMbLILWNEHHOW aBTOMatu3aunm «oTKas B
obcnyxunBaHum» TpebyeTcs BbIAENSATb TPW OCHOBHbIE Yrpo3bl: NepenofiHeHWe coobLlUeHnsiMK, McHepnaHue
pecypcoB u cbou B paboTe NpunoxeHuin.

5.1.2.2 YTeuka coobLeHui

OPC UA pomxHa cBOOWUTb K MMHUMYMY NMOTEPH AOCTYMHOCTY, BEI3BAHHYH YTEUKON COODLLEHUIA, 38 CUET
MUHUMK3aLMKM obbema oBpaboTku, BbiINONHAEMOW ¢ cooblieHneM 00 ero ayTeHTuduKaumMm. 3T0 He No3BO-
NSAET 3MOYMbILUNIEHHUKY 3aCTaBWTb 3akoHHOe npunoxeHe OPC UA TpaTutb Bpemsa Ha OTBET, TEM CaMbIM
oTBNeKasi pecypcbl 06paboTkmM OT 3aKOHHbIX O8NCTBUIA.

To4kM JOCTYNa M XapakTepUCTUKU OTKPLITOro KaHana besonacHocTu B cooTBeTcTBUM ¢ TOCT P 71809
ABMNAKTCA €OUHCTBEHHBIMU MH(OPMALNOHHBIMKW CYLLHOCTAMUW, KOTOpLle cepBep obpabaTbiRaeT 40 ayTeHTU-
dukaymm knveHTa. OTBET Ha 3anpoc MonyyYyeHus MOMHbLIX OaHHLIX NpeacTaBnsgeT coboi Bcero nulb Habop
cTaTu4eckon nHopMaumnn, NosToMy cepBepy He TpebyeTcs BbiNonHATL Gonblwy obpaboTtky. OTBET Ha 3a-
NpOC XxapakTepMUCTUK OTKPLITOrO KaHana 6e3onacHocTU NoTpebnseT sHa4nTenbHble pecypckl cepeepa. C no-
MoLLblo 06paboTkn nognuck u wudgposaHus OPC UA MuHMMranpyeT a1y 06paboTky, HO yCTpPaHWTbL €€ HeBO3-
MOXHO.

CepeepHas peanusauma morna 6bl 3aWMTnTL ceba oT NoToKa coobLEeHWA, NepegaBaeMblX Mo OTKPbITO-
My KaHany 6ezonacHocTu AByMs cnocobamu:

- CepBep MOXEeT HamMepeHHO 3adepXunBaTb 06paboTKy 3anpocoB OTKpbLITOro KaHana 6esonacHocTu. Kak
TOMBKO OH MOMYYNUT KONMYECTBO HEBEPHbIX 3anpocoB Oonblue HeKOTOPOro MUHUMANbHOIO NOPOora 9TOT KaHan
OOMKEeH BblAaTb CUrHan TPEBOrW, Npeaynpexaaklli nepcoHan npeanpuaTsa O TOM, YTO MPOMCXO4UT ataka,
KoTopasa MoXeT BNoKMpoBaThk HOBbIe 3aKOHHbIE BbI30BLI OTKPLITOrO KaHana 6e3onacHoCcTH;

- KOrga 3anpoc OTKPLITOro KaHana 6e3onacHOCTH MbiTAeTCcs NPEeBLICUTL YKa3daHHOE CEpBEPOM MaKCu-
MarnbHOe KONMuMYecTBO OOHOBPEMEHHbIX KaHanoe, cepeep BblaaeT coobueHne ob owunbke 6ez BbIMONHEHUSA
o6paboTtkn nognucn 1M wWudppoeaHusa. CeptudpuumnposarHble cepsepsl OPC UA OomkHbl ykasbiBaTb Makcu-
MarnbHOE KONMUYeCTBO O4HOBPEMEHHbIX KAHANOB B JOKYMEHTaLU W K CBOEMY MPOAYKTY B COOTBETCTBUK C [2].

AyteHTudmkaums nonb3osateneit n kneHTos OPC UA cHWKaeT puck MCNorb30BaHWA 3aKOHHOMO KiW-
€HTa Ans opraHu3auuun ataku ¢ ucnons3oeaHnem gpnyna. Cm. npoBepky NnognuHHoCTU B 5.2.3.
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B PubSub nognucuunk dounstpyeTr coobuieHnsi, koTopble oH oBpabaTbiBaeT, HA OCHOBE WHOopMaL MK
3aronoBka, 4YTO no3sonsieT emy beicTpo oTbpackiBaTh Nobble coobLEHWs, KOTOPbIe HE COOTBETCTBYHT Tpe-
byemomy cunetpy. Kpome Toro, npoeepsetcsa nognucek coobuieHnsa, YyTobbl UCKMUMTE Noboe cooblleHue,
KOTOpOE MpaBunbHO chOPMUPOBAHO, HO HE M3 HYXHOW rpynnbl BesonacHocT. PubSub Takke MoxeT BbiTb
HacTpoeH Ha O4HOAaJpecHYl Nepedady BMECTO MHOTOaapecHOoW, YTo Mo3BonaeT ceTeBOW MHPACTPYKType
BrnokMpoBaThk aTaki MHOroagpecHoro dnyaa.

dyHkumoHaneHocTh ayguta OPC UA npegocTtaBnfeT caiiTy AoKasaTenbCTBa, KOTOpPble MOTyT NOMOYb
caiTy obHapyXuTb, YTO HA HETO COBEPLUAIOTCH aTaku C UCMONb30BaHWEM hryda, U HanT cnocobel NpenoT-
BpalleHWs nogobHbIX atak B bygywem (cm. 4.14). B kauyecTBe npakTuku TpebyeTcsi oTcnexunsaTe cobbiTuA
ayouTa Ha npeameT Ype3MepHbIX 3anpocoB Ha NOAKIKYEHME.

OPC UA nonaraetcs Ha CSM caiita gna npegoTBpalleHus atak, TakMx Kak nepenonHeHne coobieHuii,
Ha YPOBHSIX MPOTOKOMOB M B cucTemax, nogaepxusatowmnx OPC UA,

5.1.2.3 WUcyepnaHue pecypcos

AyTeHTudmkauus nonb3osatens u knveHTa no npotokony OPC UA cHWXaeT pMCK MCNonb30BaHWA 3a-
KOHHOTO KIMeHTa AN NpoBefeHus aTaku Ha ucTolleHue pecypcos. Kpome Toro, ayauT cepBepa nossonseT
0BHapyXUTb KNEHTA, eCN aTaka Ha UCTOLLeHUe pecypcoB Bbina npoBefeHa 3akoHHLIM kneHToM. Cepeepbl
Takxke OOMKHbI MOBTOPHO 00pabaTkiBaTh 3anpockl OTKPLITOMO 3alLMLLEHHOrO KaHana, koTopbie He Bbinu Bbi-
nonHeHs! B cootBeTcTBMU ¢ FTOCT P 71809; aT0 No3BONUT M3bexXaTk aTak CO CTOPOHbI HemneranbHbIX KMMeHTOoB.
ATaku Ha McyeprnaHue pecypcoB He MpUMMeHsATCA K cuctemam PubSub, nockonbky HUKakue ceadchbl Wiu
pecypcbl He JOCTYMHbI.

5.1.2.4 Cbowu B paboTe NpUNoxXeHnin

OPC UA obecneunsaet ceptudukaumnto npunoxenuin OPC UA. JTabopaTopHoe TeCTMpPOBaHUE U CepTu-
dukaumsa BknovaT B cebsi TecTUpoBaHWe NyTeM BBOAA KOMaHL «error» U «junk», KOTopble MOryT BbISIBUTb
pacnpocTpaHeHHble ownbkn. OcHoBHble cTekn OPC Takke npoxognaT as-tectupoBaHue, 4Tobbl yoeguTses
B MX YCTOMYMBOCTMK K owmnbkam. CeptucuuymposanHoe npunoxedve OPC UA He rapaHtmpyeTt Ge3oTkasHon
paboTbl, HO ¢ BOMbLUEN BEPOATHOCTLIO YCTONYMBO K cO0sSM B paboTe NpUNoXeHWn, BbI3BaHHbIM aTakamMu Tuna
«0TKa3 B 0BCNy>XMBaHUNY.

5.1.3 NoacnywuBaHue

OnucaHune atoi yrpo3el npueeaeHo B 4.3.3. OPC UA obecneunBaeT WwWndpoBaHue ANs 3aWuMThl OT Noa-
CnyLlwMBaHWs, Kak onucaHo B 5.2.5.

5.1.4 Noppenka coobLeHUn

OnwucaHue 310l yrpo3bl npueeneHo B 4.3.4. CornacHo FTOCT P 71809 n MOCT P 71811 OPC UA npoTuBo-
OENCTBYET yrpo3amM NoAMeHbl COODLLEHWIA, NpefoCcTaBNAa BO3MOXKHOCTE NognuceiBaTe coobueHns. Cooblue-
HWA Bcerga bynyT cooepxaTth OelCcTBUTENBHBIE MOEHTUUKATOPEI CeaHca, 3allMLLEeHHOro KaHana, 3anpoca u
BPEMEHHY METKY, a TaKKe NpaBuNbHbIN Nopsiakoebiin Homep. OPC UA, paboTtas B paMkax ceaHca, TakuM Xe
obpa3om orpaHvynBaeT NogMeHy Nofb3oBaTernei, MoCKOMbKY MHGOpMaLna O nonb3oBaTtene npeaocTaBns-
eTCsl B paMKax ycTaHOBNeHuss ceaHca. TpebyeTcs, 4ToObl Npy 3anycke yCTPOWCTBa MAeHTUdMKaTOp CeaHca,
KOTOPbIA M3HaYanbHO NpUCBanBaETCs MepBOMY CeaHcy, Dbl Cry4aliHbIM YACIOM UM NMpoAoIKeHneM HoMepa
nocneaHero UCNonbL30BaHHOIO ceaHca U He Beerga cbpaceiBancs Ha 0 unu npegckasyemoe Yncro.

CornacHo [3] OPC UA PubSub npoTuBoaeicTBYeT yrpo3am noaaenky cooblieHuin, npegoctaBnssi BO3-
MOXXHOCTb NnoanuckiBaTk coobuieHns. CoobLueHns Takke MOryT cogepxaTe JENCTBUTENBHbIE MOEHTU(UKATO-
pbl U3gaTens v knacca Habopa gaHHbIX, MHOPMALMIO O BPEMEHHOW MeTKe, HOMEep CeTEeBOro CoobLUEeHNs U
NopsaKoBLIM HOMEP, 4To elle Bonblle orpaHnYuBaeT Nogaesnky coobLeHuiA.

5.1.5 NameHeHUe coobLeHun

B 4.3.5 npegcraBneHo onucaHue 3ToM yrpo3sl. Ecnu coobleHnss n3aMeHeHb!, NpoBepKa NoAnucu BeIABUT
nobble U3MEHEeHUs U NO3BONWT MOMy4vaTentd OTKazaTbCA OT OaHHOro coobuleHns. 3Ta NpoBepka sABMNSAETCS
CpeacTBOM NpedoTBpaLLeHUsa HeNpeaHaMepeHHoro M3MeHeHnsA coobLeHns 13-3a OLWNBOK TpaHcnopTa CBA3MK.

5.1.6 BocnpouzeeaeHue coobleHus

B 4.3.6 cogepxwuTcs onucaHue atoi yrposel. OPC UA ucnonbayeT MaeHTUgMUKaToOpbl CEAHCOB 1 3allu-
LLeHHbIX KaHanoB, BpeMeHHble METKW, NOPALKOBbIE HOMepa W WOeHTU(UKATOPbI 3arnpocoB.

CoobLeHns nognucaHsl U He MOryT BbiTb M3MeHeHbI Be3 obHapyXeHUsA, NO3TOMY O4YEeHb CITOXHO BOC-
npouseecTn cooblieHue, Hanpumep, YTobbl OHO UMENO AEeNCTBUTENbHBIA UOAEBHTUMWKATOP ceaHca, NOeHTu-
dhukaTop 3aLWLLIEHHOrO KaHana, MeTKy BpeMEHM, NOpPAAKOBbIe HOMEpa W uaeHTMdKUKaTop 3anpoca B cOOT-
BeTcTBMM ¢ [OCT P 71809 n FOCT P 71811. YcTaHoBNeHne De30MacHOro KaHana/ceaHca BKIOYaeT Ty ke
NoAnnCh, BpeMEHHble MeTKM U NOPAAKOBbIN HOMEpP, KOTopble ABNSAKTCH YacTbio Bcex co0bLLeHWA 1, cneaoBa-
TenbHO, He MOTyT OblTb BOCMPOM3BEAEHbI.
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OPC UA <nybnukauus-nognucka> 0xHa UCnonb3oBaTh nybnukauuw, ngeHtudgukatop Habopa gax-
HbIX, @ TaKke BPEMEHHbIE METKW HOMepa CeTeBbIX COOBLIEHNA 1 NOPSIAKOBbIE HOMEpPa ANA onybrMKoBaHHbIX
coobueHuit. CoobLeHUsa AoMKHbI BbITe NOANUCaHLI M HE MOTYT ObITh U3MeHeHbl 6e3 obHapyxeHua. <[y6nu-
Kauusa-nognuckas> no3sonseT oTKNoYaTb NoNsa B COODLEHNM.

5.1.7 HeBepHble coobLeHUnA

B 4.3.7 paHo onucaHme 310 yrposbl. Peanuzaumm npunoxeHnin OPC UA gomkHbl NpOTMBOAENCTBOBATD
Yrpo3am MCKaXKeHHbIX COOBLLEHNIA, MPOBEPss, YTO COOBLUEHUA UMEIOT NPaBUIbHY (hOPMY 1 HTO NapaMeTpbl
coobLleHnn HaxoasTCA B nNpefenax gonycTMMOro gvanasoHa. HegelicTBuTenbHble cooblieHns oTbpackiBa-
toTcs. 3To ykasaHo B MTOCT P 71809, TOCT P 71811 m [3].

5.1.8 NpodmnupoBaHune cepBepa

B 4.3.6 paHo onucaHue aton yrpo3sl. OPC UA gomxHa orpaHuuneaTth ob6bemM vHdopMauum, KOTopyo
cepBepbl NPeaoCcTaBnsAlT KNMeHTaM, KOTopble elle He MaeHTUMUUNPoBaHbl. 3Ta nHopMaunus SBNAeTcs oT-
BETOM Ha cryx0y nony4eHus NonHbiX AaHHbIX, ykasaHHyo B FOCT P 71809.

5.1.9 NepexBaT ceaHca

B 4.3.9 naHo onucaHue aton yrpo3sl. OPC UA gomkHa NpoTUBOLAENCTBOBATE NepexBaTy ceaHca nyTem
Ha3Ha4YeHUs KOHTekcTa Be3onacHoCTU (T. e. 3alUMLLIEHHOIO KaHana) Ans Ka)X4oro ceaHca, Kak yKa3aHo B CIyx-
6e co3paHusa ceaHca B [OCT P 71809.

Takum obpa3som, Ansi 3axBaTa ceaHca CHadana notpebyeTcs CKOMNPOMETUPOBaTb KOHTEKCT Besonac-
HOCTU.

5.1.10 MoweHHWYeCKUIA cepBep Unu nsgartenb

B 4.3.10 n 4.3.11 paHbl onucaHnusa aTon yrposbl. KnneHtckne npunoxeHusa OPC UA gomkHbI NpOTUBO-
0eNCTBOBaTb UCMOMb30BaHUIO MOLLEHHMYECKMX CEPBEPOB, NPOBEpPAa cepTUhUKaTbl IKIEMNMNAPOB CEPBEPHbIX
npunoxeHnin. CyLecTByeT BepOATHOCTb TOr0, YTO MOLUEHHUYECKWUIA CepBEP NpeoCTaBuT cepTudmKaT OT cep-
TndpunumposarHoro OPC UA-cepBepa, HO, NOCKONbKY OH He 0BnagaeT COOTBETCTBYIOLMM 3aKPbITbIM KITHOYOM
AN pacluMpoBKM COOBLLEHWI, 3alUMLIEHHBIX NPaBUMNbHLIM OTKPLITEIM KMHOHOM, MOLUEHHUYeCKUA cepsep
HWKOTOa HEe CMOXEeT 4MTaTb W 31oynoTpebnaTh 3alMeHHbIMWA JaHHbIMKU, OTNpPaBneHHbIMKU KnueHTom. Bes
3aKpLITOrO KIK4Ya CepBep HUKOrAa He CMOXET NOANMcaTh OTBETHOE COOBLLEHUE KITMEHTY.

MpunoxeHunsa nognucumka OPC UA npotuBogencTtBytT achekTy MOLIEHHUYECKOro U3gaTens, npoBe-
pss nognuck onyBrMKoBaHHbLIX COOBLLEHUA.

5.1.11 KomnpomMeTauua y4eTHbIX JaHHbIX NOfb30BaTenA

B 4.3.11 gaHo onucaHue aToi yrposbl. OPC UA gormkHa 3aluiiaTth yYeTHble AaHHble Nonb30BaTens,
nepenaBaeMblie Mo CceTh, C NOMOLbIO WKXhpoBaHUa, Kak onncaHo B 5.2.5. OPC UA 3aeucuT ot CSMS caiTa
ONS 3alKUThl OT APYrUX aTak C Lenbi NonydYeHus y4eTHbIX AaHHbIX MOoMb30BaTeNs, TakMx Kak nogbop napons
UnK coumanbHasa MHXXeHepus.

5.1.12 OTKaz ot y4yacTtus

B 4.3.13 gaHo onucaHus 3T0M yrpo3bl. KnueHTckne n cepeepHble npunoxerHus OPC UA gomkHbel npo-
TMBOAENCTBOBATbL OTKa3y nyTem nognvcaHus coobleHwi, ykasanHbix B FOCT P 71809. MognucaHHoe co-
obLeHWe yKasblBaeT, YTo COODLLeHre NPMLLNOo OT Bragenbla 3akpbiToro kKnoya. Bo Bpems paboThl OTKPLITOMO
kaHana 6e3onacHOCTU U YCTAHOBIMEHUSA CeaHca B3auMOLENCTBYHLLME CTOPOHbI YETKO UAEHTUMDULMPYOTCS
u nogTeepxpatotca. Ayaut B cooteTcTBumM ¢ TOCT P 71809 otcnexuBaeT MHOpMaLu, CBA3aHHY C Co-
obLeHneMm.

5.2 CornacoBaHue 3aga4 ¢ MexaHMamamu 6ezonacHocTtu OPC UA

5.2.1 O630p

Crepywuive nogpasgensl CormacoBLIBAKT 3a4a4u, onucaHHele B 4.2, ¢ doyHkumamu OPC UA. Mo cpae-
HEHWIO C cormacoBaHWeM yrpo3 5.1, aTo cornacoBaHWe onpaBAbiBaeT MOMHOTY apXUTeKTypbl BezonacHocTr
OPC UA.

5.2.2 AyTeHTndUKauna npunoxeHusn

Mpunoxenns OPC UA nogaepxusatoT ayTeHTUMKaumnio o6beKkToB, ¢ KOTOPLIMW OHU B3aUMOLENCTBYIOT.

Kak ykazaHo B cnyx6ax nony4yeHust MonHbIX A4aHHbIX U OTKPLITOrO KaHana 6e3o0nacHOCTU B COOTBETCTBUM
¢ FOCT P 71809, knueHTckMe u cepBepHble npunoxeHus OPC UA nomkHbl naeHTUULUpoBaTh U ayTeHTU-
duumpoath cebs ¢ nomollkto ceptudukator X.509 v3 1 cBA3AHHLIX C HUMK 3aKpbIThIX KNio4vel (cm. X509).
HekoTopble BapuaHThl CTeKa cBA3M TpebytoT, 4Tobbl 3TN cepTUdMKaTsl NpeacTaBnsany COBCTBEHHO KOHEYHBI
aBTOMaT UMK Nonb3oBaTens, a He NPUNoXeHue.
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Ons ceasu nybnukaunm n nognuckn TpebyeTcsl CBA3b KNMeHTa ¢ CepBepoM A8 Mony4YeHus oT cepBuca
o6wmx kntoyen 6esonacHocTM (SKS). XoTa ayTeHTUMKaLMSa NPUNOXKEHNA He OCYLLECTBMSETCS HanpAamy
MeXay MoanucYnKom U nznateneM, SKS rapaHTupyert, YTo TONbKO Npolleline NpoBepKY NOANUHHOCTU Mpu-
TIOXEHWA CMOTYT NOMYy4YUTh KIHYK, MCNOMNB3YEMbIE U30ATENEM W NOAMUCYUKOM.

5.2.3 AyTeHTuMKauma nonb3oBaTens

Mpunoxenus OPC UA nogaepxusatoT ayteHTudmkaumnio nonb3osartenei, obecnevmsas Heobxogumyo
ayTeHTUdpMKaL Mo NonHoMo4us apyrum cybbektam. B cnyxbe aktuBmsauumn cearca cornacHo NOCT P 71809
knveHT OPC UA gormkeH npuHUMaThL OT Nonb3oBaTens HecepTUuUMpOoBaHHbIA TOKEH W NepegaBaTtk ero Ha
cepsep OPC UA. Cepeep OPC UA pomkeH ayTeHTUUUMPOBATL TOKEH nonb3oBaTens. MNMpunoxenuss OPC
UA npuHUMalOT TOKeHbl B Moboi 13 cnefyowmx popm: umMsa nons3oBatens/napons, ceptudukar X.509 v3
(cm. X509) unu Beb-tokeH JSON (JWT).

CornacHo NOCT P 71809 ecnu HecepTUMMLIMPOBAHHbBIN TOKEH ABNASTCA CEPTUMUKATOM, TO 3TOT TOKEH
npoBepseTcs C NOMOLLbBIO Mpouecca 3anpoca-oTeeta. CepBep NpegocTaBnsieT 4aHHOe BPems U anropuTm
noanvcu B Ka4ecTBe 3anpoca B CBOEM OTBeTe co3gaHusi ceaHca. KnmeHT oTBeYaeT Ha 3anpoc, nognuckisas
OAaHHOe BpeMsl cepBepa 1 NpefocTaBnsAsa ero B Ka4eCcTBe apryMeHTa Npu nocrneayolleM BbI30OBE.

5.2.4 ABTopusauumna

OPC UA He onpegensieT, Kak 4OMKHA NpeaoCcTaBNATLCA aBTOPMU3aLMsa NoNb3osaTtens unu knuexTa. MNpu-
noxeHus OPC UA, sensiiowmecs YacTbio 6onee KpynHOro npogykra npoMbILUNEHHOR aBToMatn3aumm, o=
Hbl MMETb BO3MOKHOCTb YNpaBnATh aBTOPM3aLMsaMKU, B COOTBETCTBUWU C yNpaBreHWeM aBTopu3auuen 3Toro
npogykta. MoeHTudukaumsa n ayTeHTudmkanms konmdecTsa nonb3osartenen ykasbiaetcs 8 OPC UA, 4ToObI
KIMEHTCKUE U CeEpPBEpPHLIE MPUMOXEHUS MOIMKW pacno3HaBaTh NONbL30BaTeNs U oNpefensaTh YPOBeHbL aBTOpU-
3aUMn NonbL3oBaTens.

Cepeepbl OPC UA oTeBeuyaldT KoOoM OLIMOKM <MMOXOMY MOMb30BaTenty OTKaszaHo B AOCTyne>, yka-
3blBas Ha oWWOKy aBTOpM3aUUW UMW ayTeHTUMMKALMKM, KaK YKa3aHO B Kogax COCTOSIHWS, ONpPeAeneHHbIX B
MOCT P 71809.

Mpn B3aMMOAENCTBUM NyOnNUKaLMW-NOONUCKA aBTOPU3aLns NonbL30BaTens MOXeT UCNOSb30BaThCA Kak
yacTb pacnpegeneHus knodein (SKS). BT1o nozeonseT uanatento M SKS orpaHuumBath OOCTYN onpegeneH-
HbIM MOMNb30BATENAM.

5.2.5 KoHthnaeHUMansHOCTb

OPC UA wcnonb3yeT CUMMETPUYHOE M aCMMMETPUYHOE WKnbpoBaHMe Ana 3allMTbl KOHPUAEHUMaNb-
HOCTW B KadecTBe cpeacTBa 06e30MacHOCTM B BLIMOMHEHUU 3adaqu. Takum obpaszom, acMMMETPUYHOe LWnd-
poBaHWe UCMOoMb3ayeTca ANA COrnacoBaHUs KIMYen U CUMMETPUYHOro WNdpoBaHWa AN 3allMThl BCEX ApY-
rmx coobuleHnin, nepefgasaemMeix Mexay npunoxeHusamun OPC UA. MexaHu3Mbl WM POBaHNS onpefeneHsl B
FOCT P 71811 un [3].

OPC UA nonaraetcsa Ha CSMS caita gnsa 3awntbl KOHPUAEHLUWANBHOCTY B CETEBON M CUCTEMHOM UH-
dpactpyktype. OPC UA nonaraetca Ha PKI gnsa ynpasneHusa Knioyamu, MCNofnb3yemMbiMu 4151 aCUMMETpUY-
HOTO LUMOPOBAHUS, KOTOPLIW 3aTEM UCMONb3yeTCH ANA YCTaHOBNEHUS CUMMETPUYHbLIX CEaHCOBLIX KITHYen.

5.2.6 LlenocTHOCTL

OPC UA ucnonb3yeT CUMMETPUYHBIE M ACMMMETPUYHBIE NogNUCK Ana obecneyvyeHus LenoOCTHOCTU Kak
uenu BezonacHocTU. ACUMMETPUYHELIE MOAMWUCKA WCMOMNbL3YKTCA Ha 3Tane cOrmacoBaHWSA KNHOYER BO BPeMS
ycTaHoBneHus1 BesonacHoro kaHana.

CYMMETpUYHbIE MOONUCU NMPUMEHSAIOTCS KO BCEM OCTanbHbIM COODLeHUsIM, BKIoYas coobLieHust my-
BnukKauun-noanmcKu.

OPC UA nonaraetcst Ha CSMS cavta Ans 3awmThl LeNOCTHOCTH CETeBOM M CMCTEMHOW MHAPACTPYKTY-
pel. OPC UA nonaraetca Ha PKIl ans ynpaBneHusa knwo4yaMmu, UCNonb3yeMblMU OANS aCUMMETPUYHLIX Moanu-
Cel, KOTOpble 3aTeM UCMNOMb3YHTCA ANS YCTAHOBMEHUS CUMMETPUYHBLIX CEAHCOBbLIX KITHOYEN.

5.2.7 NpoBepaemocTb

CornacHo MOCT P 71809 OPC UA noggep»uBaeT BegeHue xypHana ayguTa, obecnedmsas oTcnexu-
BaHWe OeNCTBUIW Yepes 3arnucu XXypHana HecKoNMbKUX KNMEeHTOB U CepBepoB, KOTOPbIe MHULMWPYIOT, Nepechl-
nawT 1n obpabatbiBatoT gencteus. OPC UA 3aBucuT oT npogykTos npunoxernnin OPC UA, obecnednBaroLmx
3pheKTUBHYH CXEMY perucTpauun ayauta unm addekTnBHbIn cnocob cbopa aygura.

Cxema «cobbITuA BCEX Y3MOB» MOXET ObITb YacTLi Bonee KpynHOro NpoAayKTa NPOMbILLINEHHON aBTOMa-
TU3auWmn, 4acTbio KOToporo sensawTca npunoxeHus OPC UA.

5.2.8 locTynHoOCTb

OPC UA gomKHa cBOANTE K MUHUMYMY BIUSIHWE NaBWHHOW paccbiikn coOOLeHuiA, Kak onucaHo B 5.1.2.
HekoTopble ataku Ha 4OCTYNMHOCTb BKITHOYaKT OTKPbITME DOMbLUEro KONMYeCcTBa CeaHcoB, Yem MoxeT 0bpabo-
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TaTb CepBep, YTO NPMBOAUT K cboto unu nnoxoi paboTte cepBepa. CepBepbl OTKIOHAT CeaHCbl, YACMNO KOTO-
PbIX NMPEBbLIAET yKa3aHHOe MakcuMarnbHoe konudecTtso. Opyrne acnektel OPC UA, Takve Kak 6e3onacHblit
aunanor OPC UA, TakKe MOryT BNUATE Ha AOCTYMHOCTE U cofepxartcsa B FOCT P 71811.

6 Bonpochbl peanusauuu U pasBepTbiBaHUA

6.1 O630p

B paspene 6 npeacTaeneHbl NONOXeHWs, onpegensiolmMe OelCcTBUA NOCTaBLLMKOB, peanuayoLwwnx npu-
noxennsa OPC UA. MockonbKy MHOTUE M3 KOHTPMEP, He0BX0OUMbLIX AN YCTPaHEeHWs ONMCaHHbLIX BhILLE Yrpos,
BLIXOAAT 3a pamku cepun ctangaptoe OPC UA, nonoxeHusi B pasgene 6 nokasblBaloT, kak cneayet obecne-
YMBATb HEKOTOPLIE U3 3TUX KOHTPMeED.

Ons kaxooW ua cnegyolumnx obnacTter pasgen 6 onpedenseT obnacts npobnem, onpenenseT nocnea-
CTBWSA, €CN COOTBETCTBYIOLLME KOHTPMEpPL! He ByayT peanu3oBaHbl, U pekoMeHayeT Ny4llme NpakTUKK.

6.2 CooTBeTCTBYIOLWME TANM-ayThl

TaﬁM-ayTbl, BpeMA OXnaaHnAa peann3aunm (TaKOI’O COGbITMH, Kak nonydeHue COOGLLI,EHVIF!) WrparT BaX-
HYH ponb, BITUAA Ha BesonacHocTb peann3alunn. [NoTeHUWaneHble NOCNenCTBUSA BKIOYAKOT B cebs:

- OTKa3 B OﬁCJ’Iy)KVIBaHMV!. YcroBusi oTKkasa B Oﬁcﬂy}KMBaHMM MOTYT CyLleCTBOBATb, KOrda KIMEeHT He
C6paCbIB88T ceaHc, eCcnn TaﬁM-ayTb[ O4YeHb BEINUKN;

e F]OTpeGJ'IBHVIE pecypCcoB: KOorga KrnvMeHT NpocTanBaeT B TeHeHWe OJTNTeNibHOro nepmnoga BpemMeHun, cep-
Bep COXpaHAaeT 6yd)epVISOBaHHOE COO6I.I.I,EHME nnum Mchopmaumo KnneHTa B Te4eHune 3TOoro nepunoga, 4to
npuBoOUT K NCTOLLEHWUIO peCypCoB. PaapaGOT'—iMK OOJKEeH NCNoNb30BaTh pa3yMHble TaﬁMa)/Tbl Ona Kaxaoro
3Tana NoaKnw4veHnA.

6.3 Ctporasi o6paboTka coobLweHni

Cneundumkauyun onpegensoT dopmMart npaBuneHbIX coobweHui. MNMpu Hanu4nm cooblieHnin, KoTopbie
OTKITOHAKTCA OT cneyudukayum, paspaboTymk JOMKEH BhINONMHUTL CTPOTYHO NpoBepKy dopmMaTa coobLueHuns
1 oT6poCUTL NakeTbl NMB0 OTNpaBuTb coobleHne 06 owmnbke, Kak ONMCaHO HUXKE:

- npu obpaboTke owwnbok ncnonb3yerca kogd owwbkm cornacHo NOCT P 71809, koTtopei Hanbonee
TOYHO COOTBETCTBYET YCMOBMIO M MOOXOOWT TOMbKO NMPW BOo3BpaTe Koda owwvdku. Kogbl owmbok ncnonbay-
I0TCA B Ka4yecTBe BeKTopa aTaku, MO3TOMY MX WMCMOMb30BaHWe OOMKHO ObiTe OrpaHUYeHo, B COOTBETCTBUU
¢ TOCT P 71809. [laHHblin cTaHgapT onpegensieT, 4To ogHa obwas ownbka BO3BpalWaeTcs 40 M BO BpeMs
YyCTaHOBMEHUA 3allULLEHHOro kaHana. [locne ycTtaHoBNeHUs 3allMLLEHHOro KaHana Bo3BpallatTca COOTBET-
CTBYHOLLME KOHKPETHbIE KOAbl OLLIMBOK;

- BEKTOPOM aTaku SIBMAOTCS M3MeHeHWs BpeMeHn. PesynkTaThl TakoW aTaky CBOAATCS K MMHUMYMY CO-
rmacHo onucaHuio B NOCT P 71809, koTopoe TpebyeT 3aKkpbiTUs cokeTa B crnydvae Mobbix ownbok npu ycTa-
HOBNEHWW 3allMueHHoro kaHana. MNocTaBwukam crieqyeT NposiBNsATb OCTOPOXHOCThE NPW peanusauuy, 4To-
Obl rapaHTMpOBaTh, YTO BCe MyTH, KOTOPbIE MPUBOOAT K 3aKPbITWIO COKETA, HE MPEedoCTaBnsT MOACKa3Ky Nno
BPEMEHM, YKa3bIBaKLLYIO, Kakor NyTb cbost Bbin obHapykeH. 3TOro MOXHO J0BUTLCA, YCTAHOBUB CIy4anHyHo
3afepXKKy Nepes 3aKkpbITUEM COKETa UNu nepes Bo3BpaTtoM obLiero koga oLnbKw.

Bce AnuHbI MaccuBoB, ANWHEBI CTPOK M MyByHa pekypcyy JOIMKHBI CTPoro cobnwogaTecs.

6.4 NeHepauuAa cny4yanHbIX YACEN

CnyyaiiHble yucna, oTBevawlme TpeboBaHusiM 6e30NacHOCTU, TeHEPUPYIOTCA C MOMOLLLIO NMOAXOAALLMX
hyHKLWIA, NpeaocTaBnsaemMblX Kpuntorpaguydeckumm Gubnuotekamm. OBbIYHbIE cryYaiHble OYHKUMKW, Takue
Kak ucrnonb3oBaHue (rand), npegocTaensemMsie cTaHaapTHoW 6ubnuotekoi «C», He reHepupyT A4OCTaTOYHYIO
aHTponuto. B kayecTBe anbTepHaTHBLI pa3paboTYMKM AOMKHBI MCNOMNb30BaTL reHepaTopbl ClydaiHblX Yncen,
npegocTaensemble bubnuotekon Microsoft Windows Crypto (6ubnunoteka WinCrypt) nnn OpenSSL. Oaxe
cnyyaiHble OYHKUMKW, NpeacTaBnerHble B kpunTorpaduyecknx 6Gubnumotekax, TpebyoT Ana MHUUManM3aymmn
MCTOYHWKA IHTPOMNWKM, a8 HeobxoauMMas 3HTPONUS He Bceraa AOCTYMNHA Ha BCTPOEHHLIX yeTpoicTeax. MK moryT
MCMONb30BaTbL HECKOMNBKO OTAENbHLIX (hparMeHToB MHpopmaumMn (MaeHTUduKaTopbl 0bopyaoBaHus, Takue
kak npoueccop, MAC, agpeca, USB-ycTpoicTBa, paspelleHne 3KkpaHa, ycTaHOBMeHHoe nporpaMmmHoe obe-
cneyeHne W T. 4.) ANs reHepaunmn 3HTPOMMKM, HO BCTPOEHHLIE YCTPOMCTBA YCTPOEHLI COBEPLUEHHO MOEHTUYHO.
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YacTto AnA aHTpPONWMKM OCTaeTcs TOMbKO Bpems U, BoamoxHo, MAC-agpec. 370 genaeTt BCTPOEHHbIE YyCTPOM-
CTBa OYeHb YSA3BUMbIMH.

B uenom, ansTepHaTUBHBIMKM peLleHUsIMU, KOTOPbIMW NOCTABLUMK AOIMKEH MOMb30BaTLCA, ABNAKTCS:

- NpW NPOEKTMPOBaHUKW BCTpanBaeMblX YyCTPOWCTB gobaBneHue cneuuansHoro obopyaoBaHus gns re-
HepaTopa 3HTponuu;

- OTKa3 OT CO34aHuA cepTUMKaTOB Ha BCTPOEHHbIX yCTponcTBax. PekomeHaauns ncnonb3oBaTtk BHeLL-
HWA HCTPYMeHT unn GDS, 4Tobbl creHepupoBaTh CEPTUMUKAT U 3arpy3uTb €ro Ha YCTPOWCTBO;

- OXMAaHWe NomnyyYeHus 4ocTaTtoyHoro obbema nHpopmaumm 06 aHTponuuy;

- ONsi BCTPOEHHbIX cucTeM 6e3 XopoLwero UCTOYHWKa SHTPOMWM NOMEe3HO COXPaHWTb COCTOSHUE KpUMTO-
rpachuyeckoro reHepartopa nceegocnydvaHsix yucen (CPRNG), utobel oH He BbiaBan ogHU U Te XKe cryJyai-
Hble Yncna nocne Kaxgow 3arpysku.

MMocTaBLLMK AOMKEH rapaHTUpOoBaTh, YTO UCMOMNb3yeMble UM KpunTorpadudeckne QyHKUUKM MHULManm-
3MPYIOTCS C NOAXOASLUEN BHTPOMUEN U YTO CreHepPUPOBaHHbLIE CepTUdUKATLI He CO34alTeA NpeacKasyeMbiM
obpaszom.

6.5 CneuunanbHbie U 3ape3epBUPOBaHHLIE NaKeThl

Peanuzauusg cunteiBaeT 1 NnpaBuIibHO MHTEPMNPEeTUupyeT nobele TUNbI COOSLLIEHMI:‘I, KOTOpPbIE 3ape3epBu-
POBaHbl Kak cneuuvanbHble (Hanpmmep, LMpoKoBelwlaTernbHblie N MHOMOYUCIIEHHBIE adapeca B CI'IELI,I/IdDVIKaLI,MM
|P) HecnocobHOCTL NOHATE KU MHTEPNPETUPOBATL 3TU CneynanbHble NMakeTbl MOXET NPUBECTU K YA3IBUMOCTAM.

6.6 OrpaHu4eHue CKOPOCTU U yNpaBrieHue NOTOKOM

Tpe6osaHus k OPC UA He NpenocTaensaoT MEeXaHU3MOB YNpaBneHnst CKOPOCTbIO, OIHAKO ee peanuaa-
LS MOXKET BKNOYATL B cebs ynpasneHue CKOpPoCThIo.

6.7 AABMUHUCTPATMBHLIN [OCTYN

CornacHo TpeboBaHuam k OPC UA Takne dyHKUWM, Kak ynpaBneHWe XpaHWnuiamu cepTuduKaTos,
OOMKHbI BbITh 4OCTYMHBI TONLKO agMuHUcTpatopam. Cuctema ctangaptoe OPC UA (Bce yacTu) He onuvckiBa-
eT AeTany, CBA3aHHble C aAMWUHUCTPaTUBHBLIM AOCTYNOM. XapakTep agAMUHUCTPaTUBHOIC OCTYNa BapbupyeT-
ca oT nnaTtcgopMel K nnatdopme. Ha HekoTopbix Nnatdopmax ecTb TONbKO OAWH agMUHUCTPATOP.

Opyrve nnathopmbl NpegocTaBnAT HECKONbKO YPOBHEN agMUHUCTPATMBHOIO A0CTYNa, HanpuMmep, aa-
MWUHWUCTPaTOp Pe3epPBHOIO KOMWPOBAHWUA, CETEBOW aaMUHUCTPaTOP, agMUHUCTPATOpP KoHdurypauun u T. 4. Ha
caliTe pa3BepTbiBaHWA CriefyeT coenaTb COOTBETCTBYHLLME BbIOOpLI ANs AOCTyna agMuMHMCTpaTopa, a pas-
paboT4MK JOMKEH paspeLllnTe HACTPOWKY COOTBETCTBYIOLLEro 4OCTyna K yYeTHOW 3an1cu agMuHucTpaTopa.

OrpaHyuyeHMa agMUHWCTPaTUBHOIO OOCTYNa BKMOYAKT Takue aneMeHThl, Kak dannel KoHgurypaumm
ONS cepBepoB W KNMeHToB. Hanpumep, dainel KOHUrypauuy MoryT coagepXxatb NyTU K XpaHunvLiam ceptu-
hMKaTOB MM OTKPbITbIM KOHEYHbLIM TOYKaM, MU3MEHEHWE KOTOPLIX MOXET NPUBECTU K Cepbe3HbiM npobnemam.

AOMUHMCTPaATUBHBIA OOCTYN TakkKe CredyeT MCNofb3oBaTh ANA ynpaBneHusa cobbiTuamMu ayguTa, Ooo-
NnonHuUTEnbHY MHopmauuio cM. B 4.14.

6.8 KpunTtorpadcuyeckue Kno4m

Mpochunu BezonacHocTK, onpeneneHHsle B [2] 1 TOCT P 71809, onuckiBaloT HEODXoaANUMbIE anropuT-
Mbl U Tpebyemyto ANuHyY knwoden. TpeboBaHWs K ANWHE KIKoYa MOryT BbiTh YKa3aHbl B AManasoHe, HanpyuMmep
1024—2048. BaxHo, 4T06bl npunoxeHne OPC UA nogaoepxuBano Beck gManasoH CBOero ceptudukara ak-
3eMnnsipa NpUnoXeHWs. 3TO NO3BONAET KOHEYHOMY MOMb30BaTEN0 CO34aTh K4 (cepTudukar akaemnnsapa
NPUNOXEHUA), OTBEYatOWMIA ero TpeboBaHnam GezonacHoCTU. 3TO MOXET NPOANUTL NepUod BPEMEHHU, B Teve-
HWe KOTOPOTro MOXHO MCMoMb30BaTh AaHHbIA Npodune BesonacHocTu. Hanpumep, kKnoun gnvHoi meHee 2048
ye cuntaroTcst HeGe3onacHbIMU, HO, eCfK MoNb30BaTeNb reHepupyeT cepTuduKaTel 4NA BEpXHErc npegena
ananaszoHa (2048), To NpunoXxeHne No-npexHeMy MOXET cuMTaTbesl be3onacHbiM (B 3aBUCMMOCTU OT ApYrux
anropuTMoB).

6.9 PekoMmeHOauuu, cBA3aHHbIe C CUrHanuM3auuMen

OPC UA pomkHa noggepxvBaTb HadeXHyH MHOPMaUMOHHYK MOAEMb CUTHAINOB TPEBOMW U COCTOS-
HWA, KoTopasl BKMoYaeT B cebsi BO3MOXHOCTL OTKIOYaTh CUMrHambl TPEBOrM, OTKNAaAbiBaTh CUrHamMbl TPEBOM
1 B LUENoM ynpasnaTh curHanamu Tpesorn. OBpaboTka v ynpasneHne curdanammn TPEBOrU ABMSAITCH BaKHON
4yacTbio NogaepxaHusa 3pdeKkTMBHOrO ynpaeneHna npeanpusatuemM. C TOYKM 3peHnsa Ge30nacHoCTV BaXHO,
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4706kl 3TOT NyThb ObIN ageKBaTHO 3alyMLLEH, YTOObLI rapaHTMPOBaTh, YTO MOLUEHHUYECKWIA areHT He co3gacT
onacHyw unu duHaHcoey cutyaumto. OPC UA npepocTtaBnseT MHCTPYMEHTBI, Heobxogumble Ans 3ToW 3a-
LWMTLI, HO pa3paboTumky Heobxooumo yBeanTbCs, YTO OHWM UCTIONB3YHTCA NPaBunbHO. Bee thyHKLMK, KOTopkie
MO3BOMAKT BHOCUMTL U3MeHeHUs B pabouyio cpedy, MOryT reHepupoBaTh CobbiTUS ayanTa U OOMKHbI BbITh
LOCTYMHLI TONBKO COOTBETCTBYIOLLMM NOMb30BaTensam.

OTKNIOYEHWE CUMIHASIOB TPEBOTW SBNSAETCSH OOHOM M3 Takux (OYHKUWIA, AOCTYN K KOTOPOA AOMKEH UMETb
TONbLKO NepcoHan ¢ COOTBETCTBYIOLWMMK NpaBammn gocTyna. bonee Toro, noboe gencTBre, KOTOPoe OTKNoYa-
€T CMrHan TPeBor1, He3aBMCMMO OT TOFO, MHULMMPOBAHO S OHO NEPCOHANOM UMK Kako-Nnbo agTomMaTuampo-
BaHHOW CUCTEMOMN, LOMKHO reHepupoBaTh cobbiTMe ayamMTa, CO34aHHOe ITUM OENCTBMEM.

PasmellleHre cUrHanoB TPeBory AOMKHO crefoBaTh TEM XKe NMpaBunam, YTo U OTKMYeHUe CUrHanoB
TpeBorv B OTHOLLEHWMW JOCTYNa U ayauTa, XO0TA OHO MOXKET ObITh AOCTYNHO Gonee WMPOKOMY KpyTy Nnonb3oBa-
Tenei (onepatopos, UHxeHepoB). Kpome Toro, pazpaboTyuunk gomkeH yoeauTecs, YTo ANs XpaHeHUs CUrHanos
TPEBOrM HACTPOEHblI COOTBETCTBYIOWNE TalM-ayThbl. 3TU TaNM-ayTbl OOMKHbBI FAPaHTUPOBATL, YTO CUrHaN Tpe-
BOMM HE MOXET ObITb OTMNOXEH Ha Nepro BpeMeHU, KOTOPbI MOXKeT Bbi3BaTh Npobrembl ¢ 6e30MacHOCTLIO.

CobBbiTusi guanora MoryT UCNoNb30BaTLCA AN Neperpysku knueHTa. Jlydyllein npakTukoi ns cepeepos,
KOTOpble NoAOepKMBaT AManory, sIBNSeTCA orpaHMYeHne KonnuyecTsa OOHOBPEeMEeHHO akTUBHbIX ANAamnoroBs.
[vanorn gomkHbl BKNOYAThL Nepuon oxuaaHus, ytobbl rapaHTUpOBaTh, YTO OHW He ByayT MCMONb30BaThCs
ana cosgadma DOS.

PaspaboTunku KnueHTa JOMKHbl rapaHTupoBaTthk, 4To niobas obpaboTka AnManoroB He MOXeT ObiTb UC-
nonb3oBaHa Ansi neperpysku onepatopa. MakcumanbHOe KONMMYECTBO OTKPbITbIX AWMAnoroB AOMKHO ObiTb
OrpaHWYeHo, a AUarnori JOMKHbl UMEeTb BO3MOXHOCTbE MTHOPUPOBATLCS (T. . [oMKHA ObITh OCTYNHA Apyras
obpabortka).

6.10 flocTyn K nporpamme

dyHKLMOHamNbHbIe BoaMoxxHocTM OPC UA gomkHbl NO3BONATL 3anyck NporpaMMel B Buge dactu pabo-
Tbl cepBepa OPC UA. 3Tu nporpaMmbl MOXXHO MCMNOMb30BaTh AMNSA BbINONHEHWA PacLIMPEHHbIX anropuTMoB
yMpaeneHus unu Opyrux 4encTerin. Micnonb3oBaHWe aTUX OeNCTBUA JOMKHO BbiTh paspelleHo TONMLKO Nepco-
Hamny ¢ COOTBETCTBYHOLLMMU NpaBamun 4ocTyna.

Kpowme Toro, cnegyeT TLWATeNbHO KOHTPONMPOBaTh onpefdeneHie NporpaMm. PeKoMeHayeTca BECTU cTa-
TUCTUKY KonuyecTsa pabodnx nporpaMm, a Takke 4acToTkl UX MCNOMb3oBaHKs. 3Ta uHopmauma 4ocTynHa
aAMUHMUCTPaTUBHOMY nepcoHany. Henbas gonyckatb HeorpaHnYeHHoe KonM4ecTBO 3anycKoB NporpamMmbl.

6.11 YnpaBneHune cobbiTuaMM ayguta

Cepusa ctangaptos OPC UA onpegenset cobuiTust ayauta B Buae TpeboBaHWiA, KOTOpble OOMXKHbI ObiTh
CreHepuUpoBaHsbl, U MHOPMALIUK, KOTOPYIO 3TW CODLITUS ayauTa BKITHYAKT Kak MMHUMYM; O0HAKO Ha cobbITUS
ayouTa MOryT NOANUCHIBATLCH HECKOMBbKO CUCTEM OTCINEXMUBAHWUA ayauTa UM CUCTEM PEerucTpauuu.

Cepua ctangaptoe OPC UA He onuckiBaeT aTh cucTembl. [Mpeanonaraetcs, 4To nwboe KonW4ecTBo
cUcTeM, NpeaoCcTaBMNeHHbIX NOCTABLLMKOM, MOXET 0becneuynTs 3Ty hyHKLMOHANLHOCTL. He3aBucumMo oT Toro,
Kakasi cucTeMa UCMNonb3yeTca ANg XpaHeHUs 1 ynpaBneHus, cobbiTUa ayauTa OomkHel obecneunBarts cnegy-
lowee:

- XapakTepUCTUKKM COBLITWIA ayauTa HEe M3MEHSAIOTCA MNOCMNe UX MonyYeHus;

- nognucka Ha cobbITUs ayauTa OOMKHa OCYLLEeCTBNATLCA Yeped 6e3onacHbIi kaHar, 4Tobel rapaHTupo-
BaTb, YTO OHW He ByOyT nogaenaHbl BO BpeMsi Nepexoaa;

- KIWeHTaM, KOTOpble PErMcCTpPUpPYIOT coBbiTA ayauTa, peKoMeHOyeTcs COXpaHATb 3aperncTpupoBaH-
Hble cODbITUS ayauTa, YToDbl 3T cOBbITUS MOXHO BbINO ayTeHTUULMPOBATE W CBSA3aTb C MCXOQHOW TpaH-
3aKkuuen.

B 3aeucumoctm ot CSMS caita cuctema ynpaeneHus cobbITUSMM ayauta MOXeT UMeTh JOMOMHUTENb-
Hble TpeboBaHus.

6.12 OAuth2, JWT u ponu nons3oBartens

OAuth2 onpegensieT cTaHgapT ANS cepBUCa aBTOpPU3aLuK, KOTopble co3aatoT Beb-TokeHsl JSON (JWT),
TaKkKe U3BECTHble KaK TokeHbl goctyna. 3tu JWT nepepatoTtca Kak BblAaHHLIA TokeH Ha cepeep OPC UA,
KOTOPbIA MCMONL3YET Nognuck, cogepxatwywcd B JWT, onga nposepku TokeHa. JWT Takke MoxeT npegoctas-
NATL cepBepy UHGOpMaLUIo O PONsAX, CBA3AHHbLIX C NoMb3oBaTenem, NpowenLlm NpoBepKy NoOAMHHOCTMN.
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OTBETCTBEHHOCTL 3a cobnwgeHue ponen nexut Ha cepeepe. B TOCT P 71809, TOCT P 71810 w
FOCT P 71811 nogpobHo onucanbl OAuth2 n JWT. CaiTbl OOMKHbI rapaHTUPOBaTh, YTO OHW CMEAYHT PeKo-
MeHaauusamMm, onpegenedHsiMm B CSMS cainTa gna OAuth2.

6.13 HTTP, SSL/TLS un Beb6-coKeThl

HTTPS onpenenseT nonoxeHus, xapakTepuaylollne CTaHOapTHYH TpaHcnopTHyk 6esonacHocTb. Ta-
Kas TpaHcnopTHas 6esonacHocTb He Bcerga obecnevvBaeT ckBO3Hyl 6esonacHocTb. MoryT cyliecTBoBaTb
NpOKCcU-cepBepbl MMM Apyrve nocpenHukn. Ecnn TpebyeTcs ckBo3Hasa Be3onacHocTb, TPebyrloTca AOMOMHM-
TenbHble waru, Takue kak VPN.

Ecnu nopoepxuBaetca cBasb SSL/TLS, knwoun, ncnonbayemsle Ana TLS, 4OMmKHBI 0TNWMYATLCS OT KO-
yern ona ceasm TCP. MNoBTOpHOE MCMNONb30BAHUE KMOYeln NMPUMBOOUT K nNpobnemam GesonacHocTW. [JormkeH
BbiTh BKNtoYeH Tonbko TLS 1.2; gpyrne Bepcum TLS mmeroT npobnembl ¢ Be3onacHOCTLO, U UX He crnenyeT
BKMKO4aTh.

SLL BTopon BepcuuK nmeeT npobrnemsl ¢ 6e30nacHOCTbIO, U ee criegyeT OTKNKYNTh. BaxkHo, 4Tobbl oHa
Oblna oTKNKYeHa ONA BCeX NPUNOXEHUIA HA KOMMbIOTEPHOM KOMIIEKCe, a He ToNbKo Ansa npunoxeHusa UA.

BebcokeTbl — 3TO NPOTOKOM, 3aWuLeHHbIR ¢ nomMowbio HTTPS. Mpu ncnons3oBaHUM BeG-COKETOR He-
obxoanmo cobnogaTh Bce pekoMeHaauun no GesonacHocty ansa HTTP u TLS.

6.14 O6paTHOe Nogkno4YeHne

ObpaTHOe nogknioyeHe No3sonseT cepBepy MHUUMMPOBATL COEAMHEHME C KIMEHTOM (OTKPbITL COKET,
oTnpaeue cooblieHve HEL). 3To npuBOAUT K OOMNOMHUTENBHOW Npobneme Ge3onacHOCTU AN KIMeHTa, no-
CKOMBKY KIMUEHTY HEOBX0AUMO NPOBEPUTL, YTO COEAWHEHME NPOUCXOAMT C COOTBETCTBYIOLLEro CEPBEpPA, a He
SABNAETCA aTakoW TUNa «0TKa3 B oBcnyKuBaHuU». Ecnu cepBep He OTBEYAeT CBOEBPEMEHHO Ha 3anpoc oT-
KPbITWSA 3aLLMLLEHHOTO KaHana, KIMeHTy creayeT 3aKkpbiTb KaHan.

7 HesawmweHHble ycnyru

7.1 O630p

OPC UA BkntoyaeT B cebsa psag cnyx0, 4OCTYN K KOTOpbIM He TpebyeT obecneveHusa Be3onacHocTu. JTH
cnyx06bl TpebytoT 0coBOro BHUMaHMs C TOYKKM 3peHns Be3onacHoCcTH. 3T crnyxObl NpeqoCcTaBnsoT BO3MOX-
HOCTH, NMO3BOMAKLIAE KNUEHTaM 0BHapyXUBaTb CepBepbl U MOAKNIOYaTLCS K HUM. Cryx6sl 06Hapy»eHust 1o-
CTYMHBI Kak NoKanbHbLIe UK rmobanbHble U MOryT GbiTb MHOTOaAPEeCHBLIMU.

7.2 OBHapyXeHUe MHOroaApecHOW pacchInKu

[Ons MHoroagpecHoro o6HapyxeHua OPC UA TpebyeTcs HacTpamBaTb CNOCOGOM, NMpu KOTOPOM CepBe-
pbl 06bABNAT 0 cebe B noacety npu 3anycke. KOMNbHOTEPLI NPUNOXKEHUIA WM CaMO MPUNOKEHWEe OOMKHBbI
npocnyLlUBaTh U CO34aBaTb CMMCOK AOCTYMHbIX CEPBEPOB.

MuoroagpecHbie DNS-onepauuv HeGe3onacHsl No caMoi CBOEH NPMPOoAe; OHW MO3BOMAKT MOLUEHHK-
YeCcKNM CepBepam TPaHCNMPOBaTb CBOE NMPUCYTCTBME WNK BblhasaTh cebsi 3a Opyron XocT unu cepeep. PUcku
OT MOLLUEHHUYECKUX CEPBEPOB CBOAATCH K MUHMMYMY, €crnv BKModeHa BesonacHocte OPC UA u Bce npuno-
KEeHWS UCTONb3YIOT CNWUCKW OOBEPUS CepTUMMKATOB AN KOHTponsA gocTyna. Kpome Toro, KNUMeHTbl JOMKHbI
KalIMpoBaTb UH(OPMALMI0 O COeAWHEHWM, CBOAA K MMHUMYMY MOWUCK MHpOpMauun o cepeepe. OOHako Oaxe
ecnv obecneveHa BesonacHocTe UA, B cpefax, rie 3NoyMbILINeHHUK MOXKET Nerko nony4ynTb AOCTYN K CEeTH,
mHoroagpecHyto DNS Tpebyertca oTkniouaTth.

MpunoxeHus (MNu cepeepbl 06HaPYKeHWs) CO3AaHbI Tak, YToBbl rapaHTUPOBaTh, YTO OHW HE MOTYT BbITb
neperpyeHbl UMM OTKMIOYEHbI M3-38 BbICOKMX CKOPOCTEN LIVMPOKOBELLATENbHON nepeaaqv no kaHany MHOro-
afpecHoro oBHapyKeHUs UMK M3-3a CNULWKOM GOMbLUOTO CMMCKa CepBEPHbIX MPUMOKEHMIA.

7.3 BezonacHocTb cepBepa «[NobanbHOe OTKPbLITUE»

7.3.1 O630p

CepBep perucTtpayumn ctpatermdeckux oTkpbituin (GDS) — 3710 cneunansHbiin cepep OPC UA, koTopbIi
npegocTaensieT yernyri obHapy»XeHus MHHOBaLMA NS NpeanpusiTUsa v 4Ns cucTeMbl Honee BbICOKOro YpoR-
Hs. OH MOxeT obecne4ynBaTb (PYHKLMOHANBHOCTbL YyNpaBneHnsa ceptudukatamm (cm. [4]).

CywecTtByeT Heckonbko cnocobos goctyna k GDS:
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1) cepBepbl MOTYT PErMCTPUPOBATLCH HA CEPBEPE PErnMcTpaum MHHOBaLUIA;

2) knneHThl MOryT 3anpawmueaTtb B GDS gocTynHble cepBepbl;

3) KNUeHTbI MOryT Nony4aTts cepTudukatel 13 GDS;

4) cepBepbl MOryT nony4aTs ceptudukaTsl n3 GDS;

5) GDS MOXeT oTnpaenaTb cepTudmMKaThl Ha CEpBREp;

6) GDS MoxeT nony4nTb JOCTYN K APYrMM cepBepamM obHapyKeHus Onsi co3AaHus ChMCcKa AOCTYMHbIX
CepBepoB.

B 3aBMCMMOCTM OT LOCTYNHbLIX METOAOB LOCTyNna HeobXxoAMMO 0603HaYNTh HECKOMBLKO TUMOB Yrpo3:

1) yrpo3ssl, CBI3aHHbIE C HANMM4YuMeM B cMcTemMe MolleHHu4eckon GDS;

2) yrpo3el GDS, Bknouas HanMuMe MOLLIEHHNYECKUX KITUEHTOB UMW CEPBEPOB;

3) yrpo3el dyHKLMK ynipaBneHusa ceptudunkatamu, npegocraensaemon GDS.

7.3.2 HecaHkumoHupoBaHHaa GDS

Mpu paboTte ¢ GDS TpebyeTcs:

- 4yTODObl CEpPBEPLI PErMCTPUPOBANUCH Ha CepBeEpe WHHOBALWIA, Ha KOTOPOM OHW HacTpOeHbl ANs perun-
cTpauuu, u 4Tobbl CepBepkl He perucTpupoBanuck Benenyk Ha GDS, ana KoTopol oHW He HacTpoeHkl. Cep-
BEpPbI JOMXKHEI 3HATh, YTO CEPBEpP PErUCTPaLMn MHHOBALWIA; MOXET ObITb MOLUEHHUYECKUM;

- CepBep OO0MMKeH PerncTpupoBaTh BCE KOHEYHLIE TOYKW, KOTOPBIE OH MPEedOCTaBMseT, rapaHTUpysa co-
BnageHWe CrUcKOB, MPeaocTaBneHHbIX cepBepoM OOHapykeHus. 3TO rapaHTUpyeT, Y4TO KIMEHTbl CMOryT
onpefenuTb, NpegocTaBun N CepBep pPerucTpaunn MHHOBAaLMIA; AOCTOBEPHYH MHOPMaLUIo;

- KINWEHTbI JOMKHbI 3HaTb O MOLUEHHMYECKUX cepBepax 0bHapyXeHUs, KOTOpble MOTYyT NepeHanpaBuTb
MX Ha MOLLUEHHWYECKUEe cepBepbl. KNMeHTbl MOryT ucnons3oBate cepTtudukaT cepsepa SSL/TLS (ecnu po-
CTyNeH) Ana NPOBEPKW TOro, YTO CepBep 0OHapyeHUs ABMaAeTCA CEPBEPOM, KOTOPOMY OHU JOBEPSIOT, U/Mnu
ybennTecsl, UTO OHU OOBepPSAIOT MoboMy cepBepy, NpefoCTaBNEHHOMY CEpPBEPOM OBHAPYKEHMS,

- cornacHo MOCT P 71809 knueHTbl Bcerga npoBepsioT, AOBEPSAIOT N OHKU cepTudmkaTty cepBepa U
4TO KOHe4dHbIn y3en URI cooTBeTCTBYET MMEHaMm XOCTOB, yKa3aHHbIM B cepTudukaTe, npexge 4Yem co3gaBatb
ceaHc ¢ cepepoM. OnMcaHWe KOHEYHOW TOYKK, NPEeAoCTaBNsSeMOl CepBEepPOM, BKMOYAET OTHOCUTENBHBIA YPO-
BEHb 3alUWThl ANA oNpefeneHus, ucnonb3oBanacek N1 Hanbonee BesonacHasa KOHeYHas TOYKa.

7.3.3 ¥rposbl B oTHoweHun GDS

CornacHo NOCT P 71809 cnyxba noucka cepeepoB B CETU Ucnonb3yeTcs bea obecnedeHuns Gesonac-
HOCTH, ¥ MOSTOMY OHa ya3BMMa ANS aTak Tuna «oTka3s B obcnyxusaHum» (DOS). Ons MuHuMKM3auun obbema
06paboTkun, HeobxoaMmMoW Ans OTNpaBKM OTBETa ANiA ITOro cepsBuca, cepeep 0OHapY>KeHWst JOMKEH roTOBUTh
pe3ynbTaT 3apaHee.

GDS npuHMMAaEeT perucTpaluio CepBEPOB TOMBKO OT CEPBEPOB, KOTOPLIM AOBEPSAKT UMK KOTOPLIE UMEOT
COOTBETCTBYKLLME NpaBa agMWHUCTPATMBHOIO AOCTYNa. 3TO NOMOXKET rapaHTUPOBaTh, YTO MOLLUEHHUYECKUA
cepeep He byget 3apeructpupoBaH B GDS.

7.3.4 ¥rpo3bl ynpaBneHus ceptudukatamm

GDS, kotopas Takxe obecneynBaeT ynpaBneHue ceptTudukatamu, nogaepxusaet 6@30NacHOCTb NOMb-
30BaTENbLCKOro JOCTYMNa, Kak onucaHo B cucteme ctaHgaptos OPC UA.

3710 BKIOYaeT B cebs npefocTaBneHne agMUHUCTpaTopaM BCeX (PYHKUUKA ynpaBneHusa cepTudukara-
Mu. CNUCOK KNWEHTOB, KOTOPLIM paspeLleH JOCTYN K (DYHKUMAM yNpaBneHus, MOXET BbiTb OrpaHUYeH.

YnpaBneHwe cepTuduMKaTamu BKMYAET 3Tan NOArOTOBKM W 3Tan BhbINONHeHWsA. ®asa noaroToBkA —
aTo korga GDS npefocTtaBnsieT nepeoHaYanbHble CepTUgUKaThl KITMEHTAM UMK CepBepaM, KOTOPbie TOMbKO
BXOOAT B cucTeMy. Pasa BbIMONHeHWs npeacTtaenseT coboi noBcefHeBHY paboTy cucTeMbl M BKMAOHaeT
npegocTaeneHne 0OHOBMNEHHbIX CMUCKOB OT3biBa CepTU(UKATOR, MPoaSIeHNe CepTUMKATOB U OGHOBMEHHbIX
CMUCKOB A0OBEpUS.

lMpenocTaBneHue cUCTEM NO CBOEW CyTK HeBe3onacHo, HO MOXET BbITh OYEeHb MOMNE3HO ANS 3HAYUTENb-
HO YMpOLLEHHOrO pa3BepThiBAHUA CNOXHON cuctembl. MHuymanmsaums B GDS He BKMOYEHA MO YMOMYaHULO,
HO ANns ee BKMNoYeHun TpebyeTca agMUHUMCTpaTMBHOE AencTBue. Taike pekoMeHgyeTcs, YTobbl hyHKUmMA nog-
rOTOBKM, ECINW OHa BKMOYEHa, ocTaBanach BKMOYEHHOW TOMbKO B TEYEHWEe OrpaHUYeHHOro BpeMeH!.

®aza BbiNonHeHUs onepaunii ¢ ceptudprkatamm GDS mMoxeT BbINONHATLCA 6e30NacHo, NOCKOMbKY BCe
CEpBEpPbLI U KIMUEHTHI yXXe UMET cepTudmkathl Ana obecnedveHusa BesonacHoro coeguHeHus. [Onsa npuHyou-
TENLHOW MoAenu ynpaeneHusa ceptudpmkatamu GDS ycTtaHaeBnueaeT 6e30nacHbIN kKaHan, UCnonb3ys cambli
BbICOKWIA ypoBeHb Be3onacHoCTW, OOCTYNHbLIA Ha LeHTpansHoMm cepBepe. OH He npegocTaBnseTr 0BHOBNeH-
Hble CMKMCKM OT3blBa CepPTU(UKATOB, CEPTUMMKATEI MU CMIMCKX SOBEPUs Yepes KOHEYHYH TOYKY, ypoBeHb Ges-
OMNAacHOCTWU KOTOPOI HWXe YPOBHS 6e30MacHOCTU OBHOBMNEHWIA.
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Hanpumep, ecnun Heobxoanmo obHoBUTL cepTudukaT 4096, ero Henb3sa 0B6HOBWUTL C MOMOLLbK KaHana
2048, Ho cepTudumkaT 2048 moxxHO 0OHOBUTL € NOMOLLbLO kaHana 4096. Ecnu HeobxogyMmo pa3BepHYTh HOBbIN
cepTudukat Bonee BLICOKOro ypoBHS, 3T0 0BpabaThiBaeTCA TakK Xe, Kak U NpefocTaBNeHne HOBOro cepBepa.

8 YnpaBneHue ceptucunkaramm

8.1 O630p

Mpunoxenns OPC UA nmeroT cepTudmnkaTthl 3K3eMNnapa NpunoxeHus ana obecnedeHnsa 6e3onacHocTu
Ha ypoBHe npunoxeHus. OHM NPUMEHSKTCH ONs YCTaHOBNeHuA ©e30nacHOro COeAWHEHWS] C UCMONb30Ba-
HWEeM acMMMETPUYHOW KpunTorpacun. AT cepTuukaTbl IK3eMnrsipa NpUoXeHUa npeacTaBnaT coboin
ceptucpukatel X.509 v3, cogepxaT CNUCOK 3MEeMEHTOB daHHbIX, KoTopble onpeaenedsl B TOCT P 71809 u
FOCT P 718011. 3Tu aneMeHTbl AaHHLIX OMUCLIBAKOT 3K3EMMNMNAP NPUIOXEHWSA, KOTOPOMY Ha3HA4YeH cepTu-
chukar.

CepTudukaTbl BKNOHAKT LMMPOBYK NOANUCE reHepaTopa cepTudukata. 3ta ungposas nognuck Mo-
XeT BbITb caMmonognucaHHoOM (NoANUCL CO34aeTCs C MOMOLLLIO 3aKpbITOrO KMNio4a, CBSA3aHHOro ¢ cepTudnka-
ToM X.509 v3, kKoTOpLIV ABNAETCA CEPTUUKATOM 3K3EMMNNSAPpa NPUINOXKEHWA) NN MOXeT BbITb MoanuMcaHa ueH-
TpoMm cepTudmrKaL My (MOANUCEL CO3LAETCA C MOMOLLBI 3aKpLITOTO KMova, ceasaHHoro ¢ X.509 v3 CepTtudukat
LIC). Oba Tuna ceptudmkaTor obecneynBaT OAMHAKOBbLIM YpoBeHb BE30MacHOCTU U MOTYT UCMONbL30BAaTLCH
B aCMMMETPUYHOM Kpuntorpadun. Moanmucu MoryT ObITe CTEHEPUPOBAHbLI C MCNOMb30BAHUEM PA3MNUYHLIX an-
ropuTMOB, MPUYEM anropuTMbl obecnevymBaloT pasHble ypoBHW BesonacHocTh (128 6uT, 256 6uT, 512 BuT 1
T. A4.). AnropuTt™m, HeoBxogWMmbl ANA NoANWMcaHus cepTudukaTta, ykasaH B nonutuke 6esonacHoctu. Cepeepbl
W KNMUEHTbl OOIMKHbLI MMETb BO3MOXHOCTb MOAAEPKUBATL Bonee 0gHOro cepTudmkara, NOCKONbKY MOXET no-
TpeboBaTbca Bonee ogHoro cepTudukara B 3aBUCMMOCTW OT NoAAEpXKMBaeMbIX npodunei 6e3onacHOCTU.

AcMMMeTpuYHas Kpuntorpadua UCronb3yeT OBa KioYa — 3aKpbIThi KITHOY M OTKPLITBIA KoY. MNpuno-
*eHne OPC UA BygeT MMeTb CMUCOK JOBEPEHHBIX OTKPLITLIX KIMHOYEN, KOTOPLIE NPEACTaBMsOT NPUMOXKEHWS,
KOTOpPbIM OHO AOBEPAET. 3TOT CNMCOK JOBEPEHHBIX OTKPbIThIX KIoYen XxpaHuTes B peecTpe Windows nnbo B
nanke ¢ annamu. ¥ Hero Tawke BydeT 3aKkpbIThlA KIHOY, COOTBETCTBYIOLMIA ero cepTudukaTy ak3emnnsapa
npunoxeHus. MNpunoxenne OPC UA MOXET MCNoNb30BaTh OTKPbITHIM KITHOY M3 CBOEIO CnvcKa ANs NpOoBepKu
TOro, 4TO NoAMNUCH NOMYYEHHOTO 3anpoca Ha coeuHeHue bbina creHepupoBaHa COOTBETCTBYHLLWMM 3aKpPbIThIM
Kno4doM. MNpunoxeHne Takke MOXET MCMNOMb30BaTh OTKPLIThIN KoY LeNeBoro NpunoXeHus ans WwnudposaHus
OaHHbIX, KOTOpble MOXHO pacluudpoBaTh TOMLKO C MOMOLLLIO 3aKPbLITOrO KoYa LeneBoro NpunoxeHus.

8.2 YnpaBneHue camonoanucaHHbIMU cepTUuduKkaTtamm

OcHoBHoe pasnuuve Mexay nognucaHHbiM CA u camo3saBepsolLMM cepTudukaTtom B ycTaHoske OPC
UA zaknovaeTcss B yCUNUaX, HeobxoauMblX ONS passepThiBaHusA W o6CnyXuBaHua cepTudukaTos. Beibop
TOro, KOrga UCMornb30BaTh CEPTUMMUKAT, BblOaHHLIR LEHTPOM cepTuduKaLny, BMECTO CaMO3aBepSIHOLLEro cep-
TUhMKaTa, 3aBUCUT OT TpeBoBaHWi K yCTaHOBKE U MECTY YCTAHOBKU. AOMUHKUCTPAaTOpY NoTpebyeTca ckonupo-
BaTb OTKPLITbIMA KMOY, CBA3AHHLIA CO BCEMW KITMEHTCKUMU NPUMOXKEHWUAMU, BO BCE CEPBEPHbLIE MPUMNOKEHNS, C
KOTOPBLIMKU MM MoXeT noTpeboBaTkesa cBA3b. Kpome Toro, agMmHUCTpaTopy noTpebyeTca CKonMpoBaTh OTKpPbI-
TbIi KN4, CBA3AHHLIA CO BCEMU CepPBEPHbLIMM MPUNOKEHUAMK, BO BCe KITMEHTCKME NMpunoxeHus. Mpunoxe-
HWSI, KOTOPbIM MOXET NoTpe6oBaThCA B3aMMOLENCTBOBATEL C HUMW, KONMMYECTBO CEPBEPOB U KNMEHTOR pacTeT,
YCUNWUA aaMUHUCTPaLUKM MOTYT CTaTb CIULIKOM 0BpeMeHUTenbHbIMU. Kpome Toro, cepTUduKaT MMeeT CPoK
OEMACTBUSA, U B KAKON-TO MOMEHT ero Heobxoaumo 6yaeT 3amMeHUTb 06HOBNEHHBIM cepTudukaToM. [ns atoro
noTpebyeTcs reHepUpOBaThL HOBLIE 3aKPLITLIE M OTKPLITLIE KIOYKM M CHOBA KOMMPOBAaTb BCE OTKPLITLIE KITHOUU.
B o4eHb HeGonbLKX YyCTAHOBKaxX COAEepXWUTCA SIBHOE yKasaHue KNMeHTOB, KOTOpLIM JOBepsieT cepsep, nyTeM
YCTAaHOBKMW OTKPLITOrO KJlo4a cepTudukaTa aK3eMmnnspa KIMeHTCKOro NpUMoXeHWa B OBEepPeHHbIN cepTudu-
KaT. XpaHunuiie cepeepa MOXeT BbiTb NPMeMIEMbIM.

8.3 YnpaBneHue ceptuchukatamMmu, nognucaHHbimu LIC

B cuctemax ¢ HeckonbkMMKU cepBepamMm U KNMeHTaMn ycTaHOBKa OTKPbITbIX KNOYEN B CriMcKax AoBepus
MOXET 04eHb BbICTPO cTaTh 3aTPYAHUTENBHON. B TakuMx cnyyaax ucrnonb3oBaHue LeHTpa cepTudukaLmMm KoH-
KPETHON KOMMaHUM MOXET 3HAYMTENbHO YNPOCTUTH BOMPOCHI YCTAHOBKW/HAcTpowku. LleHTp ceptudmkaumm
TaKke MOXeT NpefocTaBNATh OOMNONHUTENbHbIE NPpeuMyLLLecTBa, Takue Kak yrnpasneHwe CPOKOM AenCTBUSA
cepTudunKaToB U CNMCKamu oT3biBa cepTudmnkatos (CRL).

28

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 32/ 36
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-71807-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69737
https://gostexpert.ru/gost/gost-71807-2024?utm_source=pdf&utm_medium=69737&utm_term=page

rOCT P 71807—2024

AoMuHucTpatopy HeobxoaMMo B MPUMOKEHUW CO30aTb 3K3EMNNAp cepTudmkaTa, NognMCaHHOro LieH-
TpOM cepTudMKaLMK, AN BCEX KITMEHTOB W CEPBEPOB, YCTAHOBMEHHbLIX B CUCTEME, HO €My HYXHO Byoer
TOMbLKO YCTAHOBUTL OTKPLITHIA KIHKOY LIEHTpa cepTudukaumnm Ha Bcex KoMmneioTepax. Korga cpok OercTBus
cepTuduMKaTa UCTEKAET, U OH 3aMEHSAETCH, aAAMUHUCTPATOPY HY>KHO ByOeT TONbKO 3aMeHUTL CEPTUMKAT C UC-
TEKLIMM CPOKOM [eMCTBUA (OTKPbLIThIE KITHOUN M 3aKPLIThIE KMKYKM), HET He0BX04MMOCTU KONWUPOBATL OTKPLITHINA
KN4 B Kakne-nubo mecTa.

CneumanbHblil LEHTP CepTUdMKaLMN KOMNAHWKM NO3BOMSET KOMMaHWU KOHTPONMMPOBaThb Bbloady cep-
TMhukaToB. Mcnonb3oBaHWe KOMMEPYecKoro ueHTpa ceptudmkauun (Hanpumep, VeriSign) B GonbluiMHcTBE
cnyyaeB He pekomeHayetcs. MpunoxeHne OPC UA nomkHO ObITb HACTPOEHO Tak, YTobbl 4OBEPSThL TOMBKO
OPYTUM NMPUNoXeHUsM, onpefeneHHbIM KOMMaHWen Kak oBepeHHble. Ecnu 6bl BceM cepTudukaTam, BblaaH-
HbIM KOMMEp4YeCKMM LIeHTPOM cepTudukalun, MOXHO ObiNo OOBEpPATb, TO HE KOMMAHWA, a KOMMepUYeCcKuin
LEeHTp cepTudmKaumm cMor 6bl KOHTPONMPOBATb, KAKUM NPUMOXKEHUSAM CrieayeT AOBepATh.

YnpaeneHue cepTudukatamm JomKHO BbITe peanv3oBaHo BceMu paspaboTymkammn npunoxeHuin. Heko-
TOpble NPUMNOXEHWA MOTYT UCMOMb30BaTh yNpaBneHve cepTudukataMm, KOTOPOe NpeoCTaBNAETCH Kak YacTb
obLecucTeMHON MHAPPACTPYKTYpPLI, OPYTMe reHEpUPYIOT caMO3aBepsoLLMe CEPTUUKATEI B paMKax YCTaHOB-
k. Cm. [4] ona nony4yeHWsa JONOMHUTENBHOW MHpopMaLMK 06 obLlecUcTEMHBIX MHPaCcTpyKTypax aAng ynpae-
neHusa cepTugukaTamMu.

8.4 YnpaBneHue ceptuthpukatamu GDS

8.4.1 O630p

B HekoTopbiX cucTeMax OonycKaeTcsl pa3BepTbiBaHWE cepBepa perucrpaunun crpaTermyeckux WHHO-
BaUuWi c ynpaBneHuem cepTudpukatamu. Cepeep perucrpauuu cTpaTervyeckux WHHOBALWA OTNPaBUT cep-
TUUKaTLl KNIMEHTaM U cepBepam NubOo MO3BONUT CEPBEPAM U KNMWEHTaM nonydaTtb cepTudmkatel. Cepaep
perucTpauuu cTparernyecknx MHHOBaUWIN MOXeT yNpaBnaTb BCEMW pa3BepTbiBaAHUAMK CepTUMHUKATOR; cloda
BXOOAT CMMUCKW AOBEPUSA, LEHTPbl CepTUdUKALMK U CIMCKN OT3bIBa CEPTUUKATOB.

8.4.2 YnpaBneHue cepTucuKkaTtamm pas3paboTymkos

Ecnu npunoxeHne OPC UA noponepxuBaeT cepTudMKaThl, NMPU YCTAHOBKE PEKOMEHOYeTCa aBToMaTu-
YeCcKW NpefocTarNATL CaMO3aBepsLLUA cepTUdUKAT 3K3eMnnApa NpunoxeHus. [lonycTumo, Ytobbl npuno-
»eHue OPC UA Morno 3aMeHuTb CamMo3aBepsArLMiA cepTUdUKaT aK3eMnniapa npunoxeHus ceptudukaTtom
aK3emnnsapa NpUNOXeHUs, Bbi4aHHbIM LUEHTPOM cepTUdUKaLum, Unu nony4uTb caMmo3aBepaowmnin ceptTudun-
KaT, NoANUCaHHbIA LeHTpoMm cepTudmkauun. HacTpoitka cnucka foBepus Takke AomkHa ObiTh BbiNOMHEHA.
Cnuvckn goBepust AN OTKPLITbIX KMKYeR 9K3eMMsApoB NPUOKEeHUR XpaHATCA B CNWUCKe, OTAEMNbHOM OT Cnu-
ckoe LC. Mpunoxenne OPC UA pgonkHO MMeTb BOZMOXHOCTL 00pabaTbiBaTbk CUCKW OT3biBa CepTUMUKATOB
(CRL). 3To cnuckun OTKPLITBIX KMOYel, CBA3aHHBIX C OAaHHBIM LEHTPOM cepTugUukauuun, kotopble Bbinn oTo-
3BaHbl. OTO NO3BONSAET LUEHTPY cepTudUKauMm yoansats 3 obpaleHusa noanvucaHHelid um ceptudpukat. CRL
NpenocTaBnATCS LEHTPOM cepTurKauum M 0BbIMHO pacnpoCTPaHATCS aBTOMaTMYECKW; AONOMHUTENBHYO
nHopmMmauuio cm. B [4].

Onsa obecneyenns 6e30NacHOCTM Ba)XHO, 4TOBLI XpaHunuiia cepTumMKaToB, UCNONb3yeMble AN Xpa-
HEHWUS 3aKpbITbIX KMNHOYeln, ObINU 3alyMileHbl U 3alylleHbl TONbKO C BO3MOXHOCTBI AOCTyna Ans YTeHus/
3anucuy COOTBETCTBYHLLEMY agMuUHUCTpaTopy w/unu npunoxeHuio OPC UA. Cnucku goBepus, CNUCKK OT3bIBa
cepTUdUKaToB U CMMCKKU OOBEPEHHEIX LEeHTPOB cepTUdMKALMKM 3aLllMLLEHb], MO3BONAS TONLKO AOCTYN Ha 3a-
NMUCb COOTBETCTBYIOLLEMY adMUHUCTPATOPY, a B criydae KoHdurypauum no sanpocy-npunoxeHuto. [loctyn Ha
YyTeHne JomkeH OblTb NpegocTaBneH APYrMM AeWCTBUTENbHBIM MOMb30BAaTENSIM, HO CAMCOK MONb3oBaTenen,
KOTOPbIM paspeLleH 4OCTyn Ha YTeHune, OyaeT onpenenaTbCs pelleHnem canTa.

C TO4YKM 3peHUsl YCTAaHOBKM PEKOMeHAyeTCcsa NpefoCcTaBUTb CTAHOAPTHLIA MHCTPYMEHT ONSA CO34aHus
cepTudukKaTa 3K3emMnnsapa NpUNoXeHUsa. TOT UHCTPYMEHT MoXeT BbiTh NpegocTasneH nocrtaswukom OPC
UA SDK wnu basoeoin OPC. CtaHOapTHEI MHCTPYMEHT rapaHTUPYET, YTo 3Kk3emMnnap npunoxeHusa «Cozna-
Baemble cepTUdUKaTbI» BKMOYaeT Bce obasaTenbHble nond U HacTponkn. KoHkpeTHoe npunoxeHne OPC UA
AOMKHO MMETb BO3MOXHOCTb MPUHMMAaTbL W yCcTaHaBnuBaTh Mobble AeMCTBUTENbHbIE CepPTUGUKATLI SK3EeM-
nnsipa NpUNOXeHUs, co3gaHHble BHEWHUMKU UHCTPYMEHTaMu. BbI6Op KOHKPETHOrO MHCTPYMEHTa 3aBUCUT OT
KOHKpeTHOro mecra.
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Bubnuorpadun

Moccapuii TepMUHOB UHpOPMaLMOHHOK BesonacHocTh [www.infosystems.ru]

M3K 62541-7:2020 YHudpuumposaHHas apxutektypa OPC. Yactb 7. lNMpodwmnu (OPC unified architecture —
Part 7: Profiles)

M3K 62541-14:2020 YHudpunumpoBaHHas apxutektypa OPC. Yacte 14. PubSub (OPC unified architecture —
Part 14: PubSub)

M3K 62541-12:2020 YHucuumpoBaHHas apxutektypa OPC. YacTte 12. O6HapyxeHue 1 rmobanbHble criyx6bi
(OPC unified architecture — Part 12: Discovery and global services)
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Knioyesble cnoBa: LUMgpoBas NpoMbIWEHHOCTb, YHUMULMPOBaHHAs apXMTeKTypa, OTKpbiTas pacnpegeneH-
Hasa cucTeMa, Mogenu Be3onacHOCTH, XapakTepucTuka yrpo3 6e3onacHOCTH, TEPMUHBLI BE30NacHOCTH, (OYHK-
umu BesonacHocTH, obecnedveHne 6e30MacHOCTH, 3alMTa AaHHbIX, NpoTokon ceAsn OPC UA
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