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2 BHECEH TexHu4eckum KomuTeToMm no ctaHaapTtusaumm TK 306 «M3mepeHus, ynpaeneHue n aBToMma-
TU3aLMs B MPOMbILLNEHHbIX Npoueccax»
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5 BBE[JEH BIEPBbIE
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cmaHOapmsi». Coomsememaeyiow,asi UHGhopMayusi, ygedoMIeHUE U MEeKCmbl Pa3Mewalmcs makxe 8 UH-
gopmayUuoHHOU cucmeme 06wez0 Noab3osaHuUss — Ha oghuyuansHoM calime PedepanbHO20 azeHmcmea fno
MexHUYeCcKoMY peaynuposaHuro U Mempoioauu 8 cemu MiHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NnpoCcTpaHeH B Ka4vecTBe ocbmu,uaanoro n3gaHus tes pas3pelieHna dJe,qepaanoro dreHTCTBa no TexHu4de-
CKOMY perynmnpoeaHu N MeTponornn
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BeegeHue

HacToAwmi cTaHaapT BXOAUT B CEpUI0 CTaHaapToB nod obwum HanMeHoBaHeM «Lindposas npombiL-
NEeHHOCTb. YHutuunposaHHaa apxuTtekTypa OPCy», 6ygyyn pyKoBOACTEOM MO NMPYMEHEHWUH OCHOBHLIX HOP-
MaTUBHbIX MOMNOXEHWIA, ONpefensioLMX O4HO UMK HECKONbLKO oToBpaxeHuit, NoAaepKUBaloLLNX peanusaumo
KOHKPETHLIX NPpUMoXeHWin. Hanpumep, 0AHO M3 HUX — 3T ceTeBble cnyxobl XML, ogHako cnyxbbl, onucaH-
Hble B HACTOSALLEM CTaHAapTe, MCNOMb3YHT MeToabl ceTeBbIX cnyx6 B koHTekcTe WSDL.

HacToAwwWin cTaHgapT ABNsieTCs PYKOBOACTBOM AMNS YNpaelneHWs CO3gaHWeM YMHbIX NMpPOW3BOACTB, B
KOTOPOM C MOMOLLBIO NPEeACcTaBNeHHbIX CONOCTaBNeHWid onpeaeneHo NoHMMaHue oTOeNbHbIX YacTeid MHOTOo-
KOMMOHEHTHON CUCTEMbI CTaHOAPTOB B LUMPOBOM NPOMBILLIEHHOCTH.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

UndhpoBas npoMbILWIEHHOCTb
YHUNOULUNPOBAHHASA APXUTEKTYPA OPC
Yactb 6
ConocTaBneHus
Digital industry.

OPC unified architecture.
Part 6. Mapping

Data BeepeHus — 2025—02—01

1 O6bnacTb npuMeHeHus

HacToqawumin cTaHgapT ABNSETCS pyKOBOACTBOM MO NPUMEHEHUID OCHOBHbLIX HOPMAaTUBHbIX MONOXEHWA,
onpefdensarLlmMx COMoCTaBNeHWe HeCcKONbKUX OToDpaKeHuW, NoAOepXUBaLUX peanu3aunid KOHKPeTHLIX
NPUNOXEHWNA.

HacTtoawmi craHgapT npegHasHadeH ans ynpasrieHWs MpoLecCOM CO3AaHWS YMHBIX MPOW3BOACTB B
LM POBOA NPOMbILLNEHHOCTH.

2 HopmaTtuBHbIE CChISTKK

B HacTosflwem cTaHgapTe UCNONb30BaHbl HOPMATMBHLIE CChIMKW HA cnefyrolue cTaH4apThl:

FOCT P 59799 YMmHoe npou3esoacTBo. Mogens aTanoHHol apxuTekTypbl nHayctpuu 4.0 (RAMI 4.0)

FOCT P 70988 Cuctema cTaHOapToB B LMPOBOA NpoMblNeHHocTU. OCHOBHbIE nonoxeHus. Obwune
TpeboBaHua K cucteme

FOCT P 70992 Liudposasa npoMbllLneHHocTb. MHTerpauua 1 MHTeponepabenbHOCTb cUcTeM. TepPMUHBI
u onpegeneHus

FOCT P 71808 Lucpoeast npoMbILLNEHHOCTL. YHU(MUMpoBaHHasa apxutektypa OPC. YacTe 3. Mogenb
a[lpecHOro NpocTpaHCcTBa

FOCT P 71809 Lindpoeast npombILLnNeHHOCTs. YHuduumuposaHHasa apxutektypa OPC. YacTs 4. CepBuchl

FOCT P 71810 LincppoBas npoMbllneHHOCTb. YHnduunpoearnHas apxutektypa OPC. Yactb 5. MHdop-
MaLMOHHasa Mogernb

Mpumeuvanue — [py NONbL30BAHNK HACTOALLMM CTAHOAPTOM LENEco0BpasHo NPOBEPUTL AENCTBUE CCbINOY-
HbIX CTAHOAPTOB B MH(IOPMALMOHHOW cucTeme 0BLero nonb3oBaHna — Ha oduumansHom cante denepansHoro areHT-
CTBa Mo TEXHUYECKOMY PEryrMpoBaHUI0 U METPONOTAM B CETHU VIHTEPHET WUINK MO eXerogHoMy MHhopMaLUMOHHOMY ykasa-
Teni «HaunoHaneHbIe CTaHOapTLI», KOTOPLIA ONYGIUKOBaH MO COCTOAHWUIO Ha 1 sHBaps TEKYLLEro roga, v no BbiNyckam
eXeMeCcAYHOro MHOPMaLIMOHHOTO yKasaTensa «HauuoHaneHbIe cTaHaapTel» 3a TeKYLUWA rofd. Ecnn saMeHeH CChINOoYHBbIiA
CTaH4apT, Ha KOTOPbLIA gaHa HeaaTUPOBaHHAA CChINKa, TO PEKOMEHOYETCA WCMOMb30BaTh OEWCTBYIOLYIO BEPCUIO 3TOTO
cTaHgapTa ¢ y4eTOM BCEX BHECEHHBIX B OAHHYI0 BEPCUIO M3MEHEeHW. ECnu 3aMeHeH CCbINOYHbIA CTAaHOAPT, Ha KOTOPbIN
[aHa OaTWpOBaHHAas CChIMNKa, TO PEKOMEHAYEeTCA UCMNONb30BaTh BEPCUID 3TOM0 CTaHAApTa C yKa3aHHbIM Bbille rodoMm yT-
BEpXOeHUs (NpuHATUA). Ecnu nocne yTBepXOeHWsl HACTOSILLEero cTaHaapTa B CChIMOYHbIA CTaHOapT, Ha KOTOpbIA AaHa
[OaTMPOBaHHas CChiNKa, BHECEHO U3MEHEHWe, 3aTparMearllee NonoXeHne, Ha KOTOPOE JaHa CChiNKa, TO 3TO NOMNOXeHne

MapaHune ochbuumnansHoe
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peKoMeHayeTcA NpUMeHATb bes yyeTa O0aHHOIo UaMmeHeHuA. ECnun cCbiNoYHbIN CTaHOapT OTMEHEH ©6e3 3ameHbl, TO noro-
XeHune, B KOTOpOM OaHa CChiNKa Ha Hero, pekoMmeHayeTcd NpuMeHATb B 4acTu, He 3anarMBarou.|,e|7| 3TY CChbINKY.

3 TepMuHbI, onpegeneHna U COKpaLleHus

3.1 TepmuHbl M onpegeneHns

B HacToswemM cTaHgapte npuMmeHeHbl TepMmuHbl o FTOCT P 70992, a Takke crnegylLline TEPMUHBI C CO-
OTBETCTBYIOLUUMU ONpegeneHnsamu:
3.1.1 kopupoBaHue gaHHbIX: Cnocod cepuanusaunn coobeHnin OPC UA 1 CTPYKTYP OaHHbIX.

Mpumeuvanme — OPC UA — ato ctaHgapT, ycTaHaBnuBaroLWmin meToasl obmMeHa cooblieHnsMy mexay cep-
BepoM 1 knueHtom OPC, He 3aBucsLMe OT BUAA annapaTtHo-NporpaMMHON nnatdopMe! U OT TUNa B3aUMOLEWCTBYHOLLMX
CUCTEM U CeTen.

3.1.2 nnatdopma paspaboTku: Habop MHCTPYMEHTOB W/MNK A3LIKOB NPOrpaMmMMpPOBaHUA, UCNOb3ye-
MbIX AN CO34aHusa NporpaMmMHoro obecnedeHuns.

3.1.3 npoTtokon 6e3onacHocTu: NpoTokon, obecneynmBaroLL Ui LENOCTHOCTE U KOHMMAEHUMANBHOCTL
coobueHuin UA, KoTopbeiMu obmeHuBatoTca npunoxenna OPC UA.

3.1.4 npodcunsb cteka: KombrHauums conoctaBneHnn kogupoeku AaHHbIx (DataEncodings), npoTokona
BesonacHocTu (SecurityProtocol) n TpaHcnopTHoro npoTtokona (TransportProtocol).

Mpumevyanune — [lpunoxeHna OPC UA peannsyloT oavMH UNK Heckornbko npodmnen ctekoB (StackProfiles)
1N MOTYT B3aMMOZENCTBOBaTE TOMNbKO € npunoxeHnamm OPC UA, koTopble COOTHOCATCHA C NOAAepKuBaeMbiMU UMK Mpo-
dunsamu cteka (StackProfile).

3.1.5 cepTucpnumnpoBaHHbIi gangxecTt: KOpoTknin naeHTUdMKaTop, NCNonb3yemblid Ansi O4HO3HAYHOM
MaeHTUUKaunuu ceptugukara X.509 va.

Mpumevanune — [danHbi oeHTudbMKaTop paboTaeT Kak pyHKUMA cBepTKM, NpeobpasyloLlas MaccuB AaHHbIX
cepTudmKaTa B BeIXOAHYIO GUTOBYH CTPOKY.

3.1.6 conocTaBneHue: CneyundukaLmsa Toro, Kak peanusosatb GpyHkUUo OPC UA ¢ NnoMOLLbIO KOHKpeT-
HOW TEXHOMOTUMN.

Mpumevyanmne — Hanpumep, geonyHoe kogupoBaHue OPC UA — ato otobpaxeHwe, onpegensiollee, Kak
cepuanusoBaTe CTPyKTyphl AaHHeix OPC UA B BuOe nocnegoeatensHocTel 6anTos.

3.1.7 TpaHcnopTHoe coeAuHeHue: [MoNHOOYNMEKCHbLIWM KaHan CBA3W, YCTAHOBIMEHHbLIA MeXxay npuno-
xeHusamu OPC UA.

Mpumevyanune — Coker TCP/IP sBnseTtca npumepoM TpaHcnopTHoro coeauHerus (TransportConnection).

3.1.8 TpaHcnopTHbIA npoTokon: Cnocob obmeHa cepuanv3oBaHHbiMu coobennamun OPC UA mexay
npunoxexHnammn OPC UA.

3.2 CokpaweHus

B HacTosiwem CTaHOapTe npneefeHbl cnegyruiue CoKkpalleHUA:

uc — LEeHTp cepTUdnkauum,

API — uHTepdenc npuknagHoro nporpammupoBaHus (application programming interface);

AS — aBTOHOMHas cuctema |P-ceTein 1 MapLUpyTU3aTOpPOB, YrpasnsaemMblX O4HUM WM HECKOMbKK-
MU onepatopamMmu (autonomous system);

ASN.1 — abcTpakTHaa cuHTakcuyeckas HoTauma Ne 1 (scmomb3yetca B X690) (Abstract Syntax
Notation #1 (used in X690);

CRL  — cnucok cepTuduKaTOB, KOTOPblE YOOCTOBEPSKLMA LEHTP MOMETUN KakK OTO3BaHHbIE
(certificate revocation list);

CSV  — 3HadyeHue, pasgeneHHoe 3anaTeiMK (bopmat chaina) (comma separated value (file format);

HTTP — npoTokon nepefauu runeptekcta (Hypertext Transfer Protocol);

HTTPS — sawwweHHblin npoTokon nepegadvum rmneptekcta (Secure Hypertext Transfer Protocol);

IPSec — BesonacHocTb UHTepHeT-NpoTokona (Internet Protocol Security);

2
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NTP  — TexHOnorvs, Npy1 NOMOLL KOTOPON MOXHO 06eCcneynTb TOHHLIM BpEMEHEM KOMMNBIOTEPb! MKW
Opyrue ceTeBble YCTPOWCTBA;

OID — wnaeHTudukaTop obbvekTa (Mcnonesyetcs ¢ ASN.1) (object identifier (used with ASN.1);

PRF  — nceBgocnyyarHana dyHkumna (pseudo random function);

RSA  — abbpesuatypa ot damunuin PusecT, Wamup n AgnemaH (cuctema WWdPOBaHNS C OTKPbI-
TbiM Kmtovom) (Rivest, Shamir and Adleman (public key encryption system);

SOAP — npocton npotokon goctyna k obwektam (Simple Object Access Protocol);

SSL  — ypoOBeHb 3allMLeHHbIX CokeToB (onpedeneH B SSL/TLS) (Secure Sockets Layer (defined in
SSL/TLSY);

TAI — BbICOKOTOYHbIM aTOMHbIN KOOPAWHATHBLIN CTaHAaPT BPeMeHU, OCHOBAHHLIMA Ha YCNOBHOM Te-

YeHUn coBCTBEHHOro BpeMeHu Ha reonae 3emnu (MexayHapogHoe aToMHoe Bpemsl) (temps
atomique international);

TCP  — npotokon ynpaeneHus nepegavent (Transmission Control Protocol);
TLS — Be3onacHOCTb TPaHCNOPTHOTO YpoBHS (onpeneneHa B SSL/TLS) (Transport Layer Security;
UA — yHuduumMpoBaHHas apxutektypa (Unified Architecture);

UA CP — npotokon nogkniodeHuss OPC UA (OPC UA Connection Protocol);
UA SC — 3zawmiieHHsbIn pasroeop OPC UA (OPC UA Secure Conversation);

WS-* — cneuudmkaunn seb-cepsucos XML (XML Web Services specifications);

WSDL — fa3bik onvcaHus Beb-cepBUCOB M OOCTYNA K HUM, OCHOBaHHbIA Ha s3bike XML (Web Services
Description Language);

XML  — pacwupsembliii a3bik pa3meTku (eXtensible Markup Language).

4 O0wmMe NnonoxeHnA

Opyrve yacTtu cepun cTaHgapToB nog o0bwmm HauMmeHoBaHueM «LlndpoBas NpoMbILLNEHHOCTb. YHUU-
unpoBaHHana apxutektypa OPC» nanoxensl B TOCT P 70988 takum obpasom, 4Tobbl BbiTb HE3ABUCUMBIMUA
OT TEXHONOMMK, NPUMEHAEMON ANA peanu3aLnn JaHHOW apXuTeKTypbl. Takown nogxod ozHadaer, 4yto OPC UA
npencTasnser coboi rubkyo cneumduKalmio, KoTopaa byaeT npogonkaTb NPUMEHATLCA MO Mepe pa3BUTUS
L1POBLIX TEXHOMOMMIA. B TO e BpeMs HEBO3MOXHO co3daTth npunoxeHue OPC UA ¢ yyeTom MHOpMaLIAK,
cogepxallencs B JaHHOW CEpUUM CTaHO4APTOB, TaK KakK onyLleHbl CyLeCTBEeHHbIEe AeTann ee peanusauuu.

HacTosawmi ctaHpapT onpenensier conoctaBneHns mexay abcTpakTHbIMUW crneuuduKkaluaMm N Tex-
HONMOrMsIMU, KOTOPblE MOXHO WCMONb30BaTb ANA MX peanu3aumn. [JaHHble CONoCcTaBreHWs opraHu3oBa-
Hel B Tpu rpynnbli: DataEncodings (kogupoBkm gaHHbIX), SecurityProtocols (npotokonsl 6e3onacHocty) u
TransportProtocols (TpaHcMoOpTHbIE MPOTOKOMAI).

PaznuyHble conoctaeBneHua obbenuHeHbl ANa co3gaHusa npodunei ctekos. MpunoxeHna OPC UA
OOIMKHBI peann3oBbiBaTb MUHUMYM OAWH NPOdUb CTEKOB M UMETb BO3MOXHOCTE B3aUMOLENCTBUS C PYTUMUA
npunoxenusamy OPC UA, BbINOMHAKLWMUMW TAKON *e Npodunb CTEKOB.

Hactoawwmin crtanpgapt onpegensier DataEncodings B pasgene 5, SecurityProtocols B 54 u
TransportProtocols, StackProfiles npuBeneHs! B [1].

Baaumoceasb mexay npunoxeHusvmmn OPC UA ocHoBaHa Ha obmeHe coobueHuamu. [NapameTpel, co-
Jepxaluneca B cooblueHMsx, paccMmoTpensl B TOCT P 71809; ogHako ux dpopmat onpefeneH DataEncoding
u TransportProtocol. MNo aToi NnpuunHe kaxaoe coobuieHne (cm. FOCT P 71809) nomkHO MMeThL Takoe onuca-
HWe, KOTopoe TOYHO yCTaHaBnMBAaeT, YTO AOMKHO nepefasaTbca No nposogy. HopmaTtuBHbie onucaHua ycTa-
HoBReHbl B npunoxeHuax OPC UA.

Ctek — Habop nporpaMmmHbix BUbNMoTeK, peanuaywmnx oguH Unu Heckoneko StackProfile. MHTepdelic
mexay npunoxeHuwem OPC UA v cTtekom — 310 API, KOTOpLIN He packpbiBaeT geTanu peanusaluy cTeka.
API| 3aBUMCUT OT KOHKpeTHoW nnatdgopmbl paspaboTku. M3-3a orpaHuyeHuid nnatgopMbl paspaboTkM TUMbI
OaHHbIX, NpeacTaeneHHble B APl ons gaHHown nnatdopmbl pa3paboTky, MOTyT He COOTBETCTBORATL TUMaMm
OaHHbIX, onpedeneHHbIM B cneuyndukaunn. Hanpumep, A3blK nporpaMmMupoBaHusa Java He noggepxusaer
Lenoe Yucro 6e3 3Haka, 4To o3Ha4vaerT, 4To nbon AP| Java gomkeH conocTtaensTb Lenbie Yucna 6e3 3Haka ¢
LUeno4YnCcreHHbIM TUMOM CO 3HaKOM.

Ha pucyHke 1 npenctaeneH ob3op creka OPC UA, nokasbiBallnili B3aUMOCBSI3b MeXay pasnuyHbIMU
KOHLenuMsamu, onpegeneHHbIMU B HacTosALWeM cTaHdapTe.
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PucyHok 1 — OB630op cteka OPC UA

YpOBHMW, ONWCaHHble B HacTosWeM cTaHgapTe, He COOTBETCTBYIOT YPOBHAM 7-YPOBHEBOW MOAEnu
0OSI (X200). Kaxgbin npodpune cteka OPC UA cnegyeT paccMmaTtpuBaTth Kak OTAeNbHbIA MPOTOKON YPOBHSA 7,
NMOCTPOEHHbIW HA OCHOBE CYLLECTBYHOLLWX NPOTOKONOB YpoBHeW 5, 6 nnu 7, Takoro kak TCP/IP, TLS unu HTTP.
YpoBeHb SecureChannel npucyTcTByeT faxe B ToM cnyyae, ecnu SecurityMode nmeet 3HaueHne None. Pe-
anusauns SecurityProtocol gomkHa nopgaepKuBaTe NMOMMYECKWIA KaHamn C YHUKanbHbIM MAEHTU(UKaTOPOM.
TpebytoTcs gononHuTeneHble npoeepku SecureChannel ¢ SecurityMode, onsa KoToporo ycTaHOBMEHO 3HaYe-
Hue None, ecnu npunoxeHve He paboTaeT B hM3NYECKN 3aLLULLEHHON CETU WK HE MCMOMb3YeTCH NPOTOKON
HW3KOro YpPOBHS, Takon kak IPSec.

5 KogupoBaHue gaHHbIX

5.1 O6wme nonoxeHUA

5.1.1 O6wue ceBegeHuUA

B HacTosilwem cTaHgapTe ycTaHOBNEHb! Tpu KogupoBkM gadHeix: OPC UA Binary, OPC UA XML n OPC
UA JSON, a Takke npuBedeH NOpPAOOK co30aHus coOBLLEHWA, MPUMEHSS KaXaOYH U3 YKa3aHHbIX KOOUPOBOK.

5.1.2 BcTpoeHHbIe TUMNbl JaHHbIX

Bce kogupoeku gaHHbix OPC UA ocHoBaHbl Ha npaBunax, onpegeneHHblX Ans ctaHgapTHoro Habo-
pa BCTPOEHHbIX TUMOB, KOTOPbIe WCMOMb3yT ONA CO3[4aHMsA CTPYKTYP, MacCMBOB M COOOLLEHWA cornacHo
FOCT P 70988. OnucaHue BCTPOEHHLIX TUMOB NpuBeaeHo B Tabnuue 1.

Tabnuua 1-— BcTpoeHHble TUMNbI AHHBIX

ID Nms Onucanwve

1 Boolean Noruyeckoe cocTosHWe (UCTUHA UINKU NOXKb)

2 SByte Llenoe 3Ha4yeHuWe B gnanasoHe oT —128 go +127 Bkniou.

3 Byte Llenoe 3HaueHue B guanasoHe ot 0 go 255 Bknoy.

4 Int16 Llenoe 3Ha4yeHwe B guanasoHe oT —32 768 go +32 767 BKIIOY.
5 Uint16 Llenoe 3HaueHue B guanasoHe ot 0 go 65 535 Bkntou.
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D Mms OnucaHve
6 Int32 Llenoe sHaveHue B AnanasoHe oT —2 147 483 648 go +2 147 483 647 BknroY.
7 Uint32 Llenoe 3Ha4eHue B guanasoHe ot 0 go 4 294 967 295 Bkntou.
8 Int64 Llenoe 3HaveHue B guanascHe ot —92 23 372 036 854 775 808 no
+9 223 372 036 854 775 807 BI04,
9 Uint64 Llenoe sHa4eHue B guanascHe ot 0 go 18 446 744 073 709 551 615 Brnou.
10 Float 32-b1THOe 3Ha4YeHuMe ¢ nNnasatoLlen Todkon IEEE
" Double 64-buTHOE 3Ha4eHue ¢ nnaeatoLen Toukon IEEE
12 String MocnepoBatensHocTe cvMBonoB Unicode
13 DateTime BpemeHHas oTmeTka
14 Guid 16—63ﬁTHoe“ 3Ha4YeHne, KOTOPoe MOXET ObITb MCNOML30BaHO Kak rnobanbHeIv
YHUKanNbHBIA aeHTUdgmKaTop
15 ByteString MocnenoBaTenbHOCTE OKTETOB
16 XMLElement 3nemeHt XML
17 Nodeld WpeHTudukartop ana yana B agpecHom npoctpaHcTee OPC UA cepsepa
18 ExpandedNodeld Nodeld, nossongiowuii ykazate URI npocTpaHcTBa UMeH BMeCTO UHOeKca
19 SstiisCode :;Siii%lirﬁee;mcbmamp OLUMBKKM UNW YCNOBWS, CBA3AHHOTO CO 3Ha4YeHWeMm
20 QualifiedName Wms, onpegeneHHoe NpocTpaHCTBOM MMEH
21 LotalizadText ?:ggﬁmuﬁ YernoBeKOM TEKCT C HeoBa3aTenbHbIM NoKanbHbIM MAEHTUdDKUKE-
22| Exonsononst | CTRRER, conspxan e, e o, o
23 DataValue 3HaveHWe JaHHbIX CO CBA3aHHLIM KOAOM COCTOSHUA U METKaMu BPEMEHHN
24 Variant ObbeanHeHWe BCEX TUMOB, YKa3aHHbIX Bbllle
o5 Diagnosticliifo CTpykTypa, cogepxaluas nogpobHyto nHdgopmauuio 06 owmnbrkax n gnarHocTu-

Yeckyro UHpopMaumo, ceasaHHyo ¢ StatusCode

BonbLUWHCTBO NpuBeAeHHbIX B Tabnuue 1 TUMNOB AaHHbIX aHanorMyHbl abcTpakTHbIM TUNAM B COOTBET-
ctBuM c TOCT P 71808 u TOCT P 71809. B HacTosdLLEM CTaHOapTe onpeaeneHsl Tunekl AanHsix ExtensionObject
n Variant, a Takxke npencraeneHune Tuna gaHHbiX Guid cornacHo MOCT P 71808.

5.1.3 Guid

Twn gaHHbix Guid — 3710 16-6aiTOBLIN rMobanbHbIN YHUKaNbHbIA MAEHTUgKKATOP, CTPYKTYpa KOTOPOro
npueegeHa B Tabnuue 2.

Tabnuya 2— Crpykrypa Guid

KomnoHeHT Tunbl aHHbIX
Data1 Uint32
Data2 Uint16
Data3 Uint16
Data4d Byte 8
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3Havenns Guid moryT BbITb NpeacTaBneHsbl B BUAE CTPOKW B CriefyoweM BUAE:

<Data1>-<Data2>-<Data3>-<Data4[0:1]>-<Data[2:7]>,
rae Data1l umeet wupuHy 8 cumeonos, Data2 u Data3 — 4 cumBona, a kaxgblii 6anT B Datad — 2 cumeo-
na. Kaxpgoe 3HayeHue hopMaTUpyeTCs KakK WecTHaauaTepuyHoe YMcno ¢ 4oBaBneHHbIMU HyNaMu. TUNuYHoe
3HadyeHue Guid npegctaenseTca B hopMaTe CTPOKU:

C496578A-0DFE-4B8F-870A-745238C6AEAE

5.1.4 ByteString

Tun gaHHbix ByteString cTpykTypHO aHanorvyeH ogHOMEepHOMY maccuBy GalToOB WM npencTaeneH kak
OTAEeNbHbIN BCTPOEHHBIA TUN OaHHLIX, TaK Kak NMo3BonseT Kojepam ONTUMU3WPOBaTh nepefady 3HadeHus.
JonyckaeTca, YTo HekoTopble NnatdopMel pa3paboTkM He COXpaHAT paznuyue mexay ByteString n ogHo-
MepHbIM MaccuBoM Byte.

Ecnu gekogep onsa nnatdopmbl pazpaboTku He COXpaHsieT pasnuyne, oH AOIMKeH npeobpasoBaTth Bce
oaHoMepHble MaccuBel Byte B ByteStrings.

Kaxzblil anemeHT B ogHOMepHOM maccuBe ByteString MoxxeT MMeTb pasHyto 4MnWHY, YTO O3HAYaeT CTPyK-
TYpPHOE OTNU4YKMe OT OBYMEpHOro Maccuea Byte, roe AnvHa Kaxaoro uaMepeHus oanHakoeas. TakuMm obpasom,
OeKodepbl OOIMMKHBI COXPaHATL pasnuyne Mexay AByMsa unu bonee maccvBamu uamepeHuin Byte n ogHUM nnu
HEeCKOMNMbLKMMU MaccuBamun uamepeHuin ByteString.

Ecnu nnatchopma paspaboTkn He nogaepKuMBaeT uenble Yucna 6e3 3Haka, el Heobxogumo npencras-
nsaTb ByteStrings kak maccueel SByte. B atom cnyyae TpeboBaHus ans Byte 6yoyT npumeHeHsl kK SByte.

5.1.5 ExtensionObject

Tun pganHbix ExtensionObject — 3To KoHTelHep AnNa NobbIX CTPYKTYPUPOBaHHLIX TUMOB AaHHLIX, KOTO-
pble HEBO3MOXHO 3aKOAMPOBRAaTL KakK OAWH U3 APYrMX BCTPOEHHbLIX TUNOB AaHHbIX. ExtensionObject cogepxut
CNOXHOe 3Ha4YeHWe, cepManui3oBaHHOe B BMAE NocrefoBaTensHoCcTM BalnToB nnu anemeHTa XML, a Takke
WAEHTUMUKATOP, YKa3biBaOLWWKW, KAKMe daHHble COO4epXaTca B KOHTEMHEPEe U Kak OHW 3aKo4MpPOBaHbL.

CTpyKTypupOBaHHbIe TUMbl AAHHLIX NPEACTaBMneHbl B afpecHOM NMPOCTPaHCTBE cepBepa Kak nogTunebl
Tuna gaHHbIX cTpykTypbl DataEncodings, gocTynHble Ans nobbix 3a4aHHbIX CTPYKTYPUPOBaHHbLIX TUMNOB AaH-
HbIX, NpeacTaeneHbl kKak 0bbekT DataTypeEncoding B agpecHom npocTpaHcTee cepeepa. Nodeld ansa obb-
ekta DataTypeEncoding — 3to uoeHTudukaTop, xpaHawuics B ExtensionObject cornacHo MOCT P 71808,
onucklBaeT, kak yansl DataTypeEncoding cessaHbl ¢ gpyrumu yanamm AddressSpace.

PaspaboT4nku cepBepa OOMKHBI NPUMEHSITbL YMCNoBble uaeHTudukaTopsbl Nodeld, cooTBeTcTBYIOWME
MpOCTpaHCTBY MMeH, Ansa nobeix obbekToB DataTypeEncoding, koTopble oHK onpenenstoT. [IpuMeHeHne gaH-
HbIX MOAEHTUPUKATOPOB CBeAeT K MUHUMYMY HaknadHble pacxodbl, CBA3aHHbIE C YNakoBKOW 3HAYEHUW CTPYK-
TypUpOBaHHOro Tuna AaHHeIX B ExtensionObject.

ObbekTbl TMNOB AaHHLIX ExtensionObject 1 Variant gonyckatoT HeorpaHUYEHHYH BNOXEHHOCTb, YTO MO-
ET NPUBECTU K OLLIMBOKaM nepenonHeHUs CTeka, faxe ecrny pa3mep cooblleHUs MeHbLUe MaKCUMarnsHO 40-
nycTumoro. [lekogepbl OOMKHbBI nogaepkusate He meHee 100 ypoBHe BNOXEeHHOCTU 1 coobaTe 06 owmnbke,
eCIM KONMMYeCcTBO YPOBHEN BINOMEHHOCTU NpeBbILIaeT nogaepxueaemMoe.

5.1.6 Variant

Tun panHbix Variant — oBbeguHeHMe Bcex BCTPOEHHLIX TUMOB AaHHbIX, Bkmodas ExtensionObject.
Variants Takke MOryT cogepxaTtb MaccuBbl MOBOro M3 3TMX BCTPOEHHbIX TUMOB. Variants ncnone3ywTes ons
XpaHeHWs 3Ha4YeHuUs unu napameTpa ¢ TunoM gaHHbix BaseDataType nnu ogHum U3 ero nogTunos.

Variants moryT bbiTb nycTeimu. NycToin Variant umeet Hynesoe 3HadeHme (NULL), u oH paccmartpusa-
eTcs kak nycton ctonbey B 6ase gaHHbix SQL. Jonyctumo, ytobel NULL B Variant He coBnagan ¢ NULL gns
TeX TUMOB AaHHLIX, KOTOpble nogaepxmneakT 3HadeHna NULL, Hanpumep cTpoku. Takue 4onycTUMO, YTO He-
KoTopkle nnartdopMel pazpaboTku He coxparsoT pasnuyve mexagy NULL B DataType n NULL B Variant, no-
3TOMY NPUINONKEHUSA HE OM¥KHbI NonaraTbCca Ha 310 paznuyne. [laHHoe TpeboBaHWe Takke 03HAYaEeT, YTo, ECIU
aTpubyT nopgepxueaet 3anucs NULL, oH Tarke gomkeH nogaepxueats 3anuck NULL B Variant, n Haobopot.

Variant moryT cogepxaTb MaccuBbl Variants, HoO He MOTYT HanpPAMY NPUMeHATL gpyron Variant.

Tunbl Diagnosticlnfo nmetoT 3Ha4eHne TONbLKO B TOM Cry4vae, eciv OHW BO3BpalLalTcsa B OTBETHOM CO-
obLeHnn co ceasaHHbiM StatusCode v Tabnmuein cTpok. B pesynbrate Variants He MOryT cogepaTb 3K3eM-
nnapsl Diagnosticlnfo.

3HaueHns aTpMbyToOB HEM3MEHHO BO3BpaLLatoTes B akzemnnapax DataValue. CnepoBatensHo, DataType
aTpubyTa He moxeT BbiTh DataValue. Variants moryT cogepate DataValue npu ncnonb3oBaHum B pyrux KOH-
TeKcTax, TakMx Kak aprymeHTbl Metoga unu coobweHuns PubSub. Variant B DataValue He moxeT npamo nnm
KOCBEHHO npuMeHsTh apyroe DataValue.
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MepemeHHble ¢ DataType BaseDataType conoctasnstoTca ¢ Variant, ogHako atpubyTel ValueRank u
ArrayDimensions HaknagbiBalT orpaHMYeHns Ha To, YTO pa3pelueHo B Variant. Hanpumep, ecnu ValueRank
uMeeT 3HadyeHue Scalar, Torga Variant MoxeT cogep:kaTb TONbKO CKanspHble 3HaYeHus.

Tunel gaHHbIX ExtensionObject n Variant gonyckatoT HeorpaHUYeHHYH BNOXEHHOCTb, YTO MOXET npuse-
CTW K OLIMBKaM NepenorHeHus cTeka, faxe ecrnv pasMmep coobLleHUs MeHbLle MakCUMansHO 4onyCTUMOrOo.
[ekonepsl JomkHbl Nnogaepxueate He MeHee 100 ypoBHeWN BNOXEHHOCTU WM SOMKHbI coobuwaTts 06 ownbke,
€CIny KONMMYEeCTBO YPOBHEW BMNOXEHHOCTUW NpeBLIWaeT nogaepxusaemoe.

5.1.7 Decimal

Tun gaHHbix Decimal — 3To 4ecATMYHOE YMCMO CO 3HAKOM BbICOKOM TOMHOCTU. OH COCTOMT U3 LienoYunc-
NEeHHOro HemaclwTabupoBaHHOMO 3HAYEHUS MPOU3BONBLHON TOYHOCTM U LEeNoYUCcneHHoro MmacwTtaba.

Decimal — aTo cTeneHb OecATH, KOTopasa NpUMeHsieTcs K HeMacluTabupoBaHHoMy 3HadveHuto. Decimal
MMeeT Nons, ykazaHHble B Tabnuue 3.

Tabnuya 3 — PacrnonoxeHwe OecaTWUYHbIX Apoben

Mone Tun Onucanve nonew
Typeld Nodeld MpeHTndunkaTop oeCATUYHOMO TUNa AaHHbIX
Encoding Byte HewnameHHoe 3Ha4eHne —1

[OnuHa pecaTtnyHoi apobu. Ecnn anuHa meHee unu pasHa 0, TO AeCATUYHOE 3HaYe-

Length Int32 HUME PABHO O

Llenoe 4nicno co 3HakoMm, NpeacTaBnAwllee cTeneHb OecATU, UCNoNb3ayeMoe Ans
Scale Int16 MaclTabupoBaHua 3Ha4YeHWs, T. €. AeCATUYHOE YUCIO 3HAa4YeHUs, yMHOKeHHoe Ha 10
no wkane. Llenoe y4cno kogupyeTca HavyMHasa ¢ Mnaawero 6uta

Llenoe yncno co 3HakoMm ¢ AByMS OOMONMHEeHWs MK, NpeacTaensolee HemacwTabu-
poBaHHoe 3HauyeHwe. KonuyecTBo BUT BLIBOAMTCA M3 ANWHLI NONsA AnuvHbl. Ecnn ko-
nuyecTteo 6ut paeBHo 0, TO U 3HadeHMe paeHo 0. Llenoe uncno kogupyeTca cHavana
MnagLwnM 3Hadallmum 6antom

Value Byte

Korga Decimal 3akoguposaH B Variant, BCTpoeHHbIA TUN ycTaHaenmeaeTtca B ExtensionObject. Oeko-
[epbl, KOTOPblE HE NMOHMMAaKT TUN AaHHbIX Decimal, gomkHbl o6pabaTbiBaTh €ro Kak nby Opyryl Heus-
BECTHYIO CTPYKTYPY W nepepaBaTh NpUMoKeHuio. [lekogepkl, KOTOpble MOHUMAIT A4eCATUYHOE YMCIO, MOryT
aHanu3vpoBaTb 3HAYEHWE W MCMONb30BaTh NMHOYH KOHCTPYKLMIO, MOAXOASALYIO AN nnatdopMbl pa3paboTKu.

Ecnu gecatvyHoe 4mcrno BCTPOEHO B Apyryko cTpykTypy, To DataTypeDefinition ana nona gomkeH yka-
sbiBaTe Nodeld gecsatuyHore yana B kadecTBe Tuna AaHHbix. Ecnun cepeep nybnukyeT onvucaHue ABOMYHOMO
tuna OPC ans cTpykTypbl, TO B onucaHun tuna ana nons DataType pomkHo 6biTb yCTaHOBNEHO 3HAYEHWE
ExtensionObject.

5.2 IBouvHble gaHHble OPC UA

5.2.1 Obwue cBegeHUdA

[BonyHoe kogupoBaHue AaHHbiXx OPC UA — aTo dhopMaT AaHHbIX, pa3paboTaHHbIi ANS YOoBMeTBOpe-
Hus noTpebHocTel B Npou3BoAnTENbHOCTM npunoxeHun OPC UA. 3T1oT dopmaT npeaHasHayeH B NepByHo
odepeab Ons BbICTPOro KOOMPOBaHWS AEKOAUPOBAHUA, OAHAKO TakKe YYUTbIBaeT pasmep 3aKOAWPOBaHHbLIX
OaHHbIX, NepedaBaemMbiX No CeTu.

[BounyHoe kogupoeaHue gaHHbix OPC UA 0CHOBaHO Ha HECKOMbKUX MPUMUTUBHLIX TUMAX OAHHLIX C YeT-
KO onpegerneHHbIMU NpaBunamMy KOQUPOBaHUSA, KOTOpbIe MOXHO NocnefoBaTeNbHO 3anucbiBaTbe UMK YMTaTb
M3 OBOMYHOro notoka. MNogobHasa cTpykTypa KogupyeTcs NyTem nocnefoBaTensHON 3anucy 3akoaupoBaHHOM
dopmbl kaxgoro nonda. Ecnv nons xapakTepuayTcs OQWHaKOBOW CTPYKTYPOW, TO 3HAYEHUS KaXKa0ro 13 nonemn
nocrnegoBaTensHO (PUKCUPYIOTCA nNeped 3anucbio crnegyroLwero nons B 4aHHOW cTpykType. B noTok gaHHbIX
OOMKHBI ObITh 3anUcaHbl Bce nons, gaxe ecnu odu cogepxaTt NULL. KogvpoBku ons Kagoro npUMUTUBHOMO
TUna onpefensoT, Kak koguposaTk Nnubo NULL, nubo 3HaueHne No yMonuaHuio ang KOHKpeTHOro Tuna.

[BouyHoe kogupoBaHue AaHHbix OPC UA He BKNiOYaEeT Kaky-nvbo MHOpPMaLMIO O TUME UMM UMEHN
nons, NOCKOMNbLKY npegnonaraercs, 4to Bece npunoxeHusa OPC UA 3apaHee HageneHbl MHopMaLmen o Cryx-
fax v CTpykTypax, KOTOpble OHW nogaepxusaiT. VMcknodeHmem asnsietcs ExtensionObject, npegocTasnsio-
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LKA naeHTMduKaTop U pasmep cTpykTypbl Structured DataType, KOTOpy OH NpeacTaBnsieT, 4TO No3BonseT
gekogepy nponyckaTk TUMbl, KOTOPbIE OH He pacno3Haer.

5.2.2 BcTpoeHHbIe TUNLI

5.2.2.1 Jlornyeckoe 3HavyeHwue

Jlornyeckoe 3HadeHWe OOMKHO ObITh 3akoguMpoBaHo kak 1 6aiT, roge 3HadeHne O (HOMb) SABNAETCS NOX-
HblM, a noboe HeHyneBoe 3Ha4YeHne — UCTUHHbIM. KooMpPOBLUMKMA JOMKHBLI NMPUMEHATEL 3HavYeHue 1 ona yka-
3aHWS UCTUHHOTO 3HAYEeHWs, OAHAKO AeKOoAepbl OOIKHbI paccMaTpuMBaTh Kak MCTMHHOe noboe HeHyneeoe
3HavyeHue.

5.2.2.2 Llenoe yucro

Bce uenoyucrneHHble TUMbl OOMKHBI KOOMPOBATLCA KaK 3HAYeHWsl ¢ NPSMbIM nopsagkoMm BaiToB, npu
3TOM HauMeHee 3Havalluii 6alT NOABNSAETCA B NOTOKE NEPBLIM.

Ha pucyHke 2 nokasaHo, kak 3HadeHne 1 000 000 000 (wecTtHaguaTtepuyHoe: 3IBOACADOQ) kogmpyeTtcs B
noToke Kak 32-61THoe uenoe 4ucno.

00 CA 9A 3B

0 1 2 3 4
PucyHok 2 — KogupoBaHue Lenbix Y1cern B 4BOUYHbIA NOTOK

5.2.2.3 lNnagatwuwlas 3anaras

Bce 3HauveHusa c nnaegawoLlei 3anaTo JoMkHbl ObiTh 3aKOOWPOBaHbI C MOMOLLBK COOTBETCTBYHOLLETO
nBowndHoro npeactaeneHns IEEE-754, koTopoe coCTOUT M3 TPex OCHOBHLIX KOMMNOHEHTOB: 3HaKa, nokasarens
cTeneHn u gpobu. bUToBbie AManas3oHbl, HA3HAYEHHbIE KaXOOoMy KOMMOHEHTY, 3aBUCAT OT LWMPWUHBLI Tuna. B
Tabnuue 4 nepedyncrneHbl gManasoHbl BUTOB ANA NogaepKMBaeMblX TUMOB C NNaBalLen 3anaTon.

Tabnuua 4 — lMNoggepxMBaeMble TUMbI YACEN C NMABAKLLEN 3ansaTon

Wma OnuHa, but Donsa 3KCnoHeHTa 3Hak
Float 32 Ot 0 po 22 01200030 31
Double 64 O1 0 pgo 51 0152 pgo 62 63

Kpome TOro, saHaudumMmbimM fiBNSeTCA nopsgok 6anToB B NMoToke. Bce 3HadeHWa ¢ nnasakollel 3ansaToin
OOMKHbI KOAWPOBaThbCS Tak, 4To0bl Mnagwmii 6ant cTosn nepebiM (T. €. C MPAMBIM NopsgkoM 6ainTos).

Ha pucyHke 3 nokasaHo, kak 3HaveHue 6,5 (wecTtHaguaTepuyHoe: COD00000) KogmpyeTcs kKak Yucno ¢
nnaBalwoLLEen 3ansaTon.

Tvn c NnaBawLLen 3anaTon NoAOEPKUBAET NONOKUTENLHYIO U OTpULaTenbHyto 6eCKOHEYHOCTb, a Takke
HeuncnoBble 3HaveHus (NaN). Cneundukauma IEEE gonyckaeT Heckonbko BapuaHToB NaN, ogHako kogepbl/
AeKkofdepbl MOTYT HEe COXpaHsTb 3TO pasanuuune. Kogepsl AOMKHBI KoAMposaThk 3HadeHWe NaN kak «Tuxoe»
NAN IEEE (000000000000F8FF) unn (0000COFF). io6Gele HenmogaepkBaeMble TUMLl, Takne Kak AeHopMma-
NM30BaHHbIe YKCNa, OOMKHbI KogupoBaTbesa kak «Tuxaa» NAN IEEE. Jioboii TecT Ha paBeHCTBO 3HAYeHUi
NaN Bcerga He bygeTt cuMTaTbCsa NPOMAEHHbLIM.

00 00 DO Co

0 1 2 3 4
PucyHok 3 — KogupoBaHue yucen ¢ nnasBatoLleit 3andaTol B ABOUYHOM MNOTOKE

5.2.2.4 CTpoku

Bce 3HaveHust String KogupyroTca Kak nocnegosarenbHocTb cumBonoB UTF-8 ©es Hynesoro cumBona-
TepMuUHaTopa, KOTOpPbLIM MpedllecTsyeT AnvHa B banTax.

OnwvHa B 6anTax kogupyetca Kak Int32. 3HavyeHne —1 ncnonb3yerca ang 06o3Ha4YeHMsa HyNeBoW CTPOKK.

Ha pucyHke 4 nokasaHo, kak MHOros3bl4Has cTpoka Boy kogupyeTcs B noToke banToB.
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OnunHa K B |o] v

06 | 00 | OO | OO | E6 | BO | B4 | 42 | 6F | 79

0 1 2 3 4 5 6 7 8 9 10
PwcyHok 4 — KogupoBaHue CTpPoK B OBOVYHBIA NOTOK

5.2.2.5 DateTime

3Hauenne DateTime gomkHO BbITh 3aKOOMPOBAHO Kak 64-BUTHOE Lienoe YMCno co 3HaKoMm (cM. 5.2.2.2),
KoTopoe npefacTtaenseT konuvecTeo 100-HaHocekyHOHbLIX MHTepBanos ¢ 1 sHBapsa 1601 roga (UTC).

He Bce nnatdopMbl pa3paboTky CMOTYT NpeaocTaBnATh MOMHLIA OMana3oH AaT M BPeMEHMW, KOTopkie
MOryT BbITb NpeAcTaBneHsl ¢ Nomolb 3Toro DataEncoding. Hanpumep, ctpyktypa UNIX time_t umeet pas-
pelweHne TonbKo B 1 ¢ U HEe MOXeT npeactasnaTe AaTkl 4o 1970 roaa. Mo aTol npudnHe npu paboTte co 3Ha-
YeHMAMW OaTbl/BPpEMEHW, BbIXOOALWNMW 3a npeaenbl AMHAMWYECKOro AuanasoHa nnatopmbl paspaboTkuy,
OOMKHBI MPUMEHATLCA crieaylolme npasuna:

a) 3HadeHWe OaTbl/BpeMeHn KoaupyeTca kak 0, ecnu:

1) 3HayeHue paBHO unu paHee 1601-01-01 00:00 UTC,
2) 3HauyeHWe npeacTaBnseT coboi Haubonee paHHIOKW AaTy, KoTopas MOXeT ObiTe NpeAcTaBrneHa ¢
NMOMOLLbH KOOAWPOBKW NnaTdopMbl paspaboTku;

6) nata/BpemMsa KOOMPYIOTCS Kak MakcumanbHoe 3HadeHue ans Inté4, ecnu:

1) cornacHo yHuBepcansHOMy MuUpoBoMy cTaHzapTy BpemeHu (UTC) 3HadveHwe paBHo nnu Gonee
9999-12-31 23:59:59 UTC,

2) 3HayeHMe — 3T0 Haubonee NO3OHASA AaTa, KOTOPYH MOXHO NpeAcTaBUTh C MOMOLLLK KOOWPOBKN
nnatdopmel paspaboTku;

B) AaTa/Bpems OeKOAWMPYETCs Kak caMoe paHHee BpeMsi, KOTOpoe MoXeT ObiTb NpefcTaBneHo Ha nnat-
copme, ecnu:

1) unw 3aKkognpoBaHHOE 3Ha4YeHWe paBHoO,
2) unNn 3aKkoQVpOBaHHOE 3HaYeHue npeacTaBnaeT cobol BpeMs, NpedLllecTByOLee cCaMOMy paHHe-
MYy BPEMEHMU, KOTOPOEe MOXET BbiTh NpeACcTaBNEHO C NOMOLLLI KOAUPOBKK NnaTdopmMbl pa3paboTku;

r) oata/BpemMs OeKoOoMpyeTcsa Kak camoe No3dHee BpeMsl, KOTopoe MoXeT BbiTh NpeAcTaBNeHo Ha nnat-

cdopwme, ecnu:
1) 3akoanpoBaHHOE 3Ha4YeHue ABMAETCH MakcuMarnbHbIM 3Ha4YeHnem ans Inté4,
2) 3aKogMpoBaHHOE 3HaqeHve npeacTtaenseT coboin Gonee nozgHee Bpems, Yem caMoe no3gHee
BpeMS, KOTOpOe MOXET BbITk NPeACTaBNeHo ¢ MOMOLLLH KOAUPOBKY NNaTgopmMbl pazpaboTku.

[aHHble NpaBuna nogpasymeBarT, UTO camble paHHWe W camble MO3OHWE MPOMEXYTKW BPeMeHU, KO-
TOpble MOryT ObiTh NPeACTaBNeHsLl HA AaHHOW nnatdopMe, ABNSATCA HEAONYCTUMBIMUA 3HAYEHUAMK OaThl 1
BpeMeHW 1 JomkHbl 0bpabaTbiBaTbCs NPUNOXKEHWSIMKM COOTBETCTBYHOLMUM 0Bpasom.

Ecnu gekogep dukcupyet 3HadeHune DateTime ¢ paspelueHnem, npesbILLaloWmMM paspeLlleHne, nogaep-
XKMBaemoe Ha nnatopme paspaboTku, OH AOMKEeH UCKaTb 3Ha4YeHne AoNyCTUMOeE.

5.2.2.6 Guid

Guid kogupyetcs B cTpykTYpy (cMm. Tabnuuy 2). [Nonsa KogupyrTcsa nocrnefoBaTenbHO B COOTBETCTBUU
C TUMOM AaHHbIX nonsa. Ha pucyHke 5 nokazaHo, kak Guid «72962B91-FA75-4AE6-8D28-B404DC7DAF63»
KOAQupyeTcs B MoToKe HaiToB.

Data1 Data 2 Data 3 Data 4

91 2B | 96 | 72 | 75 | FA | E6 | 4A | 8D | 28 B4 04 | DC | 7D | AF | 63

0 1 2 3 4 5 6 7 8 9 10 N 12 13 14 15 16
PucyHok 5 — KogupoBaHue Guid B ABOMYHOM MOTOKE

5.2.2.7 ByteString
ByteString koanpyetcsa kak nocrnefoBaTensHOCTe GalTOB, KOTOPO NpefllecTByeT ee AnvHa B GanTax.
OnuvHa koaupyeTcs kak 32-6MTHOe Lernoe YMCIo CO 3HaKoM, Kak OnmucaHo Bbile.
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Ecnu anuHa ctpokn 6anTtoB paBHa —1, To cTpoka 6alToOB UMEET 3HAaYEHNE «HOIb».

5.2.2.8 XmlElement

XmlElement — aTto cparmeHT XML, cepuanuaoBaHHbli Kak cTpoka UTF-8, a 3aTem 3akooupoBaHHbLIN
kak ByteString. Ha pucyHke 6 nokasaHo, kak XmlElement «<A>Hot</A>» kogupyeTca B NnoToke HanToB.

OnuHa <A> ropa4uit b4 </A>

OD | 00| 0O | 00 | 3C | 41 3E | 72 | 6F | 74 E6 | BO | B4 | 3C| 3F | 41 3E

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 6. 47
PucyHok 6 — KoguposaHue XmlElement B oBOMYHbIM NOTOK

Hekonep moxet Beibpate aHanv3 XML nocrne fekoaupoBaHus; ecni BO3HWMKAeT HeMucnpaBMmMas owmnbka
CYHTaKCUYECKOro aHanvaa, Aekodep AOMKeH NpoaomkuTe obpaboTky notoka. Hanpumep, ecnv XmlElement
aenaeTca Tenom Variant unu anemMeHToM MaccuBa, KOTOpbIi sienseTcs TenomM Variant, To 06 3toi ownbke
TpebyeTca coobwmTh, ycTaHOBUB 3HadveHue StatusCode Bad_DecodingError ana napametpa Variant, onpe-
penswuwero Teno Variant.

5.2.2.9 Nodeld

KomnoHeHTbl Nodeld npuBeaeHsbl B Tabnuue 5.

Tatnuua 5— KomnoHeHTbl Nodeld

s Twun gaHHbIX OnucaHne komnoHeHT Nodeld

Mupekc ona URI npocTpaHcTBa MMEH.
Namespace Ulnt16 WMupekc 0 wucnone3yetca ana Nodeld-uoeHTudurkaTopoB, onpegeneHHbIX
OPC UA

dopmat 1M TN AaHHbIX UaeHTUKKaTopa. 3HavyeHne MOXeT BbITb OQHUM U3
cneayoLwmx:
NUMERIC npeactaenset coboi Ulinteger;

IdentifierType MNepeuncnenune STRING — String:
GUID — Guid;
OPAQUE — ByteString
Value He onpeneneH Wpoentudmkartop yana B agpecHoM npocTtpaHcTee cepeepa OPC UA

DataEncoding ana Nodeld BapeupyeTcs B 3aBUCMMOCTH OT COOAEPXKUMOT0 3Kk3emMnnapa. o aton npuym-
He nepBblA BaWT 3aKOAMPOBAHHOW (POpMbI YKa3blBaeT hopmaT oCcTansHOM YacTu 3akogupoBaHHoro Nodeld.
BoamoxHble chopmaThl KOOMPOBaAHWA AaHHbIX NpuBeaeHbl B Tabnuue 6. B Tabnuvuax 6—9 npueeneHo onuca-
HWe CTPYKTYpPbl KaX40ro BO3MOXHOro doopmara (uckrnodarT bant, obo3Haqarowmin dopmar).

Tabnuua 6— 3HavyeHuna Nodeld DataEncoding

Mmsa 3HaveHne | Onucanne Nodeld DataEncoding
Two Byte 0x00 Yucnoeoe 3HayeHWe, COOTBETCTBYylOLee 2-6alToOBOMY npeacTaene-
HWIO
Four Byte 0x01 Yucnoeoe 3HaveHue, COOTBETCTBRYIOLWEee 4-baiToBOMY NpeacTaene-
HUIo
) YucnoBoe 3Ha4yeHue, KOTOPOE He BNMChIBAETCA B 2- Unn 4-baiToBkie
Numeric 0x02
npeacTaBneHns
String 0x03 CTpoKoBOE 3Ha4YeHue
Guid 0x04 OpWeHTUpOBOYHOE 3Ha4YeHue
ByteString 0x05 HenpoapauHoe 3HayeHune (ByteString)
NamespaceUri Flag 0x80
Cwm. ExpandedNodeld B 5.2.2.10
Serverindex Flag 0x40
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CranpgaptHoe kogupoBaHue gadHHbix Nodeld umeert cTpykTypy, npeactaeneHHyio B Tabnuue 7. Ctal-
pgapTHoe kogmpoBaHue daHHbiXx Nodeld npumeHsoT gns Bcex dpopMaToB, OANA KOTOPbIX ABHbIM hopMaT He

onpengeneH.

Tabnuya 7— CraHgapTHOe KOQVMPOBaHMe OBOMYHBIX AaHHbIX Nodeld

msn 3HauyeHne Onucanne gBoudHbIX gaHHbix Nodeld

Namespace Uint16 Namespacelndex

NpoeHTndmKkaTop, KOTopbIi KOOQUPYETCH MO CNEAYIOWUM NpaguMnam:
NUMERIC — UInt32;

Identifier He onpeneneHo STRING — String;

GUID — Guid;

OPAQUE — ByteString

MNpumep cTpokosoro Nodeld ¢ npocTpaHCTBOM MMeEH, paBHbeIM 1, n naeHTudmkatopom, paeHeim Hot,
NoOKa3saH Ha PUCYHKe 7.

BanTt wudposaHus

MpocTpaHCTBO UMEH

/
T 7

03 |01 |OO | 06 [ OO | OO |00 | 72 | 6F |74 | E6 | BO | B4
0 1 2 3 4 5 6 7 8 9 10 11 12 13

Onuvna Fopsiunit K

PucyHok 7 — CrpokoBeirt Nodeld, onpegensemMeii W poBaHMEM U MOEHTUDUKATOPOM

2-bainToBoe kogMpoBaHue AaHHbiXx Nodeld nmeeT cTpykTypy, NpuBeneHHyio B Tabnuvue 8.

Tabnuuya 8 — KoguposaHve 2-6aMTOBbIX ABOMYHBIX OaHHbIX Nodeld

Nms Tun gaHHbIX OnucaHune 2-6anToBbix ABOMYHBLIX AaHHbIXx Nodeld

Namespace — ato npocTpaHcTeo umeH OPC UA no ymonyanuto (T. e. 0).

Identifier Byte Twn Identifier — Numeric.
Identifier pomkeH HaxoauTeca B gnana3zoxe ot 0 go 255

Mpumep 2-banToBoro Nodeld c ngeHTudukaTopom, paBHbiM 72, 4aH Ha pUcyHke 8.

LngppoBaHre WaoenTudukatop

00 12
0 1 2

PucyHok 8 — 2-6arToebln Nodeld

4-baiiToBOE KogupoBaHue AaHHbiXx Nodeld umeet cTpykTypy cornmacHo Tabnuue 9.

Tabnuya 9 — KognposaHue 4-6aMToBbIX ABOWYHBIX OaHHbBIX Nodeld

ms Tun gaHHBbIX OnucaHue 4-6anToBbiX ABOMYHbLIX gaHHbix Nodeld

Namespace Byte Namespace gomkeH HaxoauTbca B guanasoHe ot 0 go 255

Identifier Uint16 Tun Identifier — Numeric.
Identifier pomkeH HaxoguTecs B ananasode ot 0 go 65 535

Mpumep 4-6anToeoro Nodeld ¢ NpocTpaHCTBOM UMeEH, paBHBEIM 5, U nOeHTUdUKATOPOM, paBHbim 1025,
npeacTaBneH Ha pUCyHKe 9.
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Bant MpocTpaHcTBO
wudporaHmsa / UMeH
\ / NoeHTu-
dukaTop

01 05 01 | 40

0 1 2 3 4
PucyHok 9 — 4-6ainToBbii Nodeld

5.2.2.10 ExpandedNodeld

ExpandedNodeld pacwwupser ctpyktypy Nodeld, no3eonss sBHO ykasbiBaTb NamespaceUri Bme-
cTto ucnonb3oBaHua Namespacelndex. NamespaceUri aBnseTtca HeobsizaTenbHbiM. Ecnu oH ykasaH, TO
Namespacelndex BHyTpw Nodeld gomxeH MrHopupoBaThCs.

ExpandedNodeld kogupyetca nytem cHadana koguposaHua Nodeld, kak onvcaHo B 5.2.2.9, a 3atem
koaupoBaHusg Namespace Uri kak CTpOKU.

Jksemnnsap ExpandedNodeld moxeT ucnonb3osate Namespacelndex Bmecto NamespaceUri. B atom
cnyyae NamespaceUri He kogupyeTcs B noTtoke. [Npucytcteue NamespaceUri B notoke o6o3HavaeTcs ycTta-
HoBkoW chnara NamespaceUri B 6ante hopmaTa koauposaHusa ans Nodeld.

Ecnn NamespaceUri npucytcTByeT, TO Kogep gomkeH koaupoeath Namespacelndex kak 0 B noTtoke,
korga kogupyetcsa 4acte Nodeld. Heucnoneayembin Namespacelndex BkntwouyeH B NOTOK Ans obecneyeHus
eanHoobpasus.

ExpandedNodeld Takke moxeT umeTb Serverindex, koTopblii 3akogupoBaH kak UInt32 nocne
NamespaceUri. ®nar Serverindex B 6anTe kogupoeaHus Nodeld ykasbiBaeT, npucyTcTBYeT N Serverindex B
notoke. Serverindex onyckaeTcs, ecnv OH paBeH HyIo.

Kopoupoeka ExpandedNodeld umeet cTpykTypy, npegctaBneHHyto B Tabnuue 10.

Tabnuua 10— KoguposaHne aBonyHbIX gaHHbIX ExpandedNodeld

Wma Twvn aaHHbIX OnucaHue gBoM4YHbIX AaHHbIXx ExpandedNodeld
®narv NamespaceUri u Serverlndex B kogupoeke Nodeld ykasbiBatoT, npu-
Nodeld Nodeld P P y P
CYTCTBYHOT N 3T MONSA B NOTOKE
NamespaceUri String He NpuUCyTCTBYET, ecnn 3Ha4YeHWe paBHO HYIK UMK NYCTO
Serverlndex Uint32 He npucytcteyeT, ecrnu 0

5.2.2.11 Kog cocTtosiHMA

StatusCode kogupyeTcs kak UInt32.

5.2.2.12 Diagnosticlnfo

Ctpyktypa Diagnosticlnfo onucana 8 TOCT P 71809, B KOTOpOM yKasaH psaf, nornew, KOTOpble MOryT OT-
cyTcTBOBaTh. [0 3TON NpUYKMHE NPU KOOUPOBAHWUW UCMonb3yeTcsa BuToBasi Macka, YTobbl onpefenvTb, Kakue
nons AeNCTBUTENLHO NPUCYTCTBYHOT B 3aKOAMPOBAHHOW hopMe.

Mons Symbolicld, NamespaceUri, LocalizedText v Locale aBnstoTca uHgekcamu B Tabnuue cTpok, KoTo-
pasl Bo3BpallaeTcs B 3aronoske oteeTa (cm. [OCT P 71809). KogupyeTcsi TONbKO MHOEKC COOTBETCTBYHOLLEN
CTpOKW B Tabnuue cTpok. MHgekc —1 ykazbiBaeT, 4TO 451 CTPOKW 3Ha4YeHWe OTCYTCTBYET.

MpencTasneHHoe B Tabnuue 11 kogupoeaHue Diagnosticlnfo gonyckaet HeorpaHMYeHHOE BMNOXeHWe,
YTO MOXET NMPUBECTU K OLLMBKaM NepenoriHeHWs cTeka, gaxe ecnu pasmep cooblleHna MeHbLUe Makcumarnb-
HO gonycTumMoro. [lekogepsl OoMmKHBI nogaepxueate He meHee 100 ypoBHEW BNOXeHHOCTW W coobwaTts 06
owunbKe, ecnun Konm4ecTBO YPOBHEWN BIIOKEHHOCTM NpeBbILLaeT noaaepKveaemoe.
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Tabnuua 11 — KoavpoBaHue ABoWYHLIX OaHHbIX Diagnosticinfo

Mms

Tun paHHbIX

Onucanve aABonyHbIx AaHHbIx Diagnosticlnfo

BuToBasa macka, ykasbiBatoLlas, Kakme nons NpucyTCTRYIOT B NoToke. Macka
MMeeT BUTbI:

0x01 — Symbolic Id

0x02 — Namespace

Encoding Mask Byte 0x04 — LocalizedText
0x08 — Locale
0x10 — Additional Info
0x20 — InnerStatusCode
0x40 — InnerDiagnosticinfo

Symbolicld Int32 CumBOnMYyecKoe Mvsa Ansg Koga cocToaHUA
NamespaceUri Int32 [MpocTpaHCTBO MMEH, ONpedenstowese CUMBONMYECKUIA MOEHTUdUKaTOP
Locale Int32 HA3bIkoBOW CcTaHAAPT, UCMOMNb3yeMbli [N oKanyM30BaHHOMO TeKCTa
LocalizedText Int32 YpobovnTtaemasn Kpatkas MHhopMaUKnsa O Koge COCTOSAHMS
Additional Info String MogopobHas auarHocTuyeckan MHopMauus Ans KOHKPETHOrO MpUIoKeHUs
Inner StatusCode StatusCode Kop cocTosiHuA, npenoctaenaemslii 6a3oBo CUCTEMOW

Inner
Diagnosticinfo

Diagnosticlnfo

[narHocTuyeckas I/IHdDOpMaLI,VIH, CBA3aHHaA ¢ BHYTPEHHWMM KOOOM COCTOA-
HWA

5.2.2.13 QualifiedName
Crpykrypa QualifiedName kogupyeTtcs cornacHo Tabnvue 12. AbctpaktHasa cTpykTypa QualifiedName
npueeneHa B FTOCT P 71808.

Tabnuya 12 — KogupoBaHue aBomnyHbIX AaHHbX QualifiedName

Mmsa

Tun paHHbIX

OnucaHue ABoMYHbLIX AaHHbIX QualifiedName

Namespacelndex

Ulnt16

MH,ELeKC NpocTpaHCTBa MUMEH

Name

String

ma

5.2.2.14 LocalizedText

CrpykTypa LocalizedText cogepxuT ABa nons, KOTOpble MOMyT OTCYTCTBOBATL. [10 3TOW npuuunHe npu
KOAMPOBaHWK Mcnonb3yeTca GuTtoBas macka, uTobbl ykasaTb, Kakue nons AelCTBUTENLHO NPUCYTCTBYKOT B
3akoaupoBaHHoW hopme.

AbcTpakTHas cTpykTypa LocalizedText npuseneHa B FOCT P 71808, a kogupoBaHWe ABOWHHBIX SaHHbIX
LocalizedText npeactasneHo B Tabnuue 13.

Tabnuya 13 — KogvpoBaHve ABoMYHbIX AaHHbIX LocalizedText

Mms

Tun gaHHbIX

OnucaHne aoundHbIX AaHHbIX LocalizedText

BuToBas macka, ykasbiBaLlasi, Kakie nonsa npucyTcTBYIOT B noToke. Macka
nMmeeT BnThbI:

EncodingMask Byte 0x01 — Loeaies
0x02 — Text
Locale String AsbikoBon cTaHgapT. [NponyLweHo unn nycTo
Text String TekcT B ykaszaHHoOW nokanuaauwu. [NponyeHo nnu nycto

5.2.2.15 ExtensionObiject
O6wekT ExtensionObject kognpyeTcs kak nocnegoBatensHocTs GalToB, Nepen KOTOPbIMU HaxoaATcs
Nodeld, ero DataTypeEncoding n konn4yecTBo 3akoanpoBaHHbIX 6aWTOB.

13
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ExtensionObject moxeT BbITh 3aKOAUMPOBAH NPUIOXEHWEM, YTO 03HAYAET, YTO OH NepefaeTcs KOgUpoB-
wmKy kak ByteString unm XmlElement. B atom cnyyae kogep cMoXeT 3anucaTb konudecTso 6anTtos B obbekTe
0O TOro, Kak OH 3akogupyeT banTel. OgHako ExtensionObject MOXeT 3HaTh, Kak KoOAUMpOBaThb/AeKoaupoBaTh
cebsa, YTo 03HAYaeT, YTO KoAep AOMMKeH BbIMUCNUTL KonudecTBo BaiToB nepen KogMpoBaHWeM obbekTa Unu
WMETL BO3MOXHOCTE BLINOMHATL MOWCK Ha3az B NOTOKe M 0OHOBNATL ANWHY NOCNe KOAWPOBaHUA Tena.

Ecnu pekonep naeHtuduumpyet ExtensionObject, oH gomkeH npoBepuTb, pacno3HaeT N OH NOEHTU-
dukaTtop DataTypeEncoding. Ecnu ga, To OH MOXET BbI3BaTh COOTBETCTBYIOLLYIO (PYHKLMIO ANs AeKogupoBa-
Hus Tena obvekta. Ecrnn gekogep He pacnos3HaeT TWM, OH AOMKEH UCNOMb30BaTh KOAUPOBKY, YTODbI onpege-
nuTk, AiBngeTca nu Teno ByteString unu XmlElement, a 3atem gekoauposaTk Teno obvekTa unu obpaboTtats
ero Kak HenpospadHble AaHHble U NPoNyCTUTL ero.

CepuanuzoBaHHasa opma ExtensionObject npueenera B Tabnuue 14.

Tabnuua 14 — KogupoBaHue OBOMYHOMO TUNAa AAaHHbLIX paclUMpeHHoro odbLekTa

Mma Twvn AaHHbIX OnwvcaHne koaoe nonen

WpoeHTudmkatop yana DataTypeEncoding B agpecHoM npocTpaHcTBe cep-
Bepa. Obbektam ExtensionObject, onpeaeneHHbim cneuvdukaunen OPC
UA, npuceoeH 4ymucrioBor ugeHTudpukatop yana ¢ Namespacelndex, pae-
HeiMm 0. YncnoBsele naeHTUdVKaTopel onpegeneHsl B A.3.

[ekogepbl MCMONb3YIOT 3TO MNone ANns onpedeneHns cvHTakcuca Tena. Ha-
npumep, ecnu ato none sensetrcAa Nodeld obwekra koguposku JSON ans
DataType, To Body npegctaensier cobon ByteString, cogepxawmid OOKy-
meHT JSON, 3akogmpoBaHHbIf kak cTpoka UTF-8

Typeld Nodeld

MepeuncneHue, ykasbiBawllee, kak Kogupyetca Teno. [MapameTp MOXeT
WUMETL CreaytoLme 3Ha4YeHNs:

Encoding Byte 0x00 — Teno He 3aKOAWPOBAHO;

0x01 — Teno 3akoauporaHo Kak ByteString;

0x02 — Teno sakoaupoBaHo kak XmlElement

OnvHa Tena obwekTa.

Length Int32
[nvHa gomxHa BbiTe yKasaHa, ecrnv Teno 3akoguMpoBaHo

Teno obbekTa.

[aHHoe none cogepxnt HeobpaboTtaHHble BanTel Ans Ten ByteString.

Ona ten XmlElement ato none cogepxut XML, 3akogupoBaHHLINA Kak CTpo-
ka UTF-8 6e3 HyneBoro cumMmBona-TepMuHaTopa.

Body Byte HekoTopble CTPYKTYpbl C BOUYHBLIM KOOUPOBAHWEM MOTYT UMETb Cepuanu-
30BaHHYK ONWHY, He KpaTHylo 8 6ut. KogmpoBwwWkKn gomkHbl AobaBnaTb
0 6uT, 4TobbI rapaHTUPOBaTb, YTO CEpPManM3oBaHHaa AnuHa KpatHa 8 6urt.
[ekonepel, NOHAMAaKOLWWE CepuanvM3oBaHHbli hopMaT, OOMKHbI MTHOPUPO-
BaTb ODUTLI 3anonHeHWA

ObbekTbl ExtensionObjects ncnonb3yTcs B OBYX KOHTEKCTaX: Kak 3HAYeHUsl, CoAepKallnecs B CTPyK-
Typax Variant, unu kak napameTpsl B coobuueHusix OPC UA.

Oexonep MoXeT BbibpaTk aHanua Tena XmlElement nocne gekoavpoBaHWs; ecriv BO3HUKAET Heucnpa-
BUMasi oLUMOKa CMHTaKCMYECKOro aHanunsa, AeKo4ep OOMKeH NonbITaTeest NpogorxkuTe obpaboTky notoka. Ha-
npumep, ecnu ExtensionObject sBnsieTcs Tenom Variant unv sneMeHToM MaccrBa, KOTOPbIN SBNAETCH TENOM
Variant, To 06 aToi oLIMOKe MOXHO co0OLWKMTEL, yCTaHOBMB 3HaqeHwe Variant B StatusCode Bad_DecodingError.

5.2.2.16 Variant

Variant — o6beauHeHue BcTpoeHHbIX TUnoB. CTpykTypa Variant npegcraenena B Tabnuue 15.
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Tabnuua 15— CrpykTypa Variant gBOMYHOro KOAMPOBAHWA JaHHbLIX

ms Tun paHHbIX OnucaHwe Kogos nonen

Twn gaHHbIX, 3aKOOUPOBaHHBIX B MOTOKE.

3raveHve 0 ykasbiBaeT NULL v oTcyTcTBME KOOMPOBaHWA ApYrvX Mnonew.
Macke npucBoeHb! cnegyloLme butel:

0:5 — BcTpoeHHbIN naeHTUdUKaTop TMNa (cM. Tabnuuy 1);

6 — ncTUHHO, ecnu none «Pasmepbl MaccuBay 3aKoAMPOBaHO;
EncodingMask Byte 7 — WCTWHHO, eCnuy 3aKoOMpOoBaH MaccuB 3HaYeHWIA.

BeTpoeHHble ugeHTUdmkaTopel TNoB ¢ 26 no 31 B HacTosllee BpeMa He
Ha3Hau4eHbl, HO MOTyT MCNOMNB30BaTLCH B AanbHelweM. [lekogepel AOMKHbI
NPUHUMATL BCTPOEHHLIE MAeHTUMUKATOPI, Mpeanonaras, 4To 3Ha4eHue co-
[OepXuT CTPOKY BaiToB, 1 JOMKHbLI NepeaaBaTk B NpUnoxeHue. BctpoeHHble
KOAVPOBLUMKA HE AOMKHbBI MCNOMB30BaTE 3TW MAEHTUMDUKATOPEI

KonuyecTeo aneMeHTOB B Maccuee.

[laHHoe none NpucyTCTBYET, ecny GUT MaccUBa YCTaHOBMEH B Macke Kogu-
poBaHus.

MHoromMepHbele MaccuBbl KOAUPYKTCA Kak O4HOMEPHbLIA MACCHB, U B 9TOM
none ykasoieaeTtcs obLuee KONMYeCTBO anNemMeHToB. MIcXoaHbIA MacCcB MO-
HO BOCCTAHOBMTb MO W3MEPEHWAM, KOTOpbIE 3aKoOWPOBaHbl NMocre nons
3HaYeHMA.

MamepeHus Gonee BbICOKOTO paHra CepuanunayoTes B nepeyto odepeab. Ha-
npUumMep, MaccMe pasmepHocTaMu [2,2,2] 3annchiBaeTcsa B TakoM MOpsaKe:
[0,0,0], [0,0,1], [0,1,01, [0,1,1], [1,0,0], [1,0,1], [1,1,0], [1,1,1]

ArrayLength Int32

3HayeHve, 3aKoAMpPOBaHHOE B COOTBETCTBMM CO BCTPOEHHBLIM TMMOM AaH-
HbIX.

Ecnun B Mmacke kogupoBaHUa yCTaHOBNEH BUT MaccuBa, TO Kaabli anemMeHT
Maccusa KogupyeTcs nocnegoBaTensHo. [ocKoneKy MHOrMe TWMbl UMEKT
KOOMPOBKY NEPEMEHHOW ANWHbI, KEXKAbIN 3NEMEHT AOMKEH OEKOANPOBATLCA
Value He onpegeneHo no nopsiaxy.

3HayeHWe He OomkHO BbiTe BApUaAHTOM, HO MOXET BbiTb MaccvBOM Bapu-
aHTOB.

MHorve nnatopMel peanu3auun He pasnuyaloT OAHOMEPHbIE MAaCCHBbI
GariToe 1 6anToBblE CTPOKK. [10 3TOW NpUYKHE Oekodepam paspeLleHo aB-
ToMaTtudecku npeobpasoBbiBaTe Maccus BanToB B ByteString

KonuuecTBo namepeHuii.

ArrayDimensions
Int32 37O none NpycyTCTBYeT TOMBKO B TOM Cry4yae, ecnv B Macke KogupoBaHUs

Length . .
9 yctaHoeneH dnar ArrayDimensions
OnuHa KaKgoro M3MepeHwus, 3akogupoBaHHas Kak nocrnedoBaTenbHOCTb
3HaveHun Int32.
Mone npucyTcTBYET, ecny B MacKke KOAMPOBaHWA YycTaHoeneH dnar
; ; ArrayDimensions. MamepeHns 6onee HM3KOro paHra nNoABNAOTCA B Maccu-
ArrayDimensions Int32

BE MepBbIMU.

Bce pazmepbl 4omKHbI BbITe YKa3aHbl M 0OMmKHb! BeiT Bonee HynA.

Ecnn ArrayDimensions HecoBmecTuMbl C ArraylLength, gekogep AoOmKeH
ocTaHoBUTLCA W Bbi3BaTe Bad_DecodingError

Tunel U X NOEHTUUKATOPLI, KOTOPLIE O0MNycKaeTcsa 3akoauposaTk B Variant, nokazaHsl B Tabnuue 1.

5.2.2.17 DataValue

DataValue HenameHHO NpeflLecTBYET Macke, yKasbiBatoLLen, Kakne nons NnpucyTCTBYHOT B noToke. [lons
DataValue npvBegeHbl B Tabnvue 16.
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Tatnuua 16 — [JBOMYHOE KOQMPOBaAHME AaHHbIX

st Tun faHHbIX OnucaHnre KogupoBaHWA AaHHbIX

ButoBasa mMacka, ykasbiBawLlas, Kakve nonsa NpucyTCTBYHOT B NoToke. Ma-
cKa UMeeT crnegylolime Butbl:

0x01 — False, ecnn 3Ha4yeHWe paBHO HyIH;

0x02 — False, ecnu koQ COCTOAHUA XOPOLLUIA;

0x04 — False, ecnv BpemeHHas MeTka uctouHnka — DateTime.MinValue;
0x08 — False, ecnn BpemeHHas MmeTka cepeepa — DateTime.MinValue;
0x10 — False, ecnun ncxogHele NUkocekyHabl paBHbl 0]

0x20 — False, ecnu nukocekyHOb!l cepBepa paBHbl 0

Encoding Mask Byte

3HaveHue oTcyTcTByeT, ecnk 6uT Value B EncodingMask nMeet 3Have-

Value Variant
Hue False

Cratyc, cBA3aHHEIN CO 3HaYeHneMm.
Status StatusCode OTcytcrByet, ecnn 6ut StatusCode B EncodingMask vumeer 3HaveHue
False

WcxoaHas BpeMeHHas MeTKa, CBA3aHHAas CO 3Ha4YeHWeM.
SourceTimestamp DateTime OTcytcrByet, ecnu 6ut SourceTimestamp B EncodingMask umeet 3Ha-
yeHue False

Yucno 10-nukocekyHOHbIX MHTepeanoe anga SourceTimestamp.
OTcyTterByeT, ecnu 6ut SourcePicoSeconds B EncodingMask nmeeT 3Ha-
yeHue False. Ecnv BpemeHHaa MeTka WCTOYHMKa OTCYTCTBYET, NMUKOCe-
KyHObl UITHOPUPYHOTCA

SourcePicoSeconds Ulnt16

BpemeHHasn meTka cepBepa, CBS3aHHas CO 3Ha4eHneM.
ServerTimestamp DateTime OTcyTtcrByerT, ecnu 6uT ServerTimestamp B EncodingMask umeet 3Have-
Hue False

Konnyecteo 10-nuKoceKkyHOHbIX MHTepBanoe ana ServerTimestamp.
OTcytcrByert, ecnu 6ut ServerPicoSeconds B EncodingMask nmeet 3Ha-
yeHue False. Ecnv BpemMeHHas MeTKa cepBepa OTCYTCTBYET, MUKOCEKYH-
bl UITHOPUpYHOTCS

ServerPicoSeconds Ulnt16

Monsa Picoseconds xpaHAT pasHuUy MeXay METKOM BPEMEHW BbICOKOro paspelleHus ¢ paspellueHuem
10 nc n 3Ha4eHnem nonsa Timestamp, kotopoe nmeeT paspeweHne Bcero 100 He. [Nons Picoseconds gomnx-
Hbl cogepxaTb 3HadeHua meHee 10 000. Jekoaep oomkeH obpabaTbiBaTe 3Ha4YeHUs, bonblIMe UMK paBHble
10 000, kak 3HaveHre 9999.

5.2.3 lecATUYHbIE

OecsTuyHble gpobu koanpyroTca, kak onucaHo B 5.1.7. [ecatuuHoe ymcno He umeet NULL.

5.2.4 MNepeuncnenuns

[MepeyncneHns KogupyTca kak 3Ha4yeHna Int32. MNepedncneHne He nmeet NULL.

5.2.5 MaccuBbl

OpHoMepHbIe MacCUBLI KOOUPYHOTCS Kak MocNefoBaTENBHOCTL 3NEMEHTOB, KOTOPbIM NpealluecTBYeT KO-
TNMYECTBO 3MEMEHTOB, 3aKOANPOBaHHLIX Kak 3HadeHue Int32. Ecnu maccue umeeT 3HaveHne NULL, ero gnuHa
kogupyeTtca kak —1. MaccuB HyneBsoW ONWHLI OTNYYaeTcs oT Mmaccuea, umerowero NULL, noatomy kogepebl 1
aexkoaepbl AOMKHLI COXPaHUTbL Takoe pasnuyue.

MHoromepHbsle MaccuBbl KOOUPYIOTCA Kak MmaccuB Int32, coaepxallnini U3amepeHusl, 3a KOTOPbIMUK Ccrie-
OYeT CMWUCOK Bcex 3HadeHuid B Maccue. Obulee KOMMYECTBO 3HAYeHW paBHO MPOM3BEAEHU M3MEPEeHUA.
KonunyecTBO 3HayeHuin paegHo 0, ecnn 0aHO WUIK HECKOMBKO M3MepeHnin MeHee unu paeHbl 0.

lNMpouecc BocCcTaHOBMEHWA MHOMOMEPHOro Maccuea onucaHd B 5.2.2.16.

5.2.6 CTpyKTyphI

CTpyKTypbl KOOUPYIOTCA Kak NocrnefoBaTeibHOCTL MoMnei B TOM Nopsake, B KOTOPOM OHK NOSBMSIOTCA B
onpegeneHnn. KoonpoBKa Kaxaoro nons onpegensercs BCTPOEHHbIM TUNOM Mnons.

Bce nons, ykazaHHble B CTPYKTYpe, AOMKHbI ObiTh 3aKodupoBaHbl. MHopmauusa o HeobssaTenbHbIX
nornsix B CTPYKType npuBedeHa B 5.2.7.

CtpykTypbl He uMeroT NULL. Ecnu KogMpOBLIWK HanucaH Ha fA3blke NporpaMMUPOBAHNUSA, KOTOPLIA Mo-
3BonsieT cTpykTypam umete NULL, Toraa kognpOBLUKMK JOMKEH CO30aTh HOBBIA 3K3EMMNAP CO 3HAYEHUAMM NO
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YMONUYaHWIO A5 BCEX Nonen u cepnannsosaTtk ero. B sTon cutyauum KOAUMPOBLLMKN HE JOSKHbI FeHepupoBaTh
ownbKy KOQUPOBaHWS.

Hwxe npuBeneH Npumep CTPYKTYPbI C UCNONb30BaHNeM cuHTakcuca C/C++:

struct Type2

{

Int32 A,

Int32 B;

b

struct Type1

{

Int32 X;

Byte NoOfY;

Type2* Y;

Int32 Z,

b

B npueseneHHom Bhile npumepe C/C++ none Y aBnaeTcs ykasaTenem Ha MaccuBs, ANUHA KOTOPOro Xpa-
Hutcs B NoOfY.

Mpy KOOMPOBaHWW MaccuBa OMWMHAa SABMASETCS YacTbio KOAMPOBKWM Maccusa, noatomy none NoOfY He
kogupyeTtcs. Tem He MeHee Kogepbl 1 Aekogeps! ncnone3ytoT NoOfY Bo Bpemsi kogupoBaHus.

Ok3emnnsap Type1, KOTOpbIA COQEPXKUT MaccuB U3 OBYX 3K3eMnnsporB Type2, BynoeT 3ako4WpOBaH Kak
28-banToBasa nocrnegoBaTensHOCTL. Ecnn Bbl sk3emnnap Type1 6ein 3akogupoBaH B ExtensionObject, oH 6bl
MMen OoNONHUTENbHLIN Npeduke, NnpeacTaBneHHbIn B Tabnuue 17, obwan gnvHa kotoporo coctaeuT 37 banT.
Typeld, Encoding un Length — 3710 nons, onpegenexHble ExtensionObject. Koguposka aksemnnsapos Type2 He
BKITHOYaET Kakon-nubo naeHTudukaTop Tuna, Tak Kak oH siBHO onpegeneH B Type1.

Tabnuuya 17 — MNpumep CTpYKTYpPbI ABoM4HOro kognpoeanus OPC UA

Mone BanTbl 3Ha4eHus gsondHblx kogos OPC UA
Type Id 4 MpoeHTrndmkaTtop yana gBOWYHOrO KognpoeaHus Type 1
Encoding 1 0x1 ana ByteString
Length 4 28
X 4 3HaveHue nong ‘X'
Y.Length 4 2
Y.A 4 3HadveHue nons "Y[0].A'
Y.B 4 3Ha4veHue nons "Y[0].B'
Y.A 4 3HauveHue nons "Y[1].A'
Y.B 4 3HadveHue nons "Y[1].B'
Z 4 3HayeHue nong 'Z'

3HaveHust atpnbyTta DataTypeDefinition ans yana DataType, onuceiBatowero Typel u Type 2, npusege-
Hbl B Tabnmuax 18 n 19.

Tabnuya 18 — Xapaktepuctuka atpubyta DataTypeDefinition ana yana DataType, onuceiBatowero Typel

Nmsa Tun Onucanwve aTpubyTa
defaultEncodingld Nodeld Nodeld yana «Type1_Encoding_DefaultBinary»
baseDataType Nodeld “i = 22" [Structure]
structureType StructureType Structure_0 [Structure 6e3 onuMoHanbHbIX Monei]
fields [0]: StructureField: —

17
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OkoHYaHue mabnuubi 18

s Twun Onucaxwne atpubyra

name String X"
description LocalizedText Onucanune X
dataType Nodeld "i = 6" [Int32]
valueRank Int32 -1 (Scalar)
isOptional Boolean False
fields [1]: StructureField: —

name String "y"
description LocalizedText OnucaHwe Y-maccuBa
dataType Nodeld Nodeld yana Type2 DataType (e.g. "ns = 3; s = MyType2")
valueRank Int32 1 (OneDimension)
isOptional Boolean False
fields [2]: StructureField: —

name String o
description LocalizedText Onucaxue Z
dataType Nodeld "i = 6" [Int32]
valueRank Int32 —1 (Scalar)
isOptional Boolean False

Tabnuua 19— Xapakrepuctuka atpubyta DataTypeDefinition ansa yana DataType, onuckiatowero Type2

ma Tun Onucaxwve atpubyra
defaultEncodingld Nodeld Nodeld yana "Type2_Encoding_DefauliBinary"
baseDataType Nodeld "i = 22" [Structure]
structureType StructureType Structure_0 [Structure 6e3 onuvoHanbHbIX Nonen)
fields [0]: StructureField: —
name String "A"
description LocalizedText OnucaHue A
dataType Nodeld "i = 6" [Int32]
valueRank Int32 —~1 (Scalar)
isOptional Boolean False
fields [1]: StructureField: —
name String "B
description LocalizedText OnwucaHue B
dataType Nodeld "i = 6" [Int32]
valueRank Int32 —1 (Scalar)
isOptional Boolean False
18
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5.2.7 CTpyKTYpbIl C HeoBA2aTeNbHbIMU NONSAMMK

CTpykTypbl C HeobA3aTeNbHBIMKM NOMSMW KOAUPYIOTCA C MOMOLLbID Mackn KOAWPOBaHWA, NpeqlwecTBy-
loLWen nocnefoBaTensHOCTM Nonei B TOM NopsiAake, B KOTOPOM OHUW NOSABNSAIOTCS B onpegeneHvu. Kogupoeka
KaX4oro nonsi COOTHOCWUTCS C TUMOM OaHHbIX NOMs.

Encoding Mask — 32-6utHoe Lenoe yucno 6e3 3Haka. Kaxgomy HeobasaTensHOMY NOMK Ha3HavyaeTcs
poBHO 1 6uT. MNepBomMy HeobA3aTenbHOMY MomM NpuceavBaeTca 6uT 0, BTopoMy 06s3aTenbHOMY MOMIO Ha3Ha-
YyaeTcs 6UT 1 1 T. 4., Noka BceM HeobasaTenbHbIM NoNAM He ByayT NpUcBOeHbl 6uTkl. B ogHoM cTpykType Ao-
nyckaeTca MakcuMmym 32 Heobsa3aTenbHblx nonsd. HeHaszHayeHHble BUThI yCTaHaBNMBaKTCA KOAUPOBLLMKAMU B
3Ha4eHwue 0. flekogepsbl AomkHbl cooblaTte 06 owmnbke, ecnu HeHasHadyeHHble BUTLI He paBHbI 0.

MpumMep cTpyKTypbl C HeobsA3aTenbHEIMKU NONSMUW, UCMONb3ylolWen cuHTakenc C++:

struct TypeA

{

Int32 X;

Int32* O1; SByte Y; Int32* O2;

%

roe O1 n 02 — HeobAzaTenbHble NONA, KOTOpble UMetOT 3HadeHne NULL, ecnu oHW oTCyTCTBYIOT.

Oxk3emnnap TypeA, KoTopbl cogepXuT aABa obsazartensHbix (X 1 Y) n aBa HeobsazatensHelx (01 n 0O2)
nons, 6ygeT 3akogupoBaH Kak nocnegosaTtenbHocTb 6anToB. [InvHa nocnefoBaTenbHOCTH 6alToB 3aBUCKUT
OT OOCTYMNHbIX HeobazaTenbHbIX nonei. MNone mackv KOQMPOBaHWA onpedenseT 4OCTYNHbIE AONOMHUTENbHbIE
nons.

Ok3emnnsap TypeA, roe none 02 poctynHo, a none O1 HegocTynHo, ByaeT 3akognpoBaH kak 13-6anTo-
Baa nocnegoeaTtensHocTk. Ecnu akzemnnap TypeA 3akoguposaH B ExtensionObject, To oH BygeTt umets 3a-
KoaupoBaHHy bopMy, NpeactaBneHHyto B Tabnuue 20, u obwyo anuHy 22 banta. OnuHa Typeld, Encoding
n Length — ato atpubyTel nonei, onpegeneHHsbix ExtensionObject.

Tabnuya 20— MNpumep ABonYHOM KogupoBaHHoW cTpykTypbl OPC UA ¢ HeoBsasaTenbHbIMU NONsMu

Mone Bytes 3HaveHue aTpubyTa
Type Id 4 MaeHTrdunkaTop yana ABOMYHOIO kogmpoBaHna TypeA
Encoding 1 0x1 gnsa ByteString
Length 4 13
EncodingMask 4 0x02 gnga 02
X 4 3HaveHune X
Y 1 3HadveHune Y
o2 4 3HaueHne 02

Ecnu cTpykTypa ¢ HeobssaTenbHbIMKM NONAMMA MMeeT noaTtun, noatunsl pacwupsaiT EncodingMask,
onpefeneHHy Ana poaAUTENbCKOro 3neMeHTa.

3HaveHune atpubyta DataTypeDefinition ong ysna DataType, onuckiBatowero TypeA, npeactasnieHo B
Tabnvue 21.

Tabnuya 21— Xapaktepuctuka atpubyta DataTypeDefinition ona yana DataType, onuceisatowwero TypeA

Nmsa Tun Onucanwre atpubyTa
defaultEncodingld Nodeld Nodeld yana "TypeA_Encoding_DefauliBinary"
baseDataType Nodeld " = 22" [Structure]
structureType StructureType StructureWithOptionalFields_1 [Structure 6e3 onuroHanbHbIX Nonei]
fields [0]: StructureField: —
name String X"
description LocalizedText Onucanune X
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ms Tun Onuncanve atpubyta

dataType Nodeld "I =6"[Int32]
valueRank Int32 -1 (Scalar)
isOptional Boolean False
fields [1]: StructureField: —

name String "O1"
description LocalizedText Onucanue O1
dataType Nodeld "I = 6" [Int32]
valueRank Int32 —~1 (Scalar)
isOptional Boolean True
fields [2]: StructureField: —

name String My
description LocalizedText Onucanuve Z
dataType Nodeld "i = 2" [SByte]
valueRank Int32 —1 (Scalar)
isOptional Boolean False
fields [3]: StructureField: —

name String "02"
description LocalizedText Onucaxve 02
dataType Nodeld "I = 6" [Int32]
valueRank Int32 —~1 (Scalar)
isOptional Boolean True

5.2.8 O6beauHeHuUnA

Unions KogupylTcs Kak norne nepeknioueHns, NpegLllecTBylollee 0OHOMY W3 BO3MOXHbIX nonen. Kogu-
poBKa BbIGpaHHOIo Nonsa onpegensercsa TUNoM AaHHbIX nons. [one nepeknodaTens kogupyeTcs kak UInt32.

Mone nepekno4arens — WHAEKC AOCTYMHbIX nonei obbeguHeHus HadmHasa ¢ 1. Ecnu none nepeknto-
yaTtens paeHo 0, To none oTcyTcTBYeT. [ns NMoboro 3Ha4eHusl, NpeBbILLaloLLEero KOIMYecTBO onpeaeneHHbIX
nonen o6beauHEHNs, Kogepkbl U AeKogepbl 4oMKHbI cooBWNTE 06 ownbke.

Unions 6e3 nonei MMeeT Takoe Xe 3HadyeHwue, kak 1 3HadeHne NULL. ObveanHeHue ¢ nwobbiM NpucyT-
CTBYHOLWM nonem He asnsetca 3HavdeHnem NULL, gaxe ecnu 3HavyeHue camoro nons pasHo NULL.

Mpumep Unions ¢ ncnonb3oBaHnem cuHTakcuca C/C++:

struct Type2

{

Int32 A;

Int32 B;

h

struct Type1
{

Byte Selector;

union

{
Int32 Field1;
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TypeZ2 Field2;

}

Value;

b

B npueeneHHom npumepe C/C++ Selector n Value cemaHTUueckn ceasaHbl, 06pa3sya obbeguHeHune. MNo-
pAOOK Noren He MMeeT 3HaYEeHUs.

Oksemnnap Typel GygeTt 3akogupoBaH Kak nocnefoBaTensHocTb 6aiToB. [nMHa nocnenoBaTenbHOCTH
©anToB 3aBUCUT OT BbIOpaHHOro nons.

Ok3emnnaAp Typel, roe gocTtynHo none Field1, 6ynet 3akogupoBaH kak 8-baiiToBasi nocrnefoBaTenb-
HocTb. Ecnu Bbl a3k3emnnap Tuna 1 6win 3akoauposaH B ExtensionObject, oH umen Okl 3akogupoBaHHyto dop-
My, NpeACcTaBneHHy B Tabnuue 22, u obwyto aonudy 17 6ait. Typeld, Encoding n Length — 3To nons, onpe-
geneHHble ExtensionObject.

Tabnuya 22— MNpumep ABOMYHOW KogupoBaHHoW cTpykTypbl OPC UA

Mone Bytes OnucaHve nonewn
Type Id 4 MaoeHTudukatop ansa Typel
Encoding 1 0x1 ans ByteString
Length 4 8
SwitchValue 4 1 onsa Field1
Field1 4 3HaveHue Field1

5.2.9 CoobLieHun

Messages — CTPYKTYpbl, 3aKoANpOBaHHbIE Kak nocrnegoBaTensHocTh 6ainTos ¢ npedmkcom Nodeld gns
OBOWMYHOTO KogupoBaHna Tuna gaHHbix OPC UA, onpegeneHHoro 4na coobeHus.

Kaxgas cnyx6a OPC UA cornacHo FOCT P 71809 nmeeT coobueHne 3anpoca v oTeeTa. MgeHTuduka-
Topbl DataTypeEncoding, HasHauyeHHbIe Kaxaon Service, ykasaHbl B A.3.

5.3 OPC UA XML

5.3.1 BcTpoeHHbIe TUNLI

5.3.1.1 General

BONbLUIMHCTBO BCTPOEHHLIX TUNOB 3akoaupoBaHsl B XML ¢ ucrnone3oBaHueM (oopMaTtoB, onpefeneHHblx
B cneyundukauunm cxemsl XML, yacTe 2. TpeboBaHue y4eTa ocobbix OrpaHUHeHUA oNpeaennno BO3MOXHOCTb
npumeHeHns XML-cxembl ¢ CUHTaKCcMCOM, onpegeneHHbiM B cxeMax XML, 4acTe 2.

Mpeduke xs ncnoneayeTca Ana 0603Ha4YeHMA CMMBONA, onpeaeneHHoro cneuundukaumnen cxemsl XML.

5.3.1.2 Boolean

Jlornyeckoe 3HaveHWe KogupyeTcsl Kak 3HadeHue xs:boolean.

5.3.1.3 Integer

LlenouyncneHHble 3Ha4eHnsa KOQMPYKTCA C MCNoNb30BaHWeM OfHOro 13 noatunos Tuna xs:decimal. Co-
nocTaBneHns Mexay uenodvcnenusimu tTunamu OPC UA v Tunamu gaHHbix cxembl XML npuBegeHsl B Tabnu-
ue 23.

Tabnuua 23 — ConocrtaBneHusi TUMNOB AaHHbIX cxeMbl XML ans uensix yncen

N Tun ganHbix XML
SByte xs:byte

Byte xs:unsignedByte
Int16 xs:short
Ulnt16 xs:unsignedShort
Int32 xs:int
Ulnt32 xs:unsignedint
Int64 xs:long
Ulnt64 xs:unsignedLong
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5.3.1.4 Floating Point

3HadeHns ¢ NnaearLlen 3anaTorn KOOMPYKTCS C MCnonb30BaHWem ogHoro u3 tunoe XML ¢ nnasatowen
3anAtor. ConocTtaBneHua Mexay Tunamu ¢ nnaeatowei 3anatoil OPC UA » Tunamu gaHHbix cxembl XML
npegcTaeneHsl B Tabnuue 24.

Tabnuuya 24 — ConocTaeneHus TUNOB AaHHbIX cxeMbl XML ¢ nnasatoLlen 3ansaton

Nmsa Tun padHbix XML
Float xs:float
Double xs:double

Tun XML ¢ nnagawwen 3anaTton nogaepXuBaeT nonoxutenoHy beckoHedHocTb (INF), oTpuuatens-
Hyto BbeckoHeuHocTh (—INF) n Heuncnosoe ducno (NaN).

5.3.1.5 String

3HaueHwue String KogupyeTcs Kak 3HavyeHune xs:string.

5.3.1.6 DateTime

3HaueHne DateTime kogupyeTcs kak 3HadeHue xs:dateTime.

Bce 3HauveHua DateTime gomkHbl BbiTb 3akogupoBaHbl kak Bpemsa UTC unu ¢ ABHO yKa3aHHbIM YacoBbIM
MOACOM.

MNpaBunbHOE KOOUPOBaHWE:

2002-10-10T00:00:00+05:00;

2002-10-09T19:00:003.

HeBepHoe kKogupoBaHue:

2002-10-09T19:00:00.

PekomeHayetca, 4Tobbl Bce 3Ha4yeHns xs:dateTime 6einu npeacraeneHsl B popmate UTC.

Haunbonee paHHue n Hanbonee No3gHWE 3HAYEHWA AaThl/BpEMeHM, KOTopbie MOryT ObiTh NpeAcTaBneHb
Ha nnatdopMe pa3paboTku, MMeloT ocoboe 3HaveHne M He JOMKHbI KogupoBaTeeda B XML.

Haunbonee paHHee 3HavyeHWe AaThl/BpemMeHn Ha nnatdopme pa3paboTku AOMKHO ObiTh 3aKOAUPOBAHO B
XML kak «0001-01-01T00:00:00Z».

MNMocnepgHee 3Ha4YeHWe gaTtbl/BpeMeHun Ha nnatgopme pa3paboTku 4OMKHO BbITh 3akoampoBaHo B XML
Kak '9999-12-31T23:59:593".

Ecnu gekogep naoeHTuduumupyeT 3HadeHue xs:dateTime, KkoTopoe He MOXeT BbiTh MpeAcTaBneHo Ha
nnatdopme paspaboTku, OH JomKeH npecbpa3oBaTh JaHHOE 3HaJYeHWe B CaMOe paHHee N camoe nosgHee
3Ha4YeHve OaTbl/BpEMEHU, KOTOpble BO3MOXHO NpeacTaBuTh Ha nnatdopme paspaboTtku. Ecrnv obHapyxeHo
3Ha4YeHve gaThl, BLIXOAdLlee 3a Npedensl AoNycTUMOro ananasoHa, Aekogep XML He gomkeH reHepupoBaTth
oLmnBKy.

Camoe paHHee 3Ha4yeHue AaTbl/BpeMeHwn Ha nnatdgopme paspabotku akBueaneHTHo NULL paTbi/Bpe-
MEHH.

5.3.1.7 Guid

Guid kogupyeTcs ¢ cnonb3oBaHWeM CTPOKOBOrO NpeacTaBneHus, onpeaenerHHoro B 5.1.3.

Cxema XML gns Guid:

<xs:complexType name="Guid">

<xs:sequence>

<xs:element name="String" type="xs:string” minOccurs="0"/>

</xs:sequence>

</xs:complexType>

5.3.1.8 ByteString

3HaveHue ByteString kogmpyeTtcs kak 3HaveHue xs:baseb4Binary.

Cxema XML gns ByteString:

<xs:element name="ByteString" type="xs:base64Binary” nillable="true"/>

5.3.1.9 XmlElement

3HaueHne XmlIElement kogupyeTca kak xs:complexType co cneaytolwein cxemon XML:

<xs:complexType name="XmlElement’>

<xs:sequence>

<xs:any minOccurs="0" maxOccurs="1" processContents="lax"/>
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</xs:sequence>

</xs:complexType>
XmlElements MOXXHO MCMNOMbL30BaTh TOMLKO BHYTPK 3Ha4YeHunin Variant unm ExtensionObject.

5.3.1.10 Nodeld

rocCTt P 71811—202

3HaueHune Nodeld kogupyeTcs kak xs:string ¢ CMHTaKCUCOM:
ns=<namespaceindex>;<type>=<value>.
OnemeHTbl CMHTakcuca npueBefeHsl B Tabnuue 25.

Tabnuua 25— KomnoHeHTsl Nodeld

4

Mone

Tun gaHHbIX

Onucanuve nonewn Nodeld

Namespacelndex oThopmatmpoBaHo Kak Yncno no ocHoeaHuto 10.

<namespaceindex> Uint16 e
Ecnu nHaeke paeeH 0, To Bee ‘ns=0;', NyHKT onyckaeTcs
dnar, ykasbiBarowmia IdentifierType. ®nar uMeeT cnegyowme 3Ha4eHns:
i — NUMERIC (UInt32);
<type> Enumeration s — STRING (String);
g — GUID (Guid);
b — OPAQUE (ByteString)
MoeHTudukaTop, 3aKoaMpOBaHHbIA B BUOE CTPOKM.
WMaoeHtudukatop opMaTUpyeTcs ¢ UCNONb30BaHMEM COMOCTABIEHUSA
<value> Enumeration TMnoe AaHHbix XML ons ldentifierType.

Cnenyet UMeTb B BUAY, YTO MOEHTUDOUKATOP MOXET cofepaTk Mobon
HeHynesown cumBon UTF-8, Bkniovas npobeneol

Hanpumep, cuHtakcuc Nodelds MoxeT ObITb CReaylowmM:

i=13
ns=10; i=-1

ns=10; s=Hello:World
g=09087e75-8e5e-499b-954f-f2a9603db28a
ns=1; b=M/RbKBsRVkePCePcx240RA==

Cxema XML gnaNodeld:

<xs:complexType name="Nodeld”>
<xs:sequence>

<xs:element name="ldentifier’ type="xs:string” minOccurs="0"/>

</xs:sequence>

</xs:complexType>
5.3.1.11 ExpandedNodeld
3HaueHne ExpandedNodeld kogupyeTcs kak cTpoka XS CO CnefytLluM CUHTaKCUCOM:
svr=<serverindex>;ns=<namespaceindex>;<type>=<value>

nnn

svr=<serverindex>;nsu=<uri>;<type>=<value>.
Bo3amoxHble nonsa npuBeneHsbl B Tabnuue 26.

Tabnuya 26 — KomnoHeHTsl ExpandedNodeld

Mone

Twun AaHHbIX

OnucaHue nonen ExpandedNodeld

Serverindex oTchopMaTupoBaHo kak Yucno no ocHoBaHuio 10.

<serverindex> UInt32 B
Ecnu Serverindex paeHo 0, To Beck ‘svr=0;', NyHKT onyckaeTtcsa
Namespacelndex oThopmaTmpoBaHo Kak Yncno no ocHoeaHuo 10.
<namespaceindex> Uint16 Ecnu Namespacelndex pasHo 0, To Bce ‘ns=0;, NyHKT onyckaeTcs.

Namespacelndex He gomkHO NpuMcyTCTBOBaTL, ecnu npucyTcTeyeT URI
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MNone Tun gaHHbIX Onucanwve nonewn ExpandedNodeld

NamespaceUri B hbopmaTte cTpoku.

INMobele 3apesepBrpoBaHHble cuMBonbl B URI gomkHbl GbiTe 3aMeHeHb!
3HaKkoM «%», 3a KoTopeIM crieqyeT ero 8-6utoBoe 3HavdeHue ANSI, 3akoau-
pOBaHHOE B BMAE OBYX LUecTHaguatepuyHbix uudp (6e3 yyeta peructpa).

<uri> Strin o
g Hanpumep, cumBon *;’ ByaeT 3ameHeH Ha «%3B».
3apesepBupoBaHHble CUMBONBI: ' 1 ‘%',
Ecnn NamespaceUri umeeT 3Hadenve NULL unu nyctoe, Torga ‘nsu=;',
MYHKT OnyckaeTca
; &nar, ykaseiBatowmi IdentifierType.
<type> Enumeration y th P

3710 none onucaHo B Tabnuue 25

Cxema XML onsa ExpandedNodeld:

<xs:complexType name="ExpandedNodeld">

<xs:sequence>

<xs:element name="ldentifier” type="xs:string” minOccurs="0"/>

</xs:sequence>

</xs:complexType>

5.3.1.12 StatusCode

StatusCode kogupyeTcs kak xs:unsignedint no cnegytowen cxeme XML:

<xs:complexType name="StatusCode">

<xs:sequence>

<xs:element name="Code” type="xs:unsignedint” minOccurs="0"/>

</xs:sequence>

</xs:complexType>

5.3.1.13 Diagnosticlnfo

3HaveHue Diagnosticlnfo kogupyeTtca kak xs:complexType no cnegytowen cxeme XML:

<xs:complexType name="DiagnosticInfo">

<xs:sequence>

<xs:element name="Symbolicld” type="xs:int” minOccurs="0"/>

<xs:element name="NamespaceUri” type="xs:int” minOccurs="0"/>

<xs:element name="Locale” type="xs:int” minOccurs="0/>

<xs:element name="Localized Text” type="xs:int" minOccurs="0/>

<xs:element name="Additionallnfo” type="xs:string” minOccurs="0"/>

<xs:element name="InnerStatusCode” type="tns:StatusCode” minOccurs="0"/>

<xs:element name="InnerDiagnosticinfo” type="tns:Diagnosticinfo” minOccurs="0"/>

</xs:sequence>

</xs:complexType>

Diagnosticinfo gonyckaeT HeorpaHW4YeHHOE BMOXEHWE, YTO MOXET NPUBECTU K OLLMBKaM NepenorHeHus
CTeka, JaXe ecnu pas3mMep COODLLEeHWs MeHblle MakcuManbHo gonycTumoro. [ekodepbl AOMKHbI noadep-
*uBaTb He MeHee 100 ypoBHe# BnoXeHHOCTU. [lekodepbl AOMKHbI coobuaTte 0b ownbke, ecrnn Konm4yecTso
YPOBHE BNOXEHHOCTW NPEBLILLAET NOAAEPKNBAEMOE.

5.3.1.14 QualifiedName

3HaveHne QualifiedName kogmpyetcs kak xs:complexType no cnegywouwen cxeme XML:

<xs:complexType name="QualifiedName”>

<xs:sequence>

<xs:element name="Namespacelndex” type="xs:int” minOccurs="0"/>

<xs:element name="Name” type="xs:string” minOccurs="0"/>

</xs:sequence>

</xs:complexType>

5.3.1.15 Localized Text

3HaveHue LocalizedText kognpyetca kak xs:complexType no cnegytouwien cxeme XML:

<xs:complexType name="LocalizedText">

<xs:sequence>

<xs:element name="Locale” type="xs:string” minOccurs="0"/>
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<xs:element name="Text” type="xs:string” minOccurs="0"/>

</xs:sequence>

</xs:complexType>

5.3.1.16 ExtensionObiject

3HaueHue ExtensionObject kogupyeTtcs kak xs:complexType no cnegytwollen cxeme XML:

<xs:complexType name="ExtensionObject">

<xs:sequence>

<xs:element name="Typeld" type="tns:Nodeld” minOccurs="0"/>

<xs:element name="Body” minOccurs="0">

<xs:complexType>

<xs:sequence>

<xs:any minOccurs="0" processContents="lax"/>

</xs:sequence>

</xs:complexType=>

</xs:element>

</xs:sequence>

</xs:complexType>

Teno ExtensionObject conepxnT oauH 3neMeHT, KOTOpbIA NpeacTaenseT coboi CTPYKTYPY B KOOUPOBKE
ByteString unn XML. [lekogep MOXeT OTAWYUTb MX, MPOBEPUB INEMEHT BEPXHErD YPOBHS. SNEMEHT C UMEHEM
tns:ByteString cogepxuT Teno B geonyHoi koguposke OPC UA. Ilioboe gpyroe uMsa JOMmKHO coaepKaTb Teno,
3akogupoBaHHoe B cpopmate XML OPC UA. Typeld ykasbieaeT cuHTakcuc Tena ByteString, koTopbiii MoxeT
6eiTb JSON B kKoaupoeke UTF-8, aeonuHsiM UA unu kakum-nnbo gpyrum doopmartom.

Typeld — 370 Nodeld ons obwekta DataTypeEncoding.

5.3.1.17 Variant

3HadveHune Variant kogupyeTtcs kak xs:complexType no cnenywowien cxeme XML:

<xs:complexType name="Variant">

<xs:sequence>

<xs:element name="Value” minOccurs="0" nillable="true">

<xs:complexType>

<xs:sequence>

<xs:any minOccurs="0" processContents="lax"/>

</xs:sequence>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

Ecnu Variant npeacraesnset ckanspHoe 3HadeHWe, OH OOMMKEH codepXaTb OOUH JOYEpPHUN 3MeMeHT ¢
MMeHeM BCTPOEHHOro Tuna. Hanpumep, 3HavyeHne ¢ nnaBakoLLei 3anaTon oguHapHon TodHocTh 3,1415 Byget
3aKOOUPOBAHO Kak:

<tns:Float>3.1415</tns:Float>

Ecnu Variant npeacraenaet cobol ogHOMEpHLIA MaccuB, OH OOMKEH COAEepaTb OAWH O0YEPHURA ane-
MeHT ¢ npedmkcom ListOf n umeHem BcTpoeHHoro Tuna. Hanpumep, Array BygeT 3akogupoBaH Kak:

<tns:ListOfString=>

<tns:String>Hello</tns:String>

<tns:String>World</tns:String>

</tns:ListOfString>

Ecnwn BapuaHT npeacrtaenseTr coboi MHOrOMEpPHLIA MaccyB, OH JOIDKEH COAepKaTbh JOUYEPHUIA 3NeMEeHT
¢ umeHem Matrix c oByMA nogsnemMeHTamu, NokaszaHHbLIMW B NpuMepe:

<tns:Matrix>

<tns:Dimensions>

<tns:Int32>2</tns:Int32>

<tns:Int32>2</tns:Int32>

</tns:Dimensions>

<tns:Elements>

<tns:String>A</tns:String>

<tns:String>B</tns:String>
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<tns:String>C</tns:String>

<tns:String>D</tns:String>

</tns:Elements>

</tns:Matrix>

B npuBeneHHOM NpuMepe MacCUB COCTOMT U3 3MEMEHTOB!

[0,0] = «A»; [0,1] = «Bx»; [1,0] = «C»; [1,1] = «D»

OnemMeHTbl MHOTOMEPHOIO MacCuBa HEU3MEHHO CBOAATCA B O4HOMEPHbLIA MaccuB, roe W3MepeHWs
Bonee BbICOKOrO paHra cepuanu3yloTcs nepebiMU. [onyYeHHbIN O4HOMEPHBIM MacCWMB KOOWPYETCH Kak 4o-
yepHUin aneMeHT anemeHTa Elements. 3nemeHT Dimensions npeacTtaenaeTr coboir maccue Int32 3HauyeHuUi,
onpefensoLLmMxX pa3aMepsl MaccuMBa, HaunHas ¢ U3AMepPEeHUst CaMOro HU3KOro paHra. MHOromepHbIn MaccuB o-
NMyCTUMO PEKOHCTPYMPOBATL, UCNONbL3YA 3aKOOUPOBaHHbIE U3MepeHus. Bce paamepbl OMKHBI ObITh YKasaHbl
N OMKHBI 6bITh Bonblue HynsA. Ecnv pasmepbl He COOTBETCTBYIOT KONWYECTBY 31EMEHTOB B MaccuBe, AeKO4ep
LOMKEH OCTAHOBUTLCS W BblgaTh owwnbky Bad DecodingError.

MonHbli HAbop MMEH BCTPOEHHbLIX TUMOB NpuBeaeH B Tabnvue 1.

5.3.1.18 DataValue

3HaueHne DataValue kogupyetcs kak xs:complexType no cnegytwoulen cxeme XML:

<xs:complexType name="DataValue">

<xs:sequence>

<xs:element name="Value” type="tns:Variant” minOccurs="0" nillable="true"/>

<xs:element name="StatusCode” type="tns:StatusCode” minOccurs="0"/>

<xs:element name="SourceTimestamp” type="xs:dateTime” minOccurs="0"/>

<xs:element name="SourcePicoseconds” type="xs:unsignedShort” minOccurs="0"/>

<xs:element name="ServerTimestamp” type="xs:dateTime” minOccurs="0"/>

<xs:element name="ServerPicoseconds” type="xs:unsignedShort” minOccurs="0"/>

</xs:sequence>

</xs:complexType>

5.3.2 lecATUYHbIE

Decimal 3akogupoBaHo Kak xs:complexType no cnefgyouwen cxeme XML:

<xs:complexType name="Decimal”>

<xs:sequence>

<xs:element name="Typeld" type="tns:Nodeld” minOccurs="0"/>

<xs:element name="Body” minOccurs="0">

<xs:complexType>

<xs:sequence>

<xs:element name="Scale” type="xs:unsignedShort"/>

<xs:element name="Value” type="xs:string"/>

</xs:sequence>

</xs:complexType>

</xs:element>

</xs:sequence>

</xs:complexType>

Nodeld — HeM3MeHHO OecATUYHbLIA TUN daHHbIX. [1pyu KogupoBaHuK B Variant gecaTuyHoe YACno Koau-
pyetcs kak ExtensionObject. MaccuBbl OeCATUYHBIX 3HAKOB SBMAAKTCA MaccvBamMu 0OBLEKTOB pacluvpeHus.
X 3Ha4yeHWs 3aMMCbIBAlOTCA KaK Lenble Yuciia Co 3HakoM no ocHoBaHuio 10 6e3 orpaHuyeHur no pasmepy
(cm. 5.1.7 gna onucanung nonen Scale u Value).

5.3.3 MNepeuncnennn

Enumerations, KOTopble MCNONbL3YOTCSH B KAYECTBE NapameTpoB B coobenusax cornacHo FTOCT P 71809,
KOOMPYIOTCA Kak Xs:string ¢ CMHTaKcUCOM:

<symbol>_<value>

OrnemMeHTBl CMHTaKcuca npeacTasrieHbl B Tabnuvue 27.

Tabnuua 27 — KoMnoHeHTbl NepevvcrneHns

Mone Tun OnuvcaHre 3NeMeHTOB CMHTakcuca
<symbol> String CuMBOMUMYECKOE UMS MEPEYNCTIAEMOrO 3Ha4YEHUS
<value> Uint32 Ymcnoeoe 3HayeHne, CBA3aHHoe C NepeyncnaemblM 3Ha4eHnem
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Hanpumep, cxema XML ons nepeuncnernus Node Class:

<xs:simpleType name="NodeClass”">

<xs:restriction base="xs:string">

<xs:enumeration value="Unspecified 0"/>

<xs:enumeration value="Object_1"/>

<xs:enumeration value="Variable 2"/>

<xs:enumeration value="Method_4"/>

<xs:enumeration value="ObjectType_8"/>

<xs:enumeration value="VariableType_16"/>

<xs:enumeration value="ReferenceType 32"/>

<xs:enumeration value="DataType_64"/>

<xs:enumeration value="View_128"/>

</xs:restriction>

</xs:simpleType>

MepeuncneHus, xpaHswmecs B Variant, kogupyTcs kak 3HadeHue Int32. Hanpumep, nobas nepemen-
Has MOXeT UMeThk 3HadYeHue ¢ TunoM faHHbix NodeClass. B aTom cnyyae COOTBETCTBYHOLLEE YUNCMOBOE 3HAYE-
Hue nomellaetcs B Variant (Hanpumep, o6bekT NodeClass ByneT coxpaHeH kak 1).

5.3.4 MaccuBbl

[MapameTpbl OQHOMEPHOrO MaccuBa HEM3MEHHO KOAWPYHTCHA NyTeM YMakoBKW 3MEeMeHTOB B 3NIEMEHT-
KOHTEWHEp WU BCTaBKW KOHTEWHEpa B CTPYKTypy. MIMa aneMeHTa KoOHTeMHepa [OMKHO cOoBNagaTbh C UMEHEM
napametpa. img anemeHTa B MaccMBe OOMKHO ObITb UMEHEM TUMA.

Hanpumep, ecnun cnyxba 4yreHna npuHuMaeT maccus ReadValuelds, cxema XML 6ynet npencrasneHa
cnenywowM obpasom:

<xs:complexType name="ListOfReadValueld">

<xs:sequence>

<xs:element name="ReadValueld” type="tns:ReadValueld” minOccurs="0" maxOccurs="unbounded”
nillable="true"/>

</xs:sequence>

</xs:complexType>

ATpubyT nillable gomkeH ObITe YKa3aH, Tak kak koguposLlmkn XML BynyT yoansaTbe 3neMeHTbl B Maccu-
Bax, eCnv 3T 3neMeHTbl NycThle. [MapameTpbl MHOTOMEPHOrO MaccuBa KOAUPYHTCA ¢ UCNOMNb30BaHWEM TUMNA
Matrix, onpeneneHHoro B 5.3.1.17.

5.3.5 CTpyKTypbI

CTpykTypbl kogupyloTcs Kak xs:complexType co BCeMW MOnsiMy, pacnonoXeHHbIMW B onpeaeneHHoR
nocrnenoBaTensHOCTU.

Bce nons kogupytoTcs Kak arnemeHT xs:element. [1ns Bcex anemeHToB napameTp minOccurs ycTaHOBMEH
B 3HaveHme 0, 4ToObl oDecneynTs KOMMakTHoe npeacTtaenenre XML. Ecnv anemMeHT OTCYTCTBYET, UCMONb3yeT-
CHl 3Ha4YeHWe Mo yMOon4aHu ansa Tuna nons. Ecrnv Tun nons — aTo CTPYKTYpa, TO 3Ha4YeHWeM No yMOMNYaHuo
ABMNSAETCH 3KIEMNNAP CTPYKTYPLl CO 3HAYEHUSIMM MO YMOMYaHMI0 AN KaXO0ro cofepxallerocs nons.

Twunel, 4Ns KOTOpbIX onpefeneHo 3HaveHune NULL, gomkHel MMETL YyCTaHOBMEHHLIN dnar nillable="true”.

Hanpuwmep, ecnu cnyx6a uteHus uMeeT B 3anpoce cTpykTypy ReadValueld, To cxema XML 6yget npegn-
cTaBneHa cregyowmm obpasom:

<xs:complexType name="ReadValueld”’>

<xs:sequence>

<xs:element name="Nodeld” type="tns:Nodeld’minOccurs="0" nillable="true"/>

<xs:element name="Attributeld” type="xs:int” minOccurs="0"/>

<xs:element name="IndexRange” type="xs:string” minOccurs="0" nillable="true"/>

<xs:element name="DataEncoding” type="tns:Nodeld” minOccurs="0" nillable="true”"/>

</xs:sequence>

</xs:complexType>

5.3.6 CTpyKTypbl C HeoGAzaTeNbHLIMU NONSAMMU

CTpykTypbl C HEOBsI3aTENBHLIMY NONSAMUW KOOAUPYHOTCA Kak xs:complexType, Bce nonsa NosiBnsawTCH no-
cnepogatensHo. [epBbiM anemMeHTOM siBnsAeTcs BUTOBAs macka, onpefensallas Kogupyemble nons. buthel
MacKu MocrefoBaTenbHO HasHa4YakTcs HeobsizaTenbHbIM NOMASAM B MOPsigke, B KOTOPOM OHW MOSIBASIOTCS B

CTPYKTYpe.
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[Ons obecneveHns komnakTHoro XML, B XML moxeT 6bITh nponyiieHo nwoboe none, NosToMy AeKoaepsl
OOJMKHbI HA3Ha4YaTb 3HA4YeHUs No yMONYaHWio Ha OCHOBE TuNa NonsA Ana Bcex obaszarenbHbiX Nonem.

Hanpumep, ecnu crniegyrollas CTpYKTypa MMeeT ogHo 0bsA3aTensHoe W OBa HeobssaTenbHbIX Nons, To
cxema XML byget npencraeneHa cnefyroLwmM obpasom:

<xs:complexType name="OptionalType”>

<xs:sequence>

<xs:element name="EncodingMask” type="xs:unsignedLong"/>

<xs:element name="X" type="xs:int” minOccurs="0"/>

<xs:element name="01" type="xs:int" minOccurs="0"/>

<xs:element name="Y" type="xs:byte” minOccurs="0"/>

<xs:element name="02" type="xs:int" minOccurs="0"/>

</xs:sequence>

</xs:complexType>

B npuBeneHHom npumepe EncodingMask nmeet 3HaveHune 3, ecnu 3akogmposatbl 1 O1, n O2. Kogepsl
OOIMKHbI YCTaHaBnuMBaTe Heucnonb3yeMeble 6uThl B 3HauveHue 0, a gekodepsbl OOMKHbI UTHOPUPOBAThL HeWc-
nonb3yemsbie BUTHI.

Ecnu cTpykTypa ¢ HeobsazaTenbHbIMK NONAMW MMeeT NoATwun, NoATWMbl pacwupsawT EncodingMask,
onpefeneHHyr Ans pOOUTENbCKOro 3feMeHTa.

5.3.7 O6begnHeHuA

Unions kogupytoTca kak xs:complexType, conepalinin Xxs:sequence ¢ AByMS 3anncamu.

[MepBbI aneMeHT MMeeT 3HadyeHue SwitchField, paBHoe 1, a nocnegHee 3HavyeHne umeeT SwitchField,
paBHOE KONMM4ecTBy BapnaHTOB BbiBopa.

[JononHuTenesHble 3MNeMeHThl B NMOCMNefoBaTeNbHOCTU He gonyckawTes. Ecnu SwitchField otcyTtcTByeT
unu paseH 0, To obbeauHeHne umeeT 3HadeHne NULL. Kogepbl v gekogepbl A0MKHbI coobluats 0b owmnbke
ans nodoro nona Switch Field sHavyeHne bonbliee, 4eM KONMUMYECTBO onpefeneHHbIX nonen obbeguHeHns.

Hanpumep, ecnun cnegywowmii Unions umeet gea nons, 1o cxema XML gomkHa ObiTe NpeactaBneHa
Takum obpasom:

<xs:complexType name="Type1">

<xs:sequence>

<xs:element name="SwitchField” type="xs:unsignedInt” minOccurs="0"/>

<xs:.choice>

<xs:element name="Field1” type="xs:int" minOccurs="0"/>

<xs:element name="Field2” type="tns:Field2” minOccurs="0"/>

</xs:choice>

</xs:sequence>

</xs:complexType>

5.3.8 CoobOuweHusn

Messages kogoupytoTest Kak xs:complexType. MapameTpsl B KaxaoMm Message cepuanuayloTes Tak xe,
Kak 1 nons Structure.

5.4 OPC UA JSON

5.4.1 OGwme nonoxeHus

KoanpoeaHue gaHHeix OPC UA JSON paet Bo3amoxHocTb npunoxeHunam OPC UA B3auMoaencTBoBaTh
C BeB-MPUNOXKEHUSMU WM KOPNOPAaTMBHLIM MPOrpaMMHbIM obecrnevyeHnem, MCnonb3ylowmnm npegnaraembli
dopmart. KoguposaHue aaHHbix OPC UA JSON onpegenset ctaHgapTHele npeacTtaeneHusa JSON gna scex
BCTpoeHHbIx Tunos OPC UA.

®opmat JSON npuseneH B [2]. [laHHbINA hopMaT YacTUYHO CaMOONKUCaTENeH, NOCKOMNbKY B AOMNOMHEHME
K 3HAYEHWIO B KXKA0M Mone 3akoAupoBaHo uMs; ogHako B JSON oTcyTcTBYET MexaHu3M st yTOYHEHWA MMEH
C MOMOLLbIO NPOCTPaHCTB UMEH.

®opmat JSON He nmeeT onyBnMKOBaHHOIO CTaHAapTa CXeMbl, KOTOPYH MOXHO MCMOMb30BaTh A Onu-
caHua cogepxumoro aokymeHTa JSON. MexaHuambl cxeMbl, onpegenexHsle B [2], gonyckaeTcsl NpUMEHATL
ans onucanua gokymeHtoe JSON, B yacTHocTu DataTypeDescription.

Ctpyktypa, npueegeHHas B TOCT P 71808, moxeT onpenensats nobon gokyMmeHt JSON, cooTBeTCTRY-
HOLLMIA NpaBUnam, ONUCaHHbLIM HUXE.

28

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 32/90
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-71811-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69740
https://gostexpert.ru/gost/gost-71811-2024?utm_source=pdf&utm_medium=69740&utm_term=page

rOCT P 71811—2024

Cepgepbl, nogaepxuBanlLne koguposky AaHHbix JSON, gomkHel gobasnaTs yanel DataTypeEncoding,
HasbiBaemble «JSON no ymonyaHuoo», Ko BCEM TUMNaM [aHHbIX, KOTOPblE CEPUanun3yTCa C NOMOLLBIO KOaW-
poBku JSON. Nodeld 3tux yanoe onpegeneHbl MH(MOPMALUOHHON MOAENbID, KOTOpas yCcTaHaBNUBAET TWM
OaHHbIX.

Nodelds npumensitoTcs ExtensionObjects, kak onucaHo B 5.4.2.16.

MpuMeHsaTCA ABa BaXkHbIX BapuaHTa koguposBkin JSON: obnadHble NpUoXeHWs, KOTOpble MCMNOoNb3Y-
0T coobuwenns PubSub, n knuenTel JavaScript (JSON — npegnodtutenbHbii hopmaTt cepuanusaunn ans
JavaScript). B cny4ae npumeHeHnss obrnavyHoro npunoxeHus coobuwenne PubSub gomkHo 6biTb caMogocTa-
TOUYHBLIM, YTO O3HAYaET, YTO OHO HE MOXET COAEepXaTb YMCINOBBIE CChIMNKW HA BHELLHE onpeAeneHHy Tabnuuy
npocTpaHcTBa UMeH. B oBnayHbix npunoxeHusax ansa obpaboTku BXxoasWmMX coobLLeHnid 4oNYCTUMO UCMONb-
30BaHe A3bIKOB CLieHapUeB, NO3ToMy Ans obecnevyeHns TOYHOCTU BO BpeMs AekoanpoeaHusa B DataEncoding
He TpebyeTtca npumeHeHus aptedakToB. [laHHoe DataEncoding onpegensieT Heobpatumyto hopmy, npeaHa-
3HaYeHHY ONs yOoBneTBopeHWus noTpebHocTen obnayHbix NpunoxeHwin. MNMpunoxeHus, Takme Kak KrMeHTbl
JavaScript, koTopble ncnonesytot DataEncoding ans cesaun ¢ apyrumu npunoxernusmm OPC UA, npumeHsioT
0BbIYHBIA unn obpatumelii popmart. Paznuuma mexay obpatuMbeiMu 1 HeobpaTuMbIMK hOpMamMn onucaHsbl
ON§ Kaxgoro Tvna.

5.4.2 Built-in Types

5.4.2.1 General

3HayeHne BcTpoeHHoro Tuna, pasHoe NULL, nomkHo BbiTh 3akoaupoBaHo Kak nutepan JSON «null»,
eCry OHO siBNsAeTcs anemeHTom Maccusa. Ecnu sHaveHmne NULL — 370 none BHYTpY CTPYKTYpPbl MM obbean-
HEHUS, TO AAHHOe Mofe He JOMKHO KOOMPOBATLCS.

5.4.2.2 Boolean

Jlornyeckoe 3HavyeHMe OOMKHO BbITh 3akogupoBaHo kak nutepan JSON — «Truth» unu «False».

5.4.2.3 Integer

Lleno4ncneHHble 3Ha4eHns, oTnnyHble oT Int64 n UInt64, nomkHbl kogupoBaTbes kak Homep JSON.

3HaveHue Int64 n UInt64 gomkHbl BbITh OTOPMaTUPOBaHbI Kak AeCATUHHOE YMCNOo, 3aKOAMPOBaHHOE B
Buge ctpokn JSON.

5.4.2 4 Floating point

O6bluHble 3HauveHus Float u Double pormxHbl ObiTe 3akogupoBaHsbl kak yucno JSON. CneuwnanbHble
Yyucna ¢ NnaBaLen 3anaTon, Takue Kak nonoxutensHas 6eckoHedHocTb (INF), oTpuuatencHas ©eckoHeu-
HocTb (—INF) u Heuncnoeele yucna (NaN), gomkHbl 6bITh NpeacTaBneHbl 3HadeHusaMn «Infinity», «—Infinity» n
«NaN», sakoaupoBaHHbIMK KaK cTpokin JSON.

5.4.2.5 String

CTpoKoBLIe 3HAYEHWA OOMKHLI ObITh 3akoanpoBaHbl kak ctpokn JSON. Jiobble cMMBOnbl, HEOOMYCTU-
Mble B cTpokax JSON, skpaHupyroTCa € MCNONb30BaHWEM NPaBur, onpegeneHHsix B [2].

5.4.2.6 DateTime

3HaveHust DateTime gomkHbl ObITb OTdOPMaTMpOBaHbl (CM. [3]) 1 3aKogMpoBaHbl Kak cTpoka JSON.

3Havenus DateTime, KoTopble NPeBLILLAKT MUHUMATbHLIE UMM MaKCUManbHble 3Ha4YeHus, NoaaepKMBa-
emMble NnaTopMoi, AOMKHbI BbITb 3akoaupoBaHbl kak «0001-01-01T00:00:00Z» nnu «9999-12-31T23:59:59Z»
COOTBETCTBEHHO.

Bo Bpemsi gekogupoBaHusa 3TW 3Ha4YeHusa npeobpaszyrTca B MUHMMAINbHbIE UMW MakCUMarbHble 3Ha-
YeHusa, nogaepxumeaemble nnatdopmon. 3HadeHus DateTime, paBHblie «0001-01-01T00:00:00Z», cuuTaioT
3HaveHuamu NULL.

5.4.2.7 Guid

3Hauvenns Guid gomkHbl B6bITe OTOOPMAaTUPOBaHbI, Kak onucaHo B 5.1.3, U 3aKkogMpoBaHbl Kak CTpoka
JSON.

5.4.2.8 ByteString

3HadveHust ByteString gomkHbl ObiTe 0T(hopMaTUpoBaHbl Kak TekcT Base64 1 3akogMpoBaHbl Kak CTpoka
JSON.

JTtoBble cumBonbl, HegonycTuMble B cTpokax JSON, skpaHMpyloTcsl ¢ ucnofib3oBaHuem npasun (cm. [2]).

5.4.2.9 XmI3nemeHT

3HaueHne XmlElement pomkHo BLITh 3akogMpoBaHo kak cTpoka (cM. 5.3.1.9).

5.4.2.10 Nodeld

3HayeHnsa Nodeld nomkHbl BbITh 3aKkoguMpoBaHbl Kak 0bbekT JSON ¢ nonamMmu, NnpuBeaeHHbIMK B Tabnu-
Lue 28.
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AbcTtpakTHas ctpyktypa Nodeld (cm. TOCT P 71808) wmeetr Tpwu abcTpakTHbix nons: ldentifier,
IdentifierType n1 Namespacelndex, npeactaBneHHble B Tabnvue 28.

Tabnuua 28 — NonA, onpegenexHble obwektom JSON ansa Nodeld

IV Onucadve nonew

IdentifierType 3akoguposaH kak HoMmep JSON. [JonycTuMble 3Ha4YeHus:

0 — npgeHTudpmkartop UInt32, s3akoguposaHHbli Kak Homep JSON;

1 — CTPOKOBbLIV MAEHTUMKATOP, 3aKOAMPOBaHHLIN Kak cTpoka JSON;

2 — ngeHtudukatop Guid, 3aKkoaMpoBaHHbIA COrMacHo onucaHuo B 5.4.2.7;

3 — npenTudpmkatop ByteString, 3akoovpoBaHHbIA cornacHo onucaHuio B 5.4.2.8.
[Ona noeHtudpukatopor UInt32 npegctaeneHue nons onyckaeTcs

IdType

MoeHTudukarop.
3HayveHwe nons id onpefenseT KOOWPOBKY 3TOrO Nons

Namespacelndex ana Nodeld.

Mone kopwpyetcs kak Homep JSON ansa obpaTtumoro kogupoBaHus. [None onyckaetcs, ecnu
Namespacelndex paeeH 0.

[naHeobpaTumoro kogupoeaHua nonem aensetcsa NamespaceUri, ceazaHHoe c Namespacelndex,
3aKoAUpPOBaHHbIM Kak cTpoka JSON.

Namespacelndex, paBHbli 1, HeMameHHo KoaupyeTcs Kak Homep JSON

Namespace

5.4.2.11 ExpandedNodeld

3HaveHns ExpandedNodeld gomkHbl BbITe 3akognpoBaHbl Kak o6bekt JSON ¢ nonsimu, onpegeneH-
HeiMu B Tabnuue 29. AbctpakTHas cTpykTypa ExpandedNodeld (cm. TOCT P 71808) umeeT natb nonew:
Identifier, |dentifierType, Namespacelndex, NamespaceUri n Serverlndex. Mx npegcrasneHne npusegeHo B
Tabnuue 29.

Tabnuua 29— lNona, onpegenexHble 06wvektom JSON ana ExpandedNodeld

Mma Onucaxve nonew

IdentifierType 3sakoguposaH kak HoMmep JSON. [lonycTuMble 3Ha4YeHUs:

0 — noeHTndomkatop UInt32, sakogunporaHHbii kak Homep JSON;

1 — CTPOKOBbI MOEHTUMKATOP, 3aKoAMPOBaHHLIN Kak cTpoka JSON;

2 — ngeHtndmkartop Guid, 3akoaMpoBaHHbIA cornacHo onucaHuio B 5.4.2.7;

3 — npgeHTudukartop ByteString, 3akoaMpoBaHHLIA cornacHo onucaHuo B 5.4.2.8.
[Ons noenTtudukatopoe UInt32 none onyckaetcs

IdType

WaoeHTudukarop.
3HadveHue nons t onpegenseT KOAWPOBKY 3TOro Nons

Namespacelndex nnv NamespaceUri ans ExpandedNodeld.

Ecnn NamespaceUri He ykazaHo, Namespacelndex kogupyeTca no cnegyrLlmnM npasunam:

- none kogupyetca kak Homep JSON ans obpatvmoro kogupoBaHus;

- none onyckaetcs, ecnv Namespacelndex paseH 0.

[nsaHeobpaTtumoro kogupoeaHua nonem Aenaetcsa NamespaceUri, ceazanHoe c Namespacelndex,
3aKOAMPOBaHHbLIN Kak cTpoka JSON.

Namespacelndex, paBHelil 1, HemameHHo koaupyeTcs kak Homep JSON.

Ecnm ykasan NamespaceUri, B 3Tom none oH kogupyeTca kak cTpoka JSON

Namespace

Serverindex ana ExpandedNodeld.

3710 none kogupyetca kak Homep JSON gna obpaTtumoro KOOWPOBaHWUA W OMYCKaEeTCs, ecrnu
ServerUri Serverindex paseH 0.

[ns HeoBpaTnmoro KogMpoBaHWsa 3TO none npeactaesnaeT cobon ServerUri, cBA3aHHbBINA € 4aCThbI0
Serverindex ExpandedNodeld, 3akognpoBaHHkIiA kKak cTpoka JSON

5.4.2.12 Nodeld

3HaueHusa StatusCode gomkHbl ObITL 3aKkogMpoBaHbl kak Homep JSON gns obpaTMMoro KOgMpoBaHUSA.

Onsa HeobpaTtumon dopmbl 3HaveHnsa StatusCode gormkHbl ObITh 3akogupoBaHbl kak obbekT JSON ¢
nonsiMu, onpegeneHHsiMu B Tabnuue 30.
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Tabnuua 30— OnpeneneHve obbekta JSON ansa StatusCode

Mms OnucaHne nonen

YMcnoBon Kof, 3aKkoaupoBaHHbIA kak Yncno JSON.

Code -
Kop onyckaetca, ecnu yvcnoson kod paseH 0 («xopoluoy)

CTpoKoBbIN NUTepan, CBA3aHHbIA C YACNOBLIM KOOOM, 3aKoAMPOBaHHbIM Kak cTpoka JSON.
Symbol Hanpumep, 0x80AB0000 vmeet cBasaHHbIM ¢ HUM nuTepan BadlnvalidArgument. Cumeon ony-
CKaeTCcs, ecnu YicnoBoi Ko paseH 0 («xopoLuo»)

Kopg cratyca Good (0) paccmartpuBaeTtca kak NULL n He kogupyeTcs. Ecniv aTo snemeHT maccmnsa JSON,
OH KogupyeTca kak nutepan «JSON».

5.4.2.13 Diagnosticlnfo

3HaveHus Diagnosticlnfo gorxHel 6617k 3akognpoBaHsl kak 0bbekT JSON ¢ nonamu, npeacTaBneHHBIMU
B Tabnuue 31.

Tabnuya 31— Onpegenerve obbekta JSON ana Diagnosticlnfo

Mmsa Tun gaHHBbIX OnucaHve nonen
Symbolicld Int32 CurMBONMYecKoe Mvs Ansd Koga CoCTOsHUA
NamespaceUri Int32 [MpocTpaHCTBO MMEH, onpedenstollee CMMBONUMYECKUA OeHTUdUKaTOP
Locale Int32 HA3bIkoBOWM CTaHOApPT, UCNOMNb3YEMbINA ANS NOKANW30BaHHOMO TeKCTa

LocalizedText Int32 Ynobountaemas kpaTkas MHopMaUnsa O Koge COCTOAHMA

Additionallnfo String MogopobHasa aMarHocTuyeckan MHOpMaUWs ANa KOHKPETHOMO MpUIoXeHus
InnerStatusCode StatusCode Kop cocToaHusa, npegoctaBnseMblin 6a3oBol CUCTEMON

InnerDiagnosticinfo Diagnosticinfo ,E,::moc-rmqec'(aﬂ MHOpMaLUs, CBA3aHHAA C BHYTPEHHUM KOOOM COCTOS-

Kaxpoe none KogupyeTcs ¢ MCNONb30BaHWEM NPaBuI, onpeaeneHHbIX AN BCTPOEHHOro TUna, yKkasaH-
Horo B rpadgpe «TUn AaHHbIX».

Mons Symbolicld, NamespaceUri, Locale n LocalizedText kogupytotca kak yvcna JSON, koTopble cCbl-
nawTca Ha StringTable, cogepxauwytocsa B ResponseHeader.

5.4.2.14 QualifiedName

3Hayenns QualifiedName fomkHbl ObiTh 3akogupoBaHbl Kak 06bekT JSON ¢ nonaMu, nokasaHHbIMKA B
Tabnvue 32.

AbcTtpakTHas cTpykTypa QualifiedName (cm. FTOCT P 71808) umeet aBa nonsa: Name n Namespacelndex.
Namespacelndex npeacrtaeneH nonem Uri B 06bekte JSON.

Tabnuya 32— Onpegenerve obbekta JSON ana kBanuruUMpoBaHHOTO UMEHUN

Mmsi OnwucaHne nonen

Name KomnoHeHT Name QualifiedName

KomnoHeHnT Namespacelndex QualifiedName, sakognposaHHbii kak Homep JSON. MNone Uri ony-
ckaetcs, ecnu Namespacelndex paeeH 0.

Uri OnaHeobpaTtumon hopmel NamespaceUri, cBAzaHHbIN ¢ YacTelo Namespacelndex QualifiedName,
KoompyeTtca kak ctpoka JSON, ecnu Tonebko Namespacelndex He paeeH 1 unmn ecnn NamespaceUri
HeussecTeH. B atux cnyyasax Namespacelndex kogupyetcs kak Homep JSON

5.4.2.15 LocalizedText
3HayeHns LocalizedText gomxHbl ObITb 3aKkoaMpoBaHbl Kak 00bekT JSON ¢ nonamu, NpeacTaBneHHbIMK
B Tabnuue 33. AbcTpakTHas cTpykTypa LocalizedText (cm. FOCT P 71808) umeet gea nons: Text u Locale.
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Tadtnuua 33 — OnpeneneHne obbekta JSON gna Localized Text

ms Onwucaxve nonewn
Locale YacTtb Locale 3HadeHuin LocalizedText gomkHa ObiTh 3akogupoBaHa kak ctpoka JSON
Text TekctoBasa 4acTb 3Ha4eHnn LocalizedText gonmxkHa ObITe 3aKogupoBaHa Kak cTpoka JSON

Ons HeobpaTMmoit chopmbl 3Ha4eHWe Localized Text gomkHO BbiTh 3aKoaMpoBaHO Kak cTpoka JSON, co-
aepxalnin TEKCTOBBIA KOMIMOHEHT.

5.4.2.16 ExtensionObject

3HadeHns ExtensionObject pomkHbl BbITh 3akoamnpoBaHbl kak 06bekT JSON ¢ nonamu, npeacTaBnex-
HbIMW B Tabnuue 34.

Tatnuua 34 — OnpeneneHne obbekta JSON gna ExtensionObject

Mms OnucaHve nonew

Typeld Nodeld yana DataTypeEncoding, oTdpopmaTtrpoBaHHbIf © Mcrnonb3oBaHvem npasun no 5.4.2.10

dopmat nonsa «Teno», 3aK0AUPOBaHHLIN Kak Homep JSON.

3HaueHve paBHo 0, ecnu Teno npegctaBnseT cobol CTPyKTYpY, 3aKOAMPOBaHHYIO Kak obbekT
JSON (cm. 5.4.6).

Encoding 3HadeHuMe paBHO 1, ecnu Teno npegcraenseT cobol 3HaveHue ByteString, 3akogupoBaHHoe Kak
ctpoka JSON (cm. 5.4.2.8).

3HayeHne paBHO 2, ecnu Teno npegcraenaet coboi aHadeHne XmlElement, 3akogupoBaHHoe Kak
ctpoka JSON (cm. 5.4.2.9). 3To none onyckaeTtcs, ecrnv 3Ha4eHue pasHo 0

Teno ExtensionObject. Tun atoro nonsa onpegeneH nonem «Kogupoekax.
Body Ecnn Body nycto, ExtensionObject umeet 3HaveHme NULL v onyckaeTca wunuv kogupyeTtcs Kak
NULL JSON

[Ons HeoBbpaTumon dpopmbl 3HaveHusa ExtensionObject gomkHbl BbITh 3akoanpoBaHbl kak 06bekT JSON,
cogepxallunii Tonbko 3HadeHne nons Body. Nona Type n Encoding npu aTom yganstooTcs.

5.4.2.17 Variant

3HaveHusa Variant gomkHbl ObITh 3aKogMpoBaHbl Kak 06bekT JSON ¢ nonamu, NpuBedeHHbIMK B Tabnu-
ue 35.

Tabnuua 35— Onpenenenve obbekta JSON ana Variant

Mma OnucaHue nonew

BcTpoeHHbIM TUN 3HaYeHnA, cogepxallerocs B Tene (cM. Tabnuuy 1), 3akogupoBaHHOMO Kak Ho-
mep JSON.

Ecnn tvn pasen NULL, Variant copepxut 3Havenme NULL, a cogepxawmi ero obbvekt JSON
[omkeH BbiTb onyLeH unn aameHeH nutepanom «JSON NULL»

Type

Ecnun 3HayeHWe SBNAETCS cKansipoM, OHO KOOWPYETCS C UCMOMb30BaHWEM MpaBuI, YKasaHHbIX
ana Type. Ecnv 3Ha4YeHne npeactaenaeT coboi OQHOMEpPHBLIA MaccuB, OHO KOOWPYETCA Kak mac-
Body cuB JSON (cm. 5.4.5).

MHoromepHble MaccKBbI KOOMPYIOTCA Kak ogHoMepHblin maccue JSON, KoTopblli BocCcTaHaBn1ea-
erca no 3Hadyenuto nona «amepenns» (cm. 5.2.2.16)

Pazmepbl MaccuBa, 3akogupoBaHHble Kak Maccue Yucen JSON.

Dimensions v
Pasmepebl onyckaloTca 4nd 3HauyeHWid cKansapHbiX U OAHOMEPHBIX MacCUBOB

Onsa HeobpaTuMoit hopMbl 3HaYeHKs Variant gonkHel ObiTe 3akogupoBaHbl kKak 06bekT JSON, cogepxa-
WK1 Tonbko 3HadeHne nona Body. MNona Typeld n Encoding yoanexsl. MHoromepHble MaccuBbl KOQUPYHOTCA
Kak mHoromepHbin maccuB JSON (cm. 5.4.5).

5.4.2.18 DataValue

3Havenns DataValue gomkHbl BbITh 3akoaMpoBaHbl kak 06bekt JSON ¢ nonamu, NpMBedeHHbIMK B Ta-
Bnuvue 36.
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Tabnuua 36 — OnpegeneHve obbekta JSON ans sHavyeHus DataValue

ms Twun paHHbIX OnucaHwne nonew
Value Variant 3HaveHue
Status StatusCode CraTtyc, cBA3aHHbLIM CO 3HAa4YEHMEM
SourceTimestamp DateTime WcxoaHas BpemMeHHan MeTka, CBA3aHHasA co 3HadeHueM
SourcePicoSeconds UInt16 Yucno 10-nukocekyHaHbIX MHTEpPBanoB ana Source Timestamp
ServerTimestamp DateTime BpemeHHas meTka cepBepa, CBA3aHHAA CO 3HAYEHUEM
ServerPicoSeconds Uint16 KonuyecTteo 10-nnkocekyHOHbLIX MHTepBanoB Ana ServerTimestamp

Ecnu none mmeetr NULL unu 3HavyeHve no ymon4aHuio, OHO onyckaeTtcd. Kaxgoe none KogupyeTcs C
MCNonb30BaHUWEM NpPaBun, onpefeneHHbIX Ang BCTPOEHHOro TUNa, ykazaHHoro B rpade « Tun gaHHeIx» Tabnu-
Ubl 36.

5.4.3 [lecATUYHbIE

[ecartnyHble 3Ha4YeHna OonkHbl ObITb 3aKoaupoBaHbl kak 06bekT JSON ¢ nonsmMu, NnpeacTaBneHHbIMA
B Tabnuue 37.

Tabnuya 37 — Onpegenerve obbekta JSSON ansa pecatvyHol opobu

Mms OnwucaHve nonen

Scale Yumcno JSON co wkanon, NpUMeHEHHOW K 3Ha4YEHUIO

Ctpoka JSON co 3HayeHMeM, 3aKoAMPOBaHHbLIM KakK Liernoe YUcno co 3HakoM no ocHoBaHuio 10

Value 3
(cm. XML-kognpoBaHue LenovvcrneHHblX 3Ha4eHn, onncaHHoe B 5.3.1.3)

OnncaHne nonei Scale n Value npveeneHo B 5.1.7.

5.4.4 NepeuncrneHunn

3Ha4eHus nepe4vncneHnini 4omkHbl 6biTh 3akoagnpoBaHbl kak Homep JSON gns obpaTtumoro Kognpo-
BaHWA.

B HeoBpaTtumoi hopme 3Ha4YeHnsl nepedvcrieHst KogUpYTCs Kak nurtepansl, a 3HavyeHue gobasnsercs
B BUAe cTpokn JSON.

PopmaT CTPOKOBOro NuTepana:

<name>_<value>

roe name — nuTepan nepeyvcneHns, a value — Y1McnoBoe 3HaqYeHue.

Ecnun nutepan HensBecTeH KOOMPOBLLMKY, YMCNOBOE 3Ha4YeHne kogupyeTca kak ctpoka JSON.

5.4.5 MaccuBbl

OOHoMepHble MaccuBbl A0IMKHbI BbITh 3aKoanpoBaHbl Kak Maccubl JSON.

Ecnu anemeHT nmeeT 3HadeHne NULL, 3TOT anemeHT gomkeH ObiTb 3akogupoBaH kak JSON nuTtepan
NULL. B npoTMBHOM crny4yae aneMeHT KOAWPYeTCs B COOTBETCTBUM C NpaBmunamu, onpeaeneHHbiMi ANa Trna.
MHOromepHbie MaccuBbl KOOMPYHOTCA KaK BNoxeHHble MaccuBbl JSON. BHelWwHUn macce — 3TO NepBoe U3-
MepeHue, a caMbli BHYTPEHHWIA MaccuB — nocnegHee namepeHue. Hanpymep, matpuua

023

134

kogupyeTtca JSON kak [[0, 2, 3], [1, 3, 4]].

5.4.6 CTpyKTYpbI

CTpyKTypbl JOMKHbI BbITE 3aKoAMpOBaHbl kak 06bekTel JSON. Ecnn 3HaueHue nons pasHo NULL, oHo
OOMKHO DbITh UCKMIOYEHO U3 KOQUPOBaHusA. Hanpumep, sk3eMnnapbl CTPYKTYP:

struct Type2

{
Int32 A;
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Int32 B;

Char* C;

s

struct Type1

{

Int32 X;

Int32 NoOfY;

Type2* Y,

Int32 Z;

npegctaeneHdsl B JSON kak:

{

“X":1234,

YUL{*A™1, "B"2, “C""Hello” }, { “A™:3, “B":4 } ], “2":5678

}

roe «C» nponyLleH BO BTOPOM 3K3eMnnsipe Type2, NOCKOmNbKY OH umeeT 3HadeHne NULL.

5.4.7 CTpyKTyphIl c He0BA3aTENLHLIMK NONAMUN

CTpyKTypbl ¢ HeobA3aTeNbHbLIMKY NOMNAMWU AOMKHbLI BbITE 3aKoaAUpORaHL! Kak 0bbekTel JSSON, kak noka-
3aHo B Tabnuue 38.

Ta6nuua 38— OnpepeneHve obbekta JSON Ons cTpyKTyphbl C He0BA3aTENBHLIMUW NONAMU

Mg Onucaduve nonew

butoBaa macka, ykasbiBalollasn, Kakne nons 3akogupoBaHbl B CTPyKType (cm. 5.2.7). OTa macka
koaupyetcs Kak yicno JSON.

BuTtbl nocnepoBaTensHO Ha3HavawTes HeobszaTenbHBIM NoMnsiM B TOM MNOpsAAKe, B KOTOPOM OHU
onpeneneHsl

EncodingMask

CprKTypa nonen KoOunpyeTcA B COOTBETCTBMKW C NpaBWnamMu, onpegeneHHbIMK Ona ux Tuna OaH-
HbIX

<FieldName>

B HeoOpaTtumoi dopme CTPYKTYpbl C Heobs3aTenbHbIMW NMOMSAMKU KOOUPYKOTCS Kak CTPYKTypbl. Ecrnm
CTPYKTypa C HeobsA3aTenbHLIMK MONsIMKU MMEET NOATUN, TO NOATUNLI paclupsanT EncodingMask, onpegeneH-
HYH OnS poouTenbCKOro anemeHTa. Huxe npuBedeH NpuMMep CTPYKTYpbl C HeOobsi3aTenbHLIMKM MOMSMK, UC-
nonb3yoLlen cuHTakcuc C++:

struct TypeA

{

Int32 X;

Int32* O1;

SByte Y;

Int32* O2;

h

01 n O2 — HeobsazaTensHble nons, 3HavyeHne NULL ykasbiBaeT Ha oTcyTcTBue nonda. Hanpumep, O1 He
yKasaH 1 3HavyeHue O2 pasHo 0.

Mpw obpatmoM WKdpoBaHUN NPUMEHSAETCH 3anuck:

{"EncodingMask™: 2, "X": 1, 7Y": 2 }

roe gekofepb! npuceonnu 6Gbl 3HadeHne no ymonydanuio 0 ana O2, Tak kak BUT Mmackn ycTaHOBINEH, €CIK
Obino onyweHo (NnoeBedeHwe onpedenedo ana Int32 DataType). [exkogepbl gomkHbel noMeTnTe O1 Kak «He
yKasaH».

5.4.8 Unions

Unions gomkHel BbITh 3akognpoBaHbl kak 06bekTel JSON, kak npeactasneHo B Tabnuue 39 ons obpa-
TUMOTO KOANPOBAHKA.

Tatnuua 39— OnpeneneHne obbekta JSON ana Unions

Mmsa Onucaxve nonew
SwitchField MpoeHTudukatop nons B Union, koTopblin 3akognpoBaH kak Homep JSON
Value 3HavyeHue nong, 3aKoAUPOBaHHOE C UCTONb30BaHWEM NPaBun, NPUMEHUMbIX K TUMY AaHHbIX
34
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B Heobpatumon copme 3HaveHus Union kogupytoTcst ©¢ NpUMeHeHneM npasvna AN TeKyLero sHadve-
HUS. JKzeMnnapbl 06bennHeHns:
struct Union1

{
Byte Selector;

{

Int32 A;

Double B;

Char* C;

}

Value;

%

B o6patumoit popmMe A0MKHbI BbITh NPEACTaBNEHbI KaK:

{ "SwitchField":2, "Value™:3.1415 }.

B HeobpaTumMom Buae 3HadeHnsa Union npeactaenatoTtea kak 3.1415.
5.4.9 Messages

Messages npeactaenstoT coboit 3akogupoBaHHble 06bekThl ExtensionObject (cm. 5.4.2.16).

6 Message Security Protocols

6.1 MpoTokon Ge3onacHOCTH

Bce nmpotokonel GezonacHocTM  JOmkHBI  peanuzoBbiBaTe  ycnyrm  OpenSecureChannel  w
CloseSecureChannel (cm. TOCT P 71809). 3Tu ycnyru onpefensoT, Kak ycTaHoBuUTb SecureChannel n kak
NpUMeHATL 6e30MacHOCTb K coobLleHMaM, KoTopeiMi obmeHnBatoTea SecureChannel. CoobuieHna obmMeHa u
anropMTMbl Be30MacHOCTW, NPUMEHEHHbBIE K HUM, MOoKasaHbl Ha pucyHke 10.

lMpoTokonbl 6e30MacHOCTW [OMKHbBI MOAAEepPKMBaTe TpuM pexuma bGezonacHocTu: None, Sign wu
SignAndEncrypt. Ecnu SecurityMode nmeet 3HavyeHue None, To 6e30nacHOCTb HE UCMOMb3YEeTCH WU NOATBE PX-
geHne BesonacHocTW, nokasaHHoe Ha pucyHke 10, He Tpebyetca. OgHako peanusauns Security Protocol
no-npexHemy OOMKHa NogdepXuBaTb MOMMYECcKWid KaHanm v MpefocTaBnaTh YHWKanbHbIA naeHTUdUKaTop
SecureChannel.
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PucyHok 10 — lNMoaTteepxaeHne Ge3onacHoCTH

Kaxgoe conoctaeneHve SecurityProtocol TouHO onpegenseT, Kak NpUMeHUTbL anropuTmbl 6esonacHo-
CTWU K coobweHnto. Habop anroputmMoB ©e30nacHOCTM, KOTOpPbIe OOMKHbI MCNOMb30BaTLCA BMECTe BO Bpe-
Ms noaTeBepxaeHus OesonacHocTH, HasbiBaeTca SecurityPolicy. CtaHgapTHele nonuTMKM 6e30MacHoOCTN Kak
4yacTu cTaHAapTHbIX Npodunen, KoTopble, Kak npegnonaraerca, dyoyT nogaepxueate npunoxedus OPC
UA, a takke URI ons kaxgon ctaHgapTHOW nonutuky BesonacHocTu, npuBenexsl B [1]. Ctek ByoeTr umeTb
BCTPOEHHYH MHDOpMaLnio 0 NonnTUkax 6e3onacHocTy, KOTOpble OH NoaaepuBaeT. [punoxeHus ykasbiBaT
SecurityPolicy, KOTopyl OHM XOTAT Mcnonb3oBaTth, nepefasas URI B ctek. B Tabnuue 40 npegctaBneHo co-
aepxumoe SecurityPolicy. Kaxgoe conoctaenenue SecurityProtocol onpegenseT, Kak NPUMeHATb Kaxdblin 13
napameTpoB B SecurityPolicy n He npymeHaTs Bce napameTpsl.

Tabnuua 40 — lNonutuka 6esonacHocTU

Mma OnucaHue NpUMEHAEMBIX anropuTMOB

PolicyUri URI, HasHa4eHHbIn SecurityPolicy

SymmetricSignatureAlgorithm ANropuTM CUMMETPUYHOW NOAMUCH

SymmetricEncryptionAlgorithm AnNropuT™M CUMMETPUYHOTO LWKMpOBaHMA

AsymmetricSignatureAlgorithm ANropuTM acMMMETPU4HON NOANUCK

AsymmetricEncryptionAlgorithm ANroprTM acMMMETPUYHOTO LW poBaHMA

MinAsymmetricKeyLength MuHMManebHasa AnvHa acMMMETPUYHOIO Knioda B Butax

MaxAsymmetricKeyLength MakcumansHaa AnvHa acUMMETPUYHOrO KIkova B Butax

KeyDerivationAlgorithm VMcnonbe3yemblii anropuTm NonyvYeHns Kova
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OkoHyaHue mabnuubs! 40

Mms OnucaHne NnpMMeHsieMbIX anropuTMoB

[OnuHa B BUuTax Nnpou3BO4HONO Kto4a, MCMNonb3yeMoro ans ayTeHTu-

DerivedSignatureKeyLength dunsaumncostiuerus

AHFOpMTM aCMMMeTpVI‘-IHOI?I noanuncu, MCI'IOHI:E!yE.‘MbIl?I ana noanuvcu

CertificateSignatureAlgorithm cepradmiaTon

OnvHa B 6ainTax ogHOpPa30oBLIX HOMEPOB, KOTOPLIMU 0BMeHMBaTCA

SecureChannelNoncelLength
npu cozgaHumn SecureChannel

KeyDerivationAlgorithm ncnone3syercs onsa cosgaHus KnwwYen, npegHasHaqYeHHbIX Ans 3awmnTsl coobLule-
HWKW, oTnpaensaeMbix Yepes SecureChannel. InuHa kntoyen, ucnonb3ayemblx AN WnugpoBaHMs, onpegenseTcs
anroputMmomMm SymmetricEncryptionAlgorithm; gnuHa kniovyer, NnpUMeHsieMblX ANS CO34aHus nognucen, — na-
pameTpom DerivedSignatureKeylLength.

MinAsymmetricKeyLength n MaxAsymmetricKeyLength — 370 orpaHudeHus, KoTopble NPUMEHSIOT KO
BCEM cepTudMKaTam (BKMOYaa SMUTEHTbI B Lenodke). [nvHa Kntoya BbigaBaeMblX CEpTUgIMKATOB SOMKHa
OblTb MEHbLUIE WY paBHa ANWHE Knova cepTudukata aMmuTeHTa (cM. 6.2.3 4na nonydYeHua MHpopmaunm o
Leno4ykax cepTudukaTos).

CertificateKeyAlgorithm n EphemeralKeyAlgorithm ncnons3yoT ons co3gaHusa HOBLIX Nap aCUMMETPUY-
HbIX KMHOYen ¢ cepTudmMkataMy U BO Bpems ycTaHoBneHus ceas3u SecureChannel. B [1] onpegeneHa gnuHa
OuTORB, KOTOPAA AOMKHA NOAAEPXKMBATLCA ANA KAXKA0N NONMTUKKM BesonacHocTH.

CertificateSignatureAlgorithm npvmeHsieTcs Kk cepTudukaty U BceM cepTudpmkatam amuTeHTa. Ecrnu
CertificateSignatureAlgorithm gonyckaet npumeHeHvne Gonee O4HOIO anropuTma, TO anropuTMbl OyayT nepe-
YucneHbl B Nopsiake Bo3pacTaHua npuoputeTa. Kaxabld SMUTEHT B Lenoyvke OOMKeH UMeTb anropuTM, KOTo-
pbIA UMEET TOT XKe unu Bonee BLICOKUIA NPUOPUTET, YeM NOOON BblgaBaeMbii UM cepTUUKaT.

SecureChannelNoncelength onpegensietr onvHy ogHOPa30BbIX HOMEPOB, KOTOPbIMM OBMEHWBAKTCH
npu yctaHoeneHun SecureChannel (cm. 6.7.4).

6.2 CepTudomkaTtbl

6.2.1 O6wme cBegeHnn

MpunoxeHna OPC UA ucnonb3ytoT cepTUdUKaThl ANA XpaHEHUS OTKPLITLIX KIMYen, HeobXoaUMbIX ANS
onepauuni acuMmMmeTpudHon Kpuntorpacdun. Bece npotokonsl 6esonacHocTn npuMeHsoT cepTudukaTel X.509
v3 (cm. X.509 v3), zakogmpoBaHHbie B dbopmate DER (cm. X690). CepTudpukathl, UCNONb3yemble NpUnoxe-
HusamMu OPC UA, JomkHbl TakkKe COOTBETCTBOBATbL YCTAHOBEHHBIM HOpMam (CcM. [4], B KOTOpPOM onpeaeneH
npocune Ana ceptucpukator X.509 v3, Korga oHU UCNOMb3YOTCA KakK YacCTb UHTEPHET-NPUNOXEHUSA.

Mapametpbl  ServerCertificate u  ClientCertificate, wucnonesyembie B abcTtpakTHo  cnyxbe
OpenSecureChannel, sBnawTca 3k3emMnngpaMmy TWna AaHHbIX cepTudurKaTa 3K3eMnnspa MNPUIOXKEHUS.
B 6.2.2 onucaHo, kak co3gate ceptudpmkat X.509 v3, KoTopblil MOXHO MPUMEHSATE B KavyecTBe cepTudukata
3K3eMNNspa NPUNOXEHUS.

6.2.2 CepTuthukaT 3K3eMnnapa NnpunoxeHus

CepTudmkaT aK3eMnnapa npunoxXeHUss — cTpoka 6anToB, cogepxalias sakoauposaHHyto DER cdopmy
(cm. X690) ceptudbmkata X.509 v3. [laHHbIM cepTUdUKaT BblAaeTcs cepTUdULMPYIOLW MM OpraHoM U OeHTH-
duumpyeT 3Kk3emMnnap npunoxeHus, pabotatwLlero Ha ogHom xocTe. MNona X.509 v3, cogepxalvecs B cepTu-
dukaTe 3k3emnnapa NpUNoXKeHus, onucadsl B Tabnuue 41 (cm. Takke [4]).

B tabnuue 41 Takxke nokazaHO coOnocTaBNeHWE TEPMUHOB (CM. [4]) ¢ TEPMUHAMMU, UCMOMb3yEMbLIMU B
abcTpakTHOM onpeaeneHnn cepTudurkaTa aksemnnsapa npunoxenusa B cootsetctenm ¢ FTOCT P 718009.

Tabnuya 41— CepTudmkar aksemMnisipa npuroxeHus

Mms napameTpa

(cm. FOCT P 71809) OnvcaHve TepMUHOB

Mmsa

Application Instance

Certificate — X.509 v3 Certificate
version version Hom«Ho BbiTb "V3"
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OkoHYaHue mabnuubi 41

Mma

Wms napametpa
(em. TOCT P 71809)

OnucaHne TEPMUHOB

serialNumber

serialNumber

CepuiAHbIN HOMep, NPUCBOEHHLIA SMUTEHTOM

signatureAlgorithm

signatureAlgorithm

AnropuTM, UCnonb3yemMblil ANA nognucaHnsa ceptudukaTta

signature

signature

ﬂD,ElI'IVICb, co3aaHHaA AMUTEHTOM

issuer

issuer

OTnuyuTensHoe MM cepTudmrKkaTa, MCNonMb3yemMoro Ans co3-
AaHnaA noanucu.

[Tone asmMnTeHTa NOMHOCTBLH ONUCaHOo B [4]

AnkTepHaTMBHLIE MMEHA 3K3emmnnapa nNpunoeHua. [omkeH
Bkntoyate UniformResourceldentifier, paBHein applicationUri.
URI pormxeH 6bITe AencteuTenbHbIM URL-agpecom (cm. [5])
unu genctentensHeiM URN (cm. [6]).

CepBepbl JOMKHbI YKazaTb YacTUYHOEe UK nonHoe umsa DNS
unu ctatudeckui IP-agpec, koTopell noeHTUMOUUMPYET KOM-
nbKTEP, Ha KOTopoMm paboTaeT ak3eMnnsAp npunoxeHus. [do-
nonHuTenesHele DNSNames MoxHO ykasaTb, ecnu y MallvHbl
HECKONbKO MMEH.

Mone subjectAltName nonHocTbio onucaHo B [4]

applicationUri,

subjectAltName
hostnames

Korga ceptudmkaT cTaHOBUTCS AEACTBUTENBHLIM M KOrga uc-

validity validTo, validFrom %
TEKAEeT ero Cpok AeilCTBuA

OTnUUUTENBHOE UMA 3K3eMNNSAPa MPUIOKEHNS.

ATpmByt Common Name pomkeH BbiTb ykasaH W OOMKeH
BbiTe ProductName wnu nogxogsumMm skeuBaneHTom. ATpu-
ByT «Mmsi opraHvaaummy OomKkeH BbiTb HAMMEHOBaHUEM Op-
raHW3auWun, KOTOopas BbIMNOMHAET 3K3EMMNAP MPUIOKEHNS.
OT1a opraHuzauusi obblMHO HE ABMSAETCH MOCTABLUMKOM Mpu-
TNOXEHUS.

MoryT 6bITb YKkasaHbl apyrne aTpubyThbl.

[MpeomeTHas obnacTe NONHOCTLIKD onucaHa B [4]

subject subject

YKasblBaeT, kKak MOXHO UCMOoNb3oBaTh KoYy cepTudumkara.
HDomkeH  Bkmiodate  digitalSignature,  NonRepudiation,
keyEncipherment n dataEncipherment.

PaspelueHo apyroe UCNone3oBaHWe Knoya

keyUsage keyUsage

publicKey publickey OTKpbITLIK KIHOM, CBA3AHHLINA C cepTUdiMKaToM

YkazblBaeT JOMOMHUTENBHbIE CNOCOBBI UCMOMBL30BAHNSA KO-
Yya ans ceptudukata. Heobxoammo ykasaTh serverAuth n/vnu
clientAuth.

PaspelleHo gpyroe UCnone3oBaHWe Knwya

extendedKeyUsage keyUsage

MpegocTaBnser OOMNOMHUTENLHYI0 WHGOPMALMIO O KIode,
WCMONb3yeMOM ANs nognwvck cepTudpmkata. Kniod gorkeH
BbITh yKasaH Ana cepTUdUKATOB, NOAMUCAHHBIX CEpTUULIM-
PYIOLLMM OpraHoMm, a Takke KIiod YKa3blBaeTcs AN\ camo3sa-
BEPAIOLLNX CEPTUUKATOB

authorityKeyldentifier HeT conocTtaBneHua

6.2.3 Ueno4kun ceptuchbukatoB

Ttoboi ceptudmkat X.509 v3 moxeT 6bITb noanucaH LIC. 3To o3Ha4aeT, 4To Ans NPOBEPKA NOANUCH
TpebyeTca goctyn K ceptudpmkaty X.509 v3, npuHagnexawemy nognucaswemy LIC. Kaxabiia pas, korga npu-
TNoXeHne NpoBepsaeT Noannch, OHO AOMKHO PEKYPCUBHO CO3[4aBaTh LEenoYky cepTuduKaToB, Haxona cepTu-
duKaT nagatens, NpoBepsaa cepTUduUKaT 1M 3aTemM NOBTOPAS npouecc ans ceptudukara nagartens. Lenodka
3aKaH4MBaeTCs caMO3aBepsLWMM cepTUUKATOM.

KonnyecTteo LIC, vcnonb3yemblx B cucTeme, AOMKHO ObiTb HeBomblwiMM, NoatoMy Heobxoaumble LC
YCTaHaBMNMBAIOT Ha Kaxaylo mawuHy ¢ npunoxeHnem OPC UA. OgHako MpunoXeHUst UMeT BO3MOKHOCTb
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BKMNIOYATb YacCTUYHYIO UMK MOMHY LEeNoYKy KaXdbli pas, korga oHu nepegarwT cepTudukaT OgHOPaHroBoOMY
y3ny Bo Bpems cornacoBaHua SecureChannel u «pykonoxatua» CreateSession/ActivateSession. Bece npu-
noxeHusa OPC UA gomkHbl NPMHMMATL YaCTUYHbBIE UMW MOMNHbIE LenoYku B NoBom none, KOTOpoe COOEPKUT
ceptudukar B koguposke DER.

Llenouku xpaHaTtca B ByteString nytem pgobasneHua ceptudukatoB B kogupoeke DER. lMepBLiit cep-
TUUKaT gomkeH OblTb KOHEYHBIM CepPTUUKATOM, 3a KOTOPbLIM CneayeT ero BelgaBlwmnii. Ecnv kopHeson LIC
OTNPaBnsieTCA Kak YacTb Lenoyky, nocrneaHuin ceptudhmnkaT gobaensercs k ByteString.

Llenoykm aHanuaupyloTca nNyTeM M3BMeYeHus ANuHbl kaxgoro ceptudmkaTta n3 kogmposkn DER. Ona
cepTudukaToB ANUHON MeHee 65 535 6ant — ato UInt16 B kogupoeke MSB HauuHasa ¢ TpeTbero banTa.

6.3 CUHXpPOHM3aLKUA BpeMeHHn

Bce npotokonbl 6ezonacHocTi TpebytoT, 4TOBbl CUCTEMHbIE Yachbl HA B3aMMOAENCTBYHOLLMX MaLUMHAX
OblnM YeTKO CMHXPOHW3MPOBaHbI ANSA NPOBEPKN CPOKOB AelcTBUA cepTudmnkaTtoB unu coobiermi. Jonyctu-
MbIA COBUI YacoB 3aBUCKT OT TpeboBaHWin 6@30MacHOCTM CUCTEMbI, M NPUNOXEHWS AOSMKHbI NO3BONATL aj-
MWHUCTpaTOpaM HacTpauMBaTb NpUeMEMbIN COBWUI YaCOB Mpu NpoBepke BpeMeHu. Nogxoasilee 3Ha4YeHue no
YMOMYaHuo — 5 MUH.

MpoTokon ceTeeoro BpemenHu NTP obecneunBaeT cTaH4apPTHbIA cNOCO® CUMHXPOHU3ALMU MaLUUMHHbIX Ya-
COB C cepBepoM BpeMeHu B ceTu. Cuctemsl, paboTatLyme Ha MallnHe ¢ NONMHOMYHKLWMOHANbHOM onepaLMoH-
HoWn cucTemMow, Takon kak Windows unu Linux, y»xe nogaepxusatoT NTP nnun ero aksuBaneHT. YcTponcTea nog
yrnpaBneHWeM BCTPOEHHbIX ONepaLmnoHHbIX CUCTEM A0MKHbI nogaepxunsatse NTP.

Ecnn onepaunoHHasa cuctema ycTpowcTBa He noggepxueaeT NTP, To gna npunoxenus OPC UA po-
nyckaeTcs NpMMEHEHWEe BPEMEHHLIX METOK B 3aronoBke oTeeTa B cooTBeTcTBUM ¢ FTOCT P 71809 ansa cuH-
XPOHM3aLKMK CBOMX YacoB. B atom cueHapuu npunoxeHutro OPC UA Heobxogumo 3HaTte URL-agpec cepse-
pa Discovery Ha TOW MallvMHe, Ha KOTOPOW YyCTAHOBMEHO npaeunbHoe Bpems. [Npunoxedne OPC UA uvnn
oTaenbHas oHoBas yTunuTa Bbi3oBeT cnyxby FindServers n ycTaHOBWT ee yachl Ha Bpemsi, YKkazaHHOoe B
ResponseHeader. [laHHbI npouecc HEOBXOAUMO NEPUOAMYECKN NMOBTOPSATL, MOCKOMbKY CO BpEMEHEeM Yachl
MOryT CMeLlaTbCes.

6.4 UTC n MexpyHapo4HOe aTOMHOE Bpems

Bce Bpems B OPC UA ykasaHo B popmarte UTC, ogHako UTC moxeT BKMoYaTh paspbiBbl M3-3a 4OMNOM-
HUTEMbHbIX CEKYHA MMM NMOBTOPAILNXCH CeKyHO, fobaBneHHbIX AN y4eTa U3MeHeHWA opbuTbl 1 BpaLleHUs
3emnu. CepBepbl, MMeKLLME OOCTYN K UCTOYHUKY TAl, MmoryT ncnons3oBaTtb ero BMecTo dpopmata UTC. Tem
HEe MeHee KIMMEeHThLI J0MKHbI BbiTh rOTOBLI K cboaM B paboTe 13-3a popmata UTC unm noToMy, YTO CUCTEMHbIE
Yyacbkl HACTPOEHbI Ha cepBepe.

6.5 BbinyLeHHbIe TOKeHbI UAeHTUPUKALUKU Nonb3oBaTens

6.5.1 Kerberos

Kerberos UserldentityTokens moxHo nepenath Ha cepBep ¢ nomoulblo IssuedldentityToken. Teno Toke-
Ha npefcTaensieT coboi anemeHT XML, cogepxawmin TokeH WS-Security, kak onpegeneHo B cneuudurkaumm
npocuns TokeHa a Kerberos.

Cepeepbl, noagepxveatowme ayteHTudukaumio Kerberos, gomkHel npepoctaBuTte UserTokenPolicy,
KOTOPbIA onpegenseT, kakaa Bepcus npocunsa TokeHa Kerberos ncnonbayetcs, a Tawke obnacte Kerberos n
ocHoBHoe ums Kerberos ansa cepsepa. Mims Realm m Principal 06beanHATCca ¢ NOMOLLBH MPOCTOr0 CUHTaK-
cuca u nomewatoTes B IssuerEndpointUri, kak nokaszaHo B Tabnuue 42.

Tabnuuya 42 — Kerberos UserTokenPalicy

Nmsa OnucaHve Kerberos
tokenType ISSUEDTOKEN_3
issuedTypeType http://docs.oasis-open.org/wss/oasis-wss-kerberos-token-profile-1.1

Crtpoka Buaa \\<obnacte>\<uma cybrvekta cepBepa>, rge:
issuerEndpointUri <realm> — umga obnactu Kerberos (Hanpumep, gomeH Windows);
<UMg Y4acTHWUKa cepBepa> — uMs yyacTHUka Kerberos ans cepeepa OPC UA
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WHTepdenc mexay KMUMeHTCKUMW U CEPBEPHBIMU MPUIOXEHUSMI 1 cnyxboi ayTeHTudukayum Kerberos
3aBMCUT OT npunoxeHus. ObnacTe NPUMEHEHUSA NPUNOXKEHWIA ONpeaensaeTca XxapakTepucTMKkamm KOHTponne-
pa nomeHa Windows B kadecTBe noctaslluka Kerberos.

6.5.2 Beb-TtokeH JSON (JWT)

Beb-TokeH JSON (JWT) UserldentityTokens moxHo nepefathk Ha cepeep ¢ nomMoLybio Issuedldentity Token.
Teno TokeHa npegcTtaenseTt cobol cTpoky, cogepxawy JWT, kak onpegeneHo B [2].

Cepeepbl, nogaepxuBawwme ayteHtudukauymio JWT, nomkHbl npegoctaButs UserTokenPolicy, koTo-
pbi onpegensiet cnyxOy aBTopu3aunm, NPeaocTaBnsaoLylo TOKEH, M NapaMeTpbl, HeobxoaumMble ons OCTY-
na Kk aTon cnyx6e. MNapamMeTpsl 3agakTcsa obbektoM JSON, ykasaHHbIM Kak IssuerEndpointUrl. Cogepxumoe
aTtoro obbekta JSON npeacraeneHo B Tabnuue 43. O6wne HacTpoikn UserTokenPolicy ons JWT gaHel B
Tabnuue 44.

Tabnuua 43 — Onpepenenve JWT IssuerEndpointUrl

Mma Tun OnucaHve nonewn

IssuerEndpointUrl JSON object YkazbiaeT napametpbl ana JWT UserldentityToken

URI, ngeHTndurumpyowmin cepeep ans cnyx0obl aeToprzaunn.

ua:resourceld Strin oo .
g Ecnu He ykasaHo, ucnoneayetca ApplicationUri cepeepa

Basosbii URL-agpec cnyx6bl aBTopu3auuu npuMeHseTca Ans no-
ua:authorityUrl String ny4eHna AononHUTENsLHON MHdopmauun o6 opraHe Bnactu. [aHHoe
nose aKBUBaNeHTHO AMUTEHTY, onpedeneHHomMy B OpenlD-Discovery

MNpodcune, onpedensioWniA - B3aUMOOENCTBME C OpraHoM Bha-
ua:authorityProfileUri String ctn, ecnu He ykasaH agpec URI: http: //opcfoundation.org/UA/
Authorization#OAuth2

MNyTb oTHocuTensHo 6Gaszosoro URL-agpeca, vcnonb3yemblid ons
NMPOBEPKN YYETHBLIX JAHHBLIX NONb30BaTENS.

ua:authorizationEndpoint String - N~ .
[aHHbli NyTe 3KBuBaneHTeH nonto authorization_endpoint, onpege-
neHHomy B OpenlD-Discovery
Cnuncok TMNOB 3anpocoB, NogAepXMBaeMblX LeHTpoM. BosmoxHble
ua:requestTypes JSON array String 3HaveHws 3aBucAT ot AuthorityProfileUri.

3HaveHve onpeaeneHo No YMONYaHWi AN Kaxgoro npoduns non-
Homoumn (cm. [1])

Cnwncok obnacTei, KOTOpble MOHUMAET CEPBEP.

Ecnun He yka3zaHO WHOe, KIUEHT MOXeT UMeTb AoCTyn K noboi 06-
ua:scopes JSON array String | nactu, nogaep»xveaemon cnyx6oi agTopusaumnm.

[aHHbIW NyTb 3KBMBANeHTeH Mot scopes_supported, onpedeneH-
Homy B OpenlD-Discovery

Tabnuua 44 — JWT UserTokenPolicy

Mms OnucaHve nonewn
tokenType ISSUEDTOKEN_3
issuedTokenType http://opcfoundation.org/UA/UserToken#JWT
issuerEndpointUrl Ona JWT — obwekt JSON ¢ nonamu, npuBegeHHsiMy B Tabnuue 43
6.5.3 OAuth2

6.5.3.1 General

Mnatcpopma aeTropusaumm OAuth2 (cm. [7]) npegocTaBnseT Beb-mexaHW3Mm Afs 3anpoca TOKeHOB [0-
CTyna Ha OCHOBe yTBep¥aeHui u3 cnyxbbl asTopusaumm (AS), KoTopas NoAAEPKMBAETCH MHOTUMKN KPYTNHLIMM
KOMMaHWAMU, NPefoCTaBnaLW MK 06nayvHy MHPacTpPYKTYpy. OTU TOKeHbl AOCTyNa nepeaarTcs Ha cepBep
knveHToMm B UserldentityToken B cootBeTcTBumn ¢ FTOCT P 71809.

Cneuundukauua OpenlD Connect ocHoBaHa Ha cneundukaumm OAuth2 ¢ bonee xecTkUM onpegeneHu-
eM coOepKUMOro TOKEHOB A0CTyna.
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Cneundmkauna OAuth2 noggepxvuBaeT pag BapMaHTOB MCMNONb30BaHWUA (HA3biBAEMbIX «MOTOKM») ONs
YOOBMETBOPEHUSA pasnnyHbix TpeboBaHuiA NpunoXeHun. BapnaHTbl MCNONb30BaHUA, MMEKLLME OTHOLLEHUE K
OPC UA, paccmMoTpeHbl aanee.

6.5.3.2 TokeHbl gocTyna

Beb-tokeH JSON — 3710 chopmaTt TOKeHa JocTyna, KoTophbl TpebyeTca B HAcTOsALEM CTaHZapTe npu
ucnonb3oBaHmm OAuth2. JWT nogaep:xuBaeT Nognncu ¢ UCNoNb30BaHMEM acMMMETPUYHOM KpunTorpaduu,
4YTO 03HAYaeT, YTO CepBepbl, NPUHUMAaLOLL e TOKEH AOCTYNa, AOMKHbl UMETb AOCTYM K CePTUMOUKATY, UCNOMb-
3yemomy cryx6oin aBTopuzaumm (AS). Cneundmkauyma OpenlD Connect Discovery peanuaoBaHa BO MHOMMX
npoaykTax AS 1 npegocTaBnseT MexaHu3am nonydyeHusa ceptudukarta AS yepes npotokon HTTP.

Ecnun AS He noggepxueaet cneundukauuo obHapyxeHusa, Torga cepTudukat noanucu Heobxoaumo
npenocTaBvTL cepBepy Npu gobaeneHun mectononoxeHusa AS B koHdurypauuio cepeepa.

Cpok LeNcTBUs TOKEHOB OOCTYMNa UCTEKAET, U BCe CEPBEPbI AOMKHbI 0TO3BaTh Nobble NpuBMnerin, npe-
OOCTaBMNeHHbIe CeaHcy, Korga ucTekaeT CPoOK AeNCTBUA TokeHa goctyna. Ecnu cepBep AonyckaeT aHOHMMHbIX
nonb3oBaTtenien, Cepeep AOMKEH paspeLlTb CEaHCy OCTaBaThCsA OTKPLITHIM, HO 0bpalLaTbcs € HAM Kak ¢ aHo-
HUMHBIM Monb3oBaTenem. Ecnu cepBep He JoNycKkaeT aHOHUMHBIX NOMB30BaTENen, OH AOMKEH HEMeLNEHHO
3aKpbITh CeaHc.

Ecnu u3BecTeH Cpok eWCTBMA TOKEHA OOCTYNa, TpebyeTca 3anpoCcuTh HOBLIA TOKEH JOCTYNA U BbI3BaTb
ActivateSession go uctedeHus cpoka gelncTBUsi CTaporo TokeHa goctyna. ®opmart JWT nossonsiet AS BcTas-
nsTb nwboe konuyecTeo nonel. ObsizaTenbHble Nonst onpegenexsl B [2]; AONONHWTENbHbIE NOMs, NMPUMEHSsIe-
Mbl€ B 3asiBKax Ha TOKEHbI 4OCTyna, npueeneHsl B Tabnuue 45 (cm. [8]).

Tabnuya 45— 3aaBku Ha TOKEHBI JOCTYNA

[Mone | OnucaHve nonen
Tema ToKeHa.
il client_id, koTopbll naeHTUOUUMPYET KNMEHTa.
Ecnu TokeH BO3BpallaeTcsa OT NOCTaBLUMKA YAOCTOBEPEHUIA, OH ABNAETCH YHUKANbHBIM MOEHTU-
chvkaTopoM nonL3oRaTens
aud CnbIlWMMOCTE TOKEHA.
MaoeHTudukaTop pecypca, KOTopblil naeHTuhnuMpyeT cepeep unu cepeep ApplicationUri
name WaoeHTMdULMPpYEMOE NMS KITMEHTCKOTO NPUNOMXEHNS UK NOML30BaTerns
S Cnucok obnactei, NpedocTaBnNeHHbIX CyObeKTy.
P OBnacty NpUMEHEHUSA NPMMEHAIOTCH K TOKEHY AOCTYNa U OrpaHWYMBAIOT €ro MCMNosb30BaHne
— OpHopaz0BLIiN HOMEP, UCMOMb3YEMbIN AN CMAMMEHWUA aTak NOBTOPHOIO BOCMPOM3BEEHUS.
HomkHo ObITh 3HaYeHWe, NPefoCTARNEHHOE KNMEHTOM B 3anpoce
Cnu1cok rpynn, NPUCBOEHHBIX CYObEKTY.
T Cnuncok yHUKarnbHbIX WAeHTUdUKaTOPOoB rpynn 6e30nacHOCTM A8 KOHKPETHOW NnaTdopMbl.
grotp Hanpumep, c NOMOLLBLIO AaHHOTO YTBEPXAEHWA MOryT BbiTh BO3BpALLEHBI TPYNMbl YHETHLIX 3anu-
cei nonb3oBarenen Azure AD
Cnuncok ponen, HazHa4eHHbIX CYObEKTY.
Ponu npumeHsAOTCA K 3anpaluvBalolleil CTOPOHE 1 OMUCLIBAIOT, YTO 3anpaluvBatollas cTopoHa
roles MOXET AenaTtb ¢ pecypcoM. [laHHbIi CMUCOK ABMAETCA NepeyHeM YHUKanNbHbIX MOEHTUHUKAaTOPOB
pornen, u3BecTHeIX cnyxbe aBTopuzaunn. 3HAa4YeHWd, yKasaHHbIE B CMMCKE, COMOCTaBMATCH C
ponsimu B cootBeTcTBMM ¢ [OCT P 71808

6.5.3.3 Koa aBTopu3auum

[MoTok Kofa aBTopuU3auMn OCTYNEH TeM KIMeHTaM, KOTopble NO3BOMNA0T B3aMMOOeNCTBOBATL C M0Mb30Ba-
Tenem-4yenoBekoMm. KnueHTckoe npunoxeHue otobpaxaeT okHO ¢ Beb-bpayaepom, koTopein otnpaensetr HTTP
GET nocraBwuky yooctoeepeHuid. Korga nonb3oBaTtens-4enoBek BROAUT YYETHLIE AaHHbIE, MOCTaBLLMK y0CTO-
BEPEHWIA NPOBEPSIET 1 BO3BPALLAET KO aBTOPU3aLMy, KOTOpPLIA nNepenaeTtcs B cryxBy aBTopuaauuun. Cnyxba
aBTOpM3aLMM NPoBepsieT KOA4 M BO3BpaLlaeT TOKeH JOCTyNna KIMeHTY. MonHbIi NoToK onucaH B [7] (4.1).

Twn 3anpoca «authorization_code» B UserTokenPolicy (cm. 6.5.2) osHa4aeT, uto cnyxba aBTopM3auun
noAdepKUBaeT NOTOK Koda aBTopu3aLmu.

6.5.3.4 O6HOBNEHUE TOKEHA

[MoTok 0BHOBNEHUS TOKEHA NPUMEHSAETCH, KOTAA KIMUEHTCKOE MPUMNOXEHUE MMEET OOCTYN K TOKEHY, BO3-
BpalleHHOMY B MpefbigylleM OTBETE Ha 3anpoc Koga aBTopu3auuu. TokeH oBHOBMNEHWs NO3BOMSieT Npuno-
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KEHWSAM NpoNycTUTL Lwar, TpebylWnin B3aMmMoaencTBUSA NoNb30BaTens-4enoBeka ¢ NoCTaBWMKOM YOOCTOBE-
PEHUA. 3TOT MOTOK WHULMMPYETCS, KOrga KIMeHT OTnpaBnsieT TokeH ODHOBMNeHWsi B cnyxBy aBTopm3auumu,
KOTOpas NPOBEPSET €ro 1 BO3BpaLLaeT TOKeH focTyna. KnueHT, KoTopblid coxpaHaeT 0OHOBMNEHHLIA TOKEH ANA
nocneayrLIero NpUMeHeHUs, OOMKEH UCMNOMNB30BaThL WKMPOBAHUE UNU ApYTUe CPeacTBa, YTobbl rapaHTuMpo-
BaTb, YTO ODHOBMNEHHLIA TOKEH He DyaoeT AOCTyNeH NOCTOPOHHUM nuuam. MonHbIA noTok onucaH B [7] (pas-
gen 6). Tun 3anpoca 3apaHee He ONpegenseTcs, NOCKONbKY Nogaepxka obHOBNeHWs TokeHa dopMmupyeTcs
Ha OCHOBaHWW NPOBEPKW OTBETAa Ha 3anpoc Koda aBTopu3auuu.

6.5.3.5 Y4yeTHble gaHHbIe KNMEeHTa

[MOTOK yYeTHbIX OaHHbIX KNWeHTa NMpUMEHSETCS, Korda KNMeHTCKOoe MPUIoKeHUne He MOXET 3anpocuThb
BBOJ JaHHbIX Yy nonb3oBaTens. [Ans gaHHOro notoka TpebyeTcs cormacoBaHHbIA co cnyxboi asTopu3auum
Kog, KOTOPLIN MOXET 3aluTUTb NnpunoxeHue. [laHHbll NOTOK MHULMUPYETCA, Korga KNueHT oTnpaenseT client
secret B cnyx0y aBTopvsauun, KOTopas NpoBEPSET ero U Bo3BpallaeT ToKeH focTyna. [MonHbIAn NoToK onMcaH
B [7] (4.4). Tun 3anpoca «client_credentials» B8 UserTokenPolicy (cm. 6.5.2) o3HavaerT, 4To cnyxxba aBTopusa-
LMK nogaepXu1BaeT NOTOK YHETHbIX OaHHbIX KIMEHTA.

6.6 OPC UA Secure Conversation

6.6.1 OBwWwKe nonoxeHUnA

UA SC obecneumBaeT Be3onacHy CBA3b C UCMONb30BaHWEM COOBLLEHUIA B ABOMHHOM KOQUPOBAHMM.

UA SC npegHasHa4veH ans paboTbl C pasnuyHbiMU TPAHCMOPTHLIMKW MPOTOKONaMK, KOTOPbIE MOTYT UMETh
orpaHu4eHHble pa3mepbl bydepa. No aton npuunHe BesonacHuin ananor OPC UA pasbusaet coobuieHunsn
OPC UA Ha HecKkonbko 4acTel (HasbiBaeMblx «MessageChunks»), koTopble MeHbLUe pa3mepa bydepa, pas-
peweHHoro TransportProtocol. UA SC Tpebyert, utobel pa3mvep 6ydepa TransportProtocol coctaenan He me-
Hee 8192 BawnT.

Bcs Be3onacHOCTb NMpUMEHSETCA K OTAENbHbIM hparMeHTaM coobLUeHWs, a He KO BceMy coobLLeHu o
OPC UA. Crek, peanu3sytowmin UA SC, oTBeyaeT 3a npoeepky 6esonacHocTtu kaxgoro MessageChunk. MNocne
3TOro NOJSIY4EHO M BOCCTAHOBNEHO MexogHoe cooblerme OPC UA.

Bcem MessageChunks ByneTt npuceoeHa 4-6aliToBas NocneoBaTensHOCTb. ITWU NOPAAKOBLIE HOMEepa
MCMonb3yrTca Ans 0bHapyXeHUsa 1 NpefoTBpPaLLeHNs aTak NoBTOPHOIO BOCNPOU3BEAEHUS.

UA SC tpebyeTt TransportProtocol, koTopbiii coxpanuT nopsagok MessageChunks, ogHako peanusauyus
UA SC He obsisaTenbHo obpabaTbiBaet cooblieHns B TOM nopsaake, B KOTOPOM OHM Gbinun nonyYeHb.

6.6.2 Ctpyktypa MessageChunk

6.6.2.1 O6Lwme nonoxeHuna

Ha pucyHke 11 nokaszaHa ctpykTypa MessageChunk 1 To, kak K cooblieHuto npumeHsietca besonac-
HOCTb.

( 3aronoBok

coobLeHuns

3aronoBok
6esonacHocTH

3aronosok \

nocnenoBaTernbHOCTHU

[HaHHble ona
noanucu

Teno
[HanHblie ans

wurdhpoBaHuA

\ 3anonHeHue

Moanwncek )

PucyHok 11 — MessageChunk 6esonacHoro guanora OPC UA
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6.6.2.2 3aronoBok coobleHus
Kaxabin MessageChunk nmeet 3aronoBok Message ¢ nonsiMu, npMBefeHHbIMK B Tabnvue 46.

Tabnuua 46 — 3aronoBok coobuweHua bezonacHoro guanora OPC UA

msa Tun gaHHbIX OnucaHue nonen

[OnuHa MessageChunk B banTax.

MessageSize UInt32
[nuHa HaunHaeTcsa ¢ Havana nond MessageType

TpexbaiToBbi kog ASCII, onpegenarowmin Tun cooblueHns. Ha gaHHbIA Mo-
MEHT OnpeaeneHbl HUKENPUBEAEHHLIE 3HAYEHWSA:

MessageType Byte - coobleHne MSG, 3almueHHoe KIoYaMu, CBA3aHHbIMKW C KaHanom;

- coobweHue OPN OpenSecureChannel;

- coobueHne CLO CloseSecureChannel

OpHobBanToBeld kog ASCII, ykaseiBatowmia, asnaetcs nu MessageChunk no-
cnegHuM oparmMeHToM B COOBLLEHMN.

CoobweHue.

Ha naHHbIM MOMEHT onpeaeneHsl Crnegyowmne 3HaYeHUs:

C — npoMeKyTo4YHbIN (DparMeHT;

F — nocnegHwnia Kycok;

A — nocriegHuin oparMeHT (MCNone3yeTesl, Korga npousoLuna owméka v co-
obuweHne BbINo NpepBaHo). ITO None UMeET 3HaYeHWe TOMbKO ANns TUna
coobieHns «MSG».

[na apyrux TMNoB coobLeHnin 3TO none Hen3MeHHo pasHo F

IsFinal Byte

YHukanbHbli ngeHTudukatop SecureChannel, Ha3Ha4YeHHbIA cepBEPOM.
Ecnu cepeep nonyyaetr SecureChannelld, kOTopeld OH He pacno3HaeT, OH
[OOIMKEH BO3BPATUTL COOTBETCTBYIOLLYHO OLWNBKY TPaHCNOPTHOMO YPOBHS.
Mpu 3anycke cepBepa nNepBbiA MUcnonb3yembld SecureChannelld gomkeH
6bITe 3HAYEHWEM, KOTOPOE, BEPOATHO, ByAET yHWKaNbHLIM MOCMe Kaaoro
nepesanycka. 3T0 rapaHTUPYeT, 4YTO Mepe3anyck cepeepa He NpuBedeT K
TOMY, YTO paHee NoAKMIOYEHHbIE KNMUEHTbI CryYalHO «MNOBTOPHO UCMONb3Y-
toT» SecureChannels, KoTopble UM He NpUHaANeXanm

SecureChannelld UInt32

6.6.2.3 3aronoBok 6e3onacHOCTH

3a 3aronoekom coobleHust cneayeT 3aronoBok 6e3omacHOCTH, KOTOPLIM yKasblBaeT, KakMe KpunTorpa-
duyeckne onepaumy Gbinu NpuMeHeHbl k coobleHnto. CyllecTByeT ABe BepcuM 3aronoBka 6esonacHocTH,
KOTOpble 3aBWMCAT OT TUNa 6e30nacHOCTH, NPUMEHEHHOTO K coobuweHuno. 3aronoBok Ge3onacHOCTU, npeaHa-
3HaYeHHbIN ANA aCUMMETPUYHBIX anrOpUTMOB, NpuBeAeH B Tabnuue 47. ACUMMETPUYHbBIE anNropUTMbl UCNOTMb-
3yl0T Ans 3awmTbl coobwenns OpenSecureChannel. PKCS #1 onpegensietr Habop acMMMETPUYHBIX anropuT-
MOB, KOTOpble MOryT BbITb NpUMeHeHbl NyTem peanu3auun UA SC. SnemeHT AsymmetricKeyWrapAlgorithm
CcTpyKTypbl SecurityPolicy, npueeneHHeii B Tabnuue 40, He ncnoneayetcs peanusayuamu UA SC.

Tabnwuua 47 — 3aronoBoK acMMMETPUYHOrO anroputma obecnedeHns GeaonacHoOCTH

Nms Tun gaHHbIX OnucaHwe nonewn

Onuna SecurityPolicyUri B bainTtax. 3To 3Ha4eHue He JOMKHO NpeBbl-
watb 255 Gant.

Ecnu URI He yka3aH, aTo 3Ha4yeHWe MoxeT 6biTb 0 unm —1.

[pyrve oTpuuaTenbHble 3Ha4eHWA HEOENCTBUTENBHGI

SecurityPolicyUriLength Int32

URI nonuTtuku 6esonacHocTy, UCMONb3yeMblid Ans 3aluTel coobLue-
HUSA.

[aHHoe none kogupyeTcs kak ctpoka UTF-8 6e3 HyneBoro npusHa-
Ka-TepMuHaTopa

SecurityPolicyUri Byte

OnuHa SenderCertificate B 6aiTax.

[aHHoe 3HaYeHWe He fomkHo npeBbllwaTts MaxSenderCertificateSize.
Ecnu ceptudmkar He ykasaH, TO 3HavyeHue MoxeT Obite 0 unmn —1.
[pyrve oTpuuaTensHbie 3HaYEHUS HEAENCTBUTENBHLI

SenderCertificateLength Int32
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OkoHYaHue mabnuubi 47

Nmsi Twun gaHHbIX OnucaxHune nonen

Ceptudmkar X.509 v3, HasHa4YeHHbIA 3K3EeMNIAPY OTNpaBnsAoLLLEro
npunoxenuns. [daHHbll cepTudumkat asnaetca 6onbWMM OBONYHBIM
o00bekToM, 3akoampoBaHHbiM B DER.

Crpyktypa ceptudukara X.509 v3 onpegeneHa B X.509 v3. Gopmart
DER ans ceptudmkara onpeneneH B X690.

3T0 yKa3sbIBaET, KaKoW 3aKpbIThIA KIKOY UCNONb30BaNcd ANA Noanucu
MessageChunk.

CTeK JOMmKeH 3aKpblTh KaHan 1 coobluTb NpunoxeHuo ob owmbke,
ecnu SenderCertificate npeerilwaeT pasmep 6ydepa, nogaepxuea-
€MOro TPaHCMOPTHBIM YPOBHEM, €CNn COOOLLEeHWe He MognucaHo,
none OOMKHO BbiTb HyNEBLIM.

Ecnun ceptucdukatr nognucaH UC, ceptucmkar LC B kogupoe-
ke DER moxer BbiTb gobaeneH nocne ceptudpuMkata B MaccuBe
6antoB. Ecnu ceptndomkar LUC Takxke nognucaH gpyrvm LIC, ator
NpoLecc NOBTOPAETCA [0 TeX Mop, Moka BcA Lenodka cepTuduka-
TOB He okaxeTca B Oydepe unw noka He BydeT OOCTUIHYT npenen
MaxSenderCertificateSize (npouecc ocTaHaBnueaetrcd nocrne mMo-
cnefHero Lenoro ceptudukara, KoTopblid MOXHO f06aBuTs, He npe-
Bbiwas npenen MaxSenderCertificateSize).

Pazmep ceptudumkata cogepxutca B 3aronoeke DER (cm. X.509 v3).
MNonyyaTtenun, KoTopsle He obpabaTbiBatoT LEenoykK cepTUduKaToB,
[JOMKHBI MTHOPUPOBATL AOMNOMHUTENBHBIE BaNTHI

SenderCertificate Byte

OnuHa ReceiverCertificateThumbprint B 6aiTax. B 3awmdposaHHoM
ReceiverCertificate BMAE AnvHa atoro nons coctaenset 20 6ant. Ecnn He 3awmndposa-

. Int32
ThumbprintLe ngth HO, 3Ha4eHune MoXeT BbITb 0 unn —1.

,D,pyrme oTpuuarternbHble 3Ha4YeHUA HB,QEI:’ICTBMTEJ'Ibei

OtnevaTok ceptudpmkata X.509 v3, HazHa4YeHHOro NpUHUMaoLWeMy
SKIEMMNAPY NPUNOKEHUS.

OTneyaTok — cepTUULMPOBaHHLIN dalgKecT PopMbl cepTUdUKa-
Byte Ta, 3akogupoBaHHon B DER.

[aHHaa KogupoBKa YKasblBaeT, KakOW OTKPbITbIM K4 NPUMEHEH
ana wudpoeaHus MessageChunk. Ecnu coobuieHune He 3awmdpo-
BaHO, Nore JOMMKHO BbiTb HyNeBbIM

ReceiverCertificate
Thumbprint

MapameTpbl acCMMMETPUYHOro anropntMa obecnedeHns 6e3onacHOCTW BKMOYaoT B cebs:

MaxSenderCertificateSize = MessageChunkSize —

12 — /I paamep 3aronoeka.

4 — /] SecurityPolicyUriLength.

SecurityPolicyUri — // cTpoka B kogupoeke UTF-8.

4 — /| pnuHa cepTudukaTa oTnpaBUTens.

4 — /| pnvHa cepTudukaTa oTneyartka nonyyarens.

20 — // oTnevaTok cepTudmkaTa nonydatens.

8 — // paamep 3aronoBka nocrnegoBaTenbHOCTU.

1 — // MUHUManbHLIR pasMep Tena.

1 — // PaddingSize, ecnu npucyTcTBYyeT.

Padding — // 3anonHeHue, ecnun oHO NPUCYTCTBYET.

ExtraPadding — // ExtraPadding, ecnu npucyTcTByeT.

AsymmetricSignatureSize // ecnun npucyTcTByeT.

MessageChunkSize 3aBUCUT OT TPaHCNOPTHOrO NMPOTOKONA, HO AOMKEH COCTAaBNATe He MeHee 8192
bant. AsymmetricSignatureSize 3aBucuT OT konudecTBa OUTOB B OTKpbiToM kniode SenderCertificate.
Int32FieldLength — anuHa 3akogupoBaHHoro 3HadveHus Int32, kotopas Bcerga paeHa 4 bantam.

3aronosok obecneveHns 6e30M1acHOCTU MCNOMb3yeTCs ANA CUMMETPUYHBIX anropuTMOB, NMPUBEAEHHbIX
B Tabnuue 48. CUMMeTpUYHbIE anropuTMbl NMPUMEHSTCA ANS 3alUKUTbl BCexX COoBLEeHUN, KpoMe cooBLLeHni
OpenSecureChannel.
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Tabnuua 48 — 3aronoBok 6e3onacHOCTU CUMMETPUYHOIO anropuTmMa

ms Tun paHHbIX OnucaHve nonen

YHuKanbHbld nageHTudukatop SecureChannel SecurityToken, ucnonbaye-
MbIA ANA 3aLKUThLl coobueHns.

[aHHbIn ngeHTUMKaTop BO3BPALLLAETCHA CEPBEPOM B OTBETHOM COODLLIEHNM
OpenSecureChannel. Ecnu cepeep nonyyaet Tokenld, KoTopkid OH He pac-
MO3HAET, OH JOIMKEH BO3BPATUTL COOTBETCTBYHLLYIO OLWIMBKY TPAHCMOPTHOrO
YPOBHSA

Tokenld UInt32

6.6.2.4 Sequence header

3a 3aronoBkoM ©e30MacHOCTM HEeM3MEHHO criefyeT 3arofoBOK NMocrefoBaTenbHOCTW, NPUBEOEHHbIA B
Tabnuue 49. 3aronoBoK NOCNeAOBaTENbHOCTN rapaHTUPYET, YTO NepBbIN 3alMdpoBaHHbIA BNOK KaXKgoro co-
obLleHns, oTApaBnsiemMoro no KkaHany, Oyget Ha4YMHaTbCs C pasHbIX AaHHbIX.

Tabnuua 49 — 3aronoBok NocrnenoBaTenbHOCTU

Nmsa Tun gaHHbLIX OnucaHve nonewn

MOHOTOHHO YBENWYMBAIOLWMACA NOPSAKOBLIA HOMEP, NPUCBanuBaEMbIA OT-
SequenceNumber Uint32 npaenTenem Kaxaomy.
MessageChunk otnpaensaetcs yepes SecureChannel

MoeHTudukaTop, HasHa4YeHHbI KnueHToM coobuleHuo 3anpoca OPC UA.
Requestld UInt32 Bce MessageChunk ana 3anpoca n cBA3aHHOIO 0TBETA UCMOMb3YT O4UH U
TOT Xe uaeHTudgurKaTop

SequenceNumber He MoxeT BbITb NOBTOPHO Mcnonb3oBaH Ans nwboro Tokenld. ns ncknovyeHnsa Bos-
MOXHOCTM NMOBTOPHOrO Mcnonb3oBaHusa geicteue SecurityToken JomkHO BbITe OCTATOYHO KOpoTkuM. Ecnn
NMOBTOpPHOE MCMOMb30BaHWe MPOW30WMAET, nonydYaTent SOMKEeH pacCcMOTPETh ero Kak owubKy TpaHcrnopTa u
NPUHYOUTENBHO BbINOMHUTL NMOBTOPHOE COeAUHEHME.

SequenceNumber gomxeH HauynHaTbea ¢ 1023 M MOHOTOHHO YBENUYMBATBLCA ANA BCeX COOOLUEHWMA Y
OOMKEeH NOBTOPATBLCA, Koraa oH paeeH 4 294 966 271 (UInt32.MaxValue — 1024). lNepeoe 4ncno nocrne nepe-
Hoca gomkHo ObiTe MeHee 1024. [daHHoe TpeboBaHue o3Ha4vaeT, YTo SequenceNumber He cbpacbiBaeTtcs
npv Beldadve Hoeoro Token Id. MNopsiAKOBLIA HOMEP AOMXKEH YBENUYMBATLCH POBHO Ha edVHULY ANA Kaxaoro
oTnpaeneHHoro MessageChunk. B uensx obpaTHon COBMECTUMOCTM MonyyaTenu OOMMKHbl MPUHWMAaTh MNo-
psfakoBeie HoMepa MmeHee 1023 1 Bonee 4 294 966 271 nNpu ycrnoBuK, YTO OHW PacnonoXeHbl NOcneaoBaTenb-
HO. AOMUHUCTPATOPb! AOMKHbI UMETb BO3MOXHOCTb OTKINHOYUTL 3Ty 0BparHy coBMecTUMOCTb. [Nonyyatenu
OOIMKHbI PErMCTPUpPOBaTh NpeaynpexaeHue, Korga ponnoBep He COOTBETCTBYET TeKyLlen cneundukaymm.

3a zaronoBKOM nocnefoBaTeNnbHOCTWM criegyeT Teno cooblieHus, KOTopoe 3aKkogupoBaHO C MOMO-
Wbl asouyHoi kogupoeku OPC UA, kak onucaHo B 5.2.9. Teno MoxeT ObiTb pas3geneHo Ha HeCKOMbKO
MessageChunks.

6.6.2.5 Message footer

Kaxabin MessageChunk Takke nMeeT HWXHUIA KOMOHTUTYN C NONaMuW, NpuBeaeHHbIMK B Tabnuue 50.

Tabnuya 50 — HuwkHuia konoHTUTYN coobuwernun BesonacHoro guanora OPC UA

Mmsa Tun gaHHbIX OnucaHwve nonen

PaddingSize Byte KonuuecTteo 6anToB 3anonHeHus (He Bknovas Gant ana PaddingSize)

3anonHeHve fobasnaercsa B KoHel coobLweHns, YTobbl rapaHTUpoBarh, 4YTo
AnvHa Wndpyemblx AaHHbIX ABMAETCHA LEMbIM YMCNOM, KpaTHbIM pasmepy

Paddin Byte
9 b Bnoka wudpoBaHns.
3HaveHuve kaxgoro 6anTa 3anonHeHwa pasHo PaddingSize
Crapwumin 6anT 2-6aMTOBOro LEMnoro Yyucna, NpUMeHaeMeld ANA yKasaHus
. : a3Mepa 3anonHeHwns, OOMMKeH CoaepKaTb KMoy OnA wWdposBaHns dpar-
ExtraPaddingSize Byte P P A Aep A %P ®p

MeHTa cooblleHus, npesbllwatowmin 2048 6ut. [JaHHOe none onyckaeTcs,
ecnu AnuHa Krova MmeHee unu pasHa 2048 6ut
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OkoHYaHue mabnuuybi 50

Nms Tun gaHHbIX OnucaHue nonewn

Mognuce ana MessageChunk.
Signature Byte Mognuce BKNodaeT B ceba Bce 3aronoBKW, Bce AaHHbie coobLueHus,
PaddingSize 1 Padding

®opmyna Ana pacdera obbema 3anofHeHWs 3aBUCUT OT oBbema AaHHbIX, KoTopble HeobxogMMo oT-
npaeuTk (Tak HasbiBaeMas BytesToWrite). OTnpaBuTens JOmKeH cHavYana paccynTaTb MakCumanbHbld 06kem
poctynHoro mecta B MessageChunk (HasbiBaemblii MaxBodySize), ucnonesys cnegytolyo popmyny:

MaxBodySize = PlainTextBlockSize * Floor ((MessageChunkSize — (1)
HeaderSize — 1)/CipherTextBlockSize) — SequenceHeaderSize — SignatureSize.

HeaderSize Bknoyaetr MessageHeader n SecurityHeader. SequenceHeaderSize Bcerga umeet pasmep
8 BanT. Bo Bpems wndpoBaHns 6rnok pasmepom, paBHbiM PlainTextBlockSize, o6pabaTtbiBaeTca ana cosna-
HWA Bnioka pasmepom, paBHbiM CipherTextBlockSize. [laHHble 3HA4YEeHWS 3aBUCAT OT anropuTMma WwudposBaHua
W MOryT coBnagarthb.

CoobueHve OPC UA moxeT noMecTUTbCS B OOUH hparMeHT, ecnuv 3HavyeHne BytesToWrite meHbLie nnu
paBHo MaxBodySize. B atom cnyyae PaddingSize paccuuTeiBailoT no doopmyrne

PaddingSize = PlainTextBlockSize — ((BytesToWrite + SignatureSize + 1) % (2)
PlainTextBlockSize).

Ecnu BytesToWrite 6onbwe MaxBodySize, otnpaButens gomxkeH 3anucate 6antel MaxBodySize c
PaddingSize, pasHbim 0. OctansHble baiTel BytesToWrite — MaxBodySize, gomxkHbl 6bITb OTNpaBneHs! B
nocnegyrownx MessageChunks.

Mons PaddingSize n Padding oTtcyTtcteytoT, ecnv MessageChunk He 3awwmdpoBaH.

Mone «Mognuce» oTcyTcTByeT, ecnv MessageChunk He nognucaH.

6.6.3 MessageChunks n o6paboTka owmnbok

MessageChunks oTnpaBnswTcs B TOM BMAE, B KOTOPOM OHWM 3aKoAMpoBaHbl. YacTi coobLleHus, npu-
Hagnexalwme ogHOMY ¥ TOMY e COOBLLEHWIO, AOM¥XHBI OTNPAaBNATLCA NocnegoBarensHo. Ecnv npu cozganum
MessageChunk Bo3HukaeT owmbka, oTNpaBuUTeNb JOMKEH O0TNPaBUTh oKoH4YaTenbHbln MessageChunk nony-
YyaTent, KOTopbIA coobLaeT nony4yaTento, 4To npovaoLuna ownbka v 4To OH AomKeH oTbpocuTe NpeasiayLlme
dhparmeHThl. OTNpaBuTenb yKkasbiBaeT, 4To MessageChunk cogepxuT owmnbKy, yctaHaenueas nar IsFinal B
3HadeHve «A» (ons npepbiBaHuA). B Tabnuue 51 onpefeneHo cogepxmumoe Message Abort MessageChunk.

Tab6nuua 51— Teno npepbiBaHua coobuenns BezonacHoro guanora OPC UA

Wms | Twun faHHbIX | OnucaHve Message Abort MessageChunk
Yucnoeoi kog owmbku.
Error Uint32 A o
OTO AOMKHO BbITh OQHO U3 3HAYEHWUW, NepedYncreHHbIX B 7.1.5
Bonee nogpobHoe onncaHne ownbKK.
Reason String KnveHT pgomkeH WrHopupoBaTb CTPOKW, ANWHA KOTOpbIX MpeBbiwaeT
4096 bant

MonyyaTtene gomkeH npoBepuTb BezonacHocTek nNpepeaHHoro MessageChunk nepen ero obpaboTkoi.
Ecnu Bce B nopsake, To nonyyaTtento cnegyeTt NpoMrHoprpoBaTe coobLueHre, Ho He 3akpbeiBaTh SecureChannel.
KnueHT pomkeH coobwnteb 06 ownbke npunoxeHuio kak StatusCode ons 3anpoca. Ecnu oTnpasuTenem siB-
NAETCH KMMEHT, TO OH AoMmKkeH coobwnTb 06 owmnbke, He AoXUOaACh OTBETa OT cepaepa.

6.6.4 YctaHoBneHue SecureChannel

Ona GonbwuHcTBa coobueHnin TpebyeTca ycTtaHoeka SecureChannel. KnveHT genaet ato, oTnpaenss
3anpoc OpenSecureChannel Ha cepeep. CepBep gomkeH NnpoeepuTb coobweHune u ClientCertificate v Bo3spa-
TuTk oTBeT OpenSecureChannel. HekoTopkle napameTpbl, onpegeneHHsie Ansa cnyxoel OpenSecureChannel,
yka3aHbl B 3aronoBke 6esonacHocTtu (cM. 6.7.2), a He B Tene coobweHns. B Tabnuue 52 nepeuncneHsl napa-
MEeTpbl, KOTOPbIE MOABMNATCH B Tene coobuieHns.
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Tabnuua 52— Cnyxba BeszonacHoro guanora OPC UA OpenSecureChannel

s Tun gaHHbIX
3anpoc
RequestHeader RequestHeader
ClientProtocolVersion UInt32
RequestType SecurityTokenRequestType
SecurityMode MessageSecurityMode
ClientNonce ByteString
RequestedLifetime UlInt32
OTtser
ResponseHeader ResponseHeader
ServerProtocolVersion Uint32
SecurityToken ChannelSecurity Token
SecureChannelld UiInt32
Tokenld UInt32
CreatedAt UtcTime
RevisedLifetime Uint32
ServerNonce ByteString

MapameTtpebl ClientProtocolVersion n ServerProtocolVersion gobasnsoTtes B coobweHne ans obecneve-
Hust o6paTHon coBMecTumMocTu, ecnu UA SC notpebyetca o6HOBUTL B ganbHenweMm. MNonyvyarenu HeM3aMmeHHO
MPYHUMAIOT YKcna, NpeBbILakoLLMe NOCNeAHIO BEPCUIO, KOTOPYIO OHW NogAepxnBatoT. [pegnonaraercs, 4To
npveMHUK ¢ Bonee BBICOKMM HOMepPOM Bepcumn obecnevnTt obpaTHy COBMECTUMOCTb.

Ecnu UA SC ucnonesytot ¢ npotokonom TCP OPC UA (cm. 7.1), To HOMepa Bepcuii, ykasaHHble B CO-
obweHuax OpenSecureChannel, fomkHbl BbITb TAKMMU Xe, KAK HOMEpa BEPCWIA, YKasaHHble B CO0DLEeHNAX
npuBeTcTBUsA/NnoaTBepxaeHnsa npotokona TCP OPC UA. MNony4artens AoMKeH 3akpbiTh KaHan u coobwuTts 06
owmnbke Bad_ ProtocolVersionUnsupported npyu Hann4nm HECOOTBETCTBMSA.

Cepeep gomkeH Bo3BpaTuTe oTBET 00 owwmbke B cooTtBetcTBUM ¢ FTOCT P 71809, ecrnv gonyLueHsbl Ka-
Kne-nubo ownbKkn ¢ napaMmeTpamm, yKazaHHbIMU KITMEHTOM.

RevisedLifetime coobliaeT knveHTy, Korga oH gomkeH o6HoBWTL SecurityToken, oTnpaBue ewe oavH
3anpoc OpenSecureChannel. KnueHT gomkeH npogomkaTe paHHiow Bepcuio SecurityToken go Tex nop, noka
He nony4uT oTBeT OpenSecureChannel. Cepeep gomkeH NpUHUMAaTL 3anpochl, 3alMieHHble HeoBHOBMNEeH-
HbiMm SecurityToken, oo uctedeHus cpoka aencteua SecurityToken unu o Tex nop, Noka cepBep He Nony4MT
coobLLieHWe OT KNUEHTA, 3aluuileHHoe HoBbIM SecurityToken. CepBep JOMKeH OTKMOHATL 3anpockl HA 0BHOB-
nexHune, ecnn SenderCertificate He coBnagaeT ¢ TeM, KOTOpbIA NpUMeHANcsa ans cosgaHmua SecureChannel,
MIM ecnu cyLLecTByeT npobnema ¢ pacllMdpOBKOM UMK NPpOBEPKOWA noanucu. KNMeHT JomKeH 0TKasaTbca oT
SecureChannel, ecnn ceptndmkaT, MCNONbL30BAHHLIA ONA NOANUCK OTBETa, He coBnagjaeTt C cepTudukaTom
ans wudpoBaHusa 3anpoca. CnegyeT UMeTb B BUAY, 4TO TUN JaHHbIX — 3T0 3HadveHue UInt32, npeacraens-
lolLlee KOnMYecTBO MunnucekyHa Bmecto Double (gnutenbHocTs), onpegenerHoro cornacHo MOCT P 71809.

CoobueHuns OpenSecureChannel noanuceiratoTea v WK pyroTes, ecnu SecurityMode He meeT 3Have-
Husa None (B Tom yucne, ecnu SecurityMode nmeeT 3HauveHue Sign).

Nonces AomxkHbl ObITh KpUNTOrpacUHecKMMn cnydamHelMmu YicramMu, AnvMHa KOTopbIX yKkazaHa napamMe-
Tpom SecureChannelNoncelength B SecurityPolicy.

JononnutenbHasa nHpopmaumua o TpeboBaHUAX K reHepaTtopam crydanHbix yncen npusegeHa B [9]. Co-
obuweHuna OpenSecureChannel He nognuckiBaoTca 1M He WwKMdpyoTes. Ecnn Nonce nmeet 3HadveHune NULL,
To SecurityMode TpebyeTtca urHopuposaTs. SecureChannelld n Tokenld HazHauatTCca K COOBLLEHUSAM, KOTO-
pbiMK 0DMeHMBAKTCH Yepe3 kaHan, besonacHocTb He NpuMeHseTcs. SecurityToken gomkeH ObITe NpoaneH
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00 nctedeHnss cpoka aencteua RevisedLifetime. MNonyyateny oomkHbl MITHOPUPOBaTh HEAEWCTBUTENbHbIE UK
MPOCpOYeHHble naeHTudgukaTopbl Tokenld.

Ecnu kaHan cBsA3WM BLIXOOWT M3 CTPOSl, CepBep OOIKeH nopaepxueaTte SecureChannel goctaTouHo
OONro, YTobbl MO3BOMNUTL KMMEHTY MOBTOPHO noaknoudntecs. MNapameTp RevisedLifetime Takke coobuiaet
KIMWEHTY, Kak Jonro cepeep DyAeT HaxoOUTLCS B PEXMME OXuAaHWs. ECnu KNUMeHT He MOXEeT NMOBTOPHO nofg-
KMIOYMTLCA B TEYEHWe 3TOro nepuoda, oH JoMmKeH cymMTath, YTo SecureChannel 3akpbiT. AuthenticationToken
B RequestHeader gonxeH nmetb 3Ha4eHne NULL.

Ecnu owunbka BO3HWKaeT nocne Toro, Kak cepeep nposepun 6GesonacHocTb cooblueHus, OH fon-
»XeH BO3BpaTuTb ServiceFault Bmecto otBeta OpenSecureChannel. CooblueHue ServiceFault onucaHo B
FOCT P 71809.

Ecnu 3HaueHuwe SecurityMode He paBHO 3HauyeHuo None, To cepeBep [OOIMKEH MPOBEPUTb, YTO
SenderCertificate n ReceiverCertificateThumbprint ykasaHbel B SecurityHeader.

6.6.5 Mony4yeHue kno4en

Mocne yctaHoBkn SecureChannel cooblieHns nognncbiBalTCs U WNMGPYIOTCA C NOMOLLbIO KIloYelt, no-
TNy4YeHHbIX M3 OOHOPAa30BbIX HOMEPOB, KOTOpPbIMKU 06MeHUBatoTca Npu BuidoBe OpenSecureChannel. 3Tu knto-
4K NonydarTcs NyTeM Nepefaqun ogHopa3oBbix HoMepoB PRF, koTopas co3gaet nocnefoBaTensHOCTL BaliToB
13 Habopa BxoAHbIX OaHHbIX. PRF npeacrtasneHa cnenywwmM obbaBneHnem yHKLNN:

Byte[] PRF(

Byte[] secret,

Byte[] seed,

Int32 length,

Int32 offset)

roe AnMHa — 3TO KONMMYECTBO BO3BpallaeMbix DANTOB, a cMeLleHe — 3TO KonvMdecTBo BalnToB OT Ha-
Yyana nocnefoBaTenbHOCTU. [InMHa Knodei, KoTopble HeoBX0aMMO CreHepupoBaTh, 3aBMCUT OT NONUTUKN Bes-
ONacHOCTH, UCnoNb3yemMon Ans kaHana. Cnegywwasn nHdopmauus onpenensetcs SecurityPolicy:

a) SigningKeyLength (n3 DerivedSignatureKeyLength);

6) EncryptingKeyLength (npegnonaraemein anroputmom SymmetricEncryptionAlgorithm);

B) EncryptingBlockSize (npegnonaraemein anroputmoMm SymmetricEncryptionAlgorithm).

PRF TpebyeT Hanuuusa cekpeTHOro Kni4a 1 HadanbHOoro ymucna. 3TW 3HaYeHnsa 3BMNeKakTCHa U3 ogHopa-
30BbIX HOMEPOB, KOTOPLIMKW 06MeHuBatoTcs B 3anpoce n oteete OpenSecureChannel. B tabnuue 53 ykasaHo,
Kak Nony4YMTb CEKPETbl M HaYarnbHbIe 3HA4YEHWUsI NP MCMOMbL30BaHMU NONMTUK Be3onacHoCTU Ha ocHoBe RSA.

Tabnuua 53 — BxogHele ganHele PRF gns nonutnk 6esonacHocT Ha ocHoee RSA

Nms Beisog
ClientSecret 3HaveHue ClientNonce, ykasaHHoe B 3anpoce OpenSecureChannel
ClientSeed 3HaveHue ClientNonce, ykazaHHoe B 3anpoce OpenSecureChannel
ServerSecret 3HayeHune ServerNonce, ykasaHHoe B oTBeTe OpenSecureChannel
ServerSeed 3HaveHne ServerNonce, ykaszaHHoe B oTBeTe OpenSecureChannel

MapameTpbl, nepegaeaemble B PRF, npenctaeneHsl B Tabnuue 54.

Tatnuua 54 — MNapameTpbl reHepaumn KpUnTorpadruyecknx Knoden

Kniou BesonacHocTs Seed OnuHa CmeleHue
ClientSigningKey ServerSecret ClientSeed SigningKeyLength 0
ClientEncryptingKey ServerSecret ClientSeed EncryptingKeyLength SigningKeyLength
Clientlnitialization . . . SigningKeyLength+
v ServerSecret ClientSeed EncryptingBlockSize EncryptingKeyLength
ServerSigningKey ClientSecret ServerSeed SigningKeyLength 0
ServerEncryptingKey ClientSecret ServerSeed EncryptingKeyLength SigningKeyLength
Serverlnitialization . . . SigningKeyLength+
P— ClientSecret ServerSeed EncryptingBlockSize EncryptingKeyLength
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Knoun knueHTa ncnonb3yT ANA 3aWmTbl COODOLLEHUA, OTNPaBMNSEMbIX KIIMEHTOM; KITH4M cepBepa —
Ons 3aWMThbl coobLIEeHWA, oTnpaBnsaemMblx cepsepoM. Cneundukaums SSL/TLS onpenenser PRF P_HASH,
KOTOopasa NpuMeHsaeTca Ans 3Ton uenu. GyHKUKUS NOBTOpSETCA 00 TeX Nop, NoKa He BbIAACT AOCTaTOYHO OaH-
HbIX ONA BCeX Heobxoaumblx knover. CMmelleHne B Tabnuue 54 0THOCUTCS K CMELLEHWUIO OT Hadana creHepu-
POBaHHbIX AaHHbIX.

AnropuTtm xewupoBaHus P_ onpegeneH crnegyrowmum obpasom:

P_HASH(secret, seed) = HMAC_HASH(secret, A(1) + seed) +

+ HMAC_HASH(secret, A(2) + seed) + HMAC_HASH(secret, A(3) + seed) + ...

Where A(n) is defined as: A(0) = seed

A(n) = HMAC_HASH(secret, A(n—1))

+ yKa3sblBaeT, YTO pe3ynkTaThl 400aBNAKTCA K NpeablAyLUMM pe3ynsratam,

roe HASH — xew-dyHkumnsa, Hanpumep SHA256. Wcnonb3yemas xew-gyHKUMA 3aBUCAT OT
SecurityPolicyUri.

6.6.6 NMpoBepka 6e3onacHocTU coobLeHnn

Copepxumoe MessageChunk He JOMKHO UHTEPNPETUPOBATLCA 4O TeX NMop, Noka cooblleHue He byaeT
paclwndgpoBaHo 1 He ByayT NpoBepeHkbl NOANUCE U NOPSAAKOBLIA HOMED.

Ecnu npu npoeepke coobleHUsi BO3HUKAET olwMbKa, nonyyaTens 3akpbliBaeT KaHan cesa3u. Ecnu nony-
yatenem ABMNSAETCA CepBep, OH Takke AOIMKeH 0TnpaBuTh cooblieHne ob ownbke TpaHcnopTa nepeq 3akpbi-
TneM KaHana. [Mocne 3akpblTUA KaHana KNWeHT NonbITaeTcsa NMOBTOPHO OTKPbLITh KaHam M 3anpocuTbk HOBLIA
SecurityToken, otnpasume 3anpoc OpenSecureChannel. MexaHu3m oTnpasBku oWMBOK TpaHcnopTa KIWEeHTY
3aBMCUT OT KaHamna CBA3u.

MonyyaTtens cHadana gomkeH npoeepuTs SecureChannelld. 3To 3HavyeHre moxeT BbITh paBHo 0, ecnu
coobuleHue aensaetca 3anpocom OpenSecureChannel. Onsa gpyrux coobLleHWn oH gonmXeH cooblinTe 06
ownbke Bad SecureChannelUnknown, ecnu SecureChannelld He pacnosHaH. Ecnu coobuleHue — 310 3a-
npoc OpenSecureChannel n SecureChannelld He paBeH 0, Torga SenderCertificate gonxkeH bbiTb Takum xe,
kak SenderCertificate, ncnonb3oBaHHbLIA ANA co30aHWa KaHana.

Ecnu coobueHune 3alimileHo acCUMMETPUYHBIMYK anropuTMamu, nonyyartens JOMKeH ybeouTscsa B TOM,
UYTO OHO NOAAEPXKUBAET 3aNPOLLEHHY0 NONUTKUKY BeaonacHocTu. Ecnu cooblyeHune aBnsieTca OTRETOM, OTNpaB-
NeHHbIM KNneHTy, To SecurityPolicy gomkHa BbiTh TakMM Xe, Kak TOT, KOTOpLIA yKasaH B 3anpoce. Ha cepeepe
SecurityPolicy formkHa bbiTb TaKkoW Xe, Kak U Ta, KOTopas MCMnonb30Banack Npu nepBoHaYyanbHOM CO34aHum
SecureChannel. Mony4yatenb AomkeH cHavyana NpoBepuThb, YTO CepTUdMKaTy JOBEPSIOT, U B Cnydae oWwnbkm
Bo3BpaTuTh Bad_CertificateUntrusted. 3atem nonydaTtens gomkeH npoeeputs SenderCertificate, ncnonsays
npaBwuna, onpeneneHHsble cornacHo FTOCT P 71809. MonyyaTtens gomkeH coobLnTL O COOTBETCTBYHLLEH OLING-
Ke, ecnv npoBepka cepTudmKkaTa He yaanacsk. [NonyuyaTtens gomkeH npoeeputh ReceiverCertificate Thumbprint
n coobwmTte Bad_Certificatelnvalid, ecnu oH ee He pacnosHaert.

Ecnu coobuieHne 3aliuuieHo CUMMMETPUYHbIMKU anroputMamu, To Bad SecureChannel o6 owwwnbke
TokenUnknown gomkHo BeiTe coobeHo, ecnv Tokenld oTHocuTca k SecurityToken, cpok ecTBUSI KOTOPOTO
MCTEK UNK He pacno3HaH. Ecnu pacwudpoBKa nnmn npoBepKa Nognucy 3aeBepluaeTca Heygadei, coobllaeTcs
0b owubke Bad_SecurityChecksFailed.

Ecnu peanusauusa gonyckaeT MCNONb30BaHWE HECKOMLKUX peXMMoB Be3onacHoCTM, nonyyaTens Takke
OOIMKEH NPOBEPUTL, YTO cooblieHne BbINo 3aWuweHo JonKHEIM 06pa3oM B COOTBETCTBUM ¢ TpeboBaHuAMMN
pexrMa DezonacHoCTK, yKasaHHoro B 3anpoce OpenSecureChannel.

Mocne 3aBeplieHus npoBepkM OesonacHOCTM Monyyatens [JOfmKeH npoeepuTb  Requestld
m SequenceNumber. Ecnu npoBepksm 3aBepLuatoTcs HeygadHo, coobuwaerca o6 owwbke Bad_
SecurityChecksFailed. Requestld gom«eH ObiTb NPOBEPEH TOMNLKO KMWMEHTOM, Tak Kak TOMbKO KIMEHT 3Ha-
eT, gencTeuTened nu oH. Ecnu SequenceNumber HepgencTBuTENEH, NONyYaTens OOMKEH 3AperncTprupoBarh
Bad_SequenceNumberinvalid n coobwuTts 06 owmnbke.

Ha atom artane SecureChannel gomxeH noateepOuTk, YTO NpoBepeHHoe cooblieHne He nogaenaHo
UNKX OTNPaBNeHo NOBTOPHO. 3TO 03HavaeT, YTo SecureChannel MoxeT Bo3BpallaThk 3allMLEHHbLIe OTBeTkl 00
owmnbkax, ecrnm BO3HMKHYT Kakne-nnbo npobnemsi.

Creku, peanuaywowmne UA SC, [omKHLI UMETE MEXAHU3M perncTpaumm ownbok, Npy NonyYeHun Hegen-
CTBUTENBHbLIX COOBLEHWUIA OHKU OOMKHBI UTHOPUPOBATLCA.
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7 TpaHCNOPTHbIE NPOTOKONbI

7.1 MpoTtokon nogknwo4vyeHua OPC UA

7.1.1 O6wume nonoxeHnn
Mpotokon coeguHeHuss OPC UA (UA CP) — abcTpakTHbIA NPOTOKON, KOTOPbIA yCTaHaBnMBaeT nomHo-

OYNINEKCHbIA KaHan Mexay KnveHTom 1 cepeepom. KoHkpeTHblie peanusaumnn UA CP MoryT BbiTe NOCTPOEHbI
C WCNonb3oBaHWEM NHOOro NMPOMEXYTOMHOrO MporpaMMHOro obecnevyeHus, NOAAEPXKUBAKOLLErO MOMHOAY-
NMeKCHbIN 0bmMeH cooblieHuamu, skntodaa TCP/IP n Beb-cokeTel. TepMuH «TransportConnection» onuchbi-
BaeT coefuHeHue, cneyudu4Hoe Ana NPOMEXYTOMHOro NporpaMMHOro obecneyeHusa M MCNonb3yemMoe Ans
obmeHa coobuweHnamu. Hanpumep, coketr — ato TransportConnection gna TCP/IP. TransportConnection
Nno3BoONsieT BO3BpallaTe OTBETHI B JIIOOOM nopsifke, a Takke OTBETbl Ha Apyroe m3Myeckoe coeaguHeHue
TransportConnection, ecnv cbou cBA3W BbI3bIBAOT BPEMEHHbLIE NEPepbIBbI.

MpoTtokon coeauHeHns OPC UA npegHasHadeH gna pabotel ¢ SecureChannel, peanusoeaHHbIM Ha 6o-
nee BLICOKOM YpOBHe cTeka. Mo aToin npuymHe npotokon coeanHeHusa OPC UA onpenensieT B3auMoaencTeme
¢ SecureChannel B fononHeHWe K NpoBOAHOMY NPOTOKONY.

7.1.2 CTpyKkTypa cooblueHus

7.1.2.1 O6wume nonoxeHusa

Ha pucyHke 12 npownniocTpupoBaHa CTpykTypa cooblleHns, nepegaBaemMoro no nposoay, a Takke To,
KaK anemMeHTbl coobLLeHus, onpedeneHHble oTobpaxeHuneM ABoundHoro kogupoeaHua OPC UA (cm. 5.2) u oTo-
BbpaxeHnem besonacHoro paarosopa OPC UA (cm. 6.7), cBA3aHbl ¢ COOBLLEHMAMY MPOTOKONa COefMHEHWA
OPC UA.

CoobueHune

7

/% ®parmeHT 1 PparmeHT 2 ®parmeHT 3
7.

Mpedchukc obvekTa paclMpeHns

3aronosok cooblleHusa
(NpomMesKyTOuHEIl chparmMeHT)

3aronoBok coobLeHns
(chuHaneHbIN hparmeHT)

3aronosok BesonacHocT

3aronoBok nocneaoBaTensHOCTK

Mognuce coobleHns

-
N
&
[l

3anonseHue

MognucaHHble faHHble

3awundposaHHble faHHbIe

PucyHok 12 — CrtpykTypa coobueHus npotokona coeguHenna OPC UA
7.1.2.2 3aronoBok coobLeHns

Kaxxgoe coobuweHune npoTtokona coegnHennsa OPC UA nmeeT 3aronoBoK ¢ NonsaMu, onpeaeneHHsIMn B
Tabnuue 55.
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Tabnuua 55— 3aronoBok cooblueHus npoTokona coegunHeHuss OPC UA

Mms Tun OnucaHve nonen
TpexbainToBbi kog ASCII, onpegenarowmin Tun coobleHns. Ha gaHHbI Mo-
MEHT OnpeneneHsbl cregytolme 3HaqyeHns:
HEL — npuBeTcTBEHHOE COObLLEHNE;
ACK — coobLieHve NoaTBepXaeHus;
MessageType Byte :
gelyp Y ERR — coobueHue 06 ownbke;
RHE — coobuweHre ReverseHello.
YpoeeHb SecureChannel onpegenser OononHUTENbHBIE 3HAYEHWUHA, KOTO-
pble OOMKeH NpUHUMAaTL ypoBeHb NpoTokona coednHeHua OPC UA
WrHopupyetca. JomkeH ObiTe ycTaHoeneH B kogobl ASCIl gna «F», ecnn
Reserved Byte MessageType ABnseTca ogHUM U3 3HAYEHWA, NOALEPKUBAEMbIX MPOTOKO-
nom coegmHenms OPC UA
. n1Ha coobLieHna B banTax, Bknodawwaa 8 banTos 3aronosBka cooblue-
MessageSize Uint32 E‘MH t t t

CTpykTypa 3aronoBka cooblleHus npotokona coeanHeHus OPC UA HamepeHHO uaeHTU4Ha nepBbiM
8 bamtam 3aronoBka coobueHnus 6esonacHoro guanora OPC UA (cm. Tabnuuy 46). 3To NO3BONSAET YPOBHIO
npoTtokona coegnHeHnss OPC UA usenekatb cooblieHns Secure Channel nz Bxogsilero notoka, faxe ecnu
OH He NOHUMAaeT X COOEePKUMOE.
Ha ypoeHe npoTokona coeguHenns OPC UA Heobxoaumo npoeepuTe MessageType 1 ybeguTbecs B TOM,
4710 MessageSize meHblie cornacosaHHoro ReceiveBufferSize, npexxge Yem nepepgasath noboe cooblueHve
Ha ypoBeHb SecureChannel.
7.1.2.3 Hello Message
Hello Message umeeT gononHUTENLHLIE NONS, NpeacTaBNeHHble B Tabnuue 56.

Tabnuuya 56 — NpuBercTBeHHOe cooblueHne npoTokona coegmHerns OPC UA

Mms

Tun gaHHbIX

OnucaHve nonew

ProtocolVersion

UInt32

MocnenHsas sepcus npotokona UA CP, nogoepxvBaemas KIMEHTOM.
Cepeep MOXET OTKNOHWUTb KIMUeHTa, BO3BpaTUB Bad_
ProtocolVersionUnsupported. Ecnu cepeep nNpuHWMMaeT cOeAWHEHWE, OH
HeceT OTBETCTBEHHOCThL 3a BO3BpaT COODLLEHNs, COOTBETCTBYOLLErO 3TON
BEPCWU NpPOTOKONa.

CepBep HeUM3MeHHO JOMKeH MPUHUMaTE BEPCUM, MPeBblLLatoLMe Te, KOTOo-
pble OH NoOAAEPKUBAET

ReceiveBufferSize

UInt32

Camblit BonbLuoin MessageChunk, KOTOpbIA MOXET NONY4YUTL OTNPaBUTENb

SendBufferSize

Uint32

Camblit 6onbluoin MessageChunk, kKoTopblid 0OTNpaBWT OTNpaBUTENb

MaxMessageSize

UInt32

MakcumaneHbld pasmep nioboro otBeTHoro coobuenus. Cepeep pon-
XeH npepBaTb Nepefady coobueHns ¢ cooblueHnem ob owmbke Bad_
ResponseToolarge, ecnv oTBeTHoe coobLueHWe NpeBbIlLAEeT 37O 3Hade-
HKe.

MexaHuam npepbiBaHna coobueHunin B nonHom obbeme onmcaH B 6.7.3.
Paamep coobLueHWs paccyuTbIBAlOT C MCMONb30BaHWEM HeaallunpoBaH-
Horo Tena cooBbwernsa. NULL ykazblBaeT Ha To, YTO Y KNMEHTa OTCYTCTBYET
ammuaT

MaxChunkCount

UInt32

MakcrmansHoe KONMM4YecTBO (hparMeHTOB B Ni0OOM OTBETHOM COODLLEHWN.
Cepeep gomkeH npepeaTk nNepefadvy coobuweHuss ¢ coobueHnem o6
owmnbke Bad_ResponseToolarge, ecnu oTeeTHoe cooblleHWe npeBbilla-
€T 3TO 3HAYEHWe.

OnucaHve mexaHuama npepbiBaHnA cooblleHnid B nonHoMm obbeme npu-
BefeHo B 6.7.3. NULL yka3sblBaeT Ha TO, 4TO Y KNWeHTa OTCYTCTBYET MUMUT
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OkoHYaHue mabnuuysi 56

st Twvn faHHbIX OnuncaHue nonewn

URL-agpec KOHEYHOWM TOMKM, K KOTOPOW XOTer NOAKNKYUTLCA KMUEeHT. 3a-
KOOMPOBAHHOE 3HAaYeHWE AOMKHO BbiTh MeHee 4096 BanToB.

Cepeepbl OOMKHbI BO3BpaTMTb coobuweHve 06 owubke Bad_
TepEndpointUrlinvalid 1 3akpbiTe coenHeHWe, ecnu AnuHa npeesiwaeT
4096 GalToB MNK ecnn OH He pacno3HaeT pecypc, MAeHTUMUUMPOBAHHbIRA
URL-agpecom

EndpointUrl String

MapameTtp EndpointUrl no3BonaeT HECKONbKUM cepBepamM MCNOoMb30BaTh OAHY W TY Xe KOHEYHYI0 TOu-
Ky Ha KoMMbloTepe. Ha KOHEYHOW TOYKEe MPOKCU-MPOLIECC AOMKEH NOLAKMIOUYUTLCA K CepBepy, YKkaszaHHOMY B
EndpointUrl, n nepecbinats Bce coobLUeHNA Ha cepBep Yepes 3TOT cokeT. Ecnu oauH cokeT 3akpbiBaeTtcs,
NPOKCU-CEPBEP OOMKEH 3aKPbITh APYroi COKET.

Ecnu y cepeepa HegocTaTouHO pecypcoB AN co3aaHust Hoeoro SecureChannel, oH omkeH HeMeaneH-
HO BO3BpaTUTh cooblieHne 06 ownbke Bad TcpNotEnoughResources v 3akpbiTh COKET.

7.1.2.4 CooblleHWe noaTeepxaeHns

CooblleHve noaTeepXaeHna MMeeT OONONHUTENbHbIE NOMS, NoKa3aHHble B Tabnuue 57.

Tabnuua 57 — CoobuweHre noagreepxaeHus npotokona coeguHeHna OPC UA

Nma Tun Onucadne nonew

[NocneaHsas sBepcus npoTtokona UA CP, nogaepxnBaemas cepBepom.

Ecnu knueHT npuHUMaeT coeguHeHWE, OH HECET OTBETCTBEHHOCTb 3a OT-
ProtocolVersion UInt32 npaeky coo0LLeHWA, KOTOPble COOTBETCTBYHOT 3TOM Bepcun npoTokona. Knu-
EHT HENPEMEHHO [OMKEH NPUHMMAaTL BEPCUK, NPEBLILLAIOLLME TE, KOTOpLIe
OH NopaepKuBaeT

Cambin 6onblwion MessageChunk, KOTOPbIA MOXET NONYYUTL OTNPAaBUTENb.
ReceiveBufferSize Uint32 [aHHoe 3Ha4YeHre He JOMKHO NPEeBLILLATE 3HAYEHWS, 3aMpPOoLLUEHHONO KIMEH-
TOM B MPVBETCTBEHHOM CcoobLLeHun

Cawmbin 6onbwon MessageChunk, KoTopblil OTNpaBuUT OTNpPaBUTENb.
SendBufferSize Uint32 [laHHOE 3Ha4YeHMe He OOMKHO NpPeBbILAaThL 3HaYeHWs, 3anpPOoLUEeHHOro KMeH-
TOM B NPVYBETCTBEHHOM COOBLLEHUN

MakcumaneHelin pasamep nboro coobuweHns anpoca. KnueHT gormkeH npe-
peaTk coobuweHne ¢ nomowbto Bad_RequestToolLarge StatusCode, ecnu
coobLUeHVe 3anpoca MpeBbIlLaEeT 3T0 3HadeHue. MexaHuam npepbiBaHus
MaxMessageSize Uint32 coobLeHnin B NornHOM obbeme onncaH B 6.7.3.

Paamep coobLieHus paccynThIBAKOT C UCNOMb30BaHNEM He3alungpoBaHHO-
ro Tena coobLeHus.

NULL ykasbiBaeT, 4TO y cepBepa OTCYTCTBYIOT OrpaHU4eHuns

MakcumansHoe Konn4ecTBo hparMeHToB B Niobom cooblueHun 3anpoca.
KnueHT gorkeH npepeats nepenady cooblyeHus ¢ Kogom coctoaHusa Bad
MaxChunkCount Uint32 RequestToolarge, ecnu 3anpoc coolLleHWsA NpeBbILLaeT 3TO 3Ha4YeHKe.
MexaHuam npepbiBaHua coobleHuin B nonHom obbeme onvcaH B 6.7.3.
NULL yka3sbiBaerT, 4To y cepBepa OTCYTCTBYHOT OrpaHUYeHns

7.1.2.5 CooblweHure ob ownbke
CoobuweHne 06 owmnbke MMeeT JONONHUTENbHLIE NOMA, NPpeacTaBneHHbIe B Tabnuue 58.

Tabnuua 58 — CoobuweHue o6 owmnbke npotokona coenmHeHns OPC UA

Mms Tun OnuncaHue nonen
Yucnoson Ko oLnBKK.
Error UInt32 A
[aHHoe 3Ha4eHue AOoMmKHO BbITb OOHMM U3 NepedYncneHHblX B 7.1.5
: MoopobHoe onucaHue owmnbKN.
Reason String -
KnveHT gomkeH UIrHopMpoBaTb CTPOKM, ANKMHA KOTOPLIX npeBbilwaeT 4096 6ant
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CoKeT HeM3MEHHO KOPPEKTHO 3aKpbIBAETCSA KITMEHTOM Nocne nony4vyeHus coobieHns ob ownbke.
7.1.2.6 CoobueHne ReverseHello
CoobuweHne ReverseHello uMeeT gononHuUTensHbIe Nons, NnpeactasneHHble B Tabnuue 59.

Tabnuya 59 — CoobuweHne ReverseHello npotokona coeguHenna OPC UA

msn Tun gaHHbIX OnucaHue nonen

ApplicationUri cepeepa, otnpasuBLlero cooblleHue. 3akognpoBaHHoe 3Ha-
YeHWe JomKHo BbiTb MeHee 4096 BanT.

ServerUri String KnweHT gomxeH BoaBpatuth ownbky Bad_TcpEndpointUrlinvalid n 3akpbiTe
coefuHeHue, ecnu AnvHa npesbiwaeT 4096 6anT WNM ecnu OoH He pacnos-
HaeT cepBep, naeHTuuumnporatHHen URI

URL-agpec KOHEYHOW TOYKM, KOTOPYIO KIMEHT UCMOMNL3YeT NpW YyCTaHORMe-
HuK SecureChannel. [JlaHHoe 3HadYeHWe OomkHO ObiTe NepegaHo obpaTHo
Ha cepBep B COOBLLEHUN NPUBETCTBUA. 3aKOAMPOBAHHOE 3HAYEHUE JOMKHO
6bITe MeHee 4096 HanT.

KnneHTbl OOMmKHbI BO3BpaTMTL owmnbky Bad_TcpEndpointUrlinvalid n aa-
EndpointUrl String KPbITb COEAMHEeHWe, ecnv AnuHa npesbiwaet 4096 6ant unu ecnun He pac-
Nno3HaeTcsa pecypc, naeHTuduuMpoBaHHbIin URL-agpecom.

[aHHoe 3Ha4yeHWe ABNAETCH YHUKanbHbIM MOAEHTUUKATOPOM CepBepa, Ko-
TOPLIA KITMEHT MOXET MCMOSBb30BaTh O71A Novcka MHopMaLMK 0 KoHpury-
pauun. 3To gomkeH BbiTh oguH U3 URL-agpecoB, Bo3BpallaeMblx cnyxoom
GetEndpoints

[ns npoTokonoB Ha ocHoBe coobuleHnid coobuweHne ReverseHello no3sonaeTr cepsepam coobuiath
KNUWEeHTY 0 cBOEM npucyTcTBuK. B naHHom coobuweHnm EndpointUrl ykaseiBaeT agpec cepeepa, 3aBUCSLLUA OT
NpoToKona, U BCe TOKEHbI, HeOBXoauMbIe ONs AOCTYNa K HEMY.

7.1.3 YcTanoBneHue coegMHEeHNA

CoeguHeHnss MOryT OblTb  MHUUMMPOBAHLI  KIIMEHTOM WAWM  CEepBEepoOM, KOr4a OHWM  Cco3gaiT
TransportConnection 1 ycTaHaBnNMBawT CBA3b CO CBOWMM OLHOPAHIOBLIM Yy3noMm. Ecnv KnueHT cosgaet
TransportConnection, nepeoe oTnpaBneHHoe cooblieHne LOMKHO OblTe MPMBETCTBMEM, B KOTOPOM YKasaHbl
pa3mepbl Bydepa, KoTopble Nogaep:KUBaeT KNueHT. CepBep OOMKeEH OTBETUTL cO0BLLEeHNEM NOATBEPKOEHUS,
KOTOpoe 3aBepluaeT cornacoeaHue bydepa. CornacoBaHHei pa3mep bydepa gomkeH GbIThb coobuleH Ha
ypoBeHb SecureChannel. CornacoeaHHbin napametp SendBufferSize onpegensert paamep MessageChunks,
KOTOpPbI DyOeT cnonb3oBaThCs AN COODLLEHWIA, OTNPaBseMblX Yepes coeguHeHue.

Ecnu cepsep co3gaet TransportConnection, nepeeim coobleHnem byneT ReverseHello, oTnpaeneHHoe
KNMeHTY. Ecnu KNMeHT NpyMHMMaeT CoedvHeHne, OH oTnpaenseT coobleHne Hello obpaTHo Ha cepBep, KOTO-
pbli 3anyckaeT cornacoeaHue bydepa, onvcaHHoe ans coeAMHEHWS, MHULMUPOBAHHOTO KIUEHTOM.

CoobLleHnst NpUBETCTBUS/MOATBEPXKOEHUA MOTYT BbiTh OTNPABMEHLI TONLKO OAWH pa3s. Ecnn oHn nony-
YeHbl MOBTOPHO, Nony4YaTtens OOomkKeH coobwmnts 06 owunbke n 3akpbiTe TransportConnection. MNpunoxeHus,
NpUHUMaLLKe BXoaslIne coequHeHWs, O0MKHbl 3aKkpbiTe TransportConnection no uctedyeHun nepuoga Bpe-
MEHW, eClM OHO He nony4ynT coobweHne Hello nnn ReverseHello. 3ToT nepuon BpemeHu JosmkeH ObiTe Ha-
cTpavBaeMbIiM WU UMETb 3HAYEHWEe NO YMOMYaHWUIo, He NpesBbillarLlee 2 MUAH.

KnveHT otnpaenseTr 3anpoc OpenSecureChannel nocne nonydYeHuss NOATBEPKOEHWS OT CepBepa.
Ecnu cepeep npyMHMMAaeT HOBLIN KaHan, OH JormkeH cBsA3aTtbh TransportConnection ¢ SecureChannelld. Cep-
BEpP WMCMONb3yeT NMpUHUMAaeEMyK accoumauunto, 4Tobbl onpegenuTth, kakon TransportConnection ncnone3so-
BaTb, Korga emy HeobXo4WMO OTNpaBUThL OTBET KNWEHTY. KNWeHT genaeT To e caMoe, Korga nonyvaer oTBeT
OpenSecureChannel.

MocnegoBaTenbHOCTE COOOLLEHWIA NpKU yCTaHOBMNEHWW npoTokona coeauHenua OPC UA, coegunHeHne
No KOTOPOMY MHULMMPOBAN KINWEHT, NOKAa3aHo Ha pucyHke 13.
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KnnenT 3awuwenHein CoeanHeHwe CoepguHeHne 3alinLeHHbIR
kanan nepegaqm nepenauu kawan  Cepsep
OTKpbITOE CoeaAnHeHne

MpusetcTeue

Mpu3HaHue

3anpoc oTKPLITOroO 3allMLEHHOro KaHana

h 4

OTBeT OTKPbITOrO 3aWulleHHOoro KaHana

Co3sgaHue ceccun

PucyHok 13 — KnueHT uHuuymmpoBan coeMHeHne no npoTtokony coeguHeHus OPC UA

MocnenoBaTensHOCTE COOBLLEHWMI NpU YCTaHOBNEHWW npoTokona coeduHeHus OPC UA, coeguHeHue
no KOTOPOMY MHWLMWPOBAN cepBep, NokasaHa Ha pucyHke 14.

KnuenT SaWwneHHbin CoeanHexne CoeanHeHne 3alUMLLEHHbIA
KaHan nepegauu nepenauu kawan  Cepeep
OTKpbITOE COEaMHEHME

B

O6paTHoe NpuBeTCTBKE

MpueeTcTBKE

MpuaHaHwre

3anpoc oTKPLITOro 3alMILEHHOro KaHana

3anpoc OTKPbITOrO 3allMUIEeHHOro KaHana

Co3pgaHune ceccuu

PucyHok 14 — MHMUMMpOBaHHOE CepBepoOM CoedMHEHUe no npoTokony coeauteHna OPC UA

MpunoxeHWe cepeepa He BbinonHAeT 0bpaboTku BO Bpemsa cornacoBaHus SecureChannel; ogHako cep-
BEPHOE NPUINOXEHWE OOMKHO NPEAOCTaBMUTh CTEKY CMMCOK A0BEPEHHbIX cepTudurkaToB. CTek 4OMmKeH Hanpas-
NATL YBEOOMIEHUSA CEPBEPHOMY MPUMOXEHWIO KO bIA pa3, korga oHo nonyyaet 3anpoc OpenSecureChannel.
YBegomMmneHusa gomkHbl BkNoyaTe oTBeT OpenSecureChannel nnu owmbky, Bo3BpaLlLaemMbie KIUEHTY.

CepBep gomKkeH ObiTb HAacTpOeH WM BKMKOYEH agMWHUCTPATOPOM ANs MOAKMHYEHWMA K OQHOMY Wi
HEeCKONbKUM KnueHTam. [ng KaxOoro KnueHTa agMuHuUCcTpaTop JomkeH npepocTtaBuTe ApplicationUri m
EndpointUrl, ecnn EndpointUrl knueHTa He ykasaH, agMuHUCTparop MoXeTt npegoctasute EndpointUrl ang
GDS (cm. [10]), koTopas 3HaeT o knueHTe. CepBep A0MKEH HAXOAWUTLCH B PEXUME OXNAAHUA, TaK KaK KNMMEeHTY
notpebyeTca HekoTopoe BpeMs, 4Tobbl oTBeTUTL Ha ReverseHello. KnueHT 3akpeiBaet SecureChannel, unu,
ecnu CoKeT 3akpbiBaeTca 6e3 yctaHoBneHus SecureChannel, cepBep JomkeH co3garb HOBbIN COKET W OTnpa-
BUTb HOBOe coobuleHne ReverseHello. AGMMHMCTpaTOpbl MOTYT OrpaHUYUMTE KOMMYECTBO OAHOBPEMEHHBIX
COKEeTOB, CO3[aBaeMbIX CEPBEPOM.

7.1.4 3aKkpbiTue coegUHEHUA

KnueHT 3akpbiBaeT coeauHeHne, otnpasnsasa 3anpoc CloseSecureChannel n koppekTHO 3akpbiBas COKET.
Korga cepBep nonyyaet cooblieHne, oH AOmkeH 0cBOOOANTL BCE pecypchl, BblAeNeHHble A4S kaHana. Teno
3anpoca CloseSecureChannel nyctoe. Cepsep He oTnpasnset oteBeT CloseSecureChannel.
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Ecnun npoeepka besonacHocTu ana coobweHus CloseSecureChannel He yganack, cepeep AOMKeH co-
06WKTh 06 owwnbke 1 3aKkpbiTh cokeT. [NocnegoBaTenbHOCTL COOBLLEHWA MPU 3aKPbITUM COEAWHEeHWUs Mo Npo-
Tokony coeauHeHus OPC UA nokazaHa Ha pucyHke 15.

3awmnuweHHsin CoegnHeHue CoeguHeHne 3alULIeHHbIRA

KnueHt
KaHan nepegaqu nepena4u KaHan Cepsep

3anpoc 3aKpbiTMA 3allvUleHHOoro kKaHana

3akpblTe A4eikn

F 3

PucyHok 15 — 3akpbiTe coeguHeHua no npotokony coeavHeHns OPC UA

CepBepHoe npunoxeHne He BbiNonHsAeT obpaboTku, korga SecureChannel 3akpbiT; ogHaKo cTek
OOMKEH MpefoCTaBnsATb YBEAOMIEHWS CEepBEpPHOMY MPWIOXKEHWIO KaKAbl pas, Korgaa nofyyYeH 3anpoc
CloseSecureChannel unu korga ctek odullaeT 3abpolueHHbln SecureChannel.

7.1.5 O6paboTka owunbok

Mpy BO3HUKHOBEHUW OLLIMBKK, NpUBOOALLEN K HeobpaTUMbIM NOCMNEACTBUSIM, CEPBEP OTMNPAaBMSET KIn-
eHTy cooblyeHmne o6 owmnbke U KOppeKkTHo 3akpbiBaeT TransportConnection. Korga knveHT nonyyaet coobue-
Hne 06 owunbke, oH cooblaeT 0b olNMbKe NPUNOKEHWIO U KOPPEKTHO 3akpbiBaeT TransportConnection. Ecnn
KNWeHT cTarnkuBaeTcs C oWKOKoW, npuBoasllein K HeobpaTMMbIM NMOCMNeACTBMAM, OH OOIKeH cooblnTb 0b
ownbke npunoxeHuio U otnpasuTbk CloseSecureChannel cooblueHne. Cepeep AOMKEH KOPPEKTHO 3aKpbiThb
TransportConnection npu nony4yeHun coobweHusa CloseSecureChannel.

BoamoxHble ownbku npoTtokona coeauHeHusa OPC UA onpegenedbl B Tabnuue 60.

Tabnuya 60— Kookl owmbok npoTtokona coeguHeHus OPC UA

Wms OnucaHune nonen

Cepeep He MoxeT obpaboTaTth 3anpoc, MOCKOMNLKY OH Yepecyyp 3a-
HAT.

Cepeep OomkeH onpenenutb, Korga emy HeobXoouMo BO3BpPaTUTh
coobLieHue.

CepBep MOXeT KOHTPONMPOBaTbk YacToTy MOBTOPHOMC MOAKITHYEHUS
KNUeHTa, 0Xuaas Bo3BpaTta 3Toi ownbkn

Bad_TcpServerTooBusy

HeponycTumeln TMN coobLUeHUs, yKa3aHHbIA B 3aronoBke.

Kaxpoe coobueHne HadymHaeTca ¢ 4-6anToBoW nocnegoBartensHo-
Bad_TcpMessageTypelnvalid cTW 3Ha4eHun ASCII, koTopas MAeHTUDULMPYET TUN COOBLLEHUS.
Cepsep Bo3Bpallaet ownbky, ecrnv Tun coobuenus He npuHaT. Pag
TUNoB coobLeHnin onpegeneH ypoeHem SecureChannel

SecureChannelld n/vnn Tokenld B HacTosilLee BpeMa HE UCNOMNb3y-
Bad_TcpSecureChannelUnknown HOTCA.
06 aton owmbke coobuaet ypoeeHb SecureChannel

Pa3mep coobLueHuWs, yKasaHHOTO B 3aronoBke, Yepecdyp BEMUK.

CepBep BO3BpalLaeT aTy owubky, ecrnu pasamep coobLUeHUsa NpeBbl-
LWwaeT MakcumanbsHbI pasmep Bydepa unu pasmep bycdepa npuema,
COrnacoBaHHbIi BO BpeMs oOMeHa NpuBETCTBMEM/NOOTBEPKAEHUEM

Bad_TcpMessageToolLarge
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OkoHYaHue mabnuubi 60

Mms Onucaxne nonen

Mpu gocTyne K pecypcy Npou3oLen TakM-ayT.

Bad_ Timeout .
= CepBep OOMKeH ONpeaenuTb, kKorga HacTynuT TaiM-ayT

HepoctatouHo pecypcoB Ansa o6paboTkm 3anpoca.

CepBep Bo3BpallaeT a1y ownbKy, Korga eMy He XxBaTaeT NnamaTi Unm
Bad_TcpNotEnoughResources BO3HUWKAKT aHanorn4Hele npobnemsl ¢ pecypcamu.

CepBep MOXET KOHTPONVMPOBaTk YacTOTy NMOBTOPHOIO MOAKMKOYEHNS
KnueHTa, oxumaas Bo3Bpara OLMBKK

Bo3HuKkna BHyTpeHHARA owwmnbka.
Bad_TcplnternalError Ero cnegyet Bo3BpallaTh TOMbKO B Cry4ae BO3HWUKHOBEHUS Henpea-
BMAEHHON OWWBKW KOHUrypaumm nnm nporpaMmmypoBaHuns

Bad_TcpEndpointUrlinvalid CepBep He pacno3HaeT yKkasaHHbii EndpointUrl
Bad_Requestinterrupted 3anpoc He yoanock oTnpaBuTh U3-3a cbos B ceTu
Bad_RequestTimeout INpw o6paboTke 3anpoca NpousoLlen TauM-ayT
Bad_SecureChannelClosed 3alUMLeHHbIA KaHan 3akpbiT
Bad_SecureChannelTokenUnknown Cpok gencteua SecurityToken UCTEK UMK OH HE pacno3HaH
Bad_CertificateUntrusted Ceptudmkart oTripaBuTens He nosb3yeTcs 4OBepUeM nonydarens

Cpok gencteust cepTudmkara oTnpaBUTena UCTEK UMW He OENCTBU-

Bad CertificateTimelnvalid
- TeneH

Cpok gencTBus cepTudpmkaTa oTNpaBUTENA UCTEK UNU HE OENCTBU-

Bad_CertificatelssuerTimelnvalid
— TeneH

CEpTHCbMKaT OTNpaBnUTENA HE MOXET ObITb MCNONb30BaH Ans ycTta-

Bad CertificateUseNotAllowed
— HOBINEHWA 3allMLLEHHOr0 KaHana

Bad_CertificatelssuerUseNotAllowed CepTuduKaTt aMUTEHTA HE MOXET UCMNoNb3oBaThes B kavecTee LIC
Bad_CertificateRevocationUnknown He ynanock npoBepuTh cTaTyc 0T3bIBa cepTudMkaTta oTnpaBuTens
Bad_CertificatelssuerRevocationUnknown He yoanock npoBepuTb CTaTyc 0T3biBa cepTudMKaTa aMUTeHTa
Bad_CertificateRevoked CepTtuchukar oTripaBvMTeNnsa 0TO3BaH AIMUTEHTOM
Bad_IssuerCertificateRevoked CepTudukar aMUTEHTA OTO3BaH ero SMUTEHTOM
Bad_SequenceNumberlnvalid MNopsakoBkI HOMEP B cOOBLLEHNN HEOENCTBUTENEH

Yncnosble 3Ha4YeHUA 3TUX KOOO0B owmnbok onpeneneHbl B A2

7.2 0PC UA

TCP TCP/IP — yHuBepcanbHbIA NPOTOKON, obecnevynBaoLmMi NOSHOAYMIIEKCHYH CBA3b MEXAY OBYMS

npunoxexHuammn. Coket — ato TransportConnection B peanusauvn TCP/IP npoTtokona coegnHeHna OPC UA.
Cxema URL-agpecoB Ans KoHeYHbIX Touek, ucnonssyowmux OPC UA TCP, — opc.tcp.
TransportProfileUri gpomxex 6biTe URI gnsa Tpancnopta TCP (cm. [1]).

7.3 OPC UAHTTPS

7.3.1 OGwWme nonoxeHun

HTTPS otHocutca Kk HTTP-coobLeHmsam, koTopbiMu obmMeHuBarTCs Yepes coeguHernme SSLITLS (cm.
HTTPS). Cuntakcuc HTTP-coofLweHnin He MeHAETCA, U egUHCTBEHHOE OTNMYME COCTOUT B TOM, YTO BMECTO
coeaunHeHnst TCP/IP co3paetcs coeguHenne TLS. D10 o3Havaert, 4To npodunu, NCNonb3yLMe 3TOT TpaHc-
nopT, Takke MoryT ucnone3oeatbca HTTP, korga 6e3onacHoCTb HE MMEET 3HAYEeHMS.

HTTPS — ato npoTtokon, obecnevvBarLLnii TpaHCNOPTHY Be3aonacHoCcTk. 3TO 03HAaYaeT, 4To Bece ban-
Thl 3allMLLEHbl Npy oTnpaske 0e3 yyeTa rpaHuvy cooblieHuns. TpaHcnopTHaa 6e3onacHOCTb MOXeT paboTaTb
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TOMbKO ANsi CBA3KW «TOYKA-TOYKa» M HEe OOMyCKaeT MCMONb30BaHUA HEHaAEeXHbIX NOCPeOHUKOB UMK NPOKCU-
cepsepoB ons obpaboTkn Tpaduka.

SecurityPolicy pomkeH ObiTb yKasaH, OAHAKO OH BIMSET TONbKO Ha anropuTMbl, UCNOMb3yemble AMs
noannucu ooHopasoBbIX HOMEPOB BO BpeMsi pykonoxatusa CreateSession/ActivateSession. Monutuka 6eso-
MacHOCTW: CMOBO «HET» yKa3blBaeT, YTO OAHOPa30Bble HOMepa He HyXHOo nognuceiBate. SecurityMode nme-
eT 3HadeHne Sign, ecnn SecurityPolicy nmeeT 3HaveHne «HeT»; B 3TOM criydae SecurityMode gomkeH 6biTb
yCcTaHoBMeH Ha «HeT». Ecnun UserldentityToken nognexuTt wudpoBaHnio, OH JOMKeH BblTb SBHO yKasaH B
UserTokenPolicy.

Ecnuv gocTynHo Heckoneko BapuMaHTOB NONMUMTUKKM Be3onacHocTu, 3aronosok HTTP nog HavMmeHoBaHWeMm
«OPCUA-SecurityPolicy» npumeHaeTcsa KNMEHTOM, YTODbI COOBLLUNTE CepBEpY, Kakyto NONMUTUKY OAHHLIA KNK-
€HT ucnonb3yeT. 3HavyeHue 3aronoeka — 370 URI ana SecurityPolicy. Ecnn kNMeHT onyckaeT 3aronoBokK, To
cepBep OOMKEH NpeanonoxunTe, 4to SecurityPolicy nmeet 3Hadenune None. Bece coeguHenma HTTPS yepes
URL-agpec nomkHbl paccmatpusartbes kak oguH SecureChannel, KOTOpbIf MCNONb3YeTCA HECKONbKUMW K-
eHTamun. CTekn JOMKHbI NPefocTaBnaTh YHUKanNbHbIA naeHTudmkatop SecureChannel, koTopblit no3sonseT
NMPUIOXEeHNsAM conocTaenaTk 3anpoc ¢ SecureChannel. 3To 03HavaeT, 4YTo ceaHCbl MOXHO cHMTaTh Besonac-
HbIMKW TONbLKO B TOM cnydae, ecnu AuthenticationToken (cm. TOCT P 71809) anuHon bonee 20 6anTt u BKNto-
yeHo wudposaHne HTTPS.

Anroputmel WwWuppoBaHua, ucnonbsyemble HTTPS, He oTHocsTes k EndpointDescription. SecurityPolicy
OnNpeaensTca NPUMEHEHNEM MONMUTUK, yeTaHoBrneHHbIx ans HTTPS, u BbixoasT 3a pamkn OPC UA.

Ha pucyHke 16 nokazaHO HECKOMbKO cLeHapueB npuMeHeHns TpaHcnopta HTTPS.

HDFI MOoe coeguHeHune

KnueHt UA Cepeep UA
HTTPS

KnueHT, ocHoBaHHbLIA Ha Gpay3epe Yepesa NPoOKCK CETEBOro cepeepa

CeTeBoli CeTeBoi
bpayse Bpayse
paysep HTTPS paysep

Cepsep UA

UATCP

HopmaneHbii knueHT Yyepe3 HTTPS npokcu cepeep

Knuent UA P Hpakey Cepsep UA

HTTPS cepaep HTTPS

PucyHok 16 — CueHapuu npMmeHeHusa TpaHcnopta HTTPS

B HekoTopbIx cueHapusax cea3s HTTPS 3aBUCKUT OT NocpenHKKa, KOTOPOMY NPUNOXeHUs He JOBEPSIOT.
B atom cnyuyae anga obecneveHus 6esonacHocTu TpaHcnopT HTTPS He moxeT ucnone3oBaTtkes. [Npexae
4Yyem ycTaHaenusaTb cBA3b ¢ OPC UA, npunoXeHWsiMm HeoBX04MMO YCTaHOBWTL 6€30MNacHbIM TYHHEMb, Ha-
npumep VPN.

MpunoxeHua, nogaepxueatowme TpaHcnopt HTTPS, gomkHbl nogaepxueats HTTP 1.1 1 SSL/TLS 1.0.

Psn peanuzaumin HTTPS Tpebyet, utobbl BCce cepBepbl MMenu cepTudpukat ¢ obwmm umeHem (CN),
coBMagawmmMm ¢ uMeHemM cepeepa DNS. 310 o3Havaert, 4YTo cepBepy C HeckonbKumu nmeHamu DNS notpe-
byetca Heckonbko cepTudpukato HTTPS. B ceasu ¢ paznuuyuamu ceptucdukatoB HTTPS u cepTudukatos
NPUNOXEHNIA gONyckaeTcs Ucrnonb3oBaHue obwmx ceptudmkatos HTTPS, ecnn HECKoONbKko cepBepoB Haxo-
OSITCA Ha OQHOM KoMnbloTepe. MNpunoxeHus, KoTopble cnonb3ytoT TpaHcnopT HTTPS v TpebytoT ayTeHTudm-
KauMy NPUIOKEHWA, JOMKHbI NPOBEPSATL CEPTUdMMKaTLI NPUINOKEHMIA BO BpeMsa TpaH3akumii CreateSession/
ActivateSession.

HonyckaeTca aBTOMaTuyeckoe reHepupoaHue ceptudukatos HTTPS, ogHako gaHHasa onuusa MOXeT
ObITb MpUUUHOR OLIMBOK KNMEHTOB, paboTakwLKnx B OrpaHUYeHHOW cpefle, Hanpumep B Beb-Opayaepe. Cep-

57

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 61/90

Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-71811-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69740
https://gostexpert.ru/gost/gost-71811-2024?utm_source=pdf&utm_medium=69740&utm_term=page

FOCT P 71811—2024

TupmkaTel HTTPS gomkHbl BelgaBaTbCA OpraHoM, KOTOPbIA NMpUHUMAaeTcs BceMun Beb-bpay3epamMu, KOTOpbIM
Heobxogum JocTtyn Kk cepeepy. Habop LIC, npuHumaembix BeG-6paysepamu, onpegenseTca opraHu3auunen,
yNpaBnsoLen KITMEHTCKUMY KOMMboTEpaMu. KnueHTckue NpunoxeHus, KOTopble He paboTalT B CeTU, MOTyT
MCMOMNb30BaTh CNNCOK OOBEPUS, UCNOMNb3YEMBIA ANA CePTUMUKATOR NPUMNOKEHWUNA.

HTTPS-coeguHeHUst UMeT HEMPOrHO3UpyeMOoe BPEMS XU3HWU. Taknum obpasoM, cepBepam HeobXxoanmo
nonaraTtecsa Ha AuthenticationToken, nepenanHbiin B RequestHeader, ons onpeneneHus NMYHOCTU KINUEHTA.
3710 o3HauvaerT, 4yto Authentication Token gomkeH npegcTtaensaTe cobo cry4anHo CreHepMpoBaHHOE 3Ha4YeHue,
cogepxallee He meHee 32 GalNTOB AaHHbIX, U HEM3MEHHO O0MmKeH ucrnonb3oBatbea HTTPS ¢ noanucbo u
LwinchpoBaHuemMm.

HTTPS noseonsieT kKNneHTam nMeTb cepTUdMKaTLI; OAHAK0 OHKU He TpebytoTcsa ana TpaHcnopta HTTPS.
Cepeep gomkeH NO3BONATL KNWeHTaM nogknodaTteca De3 npegocTaBneHus ceptudukarta BoO BpeMsa cornaco-
BaHua HTTPS-coeguHeHus.

HTTP 1.1 nogoepxusaet pparmeHTupoBaHme coobleHni, raoe ans saronoeka Content-Length B otBeTe
Ha 3anpoc ycTaHoBMeHo 3HadeHne chunked, a nepen kaxabiM hparMeHTOM yKkasblBaeTcs ero pasmep B 6ai-
Tax. Bce npunoxeHus, nogaepxuneatowme TpaHenopt HTTPS, gonkHbl nogaepxueate dparMeHTMpoBaHue
HTTP.

Cxema URL-agpecoB npuMMeHsieTCA A5 KOHEYHbIX Touek, Ucnonbaywwmnx TpaHcnopt HTTPS, — opc.
https, roe «https» — obwasn cxema URL-agpecos aons 6aszoBoro TpaHcnopta. Mpeduke «opcy» ykasblBaeT, 4To
KOHe4Has To4yka npuHumaet coobweHus OPC UA, kak onpegeneHo B 7.3.

7.3.2 CepBuchl 6e3 ceaHcoB

Cnyx6bl 6e3 ceaHcor B cooteeTcTBUM ¢ TOCT P 71809 moxHo BeI3biBaThL Yepe3 HTTPS POST. 3aro-
noBoK aBTopu3auumm HTTP B 3anpoce JoMmKeH MMETL TOKEH HOCUTENSA, KOTOPbIV ABMSIETCS TOKEHOM A0CTyNa U
npegocTaensaeTcs cnyxbon asTopuszauuu.

Tun KOHTEHTa 4Ns Ten, 3aKoAMPOBaHHbIX B ABondHom chopmate OPC UA, gns cnyxb Ges ceaHcoB oTnu-
4yaeTcs OT TMna KOHTEeHTa Ansi cny6 Ha oCHoBe ceaHCcOoB, yKkasaHHbiX B 7.3.4. Tun koHTeHTa npoTtokona HTTP
LOMKEH yKasbiBaTb KOOMPOBKY Tena. Ecnu Tunom KoHTeHTa aBnaeTcs application/opcua+uabinary, To Teno Ko-
OUpYeTcH ¢ Mcnonb3oBaHueM gsondyHoro koguposaHust OPC UA (cm. 7.3.4). Ecnn Tun koHTeHTa — application/
opcua+uajson, To TeNo KOAUPYETCS C UCNonb3oBaHnem obpaTtumornt dpopmel kogupoekn JSON (cm. 7.3.5).

7.3.3 XML-kogupoBaHue

TransportProtocol peanusyet cnyx6el OPC UA ¢ ucnonb3osaHuem wabnoHa cooblleHnid 3anpoca-oT-
BeTa SOAP yepes coeguHeHne HTTPS.

Tenom HTTP-coobleHnii fomkHO BbiTe coobuweHne SOAP vacte 1 (cm. SOAP 1.2). 3aronoskn WS-
Addressing He aBnawTcs 0bazaTtensHbIMK (CM. «agpecauusa WS»).

KoonpoeaHne XML OPC UA onpegensieT cnocob npeactaeneHus coobweHna OPC UA B Buge anemen-
Ta XML. [daHHblin anemeHT gobaensetcs B coobueHne SOAP kak eqUHCTBEHHLIA A0OYEPHWUIA 3reMeHT Tena
SOAP. Ecnu npu aHanuse Tena 3anpoca Ha cepBepe BO3HMKaeT ownbKa, cepBep MOXET BO3BPaTUTh OLWMOKY
SOAP unu oteeT 06 ownbke OPC UA.

Oeictene SOAP, cesizaHHOe C coobuweHneM 3anpoca B kogmpoBke XML, HEeM3MeHHO MMeeT opmy,
BKITKOYAKOLL Y0 UMS Bbi3biBaeMon cnyxosl OPC UA:

http://opcfoundation.org/UA/2008/02/Services.wsdl/

Oencteue SOAP, cBsizaHHOE Cc OTBETHLIM coobLueHnem B popmate XML, Takke HEM3MEHHO UMEET hopMmy:

http://opcfoundation.org/UA/2008/02/Services.wsdl/

Bce 3anpocbl AomxHbl ObiTe 3anpocamu HTTP POST. Tun koHTeHTa AommkeH ObiTh «application/
soap+xml», Npy 3TOM HeobXOOMMO yKasaTb KOAMPOBKY M NapameTpbl geicTBus. Napametp charset gomkeH
BbITh «utf-8», a napameTp geictema gomkeH 6biTk URI ans peicteua SOAP.

lMpumep 3aronoeka npotokona HTTP:

POST/UA/SampleServer HTTP/1.1

Content-Type: application/soap+xml; charset="utf-8”; action="http://opcfoundation.org/UA/2008/02/
Services.wsdl/Read”

Content-Length: nnnn

MapameTp geicTeus oTobpaxkaeTcs B TOW xe CTpoke, 4To M obbseneHne Content-Type. MNMpumep co-
obLweHna 3anpoca:

<s:Envelope xmlins:s="http://www.w3.0rg/2003/05/soap-envelope™™>

<s:Body>

<ReadRequest xmIns="http://opcfoundation.org/UA/2008/02/Types.xsd">
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</ReadRequest>

</s:Body>

</s:Envelope>

MNpumep 3aronoeka otBeta HTTP:

HTTP/1.1 200 OK

Content-Type: application/soap+xml; charset="utf-8"; action="http://opcfoundation.org/UA/2008/02/
Services.wsdl/ReadResponse”

Content-Length: nnnn

MapameTp gelcTBusa oTobpaxaeTcs B TOM Xe CTpoke, 4To U obbsaeneHue Content-Type. MNpumep oT-
BETHOro coobLeHus:

<s:Envelope xmins:s="http://www.w3.0rg/2003/05/soap-envelope”>

<s:Body>

<ReadResponse xmins="http://opcfoundation.org/UA/2008/02/Types.xsd">

</ReadResponse>

</s:Body>

</s:Envelope>

7.3.4 IBou4yHoe KogupoeaHue OPC UA

[aHHbIA TpaHCNopTHbIA NpoTokon peanusyet crnyx6el OPC UA ¢ ncnonb3oBaHvem OBOMYHOIO koaa
OPC UA, koTopbiM obmeHuBawTcsa ¢ nomoulbio HTTPS-coeanHeHus.

MpunoxeHus, nogaepxueatowme npocduns HTTPS, gomxHel noaaepxueate HTTP 1.1.

Teno HTTP-coobuweHnin gonxHo NpeacTaeBnaTh coboin gronyHbln 06bekT OPC UA B oBOMYHOM KOOUPO-
BaHWKW. TWM KOHTEHTA OMKeH BbiTb TUMOM «MPUNOXEHNE/OKTET-MOTOKY.

Npumep 3aronoska npotokona HTTP:

POST/UA/SampleServer HTTP/1.1

Content-Type: application/octet-stream; Content-Length: nnnn

MNpumep 3aronoeka oteeta HTTP:

HTTP/1.1 200 OK

Content-Type: application/octet-stream; Content-Length: nnnn

Teno coobleHnn npenctaBnaeT cobol CTPYKTypy 3ampoca WNW OTBETa, 3aKOAMPOBAHHYK Kak
ExtensionObject B geonyHom hopmate OPC UA. 3aronoBok aBTopM3aLn UCMIONb3YIOT TONbKO AN BbI30BOB
cnyx6bl 6e3 ceaHca (cM. 7.3.2).

Ecnun geouuHoe kogupoeaHue OPC UA npumeHsitoT ana cnyxb6bl 6e3 ceaHca, 3arofioBOK NpoToKona
HTTP nmeet Bua;

POST/UA/SampleServer HTTP/1.1

Authorization: Bearer <base64-encoded-token-data>

Content-Type: application/opcua+uabinary;

Content-Length: nnnn

7.3.5 KopuposaHue JSON

[aHHbIA TpaHCNOPTHLIM NpoTokon peanuayet cnyx6bl OPC UA c ucnons3oBaHWeM cOOBLLEHWUIA B KO-
poeke JSON, koTopbiMu obMeHnBaoTCA Yepes coeguHeHmne HTTPS.

MpunoxeHua, nogaepxueawiuve npodpuns HTTPS, nonxHbl nogaepxusate HTTP 1.1. Teno HTTP-
coobLeHun JomKHO BbiTh 3akoanpoBaHo OPC UAJSON. Tun KoHTeHTa JomKeH DbiTb TUNOM «NpunoxeHune/
OPC UA+UAJSON».

MNpumep 3aronoeka npotokona HTTP:

POST/UA/Cepgep ebibopok HTTP/1.1

PazpeweHue: Ha npegbsBuTensa <base64-encoded-token-data> Content-Type: npunoxeHne/OPC
UA+UAJSON;

Content-Length: nnnn

MNpumep 3aronoeka otBeta HTTP:

HTTP/1.1 200 OK

Content-Type: npunoxenne/OPC UA+UAJSON; Content-Length: nnnn
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7.4 WebSockets

7.4.1 O6wuKe nonoxeHnna

LaHHbI TPaHCMNOPTHLIA NMPOTOKON oTnpaenseT coobueHus npotokona coegumHeHna OPC UA 4vepes
WebSockets.

WebSockets — aByHanpaBneHHbIN NPOTOKON ANA CBA3M Yepes Beb-cepBep, KOTOPbIN 00bIMHO NCMONb3Y-
eTCcsl MPUNOXEeHWAMM Ha ocHOBe Opaysepa, 4YToDObl NO3BONUTE Beb-cepBepy aCHMHXPOHHO OTNPaBAaTe MHAOP-
mMauuio knneHTy. WebSockets npumeHsaeT ToT e nopT no ymondaduio, 4to u HTTP nnn HTTPS v uHuyuupyet
CBA3b C NomoLybio npotokona HTTP. MNpumeHeHne gaHHoro nopTa genaet ero Haubonee BocTpeboBaHHbIM B
cpepax, rae 6paHamayapbl OrpaHMHMBAOT Tpadguk noptamu, ucnonbdyembiMv HTTP unu HTTPS.

WebSockets ncnoneayer HTTP, ogHako Ha npakTuke coegnHeHne WebSocket nHMLMMpyeTCs TONBKO C
nomMoLbto 3anpoca HTTP GET, a Beb-cepeep npegocTtaenseT oteBeT HTTP. MNocne atoro obMeHa Becb Tpaduk
ucnornb3ayeTt NPoTOKON ABOMYHOIO KOAMPOBAHUA.

Cepsep, nogaepxuBatowun TpaHcnopt WebSockets, gomkeH onybnukoBaTb 0gHY UMW HECKONbKO KOHEY-
HbIX TOYEK COo cxeMon opc.wss. TransportProfileUri gomkeH 6biTe ogHum 13 URI gns TpaHcnopta WebSockets
(cm. [1]). TransportProfileUri yka3abiBaeT npoTokon kogupoBaHus U 6e30nacHOCTM, MCNONb3yeMblid ANA co3na-
HMA coobweHuin OPC UA, oTnpaenseMsix yepes WebSocket.

SecurityMode un SecurityPolicyUri koHe4HO To4kn ynpaensaoT 6e3onacHOCTbIO, MPUMEHAEMONR K coob-
LeHWUsIM, oTnpaBneHHbIM Yepes WebSocket. [laHHasa TexHonorua obecnednBaeT 6e30NacHOCTL COOBLLEHWA,
Oaxe ecnu coeguHeHne WebSocket yctaHoBneHo yepes HeHagexHble npokcu-cepepbl HTTPS.

Ha pucyHke 17 npegcraBneHo oTobpaxeHue npoTokona opcua+uacp (cm. 7.4.2) B BMAe NomHoro npo-
Lilecca ycTtaHoBneHus ceasu Yyepes WebSocket (cm. [11]).

Knunent Cepsep
i i
Co3sgaHue auenkn
3anpoc ynyywenus TLS I Cm. [12]
- - OTBET yNYUWEHUA TLS ==mmmmmmmmm e m e L |

Banpoc ynyywenus HTTP Bey
| } Cm. [11]
------------------ OT1eeT ynyyweHusa HTTP tm=mm e c e e e e e

MpueetcTBMe npoTokona coearHeHna OPC UA

_________ MpuaHanue npotokona coeguHenns OPC UA PERTRRE——. BryTpu
OPC UA Kagpos,
3anpoc OTKPLITOro 3alUWLLEHHOro KaHana 3awuweHHoro obwenns OPC UA: CM. [1 1]

~ OTBET OTKPHLITOO 3aLMLLEHHOrO KaHana 3awuiieHHoro obwenus OPC UA -

PucyHok 17 — HacTpoiika ceasmn 4epes WebSocket

7.4.2 ConocTaBneHue NpoToOKONOB

MpoTtokon WebSocket nosBonsieT knueHTam 3anpallvBaTth, YTo6bl cepBepbl MCNOMNbL30BanNu onpeaeneH-
Hble nognpoTokonel ¢ 3aronoBkoM «Sec-WebSocket-Protocol» B nogTeepxaernun WebSocket (cm. [11]). MNpo-
TOKOINbI B HACTOSLWEM cTaHOapTe npuBeaeHbl B Tabnuue 61.
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Tabnuua 61— ConocraeneHuns npotokonos WebSocket

[MpoTokon OnucaHve NpoToOKONoB

Kaxablh kagp WebSocket npencraensget cobon MessageChunk, kak onpeneneHo B 6.7.2.
Mocne cosgaHua WebSocket «pykonoxaTtue», onvcanHoe B 7.1.3, ucnone3yetca Ans corna-
COBaHWA MakcumarnbHoro pasMmepa MessageChunk. MakcumanbeHbIA pa3mep bydepa, Heob-
opcua+tuacp xoauMbI Ang npuema kagpa WebSocket, paBeH makcumansHou anvHe MessageChunk nntoc
MakcuManbHbIA pasmep 3aronoBka kagpa WebSocket.

Mpy Mcnonb3oBaHMK 3TOrO NPOTOKONa HeoOXoAMMasa Harpyska B KaXOoOM Kaape ABMNSeTcH
neoudHon (OpCode 0x2 cm. B [11])

Kaxgbin kagp WebSocket npencraenser cobol coobueHve, 3aKoAnMpOBaHHOE C UCMNOMb30-
BaHuem kogupoekn JSON, onmcaHHoW B 5.4.9. He cylwiecTByeT MexaHWM3Ma COrnacoBaHus
MakcUMarnksHoro pazmepa kagpa. Ecnv nonyyatens obHapyXvMBaeT Kagp, NPeBbILALWLNA ero
opcua+uajson BHYTPEHHWE OrpaHNYeHns, OH J0MKeH 3akpbiTb coeguHeHne WebSocket v npegoctaBuTh kog
cocTosHus 1009, kak onucaHo B [11].

Mpw vcnonb30BaHUKM 3TOrO NPOTOKONa HeoBXxoAMMan Harpy3ka B KaXK4oM Kagpe npeacTaenseT
cobon TekcT (OpCode 0x1 cm. B [11])

Kaxpoe onpepeneHHoe conoctaBnenne npotokona WebSocket umeet TransportProfileUri (cm. [1]).
KnuneHT 3anpawwueaet npotokon. Ecnu cepeep He nogaepKuBaeT 3anpolleHHbIn KITUEHTOM NPOTOKOI, KIMTMEHT
OOMKEeH 3aKpbITh cOeguHeHne 1 coobwmTs 06 ownbke.

7.4.3 Be3zonacHocTb

WebSockets TpebyeT, utobbl y cepBepa Obin cepTUdUKaT, OQHAKO Y KMMeHTa MOXeT BbiTe cepTuduKar.
CeptudomkaT cepBepa OOMKEH COAepXaTb MMA OOMeHa KaK KOMMOHEHT obLllero umeHu cybbekTa; ogHako
KIMWeHTbl MOTYT nepeonpeaennTs cepTudukar.

[Mpouenypa npoBepkn 4ONyCKaeT pelleHne 0 NPUHATUM CepTUdUKATOB C HECOOTBETCTBMEM JOMEHa.

Mpu ncnoneszoeaHum TpaHcnopta WebSockets ns Beb-bpaysepa cpega bpaysepa MoXeT ycTaHaBnNMBaTh
AononHUTenbHele orpaHnyeHus. Hanpumep, Beb-Opay3ep mMoxeT noTpeboBaTh y cepeepa AeNCTBUTENbHbIN
ceptudpukart TLS, ebiganHbIn UC n ycTaHoBNeHHbIV B cnvucke goBepus Ans seb-6paysepa.

[na nogaepXky KNMEHTOB CepBEP MOXET MCNoNb3oBaTh cepTudumkaT TLS, koTopbii He COOTBETCTBYET
TpeboBaHuam ons ceptudmkara Applicationinstance. B atux cnydasx ceptudpmkat TLS npMMeHsieTcs TONbKO
ans cornacoeanus TLS, a cepBep Oom¥keH UCNonb3oBaTh AeNCTBUTENBHbLIA cepTudukaT Applicationinstance
npw Opyrom B3aumoaencTeuu, npu HeobxoammocT. CepBepbl JOMKHBI MO3BONATE aAMUHUCTPATOPaM YKasbl-
BaTb cepTudmKaT onsa ucrnonb3oeaHusa ¢ TLS, oTnuuHbIM OT cepTudukata Applicationlnstance.

KnueHThl, paboTtatowme B cpege bpaysepa, ykaasiBatoT HTTP-3aronoeok Origin Bo Bpems NoATBEpKIe-
Husa obHoBneHna WebSocket.

Cepepbl gomkHbl Bo3Bpawatk Access-Control-Allow-Origin, 4Tobbl ykasaTb, 4TO coeguMHeHWe pa3pe-
LWeHo.

Toboit kNueHT, KoTopLIA He paboTaeT B cpefe Beb-Opay3epa u nogaepxueaet TpaHcnopT WebSockets,
OOMKeH NpMHUMaTE cepTudukat sksemnnsapa npunoxeHus OPC UA B kauecTBe cepTudumkata TLS npwu ycno-
BUW, 4TO B nore subjectAltName ykasaH npaBunbHbIN JOMEH.

KnneHTy gaHo npaBo UCMNOMNb30BaTh CBOW CEPTUMMKAT IK3eMNnspa NpUoKeHUsa B Ka4ecTBe cepTudu-
kata TLS, n cepBepbl OOMKHbI MPMHMMATL 3TWU CEPTUdUKATbI, ECNN OHU OeNCTBUTENbHbLI B COOTBETCTBUMN C
npasunamun npoeepku ceptuchmkata OPC UA.

HekoTopble onepalMOHHLIE CUCTEMBI HE MPEAOCTaBNAKT NPUMNOXKEHUID KOHTPONb Hag Habopom anro-
PUTMOB, C KOTOpbIMIK BydeT cornacoBsiBaTbea TLS. B Takux crniyyaax aToT Habop ByneT ocHOBaH Ha noTpeb-
HoCcTAX Beb-Opay3epoB 1 He ByaeT cOOTBETCTBOBATL NoTpebHocTam npunoxeHna OPC UA. B cnyyae Heobxo-
OUMOCTHW NPUMNOXEHWSAM creadyeT ucnonb3oBaTh 6e3onacHbin guanor OPC UA B gononHeHue k TLS.

KnueHTbl, noganepxuneatoLme TpaHenopt WebSockets, gormkHbl nogaep:vBath ABHYK HACTPOWKY NPOK-
cu-cepeepa HTTPS. MNpu ucnonb3oBaHnn npokcu-cepsepa HTTPS knneHT AomkeH cHadvana oTnpaBnTb coob-
weHre HTTP CONNECT nepepn Hayanom ycTaHoBreHus cBs3u no npotokony WebSockets. Cnegyet umetb
B BMUAY, 4TO ABHble Npokcn HTTPS gonyckatoT aTaku nMo TUMY «4YeNoBeK nocepenuHe». 3Ty Yyrpo3y MOXHO
CMAMYNTL, ucnonbaysa 6esonacHein guanor OPC UA B gononHexue k TLS.
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7.5 N3BecTHbIe agpeca

JlokaneHbIA cepBep oBHapyxeHnsa (LDS) — cepesep OPC UA, koTopbi peanuayeT Habop cnyxb obHa-
pyxeHus cornacHo MOCT P 71809. Ecnu LDS ycTtaHOBNEH Ha MallWHe, OH JOIMKEH MCMNONb30BaTh OOWH UMK
HECKONbKO 00LLEeN3BECTHbIX aapecoB, onpeaerneHHbIXx B Tabnuue 62.

Tatnuua 62— WM3eecTHble agpeca Ans NokanbHbIX CepBepoB 0OHapyXeHUs

TpaHcnopTHoe conocTaBneHue URL 3amevanns
OPC UATCP opc.tep://localhost:4840/UADiscovery —
OPC UA WebSockets opc.wss://localhost:443/UADiscovery —
OPC UAHTTPS https://localhost:443/UADiscovery —

Mpunoxenus OPC UA, ucnoneaywouwme LDS, gomkHel NO3BONATL aAMUHUCTPATOPaM U3MeHSTb 0bLLe-
WM3BECTHbIe agpeca, UCMNonb3yeMble B CUCTEME.

KoHeuHasa To4ka, Mcnonb3yemas cepBepamu ansa peructpaumm B LDS, gomkHa npencraBnsath cobomn
BasoBbIn agpec ¢ gobaBneHHbIM K HeMy nyTeM «/registration» (Hanpumep, http://localhost/UADiscovery/
registration). Cepsepbl OPC UA gomxHbl NO3BONATE aAMUHUCTpPATOpaM HacTpauBaTb afpec, UCMOMNb3yeMblid
Onsa pernctpauum.

Kaxxgoe npunoxeHue cepeepos OPC UA peanusyet Habop cnyx6 obHapyxeHusi. Ecnu cepeepy OPC
UA TpebyeTtca gpyron agpec Ans 3Toi KOHEYHON TOYKKW, OH JOMMKEeH co3faTk agpec, Aobasus nyTh «/discovery»
K ceoemy BasoBomy agpecy.

8 HopmaTMBHbIe KOHTPAKTbI

8.1 BuHapHas cxema OPC

HopmMaTMBHLIM KOHTPAKTOM Ans cO0bLeHW, 3aKOANPOBaHHLIX B ABOUYHOM hopmaTte OPC UA, aenseT-
ca asonyHas cxema OPC. JaHHblin chann onpegensaeT CTPYKTYPY BCEX TUMOB 1 coobLweHnid. CUHTaKCUC CXeMB
asonyHoro Tuna OPC onucaH B [7]. BrHapHas cxema ukcupyet HOpMaTUBHbIE MMEHA TUMOB U UX Nonen, a
Takxke nopagoK NosBMEHUS Nonen Npu KOQUMPoBaHuK. Takke GUKCUpyeTcsa TUN AaHHbIX KaXO0ro nosns.

8.2 XML-cxema n WSDL

HopmaTMBHBIM KOHTPAKTOM Ans coobleHWA, 3akoanpoBaHHelx B hopmate OPC UA XML, aesnsetcsa
cxema XML. [aHHbiin draiin onpedenseT CTPYKTYpPY Bcex TUNoB u coobwenuin. Cxema XML cukcmpyeT Hopma-
TUBHbIE UMEHa TUMOB M UX NONeN, a TaKkKe NopsaaoK NOsSBNEHUA NoNen Npu KoguposaHun. Takke PukcupyeTtca
TUN OaHHBIX KaXJ0ro nons.

HopmaTtMBHBIA KOHTPaKT Ans coobLleHuns, oTnpaBnsemMoro Yepesa TpaHcnopTHbIA npoTokon SOAP/HTTP,
npepcraensgeT coboin WSDL, koTopeiin BknovaeT cxemy XML gna coobleHnia, 3akoanpoBaHHbIX B hopmate
XML OPC UA. OH onpegensieT Tunel noptoB ans cepeepos OPC UA u DiscoveryServers.

8.3 KoHcTaHThI

B NMPUNOXEeHUN A npeanctaelieéHbl KOHCTAHThI OnNA VI,D,EHTMCbMKaTODOB anV‘IGyTOB, KOOOB COCTOAHWA W
YUCIOBbLIX NONen Yy3noB.

8.4 KoHdpurypauua 6ezonacHocTu

B npunoxeHun b npencraBneHo onvcaHme cxembl 4515 HACTPOMKK beszonacHocTK.

8.5 Cxema nHcopmMaLMOHHOW Mogenun

B npunoxeHun B onpedeneHa cxema Ha ocHoee XML, koTopasa ncnonb3yetcs Ans MHOOoPMaLUOHHbIX
Mopernen.
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MpunoxeHune A
(obsAzaTensHoe)

KOHCTaHTbI

A.1 MgpeHTudmkatopbl aTpubyToB
B Tabnuue A.1 npuBegeHbl MOEHTUMOUKATOPLI, NPUCBOEHHLIE aTpubyTam.

Tabnuya A1 — NoeHtudmkaTopsl, NpUCcBOEHHbIE aTpubyTam

ATpnbByThbI WoeHTtudoumkatop

Nodeld 1

NodeClass

BrowseName

DisplayName

Description

WriteMask

UserWriteMask

IsAbstract

Ol N~ ]|]W|N

Symmetric

il
o

InverseName

—_
—_

ContainsNoLoops

EventNotifier 12
Value 13
DataType 14
ValueRank 15
ArrayDimensions 16
AccesslLevel 17
UserAccesslLevel 18
MinimumSamplinglnterval 19
Historizing 20
Executable 21
UserExecutable 22
DataTypeDefinition 23
RolePermissions 24
UserRolePermissions 25
AccessRestrictions 26
AccesslLevelEx 27

A.2 Kogbl cocTosiHMA

B HacTosiwem pasgene onpegeneHbl YMCNOBble WAEHTUUKATOPbl AN KOAOB COCTOSHWS, YCTaHOBMEHHbIX
cneundukaunen OPC UA. MoeHTudpukaTopel ykasbiBatoT B havine CSV co cnefytowmMmMm CUHTaKkCcUCOM:
<SymbolName>, <Code>, <Description>,
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rae SymbolName — BykBanbHOe MMSA Kofa owWWBKK, KOTOpLIW NosBnaeTcs B cneuundukaumm, a Code — 3710 WecT-
HaguaTepuyHoe 3HadeHue koda cratyca cornacHo [OCT P 71809. Ecnu LDS yctaHoBneH Ha MalluHe, OH OOMKEH MC-
MonbL30BaThk OOWH UMW HECKOMNBKO KOAOB. 3HAYUMMOCTbL, CBSA3aHHAA C KOHKPETHBIM KOAOM, onpeaeneHa npedukcoM («xo-
poLio», «HeornpegeneHHo» Unu «nnoxox»). Description — onncaHWe KogoB, ycTaHOBMNEHHbIX cneundukauuen OPC UA.

A.3 Yucnoeble uaeHTUPUKATOPLI Y3NOB

B HacTosAwem pasgene onpeneneHsl YACNOBLIE MOEHTUMKATOPL! ANA YMCnoBbix naeHTudmkatopos Nodeld, ycta-
HOBMeHHbIX cneundukauymen OPC UA. B daine CSV vaeHTudMKaTOph! YKa3biBAOT CO CNEQYIOWMM CUHTAKCUCOM:

<SymbolName>, <ldentifier>, <NodeClass>,

rae SymbolName — ato nubo nma Bpayaepa yana tuna, nubo nyTb Bpaysepa ana yana akaemnnapa, KOTopblii yKa-
3aH B cneuundmkaumu, ldentifier — yncnoeoe sHaueHne ansa Nodeld, a NodeClass — knacc yana.

BrowsePath ona yana akaemnnspa cosfgaetca nytem gobasneHusa BrowserName yana aksemnnapa k BrowseName
ONa cofepxallero ero akaemnnapa unuv Tuna. CMMBON «_» WCMOMb3yeTcsa ANs pasgeneHus Kakaoro umeHwu bpay-
3epa B nyTh. Mima cumeona ansa obbaBneHus akzemnnapa NamespaceArray B o6basneHun ServerType: ServerType
NamespaceArray. B TOCT P 71810 onpegeneH cTaHgapTHbeIN ak3emnnap Tvna obwekTa ServerType ¢ umeHem Bpaysepa
«CepBep». BrowseName ans ceorictBa NamespaceArray cTaHgapTHoro obbekta cepepa: Server_NamespaceArray.

A.4 Habop yanoe OPC UA

Habop yznoe OPC UA BknrovaeT nonHyo MHOopMaLUOHHYO MOAENb U COOTBETCTBYET CUHTaKCUCY CXeMbl MHGOpP-
MauuoHHow mogeny XML, npueeaeHHon B A.6, 1 MoxeT BbiTb Npo4MTaH U 06paboTaH KOMNBLITEPHOW NPOrpaMMon.

A.5 O6bsABnNeHus TMNoB anAa cobcTBeHHoro conoctaeneHua OPC UA

B HacToslem pasgene onpefenseTca ABouyHoe kogupoBaHue OPC UA ons Bcex TWMOB OaHHbIX M COODLLEHWH,
npuvBeaeHHbIX B HAcTosWeM cTaHaapTe. Cxema, ucrnonbayemasi 4ns onucaHus Tuna, ycraHoenena B FOCT P 71808.

A.6 XML-cxema

B HacTosAweM pasgene onpegeneHa XML-cxema ansi Bcex TUMNOB AaHHbIX WU COOBLEeHN, YCTaHOBINEHHbIX B HACTO-
Allem CTaHOapTe.

A.7 Tunbl noptoB WDSL

B HacTosAwem pasgene onpeaeneHsl onepauum WSDL 1 Tunbl nopToe Ans cny»x6 B cooteetcTBum ¢ FOCT P 71809.
WSDL umnoptupyet XML-cxemy, npeactaBneHHyio B A.6.

A.8 MNMpuBazkn WSDL
B HacTosiwem pasaene onpegenedsl npusasku WSDL ana cnyx6 B cootBetcTteum ¢ FTOCT P 71809.
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MpunoxeHune b
(obsAzaTensHoe)

YnpaeneHue HacTpolkaMu 6e30NacHOCTH

B.1 O6wme cBegeHnnA

Bce npunoxerus OPC UA nomkHbl nogaoepxueaTh 6e30MnacHoCTb, 0O4HaKo 3To TpeboBaHWe 03Ha4aeT, YTo aAMUHU-
cTpatopam HeobxoauMo HacTpouTe napameTpsl BesonacHocTu ana npunoxeHna OPC UAB cooteetcTBum ¢ TOCT P 59799.
B naHHom npunoxeHuun npegctasneHo onvcanme XML-cxeMbl, KOTOPYIO MOXHO MCNONB30BaTe AN YTEHWA U OBHOBNEHWA
HacTpoek BeszonacHocTM aAnga npunoxeHua OPC UA. Bce npunoxenna OPC UA MmoryT nogaepxmeaTe HACTPOWKKW C No-
MOLLIEK MMMOPTa/aKCnopTa A0KYMEHTOB, COOTBETCTBYWMX cxeme SecuredApplication.

Cxema SecuredApplication moxeT nogaoepxusaTecs AByMA cnocobamu:

a) npegocTaBneHne anna koHpurypauuy XML, koTopbIi MOXHO pefakTMpoBaTh HANpAMYHO;

6) NpegocTaBneHVe yTUNUTLI UMNOPTa/3aKCNopTa, KOTOPYH MOXHO NPUMEHATE N0 Mepe HeobxogumocTu.

Ecnv npunoxeHue nogaepxuBaeT MpAMOe pedakTupoBaHwe darmna koHdurypauun XML, atoT dhavn gon-
XEeH coOepaTb POBHO OAMH aNMEeMEHT C NoKanbHbIM MmeHem cxembl SecuredApplication n URI, paBHeiM URI cxemebl
SecuredApplication. CTOPOHHAS YTUNWUTa KOHUIypauuu OOMKHa UMeTe BO3MOXHOCTb aHanuauposaTb XML, yuTatbh U
0BHOBNATL aneMeHT cxeMbl SecuredApplication. AOMWHUCTpPaTOP OOMKEH rapaHTUpoBaTh, YTO TOMNBKO aBTOPU30BaHHbIE
aAMWHUCTPaTOpPbl MOryT 0BHOBNATE 3TOT dhann.

Hanpumep, koHurypauma, KoTopyr 4onyCTUMO peaakTUpPOBaTe HAaNpAMY UMEET BUa;

<s1:SampleConfiguration xmins:s1="http://acme.com/UA/Sample/Configuration.xsd">

<ApplicationName>ACME UA Server</ApplicationName>

<ApplicationUri>urn:myfactory.com:Machine54:ACME UA Server</ApplicationUri>

<!l-- any number of app<SecuredApplication

xmins="http://opcfoundation.org/UA/2011/03/SecuredApplication.xsd">

<ApplicationName>ACME UA Server</ApplicationName>

<ApplicationUri>urn:myfactory.com:Machine54:ACME UA Server</ApplicationUri>

<ApplicationType>Server_0</ApplicationType>

<ApplicationCertificate>

<StoreType>Windows</StoreType>

<StorePath>LocalMachine\My</StorePath>

<SubjectName>ACME UA Server</SubjectName=>

</ApplicationCertificate>

</SecuredApplication>

<!l-- any number of application specific elements -->

<DisableHiResClock>true</DisableHiResClock>

</s1:SampleConfiguration>

Ecnu npunoxeHne npegoctaenseT yTUNUTY UMMNOPTa/aKenopTa, To hain MMNopTa/akcnopTa AOMKeH COOTBETCTBO-
BaTk cxeme SecuredApplication. AQMUHUCTPATOP AOMKEH rapaHTMPOBaTh, YTO TONBKO ABTOPM30BaHHBIE aAMUHUCTPATOpPSI
MOTyYT 3anyckaTtb yTUnuTy. Hanpumep, dainn, ucnons3yemMel yTUNUTON UMMopTa/akcnopTa, UMeeT BUA:

<?xml version=»1.0» encoding=»utf-8»7?>

<SecuredApplication xmins="http://opcfoundation.org/UA/2011/03/SecuredApplication.xsd”>

<ApplicationName>ACME UA Server</ApplicationName>

<ApplicationUri>urn:myfactory.com:Machine54:ACME UA Server</ApplicationUri>

<ApplicationType>Server_0</ApplicationType>

<ConfigurationMode>urn:acme.com:ACME Configuration Tool</ConfigurationMode>

<LastExportTime=>2011-03-04T13:34:12Z</LastExportTime>

<ExecutableFile>%ProgramFiles%\ACME\BIMACME UA Server.exe</ExecutableFile>

<ApplicationCertificate>

<StoreType>Windows</StoreType>

<StorePath>LocalMachine\My</StorePath>

<SubjectName>ACME UA Server</SubjectName>

</ApplicationCertificate>

<TrustedCertificateStore>

<StoreType>Windows</StoreType>

<StorePath>LocalMachine\UA applications</StorePath>

<!-- Offline CRL Checks by Default -->

<ValidationOptions>16</ValidationOptions>
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</TrustedCertificateStore>

<TrustedCertificates>

<Certificates>

<Certificateldentifier>
<SubjectName>CN=MyFactory CA</SubjectName>
<l-- Online CRL Check for this CA -->
<ValidationOptions>32</ValidationOptions>
</Certificateldentifier>

</Certificates>

</TrustedCertificates>

<RejectedCertificatesStore>
<StoreType>Directory</StoreType>
<StorePath>%CommonApplicationData%\OPC Foundation\RejectedCertificates</StorePath>
</RejectedCertificatesStore>
</SecuredApplication>

B.2 3nemeHT cxembl SecuredApplication

[MapameTpbl 3aLLMLIEHHOCTM MPUIOXKEHUA ONpeaensaloT anemMeHTbl cxembl SecuredApplication. 3nemeHTel, conep-
»auwmecs B cxeme SecuredApplication, onncanel B Tabnivue B.1.

Tabnuua b.1— 3awuweHHoe npunoxeHue B cxeme SecuredApplication

OnemeHT Tun OnucaHue 3NeMeHTOB NPUNOXKEHUs
o : Mma npynoxeHusa, noHMMaemMoe NaeHTUVKAaTOPOM.
ApplicationName String P A - P
[MpunoxeHus QOMmKHbI NO3BOMNATL YNTATb UMW U3MEHATL 3TO 3HAYEHUE
G : . noBanbHbIA YHUKaNBHBIA MOEHTUMUKATOP 2K3EMNNAPa NPUNOKEHUS.
ApplicationUri String Y = ¢ P pa.np
MpunoxeHUs QOMKHbI NMO3BOMNATL YNTATb UMW U3MEHATL 3TO 3HAYEHUe
Tun NpUnoxeHus.
MoxeT BbITe OQWH U3 CNEeaYIOLWMX;
- cepeep_0;
L. L - KITMeHT _1;
ApplicationType ApplicationType =

- KnneHTUCepeep_2;

- ouckaesepuCepBep_3.

[MpunoxeHne [OMKHO NPeAOCTaBNTL 3TO 3HAYEHKE.
MpunoxeHnsa He NO3BONAKT M3MEHATE 3TO 3HaYEHUe

HaumeHoBaHwe npopgykTa. [NpunoxeHwe JOMKHO MPefocTaBWTb 3TO
ProductName String 3HaYeHue.
MpunoxeHns He NO3BOMAKT M3MEHATE 3TO 3HaYeHUe

[MapameTp ykasbIiBaeT, kKak JOMKHO BbITb HACTPOEHO NPUNOXKEHWE.
[MycToe wunu oTCYTCTBYHKLLEE 3HAYEHWME YKa3blBAeT Ha To, 4To dhain
KOHUrypauum MoXHO pedakTupoBaTth Hanpamylo. B atom cniyyae He-
06X0AMMO yKazaTb MECTOMNONOXeHWe dhainna KoHurypaumm.
ConfigurationMode String Opyroe 3HaveHue npegctaengeTr cobon URI, noeHTuduumpyowmia
YTUIIUTY HACTPOWMKK. B 4OKYMEeHTaLUMK NocTaBLUmMKa JOMKHO ObiTh 06b-
SICHEHO, KaK MCNONb30BaTh AaHHYI0 YTUMUTY.

[MpunoxeHwe OOMKHO NPEnOCTaBUTE 3TO 3HAYEHUE.

MpunoxeHWa He NO3BONSIT MAMEHATL 3TO 3HAYEHUE

Korga koHdurypauma 6eina akcnopTvpoBaHa yTUNUTON MMnopTal/akc-
nopta.

LastExportTime UtcTime .
[aHHbIA aneMeHT MOXHO He y4uTbIBaTb, ECIW NPUINOXEHWS SonycKa-
0T NPAMOE pefakTupoBaHue koHdurypauum besonacHocTK
MonHein NyTe K pariny KoHUrypaumu, UCnons3yeMoMy MpyUroxXeHu-
eM. [punoxeHUa He NpeaoCTaBNAIT JaHHOE 3HaYeHWe, ecrin UCMorb-

' - . 3yeTcsa yTunuTa MMnopTa/akcnopTa.

ConfigurationFile String 4 Y P P
MpunoxeHusa He NO3BONAT M3MEHATL JaHHOE 3HaYeHWe.
PaspelueHna, ycTaHoBneHHble Ang atoro dawna, onpenensior, KTo
MMeeT NpaBa M3MeHSITb KOH(bUrypaLmio NpUNoKeHus
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lMpodomxeHue mabnuysi b.1

OnemeHT Tun OnucaxHne 3anemMeHToB NPUNoKeHUs

[MonHbIA NYTb K UCNOMNHAEMOMY hanny NPUNoKeEHUs.

MpunoxeHns MoryT He NMPenocTaBNATh 3TO 3Ha4yeHue. [punoxeHus
ExecutableFile String He NO3BONSAT U3MEHSTb 3TO 3HAYEHUE.

PaapelueHusi, ycTaHOBNEHHbLIE ANA 3TOro haina, onpenensoT, KTo
VMEET NpPaBa Ha 3anycK NPUIoXKEHUA

WaeHnTudmkatop cepTrdmkarta 3K3emMnnapa npunokeHus.
MpunoXeHns JOMKHBI NO3BOMNATL YUTaTb UM U3MEHSATL 3TO 3HaYEHMe.
[aHHbIN noeHTUUKATOP MOXKET CChINaTbCA Ha XpaHunvLLe cepTudun-
KaToB, coAepxallee 3aKpbIThbld KNto4. Ecnu 3akpbIThii KNOY HEOOCTY-
NeH BHELUHUM MPWNOXEeHUAM, JaHHOe 3HavyeHue OOIMKHO codepkaTb
ceptudpmkat X.509 v3 ansa npunoxeHus.

Ecnu yTunuta HacTpOWKWM Ha3Ha4YaeT HOBbIA 3aKPbIThIA KMHY, 3TO 3Ha-
ApplicationCertificate Certificateldentifier | yeHve gomKHO ccbinatbCca Ha XpaHWNWLLE, B KOTOPOM pasMELLEH 3a-
KPBITBIA KNIOY. YTUAUTa uMnopTa/akenopTa MOXeT yaanuTe 3ToT 3a-
KPBITBIN KMIOY, ECNW NepeMecTuT ero B 6ezonacHoe MecTo, 4OCTYMNHOE
NPUANOXEHNIO.

MpunoXeHns AOMKHBI NO3BONATHL BBOAWTL Napork, HeobxoanMmelli A4nA
[AOCTYNa K 3aKpbITOMY KITlo4y BO Bpemsi onepauum nMmnopra.
MpunoxeHusa aomkHel coobaTte 06 ownbke, ecnu
ApplicationCertificate HepencTBUTENEH

PacnonoxeHue xpaHunuiia cepTudrkaToB, COAEpaLLero cepTudm-

KaTbl NpUNoxeHuid, unun LIC, koTopbiM MOXHO JOBEpPATh.

MpunoxeHns AOMKHbI NO3BONATE YUTATL UMM U3MEHSTL 3TO 3HAYEHME.

[aHHOe 3Ha4eHue A0IMKHO BbITh CCbITKOW Ha hU3NYECKOe XpaHWIK-

e, KOTOPbIM MOXHO YMPaBnAaTb OTAEMBHO OT npunoxeHud. Mpuno-

XKeHusd, nogaepxuearoLLme oblme MUsnyeckne xpaHunuwa, JOMmKHbI

NPOBEPATE 3TO XPAHWUMMLLE Ha HanuM4Me U3MeHEHWA NpU Kaxaon npo-

Bepke cepTudukaTa.

AOMUHMCTPATOp HECeT OTBETCTBEHHOCTL 3a MPOBEPKY NOAMWCH Ha

BCEX cepTudMKkaTax, paamMeLLeHHbIX B AaHHOM XpaHunue. 3To 03-
. Ha4aeT, YTO NPWUIIOKEHWE MOXET OOBEPATb cepTudmkatam B 3TOM

o CertificateStore

TrustedCertificateStore Identifier XpaHWUnuLLe, Aake eCl X HEBO3MOXKHO NPOBEPUTL [0 LOBEPEHHOIO

KOPHS.

AOMUHUCTpATOPLI AOMKHEI pasMmellaTs nobele ceptudukatel LIC, ne-

none3yemMele Ana NnpoBepku noanucu, B IssuerStore unu Issuerlist.

MpwunoxeHne OOMKHO NMPOBEPUTL CTATYC OT3bIBa CepTUAUKATOB, ECIN

ceptudpmkat 6bin Boigad LC. MpunoxeHve gomkHo uckate CRL B xpa-

HUnuWLe, rae oHo obHapyxuno ceptudukat LC.

MecTononoxeHune oHnavHoeoro CRL gna UC porkHo BbITh ykasa-

HO C nomowbk pacwupeHnsa ceptudmkara CRLDistributionPoints

(OID= 2.5.29.31) X.509 v3.

Mapametp ValidationOptions ncnoneayetcs Ansa ykasaHWs cnMcka oT-

3bIBOB, NpuMeHsemMblx aAns LIC B aTom xpaHunuie
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lpodomxerHue mabnuuet 5.1

anemMeHT Tun

OnucaHue 3NeMeHTOB NPUNOXKEHUS

TrustedCertificates CertificateList

Cnucok ceptudmkaTor npunoxeruini ansa LIC, KoTopbIM MOXHO OOBe-
pATL.

3HadeHre npeacTaenseT cobol ABHbLIM CNMCOK CepTUOMKATOB, KO-
TOpLIA ABMAETCH NUYHBIM AnA npunoxeHus. OH McnonbayeTcs, Kor-
[a NpUNoXeHWe He nogdepxuBaeT oblme U3ndeckue XxpaHunuwa
cepTudUKaToBR UMW Korda agMMHUCTpatopamMm Heobxoaumo ykasaTb
ValidationOptions gna ceptudunKkaTos.

Ecnu ykazaHbl TrustedCertificateStore u TrustedCertificates, To npu-
noxeHwe [omKHO ucnonb3oBaTte TrustedCertificateStore gns npo-
BEPKU [0OBEPUTENBHLIX OTHOWEHWA. 3nemeHT TrustedCertificates
npumeHsaeTca Toneko Ans novcka ValidationOptions ona oTaenbHbIX
ceptucukaToB. Ero Takke MOXHO MCNOMbL30BaTh ANS MpefocTaene-
Hua CRL ans ceptudpmkatos LIC.

Ecnwn TrustedCertificateStore He ykasaH, anemeHT TrustedCertificates
JomKeH codepxaTb NonHbld cepTudukatr X.509 v3 ona kaxgon 3a-
nncu

CertificateStore

IssuerStore [detitifisr

Pacnonoxenue xpaHunuiia ceptudmkatoB, cogepxallero ceptmudu-
kaTtbl LIC, koTOpble He ABNSAKTCA LOBEPEHHBLIMW, HO HE0BXOOUMbI ANs
NpOoBEpPKU Noanuceid Ha cepTudukaTax.

[MpUnNoXeHWA OOMKHLI MO3BONATL YATATb UMK U3MEHATL AaHHbIE 3HA-
YEeHUSA.

[aHHoe 3Ha4YeHve OoMmKHO OblTe CChINKOM Ha (U3MYECKOEe XpaHWNu-
e, KOTOPbIM MOXHO YNPaensTb OTAENbHO OT Npunoxenus. MNpuno-
KEHWUS! JOMKHBLI MPOBEPATH XPaAHWMULLE HA HAanNU4ne U3MEHEeHWUIA Npu
Kax4ol npoBepke cepTudumkara.

3710 xpaHunuile Take moxeT cogepxate CRL gna LIC

IssuerCertificates CertificateList

Cnucok ceptudmkatos ans LIC, kKoTopbiM He OOBEpsiOT, HO KOTopble
HeoBxoavMbl AnA NPOBEPKU NOANWCENR Ha cepTudukarax.
MpunoxeHnsa AOMKHBI MO3BONATE YATATL UMM U3MEHSATE 3TO 3HAYEHKe.
[aHHoe 3HayeHwe npeacTaBnaeT cobor ABHLIA CMMCOK cepTuduKa-
TOB, KOTOPbLIV ABAAETCHA NUYHBIM ANA npunoxeHns. OH ucnone3syeTcs,
KOrAa NpUNoXeHWe He NoafepkueaeT oblne durandeckne XpaHunu-
wa cepTuUKaToB UMW Korga agMMHUCTpaTopaM Heobxogumo ykasaTb
ValidationOptions Anga oTAenbHBIX CEPTUINKATOB.

Ecnwu ykaszaHbel 0ba anemeHTa IssuerStore v IssuerCertificates, To npu-
NoXeHne OOMKHO MCMonbL30BaTh IssuerStore Ansg NpoBEPKX NOOMUCEN.
Mapametp IssuerCertificates npumeHseTca TONMbKO ANS  novcka
ValidationOptions ans otaensHbIX cepTudukatoB. Ero Takke MOXHO
vcnone3oBaTe Anga npepoctaesneHusa CRL ana ceptudukaros LIC

RejectedCertificates CertificateStore
Store Identifier

PacnonoxeHve obllero xpaHunuila cepTUUKATOB, COAEpKallero
CepTUbUKaThl OTKIOHEHHBIX NMPUNOXEHWIA.

MpunoxeHUsa AOMKHBI MO3BONATE YATATh N U3MEHSATE 3TO 3HAYEHME.
MpunoxeHus pomkHel 0obaBnATe cepTUdUKAT, 3aKoOUPOBaHHBIA B
DER, B 370 xpaHunuLle Kaxablil pas, Kora OHO OTKMNOHSET cepTudu-
KaT, MOCKONbKY OH He ABNSETCA JOBEPEHHBIM UMW €CMN OH HE COOTBET-
CTBYeT OAHOMY W3 NMPaBuUI NMPOBEPKK, KOTOPble MOryT BbiTe NogaBneHbl
(cm. B.6).

[MpunoxeHnsa He JomkHel JoBaBNATE cepTUUKaT B 3T0 XpaHUnuLe,
ecnu oH BblN OTKNOHEH MO NPWYMHE, KOTOPYIO HEBO3MOXHO CKPbITh
(Hanpumep, cepTuduKaT 0TO3BaH)
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OkoHyaHue mabnuus! 6.1

OnemeHT Tun OnucaxHne 3anemMeHToB NPUNoKeHUs

Cnucok URL-agpecoB KOHEYHBIX TOYEK, NOAAEPKUBAEMbIX CEPBEPOM.
MpunoxeHns 4OMKHbI NO3BONATE YATATL UM U3MEHSATL 3TU 3HAYEHMUS.
Ecnu cepeep He nogpepxueaeT cxemy URL-agpeca, oH gomkeH ee
WrHOpPUPOBATL.

3TOT CNMCOK MOXET COAEPaTb HECKOMNBKO 3anncen Ans OQHOW U TOW
*e cxembl URL-agpecos. [NepBoi 3anuceio cxeMbl ABnseTcs 6a30BbIni
URL-agpec. OctankeHele cumTaiotes ncesgoHMMmamu DNS, ykaskeiato-
wumu Ha nepesii URL-agpec.

AOMWHUCTPAaTOp HECET OTBETCTBEHHOCTL 38 HACTPOWKY CeTW Ans npa-
BUMbHOW MapLUpyTU3aunUM 3TUX NCEBAOHUMOB

BaseAddresses String

Cnucok SecurityPolicyUris, nogoepxnBaemeix cepeepom. URI onpe-
AeneHbl Kak npoduny 6eszonacHocTty (cm. [1]).

MpunoxeHns OOMKHbI MO3BOMNATL YUTATbL UMW U3MEHSTE 3TU 3Hade-
HUA, a Takke NO3BONATbL M3MEHATL dhnar «BKnio4YeHo» ANA Kaxkooro
SecurityProfileUris SecurityProfile SecurityProfile, koTopkIll OH NooaepXKVBaET.

Ecnu donar Enabled nmeet 3HayveHue false, cepBep He O0MKeH pas-
pellaTte cCoeanHeHua ¢ ucnone3oBaHuem SecurityProfile.

Ecnu cepeep He nogaepxumeaeT SecurityProfile, oH gomkeH ero urHo-
pupoBaTh

Cnu1cok pacluMpeHnii, onpedeneHHbIX NOCTaBLLMKOM, NPUKPENNeHHbIX
K HacTporkam GesonacHocTu. [MpUnNoXxeHWs OOMKHbBI UrHOPWPOBaTE
paclwmnpeHnsi, KOTOPbIE OHW HEe Pacno3HalT.

MpuvnoxeHusa, obHoBNAwWMWe alin, coepKaluin pacluMpeHns, He
OOMKHBI YOanaTe WM M3MEHATE PacLUMpPeHnsi, KoTopble OHWU He pac-
nosHaroT

Extensions Xs:any

Korpa anemeHT cxeMbl SecuredApplication umnoptupyetcs B NpUnoxeHue, NpunoxeHne 0OHOBMAET CBOK KOHMU-
rypaumio Ha OCHOBe cogepallencs B Hel nHcpopmaumm. Ecnm npu nMnopte BO3HMKAKT HeMcnpaenMble owmbku, npu-
NoMeHWe He JOMKHO BHOCUTE Kakune-nubo M3MeHeHWs B CBOK KOHMUrypauuio 1 MHOPMUPOBaTE O NPUYMHE OLIMDKN.

MexaHu3Mm, ncnone3yemblid Ana MMnopTa Mnv aKcnopTa KoHdurypaummn, 3aBucuT OT npunoxeHus. MNMpunoxeHuns
OOMKHbI rapaHTUPOBaThE, YTO TOMNBKO ABTOPU30BaHHBIE NONB30BATENW CMOTYT MOMYYUTE JOCTYN K 3TOW hyHKLN.

OnemeHT cxembl SecuredApplication moxeT cceinatbca Ha ceptudpmkatel X.509 v3, koTopele cogepxartca B u-
3uyeckux xpanHunuwax. OTHOCUTENBHO KaXaoro NpUnoXeHWs cregyeT onpeaenuTb, Kakve xpaHunuwa ByayT ucnonb-
30BaHbl: 00LWMe r3nHeckne XpaHUnNua, KoTopbiMM agMUHUCTPATOP MOXET YNpaBnAaTbe HANPAMYKO, M3MEHSss MeCTomMo-
NoMeHWe, UNW YacTHble XPaHWMMLLA, JOCTYN K KOTOPbLIM BO3MOXEH TOMBKO Yepe3 yTUNMTy umnopTalskcnoprta. Ecriv B
NPUMNOKEHUM MCNONB30BAHBI YACTHBIE XPAHUMNWLLA, TO MPW IKCMOPTE COAEPKUMOE 3TUX YacTHbIX XPaHWMULL, KONWpyeTca
B chann akcnopTa. Ecnv dpavn uMnopTa cceinaetcs Ha oblve huanyeckre XxpaHunuula, To yTunuTa nMmnopra/akenopra
JOMKHA CKOMWMPOBAaTb COOAEPKUMOE 3TUX XPaHWUIULL, B YACTHbIE XpaHWnuLa.

YTunuta uMnopTtalakcnopta He JOMmKHA 3KCNOPTUMPOBAaTh 3aKpbiThie KNoyW. Ecnn agMMHUCTpaTop peLlaeT HasHa-
YUTb MPUNOKEHUIO HOBBIV 0OLLEAOCTYNHBIA 3aKPLIThIA KMHY, OH AOMKEH MOMECTUTb MIMYHEIA KN4 B XpaHUnuLe, rae K
HeMy CMOXeT NoNy4nTs AOCTYN yTUNUTa uMnopTa/akcnopTa. 3atem yTunMTa uMnopTa/skenopta oTBe4aeT 3a obecneveHve
BesonacHoro nepemelleHns danna B To MeCTo, e NPUNoXeHNe MOoXeT NONyYnTL K HeMy JOCTYr.

B.3 Certificateldentifier

Onement Certificateldentifier onnceiBaer ceptudukar X.509 v3. Ceptudukar moxeT GbiTe NpegocTaBrneH ABHO
BHYTPU 3NEMEHTA, UMW ANEMEHT MOXET yKasaTb pacrono)eHue XpaHunuila cepTudUKaTOB, COAepXallero cepTMdmKarT.
3nemeHThl, cogepxalumecs B Certificateldentifier, onucanel B Tabnuue b.2.

Tabnuya b.2 — CrpykTypa anemenTa Certificateldentifier

3nemeHT Tun Onucaxue

Tun xpaHunuwa ceptudukatoB, cogepxxawero ceptudukar. [Npeno-
npegeneHHble 3HadeHna: «OkHa» u «Katanors.

Srehype String Ecnu otcyTeTByeT cebinka Ha anemeHT StoreType, gorkeH BbiTh ykasaH
anemeHT RawData
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OkoHYaHue mabnuusi b.2

AnemeHT Tun OnucaHue
MyTb K XxpaHWnuLly cepTUgUKaTOB.
) CwuHTakcuc 3aBUCUT OT aneMeHTa StoreType.
StorePath String P
Ecnu otcyTcTBYET Cobinka Ha anemeHT StorePath, gonmkeH ObiTh ykasaH
anemeHT RawData
Mmsa cybbekTa cepTudmkara.
KomnoHeHT obuwero umenn (CN) umeHn cybnekra.

SubjectName String Mms cybbekTa npefcraBneHo B BUuae CTpokM (cMm. [13], pasgen 3).
3HayeHWs, He COoAEepXKalluMe CUMBOMOB «=», CYMTAOT KOMMOHEHTOM
obLero MeHu
CeptuduumnpoBaHHbIA JanmpKecT Ana ceptudpmkarta B popmMaTe LecT-

Thumbprint String HaguaTepPUYHOW CTPOKK.
Cnyyan He CyLEeCTBEHHbIN
Ceptudukart B koguposke DER.
Certificateldentifier asnaeTca HegencTBATENLHBIM, €CN MHPOPMaLKWA B
ceptudpumkate DER KOHAUKTYET C UHhopMaLMe, yKazaHHOW B ApYrux
RawData ByteString nongax. YTUnuTel MMMNopTa AOMKHbI OTKMOHATE KOHdUrypauum, cogep-
Xallme HedelcTBUTENbHBIE CepTUduKaThl.
Ecnu ykasaHnbl StoreType wu StorePath, Ha gaHHoe none He goOMKHO
ObITb CCbIMKN
CRL, cBsizaHHbIi ¢ cepTudgukatom amuteHTa. Popmar CRL npueeneH
OfflineRevocationList ByteString B [4].
[aHHoe none nmMeeT 3Ha4eHWe TOMbKO ANa CEPTU(UKATOB IMUTEHTA
URL-agpec oHnaiH-cnucKa 0T3biBa, CBA3aHHOM ¢ CEPTUUKATOM 3MU-
OnlineRevocationList String TeHTa.
[aHHoe none MMeeT 3Ha4eHne ToMbKo ANnA CEPTU(MKATOB AMUTEHTA

OnemeHT StoreType, npeacTtaensemsblid B Windows, ykasblBaeT xpaHunuile ceptudpukatos Windows. CuHTakcuc
StorePath umeet cnegytoLlyto hopmy:

[WHostName\]StoreLocation[\(ServiceName | UserSid)]\StoreName, roe:

HostName — 1ms KoMnbloTepa, Ha KOTOPOM Haxo4UTCa XpaHUnuLLe.

StoreLocation — ogHo 13 3Havenuin LocalMachine,

CurrentUser, User unm Service ServiceName — ums cnyx6el Windows.

UserSid — noeHTudmkatop GezonacHOCTK 4N y4eTHOW 3anucuy nonb3sosatena Windows.

StoreName — HasBaHue marasuvHa (Hanpumep, My, Root, Trust, CAu T. g.).

Mpumepkl anemeHTa StoreType co 3HayeHnem Windows:

WMYPC\LocalMachine\My

\CurrentUsern\Trust

WMYPC\Service\My UA Server\UA applications

\Usen\S-1-5-25\Root

OnemeHT StoreType co 3HaveHWem KaTanor ykasblBaeT XpaHWIULLEe Ha AWCKe, KOTOPOe COOEePXUT hainbl ¢ cepTu-
dukatamu B kogupoeke DER. Mmsa danna — cepTudpmumMpoBaHHbIn ganaxecT ana ceptudukara. B xpanmnuwe Karanor
MoryT BbiTb pa3MeLleHbl TONBKO OTKpbIThIE Krtoun. [ina paboTel ¢ Katanorom npumeHsaeTcs anemeHT StorePath — abco-
MIOTHBIA NYTE K haiNoBoW CUCTEME, CUHTaKCUC KOTOPOTO 3aBUCKUT OT ONepauyWoHHOW CUCTEMBI.

Ecnun xpanunuwe Kartanor Bkntodaet B ceba nogkatanor «cepTudhmKkaTthl», TO OH ABMAETCA CTPYKTYPUPOBAHHLIM
XpaHWnuWeM ¢ nogkaTanoramv, npuseaeHHsIMn B Tabnuvue B.3.

Ta6nuua B.3 — CTpykTypupoBaHHOE NpeacTaBrneHue katanora

Moaxkaranor OnucaHue katanora
certs CopepxuT ceptndpmkatel X.509 v3 B koguposke DER.
dannbl AoMKHBI UMETE pacluMpeHue .der
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OkoH4yaHue mabnuus! b.3

MogkaTtanor OnucaHwe katanora

CoaepuT 3aKpbIThle KIHYM.

CSV moxeT 3aBvceTb OT npunoxenuda. dainel B kogupoeke PEM gomkHbl MMeTh paclivpeHue
private .pem. ®annel B Kogupoeke PKCS#12 gomxHbl MMeTb paclumpeHme .pfx.

Wmga kopHeBoro chaiina OomKHO COBNaaaTe C UMEHEM COOTBETCTRYHOLLEro aina OTKPbITOro K-
Yya B KaTanore ceptugurkaTos

Conepxut CRL B kognpoeke DER gnsa Bcex ceptudmkatoB CA, HaWdeHHbIX B katanorax certs
crl unu ca.
®annbl 40MKHEI UMETL pacluMpeHve .crl

Kaxablh cepTUdUKaT yHUKanNsHo naeHtTuduumupyeTtca anemeHToMm otnevatok MmaCy6wekta. [JaHHbIA anemMeHT Mo-
XeT BbITh MCNONBb30BaH ANA MAeHTUdMKaLMK cepTudukaTa nonb3oBaTenem n MoXeT BbiTh yKa3aH BMEcTe C napamMeTpoM
oTne4aTok WK C OaHHbIMKW, HE BXOOALWMMMW B CTPYKTYpUMpOBaHHoe xpaHunuwe. WMaentudukatopbl ceptudmkaros ob-
pabaTbiBalOTCA B 3aBMCMMOCTM OT TOrO, rAe OHWM McronbayloTcs. B obliem cnyyae pekomeHayeTcs yKasblBaTb 3MeMeHT
MmaCybbekTa.

CRL cogep:uT cnucok ceptudmkaTtos, BoligaHHblx LIC. 3Ty cnvcku cnegyeT NpoBepUTL, NPEXAe YeM NPUINOXKEHNEe
CMOXeT AoBepATL cepTudukaTy, BelaaHHoMy AoeepeHHsiM LIC. TpebyeTca npoBepka MMEIOLLMXCA CMMCKOB Ha Hanuyue B
CRL. ®opmat Takux crnvckoB npuBeaeH B [4].

ABTOHOMHbIE CMIMCKW OT3bIBa CepTUMKaTOB pa3MeLLaloTCs B OKansHOM XpaHunuiLe cepTMdnKaToB BMeCTe C cep-
TUdUKaToM amuTeHTa. [JaHHble cnuckn naeHTucpuumpytot no URL-agpecy.

B.4 CertificateStoreldentifier

3nemeHT CertificateStoreldentifier onuceiBaeT huanyeckoe xpaHunuile, cogepxalee cepTudpukatbl X.509 v3.
3nemeHThl, cogepxalumecs B CertificateStoreldentifier, npueeaeHs! B Tabnuue 5.4.

Tabnuya b.4 — Crpyktypa anemeHTtoB CertificateStoreldentifier

3InemeHT Tun OnucaHue

Tun xpaHunuLia cepTUUKaTOR, COAEPXKALLEr0 CEPTUUKAT.

Slorelype Siring MNpenonpeaeneHHble 3HadeHus: «OkHa» 1 «Karanor»

MyTb K XpaHUNULWY CepTUUKATOB.
StorePath String CuHTakcuc 3aBUCUT OT anemeHTa StoreType.
Cwm. B.3 ansa onvcaHma CUHTaKcKuca pasnnyHbiX anemeHToB StoreTypes

MapameTphbl, UCMonNL3yeMble NPy NPOBEPKE CEPTUMUKATOR, COAEPKALLMXCA
ValidationOptions Int32 B XpaHWUnuLLe.
BoamoxHble BapyuaHTel onvcaHbl B 5.6

Bce cepTudomkaTel pasMeLlanTcs B (OU3NYECKOM XpPaHUMMLLE, KOTOPOE MOXET BbiTh 3aWMLLEHD OT HECAHKLMOHN-
poBaHHOro focTyna. Peannsaumsa Takoro XpaHUnuLLa MoXeT pasnuyaTbca U 3aBUCETL OT MPUNOXKEHUA, MHCTPYMEHTAa pas-
paboTkX UMM ONepaunoHHOW CMCTEMbI. XpaHunuwe cepTudukaToB MOXKET BblTb MCMOMb30BAHO MHOMMMMW MPUIIOXKEHUSIMM
Ha OQHOM KOMMBHOTEPE.

Kaxpoe xpaHunuile cepTudurkaToB naeHTudmumpyetca anementamum StoreType v StorePath. ToT e nyTe Ha pas-
Hble MalUWHbI MOEHTUUUMPYIOT pasHble XpaHWnuLa.

B.5 CertificateList

3nemeHT CertificateList npeactaenseT coboi cnnucok cepTUdMKaToB. SNeMeHTbl, cogepKallMecs B CIMCKe CepTu-
dukaToB, npuBeaeHsl B Tabnuue b.5.

Tabnuua b.5— Cnucok ceptudukaToB

3nemeHT Tun OnucaHune aneMeHToB

Certificates Certificateldentifier | Cnmncok cepTudoukaToB, cogepallmxca B CNUCKe 4OBepUst

ONeMeHTbl, MCNoNb3yeMble NpY NPOBEPKE CepTUMUKATOB, COAepKaLLMXCa
B XpaHunwile.

ValidationOptions Int32 [aHHble aneMeHThbl MPUMEHAIOT TOMBKO B OTHOLIEHWUW CEPTUMMKATOB, UMe-
towmx ValidationOptions.

YcranoeneH 6ut UseDefaultOptions. BoamoxHble BapuaHTel onvcaHsl B B.6.

7
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B.6 CertificateValidationOptions

OnemeHThl CertificateValidationOptions ynpaenaoT npoueccom nposepku ceptudukata. [apaMmeTpel NpoOBEPKU MO-
ryT UCMOMNb30BaThLCH B OTHOLLEHUW noboro ceptudhmkara, ecnv Ans XpaHunuiLa Unu cnmcka, Coaepskallero ceptudukar,
HeT orpaHuyeHmin ValidationOptions. BoamoxHble BapyvaHTbl NpoBepkn npueedeHbl B Tabnuue b.6. OcobbiM orpaHuyeHn-
eM ABnsaeTca HeobOCHOBaHHOE MPOBEAEHUE MPOBEPOK C BO3MOXHOCTLI) CO34aTh PUCKM COXPaHEHWS KOHMOEHLManbHo-
cTV MHbopmauumn. NogpobHo Takne pUcKn paccMOoTpeHbl B [9].

Tabnuua b.6 —NapameTpbl NpoBepku cepTUdmkaTa

MNone

OnucaHWe NpoBepoK

SuppressCertificateExpired

MrHopupytoT owwnbKky, CBA3aHHbIE CO CPOKOM OEeWCTBMA cepTudhvkata
WUINK ero SMUTEHTaMM

SuppressHostNamelnvalid

MrHopupyroT HECOOTBETCTBUA MeXay MMeHeM xocTa unu ApplicationUri

SuppressRevocationStatusUnknown

MFHOpMpyI-OT OLWMBKK, ecn CNUCOK OT3blBa 3MUTEHTa He HaWdeH

CheckRevocationStatusOnline

[NpoBepsoT cTaTyC OT3bIBa OHMNAMH.

Ecnu atoT napameTtp ycTaHoeneH, Banugartop byanet uckate URL-agpec
Toukn pacnpocTtpaHeHnsa CRL B ceptudukare M ucnons3oeate OCSP
(cm. [14]), 4ToBbI oNpenenunTsb, Bbin N cepTUMKaT 0TO3BaH.

Ecnu Touka pacnpoctpaHenna CRL HegocTynHa, To Banvaa-

Top OyaeT uckaTb aBTOHOMHbIe CRL, ecnu ycTaHoBneH 6uT
CheckRedictionStatusOffine. B npoTuBHOM cnyyae npoBepka He Byner
BbIMOMHEHA.

HaHHell napameTp ykasaH Ana cepTMUKaToB 3IMUTEHTA M UCNONb3yeTCs
npw NpoBepke cepTUUKaTOB, BblAaHHBLIX AaHHBIM 3MUTEHTOM

CheckRevocationStatusOffline

MNpoBepsoT CTaTyC OT3biBa B aBTOHOMHOM peXume.

Ecnu yctaHoBneHo, To BanugaTop 6yaet uckate CRL B xpaHunuiie cep-
TudukaTos, rge HaxogmTtea LIC.

CepTtudmkat HangeH.

Mpoeepka He 3aBeplueHa, ecnu CRL He HalgeH.

HaHHeI napamMeTp ykasaH Ana cepTUUKaToB IMUTEHTA U UCNONb3YeTCs
npw NpoBepke.

CeptudivkaThl, BelaHHbIE 3TUM 3MUTEHTOM

Ecnwu ycTaHoBneHo, ByaQyT Mcnonk30BaHbl NnapaMeTpbl
CertificateValidationOptions u3 cnvcka ceptudmkaToB.

UseDefaultOptions
Ecnm cepTudpmkat He NpMHALANEXUT K CMMCKY cepTUUKaToB, TO 3Ha4e-
HWe no ymonyaHuo pasHo 0 Ang Bcex Butos
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MpunoxeHune B
(obsAzaTensHoe)

XML-cxema nHtpopMaUMoHHOW Mogdenu

B.1 O6wume nonoxeHnsa

Pa3paboTumnkn MHopMaLMOHHOW MOL4ENW ONPEeaensAT CTAHAAPTHbLIE aApPECcHble MPOCTPaHCTBa, KOTOpble peanuao-
BaHbl GonblUMHCTBOM cepeepoB. CyllecTByeT NoTpebHOCTL B CTAHAAPTHOM CUHTAKCUCE, KOTOPLIN paspaboTynki uHdop-
MAaLMOHHLIX MOAENe MOryT UCMonNsL30BaTh ANA hOpMansHOro onpeaeneHus cBoMx Mogenen B (hopme, KOTOPYH MOXET
NpoYnUTaTh KOMMbIOTEPHAaA NporpaMMa. [ns aToi ueny B HacTOSLWEM NPUMOKEHMW onpeaeneHa cxema Ha ocHoee XML.

MpencraBneHWe cxeMbl ABNAETCA (popMarnbHbIM onpegeneHneM. B HacTosWweM NpUNoXeHUn paccMOoTpPeHbl TOMNMBKO
JEeTany CEMaHTMKK, a8 HE TUMbI, KOTOPbLIE OMUCLIBAIOT camu cebs.

lMpuMeHeHWe JaHHON CXeMbl JONYCTUMO A8 cepuanusauun (T. e. MMNopTa UM aKCnopTa) Npou3BonLHoro Habopa
Y3MOB B agpecHOM NpocTpaHcTee cepeepa. CepnannioBaHHy QOpMy MOXHO NMPUMEHATb OIS COXpPaHEeHWs! COCTOAHWS
cepeepa Ona nocregylowero Cnonb3oBaHua cepBepomM unu ans obMeHa ¢ gpyrummn NpunoXeHuamMu (Hanpumep, Ans
NO4AEePXKKM aBTOHOMHOW KOHMbMrypauumn KNMeHTom).

NaHHas cxema onpegensaeT cnocob NnpeAcTaBNeHWs CTPYKTYPLI Y3MNOB, KOTOPbLIA HE NpeaHas3HayeH ans oTpaXKeHus
MHOTOYMCNEHHbBIX CEMaHTUYECKUX NpaBuI, onpegeneHHbIX B Apyrux 4acTsax cuctemMel ctaHgaptoB OPC UA. MoTpebutenu
[OaHHbIX, CEpPUanu3oBaHHbIX C NMOMOLLBH 3TOWM CXEMbI, AOMKHEl 06pabaTbiBaTe BXOOHLIE AaHHbIE, KOTOPLIE COOTBETCTBYIOT
cxeme, OJHako He cooTBeTCTBYIOT cneundumkaymm OPC UA n3-3a 0QHOMo WM HECKOMNBKUX HapYLUEHWUH CeMaHTU4eCcKuX
npaBun.

Tabnuubl, onpegensaLllne TUMblI AaHHbLIX B cheuMdukaunm, UMeT UMeHa rnoneir, HadMHakLWKUecs co CTPOYHOWM
OykBbl. [NepBas BykBa gomxHa bbITe Npeobpa3oBaHa B BEPXHUIA perucTp, Korga umeHa nornewn popMansHoO onpegeneHsl B
anemeHTe UANodeSet.

B.2 UANodeSet

HaHHbI aNeMeHT ABnNAeTcA KOpHeM AOKyMeHTa 1 onpegenseT Habop yanos, Ux aTpubyToB W cobinok. [lonyckatoTes
CChINKW Ha y3nbl 33 NpeaenamMn JoKyMeHTa.
Ctpyktypa anemeHTa UANodeSet npueseneHa B Tabnuue B.1.

Tabnuua B.1 — UANodeSet

3InemenHT Tun Onucanue kopHs UANodeSet
NamespaceUris UriTable Cnucok NamespaceUris, ucnonesyembix B anemeHte UANodeSet
ServerUris UriTable Cnuncok ServerUris, ucnoneayemblx B anemeHte UANodeSet
Cnucok mogenen, onpenerneHdHbix B anemeHte UANodeSet, a Takke nto-
Models ModelTableEntry A P=
Oble 3aBMCMMOCTH, KOTOPbLIE 3TM MOOENN UMEIOT
) . URI mogenw.
ModelUri String " 5 o ;
URI gomxeH 6bITb 0gHOM M3 3anvcei B Tabnuue anemeHta NamespaceUris
Bepcua mogenu, onpegeneHHan B anemerHTe UANodeSet, apnaetcs yoo-
Version String Bo4nTaeMon CTPOKOW, He NpegHasHavYeHHOW NS NporpaMmMHOro cpaBHe-
HKSA
- ; Korga mogens onpegeneHa B Heckonbkux hannax anemerdta UANodeSet,
PublicationDate DateTime A A pea R

3Ha4eHnA napamMeTpoB UCNONb3YKTCA OANA CpaBHEHWA

RolePermissions

RolePermissions

Cnuncok RolePermissions no ymon4yaHuo 4ns BCcex yanoe B Mogenn

AccessRestrictions

AccessRestrictions

OI'paHI/I‘-IEHVIH AocTyna no ymondaHWio, KOTOpbIE NMPUMEHAKTCA KO BCEM
yanam B mogenu

Cnucok 3aBMcMMOcCTER AnA Moaenu.
Ecnn mogenb TpebyeT MUHUManNLHOW BeEpcuM, He0BX0OMMO YKa3aTk ane-

RequiredModels ModelTableEntry MeHT PublicationDate. VNHCTpyMeHTbI, KOTOpble NbITAKTCA pas’pelwunTs
3TW 3aBMCMMOCTM, MOTYT npuHUMaTe nbon anemeHt PublicationDate
nocne ycTaHOBMNEHHONW OaThl

Aliases AliasTable Cnucok NnceBOOHUMMOB, Ucnonb3ayembix B anemeHTe UANodeSet
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OkoHYaHue mabnuubi B.1

3nemMeHT Tun OnucaHue kopHst UANodeSet
Extensions — 3nemeHT, cogepxallLunii niobble onpeeneHHbIe NoCcTaBLLUMKOM paclumpe-
Hua ans anemeHTa UANodeSet
LastModified DateTime Bpems nocnegHero MaMeHeHUs JOKyMeHTa
UAObiject, Yanel B anemeHTe UANodeSet
UAVariable,
UAMethod UAView,
<choice> UAQODbjectType,
UAVariableType,
UADataType,
UAReferenceType

OnemeHT NamespaceUris — cnucok URI anst npocTpaHcTB MMeH, ucrnone3yemblx B ariemeHTe UANodeSet. MHaek-
Cbl NPOCTPaHCTBa UMeH, NpuMmeHsiemble B anemeHTax Nodeld, ExpandedNodelds v QualifiedNames, ngeHtudguumnpyor
3MNeMeHT B gaHHOM cnucke. [epBbi nHAeKe HenaMmeHHo paBeH 1 (0 — 3To uckniyuTensHo npoctpaHcTeo uMeH OPC UA).

OnemeHT ServerUris — cnucok URI ona cepBepoBs, Ha KoTopkle npyBeaeHbl cebinky B anemeHTe UANodeSet. UH-
nekc Serverindex B anemeHTe ExpandedNodelds ngeHTUQUUMPYET aNeMeHT B JaHHOM crnucke. MNepBbiil MHOEKC Hens-
MeHHO paBeH 1 (0 — MCKMHYUTENLHO TEKYLLWIA cepBep).

AnemeHT Models onpegenset mogenu, koTopble chopmaneHo onpeferneHbl anemMeHTom UANodeSet. OH BknovaeT
WMHopMAaLIMIO 0 BEpCUK, a Takke MHopMaLIMIo O NoBbIX 3aBUCMMOCTSX, KOTOPbIE MOXET MMeTEL Mogdens. Ecnumogens onpe-
neneHa B anemeHTe UANodeSet, To dain Takke formkeH onpedensTs akdemnnap ObjectType NamespaceMetadataType.
HononHuTteneHaa nHdgopmauus npueegeHa B FOCT P 71810.

[MceBpgoHMMEl NpeacTaBnaT cobor CNUMCOK CTPOKOBLIX 3aMeH anemeHToB Nodelds. [ceBgoHMMBI MOXKHO MCMOMNEB30-
BaTb, YTOOLI caenaTe thann bonee yntabernbHbIM, paspeLllne UCNoNbL30BaTh CTPOKY TUna HasProperty BMecTo uncrnoeoro
Nodeld (i = 46). NceBgoHKUMBI He ABNAKTCA 0B6A3aTENbHBIMK.

Pacwwvpenuns npegcrasnawoT cobor XML-aaHHble cRobogHoW hopmMbl, KOTOPbIE AOMYCTUMO UCMONbL30BaTh ANA npu-
KpenneHusa OaHHbIX, ONpeaeneHHbIX nocTaBlUmKkom, K anemeHty UANodeSet.

B.3 UANode

UANode — abcTpakTHeld 6a3oBbIv TUN ANA BCEX Y3N0oB, onpedensioLwmii 6asoeblid Habop aTpubyToB W cebinok. Ans
kaxkgoro NodeClass ykazaHbel noatunel cornacHo FOCT P 71809. Kaxaklin M3 AaHHbIX NOATUMNOB YCTaHaBNMBAET ANeMEeHTbI
XML v atpubyTtbl ana atpmbytoB OPC UA, cneundunyneix ans NodeClass. Nons Tuna UANode npuBeneHsl B Tabnuue B.2.

Tabnuuya B.2 — UANode

InemeHT Tun OnucaHuve nonew

Nodeld, ceprann3oBaHHbIN Kak cTpoka.

Nodeld Nodeld 2
CWHTaKcuc cepvManv3oBaHHOK CTpoku onpegened B 5.3.1.10

QualifiedName, cepranv3oBaHHbI Kak CTpoKa B chopMe:
BrowseName QualifiedName <UHOEKC MPOCTPAHCTBA UMEH>:<UMA>,
rae Namespacelndex oTHocuTca k Tabnuue anemeHta NamespaceUris

CUMBONMYECKOE MMSA yara, KOTOPOe MOXHO MCMOMb30BaTh B KayecTBe
MMEHW Knacca/nona B aBToMaTU4ecku cosgasaemom koge. Ero cnegyer
yKasblBaTb TOMNLKO B TOM criydae, ecnv BrowseName He npegcTtaensaetcs
SymbolicName String BO3MO»KHBIM MCMNOMNb30BaTk ANA 3TOW LEenu.

3710 none He oTtobpaxaetca B AddressSpace u npegHasHa4yeHo Ans uc-
NMonb30BaHUA WMHCTPYMEHTaMu MpPOeKTUPOBaHWA. PaspelueHsl TOnbKo
ByKBbI, LMpbI UMW 3HAK NOOYEPKUBAHNSA («_»)

WriteMask WriteMask 3HaveHue atpmbyTta anemerTta WriteMask

UserWriteMask WriteMask HaxoauTtcsa B cxeMe, HO He UCMonb3yeTcs

AccessRestrictions | AccessRestrictions | 3nemenTsl AccessRestrictions, npumeHumble K Node

Cnucok OTDﬁpa)KaEMbIX MMeH Ond y3na B pa3HblX JIOKanax.

DisplayName LocalizedText :
[ns kaxgowW nokanu gomkHa 6biTe TONLKO 04Ha 3anvch
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OkoH4yaHue mabnuus! B.2

3nemeHT Tun OnucaHue nonewn

Cnucok onnucaHui yana B pasHblX NokKansx.

Description LocalizedText .
[ns kaaon nokanu gormkHa BbiTe TONBKO O4HA 3anuck

Cnucok naeHTMMUKaTopoB, NPUMEHEHHbLIX AN rPYNNMPOBKU CBA3aHHLIX
Category String anemeHToM UANode Ansa nonb30BaHWA MHCTPYMEHTaMu, KOTOpbIe co3aa-
toT/pegakTupytoT dannsl anemerTa UANodeSet

[ononHuTeneHaa HenokanvM3oBaHHas OOKYMEHTauuA AnAa nonb3oBaHUA

Documentation String WHCTPYMEHTaMK, Co3danlwMMW/peaakTupyrowmumMn  dainsl  aneMeHTa
UANodeSet
References Reference Cnucok cebinok Ha yane Node
RolePermissions RolePermissions Cnucok anemeHToB RolePermissions ana yana Node

3nemeHT, cogepxalwnii nobsle pacwmpeHua anementa UANode, onpe-

Extensions xs:any
[OeneHHble NOCTaBLLMKOM

Pacwupenna npegctaenatoT cobon XML-gaHHble cBo60OHOW hOpPMEIl, KOTOPbIE MOXKHO MCMONb30BaTh ANA NpUKpe-
NNeHWs gaHHbIX, ONpeaeneHHblX NocTaBLWwyKoM, K anemeHTy UANode.

3HaveHus maccuBa 0b6o3Ha4aloT cMMBOMOM «[]», ogHako B cxeme XML maccuBbl OTOGpaxatoTCs B CNOXKHBIA TUM,
HauynHawwuics ¢ npedgurca ListOf.

Oxupgaetcs, 410 UANodeSet ByaeT cogepkate MHOoXecTBo UANode, KoTopble cehinatoTea apyr Ha apyra. VIHCTpy-
meHThl, co3garwmne UANodeSets, He gomkHel nobasnate anemeHThl Reference ans o6oux HanpaBneHun, YToBbl MUHUMU-
3upoBaTk pasmep XML-canna. MHcTpymenTol, yuTtalowme UANodeSets, gomkHbl aBTomatuyeckm aobaesnaTte obpartHble
CCbINKK, eCnu Tonbko obpaTHble CcebinKK He noaxoaaT ¢ yyetoM ReferenceType. HasTypeDefinition n HasModellingRule —
3T0 ABa Npumepa Toro, YTo HelenecoobpasHo AobaBnATL 0bpaTHbIE CCbINKM.

Cnegyet umets B Buay, 4to UANodeSet npegcrasnaet coboi Konnekuuio yanos B alpecHoM NpocTpaHcTee. JTo
O3Ha4aeT, 4YTo nobble 3Kk3eMNNgapbLl OMKHLI BKINOYaTE NOMHOCTLIO yHacnegoBaHHywo InstanceDeclarationHierarchy, kak
onpegeneHo B [OCT P 71808.

B.4 3nemeHT ReferenceType

OnemeHT ReferenceType — ykasbiBaeT CCbiNKy Ha y3en. 3agaHve moxeT ObiTe npsaMbiM Mnu obpaTHeiM. B
UANodeSet gomkHo BbITb TONBKO O4HO HanpaeneHue Ana kaxaon ceeinky. [Jpyroe Hanpaenenue byget nobaeneHo aBTo-
MaTU4eCcKn BO BpeMs onepauuu uMnopTa. [Nons anemeHTta ReferenceType npueeneHsl B Tabnuue B.3.

Tabnuya B.3 — 3nemenTt ReferenceType

anemeHT Tun OnucaHue nonew

SnemeHT Nodeld uenu ccbinkun, cepyanu3oBaHHOW B BUOE CTPOKU.
Nodeld Nodeld CuHTakcMc  cepuanuM3oBaHHOW  CTpoKM  onpedeneH B 5.3.1.11
(ExpandedNodeld). OTo 3HayeHWe MOXHO 3aMEHUTEL NCEBAOHUMOM

Nodeld ReferenceType, cepvanv3oBaHHbIM Kak CTPOKa.
ReferenceType Nodeld CuHTakcuc cepwanuiaoBaHHoW cTpoku onpegened B 5.3.1.10 (Nodeld). 31o
3HaYeHue MOXHO 3aMEeHUTL NCEBAOHUMOM

IsForward Boolean Ecnn TRUE, ccbinka siBNSeTcs NpsMOR CCbINKOR

B.5 RolePermission

3nemeHT RolePermission ykasblBaeT paspelleHUus W npefocTaBneHHble ponu ansa yana. [lona anemeHTa
RolePermission onpenenexs! B Tabnuue B.4.

Tabnuya B.4 — Paspelwenue ponu

3nemeHT Twun OnucaHve nonew

Nodeld Nodeld 3nemeHT Nodeld ponu, umeroLLen paspeLueHus

BuToBasA macka, onpegensoLLas paspeLeHns 1 NPegocTaBeHHbIE ponu.
Permissions Uint32 BuToBas Macka onpegenseTt OUTbl paspelleHuid, onpefeneHHble B
rOCT P 71808
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B.6 UAType

OnemeHT UAType sBngetca noatunom UANode, onpenenerHoro B B.3 kak 6a3oBbin TMn Ang nogTUnoB, onpeae-
neHHbIx B Tabnuue B.5.

Tabnuuya B.5— Yanel Tuna UANodeSet

MogTumn OnucaHne nonen
UAOQObjectType Onpepensert y3en ObjectType, kak onvcaro B FTOCT P 71808
UAVariableType OnpepensieT y3en VariableType Node, kak onucano B TOCT P 71808
UADataType Onpepenset y3en DataType Node, kak onvcaHo B FTOCT P 71808
UAReferenceType Onpegensiet yaen ReferenceType Node, kak onucaHo 8 TOCT P 71808

B.7 UAInstance

OnemeHT UAlnstance — nogtun UANode, onpegenenHeir B B.3 kak 6a3zoBbii TN ANA NOATUMNOB, NPUBEAEHHLIX B
Tabnuue B.6. MNMona Tuna UAInstance nepeuncnensl B Tabnuue B.7. Moatunel UAInstance, koTopble MMeHOT Nons B 4onor-
HeHune k nonsm, npueeaeHHeiM B [OCT P 71808, nogpobHo onucaHbl ganee.

Tatnuua B.6— Yanbl ak3emnnsapa UANodeSet

MogTumn OnucaHve noaTrunos
UAObject Onpepnenset Object Node, kak onucaro B FTOCT P 71808
UAVariable Onpepnenset Variable Node, kak onucaHo B FTOCT P 71808
UAMethod Onpepensetr Method Node, kak onucaHo B FTOCT P 71808
UAView Onpegenset View Node, kak onucaHo B FTOCT P 71808

Tadbnuua B.7 — UAInstance

3nemeHT Tun | Onucanune nonew

Bce nona tuna UANode onucaHel B B.3

OnemeHT Nodeld yana, koTopbIl ABNAETCA POAUTENLCKAM A8 y3na B WH-
hopMauMoHHOW Mogenu. 3To none UCNonb3yeTcs AN YKasaHUs TOro, YTo
MEXAy Y3NoM W ero poguTenem CyLecTBYeT TecHas CBA3b (Hanpumep, Kor-
Oa PoAuTEenbCKUA y3en yaanseTtcs, AoYEpHUI y3en Taioke yaansetca). [Jax-
Has MHpopMaumsa He oTobpaxaeTcs B AddressSpace v npegHasHayeHa Ansi
MCMNONb30BaHWUA MHCTPYMEHTAMW NPOEKTUPOBAHUS

ParentNodeld Nodeld

B.8 UAVariable

OnemeHT UAVariable — ato nogtun UAlnstance. OH npegctaenaet cobon y3en nepemeHHon. [Nonga Tuna anemeHTa
UAVariable npvBeaeHsl B Tabnuue B.8.
Tabnuua B.8 —lNepemeHHas UAVariable

3nemeHT Tun OnucaHve nonewn

Bce nona tuna UAlnstance onucaHel B B.7

3HaveHve KOOWMPOBKW y3rna C MCNnonb30BaHUEM I'IpOBO,ElHDI;I KOOWpoB-

Value Variant i XML UA

Cnucok nepeBogoB 3Ha4eHUs, eCnNy 3HaveHWe npeacTaenseT coboi
LocalizedText unu ctpyktypy, cogepxawyio LocalizedTexts.
370 norne MOXeT BbITb ONyLIEHO.
Ecnu 3HadeHwne npedctaBnseT coboi Maccus, KOMMYECTBO 3MeMeH-
TOB B 3TOM MaccuBe JOMKHO COOTBETCTBOBATL KOMWYECTBY aNeMeH-
TranslationType TOB B 3Ha4YeHuW. JTULIHWE aneMeHThl UTHOPUPYIOT.

[l Ecnu 3Ha4eHne sABNseTcA ckanspoMm, TO B 3TOM MacCuBe ecTb OAVH
3MEeMEeHT.
Ecnu Value aBnaeTca CTpyKTypoW, TO KaXAbli 3NEMEHT COOAEPKUT
nepeBofpl 4NS OGHOMO UMW HECKOMBKUX NOMen, MaeHTUMUUMPpYeMbIX
Nno MMEHW.
[ononHuTtensHasa MHopmaLma npueeaeHa B cTpoke TranslationType

Translation
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OkoH4yaHue mabnuus! B.8

anemeHT Tun | Onwucaxuve nonew
DataType Nodeld Twun gaHHbIX 3Ha4YeHUA
ValueRank ValueRank Likknin pann
Ecnn He ykasaHo, 3HavyeHue no ymondaHuio — —1 (ckansap)
ArrayDimensions ArrayDimensions | KonuyecTBo M3MepeHWid B 3Ha4eHUM MaccuBa
AccesslLevel AccesslLevel YpoBeHb foctyna
UserAccessLevel AccesslLevel HaxoguTtcsa B cxeMe, HO He UCMNOMNb3yeTcA
MinimumSamplinglnterval Duration MwuHMUManbHLIA MHTEPBan BbIGOPKK
Historizing Boolean MHhopMauma OTHOCMTENbHO apXUBMPOBaHWSA UCTOPUM

B.9 UAMethod

UAMethod siBnaetca nogtunom UAlnstance, onpenenerHore B B.7. OH npenctasnaeTt cobon y3en metoga. NMona
Tvna UAMethod npueeaeHsl B Tabnuue B.9.

Tabnuya B.9 — UAMethod

3nemeHT Tun OnucaHue nonen

Mons Tuna UAlnstance onucanbl B B.7

MMsa nona MoxeT ObiTh ykazaHo ONs Y3rnoB METOAOB, KOTOpbie
NPUMEHAITCA C Lenbi Ucnonb3oBaHusa cebinku HasComponent
13 ogHoro yana obwekta, Hanpumep: Nodeld UAMethod ¢ Tem xe
uMmeHeMm BrowseName, kotopoe cogepxutcsa B TypeDefinition,

MethodDeclarationld Nodeld
CBAA32HHOM C Y3nom o0bekTa.
Ecnm TypeDefinition nepeonpegenser meTtod, yHacnegoBaHHbIA
oT Bazosoro ObjectType, Torga aToT aTpUBYT OOMKEH CCbINaTbCA
Ha y3en MeToda B noatune
UserExecutable Boolean HaxoguTtcsa B cxeme, HO He UCMonb3yeTcs

Cnuncok onucaHvii apryMeHToB yana MeToaa.

Kaxpgas 3anucb MMeeT UMs, KOTOPOe OAHO3HAYHO MAEeHTMhULK-
pYeT apryMeHT.

ArgumentDescription UAMethodArgument [] | [ns ka)kgoro MMeHW gomkHa bbiTe TOMBKO 0gHA 3anuchb.

Kaxpas 3anucb COOepXuUT CNUCOK ONUCAHWMIA apryMeHTa B pasHbIxX
nokansx. [ins kaxgoro aprymeHTa aonxHa belTe TONBKO ofHa 3a-
MUCb ANs Kax4oh nokanu

B.10 TranslationType

3nemeHT TranslationType cogepuT gononH1TenbHbIe Nnepesodbl Ang Localized Texts, Mcnonb3yeMblx B 3HaYEHUW
nepemeHHon. [Nons anemenTa TranslationType npuBenexsl B Tabnuue B.10. Ecnu B HanWunm HECKONMbKO aprymeHTOB,
CYLLECTBYET arNemMeHT Nepesoa Ansa Kax4oro aprymeHTa.

Tun MoxeT MMeTb ABe POpMbI B 3aBUCUMOCTU OT TOrO, SBMSIETCA N 3HaveHue Localized Text unu cTpykTypoi, co-
aepxawlen LocalizedTexts. Ecnu ato LocalizedText, oH cogep»uT npocTol cnvcok nepesogoB. Ecnu ato cTpykTypa, oHa
COAEPXKUT CMUCOK MOMEN, KaXaoe U3 KOTOPbIX COAEPUT CNMCoK nepesonor. Kaxgoe none naeHTUULMPYETCs MMEHEM,
YHUKanbHbIM B rMpeaenax cTpykTypbl. CONOCTaBNeHNe UMEHW WU CTPYKTYpbl TpebyeT NOHMMaHWUs CTPYKTYPbl KOOMPOBKMN.
Ecnwu none 3akogunpoeaHo Kak LocalizedText ¢ nomowwbto UA XML, To uma npencraenseT cobor HENOMHbIM NYTh K 3N1IEMEH-
Ty XML, rge meHa B NyTy pas3nendioTca CUMMBOMNOM «/». Hanpumep, CTpyKTypa C BMOXEHHOW CTPYKTYPOW, codepKallen
LocalizedText, moxeT umeTb nyTe TUNa Server/ApplicationName.

B crenytolem npuMepe nokasaH anroputM nepesofa nona «OnucaHue» B aprymenTe. CTpyKTypa npefdcTaeneHa
B cxeme XML:

<Value>

<ListOfExtensionObject xmins="http://opcfoundation.org/UA/2008/02/Types.xsd”>

<ExtensionObject>

<Typeld>

<|dentifier>i=297</Identifier>
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</Typeld=>

<Body>

<Argument>

<Name>ConfigData</Name>

<DataType>

<ldentifier>i=15</ldentifier>

</DataType>

<ValueRank>-1</ValueRank>

<ArrayDimensions />

<Description>

<Text>[English Translation for Description]</Text>
</Description>

</Argument>

</Body>

</ExtensionObject>

</ListOfExtensionObject>

</Value>

<Translation>

<Field Name="Description”>

<Text Locale="de-DE">[German Translation for Description]</Text>
<Text Locale="fr-FR">[French Translation for Description]</Text>
</Field>

</Translation>

[ns kaxaoro CTPYKTYPHOMO apryMeHTa 4ormkHa ObiTe peanuaoBaHa CBos Nnokans.

Ta6nuua B.10 — Tun nepesBoga

SnemeHT Tvn OnucaHune TUNa

Maccus nepeBofoB 3Ha4YEHHS.
Text LocalizedText [] OH nosiBNSETCA TOMbKO B TOM Chyvae, ecrnv 3Ha4eHUeM SABMnAeTcs
LocalizedText unu maccus LocalizedText

StructureTransIationType Maccue CTPYKTYPHBIX nonen, UMeroLwmnx nepesodbl.

Field 0 OHOo nosBnaAeTcs TOMbLKO B TOM crydae, ecrny 3HadyeHuem ABnaetcs
CTPYKTYpa Ui MaccuBe CTPYKTYP
Mms nons.

Name String 3T0 0QHO3HAa4HO UAEHTUULMPYET NONe BHYTPWU CTPYKTYpPbI.
ToyHoe oTobpaxeHve 3aBUCUT OT KOAWPOBKW CTRYKTYpbI

Text LocalizedText [] MaccuB nepeeogoB Nonsi CTPYKTYpPhI

B.11 3nemenT UADataType

OnemeHt UADataType — ato noatun UAType, onpegenerHbld B B.6. OH onpegenaeT ysen Tuna AaHHblX. [Nons
Tna UADataType npvBegeHsl B Tabnuue B.11.

Tatnuua B.11 — UADataType

3nemeHT Twn OnucaHue nonew nogruna

Monsa na UANode type onucaHel B B.3

AbBcTpakTHoe onpegeneHne Tuna AaHHbIX, KOTOPOE MOXET BbiTh MCMOMb-
30BaHO WHCTPYMEHTamMW NPOEKTMPOBaHWA ANA CO3AaHWsA KOoAa, KOTOpbIiA
Definition DataTypeDefinition | moxet cepuanmzoBate TUN AaHHeix B XML n/vnn gBonyHbix chopmax. OH
He oTobpaxaetca B AddressSpace. 3T0 NPUMEHAETCA TONbLKO AN onpe-
AeneHus NoaTUNOB TUMOB AaHHbLIX CTPYKTYPbl UMW NEPEYUCTIeHns

B.12 dnemenT DataTypeDefinition

OnemeHT DataTypeDefinition onpenensier abctpaktHoe npegcTtaeneHuwe UADataType, koTopoe mMoxeT ObiTb MC-
NMonb30BaHO MHCTPYMEHTAMMW NPOEKTUPOBaHWA ANs aBTOMaTMYEeCcKOro co3faHus koja cepuanusauuu. Mons B anemeHTe
DataTypeDefinition npuseneHsl B Tabnuue B.12.
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Tabnuua B.12 — OnpegeneHve Tvna AaHHbIX

OnemeHT Tun OnwvcaHue nonen Tuna

YHUKansHoe MMmsA TMna QaHHbIX JOMMKHO coBnagdaTth C MMeHeM Bpayasepa

Name QualifiedName
UK cogepXaLLmm ero TMMoOM AaHHbIX

CUMBOMMYECKOE UMS TUMNA OaHHbIX, KOTOPOE MOXHO MPUMEHSTE B Kade-
CTBE WMEHWU Kracca/CTpyKTypbl B aBTOMAaTUYECKM CO30aBaeMOM Koge.
Ero cnenyeT ykasblBaTb TONbKO B TOM Cry4ae, ecnu uMs He MoXeT BbiTb
MCMONb30BAHO 4NA 3TOW Lenu.

SymbaolicName String PaspeLlueHbl Tonbko BykBbl, LKMdPLl MW 3HAK NOAYEPKUBAHWA («_»), NpK-
YeM NepBbiM CUMBOMOM AoMmkHa BbiTe BykBa.

37O none yKasblBakT TONbKO ANSA BMOXKEHHbLIX ONPEeAeneHnid Tuna aaH-
HbIX. B NPOTMBHOM cry4ae UCMoMbaylT CUMBONUMYECKOE UMS y3na Tuna
OaHHbIX

BaseType QualifiedName He ucnoneayetca. CoxpaHaeTcs B cXxeMe Ana obpaTHOW COBMECTMMOCTH

70T cbnar YKa3bIBa€T, NpeacTaBnAaeT nn Tkn daHHbIX Osbe,D,VIHeHVIe.
TonbKo 04HO K3 nonen, onpegeneHHbIX Ona Tuna gaHHbIX, KOOUpyeTCH B
3Ha4yeHune. 3To none siBnaeTca HeobazaTenbHbIM. 3Ha4eHue no ymMon4a-

IsUnion Boolean
HWI HEBEPHO.
Ecnu 310 3Ha4eHWe UCTUHHOE, NEPBOE MNorne ABNAETCH 3HaYEeHUEM nepe-
Kntodarens
3707 dnar ykasblBaeT, 4TO TUM [OaHHbIX ONpenenser CBOWCTBO
. OptionSetValues.
IsOptionSet Boolean p
[anHoe none sBnsetca HeobsizaTenbHbiM. 3Ha4YeHWe Mo YMON4YaHui
NOXb
Cnucok nonen, CoCTaBNALLMX TUM JaHHbIX.
JTO onpeneneHue NpeanonaraeT, 4TO CTPYKTYpa MMeeT nocneqoeaTenb-
. . HYH KOMMOHOBKY. [1NA nepeyucnexnii nonsa npeactaensioT coboit npocTo
Fields DataTypeField [] Y y-A P PeA P

CMNNCOK 3HAYEHUA.
,D,aHHbIFI CMCOK HE BKNKOYaeT nond, yHacnegoBaHHble OT ©HasoBoro Tuna
AaHHbIX

B.13 3nemenT DataTypeField

Onement DataTypeField onpenenser abctpaktHoe npeactaBneHve nons BHyTpu UADataType, koTopoe MoxeT
ObITb NCMONBE30BAHO MHCTPYMEHTaMW NPOEKTUPOBaHWA ANs aBTOMaTUYECKOro co3gaHus koga cepuanusauuu. Monsa Tuna
DataTypeField npueegeHtl B Tabnuue B.13.

Tabnuua B.13 — lNonda TMna gaHHbIX

3nemeHT Tun Onucanve nonew Tuna
Name String Mmsa nons, yHukanesHoe B anemeHTe DataTypeDefinition
SymbolicName String CuMBONMYEcKkoe MMS Mosis, KOTOPOe MOXHO MPUMEHATH B aBTOMa-

TMYECKM co3daBaeMoM Kode. Ero cnegyeT ykasblBaTb TOMbKO B TOM
cry4ae, ecrnv UMs He MOXeT ObITb MCMOMNB30BaHO AN 3TOM Lenu.
PaspelieHsl Tonbko BykBbl, UMdpbl UMW 3HAK NOOYEPKUBAHUA («_»)

DisplayName LocalizedText [] Mms nons, otobpaxaemoe ¢ UCNoMNb30BaHUEM Pa3fUYHbIX A3bIKOB

DataType Nodeld Nodeld DataType ans nona. Nodeld MoxeT cceinatecsa Ha gpyrown
y3en co cBouM cobcTBeHHBIM DataTypeDefinition. JaHHoe none He
yKa3bIBaeTCs 418 NOATMNOB NEPEYUCTIEHNA

ValueRank Int32 PaHr sHaueHuns gns nons. 31o AormkeH 6biTe ckanap (—1) unn mac-
cUB hMKCcMpoBaHHOro paHra (=1).
[lna noaTMNOB NepeyncrneHuns 3To Mose He yKa3biBaeTca
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OkoHYaHue mabnuubi B.13

anemeHT Tun OnucaHue nonen Tuna

ArrayDimensions String MakcumaneHas gnvHa Maccuea.

370 none npeacTaeBnseT cobol CNUCOK LENOYUCNEHHbIX 3HAaYeHUN
Oes 3Haka, pasgeneHHbix 3anaTbiMy. CNMCOK COOEPUT KONMUMYECTBO
anemeHToB, paBHoe ValueRank.

3HaveHune paeHo 0, ecnu Makcumym Ons U3MEpPEHWs HEU3BECTEH.
3710 none He ykasbiBaeTca, ecnn ValueRank < 0.

370 none He ykasbiBaeTcA ANA NMOATUMOB NEPEYUCIEHWA UNKU AN
TUMNOB AaHHbIX co cBoncTeoM OptionSetValues

MaxStringLength UlInt32 MakcumarneHas gnuHa 3HadeHus String unu ByteString. Ecnu Hens-
BECTHO, 3Ha4eHue pasHo 0.

3HaveHne paeHo 0, ecnu DataType He sBnsietca String wnu
ByteString.

Ecnu ValueRank > 0, MakCMMyM NPUMEHSAETCA K KaXO0MY 3MEMEHTY
MaccuBa.

[ns nogTunNoe nepeyvcneHns Unv ansa TMNoB 4aHHbIX CO CBOWCTBOM
OptionSetValues aTo none He ykasbiBaeTca

Description LocalizedText [] OnucaHne nNons B HECKOMbKMX NoKanax

Value Int32 3HadeHue, CBA3aHHOE C MoneM.

Mone yka3biBaeTCA TONLKO AN NOATMINOR TUNOB AaHHbIX Enumeration
1 OptionSet. [Ina OptionSets saHaveHnem aBnaetca Homep buta, cBsa-
3aHHOrO C nonem

IsOptional Boolean [None ykasbiBaeT, 4TO Morfe TUMa OaHHbIX B CTPYKTYpe ABMAETCA He-
o06a3aTensHbIM. 3HaYeHUe Mo YMOMYaHUIO NOXb.
3710 none He ykasaHo ansa noatunos Enumeration v Union

B.14 Variant

Twn Variant onpegensiet 3Ha4eHue Ans yana Variable unu VariableType. 3ToT TMN aHanoruyeH Tuny, onpegeneHHo-
My B 5.3.1.17. B pesynerarte oyHKLUK, MPpUMEHSEMble AR cepuanu3aunyM BapuaHToB BO BPeEMS BbI30BOB CIYX0Obl, MOXHO
Mcrnone3oBaTth ANA cepuanusaumn BapuaHTa B 3TOM CUMHTakKcuce danna.

BapuaHTel MmoryT cogepxxaTe aneMeHThl Nodelds, ExpandedNodelds n QualifiedNames, koTtopble 4omKkHb! BbIT 13-
MeHeHbl Takum obpazoM, 4uTobel Namespacelndexes v Serverindexes cceinanuce Ha NamespaceUri n ServerUri (cm. Ta-
Brnvubl B UANodeSet).

BapuaHThl Takke MoryT cogepxartb 06bekThl ExtensionObject, koTopbie cogepxat Encodingld n cTpykTypy ¢ nons-
MU, koTopele moryT 6eiTe Nodelds, ExpandedNodelds nnv QualifiedNames. Namespacelndexes u Serverindexes B aTux
nonsx TaKkKe OOMKHbI CCbiNatbca Ha Tabnuukl, NnpuBedeHHble B UANodeSet.

B.15 Example

Mpumep npegctaBneHus komnnekca HekoTopbix cucteM ¢ UA (UANodeSet). B gaHHOM Komnnekce onpeaeneHsb
yanel Ana uHdgopmayuoHHoh mogenu ¢ URI, npeoctaBnenHol Ha agpece http://sample.com/Instances. JanHble 06 y3-
nax anst 6asoson MHopmaumnoHHor mogenu OPC UA n nndpopmaumonHon mogeny ¢ URI npuBeneHsl no agpecy: hitp://
sample.com/Types.

[MpoctpaHcTea umeH XML, obbaBneHHble paHee, BkntovatoT URI ansa npoctpaHcTe MMeH, ynomaHyTeix B UANodeSet,
MOCKOMbKY AaHHBIA KOMMMEKC NMOCTPOEH HAa apXUTEKTYpPe AaHHbIX C HECKONbKUMKW YPOBHAMWU. Takue KOMMNEKCHl Npu OT-
CYTCTBWMW B HUX MHOTOYPOBHEBOW apXWUTEeKTYPbl AaHHBIX HEe ByayT MMEeTb 3TUX ODBLABNEHWNA.

<UANodeSet xmins:s1="http://sample.com/Instances” xmins:s0="http://sample.com/Types”

xmins:uax="http://opcfoundation.org/UA/2008/02/Types.xsd”

xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance”

xmins:xsd="http://www.w3.0rg/2001/XMLSchema”

xmins="http://opcfoundation.org/UA/2011/03/UANodeSet.xsd">

B tabnuuy NamespaceUris BknioveHsl Bce npocTtpaHcTea umeH, ynomarHyTeix B UANodeSet, 3a ncknioueHvem ba-
30B0oW uHpopmaumoHHon mogenu OPC UA. Namespacelndex, paeHein 1, otHocuTesa k URI no agpecy: http://sample.com/
Instances.

<NamespaceUris>

<Uri>http://sample.com/Instances</Uri>

<Uri>http://sample.com/Types</Uri>

</NamespaceUris>
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MNMpwvBeneHHas Tabnuua NceBdOHMMOB NpedHa3HadYeHa Ans yaobcTea yTeHwus. [paBuna OTHOCWUTEMBHO TOMO, YTO
BKIIOYEHO, OTCYTCTBYIOT. [TonesHoe pykoBOACTBO MOXET BKMtoyaTb cTaHaapTHele ReferenceTypes n DataTypes npu Ha-
nu4ymu ceblnku B npeactaesneHun UANodeSet.

<Aliases>

<Alias Alias="HasComponent">i=47</Alias>

<Alias Alias="HasProperty”>i=46</Alias>

<Alias Alias="HasSubtype">i=45</Alias>

<Alias Alias="HasTypeDefinition">i=40</Alias>

</Aliases>

BicycleType — 3T0 y3en Tuna gaHHbIX, KOTOPbIA HacneayeTcs OT TUNa AaHHbIX, ONpeaeneHHoro B Apyron nHopma-
UMoHHOW modenn (ns = 2; i = 314). Npegnonaraetcd, 4To Nboe NPUNoXKeHNne UMNOPTUPYET 3TOT dhain Npy Hanu4yumM 1H-
dhopmaumnKM yKasaHHoW MHGhopMaLMoHHOM Modenu, npeactaensoet UANodeSet. CepBep MOXET CONOCTaBUTL CChISKK C
apyrum cepeepaom OPC UA, nobasue Serverindex B TargetNode Nodelds. CtpykTtypa DataType onpeneneHa anemMeHTOM
Definition. 3Ta nHhopmauus MOXKeT BbITb UCNONB30BAHA reHepaTopaMy kofa Ang aBToOMaTUYeCKoro co3aaHus cepuanu-
3atopos ana DataType.

<UADataType Nodeld="ns=1;i=365" BrowseName="1:BicycleType">

<DisplayName>BicycleType</DisplayName>

<References>

<Reference ReferenceType="HasSubtype” IsForward="false”>ns=2;i=314</Reference>

</References>

<Definition Name="BicycleType”>

<Field Name="NoOfGears" DataType="UInt32"/>

<Field Name="ManufacterName” DataType="QualifiedName”/>

</Definition>

</UADataType>

OanHein y3en aengetca aksemnnspom Object TypeDefinition Node, onpegeneHHoro B gpyroi InformationModel
(ns=2; i = 341). B paccmaTtpvBaemMom KOMMMEKce ecTb eAuHCTBeHHoe Property, kotopoe 0ObsBNEHO B ONMcCaHUK
UANodeSet.

<UAODbject Nodeld="ns=1;i=375" BrowseName="1:DriverOfTheMonth” ParentNodeld="ns=1;i=281">

<DisplayName=>DriverOfTheMonth</DisplayName>

<References>

<Reference ReferenceType="HasProperty">ns=1;i=376</Reference>

<Reference ReferenceType="HasTypeDefinition">ns=2;i=341</Reference>

<Reference ReferenceType="HasComponent” IsForward="false">ns=1;i=281</Reference>

</References>

</UAObject>

OaHHbli y3en ABNSeTca 3K3eMNNApoM y3na onpegeneHns Tuna nepemMeHHoW, onpefeneHHoro B ©6asoBoi MHdop-
mauunoHHor mogenu OPC UA (i = 68). DataType siensietca 6asoseiMm TMnom ans DataType BicycleType. AccesslLevels
06bABMNAET NEpeMEeHHYI0 Kak AOCTYMHYI Ana YTeHus u 3anucy. ParentNodeld ykasbiBaeT, 4To 3TOT y3en TecHO CBA3aH ¢
poauTtenesckum yanom (DriverOfTheMonth) n 6yoet yoaneH.

<UAVariable Nodeld="ns=1;i=376" BrowseName="2:PrimaryVehicle” ParentNodeld="ns=1;i=375"
DataType="ns=2;i=314" AccessLevel="3" UserAccessLevel="3">

<DisplayName>PrimaryVehicle</DisplayName>

<References>

<Reference ReferenceType="HasTypeDefinition">i=68</Reference>

<Reference ReferenceType="HasProperty" IsForward="false">ns=1;i=375</Reference>

</References>

YKazaHHoe 3HayeHue FABMNAEeTCA 3K3eMnnsapoM Tuna gdaHHelx BicycleType. OH 3aknioveH B ExtensionObject, ko-
TOpbIA DUKCUPYET, YTO 3Ha4YeHWe cepuanuayeTcs ¢ ucrnone3oBaHuem kogupoBku DataTypeEncoding XML no ymonua-
Huio ana DataType. 3HadeHne MOXHO cepvanv3oBaTb W NyTem ABOMYHOIMO KOOMPOBaHWA TWMa AaHHbIX MO YMOMYaHuWIo,
HO B pesynsrate NpeacTaBleHne KoMNiekca HeBO3MOXHO DyaeT pedakTMpoBaTh BPyYHY0. HesaBucMMo OT TOro, Kakow
DataTypeEncoding npumeHsietcs, Namespacelndex, ucnoneayemolii B none ManufactureName, cceinaetcs Ha Tabnuuy
NamespaceUris B UANodeSet. OnucaHue Komnnekca sarpy»aeTcsi NPUNoXeHWemM TOMbKO MpW YCroOBUKW, ecriv AaHHoe
NPUNOXKEHWE OTBEYAET 33 M3MeHeHWe NtoBoro 3Ha4eHNs1, KOTOPOE OHO AOMKHO UMETB.

<Value>

<ExtensionObject xmIns="http://opcfoundation.org/UA/2008/02/Types.xsd">

<Typeld>

<ldentifier>ns=1;i=366</ldentifier>

</Typeld>

<Body>

<s1:BicycleType>
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<s0:Make>Trek</s0:Make>

<s0:Model>Compact</s0:Model>

<51:NoOfGears>10</s1:NoOfGears>

<s1:ManufactureName>

<uax:Namespacelndex>1</uax:Namespacelndex>

<uax:Name>Hello</uax:Name>

</s1:ManufactureName>

</s1:BicycleType>

</Body>

</ExtensionObject>

</Value>

</UAVariable>

[anee npusegeHsl yanel DataTypeEncoding ana Tuna gaHHbIx BicycleType.

<UAObject Nodeld="ns=1;i=366" BrowseName="Default XML">

<DisplayName=>Default XML</DisplayName>

<References>

<Reference ReferenceType="HasEncoding” IsForward="false”>ns=1;i=365</Reference>

<Reference ReferenceType="HasDescription">ns=1;i=367</Reference>

<Reference ReferenceType="HasTypeDefinition">i=76</Reference>

</References>

</UAObject>

<UAObject Nodeld="ns=1;i=370" BrowseName="Default Binary">

<DisplayName=>Default Binary</DisplayName>

<References>

<Reference ReferenceType="HasEncoding” IsForward="false">ns=1;i=365</Reference>

<Reference ReferenceType="HasDescription">ns=1;i=371</Reference>

<Reference ReferenceType="HasTypeDefinition">i=76</Reference>

</References>

</UAObject>

310 y3en DataTypeDescription ans XML-kogupoeaHus TUNa AaHHbIX MO YMONYaHWio Ans Tuna daHHblx Bicycle Type.
Value — oguH 13 BCTPOEHHbIX TUMOB.

<UAVariable Nodeld="ns=1;i=367" BrowseName="1:BicycleType” DataType="String">

<DisplayName>BicycleType</DisplayName>

<References>

<Reference ReferenceType="HasTypeDefinition">i=69</Reference>

<Reference ReferenceType="HasComponent” IsForward="false">ns=1;i=341</Reference>

</References>

<Value>

<uax:String>//xs:element[@name="Bicycle Type']</uax:String>

</Value>

</UAVariable>

[anee nokasaH y3en DataTypeDictionary ansa DataTypeDescription. 3anuck cxembl XML — 310 gokymeHT UTF-8,
XpaHALWMIACH KaK 3HaveHne xs:base64Binary, 4To NO3BONAET KNWMEHTAM YATATb CXeMy ArNs BCEeX TUNOB AaHHbIX, NpUHaa-
nexawmx DataTypeDictionary. 3Hauenue yana DataTypeDescription ons kawgoro Tuna aaHHbix cogepxuT 3anpoc XPath,
KOTOPbIM HaxoauT NpaBunbHOE onpedeneHne BHYTPU AOKYMEHTA CXEMbI.

<UAVariable Nodeld="ns=1;i=341" BrowseName="1:Quickstarts.DataTypes.Instances” DataType="ByteString">

<DisplayName>Quickstarts.DataTypes.Instances</DisplayName>

<References>

<Reference ReferenceType="HasProperty">ns=1;i=343</Reference>

<Reference ReferenceType="HasComponent’>ns=1;i=367</Reference>

<Reference ReferenceType="HasComponent” IsForward="false">i=92</Reference>

<Reference ReferenceType="HasTypeDefinition">i=72</Reference>

</References>

<Value>

<uax:ByteString=PHhz...W1hPg==</uax:ByteString>

</Value>

</UAVariable>>

B.16 UANodeSetChanges

UANodeSetChanges — kopeHb oKyMeHTa, cogepxawmnin Habop nameHeHnni B AddressSpace. [Npegnonaraercs, 4Yto
oawvH chann Bynet cogepxatb Nmbo anemeHT UANodeSet, nubo anemeHT UANodeSetChanges B KopHe, U NpefocTaBnsTh
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CMMCOK y3roB/ccbINoK A4na gobaeneHna unuM Ccnncok yanoe/cebinok ana yaaneHua. Ctpyktypa UANodeSetChangesStatus,
onpegeneHHad B B.22, cospaetcs, koraa gokymeHT UANodeSetChanges npumennaetcs k AddressSpace. SnemeHTsl TUna

npvBefeHbl B Tabnuue B.14.

Tabnuya B.14 — KopeHb Habopa nameHeHuin B AddressSpace

OnemeHt Tun Onucaxue UANodeSetChanges
NamespaceUris UriTable
ServerUris UriTable
OnwucaHo B Tabnunue B.1
Models ModelTableEntry []
Aliases AliasTable
Extensions Xs:any
OnucaHo B Tabnuue B.1
LastModified DateTime
NodesToAdd NodesToAdd Cnuncok HoBbIX y3anoe anga gobaenervs B AddressSpace
ReferencesToAdd ReferencesToChange Cnwncok HoBbIX ccbiNnok Ana gobaenexHua B AddressSpace
NodesToDelete NodesToDelete Cnncok yanos ana yganeHust u3 AddressSpace
ReferencesToDelete ReferencesToChange Cnucok ccbinok Ansa yaaneHus us AddressSpace

3nemeHT Models ykasbiBaeT BepCcUio OHON UIK HECKOMbKUX Moaenen, kotopble cozaacT dann UANodeSetChanges
npy ero NpUMeHeHWK K cyliecTeyroweMy agpecHoMmy npoctpaHcTey. UANodeSetChanges He npeacTaBnaeTcsi BO3MOX-
HbIM MPUMEHWTb, eCr TeKyllias BepcUs MOAEenu B agpecHoM npocTpaHcTee Beiwe. [NoganemeHT RequiredModels (cm.
Tabnuuy B.1) onpenensaeT Bepcuu. [Npy npoBepke 3aBUCMMOCTEN BEPCUSI MOLENN B CYLLECTBYIOLLEM apPECHOM NPOCTpaH-

CTBe JOMKHAa TOYHO COOTBETCTBOBATL TPebyeMoii Bepcum.
Ecnu dpaiin UANodeSetChanges nameHset Tunel 1 B AddressSpace CyLecTBYOT AEWCTBYIOLLME IK3EMNNAPLI TU-

noB, TO Cepeep OOMKEH aBTOMAaTU4YeCKN M3MEHUTE 3K3eMNNApPbI, 4TOBBI OHM COOTBETCTBOBANM HOBOMY TUMNY, UK CreHe-

pVYpoBaTh OLUNOKY.
®ainn UANodeSetChanges obpabaTtbiBaeTcs Kak ogHa onepauus. 9To No3BONAET eAMHOBPEMEHHO yKasaTb agpeca

Ons obasaTensHoro yganeHus yanos U He0BXo4MMOM 3aMeHbIl CChINOoK.

B.17 NodesToAdd

Tun NodesToAdd ykasblBaeT CrUCOK Y3noB, KOTopble HyHO AobaBuTe B AddressSpace. CTpykTypa 3TUX y3noB
onpegensertcd Tunom UANodeSet B Tabnvue B.1. 3nemeHTsl TUNa npuBedeHsl B Tabnuue B.15.

Tabnuua B.15 — NodesToAdd

anemeHT Tun Onucaxue anemeHToB NodesToAdd

UAODbject, UAVariable,
UAMethod UAView,
UAObjectType,
UAVariableType,
UADataType,
UAReferenceType

<choice> Yanel, nobaensemble B AddressSpace

Mpwn OobaBneHWn y3noB CCbIKM MOXHO yKa3daTb Kak 4acTb OMpeAeneHvs yana WM Kak OTOENbHblA 3nemMeHT
ReferencesToAdd. CnegyeT uMeTe B BUAY, YTO CChIIIKW Ha Y3Mbl, KOTOPLIE MOFYT CyLLIECTBOBaTh, paspelleHbl. Opyrumu
CrnoBamM, y3en He OTKNOHSETCS NOTOMY, YTO OH MMEeT CChIfKYy Ha Heu3BeCTHbIN y3en. ObpaTHble cchinkv AobaensatoTcs

aBTOMaTUYeCKK, eCrlii MPOoLEeCccop CHUTAET aTo LenecoobpasHbiM.

B.18 ReferencesToChange

ReferencesToChange ykasbiBaeT CNMCOK CCbINOK, KOTOpble HeobGxoaumo aobaBnTb UnNK yaanuTe M3 AddressSpace.
3nemeHTEl TUNA NpuBeaeHsl B Tabnuue B.16.

83

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-71811-2024

87 /90


https://gostexpert.ru?utm_source=pdf&utm_medium=69740
https://gostexpert.ru/gost/gost-71811-2024?utm_source=pdf&utm_medium=69740&utm_term=page

FOCT P 71811—2024

Tadnuua B.16 — Ccbinkn Ha n3ameHeHue

OnemeHT Tun Onucaxve anemeHToB ReferencesToChange

Reference ReferenceToChange Cchbinka ansa nobaenenuns B AddressSpace

B.19 ReferenceToChange

Tun ReferenceToChange ykasbiBaeT 0fHY CChINKY, KOTOPYIO HYXHO AobaBute unu yganute 13 AddressSpace. One-
MEHThbI TMNa npueedeHsl B Tabnuue B.17.

Tatnuua B.17 — Ccbinkyu Ha N3MEHEHWE

OnemeHT Tun OnucaHwve nonen ReferencesToChange
Source Nodeld MpaeHTudurkaTop MCXOQHOTO Y3na cChlnku
ReferenceType Nodeld WpoeHTudmnkaTop TMna Coblfkn
IsForward Boolean McTuHa, ecnu cebifnika aBNgeTca NPAMON CChINKOM
Target Nodeld MoeHTudwrKaTop LeneBoro yana Cebiflku

CchbInKu Ha yanbl, KOTOPLIE MOMYT CyLLECTBORATL, pa3peLleHsl. [pyrMMu crioBamMu, CCbInka HE OTKMOHAETCA NOTOMY,
YTO LENbIO ABMNAETCH HEU3BECTHLINA Y3€er.

MCcToYHMK cebinkn gomkeH cyuwecteoats B AddressSpace unm B UANodeSetChanges, korga npegcraeneHne Kom-
nnekca HaxoguTtcs B obpaboTke.

OBpaTHblie cebinky 8o6aBnAKTCA, KOrga NpoLeccop CYMTAET 3TO LenecoobpasHbIM.

B.20 NodesToDelete

Tun NodesToDelete yka3biBaeT CnnCoK y3roB, KOTOpble HeoBxoAuMOo yoanuTb u3 AddressSpace. 3reMeHTsl TUNa
npuveeneHsl B Tabnuue B.18.

Tabnuuya B.18 — NodesToDelete

3nemeHT Twn Onucaxve yznos

Node NodeToDelete Y3en, KoTopbli HY»HO yaanuTb U3 AddressSpace

B.21 NodeToDelete

Twun NodeToDelete ykasbiBaeT y3en, KoTopbii HeobxoaMmo yaanute 3 AddressSpace. 3nemeHThl Tuna npuBeaeHbl
B Tabnuue B.19.

Tatnuua B.19 — Ccbinku Ha N3MEHEHWE

SnemeHT Tun OnucaHuve y3nos
Node Nodeld MpeHTudmkaTop yana, KoTopbld Heo6xooMmMo yoanuTe
DeleteReverseReferences Boolean Ecnu nctuHa, To cChiNkX Ha y3en Takke yaansiTca

B.22 UANodeSetChangesStatus

UANodeSetChangesStatus — 9370 kopeHb [OKyMEHTa, KOTOpbIM co3faeTtcs npu obpaboTke [OoKyMeHTa
UANodeSetChanges. 3nemeHTsl TUna npveeaeHsl B Tabnuue B.20.
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Tabnuua B.20 — UANodeSetChangesStatus

3nemeHT Tun OnuncaHue anemeHToB TUNA
NamespaceUris UriTable
ServerUris UriTable
Aliases AliasTable Cwm. B Tabnuue B.1
Extensions Xs:any
Version String
LastModified DateTime Cwm. B Tabnuue B.1

[mobankbHbIA YHUKANBHBIR AEHTUdUKATOP U3 MCXOOHOro

Transactionkd Siring nokymeHTa UANodeSetChanges

Cnucok pesyneratoB ans NodesToAdd, ykasaHHoro B nc-
NodesToAdd NodeSetStatusList XOOHOM OOKYMEHTE.
Cnucok nycT, ecnv Bce anemMeHTsl obpaboTaHbl ycnewHo

Cnucok pesynstaTtoB And ReferencesToAdd, ykasaHHoro B
ReferencesToAdd NodeSetStatusList MCX0OHOM OOKYMEHTE.
Cnucok nycT, ecnv Bce anemMeHTsl 06paboTaHbl ycrnelHo

Cnucok pesyneratoB anst NodesToDelete, ykasaHHoro B nc-
NodesToDelete NodeSetStatusList XOAHOM JOKYMEHTE.
Cnucok nycT, ecnuv Bce anemeHTsl 06paboTaHbl ycrneLwHo

Cnucok pesyneratoB ana ReferencesToDelete, ykasaHHoro B
ReferencesToDelete NodeSetStatusList WNCXOOHOM JOKYMEHTE.
Cnucok nycT, ecrnuv Bce anemeHTsl 06paboTaHbl yernewHo

B.23 NodeSetStatusList

Tun NodeSetStatusList onpegenser cnvcok pes3ynsTaToB, MOMYYEHHbIX MpU  MPUMEHEHUW OOKYMEHTa
UANodeSetChanges k AddressSpace. Ecnu owmnbok He npousowno, 3ToT cnucok nycT. Ecnv BosHukaeT ogHa vnu He-
CKOMMBKO OLUMBOK, TO 3TOT CMMCOK COAEPXMWT MO OAHOMY 3MEMEHTY ANA KaxA0oW onepauun, ykazaHHOW B MCXO4HOM OOKY-
MeHTe. neMeHTbl TUMna npueeaeHsl B Tabnuue B.21.

Tabnuua B.21 — NodeSetStatusList

SnemeHT Tun OnucaHue anemMeHToB TUNa

Result NodeSetStatus PesynetaTt onepauum

B.24 NodeSetStatus

Tun NodeSetStatus ykasblBaeT oauH pe3ynsTar, NonyvyeHHbId Npyu NpUMeHeHUy onepauum, ykasaHHoOW B AOKYMEHTe
UANodeSetChanges, k AddressSpace.
OnemeHTbl TUNa NpuBegeHsbl B Tabnuue B.22.

Tabnuua B.22 — NodeSetStatus

onemeHT Tun QOnucaHue anemMeHToB TUNa

Peaynstart onepauuu.
Code StatusCode BoamoHble KoObl COCTOSIHMA onpeaeneHbl COrnacHo
FOCT P 71809

CTpoka, npefocTtaensollas uHopMaLuio, Kotopas He
Details String nepenaetca ¢ nomoLbto StatusCode sBnseTca HeYUMTaemMon
ana StatusCode
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