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Mpeancnoeue

1 NOANOTOBIIEH Accoumaunen «ludpoBble MHHOBaLMM B MawumHocTpoeHuu» (ALMM) n depe-
panbHbIM FOCY0AapCTBEHHBLIM DIOMKETHBIM yupexaeHueM «POCCUACKUIA MHCTUTYT cTaHfaptusauun» (OrbY
«MHCTUTYT cTaHgapTU3auMm») Ha ocHoBe COBCTBEHHOro NepeBoga Ha PYCCKUIA S3blK aHIMOA3bIYHON BEPCUK
OOKYMEHTAa, YKa3aHHOro B NyHKTe 4

2 BHECEH TexHu4eckum komuTeToM no ctaHgaptusauumn TK 459 « MHdopMaunoHHan noanepka xus-
HEHHOro UKKna uagenuiny

3 YTBEPXAEH W BBEAEH B AEVCTBWE Mpukasom PegepanbHOro areHTcTea no TEXHU4YecKoMy pe-
rynupoBaHnio U MeTponorir ot 29 Hosibpsa 2024 . Ne 1810-cT

4 HacToswmi cTaHgapT ABNSAETCA MOAUMUUUMPOBAHHBIM MO OTHOLUEHUKD K MEXOYHapO4HOMY [OOKY-
meHTy IEC/TR 63283-3:2022 «3mepeHune, ynpaBneHue 1 aBTomaTMaaluns NpoMbILLINEHHOrO npouecca. Ym-
Hoe npowuseogcTBo. Yacts 3. lNMpobnemebl kubepbezonacHocTuy» (IEC/TR 63283-3:2022 «Industrial-process
measurement, control and automation — Smart Manufacturing — Part 3: Challenges for cybersecurity», MOD)
nyTemMm M3MEHeHWs OTAeNbHbIX pas (CNOoB, 3HAYeHWA NoKasaTenen, CCbINIoK), KOTOpbie BblAENeHbl B TeKCTe
KypcuBoM. BHeceHMe yKasaHHbIX TEXHUHECKMX OTKITOHEHWI HanpaBneHo Ha y4eT notpebHocTel HauMoHanb-
HOWM 3KOHOMUKKM Poccuiickon egepaumu.

HavmeHOBaHMe HAcToOSLLIEro CTaHAapTa U3MEHEHO OTHOCUTENLHO HAMMEHOBaHUSI MEXAYHAPOAHOro 40-
KyMeHTa anst npvBeneHus B cooteetcTeue ¢ TOCT P 1.5—2012 (nyHkT 3.5).

CeefeHus 0 COOTBETCTBUM CChINOYHbLIX HALMOHANbHbLIX CTaHAAPTOB MeXOYHapo4HbIM CTaHgapTaMm, uc-
NMoNb30BaHHLIM B KA4&CTBE CCbINOYHbLIX B NPUMEHEHHOM MEXOYHApOAHOM JOKYMeHTe, NpuBedeHsl B 4OMon-
HUTENbHOM NpunoxeHuu JA.

ConocTaeneHue CTPYKTYpbl HACTOSILLErO CTaH4apTa Co CTPYKTYPOW MPUMEHEHHOIO B HEM MEXAYHapoa-
HOro JOKYMEHTa NPUBELEHO B AONONHUTENBHOM npunoxeHun b

5 BBEJJEH BINEPBbIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 8 cmambse 26 QedepanbHOz20 3aKoHa
om 29 uwoHsa 2015 2. Ne 162-03 «O cmandapmu3sayuu 8 Pocculickol ®@edepayuu». MHpopmayus ob us-
MeHeHUSX K HacmosuwieMy cmaHO0apmy rnybrnukyemcs e exezs00HOM (0 COCMOSHUK Ha 1 AHeaps meKyuieao
2o00a) uHghopmayuoHHOM ykazamene «HayuoHansHble cmaHdapmbi», a oguyuanbHbil MeKcm usMeHeHul
U ronpasoK — 8 eXeMecayHoOM UHOPMayUOoOHHOM yKkaszamerne «HayuoHanbHbie cmaHdapmei». B cryvae
nepecMmompa (3aMeHbl) unu ommMeHbl Hacmosuie2o cmaH@apma coomeemcmayrouwee ygedomneHue bydem
onybnukogaHo 8 6ruxalwemM 6bINycKe eXeMecsyHo20 UHGhopMayuoHHo20 ykaszamens «HayuoHanbHble
cmaHOapmol». Coomeememayiowas UHGhopMayusi, yeedoMIeHUe U MeKCmbl pa3Mewalomcs makxe 8 UH-
gopmayuoHHOU cucmeme 06weao Noab308aHuUss — Ha oghuyuanbHoM calime PedepanbHO20 azeHmcmea fno
MexXHUYEeCKOMY peaynuposaHuro U Memposnoauu 8 cemu MiHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpPOU3BEOEH, TUPaXXMNPOBaAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OC*)MLI,MBJ'II:HOFO n3naHua bes pa3peleHunsa <De,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

YMHOe NMpov3BOACTBO ABMAETCS KOMMOHEHTOM LMPOBON NPOMbILLNEHHOCTH, 0becnedymBatowMmM U3ro-
TOBMNEHWEe NPoayKLMN HA OCHOBE BLICOKOTEXHOMOMMUYHBLIX KOMMINEKCOB U aBTOMaTU3NPOBAHHLIX CUCTEM Yyrnpas-
neHus. B ycnosusx pacnpefeneHHoro npon3BoACTBa U CO34aHWUs CKBO3HbIX LienoYek 4o6aBneHHOR CTOUMOCTH
NOBLILLIAETCS UHTEHCMBHOCTb MHCPOPMAaLMOHHOrO 0BMeHa Mexay y4acTHMKaMU NpOM3BOACTBEHHOIO npouec-
ca, 4To obycnosnvBaeT pucku B obnactn knbepbezonacHocTn. HOBbIW 3Tan pa3BMTUSi YMHOMO NPOM3BOACTBA
XapakTepusyeTcsl BEICOKUM YPOBHEM CaMOOPraHM3auunu NpOU3BOACTBEHHLIX CUCTEM, UTO MOBLILLAET PUCKA B
obnactu knbepbeszonacHocTK.

HacTtoswmiA cTaHaapT ycTaHaBnMBaeT pekoMengauum no kmbepbezonacHocTU ANsA YMHOMO NMpou3Bog-
CTBa, yYUTbIBAKLLME NyYLINE MEXOYHAPOAHbIE MPaKTUKKA U cneuntuKky pa3BUTUst OTEYECTBEHHOW LMpoBOM
NMPOMBILLNEHHOCTH.

HacTtosilmin cTaHgapT BXOAWT B CUCTEMY CTaHAAPTOR LMPOBOM MPOMbILLIEHHOCTH.

v
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FOCT P 71843—2024
(IEC/TR 63283-3:2022)

HAUWMOHANBbHBIA CTAHOAPT POCCMUMCKOWMW PEOQEPALUMN

UndhpoBas npoMbILWINEHHOCTb
YMHOE NPOMU3BOLOCTBO
YacTtb 3

PekomeHgauuu no kubepbezonacHocTH

Digital industry. Smart Manufacturing. Part 3. Challenges for cybersecurity

Oarta BeepeHna — 2025—07—01

1 O6bnacTb NnpUMeHeHuns

HacTosawmi ctaHgapT ycTaHaBnMBaeT pekoMeHaauum no knbepbesonacHocT Ana cepbl yMHOTO Npo-
M3BOACTBA M LN(POBOA NPOMbILLIEHHOCTH.

YcTaHOBMNEHHLIE HACTOALWMM CTAHAAPTOM TEPMUHBI PEKOMEHOYTCS AN NMPUMEHEHWS BO BCEX BMAAX
OOKYMEHTaLMU U HayYHO-TEXHUYECKOW NUTepaTypbl B 0bnacTn UM poBOi TpaHcopMaL My NpoMBbILLNEHHO-
CTWU ¥ CO30aHUA YMHBIX MPOWU3BOACTB.

HacToswmi ctaHgapT 4OMKEH NPUMEHSTLCA COBMECTHO C APYTMMW OKYMEHTaMu CUCTEMbI CTaHOapTOB
B UM POBOWN MPOMbILLMEHHOCTH.

2 HopmaTtuBHbIEe CCbINKK

B HacToflwem cTaHgapTe MCNONb30BaHbl HOPMATMBHLIE CChIMKW HA cnefyrLlne cTaH4apThbl:

FOCT P 56205—2014/IEC/TS 62443-1-1:2009 CeTu KOMMYHWKALNOHHLIE MPOMbBILLUNEHHbIE. 3allnlleH-
HOCTb (knbepbesonacHoCTk) ceTh U cucTemsl. YacTs 1-1. TepMuHonoris, KOHUENTyanbHbIE NONOXEHUSA U MO-
nenu

FOCT P 70988 Cucmema cmandapmos 8 yughposol npombiwineHHocmu. OcHosHble nonoxeHus. O6-
wue mpebogaHus K cucmeme

FOCT P 70992 Lluchposas npombiuineHHoOcmb. MHmMeepayus u uimeponepabensHocms cucmem. Tep-
MUHBI U oripederneHus

FOCT P MCO/M3K 27000 MHghopmayuoHHble mexHonoauu. Memodel u cpedcmea obecnedyeHus bes-
onacHocmu. Cucmembl MeHedXMeHma uHgopmayuoHHol 6ezonacHocmu. Obwul 0630p U MepMUHON02Us

FOCT P MCO/M3K 27001 HMHghopmauuoHHas mexHonozuss. Memoods! u cpedcmea obecrniedeHus bes-
onacHocmu. Cucmembl MeHedxMeHma uHghopmMauuoHHol 6ezonacHocmu. TpebosaHus

FOCT P MICO/M3K 27002 NnghopmauuoHHble mexHonozuu. Memods! u cpedcmea obecnedyeHus bes-
onacHocmu. Ce80d8 HOPM U rpasus npuMeHeHUs Mep obecrnedyeHus uHghopMauyuoHHol besonacHocmu

MOCT P M3K 62443-2-1 CeTu KOMMYHUKALMOHHLIE MPOMbILLNEHHbIE. 3allMLLeHHOCTL (kubepbezonac-
HOCTb) ceTu U cucTembl. YacTe 2-1. CocTaBneHue nporpaMmMel obecnedeHuns aluuieHHocTu (kubepbesonac-
HOCTW) CUCTEMbI YNPaBNeHUA U NPOMbILLNEHHON aBTOMaTHUKX

MpumevaHune — [pn NonNb3oBaHWK HACTOALMM CTaHAAPTOM LienecoobpasHo NpoBEPWTE OEWCTBUE CCblNoY-
HbIX CTaHA4apToB B MHOPMALMOHHON cucTeme obLlero nonb3oBaHMa — Ha oduuManbHoM caite degepanbHOro areHT-
CTBa Mo TEXHUYECKOMY PEeryrnmpoBaHvio U METPONOrK B CeTU VIHTEPHET UNK Mo exXerogHoMy MHOPMaLMOHHOMY yKasa-
Teno «HaunoHaneHele cTaHOapThl», KOTOPbLIM OnyBrnyvKoBaH No COCTOAHMKO Ha 1 AHBapsA TeKyLUero roga, v rno Bbiyckam

MapaHune ochbuumnansHoe
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EXEMECAYHOro MHpoPMaLMOHHOIO yKkasaTtensa «HaunoHanbHble cTaHgapThl» 2a TeKYLUMK rof. Ecnu 3aMeHeH CChINOYHbIN
CTaHgapT, Ha KOTprII?I AaHa HeJaTupoBaHHAaA CCbiNnkKa, TO peKkoMeHOyeTCcA MCNoNbE30BaTh BEPCUMID 3TONO CcTaHaapTa C yde-
TOM BCEX BHECEHHbLIX B JaHHYK BEPCUKO U3MeHeHUn. Ecnu 3aMeHeH cCbINOYHbLIN CcTaHOoapT, Ha KDTOprﬁ OaHa gatupo-
BaHHaA CChbiNKa, TO pekoMeHOYyeTCA UCNONb30BaTk BEPCUIO 3TOMO CTaHA4apTta C yKa3aHHbIM Bblille roooM yTBepXXOeHWA
(I'IpMHHTVIH). Ecnu nocne yTBEPXKOEHNA HACTOALLEro cCtaHgaprta B CCbINOYHbIA CTaHgapT, Ha I{OTOprI?I AdaHa gatupoBaHHas
CCblIlKa, BHECEHO M3MEHEHWE, 3aTparvMBalollee NonoxeHne, Ha KOTOPoe daHa CCbilika, TO 3TO NONoXeHne peKOMEeHOYETCA
NPUMEHATL Bes yy4eTa JaHHOIro M3MeHeHUA. Ecnn ccbiNoYHbIN CTaHOapT OTMeHeH 0e3 saamMmeHbl, TO NONoXeHWe, B KOTOpOM
OaHa CCblNKa Ha Hero, pekoMeHayeTcd NpUuMeHATb B YacTuH, He SBTDBFMBGPOLLI,EI;I 3TY CCbIIKY.

3 TepMUHLI, onpeaeneHns U cCoKkpalleHns

3.1 TepmuHbl U onpegeneHun

B HacTosiem CTaHOapTe npuMMeHeHbl TepMUHbI NO [1], d Takke criegyrouiue TepMrHbl C COOTBETCTBYHO-
WnMu onpegeneHnsamMmm.
3:1:1

aBTopM3aumusa (CaHKUMOHUPOBAHWE, CAHKUWUA, HaJeneHue npasBamMyu, aBTOpPU3aLUOHHBLIE AdHHbLIE)
(authorization): MpaBo unu paspelleHue, NpegocTaensiemMoe cybbLeKTy CUCTeMbl NS NMOMyYeHus gocTtyna
K pecypcy CUCTEMBI.

[FOCT P 56205—2014, nyHkm 3.2.14]

3.1.2 agpmunHucTtpatop (administrator): Ponb nonb3oBaTtens, B 0683aHHOCTW KOTOPOro BXOOWT KOHTPOMb
OOCTyNa K CUCTEME W BHeApPeHWE NOoNMUTUK Be3onacHoCcTu s Hee.

3.1.3 akTuB (asset): O6bekT, NpMHaANexalluin opraHn3auumn UN HaxoasaLWmMncs nog ee onekom, KoTo-
pbi uMeeT Nubo npegnonaraeMyro, NMBo daKkTUUECKYH LLEHHOCTL ONS opraHu3auuu.

3.1.4

aTakKa (attack): MNocsararensLcTBO Ha CUCTEMY, KOTOPOE ABNAETCH crneacTtBUueM npoaymMmaHHOro nriaHupo-
BaHWA, T. €. YMbILUINEHHOTO OencTBus, npegcrtaensaLlee coboi npoayMaHHYyH NonbITKY (OCOGEHHO B nnaHe
MeToda Unu CTpaTE.‘l'I/!l/I) obonTn CepBUCHI BezonacHoOCTU U HapywWuTb NONMTNTUKY ©e30nacHOCTU CUCTEMbI.

MpumedyaHue — CyUWECTBYIOT pasnuyHble 0BWENPU3HaHHbIE TUMbI aTak:

- «aKTMBHasA ataka» UMEET Lenblo npeobpa3oBaTk pecypckl CUCTEMbI MMM BO3OEHCTBOBATL Ha ee paboTy;

- «NaccHBHaA aTaka» UMeeT LeMnbH 3amnonyyYnTe UM UCMONb30BaTb MHopMaLUMio cucTeMbl 663 BO3OEMCTBUA Ha
pecypchbl CUCTEMBI;

- «BHYTPEHHSA aTaka» — aTaka, MHULMWMPOBaHHas cybLeKTOM B Npedenax nepumeTpa beaonacHocTH («MHcalae-
pom»), T. €. cyBLEKTOM, KOTOPbIN HAAENEH NpaBaMu Ha Nony4YeHne OOCTyNa K PECYPCaM CUCTEMBI, HO MCMOSB3YET UX B
Lenax, He onoBpeHHbIX TEMU, KTO NPeaocTaBu 3TW Npaga;

- «BHELUHAS ataka» — ataka, MHULWMPOBaHHaA 3a npedenaMu nepumetpa 6e3onacHOCTU HeaBTOPU30BAHHLIM
UMW HeYMONMHOMOYEHHbIM MOMb3oBaTenemM CUCcTeMbl (MM MOXET BbiTb M MHCAOep, aTakylLlMiA 3a NpegenaMmn nepu-
meTpa 6eaonacHocTu). MoTeHUMaNbHBIMK 3M0YMBILLNEHHUKAMK, OCYLLECTBNAIOWMMU BHELLHIOK aTaky, MoryT BbITb Kak
NpOCTbIE NHBUTENV NOLYTUTL, TaK U OPraHU30BaHHLIE NPECTYMHLIE IPYNMbl, MEXOYHAPOAHbLIE TEPPOPMCTLI 1 Bpaxaet-
Hble NPaBUTENBLCTEA.

[FOCT P 56205—2014, nyskm 3.2.9]

3.1.5 atpubyT (attribute): CeocTBO MNK XxapakTepucTuka obbekTa.
3.1.6

ayTeHTMdMKauma (authentication): Mepa GesonacHOCTM, 3aNpOeKTMPOBaHHas Ha yCTaHOBMNeHWe npa-
BOMEPHOCTW Nepeaaqn camoro cooBLLEHNS UK ero UCTOYHKUKA, a Takke CPEACTBO NPOBEPKM aBTopU3aLu-
OHHbIX AaHHbLIX MHAWBUAYANbLHOTO MONb30BaTENA ANA NONYYeHUs onpeaeneHHbIX KaTeropuin MHopMaLUnu.
[FOCT P 56205—2014, nyHkm 3.2.13]

3.1.7 BapuaHTbl ucnonsb3oBaHusa (use case): Cneundukaumns Habopa OeNCTBUN, BbINOMHAEMbIX CU-
CTeMOW, KoTopble AawT Habnwaaembli pe3ynsrat, KOTopbid 0ObIYHO MMEeT LEHHOCTb Ans OAHOro UMM He-
CKOMNbKWX YYACTHMUKOB UMW OPYTWX 3aUHTEPECOBaHHbIX CTOPOH CUCTEMBI.

3.1.8 Bnuanue (impact): OueHeHHble NOCNEACTBUA KOHKPETHOro cobbiThs.
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MpumeyaHue — BosgeicTBre MOXKET ObiTb BblpalKeHO B KONWYECTBE TPaBM W/WNW CMepTenbHbIX UCXOLOB,
macwtabax akonorudeckoro yuwepba u/unn macwrtabax notepb, TakMx Kak MatepuanbHbeii yuepb, ywepb wHTennexkTy-
aneHoW coBCTBEHHOCTMW, NPOM3BOACTBEHHEIE NOTEPU, NOTEPS OOMMW PLIHKA W 3aTPaThl HA BOCCTAHOBMEHWE.

3.1.9

BbINOMHATL ayTeHTUdukaumwo (authenticate): lMpoBepaATs UOEHTUMUKALWOHHYIO WHOpMaLM
nonb30BaTens, YCTPONCTBA HA CTOPOHE MONb30BATENs UNW ApYroro cybbekTa, unm LenocTHOCTb AaHHbIX,
COXpaHAeMbIX, NepefaBaeMbiX MW NoABePXKeHHbIX UHbIM 00pasom pUCKY HeCaHKLWMOHMPOBaHHOMO Npeob-
pa3oBaHusa B MHPOPMALUUOHHOW CUCTeMe, UMK YCTaHaBNMBaTh MPaBOMEPHOCTL Nepefaqu LaHHbIX.

[FOCT P 56205—2014, nyHkm 3.2.12]

3.1.10 peBanc (device): HesaBMCHMbIA hU3MHECKNIA 0OBEKT, CNOCODHBIN BLIMONHATE OAHY WA HECKOMb-
KO onpeneneHHbIX yHKL WA B ONpeneneHHOM KOHTEKCTE U OTPaHUYEHHbIN CBOMMU UHTEPdEencamMu.

3.1.11 puckpetHoe npousBopacTBo (discrete manufacturing): CnocoG npov3BoacTBa, NpM KOTOPOM
NPOAYKUMIO M3rOTABMNMBAKOT HEMNPEPLIBHO, HANPUMED aBTOMOBUIKN, BLITOBYH TEXHUKY, KOMMLHTEPSI.

3.1.12

AocTyn (access): Bo3MOXKHOCTL 1 cpeacTea anA obmeHa COOGLLI,BHMHMIA WX MHOTO B3aMMOOEenCTBUA
C CUCTEMOW B Lensax UCrnonbL30BaHus pecypCcoB CUCTEMBI.

MpumeyvyaHue — [docTyn MOXeT NpednonaraTte Muanydecknini 4octyn (puanyeckas aBTopusauns, NpenocTas-
nsiemas Ana JocTyna B y4acToK, Hanuyine mexaHnyeckoro 3amka, NMiNH-koa, nnu kapta goctyna, nnu buoMeTpuyeckne
npuaHaku, obecnevnBarolime AOCTYN) UMK NOTMYECKUIA AOCTYN (aBTOpU3auusa Ans BXOA4a B CUCTEMY U MPOrpamMMy, ocy-
LWecTBNsemMas nyTeM KoMBUHaLUMM NOrMYeckMx U r3n4eckux cpeacTe).

[FOCT P 56205—2014, nyHkm 3.2.1]

3.1.13

pocTynHocTb (pabotocnocobHocTk) (availability): CnocoBHOCT KOMNOHEHTA BbINOMHWUTL Tpebye-
MOe OeicTBYe MpU 3adaHHbIX YCNoBUAX B 3adaHHbIl MOMEHT BPEMEHW UNu B NMpoAorkeHWe 3afaHHOoro
WHTEepBana BpeMeHW, ecnv npeaocTaBNeHbl HeobXxoQUMble BHELWHWE pecypchbl.

MpumeyaHug

1 3Ta cnocobHOCTL 3aBUCUT OT cneaywwmnx acnekToBs, paccMaTpuBaemMblX B COBOKYNMHOCTU: HAaOeXXHOCTH, y,qo6-
CTBa CONpPOBOXOEHUA U Ka4eCTBa TEXHUYECKON noanepKKu.

2 Heobxogumbie BHelLHWE pecypcChbl, OTITMYHbIE OT pecypcoB TEXHW4YECKOro Oﬁcﬂy}l{MBaHMH, He BIUAKT Ha No-
Kasartenb JOCTYNHOCTHU KOMNOHEHTA.

3 Bo paHuy3ckoM a3blke MCnonb3ayeTcs Takke TepMuH «disponibilit» B 3Ha4eHMKM «Tekylwlasa OOCTYNHOCTbY.

[FTOCT P 56205—2014, nynkm 3.2.16]

3.1.14 xypHan ayguTa (audit log): OTcnexunBaemas 3anuch, Tpebyrowan 6onee BbICOKOrO YPOBHA 3a-
LWMTbI LLeNTOCTHOCTH, YeM B 0ObIYHbIX ypHanax cobbITui.

n pumedyaHne — }KypHaJ'lbl aygnTa MCNnonb3yKTCA ONA 3alnTbl OT I'IpeTEHaHﬁ, KOTOpPbIE CHUMAKT C Bac OTBET-
CTBEHHOCTb 3a Kakoe-nubo ,D,EIP"ICTBMB.

3.1.156

3awmTa (security):

a) Mepbl, npeanpuHUMaemelie Ans 3aWuTbl CUCTEMbI;

b) cocTosiHMe cucTeMbl, KOTOpPOe ABNSETCH pe3ynsTaToM pa3paboTki U NPOBEeLEeHUs Mep 3alluUTbl Cu-
CTEMBbI;

C) COCTOSIHWE PecypCOB CUCTEMbI, KOTOPblE 3allMLLeHbl OT HECAHKLMOHUPOBAHHOIO OOCTYNa K HUM U
HecaHKLWOHWPOBaHHOIO UMW CNYYalHOTO MX M3MEHEHWS, YHUUTOXEHNS, a Takke OT yTepu;

d) BO3MOXHOCTb KOMMbIOTEPHOW CUCTEMbI TAPAHTMPOBATL B LOCTATOYHON CTENEHU, YTO HeaBTOPM30-
BaHHbIE MMUA U CMCTEMbl HE CMOTYT HW BUAOW3MEHATL nporpaMmmHoe obecneveHne M JaHHbIe 0 HEM, HW
nony4aTtb AOCTYN K QYHKLMSAM CUCTEMbI, HO B TO )& BPeMsi rapaHTMpPOBaTh, YTO 9TO BO3MOXHO [ aBTo-
PV30BaHHbIX MWL, U CUCTEM;
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E) npenorTepauweHne HeCaHKUMOHMPOBaHHOIO M HeXXenaTenbHOro NpoOHMKHOBEHKWA, a TakXKe BMella-
TenNbCTBa B UCNPaBHYK M 3annaHWpoBaHHYH pa60Ty CHUCTEeMbI I'IpOMbILUJ'IE‘HHOﬁ aBTOMAatuKM N KOHTPOINA.

MpumeyaHune — YkasaHHble Mepbl MOMYT NpeacTaBnaTe cobo Mepbl 3alMThl, OTHOCALLMECS K (DU3NYeCcKor
©esonacHocTh (ynpaeneHne M3andeckum OOCTYMNOM K BblMMCIINTENbHLIM 0BbekTam), Mnu normdeckorn GesonacHocTH
(BO3MOXHOCTE BXOAA B KOHKPETHYHO CUCTEMY W MPUMNOXEHWE).

[FOCT P 56205—2014, nynkm 3.2.99]

3.1.16

3aWKMTa OT HEMNPU3HAHUSA y4YacTUs (rapaHTusa coxpaHeHus aeTopcTea) (nonrepudiation): Cepeuc 6e3-
ONacHOCTW, KOTOPbLIK obecneYnBaeT 3aLuUTy OT JIOKHOTO HEMPWU3HAHWS Y4acTUsl B KOMMYHUKaLMK.
[FOCT P 56205—2014, nyHkm 3.2.72]

3.1.17 30Ha (zone): pynnupoBKa NOrMYeCcKUX MMM PU3MHECKMX aKTMBOB Ha OCHOBE puUcKa WNN Opy-
rMX KpUTEPUEB, TAKUX KaK KPUTUYHOCTL aKkTUBOB, SKCNNyaTaunoHHas pyHKLMS, dU3mMyeckoe Unn normdeckoe
pacnonoxeHue, Tpebyembln gocTyn (Hanpumep, NPUHLUMNLI MUHAMANbHBIX MPUBUIETWIA) UMM OTBETCTBEHHASA
opraHmsaums.

MpumeyvyaHune — Bce HekBanupuUMpoBaHHLIE UCMONbL30BaHMA TEPMMHA «30Ha» B 3TOM OOKYMEHTe crneayer
CYMTaTh OTHOCALLMMKNCS K 30He 6e30MacHOCTH.

3.1.18 ngentudmkarop; ID (identifier): MIHdopmaums, koTopas HeOBYCMbICNIEHHO OTNWYaET OOWH 00b-
eKT OT ApYrux B JAHHOM KOHTEKCTe naeHTudukaunun.

3.1.19 nHumpeHT (incident): CobbiTue, He ABNSOLLEECS YaCTbio Oxiaaemon paboTbl CUCTEMbI UK Cep-
BMCA, KOTOPOE BbI3bIBAET UMW MOXET Bbi3BaTb NPepbLIBAHNE NI CHKEHNE KavyecTBa cepBuca, NpeaocTaBns-
eMOro CUCTEMOWN yrpaBneHust.

3.1.20

kubepbezonacHocTb (cybersecurity): JeicTeusi, HeobxoauMmble OnA NpefoTBpalleHusa HeaBToOpPU30-
BaHHOTO MCMONL30BaHUS, 0TKa3a B 06CnyKuBaHum, npeobpasoBaHus, paccekpeynBaHns, notepy Npubsinu,
UMW NMOBPEXOEHWUA KPUTUYECKUX CUCTEM UITU MHPOPMALIMOHHBLIX OBGBLEKTOB.

MpumevyaHue — Lenb npu aToMm — yMeHbWWTE NEPCOHANBHBIA PUCK TRABMUPOBAHWUA MW PUCK Yrpo3bl 300-
POBbIO HACEMEHWS, PUCK NOTEPW O0BEPUA 0BLECTBEHHOCTM UMW NoTpebuTene, pasrnaweHns MHHOPMAaLMKN O BaXHbIX
ofbbekTax, He3allMLLEeHHOCTN BU3Hec-00bEeKTOB MW HECOOTBETCTBUS HOpMaTUBaM. 3TU MOHATUS MPUMEHWMbI K M-
6o cucTeme B MPOM3BOACTBEHHOM MpoLecce, KoTopas MOXeT BKNo4aTk B ceba Kak He3aBWCUMble, TaK M CBA3aHHbIe
KOMMOHeHThI. KoMMyHVKaLMsA MeXdy CUCTEMaMK MOXKET OCYLUECTBNATLECA MO0 C MOMOLLLIO BHYTPEHHMX COOBLLEHNIA,
nn6o Yepes niobslie NonNeE30BaTENLCKME UMW MaLUMHHBIE UHTEPMERCHI, KoTopble obecneunBaloT ayTeHTuduKkauuio, pa-
©oTy, ynpasneHue unu obMeH AaHHeIMK ¢ NMiobor 13 Takux cuctem ynpasneHus. KubepbesonacHocTb BKoYaeT B cebsa
NOHATUA MOEHTUDUKALMIW, ayTEeHTUUKaLUK, OTCNIEXUBAEMOCTY, aBTOpU3aLmmn, JOCTYMHOCTW U NPUBATHOCTHU.

[FOCT P 56205—2014, nynkm 3.2.36]

3.1.21

KoHdmaeHUnanbHocThb (confidentiality): FapaHTua Toro, 4To MHopMaumsa He OyOeT packpbiTa Heas-
TOPW30BaHHbLIM NLUAM, Npoueccam Urnu ycTponcTeam.
[FOCT P 56205—2014, nyHkm 3.2.28]

3.1.22

KOHuaeHUManbLHOCTb AaHHbIX (data confidentiality): CBoACTBO, rapaHTUpytoLlee, 4TO MHOPMAaLMS
He cTana JOCTynHa UNK packpbiTa MbbiM HEeaBTOPU30BaHHLIM CybbekTam cUCTeMbI, BKITKOYas HeaBTopu-
30BaHHbIX NALL, CTPYKTYPbI UNN NPOLIECCHI.

[FOCT P 56205—2014, nyHkm 3.2.37]
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3.1:23

HenpepbIBHOE NPOU3BOACTBO (continuous production): Mpon3BoACTBO, KOTOPOE (OYHKLUMOHWPYET C
NOCTOSAHHOW MHTEHCUBHOCTBIO.

M punmedHaHne — I'Ipomaso,ucmo CHMTaKT HenpepbIBHBIM, eCnit OHO beHI(LlHOHVIPYET B TedeHWne yKa3aHHOro
nepuwopa c yKaBaHHOI:ﬂ WHTEHCMBHOCTbLIO. HenpeprBHoe NPOU3BOACTBO CHUTAKOT CbaKTDpOM cTabunbHOCTH npon3eBoa-
CTBEHHOro npouecca nunun Ha60pa npoueccos.

[FOCT P MCO 2859-3—2009, nynkm 3.1.1]

3.1.24

oTKaz B o6cnyxuBaHuu (denial of service): MpenoTepalleHve UMK NpepbiBaHUe aBTOPU30BAHHOIO
OOCTYMNa K pecypcy CMCTEMbI UMK 3a0epKKa B AeNCTBUSX UMK YHKLMSIX CMCTEMBI.

MpumevyaHne — B KOHTEKCTE CUCTEM NPOMbILLINIEHHON aBTOMAaTUKM W KOHTPONA OTKa3 B oBcnyKuBaHumu mo-
KET OTHOCUTLCS K NpekpaLleHno PYHKLUMOHNMPOBaHMSA NPOLIECCa, a He TOMbKO K NpeKkpaLleHno nepegadm gaHHbIX.

[FTOCT P 56205—2014, nyHkm 3.2.42]

3.1.25

oueHKa pucka (risk assessment): Mpouecc cUCTEMATUYECKOTO BbIIBNEHUS NOTEHLWaNbHbIX YA3BUMO-
CTel 3Ha4YMMbIX PECYPCOB CUCTEMbI M YTPO3 A5l 3TUX PECYPCOB, KONMMYECTBEHHOM OL@HKN MOTeHLManbHOro
ywepba n nocneicTBMA Ha OCHOBE BEPOSITHOCTEN WX BO3HWKHOBEHUS, W (B cnyyae HeoGXoguMocTu) pas-
paboTkM pekoMeHOauunid Mo BbILENEeHU PEcYpcoB AMA OpraHu3auMu KOHTPMEp C Lienbio MUHMMM3auum
obuell ya3BUMOCTHU.

MpumeyaHus

1 Pecypcel MOryT BbITe (OU3MYECKMMI, NOTMYECKUMK, KaapOoBLIMK U Op.

2 OueHkn PUCKOB 4acTo BbiBatoT KOM6HHMDOBaHbI C OoUeHKamn yHSBMMOCTEﬁ, BbINOITHAEMbIMW ONA BblABNEHNA
yﬂSBMMOGTEI?I, M KONMWYECTBEHHOW OLIEHKOW CBA3aHHLIX C HUMM PUCKOB. Wx npoBoaAT B CaMOM Hadane u sateM nepuo-
AWYEeCKM ONnA OTpaxeHuA M3MEHEHWIA B rpaHuldax oonyctuMoCcTyU PUCKOB ONnA opraHn3aunmM, ee yA3IBUMOCTAX, npoueny-
pax, a TakkKe KagpoBblX NepeCTaHOBOK U TEXHOINOTMYEeCKNX npeoﬁpasoeaHMﬁ.

[FTOCT P 56205—2014, nyHkm 3.2.88]

3:1.26

npuBunerusa (privilege): ABTopu3aauus unu Habop aBTOPM3aLuKM Ha BbINOMHEHWE OMpeneneHHbIX
PYHKUMIA, 0COBEHHO B KOHTEKCTe onepaLoHHO! CUCTeMbI KOMMbOTepa.

Mpumep — Onepayuu, KOHMpoIUpyeMbie UCNONL308aHUEM Npueuiezull, ekiYarom e cebs: Keumupo-
eaHUe cu2Hanu3ayuu, U3MEeHeHUe YCMasoK U U3MeHeHUe an2opuimmMos yrnpaesieHus..

[FOCT P 56205—2014, nyHkm 3.2.78]

3.1.27 npopgykT (product): Peaynstat Tpyaa, NpypOAHOro UM NpoMEBILLNIEHHONO MpoLlecca.

3.1.28 npousropacTBo (manufacturing): Bce BuMAbl OeATENBEHOCTU U NpoLeaypbl KU3HEHHOTO LIMKNA,
CBfI3aHHblE C NPOEKTUPOBaHWEM, MPOU3BOACTBOM U NOAOEPKKOW NPOU3BOACTBEHHbLIX CUCTEM U BbiNYyCKaeMOon
npogyKumnn.

3.1.29

npouecc (process). Komnnekc paboT, BLINMOMHAEMbIX C UCMOMNb30BaHWeM Habopa pecypcoB, KoTopble
npegHasHaveHbl ANA peanv3alun NocTaBNeHHON 3a4a4m B YCTaHOBMEHHbIE CPOKM.
[FOCT P MCO 22400-1—2016, nyHkm 2.1.8]

3.1.30 puck (risk): CoyeTaHne BepOSATHOCTH MPUYMHEHUS Bpeda W TAXEeCTWU 3TOro Bpeda.

3.1.31 cepunHoe npousBogcTBo (batch production): lNMpon3BoacTBEHHBINM NpOLLECC, MPU KOTOPOM MpPo-
OYKTbI UMM KOMMOHEHTLI NPOW3BOAATCA NAapTUAMU M KaXaasa OTAeNbHas NapTusi COCTOWUT U3 HECKOMbKUX Oau-
HAKOBLIX MPOOYKTOB UMW KOMMOHEHTOB.
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3.1.32 cepTudnkaTt oTkpbiTOro Kntoda (public key certificate): Habop gaHHbIX, KOTOPLIM OAHO3HAYHO
naeHTMuUMpyeT 06beKT, COOEPUT OTKPbITBIA KIToY 06bekTa u MMeeT UndgpoBy NoANUCHL JOBEPEHHONW CTO-
POHBI, TEM CaMbIM MPUBA3LIBASA OTKPLITHIA KITOY K 0OLEKTY.

3.1.33 cuctema (system): COBOKYMHOCTbL B3aMMOCBSI3aHHbLIX 3NIEMEHTOB, pacCMaTpyBaeMbIX B onpeae-
TNIEHHOM KOHTEKCTE KaK eJuHoe Lienoe W OTOEeNEeHHbIX OT OKpYXXakoLen cpeibl

Mpumeyvarnunn
1 Takvmun snemeHTaMmn MoryT BbITb Kak MaTepuaneHble 00beKThl U MOHATUSA, Tak M UX pe3yneTaTtel (HanpumMep, dop-
Mbl OpraHu3aumm, maTtemaTtuyeckne MeToAb! U A3bIKM MPOrpaMmMUpPOBaHNS).

2 CumnTaeTtcs, 4To cMcTemMa OoTaeneHa ot OKDY)KBPOLLI,EI?I cpeabl 1 APYrMX BHEWHWX CUCTEM Booﬁpaxaemoﬁ noBepxHoO-
CTbH, KOTOpaA MOXET pa3opBaTb CBA3W MEXAY HUMK U paccmanMBaemoﬁ CUCTEMOW.

3.1.34 cuctema cuctem (system of systems): CoBOKYNHOCTb MM PACMOMNOXKEHUE CUCTEM, BO3HUKAID-
Lee B pesynbsrarte MHTerpauuyM He3aBUCcUMbIX cUcTeM B Bornee KpynHyl cuctemy.
3.1.35

CUMCTEMbl NMPOMBILLNEHHOW aBTOMaTUKM M KoHTponsA (industrial automation and control systems;
IACS): Mpynna nepcoHana, a Takke COBOKYNMHOCTb annapaTHOro W nporpammMmHoro ofecneyeHunii, KoTopble
MOTyT perynupoBsaTb WM BO34eWcTBOBaTb MHbIM 0bpasom Ha GesonacHoe, 3aljvLieHHOe W HagexHoe
hyYHKUMOHMPOBaHWE NPON3BOLCTBEHHOrO npouecca.

NMpumevyaHue — Takve cucTeMbl MOTYT BKNIOYATL B Ce6H, HO HE OrpaHNYMBAKOTCS ATUM:

- MPOMbILUNEHHBIE CUCTEMBI YNPaBNeHUs, BKNoYatowme B cebs pacnpegeneHHsle cucTemsl ynpaenenus (DCS),
nporpaMMmpyemMble norudeckue kKoHtponnepsol (PLC), nynsTel AgvctaHumoHHoro ynpasnenunsa (RTU), MHTennekTyanb-
Hble 3NEeKTPOHHbIE YCTPONCTBA, CUCTEMbI AMCMETYEePCKOro KOHTpons K cbopa AaHHbix (SCADA), 06beuHeHHble cucTe-
Mbl 3NEKTPOHHOTO OETEKTUPOBAHUA ¥ KOHTPOMS, & TAKKE CUCTEMbI MOHUTOPWHIa U AWarHocTukK. (B aaHHOM KoHTekcTe
CcUCTeMbI yNpaBneHus npoueccaMmu HageneHbl 6a30BbIMKY (DYHKUMAMKW CUCTEMbI YNpaBeHus npoueccaMmu 1 aBToma-
TU3MpOBaHHOW cuctembl BesonacHoctu (SIS), koTopble MOryT BbiTe UMW OU3UYECKW pasfderneHbl apyr oT Apyra, unu
obGbeanHeHbl Opyr ¢ Apyrom);

- accouMMpoBaHHblE MHPOPMAaLMOHHBIE CUCTEMBI, HAMPUMEP CUCTEMbI YNPEXAAKOLLETO M MHOTOCBA3HOMO pery-
MMPOBaHKSA, a TAKKe CeTeBble ONTUMMW3aTOPbI, CNeLvansHble MOHUTOPLI K 060pyaoBaHuto, rpadnyeckne nHTepdencel,
apxvBaTopkl, aBTOMaTU3MpPOBaHHLIE CUMCTEME! YNPaBneHua NPOW3BOACTBEHHBIMM MpoueccaMu U WMHOPMaLNOHHO-
ynpasenaAwLLUMe cucTeMbl NPeanpuUaTHN;

- accouMMpOBaHHbIE BHYTPEHHWE, NOMb3oBaTeNbCKue, CeTeBble WU MalUMHHbIE WHTEPMENChl, UCNoNb3yeMble
ans obecneveHns ynpasneHust, 3awnTbl U PYHKLMOHANBHOCTM NPON3BOACTBEHHLIX ONepauuii B XO4e HenpepbiBHbIX,
NepyvoauyecKmX, ONCKPETHBIX 1 MPOYMX NMPOLLEeCCoB.

[FOCT P 56205—2014, nyHkm 3.2.57]

3.1.36 cywHocTh (entity): Belwws (pusmnyeckas nnu Heduaundeckas), umerowaa ocoboe cyLlecTBOBaHME.
3.1.37

TpakT (conduit): lornyeckoe obbeAuMHeHWe KOMMYHUKaLUMOHHbIX 06bekToB, obecneunBakollee bes-
OMacHOCTb COAePallUXCH B HUX KaHamnos.

MpumeyvyaHune — 3To aHaNoOrM4HO TOMY, Kak ouandeckuin kabenenposog 3awiuiaeT kabenu oT r3ndeckux
noBpeXaeHiA.

[FOCT P 56205—2014, nyrkm 3.2.27]

3.1.38

yrpoasa (threat): [oTeHUManbHasi BO3MOXHOCTb HapylleHuss 6e30nacHOCTM NpU Hanu4YuM obcTosTenb-
cTBa, CpencTea, npouecca unu cobeiTvs, cnocobHbiX HapyLwMTe 6e3onacHoOCTs U HaHecTw yuiepb.
[FOCT P 56205—2014, nyHkm 3.2.125]
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3.1.39

yMHoe npou3eodcmeo: Baaumodelicneue mexdy yMHbIM pednpuamuem U yMHOU npodyKyued.

MpumevyaHus
1 B Hay4yHo-mexHuYeckol numepamype U MexadyHapoOHbIX cmaHOapmax maiixe Ucronsb3yemcs mepMuH «yug-
posas ghabpuka», A8AFIOWUICH CUHOHUMOM «YMHO20 NPednpusamusy.

2 TepMUH «YMHOE» 8 0aHHOM KOHmeKcme Moxem obo3HaYams «UHmennekmyanbHoe» unu ((L(UCP,DOGOE».

[AdanmupoeaHo u3 FOCT P 70990—2023, cmames 21]

3.1.40 ymHbIX (smart): CnocoBbHeIA HA HEKOTOPLIE CAMOCTOSITENBHbBIE AENCTBHS.

M pnMedyaHune — B koHTekcTe obecneyeHus CaMOCTOATENbHLIX AEWCTBUM MOXKET paccmaTpuBaTbCsa Npu-
MEHEHME TEeXHOMOruim WCKYCCTBEHHOIO WHTENNEKTa, B 3TOM Chy4Yae TepMWH yMHbIﬁ ABNAeTCA CUMHOHMMOM TepMWHa
((VIHTBJ'I]'IEKTyaJ'IbeIPI)}.

3.1.41

ynpaerneHune gQoctynom (access COI'ItI'O|)Z 3&1LI.|MTEI pecypcoB CMCTEMbI OT HEaBTOPWM30BAaHHOIO OOCTY-
na; npouecc, npu KOTOpoM MCNosrb3oBaHWe peCypCoB CUCTEMbI perynmpyeTtca NnonuTUKon 6e3onacHoOCTM K
pa3pelweHO TONMbKO aBTOPU30BaHHbLIM CyﬁbeKTaM (HOHbSOBaTenﬂM, nporpaMmmam, npoueccam mnun opyrum
CMCTEMBM), dBTOPWU30BaHHbLIM B COOTBETCTBWU C 3TOW MONMUTUKOMN.

[FOCT P 56205—2014, nyHkm 3.2.2]

3.1.42 ycTonumsocTb (resilience): CnocobHOCTL opraHn3aunm, TEXHONOMMYeCKOro NogpasaeneHus unm
cuctemsbl IACS npoTUBOCTOATL BNUAHUIO COOEB.

3.1.43 dyHkunMoHanbHble TpeboraHua (functional requirement): Cneundukaumsa TpeboBaHui, KOTO-
pble AomkHbl o6ecneynBaTh BeINONHEHUEe YHKUWA NN WX YacTen.

3.1.44

xocT (host): KomnbloTep, KOTOpLI cOeaUHEH C KOMMYHUKALUUOHHOM NOACETLIO UMK 00bednHeHHOoN ce-
TLIO M MOXKET UCMOMNbL30BaTk CePBUCH], NPpedocTaBnseMble ceTbio, Ana o6mMeHa AaHHbIMM C APYTMMU MOACO-
e0WHEHHbIMU CUCTEMaMMU.

[FOCT P 56205—2014, nyHkm 3.2.56]

3.1.45

LenocTHOCTb AaHHbIX (data integrity): CBOWCTBO, rapaHTUpyOLLEE, YTO AaHHbIE HE ObiNKY M3MEHEHBI,
YHUYTOXEHBI UM NOTePsiHbl M3-3a HECaHKLUMOHMPOBaHHbBIX AEWCTBUIA UMK CriyHanHo.

Mn pupmMmeHaHne — TepMVlH 3arparmBaet HEM3MEHHOCTb U KOHCbI"I,EI,eHLlVIaJ'IbHOCTb 3HAYEHWW OaHHbIX, HO HEe
MHCprMaLlMI-O, KOTOPYH OTpaXatoT 3TKU 3Ha4YeHWA, 1 HEHaAeXHOCTb NCTOYHUKa 3HAYEHWUNA.

[FTOCT P 56205—2014, nyHkm 3.2.38]

3.1.46

undpoBas nognuchb (digital signature). Peaynetat kpuntorpadumyeckoro npeobpasoBaHns aHHBIX,
KOTOPGIA MPpW YCNOBUM MPpaBUMNbBHOW peanuaalyMm 3Toro npeobpasoBaHus NpeaocTaBnseT CepBUCHl ayTeH-

TUPHKALMM NCTOYHWUKE, LENOCTHOCTU AaHHbIX W rapaHTUio COXpaHeHWsa aBTopcTBa NOANUCABLLETOCS.
[FTOCT P 562056—2014, nyHkm 3.2.43]

3.2 CokpaweHus

B HacTosileM cTaHAapTe UCMONb30BaHbI CNeayLLNe COKPaLLEeHUS:

AC — KoHTpOnb naeHTUdUKaunn n ayteHTudukaumm (Identification and Authentication Control);
ACS — cucTtema aBTOMaTtusauumum 1 ynpaeneHus (Automation and Control System);
CAD — cucTembl aBTOMaTn3npoBaHHoro npoektuposaHuda (Computer Aided Design);

CAPP — xomnbloTepHoe nnaHnpoBaHue nponssogcTea (Computer Aided Production Planning);
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DC — koHdmaeHumnansHoCTh AaHHbix (Data Confidentiality);
FMEA — aHanu3s BugoB 1 nocneacteuii otkasos (Failure Mode and Effects Analysis);
FR — ocHoBHoe TpeboBaHue (Foundational Requirement);

IACS — cucTema NpoMbILLNeHHON aBToMaTtur3auuu u ynpaenernus (Industrial Automation and Control Sys-
tem);

IP — wHTennekTyanbHasa cobctBeHHOCTh (Intellectual Property);

ISMS — cuctema mMeHemkmeHTa WHopmaunoHHoi BesonacHoctu (Information Security Management
System);

KPl — knwoueBor nokasatens (Key Performance Indicator);
RA — poctynHocTe pecypcoB (Resource Availability);
RDF — orpaHnyeHHbIn noTok gaHHeix (Restricted Data Flow);
SM — ymHoe npomaeoncTeo (Smart Manufacturing);
TRE — cBoeBpemeHHoe pearnpoBaHune Ha cobbiTus (Timely Response to Events);

UC — nonbsoBaTtensckuid koHTponb (Use Control).

4 3apayv knbepbeszonacHocTu B uuchpoBOM Npon3BoOACTBE

PasBuTune ungpoBor NPOMBILLNEHHOCTW W cO34aHKe LUMPOoBbIX M YMHbIX Npou3BoacTs cornacHo fOCT
P 70988, TOCT P 70992, TOCT P 59799, obycnoenuealoT psaf HOBbIX Mpobrnem, cBA3aHHbIX ¢ obecnedeHuem
BesonacHocTM ACS. Mo cpaBHEHUID C KMacCUYeCKMMWU NMPOU3BOACTBEHHBIMM CUCTEMaMK Ha kubepbesonac-
HOCTb BNWUAKOT CNefyrLlMe XapakTepucTUKN LMGPOBLIX MPOU3BOACTBEHHBIX CUCTEM:

- MHOXECTBO 3aWHTepecoBaHHbIX cTOpoH: ACS Gonblie He HaxoauTcs nog KOHTPONeM O4HOW 3auH-
TepecoBaHHOW CTOPOHbLI. BmecTo atoro HeobxogMmo B3anMOAENCTBME HECKOMbKUX 3aMHTePecoBaHHbIX CTO-
POH, HanpuMep Bnagenbua npoaykta, NpoM3BOACTBEHHOrO 060pygoBaHWs, NPOM3BOLACTBEHHOIO npoLecca,
NMOCTAaBLLMKOB yCIyr No aHanuay AaHHbIX. Vicnonb3yemMble MexaHW3Mbl 6e30NacHOCTU SOMKHbI BbiTh CNOCOBHLI
noaAepKMBaTh 3aUHTEPECOBAHHbIE CTOPOHLI, YPaBHOBELMBATL W 3alMLLATL UX PA3NUYHbLIE UHTEpPEeCHI;

- HenpepbiBHbIE M3MeHeHWs: uMdpoBas NpPoM3BOACTBEHHAA CUCTEMA MOABEPXKEHA NOCTOAHHLIM U3Me-
HEHWAM W peKoHUrypaummn, Hanpumep, yHKLUMOHaNbHbLIM YCOBEPLUEHCTBOBAHUAM, 3aMeHe NpoOn3BOLCTBEH-
Horo 0bopygoBaHUA, U3MEHEHWID BbIMyCKAeMOro NpoAyKTa, ONTMMU3aLMM NPoUeccoB. [paHuLbl Mexay pas-
NUYHBIMKA 3Tanamu XW3HEHHOTO LMKNAa CTaHOBATCH pa3mbiTbiMW (0CODEHHO 3TO KacaeTcs MpPOeKTUpOBaHUSA
NpoayKTa, UHXKUHUPWUHTA, 3KkcnnyaTauum). be3sonacHOCTb CUCTEMbI [OMMKHA COOTBETCTBORBATL 3TUM U3MEHEHU-
SIM, B TOM 4YUCIEe B NEPEXOHbI Nepuos, U COOTBETCTBYHLLMM 0Dpa3oM KOPPEKTUPOBATLCS;

- MHTEHCUBHOE UCMOMNb30BaHWe LUMPOBLIX AaHHbLIX (OUMdpOoBKA): LMPOBLIE NPON3BOACTBEHHLIE CU-
cTeMbl NpPou3BoaAaT U obpabaTbiBakdT OrpoMHOE KONMUYECTBO YMPaBnAKWMX U APYrMX LUGPOBLIX OAHHbLIX.
[aHHble 0 NPOEKTUPOBAHMW U34ENUA M NPOLIECCOB [Hanpumep, CUCTEMbl aBTOMaTU3UMPOBAHHOIO NPOEeKTUPOo-
BaHus (CAD), cucTteMbl aBTOMaTM3MPOBAHHOIO NnaHupoBaHusa npousBoactea (CAPP)], gaHHble [aTyMkoB,
WHXXEeHepHble aHHble, caMoonucaTtensHele JaHHble 06 0bopynoBaHUK, JaHHbIE UMUTALWOHHBIX MOOEMNEeNR, Ko-
Topble paHee XpaHWNUChL B OTAENbHbLIX CUCTEMAX, TENEPb ABNAKTCA HEOTLEMIIEMOW YaCcTbH NMPOU3BOACTBEH-
HOW cUCTeMbl. ITO YBENMWUYMBAET AOCTYN K AaHHLIM U ienaeT ux bonee ya3BuMbIMUY Ans aTak. MNoTeHuMankeHble
3rOYMbILLNEHHWKM NMMBO N3BNEKaT NPAMYH BbIro4y M3 3TUX AaHHbIX [HanpuMmep, 0 NpoaykTe unu npouecce/
anropuTMUYECKON MHTeNneKTyansHon cobcTBeHHoCTH (IP)], nony4awT KOHKYpPEeHTHbIE NMperMyLLecTBa [gaH-
Hble O Knto4eBblx nokasatensx sdpdekTnsHocTn (KPI)], nubo ucnonb3yloT 3axBavyeHHble AaHHble OnA pas-
paboTku Bonee cnoXHbIX atak (Hanpumep, paboTaa ¢ UMWUTALMOHHBIMKM MOAENAMU, KOTOPbIE CaMU JOIMKHbI
WMETb OrpaHUYeHHbIR JOCTYN);

- apxuWTeKTypa: Knaccu4yeckas nupaMmuvaa aBToMaTu3aluuu pacnagaeTcs U TpaHcopMUpYeTCa B CTPYK-
TYPUPOBaHHY CETb aBTOMAaTU3auuu, OCHOBaHHYK Ha CepPBUC-OPUEHTUPOBAHHbIX NapagurMax. HoBele apxu-
TEKTYPHbIE KOHLUenuun ocHoBaHbl Ha TOCT P 59799, [1] v [2]. 3To TpebyeT BHeCEHWS] MIBMEHEHWUIA B COOTBET-
CTBYHOLLYI apxuTekTypy 6esonacHocTw;

- MPUMMEHEHNE HOBLIX KOMMYHWKALMOHHBLIX TEXHOMOMMIA Ha NPoOW3BOACTBe: ajanTtauusa 6ecnpoBogHbIX
cetein, Takux kak Wi-Fi n TexHonorum 3GPP (LTE, 5G), ona yMHOro npou3BoAcTBa NO3BOMNAET NOBbICUTL TMb-
KOCTb (Hanpumep, yNnpocTUTbL MepeMelleHe NPou3BOACTBEHHOro obopyaosaHusa). OgHako BecnpoBogHble
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ceTn AomkHbl obecneynBaTh BbICOKYH NPOU3BOOMTENbHOCTL. bnarogapa HOBbIM NapagurmamM KOMMYHMKaLW-
OHHOW MHPACTPYKTYPbI, TAaKUM Kak nporpaMmmHo-onpegensemble cety (SDN) n 5G, obecneunBaeTcs npocTtas
yaaneHHas CBsI3b, a8 B HEKOTOPLIX CMy4Yasix U cBA3b Ha ypoBHAX MTOCT P 59799 B cooTeeTcTBUM C [3] unu [4].
Hanpumep, gaTtuvkmn NoneBbIX yCTPOWCTB (ypoBeHb 1) NOTEHUMANBHO MOTYT HanpamMy B3aMMO4elCcTBOBAThL C
KOpNopaTUBHBIM/MOAKMIOUYEHHBIM MUPOM (YPOBEHb 4), MUHYS TPAAUUWOHHbLIE YPOBHU NUpaMuab.

OTOT OTYET OCHOBAH Ha OUEHKe NOAMHOXECTBa BapMaHTOB MCMNOMb30BaHWs LMPOBOro Npon3BoaCcTBa.
TpebyeTtca ganbHelwas paboTta, HO He orpaHWYMBaroLLasicsl, Hanpumep, paclMpeHneM oueHkn Ha bornee
LWMPOKMIA Habop BapWMaHTOB Ucnonb3oBaHus. Kpome Toro, ata paboTta gomkHa ObITb cormacosaHa ¢ Apyroin
paboToii, NpoBOANMON B DLICTPO pa3BuBakLLeica obnactu knbepbezonacHoCTH LUMGPOBOro NpoM3BoOACTRA.

5 CucTeMHas MHXeHepusA

LindopoBble NpOM3BOACTBEHHbIE 06bEKTH — 3TO CMOXHbIE WHTErPUPOBaHHbIE CUCTEMbI cUcTeM. OHK
NPOEKTUPYTCA NyTEM BHEAPEHWUA NMPOLECCoB, BUAOB AeATENbHOCTM W 3afad, onpedeneHHbiX B [5]. HekoTo-
pble NPOLECCEl CUCTEMHON MHXKEeHepKUK TpebyoT 0coB0oro paccMoTPeHWs C TOUKU 3peHns Kubepbea3onacHoCTH.
370 NMpovcxoawWT, Korga B paMKax aTWUX MPOLECCOB UCMOSMb3YTCA BXOOHbIE AaHHbIe, CBA3aHHbIe C Knbepbe-
30MacHOCTBIO, UMK CO30a0TCA BbIXOOHBIE OaHHbIE, CBA3aHHbIe ¢ KnbepbesonacHocTbio. B Tabnvuax 1 um 2
npeacTaBneHsbl COOTBETCTBYHLLME NPOLECChl 1 AeHCTBUA, NPennaraTcs KOHKPETHbIE acnekThbl, KOTOpPbIEe He-

obxogmmo NPpUMHUMaTb BO BHUMaHWe C TOYKU 3peHuA KH68D6930H8CHOCTH.

Tabnuuya

1 — lMpouecchl TEXHWYECKOTO YNPaBMNeHUA B paMKax NpoeKTUPOBaHUsA CUCTEMBI cornacHo [5]

Mpoueccel
cornacHo [5]

Lenb

AcnexTel 6e30MacHOCTW pe3yneTaTos
NPOeKTUPOBaHUA

MeponpusaTus, cBsi3aHHble
C OeATenbHOCTLH MO
obecneyeHuno Be3onacHoCTM

Mpouecc
nnaHvpoBsa-
HWA NpoekTa

Llenbto npouecca nnaHnpoBaHus
npoekTa ABnseTcs

paspaboTka 1 KoopauHauusa ad-
hEeKTUBHBIX W BBINONHUMbLIX NNa-
HoB. [laHHbIA MNpouecc onpege-
naet macwrtab ynpaBneH4ecKoun
M TEeXHUYECKOW [esTenbHOCTH
Nno MpOEKTY, BbIXOAHbIE OAHHbLIE
npouecca, 3agayu M KOHeYHble
pe3yneTaThl, ycTaHaBnmBaeT
rpadukM  BbINOMHEHWs  3ajad,
BKIIOYAA KpUTEpUWU OOCTUKEHWSA
pesynstatoB, WM Heobxogumble
pecypcbl Ansi BbINOMHEHWsA 3a-
Aay. 3To HenpepbIBHBIA NPOLECE,
KOTOPBIA NpodommKaeTcsa Ha npo-
TSOKEHWW BCErO MPOEeKTa, C pery-
NAPHBLIM NEPeCcMOTPOM MITaHOB

OnpegeneHel Uenu 1 nnaHel obe-
cneveHua besonacHoCTy;
onpeneneHsl ponu, 0bA3aHHOCTHK,
NOAOTYETHOCTb, MOMHOMOYMUA MO
acnektam 6e3onacHoOCTH;
pecypcel 1 ycnyru, Heobxogumeie
Ons OocTuXeHus uenei Besonac-
HOCTM, 3anpawuvealTcs oduuu-
anbHO W NpegocTaBnsTCcA B 06a-
3aTenLHOM Mopsake

PaKTepUCTUK Ka4ecTBa 1 goBeae-
HWe pe3dynbTatoB 40 3auHTepeco-
BaHHbIX CTOPOH W pyKOBO}J,MTeJ'Ieﬁ

nen, obs3aHHOCTEN, NOAOTYETHO-
CTU W MOMHOMOYMIA MO acnekTam
Be3onacHocTu;

OLIeHVMBAETCs [0CTaToMHOCTE pe-
CypCcoB, CBHA3aHHbIX ¢ obecnedve-
Huem 6e3onacHoCTH;

npoBoaATca 0630pbl TEXHUYECKO-
ro nporpecca, BKMK4Yasa OOCTUKe-
HWe uenen B obnactu Gesonac-
HOCTH;

Mpouecc Mpouecc oueHkn W KoHTpons | JocTynHel nokasatenu addek- | OnpegeneHve nnaHa obe-
OLIEHKU U npoekta npegycmatpuBaeT Mo- | TMBHocTM ©Ge3onacHocTu unv pe- | cnedeHus  GesonacHocTy
KOHTpOIA HUTOPWUHI CTENEHW OOCTWXKEHWS | 3ynbTaTbl OLUEHKW; ONs onWcaHusa CcTpaTervm
npoekTa TpeGoBaHWIn U KpUTUHECKMX Xa- | oueHWBaeTcs afekBaTHOCTb po- | obecnedeHus Gezonac-

HOCTM B CBA3KM C NIaHOM
ynpaeneHua CUCTEMHBLIM
MPOEKTUPOBaHUEM
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lNpodomxerHue mabnuuye! 1

Mpouecchl
cornacHo [5]

Uens

AcnekTel 6e30NacHOCTU Pe3yneLTaToB
NpoeKTUpoBaHns

MeponpusaTus, cesizaHHble
C AeATEeNbHOCTLI NO
obecnedeHunto bezonacHocTn

WCCNeaoywTcs WM aHann3vpyrTca
OTKNOHEHWA NoKaszaTenen 0Oes-
OnacHOCTU OT 3annaHupoBaHHbIX;
3aMHTEPECOBaHHbIE CTOPOHLI, 3a-
TpoHyThble npobnemamu Besonac-
HOCTM, MHPOPMUPYHOTCA O CTaTy-
Ce MNpoekTa;

KOPPEKTUpPYHLLNe nencTeus
ONpenensarTca W HanpaenawTcd,
Korga OocTuKeHue 6e3onacHocTH
He COOTBETCTBYET NMOCTABNEHHLIM
uenam;

uenn B obnactn 6Ge3onacHoOCTH
OOCTUrHYThI

Mpouecc
ynpasneHus
peLleHnAMH

lNpouecc ynpaeneHuss peLueHus-
Mu obecrnevnBaet

OLEHKY ansTepHaTUBHbIX Tpe-
6oBaHWA, XapakKTepuUCTUK apxu-
TEKTYPbl W XapakTepWuCcTWUK aOu-
3afiHa Mo KpUTEPUAM MPUHSTUS
pelleHns, BKNOYas KpUTUYecKoe
Ka4ecTBO XxapakTepucTuku. Pe-
3ynbTaTbl 3TMX CPaBHEHWA paH-
KMPOBaHbI C MOMOLULID MOAXO-
aswen mogeny Belbopa, a 3atem
WCMOMb3YKTCA ANs  MPUHATUA
peweHna o6 onTMMansHoOM pe-
LEeHUK

Pelwenus, Tpebylowme anstepHa-
TWBHOro aHanuaa besonacHocTy;
BbIBOp NpeanoyYTUTENBHOW CTpa-
Tervmn 6esonacHocTm

Mownck koMnpomucca mex-
Oy OrpaHuYeHusaMu U Tpe-
boBaHuaAMKM Be3onacHoCTK
Ha CcTaguMyM KOHUEenuuu u
paszpaboTku Ona onTUMK-
3auum YAOBMNETBOPEHUS
noTpebHoCcTEN  3auHTepe-
COBaHHbIX CTOPOH

Mpouecc
ynpaeneHus
prcKamm

Mpouecc ynpaBneHus pucKamu
B LENOM npedycMaTpuBaeTr Bbl-
ABMNEHWE, OLEHKY W ynpaBrneHue
pyCKaMn CUCTEMbI, B TOM YWCne
CBA3AHHLIMKM C  COBMoAeHnem
KPUTUHECKMX XapaKTepWUCTUK Ka-
YyecTea

BuisiBneHne ys3BUMOCTU B CUCTE-
Me BezonacHoCTK, NPUBOAALLEN K
BO3HWUKHOBEHWIO PUCKOB;

ONA YCTpaHEHWs YA3BUMMOCTEN B
cucteme GeazonacHoctTu onpege-
NAKT, NPUOPUTU3MPYIOT W BbIDKUpa-
10T BAPWaHTLI YCTPAHEHWUS! PUCKOB;
COOTBETCTBYIOLLUME Mepbl 0Ges-
ONacHOCTU MO MEPE UX MPUHATUS

BbisiBneHue, oueHMBaHme 1
CHWXeHWe PUCKOB, CBA3aH-
HbiXx Cc BesonacHoOCTblO, Ha
NPOTAXEHUN BCETO XU3HEH-
HOro yukKna cuctemMbl

Mpouecc
yrnpasneHus
KoHurypa-
umen

Llenbio npouecca ynpaeneHus
KOHMUrypaumen aenseTca ynpas-
neHve 3neMeHTaMy CUCTeMbl U
KOHUrypaumsmMm Ha npoTsKe-
HMWM BCEro XMW3HEHHOro LMKNa.
YnpaeneHve KOHpMrypauvewn
Tawke obecneyvBaeT cornaco-
BaHHOCTb MeXAy MPOAYKTOM W
COOTBETCTBYIOLLUM OnpegeneHu-
eM KoHdmrypaumm

OnpegeneHbl anemMeHTbl, CBA3aH-
Hble ¢ BesonacHocThbio, Tpebyto-
WMe ynpaeneHus KoHduMrypaum-
en;

M3MEHEeHWs B afeMeHTax, CBA3aH-
Helx C Be30nacHOCTBIO, KOHTPO-
NVpyoT B pasgene «YnpasneHue
KOHpUrypauuein»
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Mpoueccel

Lenb

AcnexTel 6e30MacHOCTW pe3yneTaTos

MeponpusaTus, cesizaHHble
C AeATENBHOCTHLIO NO

NeHUsA Ka4ecTBOM OpraHu3aummn K
npoekTy. ObecneveHne kayecTBa
HanpaeneHo Ha obecneyeHne
YBEPEHHOCTU B TOM, 4TO Tpebo-
BaHWs K kadyectBy OyoyT Bbinon-
HEHbI

MpoBoOsaT aHanua MNpoLEcCoB W
pe3ynsTaToBR MPOEKTHOrO LMKNA,
4yTODObI rapaHTMpoBaTh, YTO Mpo-
W3BOOAMMbIMA NPOAYKT ByOeT UMeTb
JKENaemoe Ka4yecTBo, a Takke co-
brrogeHne opraHWU3aUMoHHORN Mo-
TNATUKK W NpoLenyp NpoekTa

COOTBETCTBUM  C  MOMUTUKaMM,
npoueaypamMvi W TpeBoBaHUsMU
ynpaBneHus KayecTBOM;
peaynetaThl oUeHok 6esonacHo-
CTW NPedoCTaBNsoT COOTBETCTBY-
IOLLIMM 3aMHTEPECOBaHHbLIM CTOPO-
HaMm;
ycTpaHeHue
onacHoCcTK

UHUWOEHTOB Des-

connaeHo (pgerTHRaEAHNA obecneveHuto GesonacHocTu
YnpaBneHve Mpouecc ynpaenenuns nigopma- | MoeHtudpuumpytot mHcopmaumio, | JokymeHTupoBaHue pe-
nHbopma- uunei B LENOM NpegycMaTpuBaeT | cBA3aHHY ¢ 6e30nacHOCThI, KO- | 3ynstatoB paboTel cucTe-
uven cneuudmkaumio, paspabotky W | Topoi Heo6xoOMMO YNpaensTh; Mbl Be3onacHocTU Ha npo-
CONpoBOXOeHWe  MHdopMauu- | onpeseneHsi NPeacTaBeHns | TSKEHMW BCEMO XU3HEHHOIO
OHHBIX 3MNEMEHTOB Ans  AoKy- | uHdopmauum, ceBAsaHHoW c 6e3- | uukna cucTemsl
MEHTUPOBaHMA W pacnpocTpa- | ONacHOCTLI;
HeHMA uHdopMauuu o cTeneHu | uHdopmauwvio, cBa3aHHylo c bea-
LOCTKEHWA pe3ynstatoB. VMH- | onacHocTbo, paspabaTbiBatorT,
chopMaUnoHHBIE 3MeMeHThl, Uc- | NpeobpasyloT, XpaHAT, nposeps-
nonb3yemMble [Ons ONpefeneHns | 1T, NpeacTaensawoT v yaoansioT;
KPWUTUYECKMX XapakTepucTuK | MHopmMauus, ceasaHHasa ¢ bea-
Ka4yecTBa, HOCHAT Crneuvannavpo- | onacHocTbl, AOCTYNHA ANS onpe-
BaHHbIA xapakTep. MICTOYHMKaMK | OeNeHHbIX  3aMHTEepPEeCcOBaHHbLIX
ONs MX OnUcaHusa SBNSOTCA OT- | CTOpOH
pacneeble accouMaumn 1 ap.
[Mpouecc Lensto npouecca wu3amepennsa | Onpegenenne wnuv  paspaboTtka
V3MepeHNs aenseTca cbop, aHanua v npeg- | cooTeeTcTBylOWEro Habopa no-
cTaBneHve 06bEeKTUMBHLIX AaHHbIX | kasaTenerd 6GesonacHocTW, OcC-
N MHopMauMK Ans NOAAEPXKWA | HOBAHHOTO Ha noTpebHoCcTAX B
acbdbekTvBHOrO ynpaBneHua W | unopmauuun, cBAsaHHoW c Bes-
[EMOHCTpaLKMmn Ka4yecTBa Npoayk- | onacHoCTbO;
TOB, YCMyT U NPOLECCOB Heob6xoauMble AaHHble 0 Gezonac-
HocTM cobDupaloT, MpoBEPSHT 1
XpaHAar;
OaHHble o BesonacHocTu aHanu-
3UPYIOT W pe3ynerathl WHTepnpe-
TUPYIOT;
WHC(POPMaLMOHHbIE 3MEMEHTHI,
cBA3aHHble C 6e3onacHocTbi,
npenocTaBnaT 00bLEKTUBHYHO
uHcopmaLuuio, KoTopasi NoMoraeT
NPUHUMATL peLleHUn
Mpouecc Llenb npouecca 3aknoyaetca | OueHKy NpPoOAYKTOB, yCnyr U npo-
rapaHTuu B obecneyeHun 3hdEKTUBHOMO | LECCOB, CBA3aHHbIX C Oezonac-
Ka4yecTBa NpYMeHeHWa mnpouecca ynpae- | HOCTBIO MPOEKTa, BBLINOMHSKT B
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Tadtnuua 2— TexHUyeckue npouecchl B pamkKax NpoeKkTUpoBaHUSA CUCTEMbI Mo [5]

Mpoueccel
cornacHo [5]

Lens

AcnekTbl 6e30nMacHOCTM pe3ynesTaTos
NpoeKTUPOBaHKSA

MeponpuaTua, cBA3aHHbIe
C OeATeNnbHOCThH Mo
obecnedeHno BezonacHocTn

AHanus
BunaHeca unun
HaszHa4eHus

[pouecc aHanm3a OusHeca
W HasHayeHus npegycma-
TpPUBaET oOnpedeneHwe npo-
6nemMHoro npocTpaHcTBa MW
XapaKkTepucTUKy  MpocTpaH-
CTBa peLIeHWd, BKMN4Yas co-
OTBETCTBYIOLLME chakTopsl
TOProBOrO MpOCTpaHcTBa W
npeaBapuTenbHbLIE KOHLENLUM
»KM3HEeHHOro Uukna. 3To BKMLo-
yaeT B cebsa pasBUTME MOHKU-
MaHWA KOHTeKcTa M nobbix
KIOYEBLIX NapameTpoB, Takux
KaKk KpUTUYECKUE XapaKTepu-
CTUKM KavecTBa (Hanpumep,
yrpo3bl GesonacHocTK, B3au-
MO[ECTBME C Nonb3oBaTenem

v ap.)

OnpeneneHbl acnektel GesonacHoOCTH
npocTpaHcTBa Npobnem WM BO3MOX-
HOCTEMN;

MPOCTPAHCTBO pelueHWiA ans obecrne-
yeHus 6e30NacHOCTM XapakTepuayeTcs;
onpegeneHbl NpeaBapuTenbHbIE KOH-
uenuun 3akcnnyaraumoHHow Gesonac-
HOCTW W Apyrve KOHUenuun Ha atanax
JKW3HEHHOTO LUKNa;

onpegeneHbl WM MpoaHanu3npoBaHbl
BO3MOMHbIE anbTEpPHATUBHBIE KNACChl
peweHun ana obecnedvenns Bezonac-
HOCTH;

BbIBUPAalOT NpeanoYTUTENBHLIE KNacchl
anbTepHaTUMBHbLIX pelleHniA ana obe-
crnevyeHus BesonacHocTu;
YCTaHaBNMBAKT BO3MOXHOCTb OTCMe-
XMBaHUA npobnem U BO3MOXHOCTEN
Bu3Heca WNWM MWUCCWKM, CBA3AHHBIX C
obecnevyeHrem He30nNacHOCTH, a TakKe
NpennoYTUTENbHBLIX  ansTepHaTUBHbLIX
KINaccoB pelleHuin ana obecneyeHus
Be3onacHoCTK

QukcupyloT BuaHec- #
ONEpPaLMOHHbIA KOHTEKCT,
OnpenensawT 3ajadu U
BO3MOXHOCTK, oOnepauu-
OHHBIE CLEeHapuK.
OnpenensalT npegeapu-
TEMbHLIE LIENU 3auHTEpEe-
COBaHHbIX CTOPOH B npea-
MeTHoW obrnactu (BusHec,
6e3onacHoCTb, VMWK
W T. A.) B OTHOLWEHWUW One-
pauMoHHBLIX  CLEHapUEB,
NpoBOAAT NpeaBapuUTenb-
HbI @Hann3 ya3sBUMOCTEN
KnbepbesonacHoCcTH

Onpeaene-
Hue noTpeb-
HOCTEN U
TpeboBaHun
3auHTepe-
COBaHHOW
CTOPOHb

MNpouecc onpegenexHus mno-
TpebHocTen w©  TpeboBaHun
3aMHTEPECOBaHHbLIX  CTOPOH
npegycmarpusaer otbop W
onpegeneHne xapakTepucTuK,
B TOM 4WCNE KPUTMYECKMX
XapaKTepucTUK Ka4vecTBa, W
CBHI3aHHBIX C HWUMW WHdOp-
MaLMWOHHbIX aneMeHToB. Me-
ponpuaATMA U OOKYMeHTaLums
nonesHbl Ans  BbIABNEHWS,
paccTaHoBKM  MPUOPUTETOB,
onpegeneHns n pernctpayum
TpeboBaHUN K KPUTUYECKUM
XapaKkTepucTUKam KayecTea

OnpeneneHbl CTOPOHbLI CUCTEMBI, 3a-
VHTEepecoBaHHble B obecneveHnn bes-
0nacHoCTH;

onpefeneHsl  HeobxoauMble  xapak-
TepucTvkn ©e30nacHOCTU M KOHTEKCT
MCMOMNb30BaHNS BO3MOXHOCTEN W KOH-
Lenuuii Ha aTanax }XM3HEeHHOro UMKna,
BKMHOYasA ONepauuoHHbIe KOHUENLWH;
onpeferneHbl orpaHnyeHusa besonacHo-
CTW CUCTEMBI;

onpefeneHbl noTpebHOCTU 3avHTEpe-
COBaHHbLIX CTOPOH B obecneyeHun bes-
0nacHoCcTY;

noTpebHOCTU 3aNHTEPECOBaHHbIX CTO-
poH B o6ecnedeHnn BGesonacHoCcTU
onpeaensawT Mo nNpuoputeTam K npe-
0o6pasyoT B 4ETKO ONpeneneHHble Tpe-
HoBaHMA 3aMHTEPECOBAHHbLIX CTOPOH;
onpefeneHbl KpUTUYEeCKUe Nnokasarenu
adpekTMBHOCTM cMcTEMbI BesonacHo-
CTW;

[JOCTUrHYTO cornacue 3avHTepPecoBaH-
HbIX CTOPOH C TEeM, YTO UX NOTpebHOCTH
v oxuaaHusa B obnacTtv GesonacHocTu
afeKBaTHO OTpaeHbl B TpeboBaHMAX;
[OCTynHbI niobble BCnomoraTensHble
CUCTEMbI WINU yCnyrM, Heobxogumble
ana  yaoeneTBopeHus notpebHocTei
3aMHTEPECOBAHHbIX CTOPOH;
YCTaHOBIEHA NPOCMNEXNBAEMOCTL Tpe-
foBaHWA 3aNHTEPECOBAHHBIX CTOPOH
K 3aMHTEpPEeCOBaHHbIM CTOPOHAM U KX
notpebHocTaAM

MNpenBapuTencHbld  aHa-
nW3; onpeneneHne Lenen
JOMeHa Ansa 3anHTepeco-
BaHHbIX CTOPOH U Npeaga-
pUTENbHLIX TPeBOBaHWUI K
KaxaoMy [OMEHY.
Paspabotka nnaHa obe-
crnedeHma BeaonacHocTu
cuctemel (Ssp) ansa dop-
Manuaauum cTpaTteruu
B6e3onacHOCT B KOHTEK-
CTe CUCTEMbI

12
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Mpoueccel

Uenb

AcnekTbl 6e30M1acHOCTY pe3yneTaTos

MeponpusiTusl, CBA3aHHble
€ NeATENbHOCTLIO Mo

Hbix Tpebosa-
HUiA

ycMaTpuBaeT  onpeaeneHune
napameTpoB Ans KpUTUHECKUX
XapaKkTepWCTUK Ka4ecTea 1 Bbl-
bop Mep AnNsA OTCNeXuBaHWUA
OOCTWKEHUs 3TUX TpeboBaHun
B OTHOLLEHWKN KOHKPETHOW pas-
pabaTbiBaeMon CUCTEMBI

dyHKUMKM BesonacHOCTM UM FrpaHWUbI,
ONS CUCTEMHOTO peLLeHus;
onpeaneneHsl cucTeMHble TpeboBaHus,
CBA3aHHble ¢ 6e3onacHOCTb0 ((PYHK-
LIMOHAarnbHLIE,

NpoU3BOONTENBHEIE, TEeXHomMoruye-
ckue, HedyHKUMOHANBHBIE U WHTEp-
heicHble), a TaKKe KOHCTPYKTUBHbIE
orpaHuYeHus;

onpeaeneHsl KpUTUYECKME NoKa3aTenu
3P eKTUBHOCTU cHCTeMbl Be3onacHo-
cTu;

npoaHanuanpoBaHsl TpeboBaHusa K cu-
cteme BezonacHocTy;

paspaboTaHa BO3MOXHOCTb COMOCTaB-
nexHua TpebosaHuin K cucteMe bBeso-
nacHocTu ¢ TpeboBaHuAMM 3auHTEpe-
COBaHHbIX CTOPOH K Be3onacHoCcTH

compcho 3} OPOSKIY BOBAHAR obecneyermnio BesonacHoCcTH
Onpepnene- Mpouecc onpegenenvss cu- | OnpegeneHo  onuWcaHve  cuctembl, | OnpegeneHne ueny obe-
HWE CUCTEM- CTEMHbIX TpeboBaHWW nped- | BKMOYAA CUCTEMHbIE WHTepdelckl, | cneveHus BezonacHocTu

C NMOMOLLBK MartpuLbl Be-
pPOATHOCTU/CEPLE3HOCTH
ONs pasnnyHblX Hexena-
TenbHbIX MOBEOEHWA CK-
CTEMbI B PaanuyHbIX CLe-
HapUaX akcnnyartauuu.
HexenatenbHoe nosene-
HWEe OOoMmKHO BbITe onpe-
[erneHo Ans Kaxaoro one-
paLMOHHOIO cueHapusa C
YYETOM TaKKe Hexena-
TEMNbHLIX  YNPaBMSOLWUX
BO30EWCTBUNA.

[MpoBepka npaBuUNBHOCTH
nnaHa obecnevyeHus 6es-
OMNacHOCTU CUCTEMBI

Onpepgene-
HUE apXuTek-
Typbl

Mpouecc onpegeneHvs ap-
XUTEKTYpbl  NpeaycMmaTtpuBa-
eT BbiiBMeHWe npobnem 3a-
WHTEPECOBaHHLIX CTOPOH C
TOYKM 3PEHUS apXUTEKTYpPbI.
3T onaceHus 4acTo npu-
BOOAT K OXWAGHUAM UMK
orpaHu4YeHWssM Ha  aTanax
KWM3HEHHOMO UMWKNA, KOTopble
KacaloTcs KpUTUYECKUX xapak-
TEPUCTUK KaYecTBa, Takux Kak
ucnonb3oBaHWe  (Hanpumep,
[OCTYNHOCTb, Be30nacHoCThb,
30 (pEeKTUBHOCTD, yoobeTeo
MCNonb30BaHWA), nogaepxka
(Hanpumep, pemoHTONpUroa-
HOCTb, yNpaBneHWe ycTapeBa-
HWEeM), 3BOMKOLUMA CUCTEMBI W
cpegbl (Hanmpwumep, aganTue-
HOCTb, MaclwTabupyemocTb,
XMBYYECTb), NpoV3BOACTBO
(Hanpumep, TEXHONOTMYHOCT,
TECTMPYEMOCTb), BbIBOL, W3
aKcnnyataumu (Hanpumep,
BO3AEVICTBME Ha OKPYKatoLLyto
cpeny, TpaHcnopTabenbHOCTh)
WT A

B xopme sTtoro mpouecca go-
MOMHWUTENBHO  YYUTBIBAKOTCS
Te KpuTudeckume TpeboBaHWA
K XapaKTepucTMKam KadecTBa,
KOTOpble Nexar B OCHOBe ap-
XUTEKTYPHBIX PeLUeHWA, BKMLO-
Yyad OLUEHKY apXWTeKTypbl C
TOYKM 3peHus npobnem 1 cBs-
3@HHBIX C HUMW XapaKTepuUcTUK

BbifiBNEHHblE  3aUHTEpPecOoBaHHbIMM
cTopoHamu npobrnemsl GezonacHocTu
PELIAKTCA C NOMOLLBK apXMTeKTYphbl;
paspaboTaHa To4yka 3peHWA Ha apxu-
TekTypy 6e3onacHocTy;

Ons cucTembl paspabGotaHa Modenb
apxXuUTeKTypbl BesonacHocTy;
KOHUENUWKW, CBOWCTBA, XapaKTepucTu-
KW, noBefeHve, yHKUUK UMK orpaHn-
YEHWs!, KOTOPbLIE BaKHbI ANS NPUHATAS
peLleHnid No apxutekType GezonacHo-
CTU CWUCTEMbI, PacnpenensioT Mexay
apXUTEKTYPHBIMU OBLEKTaMU;
onpeneneHbl CUCTEMHbIE 3MEMEHTHI,
cBfidaHHble ¢ 6e30MacHOCTLIO, U UX UH-
Tepdhencel;

NpoBOAAT OLEHKY KaHOWOaToB Ha ap-
XUTEKTYpy BesonacHocTu;
OOCTUraeTcs apXuTEeKTypHas OCHOBa
6esonacHoCTK AN NPoLEeccoB Ha npo-
TSKEHUMW BCETO KW3HEHHOTO LIMKNa;
OOCTUraeTca COrMacoBaHWE apXuTek-
Typbl BGezonacHocTu ¢ TpeboBaHMsAMM
6e30MacHOCTY 1M KOHCTPYKTUBHBIMK
ocobeHHoCTAMM;

paspaboTaHa BO3MOXHOCTb OTCIe-
KNBAHWUA 3MEMEHTOB apXMTEKTYpSI,
CBfi3aHHbIX ¢ 6e3onacHOCTb, B CO-
OTBETCTBMM C TpeboBaHUAMMW 3auHTe-
pecoBaHHbIX CTOPOH U BesonacHocTu
CUCTEMBbI

MpoBegeHve npeaBapu-
TENbHOrO adHanmaa Mep
npotueogencTens  Bes-
0OnacHoCTU.

[Mpoeepka TpeboBaHWA,
BbITEKAKOLWWX W3 paspa-
BoTaHHOM  apxuMTeKTyphbl
BesonacHoCTH, C y4eToM
HEe TOMbBKO TOro, 4TO Tpe-
byeTcd Ond HOMWHamb-
HbIX KOHTPMEP B Ka)aoM
W3 OMepaLuoHHbIX CLEeHa-
pWveB, HO U TOFO, YTO Tpe-
byeTca B crnyyae, ecnu
KOHTpPMEpa He MpUMEHS-
eTca WIM NpUMEHseTcA
CINULIKOM PaHo, CMULLIKOM
no3gHo WM HeHaanexa-
wum obpazom [aHanwu3
pexumoB cboeB u no-
cnegcteuii (FMEA)]

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-71843-2024

13

17/54


https://gostexpert.ru?utm_source=pdf&utm_medium=69864
https://gostexpert.ru/gost/gost-71843-2024?utm_source=pdf&utm_medium=69864&utm_term=page

FOCT P 71843—2024

lpodomxerHue mabnuuyel 2

Mpouecchl
cornacHo [5]

Uenb

AcnekTbl 6e30NacHOCTU pe3ynLTaToB
NPOeKTUPOBaHWS

MeponpusaTia, cBA3aHHbIe
C AeATEeNLHOCTLIO Mo
obecnedeHno 6esonacHocTn

Onpegene-
HWe npoekTa

Mpouecc onpeaeneHus nNpoek-
Ta npedycmatpvBaeT onpege-
neHve HeoBXOoOMMBIX MPOEKT-
HbIX XapaKTepUCTUK, KOTOpble
BKMOYalT B cebsa  kputude-
CKME XapaKTepucTUKM Kave-
CTBAa, Takue Kak COOTBETCTBUE
NPOEKTHbLIX KPUTEPUEBR CreLm-
anbHbIM  XapaKkTepUCTUKaM U
OLIEHKA anbTepHaTUBHbIX Mpo-
€KTOB B COOTBETCTBUMW C 3TUMU
KpUTEpUAMY

OnpeneneHbl KOHCTPYKTUBHbLIE Xapak-
TEPUCTWKM KaXOOro 3remeHTa cucre-
Mbl Be3onacHocTy;

TpeboBaHuA K cucTeme HGe3onacHoOCTU
pacnpefensoT no aNeMeHTaMm cucTe-
Mbl;

YTOUYHAKT WHTepdencsl Mexay ane-
MEHTaMW CWCTEeMbl, CBS3aHHbIMW C
6e30nacHOCTLID;

OLEHMBAIOT ansTepHaTWBHbIE BapuaH-
Tbl MPOEKTMPOBaHWA 3NEMEHTOB CU-
cTeMbl BesonacHocTy;

yCTaHOBIEHAa NPOCNEXMBAEMOCTb KOH-
CTPYKTUBHbIX XapakTepUCcTUK 2nemMeH-
TOB, CBfA3aHHbIX C Be30MacHoOCTLI0, A0
ApPXUTEKTYPHBIX OOBLEKTOB apXWTekTy-
pbl CUCTEMBI

AHann3 Be3onacHocTh Ha
CUCTEMHOM W NOACUCTEM-
HOM YPOBHAX, BKMo4as
onepaunoHHy, yHKLK-
OHanbHYI0 U (PU3NYECKYID
aApPXUTEKTYpPY

CuctemMHbIR lNpouecc cuctemHoro ava- | OnpegeneHsl Heobxoaumble napame- | ObecneyeHve — yBepeH-
aHanus nu3a obecrneyvBaeT YpPoOBeHb | Tpbl aHanu3a 6e30MacHOCTM CUCTEMBI; | HOCTWM B TOM, YTO BEPOAT-
aHanuaa, HeobxoouMMbI ANs | OONYLWEHWA W pesynbTaTtbl aHanu3a | HOCTb KpuTudeckoro c6os
NOHMMaHWA TOProBoro npo- | 6e3onacHOCTM CUCTEMbI MOATBepXAe- | cucTembl  Be3onacHoOCTU
CTPAHCTBA C TOYKW 3pPEHUs | Hbl; COOTBETCTBYET LENAM 3a-
KPUTMHECKUX — XapakTepucTWK | pesyneTaTel aHanusa ©6e3onacHocTW | MHTepeCcoBaHHbIX CTOPOH.
Ka4yecTBa, NOCPedCTBOM Mpo- | CMCTeMbl NMpPefocTaeneHsl Ans npuHsa- | MNonHeln aHanua 6esonac-
BEOEHWS  MaTeMaTW4eckoro | TWUS PELUEHW; HOCTW CMCTEMbI U aHanua
aHannsa, MogenupoBaHus, yCTaHOBMeHa MpocnexnBaemMocTe pe- | BezonacHOCTM MogcucTe-
3KCNEPUMEHTUPOBaHIS n | saynsTatoB aHanusa GeszonacHocTu cu- | Mbl,  oBecnedvBaloLni
Apyrux MetofoB. Pesynerathl | cTeMbl COrMacoBaHHOCTL C  Mo-
aHanuaa UCrnonb3ylTcs Ang MOLLIO CUCTEMBI OTCRe-
NPUHATHA KOMMPOMMWCCHBIX MBaHWA Yrpo3 W ya3eu-
pelweHMn B pamkax npouec- MOCTEN
ca ynpaBsneHus pellueHusMU B
nogoaepkKy OPYrux TexHude-
CKUX NPOLECCOB
Peanuzauns Mpouecc BHegpeHus npenyc- | BeisBneHsl orpaHnyedus peanuzaumy, | Ona  paspaboTkn  cnox-
MaTpuBaeT perucTpauuio go- | Bnvsiowme Ha TpeboBaHua Kk Besonac- | HbIX KOMMOHEHTOB, Kak
KasaTenbCTB TOro, 4To ObiMW | HOCTW CUCTEMBI, apXUTEKTYPY UMK AU- | TONBKO KOHTpMeps! ByayT
BbIMOMHEHbLl BaXHeWlwve Tpe- | 3aiH onpefeneHel, MOXHO [0-
6oBaHWA K Ka4ecTBy 6aBuTE MHOMBUOYAMNBHBLIN
ypoBeHb  obecneyeHns
npowecca.
Ocobas uenocTHOCTb N1
YypoBeHb [JoBepusa npu-
cBauBaeTcH CMNOXKHBIM
KOMMOHeHTaM  nocpeg-
CTBOM CCbIMIKM Ha Cylue-
CTBYIOWME  CcTaHdapThl,
cormacoBaHHele B Mpo-
Lecce cornalleHns
14
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Mpoueccel
cornacHo [5]

Uenb

AcnekTbl 6e30M1acHOCTY pe3yneTaTos
NpoeKTUpoBaHUA

MeponpusiTusl, CBA3aHHble
C OeATenbLHOCTLIO No
obecneyermnio BesonacHoCcTH

WHTerpauns

Mpouecc wHTErpauun npea-
ycMaTpuBaeT MNnaHWpoBaHWe
WHTErpauuun, BKMoYas pac-
CMOTPEHUE KPWUTWUYECKUX Xa-
pPakTepPUCTUK Ka4ecTea, a Tak-
e obecneyeHue TOro, YTOObLI
LOCTUKEHNE 3TUX XapakTepu-
CTWK ObINO onpegeneHo U 3a-
perncTpupoBaHo

OnpepgeneHbl orpaHWYeHns WHTerpa-
UMK, KOTOopble BMMAKT Ha TpeboBaHuMA
K 6e30NacHOCTU CUCTEMbI, apXUTEKTY-
py WNK gu3aidH, BKIoYas UHTepdenchl;
onpeaeneHsl Noaxoasl U KOHTPONbHbIE
TOMKM ana ©esonacHoW paboTbl Co-
OpaHHbIX MHTEPMENCOB U CUCTEMHBIX
hyHKUMA;

npoBepeHbl MHTepdeckl Mexay ane-
MEHTaMW peanu3oBaHHOW CUCTEMbI,
CBA3aHHbIMKM C 6e30MacHOCTBIO, KOTO-
pble COCTaBNSIOT CUCTEMY;

BbISIBMEHb! pesynbTaTel obecneveHus
6e3onacHoCTW WHTErpauum KM aHoma-
nuu;

YCTaHOBMEHA NPOCNEXUMBAEMOCTb ane-
MEHTOB, CBfizaHHbIX C Be30nacHOCTbLO
WHTErPUPOBAHHOW CUCTEMBI

[NonHblin aHanus Besonac-
HOCTWU CUCTEMbI W aHanu3
BesonacHocTM nogcucTe-
Mbl, obecneynsaroLLnin
COrMacoBaHHOCTE C MO-
MOLLbH CUCTEMbI OTCREe-
MBaHUS Yrpo3 U yHA3BU-
MOCTEMN

Bepudmka-
umns

Mpouecc Bepudmkaumn npea-
yCcMaTpuBaeT nnaHUpoBaHue U
peanu3aumio cTpaTerun mnpo-
BEOEHUA BEPUMKALUW, BKITHO-
4Yaa KpUTMYECKME XapaKTepu-
CTUKM Ka4ecTea.

BbibpaHHaa cTpaTerva Bepu-
chKauMm MOXKET BBOLAMTL KOH-
CTPYKTUMBHbLIE  OTFpPaHU4YeHwus,
KOTOpbIE MOTYT MOBMUATL Ha
LOCTUKEHVE 3aaHHBIX Xapak-
TEPUCTHK

OnpeneneHbl orpaHU4eHUs NPoBEpPKU,
KOTOpbIE BNUAIOT Ha TpeboeaHuA k 6es-
OMacHOCTU CUCTEMBI,

apxuTekTypy 6e3onacHocTu wWnu awu-
3alH;

npoBepeHa CUCTEMa WK  3MNEMEHT,
CBA3aHHbIN C De3onacHOCTb cucTe-
Mbl;

npeacTaBneHbl 06bLEKTUMBHBIE OOKa-
3aTenbcTBa TOTO, YTO peann3oBaHHasn
cMUCTEMA COOTBETCTRYEeT TpeboBaHuAM
6e30nacHOCTH, apXWTekType U Ouaai-
HYy;

pesynbTaTel NPOBEpPKWM acnekToB Ges-
OMacHOCTU W BLIABNEHHbIE aHoOManuu

[MonHbIn aHanu3 6esonac-
HOCTWM CUCTEMBI W nNof-
cuctembl, obecnevuBa-
IOWWIA  COrnacoBaHHOCTb
C TMOMOLLBH  CUCTEMBI
OTCMNEKMBAHUA ONAacHbIX
thakTOpoBE ¥ yA3BUMO-
CcTen.

MpoeepsioT TpeboBaHus
k Be30nacHoOCTH U cocTaB-
nawT oT4yeT 00 OoueHke
BesonacHoCTH

MNepenava

Mpouecc nepega4v npeqycma-
TPUBAET YCTAHOBKY CUCTEMbI
B paboden cpepge. lMockonb-
Ky HEeKOoTOpble creuuansHble
cBoMCTBa TpebywT KOMMpo-
MUCCa MEXOY KOHCTPYKTUB-
HBIMM W 3KCMNyaTaLUOHHbIMMK
OrpaHUYeHNAMM, YacTo BaXKHO
YAENUTE BHUMaHWE YCTaHOBKE

OnpeneneHbl orpaHWyeHUs nepexoaa,
Bnusowme Ha tpeboBaHua BGesonac-
HOCTW CMCTEeMbI, apXUTEeKTypy WMNv Ou-
3amH;

onepartopbl, Monb3oBaTenn WU gpyrue
3aMHTEPECOBaHHLIE CTOPOHLI, Heob-
XOOWMble ONSA UCNOMb30BaHWMA W Moa-
OEPXKM CUCTEMBI, MPOXOAAT 0byyeHue
no acnekram 6e3onacHocTy;
BbISIBMEHbI pesynsTaThl Nepexoja Ha
cuctemy 6e30MacHOCTH M aHOManuu;
YCTaHOBINEHHaa cucTeMa akTMBUPOBa-
Ha 1 rotoBa k besonacHol pabote

[MonHbi aHanu3 6esonac-
HOCTM CUCTEMBI W Mof-
cuctembl, obecnevuBa-
IOWMUIA  COrmacoBaHHOCTb
C  MOMOLWbLH  CUCTEMBI
OTCNEKMBAHUA ONAacHbLIX
hakTOpOBE ©“  yA3BUMO-
CcTen.

[MpoBepka TpeboeaHun K
HesonacHoOCTM W cocTaBs-
neHwe otyeta 0b oueHKe
BesonacHoOCTH
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OkoHYaHue mabnuupbi 2

Mpouecchl Lienk AcnekTbl 6e3onacHOCTH pesynsTaToB Meg:g’;?g;ﬁibi?:f:gble
comEcHo: ff [iPREETH DOBRIYS obecnedeHno BezonacHocTn
Banupauua MNpouecc Banupauuu npedo- | OnpedeneHel KpuTepun Banupgauwu | NpoBepka u obocHoBa-
cmaendem  Ookasatenbctea | TpeboeaHui 6e3onacHOCTM 3auHTepe- | HUMe TpeboBaHWin Kk Ges-
TOro, 4YTO YCMyrW, 0Kasbi8a- | COBAHHLIX CTOPOH; OMacHoOCTW, 3anorHeHne
eMbie CUCTEeMOK, OTBeYalT | NoAaTBepxaeHa [OOCTYMHOCTb ycnyr | otyeta 06 oueHke 6Ges-
notpebHocTAM 3auHTepe- | BesonacHocTh, Tpebyembix 3auHTepe- | onacHoCcTU
COBaHHbLIX CTOPOH, BKMOYasa | COBaHHbIMW CTOPOHaMM;
BaXKHelllne XapakTepucTuki | onpedeneHbl orpaHudeHus BesonacHo-
KavecTea CTW NPW NPOBEPKE, KOTOPLIE BAMAKT Ha
cUCTEMHbIe TpeboBaHUA, apXUTEKTYpY
MNn Ou3anH;
CUCTEMA WINU 3MNEMEHT, CBS3aHHbLIA C
6e30NacHOCTLH CUCTEMBI, MPOBEPEHHI,
BbISBMEHbI  Pe3yneTaTbl  NPOBEPKU
acnekToe 6e30MacHOCTM U aHOMaInuu;
npegoctaenedbl  OBLEKTMBHbIE  O0-
KasaTtenbCcTBa TOro, 4YTO peanni3oBaH-
Has cMCTeMa Wi ANEMEHTbI CUCTEMbI
YOOBMETBOPAT NOTPeBbHOCTAM 3auH-
TepecoBaHHbIX CTOPOH B obnacTtun 6es-
onacHoCTH
QYHKUMOHN- Wcnonb3oBaHue cuctembl ans | BeisBneHbl onepaunoHHbie orpaHude- | CBOeBpeMeHHoe pea-
poBaHue npegocTaBneHnsi CBOMX YCryr | HWUs, BNusLWWe Ha TpeboBaHns k 6e3- | rupoeaHve Ha cobblTuA
OMacHOCTM CUCTEMEI, apXUTEKTYpy unu | BesonacHocTy, 3awWmwa-
ON3aiH; lowme  KoHuaeHuManb-
oby4yeHHble TexHuMke ©Ge3onacHoOCTWM | HOCTb, LEMOCTHOCTb M
KBanuuUMpOBaHHLIE ONepaTopkl; OOCTYMHOCTb CUCTEMBI
npenocTaenaAwT ycnyrn no obecneve- | ynpaenenus
HUKO cucTeMHoW Be30nacHoOCTKU, COooT-
BeTCTBYylOWMe TpeboBaHMAM 3anHTe-
pecoBaHHBIX CTOPOH;
BO BpeMsi paboTbl KOHTpONUpYHT ad-
thekTMBHOCTEL cucTeMbl BesonacHocTr
Conpoeoxae- | lNooaepxaHue cnocoBbHocTy | BeiABMeHbl orpaHuyeHust Ha TexHude- | TecTupoBRaHWe W BHedpe-
Hue CUCTEMbI NpefocTaBnATb Yc- | ckoe obcnyxuBaHue, BNuAKLME Ha | HMe ucnpaBneHun 6es-
nyru TpeboBaHuWs K Be30NacHOCTU CUCTEMBI, | OMACHOCTU AMs yCTpaHe-
apXUTEKTYPY UNW AU3anH; HUA YA3BUMOCTEN
OOCTYMHbl 3aMeHsAeMble, OTPEMOHTU-
pPOBaHHLIE UMW NEPECMOTPEHHbLIE are-
MEHTbI CUCTEMBI BEe30nacHoCTH;
coobwawT o HeobxoaMMocTH BHece-
HUA U3MeHeHWi B cuctemy Besonac-
HOCTW ONA KOPPEKTUPYIOLEro, yCOBEpP-
LEHCTBOBAHHOrO WM  aganTUMBHOIO
obcnyxuvBaHus;
PETMCTPUPYIOT AaHHble 0 cboax 1 cpo-
Ke cnyxbel cuctembl BHesonacHocTw,
BKMOYAA CBA3AHHLIE C 3TUM pacxobl
MabaTue n MNopaepxaHne cnocobHocTk | OrpaHuveHnsa no BesonacHoCTU yTu- | YgoaneHue KOHUOeHUW-
cnucaHme CUCTEMbI NpPedoCTaBMNATb YC- | NU3auuk ABNAIOTCH WCXOOHBIMW AaH- | anbHoW wHdopmauun u3
nyru HbIMWM ONs TpeboBaHW, apXUTEKTYpPL!, | BbiBEOEHHbIX W3 aKChnya-
NPOEKTUPOBaHWA U peanusayun TauMM Yactei cuctemMbl 1
obecneyeHune Toro, Yytobbl
OocCTaBLUMecs 4acTu npo-
JormKann  COOTBETCTBO-
BaTb cBOMM TpeboBaHuaM
BesonacHoCcTH
16
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6 MNMpumeHeHune cepun ctanpgaptoB MOK 62443 [6]
K UM poBOMY NPOM3BOACTBY

6.1 O6LWwmMe nonoxeHns

[6] — cepua cTaHgapToB NpombllWneHHon knbepbesonacHocT. MHorve otpacnu, paboTtawwmne B cde-
pe aBTOMaTtusayuun (Hanpyumep, asToMaTu3auus, pacnpegeneHne anekTpoaHeprnm, MobunbHOCTL M T. 4.), 3a-
MHTEepecoBaHbl B Mcnonb3oBaHuu [6]. [laHHas cepusi pacnpocTpaHsIeTcs Ha BECb XM3HEHHbIA LUK Mpous-
BOACTBEHHOW CUCTEMBI M COOEPXUT TpeboBaHWA K MOCTaBLMKaM NPOOYKLMKW, MHTerpaTtopam, nocTaBLyuKam
YCIyr, @ TaKkKe CUCTEMHbIM onepaTtopaM. Takon noaxod genaet [6] nogxogawmMm JOKYMEHTOM ANsA onpefde-
nexHus TpeboBaHuit k 6e30NaCHOCTY MHTENNEKTYanbHbIX NPOM3BOACTBEHHbLIX CUCTEM, KOTOpble NMBo cocToAT
M3 KOMMOHEHTOR U3 pa3Hbix obnacTten, Nnbo OOMKHLI B3aMMOOEeNCTBOBaTb C HUMU. Ha pucyHke 1 nokasaHbl
onybnukoBaHHble 1 ofobpeHHbIe roNocoBaHMeM YacTu [6], Apyrue 4yacti M 0BOHOBNEHWA Haxo4ATCcA B CTagum
pa3paboTku.

OcCHOBHbIE KOHUEeNUuW, npuBedeHHble B [6], Takke NpUMEHUMBbI K peanusaunn nporpammel obecneve-
Hua BesonacHocTtu (FOCT P 56205, TOCT P MCO/M3K 27000) onsa vHTenneKTyanbHbiX MPOU3BOACTBEHHbBIX
cuctem. HacToAwnin ctaHaapT COOEPXMT pPekoMeHZ4auun no npumMeHeHu [6] B MHTENMNEKTyanbHbIX NpOW3-
BOACTBEHHbIX cucTeMax. B pamkax yMHOro nMpowM3BOACTBA CTaHOAPT MOXET MPUMEHSTLCA K KOMMOHEHTaM,
YyCTPOWCTBAM, CMCTEMAM, KOMMIEKCaM CUCTEM, MPEANpPUATUAM U apTedakTam YMHOro Npou3BoACcTBa (Hanpu-
Mep, K mpodykTam). Ha pucyHke 2 nokasaHo, Kak [6] npumMeHsieTcsa B AeTansx B TEYeHWe OTAeNbHbIX XKWU3HEH-
HbIX LIMKNOB CPEACTB aBToMaTM3auun (noctaBka, MHTerpauus, akcnnyataums).

IEC TS 62443-1-1 [7]

TepMUHOMNOIA, NOHSATHA
W MOJaNUH

M3K 62443-2-1 Ed2 f8]

TpafoBaHWA K NpoTpam-
Ma obiacreueHUs

IEC TR 62443-2-3 [9]

YnpaeneHWe BHECEHHEM
MGNPABNEHWA B cpege

TpefoBaHWA K nporpam-
mé oBscnawsHUR
GessnacHoE™M gns

nocTaBLLMkos yenyr IACS §

TpeboBaHWA K HMAHSH=
HOMY LMKy GezonacHoi
paspafona (SDL)
NpofAykTos

TexHu4scime Tpebopa-
HWMA K GesonacHocT!
KoMnaHaHTos IACS

~
- IEC TR 62443-3-1 [11] M3K 62443-3-2 [12] M3K 62443-3-3 [13]
E MeTtoas oBecnesHuA OUeHKA PHOKOB, CBAZAH-  TpeGoBAHKA K CHOTBMHOR
k3 GesonacHooTH ANA LACS HbIX C S8LUWTOH, NpH Ge30NacHoCTY W YPOBHH
t_sg NpOSKTUPOBAHMN CHCTeM GaaonacHooTM
| )
Fé
% M3K 62443-4-1 [14] M3K 62443-4-2 [15]

PucyHok 1 — Cepusa ctaHgapros [6]
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MpuMeHAeMbl® CTaHAAPTR

IACS M3K 62443-2-1 fa],

M3K 62443-3-2 [12],
M SknnyETAUMA U TEHOB0R TEXHUMBGKDS OBOTYIERHIE ISMS (Hanpumep, NIST CSF,
il = cooTeeTCTEMM ¢ NonMTMKEMU U NpOLEaYPaME GEICNACHOCTH FOCT P MCOMIK 27001)

Polugie ans aeToMAETHIAWUMH

TOXHUMACKOMY
oficnyioBaHe

I
I
1
! 1
: 1
L I
: 1
Ml MocTapwwmk yenyr no |[
, I
. 1
L 1
1
I
i
1
i

OCHOBHBIG PYHKUAN o M3K 62443-2-4 [10],
Motraswux yeryr no DYHILIY DYHKLMM OononHMTencHbe | M3K 62443-3-2 [12],
MHTEIPELMA GeaonacHocTH dyHILAM : M3K 62443-3-3 f13],
' ISMS (Hanpumep, NIST CSF,
— FOCT P MCOMIDK 27001)

Brr-aeT cktHBMypUpoBaHHbIE MPooYKTS
{CHOTEME W KDMMOHEHTH)

"""""""""""""""" I'Ipqqancrhl MNp1MeHAeMBle CTAHOAPTLI
KomnoHeHTH | CueTEMB
| neppepaca {KkaK KOMBMHALMA KOMMOHEHTOB) M3K 62443-4-1 [14],
MOCTABLUMK paspaGaTHEAST U _| || POTPAMMHOND m:::': : M3K 62443-4-2 [15],
NPOLYKLMIA ' || eBecnevstun f”“s;;l;"fif"é;;a“"" : M3K 82443-3-3 [13],
P ISMS (Hanpumep, NIST CSF,
CeTenue COcHoBHbIS S| " =] ¢ [ FOCT P MCO/MBIK 27001)
yowodorss | | yerpororms ||| | T T |

Hesaeucumo ot cpegrl IACS

PucyHok 2 — lNogpoBHan nHdopmaunsa 0 NpUMeHeHU OTAeNbHbIX YacTten [6]
AN BbINOMHEHUS Pa3NUYHBIX hYHKLMIA
B TEYEHWE OTAENbHbIX XKU3HEHHbIX LIWKIOB CPEACTE aBToMaT13aunm

Ha pucyHke 2 nokasaHo, Kak cepusa cTaHOapToB [6] OpMEHTMPOBAHA Ha pasnuyHble 3auHTEPECOBaHHbIE
CTOPOHbI, TAKME Kak NOCTaBLLMKM NPOAYKLWW, NHTErpaTopbl, MOCTaBLLWKMA YCNYT, @ TakKe CMCTeMHble oneparo-
pbl. OTOT LENOCTHLIN NOAX04, COOTBETCTBYOLWMIA (6], Taloke AenaeT AaHHYH Cepuio CTaH4apTOB NOOXOAALLEN
ONSA MHTENMNeKTyanbHbIX MPOM3BOACTBEHHBLIX CUCTEM, MOCKOMNbLKY rPaHuLbl MexXay OTAeNbHbIMKU aTanamu (oco-
OeHHO MHTerpaunen v akcnnyatauuein) byayT pasmbIThl.

6.2 CooTBetcTBUMEe FTOCT P MCO/M3IK 27000

BesonacHoCTe B OpraHM3auuy o4eHb 4acTo cHavana BHeApsieTcsl C ToYkW 3peHus 6ezonacHocTn ISMS
(cuctembl MeHegXMeHTa MHOPMaUWOHHOK Be3onacHoCTK) ¢ ucnonb3oBaHmem FOCT P MCO/M3K 27001 w
FOCT P MCO/M3K 27002 B fononHeHWe K oTpacreBoMy AOKyMeHTY. Mpouecc NocTpoeH Ha aHanvse puckoB
W BHEAPEHWWN NMPOrpaMmel ynpasieHus puckamu. B cnyvyae NpoMbILLMIEHHOW OeATeNbHOCTU B cepy npumMe-
HeHust yacTo BxoauT IACS (cuctema NpoMbILUNEHHON aBTOMaTU3aunum U ynpaeneHns) ¢ HEKOTOPLIMKA cnewuu-
HUYECKMMI OrPaHUYEHUSMI B OTHOLLEHWMI 3KCnnyaTauumn, 6esonacHocTy 1 gocTynHocTW. MNoaxon K knbepbe-
30MacHOCTU, NpUMeHsieMbli B aTon ACS, o4eHb 4acTo paccmaTpuBaeTcs HesaBucumo oT ISMS.

C Touku 3peHnsa yrnybrneHHon knbepbeszonacHocT cuctembl ACS n ISMS Heobxogumo paccmatpuBaTth
KaK CMCTEMY CHCTEM, B KOTOPbIX MPOMCXOOUT oueHka BesonacHocTh. C TOYKM 3peHus kubepbe3zonacHOCTH
00befMHeHHble OTAENbHbIE CUCTEMbI NPEABABAIT pasnMyHble TpeOoBaHUA, OTPaHUYEHMSA U PUCKN (Hanpwm-
Mep, KOHtbMAEHUManeHOCTb, LENOCTHOCTh). JeicTBUTEeNbHO, CYLLECTBYET MHOXECTBO CUCTEMHbIX OYHKLIMA,
KOTOpble YacTo BbinonHsAwTes ISMS 1 HenocpeAcTBEHHO BNMAKOT Ha kubepbeszonacHoCTb onepaunoHHOW
4yacTw.

MepBblid nogxon K aTomy onucaH B FOCT P MOK 62443-2-1, koTopblit obecnednBaeT COOTBETCTBUE
anemeHToB ynpaeneHus FOCT P MCO/MOBK 27001 w FTOCT P MCO/M3K 27002 TpeboBannsm [6], oxsaTbiBas
acnekTbl, KacawLmecs CMCTeMbI, MPOAYKTa MK NOcTaBLLKKa ycnyr. B cnyvae KpMTUYEeCK BaXKHbIX 0ObEeKTOB
WHbpacTpyKkTypbl Heobxoaumo npoeecTn Gonee yrnyGneHHbIN aHanua n OLEHKY PUCKOB, YTOObI TakKe peLunTb
BOMpOCkLI 6€30MacHOCTM, JOCTYNHOCTH M 3KCMNyaTauun B PeXKMe peanbHOro BpeMeHH.,
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6.3 dTanoHHas mogenb

XoTsa obuwas atanoHHas Mogenks, npueBegeHHas B pasgene 6 FTOCT P 56205—2014, obecneynBaet
XOpPOLWY OCHOBY 05 OpraHu3auMn pasnuuHbiX OYHKUMOHAaMbHbLIX acnekToB LWM(POBOA NPOWU3BOACTBEH-
HOW cucTeMbl, ObiNno Obl MONE3HO TakkKe pPacCMOTpPeTb MPUMEepbl apXMTEKTYP MOOKNHYEHHbIX UM(POBbLIX
NPOU3BOACTBEHHbLIX CUCTEM, OTNMYAOLWMXCA OT Knaccudeckonh nupaMmuabl aBToMaTtusauuu, NokasaHHOW B
FOCT P 56205—2014, pucyHok 16.

6.4 OcHoBononarawwue TpeGoBaHUA

Cepusa ctaHgapToB [6] onpenenseTt cemMb ocHoBononarawwux Tpebosanunin (FRs), koTopbie Heobxogumo
cobnirogate Ans obecnedeHuns knbepbeszonacHoCT cUCTEM ynpaBneHuss JOCTYNoM. OTW OCHOBOMNOMNarawLe
TpeboBaHus Takke MPUMEHUMbI K MHTENNeKTyanbHbIM NPOW3BOACTBEHHbIM cucTeMaM. OCHOBHbIMK TpeboBa-
HUAMW, NpUBeaeHHbIMKU B FOCT P 56205—2014, aBnatoTca:

1) koHTponb goctyna (AC): ynpaeneHwe OOCTYNOM K BbiBpaHHbIM yCTPOWCTBAM, UHPOPMALMK UK K
TOMY 1 OpYrOMYy BMECTE ANd 3alMThl OT HECAHKUMOHWPOBAHHOMO AOCTYNA K YCTPOWCTBY UMW MHOpMAaLMK;

2) ynpaeneHue ucnons3osaHuem (UC): ynpaeneHue Mcnonb3oBaHWeEM BbiBpaHHbIX YCTPOWCTB, MHdOop-
MaLuu UMK Toro U apyroro BMecTe AN 3alnThl OT HECAHKLMOHMPOBAHHOIO UCMNOMb30BaHWUS YCTPOWUCTBA UMK
WHopMaLnK;

3) uenocTHocTb AaHHbIX (DI): obecneveHre LLENOCTHOCTM JaHHbIX NO BbIDpaHHbLIM KaHanam CBSA3W Ans
3aWNTbl OT HECAHKUMOHNPOBAHHLIX M3MEHEHW,

4) koHduaeHuMansHOCTh AaHHbIX (DC): obecneveHne KOHOUAEHUNANBHOCTA OaHHbIX N0 BbIOpPaHHLIM
KaHanam cBa3W Ans 3aluThl OT NOACNYLWNBaHUS,

5) orpaHuyeHune notoka AaHHbix (RDF): orpaHnyeHre NoToka AaHHbIX NO KaHanam CBsI3W NS 3aluThbl
oT nybrnvkauum nHopmMaLn HeaBTOPU30BaHHbLIM NCTOYHUKOM;

6) cBoeBpeMeHHOe pearvpoBaHue Ha cobbiTus (TRE): pearmpoBaHue Ha HapylweHus Be3onacHocTH, ©
yBeLOMIEHMEM COOTBETCTBYHOLLMX OpraHoB, coobuas o HeobxoguMmbix cynebHbix JoKaszaTensCcTBax HapyLue-
HWUS 1 aBTOMaTUYECKW NPUHAMAsA CBOEBPEMEHHbBIE KOPPEKTUPYIOLLME MEDbI B KPUTUYECKU BaXKHBIX OIS MUCCUN
CUTyaumnax UM cMTyauusax, CBA3aHHbIX ¢ Be3onacHoCTLIo;

7) pocTynHocTb pecypcoB (RA): obecrneymBaloT AOCTYNMHOCTb BCEX CETEBLIX PECYPCOB AN 3aliMTbl OT
aTak Tuna «oTka3 B 00CnyKnBaHum».

B TO Bpemsa Kak B KnacCUYeCKMX CUCTEMaX KOH(UOEHLMabHEIE NONbL30BaTENbCKME OaHHbIEe, Kak npa-
BWMO, HE NEpPEefaKTCsa CUCTEME aBToMaTU3aLnn, ¢ NosSBNEHUEM YMHOTO MPOW3BOACTBA CUTYyaLMs M3MEHWUTCS.
BaxHOCTb 3alnThl KOH(PUAEHLNANBHOCTA NONbL30BATENbCKUX AAHHbLIX BO3PACTET B CUCTEMAX YMHOIO NMpous-
BoacTea (Hanpumep, B hapmaueBTuke). He TpebyeTcs ycTaHaBnvMBaTh COBEPLUEHHO HOBbIE OCHOBOMOMNAaraw-
wre TpeboBaHMsa K KOHPUOEeHUNANbHOCTHN, MOCKOMBbKY OHWU MOTYyT ObITh y4TeHbl B FR4 (koHMAeHUManbLHOCTh
daHHbIX) 1 FR5 (orpaHnyeHve notoka gaHHbIX) AN MHTENMNeKTyanbHbIX NPOU3BOACTBEHHbLIX cucTeM. [MNpu no-
SIBMEHWM HOBBIX Yrpo3 MoxeT notpeboBaTkes paspabotka gpyrux FR. Takve gpyrne FR gomiHel BeiTh pas-
paboTtaHbl B coTpygHudecTtse ¢ TC 65/ WG 10.

6.5 3oHbI U Tpy6onpoEoAbl B CUCTEME CUCTEM

30HbI 1 TpybonpoBoAdbl ABNAKTCS BawHOW KoHuenuuewn [6]. Voes 30H v TpyBonpoBOOOB 3aknoyaeT-
Csl B pasgeneHny CroXHOW CUCTEMbl aBTOMATM3auuM Ha HECKOMBbKO (BMOXEHHbIX) nogcucTemM. 30Ha — 3T0
rpynna/mogcucreMa, cocTosLlas n3 CpeacTs aBToMaTusaumnmn (YCTPOWCTB), OCHOBaHHbLIX Ha PUCKE UMK OPYrux
KpUTEPUAX, TAKMX KaK KPUTUYHOCTL akTUBOB, ONepauuoHHbIe PYHKLUK, U3NYEeCKOe UMK NOTMYeckoe MecTo-
nonoxexHue, Tpebyemsbiin 4OCTYN (Hanpumep, NPUHUKWMNBLI HaWMMEHbLLUMX MPUBUIErMA) NN OTBETCTBEHHARA Op-
raHM3aumsi. CBA3b Mexay yCTPOWCTBaMW BHYTPW 30HbI UMW MeXJY 30HaMKU OCYLLECTBMSETCA C NOMOLLbI Tak
HasblBaeMbIX KaHanoB (npumepsl npueegeHsl B FOCT P 56205).

B 1O Bpewms kak 30Hbl MOryT ObiTb OnpedeneHbl B COOTBETCTBUM C pasfMYHbIMU XapakTepucTUKaMMu,
TUMWYHbIE peanu3aunn/yCTaHOBKM NbITAlOTCS CrpynNnMpoBaTh MPOW3BOACTBEHHYH CUCTEMY, MPUHaAexallyto
30He, B 3aMKHYTOM (PM3MYHECKOM NMPOCTPAHCTBE (HanpuMep, HECKONbKO YCTPOWCTB, NOKanbHO OpraHM3oBaH-
HbIX B MPOW3BOACTBEHHON NMMHWW, OPraHU30BaHbl B Npegenax 30Hbl). VIHTennekTyanbHble NpOM3BOACTBEHHbIE
YCTPOWCTBA B MHTENMNEKTyanbHbIX CUCTEMax aBToMarm3alunn, ckopee Beero, byayT BHeapsTbea bonee rubko.
Hanpumep, poBoT y4acTByeT B MPOM3BOACTBEHHOM MPOLECCEe HA HECKONbKUX MPOU3BOACTBEHHbBIX NMHUAX,
aBTOMAaTU3WPOBaHHbIE WHTENNEeKTyalnbHble TPaHCMOPTHLIE CPpedcTBa, Nepemellarnllnecs nNo BceMy 3asoay,
3aMeHSII0T CTaLUMOHAaPHY YCTAaHOBKY KOHBEMEPHLIX NEHT, MporpaMMHbIe CEPBUCHI, UCMOMNb3yeMble B CUCTEME
aBTOMaTM3aUuK, pa3BepThiBalOTCA yaaneHHo (B obnake).
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Bonee Toro, MHTENNEKTYyanbHbIe NPOU3BOACTBEHHbIE CUCTEMbI MOTYT MCMNOMb30BaTh U3MEHEHHbIE apXu-
TEKTYpPHble YepTexu. HoBble TexHonoruu, Takme kak becnpoBogHble ceTu, 5G 1 nporpaMMHo-onpenensiemMbie
CeTu, NO3BONSOT YMEHbLLNTL (DU3UYECKYH MepapXuI0 U CIIOXHOCTb U OTAENUTL (PU3UYECKYHO TONOMOMNI0 CETU
OT (OYHKLMOHAMNBHOW Mepapxun, Kak 3To onpefeneHo B [3]. 3oHbl U KaHanbl CBA3W JOMKHLI ObITh aganTupoea-
Hbl K TAKOro poga apxuTeKkTypam ¥ KOMMYHUKAUWOHHBIM MHDPaCTPYKTYpaMm.

B rOCT P 56205 ynomuHaloTca BUPTYyalbHble 30HbI M TpybonpoBoabl. BupTyanbHble 30HbI 1 Tpy6Gonpo-
BOObI HE MPUBA3aHbLI K (HM3NYECKOMY MECTOMONOXKEHWIO. BupTyaneHble 30HbI 1 TpyBonpoBoabl — 3T0 MNOTEH-
uManbHaa KoHUenuna Ans UCNoSib30BaHWA B MHTENMeKTyarnbHbIX NPOUM3BOACTBEHHbIX CUCTEMAX.

B [12] noka HeT NoapoBHbLIX CBEAEHUIA O BUPTYanbHbLIX 30HaX U TpyboNpoBoAax U HET HAKaKMX yKkasaHUi
Ha TO, KaK 30HbI M TPyBONPOBOALI NPUMEHSIKOTCA B MHTENMNEKTYanbHbIX NMPOM3BOACTBEHHbLIX CUCTEMAX.

Mpw cerMeHTaLuy UHTENNEKTyarnbHbIX MPOWU3BOACTBEHHbLIX CUCTEM HEOBXOAMMO CMECTUTL aKLEeHT C bu-
3M4ECKOro JocTyna v Brnmn3ocTi K TOrMYecKoMy pasfeneHunio, OCHOBaHHOMY Ha KOHTpone 4OoCTyna 1 M3onsLmMm
BMPTYyanbHOW CEeTW, NogAepKMBaeMoin Kpuntorpadpuyeckummn cpegcteamu. Heobxogmmbl 4OMONHUTENbHBbIE
pekoMeHAauuu no onpeaeneHuto U BHEAPEHUIO BUPTyarbHbIX 30H WU KaHanoB.

6.6 OueHka puckoB gns 6e3onacHOCTU M YPOBHM 3aLUMUThI

Llenbto oLeHKU puckos 6e3onacHoCTK SIBNAETCA onpeaeneHe obbema U cTeneHn HeoBXoauMbIX Mepo-
NpuATKIA No obecneveHno 6e30NacHOCTM U MEeXaHM3MOB AN 3aLMThl OCHOBHLIX (DYHKLMIA NPOU3BOACTBEHHOW
cucTeMsbl (cM. pucyHok 2). OueHka puckoB GesonacHoCcTy ANns UM poBoi NPoU3BOACTBEHHON CUCTEMbI Bonb-
e He hoKycupyeTcsl Ha KOHKPETHOM MpodyKTe M NPOoM3BOACTBEHHOM MNpouecce — perTUHrM 6e3onacHocTu
1 TpeboBaHKA K BeaonacHOCTU HEOBXOAMMO AMHAMWYECKU KOPPEKTUPOBATh B 3aBMCUMOCTU OT haKTUYECKoro
MCMNONb30BaHUA NPOU3BOACTEBEHHON CUCTEMbI. HeoBX0OMMbIM YCIOBMEM ONA NpednonaraeMoro ruékoro npo-
W3BOACTBA ABMAEGTCA TO, YTO MHTENNEKTyanbHasi Npou3BOACTBEHHAs cucTeMa MOXeT obecnedyusaTth Tpeby-
emblil ypoBeHb GesonacHoCTM U aganTMpoBaThea K HeMy. HTennekTyanbHas nNpou3BoACTBEHHas cuctema
npeacTaenseT coboi cucteMy cuctemM. MHTennekTyanbHbie KOMMNOHEHTbl MHTETPUPYIOTCS B MHTENNeKTyarnb-
Hble yCTpolcTBa, 006pasys MHTENneKTyanbHyl cucTemy, U Tak ganee. Heobxogum ad(EKTUBHbLIA U YeTKo
onpedeneHHbI NpoLece onpeaeneHns ypoBHs 6830NacHOCTU COCTABHOW CUCTEMBI.

6.7 ’KM3HeHHLIN LMKN cucTeMbl 6e3onacHoCcTU

Hun3HeHHbIR ymkn BesonacHOCTM LUUGOPOBOMA MPOM3BOACTBEHHON CUCTEMbl AOMKEH OblTh cormacoBaH
C MOZEenbi KW3HEHHOTO UMKNa LMGpOoBONA NPON3BOACTBEHHOW cMCTEMbl. Kak oTMeYanoch Bbille, rpaHuub
Mexkay dpasamm MKM3HEHHOTO LUKna ucyesHyT. HeobxoamMmo onpegennTb, Kak MOAenb KM3HEHHOMO LMKMa cu-
cTeMbl bezonacHocTu [6] (cm. FOCT P 56205) uHTerpypyetca ¢ rmMBKUMU XXU3HEHHBIMU LUKNaMu LndpoBon
NPOW3BOACTBEHHON CUCTEMBI, MOABEPralowenca HenpepelBHON pekoHburypaunu. MonHEIR NyTe HA NpoTshKe-
HUW BCEX 3TUX NepexonoB AomkeH BblTb Be3onacHbIM.

6.8 AyauT 1 BegeHue XKypHana

AyaouT 1 BefeHWe XypHana Ana CLeHapyueB YMHOro Mpou3BoAcTBa TpebylT ganbHENWero nay4yeHus.
KomnoHeHTbI (Bkniovas npodyKTbl) AMHaMUYecky 4obaBnsawTea ¥ yaansaTcs U3 NPon3BoACTBEHHOW CUCTEMBI
n/unu nepemeLLanTca MeXay pasnuyHbIMN MPOU3BOACTBEHHBIMK CUCTEMaMK. AyOuT Y BeOeHUWe XKypHarna He-
0OXoAMMbl ANS oTCNeXuBaHwWs aTux onepauuin. Kpome Toro, Heobxoavmo ybeouTbes, YTO AaHHble ayauTa u
NMPOTOKONWPOBAHKSA, XPaHALLNECH B 3TUX KOMMOHEHTaXx, OCTaTCA A0CTYMHLIMW, KOr4a Kakon-nnbo KOMNOHEHT
Bonblwe He gocTyneH. HeobxoouMmo yunThiBaTh, MO KpanHen mepe, ctaHgaptbl [10] v [15]. TpuMeHMMOCTb
OPpYrux cTaHOapTOB HyXAaeTcs B fanbHENLWen OLEHKE.

6.9 3aknwyeHue

B crnegylowux pasgenax KpaTko m3naraloTcs pekoMeHgauuu, Kacawuwmecs ganbHelllero coBepLueH-
cTBOBaHusa [6] onNs yMHOro Nnpou3BoAcTBa:

1) cornacoBblBaTb WCMONb30BaHNE KOHKPETHLIX TEPMWMHOB W onpegeneHuil, 0oCO6eHHO B OTHOLUEHUM
KOMMOHEHTOB, NPOAYKTOB N cMCTEM, YTOObLI M3bexaTtb HegopasymeHui (cMm. [16]);

2) pacluMpeHne KoHUemnuMu BUPTyanbHbIX 30H U KaHanoB B COOTBETCTBUW C [6] ANA BHeApPEeHWSA Mnoru-
YeCKWX/BUPTYanbHbIX TOMONOMMIA, KOTOPLIE 3KBMBAMNEHTHBI TOMNOMNOMMAM (PU3NYEeCKO NPOM3BOACTBEHHON CUC-
TeMbl;

3) KOppeKTMpOBKa OLEHKW PUCKOB M YPOBHeN He3onacHOCTW B COOTBETCTBMM G [6], HANpUMep npous-
BOOCTBEHHAsA CMUCTeMa MO3BOMSAET MepeknyaTbCAa Mexdy pasnuyHbiMK (NMpedonpedeneHHbIMKU) YPOBHAMM
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©e30nacHOCT B 3aBMCMMOCTH OT haKTUYECKOro NPOM3BOACTBEHHOIO KOHTEKCTa (HanpMMep, Npou3BoauMoro
npogykTa);

4) npuBegeHve MepoNpuATAA NO ynpaeneHuio 6e30nNacHOCTEI0 B COOTBETCTBME © TpeboBaHuamu (6] ¢
KM3HEHHBIM LIMKIIOM MHTENNeKTyanbHbIX MPON3BOACTBEHHBIX CUCTEM, OCOBEHHO C yKasaHWeM Toro, B KaKow
cTeneHu rmbkasn pekoHUrypaums AOMmKHa yYMTbIBATECA NPU NEPBOHaYaneHOM MPOEKTUPOBaHUKN CUCTEMbI U
MOXET BbINOMHATLCH B NPOLLECCE TEXHUYECKOrO 06CnyKuBaHNs;

5) T. K. NPOAYKT W ero AaHHble ABMAITCA HEOTbEMMNEMON YacTbK NPON3BOACTBEHHON CUCTEMBI (Hanpu-
Mep, nepefada NpPOM3BOACTBEHHLIX AAHHbIX, NMPeoCTaBneHne AaHHbix obpaTHOM CBA3W), cnefoBaTenbHO,
NMPOW3BOAUMBIA MPOOYKT y4acTByeT B MPOM3BOACTBEHHOM MpOLEcCe;

6) pacluvpeHue BO3MOXHOCTEN ayauTa U BeeHWs KypHana B cOOTBeTCTBMM ¢ [6] (cM. 6.8).

7 Yrpo3bl 6e3onacHocTy LUcppoBOro Npon3BOACTBA

7.1 O6wWwMe nonoxeHUs

B aTOM pasgene onvcblBakwTCA NoTeHUuanbHble yrpo3bl 6e30NacHOCTH MHTeNNekTyanbHbIX NPOM3BO4-
CTBEHHbIX cucTtem. [NpyM aHanu3e Ucnonb3yeTcsl NOAXOA, OCHOBAHHLIA Ha yrpo3ax. Yrposa onuchbiBaeT Aei-
CTBME, BbINOMHAEMOE 3MOYMbILUNIEHHUKOM, KOTOPOE MPUBEAET K HAPYLUEHWID OOHOW U3 CnegyloLlux Lenen
3awutbl |IACS:

- OOCTYMHOCTb — CUCTEMa aBToMaTM3aLumM cnocobHa BLIMOMHATE CBOM (PYHKLMKM MO HazHa4veHuto. [po-
M3BOACTBO HEe HapyLlaeTcs B pesynbrate (MpedHaMepeHHbIX) atak;

- LEenoCTHOCTbL — CUCTema aBToMaTn3auuu paboTaeT Tak, Kak 3agyMaHo, U Bce daHHble, UCNoMb3yeMble
B NMPOW3BOLACTBEHHOW CUCTEME, HE MOABEPrarTCA BMELIaTenbCcTBY Unv MogudukaummM HeaBTOpU30BaHHbLIMU
nuuamu;

- KOHhuaeHUManbLHOCTb — ONpeaeneHHble AaHHble, HAaNpUMep MHTennekTyanbHasa cobCTBEHHOCTb Ha
nNpogyKThl, cpedcTBa 06paboTkM MK MaLLMHBI, NMWYHBLIE JaHHbIE KMMEHTOB, KIYveBkle Nokasatenu addekTus-
HOCTW, HEe pa3rnallakTca NOCTOPOHHUM NULaM.

UTobObl OXBATUTE LUMPOKUIA CMEKTP MOTEHUMAaNbHbLIX YIPo3, B HACTOSLLEM CTaHAapPTe MCNonb3yTCa cne-
OyroLne TOYKU 3pEHUS:

- 0B30p BapuMaHTOB MCMNOMNb30BaHWsA — 0OCYXOAalTCA NOTeHUManbHbIe Yrpo3bl, OTHOCALMECH K He-
CKOSTbKMM BapWaHTam UCMNoNb30BaHWsA, onMcaHHbim B [17];

- 0630p MM3HEHHOrO LMKIa — paccMaTpMBAOTCA MOTEHLUMamNbHbIE YIPO3bl, BoI3BaHHbIE AOMOMHUTENbL-
HbIMY B3aMMO3aBMCMMOCTSIMU B KM3HEHHOM LMKNE MHTeNNeKTyanbHbIX NPOU3BOACTBEHHBEIX CUCTEM.

Yrpo3bl, BO3HUKAKLME B pa3HbiX NpeacTaBneHusax, He ABMSATCA B3aMMOWUCKITHOYALWMUMKU, HanpuMep,
yrpo3a, OTHOCALAACA K KOHKPETHOMY BapWMaHTy MCMNOMNb30BaHWUs, TakKe BO3HMKAET OJ1A KU3HEHHbIX LUKIOB
UNN PYHKUWA, CBA3AHHbLIX C 3TUM BapUaHTOM MCMOIb30BaHUA.

7.2 O630p BapuaHTOB MCNONbL30BaHUA B obnacTtu Kubepb6eszonacHocTH

7.2.1 O6wme nonoxeHun

B pasgene 7 aHanuaupyeTtca Habop BbiDpaHHbLIX BapMaHTOB MCMOMb30BaHWA B OTHOLWEHWW Knbepbe-
3onacHocTu. [poaHannanpoBaHbl BapuaHTbl MCNOMNbL30BaHWsA cornacHo [17]. Pabouana rpynna onpegenuna
LOMNOMHUTENBHbLIE BApWaHTbl NCMONL30BaHWS ANS MNNMIOCTPaLUN KOHKpeTHOR npobnembl BesonacHocTu. Mog-
fopka BapuaHTOB MCNONb30BaHWSA NpeaHa3HadveHa Ansa Toro, 4tobbl gath obuee npeactasneHne o6 yrposax
¥ Bbi3oBax Ge3onacHOCTU, XxapakTepHbIX AN YMHOro npounssodacTea. [Mpobnembl knaccuguumpyoTcsa B COOT-
BETCTBMW C OCHOBOMoONarawwmmu TpeboBaHusamu, npuseneHHbiMu B [6], Kak onncaHo B 6.4.

Tam, rge aTo NPUMEHUMO, PUCYHKK No [17], NokasbiBalLwue TeEXHUYECKYIO NepcrnekTUBy BapuaHTa uc-
nonb3oBaHuns, ObiNy NOBTOPHO WMCMNOMNb30BaHbl U CHABXEeHbl KOMMEHTapPUAMK, YTOGbLI NMPONNNIOCTPUPOBATD, K
KakMM B3aMMOOENCTBUAM W/UNK pecypcamM NPUMEHUMbI BbIABNEHHbIE YIpOo3bl. PacnonoxeHue aTMX pecypcoB
1M B3aMMOOEWCTBUE BHYTPU CUCTEMbI B 3HAYUTENbHOW CTENEeHW 3aBUCAT OT peanu3auun n passBepTbiBaHWA
caMoW UMdpoBOi NMPOM3BOACTBEHHOW cUcTeMbl. To e camoe OTHOCMUTCS M K aHamnuay yrpos U puckoe bes-
onacHocTW. MyHKTbl 7.2.2—7.2.13 He MOryT 3aMeHWTb aHanuns yrpos U pUCKoB Ans peanbHon cucTemsl. Llenb
COCTOWUT B TOM, 4YTODbI JaTb HEKOTOpble pekomMeHgauuu no obecneyeHno B6e3o0nacHOCTU NPKU NpeBpaLleHnn
3TMX abCTpaKTHbIX BapMaHTOB MCNOMNb30BAHWUA B pearbHY CUCTEMY.

Mo mepe yrnybneHnsa NnoHMMaH1sa NPUHLMNOB YMHOIO NpOM3BOACTBa M 6e30MacHOCTY YMHOMO NpoOu3BOoL-
cTBa byayT 0oBaBNATLCA OOMOMHUTENbBHbIE BapWMaHTbl UCNONb3oBaHuA. B npunoxeHun A npeacrasneH 063op
npoaHanuavpoBaHHLIX BapUMaHTOB MCMOMbL30BAHWMA U OCHOBHbBIX TpeboBaHUi, KoTopkle BbiNy yYTeHbI.
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7.2.2 Npumep ucnonb3oBaHua «MN3rotoBneHne MHAUBUOYaNbHbIX U3OeNUA»

Mpou3BoguTenb XO4eT Npeanarate UHAMBUAYANbHbIE NPOAYKTHI MO 3anpocy 3akas34yMKa Ha OCHOBe ajan-
TUPYEMOW NPOU3BOACTBEHHOW CMCTEMbI, YTOOLI Nyylle yOOBMNETBOPATE NMOTPEOHOCTM phIHKA, COOTBETCTBYHO-
Wwre TpeboBaHUAM 3aKazumka.

Mpegnoxenua ‘
7 e MHCTpYMBHT ONst HACTROIKK MeHemxep no
bt B 3aKa3A NPOAYKIAN MPONIBORCTEY
3anpawnpast
3aKEM| —
VYNpasnseT 1 KOHTpanupyeT
Wenonbayet

PaspaBomea gna MpownseogeTBEHHLIA YnpaeneHwe
3akaa Toeapa NpouaBoAcTBa aaKas sanpocaMu/sakasamMm

Hocrasnner

Apantauws [Mpousscgctee  Cucrema
BHI'IQHHGHVIBHDOHSBOACTBS )

PucyHok 3 — lNpumep ncnonb3oBaHus «1pou3BoACcTBO MHANBUAYAMNBHLIX U3AENWAY

Ha pucyHke 3 nokasaHbl BO3MOXHLIE TOYKM aTaku. [ToTeHumnanbHble Yrpoabl U BbI30BbI HeaonacHocTu
noapobHo onucaxbl B Tabnuue 3.

Tabnuua 3 — lMNpumep ucnone3oBaHua «lMpon3BoaCTBO MHANBUOYANBHBIX M3OENWAY

Homep

. Yrposa Llenk sawunTol Mpobnema Cneundcpmuka SM

1 3noyMbIlINEHHUK nonyYaeTr go- Konduoen- | DCO1  KoHdwmaeHumaneHocTs | MHOVMBMAyaneHble gaH-
CTYyNn K  KOHMOeHUManbHbIM | UMaNbHOCTbL | KMMEHTCKUX AaHHbIX — obecne- | Hble 0 NPOAYKTe KNu-
OaHHbIM  KnueHTa  (Hanpumep, YyeHWe KOHMAEeHUWanbHOCTU | eHTa
K WHOMBUAYaNbHLIM peuenTtam, OOCTOBEPHBLIX KMMEHTCKUX OaH-
npeanoYTeHNsAM KOHKPETHOro Hbix. RDFO1 lNepepaya knu-
KNWeHTa, agpecHbIM AaHHbIM, ...) EHTCKUX [aHHbIX, O KOTOpPbIX

HeobxoaumMo 3HaTb, obecrnedn-
BaeT OOCTYMNHOCTb KIMEHTCKMX
OaHHBIX TOMBKO B Cny4vae Heob-
XOOWMOCTH

2 3noymblwnerHuk/npounssoantens | KoHdpuaeH- [ DCO5  KoHduaeHumansHocThb | MoBbIWEHHBIA YPOBEHB
nony4aeT OOCTYN K KOHMWOEH- | UWanbHOCTb | WHTENNeKTyanbHOW cOoOCTBEH- | OeTanu3auuyM  OaHHbIX

LpaneHelM AaHHBIM O NMPOAYKUMM HOCTW NpoayKTa. 0 MpoAyKUMK noasep-
(ocobeHHo B cueHapwuu «npeg- DI11 ObecneuuTe HaTypanb- | raetcd  BO3OEWCTBUIO
noxeHue NPOWM3BOACTBEHHbIX HoCTb nonydabpukaToB ¥ roTo- | BHYTPU npouseos-
ycnyr»). JaHHble MoryT BbITe Uc- BOW NMpoayKuum CTBEHHOW CMCTEMBI

Nnonb3oBaHbl AN U3BMNEYeHUA UH-
TenneKkTyansHoW cobCTBEHHOCTU
UIN NPOVM3BOACTEA AOMOMNHUTENb-
HOW MpoayKumu
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OkoHYaHue mabnuusl 3

Homep

on Yrposa Llenb sawmTel Mpobnema Cneuuchuka SM

3 3NoyMbILLNEeHHUK  OTKa3blBaeTcs YectHocTe | ACO1 AyteHTudmkaums knneH- | 3akasbl oOMeHMBaKTCA

OT MHAMBUAYaANLHOMO 3akasa. To- Ta — ybeauTbCa B MOAMWHHO- | Mexay — pasnuyHbIMK

Bap JomKeH 6biTb yTUNM3nposaH/ CTW 3aka3a AomeHamn GesonacHo-

npodaH no 6onee HU3KOW LieHe CTu (Hanpumep, cyéno-
CTaBLUMKaMu).

3akasbl, OpWEHTUpO-
BAHHbIE HA KOHKPETHbIX
KMWEHTOB, C MEHbLUei
BEPOATHOCTBIO  Hal-
OyT  ansTepHaTWBHbIA
cnpoc

4 3MOYMBILLMIEHHUK  MaHUMNyNMpyeT YecTHOCTb ACO1 AyTteHTudwmkaums knu- | 3akasbl 0OMeHUBaKTCH

MpoLEeccoM OO0CTaBKW — Hanpu- eHTa. MeXay — pasnuyHbIMK
Mep, 4TobLI Nony4YnTh Bornee LeH- DI01 LlenoctHocTe nepefgaea- | goMeHamu ©6esonacHo-
HbIA MPOAYKT BMECTO TOro, KOTO- eMbIX AaHHbiXx — obecneunTs | cTW (Hanpumep, cybno-
pbin ObiN 3akasaH. KTo-to gpyromn NOANMHHOCTE M LENOCTHOCTb | CTaBLUMKaMM)

nony4Yunn He ToT ToBap 3akaza.

CoOTBETCTBYHLLME KOHUENUWN
Heobxo4MMO HaWTW WNKu pas-
paboTate B COTPYOHWYECTBE C
TOrMCTUYECKO OTPaCHbIO

5 3noymbllwneHHWK paspabatbiBaeT | JocTtynHocTe | DI12  LlenoctHocTe AaHHbIX | 3akas knveHTa Hanps-

3aKa3 Ha MpoAyKLUK, UCNonbaya OTHOCUTENBHO M3BECTHLIX | Myl BMMAET HA Npoua-
(n3BecTHyt0) oWnOKy/HEeOOCTaToOK rPaHWYHbIX YCNOBWUA — pea- | BOACTBEHHLIA Mpouecc
B pa3spaboTke nNpOU3BOACTBEH- nn3oBaTk MNPOBEPKY BXOAHLIX | (Hanpumep, nepedaya
HOro npouecca, 4Tobbl HaHecTw OaHHbIX, MpUHMMAaTbL 3akasel | peuenta,  UWPPOBOK
ywep®d NpOM3BOACTBEHHOW CW- Ha MPOAYKUMIO TOMNbKO B YETKO | MOAENW nNpoayKTa)
cteMe (Hanpumep, NpPEeBbICUTL OnpeneneHHoM auanasoHe ua-

hakTU4ecKne OorpaHu4YeHusa npo- MEHEHWIA.

W3BOACTBEHHOW CUCTEMbI) TREO3 Bepgenve xypHana

ayouta ansa MOHWUTOPWUHIa
BesonacHoCcTU U KpUMUHanu-
CTMKW — BECTW MOMHbINA yyeT
33Ka30B Ha npoaykKuuo

7.2.3 Mpumep ucnonb3oBaHua «CTaHAapTU3aUMa NPOU3IBOACTBEHHLIX TEXHONOIMA»

MpowseoguTens 3anpallnBaeT NpPOW3BOLACTBEHHbIE PECYpChl, COOTBETCTBYIOLNE CEMaHTUYECKM onpe-
JeneHHbIM MPoU3BOACTBEHHbLIM BO3MOXHOCTAM, C LIeNbK NMOBbILeHUA 3pheKkTUBHOCTM 1 TMOKOCTIU MPOU3BO/-
cTBa (Hanpumep, NyTeM ayTCOPCHHIa MNU MHCOPCKMHIa NPOM3BOACTBEHHbIX 3aKa30B).

MocTaBlMK NPOM3BOACTBEHHLIX PECYPCOB XO4YeT npeanaratb NMPOWM3BOACTBEHHbIE Pecypcbl, COOTBET-
CTBYIOLIME CeMaHTUYecK ornpeaeneHHbIM NMPoU3BOACTBEHHLIM BO3MOXHOCTSIM, HO TakKe XO4eT MMeThb BO3-
MOXHOCTb AenaTth yHWKanbHbIe KOMMepYeckMe NpeanoxeHus.

Ha pucyHke 4 nokasaHbl BO3MOXHbIE TOYKM aTaku. [NoTeHumanbHble Yyrpo3bl U Bbi30BLI Ge30MacHoCTy
noapobHo onucaHbl B Tabnuue 4.
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PldcyHOK 4 — anIMBp MCNONb30BaHUA ((CTBH,EI,EPTMB&LLVIH Npon3Bo4CTBEHHBIX TEXHOMOrMA»

Tabnuua 4 — lNpumep ucrnonezoBaHua « CTaHOapTU3aUUS MPOU3BOACTBEHHbLIX TEXHOMOMMA»

H?}l}nnep Yrposa Lens 3awmTsl Mpobnema Cneuudomka SM

1 PackpeitTne  nogpoBHeix | Kondwugenuymane- | DCOS KondwmaeHumans- | OundpoBaHHas  MHdop-

nnaHoB  CTpoMTEnbCTBa HOCTb HOCTb WHTENneKkTyanbHOW | Mauus, KOTOpOW OBMeHW-

(Hanpumep, 3D-moaenen) coBCcTBEHHOCTM Ha MpPoAdyK- | BalTcsA B pamMKax Npous-

B pamkax Npou3BoACTBeEH- umio — obecneveHWe KOH- | BOACTBEHHOW cucTeMsl,

HOW ceTn hmaeHUMansHOCTM  Mpae | Mo3BondeT ferko BOCMpo-

WHTENNEeKTyanbHOW cob- | n3soanTh ee. 3aOencTBO-

CTBEHHOCTW, COAepXalyux- | BaHbl pasNuWyHbIe 3auHTe-

CSl B NNaHax CTPOMTENLCTBA | PECOBAHHBIE CTOPOHbI B

obnactn NC (nnad cosga-

HUA NPOAYyKTa, TeXHOMOrMA

npowuseodcTea, onepartop)

2 PackpbiTne Hoy-xay | KoHdpuoeHuuwans- | DCO7 [doeepeHHoe wcnon- | [pou3BoACTBEHHbLIE  YCT-

CTOPOHHMX  MPOAYKTOB, HOCTb HeHWe — CTOpPOHHWE Mo- | poucTBa W TEXHOMOTUK

npouseoacTea wnu 06- CTaBLUMKN MNPOWM3BOACTBEH- | MPOWM3BOACTBA MOTYT ObITh

paboTku (Hanpumep, HbIX HOY-Xay AOmkHbI BbiTe | pasgeneHsl  (Hanpumep,

3D-mofgenen, TexHonoru- yBepeHsl, YTo MX IP-agpec | mMogenn npoaykToB, Tex-

YecKWX AaHHbIX) BO Bpe- He Oyder CKOMMPOMETU- | HOMOrMYECKUEe AaHHble,

MA WX Mcrofb3oBaHWs/ poBaH WCMONb3YKLWKMMK | AWHaMUYeCcKn npegocTae-

0b6paboTku npou3soa- ero  MNpOW3BOACTBEHHBIMW | NSEMble  HE3aBUCUMBLIMK
CTBEHHBIM YCTPOWCTBOM yCTpOWCTBaMM CTOpOHaMW)

7.2.4 Npumep ucnonb3oBaHusa «MOKoe NnaHUpoBaHMe U pacnpeneneHne pecypcoB»
PykoBoauTens npou3BOACTBa CTPEMUTCA CBECTM K MUHUMYMY Bpems npoctos (nepebou B pabote) u
ONTUMK3NPOBATL UCMOMNb30BaHUE NPOU3BOACTBEHHBIX PECYPCOB.
Ha pucyHke 5 nokazaHbl BO3MOXHbIe TOYKM aTaku. [loTeHUManbHble Yyrpo3bl U BbI30BbLI Be30macHocTu
noapobHo onwucaHbl B Tabnuue 5.
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PucyHok 5 — lNpumep ncnonb3osaHus «Mbkoe nnaHWpoBaHue 1 pacnpeneneHne pecypcosy

Tabnuuya 5— lNMpumep ucnonbaoBaHua « MBKoe NnaHMpoBaHWe 1 pacrnpeneneHne pecypcoB»

Hcl}jr}nnep Yrpoaa Lenb 3awuTsl MpoGnema Cneundmka SM
1 3noymbllneHHWK  MMKTK- | LenocTtHocTte | ACO6 [Mpoeepka nognmHHOCTK | [ocTosHHOE N3MeHe-
pyeT (HeoXugaHHoe) co- NV, 3anpallnBakLLMx nepe- | HMe — 3T0 0COBEHHOCTE,
ObiTve, npuBogsLlee K NNaHupoBKY KOTOpasa Heo4YeBMaHa And
nepeHacTpoMke  CUCTEMbI UCO01 WMcnonb3oBaHWe KOHTpO- | Miofer-oneparopos, Mo-
aBToMaTuaawum sl NPOM3BOACTBEHHOIO MnaHa CKOMbKY BbIBOA W3 npeg-
DI04 LlenocTHOCTb OaHHbIX | nonaraemoro noBedeHust
NMPOW3BOACTBEHHLIX MMNaHOB — | HE ABMAETCA OYEBUAHLIM
nepennaHUpoBKa  MpoOW3BOa-
CTBEHHOTO NnaHa gorkHa beiTb
WHULUUPOBaHa/NoOATBERKAEHA
YNOMHOMOYEHHOW CTOPOHON
2 3r10YMBILLNEHHUK MaHu- YecTHOCTE. DI04 LlenocTHoCTb gadHblX | OuHamMuyeckoe BHegpe-
nynupyetT  uHgopmaumer | JocTynHOCTb | MPOM3BOACTBEHHLIX NMAHOB HWEe JOCTYMHbLIX PECYPCOB
06 vMerLWwmMxcsa Npou3Boa- TREQ02 CpoeBpemeHHOe pea- | BMECTO (DUKCMPOBAHHOMO
CTBEHHbLIX pecypcax, B pe- rMpoBaHuWe, korga cuctema [o- | pacnpedeneHus  pecyp-
3yneTaTte 4ero Mpou3BOaM- CTYMHa NULLb YaCTUYHO COB
Telnb HE MOXET BbIMOMHUTL
cBow obsa3arenscTea

7.2.5 Npumep ncnonb3oBaHua «MogynbHOCTb NPOM3BOACTBEHHOW CUCTEMbI»

[MpownsBoguTeNb XO4eT co3aaTb afanTUpyeMy NPoOn3BOLCTBEHHYD CUCTEMY, OCHOBAHHYI0 Ha B3aMMO-
3aMeHsIeMbIX MPOW3BOACTBEHHLIX pecypcax, YTobbl ny4ylle pearMpoBaTh Ha MeHsALLMecs TpeboBaHus pbIH-
Ka, COOTBETCTRYHLWNE TpebOBaHMAM 3aKa3umKa.

HoBbIll MOnNeBon KOMMNOHEHT aBTOMaTuyecku JobaBnaeTcs B CYLLECTBYOLLYIO MPOW3BOACTBEHHYI CU-

cTemy.

MpounsBoACTBEHHAsA cUCTeMa NepeHacTpauBaeTcs, Hanpumep:

- MPOAYKT AomKeH BbITb M3rOTOBMEH C UCNONb30BaHUEM Apyroro obopyaoBaHns M3-3a ero JOCTYMHOCTH
(Hanpumep, HenpeaBUAEHHLIN MPOCTON 3annaHMpPOBAHHOMO CTaHka);

- obopynoBaHWe nepeHacTpanBaeTcs Ana NPOM3BOACTBA APYroro NpoaykTa.
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Ha pucyHke 6 nokasaHbl BO3MOXHbIE TOYKM aTaku. [oTeHumarnbHble Yyrpo3bl U Bbi30Bbl 6&30MacHoCTH
noapobHo onucaxbl B Tabnuue 6.
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PucyHok 6 — lNpumep ncnonb3oBaHus «MogynsHOCTb NPOWM3BOACTBEHHOM CUCTEMbI»

Tatnuua 6— lMNpumep ncnonbzoBaHna «MogynbHOCTE NPOM3BOACTBEHHON CUCTEMbI»

H?anep Yrposa Llens 3awntbl Mpobnema Cneuncpuka SM

1 MoneBoe yctpoucTeo | LenoctHocte | UCO5 Mcnonb3oBanve ynpaene- | lNpouecc HavaneHoW 3a-
nogkniyaeTca K - npo- HWS NoneBbIMKU YCTPOWCTBaMN — | TPy3kn cucTemMbl Gesonac-
M3BOACTBEHHONW  CUCTe- npaBa JOCTyNa K HOBbIM Momne- | HOCTW. YCTPOWCTBO W3Ha-
ME W nony4aer AocTyn BbIM YCTPONCTBaM OOIMKHbI BbiTh | YanbHO He W3BECTHO, HO
K KOH(MAaeHUMarnbHoM YCTaHOBMeHbl B COOTBETCTBUM C | TpebyeT foCTaTOuHbIX pas-
WHopMmauum, He npeg- UX npegnornaraemon 3agaded B | pelleHui Ons uHTerpauuu/
Ha3Ha4yeHHOW Ans aToro NPOW3BOACTBEHHOM MpoLecce B3aMMOOeNCTBIA C Ccylle-
yCTpoWcTBa CTBYIOLLEEW CUCTEMON

2 HoBoe nonesoe ycTpon- | KoHdwmpoeHum- | AC02 AyteHTudmkauma  yoT- | HuKakux cneumanbHbiX WH-
CTBO BbigaeT ceba 3a aneHoOCTb PONCTB/OaTYMKOB — YCTPOWCTBO | >KEHepHbIX NMPoLEeccoB
Apyroe noneBOE YCTPOW- JOMKHO — NpefocTaBuTb  nog-
cTBO (Hanpumep, npea- TBEPXOEHHYIO WHGOPMaLMIo O
naraet yHKLMKW, KOTO- cBoel uaeHTUduKauum 1 CBOWR-
pble OHO Ha camoM Adene cTBax/hyHKUMAX
He wMoxeT obecnevnTb)
Ana nony4eHvs AocTtyna
K KOHUAeHUMansLHoM
WHopMaunn
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4

Howmep
n/n

Yrposa

Llenb 3awuTel

Mpobnema

Cneuuchuka SM

3

(CkomnpomeTnpoBaHHoE)
HOBOE MOMNeBOe YCTPOi-
CTBO HapyllaeT mnpous-
BOACTBEHHbIA NPOLECC

[ocTtynHocTb

UC05 Y¥YnpaeneHwe WCMNOMb30-
BaHWEM MOMEBbLIX YCTPOWCTE —
HOBblE MpaBa [ocTyna K none-
BbIM YCTPOWCTBaM HeobxoOumo
YCT@HOBUTb B COOTBETCTBMW C
UxX npegnoriaraeMon 3afaden B
NPOU3BOACTBEHHOM  MPOLECCE.
RDF02 OrpaHudeHue roToka
OaHHbIX, OpPWEHTUPOBAHHOE Ha
3a4a4n — [JanbHOCTb CBA3W HO-
BOr0 YCTPOWCTBA AOMKHA BbIThb
OorpaHu4eHa B COOTBETCTBMM C
ero npegrnonaraemMon 3agader B
NPOW3BOACTBEHHOM Mpouecce

3MOYMBILLNEHHNK nc-
Nonb3yeT  MPOMEXYTOM-
Hble COCTOAHMA, KOTopble
He WMEIT onpeaeneHHo-
ro ypoBHsi 6e30nacHoCTU

KoHduaen-
LManeHoCTb,
YeCTHOCTb

DIO6 LlenocTHoCTb cUCTEMbI BO
BpemMs nepexodoB — Heobxogu-
Mo, 4TobbEl Beck MyTe Nepexoda
Obin BezonaceH. 3710 noTeHUM-
anbHO  MCKMKYaeT  HEeCKOMbKO
(onTumanbHbBIX) NyTelh nepexoga

PekoHdurypauma  cywe-
CTBYIOLLEN Npou3Boa-
CTBEHHOW CUCTEMbI B MpO-
Lecce akcnnyaraumm

3MNOYyMBILLNEHHUK  NOMb-
syetcAa npobenamu B
3awuTe OTAEnNbHbIX
YCTPOWCTB BO BpeMs ne-
pexofa, Hanpumep 3aLlm-
Ta 30HblI MOXET BbIATU K3
CTpOS Mpy NepemMeLLeHUu
YCTPOWCTBA

YecTHOCTb

B6azoBasa 3a-
TodKKW.  [ns

DIO7 AstoHoMHasa
lMTa KOHEYHOW
cuctem ACS co craTUyeckum
NPOEKTMPOBaHWEM YacTo npeg-
nonaraeTcA, 4TO YCTPOWCTBO
pacrionoXeHo B  BblgeneHHoW
30He [J0Bepus W 3alMLIEHO
nepMMeTpoM 3TOW 30Hbl. 3TO
npegnonoxeHve Gonble He
cnpaBednqvBo Ons BCEX WHTEnN-
neKTyanbHbIX  MPOW3BOACTBEH-
HbIX cucTem. Kaxpgoe ycTpow-
cTBO gomkHO obecne4mBaTtb
HeKkoTopyl Ha3oByH camozalyu-
TY Ha OrpaHW4eHHoOM MyHKUK-
OHanbHOM YpoBHe. HekoTopeble
paclimpeHHble hyHKUMKM He Ao-
CTYMNHbI NOCAEe TOro, Kak yCTpoW-
CTBY yOanocb NMPOBEPWUTL COOT-
BETCTBME Cpefbl onpeaeneHHbIM
ycnosusam (6ezonacHocTu)

OtpenbHble  ycTpowcTBa/
KOHEYHble TouKM OGonblue
He MOTyT rnonaratbCd Ha
ctabunbHyto paboyyto cpe-
ay

3MNOYMBILLMIEHHMK — onpe-
[OENAET HOBOE COCTOSAHUE
KOH(Mrypauum (unu ne-
peonpegenser cTapoe),
KOTOpOE MOXHO nerye
UCMONb30BaThL

YecTHOCTb

DI03 LenocTHocTb  AaHHbIX
HOBbIX dyHKUMA/KOHDUIYpa-
UM — nepen BHedpeHWEM HO-
BYIO KOHdurypauuio Heobxoaw-
MO NMPOBEPUTE W aBTOPU30BaTb.
AC04 AyTeHTudmKauug nocras-
LUMKOB WM3MEHEHW KoHdUrypa-
LM — TOMbKO aBTOPM30BaHHbLIE
MCTOMHWUKW MOTYT MHULMMPOBATH
M3MEeHEeHWs KoHUrypaumm

MameHeHua  koHdurypa-
UMW ABMSKOTCS HOpMarb-
HbIMW ¥ NO3TOMY He Bcerga
Noao3pUTENLHBIMU
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7.2.6 Npumep ucnonb3oBaHua «KoHTypbl o6paTHOM CBA3UY

KomnaHusa-npon3BognTenb Xo4eT, YToObl KNMMEHT (COOTBETCTBYHLNA PbIHOK) NepeaaBarn onbIT UCNomMb-
30BaHWA (COOTBETCTBYHOLLIEE BOCMPUATUE) MOCTABMAEMOro NPpoAyKTa 0bpaTHO KOMMaHUM-NPON3BOOUTENO ANA
ONTUMU3AL MW NMPEONOKEHUS KITUEHTY (COOTBETCTRYHOLLEMY PbIHKY).

Ha pucyHke 7 nokasaHbl BO3MOXHbIE TOUKM aTtaku. [oTeHuManksHble yrpo3sl M npobnemMsl 6e3onacHocTu
noapobHo onwucaHbl B Tabnuue 7.

Mnaxvpysman
Cepusn nponasoAcTEeHHas  poM3BOACTBOHHAR
npogyxros cucTema cucTema MpopyxT
PaccmaTpusaeT Paccmarpueaar PaccmarpueasT PaccmaTprBaeT PacemaTpusaeT

| I
& @

WhneHep- 2 n
WrkeHep NPOBKTUPOBLLMK WrkeHep Menerxep no Oneparop Cucremuii okynaTesis
No paspaboTke NPOM3BOICTBEHHOW MO cUCTeMHoW  NPOMSBOACTBY  noyanoncreenHbx  MHKEHEPD
npoaykTa CHETEMBI MHTETpaLK ’ pecypcos
[ || (I |
|ﬂua&ﬁH npoaykTa )I Mp i e poatr P } | B s 1P ) |
|_| | 1 | 1 | |
1 1 | 1
PaccmaTpyeaet l l Paccmarpusaet
DU3KISCKHIA @c Hedmanvecknin

aKTue L aKve

PucyHok 7 — Mpumep mcrnons3oBaHua «KoHTYpbl obpaTHoW cBasu»

Tabnuua 7 — lNpumep ucnonsaoBaHusa «KoHTypel 06paTHON CBA3M»

Hzr;qnep Yrposa Llens 3awuTel Mpobnema Cneundomka SM
1 3noymblwneHHuk/notpebu- | LenoctHocts | ACO1 AyTeHTUdMKaumna | MogknmoYeHHble  UHTEnNmek-
Tenb BO3BPAaLLAET HEBEPHLIE knueHta — obecnedyeHne | TyanbHblE MNPOAYKTHI ABMSA-
[aHHble B MPOM3BOACTBEH- NOAJIMHHOCTU/HAOEKHOCTM | KOTCA YacTbK BCErO XKW3HEH-
HbIA Npouecc OaHHblX ofpaTHoW CcBA3W | Horo uukna cornacHo FOCT
MeXnay OomeHoM knueHTta | P 59799.
W Mpou3BOACTBEHHbLIM A0- | OcobeHHO HOBbIM HABMAET-
MEHOM CA MpAMOE WCMonb3oBaHue
OaHHbIX O KNWEHTaX B Pexu-
Me obpaTHoW cBA3n
2 3noymblwneHHnk  cozfaet | KoHduoeHuu- | DCO1 KoHdwmaeHumans-
npodunbe KOHEYHOrO KrveH- anbHOCTb HOCTb JaHHbIX KIMMEHTOB —
Ta (HanpuMep, noBedeHwe, 3almTa  KoHdwuaeHumnanb-
MECTOMNOMNOKEHWE) HA OCHO- HOCTU coBpaHHbIX AaHHbIX
Be AaHHbIX 0bpaTHOW CBA3MN KOHEYHbIX Nnosb3osaTtenein
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7.2.7 Npumep ucnonb3oBaHua «MogenupoBaHue B A4eNCTBUUY

MeHegep Mo NpoM3BOACTBY XOYET CMOAENnuMpoBaTh MOAENb MPOW3BOACTBA, YTOObLI ONTUMW3NPOBATh
NpPoOW3BOACTBO, MPOBEPUTL NPUHLNNUANBHY OCYLLECTBUMOCTL, CHU3UTbL PUCKM Be30nacHOCTK, BO3HUKAOLLME
B pe3ynkTaTe pekoHUrypalmm Npou3BOLACTBEHHOW CUCTEMBI, U/UNKW YCKOPUTL PEeKOHUIypaLno Npou3Bos-
CTBEHHOW CUCTEMBI.

B ueHTpe BHMMaHWs aHanu3a 6e30MacHOCTM HaxXoOMUTCH WCMOMb30OBaHWE TEeKYLLUX AaHHbIX B pamkax
npegonpeaeneHHbiX UMUTaUWOHHBIX MOgenen.

Ha pucyHke 8 nokasaHbl BO3MOMXHbIE TOYKW ataku. [NoTeHuuanbHble Yyrpo3bl U Bbi30Bbl He30MacHoCTM
nogpoBHo onuncaHel B Tabnuue 8.

MnaHupyemasn
Cepun nNpau3eoAcTREHHAnA lNpouseopcTeEHHAA Bakas
npoayKroB cucTema cucTema Mpopykr ToBapa
Cuuraar
O oy Q
YnpasneHue
m III NPOM3BOACTEOM
MeHemxep no
NnpoXU3BOOCTBY WHGOopMaUua 0 KOHGMIypaLum
< L t
CbmeHuBaTLCA @
% wHchopMaUumeli
MpousBo4CTEEHHbIA
AHCTpYMeHT B npo:)quecc
MOASNNPOBAHKA
Pyxoeogurant npouasqqcraa) MpoHaBCACTESHHEA NNaH )

PucyHok 8 — lNMpumep ncnonb3oBaHua «MogenvpoBaHue B AEACTBUNY

Tabnuuya 8 — lNpumep ncnonesoeaHna «MogennposaHue B OENCTBUN»

H?_:;’Inep Yrposa Lens sawuThsl [Mpobnema Cneuyudprka SM

1 OanHble mopenupoBaHuns uc- | KondouaeHuu- | DCO3 KoHdpuaeHumansHocTs | MocTosHHBIA 0BMeH
Nonb3ykTCsa  3MOYMbILUNEHHW- anLHOCTL VMUTALMOHHOM MOZEenW aaH- | AaHHbIMK yBenu-
KOM/KOHKYPEHTOM ANs aHanuaa HbIX — COXPaHHOCTb MMWTAUMW- | YABAET  pacKpbITUE
NPOW3BOACTBEHHOMO Mpouecca OHHOW MOZENM N KOHM(WOEHUW- | KPUTUYECKM BaXKHBIX
C LIeNbi NOMYYEHUs KOHKYPEHT- ansLHoCTb OaHHbIX
HOro NpeUMyLLIECTBA

2 3noyMbILLNEHHUK HapywaeTt | HoctynHocte | RAO1 Hanuuue Toka Lincppoeoe  npous-
obMeH wHdopmaunen wmexay [OaHHblE MOOENMPOBAHWUA — MO- | BOACTBO Npeanaraet
UMUTaLMOHHOA MOZENb U pe- JenvpoBaHve HeobxoOumo Bbi- | MOAEnWpoBaHWE Ans
anbHOWM NMPOW3BOOCTBEHHOW CH- MOMHATL Ha TEKYLLMX OaHHbIX Noaoep:KKn  MpUHA-
CTEMOV W MPEnsaTCTBYET NpUHA- TUS BaXHbIX peLle-
T CBOEBPEMEHHbIX pPeLLeHNniA HWiA
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OkoHYaHue mabnuupbi 8

Hcslr}nnep Yrposa Llenb zawuTel Mpobnema Cneumdpmka SM
3 3noymbllWNeHHUK BBOAWT He- | LlenocTtHoctb, | ACO3 AyTeHTudmkaums OaHHbIX
BEpHble OaHHble B MMUTAUWOH- | AOCTYMHOCTb | MOAENMPOBAHWUA MOCTABLUUKOB
HyK Mogenb, 4Tobbl UHULMKMPO- UCO03 Mcnonb3oBaHve ynpaene-
BaTb HEMNPaBWMbHblE pPeLleHUs HUS UMUTALMOHHOM Moaenbio —
(HanpvMep, B NPOU3BOLCTBE 3a- TOMBKO NPaBUbHO MAEHTUWLK- Lncposoe  npoma-
KOHYMIUCb MNOCTaBKM) poBaHHbIE U YNOMHOMOYEHHBIE | poncrRo npennaraeT
CTOPOHBI NPEAOCTABNAIT AaH- | \ionenuposaHie Ans
Hble A4S MOAENMPOBaHWSA NOALEpKKA  MpUHA-
4 3MoyMbILLMEHHMK MaHunynnpy- |  YecTHocTs | DI02 LlenocTHocTb AaHHbIX umu- | 117 BEKHBIX pELle-
eT CUMYNALMOHHOA Moaenbto, TaLMOHHOW Mogenu — uenoct- | HM
ytobbl NOBYaUTE MNPUHATE He- HOCTb WMMUTALMOHHOM MOZEnu
BEpHble peLleHMs (1 cucTEMbl ynpaBneHust Moge-
nupoBaHuem) gomkHa 6eiTe obe-
cneyeHa

7.2.8 NMpumep ncnons3loBaHma «MogenupoBaHne B NPOEKTUPOBAHUN U MHXWUHUPUWHIEe»
HXeHep-NpoeKTUPOBLLWK 3aBOAA XO4YeT CMOAENMPOBaTe MoAeNb NPOeKTUpyeMOn NPOn3BOaCTBEHHON
cUCTEMbI, YTODbI CHU3WUTL pPUCKM GEe30MacHOCTU, BO3HMKAKLME B pe3ynsraTe NpPOeKTUPOBaHUSA MpoU3BOa-
CTBEHHOW CUCTEMBI, U/WMKX YCKOPUTL MPOEKTUPOBaHWE MPOU3BOACTBEHHOW CUCTEMBI.
B ueHTpe BHMMaHusa aHanvn3a 6e3o0nacHOCTUM HaxoaMTCAa Co3gaHue M pacnpocTpaHeHne MMUTaUMOHHbBIX

Moaenen ans peaanoPi I'IDOMIBBO,EI,CTBQHHOI:"I CHNCTEMBbI.

Ha PUCYHKe 9 nokasaHbl BO3MOXHble TOYKM aTaku. [NoTeHunanbHble Yyrpo3bl N BbI30BbI besonacHocTH

noapobHo onwucaxsl B Tabnuue 9.

Mnannpyeman
Capun npoussoncTeedHans  MpouseopcTeeHHas
npooyxTos cucTeMa HeTEME Mpogyxr

@y

m o @
L1l |

1]

I Paccmarpmeaet
WHeTpymenT Ana WHETpYMEHT AN
@ Vonomayer paspaboTkd @ Wenomayer NPOSKTUPOBAHWA
‘_ / NpaayKToB ‘_ 7 MPOM3BOACTBAHHLIX
cHETEM
Winkenep VHpopMaLIA o HixaHep—
KOHCTRYKTO)
. nppauﬂapmaSume Vicnons- l KOHEHIypaLmH npomaqnmu:uoﬁ “Ty;""'l MHGOPMELMA O KoHBHIYPaLMH
CHCTBMBI
WHETPYMBHT o8 WHCTPYMBHT
MOOSIMPOBAHMA MOJANHPOBAHS

Pacocmarpueast

gy 2

TpMABONCTRSHHbIR nness®

PaccMaTpueaeT 1 uHTerpupyer

T4

o<
X

WmMuTaLmMoHHaA WmuraumoHHan
MOASNb Mogent
HEPHIHHBCKOND SKTMEA PHINMBCKOND BKTHEE

PucyHok 9 — Mpumep ucnonbaoBaHusa «MogenupoBaHve B NPOEKTUPOBAHUU M UHXUHUPUHTE»
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Tabnuua 9— lNpumep ucnonesoBaHua «MogennpoBaHue B NMPOEKTUPOBAHWIA 1 UHKUHUPUHIEY

Hcl}jr;nnep Yrposza Llenb sawuthl Mpo6nema Cneuundpuka SM

1 MopgenupoeaHme BupTyanbHo- | KoHduoeHumans- | UCO3 Mcnonb3oeaHue | Hanvumne kKomnnekc-
ro NpennpuaTAS MCNONb3yeTcs HOCTb YyrpaBneHna  WUMWTALMOH- | HOW W aKkTyanbHOW
3MOYMbILUNEHHWKOM A5 OLEHKN HOW Mogenbk — orpaHu- | oundpoBaHHOM MO-
NoTeHUManbHbIX  YA3BUMMOCTEMN YMTb OOCTYN K UMWTALMOH- | Oenu 3aeoga
CUCTEMbI WU NOATOTORKM aTaku Ha HOWM mMogenu
peanbHyl0 NPOW3BOACTBEHHYH
cuctemy

2 MmutaumoHHas wmogens uc- | KoHdwugeHumans- | DCO3 KoHmpgeHumane- | Hanvyne komnnekc-
Nonb3yeTca 3M0YMbILUNEHHUKOM HOCTb HOCTb A@HHbIX MMUTALUMOH- | HOW W  aKkTyankeHOn
Ons aHanu3a NpPOW3BOACTBEH- HOW MOLENnn — COXpaHATb | oundpoBaHHON Mo-
HOro mpolecca ¢ Uenslo nony- KoHuaeHUManbHOCTL | genu 3aeopa
YEeHWUs] KOHKYPEHTHOro npeumy- MMWUTAUMOHHOW MOoOdend wu
LecTBa OaHHbIX

7.2.9 BapuaHTbl ucnonb3oBaHus «O6HoBNeHUe U (pyHKLMOHaNbLHasA MaclwTabupyeMocTb Npous-
BOACTBEHHLIX pecypcoB» U «KoHduUrypauusa ycTporcTea»

Llens «O6HOBNEHMs U (DYHKUMOHaNbLHON MacllTabupyemocTy NPOWM3BOACTBEHHBLIX PECYPCOB» 3aKIo-
YyaeTcs B TOM, YTO MOCTaBLUMK NPOU3BOACTBEHHLIX PECYPCOB X04YEeT NPenioXnTb AONONHUTENbHbLIE (YHKLMUO-
HamnbHble BO3MOXHOCTW Ha OCHOBE MporpaMmMHoro obecnedyeHins, KOTopble MOryT GbiTb pa3brnoknpoBaHbl Mo-
CIe TOro, Kak NpoM3BOACTBEHHbIW pecypc Bbin NPOAaH W yXKe UCNoNb3oBancs Npou3BoanTenem Ans co3gaHus
LOMNOMHUTENBHBIX UCTOYHMKOB AoxoAda. [pou3BoaMTentb XO4eT UCMONb30BaTh TONMbKO Ty (OYHKLMOHANBEHOCTb
NPOU3BOACTBEHHOIO pecypca, KoTopas Heobxoguma AN ero KOHKPETHOM Lienu, HO X04YeT MMETb BO3MOXKHOCTb
04YeHb rMbKo pearnpoBaTh Ha U3MEHEeHUs pbiHka, 0GHOBNSAA (MNK AaXe NoHWKas) NPON3BOACTBEHHLIN pecypc.

Llent pasgena «KoHdurypaumsa ycTpoicTBa» 3akrnodaeTcs B TOM, YTO MOCTaBLUKK NporpaMmHoro obe-
creyeHns Xo4eT NpeanoXuTs MPorpamMMHbIe NPUIOXKEHMS, KOTOPbIe MOTYT ObITk TMOKO pa3BepHYTLI HA YCTPOI-

CTBax UNu B o6l BbIYUCITUTENBLHON UHGPACTPYKTYPE.

MNoTeHuwnanbHble Yrpo3bl U BbI3OBDI DesonacHocTH I'IOJJ,DOSHO OnucaHbl B Ta(:“muu,e 10.

Tabnwuua 10 — BapuaHTbl ucnonsaosaHua «OBHoOBMNeHUe U QyHKUMOHANBEHAA MaclTabupyeMocTb NPOU3BOOCTBEH-
HbIX pecypcoB» WM «KoHdurypauma yctponctea»

(yHKUMK, OkazbiBalOLME Hera-
TUBHOE BMUAHWE HA KOMIMbIOTED
UK ero cpeay

HanbHbLIX paclUMpeHnii
DI03 LlenocTHOCTb AaHHbIX
HOBbIX OYHKUWIA/KOHU-
rypaumin — nepeg ycra-
HOBKOW HOBbIX  (OYHKLMIA
HeobxoaMMO NpOBEPUTL ¥
aBTOPM30BaTh UX

H?_Ir;nnep Yrpoaa Llenb sawmTbl [Mpobnema Cneundomka SM
1 3noyMbILLNEHHUK/KMTNEHT vc- YecTHOCTb UC04 Mcnonb3oBaHne KoH- | PYHKUMOHANBHOCTDb
Monb3yeT paclUMpeHHbIe Mpowns- TPONA MNPOW3BOACTBEHHLIX | Bonblle He ABNAeTCA UC-
BOACTBEHHbIE (YHKLMW, He 3a- BO3MOXXHOCTEW — TOMbKO | KIIOYUTENBHOW W Onpe-
nnaTve 3a HUX aBTOPW30BaHHbIE MOMb30- | AendeTca  annapaTHbIM
BaTenu nony4atot goctyn Kk | obecneveHvem, Ho cTa-
onpefeneHHbIM Mpou3Boa- | HOBUTCA  «onpenense-
CTBEHHLIM BO3MOXHOCTAM MbIM MpOrpaMmmHeIvM obe-
crneveHuem»
2 3noymbllwneHHuK yctaHaenveaet | LlenoctHocTs, | ACO7 AyTeHTndukauuma no-
BPEOOHOCHbIE [OMONHUTENbHbIE | OOCTYMHOCTb | CTaBLUMKOB ANA (YHKUMO-
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OkoH4YaHue mabnuubi 10

hyHKUWMOHaNbHOro 06HOBNEHKS.
MpumeyaHue — OyHKUMOHAMNb-
Hoe OBHOBMNEHWE MOXET [axe

H?anep Yrposa Llens 3awuTol Mpobnema Cneuucbuka SM
3 3NoyMbILINEHHNUK nepenpoek- | KoHdwnaeHun- | KoHduraeHUMansHOCTe WH- | PyHKUMOHAMNbHbIE  YIyud-
Tupyet/usBnekaeTr |IP-agpec w3 anbHOCTb TennekTyansHoW cobcTBeH- | WweHua, nobasneHHble K

HOCTW MpoAyKTa — 3aluTa
HOy-xay, YCTAHOBMEHHBIX U
paboTalowmnx B MOTEHUM-

YCTPOWCTBaM He3aBWUCK-
MbIMU TPETEMMU NULAMIA

NpefocTaBnATECA  3aMHTEpPEeco-
BaHHOW CTOPOHOW, OTMWUYHOW OT
YCTPOWCTBA, Hanpumep, B BUAe
NPUNOKEHNA

anbHO BpaxaebHoW cpene

7.2.10 BapuaHT ncnonb3oBaHuAa «M3BnevyeHmne nHopmaumm U3 NPoU3BOACTBEHHLIX CUCTEM»

MpousBoguTenb xo4eT cobupaTs MHPOPMaLWKD O NPOU3BOACTBEHHON cucTeMe 6e3 NobouHbIX adhdek-
TOB W NpOCTbIM cnocobom, 4Tobbl aHanMavpoBaTh M obpabaTbiBaTh 3Ty MH(OPMAaUUWIO, MCNONb3ys OBLLYH
BbIYUCIUTENBHYO MHPACTPYKTYPY.

Ha pucyHke 10 nokazaHbl BO3MOXHbIE TOUKM ataku. [MoTeHuMansHble yrpoabl U Npobnemsl 6e3onacHocTu
noapobHo onucaHel B Tabnuue 11.

I EninonHeHwa npouaaonma)

l MpoMapoACTBSHHEIA NNaH ) YcTaHaBNUMBAET M PE3BOPTLIBAST
MNporpaMMHoe O
WibieHAP-NPOSKTUPOBLLIMK FaAnee P .&
NPOMABOACTBOHHOR 7
THCTEMB BPECTPYKTYPS m

Oneparop npoMssoncTeed-  MeHemxep no
HbIX PECYRCOB NPOMIBOACTBY

MpapoCTaBnATE
HHGOpMaL Mo

I '

AnnaparHoe obecneqeHne  [porpamMHoe oS8cnevyeHHs
CHGTEME! YTIPABNSHNA CHOTeME YNIPEBITSHMUA
TEXHONOTUHBCKMM NPOLBCCOM  TOXHOMOMMHBCKMM NPOLBCCOM

VHREHED NO CHOTEMHOR
WHTEMALMA B OGTH I

PrA— I |

MporpammHce ofecne4eHWs CHCTEMbI
YTIpaBNSHNA TOXHONOMMMECKAM NPOLLECCOM

YctpodcTeo
NOOKNICHeHNA

PucyHok 10 — BapuaHT ucnone3oBaHua «WaenevyeHne nHopmaumn
13 NPON3BOACTBEHHBIX CUCTEM»
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Tabnuua 11— BapuaHT ncnonb3osBaHus «M3enedeHne MHopmMaLmm M3 NPOM3BOACTBEHHLIX CUCTEM»

H?:}"'nep Yrposza Llenb 3awmThl MpoGnema Cneuundmka SM
1 3NoyMbILUNEHHWK NoaaenbiBa- YecTHOCTb ACO02 AyteHTudmkaumsa ycTpor-
€T YCTPOWNCTBO WUNK OTNpaBnseT cTBa/gaTyuvka
coBCTBEHHbIE UMW U3MEHEHHbBIE AC09 AyTeHTudmKauma gaHHbIX
[aHHbIe BO BHYTPEHHIOK CIyX- naryuka
By v BBOOWT aHanUTUKy B 3a- DI0O8 [aHHble © LEenocTHOCTU
bnyxaeHue cobpaHHOro U arperMpoBaHHOro
narduka
2 3NoyMbILIEHHWK  pa3meLlaeT YecTHOCTb DI0O9 OBecneuynTe noanuHHOCTL | [NpAMoe noaknode-
nogaeneHeld Jatdnuk WM WH- YCT@HOBMNEHHOrO  ycTpoWcTeal/ | HMEe OT JaTyuka Jdo
TennekTyansHoe  YCTPOWCTBO narduka CEpPBEpPHON  4acTu
arperMpoBaHuMA OaTt4qukoB (Ha- (Hanpumep, obnako
npumep, EDGE aHanutmka) B aHanuTrka)
NPOW3BOACTBEHHOW  CUCTEME,
JaloLlei HeBepHbIe pesynbTaThl
n3MepeHnn
3 3noymbiwneHHUK  nepexsatbl- | KoHduaoeHuw- | DCO2  KoHdwaeHUMansHOCTb
BaEeT [aHHble OaTYMKOB, M3Me- anLHOCTb [aHHBIX B CETK
HEHHbIE C MOMOLLLID BHYTPEH-
HEW CUCTEMBI
4 3N0oyMbILNEHHUK N3MEHSIET YecTHOCTL UCO0S5 MWcnonb3oBaHue ynpas-
KOHMrypauuw [aTyMKkoB Ta- NEHUs MONeBbIMKM YCTPOWCTBA-
KM 0Bpa3oM, 4TO OaHHblE He- MU — 3aliMTa NapameTpoB KOH-
npegHaMepeHHo noknaarT churypaLuum ycTpoicTea/oarymka
NPOW3BOACTBEHHYH CUCTEMY
5 Ynpaensembld gatyuk otnpae- | KoHdwupeHum- | RDFO3 OrpaHuyeHve notoka/
naet (HeobpaboTaHHble) OaH- anbHOCTb BO30ENCTBUA (Heo6paboTaHr-
Hble B CepBepHyK cnyxby, ko- HbIX) AaHHbIX JaTYMKOB — KIW-
Topas He cobupanack nokuaaTs eHT/onepaTop CUCTEMBbI WMMEEeT
NPOU3BOACTBEHHYH CUCTEMY BO3MOXHOCTb  pellaTtb, Kakue
OaHHble npenocTaBnsrTCA
BHELLIHWUM MOCTaBLLMKaM YCITyT
6 CobpaHHble pgaHHble patuvkoB | KondwmpeHuw- | DCO8 KoHdwmpeHumansHOCTb
(Hanpumep, BWOEOMNOTOKU) MC- anLHOCTb [aHHBIX OaTYMKOB, OTHOCALLMX-
nonb3yTca HEMpPaBOMEPHO CA K COTPYAHUKaM
ONs OTCMNEXUBaHWA NepcoHana,
nocTpoeHusa npodunen (npons-
BOOMTENBHOCTM) MepcoHana wu
T. O.

7.2.11 BapuaHT vcnonb3oBaHua «CamMmoonTUMKU3aLus NPOU3BOACTBEHHLIX PECYPCOBY
BapuaHT ucnonssoeaHus «OnTummaayums paboTsl NOCPEACTBOM MaLIMHHOIO 0By4YeHus»

Mpumep ucnonb3oBaHust «ONTUMU3ALMA NPOEKTUPOBAHMA U NPOEKTUPOBAHWUS NOCPEACTBOM MaLUUHHO-
ro obydeHusa»

AHanWTUMKa OaHHbIX NPUMEHSIeT TeXHOMOrnKM MaluHHoro obydenuns (ML) (Hanpumep, WUCKYCCTBEHHbIE
HENPOHHble ceTH) K BonblUMM 0BbemMam AaHHbIX, cobMpaeMbiX NONEBbIMU YCTPOMCTBAMU M UHTEMNMNEKTYanb-
HbIMK gaTymkamu (7.2.9).

MoTeHumansHbIE yrpo3sl U NpobnemMsl 6ezonacHocTn Nogpo6HO onucaHsl B Tabnuue 12.
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Tabnuua 12 — BapuaHT ucnone3soBaHusa «MawuHHoe obydeHue»

H?jrnep Yrpoza Lenb 3awuTsl MpoGnema Cneuundomka SM

1 3NOyMbILWNEHHUK  MpPenocTaenser YecTHOCTb DI10 UenoctHocTe co- | Mcnonb3oBaHue
MaHWMynupyemMsble OaHHble obyye- OpaHHBIX W arperMpoBaH- | MalWHHOIO  0byde-
HWS UMW TECTUPOBAHWSA, YTOObI BHE- HbIX [aHHbiX [aTYMKOB, | HMA
CTW NpeaB3siTOCTb B CUCTEMY VCrnonb3yeMblx Ana obyde-

HUS W TECTMPOBAHWA Ma-
LUMHHOIO 0By4YeHns

2 3NOyMbILWNEHHUK  MpenocTaenser YecTHOCTb DI0O8 LUenoctHocTe co- | Micnonb3oBaHue Ma-
CMCTEME MaLUWHHOrO 0by4eHus ma- OpaHHBIX W arperMpoBaH- | WWHHOrO 0by4YeHus
HUMYNUPYEMBIE BXOAHbIE AaHHbIE, HbIX AaHHbBIX 4aTYMKOB
4yToObI CMPOBOUMPOBATL HEODYYEH-

HOe/HeonpeaeneHHoe MOBeAeHVe
(BXOOHbLIE OAHHLIE HE OXBaTbIBAOT-
csl 0By4aLMMK JaHHBIMA)

) 3noyMbIWNEHHUK W3BnexkaeT KoH- | KoHdwugeHum- | DCO9 PackpbiTve KoHgu- | Kcnonb3oBaHue Ma-
hnaeHumnansHylo  MHGOPMaUMIo, anbHOCTb AeHUManeHbiX OaHHbIX, KO- | WMHHOrO oby4eHns v
KOTOpas WM3Ha4yanbHO COAepXWUTCA TOopble COOEepXaTcs B faH- | OaHHbIX 0By4eHus
B 0byyatowmx gaHHbix mogenu VA HbIX MalUWHHOrO obyyeHns

4 3noymbllWNeHHUK  nbiTaetca W3- | [JoctynHocTe. | TREO6 O6ecneunTte 06b- | [MpuHATME pelueHwi
BMeYb BLIrOAY W3 HeonpegeneHHo- | LlenocTHoCTe | ACHMMOCTE NpeanoXeHwuid/ | Ha OCHOBE pesynbra-
CTW YenoBeKa-oneparopa, BO3HWKa- WHCTPYKUMA  MalWHHOIO | TOB MalWHHOro oby-
HOLLER M3-3a NPONaXW pe3ynsTaToB 0Dy4eHWs CUCTEMBI YEHWS CUCTEMBI
417

7.2.12 MNpumep ucnonb3oBaHusA «llpoekTUpoBaHUe ANA MOBLIWEHUA 3HeProad(peKTUBHOCTUY U
«OnTUMKU3auna aHepronoTpebneHua»

MeHeoxep No NPoOM3BOACTBY XOHET ONTUMU3NPOBaTh paboTy NPOM3BOACTBEHHOM CUCTEMbI B COOTBET-
CTBWW C KOHKPETHLIMUW KNOYeBbIMU Nokasatensamu 3adhdeKkTUBHOCTU UCNONb30BAHUA aHEePruM, HanpumMep, no-
TpebrneHWeM 3Hepruu U/unu 3aTpaTaMmm Ha 3NeKTPO3HEepPrui.

MoTeHuManksHbIe Yyrpo3bl 1 BbI30BEI 6e30nacHOCTH NogpobHo onucaHel B Tabnuue 13.

Tatnuua 13 — Npumep ucnonb3oeaHns «MpoekTUpoBaHUe 4N NOBbILWEHWA aHeproadgeKTUBHOCTU 1 «ONTUMK3a-
LmnA aHepronoTpebneHua»

Ne

nin Yrposa Llene 3awuThl MNpobnema Cneuundomka SM

1 3noyMbllineHHKMK  MaHu- | LenocTtHocTe. Jo- | RA0S5 Hanuuve patyukos wu | CnydaiiHoe oT-
nynupyetT CUCTEMOW, NOKa CTYMHOCTb MOHWUTOPWHI — [OaTyukW, He- | KM4YeHue  4yacTu
OHa HeucnpaBHa. MaHuny- obxogumble ONA MOHWTOPWHIE | CUCTEMBI BO BPEMS
NAUMA He 3aMedeHa, Tak BezonacHocTu, Heobxoammo | paboTsl

Kak OTKnW4eHwne  TaKke
BINMAET Ha CMCTEMbI/pe-
weHna 6GezonacHoOCTX WnK
OHW HEOOCTYNHbI BO BpemMsaA
OTKIMYEHUA NUTaHus. 370
TaKke MOXeT I'IpOVISOI?ITM
HenpegHamMmepeHHOo

MOOKMIOYUTE K CETU WM MOCTOSH-
HO KOHTpOnMpoBaTh.

DI0O5 LenocTHocTe TexHWYe-
CKMX OaHHbIX — BCE, YTO He-
obxogMMo Ans npoBepku  Le-
MIOCTHOCTW CUCTEMBI BO BpeMs
paspaboTkK, Tenepb AOMKHO
BbITb JOCTYNHO TaKke BO Bpe-
Ms paboThl

34

GostExpert.ru
https://GostExpert.ru/gost/gost-71843-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69864
https://gostexpert.ru/gost/gost-71843-2024?utm_source=pdf&utm_medium=69864&utm_term=page

OkoHyaHue mabnuus! 13

FOCT P 71843—2024

cuamdyeckoro goctyna K
YCTPOWUCTBY (Hanpumep,
M3-3a CHWKeHWsa uamye-
ckoi be3onacHOCTH BO Bpe-
M5 BbIKMYEHUs) W nony-
yaeT KoHWAEHLManbHbIe
[aHHble C YCTPONCTBA

Mauun, HanpuMmep yaaneHue
I/IHCbOpMaLI,MM nocne Mcnorb3o-
BaHWUA

rmlfi Yrposa Llens sawmTbl Mpobnema Cneuundpuka SM
2 3noyMbILLNEHHWUK nc- LocTtynHocTe ACO04 AyteHTUhrKaLma KOHpU-
none3yeT HesalULLEHHYIO rypaumm npu cMeHe nposaige-
DYHKUMIO yrnpaeneHus pa — TONbKO aBTOPW30BAHHbIE
3HepronoTpebneHvem " MCTOYHWMKM  MOTYT  MHWLMWPO-
BbIKMIO4YaEeT (4acTn4HO) BaTb M3MEHEHNS.
NPOW3BOACTBEHHYH CUCTe- UCO05 Wcnonb3oBaHue yrnpas-
My MeHwa NoneBbIMU YCTPOWCTBA-
MW — MpefocTaBneHne JocTy-
na ynpaerneHus YCTPOWCTBOM,
a TaiKe ynpasneHneM nNuTaHus
UMW UHTEeNnneKkTyansHeIMK  ne-
pekn4yatenaMmm
3 3noymbiwneHHuk  vcnonb- | KoHdwpeHumans- | RDF0O4  OrpaHudeHue  Bpe-
3yeT  BblKloveHWe  Ans HOCTb MEHHOW OOCTYNHOCTW WHOP-

7.2.13 Mpumep Ncnonb3oBaHUA «0eCLIOBHLIX MOgenen»
[Mpov3soguTeEnb 3aUHTEPECOBaH B YNpaslieHW pacTyLlen TeEXHUYECKOW CIOXHOCTBIO NPOAYKTOB U Npo-
M3BOACTBEHHbBIX CUCTEM ANA NMPUHATMA cOanaHCUPOBaHHLIX M HAZEXHbIX PeLleHnid, yrydleHna paboumx npo-
LLleCCOB W CHWkeHuA obLwux 3aTpar.

[NoTeHunanbHbIE Yrpo3bl U BbI30OBbI BesonacHocTM I'IO,EI,DO6HO OonucaHbl B Ta6rw|u,e 14.

Tabnuya 14 — lNpumep ncnonb3oBaHUA «BeCLLOBHBIX MOgENen»

Homep
n/n

Yrposa

Llens sawuTsl

Mpobnema

Cneuyudchmnka SM

1

3noyMmbILWNEHHUK nony4aeT
JOCTyn K KoHtuaeHumanbs-
HbIM OaHHBIM MPOEKTMPOBa-
HWA (HanpumMep, MogensmM
CAlP, nnaHbl cTpouTenb-
cTtBa), 0Obl4HO He npen-
CTaBMeHHLIM B CUCTEME

KoHdupoeHum-
anbHOCTb

DC04 KoHthuaeHUMansHOCTb WH-
XKEHepPHbIX AaHHbIX — WMCMOMnb3y-
eMblil popmar obmeHa obecne-
YvBaeT CcpeacTea AMA  3alWMTbl
KOH(PMAEHUMANBHOCTU AaHHbIX.
UC02 Wcnone3oBaHwe KOHTpOnsA
WHOpMaLMKM — TONbKO aBTOpPU-
30BaHHBIE NWLA UMELOT JOCTYN K
3alUMLLIEHHON MHdOopMaUUK

3MoyMbILLNEHHNK MaHu-
MynuMpyeT  MHXKEHEPHbIMM
WWUNKU NPOEKTHBIMW [aHHbI-
MM, YTOBEI MOHW3WTb NMPOU3-
BOOCTBEHHbIN MPOLECC WNnu
Ka4ecTBO NPOOYKUMK

YecTHOCTb

DIO1 UenoctHocTs oBbmeHuBae-
MbIX AaHHbIX — WCMNONb3yeMbli
cdopmat obmeHa obecnednBaet
CpeacTBa 3aluThl LIeNoCTHOCTH
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73 Barnag Ha Knﬁepﬁesonacriocn: B paMKax XXM3HeHHOro umkna IJ,VIdeOBOl'O npou3BogcTBa

LlMd)pOBOE npon3BoaCcTBO Tpe6ye1' TECHOr0 B3aMMOLENCTBUS Mexay npoueccamMmu, OTHOCALLKMMUWCA K
Pa3HbIM 3Tanam *M3HEHHOIO UuMKna. Kak nokasaHo Ha PUCYHKe 1, pasnuyHble 3Tanbl HE TOINBbKO B3avmogen-
CTBYHT B npouecce npon3soacTea, HO M obMeHMBaKTCA MHCpODMaLlMeﬂ Opyr C OpyromMm Ha npoTAaXXeHuk BCero

cpoka cnyxobl.

{VHBBCTMLMOHHOB)
nnaHvpoBaHla

Mpopykr
g
2

2 3akaz
=
O

Pabpuka

g MaluvHa
E)
@
&
©
=

KomnoHeHT

Paapabotka
nnaxa

KoHdburypauma u
3aKas

Pa3spabotka
nnaHa

PaapaGotka
nnaHa

Buael

BricTpoe
NPOTOTMIMPO-
BaHue

MogroToexa

Sakaaa MnaHupoBasue

BupTyansHLA
BBOA B
SKCNNYaTaLMIo

MpoexkmvposaHne

BupTyansHbii
BROJ B
IKCMUTyaTaLmio

BuptyanbHeid
BEOJ, B
SKCTyaTaLuMio

Beog B
SKennyaTaLuio

Beop B
3KCNNyaTaLui

Beog B
SKCIUYETALMIO

Mpumep

Wenonbacsasue
U CEpPBUAC

Hocraeka

OBbcnyxusaxve
M OMTUMU3ALMA

sumiATod| |

OBemyxvBaHne
W ONTUMU3ALMSA

WcnonbaoeaHue

PucyHok 11 — OT NnoToKOB CO34aHUsA LLEHHOCTU K CETAM CO34aHWUs LEHHOCTH

npe,D,CTaBHEHVIe o} KHGEPGESOHGCHOCTM B paMKax >XM3HEeHHOro Uunkna LIVICprBOI'O npon3soacTea npen-

cTaeneHo B Tabnuue 15.

Tatnuua 15— O630p KM3HEHHOTO LIMKNA YMHOIo NpoW3BOACTBa C TOUKM 3peHuMsa Knbepbe3onacHoCTH

[Npouecc K13HeHHoro umkna
nopg arakoun

Yrposza

Mpo6nema

KoHdpurypauuma u 3akas

3NOYMBILLNEHHUK TMOACMYLLUMBAET MHGOP-
Mauuio 0 rpacdvke Npou3BoacTBa, nepe-
[aBaeMyl Ha 3aBof 4Yepes VIHTepHeT, Ha-
nprMep, Ans MONYyYEHUA KOHKYPEHTHBIX
NpPenMyLLECTB

DC02 — Hanpumep, 3awmngpoBaTth ceTe-
Bble AaHHble unu ucnone3osate VPN.
DC01 — zawuTa KoHUAEHUMANBHOCTU
WHOpMaUnM O 3aKasax KIMeHTOB, Xpa-
HALULeWCs Ha akTueax SM.

DC10 — 3awuTa koHdwurypaumu rpachm-
Ka NMpoW3BOACTBA, XpaHsALWenca B akTu-
Bax SM

[MnaHvpoBaHue

3noyMbILLNEHHWK M3MEHAET UHChOPMaLMI0
0 rpachuke NPOM3BOACTBA, NEpefaBaeMyto
Ha 3aBop Yepes HTepHeT, Hanpumep, 4To-
6bl BbI3BATH 3a0EPKKU NPOU3BOACTEA UMK
nepenpov3BoACTEO

DC02 — Hanpumep, 3awuvdpoBaTb ceTe-
Bble JaHHble unu ucnone3oeate VPN.
ACO05, UC06 — Tonbko ayTeHTUurumpo-
BaHHbIM W aBTOPWM30BAHHLIM MNMLIaM pas-
peLleHo y4yacTBoBatb B 06mMeHe uHdop-
Mauuen
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[Mpouecc XN3HEHHOro Lukna
noa araxkon

Yrposa

Mpobnema

ObcnyxureaHve
¥ ONTUMKU3ALMA

3M0yMBbILLNEHHUK N3MEHSIET MHopMaLuo
O NPOW3BOACTBEHHLIX NOKasaTensx, nepe-
AaBaeMylo C 3aBoda 4epes MHTepHerT, Ha-
npumep, 4Tobbl BbI3BaTb (PUHAHCOBLIN
ywepb komnaHum (nponyLlleHHble 3akasbl
WINK HEHY>XHOE NMepenpon3BoACTBO)

DC02 — Hanpumep, 3awmndpoBatsb ceTe-
Bble AaHHbIe Unu ucnone3oeats VPN,
ACO05, UC06 — Tonbko ayTeHTuduumpo-
BaHHLIM U @aBTOPM30BAHHBLIM NMLAM pas-
pELLEeHO y4acTBOBaTb B 0bMeHe WHGop-
Mauumen

Mcnonb3oBaHue
1 obcnyxusaHme

3noyMbILWNEeHHWK NoAacnylnBaeT MHpop-
MaLui, KoTopas NnepefaeTca B KOMNaHUIo
C MNOMOLLLID WMHTENMneKTyanbHbIX MPOaYK-
TOB, coobuwarowmx ob obecnyuBaHun U
cTatyce rapaHtum depe3 WHTepHeT, Ha-
npumep, Ana MoeHTUUKaunmn KNMeHToB w1
BbIABMEHHBLIX UMK NpoGnem

DC02 — Hanpumep, 3awmndpoBaTth ceTe-
Bble AaHHble Unu ucnone3oeats VPN,
ACO05, UC06 — Tonbko ayTeHTudMumpo-
BaHHLIM U aBTOPM30BAHHBLIM NWLAM pas-
pELUEHO y4YacTBOBaTb B 0bMeHe WHdop-
Mauumen

OnTumuaauma

Ons noBbILLEHUA MPOW3BOANTENEHOCTH
YPOBEHb 3ALLUWTbI CHVKAETCH. 3MOyMblLL-
MEHHUK  MOACMYLIMBAET  MHMOPMALNHD,
KOTOpas nepegaeTca C 3aBoda MocTas-
WKMKaM WM OoT UWUgpoBOro Mpou3Bog-
CTBeHHOro 0BopyLOBaHUA, OTYETHOCTL MO
TEXHUMECKOMY OBCMyXKMBaHWO M CTaTyc
rapaHTuu Yepes MHTepHeT, Hanpumep, Ans
onpeaeneHvs obopynoBaHusl Onsi COPEB-
HOBAHWI 1 NPOU3BOAUTENBHOCTU, A TakKe
[Ns BbISIBIIEHUS NPOU3BOACTBEHHOMO 060-
pyOoBaHus

DC02 — Hanpumep, 3awmndpoBaTs ceTe-
Bble AaHHble v ucnonbzosatb VPN.
ACO05, UC06 — Tonbko ayTeHTUguumpo-
BaHHLIM W ABTOPWM30BAHHBLIM NULaM pas-
pelleHo y4yacTBoBaTb B oBbmeHe MHAOp-
Mauumen

[v3aiH, nnaHupoBaHue

3NoyMbILLNEHHWK MoAacnylnBaeT MHgop-
Mauuio 0B onpegeneHWM MNpoayKUMK W
NPON3BOACTBEHHbIX MHCTPYKUWAX, KOTOpas
nepenaeTca Ha 3aBof 4yepe3 WHTepHeT,
Hanpumep, AnA KpaXkn MHTENNEKTyanbHON
COBCTBEHHOCTK

DC02 — Hanpumep, 3awmndgpoBaTs ceTe-
Bbl€ AaHHble Unu ucnonesoats VPN.
ACO05, UC06 — Tonbko ayTeHTUduMumpo-
BaHHLIM W 2aBTOPM30BAHHBLIM NWLaM pas-
peLleHo y4YacTBoBaTb B 0BbMeHe WHGop-
Mauumei

[un3anH, nnaHupoBaHue

3royMBILWNEHHUK WU3MEHSAET nepenaBae-
MY Ha 3aBod vHdopmauuio 06 onpege-
NEHWAX NPOAYKLUMW, MPOU3BOLOCTBEHHbIX
WHCTPYKUMAX WNKU  cneuudukaumsax  uc-
nelTaHWA KayecTBa 4epe3 VIHTepHeT, Ha-
npumep, 4Tobbl HaHecTn yuwepb GpeHay
KOMNaHWW, KNneHTam Unu Npon3BoACTBEH-
HoMy oBopynoBaHuio

DCO02 — Hanpumep, 3awmndpoBaTs ceTe-
Bble AaHHble unu ucnonesoeatb VPN.
ACO05, UC06 — Toneko ayTeHTuduumMpo-
BaHHbIM ¥ ABTOPWU30BaHHbIM NMLaM pas-
pelleHo y4yacTBoBaTk B 0OMeHe MHAOp-
Maumen

8 KpaTtkoe usnoxeHue npobnem

8.1 O6LWwue nonoxeHus

Elle He npoBeaeH ncYepnbIBaLWL WA aHanu3 yrpo3 Ans yMHOro NpovM3BOACTBa, OCHOBaHHLIN Ha Bbibope
BapWaHTOB WMCMOMb30BaHWUA YMHOrO MpOW3BOACTBA, NPOLECCOB XW3HEeHHOro uukna u pyHkumin. B 8.2—8.8
npeacTaBneH KpaTKWili 0630p OCHOBHbIX 3adady, KOTopble HeobXoaumo pelnTb Ans co3gaHus beszonacHoi
LncpoBOA NPOU3BOLACTBEHHOW CUCTEMBI.

B kaxgom nogpasgene cobpaHbl npobnemMbl 6e30nMacHOCTH, BbisIBMIEHHbIE B NMpeAcTaBneHun BapuaH-
TOB MCMONb30BaHUA U KWM3HEHHOTO LMKNA, CBA3aHHbIe ¢ OCHOBOMNonarawwmummu TpeboeaHusaMu Be3onacHoCTu,
onpegeneHHbIMX B [6], Kak noka3aHo B 6.4.
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HOCKOJ'Ibe Ha AaHHbIA MOMEHT 6bIn OUEeHeH Nnllb OFpaHM‘-IeHHbIPI HaGOD BapMaHTOB NCNONb30BaAHWA,
0630p ele He CHMTaeTCA ncHepnbiBakoWw M. I'Ipe,n,naraeTc;i npPoOaOIKNTL 3Ty paGOTy nocne T10ro, Kak SyﬂET
MOArOTOBINEH COrMacoBaHHLIN nepeyvyeHb BapuMaHTOB UCMOJSIb30OBAHWA LI,I/lepOBOTO npon3soncTea.

8.2 KoHTponb ngeHTutpukaumm u ayteHtTuukauum (AC)

WpoeHTudmkauma obbekToB obecnednBaeT ocHOBY knbepbesonacHocTu. MNMpy 6e3onacHoOM BbINOMHEHWN
MHOTMX QYHKUMIA (HanpuMep, obMeH OaHHbIMUW, NpefoCcTaBneHe OCTYNa) B OCHOBE Hagnexallerd NaeHTu-
dhuKaL M y4acTBYLWNX CTOPOH NEXUT naeHTugukauusa obbektos. LindppoBoe npon3BoA4CTBO 3aBUCUT OT bes-
onacHoro obMeHa MHopMauuei No BCce ceT co3aaHusa LeHHocTW. besonacHblin 0bMeH MHbopMauuen Tpe-
ByeT 0AHO3HaYHOW, YHUKANbHOW MOEHTUUMKALUK 1 ayTEHTUUKALMK YYACTBYHOLLMX B HEM UL,

Bo MHorux cny4yasax ons ymMHoro npow3eoacTsa TpebyroTcs 3allmnileHHble U AEHTU(KWKALWOHHEIE OaHHbIE
(onpeneneHve 3alWULLEHHbIX UOEHTUMUKALMOHHBIX AaHHbIX HE BXOOUT B paMKWM HAcTOsALLEero ctaHgapra).

TpeboBaHuA K KOHTpON uaeHTUduKauum n ayteHtTugukaumn (AC) npuBeaeHs B Tabnuvue 16.

Tabnuua 16 — lMpobnembl koHTpoONs uaeHTUMKaun 1 ayteHTudukaumm (AC)

D Onucanve

ACO1 AyTeHTUUKaUWUA KNWeHTa

ACO02 AyTeHTUdMKaUUa yCTPONCTB/OaT4MKOB

ACO03 AyTeHTUMKALNUA NOCTABLMKOB AaHHbIX MOOENMPOBaHMSA

AC04 AyTeHTMdUKaLKUA NOCTABLUMKOB U3MEHEHUIA KOHpUIypaumm

ACO05 AyTeHTUdMKaLKUS Yy4aCcTHUKOB CETU

ACO06 AyTeHTUdMKaUNUA NWL, 3anpallvBaloLLMX PECTPYKTYpHU3aLmnIo

ACO7 AyTeHTUdMKaLUA NOCTaBLUMKOB AN (YHKUMOHANbHbIX YryYLlleHUHA

ACO08 HeB0o3MOXHOCTL 0TKaza OT ayaAMTOPCKOW MHpopMaLmu.
MoBbIWeHHasA rMBKOCTE MHTEMNNEKTYANLHOMO NPOU3BOACTBA (Hanpumep, BPEMEHHO pa3BepHy-
Tble MPOWM3BOACTBEHHbIE CUCTEMbI CTOPOHHWUX MPOM3BOANTENEN U BXOL B CUCTEMY W BbIXOA U3
Hee) MOXeT noTpeboBaTe MOBLILLEHHOMO YPOBHA AOCTOBEPHOCTU OTCMNEXMBAEMOW MH(OpMa-
umn. JomxHa 6eiTe obecneveHa HEBO3MOXHOCTbL OTKa3a OT MH(opMauum 06 oTcrnexveaemo-
CTU Gpeam pas3nnyHblX 3aMHTEPECOBAHHBLIX CTOPOH

ACO09 AyTeHTUdUKaUUA aHHbIX JaTYUKOB

Heckonbko BapuaHTOB MCMNOMNb30BaHWMS LMGpPOBOro NpoOM3BOACTBA 3aBUCAT OT Hanuuus (camo)onuca-
TenbHOW MHpOopMauuM 0 cucteme. Hanpvmep, OnNs peanu3auyMn CUeHapyeB «MNOAOKMHYM U NpOU3BOOW» He-
OaBHO fobaBneHHOe YCTPOWCTBO AOMKHO MMETb BO3MOXHOCTb PeKnaMupoBaTh CBOW BO3MOXHOCTU, a Takke
HaxoguTb W UCCMNEeNOBaTh HOBbLIE BO3MOXHOCTH B CYLLECTBYIOLLEN NPOM3BOACTBEHHOW cucTeme. C ogHoORM cTo-
pOHbI, Heobxoaumasa MHopMauusa OOMmKHa ObITe NErkogoCTYNHOW, C APYTOA CTOPOHLI, HECAHKLMOHUPOBAaH-
HbI JocTyn U moaudukauusa nHdopMaLnun NPUBOAAT K psay yrpo3 6ezonacHocTu (cm. Tabnuuy 17).
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Bapuauuu
LMKna
MonkaoaaTand/
A8MHTEpaCOBAHHBIE CTOPOHL] %

MpegocTaBneHHbe
NPHBUNETMM

o B |
——
Paann4Hbie Barmsa6! Ha LM poBoe I
npaqcTaEneH1e
NPOAYKTA K NPOW3ROACTES,
HanpuMep, MOOENUpoBaHHe,
COXPAHEHHLIS AaHHLIE

PucyHok 12 — YXuU3HeHHble UMKNbI, Nonb3oBaTenn/3auHTepecoBaHHble CTOPOHBI,
npefocTaBneHHbIe NPUBUMETW W NPeacTaBneHns

Kak nokasaHo Ha pucyHke 12, nHhopmMaLusi, ConpoBoXJatLlas MHTENNEKTYanbHY NMPpOU3BOLACTBEHHYHO
cucTemy, obbIMHO COXPaHSETCA HA HECKOMbKMX 3Tanax >XKM3HEHHOro uMkna (Hanpumep, HekoTopasa UHopma-
Lus, NepBoHaYanbHO MpeaoCcTaBNeHHasi NoCTaBLLMKOM/MPOW3BOGUTENEM YCTPOWCTBA, MOXET UCMOMb30BaTh-
CHl MHTErpaTopoM ONSA WHXEHEepHbIX 3a[adq, BO Bpems 3KCnnyatauuu Ans 3ajad TeXHWYeckoro obcnyxusa-
HUST U MOXKET WCMOoNb30oBaTheA AnA obpaTHoln cBA3n ¢ MHdopMaLuven, Nony4YeHHON C MOMOLLbI0 KOHEYHOro
npooykTa). XM3HeHHbIN LMK CYLLECTBYET Ha pa3HbiX YPOBHSX abcTpakuuu/mepapxun (Hanpumep, ycTpONCTBO
aBTomMaTM3auuy, NPOLYKT AN KoHe4yHoro notpedutens). Kaxabli aTan }KM3HEHHOMo LWMKNa BKM4YaeT B cebs
B3aMMOZENCTBME pasnMyHbIX Nofb30BaTeNen/3anHTepecoBaHHbIX CTOPOH C NpeacTaeneHmem ungposoi npo-
M3BOACTBEHHOW CMCTEMbI M apTedrakTaMu, Co3aaBaeMbiMM L POBOM NPOM3BOACTBEHHOW cucTemMon. Kaxxgomy
nonb3oBaTentko AOMKHblI BbITb NpegoCcTaBneHbl COOTBETCTBYIOLWME pa3pelleHnss 4ocTyna, Heobxogumble ons
BbIMOMHEHWS TeKyLlelh 3agadn. TpeboBaHua Kk ynpaeneHunto ncnons3osaHvem (UC) npueeneHsl B Tabrivue 17.

Tabnuua 17 — lNpobnembl ¢ KOHTporiem ucnosns3oBaHusa (UC)

ID OnucaHue
Uco1 Mcnonb3oBaHne KOHTPONSA NPOM3BOACTBEHHOMO NfaHa
ucoz Mcnonb3oBaHue KOHTpPONA WHopMauun
uco3 Mcnonb3oBaHWe KOHTPONSA UMUTAUWOHHOW Moaenu
uco4 Mcnonb3oBaHue KOHTPONA NPOU3BOACTBEHHBIX BO3MOXHOCTEN
ucos Wcnonb3oBaHne KOHTPONA NoneBbIX YCTPOWUCTB
ucoe Mcnonb3oBaHWe KOHTPONA CeTU
uco7 Wcnone3oBaHue KOHTpoNs KoHMrypauuvm
39
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[dononHuTensHow 3agadvei Ans yMHOro Npon3BoAcTBa ABnsieTca paspaboTka pazymHon rmobansHon no-
NUTUKKM KoHTponsa goctyna. lNpegoctaBneHye npaB MOXeT Bornblile He 3aBUCETb TOMbKO OT peLueHns nokarb-
HOro agMWHUCTPAaTopa, NOCKOIBLKY M3MEHEHUWSA B NOKANbLHON CUCTEME MOTYT MPUMBECTU K HEXenaTenbHbIM Mo-
BouHbIM 3dhekTam AN BCel CUCTeMbI B LienoM bnarogaps MHTennekTyaneHbIM KOHTYpam obpaTHOR cBA3U.
37O OOMKHO ObITh OTPaXKeHo B MpoLllecce ynpaeneHWs pUuckaMu B coOTBeTCTBUM C [6]. B kauecTBe nepBoro
wara HeobxoanMo onpenenuTb 1 obecne4ynTs NPO3PaYHOCTb B OTHOLUEHWUW TOTO, Kakue foKarbHble HacTpOoi-
K Heobxogumo nepeHecTW B rnobanbHblil KOHTEKCT. ToNbKO nocne Toro, kak ato 6yget obecneyeHo, MOXHO
BygeT NpUHATL pelleHmne O FoKanbHOW NONUTWKE KOHTPONsS fOoCTyna.

[Ons opraHuW3auWMyM KOHTPOMS UCMONb30BAHUS B CIIOXHLIX CUCTEMax HeobXOo4WMM COornacoBaHHbIA Noa-
x04. CyllecTBYOT pasnuyHbie YCTOABLUMECH NapagurMbl, Takue Kak ynpaeneHve 4OCTYNOM Ha OCHOBE pornem
(RBAC) unu atpubytor (ABAC), no3eonstolLne BHEAPATE TMOKWE U B TO Ke BPEMS COTMAacOBaHHbIE MOMUTUKK
gocTtyna.

[ns onpegeneHnss MEXaHU3MOB KOHTPONA AOCTYNa B MHTEMMEKTYanbHbIX MPON3BOACTBEHHbLIX CUCTEMAX
HeobxooMMO YYUTEIBaTb CNEAYIOLLNE MOMEHTLI:

- HeobxooMMOCTb B YHUULMPOBAHHOM Ga3oBoM Habope oOLLEW3BECTHLIX paspellueHui (Hanpumep,
NpOCMOTP, pa3peLleHre Ha YTeHWe ponew, aTpubyT 3anucK, BbI30B, ... Kak ykazaHo ana OPC UA [5]);

- HeobxooMMOCTb B YHUULMPOBAHHLIX aTpubyTax obbekTa u cybbekTa, Ha OCHOBE KOTOPLIX CTPOUTCSA
nonMTuKa 4ocTyna (Hanpumep, Habop XOPOLLO U3BECTHbIX pone);

- HayanbHasi HaCTPOoWMKa ynpaBneHns MCNonb30BaHWEM, HANpPUMep roTOBOE ynpaeBneHne JOCTYNOM AnA
Ha4YanbHOro YPOBHS LOCTYNa ¢ MMHUMAanbHbIMKW TPeBOBaHUAMM K KOH(PUIypaLuMmnm camoro MHTENNeKTyanbHo-
ro NpoOU3BOACTBEHHOIO YCTPOWCTBA (Hanpumep, HeuenecoobpasHo HacTpaueaTb Habop nonb3oBaTenen Ang
KOHKpPETHOro 3aB0O4a Ha YCTPOWCTBE, Npexae YeM OHO CMOXET NOAKMNUYATHCS K CYLLECTBYIOLLEN CUCTEME B pe-
XUMeE «MOOKMHOUYUTL-U-MPON3BOANTEY). Micxoas ua aToro, KoHUrypaums MoxXeT ObiTh 3aBeplueHa/paclumMpeHa;

- YHMBEpPCasbHbIA NPOLECC NONyYeHMs paspeLlueHnii 4OCTyna, HeoBXoOUMbIX ANA KOHKPEeTHON 3adadu
(Hanpumep, ANs Ha4YanbHOM 3arpy3ky No NpuHUKUny «Moaknoyn u pabotan»);

- obecneyeHne paznuyHbIX YPOBHEW KOHTPOMNSA AOCTyNa (Ha ypoBHE XOCTa, Ha YpOBHE MNosb3oBaTens):

- npefocTaeneHue HazoBoro AoCTyna noclne ayTeHTUUKALUM Ha YPOBHE XOCTa;

- MpefocTaBneHue NPUBMNErMPOBAHHOMO AOCTyNa nocne ayTeHTUdMKalMM Ha ypoBHe nonb3oBaTtens/
NMPUIOXEHUS,;

- paspelleHne UCNOSb30BaHUSA M COMOCTaBMEeHUsA MEXIY pasfuYHbIMW YOOCTOBEpPEHWUs MU (MpoBange-
pamu yooCTOBEPEHUIR);

- camoonucaTenbHoe/oTpaxKatollee npeacTaBneHmMe yCnoBuin 4OCTyNa, T. €. Ponen, paspeLleHuid, orpa-
HWYEHWI JOCTYNa, ABNAETCS HEOTLEMITEMON YacTbio MHhopmauumoHHon mogenu OPC UA (a Takke nogymHs-
eTca MexaHM3MaM KOHTPOrMs AoCcTyna).

8.3 LlenocTHoCTbL AaHHbIX U cucTemsbl (DI)

LlenocTHocTe 0Genx cucTeM U AaHHbIX, obpabaTeiBaeMbIX cucTeMaMun 1 nepegaBaeMbiX MeXay HUMMU,
UmeeT BaxHoe 3HadYeHue. TpeboBaHUs K LenoCTHOCTU AaHHbiX U cucTemsl (DI) npueegeHs! B Tabnuue 18.

Tabnuua 18 — lNpobnembl ¢ UENOCTHOCTLIO AAHHBLIX U cMcTeMbI (DI)

1D Onucaxve
DIO1 LlenocTHoCTe AaHHbIX 06MeHa OaHHbIMM
DI02 LlenocTHOCTE A@HHBIX UMUTALMOHHOW MOAENW
DI03 LlenocTHOCTb AaHHBIX HOBbLIX (PYHKLMA/KOHDUrypaLuia
DI04 LlenocTHOCTb A@HHBIX NPOU3BOACTBEHHBIX NNAHOB
DIO5 LlenocTHOCTb AaHHBIX MHXEHEePHbIX AaHHbIX
DI06 LlenocTHOCTL CMCTEMBI BO BpEMSA NepPexXodos
DI07 ABTOHOMHas Ba3oBas 3aLUnTa KOHEYHOW TOYKK
Dlo8 LlenocTHOCTb CoBpaHHbIX M arperMpoBaHHbIX AaHHbIX JaTYMKOB
DI09 ObecneyeHne NOANWHHOCTK YCTAHOBMNEHHBIX YCTPOWCTB/AaT4MKOB
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OkoHYyaHue mabnuus! 18

ID OnucaHne

D110 LlenocTHocTb (COBpaHHLIX W arperMpoBaHHbIX AaHHbLIX 4AaTYMKOB), UCMOMb3yeMblX Ans obydeHus
n TecTupoBanus ML

DI11 Ob6ecneveHne NoanMHHOCTY NonygabpuKaToB U roTOBLIX U3AENUA

D12 LlenocTHOCTL AaHHbIX OTHOCUTENBHO M3BECTHbLIX MPaHWUYHbLIX YCNOBWIA

MpuMepbl MCMONbL30OBaHWA YKasbiBalOT Ha cregyllne npobrnemsbl LenoCTHOCTA MHTENNeKTyanbHbIX
NMPOU3BOACTBEHHbLIX CUCTEM:

- UenocTHoCTb MHdopMaUuM, Ha OCHOBE KOTOPOM M3MEeHAETCA KOHMUrypaumsa unu HacTpoika undpo-
BOW NPOW3BOACTBEHHON CUCTEMbI (HanpvMep, oNTUMU3ALMA) UNU NEePeHOCATCA NPOW3BOACTBEHHbIE MNaHbI,
O4YeHb Ba)KHa U AOMKHA BblTh NOATBEPXKAEHa YNONHOMOYEHHbLIM ONepaTopoM;

- HaAeXHOCTb M LeNOCTHOCTL JaHHbiX 06paTHOM CBSI3W, KOTOPLIMU OOMEHMBAaKOTCA MeXay (HEKOHTPO-
nupyemoii) obnacTblo 3akasduka/notpebuTensa u Npon3BOACTBEHHON 06NacTbio, CYATAETCS HU3KOM, M AaHHbIe
Hy»@/JaloTcs B Nepenpoeepke (HanpvumMep, NyTeM COMoCcTaBNeHnsi HECKOMNbKMUX HabopoB AaHHbIX);

- obecnevyeHne LenoCTHOCTM 0BMEHUBAEMBIX MHXEHEPHbLIX M NMPOEKTHLIX AaHHbIX;

- obecnevyeHue LENOCTHOCTM CUCTEM MOOENUPOBAHUS 1 AaHHbLIX, MOCTYNAOLWMUX B CUCTEMBI MOAENUPO-
BaHWS;

- HOBble (YHKLMOHAMNbHbLIE BO3MOXHOCTW/OOMNOMHATENbHLIE YCTPOMCTBA/KOMMOHEHTLI MPOBEPSATCS
nepez yCTaHOBKOM, M UX BBOA, B 3KCMyaTaLuio OMKeH ObiTb NOATBEPXAEH YNOMHOMOYEHHBIM ONepaTopoM.

8.4 KoHdmpoeHunanbHocTb gaHHbIx (DC)

8.4.1 ObwMe nonoxeHUnA

B yMHOM Npon3BOOCTBE HYXKHO pasnuyaTbh TPU TUNA OaHHbIX/MHOPMaLUK.

[aHHble, KOTOpbIMKU HEOBX0ANMMO 0OMEHMBATLCH MeXAy PasfMYHbIMU 3aMHTEPECOBAHHLIMW CTOPOHaMMN
ans obecnevyeHns KOHKPETHbIX BapWaHTOB MCMOMb30BaHWA (Hanpumep, OaHHbIEe OaTYMKOB ANA MHTENNEKTY-
anbHOro aHanu3a gadHbix). Bnageney gaHHbIX HAMEPEHHO XKepTByeT CTPOron KOH(MWAEHUWANbHOCTbI He-
KOTOPbIX AaHHbIX, YTODLI MONy4YMTb BbIro4y OT oOMeHa OaHHbIMU C TpeTbel cTopoHol. OgHako Bnagenel
OaHHBIX XO4YeT ObITh YBEPEH, YTO MCMOML30BAHWE AAHHEIX OFPaHUYEHO UX LeneBbIM Ha3HaYeHneMm.

Ocobbiin crnyyaii kacaeTcs 0bpaboTkM NepcoHanbHBIX AaHHbLIX (HANpPUMep, AaHHbIX KOHEYHOTO KNWEHTA,
npeaocTaBMeHHbIX NOCpeacTBOM 0BpaTHOM CBA3K, M B 3TOM Cly4yae NpMMEHSITCS Npasuna KoHpuaeHumarns-
HOCTHN).

Kak n B cnydae c Knaccu4eckMmMun Npou3BOACTBEHHLIMW CUCTEMaMM, CYLLECTBYIOT TakKe AaHHble, KOTO-
pbiMK BriageneLl, JaHHbIX He X04eT AeNUThCS, Hanpumep, anropuTMUYecKUin UM KOHCTPYKLKWOHHBIN |P-agpec.
Ocoboe BHUMaHWe HeoBXoAMMO yAenaTb TOMY, YToDbl 3Ta MHhOPMALMA UCNONL30Banack B JOBEPUTENLHOM
OOMEHe, KOTOpLIA He KOHTPONUPYeTCs Brnagensuem MHopMaLMi.

8.4.2 Ucnonb3oBaHWe Mo Ha3HaA4YeHWIO

LleneBoe ucnonb3oBaHne OTHOCUTCS K HaAMNexallemy UCnonb30BaHUK AaHHbIX, KOTOPbIE NPeaocTaBna-
I0TCH C ONpedeneHHON Lernbio Ans NoNyYeHnsa BCeX BO3MOXHbIX BbIros.

TepmuH «KoHpMOeHUMANBHOCTE» OTHOCUTCA K LIEeNeBOMY WCMOMb30BaHUK MEPCOHANbHbLIX AaHHbIX.
MpaHuua mexay hakTUYeCcKMMK NepcoHanbHbIMU OAaHHBIMU 1 0BLIUMIK OaHHBIMUY 0aTYMKOB pa3nuyHa U MOXeT
3aBUCETb OT KOHTEKCTa. 3TO NPOUNMCTPUPOBAHO Ha pucyHke 13.
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KoHpvaeHUMANBLHOCTL Wocnons3oBaHue no HasHavyeHWIo
MepcoHanbHEB ASHHLID (PUSHHBCKUD KLY faHHHe 0aTIHMKOB, AaHHLIS BPSMEHHLIX PAOOB, KNIMEBLIS
MoanexuT 3aKoHONATEEHOMY ParynupoeaHuie (Hanpumep, GDPR) NOKA3ATANM IHPOKTUBHOCTH.
AKTYansHO AMA HOKOTOPEIX BAPUAHTOR MCTONLIOBAHWA, CEA3AHHBIX KoxtpakTHeie npapvna B2B.
€ OAHHLIMM {(KOHEeMHLD) NoTpebuTaneil, HaNpUMep, ANA LWKIOB HeobxooMmos ycnoBHe AA MHSTHMX OCHOBHBLIX
oGpaTHoi CBA3H, MHAMBUOYANLHOTO MPOMABOACTBA. BApHAHTOR MCTICNb3OBAHUA MHTENNBKTYaNbHOTS

NPOW3BOLCTEA, TAKMX KAK BHANWTWKA 0GNaYHE JaHHBIX,
nporHosHoe obSCmyKMBaHWS.

PucyHok 13 — KoHdunaeHUnansHoOCTb U UCMONb30BaHUE N0 Ha3HaYeHUIo

Mo BO3MOXHOCTY criefyeT naberatb UCNONb30BaHUA NepPCoHasbHbIX OaHHbIX B MHTENNeKTyanbHbIX Npo-
W3BOACTBEHHbIX cMcTeMax. B crnyvae ecnu pedb nOeT 0 NepcoHanbHbIX JaHHbIX, TAakKKne TEXHONOIMK, Kak Nces-
JOHUMKU3aLMUS/aHOHMMMU3ALUMA, A0MKHbI ObITh MaKCUManbHO 3aKpbiThl AJIE UCTOYHMKA AaHHbIX, YTODbI U3be-
XaTb pPacKpbITUS NepcoHanbHbIX AaHHbIX. TpeboBaHus K KoHUMAeHUMansHOCTU AaHHelx (DC), kacarowumecs
KOHUMAEHUMANBHOCTW, NpUBEAEHbI B Tabnuue 19.

Tatnuua 19— TNpobnemsbl, cBA3aHHLIE C KOH(WAEHUMANBHOCTLIO AaHHbIX (DC)

ID

Onuvcaxue

DCO1

KoHhuaeHLManNbHOCTb AaHHbIX KMWEHTOB

8.4.3 KoHdhmaeHUuManbHOCTb AaHHbIX
TpeboBaHua K koHMOeHUManbHOCTK AaHHbIX (DC), oTnnyHble OT TpeboBaHUIA K KOH(DUAEHUNANBHOCTH,
npueegeHsl B Tabnuue 20.

Tatnuua 20 — TpeboraHusa K KOHpUOeHUWanbHOCTM AaHHbIX (DC), oTnnyHble oT TpeboBaHW K KOHMUOEHLMANb-

HOCTHU
ID Onucanne

DCO02 KoHdhmnaeHuMansHOCTb AaHHbIX B CETU

DCO03 KoHhraeHUManbHOCTE AaHHbIX UMUTALMOHHOW Mogenu

DC04 KoHhnaeHUManbHOCTE MHKEeHEePHbIX AaHHbIX

DCO05 KoHhmnaeHUMansHOCTE MHTENNEKTYansHOM cOBCTBEHHOCTU NpoayKTa

DCo06 KoHhmaeHUManbHOCT XYpHanoe ayauTta.
WMHdopmauua o TpaccvpoBKE MOXMET cofepxaTbk KoHduAeHUMarnbHbie OaHHLIE, KOTOpbIE MOryT
BbITb MCNONb30BaHE! 3NMOYMBILLNEHHUKOM ANA NonyYeHnsa MHopMauun o crabbix cTopoHax npo-
V3BOACTBEHHOW CUCTEMBI.
3NoyMBILLNEHHVKMA MOMNY4YaloT BLIFOAY OT U3BMNEYEHUS U NONyYeHNs KOHMUOEHUMansHoW MHdopma-
LMW 13 3an1ceid TpacCMpPOBKM W Y3HAIOT 0 crnabbiX CTOPOHAX NPOW3BOACTBEHHOW CUCTEMBI

DCo7 [loBepeHHOEe BbINOMHEHNE

DCO08 KoHdhmaeHUMansHOCTE AaHHbIX 4aTYMKOB, CBA3AHHBIX C COTPYAHMKaMW/NepCoHanom

DC09 PackpbiTve koHhuageHUManbHbIX AaHHbIX, COAepXalmnxca B AaHHbIX 0byyeHma ML

DC10 KoHdmpeHumMansHOCTE rpadpuka npousBoacTea

8.5 OrpaHu4YeHHbIN NOTOK AaHHbIX (RDF)

TpeboBaHua K orpaHM4YeHHOMY NOTOKY AaHHbIX (RDF) npuBegeHsl B Tabnuue 21.
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Tabnuua 21— lNpobnembl ¢ orpaHMY4eHHBLIM NOTOKOM AaHHbIX (RDF)

ID Onucaxve
RDFO1 HeobxoguMbli NOTOK AaHHbIX O KNUEHTEe
RDF02 OrpaHu4eHre NoToKa AaHHbIX, OPUEHTMPOBAHHOMO Ha 3agadqy
RDFO03 OrpaHudeHue noToka/Bo3AeicTBMA (ChipbIX) AaHHbIX AaTYuKa
RDF04 OrpaHn4eHne BPeEMEHHON AOCTYMHOCTM MHOpMauUnK, Hanpumep yaaneHve nHgopmauun nocne
MCMOoNb30BaHWA

8.6 CBoeBpeMeHHOe pearupoBaHue Ha cobbiTusa (TRE)

OTcnexvBaHue — 3To bYHKUMS, BCTPOEHHAsA B MPOU3BOACTBEHHYK CUCTEMY AONsl OTCMEXMBAHUS re-
Heanorun cboes u arak. B cnyyae vHUMAEHTa OTCNEXMBAHWE MO3BOMSET WAEHTUMOULMPOBaTL 3aTPOHYThHIE
NPOU3BOACTBEHHbIE CUCTEMbI U NPoayKThl. OTCnexnBaHne aensetca HeobxoauMbIM YCIOBWEM ANSA NPUHATUS
OTBETHbIX Mep. 3To obneryaeTt UCNpaBneHne MHUMOEHTA U NO3BOMSET CBECTM K MUHUMYMY NOCNEACTBUA OT-
3biBa GpakoBaHHON UNW NpuLledllel B HETOAHOCTb NPOAYKLMK.

YTo KacaeTcsi 6E30MacHOCTH, TO OTHOLLEHME K OTCIEXUBAHWUIO OBOSIKOE:

- MHOpMaLKs 0 TPACCUPOBKE NPednoYTUTENBHO NPEenoCTaBNsSeTCs TakuM 06pasomM, YTobLl ee MOXHO
6bIn0 Mcnonb3oBaTth AN MOHUTOPWUHIa 6e3onacHoOCTK (HanpuMep, AN nonyvyeHust Hpopmaumm o Gezonac-
HOCTU W yNpaeneHns cobbITUAMK) U NocneaywLein cyaebHON 3KenepTu3bl (B crnyyae MHUMAeHTa);

- nHhopmauus o 6e30NacHOCTU/LENOCTHOCTM CUCTEMDI, TaKas Kak BEPCUS YCTAHOBMEHHbIX ABOUYHbIX
cbaiinoBs, UcnpaeneHue Ans cucteMsbl 6@30NacHOCTH.

MpocnexvBaeMocTb peliaeT aBe Npobnems:

- KaKMe KOMMOHEHTHI/MHIpeaueHTbl BbiNnu MCNonb3oBaHbl ANs CO30aHUA/MPOM3BOACTBA KOHKPETHOIO
NpoAayKkTa (HOMEHKNATYPbl UMK LUUXTbI);

- KaKoBbl YCMNOBWSI B NpoLlecce Npou3BOACTBA (3a4eCTBOBaHHbIE CUCTEMbI, AaHHbIE O Ka4ecTBe, YCro-
BWSI XpaHEHUS, ...).

OTcnexvMBaeMocTb 0COBEHHO BaxKHa B criydae, ecnu TpebyeTca nepe3BoHWTL B CBSA3M C CNOPYEHHbLIMA/
©pakoBaHHbIMKU NpoaykTaMu. OTCNeXUBAEMOCTL NO3BONSAET MOEHTUMULNPOBaTEL NOBPEXAEHHbIE MPOAYKTHI 1
CBECTU K MMHUMYMY NOCNeacTBus nepessoHa. TpeGoBaHUS K CBOEBPEMEHHOMY pearvpoBaHui0 Ha coBbITUS
(TRE) npuBegeHbl B Tabnuue 22.

Tabnuya 22 — MNpobrnemMsl cBOEBpeMeHHOro pearnpoaHus Ha cobuiTus (TRE)

ID Onucaxune
TREO1 CeoeBpeMeHHoe pearvpoBaHuMe Ha noTpebneHne ceTeBbiX PecypCcoB BPedoHOCHLIMKM 0bbekTaMmu
TREO2 CeoeBpeMeHHoe pearMpoBaHMe, Korga cuctemMa OOCTYMHA NMULb YaCTUYHO
TREOQ3 BeneHue xxypHana ayguta Ans MOHWTOPWHra Be30nacHOCTU U KPUMUHANMUCTUKMA.

WHdopmauma o TpaccvpoBKe NpeqnoyTUTENLHO NpeaocTaBNaeTca TakvmM obpasom, YTobbl ee MOX-
HO BbINO MCNONb30BaTh AN MOHUTOPKHIa 6e3onacHoOCTH (HanpyuMep, ynpasneHue nHpopmaumnen o
BesonacHoCTU U COBLITUAMMK) U MOCNeayLWen KPUMUHANUCTUKK (B cryvyae MHUMAEeHTa)

TREO4 BeneHue xypHana ayguTa BKNHOYaeT LUeNoCTHOCTb CUCTEMbI 1 CTAaTyC UCNpaBIeHus.

WHcbopmauma o Be3onacHoOCTW/LUEeNoCcTHOCTU CUCTEMBI, Takas Kak BEPCUA YCTAHOBIEHHLIX OBOWY-
Hbix ¢haiinoe, ypoBeHb UCNpaBrneHns 6e30NacHOCTU, NOATBEPKOEHUE LENOCTHOCTM CMCTEMBI, CO-
BupaeTcs U apxXMBUPYETCA CUCTEMOIN TPACCUPORBKM

TREO5 3awuieHHan perucTpauva ayamta B cnydae MHUuMaeHTa.

MHdopmauus, cobpaHHan ana OTCNeXWBaHWUA, MOXET Takke MCMOMNb30BaTbCA ANA onpeneneHus
BO3OENCTBMS HA NpoayKTel nocne uHuuaeHta besonacHocTn. 3To MoxeT notpeboBaTth cneunans-
HbIX Mep 3alUMThl A8 MHOPMAaLMK OTCNEeXMBaHWA, YTODbI rapaHTUPOBaTh ee LeNoCTHOCTL AaXKe B
cryyae uHUngeHTa BesonacHoCcTH (HanpyuMep, yaaneHHoe BeAeHue XypHana)

TREO06 Ob6ecneyeHne 0OBLACHUMOCTH NPEeanoXeHUA/MHCTPYKLUMIA cucTemMbl ML
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8.7 DocTtynHocTk pecypcoB (RA)
TpeboBaHua k gocTynHocTu pecypcoB (RA) npueeneHsl B Tabnuue 23.

Tatnuua 23— lNpobnemMbl C AOCTYNHOCTLI pecypcoB (RA)

ID OnucaHne

RAO1 [OCTYNHOCTL TEKYLWMX AaHHbIX MOAENMPOBaHMWA

RAQ2 [ocTynHOCTbL CeTeBbIX PECYpPCOB

RAO03 BoccTaHoBneHMe pecypcoB nocrne GroKMpoBKK

RA04 HocTynHocTe BecnpoBogHoOro cepeuca

RAOQ5 JocTynHocTe AaT4YUKOB M MOHUTOPUHIa

RAOQ6 [ocTynHoCTb XKypHanos ayguTa.
Cnepnyet ybeouTbca, YTO BCE CTOPOHLI, 3aTPOHYThIE NOTEHLMANBHBIM CMOPOM, MOTYT MOMYYUTL A0-
CTYN K JA@HHBIM TPACCUPOBKM; B Cry4Yae WUCMonb30BaHUs paclUMpEHHbIX MEXaHM3MOB 6e30MacHoCTu
(Hanpumep, unudpoBblX NoanMcein) HeobxogmMmo, YTobLI BCs MHhopMaLuns, Tpebyemas anga nposep-
KW OAHHBIX TPAacCUpoBKKW (Hanpumep, L poBLIe yaOCTOBEpPEHUS, cepTudmkaThl), Beina goctynHa
npu HeobXxoaAUMOCTK

BHe,EIDEHME H6esonacHoCcTW B CUCTEMY BITUAET Ha ee O0CTYNHOCTDb. B yacTtHoCTK, Hanuyune HeOGXOﬂ,MMbIX
YHETHBIX AaHHbIX besonacHocTH AnA 3allkTbl M OOCTYNa K A0JITOBEYHbBIM Kﬂﬁepd)MSM‘-IECKMM apTECbaKTaM (HB-

npuMep, LMMPOBLIM BOMHUKAM) HA NPOTSKEHWUM BCErO MX KU3HEHHOro UMkna TpebyeTt ocoboro paccMmoTpe-
HUS U ganbHenwen paboThl.
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MpunoxeHne OA
(uHdopmaumnoHHoe)

CBeHeHHH 0 COOTBETCTBMW CCbLINOYHbLIX HALUMOHAaNbHLIX CTAaHAAPTOB
MeXxOoyHapoOdHbIM CTaHAapTaMm, MCNoNb30BaHHbLIM B Ka4eCTBEe CChINOYHbIX
B NPUMEHEHHOM MeXOYyHAapOoOHOM OOKYMEeHTe

Tabnwuua OA.1

O6o3HaYeHne CcChINO4YHOro CreneHb O6o3Ha4YeHWe ¥ HAUMEHOBAHWE CChINOYHOTO
HaLMOHanbLHOIo cTaHhapTa COOTBETCTBMA MEXAYHAPOAHOro cTaHaapTa
[OCT P 56205—2014/ IDT IEC/TS 62443-1-1:2009 «CeTi KOMMYHWKaLMOHHLIE NPOMbILL-
IEC/TS 62443-1-1:2009 neHHble. 3awmuieHHocTe (knbepbesonacHoCTk) CETU U CUCTe-
Mbl. YacTe 1-1. TepMuMHONOrua, KoHUENTYarnbHbIe MONMOXKEHUS
W MOZENU»
[OCT P M3K 62443-2-1—2015 IDT IEC 62443-2-1:2010 «CeT! KOMMYHWKALWOHHLIE NPOMBbILLMEH-
Hble. 3almueHHocTs (kmbepbesonacHoCTb) CETU U CUCTEMBI.
YacTtb 2-1. CocTaBneHve nporpaMmmbl ofecnedeHns 3aluu-
weHHocTK (kubepbezonacHOCTH) CUCTEMEI YNIPaBMNEHUA WU NPo-
MBILLIIEHHON aBTOMaTUKN»
MpumeyaHune — B HacToswWel Tabnuue Mcnonb3oBaHo criedyoLlee ycnoBHoe 0603Ha4YeHUe CTENEHNU Co-
OTBETCTBMSA CTAaHOAPTOB:
- IDT — ngeHTU4Hble cTaHdapThl.
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Mpunoxexune b
(cnpaBo4Hoe)

ConocTtaBneHue CTPYKTYPbI HacToAllero ctaHgapra
co CTPYKTypOﬁ NAPUMEHEHHOTO B HEM MeXOYHapoaOHOro oOKyMeHTa

Tabnuuya Ob.1

CTpyKkTypa HacTosALlero craHgapTa

CTpykTypa MexayHapogHOro AoKyMeHTa
IEC/TR 63283-3:2022

1 ObnacTb NpUMeHeHUsa

1 ObnacTb NpUMeHeHMs

2 HopmaTtuBHbIE CChINKK

2 HopmaTtuBHbIE CChINKK

3 TepMUHBbI, ONpeaeneHns 1 cokpalleHus

3 TepMuWHbI, onNpegeneHuns, cokpalleHns u abbpesuaTypbl

4 3apayn kmbepbezonacHocTW B UMPOBOM MPOWU3BOA-
cTBe

4 3apaun kmbepbeszonacHOCTM B UMGPOBOM MNPOU3BOA-
cTBe

5 CucteMHas uHXeHepus

5 CuctemHas uHxeHepus

6 MNpumeHeHne cepun ctaHgapToB MOK 62443 [6] k uudp-
pOBOMY MPOW3BOACTRY

6 MpumeneHune |EC 62443 (Bce yacTn) kK undpoBoMy npo-
13BOACTBY

7 ¥Yrpo3bl 6e3onacHOCTU UMhpOROro Npon3BoacTBa

7 ¥Yrposkl 6esonacHocTy B oBnacTu yudpoBoro npouseos-
cTBa

8 Kpatkoe manoxeHue npobnem

8 KpaTtkoe nznoxeHue npobnem

MpunoxeHue OA CBegeHWs 0 COOTBETCTBMU CCbIMOYHBIX
HaUMOHanNbHbIX CTaHOApTOB MeXOyHapodHbiM cTaHaap-
Tam, MCMoMb30BaHHLIM B KAYECTBE CChIMOYHLIX B MpUMeE-
HEHHOM MEXOYHAapOOHOM JOKYMEHTE

anJ’IO}KeHME A anBe,EleHVIE.‘ BapWaHTOB UCNOINb30BaHUA
B COOTBETCTBME C OCHOBOMONarakowmmmn TDEGOBaHMHMH

[MpunoxeHue 6 ConocrtaBneHue CTRYKTYPbl HACTOALLErO
cTaHgapTa co CTPYKTYPOi MPUMEHEHHOMO B HEM MeEXay-
HapOoAHOro AOKYMeHTa

[MpunoxeHue B 3awumiieHHble naeHTUMUKALWOHHbIE AaH-
Hble

Bubnuorpadus

Bubnuorpadua
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YK 004.85:006.354 OKC 35.240.99

Knioyesbie crnosa: ungposas NpoMbILLNEHHOCTL, LMhpoBOe NPOU3BOACTBO, YMHOE NMPOW3BOACTBO, Kubepbe-
30MacHoOCTb
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