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Mpeancnoeue

1 PABPABOTAH Accouunauuein no cogencTeuo 6e3onacHOCTW aBTOTPaHCNOPTHON AeATenbHOCTU « Ta-
xorpadpuyecknid LieHTp» 1 @egepanbHbIM rocyAapcTBEHHBIM YHUTAPHBIM NpeanpuaTueM «LleHTpanbHbIi op-
feHa Tpygnosoro KpacHoro 3HameHn Hay4YHO-MccneqoBaTenbCkuii aBTOMOBOMAbHbLIA U aBTOMOTOPHbIA MHCTU-
TyT « HAMW» (DY « HAMIA»)

2 BHECEH TexHuuyecknum komuTeToM no ctaHgaptuaauum TK 056 «[opoXHbIA TpaHCnopT»

3 YTBEPX/EH W BBEJEH B JEWCTBWE MMpukazom ®enepanbHOro areHTCTBA MO TEXHUYECKOMY
perynnpoBaHnio u metTponorin ot 9 aekabpsa 2024 r. Ne 1860-cT

4 BBE[OEH BIMEPBbIE

lNpasuna npumeHeHUss HacmosAweao cmaHdapma ycmaHoeneHbl 8 cmambse 26 @edepanbHO20 3aKoHa
om 29 uroHsa 2015 a. Ne 162-03 «0O cmandapmu3sauyuu e Pocculickoll ®@edepayuu». VMHgopmayusa ob us3-
MeHeHUaX K HacmosuweMy cmaHdapmy nybrukyemcs 8 exez00HOM (0 COCMOSAHUK Ha 1 AHeaps meKyuieao
200a) uHghopMayUOHHOM ykazamene «HayuoHansHsle cmandapmeiy, a oguyuanbHbil mekcm uamMeHeHul
U ONPasoKk — 8 EXEeMEeCHAYHOM UHGOPMaUUOHHOM ykazamene «HayuoHanbHele cmaHdapmel». B cnyyae
rnepecMmompa (3aMeHbl) unu omMeHbl Hacmosueao cmaH@apma coomeemcmayouwee ygedomneHue bydem
onybnukosaHo 8 bnuxaluwieMm 8bInycKe eXeMecgyHo20 UHPOPMayUoHHO20 ykaszamesns «HayuoHanbHble
cmaHOapmbi». Coomeemcemayoujasa UHGopmayus, yeedoMeHUe U MeKcmbl pa3Mewalomcs makxe 8 UH-
hopmayUoHHOU cucmeme obuje20 noib3o8aHus — Ha oguluansHoM catime @edepanbHo20 azeHmemea no
MexHUYEeCcKOMYy peaynuposaHuro U Memponoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayumny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO MMM YACTUYHO BOCMNpPOU3BEOEH, TUPaXXMNPOBaAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3peleHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

B HacTosiwem cTaHgapTe paccMaTtpuBaeTcsl NPOTOKON nepegadn coobuieHuin gnsa cucteMm cbopa u
0bpaboTkn Taxorpaduueckmx gaHHbIX Ha UM POBLIX Taxorpadax.

Taxorpadp yctaHaBnmBaeT coeguMHeHne ¢ cepepom — obpaboTymkom Taxorpamyecknx 4aHHbIX, KOTO-
pomy nepepaeT coobleHus, npegHasHadYeHHble Ana cuctem cbopa u 06paboTku AaHHBIX.

Bsaumopencteue Taxorpacha ¢ obpaboTymMkom Taxorpadmyecknx AaHHbIX ocywecTenaetca no TCP/IP
npotokony. OBMeH cooblUeHUsMU C cofepXaTernbHbIMU AaHHBIMKA BbIMNOMHAETCA MO KaHany 3alWLLleHHOoro
obmeHa.

Bce kpuntorpaduyeckue onepaunn B Taxorpade BbinonHAKTCA 6rMokoM kpuntorpadMyecKon 3alinTel
MHhopMaLuuK Taxorpada.

CTpyKkTypa n cocTaB cogepxaTernbHblX AaHHbIX coObLeHW, npeaHasHadeHHble Ana cuctem cbopa u
06paboTKM AaHHbLIX, B HACTOSWEM CTaHOapTe He paccMaTpUBaloTCS.

v
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

ABTOMOGMNBHBIE TPAaHCNOPTHLIE CPeAcTBa
TAXOIPA®bI LW®POBbLIE

MpoTokon o6meHa nHopmaumen ¢ aBTOMaTU3MpPoOBaHHOW MH(OPMALMOHHOW CUCTEMOM
TaxorpacdMiyecKoro KOHTpons

Motor vehicles. Digital tachographs.
Protocols of information exchange with the automated information system of tachographic control

Oarta BeegeHna — 2025—05—01

1 O6bnacTtb NnpuMeHeHuA

HacTtoswmi cTtaHgapT yctaHasnuBaeT npoTokor obmeHa nHgopmauunein undpposoro Taxorpada, ycta-
HaBnNMBaeMoro Ha aBTOMOBWNLHbIE TPpaHCNopTHbIe cpeacTsa (ATC), c aBTOMaTU3MPOBAHHOW MHAOPMAaLUOH-
HOW CUCTEMOW Taxorpadu4eckoro KOHTPOmA, a Takke TpeboBaHMA K TexHonorMdeckomy npoueccy cbopa u
0bpaboTkK OaHHbIX.

HacToawumi cTangapT He pacnpocTpaHAeTCs Ha KOHTPOMbHbIE YCTPOWCTRA, yCcTaHarNuBaeMslie Ha ATC
B COOTBETCTBUM C TpeboBaHuamu [1].

2 HopmaTuBHbIe CCbINKK

B HacTofAwem cTaHgapTe MCnonb3oBaHa HOpMaTUBHAsA CCbINKa Ha crnefyLwni cTaHgapT:
FOCT P MCO/M3K 14443-3 KapTbl MOeHTUMOUKALWOHHBIE. KapThl HA MHTerpanbHbiX cxemMax beckoH-
TakTHble. KapTbl Bbrivskoro aenctemsa. Yacte 3. MHMUManmnsauma u aHTUKONIW3ns

MpumedaHue — [py NoNb30OBaHKM HACTOSALLMM CTaHAAPTOM LenecoobpasHo NpoBepUTL AeNCTBUE CCbINOM-
HbIX CTAHOAPTOB B MH(OPMALMOHHOW cucTeme 0BLWero nonb3osaHna — Ha oduumansHom cainte degepansHoro areHT-
CTBA MO TEXHWYECKOMY PEeryriMpoBaHUI0 U METPOIOTAM B CETU VIHTEPHET MK Mo eXerogHoMy MHPOPMAaLMOHHOMY yKasa-
Teno «HauWoHaneHble cTaHOapThl», KOTOPLIA ONyBNWKOBaH N0 COCTOAHMIO Ha 1 AHBaPA TEKYLLEro roga, v no Bbimyckam
eXeMeCcsYHOro MHopMaLMOHHOTO yKkazaTensa «HaluoHaneHble cTaHaapTel» 3a TeKyLWid roa. Ecnn 3aMeHeH CCbINoYHbIiA
CTaHZdapT, Ha KOTOpbLIA AaHa HeaaTUPOBAHHAA CChIMKA, TO PEKOMEHAYETCA UCMONbL30BaTh AEWCTBYIOLLYIO BEPCUIO 3TOrO
cTaHdapTa ¢ YYeTOM BCEX BHECEHHBIX B JAaHHY0 BEPCUI0 U3MEHEeHWIA. Ecnu 3aMeHeH CCbINOYHbIA CTAaHOAPT, Ha KOTOPINA
[aHa AaTWpOBaHHas CChIMNKa, TO PEKOMEHAYETCA UCMONb30BaTh BEPCUID 3TOMO CTaHdapTa ¢ yKa3aHHbIM Bbile rodoM yT-
BepXOeHUS (MpuHATUA). Ecnu nocne yTBEPXOEHWs HACTOSLLEro cTaHdapTa B CCbINOYHbBIM CTaHAapT, Ha KOTOpbIA daHa
daTpoBaHHas CChifka, BHECEHO M3MEHEHWe, 3aTparuBatolee NonoxeHne, Ha KOTopoe AaHa CCbiMKa, TO 3TO NONoXKeHne
pekoMeHayeTcs NPUMEeHsATL Bea ydeTa AaHHOro M3MeHeHUs. ECni CCbiNMoYHbIN cTaHaapT oTMeHeH 6e3 3amMeHbl, TO Nono-
KEHUWe, B KOTOPOM [aHa CChINIKa Ha Hero, pekoMeHOYeTCA NPUMEHATL B YAacTK, He 3aTparvBatoLLe aTy CChINKY.

3 CokpaweHuna n o6o3HaYeHns

B HacToawem CTaHOapTe ucnonb3oBaHbl crnegyrline CokpaweHna n o6o3HaveHus:

BTH — 6nok kpunTorpadunyeckon 3awmTel MHOPMaLKWK Taxorpada;
au — [OBEpPEeHHbLIN UeHTP;

30C — 3allMLLEeHHbIN 0OMeH coobLEeHnAMN;

oTao — 00paboTymk Taxorpaduyecknx aHHbIX;

oY — OdepepansHoe BlogxeTHOe yupexaenne «PocaBToTpaHcey;

MapaHune ochbuumnansHoe
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TCP (TCP/IP) — npotokon nepegaqu gavHbix (Transmission Control Protocol) u (Internet Protocol);
[l — CMMBOIN KOHKaTeHaLWu;
0x — npedMKC ANA yKasaHWs WecTHagLaTepuyHoro Yucna.

4 OcHOBHbIe NOoNnoXeHus

4.1 ®opmaT cooblueHUn NpoToKona

CoobuleHre NpoTokona COCTOUT M3 3arofnoBka MKCMPOBAHHON ANWHEI U Tena B popMaTte MHgopmMaum-
oHHoro TLV obbekTa, TeroMm KOTOpPOro ABMASETCS Ko4 Tuna coobLueHus.

4.1.1 ®opmar 3aronoBkKa

3aronoBok coobLeHUs UMeeT (DUKCUPOBAHHYH OMNUHY, paBHy 37 DanT.

CTpykTypa 3aronoBka coobLleHWs npvBedeHa B Tabnuue 1.

Ta6nuua 1-— CTpykTypa 3aronoBka coobLLeHna

CmelleHne Onuna, Gant 3HaveHue/OnucaHune
00 4 dukcupoBaHHada koHcTaHTa — Magic, 0x41544C53
04 1 Bepcua TpaHcnopTHoro npoTtokona, 0x07
05 4 Koo/wgeHtudukatop cuctemMsl cbopa 1 o06paboTkm gaHHbIX
09 16 3aeoackon Homep BT — Part Number, GaiToBbIn Maccus
25 2 [OnwuHa Tena coobweHus
27 8 Kontekct OT[] — ServerCTX, 6ainToBbIil Maccue
35 2 CRC16 tena coofuweHuna (cM. npunoxeHue A)

4.1.1.1 Tone «Kog/ngeHtudumkaTop cuctemMsl cbopa 1 06paboTkM OaHHbLIX»
B 3aronoeke cooblieHMA yKasbiBaeTcs YeTblipexbanToBbld koa/maeHTudunkaTop cuctemesl cbopa n ob-
paboTkn AaHHbLIX, KOTOPOMY NpefHazHadyeHo coobuweHne. CTpykTypa Kofa npefcTaeneHa B Tabnuue 2.

Ta6nuua 2— CtpykTypa koda cuctemMbl cbopa 1 06paboTkn AaHHBIX

Mone Tun OnuHa, Gant 3HaqenHne/OnncaHue

Code ulnt_16 2 Koa/moeHTudmkatop cuctemsl:
0xA085 — kop cucTeMel peructpauuu;
0xA087 — ko cucTembl cbopa 1 06paboTku gaHHbIX PBY

RFU — 2 0x0000

Takke kog/waeHTucUKaTop cucTemsl cbopa 1 0bpaboTkM OaHHbIX YKa3bIBAaeTCA B Tene cogepaTenb-
HOro coobLUeHus.

B 3aronoeke coobuweHun ana OT[ (0x30—0x38) 4 banTa koga/moeHTUdUKATOpa MMEOT HyNeBoe 3Ha-
yeHue.

B 3aronoeke n Tene cogepxarenbHoro coobwenunsa (0x39) ¢ panHeiMu ans OTL 4 6anta koga/maoeHTu-
dukaTopa UMerT HyrneBoe 3HavYeHue.

B 3aronoeke n Tene copepxkaTenbHbix coobuwernunin (0x39) ana cuctembl cbopa M 06paboTkn gaHHbIX
4 bainTa koga/mageHTugrkaTopa UMELOT He HyNeBoe 3Ha4YeHue.

B 3aronoske coobwenun (0x3A, 0x3B) ans cuctembl cbopa v 0bpaboTkn AaHHbIx 4 BaliTa koga/naeHTu-
dukaTopa MMEKT HEe HYMEBOE 3HAYEHME.

4.1.1.2 Mone «KoHtekct OTO» (ServerCTX)

Mone ServerCTX no3sonseT BoccTaHOBWUTb HAa OT[ kOHTEKCT 00paboTku NOCTynalwLWmux AaHHbIX OT Ta-
xorpadha B cryyae paspbisa TCP/IP coegmHeHust 1 nocneayroLLero ero BOCCTaHOBEHUA.

Mpwn chopmupoBaHuy coobuieHns (kpome 3anpoca CONNECTREQUEST) none ServerCTX uHnumanu-
3npyeTca 3HadeHnem ServerCTX, nony4YeHHbIM U3 NOCMeQHEro oTBeTa OT cepaepa.

2
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Ecnn nocne nonyyeHus ycnewHoro oTeeta Ha 3anpoc npousowen paspbie TCP/IP coeguHeHuns (unu
€Cnun HeT OTBETOB Ha 3anpochkl, YTO NPMBOAUT K paspbiBy TCP/IP coeguHeHuns), To Taxorpad 3aHOBO MOOKITHO-
yaetcs no TCP/IP k cepBepy 1 NockinaeT cneaykollee cooblleHne co 3HadyeHuem nona ServerCTX, nonyyeH-
HOTO M3 NOoCMNedHEero yCneLwHoro oTeeTa OT cepeepa.

CoobueHne CONNECTREQUEST dopmMupyeTcs cnefyroLlwmm obpasom:

a) none ServerCTX onsa zanpoca CONNECTREQUEST 3anonHsietca 6antamu co 3HadeHnem 0x00 B
cnenywLmx cry4dasnx:

- 3HadveHume nonsa ServerCTX 13 nocrnegHero Nony4eHHoro yCnewHoro oTBeTa 0T CepBepa HEU3BECTHO;

- uHTepean B oomMeHe ¢ OT[ Bonbwe 10 MuH;

- MO TEM UMW WUHBLIM NPUYMHAM HeoBX0OUMMO 3aHOBO MPOWHULMANM3NPOBATL KOHTEKCT 0bpaboTku oaH-
HbiXx Ha OT[;

6) B octanbHbix cny4yasx none ServerCTX onsa 3anpoca CONNECTREQUEST 3anonHseTcs 3HayeHu-
eM nons ServerCTX, B3ATOro U3 NnocnegHero nofy4eHHoro yCneLwHoro oTeeTa oT cepeepa.

4.1.2 WHcpbopmaumnoHHbIN 06bekT TLV

Kaxaeih 06bekT TLV gomkeH cocToAaTk M3 ABYX MMM Tpex nocnefoBaTenbHbIX nonen: obsiarensHoro
nong Tera, obA3aTensHOro Nons AnvHbLI U YCNOBHOMO nons 3HadveHusa. Kogvpoeka nons TeroB npvBegeHa B
Tabnuue 3.

Mone Tera cocToMT U3 O4MHOYHOrO BalTa, Kogupytowero Homep Tera ot 1 go 254. 3vavenus ‘00" m ‘FF’
ABNAKTCA HEAENCTBUTENbHLIMK A8 Nons Tera.

Tabnwua 3-— KogupoBka nonsa Teroe

b8|b7|b6|b5|b4|b3|b2|b1| OnwncaHue

CoobLeHne. CTpyKTypUpOBaHHOE KOOMPOBAHWE, T. €. Mofe 3Ha4YeHus

g1 Tl=|=|—|- koguposaHo B TLV

rlpOTOI(OJ'Jbele OaHHble, NepeaaBaemMble B coobLLeHnsx ¢ cogepXKaTtenb-
HbIMW OaHHbIMW

OTKprTbIB cogepXartenbHble OaHHble, NepejaBaemMble B CDO6LLI,EHVIF|X c
cogepxXartenbHbIMW OaHHbIMW

BELUMCppOBaHHbIE cogepaTeneHble AaHHble, NnepejaBaeMble B CODGLLI,B-
HUAX C cogepXartenbHbIMWU JaHHbIMW

[JaHHble, nepefaBaeMble B COOBLLEHUSAX MPU YCTAHOBINEHUM COBOMHEHNS]
U ayTeHTUUKaLUK

— | — =] =1 x X X x | Homep Tera

Mone AnuHbI COCTOUT M3 0AHOro UnNu bonblero YMcna nocrnegoeartenbHblix 6anTos. KogupoBaHue aTuUx
©aiToB OOMKHO COOTBETCTBOBATL OCHOBHBLIM NpasunamM kogupoeaHus ASN.1 u onpegeneHuto B Tabnuue 4.

B kopoTkom chopmarte none AnvHbl COCTOMT M3 eauHu4Horo BanTta, B KOTOpom BUT 8 yCTaHOBMEH B CO-
cTtosiHue 0, a 6uTtel ¢ 7 no 1 kKogupytoT Yucno B6anTos B none 3HadeHns. Takum obpasom ogHUM BanToOM MOXET
BbITb 3akogupoBaHo nboe Yncno ot Hyns go 127.

B onuHHOM cbopmaTte none ANWHbLI COCTOMT U3 ABYX unu bonee 6anToB..

Mona gnuHel TLV 0bbekToB npueeaeHsl B Tabnuue 4.

Tabnuuya 4 — Nona gnunel TLV 06beKTOB 1 npaBuna koagupoBaHUA

[nanasoH bawnt 1 bant 2 banT 3 bant
O10 po 127 1 6ant O1'00" po 7F' — —
OT1 0 po 255 2 banTa '81' O71'00" po 'FF' —

Ot 0 go 65535 3 bawTa '82' OT'0000" go 'FFFF'

Ecnu none anvHbLI paBHO HyIO, TO MOMNe 3HAaYeHWs OTCYTCTBYET, T. €. 0GbeKT aBnaeTcs nycTbiM. B npo-
TMBHOM crny4ae, ecnv o6bLEeKT NPOCTOK, None 3Ha4eHnss COCTOUT U3 nocneaoBaTenbHblX 6afToB; ecn 06LekT
CTPYKTYPUPOBAHHLIA, None 3Ha4eHuss cocTonT U3 Habopa npocTeix TLV o6bekToB.
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4.1.3 Tunbl coobweHnn
Tunbl coobLieHnid npuBegeHsl B Tabnuue 5.

Tabnuua 5— Tunbl coobLEHUIA

Ter HaszsaHune MpumedaHune
0x30 CONNECTREQUEST BeigaeTtca Taxorpadom cpaay nocrne ycraHoBneHWA COeaUHEHNS
0x31 SERVERHELLO BblgaeTca cepeepoM Npu YCTaHOBNEHUM CECCUUW UMK B KAYeCTBe 3anpoca Ha no-
BTOPHYIO ayTeHTudwvKaumo
0x33 DENYSESSION BbloaeTca cepeepoM B cryydae paspblBa COEOMHEHWS W/WIMKW 3aKpbITUS Ceccuu
30C no nHMuMaTuBe cepeepa
0x34 CACERTREQUEST Beigaetca Taxorpadom, ecnu y Hero HeT ceptudpukara L,
0x35 CACERTCHAIN Beinaetca cepeepom B oTBeT Ha CACERTREQUEST
0x36 INITSESSION BeigaeTca Taxorpadom Ans guHaMU4eckon ayTeHTudukaumm
0x37 CONFIRMSESSION BbloaeTca cepeepoM B OTBET Ha YCNELLHYO AMHAMWYECKYIO ayTEHTU(NKaLMIO
0x39 MESSAGE 3awuncpoBaHHble co0bLLEHNSA, 3aLUMLLIEHHbIE MMUTOBCTABKOW (OaHHble B co0b-
LLEeHWW MOTYT BbITe He 3alumMgpoBaHhbl)
Ox3A* PROMPT [Mepuoguyeckn BblgaeTca Taxorpadom ONA corfnacoBaHWUA TEKYLEA 4acToThl
nepegaqu 3anpocoB
0x3B* SERVERREQUEST BoinaeTtca cepsepom B oTBeT Ha PROMPT
* OnuMoHanbeHO.

4.1.4 ®opmaT Tena coobLUeHUN

4.1.4.1 CONNECTREQUEST

Ter 0x30 BblgaeTca TaxorpacdoM cpasy nocre ycTaHOoBeHWs coeguHeHns. CocTouT u3 Habopa obbek-
ToB TLV, NpuBEeaeHHbIX B Tabnuue 6.

Tabnuua 6— Habop obbektoB TLV, BbigaBaeMbIx Taxorpagpom cpasy nocne ycTaHOBMNEeHUS CoeduHeHus

Ter HavmeHoBaHWe Onuna, Gant Konuuectso MpymeyaHue
0x02 Server Address n 01 Appec (DNS-umga) cepeepa
0x03 Part Number 16 1 3aBoackoi Homep BTH
0x04 Keyld 16 1 WpaeHTudukatop oTkpbeiToro kntoua 5T
0x05 Random 16 1 CnyyaiiHoe yvcno BT
0x06 RFU 4 1 0x00000000

4.1.4.2 SERVERHELLO

Ter 0x31 BblgaeTca cepBepoM Cpasy nocne nony4yeHuWs 3anpoca Ha YyCTaHOBMEHWEe COeAWMHEHUs UMK B
X0[e YCTaHOBJTIEHHOW CECCUN C LeNbio NpoBeaeHUs MOBTOPHOW JUHaMUYeCcKon ayTeHTudukauum. CocTouT u3
Habopa obbekToB TLV, NpuBedeHHbIX B Tabnuue 7.

Tabnuua 7— Habop obbekTtoB TLV, BbidaBaeMblx cepBepoM cpasy nocre rnory4yeHns 3anpoca Ha ycTaHoBMeHWe co-
E0VHEHWUA UMW B XOA4E YCTAHOBMNEHHON CECCUM

Ter HaumeHoBaHue Onuna, Gant Konuuectso MpumevaHue
0x01 Certificate [o 3000 1 CepTtudcpukar cepeepa
0x05 Random 16 1 CnyyanHoe 4ncno cepeepa
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4.1.4.3 DENYSESSION
Ter 0x33 BblgaeTcAa cepBepoM B cnyyae paspbiBa coeaunHeHus, ceccun 30C. CoctouT 13 Habopa 06b-
ekToB TLV, npuBeaeHHbix B Tabnuue 8.

Tabnwuua 8— Habop obvekToB TLV, BblAaBaeMbIX CEPBEPOM B ClyYae pa3pbiBa COeduHEHNS

Ter HaumeHoBaHne OnuHa, bant Konuuyecteo MpumedaHne
0x09 ErrorCode 2 1 Koa npuyMHbl paspbiBa cOequHeHNst
0x0A Description 0-n 1 OnuvcaHve nNpuvyuvHbl pa3pbiBa coeguHeHua (KopoTkoe
coobLeHne)

4.1.44 CACERTREQUEST

Ter 0x34 BblgaeTca Taxorpadom, ecnu y Hero HeT oTKpbiToro kntoda AL ana npoeepku ceptudukarta
cepeepa. CoobueHune cogepxut 0bbekTel TLV ¢ ngeHtudmkatopamu knwden ALl nagectHeix BTA (cm. Tab-
nudy 9).

Tatbnuya 9 — Habop obbekToB TLV, BblgaBaeMelx Taxorpaom, ecrnm y Hero HeT OTKpbITOro krwya [L, ans npoeepku
ceptudukata cepsepa

Ter | HanmeHoBaHue OnuvHa, 6ant KonudecTBo MNpumeyaHue

0x04 Keyld 16 1 n Gonee WaoeHTudpukaTop krroda AL

4.1.4.5 CACERTCHAIN

Ter 0x35 BblgaeTtcsa cepeepoM B OTBET Ha coobuweHue Taxorpadha — CACERTREQUES. CooblieHune
copgepxuT o0obekTel TLV ¢ cepTudomkartamum L], cocTaBnswowWmMn Lenodky ceptuduKaTos, KOTopble Heobxo-
aumo nepefatb B BTW B ToM nopsigke, B KAKOM OHW MpUCnaHbl cepBepom (cM. Tabnuuy 10).

Tabnuya 10—Habop obbekTor TLV, BbljaBaeMbiX cEpBepOoM B OTBET Ha coobuleHue Taxorpacda — CACERTREQUES

Ter HavmeHosaHue OnuHa, 6ant Konuyecteo | MpumevaHne

0x01 Certificate [o 3000 1 1 Bonee Ceptudomkar AL
(nepepatoTcsa B TOM nopsigke, B KOTOPOM OOMH-
Hbl BbITe Nepenarsl B 6T Ha npoBepky)

4.1.4.6 INITSESSION
Ter 0x36 BbigaeTca TaxorpadomM Ansa gMHamudeckon ayteHTudukaumm. CoctonT 13 Habopa ob6beKToB
TLV, npuBegeHHbIX B Tabnuue 11.

Tabnuya 11 — Habop o6vektoB TLV, BbigaBaemblx Taxorpadyom 4na AUHaMUYecKon ayTeHTuduKaumm

Ter HavnmeHoBaHne OnuHa, 6ant Konnyectso [Mpumevarue

0x01 Certificate [o 3000 1 Ceptudpmkat oTkpbiToro knwoda 6T
0x05 Random 16 1 CnyyaiHoe 4ucno BTH

0x07 S 64 1 Kpuntorpamma BT

4.1.4.7 CONFIRMSESSION
Ter 0x37 BblgaeTcs cepeepoM B OTBET Ha coobweHune Taxorpada INITSESSION gnsa guHamumyeckon
ayTeHTMduKaumm (cm. Tabnmgy 12).

Tabnuya 12 — Habop obbektor TLV, BoigaBaeMbix cepBepoM B OTBET Ha coobueHune Taxorpada INITSESSION

Ter | HavmeHoBaHue | OnuHa, bant | KonuyectBo MpymevaHue

0x08 H 10 1 Tekywee Bpems cepsepa (4 6aiita) || MNpoee-
po4vHas kpunTorpamma cepeepa (6 6anT)
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4.1.4.8 PROMPT
Ter 0x3A nepuoan4yecku BblgaeTca Taxorpadpom Ans COrnacoBaHWsA TeKyLlen 4acToTkl nepegadyu gax-
HbIX. CocTouT 13 Habopa obvekToB TLV, npuBeaeHHbIX B Tabnuue 13.

Tabnuua 13 — Habop obwektor TLV, BeigaBaembix TaxorpacdhoMm AMs COrMMacoBaHMA TEKYLLEeW 4acToTel nepenaqu
AaHHbIX

Ter HavmeHoBaHue OnuHa, 6anTt Konudectso MpumevaHune
0x03 Part Number 16 0N 3aeogckoi Homep BTU
0x0B Freq 4 1 Tekywas yactota nepegadun coobLueHuin

4.1.4.9 SERVERREQUEST
Ter 0x3B BblgaeTcs cepeepoM B oTBeT Ha coobuweHne PROMPT. CoctouT n3 Habopa obbektoB TLV,
npueeneHHeIX B Tabnuue 14.

Tabnuua 14 — Habop obwektoB TLV, BbiaaBaeMbIX CEpBepoM B OTBET Ha cooblueHue Taxorpaca PROMPT

Ter HaumeHoBaHue Onuna, 6ant Konwnyectso MNpumeyaHue
0x03 Part Number 16 0/1 3aeoackon Homep BTU
0x0B Freq 4 1 Tekyllas yacToTa nepega4v coobLleHum
0x0C ServerRequest 4 1 Kog npoueaypel/lyBegoMneHus, 3anpallivBaemo-

ro cepeepom. B cnyyae nepega4m dmnkcupoBaH-
Horo 3HadeHus (Hanpumep, 0) Taxorpad cHUTaET,
4YTO HeoBX0OMMOCTW B onepaTuBHOM 0BLEHN C
cepBepom HeT

4.1.4.10 MESSAGE
Ter 0x39 BbioaeTcsa cepBepoM K TaxorpadyoM. Micnonbayetca Anga nepegayy cooepxarenbHblX OaHHbIX
B OTKPbITOM UMK 3alundpoaHHoM Buae. CocTouT M3 Habopa obbekToB TLY, npuBeneHHbIX B Tabnuue 15.

Tabnuua 15 — Habop obbektor TLV, BbigaBaemblx cepBepoM W Taxorpadom npu obmeHe cogepxarensHbiMu
OaHHbIMU
Ter HavnmeHoBaHue [OnuHa, bant Konudecteo MNpumevyaHue
0x20 Payload [o 4000 0 — ecnu ectb OxAQ | OTKpbITblE copepXxaTenbHble fdaHHble. Ecnin B
1 — ecnu HeT coobLLeHN HET coaepKaTenbHbIX AaHHbIX, OOI-

JKeH NpUCYTCTBOBATb obbekT Hyneeoﬁ OJNHbBI

0xA0 Payload_enc Oo 4000 0 — ecnu ectb 0x20 | 3awwndpoBaHHble coaepXaTenbHble OaHHbIe.
1 — ecnu HeT Ecnu B coOOLEeHNN HeT copepxarenbHblX AaH-
HbIX, JOIMKEH MPUCYTCTBOBaTbL OOBLEKT HyneBOW
ONWHBI

0x10 SerialNo* 4 1 [MNopsapkoBbii HOMep coobLeHns (B nopsake ero
reHepauuu)

0x11 Confirmed 4 1 Homep nocnegHero coofLlieHWs, Nony4YeHHOoro
oTnpasuTenemM gaHHoro

0x12 RetransmitReq 1 0—1 3anpoc NoBTOpHOW Nepedayn AaHHbIX Npeabliay-
wero coobLUeHWs ¢ KOgOM NPUYKMHBI 3anpoca

0x13 IDProcessingSys 4 0—1 Koa/woeHTudpukatop cuctemsl cbopa 1 obpaboT-
KW OaHHbIX
0x14 | VPProcessingSys 1 0—1 Bepcua npotokona obmeHa ¢ cuctemolt cbopa u

00paboTKM AaHHbIX

0x15 UTISerial 16(32) 0—1 3aBopcko (3aBOACKON W perncTpauuoHHbIN) HO-
mep BTH
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OkoHYyaHue mabnuub! 15

Ter HaumeHoBaHue Onuxa, dant Konuyectso [Mpumevarne
0x1C Diagnostic 1 0—1 [warHocTuyeckme gaHHble ansa cepeepa
0x1D Priority 1 0—1 YpoBeHb npropuTeTa coobLeHns
Ox1F Source 1 1 MCTOYHMK AaHHbIX
Ox1E MAC 6 1 MmMmuTOBCTaBKA

a) O6nekT SerialNo

Taxorpadh BegeT HenpepbiBHBIA y4eT CHOPMMPOBAHHBLIX COOBLLEeHWH. Kawaomy cOpMUMpOBaHHOMY
coobLeHM0 NpUcBanBaeTca NocnenoBaTenbHbIN NopsaKoBLIA HoMep. [pu 0bpbiBE M BOCCTAHOBNEHMUU UMK
YCTaHOBMEHWUW HOBOTO COEAMHEHWUS HYMepaLWsa NpoaoKaeTcs.

[na cepeepa gonyckaeTca Be[eHWe HenpepbiBHOTO ydeTa chOpMUPOBAHHBIX OTBETHbLIX COOBLLEHWUA
TONbKO B TEYEHWE YCTAHOBMEHHOIO coefuMHeHnsa. Hymepauua coxpaHsaeTca npyu obpbiBe CeCCUKU C BOCCTaHOB-
MeHWeM 1 NpW NOBTOPHON AMHAMUYECKOW ayTeHTudukauun. MNMpu ycTaHOBNEHUW HOBOTO COEAUHEHUS HYMepa-
LMA MOXET Ha4aTbCsl 3aHOBO.

6) ObbekT Source

CoobuweHune cogepnt obasatenbHbll 06bEKT UCTOUHUKA COAEPXKaTeNbHbIX AaHHbIX CO0BLLIEHNUS.

B 0bbekTe NcTo4HKMKA cogepKaTenbHblX AaHHbIX CO0OLWEHNs cepBep MOXET nepeaaTb 3anpoc Ha nepe-
gadvy gadHolx BT vnu taxorpady.

KoonpoBka MCTOMHMKA AaHHbIX NpuBeaeHa B Tabnuue 16.

Tabnuuya 16 — KogmpoBKa MCTOYHWMKA OaHHbIX B COOBLLEHMM, NepegaBaeMom TaxorpadyoM Unn cepBepoMm

b8-b5 b4 b3 b2 b1 McToYHMK
0 0 0 0 X 0 — [anHble 6noka/ans 6noka Taxorpaduyeckon HpopMaumnu.
1 — [aHHble Taxorpada/ona Taxorpada
0 0 0 1 0 3anpoc cepBepa Ha nepedadvy AaHHbIX Taxorpady
0 0 1 0 0 3anpoc cepBepa Ha nepegadvy AaHHbIX Bnoky Taxorpadmyeckon nHopmMaumum
0 1 0 0 0 YcTpoWcTBa KOHTPOMS COCTOSHUS BOAUTENNSA

B) O6bekT Priority

CoobLeHne MOXET cogepXaTb HeobsazaTernbHblA OOLEKT NPUOPUTETA, MEKLWMIA 3HadYeHue ot 0 go 255.
Ecnu B coobLlieHnn oTcyTcTBYeT 00bEeKT npuopuTeTa, OHO cyMTaeTcs umerwwmm npuoputeT 0 (He npuopu-
TETHO).

r) O6bekTbl cogepXaTenbHbIX AaHHbIX COO6LEeHNs

CooblleHne cogepkut oba3aTenbHbli 06LEKT ¢ cooepXaTenbHbIMU AaHHbIMKU coobLlleHns. [aHHble,
nogrotoeneHHsle BT, Taxorpadom unu cepBepoM, NepefarTcs B OTKPbITOM Buae B obbekTe TLV c Te-
rom 0x20 vnu B 3awmncdporaHHom Buae B obbekte TLV ¢ Terom OxAO0. [lnvHa ob6bekta He 6onee 4000 GanrT.

4.1.5 ®opmupoBaHue coobweHna MESSAGE

Mpw dbopmmnporaH coobLLEeHMA BLIMOMHATCA CNeayoLlmne AeACTBUSA:

a) dopmupoBaHne codepKaTenbHbIX AaHHbLIX COOBLLEHNS;

6) cdopmupoBaHue Habopa obbekToB TLV cooblieHuns;

B) popMUpOBaHME Tena coobLueHusa: K Nnony4YeHHoMy Habopy pgobasnsatTca Ter (0x39) u gnuHa;

r) popmupoBaHue coobuleHuns: kK Teny cooblieHns nobaBnAeTCa 3aroNoBOK 1 B TaKOM BUAe coobLieHne
nepenaeTcs Ha cepBep/Taxorpad.

4.1.5.1 ®opmunpoBaHue Habopa obbvekToB TLV Tena coobwenna MESSAGE

a) Habop obwektoB TLV coobuweHna MESSAGE, nogrotoBneHHoro Taxorpadgom

Ecnu gaHHble AnA BbIrpy3kyM NpUCYTCTBYHOT, Taxorpad dpopmupyet Habop 06bekToB TLV ¢ OTKpbITbIMK
(Ter 0x20) unu 3awmdpoBaHHbiMK (Ter 0xAQ) cogepKaTenbHbIMW AaHHbIMK, MpUBE4EeHHbIMK B Tabnuue 17.
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Tatnuua 17 — Habop obbektor TLV cooblernna MESSAGE, cdopmuporaHHoro Taxorpadgom

Ter HavmeHoBaHne OnuHa, 6ant [MpumeyaHne
0x20/0xA0 Payload o 4000 ConepxaTensHble AaHHble, NOAroToBNeHHble BT
0x10 SerialNo 4 [MopagkoBbI HoMep cooblleHua (B nopaake ero reHepauun)
0x11 Confirmed 4 Homep nocnegHero coobueHns, nony4eHHOro oTnpaBuTeneM gaH-

Horo unu 0x00000000 ans nepeoro coobLleHns

0x13 IDProcessingSys 4 Kop/wpeHTudpukarop cuctemMbl cbopa 1 06paboTku daHHbIX

0x14 VPProcessingSys 1 Bepcua npotokona obmeHa ¢ cuctemoi cbopa n 0bpaboTkn AaHHbIX
0x15 UTISerial 16(32) 3aBopackoi (3aBOACKON M perncTpaunoHHbIn) Homep BTU

0x1C Diagnostic 1 [unarHocTnyeckne gaHHble OANA cepeepa

Ox1F Source 1 Wctounuk gaHHbix: 0 — BTW, 1 — taxorpad.

Mo ymonyaHuio — 0

Ox1E MAC 6 MMuTOBCTaBKA

6) Habop obbektoB TLV coobweHns MESSAGE, noaroToBMEHHOTO CepBEPOM
Cepeep cdopmupyeT Habop obbekToB TLV ¢ nogTBEpXaeHMEM € OTKpbITbIMK (Ter 0x20) unu s3awmndpo-
BaHHbIMK (Ter 0xAQ) gaHHBIMK, NpUBeAeHHLIMK B Tabnuue 18.

Tabnuua 18 — Habop obwekroB TLV coobuwenna MESSAGE, copmupoBaHHoro cepsepom

Ter | HaumeHosaHue OnuHa, bant MpumedaHne
0x20/0xA0 Payload/Payload_enc [o 4000 CopepxaTtenbHble AaHHbIE C NOATBEPKOEHUEM
0x10 SerialNo 4 MopagkosbIn HoMep coobleHns (B NopsaaKe ero reHepauum)
0x11 Confirmed 4 Homep nocrnegHero cooBLUeHus, NonyyYyeHHoro oT Taxorpadga
0x13 IDProcessingSys 4 Koo/moeHtudukatop cuctemMsl cbopa 1 0bpaboTkm gaHHbIX
0x14 VPProcessingSys 1 Bepcusa npotokona obmeHa c cuctemor cbopa u 0bpaboTku
OaHHbIX
0x15 UTISerial 16(32) 3aBoAcKoW (3aBOACKOW W perucTpauMoHHelid) Homep BTH
Ox1F Source 1 MCTOMHUK OaHHbIX
Ox1E MAC 6 MmuToBCcTaBKa

4.1.5.2 ®dopmuporaHue Taxorpacdom coobiieHns MESSAGE ocyulecTensaeTcs B crnegyoueMm nopaake:

a) dhopmupyeTcsa Habop obbekToB TLV ©e3 obbekTa cogepaTenbHbiX AaHHbIX U 6e3 obbekTa UMUTO-
BCTABKM.

Kaxgomy copMupoBaHHOMY Habopy npyMcBanBaeTcsl NOpPAAKOBLIM HoMep. MNpu 06pbiBe U BOCCTaHOB-
TNEHUWU UINK YCTAaHOBIMEHUN HOBOIO COEAMHEHUS] HYMEPaLUs NPOLAOMKAETCS;

B) chopmupyeTcs 0ObEKT codep)aTerbHbIX JaHHbIX COOBLLEHWA:

- ecnu Taxorpad dopmupyet cooblyeHue ¢ gaHHsIMu BTW, 06beKT coaepxaTenbHbix aHHbIX Payload/
Payload_enc chopMupyeTcs HyneBoW ANWHbI;

- ecnu Taxorpadg dpopmupyeT cooblieHne ¢ CODCTBEHHBIMM OaHHbIMU, OOBLEKT coaepKaTenbHbIX gaH-
Helx Payload/Payload_enc dhopmupyeTcs ¢ 4aHHbIMKW, MOATOTOBMNEHHBIMKU Taxorpadom;

B) cchopmupoBaHHeIn Habop obbekTtoB TLV nepepaetcs BTW B komaHnge «[lonyyeHue nockinku Ons
cepeepay;

r) nony4mB ccpopMUpOBaHHLIN Habop obbekTor TLV, BT BbinonHsET cnegywLlne OeNCTBUA:

- eCnv TUM JaHHbIX «4aHHble, nogroToBneHHble BTW» 1 00BLEKT C Terom cogepxaTenbHbiX AaHHbIX MYCT,
hopMUpYIOTCH cofepXaTerbHble JaHHbIE;

- eCNu YCTaHOBIEH NPU3HaK WW(poBaHWs, NepedaHHble Unn cchopMUPOBaHHbIE CodepXaTerbHble faH-
Hble LWKdpyTCS;
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- 3HayeHue obbekTa cofepXaTernbHbIX AaHHbIX MOAWPULMPYETCHA B COOTBETCTBUM C BbIMOMHEHHbLIMU
onepayuamMu;

- BbIYMCMAETCS MMUTOBCTABKA HA Becb Habop 06bekToB Tena coobulenns n popmupyetca o6beKT MMU-
TOBCTaBKM;

- nepedopMnpoBaHHbIi HAbop 0BBLEKTOB BbIAAETCA B OTBET Ha KOMaHAy;

4) cdopmupyeTca Teno coolleHus: K nonyvYeHHomy Habopy obbekToB TLV gobaenswTcsa Ter(0x39) u
OnuHa;

e) dopmupyetca coobuyeHue: Kk Teny coobuleHus nobaBnseTca 3aronoBoK, nocre 4ero cooblieHue
nepepnaercs Ha cepaep.

4.1.5.3 Pa3bop coobleHns MESSAGE ocyllecTBnsieTcs B CNeayrLLeM NOpaaKe:

a) uz Tena cooblweHns nasnekaetcs Habop o6bekToB TLV M NpoBepsieTcs ero KOPPEKTHOCTb.

B npuHaTOoM ¢ cepBepa cooblueHur JomkeH coaepxaTecs obbekT SerialNo, cogepxalwuin nocnegoea-
TenbHbIA HOMep coobLLeHns, oTnpaBneHHoro cepeepoM, 1 06bekT Confirmed, cogepxawmin nocnegosaTenb-
HbIA HOMEpP MOMy4YeHHOro oT Taxorpada coobLeHNs;

6) Habop obbvekToB TLV nepenaetca BTU B komaHae «[Nepepaya noaTeepxaeHUs cepeepan;

B) nony4muB Habop obbvekToB TLV Tena coobwennsa, BTU BoinonHseT cnegylowne oencTBus:

- oTgenseTr 00beKT MMUTOBCTaBKM;

- BbIMOMHAET NPOBEPKY MMUTOBCTABKM;

- U3BnekaeT 0ObEKT cofepKaTenbHbIX AaHHbIX;

- W3BMNeKaeT WUMPOTEKCT 1 BbINOMHSAET pacluingpoBLIBAHWE, ECNW YCTAHOBIMEH NPU3HAK LUM(POBaHWS;

- BbIMOMHAET perncTpaunto NoaTeepxaoeHusa. Ecnu B o6bekTe cogepkaTenbHblX OaHHbIX NepegaeTcs
NOATBEPXKAEHWE MOMyYeHWst AaHHbIX BT, gaHHbie B OTBET HA KOMaHAy He BbIAAKTCS; OTKPbIThie OaHHble
Bbl4AKTCs B OTBET HA KOMaHAy BMECTe C TEeroM 1 ANUHOW, ecni B 06bekTe coaepaTernbHbIX JaHHbIX nepe-
OarwTcs gaHHble ansa Taxorpada;

r) ecnu npu pasbope Tena cooblieHna obHapyxeHa owmnbka, Taxorpad OOMKEH BbIMOMHUTE Npouenypy
0bpaboTku OWMBKM UMK MOBTOPWUTE Nepefavy AaHHbIX B CreayLleM No nopsakKy coobLieHnn.

4.2 Mpouenypbl NnpoTokona

4.2.1 ViHnumanusauyma obmeHa ¢ cepBepoM OCYLLECTBNAETCA MPY BbINOMHEHWUW CNeayoL WX YCNOBUA:

- 0BbMeH ¢ cepBepOM He MHULManu3npoBaH (0bMeH ¢ CepBepOM 3aBepLUEH, BKMOYEHWEe NUTaHWs);

- y Taxorpadha ecTb HeoBXoAMMOCTL B Nepefadve MHdopMauum B cuctemy cbopa n obpaboTkv AaHHbIX.

Mpouenypa BkNYaeT crnegyolwme OenCTBUS:

- Taxorpad yctaHaesnveaeT TCP-coeguHeHue C CEpBEPOM B COOTBETCTBMMW C TEXHUYECKUM perfameH-
TOM (CM. NnpunoxeHue b);

- Taxorpad BbINONHAET Npouenypy oTkpbiTua ceccum 30C.

4.2.2 3aBepweHune oOMeHa C CepBEPOM BbINOMHAETCS B CIegyroLWnX cryyasx:

a) B crnydae paspbiBa COeQMHEHWS B COOTBETCTBMM C TEXHUYECKNM pernaMeHToM (CM. npunoxeHue b):

- oTcyTcTBue obOMeHa B npefdenax TarWmMayTta (2595 ¢ oTcyTCTBYIOT AaHHble ANg nepefayvu, HeT oTBeTa
cepBepa);

- otcytcTBue TCP-coeanHeHuns bonee 10 MVMH Npy NOMNbITKE BOCCTAHOBNEHUA COEAWHEHWS NOCIEe BO3-
HUKHOBEHMWA oWwmnbku no TCP;

6) owwbka npu oTkpbiTMK ceccun 30C (owmnbka ayTeHTUdMKauum), owmbka 30C.

Mpouenypa BKNKYaeT cnegytowme geicTems:

- Taxorpad paspbieaeT TCP-coeguHeHMe;

- Taxorpad yoansieT KOHTeKCT 0bMeHa, XpaHALWIACA B ONepaTUBHOW NaMATK (CeaHCOBbIE KUK, KOH-
Tekct OTL (ServerCTX) n gp.);

B) Taxorpadp nogaet B 6TV komaHay «3aBeplueHune obmeHa Cc cepBepom».

4.2.3 OB6MeH cooBLEeHUAMHU

Mocne nHuymnanuaaymu obmeHa ¢ ceppepoM 0BMeH coobLLeHUSAMU BbINOMHAETCA B COOTBETCTBUM C TEX-
HWYEeCKMM pernamMeHToM no npunoxexunio b n npotokonom ceccunm 30C (cm. 4.4).

4.2.4 O6paboTKa ownboK

B npouecce obMeHa BO3MOXHbI CNEAYOLNE UCKITHOYUTENbHbIE CUTYaLMK:

- ecnu paspbiB TCP-coeguHenns bonee 10 MWH, TO B 3TOW CUTYaL MM BbIMOMNHSAETCA Npoueaypa 3asep-
WweHua obmeHa (cMm. 4.2.2);
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- owwubka BlaumopencTeus no TCP (paspeiB TCP-coeguHenus merHee 595 ¢ u gpyrue), To B 3TOW CU-
Tyauuun nocrne BOCCTAHOBMNEHUA coeguHeHUsa obMeH npogomkaeTcs B paMkax paHee oTkpbiTon ceccum 30C
(cm. 4.4.2.2),

- owmbKa ayTeHTUdUKaLMKM, TO B 3TOWM CUTyaUWMW BhLIMONHAETCA Npouedypa 3aBeplueHusi obmeHa
(cm. 4.2.2);

- owmnbka 30C (owmbka MAC, HekoppeKTHbIR Habop obbekToB TLV, npeBbilleH MMMUT MCMNOSb30BaHUS
CEaHCOBbIX KIHOYE), TO B 3TON CMTyal MK BbINOMHAETCA npoueaypa NoBTOpPHOW ayTeHTudmkaumnm (cMm. 4.4.4);

- owwnbka B3aumopencTemsa ¢ BTU, To B 3TO cuTyauumn BbINOMHAETCA NpoLeaypa 3aseplleHnsi obmeHa
(cm. 4.2.2).

4.3 OTKpbLITUE ceccuM 3almLleHHoro o6MeHa coobLeHUAMM

Mpouenypa OTKPLITUSA CECCUM BLINOMHAETCA B paMKax npoleaypbl MHALnanusaumm obmMmeHa ¢ cepBepomMm
WUnu npoLenypbl NOBTOPHON ayTeHTUMUKaLUM U BKNYaEeT criefyoLlme eNcTBUA:

a) Taxorpad copmupyeT u oTnpaBnaeT cooblleHne ¢ 3anpocom Ha oTKpbiTue ceccun 30C 1 nonyyaet
OT cepBepa OTBETHOE COObLLEeHMe C NOATBEPKOEHUEM, B KOTOPOM nepenaeTca cepTUMKaT OTKPLITOro Knoya
cepeepa;

6) ecnu y Taxorpadha HeT KMKuden Ans npoeepku ceptudmkara, Taxorpad copmMupyeT U oTnpaenset
coobLLeHMe ¢ 3anpocoM cepTUdMKaToB W NonyyaeTt oTBeTHoe coobLleHune;

B) Taxorpad MHULUMPYeT npouenypy ayTeHTUdUKauun ¢ cepeepoM. Taxorpad dopmupyeTt n oTnpae-
nsaet coobuleHne ¢ KpUNTOrpamMmmMon 1 nomnyYaer oTBeTHoe cooblleHne ¢ NPOBEPOYHOM KPUNTOrpaMmMon cep-
Bepa;

r) B Cry4yae yCrneLlHOW MpOBEPKU KPUMNTOrpaMMbl CEpPBEpPaA CECCUSA CYUTAETCA YCTAHOBIMEHHOW U Taxo-
rpad nepexoguT K nepedaye NOAroTOBMEHHbLIX OaHHbIX.

4.3.1 Cxema OTKpbITUA Ceccuun npuBefeHa Ha pucyHke 1.

Taxorpad Cepsep
War 1 ServerCTX CONNECTREQUEST(...) =
3anpoc Ha ycTaHoBNeHne
coefuMHeHns & SERVERHELLO (...)
War 2 CACERTREQUEST (...) B
3anpoc cepTuuUKaToB
~ | CACERTCHAIN (...)
War 3
=
AyTeHTUdUKaLMs INITSESSION(...)
& CONFIRMSESSION(...)
Mpu no6oit owmnBKe: & Mpy nioGoii owmbke:
3aBeplueHne oBMeHa DENYSESSION

PV'IcyHOK 1— OTKprTME ceccun nepedayu Taxorpacbowi NoAroTOBMNEHHbLIX AaHHbIX

4.3.2 CueHapuii OTKPbITUA CECCUN:

a) Taxorpad 3anpawmsaet y BTW 3HayeHue Tekywero coctoaHua BTU n ctaTtyc BbIrpy3kn JOKYMEHTOB
B koMaHge «3anpoc ctatyca BTW».

Onepauuu no BbIrpy3ke A4OMyCTUMbI TONBKO B cryydae, ecnu BT dyHKUMoHaneH;

6) Taxorpad dopmupyeT coobieHne CONNECTREQUEST:

- CYUMTLIBAET AaHHLIe ANA nepefadu cepeepy [agpec (DNS-ums) cepeepa unu gpyriue uoeHTudukanm-
OHHblE AaHHble];

- 3anpawwusaeT y BTW gaHHbie aktuBauun BTW B komaHae «3anpoc gaHHbix aktuBaumm BTW». B oteeT
nony4yaeTt uaeHTUdUKaunoHHsle gaHHele BTW, Bkniovana 3aBogckon Homep BTN,

- sanpawwueaet y BTV vageHtugukatopsl knwoven. B oteeT nonyyaet vaeHtudukartop knwodva BT u
naeHTugukaTopel knodven L naeectHbix BTH;

- BblpabaTkiBaeT cny4YanHoe Yucno;

- chopMMpyeT Teno coobLueHus.

10

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 14/ 28
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-71864-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69618
https://gostexpert.ru/gost/gost-71864-2024?utm_source=pdf&utm_medium=69618&utm_term=page

FOCT P 71864—2024

Teno coobuweHns CONNECTREQUEST npueeneHo B Tabnuue 19;
Tabnwuua 19 — Habop obwektoB TLV coobwenHna CONNECTREQUEST

Ter HaumeHosaHue OnuHa, bant KonunyectBo Mpumedanue
0x02 Server Address n 0/1 Appec (DNS-ums) cepeepa
0x03 Part Number 16 1 3aeopgckoit Homep BTU
0x04 Keyld 16 1 MpoeHTndukatop oTkpbeIToro knova bTU
0x05 Random 16 1 Cny4aiiHoe 41cno
0x06 RFU 4 1 0x00000000

B) Taxorpad dopmupyetr 3aronoBok coobwerns (cm. 4.1.1) W nepegaetr coobuieHue
CONNECTREQUEST cepsepy.

MpumeuvaHune — Ecnu OTKPLITUE CECCUMM BLINOMHAETCA B paMKkax npoueaypbl MHUUWann3aumm obmeHa, none
ServerCTX B 3aronoBke 3anonHsaeTtcs bantamu co a3HaveHnem 0x00. Ecnn OTKpbITUE CECCUMUN BhIMOMHAETCH B paMKax rnpo-
uenypbl NOBTOPHOW ayTeHTUdMKaLmm, None 3anonHAeTca aHaveHem nonga ServerCTX, B3ATOro M3 NocneaHero nony4eH-
HOTrO YCMeLIHOro OTBETA OT CEPBepa;

r) Taxorpad nony4aet otBeTHoe coobweHne SERVERHELLO.
Teno oteeTHOro coobuwenua SERVERHELLO npueegeHo B Tabnuue 20.

Tabnuya 20— Habop obbektos TLV coobueHns SERVERHELLO

Ter | HaumeHoBaHue OnuHa, Bant Konuyecteo Mpumevanune
0x01 Certificate o 3000 1 Ceptudukar cepeepa
0x05 Random 16 1 Cny4yaiHoe Yucno cepeepa

Ecnu nonyveHHoe coobuwenne He SERVERHELLO, BbinonHseTca npouegypa 3aBepllieHua obmeHa
(cMm. 4.2.2);

4) Taxorpad npoBepsieT 3arofioBOK W CTPYKTYypy OTBETHOro coobuienns. Ecnu obHapyxeHa owwubka,
BbLINOMTHAEGTCA NpoLeaypa 3aBeplueHnss obmeHa (cMm. 4.2.2);

e) ecnu OTKPbITUE CEeCCUM BLIMOMHAETCS B pamMKax Npouefypbl MHUUManu3auum obmeHa ¢ cepBepoM,
Taxorpad nogaet B BTW komaHay «MHMuMannsayms obMeHa ¢ cepBepomMy;

%) Taxorpady nasnekaet u3 coobleHusa ceptudukat u nepegaet ero BTW B komaHae «lMpeaeaputens-
Has NpoBepka cepTudmkaTa cepeepay.

BTW:

- u3BnekaeT U3 ceptudumkata none CommonName;

- n3Bnekaet ngeHTudgukatop knoda L ons npoBepkun ceptudpmkarta U BbINOMHAET MOUCK KoYva ¢ ngeH-
TUrKaTopomM U3 cepTUdmUKaTa B cnucke foBepeHHbIX knoven AL BTH;

- BblOAeT B OTBET:

- UTOr Novcka naeHTudukatopa knova L, nasnevyeHHoro ua ceptudomkara (Knov HangeH unm Knou
HEe HahgeH);
- none CommonName;

1) Taxorpad cpaBHueaetT CommonName ¢ agpecom (DNS-umeHem) cepeepa, UCMOMb30BaAHHBLIM A8
YCTaHOBNEHUS COEAUHEHNS.

Ecnn none CommonName He coBnagaeT ¢ TeM umeHeM/aapecoM cepeepa, KOTopoe UCMoNb30Banoch
ONS yCTaHOBMNEHUSA coeJMHEeHUs, BEINMONHAETCH Npoleaypa 3aBeplueHma obmeHa (cm. 4.2.2);

K) ecnu pesynbTaTt novcka — Knod ussecteH BT, To nepexon k NognyHKTY m;

n) ecnu pea3ynsTaT noucka — KMwd He wu3secteH BTW, Taxorpad dopmupyeT coobLueHue
CACERTREQUEST (cm. 4.1.3.4), B kOoTOpOe BKMOYaeT uaeHTudukaTopsl knwden JL, nonyyeHHbie oT BTA.

Teno coobuweHns CACERTREQUEST npusegeHo B Tabnuue 21;
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Tatnuua 21— Habop obbektoB TLV coobuwenna CACERTREQUEST

Ter HaumeHoBaHne OnuHa, 6ant [Mpumevarne
0x04 Key ID 16 MoeHTudmkaTop oTKpbITOro Kntova [LL ana npoeepku ceptudpmkara BT
0x04 Key ID 16 WpeHtudukaTtop oTkpeiToro kntoda L ans npoeepku ceptudmkara AL

M) Taxorpacd nepepaet coobuweHne CACERTREQUEST cepeepy M nony4aeT OTBeTHOe cooblieHue
CACERTCHAIN ¢ ueno4koi cepTudMKaToB.
Teno oTBeTHOro coobuwerHns CACERTCHAIN npueegeHo B Tabnuue 22.

Tabnuua 22— Habop obwektoB TLV coobueHna CACERTCHAIN

Ter HaumeHosaHue OnwHa, 6ant MpumevaHune
0x01 Certificate [o 3000 Ceptudbukar kntova L ona nposepku cnenytowero ceptudukata L
0x01 Certificate [o 3000 Ceptudbukar kntova [ ons npoeepky cepTudoukata cepeepa

Ecnun He nonydeHo coobweHne CACERTCHAIN, BbinonHsieTca npouegypa 3aBeplueHus obmeHa
(cm. 4.2.2);

H) ecnu nony4deHo coobweHne CACERTCHAIN ¢ ueno4koi ceptudhunkaTtos, Taxorpad nepenaet 8 BTU
cepTucukaTbl B TOM MOPSAKe, B KAKOM OHW NpucnaHbl cepBepom B komaHae «[llposepka cepTudhmkara cep-
Bepar.

Ecnu npoBepka He ycneluHa, BLINOMHAETCA NpoLeaypa 3aeeplleHus obmeHa (cm. 4.2.2);

n) taxorpac nepepaet B BTW ceptudmkat cepsepa, nepefaHHbin B coobuweHun SERVERHELLO, B
komaHge «[lpoBepka cepTudukaTa cepsepar.

Ecnu npoBepka He ycnellHa, BbINOMHSAETCA npouedypa 3aBeplernus obmera (cMm. 4.2.2);

p) ecnu NnpoBepka ycnelHa, Taxorpad 3anpawmueaet y BTW ceptudumkat BT B komaHge «3anpoc cep-
TudukaTa kroda ayteHtudukaumm BTW»;

c) Taxorpad Bbi3biBaeT KOMaHAy (OPMUPOBAHWUS KPWUMTOrpaMMbl OUHAMWYECKOW ayTeHTUdMKaLum
«Mony4eHue kpuntorpammbl BTW», nepefasas Tyoa cnydaiHoe Y4cno, Nony4yeHHoe OT cepeepa B cooblue-
HMKM SERVERHELLO.

B oteet Ha komaHay BTW BblgaeT kpuntorpaMmy WM cBoe crydanHoe YMcno;

T) Taxorpad dopmupyeT coobuieHue INITSESSION (cm. 4.1.3.6), B KOTOpPOE BKIKOYAET JAHHLIE, NONy-
yeHHble ot BT,

Teno coobuweHus INITSESSION npueegeHo B Tabnuue 23;

Tabnuua 23 — Habop obbektoe TLV coobuieHus INITSESSION

Ter HaumeHoBaHune OnuHa, bant MpumevaHue
0x01 Certificate Oo 3000 Ceptudukat oTkpbITOro Kntoda 6TH
0x05 Random 16 CnyuaitHoe uucrnio BTU
0x07 S 80 Kpuntorpamma

y) Taxorpad nepepjaer coobuweHwe INITSESSION cepBepy u nony4aer OTBETHOe coobLieHue
CONFIRMSESSION.
Teno otBeTHOro coobueHns CONFIRMSESSION npusefneHo B Tabnuue 24.

Tabnuua 24 — Habop obwektoB TLV coobuieHna CONFIRMSESSION

Ter HaumeHoBaHue OnuHa, bant Mpumevanne

0x08 H 10 TekyLwiee Bpemsa cepeepa (4 6anta) || NMpoBepoyvHas KpunTorpamma cep-
Bepa (6 bawnT)
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Ecnn He nonyyeHo coobieHne CONFIRMSESSION, BoinonHaeTcs npolueaypa 3aBeplieHns obmeHa
(cm. 4.2.2);

d) ecnu nonydeHo coobuweHne CONFIRMSESSION, taxorpad Bei3biBaeT komaHay «l1poBepka Kpun-
TOrPaMmMbl CEPBEPAY.

Ecnun npoBepka He ycneluHa, BbINOMHAETCA nNpoleaypa 3aseplueHnss obmeHa (cMm. 4.2.2);

X) ecnu npoBepKa ycneluHa, Taxorpad Ha4yMHaeT Bbirpy3Ky OaHHbIX (cM. 4.4.3.2).

4.4 MpoTtokon ceccuun 30C

4.4.1 lMocne OTKPbLITUA CeccuM Taxorpady oTnpaenseT Ha CepBep NOArOTOBMEHHbLIE AaHHbIE, B TOM
yucne:

- [aHHble, KOTopble BbinKM OTNpaBneHsbl B Xo4e npeabiAyLen Ceccum, HO NoaTBePKAeHWe He DbIno nony-
YeHOo [0 pa3pbiBa COEANHEHUS;

- [aHHble, KoTopble BbinM chopMUPOBaHLI B MEPUOL OTCYTCTBUSA CBA3M.

4.4.2 TpoToKon ceccuu COCTOUT U3 ynopsigodeHHoro obMeHa coobLeHnsMmu mexay Taxorpadgom 1 cep-
BEPOM B COOTBETCTBMM C TEXHUYECKUM PErfaMeHToM (CM. npunoxeHue b).

B xofe ycTaHOBMEHHOW ceccumn Taxorpad MoXeT OTNpaBnAThL Ha cepeep crieayoline coobeHuns:

- 3allulleHHoe MMUTOBCTaBkoW coobuweHne MESSAGE, cogepxallee 3amndgpoBaHHbIE/OTKPbIThIE
OaHHblE;

- coobueHne CONNECTREQUEST, nHuLMMpYyOLLEee NOBTOPHYH ayTEHTUMUKALMIO.

Cepeep MOXeT OTNpaBnATe Taxorpady B OTBET HA Nony4YeHHoe coobLeHme:

- 3alMLLEeHHoe UMWUTOBCTaBKoW coobuleHne MESSAGE, copepxalee 3aMdpoBaHHbIE/OTKPbITbIE
OaHHble (NoaTBepXaeHUe);

- coobuieHne DENYSESSION o 3akpbiTum Tekylwen ceccun 30C.

4.4.2.1 OBMeH ykazaHHbIMKU COOBLLEHNAMI OCYLLEeCTBNSETCS B CleayoLwem nopsaake:

a) Taxorpad dopmupyeT 1 otnpasnseT coobwenne MESSAGE;

6) cepsep, nony4us coobluieHWe, oTnpaBfeHHoe TaxorpadoM, OTNpaBnseT OTBeTHoe cooblieHve
MESSAGE c nogTBepxaeHuem B COOTBETCTBUM C TEXHUYECKUM pernaMeHTom (CM. npunoxeHne B).

Ecnn npu npoBepke cepBepoM NMPUHATOrO coobLIeHUs Taxorpada He colunack MMUTOBCTABKA UMK Ha-
Bop obvekToB TLV HekoppekTeH, cepeep nockinaet coobuweHne DENYSESSION o 3akpbiTum ceccun 30C
(3anpoc Ha NOBTOPHYD ayTeHTUUKALKIO);

B) Taxorpad nocre nony4eHusl OTBETHOrO coobLleHnss OT cepBepa (C nogTBepxaeHuem) hopmupyeT
chnegyowme coobLLeHns C JaHHBIMUK, Ha KOTOPbIe He NoMyYeHo NoOATBepXaeHWe;

r) ecnu npw npoeepke BT npuHaToro cooblieHus cepBepa He COLMack UMWMTOBCTaBKa unv HaGop
o6bekToB TLV HekoppekTeH, Taxorpad BbiNonHAET npouenypy obpaboTtku ownbkn 1 noceinaet cooblueHne
CONNECTREQUEST, nHunummpyoLlee oTkpeiTie HoBon ceccun 30C (MOBTOPHYH ayTeHTUMKaLmnio);

4) nonyuuB cooblweHne DENYSESSION, Taxorpad BbinonHsieT npoueaypy obpaboTkn owmnbku n no-
ceinaet coobwenne CONNECTREQUEST, nHuumupytowee oTkpbiThe ceccnn 30C.

Cxema obmeHa coobLieHMaMM NpyBedeHa Ha pUCyHKe 2.

Taxorpacp CepBep
1 |Bbigada aaHHblx MESSAGE(n, Data n) =
& Mepenaya kBUTaHUUK
MESSAGE(m, ack Data n m)
2 |Boipava gaHHbix MESSAGE(n+1, Data n+1) =
. MNepenava kKBUTAHUUK
MESSAGE(m+1, ack_Data n+1 _m+1)
3 |Beipada gaHHbix MESSAGE(n+2, Data n+2) =
. Mepenava KBUTAHUUK
MESSAGE(m+2, ack Data n+2 m+2)
=
&
g |Bbligava paHHbix MESSAGE(n+qg, Data n+q) =
o Mepepnaya kBUTAHLWK
MESSAGE(m+q, ack_Data n+q m+q)
npu owwnbke 30C: “ Mpun noboi ownbke:
MNoBTopHan ayTeHTUdUKaL NS DENYSESSION(...)

PucyHok 2 — Cxema oB6meHa coobLieHnamMM Taxorpadha 1 cepeepa
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4.4.2.2 Cxema obmeHa nocrne yctpaHeHus owmnbku Bzanmogencteua no TCP npueegeHa Ha pucyHke 3.

Taxorpady CepBep
War 1 ServerCTX# 0 .
MpomomxkeHue MESSAGE(...)
obmMmeHa a) Ecnu ceccuss BoccTaHoBneHa (BOCCTaAHOBMEH
& | KOHTEKCT 0BpaboTki MOCTYNaKLWMX AaHHbIX, OWMGKN
30C oTcyTCcTBYHOT)
MESSAGE(...)
LWar 2a) MESSAGE(...) =
MpogonxeHue
o6MBHa < | MESSAGE(...)
Llay 26} s ©) Ecnu BoccTaHOBMEHWE HEBO3MOXHO,
3anpoc noBTOpHOM & DENYSESSION(...)
ayTeHTUuuKaLmm

PucyHok 3 — Cxema obmeHa coobleHnamMmn Taxorpada 1 cepeepa nocre o6paboTkn owmbKn

4.4.3 Mpouenypa BLIrPY3KU AaHHbLIX U3 Taxorpadpa

4.4.3.1 BbIrpyska gaHHbIX OCyLWeCcTBNsSeTCS B cnegytolemM nopsake:

- Taxorpad dopmupyeT coobuleHue ¢ obbektom Payload/Payload _enc, copgepxawum gaHHele BTU
Unwn Taxorpada, ¢ obbektom SerialNo, cogepxalMm nopsaaKoBbid HoMep cooblleHus, ¢ obbektom Confirm,
cogepxallimMM HOMEpP nocrnegHero NpUHAToOro cooblleHus cepeepa, U ¢ obbekTom Source, copepXkallunm vc-
TOYHWUK AaHHbIX;

- nony4yme cooblueHne, oTrnpaensemoe TaxorpadoM, cepBep HeMeLMneHHO OTMpaBnseT OTBETHOE CO-
oblweHune c obbektom SerialNo, cogepxawmm nopaakoBbid HoMep cooblueHus, ¢ obbekTom Confirm, cogep-
*allKum HoMep nNpuHAaToro cooblueHns Taxorpada, ¢ o6bekTom Source u ¢ obwektom Payload/Payload_enc,
cofepXallum NoATBEPKAEHWE UMK 3anpoc NOBTOPHON Nepefayu;

- NpW Nony4YeHUn 0T cepBepa 3anpoca NOBTOPHOW NepefaYvv AaHHbIX Taxorpad dopmupyeT cooblyeHune
C Aa@HHbIMK, Ha KOTOPbIe He BbiNy Nony4YeHbl NOATBE PXOEHUS;

- MpuW nonyyYeHun cooblLEeHNs OT cepBepa c noaTBepxaeHnem Taxorpad dopMupyeT cneayroLlliee co-
obuweHue ¢ gaHHbiMu BTW nnn ganHeiMu Taxorpadpa, ecnu ecTs JaHHbIE ANA Nepegayn.

4.4.3.2 CueHapwii BLIFPY3KWU OaHHLIX, MOArOTOBMEHHbLIX BTA:

a) Taxorpad cuuTbiBaeT M3 bTW 3HaqeHue Tekywero coctosaHusa BT (komanpa «3anpoc ctatyca BTU»);

6) Taxorpad npoBepsieT coctosHue BTW. Ecnun faHHbIe 4N BeIrPy3KM OTCYTCTBYIOT, 3aBEpLUEHWE NPOo-
Lenypbl, NOBTOPHOE BbIMOMHEHWE NYHKTA — Yepes 2 MUH;

B) €Crnu JaHHble AN BbITPY3KU NPUCYTCTBYHOT, Taxorpad MHKpPEMEeHTUpyeT HoMep cooblieHns u dop-
MupyeT Habop obbekTor TLV ¢ 0BbEKTOM copepKaTenbHbIX OaHHbIX HyneBon AnuHel 1 B6e3 o6bekTa uMuTo-
BCTaBku (cMm. Tabnuuy 25);

Tabnuua 25— Habop obbektor TLV, hopMmupyemMoro TaxorpadoM, ¢ 06beKToM cogepKaTelbHbIX AaHHbIX HYrNeBoi
AnvHbel 1 6e3 06beKkTa UMUTOBCTaBKM

Ter | HanmeHosaHue Onuna, banrt MpumedyaHue

0x20/0xA0 Payload/Payload_enc 00 CopepxaTtenbHble AaHHbIE
0x10 SerialNo 4 MopsagkoBkIn HOMep cooblueHna (B nopaake ero reHepauun)
0x11 Confirmed 4 Homep nocnegHero coobLieHUs, Nony4yeHHoro oTnpaenTenem

ganHoro, unn 0x00000000 ona nepsoro coobuieHns

0x1C Diagnostic 1 [unarHoctnyeckne gaHHble ANg cepeepa

Ox1F Source 1 MCTOMHUK OaHHbIX

r) Taxorpad nepenaet B BTW chopmupoBaHHbeIi Habop obbekTor TLV B komaHae «[lonydyeHue nocein-
KU Ons cepeepa» W nonydaeTt B oTBeT Habop obwekTor TLV ¢ comepxartensHbIMU AaHHBIMUA (OTKPBITEIMN —
Ter 0x20 unw 3awmndgpoBaHHbIMK — Ter 0xAQ) n 0OLEKTOM MMWUTOBCTaBKK, MpUBEAEHHbLIM B Tabnuue 26;
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Tabnuuya 26 — Habop obvektos TLV, cdhopmmpoBaHHoro BT

Ter HavmeHoBaHne OnuHa, bant [pumevaHue

0x20/0xA0 Payload/Payload_enc [o 4000 HaHHbie BTU

0x10 SerialNo 4 MopankoBeI HOMep coobLeHns (B NopaaKe ero reHepaumm)

0x11 Confirmed 4 Homep nocnegHero cooblieHwsa, Nony4YeHHOro oTnpaBUTeneM
AanHoro, unu 0x00000000 ana nepeoro coobueHns

0x1C Diagnostic 1 [dunarHocTuMyeckne OaHHble ANs cepeepa
0x1F Source 1 McTOYHMK gaHHBIX
Ox1E MAC 6 MmuToBCTaBKA

4) Taxorpad dopmupyet coobuieHne MESSAGE (ter 0x39 ¢ gaHHbIMK, nonydYeHHbiMM oT BTU, 1 3a-
rOMOBOK);

e) Taxorpad nepepnaet cooblieHne cepBepy U Nony4aeT OTBeTHoe coobLeHune;

K) Taxorpad MpoBepsieT 3aronoBOK M CTPYKTYPY OTBETHOTO cooblieHus. Ecnv obHapyxeHa owmnbka,
Taxorpag AOIMKEH BbIMOMHUTE Npouenypy oopaboTtku owmnbky (cm. 4.2.4);

n) Taxorpad nepenaet B BTW nonyyeHHbin Habop obwekTor TLV B komaHge «[lepenava noareepxie-
Hus cepBepay. Ecnu komaHaa BLINOMHEHA YCNELWHO, TO Taxorpad NepexonuT K BeITPY3Ke CrefyoLLero naketa
JaHHbIX, nogrotoeneHHeix BTUW;

K) ecnu ot BTV nony4eH oTBeT ¢ KOAOM owWMOKK, Taxorpad AOMKeH BeINMOMHUTL Npoueaypy obpaboTku
ownbku (cm. 4.2.4).

4.4.3.3 CueHapuii BbIrPY3KM AaHHbIX, MOAFOTOBNEHHbIX Taxorpadom:

a) Ecnu npucyTcTBYOT AaHHbIE, NOATOTOBINEHHbIE Taxorpadom, Taxorpad MHKPEMEHTUPYET HOMED CO-
obeHunsa n opmupyet Habop obbekToB TLV ¢ 0BBEKTOM cofepaTenbHbIX AaHHbIX, MOArOTOBMEHHBLIX TAX0-
rpacdom 1 6e3 o6bekTa UMMTOBCTABKW B COOTBETCTBUM C Tabnuuen 27,

Tabnuya 27 — Habop obbektor TLV, dopmupyemblx TaxorpagomM, ¢ 06beKToM cofepaTerbHblX OaHHbIX U 6e3
o6beKkTa UMUTOBCTaBKM

Ter HavmeHoBaHve Onuua, GanT [Mpumevarne

0x20/0xA0 Payload/Payload_enc no 4000 CopepxaTtenbHble AaHHbIE

0x10 SerialNo 4 Mopagkosbii HOMep cooblleHns (B Nopsadke ero reHepauumn)

0x11 Confirmed 4 Homep nocnegHero coobLueHWs, NoNyYeHHOro oTnpaBUTenem
nanHoro, nnu 0x00000000 ana nepeoro coobuleHnsa

0x1C Diagnostic 1 [wnarHoctvyeckne aaHHble ANs cepBepa

Ox1F Source 1 MICTOMHUK OaHHbIX

6) Taxorpad nepepaet B BTW cdopmupoBaHHein Habop obbekToB TLV B kOoMmaHge «[lonydeHue no-
ChINKK Ona cepeepax» v nonyyaeT B oTBeT Habop obbekToB TLV € cogepxaTtenbHbIMYU OAHHBIMUW [OTKPbITEIMU
(ter 0x20) unun 3awmppoBaHHbiMK (Ter 0xA0)] 1 06BEKTOM MMUTOBCTABKW, NpUBEOEeHHLIM B Tabnuue 28;

Tabnuya 28 — Habop obbekTos TLV, nogrotosneHHoro BTW no komaHge «[MonyyeHwe nNoceInky Ang cepeepa

Ter | HavmeHoBaHue | Onuua, 6anT | Mpumevarue
0x20/0xA0 Payload/Payload_enc ao 4000 [daHHble, NoAroToBMneHHbLIe Taxorpadom
0x10 SerialNo 4 MopsigkoBbI HOMep coobLLeHns (B NOpsaKe ero reHepauum)
Ox11 Confirmed 4 Homep nocnegHero cooblugHna, Nony4eHHOro oTnpaBuTenemM
aaHHoro, unv 0x00000000 gna nepeoro coobLueHus

15

GostExpert.ru
https://GostExpert.ru/gost/gost-71864-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69618
https://gostexpert.ru/gost/gost-71864-2024?utm_source=pdf&utm_medium=69618&utm_term=page

FOCT P 71864—2024

OkoHYaHue mabnuubi 28

Ter HaumeHoBaHue OnuHa, bant MNpyvmevaHue
0x1C Diagnostic 1 [wnarHocTnyeckne gaHHble ANA cepeepa
Ox1F Source 1 MCcTOYHMK AaHHbIX
Ox1E MAC 6 MimuTOBCTaBKA

B) Taxorpad dopmupyet coobweHne MESSAGE (ter 0x39 ¢ gaHHbIMM 1 3aronoBOK);

r) Taxorpad nepenaeT coobLleHue cepeepy W NonyyaeT OTBETHOE COOOLLEHWE;

A) Taxorpad) npoBepsieT 3arofoBOK U CTPYKTYPY OTBETHOro cooblieHuns. Ecnu obHapyxeHa owwnbka, To
Taxorpad JoMKeH BhINMONHUTE Npoleaypy obpaboTkm ownbkn (cM. 4.2.4);

e) Taxorpad nepenaet B BT nonyyeHHbIn Habop obbekToR TLV B KOMaHae «[epenadva nogTeepxae-
HWA cepBepa» (TUN JaHHbIX — OaHHble cepBepa Ansa Taxorpada). Ecnv KomaHaa BbINOMHEHA YCMNELWHo, TO
Taxorpad nepexoguT K QOPMUPOBAHWIO Tena cneayLero coobLweHns;

%) ecrm ot BTV nonyyeH oTBeT ¢ kogoM oMbk, Taxorpad AOMKEH BbINONHUTL Npouenypy obpaboTku
owundkn (cMm. 4.2.4).

4.4.4 MNoBTopHan ayTeHTUdUKaUKMA

CepBep MoxeT noTpeboBaTh OT Taxorpada npoBeeHnsi NOBTOPHOW ayTeHTUdMKaL MK,

[ns noBTopHOW ayTeHTudmMKauum cepeep noceinaet coobueHne DENYSESSION.

Taxorpad Takke mMoxeT noTpeboBaTb OT cepBepa MPOBeneHUs] MOBTOPHOW ayTeHTU(KMKaLMK, Nocnae
coobuieHne CONNECTREQUEST. B zaronoBke coobuieHns none ServerCTX 3anonHaeTcs 3Ha4eHMeM nons
ServerCTX, B3ATOro U3 nocrnefHero nony4eHHoro ycnewHoro oTeeTa oT cepBepa.

4.4.4.1 Cxema 3anpoca NOBTOPHOW ayTeHTUUKaLNM CEPBEPOM NpUBEAEHa Ha PUCYHKe 4.

Taxorpady Cepeep
MESSAGE (...) =
Lar1
DENYSESSION(...)
LWar 2 ServerCTX #£0 o
OTkpbiTve |CONNECTREQUEST (...)
ceccun & SERVERHELLO(...)
CACERTREQUEST (...) =
& CACERTCHAIN (...)
INITSESSION (...) =
= CONFIRMSESSION(...)
Mpw ntoboi owmnbke: . Mpw ntoboir owwnbke:
3aBeplueHne obmeHa DENYSESSION(...)
MpogomkeHne oGMeHa Ha HOBbIX o
kntyax MESSAGE(...)
War 3
- [NpogomxkeHne obMeHa Ha HOBbLIX
knioyax MESSAGE(...)
PucyHok 4 — OBmeH coobLeHWsMU Npu 3anpoce cepBepoM NOBTOPHOW ayTeHTuduKaumm
16
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4.4.4.2 Cxema 3anpoca NoBTOPHON ayTeHTUdMKaLum TaxorpadomM nNnpuBefeHa Ha PUCYHKe 5.

Taxorpad CepBep
War1 ServerCTX #0 o
OtkpbiTe |[CONNECTREQUEST(...)
ceccuh & SERVERHELLO(...)
CACERTREQUEST (...) =
& CACERTCHAIN(...)
INITSESSION (...) =
& CONFIRMSESSION(...)
Mpwn nobon owmnbke: - Mpw nobon owmbke:
3aBeplieHne obmeHa DENYSESSION(...)
MpogomkeHne obMeHa Ha HOBbIX
Krovax =
War 2 MESSAGE(...)
MpogomkeHne obMeHa Ha HOBbIX
= Kro4vax
MESSAGE(...)

PucyHok 5 — O6meH cooblleHusaMm Npu 3anpoce Taxorpadom NoBTOPHON ayTeHTUUKaumm

17

GostExpert.ru
https://GostExpert.ru/gost/gost-71864-2024



https://gostexpert.ru?utm_source=pdf&utm_medium=69618
https://gostexpert.ru/gost/gost-71864-2024?utm_source=pdf&utm_medium=69618&utm_term=page

FOCT P 71864—2024

MpunoxeHune A
(cnpaBo4Hoe)

CnpaBo4HUK BblunucneHua CRC16 u ncnonb3syemMbIX TeroB npyu obmMeHe AaHHbLIMU Taxorpacdpa
n cepBepa

A.1 BbluucneHue CRC16

Anroputm ngeHtudeH CRC-Ano FOCT P MCO/M3K 14443, 3a ucknioveHnem ctaptosoro 3HadeHus CRC (CRC_IV).
CRC_IV = O0xA56C (banToeas nocrnegoeatensHocTb: 0x6CAS).

lpumep

Cmapmoeoe 3HavyeHue: CRC_IV = 0x6CA5
BxodHble daHHbiIe: Input = 0x0A123456
Pesynomam: CRC16 = 0x4832

A.2 Wcnone3yemble Taxorpadom U cepBepoM Tern npy obmeHe AaHHbIMU NpuBedeHsl B Tabnuue A.1.

Tabnuua A.1— Tern, ncnonbayemMble Taxorpadpom U cepeepoM npu obMmeHe gaHHbIMK

Ter HavmeHosaHue OnuHa, bant MpumedaHune
CoobleHnsa
0x30 CONNECTREQUEST — Beigaetca TaxorpadomM cpasy rnocrne ycTaHOBMEHWS CO-
eavHEHNA
0x31 SERVERHELLO — BblgaeTca cepBepoM Npu YCTaHOBMEHMM CECCUM B OTBET

Ha CONNECTREQUEST wmnu B Ka4ecTBe 3anpoca Ha no-
BTOPHYIO ayTeHTUdMKaLNIO

0x33 DENYSESSION — BeloaeTtca cepBepoM B crnyyae OTKasa YCTaHOBMeHus/
BOCCTAHOBMEHWUS CECCUN

0x34 CACERTREQUEST — Beigaetca TaxorpadoM, ecnu y Hero HeT kmova [l

0x35 CACERTCHAIN — Beinaetca cepeepom B otBeT Ha CACERTREQUEST

0x36 INITSESSION — BblgaeTca Taxorpacdhom Ana AMHaMW4Yeckon ayTeHTudun-
Kauum

0x37 CONFIRMSESSION o BblgaeTca cepBepoM B OTBET Ha YCMELIHY OMHAMUYE-
CKyt0 ayTeHTunKkauuo

0x39 MESSAGE — 3awudpoBaHHbie coobLeHus, 3alWnLLEHHBIE
UMWTOBCTaBKOW

0x3A PROMPT — Mepuoaudecku BblgaeTca Taxorpadom AnNg cornacosa-

HWA TEKyLLI,eIFI 4acToTbl Nepegay 3anpocoB

0x3B SERVERREQUEST — Bbigaetca cepeepom B oTBeT Ha PROMPT

0x31, RFU — 3apesepBMpoBaHO
0x38.0x3C-0x3E

npOCTbIe TErM OnNA nepeadn aHHbIX B COOﬁLLLEHI/I‘FlX Nnpu yCcTaHOBNEHMW COEOUHEHNA N ayTEHTVICbMKaLI,VIM

0x01 Ceriificate [o 3000 Ceptudukar

0x02 Server Address [o 199 Anpec (DNS-umaA) cepeepa v gpyriue WaeHTUUKaLMOH-
Hble AaHHble

0x03 Part Number 16 3aBoackoi Homep BTA

0x04 Keyld 16 WaoeHTudukaTtop(bl) Knova NpoBepky cepTudmnkaTa

0x05 Random 16 CnyyainHoe 4ncno

0x07 S 64 KpunTtorpamma ayteHTudmkaumum BT
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Ter HavmeHoBaHne [nuHa, 6ant MNpumevanne

0x08 H 10 Tekyluee Bpems cepeepa (4 6anTa) || NpoBepoyHasn Kpun-
Torpamma cepeepa (6 6anT)

0x09 ErrorCode 2 Koa npuvyuHbl paspblBa CoOeAnHEHWsE

O0x0A Description 0-n OnuncaHue NpUYKMHLI paspbiBa COEAMHEHNH (KOPOTKOe Co-
obuweHne)

0x0B Freq 4 Tekyllas yacToTa nepegaym coobLLEeHWNA, C

0x0C ServerRequest 4 Kog npouegypbl/yBeAOMNEHMS, 3anpallMBaeMoro cep-
BepoM. B criyyae nepegayv UKCMPOBAHHOMO 3HAYEHUS,
Hanpumep 0, Taxorpady cyuTaeT, 4TO HeoGXOAMMOCTU B
onepaTVBHOM OBLLEHWN C CepBEPOM HET

0x06, 0x0D-0x0F | RFU — 3apesepBypoBaHO

MpocTeie Teru ons nepeaadu NPoOTOKOMNbBHbIX AaHHbLIX B COOBLLEHNsX ¢ cogepXaTtenbHbiMu AaHHeiMK (MESSAGE)

0x10 SerialNo 4 MopsgkoBeI HOMep cooblleHns (B nopagke ero reHepa-
uuu)

0x11 Confirmed 4 Homep nocnepgHero cooblieHus, Nony4eHHOro oTnpaBu-
Tenem OaHHOTo

0x12 RetransmitReq 0 3anpoc NOBTOPHOWM Nepedayy AaHHbIX NpeabiayLero co-
obLeHus

0x13 IDProcessingSys 4 Koa/vpoeHntudukatop cuctemel cbopa n obpaboTtkn oaH-
HbIX

0x14 VPProcessingSys 1 Bepcua npotokona obmeHa ¢ cuctemon cbopa n obpa-
BOTKM OaHHbIX

0x15 UTISerial 16(32) 3aBoOcKon (3aBoACKOM W perncTpaunoHHbii) Homep BT

0x16-0x1B RFU — 3apesepBupoBaHo

0x1C Diagnostic 1 [narHocTnyeckne aaHHble NS cepeepa

0x1D Priority 1 YpoBeHb npuopuTeTa cooblleHua

Ox1F Source 1 MCTOYHMK OaHHbIX

MpocToir Ter onA nepenavnm UMUTOBCTABKA
Ox1E MAC 6 MMNTOBCTaBKa BbIYMCNAETCA Ha BCe Tern B cOodLLEeHnK
CocTaBHble Teru Ans nepegaqun coaepXaTenbHbIX AaHHbIX
0x20 Payload n OTKpbIThle AaHHbIE, NepedaBaeMble B COOOLEHNN
O0xAO0 Payload_enc n 3awmndpoBaHHble AaHHbIE, NepedaBaemMble B COOBLLEHNN

GostExpert.ru
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Mpunoxenune b
(o6azaTensHoe)

TexHU4YeCcKUI pernaMmeHT BzauMoaencTeusa Taxorpacoe ¢ OTO no TCP/IP

B.1 YctaHoBka TCP-coeguHeHuUn

B cnyyae, ecnu y Taxorpadga ectb HeobxogumocTe B nepegadye MHgopmauuu B OTO nnu TecTMpoBaHUKM KaHana
CBA3N:

a) taxorpad HauvHaet npouenypy TCP-nogkniovenuns. MNpw HeyaayHoW NonbITKE COEAMHEHWUS BLINMOMHAETCH Npo-
Lueaypa obpaboTku owmnbok (cm. b.4);

6) TecTMpoBaHWe KaHana CBA3W JOMYCKAeTCsA NpW BKMIOYEHWW YCTPOWCTBA M He Yalle, YeM OguH pas3 B 4ac.

B.2 O6bwwe nonoxeHus TCP-coeguHeHus:

a) obwwmin TanmayT Ha TCP-coeamHeHue (TCP_INACTIVITY_TO), no koTopoMy He NepefaloTcs nonb3oBaTernsckue
AanHbele B nobom HanpaeneHnn, — 595 ¢.;

6) npu OTCYTCTBMM Nepeaayn aaHHbix B TedeHve 595 ¢ OT[ paspeiBaeT TCP-coeguHeHne (cm. B.3) v 3akpoiBaeT
ceccuio 30C;

B) nobas nepegadva Nonb3oBaTenbCKUX gaHHbIX 06HyNseT Tanmep TCP_INACTIVITY_TO;

r) MUHMMAanbHLIM TaMayT Ha oxuaaHue Mboro oTBeTa oT cepBepa Ha aTtane yctaHoBku 30C (SEC_CONN_INIT_
READ_TO) —5¢;

n) nocne otkpbiTua ceccnn 30C Taxorpad noceinaet 3anpockl B OT[ u nonyyaet orBeTel no kaHany 30C. Bpema
oXuaaHua oteeTa ot npoueccuHra (SEC_CONN_DATA_RSP_READ_TO) — He meHee 33 c.

B.3 YnpaeneHue paspbisom TCP-coegnHeHus:

a) ecnu yctaHoBneHHbiM TCP 1 30C coeguHeHrem Taxorpad He nonb3yetcs B Tedenue TCP_INACTIVITY_TO, To
Taxorpady AOMKEH caMm MHULMNPOBaTe paspeie TCP-coeauHeHWsa co CBOEW CTOPOHbI M HE yCTaHaBNMBaTe HOBOMO COeadu-
HEHWA, ecriv HET HeoBXOAUMOCTH B 3TOT MOMEHT nepefayn AaHHelx/3anpocos B OT (Mnu TECTUPOBAHWUA KaHana cBA3n).

MpumedvaHMe — locne paspbiBa coeQnHEHUs Taxorpad AOMKEH BbIMONHWUTL Npoleaypy 3aBeplleHus o6-
MeHa C CepBEPOM;

6) ecnu coeguHeHwe BbINO NpUHYAUTENBHO pasopBaHo co ctopoHbl OT[ v y Taxorpadga HeT HeobxogumocTu
B 3TOT MOMEHT B nepeaaye AadHbix/3anpocoe B OTL, To Taxorpady He OOMKEH MHWLUMWMPOBATbL BoccTaHoerneHme TCP-
COoefMHEHHS;

B) ecnu y Taxorpacda ecte HeobxoaMmocTs B nepeaade MHOPMAaLIMK, TO CUTYyauus ¢ owKnBKoN nepeaaqm AaHHbIX
no TCP-coeguHenuio B npegenax TCP_INACTIVITY_TO TtpaktyeTca kak owmnbka B3aumogencTsuma, n gansiue Taxorpad
OOoMn¥eH cnegoeaTth npoueaype 0bpaboTkn owmnbok, nanoxeHHon B b.4.

B.4 MNMpouenypa 06paboTkyn OWMBOK:

a) nocne BO3HMKHOBeHMWS owmnbkin no TCP taxorpad genaet nayay B 3 ¢ M NbITAeTCs NOBTOPHO (40 Tpex pas) ycTa-
HoBWUTb TCP-coeauHeHWe ¢ nay3on B 3 ¢ Mexay nonbiTkamu;

6) B criy4ae HEBO3MOXHOCTM NOAKMIOYEHMA NOCEe TPex NoNbITOK Taxorpad paspeiBaeT coefuHeHve, AenaeT naysy
(RECONNECT_WAIT_TO) B 30 + random (1...60) c, n ecnu y Taxorpada ecte HeobxoguMocTe B nepegadve uHpopmaumm
B OT[, To oH cHOBa BLINOMHAET NONbITKY nogknoveHus (cM. 6.1). Ecnu nogknioyenve no TCP/IP ycnewHo, To Taxorpad
npogomnxaet obmeH B cooTBeTCcTBMU C B.2.

MpumMmedvaHue — locne paspbiBa COeQUHEHUs Taxorpad) AOMKEH BbINONHUTL NPOLEeaypy 3aBepLueHus obMeHa
C CepBEpoM.
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Bubnuorpadcgun

[1] EBponelickoe cornaweHue, kacawoweeca paboTbl 3KMNAXENA TPAHCMOPTHLIX CPEACTB, NMPOM3BOAALLMX MEXAyHa-
pogHble aBToMOBUnNbHble Nepeso3kn (ECTP), n MNpoTokon o nognucadun. 3aknoyeHo B I 2KeHeea 1 mona 1970 .
(B peq. nonpaekm Ne 6 ot 20 ceHTabpa 2010 r.)
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YOK 629.3.01:006.354 OKC 43.040.10

Kniouesble crnoea: aBTOMOBUNbHbIE TPAHCMOPTHLIE CpeacTBa, Taxorpadbl LMdpPoBble, NPOToKOoNL 06MeHa,
WUHOPMAaLMOHHAS CMCTEMA, KOHTPOIb
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