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Mpeancnoeue

1 PASPABOTAH Hekommepuyeckum napTHepcTBoM «Pycckoe obLLIecTBO coaencTBusl pa3BuTu Buo-
METPUYECKUX TEXHOIMOTMUIA, CUCTEM U KOMMYHUKaUMA» (HekomMmepueckoe napTHepcTBo «Pycckoe BuomeTpu-
yeckoe obuiecTeo») M AkunoHepHbiM o6wecTBom «JIBUC-HeoTek»

2 BHECEH TexHun4yeckum KoMUTETOM no cTaHgapt3auun TK 194 «Kubepdusndeckme cuctembl»

3 YTBEPX/EH W BBEJEH B JEWCTBWE MMpukazom denepanbHOro areHTCTBA MO TEXHWUYECKOMY
perynupoBaHnio 1 metponorum ot 20 uoHa 2025 r. Ne 596-ct

4 BBE[OEH BIMNEPBbIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHbl 8 cmamse 26 @edepansHO20 3aKOHA
om 29 uwoHsa 2015 a. Ne 162-03 «O cmandapmusauyuu e Pocculickol ®edepayuu». MHgopmayusa ob u3-
MeHeHUSaX K HacmosuwieMy cmaHdapmy rybrukyemcs 6 exezs00HOM (10 COCMOSAHUK Ha 1 AHeaps meKyuwieao
2o00a) uHghopMayuoHHOM yKazamene «HayuoHanbHble cmaHOapmeiy, a oghuyuanbHbil MmeKecm uamMeHeHul
U MONPasoKk — 8 EXEeMEeCcHYHOM UHOPMAaUUOHHOM ykazamene «HauyuoHanbHeie cmaHOapmel». B cnyyae
rnepecMmompa (3aMeHbl) Uunu ommMeHbl Hacmosuje2o cmaH@apma coomeemcmeyouwiee ygedomMneHue bydem
onybnukoeaHo 8 bruxaliweM 6bINyCKe eXeMeCsYyHO20 UHGHOPMAaUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsi». Coomeemcmayou,as UHGopmayus, yeedoMeHUe U mMeKcmbl pa3Mewalomcs makxe 6 UH-
hopmayuoHHOU cucmeme obue2o nob3o8aHus — Ha oguluansHoM calime @edepanbHo20 azeHmemeaa rno
MexHUYecKkoMy peaynupoeaHuro U Mempoaoauu 8 cemu MHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NnpoCcTpaHeH B Ka4vecTBe ocbmu,uaanoro n3gaHus tes pas3pelieHna dJe,qepaanoro dreHTCTBa no TexHu4de-
CKOMY perynmnpoeaHu N MeTponornn
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

CUCTEMblI KWBEP®U3UYECKUE

MHTennEK'ryaanaﬂ CUCTeMa npenoTBpawleHNA HeCaHKUMOHWMPOBaAHHOINO KONUpoBaHWA I!‘IHCbopMaLIMVI
[+ pa60l-mx MecCT onepaTopoB aBTOMaTU3UNPOBaHHbLIX MHCbOpMaLlHOHHI:IX CUCTEM

YacTtpe 1
O6wue TpeGoBaHusA
Cyberphysical systems.
An intelligent system to prevent unauthorized copying of information from the workplaces

of operators of automated information systems.
Part 1. General requirements

DOarta BBegeHna — 2025—08—01

1 ObnacTb NnpUMMeHeHus

HacTtoswmi ctanaapT yctaHasnueaeT TpeboBaHus:

- K MHTEnmnekTyanbHOW cucTeMe NpefoTBpaLleHs HeCaHKLMOHMPOBaHHOIO KOMMPOBaHUA MHOpMaLUn
(WCIHKW) c pabounx MecT onepaTtopoB aBTOMaTU3NPOBaHHLIX MH(OPMAaLMOHHEIX cucTemM obLlero BUAa;

- OCHOBHbIM KoMnoHeHTam VCIHKW;

- paamelleHuto n yctaHoeke MCIMHKW;

- TUMOBbIM NpuMepam npumeHerunsa MCIMHKW.

2 HopmaTtuBHbIE CChINKK

B HacToflwem cTaHgapTe UCNoNb30BaHbl HOPMATMBHLIE CChIMKW HA cneaylolne cTaH4apThbl:

MOCT 12.2.007.01 Cuctema ctaHgaptoB GezonacHocTM Tpyga. MalwwHbl 3nekTpuyeckue Bpallato-
Wwuecs. TpeboeaHua beazonacHOCTH

FOCT 14254 CteneHun 2awmnThl, obecneuneaemsle obonovkamu (Kog IP)

FOCT 15150 MawuHbl, npubopkl 1 Apyrve TeXHUYeCcKne nagenus. MicnonHeHnsa Ona pasnuyHbIX KnuMa-
TMYECKNX panoHOB. KaTeropuu, yCnoBWsi aKcnnyartauun, XpaHeHWs U TPaHCNOPTUPOBAHUA B 4acTW BO34eN-
CTBUA KNMMaTU4ecKknx pakTopoB BHELLHEWN cpeabl

FMOCT P 50267.0 (M3K 601-1—88) Mzgenus megnunHckue anektpudeckune. Yacte 1. Obwne Tpebosa-
HuA BesonacHocTy

MpumedaHue — [pK NONb30BAHUW HACTOALLMM CTaHOAPTOM LienecooBbpasHo NPOBEPUTL AENCTBUE CCbINOM-
HbIX CTAHOAPTOB B UHCOPMALIMOHHOW cUcTeMe 0BLIero nomnb3oBaHna — Ha oUumMansHOM caiTe PeaepansHOro areHT-
CTBA Mo TEXHWYECKOMY PEeryriMpoBaHUI0 U METPONIOTAM B CETU VMIHTEPHET MK MO eXerogHoMy MH(POPMALMOHHOMY yKasa-
Ten «HauvoHansHele CTaHOapThl», KOTOPLIA ONyBNMKOBAH MO COCTOAHMIO Ha 1 AHBaPSA TEKYLLEro roga, v ro Bbifyckam
exXeMecsaYHOro MHopMaLMOHHOIO yKkazaTensa «HauuoHaneHble cTaHaapTel» 3a TeKyLWiA rod. Ecnn saMeHeH CCbINoYHBbIA
CTaHZdapT, Ha KOTOpbIA JaHa HeaaTWpPOBaHHAA CChIMKa, TO PEKOMEHOYETCA WUCMONb30BaTh AEWCTBYIOLLYI0 BEPCUID 3TOTO
cTaHdapTa ¢ YYeTOM BCEX BHECEHHBIX B JaHHYI0 BEPCUI0 U3MEHEHWUI. ECnu 3aMeHeH CChINOYHbIA CTaHOApT, Ha KOTOPbIN
[aHa gaTUpOBaHHas CChIMNKa, TO PEKOMEHOYETCA UCMONb30BaTh BEPCUID 3TOMO CTaHAapTa ¢ yKa3aHHbIM Bbile rodoM yT-
BepXxKOeHUs (NpuHATUA). Ecnun nocne yTBEpXOeHWs HACTOSLLEro cTaHdapTa B CCbINOYHbBIM CTaHOapT, Ha KOTOpbIA AaHa
[OaTMPOBAHHASA CChINKA, BHECEHO U3MEHEHWe, 3aTParMBalLee nonoXeHne, Ha KOTOpPoe AaHa CCbIMKa, TO 3TO NOMOXKeHNe

MapaHune ochbuumnansHoe
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peKoMeHayeTcA NpUMeHATb bes yyeTa O0aHHOIo UaMmeHeHuA. ECnun cCbiNoYHbIN CTaHOapT OTMEHEH ©6e3 3ameHbl, TO noro-
XeHune, B KOTOpOM OaHa CChiNKa Ha Hero, pekoMmeHayeTcd NpuMeHATb B 4acTu, He 3anarMBarou.|,e|7| 3TY CChbINKY.

3 TepmuHbI 1 onpegeneHus

B HacToswem cTaHgapTe NpUMeHeHbl crefyLliMe TEPMUHbI C COOTBETCTBYHOLLMMU ONpeaeneHnsamu:

3.1 MHTennekTyanbHasA cucTemMa NpefoTBpPalleHUA HEeCaHKUMOHUPOBAHHOIO KOMWPOBAaHWUA WH-
thopmaumu c paboynx MecT OonepaTopoB aBTOMaTU3UPOBaHHbIX UHOPMaLUOHHBLIX cuctem; NCTTHKN:
Cwvctema, dhuKeMpyoLwasa nonbeiTKK HECaHKLMOHUPOBAHHOIO KONMpoBaHus MHdopmauum ¢ pabovmx MecT one-
paTopoB aBTOMAaTU3MPOBAaHHbIX MHOPMAaLMOHHBIX CUCTEM W OCYLLECTBIAKLWaa onepaTuBHble JeUCTBMA MO
npeceYeHuo 3TUX NOMNbITOK.

3.2 HeCaHKUMOHNpPOBaHHOe KonupoBaHue nHdopmaumn: KonmposaHune 3alinwaemMon MHpopmaumm
C HapyLleHWeM YCTaHOBIEHHbIX NpaB W (MNK) NpaBumn gOCcTyna nyTeM CbeMKW BU3yarnbHON MHhopMaL M1 cpel-
cTBamun dhoTo/Buageoukcaumnn.

3.3 npepgoTBpalleHne yTeukn AaHHbIX: [1pefoTepalleHe HEKOHTPONMPYEMOrO pacnpocTpaHeHus 3a-
LM aemMon nHopmMaumu B pesynetate ee pasrfnalleHns U HeCaHKLMOHUPOBAHHOIC JOCTYNa K Hel, a Takke
Ha WCKNoYeHve (3aTpygHeHWe) NnonyyeHns 3alluiaeMoin MHopMaLU MM [MHOCTPaHHBIMK] pasBedkaMu U gpy-
r’MMK 3aMHTEpPEeCcOBaHHbIMKU cybbekTamu.

MpumedyaHue — 3auMHTEpeCcoBaHHLIMW CyObLEKTAMWM MOTYT ObiThb: rOCYAapcTBO, PUANYECKOe ML, rpynna
PU3NYECKUX NKL, OTAENBHOE (HU3UYECKOE NMULO.

4 CokpalweHun

B HacTosllweM cTaHAapTe NpUMeHeHbl criedytouie CoKpalleHus:

ANC — aBTOMaTM3MpOBaHHas MHOPMAaLMOHHAA CMCTEMA, KONMMPOBaHME AaHHbIX U3 KOTOPOW NpenoT-
Bpawaetcs MCIHKW;

APM — aBTOMaTU3MpOBaHHOe paboyee MecTo;

HCI — HecaHKUMOHWPOBaHHbLIA CbEeM AaHHbIX;

MY — npegotepalleHne yTe4kn JaHHbIX;

Cb —cnyxba besonacHocTy;

CHK — cpenctBa HECaHKLMOHMPOBAHHOTO KOMUPOBaHUS;

TCO — TexHun4yeckne CpeacTBa OXpaHbl,

LAN — nokanbHas ceTb.

5 YcrpowncTeo u padota UCMHKA

5.1 O6wue TpeboeaHua Kk UCMHKU

B obuwem cnyvae cuctema npenoTBpalleHMsi HeCaHKLMOHWMPOBAHHOMO KOMWPOBAaHWMA WHopMaLmm
BKITKO4aET B CBOW COCTaB CrieayloLline Mogynu:

- KOHTpOnnep ynpasnexnus paboyum mectom onepatopa AUC;

- WKpokoopMaTHbIA ckaHep cpencTe oTo/BUOEOCHEMKMY;

- nporpaMMHoe obecneyeHune CUTYaLUOHHOIO LieHTpa.

Ha pabouem mecTte onepatopa AVC ycTaHaenuBawTCsa ckaHepbl cpedcTB POTO/BUAEOCHEMKM U KOH-
Tponnep ynpaenexnusi pabo4nm Mectom onepatopa. [aHHble ¢ Bugeokamep(bl) obpabaTeiBaoTcs B cUCTEME,
1 B cnyyae obHapyXeHua aTaky BKIHOYaKTCA Mepbl NpoTMBOaeNcTBMSA (ecnv paboyee MecTo UMW OCHALLEHO).
HaHHble nHumpeHTa nepegatotca Ha APM coTpynHuka BesonacHoCTy.

Ha pucyHke 1 nokasaHa cxema pabotbl MCTTHKWA.
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PucyHok 1 — Cxema pabotel MCIMTHKA

PYHKLMOHANbHO BCE 3MeMeHTbl CUCTEeMbl pa3geneHsbl Ha cnegylumMe KaTeropyu:

- cepsep;

- APM onepatopa CB;

- nogcuctema obHapyxeHus CHK;

- nogcuctema nogasneHusa CHK;

- NofgcucTema ynpaeneHus.

Cuctema gormkHa yooBNeTBOPAThL CNedy WM TeEXHUYeCKUM TpeboBaHnsaM:

1) Hann4Me OOHOBPEMEHHOINO KOHTPOMS OAHWM OTBETCTBEHHbIM COTPYAHWKOM BONbLUOrO KonuyecTsa
paboynx MecT COTPYAHWKOB;

2) BO3MOXHOCTb NMPOCMOTpPa CNuUcKa BCeX 3a(PUKCUPOBaHHLIX CODLITUN;

3) BO3MOXHOCTb NMPOCMOTpa BUMAE03aMNNCK, Ha KOTOPOW 3adpUKCMpPOBaH PaKT HapyLleHus,

4) BO3MOXHOCTbL 3KCMNopTa pparMeHTa BUOe03anucy Unu cTon-kagpoe;

5) BO3MOXHOCTb OETEKTMPOBaHWA NOBbLIX Mogenein MoBUbHbIX YCTPOWCTB pasHbiX NPOU3BOANTENEN,;

6) dopmupoBaHue WHGOPMAaLWOHHOIO COOBLEHUs OTBETCTBEHHOMY COTPYOHWKY O cpabaTtbiBaHWun
CUCTEeMBI;

7) BO3MOXHOCTbL aBTOMAaTU4eCKOW MOEHTUMMKALNA HEUCTPABHOCTM UMM HEKOPPEKTHOTO M306paXeHns
(Hanpumep, 3aKpbITUS/3aropaxnBaHUs Kamepbl CTOPOHHUM NPeaMEeTOM) C YCTAaHOBMEHHLIX BUAE0OKAMED;

8) Buoeokamepsl, YyCTaHOBNEHHLIE HA pabodemM MecTe COTpPYOHMKAa, OOMKHbI obecnevymMBaTtbe KadecTBO
3anucu, No3BonALLee 0AHO3HAYHO NOEHTUPULNPOBATL 4ENCTBUSA COTPYOHUKA;

9) BO3MOXKHOCTb XPaHEHWA BMOEO3aNUCcenr Mo KypHany cobbiTUid B TEHEHME onpeaerneHHoro nepuoga
BPEMEHMU;

10) BO3MOXHOCTE MaclUTabupoBaHWUsa CUCTEMBI;

11) BUOEOKaMepa He JOMKHa Bbl4aBaTbh CBOK aKTUBHOCTE;

12) dhopMMpOBaHNE W IKCMOPT AAHHBIX N0 3ahMKCUPOBAHHLIM COOLITUAM, BUOE03ANUCAM C YKazaHUeM
0aThbl, BpEMEHW, NPOoAoIKNTENBLHOCTH, pabodero mecTa onepatopa AMC u 1. 4.;

13) BO3MOXHOCTb pasrpaHMYeHus npasB 4OCTyna B cMcTeMe K MHopmauni/BocnponssegeHnio nHhop-
Mauuu, OTYETHOCTM.
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MCIMHKWM gonxHa cooTBeTCTBOBATL:

- MO TWUMY 3alnTbl OT NOPaXEHNA ANEeKTPUYECKUM TOKOM — N3genuio knacca |, nutaemomy oT BHELLHEro
MCTOYHMKA anekTpuyeckor aHeprum no MOCT P 50267.0;

- cnocoBy 3allunTbl YeNoBeKa OT MOPaXKeHUs 3nekTpudeckum Tokom — knaccy 0l no MTOCT 12.2.007.01;

- CTeMeHu 3aluuTbl OT NPOHUKHOBEHWA BOAbLI AN kopnyca npubopa — knaccy IPX1 no FTOCT 14254;

- KaTteropuu ncrnonHeHus — kateropuun 4 no MOCT 15150.

5.2 KOMNOHEHTbI CUCTEMbI

5.2.1 LeHTpanbHbIA cepBep

LlenTpaneHbin cepsep APM BhINOMHAET cneaylowne PyHKUUK:

- huKcauns MecTa HapyLleHWUs (pacnonoXxeHue Ha nnaHe NomeLLeHusl);

- dhuKcauns gatbl U BpEMEHW HAapyLUEHWUA C NPUBA3KON K BUAE03anucK;

- dhukcaunss obCTOATENLCTB HapYyLUEHWst MOCPenCcCTBOM BMAE03anvucKu ¢ BUaeoKaMep, pacnonoXeHHbIX
Ha paboynx MecTax COTPYLHMKOB, a TaKKe Npu HeobxoouMoCTH ¢ 0630PHbLIX BUAEOKAMED, PACTIONOXKEHHbIX B
nomeLleHnsax ¢ paboyumMm Mectamu COTPYOHUKOB;

- dhuKcauus 3anucen BUOEOKaMephl, KOHTPONUPYHOLLEW COTPYOHUKA, a TakkKe 0B30pHbIX BUOEOKaMep,
CMOTpPSALLMX Ha paboyee MeCcTO COTPYAHMKA;

- MHdbopMUpOBaHNE O (haKTe HEeECAHKLMOHWPOBAHHOMO chema uHdopmauumn Ha APM onepartopos CB.

B obwem cnyyae yeHTtpansHeiil cepeep WCIMHKW ¢ pabounx mect onepatopos AVC cogepxut: Brok
NOAKMIYEHUS BHELLIHWUX OaTHYMKOB, COBMECTHO pPeanuaytowmnx yHKLUMKD MYNbTUCNEKTPanbHON CbeMKM B pas-
TNUYHBIX OWanasoHax aNeKTPOMarHUTHLIX BOMH; Brok 06paboTkn AaHHbIX C BHELWHWX OaTYMKOB, COCTOSLLMIA
M3 ofHoro unu bonee BbICOKOMNPOW3BOAUTENBHLIX rpacMYecKkux NMpoLEecCopHbIX YCTPOWCTB Ana obpaboTku
MYTNBETUCNEKTPANbHBLIX AaHHBIX C BHELUHUX OATYUKOB; BNOK NOOKMHOYEHUS BHELUHUX YCTPOWCTB, peanuayLwmx
hyHKUMIO NOAaBMNeHWA KaHana yTeuykn JaHHbIX 3a CHET OTKMYEeHUsA YCTPONCTBA AN BbIBOAA BU3yanbHOW WH-
dhopmaLmm nnu hopMMpOBaHUA NOMEX (3aCBETOK) B O4HOM M3 AMANA30HOB 3MEKTPOMAarHMTHOIO U3Ny4YeHnst ©
Lenbio HapywuTb ycrnosus oTo/Buaeocbemkmn; 6nok nogknodennss APM onepatopa CB n APM HavanbHuka
cmeHbl CB; npegyctaHoeneHHoe npuknagHoe MO, B cocTae KOTOpPOro BXOAAT CNefylLive Mogynu: Moaynb
o6HapyxeHuss CHK, mogynb 3axearta u npefBapuTensHOM 06paboTKkn AaHHBIX C MYyNLTUCTEKTPanbHbIX AaT4Yu-
KOB, MoAynb ouKcauum MecTa, AaTkl U BpeMeHU HapyLlleHns, Moaynb ukcaunmn obcToATeNbCTB HapyLLEeHWs
C NPUBA3KOW K BMOE03anucK ¢ kKaMep, YCTaHOBMEHHbIX Ha pabo4mx mectax COTPYAHWKOB, MOAYMb HACTPOMKM
Nonb30BaTENbCKUX NapamMeTpoB W CLeHapueB, MOAYMb YNpaBrneHusa BXOOALWMMW B YCTPONCTBO M BHELIHUMMU
nogkno4aeMbIMKU MOZYNAMKU, MOZAYb (hOPMUPOBAHWS TPEBOXHOIO CUrHana, npegynpexagatowero o6 obHa-
pyXeHun hakTa HecaHKLMOHUMPOBaHHOIO ckeMa uHgopmauuu Ha APM onepatopa CB; Mmogyne ynpaeneHus,
obecneunBawowuin cpyHkumoHuposaHme NCIMHKW B yactu B3anmopgeiicTeua ¢ paboymMm mecToM onepaTtopa
AWC, mogynb naeHtTudukaumm pabodvero mecta onepatopa AVC, moayns obecneyeHua nepegadn BUOEO-
notoka ¢ pabo4yero Mecta Ha cepeep, MOAynb Nnepegadu coobuweHnin o bmkcaunmn daktos HCL, moaynb Bbi-
nornHeHns komaHabl onepatopa CB Ha Brnokupoeky goctyna k APM onepatopa AWC, moaynb ynpasneHus
ycTponcTeom nogaeneHust CHK, mogyns npegoctaBneHns ocTyna K AaHHbIM C aTYMKOB B peXXUMME pearnbHo-
ro BpeMeHW, MoAynb NpefoCcTaBNeHusa A0CTYNa K apXUBHLIM JaHHbLIM; BrOK ynpaBneHusl U XpaHeHus OaHHbIX,
BKIKOYaKL WA LEHTPanbHLIA NpoLeccop, onepaTMBHOE U NOCTOAHHOE 3anoMuHaloLee YCTPOWNCTBA; CETEBON
KOHTponnep.

5.2.2 APM onepatopa Cb

APM onepatopa CB BbinonHsaeT crnegyowme yHKUNN:

- NMpefocTaBnsieT 4OCTYN K BUAEOMNOTOKY peansHOro BpeMeHU C BUAeOKaMep, pacnonoXeHHbix Ha pabo-
UYMX MecTax COTPYOHWKOB, NOCPeACTBOM APEBOBUOHOIO CIMUCKA W NMAHOB MOMELLEHW;

- yBeJOMISET onepaTopa B peansHoM BpemeHu o dakTtax cukcaumm HC ¢ BO3MOXHOCTEI MPUHATUA
onepaTtopoM pelleHus o brnoknposke cooTeeTcTBytowero APM onepartopa AUC;

- NpefocTaBnsieT 4OCTYN K apXUBHbLIM AaHHBIM ANs opraHm3auun pasbopa takto HCL.

5.2.3 Noacuctema obHapyxeHnsa CHK

Moacuctema obHapyxeHus CHK cnyxuT ans dukcaumu caktoe HCO. Ana noBbiWeHWs BEPOSTHOCTU
o6HapyxeHus HC[l, a Takke CHUXEHUS Yymcna NoxHbix cpabaTbiBaHUA; B NOACUCTEME MOXET BbiTh 3aM0XEHO
HECKOIbKO MeTOAMK 0BHapyKeHUs, OCHOBAaHHBIX HA pas3nuuHbIX uanveckux npuHuunax. Noagcmucrema obHa-
pPYy)XeHWUs1 CTpOUTCS Ha Baze HEMPOCETERLIX aNrOPUTMOB U AOMKHA UMETb BO3MOXHOCTE J000YYEHUSA anropuT-
MOB MO onpeneneHunio MobKUnbHLIX YCTPOWMCTB AR NOBLILEHUs Ka4eCcTBa pacno3HaHus yrpos.
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B 3aBMCMMOCTM OT KOHEYHOM LUENW NPUMEHEHUS pPasnUYHbie acnekTbl U hakTopbl AOMKHbI BbiTh NPUHA-
Tbl BO BHMMaHue ans 1oro, 4Tobbl BoibpaTte Hanbonee agekBaTHbIN MeTog obHapyxeHua CHK:

- TOYHOCTb BbipaBHMBAHWA W pa3spelleHnsa obnaka Todek. OnpegensaTca annapaTHbIMU cpeacTBamu
(maTuyukom) M NporpaMmHbIM obecnedeHeM (BbINOMHSALWUM 0bpaboTky nzobpaxeHus);

- OMana3oH fgatyuka. Paboyee paccTosiHWe onpefensercsa paauycoMm OeNCcTBUSA U pa3MepoM AaTuuKa;

- Bec gat4mka. Ecnu gatyuk ycTaHOBMNEH Ha MaHUNyNATOpPe, TO ero BEC He JOIBKEH NpeBbillaTh Makcu-
ManbHOW Harpy3ku, 4Tobbl 06ecneYnTs ero NOMHYK AUHAMUKY;

- Bonpocbl 6e3onacHocTi. Cuctema moxeT paboTaTe BO B3aMMOOENCTBMM C YENOBEKOM, NO3TOMY OaT-
UYMKK HE OOMKHbI cogepXaTh Nna3epoB BbICOKOM MOLLHOCTH;

- Bpemsa 0bpaboTkn. Bpemsa obpaboTkM MOXKET UMeTb pellalollee 3HavyeHWe ANA onpegeneHus, noa-
XOOWUT N cUcTeMa Ana onpeaeneHHoro NpUMeHeHus;

- BMMSIHWE OKPY>KatoLen cpeabl. YCroBus oceBeLleHus, Bubpaunn, OBUKEHWA Kamepbl U Tak fganee mo-
ryT Bbl3BaTb MOMEXW WM CHM3UTb KA4YECTBO N300pakeHus:;

- annapartHble CpencTea W nporpaMmHoe obecnedeHre MHTerpauumn ¢ OpyrumMmmu cMcTemMamm.

Bnok ckaHepa cpencte ¢oTO/BMOEOCHEMKU MO3BOMSAET OCYLUECTBMATL KOHTPONb AEWCTBMIA onepaTtopa
AWNC. Brnok ckaHepa cpefcTB hoTO/BUAEOCHEMKN COCTOMT U3 MOLYNS BUAEOPErnCTpaLMM U MOOYNS NOACBETKM.

OcHoBHEIM AIBNSIETCA MOOYNb BUAEOpEerncTpauumn, npegHasHadeHHbIA ANna perucTpauum u 3anucu snge-
onocnenoBaTenbHOCTH, oTobpaatollen AencTeusa onepaTtopa AVC. Bnok BuaeoperucTpalm BbINONHAETCS
MO MOHOKYNSIPHOW UMK BUHOKYNSIPHOW cxeme. ANropuTMUYEeCKMid Mogynb paboTaet ¢ BUOEONOTOKOM CO CTa-
LMOHAPHOW BUOEOKAMEpPbI, 3aKpenneHHoOn Ha KpoMKe MoHUTopa. BbasoBbii BapuaHT: kaMepa, 3akpenneHHas
nocepefuHe ceepxy. [pu kamepe, 3aKkpenneHHon cOOKy UMW CHU3Y, MoKa3aTenu KadyecTBa MOryT HECKOIBKO
oTnuuyaTtbesa. B none 3peHns kamepbl OOMXKHbLI NONagaTh TOYKKU, U3 KOTOPLIX BO3MOXHa CbeMKa aKpaHa. Ecnu
OXBaTUTb WX BCE OJHOW KaMepoW HEBO3MOXKHO, YCTAHABMUBAETCA HECKONbKO KaMep Ha OOWH MOHUTOP UMK
Kamepa C BbICOKMM paspelueHMeM, Ha pasHbiX y4acTKax W300paKeHWs C KOTOPOW 3amnycKaeTcs HeCKONbKO
3K3eMNIsipoB anroputma. M3obpaxeHve fOMKHO BbiTh XOPOLLEro KadyecTBa: peskoe, ctabunesHoe (6es cboeB
M CUINBHOW TPSICKN).

Mopyne NnoacBeTkW NpegHasHavyeH Ang co3aaHusa MUHUMANsHO HEOBXOAMMOro YPOBHSA OCBELLEHUSI He-
3aBMCUMO OT HANMYMS BHELHUX UCTOYHWKOB CBeTa U hOpMUPOBAHNA TOUYEYHLIX DMUKOB 3a CUYET OTPaXXeHWn oT
ONTUKKU yCTpoWCTB choTo/Buaeodukcaumm. [Ina brnoka NogcBETKM pPeEKOMEHOYeTCs UCMONb30BaTh U3NydYeHue
enmkHero MK ananasoHa, NockonbKy OHO obrnagaeT crneayrownMmy npenMyLLecTBamMu:

- M3rnyyeHue He BUOMMO ONs1 YenoBeKa, He OTBMeKaeT BHWMaHWe Monb30BaTens U He Bbi3blBaeT pac-
LUNpeHne 3padka;

- M3rny4yeHWe OaHHOro OManal3oHa He BbI3bIBAET Aerpajauuu M paspylleHus pelenTopHoro annapaTta
rmasa 4YenoBeka,

- PEerncTpupyeTcs TEMU e MHCTPYMEHTaMU, YTO U BUOMMOE U3MNYyUYEHUE;

- npuMeHeHue MK unanyyeHus no3BonseT OTAENUTb NONe3Hyl WHOPMAaLUWKD OT BHELIHWUX 3aCBETOK,
NPUXOOSLLMXCA HA BUOUMYK YacTb ClekTpa.

YTobbI choTorpadhmpoBaTe 3KkpaH paboyero mecTa, COTPYAHWK ODbIYHO pacnonaraeTcs OTHOCUTENbHO
MOHUTOpa onpefeneHHbiM obpasomM: HaxoguTcs Nepen MOHUTOpPOM pabouyero MecTa, AepXUT B pyKax Mo-
BuneHBIN TenedoH M HanpaenseT 0OLEKTUMB €ro BUOEOKaMepbl B CTOPOHY MOHUTOpA. Pakypc Chemku npu
Knaccuuyeckom pacnonoxeHun WEB-kamep Ha MOHUTOpPE MO3BONAET ONpenennTe MOMEHT NOABIMEHWS Tene-
¢hoHa B pyKax COTpyAHUKA U (pakT ckeMku. OgHOBpeMeHHO C 3TMM BUAeOKaMepa, HanpaBneHHasa Ha coTpya-
HUKA, MOXET CHU3UTb KONMMYECTBO MPOTMBOMNPAaBHbLIX AENCTBUIA KU3-3a onaceHns ObiTb NONMaHHBIM B MOMEHT
npaBoHapyLUeHNs.

5.2.4 Nogcuctema nogasneHusa CHK

Mopcuctema nogaenenuss CHK cnyxuTt ons npepotepaweHus daktoe HC. B obuwem cnyyae B noa-
CUCTEME MOXET ObITh 3aNOXKEeHO HECKONbKO METOOUK NOO3aBMEHUS, OCHOBAHHbIX HA PasfMyHbIX dU3NYECKUX
npUHUMNax.

B kaudectBe ycTpoictB nogaeneduss CHK moryT mpumeHsATbCA nporpaMMHo-annapaTtHble cpeacTsa:
aBTOMaTU4YeCcKoro OTKITHYeHUsA 3kpaHa pabodero mecta onepatopa AMC; BNoKMpoBKM BbiBoAa WMHpopMa-
LWK Ha 3KkpaH MoHWTopa paboyero mecTta onepartopa AVIC; dopMMpOBaHUS 3aCBETKM CBETOYYBCTBUTEMBHO-
ro snemeHta CHK HekorepeHTHbIM LUMPOKOYronbHLIM M3nyyeHunem bnumxkHero WMIK-cnektpa; dopmupoBaHus
3aCBETKM CBETOYYBCTBUTENbLHOrO anemeHTa CHK y3koHanpaBneHHbIM KOrepeHTHbIM M3nyYeHnem BnvbkHero
MK-cnekTpa; dhopMmnpoBaHUSA NOMEX B paanod4acTOTHOM AnanasoHe.
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5.2.5 Noacucrtema ynpaBneHus

Moocuctema ynpaBneHwus crnyxuT ana obecnedeHns GuaHec-norvku dyHkumoHmpoBanusa VCIHKW B
YyacTu B3aMMoaencTeuUs ¢ pabounm mectom onepatopa AVIC 1 BLINOMNHSET cneaylolne yHKLUN:

- ngeHtTudukaumo pabodero mecta onepatopa ANC;

- (onuuoHansHO) naeHTUQKUKALMI0 COTPYOHMKA NO NULY C BO3MOXHOCTLH NMPOBEPKU COOTBETCTBMS APM
AWNC pacnosHaHHOMY paboTHWUKY NPeanpuaTUs;

- obecneyeHne nepega4m BUAEoNoToKa ¢ paboyero MecTa Ha cepBep;

- nepepadvy cooblieHnin o comkcauun cdhaktos HCL;

- BbINOMHeHWe kKoMaHabl onepaTtopa CBb Ha Brnokmpoeky goctyna k APM onepatopa AUNC;

- ynpasneHue noacuctemon nogasneHna CHK.

6 BapuaHTtbl peanu3saunn UCIMHKA

CyuwlecTryeT Tpu basoBble peanusaumm MCIMHKWM ons koHeyHbIX Nonb3oBaTenen, pasnuyakwLmMecs He-
06X0QMMOCTBIO UMK OTCYTCTBMEM HE0BX0AMMOCTU NCNONb30BaTh BHELWHUA cepBep. [pn atom ansa Bcex 6aso-
BbIX BAPUaHTOB NPeaycMOTPEHO ONUMOHanbHoe NOAKMYeHMe AONONHUTENbHbIX 3M1IEMEHTOB.

6.1 BapuanT peanusauuu WCTMTHKM Ne 1

Ha pucyHke 2 nokazaH nepBelil BapuaHT peanu3auvu UCMHKW, ncnonbayrulen B kKauecTBe BbIYUCTU-
Tensl BHELWHWA UeHTpanbHbIi cepBep.

PabBouee mecTo

Cepbep oBpaboTiu GOTPynHﬂKa OXp&HBI

p .
Web-kamepa VR REEHUN r_j L

Pabo4as craHuus,

toTorpadpoBaTe MOHHUTOR
KOTOPOIA 3anpeLjeHo

PucyHok 2 — BapuaHT peanunzaunm MCIMHKK Ne 1

Ha pucyHke 3 nokaszaHa CTPYKTypHasl cCxeMa paccMaTpUBaeMON peanusaLuu.
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1 - —
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PucyHok 3 — CTpykTypHasa cxema peanuzauuu 1

Cwuctema BkNYaeT B cebs cneynanu3npoBaHHbIA cepeep 1 ¢ ycTaHoBneHHbIM MO, cogepalwuii He-
obxogoumoe KonuyecTBo rpadpuyeckux agantepor ans obecnedenns pabotel bnoka obHapyxeHns CHK.

Brnoxk obHapyxeHus CHK 4 npeacraensaet cobow Habop NnporpamMMHbLIX MOAYNen, yCTaHaBNMBAEMbIX Ha
cepBepe YCTPOWCTBA M peanuayrwnx MYHKLUIO 3axBaTa u nocnegytollern 06paboTkn 4aHHbIX C MyMNbTUCMEK-
TpanbHbIX JATYMKOB B PEXMME peanbHOro BpeMEeHHW C Lenbio oBHapyKeHUs npuaHakos Hanudmua CHK.

Mogkniovaemblin K ycTpoictey briok nogaeneHuss CHK 5, nogknioyYeHHbIR K yCTPOMCTBY Yepes nokanb-
HYK CeTb, NO3BOMSAET BbLINOMHATL OTKMYEHWEe NMUTAHUA YCTPOWCTBA BblBOAA BU3yanbHOW WMHGOpMaLMK No
KoMaHge ¢ cepsepa.

K yctponctey nogkntouaetca APM gexypHoro onepatopa Cb 2, a takke APM HavyansHuka cmeHsl Cb 3.

Brnok ynpaeneHusi 6 BLINONHSET cneayrowmne yHKLUK:

- naeHTuduKauma pabodyero mecta onepatopa AVC 7, NOOKNHOYEHHOTO K NOKaNbHON BbIYMCITUTENbBHOM
CeTn aBTOMaTu3npoBaHHON MH(POPMALMOHHOM CUCTEMbI NpeanpusaTus (8);

- obecrne4veHne nepegayYM BMAEONOTOKA ¢ paboyero Mecra Ha cepBsep;

- nepepaya coobwennin o dukcaumm daktos HCL;

- BbINOMHeHWe koMaHakl onepatopa Cb Ha brnokupoeky noctyna k APM onepatopa AUC;

- ynpaeneHue nogcuctemoin nogasneHus CHK.

B paccmaTtpuBaemom BapuaHTe peanusauumn cepeep WCMHKWM 1 ycTpoiicTBa nonyyaert 4epes no-
KaneHyto cetb TCO 9 BMOEeonoToK ¢ UMpOoBLIX CTepeckamep HabngeHus, TpaHCIMpYoLW KX n3obpaxeHuns
onepatopa ANC. BugeonoTok pasbvBaeTcs Ha Kagpbl, KaX4OMY M3 KOTOPbIX NpUCBanBaeTcs MeTKa Bpe-
meHu. Nocne atoro 6nok obHapyxenns CHK 4 obpabaTbiraeT Kaxablil Kagp, BLIMOMHAS NOUCK YCTPOWCTB
doTo/Buaeotukcaymmn, U B cnydae obHapyxeHus 6nok ynpaeneHus 6 oopMupyeT ynpaenaLWWiA curHan,
KOTOpbI/ TAKKe Yepes NnokanbHyk ceTb 9 nepenaetcs Ha 6nok nogaenenus CHK 5, APM gexypHoro onepa-
Topa Cb 2, APM HayanbHuka cmeHbl Cb 3. Mocne aToro 6riok nogaeneHna 5 oTKN4YaeT NMTaHMe MOHMTOpa,
Ha APM gexypHoro onepatopa Cb 2 u APM HavyanbHuka cmeHbl CB 3 hopmupyeTtcs cooblyeHne o noneiTke
HEeCaHKLUMOHWPOBAHHOIO cbeMa AaHHbiX, a cepeep WCIHKIA 1 hopmupyeT Konnak, cogepxalwuii Kagpbl,
Ha KOTOpbIX 3adMKCUPOBAHO HapyLleHWe, naeHTudukaTop pabodero mecra, Ha KOTOPOM MPOU30LUNO Hapy-
LWEeHWE, a TAKOKE BPEMSA HApYLLEHWs, 1 NepefaeT KoNnnax) B 3NeKTPOHHbIA apXuB MHUWOEHTOB.

GostExpert.ru
https://GostExpert.ru/gost/gost-71895.1-2025



https://gostexpert.ru?utm_source=pdf&utm_medium=70291
https://gostexpert.ru/gost/gost-71895.1-2025?utm_source=pdf&utm_medium=70291&utm_term=page

FOCT P 71895.1—2025

6.2 BapuaHTt peanusaumn WCMHKW Ne 2

Bo BTOpOM BapuaHTe peanv3auuu, Tak e Kak 1 B NepBOM, B KAYECTBE BbIHMCIIUTENS MCMONb3YeTCH BHELU-
HWIA LeHTpanbHblid cepeep. Ha paboyem Mecte onepatopa AVC yctaHaenuBalTcs ckaHepbl cpencTe dpoto/
BWAEOCHEMKM W KOHTPOMSEP ynpaBsneHus pabodvM MectoM onepatopa. [aHHble ¢ Buaeokamep(bl) nonagawT
HenocpeACcTBEHHO B OAHOMMATHBIA KOMMBIOTEP, KOTOPLIA CO34aeT WU(POBaHHLIA KaHan ¢ cepeepomM 06paboTku
n3obpakeHwni 1 TpaHCIMpyeT BugeodaHHble B Hero Ang nocneaytowlein obpaboTkn. Cepeep oOHapyxuBaeT ata-
Ky, BKIKOYaeT Mepbl NPOTMBOAENCTBKSA (ecnu paboyee MECTO UMW OCHALLEHO) U NepefaeT MHUUAEHT no obLuen,
BblAeneHHon npoBogHon nnu 6ecnposogHon (Wi-Fi) cetn Ha APM coTpynoHwuka 6e3onacHocTu.

Btopoi BapuanT peanusauun MCIMNHKWM nokasaH Ha pucyHke 4.

OpHonnaTHbIN
KOMMbIOTEp Paboqee mecTo
COTPYOHWMKA OXpaHbl
N Cepeep obpaboTtkn PYA P
~ nsobpaxeHWi l i
Web-kamepa

]
4
el

-
PaBoqan ctaHuus,

thoTorpadmupoBaTs MOHUTOP
KOTOpOiA 3anpeLieHo

PucyHok 4 — BapwuarT peanusauunn NCIMHKKM Ne 2

6.3 BapuaHT peanusauun UCMHKW Ne 3

B TpeTbem BapuaHTe peanusauun, B OTIMYKE OT NepBOoro M BTOPOro BapuaHTa peanusaunun, BHEeLHNNA
BbluMcnuTEens oTCyTCTBYeT. Ha paboyem mecTe onepatopa AWC ycTaHaenvBalTcs cKkaHepsl cpeacTts doTto/
BUOEO0CHEMKN Y KOHTpPONNep ynpasneHnsa paboyum mectom onepatopa. [laHHele ¢ Buaeokamep(bl) nonagarwT
HenocpeACTBEHHO B OOHOMMATHLIA KOMMbLIOTEP, KOTOPLIA C MOMOLLLI BCTpoeHHoro MO obHapyKuBaeT aTaky,
BKITKO4aeT Mepbl NpoTuBoAencTBnA (ecnu paboyee MecTo UMW OCHaLLEeHO) U nepefaeT uHunaeHT Ha APM co-
TpyoHuka BesonacHocTy no obulei, BbigeneHHoW npoBogHon unu becnposogHon (Wi-Fi) cetn.

TpeTnii BapuaHT peanusauum nokasaH Ha pucyHke 5.
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Web-kamepa OpHonnaTHINA

KOMMbloTep
) Pabouee mecTo
AY . _ COTPYAHUKA OXpaHkl

Pafoyas craHuus,

choTorpadupoBaTe MOHHTOP
KOTOPOIA 3anpeLleHo

PucyHok 5 — Tpetun BapuanT peanusauumn 3 NCIMHKA

6.4 KpaTkue BbiBOAbI

Bce TPpKU peann3aun UMerT BO3IMOXHOCTb MHTEerpauun ¢ cywecTByrwnMMm cuctemamu BI/I,D,EOH36J'IIO-
OEHWA U OXpaHHOIo TenesraeHuA, pa3BepHyTbiMA B MOMELLEHNAX KOHTPOIUPYEMOTrO OﬁbEKTa, BO3MOXHOCTb
MaCLIJTaSMpOBaHVIFI 3a c4yeT NoAKNKHYeHWA OONONMHUTENbHbIX l'panM‘-IE.‘CKVIX npouecCopHbIX yCTpOI?ICTB cepBepa
ONA NOAKMNKYEHWA OOMONHUTENbHBIX KOHTPOMUPYEeMbIX paﬁoqu MeCT onepartopa AMC; nHTEerpaumm ¢ cuctTe-
MOW KOHTPONA OOCTyna; BO3MOXHOCTb NOAKNKYEeHNA B Ka4eCcTBe OONONMHNTENBbHOIO yCTpOﬁCTBa K pa6o'-|emy

MecCTy oneparopa CE, NMoO3BOJTAKT OCYLWECTBNATL pa3rpaHn4eHne npae goctyna B CUCTeEMe K i/IHCbOpMaLI,MVI/
BOCrnpown3seaeHuno VIHCbOpMaLIMM, OTYETHOCTHW.
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MpunoxeHue A
(cnpaBo4HoOE)

anMEp BHelWHero Buga peann3aynun CUCTeMbl

A.1 BHewHwWin BuA peanusauuu paboyero mecta onepartopa AUC

[Onsi peructpauuun 1 3anucy BUAeonocrnegoBaTensHOCTH, oToBpaxatowen gerncteus onepatopa AMC, Ha kopnyce
MoHuTOpa onepartopa AVC npy noMoLKM Kpenexa pasmMellatnTcs BuaeokaMmepb! (pUcyHok A.1).

MMpumeyvyaHune — Vcnonb3oBaHWe ABYX Kamep ANA perucrpaumm n3obpaxeHus OgqHOM KU TOR e obnacTtu no-
3BOMAET CHU3UTL TpebyeMyto YacToTy KaapoB KaMepbl B ABa pasa, YTo YMEeHbLUaeT CTOMMOCTb OTAENbHON Kamepbl. [Ans
aToro mMatpuubl paboTalT B pexume NonepeMeHHOn permcTpauumn, Yto obecrneunsaeTca BLIGOPOM COOTBETCTBYHOLLErO
pexMMa CUHXpOHM3auMK. Elle oaHUM NPeuMyLLECTBOM TaKoro pelleHust ABNAETCH yBenuyeHne HagexHocTu Bnoka Bu-
OE0pernucTpauun 3a c4eT BO3MOXKHOCTM CoXpaHeHWsa paboTocnocoBHOCTU M3OenUa Npy BeIXOAE M3 CTPOA O4HOMO U3 peru-
CTpUpYOLWKX KaHanoB. B aTom cny4yae KoHTponb AelcTBUiA onepaTopa ByaeT OCyLLEeCTBAATLCA NO AaHHLIM C O4HON U3 BU-
neokamep. B Takom pexume nanenve byaeT octaBaTteca paboTocnocobHbIM NpU NOTEpEe KaYecTBa No pagy nokasatenei.

PucyHok A.1 — lMNMpumep 1 BHelwHero Buaa peanusaunn pabodero mecta onepatopa AVC

A.2 BHewHWi Bng peanusauun padoyero mecrta corpyaHuka Cb
BHewHuin Buag peanusauun pabodero mecta cotpygHuka Cb nokazaH Ha pucyHke A.2.
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PucyHok A.2 — BHelwHniA Bua peanvsauumn pabodero mecta cotpygHuka Cb

A.3 UHdbopmaunoHHO-(hbYHKUMOHaNbHaaA naHens MHTepdenca

Mpy BO3HWKHOBEHUWM MHUMAEHTA CUCTEMA OMOBELLAET COTPYAHMKA cryObl 0XpaHbl U NepefdaeTt emy uaobpaxeHve
C Kamephl, Ha KOTOpOW BbiNo 0BHapyeHO MOBUINBEHOE YCTPOWCTRO, C YKa3aHNeM HAa3BaHUS U PacnonoXeHus BuaeoKame-
pbl, 4TOGLI BBICTPO ONpPedenuTE MECTO HAPYLLEHWA, OaTy U BpeMs (hUKcaLvmn HapyLLEHUS, CMIUCOK BCEX 3athUKCHPOBaHHBIX
CcoObITMA. VHTYUTUMBHO NOHATHLIN MHTEepdeC No3BoNAeT BLICTPO HAWTU U MOCMOTPETL BUAE03aMNNCh HapyLLUEHWUs, Nerko
nepexoguTb K MPOCMOTPY ApYrux 0O30pHLIX KaMep, pacnonoXeHHbIX B NOMELLEHUW, B KOTOPOM BbINo 3admMKcMpoBaHo
HapylleHWe, onepaTyvBHO 3KCMOPTUPOBaTL hparMeHT BMOE03anMcy UMK CTOM-Kaap Ang npefbaBneHua 00Ka3aTenbCTB
HapyLvTent.

KnueHTCKOe NpUNoXeHWe BKIIOYAeT Creayrlme 3MeMeHTbl MHTepdhenca: OCHOBHOE MEHH, WMH(OPMAaLMOHHO-
(PYHKUMOHAMbHYIO NaHernb.

MHhopMaunoHHO-YHKUMOHANbHAA NaHenb NPUNOKEHWA COOEePKUT UMA NOMb30BaTENS, U TEKYLLEe BpeMs B pop-
marte «44:Mm». [1py HaBegeHUn Ha obnacTb 0ToDparkeHWa BpeEMEHM MOSABMNAETCA OKHO C TEKYLLUM BpeMeHeM B hopmare
«Y4:MM:ICC», JATON M JHEM HEeOenu.

Mpumep HdOpMaLMOHHO-PYHKUMOHANBHOW NaHenu niTepderica nokasaH Ha pucyHke A.3.
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PucyHok A.3 — WMHdopmaunoHHO-yHKUMOHANEHaA naHens nHTepdenca

A.4 OcHOBHOe MeHK HMHTepdhenca

Cnucok rpynn v ycTPONCTB NpefdHasHaveH Ana otobpaxeHus rpynn ¢ 4o6aBneHHbIMY yCTPOWCTBaAMM, a Takxe aAns
WHPOPMUPOBAHWA O TUNAX YCTPOWCTB M UX COCTOSHUAX. Hag cnvckom rpynn v yCTPOMCTB pacnonoXeHo none AnsA noucka
YCTPOWCTBA UMW rpynnbl B cnncke. [ns rpynn M yCTPOWCTB B CMMCKE 0TOBPaXatTCs MKOHKUA C MX COCTOSHUAMMK. [ToMumo
rpynn, co3aaHHbIX aaMUHUCTPAaTOPOM, CNUMCOK coaepxuT rpynny «M3bpaHHoey. YcTpolicTBa B AaHHy0 rpynny gobaensatoT-
ca onepatopom nubo agMmuHUCTpaTopom cuctemel. B rpynne «HecrpynnupoBaHHble» COOQePKaTCsA YCTPOMCTBA, KOTOphie
He Obinv gobaeneHbl agMUHUCTPATOPOM HU B O4HY M3 CO34aHHbIX rpynmn.

Taloke Npy NOMOLLW CNUCKA FPYNM ¥ YCTPOWCTB BLINOMHATCH Cneayrowmne AeicTBUS: OTKPLITUE OKHa CBOWCTE C UH-
chopmauumen o6 yctporcTee/rpynne 1 pyHKUMAMKM yNpaBneHns; OTKPbITUE rPYNMbl UMM YCTPOWCTBA B OTAENLHOW BKNAOKE;
poBaBneHve OKOH NPOCMOTPa ANA BUAeoKamepbl/rpynnel yCTPOWCTB B packnaaky; gobasneHue yctponcTea 6es Bugeou-
300paxkeHns.

BHeLWHWIA BUO OCHOBHOIMO MeH MHTepderca nokasaH Ha pucyHke A.4.
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Hacipioiixm Moo | Nonce cobunmi

s

o s source 8550

PucyHok A.4 — OcHoBHOE MeHI0 UHTepdpelica

A.5 [lononHuTenbHLIE aneMeHTLl MHTepdenca

[MOMWUMO OCHOBHLIX 3MEMEHTOB MHTEPdeca ecTb JONONHUTENBHLIE, KOTOpble OTODpaXakTca B pesynsraTte onpe-
OENEHHbIX AEACTBUIA UNK cobbITMA. K TakMm anemMeHTam OTHOCHTCH, HanpuMmep, OKHO CBOWCTB, OKHO npocMoTpa v obpa-
60TKN TpeBOXKHOTO cobbITUA, a TakKe N3MEHEHUA MHTepderca Npy perMcTpaLmm TPEBOKHBIX COBBITUNA.

MpyMep oononNHUTENLHLIX 3NeMeHTOB UHTepdelica nokasaH Ha pucyHke A.5.
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* HeoTex o M Tenedon

131
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** HeoTex

Obuapyxen

? Kamepa paGovero mecta
Pa ps Tenedom

-

1333
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o 2 0 e 1EACPON
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abouee mecro Iasuc- . Obuapy=en
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leoTex Tenedom
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leoTex TenedoH
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= HeoTex

ObHapyxen
TenedpoH

PucyHok A.5 — [JononHUTENbHbIE 3NIEMEHTbI MHTepdielca
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A.6 Pabora c cobbiTUAMMK

MyHKT MeH «CobbITrA» NpeaHasHavyeH Ans NpocMoTpa cnucka HeobpaboTaHHbIX MHUMAEHTOB U OTHOCALUMXCSH K
HUM TPEBOXHbIX COBBITUI (prcyHOK A.6).

Coburma ) Mowwiop  TNomex * Pabouoe mecto 3,

= Kamepa 1

"

® Nloxyan.

6:45 08102020

X sepa pabouero wecta
]
10.2(
9" Kamsepa pabo a
B Conagymen rensgon
08.10.2020
ansepa pabounto uecta

Ay e 1ERBon

08102020

PucyHok A.6 — Pabota ¢ cobbITuamm

MHUWOEeHTBI B cnucke MOXHO OTOUNLTpoBRaTh NO cneayowmuM napametpam: «Bpems», «pynna», «YcTporncTBO» 1
«Tvn cobblTus» (pUcyHOK A.7).
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HeoTex TenedoH
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HeoTex 1enedhoH

 PaGouee mecTo 3nauc-
“ HeoTex

OfHapyxeH

Kame abouero mecra
il TenedoH

PucyHok A.7 — PaboTa ¢ MHumMgeHTamm
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TpeBOXHble CODLITWS, 3aperncTPUpPOBaHHbIe B OJHOW 30He perucTpauuu TPeBOMHbIX CODLITUIA, rPYNNMPYOTCH B
nHuMaeHTel. Onepatop obpabateiBaeT cpasy Bce cobbITUA, BXOASALWME B MHUMAEHT.

Mpw rpynnnpoBKe TPEBOKHBIX COBBITUI B MHUMAEHTLI COBNOAATCA CneaylowWwue npasuna: B Te4eHWe onpeaeneH-
HOrO BpEMEHW OT Hadyana MHUMAeHTa Bee COBbITUS, BO3HUKAIOLLME B 30HE pervcTpauum, rpynnupyroTesa B 3TOT MHUMAEHT.
Mo ncTeyeHnn gaHHOro NPOMEXYTKa BpeMEHU COBBITUS rPYNMUPYIOTCS B CMEaYWMA MHUMAEHT; N0 NCTEYEHUWN BPEMEHN
MakCMManbHOW NPOACIIKMTENBHOGTY MHUMAEHTA OH 3aKPbIBAETCA WM HOBbIE TPEBOXHbIE COBBITUA rPYNNMPYIOTCA B Criegy-
OLMIA MHUMAOEHT; ecnv 00beKT, BbI3BaBLUWW TPEBOXHOE CODbITHE, MO UCTEHEHUN BpEMEHW MaKCUManbHON NPOJOMKNTENb-
HOCTW WHUWAEHTa NPOAOMKaeT CyLecTBoBaTb, TO (hOPMUPYETCH HOBbIM WHLMAOEHT, B KOTOPbLINA NonagaeTt OaHHbIN 00bekT;
onepatopy byget goctynHa o6paboTka MHUMAEHTA MO UCTEYEHUW YCTAHOBMNEHHOTO NPOMEXYTKA BPEMEHUW NOCne Havana
WHUWMOEHTa; B Cny4ae ecnu onepatop He obpaboTtan MHUWAEHT B TEYEHME 3a0aHHOro BPEMEHMW, TO MHUMAeHT Bynet o6-
paboTaH aBTOMaTUYECKN.

Onsa rpynnupoBky cobbITMIA MCNOMNB3YIOTCS BPpEMEHHbIe NapaMeTpel, KOTOpble HacTpauBalTcs aaMUHUCTPaToOpoM
CUCTEMBI.

BosHWKHOBEHWE HOBOrO WHUMOEHTA B CUCTEME CONPOBOXAAETCA: 3BYKOBLIM OMNOBELLEHWEM; NOSABMNEHWEM KPacHOW
NWHWW NOA Ha3BaHWEM HEKOTOPLIX BKMaAOK; NOSBMNEHUWEM KPacHOW TOYKW psSaoM C YCTPOWMCTBOM B CNWCKE YCTPOWCTE;
NOSBNEeHWEM KPacHOW pPaMKu BOKPYr OKHa MPOCMOTPa BUAeou306paeHus; NosBNeHnemM OKHa npocMotpa v obpaboTku
TPEBOXHOro cobbITHA.

OnepaTtopy AOCTYMNHbI Criegylowye AeWCTBUA: NPOCMOTP MHUMAEHTa WM BXOOSLUMX B HEr0 TPEeBOXHbIX CODbITWIA; 00-
paboTka MHUMAEHTOB; BbI30B NOMNL30BaTENbLCKOW TpeBor; AobaBneHne KOMMeHTapUsa K MHUMAEHTY; 3KCMOPT BMAE0apXMBa.

B okHe npocmoTpa u 06paboTkn TpeBoKHOro cobbITMA BOCMPOU3BOAMTCH BUOEOAPXMUB C TPEBOXHbLIM COBBITUEM U
cogepxuTca cnefdyowasn nHdopmaumsa:

- HasBaHWe yCTPOWCTBA;

- TUMN TPEBOXHOIO COBLITUS;

- AaTa v Bpemsi BO3HUKHOBEHWS TPEBOXHOIo cobbITHSA;

- AaTta W BpemMsa Hadana uHUMZeHTa.

B okHe npocmoTpa v 06paboTki TpeBOXHLIX COBLITUI ocyLlecTBNsaeTcA obpaboTka cpa3y Bcex coObITUIA, KOTopble
OTHOCATCS K BblbpaHHOMY MHUnAaeHTy. [na obpaboTkn nHumMaeHTa Heobxoaumo:

- onpegenuTb TUM TPEBOTW: TPEBOra MW NoXHan TPeBora;

- A0o0aBWTb KOMMEHTaPWIA K MHUMAEHTY: HaxaTb TPEBOXHYHO KHOMKY U B NOABUBLLEMCS MOSIe BBECTU TEKCT KOMMEH-
Tapus. KoMMeHTapuil NOSBMTCS Y KaOoro cobbiThs, OTHOCALLErocs K MHUMAEHTY;

- NoaTBEpPAUTH TWUN TPEBOTK NYTEM HaXKaTWUA KHOMKN « Tpesora» unun «JloxHasa Tpeeoray.

Buaeoapxus npeaHasHaveH Ans noucka v npocMoTpa Buaeodainos ¢ cobbITUAMM, YTOYHEHWA OeTanen u gonon-
HUTENbHBIX CBEAEHWIA 0 COBLITUSX, MPOM30LLEALLWNX HA NOAKOHTPONbHOM Tepputopun. PaboTa ¢ BUaeoapxvBoM BKIOYaeT
B cebs cnegyoLwme AeNCTBUSA: NOUCK BMOEO3aNUCeN M KagpoBs; NPOCMOTP BUAE03aNUCK Ha pPa3Hoii CKOPOCTH, B TOM YMCHe
No Kagpam; 3KCnopT BelbpaHHOW BMOEO03aNUCH, Kagapa UM ero 4acTtu.
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Mpunoxenune b
(cnpaBo4Hoe)

TunoBble npumepbl npuMeHeHna UCTMHKK

Cdpepbl npumenenuna WCINHKW ¢ pabounx mect onepatopos AVC:

- 3aluTa NepcoHanbHbIX AaHHbIX, PUHAHCOBBLIX CBEAEHWUIA, CBEAEHWUA O CHETAX W OBWKEHWUN JEHEXHbIX CPEACTB OT
HECaHKLMOHUPOBAHHOIO KOMMPOBAHWA U Nepefayn TpeTbMM Nuuam B DaHKOBCKOW hMHaHCOBOW cdepe;

- 3awmTa UHGOopMaL M 0 COCTOAHUM 300PO0BbLA NauWeHTa, AvarHo3e, pesynsrarax obcneqoBaHus, camom dakTe
obpalleHus 3a MegULUMHCKON NOMOLLBK M CBEAEHWA O NIMYHOMW XXW3HMW, NOMYYEHHbIX Npu 00CNefoBaHuM U NEYEHUN C Lie-
neto obecneyeHUs BpavebHOM TalHbI;

- 3awmTa uHpopmauun ¢ rpudamMmy «ocobor BaXHOCTU», «COBEPLUEHHO CEKPETHO», KCEKPETHO», OTHOCHLLUXCA
K CBEAEHUSIM B BOEHHOW 0bracTu, B 00NacTy Hayku U TEXHUKKW, BHELUHEW MONMUTUMKM U 3KOHOMWKK, B 0BnacTtu pasBegbl-
BaTenbHOW, KOHTPpa3BedblBaTENbHOW U ONepaTMBHO-PO3bICKHOW AEATENBHOCTM, a Tawke B obnactv NpoTMBOOENCTBUA
Teppopuamy 1 B obnactu obecnedeHuss 6e30MacHOCTY NKL, B OTHOLLUEHUW KOTOPLIX MPUHATO PELLEHWE O MPUMEHEHUU MEp
rocyfapCTBREHHON 3alMThl B rOCYAAPCTBEHHLIX OpraHax BracTh U CUNOBLIX CTPYKTYpax;

- NpefoTBpaLleHne KoMMpoBaHWA U Nepenayun nHdbopmMauuy TpPETbUM NLamM, HanpuMmep cpeacTBam MacCcoBOW MH-
chopmauun, onepaTopaMmi CUCTEM BUAEOHABMIOOEHWSA M OXPaHHOIO TENEBUAEHWS;

- NpefoTBpalleHne KoNMpoBaHWA WHAOPMaLIMK, NPENCTaBMAILEN KOMMEDHECKYHO TalHy, COAEPXallylo AaHHbIEe
0 HOY-Xay, CeKpeTax NpoM3BOACTBA U TEXHONMOIMMAX B KOMMEPYECKUX OpraHmn3aumsx, KOHCTPYKTOPCKUX Blopo, Hay4yHo-UC-
CrnenoBaTenbCKUX MHCTUTYTax.

YAK 004.93'1:006.354 OKC 35.020

KntoueBble cnoea: cucteMbl kubepduanydeckme, MHTENNEKTyanbHas cucTeMa npefoTBpalleHusi HeCaHKUMO-
HWPOBAHHOIO KOMMPOBaHUsA MHGopMauuK ¢ pabodnx MecT onepaTopoB aBTOMAaTU3WPOBaHHbIX MHopMaL M-
OHHbIX cucTeM, obuwne TpeboBaHus

TexHwdeckui pegaktop B.H. lNpycakosa
Koppektop C.H. @upcosa
KomneloTepHasa Bepctka M.B. Maneeegol

CpaHo B Habop 24.06.2025. [MognucaHo B nedats 02.07.2025. ®opmar 60x84%. [apHwuTypa Apuan.
Ycn. ney. n. 2,32. Y4.-u3a. n. 2,12.

[MoaroToBNEHO HA OCHOBE 3NEKTPOHHOW BEPCUM, NpeaoCcTaBneHHo paspaboTyMkoM cTaHaapTa

CozpgaHo B egUHUYHOM WUCnonHeHun B PIrBY «HCTUTYT cTaHgapTulaumms»
Onsa KoMnnekToBaHusa PegepansHoro MHQOPMAaUKWOHHOIO hoHAa CTaHAapToB,
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