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Mpeancnoeue

1 PASPABOTAH ®enepansHoi crnyxboi no TexHWYecKoMy U 3KcnopTHomy koHTpomnko (PCT3K Poc-
cuu), PenepancHbIM aBTOHOMHBIM yupexaeHueM «locyaapCcTBEHHLIM Hay4YyHO-UCCNeaoBaTeNbLCKUIA NCnbiTa-
TenbHbIA UHCTUTYT NPOBNEM TEXHWYECKOM 3aLnTbl MHhopMaumm PegepansHon crnyXbbl MO TEXHUHECKOMY U
akcnopTHOMY KoHTpontoy» (PAY «THMW NT3N ¢CTIK Poccums ), AkumoHepHbIM obluectsoM «JlabopaTtopus
Kacnepckoro» (AO «Jlabopatopua Kacnepckoro» ), ®egepancHbIM rocyaapCTBeHHLIM BHOOXKETHBIM yYpexae-
HUEeM Hayku «IHCTUTYT cMcTeMHOro nporpammMmupoBaHnsa um. B.I. MiBaHHWKoBa PoccuACKOM akageMu Hayk»
(UCr PAH)

2 BHECEH TexHun4yecknuM KOMUTETOM Mo cTaHgapTmM3auum TK 362 «3awumTa nHchopMmaumm»

3 YTBEPXIEH W BBEJEH B OENCTBWE Mpukasom PefepanbHOro areHTcTBa no TEeXHUYEeCKoMY pe-
rynupoBaHuio U meTponorum ot 6 uoHa 2025 r. Ne 539-ct

4 BBEJEH BINEPBbIE

MNpasuna npumeHeHUss Hacmosweao cmaHdapma ycmaHoeneHsl 8 cmamse 26 @edepanbHO20 3aKOHA
om 29 utoHs 2015 2. Ne 162-®3 «O cmaxdapmu3zayuu 8 Pocculickoli ®edepauyuuy. MHghopmalyus o6 u3-
MEHEeHUSX K HacmosilweMy cmaHdapmy nybrnukyemcs 6 exe200HOM (10 cOCMOSHUK Ha 1 aHeaps mekyuieao
2o0a) uHghopmayuoHHOM yKazamene «HayuoHanbHble cmaHlapmebi», a oguyuanbHbil MmeKkcm usmMeHeHul
U ronpasoK — 8 exXeMecAaYyHoOM UHOPMayUOHHOM yKkaszamene «HayuoHanbHbie cmaHdapmel». B cryvae
nepecMompa (3aMeHbl) Uu OMMeHbl Hacmosuw,eao cmaHdapma coomeemcemayroujee ygedomieHue bydem
onybnukoeaHo 8 bnuxalweMm 6bINyCcKe eXeMecsyHo20 UHGOPMAUUOHHO20 ykaszamens «HayuoHanbHble
cmaHOapmsl». Coomeememayow,asl UHGhopmayusi, ygedoMIeHUe U MeKCmbl pa3Mewaimcs makxe 8 UH-
ghopmayuoHHoU cucmeme obLeao nonL308aHuUs — Ha ocuuuansHoMm calime @edepansHo20 azeHmcemesa rno
MexHUYeckoMy pe2ynupoeaHuro U Mempoaoauu 8 cemu MiHmepHem (wWww.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuaayuuy», 2025

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OC*)MLI,MBJ'II:HOFO n3naHua bes pa3pelieHunsa <De,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

CocTosiHMe COBpeMEHHON MHAYCTPUN pa3paboTKn KOMMNLTEPU3NPOBAHHBIX CUCTEM, B TOM YUCME aBTo-
MaTU3UPOBaHHLIX CUCTEM, MH(POPMALMOHHBLIX CUCTEM, MH(OPMALMOHHO-YNPABSOLWMUX CUCTEM, NPOrpaMm-
HO-annapaTHbIX KOMMNEKCcoB, NpuknagHoro nporpammHoro obecnedvenust (MO), nporpammHbix nnathopm K
KOMTMOHEHTOB (fanee — CUCTEeMbl), XapakTepuayeTca HeqoCTaTOYHbLIM y4eTOM Bonpocos obecneveHus 6es-
OMacHOCTWU UHhOPMaLMK, UHEDOPMALMOHHBIX TEXHONOMMN U MHPOPMaLUMOHHOW UHPPACTPYKTYPbl HA paHHUX
aTanax XuW3HeHHoro uukna cuctemM. Kak pesynstaT COOTBETCTBYHOLWME TpeboBaHUA HEe UMEKT OOMKHOIo Npu-
opuTETa M 4YacTO OMPedensoTCa TONLKO NOCHe NPOeKTUPOBaHWUSA YHKLUNMOHANLHOW COCTaBNSALLEN CUCTEMBI.

BmecTe ¢ Tem gaHHeIll npoben ByoeT BocnonHeH, ecnu TpeboBaHusa no obecneveHno BesonacHoCTy
MHpopmMaLuummn ByoyT onpeaeneHsl M chOpMyNMpOBaHbl Ha 3Tane 3aMbicia CUCTEMbI, a peanv30BaHbl Ha YPOB-
HEe KOHCTPYKTUBHbIX PeLUeHWIA NpU NPOeKTUPOBaHWM U CO34aHMM CUCTEMBI, TO eCTb Takue TpeboBaHusa byayT
YYNTbIBATLCA M NpopabaTbiBaThCs B XO4€ BCEr0 XM3HEHHOro Lukia. 3TO MO3BOMWUT COKpaTWTb KONMYeCcTBO
NoTeHUMAaNbHLIX YA3BUMOCTEN B apXUTEKTYPE, KOOE U KOH(UIypaLuunm CUCTEM, a TakKe ONTUMU3MPOBATL Npu-
MeHeHVe CpeacTB 3alWuTel uHpopMauun. Takum obpasom, nHpopMaunoHHasa Be3onacHoCcTb, peannayemas
Ha YPOBHE KOHCTPYKTUBHLIX PELUEHUI (KOHCTPYKTUBHAA MHbopmayoHHaa 6e3onacHoCTh), BEPOSITHO, NO3BO-
JIUT YMEHbLUWTbL M3ObITOYHYIO OYHKLMOHAMNBHYIO U apXMTEKTYPHYIO CIOXHOCTE, a TakkKe 3KChfyaTaunoHHbIe
3aTpaTtbl, HanpasneHHble Ha obecneyYeHue 3aLlMLLEHHOCTM COOTBETCTBYIOLLMX CUCTEM, B YACTHOCTH, 3a CYeT
CHWKEHNS BEPOATHOCTM MOSBMEHUSA YA3BMMOCTEW, B TOM 4YMcre B nporpaMMHOM obecrnedeHun. MNpu aTom
HYXHO OTMETUTb, YTO MMEHHO ¢ hakTopamMu U3BLITOYHOW CINOXHOCTU CBA33HO CYLUECTBEHHOE YMCINO OWNBoK
B peanu3auum cucteMamu MHOOPMAaLMOHHBIX TEXHOMOIMMA, TEMEKOMMYHUKALMOHHBLIX TEXHONOIMMA U TEXHO-
TIOTWIA yNpaeneHus, YTO NOATBEPXKOAEeT aKkTyanbHOCTh CTaHAAPTM3aUMM KOHCTPYKTUBHONW MHOPMaLUOHHON
BesonacHocTy.

BmecTte ¢ Tem gns obecneyeHunss WITaTHOW paboTbl CMCTEM (BLIMOSIHEHUS MW CBOMX LieNeBbiX OyHK-
L) peanusauma TpeboBaHmin BesonacHoCTM MHGOpMaUUKn omkHa BeiTk cornacoBaHa (CMHXPOHWM3MpoBaHa)
C peanu3aLueil OCHOBHOIO (OyHKLIMOHANa COOTBETCTRYLMX CUCTEM HA BCEX 3Tanax MX XU3HEHHOro Lukna.
Llenbto HacTosiLero cTangapTa ABMseTcA onpeaeneHue U onucaHue cogepxaHusa pabot, HeobxoguMMbIX AN
TaKoW CUHXPOHU3ALIMKN NPU CO30aHUN CUCTEM C KOHCTPYKTUBHOWM MHOpMaUnoHHOA 6e3onacHOCTLIO.

Mpouecc co3naHus cucTeM, B xoAe KoToporo obecnednBaeTcsa y4eT onbiTa BNoKMpoBaHus U Ucrnpaene-
HUS M3BECTHbIX (TUMOBbIX) YA3BUMOCTEN M OWKDOK, a Takke MUHMMM3aLUS Y1ucra NoTeHunanbHblX (HOBBIX,
HEeW3BECTHbIX) YA3BMMOCTEN 1M OWKMBOK, ynpoLwaeTcs 3a c4eT DOPMUPOBAHWUS M MCMONb30BaHusA WabnoHoB
NpoekTUpoBaHuaA 1 paszpaboTkn. ObecneyeHne KOHCTPYKTUBHON MHhOpMaLUMoHHON Be3onacHoCTU MOXET onu-
paTtbCHA Ha MCMNONb30BaHWe Takux WabrnoHOB, ONUCaHUe KOTOPbIX, @ TakKe NPUHUUNOB UX (DOPMUPOBaHUA U
NPUMEHEHUA COOEPXUTCH B HACTOSALEM CTaHOapTe.

C y4yeToM M3M0XKEHHOIO KOHCTPYKTMBHas WHopMaLloHHan 6e30nacHoCTb MOXeET DbiTb peanvsoBaHa B
co3gaBaeMblX CUCTEMAax W/WnM cuctemax, Ans KOTOpbIX 3annaHupoBaHa rnybokas MogepHn3aums ¢ nosiHom
3ameHoin 0bopynoBaHKs, rae UCNONb30BaHWe HanoKeHHbIX (BHELHWX 1 (MnK1) BCTpanBaeMblxX) CpeacTB 3allm-
Thl 3aTPYAHEHO W (MNKX) HEBO3MOXHO. B kadecTBe npumMepa MOXHO MPUBECTW CUCTEMbI, BKMKOYAKOLINE Mano-
pecypcHble yCTPONCTBA (B TOM YMCNe MHOrMe ycTponcTtBa «VHTepHeTa Bellei/[IpoMbILLINEHHOTO MHTEPHETA
BeLern» — loT/lloT), npumeHseMble 4NA NPOMbLILLMNEHHOW aBTOMaTU3auny, MHOpMaTU3aLu TPAHCNOPTHBIX
cpencTB M Apyrux obnacten Xu3HeLeaTenbHOCTU. TakMe yCTPOMCTBa OMKHbI pa3pabaTbiBaTbCs Kak CUCTEMBI
C KOHCTPYKTMBHON MH(OpMaLMOHHON 6e30MacHOCTbH. Takum 06pa3oM, AaHHbIA NOAX04 MOXET NPUMEHATHCS
ONA CO30aHMA AOBEPEHHbIX CUCTEM, B KOTOPbIX CYLLECTBYET BO3MOXHOCTb NOATBEPXOEHUA NOBEPUSI.

MpumeyvyaHune — ManopecypcHoe YCTPOMCTBO — 3TO YCTPOWCTBO (MporpaMMHOo-anmnapaTHbliA KOMMNIeKc) ¢ Ma-
nbIMK 0BbeMamn onepaTUBHOW M JONTOBPEMEHHOW NaMATH, HEBLICOKOW (OTHOCUTENBHO HW3KOW) NPOU3BOANTENBHOCTLIO
W NpeaHasHadyeHHoe (ONTYMWU3UPOBaHHOE) ANS BbIMOMHEHMA KOHKPETHOW 3adaun (NporpamMmel), HanpuMmep ynpaeneHus
TEXHOMOTMYECKUM MPOLECCOM (TPaHCMOPTHLIM 0BBbEKTOM, CTaHKOM, MexaHu3MoM WU T. 4.), cbopa u nepegadv gaHHbIX
W T. 4. Ha Takom ycTpoWCTBE 3aTpyQHEHBI UMW HEBO3MOXHbLI ycTaHoBKa M pabota nwboro apyroro M0, 3a ncknioveHnem
MO, npegHasHa4eHHOro ANs BbIMNONMHEHUS] OCHOBHOW LEeNeBol MyHKUMK (PyHKUMKW Ha3Ha4YeHUs) JaHHOro yCcTponcTea.
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

3awuTa nHcpopmauum
CUCTEMbI C KOHCTPYKTUBHON MH®OPMALIMOHHOW BE3OMNACHOCTbLIO
MeTononorus paspaboTku

Information protection. Systems secure by design.
Development methodology

Oarta BeegeHna — 2025—12—01

1 ObnacTb NnpUMeHeHus

HacTosawmin ctaHgapT pacnpocTpaHsieTcd Ha co3AaBaeMble CUCTEMBbI, peanuaylolmne nHPopMaumoH-
HYI0 TEXHOMNOIUIO, @ TalKe OCYLLeCTBALME C MOMOLLLI MH(POPMALWOHHON TEXHOMOMMK KOHTPOMbL U yrpas-
feHne pasnuyHbiMK npoueccamMv (MHPOPMAaLMOHHBIMK, TENeKOMMYHWKaLWOHHbIMK, TEXHOMOrMYecKuMU,
MPOU3BOACTBEHHbLIMU), U YCTaHaBNMBaeT TpeboBaHWA U pekoMeHdaunn Ans MeTogonorun paspaboTku Takmx
cuctem, obecnevnBaoL e pean3aLmnio KOHCTPYKTUBHBIX MOAXO40B K MHpopMauWoHHoW BeaonacHocTh. Tak-
e AaHHbIA CTaHAapT MOXeET BbiTh MpUMeHeH ana obecneveHns MHdOpMaLMoHHON 6e30nacHOCTU CUCTEM,
ANS KOTOpbIX 3annaHupoBaHa rmybokaa MogepHu3aums ¢ NonHoW 3aMeHon obopydoBaHus, rge UCnonb3oBa-
HWEe HanoXeHHbIX (BHELUHWUX K (UMW) BCTpauBaeMblx) CpeacTB 3alnThl 3aTPYAHEHO U (M) HEBO3MOXHO.

MonoxeHns HacToslero cTaHgapTa npedHasHadeHbl Ons 3aKa3zvyuMKoB M pas3paboTyMKOB cucTeM, pe-
anuaylLWmnx MHQOPMaLIMOHHYI0 TexHonorunt. MNonoxeHus craHgapTa codepxaT MeTOo4ONoru paspaboTku
CUCTEMBI C KOHCTPYKTUBHON MHOpMaunoHHon 6e3onacHocTeio (fanee — CKWB) n oononHAT NonoxeHus
KOMMMEKCOB CTaHaapToB «VHdopmauvoHHas TexHonorus. CuctemHas u nporpaMmHas uHxeHepus» 1 «3a-
wuTta uHpopmaumm. Paspabotka BeaonacHoro nporpaMmHoro obecrnedeHunsa». Takke HAacTOALWMA cTaHAapT
npefHasHaveH 4ns opraHuaaunii, NpoBOAALWMX OLEHKY COOTBETCTBMSA CUCTEM C KOHCTPYKTUBHON MHbopMaLum-
OHHOIM 6Ee30NacHOCTBLIO ero NOMOXEHWSM.

MpumeyaHue — HacTtoawuii cTaHOAPT MOXET UCTMONB30BATLCH ANA CO30aHNA aBTOMaTU3UPOBAHHBIX CUCTEM
B 3aLUMLLUEHHOM WCMONHeHWW. TeM He MeHee He BO BCEX aBTOMATU3WPOBaHHbLIX CUCTEMAax B 3aLUMLLEHHOM WCMOMHEHUW
(AC3W) peanusoBaHa KOHCTPYKTUBHAA MHDOPMaLVOHHas 6e3onacHoCTb.

2 HopmaTtuBHbIE CChIMNKN

B HacToswwemM cTaHgapTe MCMnonb30BaHbl HOPMaTUBHbBIE CChIMKW Ha CnedyloLliMe cTaHaapThl:

FOCT ISO/IEC TS 19249 MHdopMaunoHHble TexHonorkii. MeToasl U cpeacTea obecneyeHus besonac-
HocTW. Katanor npuHUMNOB NOCTPOEHUS apXUTEKTYpbl U MPOeKTUpoBaHus Ge3onacHelX MpoAYKTOB, CUCTEM U
NPUNOXEeHWUA

MOCT P 51583 3awwTa uHhopmaunu. MNopsaok coznaHna aBToOMaTU3MpPOBaHHbIX CUCTEM B 3allULLEH-
HOM mcnonHeHun. ObLne NonoXeHns

FOCT P 53114 3awwuta nHdopmauunn. ObecnedyeHne nHdOpMaLNMOHHOKW 6e30MacHOCTU B OpraH1U3aunu.
OcHOBHBIE TEPMUHEI 11 ONpeaeneHus

FOCT P 56939 3awwnta nHdopmauun. PazpaboTtka BesonacHoro nporpammHoro obecnedveHus. Obwune
TpeboBaHus

FOCT P 57193 CuctemHasn 1 nporpaMmmHas nHxeHepus. NpoLecesl X)XU3HEHHOTO LMKNa CUCTEM

MapaHune ochbuumnansHoe
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MOCT P 71304 CuctemHas v nporpaMmmHas nHxeHepus. MapaHtui obecnedyeHns KayecTBa CUCTEM W
nporpamMHbix cpegcte. ObuMe nonoxkeHus

MOCT P MCO/M3K 12207 WHpopmMaunoHHaa TexHonorua. CUuctemMHas M nporpammMHas MHXeHepus.
Mpouecchl }XM3HEHHOTO LMKNa NporpaMMHbIX CPeacTB

MpumMmedyaHue — lMpu NONb3OBAHUW HACTOSALLMM CTAHAAPTOM LEenecoobpasHo NPOBEpUTL AEWCTBUE CCbINON-
HbIX CTAaHOAPTOB B MHHOPMALIMOHHOW cucTeMe 06LLEero nonb3oBaHus — Ha oduUMansHOM caiiTe defepanbHOro areHT-
CTBa MO TEXHUYECKOMY PEryriMpoBaHWio U METPOMOTU B CETU MIHTEPHET UMK MO exerogHoMy MHOPMaLMOHHOMY yKasa-
Tenio «HauMoHanbHble CTaHAAPTLI», KOTOPLIA OnyBrMKoBaH NO COCTOSIHMIO Ha 1 AHBapA TEKYLUEro roga, v no Bbinyckam
EXEMECAYHOT0 MHPOPMAaLIMOHHOTO yKasaTens «HauuoHanbHble CTaHaapThl» 3a TeKyLUWi rog. Ecnn 3aMeHeH CCbiNOYHbINA
CTaHOapT, Ha KOTOPLIM AaHa HeaaTMpPOBaHHAsH CCbINKa, TO PEKOMEHOYETCsl UCTMOoNb30BaTh AEUCTBYIOLLY BEPCUID 3TOMO
CTaHOapTa C YYETOM BCEX BHECEHHbIX B AaHHYK BEPCHKD M3MeHeHW. Ecnin 3aMeHeH CCbINOYHBIA CTaHAApT, Ha KOTOPbIN
JaHa [aTUpOBaHHAA CCbiMKa, TO PEKOMEHAYETCS UCMONb30BRaTL BEPCUIO 3TOTO CTAHAAPTA C YKa3aHHbIM BhILLE FOAOM yT-
Bep#aeHUs (NpuHaTMS). Ecnv nocne yTREpXOEHUA HACTOALEro CTaH4ApTa B CChINOYHBIA CTAHAAPT, Ha KOTOpLIA AaHa
[JaTpoBaHHas CCbiNKa, BHECEHO M3MEHEHWE, 3aTparnBaioLLee NonoXeHue, Ha KOTOpPOe AaHa CCbinka, TO 3TO NOMNOKEHNE
pekoMeHOyeTcA NpMMeHsATe 6e3 y4eTa 0aHHOTO U3MeHeHWUs. Ecnu CcehbinoyHbIn CTaHgapT oTMeHeH 6e3 3aMeHbl, To Nomno-
EHWe, B KOTOPOM [aHa CCbINka Ha HEro, peKOMeHAYeTCs NMPUMEHSTh B YacTu, He 3aTparvBatoLLeid 3Ty CCbIMKY.

3 TepMmuHbI 1 onpeaeneHus

B HacToswem ctaHgapTe npuMeHeHbl TepmuHbl no FTOCT P 53114, TOCT P 56939, TOCT P 57193, a
TaKke crnegyroLlimMe TepMUHbI C COOTBETCTBYIOLLUMW ONpeaeneHusmu;
3.1

cuctema: KomBrHauma B3aMMOZENCTBYIOLNX SMeMEHTOB, OPraHW30BaHHbIX AN JOCTUXEHUS O4HOW
W HECKOMNBKUX NMOCTaBMEHHbIX Lienei.
[FOCT P 57193—2016, nyHkT 4.1.44]

M pupMeEeHaHnne — Mo TEKCTY HACTOALLEero CtTaHgapTa CeETb ABNASTCA BUOOM CUCTEMbI. Takxke B TEKCTE HACTOS-
Lero ctaHgapTa NoHATUA «CUCcTeMa» U «CeTb» MOTYT MCNONb30BaTbCA COBMECTHO OANnA Bonbllein HarnAgHOCTH.
3.2

CUCTEMHLIW 3NEMEeHT: npe,ElCTaBMTel'[b COBOKYMHOCTKW 311E€MEHTOB, 06pasy+ou.|mx CUCTEMY.

MpvumevyaHue — CUCTEMHBIA 3NEMEHT ABNAETCA OTAENLHOW YacTbH CUCTEMbI, KOTOpasa MOXeT BblTb co3aa-
Ha Ons NOMHOro BbINONHEHWA 3aAaHHbIX TpeboBaHuA. ANEMEHT CUCTEMbI TaKKe MOXET NpeacTasnaTe coboi cuctemy.

[AnantuposaHo ua MOCT P 57193—2016, nyHkT 4.1.45]

3.3

MHcpopMaumoHHan cuctema: CoBOKYNHOCTb cogepxalluencs B Basax AaHHbIX MHdopmaLmik U obecneyu-
BatoLLMx ee 0bpaboTky MHEPOPMALIMOHHBIX TEXHOMOMMI U TEXHWYECKUX CPeacTB.
[FOCT P 51583—2014, nyHkT 3.4]

3.4

aBTOMaTU3MpoBaHHaA cucTema: CUcTeMa, COCTOALLAs M3 KOMMMNEKca CpeacTs aBToMaTnaaLmmn, peanu-
3ytoLLero MHOPMaLMOHHYH TEXHOMOMMIO BLINMOMHEHUS YCTAaHOBMNEHHLIX (DYHKLMIA, M NepcoHana, obecne4unearo-
Lero ero thyHKUMOHMPOBaHWE.

[FTOCT P 59853—2021, cTaths 2]

3.5 uenu 6esonacHocTU: ManoxeHHoe HamMepeHune obecne4nTb onpegerneHHble XapakKTepWUCTUKA
(CBO]?ICTBEI) besonacHoCTH CUCTEeMBbI, BbINOITHEHWE KOTOPOTO NpoBepsAeTCcA B COOTBETCTBUMU C H860pOIVI corma-
COBaHHbIX KpuUTEpUEB.

MpumMeyaHue — XapaKkTepucTWKM (CBOWCTBA) CUCTEMBI U KPUTEPMW NPOBEPKN AOMKHbI ObITb ONUCAHBLI TaKUM
obpasom, 4TobObl 06ECNEYNTE BOZMOXKHOCTL NPOBEPKM (hakTa BbINMOMHEHWUA U3TOXKEHHOTO HAMEPEHUWSA, TO ECTb AOCTUKEHUA
Lenei 6e3onacHoCTH.
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3.6 npegnonoxeHuna 6eszonacHocTu: OrpaHMyeHns ¥ JONYLIEHUS, NPUHMMaeMble B KOHTEKCTe onpe-
peneHns ueneir 6e3o0nacHoOCTM U AONOMHAKLWME Lenn 6e3onacHocTH.

MpumeyaHue — lNpegnonoxeHua Be3onNacHOCTK, Kak NpaBumo, CBA3aHbI C 0CODEHHOCTAMK cpeabl (PyHKUM-
OHWPOBaHUS CUCTEMbI M 3KCMNyaTauMoHHLIMKU TpeboBaHWAMM (MOTYT OTHOCUTLCH K crneunduke hruandeckoro JocTyna K
anemMeHTaM CUCTEMBI), BO3MOXHOCTAMM 1 PacnonoxeHnemM NoTeHUUansLHoro Hapylwutens. [lokasaTtensCTBO COOTBETCTBUSA
KPUTEPUSM, OMWUCLIBAOLWMM Lenn 6e30nacHOCTU, MOXET ONMpaTbCsa Ha YCNOBMA, COOTBETCTBYHOLWME NpeanonoKeHUsam
0e30nNacHoOCTH.

3.7 nonuTuka 6e30NacHOCTU CUCTEMbI: YNOpsaoYeHHbI 1 o6ocHoBaHHbLIM Habop Npasun, npoweayp,
NpakTU4ecknx NPUEMOB UMK PYKOBOASALMX MPUHLMNOB B 06nacTk 6e30nacHOCTM CUCTEMbI, KOTOPLIA UCMONb-
3yeTcs Npu NPoeKkTUpoBaHuK, paspaboTke M 06ocHOBaHWM ee cBOWCTB 6e30MacHOCTH, a TakKe Mpu ee 3Kc-
nnyaTauun BnocrneacTemm.

MpumevaHunn
1 MNonutnka GezonacHOCTU ONUCHLIBAET peanu3auuio uenei 6esonacHocTU ¢ y4eToM npeanonoxeHuii besonacHocTu.
2 MNonoxeHnsa NonMTUKKM Be3onacHOCTM NexaT B OCHOBe HopMaTMBHOro obecneyeHus 6e3onacHOCTM CUCTEMBI.

3.8 poBepeHHasn cucTtema: Cuctema, AnA KOTOpoil fgokasaHo (o0bocHoBaHO) cooTBeTCcTBUE Lensam Ges-
ONacHOCTW NMpW YCINOBUW BLIMOMHEHWS NPeanonoxeHniti 6e3onacHocTy.

M punMmedvyaHune — ,D,OBBPEHHI:IM MOKET ObITb TAKXKE AMIEMEHT CUCTEMBI.

Mpumep — XpaHunuwie OaHHbIX siensiemcs doeepeHHbIM, ecflii OHO obecrnieyusaem KOHUOeHUUAlb-
HOCMb, UerIocmHocme 0aHHbIX U 0CMYyMHOCME OaHHbIX M0 a8MOPU308AHHOMY 3arpocy.

3.9 poBepeHHan cpepa: Cpega OYHKUMOHUPOBAHUS CUCTEMLI, B KOTOpPO/ oBecnevyeHo BbIMOMHeHue
npeanonoxeHuii 6esonacHocTu U cobngeHne NonUTUKKM 6e3onacHOCTU CUCTEMBI.

3.10 KOHCTPYKTUBHbIN noaxopf (k o6ecnevyeHMio MHopMaUnoHHOW BesonacHocTK): Mogxon, npu
MCMNOMb30BaHWM KOTOPOro CUCTEME B MPOLIECCE ee COo3AaHus C MOMEHTa 3aMbicna MpUAaloTCs XapakTepu-
CTUKM (CBOMCTBA), KOTOpPbIE AOMKHLI 0BecneynBaTh COOTBETCTBUE Lienam 6e30nacHoCTH, BKMoYas NpoBepKy
TaKoro COOTBETCTBUSA.

MpumeyaHuna

1 Mpumepamm Taknx XapakTepUCTUK ABMATCA MOOYMNBEHOCTL, NepapXUyHOCTb, pacnpeneneHHoCTb, YCTOMYMBOCTE
K cbosAM U yrposam 3a CYeT pe3epBUPOBaHWS 3NEMEHTOB CUCTEMBI U T. M., KOTOPbIE MOTYT BBIMOMHATLCA HE TONLKO AN
CUCTEM C KOHCTPYKTUBHOW MH)OPMaLMOHHON 6e30NacHoOCTEI0.

2 KOHCprKTV]BHb[ﬁ noaxod NpMMeHAeTCA Ha NPOTAXKEHWUKW XKM3HEHHOro LUMKna COOTBETCTBy}OLLleﬁ CUCTeMbl, Ha4NHaA
C 3aMbiCna, (bOpMVEpOBaHMFl KoHUenunn U NPOeKTUpPOBaHWA, U MOXET UCNOJIb30BaTbCA OANA CO30aHUA JOBEPEHHbIX CUCTEM.

3.11 KOHCTpyKTMBHaA nHdopmauymoHHasa 6e3zonacHocTb: MHdopmauvoHHaa Be3onacHoCcTb cuUcTe-
Mbl, JOCTUTHYTas NPUMEHEHUEM KOHCTPYKTUBHLIX NOAXOO0B.

MpumeyaHunsn

1 KoHCTpyKTUBHasA MHdopMaumnoHHaa 6e30nacHOCTbL He ABMAETCA HOBbIM W (MINK) OTAeNbHLIM BUOOM MHGopMaLM-
OHHOI Be30onacHOCTH, a ABNSAETCH Pe3ynsTaTtoM NMPUMEHEHUA KOHCTPYKTMBHOIO Noaxoada K obecnevyeHnto MHopMaLmMoH-
HoW Be3zonacHocTu.

2 lMpouecc obecneyeHUss KOHCTPYKTUBHOW MHopMaunoHHon BesonacHocTy BKMOYaeT B ceba opraHusaumnio BHy-
TPEHHEN CTPYKTYpbl CUCTEMBI U €e 3MeMEeHTOB, ee annapaTtHOW W NPOorpaMMHON apXWMTeKTYpbl, a Takke OpraHM3aLumio
npoLeccoB NpoekTupoBaHws 1 paspaboTkn. 370 nospongeT obecne4uTb MHDOPMaLIMOHHYI0 Be30NacHOCTb CUCTEMBI He-
NOCPeACTBEHHO B KOHCTPYKUMMW Hapady C NPUMEHEHWEM BCTPOEHHbLIX MEXaHU3MOB M HAaNOXKeHHbIX cpedcTB obecneyeHus
GesonacHocTy (Npn HeobxoaumocTwn). CosgaBaemele C MCNONb30BaHWEM TakX cNocoBOB CMCTEMbI HAa3bIBAKTCA cMCTEMA-
MW C KOHCTPYKTMBHOW MHChOpMaLMOHHOW Be30nacHOCTLIO.

3 ABTOMaTM3MPOBaHHbIE CUCTEMbI B 3alluuieHHoM ucnonHeHun (B cooteetcteum ¢ TOCT P 51583) moryT GbiTh
cucTemamn ¢ KOHCTPYKTMBHOWM Be3onacHocTelo. OBpaTHOe He Bcerga BEpPHO, HANpUMEpP B Cryvyae BHeAPEHUSA CpeacTea
3awmTel nHdopmauun (C3) nocne cosgaHusa 3allmLaeMon CUCTEMBI, a TakKe Toraa, korga HeBO3MOXHOCTb UCMONb30Ba-
Husi C3 komneHcupyeTcs 3a cHEeT opraHuM3aunoHHbiX Mep. CoOBMeCTHOe NpuMeHeHWe HacToslwero ctaHgapta u FOCT P
51583 No3BOMUT CHUM3UTE CNOXHOCTE U CTOMMOCTL co3aaBaembix AC3U 3a cueT BCTpavBaHMa MexaHU3MoB obecneyeHns
6e3onacHoOCTY MHPOPMaLIMA M OTKa3a OT MCNOMb30BaHWA COOTBETCTBYIOLMX HANoXeHHbIX (BHewHux) C3U.

3.12 npUHLUMN NPOEKTUPOBaHUA U pa3paboTKu 6e3o0nacHOW cucTeMbl: [PUHLUMUM NPOEKTUPOBaHUSA
1 pa3paboTKK NPOrpamMMHOro W/Unu annapaTtHoro obecnedeHns cUcTembl, MCNoNb3oBaHWe KOTOPOoro npuaaeT
cucTeMe xapakTepucTuku (cBoicTea), obecneunBealolme CoOTBETCTBUE LiensM 6e3onacHocTy.
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MpumeyvyaHune — Kak npaBuno, NpUHUMMLI NMPOEKTUPOBaHUA U pa3paboTkn HOCAT nonydgopManbHbliA, 3a4a-
CTYH — 3BPUCTUYECKWIA XapakTep (BKMNoYas NpUHLMN HAVMMEHBLUMX NMPUBUMETAA, NPUHLUMN 3LLENOHUPOBAHWA 3aLnThl 1
T. A.). MpUMeHeHne NPUHLIMINOB NPOEKTUPOBAHUA U pa3paboTku MOXKET BbiTk 0BOCHOBAHO NOMOXEHUAMN HOPMATUBHLIX
OOKYMEHTOB, COOTBETCTBUE KOTOpPLIM Heobxoaumo obecrneunTs ana cozgasaemoit CKUB.

3.13 Mopenb BGe3zonacHocTM cucTeMbl: CTPyKTYpuUpoBaHHoOe dhopManbHoe wWnu nonydopmansHoe
npegcTaeneHe Npaewrn, npoueayp, NPakTMYecknx NpMeMoB Ui pyKoBOAALUMX NpUHLUMNOB B oBnactu 6eso-
NacHOCTU CUCTEMbI, KOTOPOE UCMOMNL3YETCA NPW NPOEKTUPOBAHWUM, peanu3aum 1 060CHOBaHMM CBOMCTB 3TOM
CMCTeMbl, CNocobCTBYIOWMX 0BecneYeHo COOTBETCTBUSA Lensam 6e3onacHocTy.

3.14 mexaHn3m obecnevyeHun 6eszonacHocTu: B3aaumoyBsazaHHasi COBOKYNHOCTL cnoco6oB, METoa0B,
npasun v npoueayp, UCNonb3yemMblx ANsA peanv3aunn TpeboBaHUn K 6830NacHOCTU CUCTEMBI.

3.15 wabnoH npoekTupoBaHusa (U pa3paboTku) BezonacHoW cucTembl: AnpobrpoBaHHas cxema
pelueHUs TMMOBOW 33434 NPOEKTUPOBRAHUS W pa3paboTku NporpaMMHOro W/unu annapaTHoro obecnedyeHus
CMCTeMbI, MPUMEHEHWE KOTOPOW MO3BOMAET CUCTEME AOCTUrHYThL Lienei 6e3onacHoOCTU ¢ y4yeToM npegnono-
MEeHWI 6e30NacHOCTW M NPUAATL EM COOTBETCTBYHOLLNE CBONCTBA.

[fpumevyaHue — Vcnone3osaHue WabnoHOB NPOEKTMPOBAHWA W pa3paboTk NO3BONAET peLwark TUMNoBbIe 3a-
Aadn pazpaboTku nporpaMMHoro obecneyeHuns, Takve Kak paboTta B yCnoBUAX OrpaHUYeHHOW NpoU3BOAUTENBHOCTY KOM-
NbIOTEPHOTO 000pya0BaHMA (Ha ManopecypcHOM YCTPOWMCTBE), obecneyeHne OCTYMHOCTHA, MUHUMMW3ALIMS ONpeneneHHbIX
pUCKOB (MpeanonoXeHnin 6e3o0nNacHOCTK) MPW BLINOMHEHWW 3aaHHbIX Lenei 6ezonacHocTK. HekoTopkle wabnoHbl npo-
EKTMPOBaHWA 1 pa3paboTky MoryT BbiTh peanu3oBaHbl Kak Ha MPoOrpaMMHOM, TaK M Ha annapaTtHoM ypoBHe. [MpumeHeHune
L1abnoHOB NPOEKTUPOBaHWS NO3BOMSAET CHU3WTL CYMMAapPHbIE 3aTpaTthl HA CO3AAHWME N 3KCMNyaTauuio CUCTEMBI.

3.16

6ezonacHoe nporpamMmMHoe obecneyeHue: [porpamMmmHoe obecneveHve, paspaboTaHHoe B Xoae pe-
anuaauMu COBOKYMHOCTU NPOLECCOB (Mep), HanpasneHHbIX Ha NpeAoTBpaLLeHUe NOABNEHUS U YCTpaHeHue
HeOoCTaTKOB NPOrpaMmei.

[FTOCT P 56939—2024, nyHkT 3.1]

3.17

Bepudmkaumna: lNMoaTeepxaeHWe, NOCPeacTBOM npeacTaBneHns o6bLEeKTUBHbLIX CBUAETENbLCTB TOro,
YTO YCTaHOBMNEHHbIE TpeBoBaHWA OblNN BLIMOMHEHDI.
[FOCT P MCO 9000—2015, nyHkT 3.8.12]

3.18 BanupauuMa uenein besonacHocTu: [pouenypa, KoTopas nossonseT ybeauTbes, 4YTo peanuso-
BaHHble MeXxaHW3Mbl Be30MNacHOCTN B TOW UMK MHOW Mepe obecneYvynBaloT AOCTUKeHWe Lenein Be3onacHoOCTM 1
cornacoBaHbl ¢ PYHKLMOHaNbHbIMK TpeboBaHusiMu 1 TpeboBaHMaMKM Be30NacHOCTU K CUCTEME.

MpumeyvaHus

1 B cooteetctBum ¢ NOCT P 57193 tpeboBaHne — yTBEpKOEHWE, KOTOPOE NEPEeBOAUT UMK BbIpaXaeT Kakylo-To
noTpeBbHOCTE M CBA3AHHBIE C HEW OrpaHUYeHs U YCroBKA.

2 Banugauuen uenern 6ezonacHOCTX Npouenypor MoxeT ObiTb, HaNpUMep, TECTUPOBaHUE 3aLLUMTHbLIX MeXaHU3MOB
CUCTEMBI.

3 B Banupauuio Leneil Be3onacHoOCTM MOXKET BXOOWTb MPOBEPKA TOro, YTo uenv 6e3onacHOCTM cornacoBaHbl ¢
PyHKUMOHAMBHBIMKY TPEBOBaHUAMM.

4 CoKpaleHusa u 0603HavYeHuns

B HacTosilweM cTaHAapTe NpUMeHeHb! Crieadytou e coKpalleHus:

AC — aBTOMaTtM3MpoBaHHas CUCTEMA;

AC3WM — apTOMaTM3MpoBaHHasi CUCTEMA B 3aLLMLLEHHOM UCMOMNMHEHUN;
B®C — BupTtyansHag cdanosas cuctema;

HL| — KU3HEHHbIN LMK,

31 — zawmTa uHdopmMmaumm;

B — nHdopmaumoHHaa 6e30nNacHoOCTb;

KWB — koHCcTpykTMBHAA nHopmaymoHHasa bezonacHocTh;
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HCL — HecaHKLWOHUPOBaHHbIA AOCTY;

OC — onepaunoHHas cucTema;

MNBb — npegnonoxeHns 6e3onacHOCTH;

MO — nporpaMmmHoe obecnedeHue;

C3W — cpencTBOo 3alLUTLI MHOPMALWK;

CKWB — cuctema ¢ KOHCTPYKTUBHOW MHADOpMaUnoHHOW 6e30nacHOCTbIO;
T3 — TexHW4eckoe 3agaHue;

LIB — uenwn 6e3onacHocTy;

Ol — anekTpoHHasa Noanuch;

loT — uHTepHeT Bewten (Internet of Things);

lloT — npombiwneHHbIA MHTEepHET Bellew (Industrial Internet of Things);

POSIX — Habop cTaHOapToB, OMUCLIBAKLNX MHTEP@ENChl Mexay onepaluyvoHHOW CMCTEMOWN WM Mpu-
knagHow nporpammoi (Portable Operating System Interface);

TLS — npoToKon 3alimMTel TPaHCNopTHOrO ypoBHSA (Transport Layer Security).

5 O6bwune nonoxeHus

5.1 Metononorua paspabotku CKMB npegHasHadeHa ona peanusaumMy MeponpuaTUn No 3alluTe UH-
chopmaLuK B Xofe CneayrLmnx NpoueccoB XU3HeHHoro uukna cuctem (B cootsetcteun ¢ FTOCT P 57193):

- npolecca NNaHUPOBaHUA NPOEKTA;

- npouecca aHanusa 6u3Heca Unu HasHaveHus;

- npouecca onpegeneHua notpedbHocTel 1 TpeboBaHWn 3aUHTEPECOBAHHOW CTOPOHLI;

- npoLecca onpeaeneHus CMCTeMHBIX TpeboBaHWiA;

- npouecca onpefeneHua apXuTeKkTypbl;

- npouecca onpeferneHus nNpoekTa,;

- npoLecca CUCTEMHOIo aHanuaa;

- npouecca peanusaunu;

- npouecca KOMMNNeKCUpOBaHUS;

- npouecca rapaHTUKn Ka4yecTBa,;

- npouecca sepudukalum;

- npouecca Banuaauunu.

5.2 Metogonorus paspabotku CKWB onuckiBaeT, Kak UMEHHO B npoueccax XL cuctembl peanuayTrcs
KOHCTPYKTUBHLIE noaxoabl kK Wb, getanuanpyeTt cogepaHue ocHOBHbIX paboTt npu co3gannn CKWB v onuckl-
BaeT TpeboBaHWA U peKoMeHOaUun No AOKYMEHTUPOBaHUIO KOHCTPYKTMBHbBIX Noaxoao. npu co3ganunn CKUB.
B pamkax meTogonoruu npegnaraertcs K pacCMOTPEHWIO Y NPUMEHEHWI0 psg WwabnoHoB NpOeKTUpOoBaHWUsA U
paspaboTkn cucteMm 1 anemeHToB cucteM ¢ KMB. Mcnonb3oBaHme aTux WwWabnoHoB cnocobCTBYET CO34aHWMIo
CKWB.

5.3 Mepsl no paspabotke CKWUB, npeacTaBneHHble B paMmkax MeTo4oNnoruum, BelpaxeHsl B hopme Tpebo-
BaHWSA, peKoOMeHOauMy unu AonycTUMOoro 4encTBUs, NpefHas3HavyeHHbIX ANs NOgOEPKKA OOCTUXEHUSA pPe3ynb-
TaToBR peanun3auumn mep.

MpumeuyaHue — [na aToW UENW B HACTOALLEM CTaHOAPTE UCTIONbL3YIOT BCMIOMOTaTENbHbLIE TNArosibl « 4OIMKEHY,
«CregyeT» v «MOXeT», YToObI NoAYEPKHYTL pasnuyue Mexady pazHeiMi hopMamu TpeboBaHwWii K peanusauuy Mep. Mnaro-
Nbl «O0ITKEH» W «CMNedyeT» UCMoMNb3oBaHbl ANS BbIPaXKEeHWs YCNoBUA, TpeGyeMoro AnsA COOTBETCTBUA, «PEKOMEHIYETCH»
U «UenecoobpasHo» — ONd BblpaKeHWa pekoMeHOauun cpeau Apyrux BO3MOXHOCTER, «MOXET» — Onsa TOoro, YTobbl OT-
pasuTb HanpaeneHue OONYCTUMBIX OEACTBUIN B Npefenax orpaHuYeHnin HacToAllero cTaHaapTa.

Opranusaumu, paspabatoiaowme CKMAB Ha OCHOBaHWM NMOMOXEHW HACTOALLEro cTaHgapTa, OTBeT-
CTBEHHBbI 3a Bbibop mogenu XKL ona npoekta u cBoeBpeMeHHoe NMaHUpoBaHWe NpoLeccoB, NOAX0A0B U pa-
60T M3 HacTosAWero ctaHaapTa B ceoen moaenu XL.

5.4 B ka4yecTBe cucTeM, KOTopble MOryT BbiTh peanunsoBaHbl kak CKUB, paccmatpuBatoTca nporpaMmm-
Hble M NporpamMMHO-annapaTtHble CpeacTBa ynpaBneHns U TeNneKoOMMYHUKaLUKW, NporpaMmMHbIe U NporpaMm-
Ho-annapaTHble KOMMIEeKChl, onepaunoHHbie cucTemsl, BcTpamsaemoe M0, cepeepHoe MO, npuknagHoe MO,
nporpaMmHble NNatopMbl U UX 3NEMEHTLI, a Takke Nobble MHOPMAaLUOHHbIE, MHHOPMALWOHHO-YNpaB-

5
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NSoUMe U aBTOMAaTM3NPOBaHHbLIE CMCTEMbI, B OTHOLLUEHUM KOTOPbIX 3aKOHOOATENbCTBOM MW MONMHOMOYHBIM
3aMHTEpPecoBaHHbLIM NTMLOM yCTaHoBNeHbl TpeboBaHWsa Nno 3almTe UHOopPMaLUK, HO rae WCMofib3oBaHue Ha-
NOXEHHBIX (BHEWHWX W (UMW) BCTpaWBaeMbIxX) CPeACTB 3allWUThl 3aTPYAHEHO W (MNK) HEBO3MOXHO, Hanpu-
Mep CUCTEMbI, BKIIOUAIOLLIME ManopecypcHele YCTpoAcTBa (YCTpoicTBa «MHTepHeTa Belleit/MNpOMbILLEHHOTO
UHTepHEeTa Bellel» ), NpUMeHsieMble A NPOMbILLNEHHOW aBTOMaTU3auMn, MHopMaTU3aL M TPaHCNOPTHLIX
CPencTB U Apyrux obnacren XunsHeLeaTernbHOCTH.

Mpumeyvarnns

1 Mo TeKCTY NOHATUA «CUCTEMAa C KOHCTPYKTMBHOW MHOpMaLMOHHOM Be3onacHoCTLIO» U «cucTema, BezonacHas
KOHCTPYKTMBHO» ABMNAKTCA B3aMMO3aMEHAEMbIMMU.

2 BblMucrnTENbHbIE CETU M CUCTEMbI, MPEACTaBNAILWME MHPOPMALMOHHYIO MHDPaCTPYKTYPY opraHv3aunii, B TOM
Yyucne NPOMbILMEHHbIX NPegnpuATUA, KOMMEPHYECKUX OpraHM3aunii u Opyrmx oBbekToB XO3ANCTBEHHON OEATENbHOCTH,
MoryT paccmatpueaTees kak CKNB, ecniv ana nx co3gaHnst NpUMEHSAIOTCA KOHCTPYKTUBHbBIE NOAXOAbI, a4anTUPOoBaHHbIE C
y4eToMm TpeboBaHui k XKL Takux cuctem, ocobeHHoCTen oTpacnu X03AWCTBEHHOW AeATeNsHOCTH, OpraH13aumm npouec-
COB NPOEKTMPOBaHUs, peanv3alum, BBO4a B 3KCNyaTauumio.

5.5 Ecnu cuctema aengetcs MO nwb6oro Buga unu cogepxut MO B kauecTBe aneMeHTa, TO AN ero pas-
paboTkM COBMECTHO C HACTOALWEUM cTaHgapToM MoxeT BbiTk ncnons3oead NOCT P 56939.

Mpumevyanmnme —TOCT P 56939 n HacToAWMIA cTaHOapT cOrnacoBaHbl 45 napannensHOro UCnofb30BaHuA B
OTOENBHOM MPOEKTE UMK OTAENbHOW OpraHu3auum.

5.6 O6nactb npumeHeHns CKWB BknoyaeT 0bbeKTbl KpUTUHECKOA MHDOPMAaLMOHHOW MHGPACTPYKTYPbI
(cucTeMbl NPOMBILLNEHHON aBTOMaTU3aLnK, SHEPTETUKN, TPAHCMOPTHON MHAPACTPYKTYPbI), MHPPaCTPYKTYpPbI
TenekoMMYyHUKaLKUK, CUCTeMbI aBTOMaTu3auny U nHpopmMaTusaumm 3gaHnia u CoopyXeHui, npubopsl 1 BeITo-
Bble YCTPOWNCTBA, HO HE OrpaHUYNBaETCa UMU.

5.7 Uenbto cosgaHma u npumeHeHus CKUB aenaetca obecneyeHne MHpopMaunoHHoW 6e30nacHoCT 1
OOBEpPWS K CUCTEME 3a CHET peanunsaunn KOHCTPYKTMBHbIX NOAXOA0B (BKMYasa peweHus no b, 3anoxeHHble
B apXUTEKTYpPy COOTBETCTBYHLLENA CUCTEMbI, HO HE OrPaHWYMBAsACE UMW).

MpumeyvyaHue — [pumepom peweHnid no VB, 3anoKeHHbIX B apXUTEKTYPY, ABMAKTCA NPUHLUKMMLI MOCTPOEHWS
apXUTEKTYPbl M MPOEKTUPOBAHWA, KOTOPbLIE MOMYT MCMONb30BaTbCs NpuM paspaboTke Ge3onacHbIX NPOOYKTOB, CUCTEM W
npunoxexui, onucadHele NOCT ISO/IEC TS 19249.

BbIBOp KOHCTPYKTUBHBIX MOAXOA0B PEKOMEHAYETCH NPOBOAUTE Tak, YToObI yNpoCTUTL 0BOCHOBaHKE CO-
otBeTcTBUA LUB ans cuctembl. Takoe 06OCHOBaHWE MOXET ONUPATLCA HA NPefoTBPaLleHUe UMW CHUXKEHWE
nocneacTevii o1 peanusaumm yrpo3 6e30nacHoCTH MHOPMaUUK, CBA3AaHHbIX C BO3OENCTBMEM BPELOHOCHbIX
nporpamm, ocywecteneHnem HC[, a Takke ¢ akcnnyataymen yassMMOCTeN, B pesynbTaTe KOTOPbIX BO3MOXK-
Hbl COOM U M3MEHEHWS anropuTMOB (DYHKLUWMOHMPOBAHWA CUCTEMBI. YnpolleHue oboCHOBaHUSA MOXEeT BbiTb
CBS32HO C YMEHbLUEeHUEM NOBEPXHOCTU aTaky, CO CHUXXEHWEM KONMMYECTBA CBA3EN MeXay S3neMeHTaMu cucTe-
Mbl (TEM CaMbIM YMEHbLLIAETCA BO3MOXHOCTL CLieHapUeR pasBuTUS aTtaku), ¢ BbiIDOPOM TeXHOMOrWIA peanuaa-
LMK, YCTOMYMBbIX K ONpeneneHHbIM BUAaM artak, akTyarbHbiX AS CUCTEMbI, U T. M.

5.8 MeTtonbl, npuMeHsiemblie npu peanusauunn KWB, moryt obecnedynsaTe cooteetcteme LB (npu yc-
noeun cobrnrogenus MB) cooteeTcTBytowen cuctemol (CKMB vnu cuctembl, 3neMeHTOM KOTOPOW SIBMSETCSH
CKWB) nyTem 3agaHud, peanuaauun U KOHTPONS BLINOMHEHWUS CnefyLmx TpeboBaHunii:

- TpeboBanuit no 3W, HauMHasa ¢ 3Tana 3aMbicra, KoHUEenuuu, NPOeKTUPOBAaHUS apXUTEKTYPLI CETH, CU-
CTEeMbl U NPOEKTUPOBaHWA apXMTEKTypbl cooTBeTcTByHWero MN0;

- TpeboBaHuin Nno obecneveHnto 6e30MNacHOCTU B3aMMOLENCTBMA CUCTEMbI C BHELUHUMKM CUCTEMAMW W
MHPOPMALMOHHOW UHPPAaCTPYKTYPOW;

- TpeboBaHWA MO YCTOWYMBOMY BBINOMHEHUIO CUCTEMOW UeneBblx (MUHMManbHOro Habopa 3apaHee
onpegeneHHblX) dyHKLMA, B TOM YACIe B HECTAbUMNbHbIX BHELLHWX YCMOBUAX UMW NOL aTakow;

- TpeboBaHMi K NpoLeccam XU3HeHHOro Lyukna cuctemsl (B cooteetcTeum ¢ FTOCT P 57193), B TOM unc-
ne TpeboraHni Nno Ge3onacHol paspaboTke NnporpamMmmHoro obecneveHus (B cooteetcTeum ¢ FOCT P 56939);

- TpeboBaHuin No obecneyeHno COOTBETCTBMA (DYHKLWMOHMPOBAHWSA CUCTEMbI MOMOXKEHWSIM 3aKOoHO4a-
TEenbCTBa U HOPMAaTUBHBIX JOKYMEHTOB roCyAapCTBEHHbIX M OTPacieBbiX PerynsaTopoB (MpyW HanmMymMM Takux
TpeboBaHui).

5.9 Cuctema asnserca be3onacHOW KOHCTPYKTUBHO, ECNKW pPeLUeHnsl, 3aroXeHHbIe B €€ apXUTEKTypy
W peanusauuio, ynpollatwT obecrnevyeHne COOTBETCTBMA OAHHOW cUCTeMbl onpefeneHHbiM Ans Hee LB (npu
ycnosuu cobnogenus Nb), Bknouyas BO3MOXHOCTE 0O0OCHOBaHWA TAKOro COOTBETCTBUSA, B CPABHEHUW CO CIy-
4yaem, Koraa Takue pelleHUs He NPUMEHSATCS.

6
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MpuMmeyaHus

1 OBocHoBaHVE MOXET NPOBOAUTLCS, K MPUMEPY, HA OCHOBE KOMMMEKCHOIO yYeTa Tpyqo3aTpaT Ha BHEOQPEHWE Me-
XaHn3moB Ge3onacHocTH, Ha ocHoBe o6bema NporpamMmbl U METOOMKW WCMbITAHWA, HA OCHOBE KOMWYECTBa TECTOR, pea-
Nnn3yeMblX B NpoLecce BBEAEHWA B IKCMyaTauuto, Unv apyruMm metogamun. OnpegeneHuMe WU orpaHUYeHne MeTonoB
OEMOHCTPaLMUn COOTBETCTBMA He ABMAETCA 3adaqei HacToALLEero HauMoHaneHoro ctangapta. MeToabl OLeHKK 3aBUCAT OT
BMOA W XapakTEPUCTUK CUCTEMbI, 8 0ObEKTUBHOCTE METOA0B OLEHKN ABMAETCA NpeaMeTOM PAaCCMOTPEHWA NpKW yTBepKae-
HMWU METOAMKWN OLIEHKW COOTBETCTBUA HACTOALLEMY HALMOHANLHOMY CTaHOapTy.

2 Hanbonee o4yeBugHbIM 3heKT OT NPUMEHEHUSA KOHCTPYKTUBHBLIX METOAOB MOXET BbITb ANA CUCTEM U CETEWN UH-
pacTPYKTYPbl KPYMHbLIX X03ANCTBEHHBIX OOBLEKTOB, TAKMX Kak NPOMbILLNEHHbIE NPeanpuaTUs.

ﬂ'pumep — B3aumHas uzonsayus cemesbix ce2MeHmos, 3a/oxeHHas npu npoekmupoeaHuu cemesol UH-
d)pacmpyxmypbf, nomMozaem cHU3UMb o6beM pa60m no mecmupoeaHUur Ha NMPOHUKHOB8eHUe 8 sabivucnumeslb-
HbIX cemsax.

5.10 XapakTepHble 4epTbl Nnpouecca paspaboTtkn CKUB:

- MeponpuaTusa no 3awute nHgopmauun u obecnedeHno UB ABnNa0TCA HEOTHEMIIEMON YacTbH Me-
pPONPUATHIA, BbINMOMHAEMbIX HA NPoTsKeHuy XKL, cuctembl, M cornmacoBaHbl Mexay cobon Ha Bcex aTtanax XKL|
CUCTEMBI;

- LB gns cuctembl 1 (MNu) ee aNeMeHTOB ONPeAensuTca YacTUYHO UMM NOMHOCTbI 3aJadYamu obpa-
©0TKM MHopMaLuK 1 (MNK) ynpasneHns NpoLieccaMn, KoTopble OpMYNUPYOTCA UCXOAS U3 LeNeBoro HasHa-
UYeHUs JaHHOW cUCTEMbI, TpeboBaHUAMMK, NpeabaBNseMbIMU K 0bpabaTsiBaeMoil MHhopMaL MK 1 Npoueccam,
KOHTpPONMpYyeMbIM (peanu3yemMsiM) Npu NOMOLLKM CcUCTeMbI, yrpo3amMu BesonacHocTy nHdopmMauum (Npyu Hanu-
Yun Mofenu yrpo3 LUb He JomkHbI € MPOTUBOPEYNTL) U NpoLeccam, KOHTPONMpyeMbIM (peanuayemMbsiM) npu
NOMOLLW CUCTEMBI;

- MB gnsa cuctemMbl U (UNK) ee SNEeMEHTOB ONpPefensTcsa YaCTUYHO WNW MOMHOCTHH NPOorpamMmMHbIM
M annapaTHbIM COCTaBOM CUCTEMbI, KOHUrypauven, ycnoBuamMn (yHKLUMOHMPOBAHUSA M 3KCcnnyatauun (B
TOM 4YMcne — CeTeBOro B3aWMOLEWCTBUSA), NnaHupyeMbiMu (MpegnonaraemsiMi) TpeboBaHUSAMWU U MHTEpe-
camu onepaTopa unuv Brnagensua cCUCTEMbI, YerNOBEYeCKUM hakTopoM, (PU3NYEeCcKUM pasMeLLeHneM, apyrumu
BHELUHWMMW MO OTHOLLEHUIO K CUCTEME haKTopaMu;

- cocTaB Tpebosannii no 3 ana cuctemol onpenensetca LB u MB;

- cocTaB TpeboBaHuin no 3M ona cuctemel Npu HEOBXOAMMOCTU crnefyeT AOMOMHUTL 0Bs3aTensHbIMU
TpeboBaHuamMu no 3, BelABUraeMbIMI FOCY4apCTBEHHBIMW MU OTPaCNeBLIMKW perynaTopamu;

- MpW co30aHMK cucTeMbl Kak cuctemsbl ¢ KMB KOHCTpyKTUBHEIE NoaxoAbl K obecnedeHuo nHdopmauu-
OHHOI De30MacHOCTU 3TOW CMCTEMBI U €€ 3NEeMEHTOB Peann3yTCca HauuHasa C paHHUX 3TanoB XWM3HEHHOTO
LUWKIa 3TOW CUCTEMbI (3amMbiCcna, KOHLENUWKW, MPOEKTUPOBAHWA apXMTEKTYPbl CUCTEMbI, MPOEKTUPOBAHWS ap-
XUTEKTYPbl NPOrpamMMHbIX CPeacTB);

- Mpu co3gaHum cucTtemsbl Kak cucteMbl ¢ KMB npumeHaemMble KOHCTPYKTUBHbBIE NOAXo4bl K MHdopMaUm-
OHHOW BezonacHocTN pekoMeHayeTca obocHoBaTk oTHocuTensHo LB, MB v TpeboeaHuii no 3U; k npumepy,
npyMeHeHne Mofdenei 6e30NacHOCTU CUCTEMBI, OMUCLIBAKLIMX KOHTPOMb AOCTYNa, MOXeT 000CHOBLIBATHLCS
HeobXoOMMOCTLIO pa3geneHus Npae Npu MHOTOMOMNL30BaTENLECKOM AOCTYNE K CUCTEME;

- peanu3auua KB He gomkHa BHOCWMTL UCKaXXEHWS B HOpManbHoe (LTaTtHoe) OyHKLUVMOHUPOBaHWe cu-
cTemMbl (HapywaTtb hyHKLMOHUPOBaHWE CUCTEMbI), COCTABHLIM aneMeHToM koTopon asnsetca CKWB (unu B
cocTaBe KoTopon nnaHupyetca npumeHeHne CKWB), ogHako MoxeT HaknagbiBaTh AOMNOMHUTENbHbIE OrpaHu-
YeHUsa Ha paboTy JaHHOW CUCTEMBI.

5.11 MNpwu NpoOEKTUPOBaHMUM CUCTEM C UCMOMbL30BaHWEM KOHCTPYKTUBHOIO nogxona (NoaxoOoB) [ocTura-
loTCA KMoYeBble xapaktepuctukn CKUB:

- BbIYMCNMMOCTb He30MacHOro COCTOAHUA — BO3MOXHOCTbL NPOBECTW Banvaauuio LIb ana cuctembl Ha
OCHOBE JOCTOBEPHON MHOpMauMn 0 HabnogaeMbix 4eACTBUAX M COBbITUSX B 3TON cucTteMe 1 (Mnn) B cpege
ee yHKUMOHUpoBaHuA. BbiBogbl 0 4OCTOBEPHOCTU MHAOPMALMK OCHOBBLIBAKOTCH Ha NpennonoxeHusax 6es-
OMacHOCTU (KOTOphLle, B CBOK o4epeab, MOTyT ONuMpaTbca Ha 0BOCHOBAHHLIE XapaKTEPUCTUKM OPYTUX CUCTEM).

Mpumep — lpumepom ucmoyvyHuka docmoeepHol UHghopMayuu Mo2ym 6bimes cpedcmea MOHUMOPUHE2a,
@HewHUe no omHouweHuro Kk CKUB;

- MOAOTYETHOCTb — BO3MOMHOCTb OTCMEXWBAHWA W yyeTa OeiCTBUA U coBbITM B cucTeme U (Mnu) B
cpeae ee HYHKUWOHMPOBaHNUA, BINUAKLLMX Ha COCTOSHME BEe30nacHoCTy;

- BesonacHble yMOMYaHua — 3anpeT Mo YMOINYaHWKo Ha BbINONHeHWe OelCTBUMA, BIUAKLIMX Ha COCTOS-
HWe 6e30NacHOCTU; BbINOMHEHWe Takux AelCTBUA — TOMbKO MpY HanMyumM SBHOro (hopmanbHOro) paspetle-
HUSL UMW YKasaHusl, ONMCaHHOIo MOAENbio Be30MNacHOCTM CUCTEMBI UMK NOMUTUKON BE30MacHoCTH;
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- MMHUMAaribHble BO3MOXHOCTWU KOMMNpOMeTauuM — MWHUMKU3auua dyHKUUIA W NPUBMMNETAIA, accoluu-
POBaHHbIX C KaXObIM 3M1EMEHTOM CUCTEMbI, 40 HeobXxooMMOoro (ONTUManbHOro) MHOXECTBA 3TUX (DYHKLMIA U
NPUBKUNETARA, a TaKXXe ONTUMWU3ALIUS KONMMYECTBA ANIEMEHTOB CUCTEMBI;

- COrMacoBaHHOCTL (BanuOMpyeMoCTb, NpoBepaeMocTh, koppenauus) LI n Nb — BO3MOXKHOCTb OLEeH-
KU KOppekTHocTu TpeboBaHW Be3onacHOCTU, (PYHKUMOHANBHLIX crneuudurkalmMid u T. N. oTHocutensHo LIB
(BanuanpyemocTb), a Takke KOppeKTHOCTW paboTbl CUCTEMbI B COOTBETCTBMU C TpeboBaHusmMu 6e3onacHocTy
(BepUbULMpPYEMOCTD);

- HEBO3MOXHOCTb NOAAENKA Y HECAHKLMOHUPOBAHHON MoguduKauMm 3NeMeHTOB CUCTEMbI, BIUSALLMX
Ha cocTosiHMe 6e30MacHOCTU.

5.12 Mpw paspabotke CKUE pekomeHayeTca pyKOBOLACTBOBATLCS CNeayoWwMMi NOMOXKEHUSMA:

- Oeicteua (MeponpuaTtua) no co3gaHuo CKB pomuHbl ObiTe peanuaoBaHbl B xoge npoueccor XKL
CUCTEMBbI;

- ucnonb3yemble npu cosgaHun CKNB wabnoHbl npoekTupoBaHus LenecoobpasHo Beibupath Mcxons
13 3anad, pelwaembix aton CKMUB 1 (unun) cuctemoi (CeTolo), ANA ncnonb3oBaHuA B koTopoi cozgaeTtca CKMB,
LB n NB, 1 yuyuTeiBaTE 0COBEHHOCTU MPOEKTUPOBAHNUSA 3NEMEHTOR 3TOW CUCTEMBI, YACTbK (3NIEMEHTOM) KOTO-
pon byner CKUE;

- ucnoneayemele npu cozgaHun CKWB wabnoHbl npoekTupoBaHnsa MoryT obecneurnBaTe BO3IMOXHOCTb
hOpMUPOBaHWA PasNUYHbIX BapUaHTOB ee MocTpoeHWus Ans Bblbopa onTumanbHOro BapuaHTa, obecnedu-
BalOLLErO MakCUMarbHYy0 yCTOMYMBOCTL co3gasaemoin CKWUB k Bo3geicTBMO BPeQOHOCHbLIX NpOrpamMmm, ocy-
wectenenuto HCI 1 akcnnyatauum yasBUMOCTEN, a Takke BO3MOXHOCTb MO HapawuvBaHuio yHKUMOHana
(mopepHusauum, obHoeneHua) CKMB B 3aBMcMMOCTM OT yCNOBWUIA NpUMEHEHUs U TpeboBaHnn BeaonacHocTu
MHopmMmaLnu;

- CKWB kpome ocHOBHbIX OYHKLWIA MOXET obecneymBaTe KOMMNNeKcHoe pelleHme 3agad no 3¥ ot HC[,
HECaHKLWOHUPOBAHHbIX M HenpefHaMepeHHbIX BO3OeNCTBMIA Ha MHOpMaLni B cocTaBe OpYrMx CUCTEM U
ceTeil NPUMEHUTENBHO K KOHKPETHbIM YCnoBMaM ee npuMmeHeHusi. CocTae pelwaembix 3agad no 3W onpene-
nsetcs 3agadaMmy 06paboTkn MHDOPMaLUKU, COCTABOM M KOHUIypaLMen cuctTemsl, ocyllecTensAowen obpa-
BoTKy nHpopmMauuK, ycrnoeuaMu hyHKLMOHUPOBaHUSA, TpeboBaHUAMU, NpeabaBnseMeiMu K obpabaTsiBaemon
WHdopMaLmK, yrpozamu bezonacHocTU MHdopmMmauunuy;

- CKWB crnepnyet co3paeath ¢ y4eToM TpeboBaHui 6e3onacHocT uHdopMaumu Npu CETEBOM B3auMO-
OeNcCTBUMK;

- Bxogsiwmne B coctae CKMB nporpammHble Mogynu, peanuaytowme dyHkunn 3W v koHTponb paboTol
3TUX PYHKUMIA (B TOM Yncne ayouT cobbeituin UB), He [oMmKHBI NPensTCTBOBaThL peanv3saunmn yHKLUUOHANbHBLIX
TpeboBaHuin n TpeboBaHuin no HagexHocTu CKUE;

- anemeHTsl CKUB pomkHbl BbITe cOBMECTUMBI Mexay coboi (KOppekTHO paboTaTk COBMECTHO) W He
OOIMKHbI YXYALIaTh HaAEKHOCTb WU 3aLueHHoCTs coznaBaemoin CKUB;

- cosgaBaemasn CKWMB gomkHa OblTb COBMECTMMON C B3aWMOLENCTBYIOWMMM C Heid BHELUHMMK CUCTe-
MaMu.

5.13 CKWMB pekomeHpyeTcsi co3gaBaTh B COOTBETCTBMM C Da30BbIM JOKYMEHTOM, Ha OCHOBaHWM KOTOPO-
ro BelinonHsawTca paboTel No ee pa3paboTke, a Takke ocyllecTBnseTcsa oueHka u npuemka CKUB. MNpumepom
Takoro 6azoBoro gokymeHTa Ha CKWB siensietcst T3. ba3oBbIn OOKYMEHT MOXET COCTABNAThL YacTb LOKYMEH-
Tauuu paspabotunka B cootBetcTeum ¢ FOCT P 56939.

Mpumeyanune — TpeboBaHua K peanu3auMM KOHCTPYKTMBHOro nogxoaa npu cosgaHun CKUB moryt copep-
XaTbCsl B OTAENbHOM pasfene KOHLUenuMu no ee Co3daHuio, a Takke MOryT ObiTb BblHECEHL! B OTAENbHbIM AOKYMEHT (3a-
AaHue no 6e3onacHocTK, NonoxeHwWe No 6e3onacHoCTM U T. A.), CChiNKa Ha KOTOPLIW A0MKHA COAepKaTbCs B KOHLENLMK
cospanua MO nnn B T3.

5.14 B pabotax (meponpuaTusax) no cozgaHuio CKMB yyacTsytoT:

- 3aka34mk CKMB — B yactu 3apaHua TpeboBaHuin T3, BkNoYeHus B AokymeHTauuo Ha CKWB o6ocHo-
BaHHbIX TpeboBaHuin 6e3onacHOCTU MHPOPMAaLMA U KOHTPONA MX BbINOMHEHUA MpU 3KCNepTU3e OOKyMeHTa-
U1K, B Xoae npoBeaeHus ucnbitanuii n npuemkn CKUB;

- paspabotunk CKMB — B yacTtu cosgaHua CKMBE n obecnedeHua COOTBETCTBUA paspabaTbiBaeMoi
CKWB tpeboBaHusm T3, HOpMaTUBHbIX MPaBOBbIX aKTOB, METOAWYECKUX JOKYMEHTOB W HaLMOHAMNBHbIX CTaH-
napTtoe B obnacTtu 31, a Takke rapaHTMM Ka4ecTBa;

- opraHusauus, nposogawas oueHky CKMB Ha cooTBeTCTBME HAcTOALWEMY CTaHOAPTY.

Mpumevyanune — [apaHTua kadectBa (no NOCT P 71304) — ocHOBaHWA ANS YBEPEHHOCTU B TEKYLUEM WIK
ByayLuemM COOTBETCTBUM 3aABIIEHHOMY Kaq4ecTBY.
8
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5.15 Wcnbitanua CKWB gomkHbl BKMYaTh B cebs UcnbiTaHUA Ha cooTBeTcTBMe TpebosaHusam 6e30-
NacHOCTM MHAPOPMAaLKUM U MOTYT OCYLUECTBNATLCA B COOTBETCTBUMN C MOMOXEHUAMN HOPMaTUBHbIX NMPaBOBbIX
aKTOB M METOAUYECKUX OOKYMEHTOB YMNOMHOMOYEHHLIX theaepanbHbiX OpraHoB UCMOMHWUTENLHOW BMacTW U
rocynapcTBeHHbIX cTaHaapToe B obnactu 3W. MNMepeyeHb COOTBETCTBYIOWMX JOKYMEHTOB O0MKeH ObiTh 3a-
cukcmpoBaH B basoBom AoKkyMeHTe Ha CKUB.

5.16 PaboTbl no paspaboTke n akcnnyatauun CKUB ¢ peanusauuei kpuntorpadgpudeckon 3W Heobxoan-
MO NPOBOAWTL B COOTBETCTBUK C 3aKOoHOAaTenbLcTBOM Poccuickon ®egepaunn.

6 Peanusauua nogxonoB K CO34aHUKD CUCTEM C KOHCTPYKTUBHOWM
MHcopmMaumMoHHOU 6e30NacHOCTLIO

6.1 Peanuaauuns KOHCTPYKTUBHLIX NOAXOOOB B paMkax MeTogonorun paspabotku CKWB nomkHa 3aknio-
yarbcs:

a) B aHanuse C TOYKWM 3peHusi 6e30nacHOCTU MHGOPMaLKUKM NpeameTHon obnactk (obnactu npumeHe-
HWS, OTPACNM NPOMbILLNEHHOCTH W T.4.), AnA KoTopon co3gaetcs CKWB, B onpegeneHnn rpaHvl, U BHELHWUX
B3aumogeicTeuin CKUB, rpynnMpoBaHnn CUCTEMHBIX 3MTEMEHTOB B COOTBETCTBUM C UX OYHKLMOHAMNBLHLIM Ha-
3HadeHueM K ¢ TpeboBaHusaMKU 6e30nNacHOCTM, ONUCAHUU B3aWMOLEWCTBUA CUCTEMHLIX 3MEMEHTOB MEeXOy
cob0oil 1 ¢ BHEIWWHUMIW CUCTEMAMMU.

Mpumeuvanune — [naonucanums n aHanusa bynyuwero nosegeHua CKUB B npegmetHol obnacTtu, onpenene-
HWSA rpaHuL 1 BHelHMX B3aumogencTeui CKMB MoXHO Mcnonb3oBaTe AMarpammel passeptbiBaHua (aHrn. deployment
diagram);

6) onpeneneHun LIB n cootBeTcTByOWMX TpeboBaHun obecnedeHuns besonacHocTM MHOpMaLMK, NOj-
nexaiwumx peanusaumu npu cosgaHum CKWMB, ¢ ydeTtom nHTepecoB Becex ydacTHuKkoB XKL CKWMB, B Tom uncne
TpeboBaHWI K cogepXXaHuio 1 NopsaaKy BeINOMHeHUA paboT, cBA3aHHbiX ¢ cozfaHnem CKINB n hopmumpoBaHu-
eM (nogaepkaHuem) cpenpl obecnedveHns onepaTUBHOMO YCTPaHEHWUs BbISIBNEHHbIX MONb30BaTENSAMU HEeJo-
cTatkoB u ysisBumocTein CKUB;

B) MPOEKTMPOBAHUW pa3nM4YHbIX BapuaHToB apxuTekTypbl CKNB 1 BoiBope onTumansHoro BapuaHTta ap-
xutekTypbl CKMB nytem mogenupoBaHusa ceoncte CKWMB n mexaHnamor obecneveHusa besonacHoctu CKUB,
B TOM 4YMCIe C UCMOMb30BaHWEM CriefyolKnX MeToa0B:

1) cosgaHvsi n aHanvWsa guarpaMmm Bsammocesasein mexay anementamun CKMB, aHannsa BO3MOXKHbBIX
MOTOKOB JaHHbIX W ynpaeneHus mexay anemeHtamu CKMB 1 BHEWHWMK cUCTEMaMMU.

MpumeuyaHue — lMpuMepom ygavyHOro MHCTPYMEHTa MOLEMNWPOBAHMSA ONA aHanu3a B3auMOCBSI3EW ane-
MEHTOB CUCTEMbI Ha 3TOM 3Tane ABMSKTCA AMarpammMel NOTOKOB AaHHbIX (aHrn. data flow diagram), Taieke ons aHanusa
MOryT BbITe MCNOMb30BaHbl AUarpaMMel NocnegoeaTensHoCcTer (aHrn. sequence diagram);

2) onpegeneHnAa M aHanuaa anropuTtMoB B3aMMOLENCTBUSA U NMPOTOKOIOB, O6ECI'IE‘-WIBE!I-OLLI,I/!X nepe-
Oadvy OaHHbIX, KOHTPOIb U yNpaBreHune anemMmeHTamm CUCTEMbDI;

3) OonncaHna n aHanuaa I'Ipe,CI,CTaBJ'IEHVIFI U MoJenen CUCTEMBI, NMPUMEHUMBIX TMPKU NPOEKTUpPOBaHUN
OTOENbHbBIX MEXaHU3MOB obecneyeHns 6930I'IECHOCTVI, B YaCTHOCTU MEXaHU3MOB KOHTPOMA OOCTyna K CUCTe-
Me, ee anemMmeHTamM U pecypcam.

MpumevaHue — [AnsonvcaHns NpeacTaBneHMin n MOgENen CUCTEMBI C LIENbIO NPOEKTUPOBAHWA M aHanvaa
mexaHn3MoB obecnedeHus BesonacHoCcTK ygobHO MCMONb30BaTh AnarpaMmbl COCTOAHUI (aHrn. state diagram);

4) obecrnevyeHunsi BO3MOXHOCTU MCMONb30BaHMs LWabnoHOB NPOEKTUPOBaHKUs U pa3paboTkK, CooTBeT-
cTeytowmx LUB cuctemsl, npu hopMUpOBaHWM BapMAHTOB apXUTEeKTYpbl;

5) BoICTpanBaHWst apXUTEKTYPbl C y4eTOM TpeboBaHWA U XapakTepUCTMK NPOeKTa, B TOM Yucne Ans
COOTBETCTBMA onpefeneHHsiM Ana gaHHoro npoekta LUB npu ycnoeum cobnitogeHus npegnonoxeHuia 6es-
OMacHOCTK 32 CYET NPMMEHEHUS COOTBETCTBYHOLLNX TEXHOMOTMIA U TEXHUYECKUX PELLEeHWI;

r) onpegeneHuu (Bbibope) WabnoHOB NPOEKTUPOBaHNS (MepedYeHb NPUMEPOB KOTOPLIX MPUBEAEH B NPU-
noxeHun A), nognexallmx npMMeHeHuto npu paspabotke anemeHtos CKMB 1 peanuzauymn anropyTMoB B3a-
MMOLEWCTBUS MEXAY HUMW WM MPOTOKOMOB, obecnednBalowmx nepegadvy OaHHbIX, KOHTPONb W ynpasreHue
(Npw HanM4Kn Bo3moxHoCTH). [lonyckaeTca camocToATeNbHan paspaboTka Takux WabnoHOB 1 UX NOBTOPHOE
MCMNoMb30BaHWe NpPW YCNOBUK NOATBEPKAEHMWS, UTO UCTIONb30BaHWe paspaboTaHHoro wabnoHa no3eonsaeT pe-
anu3oBaTe KMB kakoit-nubo cuctemel B nopagke, ycTaHOBNEHHOM HACTOAWMM CTaHAAPTOM, MpY 3TOM BHOBb
paspaboTaHHble WabnoHsbl BkoYatoTea B 6asoskblin JokymeHT Ha CKWB 1 nognexaT npoBepke Ha npegmet
cnocobcTBOBaHKS B gocTmxkeHun LB npu oueHke cootBetcTBus CKUB HacTosilwemMy ctaHaapTy;
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4) NpUMEeHeHMM METOA0B OpraHu3auumn XU3HEHHOro UMkna pa3paboTku cucTembl (B COOTBETCTBUM C
FOCT P 57193) c uenbio obecnevyeHns BbIMOMHEHUSA PYHKUNOHANBHbLIX U HEMYHKLMOHaNbHbLIX TpeboBaHUiA
K cucTteMe (Takxke B cooTBeTcTBUM ¢ TOCT P 57193 1 Bknioyaa TpeboBaHua 6e30nacHOCTH), B TOM YKUChe K
peanusauuu yyacTHMKamMmu npoueccoB XKL cuctem TpeboBaHWI K coOoepaHU0 U NOPSAKY BbINOMNHEHUS pa-
BOT, cBA3aHHbIX C co3gaHuem De3onacHOoro (3alullieHHoro) nporpaMMHoOro obecneyeHrs (B COOTBETCTBUM C
FOCT P 56939) n hopmupoBaHvem (nogaepxaHnem) cpefbl obecnedeHns onepaTtMBHONO yCTpaHeHUs BbisB-
JIEHHbIX OWMBOK W ys3BMMOCTEN nporpamMmHoro obecneveHnst CKMB;

€) NpYMEeHeHUM Creaylwnx obLMX NPUHLUMNOB NPOEKTMPOBaHUA W paszpaboTkm anemeHtoB CKUB m
CUCTEMbI B LLENOM (CrefoBaHue NpuHUMNaM SBNSeTcs pekomeHayeMbliM, 0b6513aTeNnbHOCTE U MPUOPUTET MPUH-
LuMnoB onpefensatoTca pa3pabotuukom ucxons us LUB n MNB paspabateiBaemMbix cUCTEM):

1) npuHuun pasymHoi npocTtoThl (economy of mechanism): CKWB v ee anemeHTbl, BKNtoYaa Mexa-
HW3Mbl obecnedeHus BezonacHOCTU, peKoMeHAYeTca co3aaBaTh BO3MOXHO Boree npocTeiMy (B TOM 4ucne
NMETb MWHUMAaIbHO BO3MOXKHbIA pa3Mep NporpaMMHOro koga), HTobbl YyMeHbLWWUTL BEPOSTHOCTE BOZHWKHOBE-
HUS YSI3BUMOCTEN M YNPOCTUTb NPOBEPKM Be3onacHoCcTu;

2) npuHuun Ge3onacHeix ymonuyanui (fail-safe defaults): goctyn k nHpopmauum, MHdopMaLMOHHOE
W (unu) ynpaenswllee B3aMMoaeNCcTBME B OTCYTCTBUE paspelleHnsa Ha 3Ty onepaunio OOMKHbI ObITh 3anpe-
LLEHBI;

3) npuHUKMN nonHoThl nepekpbiTUs (complete mediation): peanusauns mexanmama obecnedveHus bes-
ONACHOCTM JOSMKHA UMETb CKBO3HOMW xapakTtep (Mo BO3MOXHOCTM OXBaTbIBaThL BCE B3aMMOCBSI3aHHbIE 3NeMeH-
Tl CKMB);

4) NpyvHLUMN MUHUMW3AUWKU NMOBEPXHOCTKM aTaku: peKoMeHayeTcs MUHUMU3MPOBATE KOMUYECTBO WH-
TepdencoB, K KOTOPbIM MOTEHUUANbHbLIA 3MOYMbILLMEHHMK MOXKET NONY4YUTb AOCTYM, YMEHbLUUTE CMOXHOCTh
3TUX MHTEPENCOB U 3aLLUTUTE UX UCMONb30BaHWE AN CBOEBPEMEHHOro 0OHapyXeHUsl NoTeHUManbHbIX 3N0-
ynoTpebneHuin unu nonbiToK aTaku;

5) NpUHUMN LEeHTpanM30BaHHOW NPOBEPKX NapamMeTpoB: HEeoBXo04MMO rapaHTMpoBaTh, YTO BCe napa-
MEeTPbl KpUTUYECKMX (DYHKLMIA MPOBEPSAIOTCS C MCnonb3oBaHMeM obuiero Habopa yHKLUMIA NMPOBEPKN, KOTOPbIE
BbInK TWAaTeNnsLHO NPoaHanM3npoBaHbl Ha TOYHOCTL U MOMHOTY;

6) nNpuHUUN pazaeneHus npueunervia (separation of privilege): mexaHuam obecnevyeHns besonacHo-
CTW JOMXKEH MNO3BOMNATL BbINONHATEL AOCTYN K MHOPMAaLMKU UMK BLINMONHEHWE MHOW OnepaLumn Ha OCHOBE [BYX
1 Bonee He3aBUCUMbIX DAKTOPOB aBTOPM3aLWK, rOe 3TO BO3MONKHO; pa3nuyHble BUALI UMW YPOBHM JOCTYyNa
LOMKHbI TpeboBaTh pas3nUYHOM aBTOPM3aLKUU HA OCHOBE YCTAHOBIEHHbIX (DaKTOPOB;

7) NPpUHUMN HaumeHbLKX npuBMnernid (least privilege): ecnu ¢ anementom CKWB, ee nonb3oBate-
NeM MY NPOLLEeCCOM accoLMMPOBaHbI Kakue-nnubo npaea v NpUBUIErMKM, OHU AOIKHLI ObITh CBeOeHbl K MUHK-
ManbHO HEODXOAUMLIM ANSA BLINONHEHUS YCTAHOBMNEHHLIX AN 3neMeHTa yHKLUWA;

8) npuHUMN MUHMMKM3auMKM 3aBucumocTelr (least common mechanism): KONMWYECTBO 3MNEMEHTOB
CKWB, koTopble cBA3aHbl C APYTUMK 3f1eMeHTaMy UMW MCNOoMb3YHTCA HEeCKONMbKMMKU MOMb3oBaTensamMn MUim
npoueccaMu ¢ pasnu4HbIMA NPUBUIETUAMW, PEKOMEHYETCH YMEHbLUWTL, HACKOMNbLKO 3TO BO3MOXHO;

9) mpuHUMN 3WenoHMpoBaHHoO 3aWwnTel (defense-in-depth): besonacHocTe pekomeHayeTcs obecne-
YMBATbL NOCPEACTBOM MHOIOYPOBHEBOW (KOMIMMEKCHOW) 3aLLMTEI CUCTEMBI C UCNOMNB30BAHUEM Pa3NUYHLIX Mep
C Uenbk NpeaoTBpalleHus UnuM caepXuraHmsa yrpo3 6esonacHoCcTM MHpopMaLUKM Ha pasHbiX 3Tanax peanu-
331K CUCTEMBI;

X) nposegeHun ucnoiTaHuin anemeHToB CKMB n CKMB B uenom Ha cooTBeTcTBMe TpeboBaHusam Oes-
onacHocTv mHdopmauum, Bknodas cootsetcTeue LUB npu ycnosun cobniogernus MNb; npoeegeHun paboT no
perncTpauMmn, aHanusy u knaccudukaumm mHungeHtoB Mb u yassumocTein B xoge akcnnyatauumn CKWB, a
TAKKEe UX YCTPaHEHWUH.

6.2 O6Lne OCHOBLI, COBOKYMHOCTL MPUEMORB U COAEpXaHWe NPOLEeCCOB CO34aHWUS CUCTEMbI onpeaens-
totca FTOCT P 57193, a obuwas cTpykTypa npoueccoB XL nporpammHoro obecneyeHnsa u nporpaMMHbIX NMpo-
OYKTOB (KaxabliA U3 KOTopbix cam no cebe aenserca cuctemon) — MOCT P MCO/M3K 12207 n FOCT P 56939.
CocTtaB ocHoBHbIX paboT cosganus CKNB gomkeH BknoYvaTh:

- onpepenenne LUb n MNb;

- onpepeneHuwe 1 nocnegywllee yTouHeHue Tpeboeanuin, npegbaenaemeix kK CKWB Ha ocHoee LIB n I1B;
npoekTMpoBaHue apxutektypbl CKNB;
onpeaeneHue TexHonorui peanusaunn CKUB n ee aneMeHTOB;
peanusauunio anemeHToB CKWB 1 nposeneHne ncnoitanuin anemeHToB CKMB n CKB B Lenom Ha co-
OTBETCTBME YyCTAaHOBMNEHHbIM TpeboBaHusaM, a Takke Lib;
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- conpoBoxaeHne CKWMB B xome ee akcnnyartauuMum B MHTepecax obecrnevyeHusi rapaHTuM KadectBa U
BesonacHocTL.

B cocTtae mep no ynpaeneHuto pabotamu npu cozgaHun CKMB pekomMmeHayeTcs BKMWYATE yNpaBrneHue
KOHdMrypaumnein, B COOTBETCTEMM C ONMCAHUEM Npouecca ynpasneHust koHdurypauuwen B FOCT P 57193.

Mpu 3ToM NocnefoBaTenbLHOCTbL BbilleyKalaHHbIX paboT B metogonoruu paspabotku CKWNB cooteet-
CTBYET NOPSAJKY UX NepedyncneHuns Bellle, eclin MHOe He NpedyCcMOTPeHo oTpacneBbiMKu cTaHdgapTamu Ha KL
cosgaHust CKMB. B nocnegHem crniyvyae nopsiaok BeiNOAHEHWSA paboT MOeT OblTe aganTMpoBaH ANA COOTBET-
CTBWUA OTpacneBbiM cTaHgapTam.

n puMmedaHue — Mog oTpacneBbiMK CTaHOapTaMn nogpasymeBardTCA HalWOHanbHbie W MeXOyHapoOHble
CTaHaapThbl, NPUHATBIE B oTAENLHON OTpacnu 3KOHOMWKWU NPOM3BOACTBA.

lMpumepsbt
1 AemomobunecmpoeHue (HayuoHansHbIl cmaddapm): FOCT P UCO 26262-2 [JopoxHble mpaHCcnopmHbie
cpedcmea. PyHKYUOHankLHas 6ezonacHocme. Yacme 2. MeHedxMeHm hyHKUUOHaNLHOU 6e3zonacHocmu.

2 [pombiluneHHoe npouzeodcmeo (MexdyHapoOHbIl cmaHOapm): IEC 62443-4-1:2018. Security for
industrial automation and control systems — Part 4-1: Secure product development lifecycle requirements

6.3 BeinonHeHwe paboTsl no onpegenedunto LI n MNB pekomeHayeTcs NpoBOAUTE B XOA4e MpoLlecca nna-
HUPOBaHWA NpoeKTa W NpoLiecca aHanuaa cdepsl NpuMeHeHus (buaHeca) Ny HazHa4YeHUsl CUCTEMbI COTMAacHO
MOCT P 57193, cucnonb3oBaHMeM METOLOB aHanuaa KoHQNMKTa UHTEPEeCcOoB, aHanorui M CUCTEMHOIO aHanunaa
yrpo3 6esonacHocTn MHopMauuu. K npumepy, B cnyyae aHanunaa KOH(NMKTa MHTEPECOoB ANA cUCTeMbl onpeae-
NAETCA KPYT 3aMHTePeCcOBaHHbIX MWL, MPOBOAUTCH ONPOC C LENbLI BIACHEHUA X MHTEPECOB (B COOTBETCTBUN C
FOCT P 57193) oTHOCUTENBHO CUCTEMBI, U 3aTEM WMHTEPEeCchbl NMOABEPralTCa aHanu3y C Lenbl BbiABNEHUS
ODOBLEKTUBHLIX Lienein, 06beaUHSALWMWX 3T MHTEpeck. [1pn Ucnonb3oBaHWMKM MeToda aHanoruil LIb moryt cop-
MYNMPOBAaTLCS B CPABHEHWM C CUCTEMaMM MOXOXKEro HasHa4vyeHUs Unu NpUMeHs LW MMUCH B TOW e npeaMeT-
HoW obnacTu. CucTeMHbIA aHanu3 yrpo3 6e3onacHocTu MHOPMAaL MK BbISBMSET akTyansHble LB aong npotu-
BOCTOSIHMS 3TUM yrpozam. 3TW U Opyrue MeTomdbl MOryT NPUMEHATbCA B KOMIMMEKce MeponpuaTUiA aHanusa
BusHeca unu HaszHadeHua cuctembl (B cootBeTcTBUM ¢ TOCT P 57193). [Ina ytouHeHus LIb uenecoobpasHo
npoBoguTbL aHanu3 TpeboBaHWi Be3onacHOCTK, NPeabABAEMbIX K cUCTeME, ANS NPUMEHEHUSA B KOTOPOW CO3-
paetcs CKMB, B KOHTEKCTEe hyHKLMOHANBHEIX TPEBOBRAHWIA K 3TOM CUCTEME, a TaKXKe 3aLUULLIEHHOCTU UHpOpP-
MaLVOHHOW CUCTEMbI/CETU, HazHadYeHus, PYHKLMIA U ycnoBui ee dyHKUMOHMpPOBaHUS. B xoge nocneayroLmnx
npoueccor XL CKWB TpeboBaHusa 6ezonacHocTy nHdopmMauuu, npegbsaenaemsie Kk CKMB, nognexat yTou-
HEHWIO MO pe3yrnbTataM peanus3auumn cooTBeTcTByrWwmx npoueccos XL CKUB.

6.4 BeinonHeHne paboTkl No onpeaeneHuio TpedboBaHui, npeabasnsaembix K CKNB Ha ocHose LIB u M6,
1 TexHonornin peannsaunm CKMB n ee aneMeHTOB pekoMeHOyeTCcs NpOBOAUTL B XOA4Ee npouecca onpeene-
HWS CUCTEMHbIX TpebOoBaHUI K MPOOOIKaTL B Xo4e npolecca onpefeneHus npoekta no cosgaHuto CKUBE n
npouecca cucrtemHoro aHanusa cornacHo MOCT P 57193. OnpeneneHue n yTouHeHue TpeboBaHui Lene-
coobpa3Ho NpPoOBOAWNTL C UCMOMb30BAHWEM METOAOB CUCTEMHOrO aHanuaa, B TOM YMCHe Ha OCHOBE aHanusa
pesynbraToB popmupoBaHuna apxuTtektypbl CKUB 1 oueHkn nprMeHMMOCTM COBPEMEHHBIX MH(POPMaLMOHHbBIX
TEXHONOrMA B MHTEpecax ee npakTuyeckown peanusaumu. [1pyv NnpUMeHeHWW MeToa0B CUCTEMHOrO aHanuaa
pekomeHayeTcs ocoboe BHUMaHne yaensiTb aHannay npociexnBaeMoCcTy MeXay XapakTepucTrukaMu npoek-
Ta CUCTEMbIl W apXUTEKTYPHBIMU KOMNOHEHTaMU, onpedeneHHblMY B3auMo4eNCTBUAMM SNTIEMEHTOB CUCTEMEI,
peaynbtatamu aHanuaa LB un MG, metogammn n metogukamu Bepudmkauun u TpeboBaHUaMNU K CUCTEMHBLIM
anemeHTaM. [1ByHanpaeneHHas npocnexueamocTs (B cootBeTcTBuM ¢ TOCT P 57193) obecneunBaercs Ha
NPOTSHKEHWN BCETO KM3HEHHOTO LnMKNa pa3paboTky cucTeMsi.

6.5 BbinonHeHnne paboTbl no chopmuposanuto apxutektypbl CKWB cnenyet npoBoanTh B Xoge npouecca
onpenenenuss apxmtektypbl CKMB, ¢ ncnonb3oBaHveM pasnuyHbIX METOAO0B, BKNHOYAs (HO HE orpaHu4vBa-
AICb) METOAbl NOrMYECcKoro U UMUTaALMOHHOTO MOAENUPOBAHUA, NPUMEHEHUS apXUTEKTYPHLIX NpeacTaBneHunn
W WabnoHoB, METOAOB UTEPALMOHHOW UMW UHOW opraHu3auun XKL paszpaboTkn, HOpMaTUBHLIX NOAXOOOR U
npuHumnnoe MB. TpeboBaHua, NpoucTekawLLMe U3 HOPMaTMBHOIO PEryNMpoOBaHUs, Kak NpaBuno, orpaHu4mBea-
0T 3TANOHHYK apXUTEKTYpY Ans obecnedyeHnss KOHTPONS acnekToB NoBeaeHUs cucTembl U o6pabaTbiBaemMoin
el vHdopmauun. B kavecTBe NpMMEPOB MOXHO NMpuUBEcTU TpeboBaHWe NOOKMIOYeHUs K rocyaapCTBEeHHON
cucteme obHapyKeHWs, NpegynpeXKaeHus M MMKBMOaL MM NOCNeacTBMI KOMMNbIOTEPHBIX aTak Ha MHopMaun-
OHHbIE pecypchl 0OBLEKTOR KpUTUYECKOW MHHOPMAaLIMOHHON MHPPACTPYKTYPLI U TpeboBaHusa K 0bpaboTke Buro-
METPUYECKMX NepCcoHanbHbIX JaHHbLIX B €AUHOW KOHTponupyemor cucteme. MNpuHunnel B, Takme Kak npuHLUMn
MWHUMU3ALUN 3aBUCUMOCTEN, MPUHLUM HAUMEHbLUMX NPUBUMErniA U pasgeneHusa NpUBUNerun, NPUMeHsTCS
NpY aHanuae anbTepHaTB B (hOPMUPOBaHUM apXUTEKTYPbI K apXUTEKTYpHbIM anemeHTam CKUB.
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6.6 Peanusauuwo anemeHTtoB CKWB cnegyet ocyllecTBNATE B Xo4e NPOLECcCOB onpefeneHns npoekTa,
CUCTEMHOTO aHanusa, peanusauni, KOMNNeKcMpoBaHuUs, KOTopble, B CBOK o4vepelb, OOMKHbI COOTBETCTBO-
gaTb FTOCT P 57193.

6.7 Mo pesynsTaTam BbinonHeHua pabot no peanuzauum anemeHToB CKWMB cnegyeT npoBecTn ucnbl-
TaHusa anemeHToB CKMB 1 CKMB B uenomM Ha cooTBeTCcTBUE TpeboBaHuaMm Be3onacHocTU MHdopMaLmMK; ans
aToro uenecoofpasHo peanvu3oBaTb MPoOLecchl rapaHTuM KadecTsa, Bepudukauun TpeboBaHui v Banuaa-
unm LB, MaHavanbHble TpeboBaHWs K npoueccam rapaHTviu, BepudukaumMm 1 BanvgauMu onpepenstoTca
FOCT P 57193 1 npodhuUnbHLIMKU OTpacneBbiM/ CTaHaapTamMu.

MpumevyaHue — CocTaB U goKyMmeHTUpoBaHMe ucnbiTaHnin CKMB pekomeHayeTcss OCyLWeCcTBNATL COrMacHo
MOCT P 51583.

6.8 Pesynbrathl BbinonHeHus paboT no cosgaHuio CKWE pekomeHOyeTcst 3af0OKyMEeHTUpPOBaTb MyTEM
pazpaboTk1 NOSICHATENBHBIX 3aNUCOK, CXeM, MOOENEN, ONMcaHui, anroOpUuTMOB U acnekToB PyHKLMOHUPOBA-
Hua CKWB u T. n. B COOTBETCTBMM C TpeboBaHUsAMU cTaHAapToB EAMHOM cUCTEMBI NPOrpaMMHON JOKYMEHTa-
UMK M EQWHOM cucTeMbl KOHCTPYKTOPCKOM AOKYMEHTALUN.

6.9 B yacTtu pesynstaToB pabot no cozganHuio CKUB gokyMeHTMpPOBaHMIO NOgNexaT:

- UBb nb;

- onucanue apxutektypbl CKWB, B3aumocBssei ¢ BHeLWHMMW MHGDOPMaLUOHHBIMW CUCTEMaMM U CeTS-
MU, HTepdencor goctyna u cnocobor goctyna Kk CKUB;

- MoZens yrpo3 6esonacHocTv MHOPMAaLUK U TUMOBOTO HAPYLUMTENS C YyKadaHWeM Buaa HapyLluMTens,
ero KaTeropuu, Lenen u BO3MOXHbIX OEACTBUA (0ByCNOBNEHHBIX Er0 MOTUBAMU, MHTEPECAMM, NOTPebHOoCTS-
MW, T. €. aHann3 NPoOBOOUTCS OTHOCUTENbHO TeX e (PakTopOoB, YTO M ANS 3aMHTEPECOBaHHbIX CTOPOH);

- onucaHwe NoTeHUWanbHbIX BEKTOPOB, CLIEHApWeB aTak, TaKTUK U TeXHWK BO30eWCTBUSA BPEOOHOCHbIX
nporpamm 1 ocywectenenlns HCL;

- TpeboeaHusa bezonacHocTu MHopMmauuun, npegbaenaemMsole K CKMB, metoabl 1 cpegctea obecneve-
Hus BesonacHocTn MHoOpMaLUWK;

- onucaHve mexaHu3moB, obecnedmnBaloLMX HaaexHy peanuaauunio pyHkumin CKMB B ycnoBusax BO3-
OeNCTBMs BpeaoHocHbIx nporpamm, HC[, n skcnnyaTtauum yassumocteinn CKMB;

- orpaHu4eHus, npeabaenaemMsle k CKMB;

- pekomeHaaLMW no peanusauun TpeboBaHuil 6e3onacHoCTH, NpeabaBNAeMbIX NpU NpoBeaeHun paboT
no obHOBNEeHUto cuctemHoro 1 npuknagHoro MO CKWUB;

- nporpaMmma, METOAMKA W NPOTOKOMbI NPOBeAeHUs UCNbITaHniA peanusaunn KNB.

6.10 CogepxxaHne ocHoBHbIX paboT npu cosgadun CKWB npueeneHo B paspgene 7. CogepxaHue co-
OTBETCTBYIOLLMX PaboT MOXKET YyTOHMHATLCA B COOTBETCTBMM C TpeboBaHWSAMM HOPMaTUBHbLIX MPABOBbIX aKTOB
YMNOSTHOMOY€EHHbIX (hefjepanbHbiX OPraHOB MCMOMHUTENBHORM BAcTW M HAUWOHANbHbBIX CTaHOapToB B 06nacTu
3, a TakKe B COOTBETCTBUKM C OONOMHUTENBbHbIMK TpeboBaHMAMMK, NpeabABNAeMbIMK 3aKkasdukamu MO, 3a-
Kaszumkamu (Bnagensuamu) MHOOpMaLMOHHBIX CMCTEM/CETEN, roCYAapCTBEHHBIMMW M OTPACNEBbIMU PErynsarTo-
pamu.

7 CopepxaHue OCHOBHbIX paboT Npu co3gaHnUM CUCTEM
C KOHCTPYKTUBHOMW MH(pbOpMaLMOHHOWN 6e30MacHOCTbIO

7.1 OnpegeneHune Uenen n npegnonoXeHuin 6e3onacHoOCTU

7.1.1 Onpepgenenne LB u MNb ocylwecTenaeTcs B NpoLecce NMaHUPOBAHWA NpoeKTa (C y4eTOM pesyrib-
TaToB aHanuaa buaHeca unu TpeboBaHW Ha3Ha4YeHUs!, BbINOMNHEHHOrO B cooTBeTcTeun ¢ FTOCT P 57193).

7.1.2 B kadecTBe ocHoBblI Anga onpegeneHna LB pekomeHgyetca paccMmaTtpvBate MOTUBLI 3avHTepe-
COBaHHbIX CTOPOH: haKkTopbl, ONMCbIBaOLWMe NbbIe BUObLlI 3aUHTEPECOBaHHOCTM B COXPaHEHWUU UMK, Hanpo-
TWMB, B HapylleHuM Be3onacHOCTM cucTeMbl. B kayecTBe 3aMHTEpPEeCcOBaHHbIX CTOPOH paccMaTpuBaEeTCsa Kpyr
CyDObEKTOB, HE OrpaHWYEeHHbIA NMPSMOA UMMM KOCBEHHOW CBA3bIKD C CUCTEMON. [MoTeHUManbHbIA HapyLlwWTenb
(HapywuWTenu) BXxoOWUT B KPYT 3aMHTEPECOBaHHbLIX CTOPOH, €ro (Mnu ux) MOTMBbLI LienecoobpasHo NpuHMMaTh
BO BHVMMAaHWE U yYUTLIBATE TaK, YTODbI €ro MHTEpPEeckl He MOrmMK ObITb YOOBNETBOPEHBI.

MpumeyvyaHue — B cooteerctBun c FOCT P 57193 3auHTepecoBaHHas CTOpOHa — WHOWBWUAYYM UMW OpraHu-
3auums, UMeroLne npaso, fonto, TpeboBaHne Nu MHTepec B GUCTEME UK B obnagaHuv ee xapakTepucTrkamu, yaoBneT-
BOPSAIOWUMU UX NOTPEBHOCTA 1 OXMAAHWA.
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Mpumep — KoHeyHble Monb308amesiu, op2aHu3ayuu KOHeYHo20 Mojib3osamens, noddepxuearoujue cmo-
POHbI, pazpabomyuku, npouszeodumernu, o6yJyaroujue cCMopoHkl, CONpoa8oXxdarujue U ymunusupyrujue opaaHu-
3ayuu, npuobpemarowjue CIMOPOHbLI, Op2aHU3ayuu nocmasuwjuka, opaaHbi pezynamopos. Hekomopsbie 3auHme-
pecosaHHble CMOPOHLI MO2Ym UMemb MPOMUeonoNoXHbLIe UHMepeckl & cucmeme.

7.1.3 PekomeHagyeTcsa onucaTensHasa (He npegnuckiBatoLLas geictene) popmynuposka LIB.

ﬂpumep — ¢opmynupoexa «OGaHHbLIe nosnb3oeamelnsd, 6HeCeHHbIe 8 cUCMeMy, HU NpuU KakKux ycroeusax He
cmaHoesamcsa uU3eecmHbl Heasmopu3oeaHHbIM NTuuyamM» npednoqmumenhnee 4)DpMy.ﬂUp06KU «docmyn K OaH-
HbIM fofib308ameriss OosKeH 6bimb oz2paHu4YeH MexaHU3MoOM aemopu3ayuu».

7.1.4 MNMpegnonoxeHusa BezonacHocTy NpeacTaBnsaloT cobol orpaHUYeHus 1 4ONYLLEHUN, MPUHUMAaEMbIE
B KOHTeKkcTe onpefenenns LIB. Kak npaBuno, st orpaHuyeHus 1 OONYyLEHUS CBA3aHbl ¢ ocoBeHHOCTAMU
aKkcnnyaTtauuu, cpefoi yHKLUMOHMPOBAHUSA CUCTEMbI U TpeBoBaHMSMK K 3TON cpefe, OHU MOryT OTHOCUTLCS
K cneynduyeckomy nopsaky uandyeckoro 4ocTyna K cucTeMe WMKu anemMeHTY CUCTeMbl, NPeanoroKeHUs M
OTHOCWUTENBHO BO3MOXKHOCTEW akTyalbHOro HapylwuTens (BKMH4Yas BO3MOXHOCTK €ro foKasbHOro unu yaa-
MEeHHOro 40CTyNna K cMctemMe U T. 1.).

7.1.5 MNpegnonoxeHna 6e3zonacHOCTU MOryT BbITh CBSAA3aHLI C MOTMBAMMW 3aMHTEPECOBAHHBLIX CTOPOH (K
npuMepy, ABNSETCA MU BHYTPEHHUI HAPYLUMTENL OOHUM M3 BUOOB NpeanonaraeMesix HapylwmTenen) unu gen-
CTBOBAaThL Kak 06beKTUBHbIE (hakTOpPbl BHELIHEN cpeabl.

7.1.6 Hekotopole MB moryT TpeboBaTth peanu3aumn AONOMHUTENbHBIX OpPraHn3aunoHHbIX Mep obecne-
YeHKs 6e30MacHOCTY WM TEXHUYECKMX Mep 3almTbl ((PM3NYeCKUin KOHTPOMNb 4OCTYMa K cMcTemMe, NnoMeLleHre
ee B 3aKpbiTbIA KOpnyc, MexaHudeckass DNoKMpoBKa annapaTHbIX MHTEPdEeRncoB), YTO B JalbHENLLIEM MOXET
BblpaxaTbCA B AOMNOMHUTENBHbLIX IKCMNyaTauMoHHbIX TpeboraHuax k CKUB.

7.1.7 B aHanm3 dakTopoB B3aMMOAENCTBUA M MOTMBOB 3aMHTEPECOBAHHbLIX CTOPOH ANSA onpeneneHns
LIB pekomeHayeTca BKMIOYMTL MOMCK OTBETOB Ha CriefyLe BONpOoCk! (MepevyeHb MOXET BbiTh paclumpeH):

- Kakne MOTUBbI KaKnX 3aMHTEepPeCOBaHHbIX CTOPOH LenecoobpasHo y4ecTb Nnpu popmynuposanum LIB; B
YaCTHOCTM, NP BbIICHEHWM 3TOro TpebyeTcs onpeaennTb NpobneMHble BONpock! (CyDbeKTMBHbBIE ONaceHns 1
noBogbl Ans DecnokoicTea) B OTHOLWEHWMN MHpOpMaLMOHHOW Be30MacHOCTH (4115 3aMHTEPeCcOBaHHbIX CTOPOH,
OOCTYMHBIX K ONPOCY/MHTEPBLIOMPOBAHUIO);

- KTO SIBMSETCHA TUNOBLIM HApYLUMTENEM W KAKOBbl ero MOTUBLI, BO3MOXXHOCTU U OTPaHUYEHNS;

- KakMe MOTWMBbI OTHOCSITCA HenocpencTBeHHO K obecneveHuo 6e30nacHOCTM WM 3alWTe CUCTeMbl OT
aTak (K npumepy: «HeobxogMMOo 3alMTWUTL JaHHbBIE B CUCTEME, TaK Kak OHM COCTaBNsAloT KOMMEPYECKYHO Tail-
Hy», «He0DX0AMMO 3alMTMTb CMCTEMY OT aTak oTkasa B OBCnyKWBaHWM, NMOCKOMbKY TaKkWe aTtaku 4acTo Bbl-
MOMHSAOTCA HA CUCTEMbI CXOXEro HasHa4YeHWs»), a Kakne — KOCBEHHO (B TOM 4ucne TpeboBaHWs 3aKOHO-
[aTenbCcTBa, BO3MOXHOCTb MOMY4YUTh MapKeTMHIOBOE NPeuMYyLLECTBO Nepes KOHKYPEHTaMMW, penyTaunoHHbIe
coobpaxeHua u 1. 4.);

- eCcTb NV 3aKoHoAaTenbHas HeobxogMmocTe B 3awmTe cozgasaemon CKMB, nonoxeHna kakux Hopma-
TMBHbIX JOKYMEHTOB CMefyeT yunTbiBaTh B 0083aTenbHOM NOpsagkKe;

- NPOBOLMPYIOT MM MOTUBbLI 3aMHTEPECOBAaHHbIX CTOPOH CUTYaLWi0 KOH(WKTa MHTEPECOB U KakK aTa cu-
Tyauusa paspelwaetca npu onpegenenunn LIB (B wacTHocTH, TpebyeTcs nn BBegeHWE AOMOMHUTENBHLIX Npes-
nonoxeHuin 6eaonacHoCTN 0 AeNCTBUAX 3aUHTEPECOBaHHbLIX CTOPOH UMW UHbIX OTPaHUYeHniA);

- kakue b n3Ha4YanbHO AENCTBYIOT B OTHOLLEHWUM CUCTEMbI M KOHTEKCTa €€ UCMNONb30BaHus;

- y4uTbiBaeT N copmMynupoBaHHbid nepedeHb LB 1 b Bce M3BECTHbIE MOTUBbLI 3aMHTEPECOBAHHbIX
CTOPOH.

7.1.8 COBOKYMHOCTb MepeyvucineHHbIX (PakTopoB (CyObeKTMBHBLIX OMaceHWid, MOTMBOB, ODOBLEKTMBHbIX
TpeboBaHWi 3aKOHOA4ATENbCTBA, YCITOBUA, COCTABNSAOLWMX KOHTEKCT UCMOMNb30BaHNA CUCTEMbI U T. 4.) PEKO-
MEeHOYeTCs OLeHUBaTb, AeTanvM3MpoBaTh M OLlEHWBAaTb NMOBTOPHO Ha NPOTSHKEHUW BCEro npouecca pa3paboTku
CKWB; npu HeobxoaumocTtu LB v (unu) MNMB moryT BbiTb CKOPPEKTMPOBAHBI.

7.1.9 PeaynbTaTtoM aHanuaa, oueHkW, getanuM3auun U NOBTOPHOW OLEHKW NepedyncrneHHbIX hakTopoB
ABMNSAETCHA 4OKYMeHTUpoBaHHbiin Habop LB n MNB CKNB.

7.2 OnpepeneHue TpeboBaHWi, npeagbasnsaemMbiXx K CKUB Ha ocHoBe uenen
M NpeanonoXeHuUn 6e3o0nacHoOCTH

7.2.1 OnpenenexHne TpeboeaHui, npeabaenaembix k CKWB Ha ocHoee LIB v B, pekomeHgyeTcsa ocy-
LLLeCTBNATb B NpoLlecce onpeaeneHns CUCTEMHbIX TpeboBaHni B cooTBeTcTBUN ¢ TOCT P 57193. lanee npous-
BOAWUTCH yTouHeHne TpeboBaHWiA B NpoLiecce onpeaeneHns NpoekTa, Takke B cooreetrcTBumu ¢ FOCT P 57193.
Takum 0bpasom, nepBuYHbIN Habop TpeboBaHwi LenecoobpasHo onucaTb A0 CO34aHWs apXMTEKTYpbl CUCTe-
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Mbl 1 NPOAOIKATL YTOUHATL NOCMNE CO34aHWs apXUTEKTYpbl, Tak, 4Tobbl Hanbonee NOMHO peanv3oBaTb KOH-
CTPYKTVBHbIE PELLEHUS, 3aNOXKEHHbIE B TOM Yucne B apxutektypy CKWB.

7.2.2 OnpeneneHue TpeboraHuid, npeawasnsaemsblx K CKMB Ha ocHose LIB u INB, pekomeHayeTtcs ocy-
LWecTBNATE NYyTEM MpoBedeHUs aHanui3a HasHaydeHus, YHKUWK, YCrnoBuiA (PYHKUMOHUPOBaHUSA, 3alluLleH-
HocTu cozgaeaemMoit CKMB n/unu cuctemsl, Ana MCNonb3oBaHWSA B cocTaBe KOTOpol cospaetca CKUB, xa-
paktepa obpabaTbiBaemon MHdopmMaLmKn, yrpo3 GesonacHocTu uHgpopmauun 1 Tpebosannii 6esonacHocTy
NHbopMaLMK, NpeabsBnseMblX K MHHOPMaLUUOHHON cUCTEME/CETU, MPUMEHMTENBHO K HA3HAYeHWU0 co3aaBa-
emoin CKMB.

7.2.3 MNo pesynsTatam aHanusa v yTouHeHus TpeboBaHWiA pekoMeHayeTcs onpeaennTh:

- nepedeHb nonsaoBatenein CKNBG;

- MepeyveHb BHELUHWX CTOPOH, 3aMHTEpPecoBaHHLIX B MonyyeHun goctyna k pecypcam CKUB n camoi
CKWB, nx MOTUBbI 1 BO3BMOXHOCTW, BHELLHWE CUCTEMbI, KOTOPbLIE OHWM MOTYT MCMNOMbL30BaTh.

MpumevyaHnune — 3auHTepecoBaHHan ctopoHa (cm. [OCT P 57193) — uHauBMAyymM vnun opraHusauns, UMero-
Lve npaso, gont, TpeboBaHne Unv MHTepec B cucTemMe MM B obrnagaHnv ee xapakTepucTUKamMu, yOAOBNeTBOPALUMMI
nx noTpeBHOCTU 1 oxunaaHus. B ToM yucne 310 MoryT BbiTh BHELUHWE MO OTHOLUEHUIO K CUCTEME MHAWBUAYYMbBI UNW opra-
HM3aUMK, KOTopble MOryT ObITh 3aMHTEpPecOoBaHbl B NOSyYeHWM 4OCTYNa K CUCTEME;

- rpannubl CKWB ¢ TOYKKM 3peHnsa B3auMOLeWCTBMIA C BHELUHUMW CTOPOHAMKW N MHTEPgENCoB C BHELU-
HUMW CUCTEMaMN.

[TpumMmeyaHue — paHnUbl CUCTEMBI C TOYKW 3pEHUA MHTEPMdENCOB C APYTMMIK CUCTEMAMK W B3aUMOLENCTBUNA C
BHELUHMMKW CTOPOHaMM NpeacTaBnsatoT coboM T. H. NOBEPXHOCTL ataku (cM. NnpMmMedaHme K 9.1.6), KoTopyo pekoMeHayeTca
MUHUMKU3UPOBATE NPKU peLleHnn 3agadu npoektuposaHua CKNB;

- YCIOBUWSA MOMyYeHUs 3aMHTepecOoBaHHbIMU CTOpOHaMu foctyna Kk pecypcam CKWB u camon CKWUB,
BKNOYasA yCNnoBusA HenpegycMOTPEeHHOro B3anMoaenCcTBMUSA C BHELWHUMU CUCTEMaMU;

- yrpo3sel 6e3onacHoCT¥ MHMOPMAaL MK, CBA3AHHbLIE C BO3MOXHbLIMW JENCTBMAMMU CTOPOH, 3aUHTEpeco-
BaHHbIX B nony4yeHun goctyna k pecypcam CKWE n camoin CKWB;

- XapaktepucTuku kaxkgoro anemeHTa CKWB, ceasaHHble ¢ JOBEPHWEM K 3TOMY 3MeMeHTY (OnMcaHHoOMY
C To4kM 3peHus LIB ons atoro amemeHTa) 1 ero poneto B BeinonHeHuu LIb ans CKAB B uenom.

MpumeyvyaHne — BoifBNeHWe OOBEPEHHBIX AMEMEHTOB SBMSETCA OOHOW M3 3afay npouecca onpedeneHuns
apxutektypbl CKUE;

- XapakTepucTUKK B3aumMoOencTeuin mexay anemeHtamu CKUB;

- orpaHudeHus, npeabaensaemsle kK CKUB, ee anemeHTam 1 npoueccam B3auMogelCcTBUS MEXIY ane-
MEHTaMu, CBsizaHHble ¢ HasHavdeHnem CKUB, MB 1 yrposamu 6e3onacHocT MHOpMauMn, BIMSAIOLWMMY Ha ee
hyHKLUMOHUPOBaHWE;

- TpeboeaHMA Be3onacHOCTM MHpopMaunK, npeabaenaemeie K CKUB.

7.3 NpoekTupoBaHue apxutekTypbl CKUB

7.3.1 Co3paHue (paspabotka) apxutekTypbl CKWE ocyliecTBnsieTca B npouecce onpefeneHus ap-
xutektypel CKUB B cooteetctBum ¢ TOCT P 57193, CornacHo ynoMsHyTOMY CTaHZapTy NPOeKTUpOBaHWe
apxutektypbl CKMB pekomenayetcs npoBognTh NyTeM hOpMMPOBaHUs HECKOMbKMX e anbTepHaTUBHbIX Ba-
PUAHTOB C NocregylwnmM BbIBOpoM NpegnoYTUTENbHOMO BapMaHTa npy ycnoeun peanvsauumn LB npu co-
6ntogeHun MNB.

7.3.2 Mpwu co3gaHum 1 Boibope BapuaHTa apxutekTypsl CKWUB pekomeHayetca onupateca Ha LB v M5,
WX B3aMMOCBSI3U U B3aMMO3aBUCUMOCTH, (POPMUPOBaTL OCHOBY AnNS 3aluThl CUCTEMbI B LenoM, ee uHdop-
MaLMOHHbIX PECYPCOB M KOMMOHEHTOB, a Takke obecnevyeHns yCTOMYNBOro hyHKLMOHUPOBAHNUS U OTCYTCTBUS
BNUAHWSA Ha BHELLUHWE CUCTEMbl U MHOPMaUWOHHYI0 MHDPaCTPYKTYPY B cry4yae KoMmnpomeTtaunu.

Tawke Ha apxutektypy CKWB moryT okasbiBaTb BrnusHWe TpeboBaHus Ge30nacHOCTW Kak pesynbraTt
dopmanuzaumu n getanusaumn LB n MNB, ogHako nocne cdopmuporaHusa apxutekTypsl CKUB TpeboBaHusa
Be3onacHOCTU caMKn MOryT BbITh CKOPPEKTUPOBAHBI.

7.3.3 Apxutektypy CKWB pekomeHayeTca NPOEKTUPOBATL B COOTBETCTBUMN CO CNEAYHLMMU OCHOBHLIMU
NpUHLUUNAMM:

- TMNN3ALWK CTPYKTYPHbIX 3NEMEHTOB CUCTEMbI 33 CHET MCMONb30BaHWs WabnoHOB NPOeKTUPOBaHWS;

- CUCTEMHOI OpraHv3auun CTPYKTYPHbIX anemeHToB cosgaBaemoin CKWMB B uHTepecax CHWXeHUs ee
06LLUen CNoXHOCTY;
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- MHOrOKpaTHOro (NMOBTOPHOMO) WMCMOMb30BaHUA paHee CO34aHHbIX W anpobupOBaHHLIX 3NEMEHTOB
CKWB, ana koTopblx noateepxaeHa nx KMb;

- BMOXEHHOCTU (Mepapxu4HocTh) anemeHTos CKNB;

- MUHMMM3ALUU KONMUYECTBA PYHKLMOHANbLHLIX CBA3el Mexay anemeHTamu CKUB;

- MWHMMWM3ALWUKW NOTOKOB AaHHbIX, NepefaBaeMblx Mexay anemeHtamu CKUB;

- BO3MOXHOCTU NPOBEOEHUS UCNbITAHUIM OTAEeNbHbIX anemeHToB CKMB;

- macwTtabupyemocTu npouecca paspaboTtkm CKMB.

MpumeuvaHnne — Munummnzauma KonuyecTsa yHKUMOHANBHBIX CBA3en Mexay anemeHtamu CKWE n notokos
OaHHbIX, Nepeaasaemelx Mexay anementamu CKMB, gocturaetca npu aHanv3e ansTepHaTMB B NPOLECCe onpeneneHns
apxmntektypsl CKMB.

7.3.4 B uHTepecax npoektupoBaHusa apxutekTypbl CKB pekomeHayetca paspabateiBaTe ee apxuTek-
TYPHYHO MOZenb NPUMEHUTENBHO K HA3HaAYeHWIO U 3aZlayam, noanexaliumMm peLleHuo CUCTEMON UMK CeTbHo, a
Takke K yCroBUsM ee (PYHKLMOHUPOBaHUS.

7.3.5 MNpw paspaboTke apxutekTypHon mogenu CKWB pekomeHgyeTcs NnpoBoauTh:!

- NOTMYEeCKOe pasgeneHne Mogenn Ha 3MNeMeHThbl HECKOMbLKUX YPOBHEN, B KOTOPbIX 3MEMEHThI HUXHUX
YpOBHEN nepapxumn obecnednraT peanu3auunio QyHKLUA 3NeMEHTOB BEPXHUX YPOBHEW (BepTUKanbHas ae-
KOMMNO3WULNS);

- NorMyeckoe pasgeneHne Mogenu Win ee aneMeHTa Ha CMCTeMHble 3MeMeHTbl, paBHOMpPaBHbIe COo-
rmacHo nepapxuv (ropuMsoHTanbHas JeKoMno3uuns);

- TPYNNUPOBaHWE WU TUNU3ALUNID 3NEeMEHTOB MOJENN, a TaKKe CBA3EN MeXxay HUMMU,

- yTodHeHue TpeboraHui beaonacHocTu uHdopmauuu, npegbasnsieMbix K CKMB, ¢ yyeTom pesynksra-
TOB rpyNMNUpPOBaHMSA U TUNU3ALNN SMEMEHTOB MOLENMW;

- yMeHblleHue (¢ yyetom TpeboBaHwii Be3onacHOCTM MHGOpMaLUK) KonNM4ecTBa CBA3EN Mexay ane-
MEHTaMV MOZENM, a TakKe KonuyecTBa To4eK (MIHTepdecoB) OCTYNa 3aMHTEPeCOBaHHbIX CTOPOH K pecyp-
cam CKWMB go mnHnmaneHo Heobxogumoro 6e3 notepu dyHKumoHansHocTn CKNB.

7.3.6 Mo pesynbratam paspaboTkn apxutekTypHoi Mmogenun CKNB gomkHel ObiTh onpegeneHsb:

- Tou4ku Bxoaa B CKMB co cTOpOHbI BHELWHUX CUCTEM;

- ONMMCaHWe Ha3Ha4YeHus, coaepXaHus 1 popmaTa BHELUHWX AaHHbLIX C Y4EeTOM LOBEepUs K MCTOYHMWKY
OaHHbIX (B chopme npegnonoxeHuin 6e3onacHocTn);

- cocTaB aneMmeHToB CKWB, HeobOxoouMMbIX ONS pelleHWsl BO3NMOXKEHHbLIX Ha Hee 3afa4y, B TOM 4ucne
3aNeMeHTOB, NPAMO UMK KOCBEHHO CBA3aHHLIX C 0becneveHnem cooteeTcTBUA LUB CKMB, 1 B3aMMocBsan mex-
4y anemMeHTamu.

MpumeuvaHune — OnpeneneHne anemeHToB CKMB 1 B3anmoceazen mexay HAMW Ha 3TOM 3Tane oCyLecTeNs-
eTcsl Ha YPOBHe AeTanei, HeobXoauMbIX ANS BbIPAXEHWUA apXUTEKTYPHOrO HaMepeHUs, U MOXeT ObITb YTOYHEHO B Npo-
uecce onpefeneHua npoekta cornacHo MOCT P 57193;

- OMnMUcCaHWe Has3Ha4yeHusl, cogepXaHus U gopmaTa JaHHbBIX, KOTOPbLIMW ODMEHUBAKTCHA CTPYKTYPHbIE
anemeHTbl CKMB, onncaHmMe NpoTOKONOB B3aUMOLEACTBUS;

- cocTaB yrpo3 6esonacHocTM MHGopMaLuuM (MPUMEHUTENBHO K CTPYKTYpPHbIM anemeHTam CKWB), xa-
pPakTEPUCTUKM CTPYKTYpPHbIX anemeHToB CKWMB, onncaHne HasHaveHus, cogepxaHns n popmaTa nepegasae-
MbIX MEXAy aneMeHTaMu OaHHbIX, BMMAKLWNX Ha peanv3auuto yrpo3 6esonacHocTv MHdopMaLum;

- NMpUemMremble YpoBHW pPUCKA, BKMOYAs PUCKW, CBSI3aHHbIE C BO3MOXHOW YyTEYKOW, YyTPaTOM LLeNoCTHO-
CTW UNu notTepen MHdopmaUunn, ¢ OTKa30M CUCTEMbI UMK OTAENbHbIX PYHKUUA 3TOW CUCTEMBI, C HELUTaTHbIM
(HE4OKYMEHTUPOBAHHLIM) N3MEHEHNEM (PYHKLMOHUPOBAHUA CUCTEMbI, B TOM YMCMe MPOU3BOACTBEHHLIE pU-
CKW, PUCKW OIS OKpYXatoLlel cpefdbl, XXWU3HW M 300p0BbA Nogen, nobblie MHbIe PUCKK, a Takke JOMYCTUMbIE
3aTpaTtbl B MHTEpecax KOMMNeHcauumn aTux puckos co ctopoHbl CKWB n ee anemeHTOB (puckin v 3aTpathl oLe-
HWBAITCA MO LWKanam, NPUHATLIM B 06nacTv NPUMEHEHUSA CUCTEMbI MMM COOPMUPOBAHHBLIM NMPU YHACTUN NMULL,
3aMHTepecOBaHHbLIX B KOPPEKTHOM paboTe cUCTeMbI);

- MeTodbl U Mepbl obecnedyeHus BesonacHoCcT MHopMaLU KUK, Nognexallue peanu3aumm ana gocTuxe-
Husl Tpebyemoro ypoBHs 3awmueHHocTu CKNB nnu nHdopmMauvMoHHON cUCTEMBbI/CETH, B MHTEpPeCcax KoTopoii
cospaetca CKMB.

MpumeyaHue — YkazaHHbIe METOAbLI M CPEACTBA, NOANEXALLME peanu3ayny, pacnpefensaioTcs no aneMeHTam
CKWB Tak, 4tobbl obecrnevnTb CKBO3HOW XapakTep obecneyeHns BesonacHoCTY MHopMauun, NaHupyembli YpoBeHb OT-
Ka30yCTOMYMBOCTU 3TUX CPEACTB U CO34aBaeMOi CUCTEMBI B LIeNOM W Apyrie Heobxoaumble NPOeKTHbIe XapaKTepUCTUKK
CKWEB;
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- wabnoHbl NPOEKTUPOBaHMA (NMPUMEHUTENLHO K 3agadvam, nognexawmum peweHuto CKWB) ¢ yyetom
BEKTOPOB BO3MOXHbIX Bo3gencteuin Ha CKUB, Bzanmocssaszeln mexay anemeHtamu CKB, koTopblie npamo nnu
KOCBEHHO BNUAKT Ha Be3onacHocTb aneMeHToB CKMB, TpeboaHnii GeszonacHoCcTM MHopMaLnu;

- ansTepHaTUBHbIE BapuaHThl apxuTekTypbl CKUB.

MpumeyaHne — lNNaHWpoBaHWe W BbideNeHWe pecypcos, HeobxoAuMbIX ONSA NOAFOTOBKW MaTepuanos, yka-
3aHHbIX B 7.3.6, oBecneynBaeT opraHnsauus — paspabotyink CKMBE.

7.3.7 ©opmupoBaHue K oLeHKa BapuaHToB apxuTtekTypsl CKWB npoeoasatca ¢ yuetoMm oBLUMX NPUHLIK-
NMOB MPOEKTUPOBaHUS 1 pa3paboTKM, MEPEYUCIIEHHbIX B 6.1.

7.3.8 B obLiem crnyyae B onpegeneHnn apxMTekTypbl MCMOMb3yTCA pasnyHblie MOLENW U apXUTeKTyp-
Hble npeAcTaBneHns. BnocnegcTeum NpUMEHSAOTCA Te MOJENM U apXUTeKTypHbIe NpefcTaBneHus, KoTopble
Ny4lle BCeX OTPaxaloT UHTEpPeChl 3auHTEPEeCOBaHHbLIX CTOPOH.

MpumevyaHnmne — W3 mogenen ana VB Hambonee pacnpocTpaHeHbl MOAENWU yrNpaBneHusi 4OCTYNoOM, B TOM
yucne popmanbHble, 0AHAKO aHann3 apxuTeKTypbl HE OrpaHWYMBaETCs TOMbKO 3TMM BUAOM Mogenei. [MNogxoasiwmne mMo-
Oenu 1 apxXWTeKTYpHbIE NpeacTaBneHns MoryT nogbupaTscs, npucnocabnuveaTtecs Unu paspabaTbiBaThes HA NPOTSKEHWN
NpoLECCOB NPOEKTUPOBAHUSA apXUTEKTYpbl M ONpeneneHus NpoekTa 1 NPUBOOUTL K KOHKPETHLIM NMPOEKTHBIM PELLEHUSM,
noanexaim gansHenwen peannaaumm B cooteetcteumn ¢ F[OCT P 57193.

7.3.9 BapuaHTbl apxuMTekTypbl Lienecoobpa3Ho npogormkaTh aHanvM3MpoBaTh U aganTupoBaTh B NpoLec-
ce onpeneneHus npoekTta cornacHo FOCT P 57193, B Tom yucne npu oopMUPOBaHUKN U YTOYHEHUW CUCTEM-
HbIX TpeboBaHni, cBA3aHHLIX C obecnevyeHnem cooTeeTcTBMA LIB. PopMupoBaHme MTOroBoro BapMaHTa apxu-
TEKTYpPbl MOXET HOCUTb UTEPATUBHLIM XapakTep, BNAOTb A0 ofnpefdeneHns cornacoBaHHOro ¢ 3TMM BapuaHToM
MHOXecTBa TpeboBaHuin, npegbaensaemMblx k CKUB Ha ocHoee LIB v MB.

MpumeyvyaHne — lpuonpedeneHny M aHanu3e BapuaHTOB apXUTEKTYPLI peKoMeHayeTca obpallarbcs K NpuH-
uMnam NoCTPOEHUs apXMTEeKTypbl Ge3onacHbIX NPogyKToB, CUCTEM W npunoxeHud, onpegenerHHsim MOCT ISO/IEC TS
19249. Ons nocTtpoeHusn apxuTekTypbl CKNE ocobeHHO akTyanbHbIMW SIBMASIOTCH NPUHLAMNBLI pasgeneHusl Ha JOMEHb,
MHOFOYPOBHEBOW apXUTEKTYPbl, MHKANCYnAUMM U pesepeupoBaHus. [pu aToM Ha 3aTane onpegeneHus nNpoekTa cnegyet
npocneauTb, YTobbl apXUTEKTYPHBIE NPUHLWMLI NONYYUWM afekBaTHOE TEXHUYECKOE BOMMOLLEHME.

7.3.10 ®opmupoBaHmMe UTOroBoro BapraHTa apxutektypsl CKWB, onpegeneHne oCHOBHbLIX MPUHLWMNOB
pazBuTus (obHoBneHus) CKWMBE pekomeHayeTcsl OCYLWeCcTBNATL MyTeM OLEHKW COOTBETCTBMSI BapuMaHTOB ap-
xutekTypbl CKWMB, ee LUb n MNb, ¢ yyeToMm neprogMyeckon akTyanusaumm yrpo3 besonacHocTv nHpopmMaumn 1
CBSA3aHHbLIX C HUMK TpeboBaHuin BesonacHocT NHOPMaLKMK, a TakkKe ¢ y4eToM obecnevyeHns npocnexmnaae-
MocTun TpeboBaHui npu pas3sutum (0bHoeneHnn) CKNB.

7.4 OnpegeneHue TexHonoru peanusauun CKUB v ee anemMeHTOB

7.4.1 Onpegenenne TexHonoruia peanusauun CKWE 1 ee anemeHTOB criefyeT OCyLUeCTBMAATL B NpoLec-
ce onpeneneHus NpoekTa 1 B NnpoLecce peanusaunmn npoekta B cooteTcTBUM ¢ TOCT P 57193,

7.4.2 OnpepeneHune TexHonoruin peanuiauum CKUB 1 ee anemMeHTOB criefyeT OCYLIECTBNSATL C Y4ETOM
pesynesratoB opmupoBanus apxutektypsl CKUB u onpepenenus TpeboaHuii, npegbsasnsieMmbix K CKUB Ha
ocHoee LB u b, a Takke ¢ yyeTom 3agad, nognexawux peweHuio CKNB unu cuctemoi, Ans ucnonb3oBaHus
B cOCTaBe KoTopon cosgaetca CKMB.

7.4.3 TexHonorun peanusaunn CKNB 1 ee aneMeHTOB BKIOYAKT, HO HE OFPaHNYMBaIOTCA ClegyoLwmm
nepe4yHem:

- TEXHOMOrMKM peanusauuum annaparHelix kKomnoHeHToB CKUB;

- TEXHOMOrMW peanu3auun 3arpy3ku;

- TEXHONornu peanusauum BctpoeHHoro Mo;

- TEXHONornn peanusauum cuctemuoro MNo;

- TEXHOMOMMK peanusaunm CUCTEMHbIX U CETEBLIX CEPBUCOB;

- TEXHOMOrMW peanuaauun yaaneHHoro 4ocTyna;

- TexHornoruu peanusauguu npuknagHoro MO.

7.4.4 TpeboBaHMA K TEXHOMOINMAM peanun3aunn crneayeT npegbaenaTe pa3paboTymkam U nocTaBLWuKam
3NeMEeHTOB U cocTaBHbix yactern CKAB n B ganbHenwem cnefyeT yuuMThiBaTh Npu BbIbOpe 3NeMeHTOB W CO-
cTtaBHbIX YacTer CKMB 1 B paboTe ¢ nocTtaBLMKamu.

Mpumeyvyanune — 3AnemenTol CKUB B cOOTBETCTBMUY € A@HHBLIM ONpeaeneHnem cCUCcTeEMbI TaKke NpeacTaBnawT
coboii cuctemy, B To BpeMs kak coctaBHble YacTu CKINB He ob6sa3aTensHo ABNAIOTCA CUCTEMOIA.
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7.4.5 B xone onpegeneHuns TexHonorun peanv3aunn CKVB 1 ee aneMeHTOB peKoMeHayeTCcsi MpOBOAUTb:

- YTO4HeHWe B3anMMocBsazen mexay anemeHtamm CKMB n BHeWHWMKW cucTemamMu, ux BNusaHUsS Ha obe-
creyeHue BesonacHocTu CKUE;

- onpegeneHue TexXHomnorui peanusaunn anemeHtTos CKMB;

- onpegeneHne TeXHOMOMMA peanu3auun B3aumogencTeusa anemeHToB CKWB, Bkntoyas anropuTmbl
M NPOTOKOMbl B3aWMMOAENCTBUSA, HeoBXooMMble XapaKTepUCTUKKM B3aWMOLEWCTBUS C ydYeTom TpeboBaHui,
npeabasnaemMbix K CKWB Ha ocHoe LB n MB;

- onpegeneHve U peanv3auvilo Mep U MexaHu3aMoB obecnevyeHus BezonacHoOCTW MHopMauun B Xxone
npouecca cosgaHusa CKUB;

- yTO4HeHue TpeboBaHuin BezonacHoCcTU MHOPMALMK NPUMEHUTENBHO K Kaxaomy anemeHTy CKUB;

- onpegeneHue TpeboBaHUi kK obecnedyeHnto peanusauumn npouecca cos3gaHua CKMB v ee anemeHTOB,
B TOM 4ucne TpeboBaHuin 6esonacHon paspadoTku MO B cooTBeTcTBMM ¢ TOCT P 56939;

- YTOYHEHWE OCHOBHbIX MPUHLKMMNOB pa3BuTus (MogepHusauun) CKNB c yvetom TpeboeaHui Gesonac-
HOCTW MHOpMaLWK, a Takke TpeboBaHuid, NpeabaBnaemMbix camoln CKWB n/unu k cucteme, B MHTEpecax
koTopoi cosgaetca CKUB;

- BbIDOp TEXHOMOMMIK, NPOTOKOMNOB M anrOpUTMOB CETEBOr0 B3aUMOOENCTBUA B MHTepecax npakTude-
ckol peanusauun besonacHoro goctyna k CKMB v npegoctaBnaembiM eto UHTepdencam;

- BblOOp f3blKa NpoOrpamMMMUpOBaHUS, METOQOB NPOrpamMMMUpPOBaHUA, cpeacTB pa3paboTki nporpamm u
cpenbl MCMNOMNHEeHWs B MHTepecax npakTudeckon peanuaauum MO snemeHToB CKUB.

Mpu onpegenerdnn TexHornorun peanusauun CKMB 1 ee anemMeHToB peKOMEHAYETCA Y4MTbIBaTb NPWH-
LMMbl MOMHOTLI NEPEKPbITUS U LWENOHUPOBaHUA 3alLNThI.

7.4.6 B xone onpeneneHuns TexHonoruii peanusauum CKUE 1 ee anemeHToOB pekoMeHayeTCs yuMThiBaTh
daKkTop TEKYLLEro Unu NoTeHLUManeHOro yctapeBaHusi TeXHonorui onsa obecneyeHns BO3MOXHOCTW AanbHER-
wen nogoepxku CKMNB, rapaHTnm ee kadecTea U 6e30NacHOCTH C TEYEHUEM BPEMEHM.

7.5 Peanuzauun anemeHtoB CKMB, CKUE B uenom n npoBegeHne NCNbITaHUA

7.5.1 Peanuzauuio anemeHtoB CKMB, CKWE B uenom u npoBefeHWe UCMbITAHUA PEKOMEHOYETCS Bbli-
NOMHATL B MpOLIECcCce peanu3aluu, ocyllecTensgemMom B cooteeTcTBumn ¢ FOCT P 57193.

7.5.2 Peanuzauuto anemeHToB CKMB n CKWEB B uenom cnenyeT ocyLecTBNAThL C y4eToM TpeboBaHMii K
TexHonoruam peanusaumm CKMB (cm. 7.4).

7.5.3 Peannzauusa anemeHToB CKWB n CKMB B uenom gomkHa NpuBOANTL K CO30aHUI0 TAKUX CUCTEM,
KOTOpble yooBrneTBopsitloT TpebosaHusMm, npegbasnsembim k CKMB Ha ocHose LIB u MNB (Bkno4as pacnpege-
neHHble U Npou3BoAHbie TpeboBaHWA), pa3paboTaHHOW apXUTEKTYPe U NMPOEKTHLIM peLleHUsM, peanuayto-
LWKMM MOENW U apXUTEeKTYpHble NpeacTaBneHns Ub B cucteme.

7.5.4 B npouecce peanuzauun pekoMeHOYyeTca onpeaensaTe orpaHUYeHMs peanv3aLlnn, KoTopble BNvs-
0T Ha TpeboBaHUs, apXUTEKTYPY UK NPOEKT, B TOM YWCIE Takue OrpaHM4eHns peanusauum, KoTopble MoryT
NPMBECTH K HEMOMHOW UMK HeaaeKBaTHOW peanu3aumn MO4enen N apxmTekTypHbix npeactasnernuin CKUB, k
BO3HWKHOBEHMIO YSI3BMMOCTEN W K NOBLILEHHOMY B CPaBHEHWMW C NpeanonoKeHnsMu 6e3onacHoCTy HeraTues-
HOMY BMMSIHWIO YenoBedveckoro cdakTopa Ha cooTBeTcTBUe LIB.

7.5.5 B npouecce peanusauuu pekoMmeHayeTcs obecnednBaTs Bzaumonenctere CKUB n ee anemeHToB
C Nogaep:KMBarLWMMN BHELLHMMKW CUCTEMAMUK U CEPBUCAMK, B TOM YuMcne onpedensaTs UHTepdeickl B3auMo-
gencTeuns ¢ obecnevmBaoLMMn cucTemamm unmn cepsrucamu B (k npumepy, cepBMC BHELLIHErO MOHMTOPUHTA
unu obnayHasa MHgpacTpykTypa obHoenenni MO). Ha atom atane gomkHbl OblTe 4OCTYMHbLI obecneymBato-
LLIMEe CUCTEMbI UM CepPBUCHI, Heobxoaumble ANA peanusauun v npoBedeHus ucnoiTaHnn CKUE.

7.5.6 MNpwn peannzaunu anemeHtoB CKNE n CKUE B uenom crnegyet gokasbiBats (060OCHOBLIBATE), YTO
anemeHT nnu CKWMBE B uenom peanus3oBaHbl B COOTBETCTBUM ¢ TpeboBaHuamMu, npegbasnaeMeimu k CKUB
Ha ocHoee LIE u B, pa3paboTaHHOW apXUTEKTYPON U NMPOEKTHLIMU PELUEHUSAMU, PeanuaynLlLnuMn Mogenu n
apxuTekTypHble npegctasneHus Wb B cucteme. Tawke crenyeT LOKYMEHTMPOBaTh COOTBETCTBYHOWNE O0bL-
EKTUBHbIE JoKazaTenbcTsa.

7.5.7 MNpw peanuzaumm anemeHtoB CKNB n CKWE B uenom cnegyet fokasbiBaTh (060CHOBLIBATE), YTO
npoLecchl peanu3almy OCyLWeCcTBNAKTCS ¢ y4eToM TpeboBaHun k TexHonoruaM peanusauun CKWB. Takke
cnenyet JOKYMEHTMPOBAThL COOTBETCTBYHOLLME OOLEKTUBHBIE AOKA3aTENLCTRA.

Mpu peanusauun anemeHToB CKUB peanuaaunro nnu agantauuto MO atux anemeHToB u CKMB B uenom
pekoMeHayeTcs BbIMonHATL cornacHo MOCT P 56939. Takke cnegyeT OOKYMEHTUPOBaTb OGbEKTUBHLIE JO-
KaszaTenbcTBa Toro, 4yto MO paspabotaHo B cooTBeTcTBMM ¢ TOCT P 56939.
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7.5.8 lNo pesynstatam peanuaayumn anemeHToB CKMB 1 CKNB B Lenom pekoMeHayeTcst NpoBOaWTL UX
MCMbITaHUs Ha cooTBeTcTBME TpeboBaHuam BesonacHocTM MHpopmauun. Buasl ncnbitaHuin n obwmne tpebo-
BaHUS K UX NpOBEaeHWI0 MOryT onpefenaTbCcsl HOpMaTUBHBLIMK MPaBoOBLIMU akTamMu pefeparnsHOro opraHa uc-
NMONHUTENbLHOW BNACTU, YNONHOMOYEHHOro B 0bnacTtn obecneveHna He30nacHOCTU MHPOPMAaLUK B KIMHOUYEBbIX
cucTemMax MHOOPMAaLMOHHOW MHPaACTPYKTYphI, M HAUKMOHaNbHbIMK cTaHaaptamu no Wb u 3U.

Mpumeyvarnunn

1 OBbeKTUBHOE NOATEEPXKAEHME COOTBETCTBUS CUCTEMHOIO anemMeHTa TpeboBaHUAM W XapakTepucTukam KadecTea
LenecoobpasHo nonyyaTs B npouecce Bepudmnkauun. Ons oGbeKTMBHOIO NOATBEPKAEHUS TOTO, YTO ANEMEHT TOTOB K UC-
NMoOMb30BaHWIO B 3a4aHHON 3KCMyaTauWoHHOW cpefe cornacHo TpeboBaHUaM 3aMHTEPEeCOBaHHbIX CTOPOH, NPUMEHAETCS
npouecc Banugauuu, B TomM Yucne sanugavum LB.

2 CocrtaB 1 gokyMmeHTupoBaHue ucnbeltaHui CKMB pekomeHayeTcs ocywectBnaTe cornacHo MOCT P 51583.

7.6 ConpoBoxaeHne CKUB B xoge ee akcnnyaTauMu B MHTepecax obecrnevyeHus rapaHTum
KaJyecTBa U 6GesonacHoOCTH

7.6.1 ConpoeoxpgeHne CKWB B xope ee akcnnyatauum B MHTepecax obecnevyeHns rapaHTumn Ka4ecTea u
Be30MacHOCTU OCYLLECTBMASETCA B MpOLIECce CONpoBOXaeHus B cooteeTcTBUM ¢ FOCT P 57193.

7.6.2 Mpu BeinonHeHun paboT no conpoeoxaeHuto CKMB B xoge ee akcnnyatauMy MOTyT OCYLLECT-
BNATLCA cnegyoLmue MeponpusiTus:

- perucTpauus, aHanua U knaccuukaums MHUMAEHTOB MH(POpMaLMOHHOW Be30NacHoCTH;

- peructpauus, aHanus u knaccugpukaumus yassumoctein CKMB, B Tom vncne ysseumocten MO CKUNB
(oanee — ys3BUMOCTW);

- MHOPMUPOBaHNE 3aMHTEpPeCcOBaHHLIX CTOPOH, YY4acTRYLW KX B obecnevyeHun 6esonacHoctn CKUB, o
cTaTyce MHUMOEHTOR MHOPMaLMOHHOM Be30NMacHOCTU U YSI3BUMOCTEN;

- OpraHusauusa TEXHWYECKOro yCTpaHeHusa (MCnpaBneHus) ya3BUMOCTEeN U OTCNEXUBAHWE UHLWOEHTOB
00 UX paspeLueHns;

- aHanus TeHOeHUWA B MHUMAEHTax WHopMaLMoHHoM B6e3onacHocTh 1 ysisBuMocTsx B MO ans BeisAs-
JIEHWS CUCTEMATUHECKUX OWNDOK B MPMMEHSEMbIX KOHCTPYKTUBHbBIX NOAXO4ax.

7.6.3 Mo pe3ynbTaTam BbLINOMHEHWUS YKA3aHHbLIX MEpOnpUATUA pekoMeHOyeTca NPOBROAMTL paboThl Mo
obHoeneHnuw MO CKWBE u meponpuaTua no koMmneHcauuu (BNokMpoBaHUK) yA3BUMOCTEN, KOTOPLIE HEBO3-
MOHO UMK 3aTPYAHUTENLHO UCNPAaBUTE NMYTEM BbINycKa 0GHOBNEHUNA.

8 [loKkyMeHTUpOBaHMe KOHCTPYKTUBHbIX NOAXOAO0B K 06ecneyeHuto
MH(pOPMaALIMOHHOW Be30MacHOCTU

8.1 Peanuzauuio KOHCTPYKTUBHLIX NoaxoaoB K obecneveHuto VB cneagyeT gokymeHTuposaTs B «Cneuu-
hMKaL M KOHCTPYKTUBHBIX MOAXOA0B K MH(pOpMaLMOHHOW 6e3onacHocTny (fanee — crneundukanmsa).

8.2 Cneundurkaumns ABASETCS LOKYMEHTOM, KOTOPbIA OHOPMAAETCA MO pe3ynsTaTtaMm NpoeKTUPOBaHUS
cooTBeTcTByloLen cuctembl ¢ KB 1 cogepxuT onucaHue npodenaHHoi paboTel no obecnevyeHuno 3aWwuThl
(bezonacHocT MHdOpMaLKMK) AHHOW CUCTEMBI.

8.3 CneundukaLunw pekoMeHOyeTCs BKITYATE B KOMMMEKT AOKYMEHTOB AN OLLEHKW COOTBETCTBUS CU-
ctembl ¢ KMB TpeboBaHusiMm no 3aliute MHGOPMAaLMKA M UCMOMNb30BaTh AnA (POPMUPOBaHUA NporpaMmbl U
MEeTOoOMK NPOBEAEHUs Takown oLeHKW. MNpu 3ToM pa3paboTymk CUCTEMbI M MPOYMEe 3aUHTEPECOBaHHbLIE CTOPOHBI
BrpaBe He paspabaTbiBaTh cneuntuKkaunio B BUAE OTAENBHOMO AOKYMEHTa CBEPX NePeYHsA JOKYMEeHTUPOBaH-
HbIX pe3ynsTaToB, HEOOXOAMMbIX AMSt OLeHKM COOTBETCTBMA CUCTEeMbI, @ MCMOMb30BaTb CBOW NepeyeHb LOKy-
MEHTUPYEMBIX Pe3ynsTaToR, NPW YCNOBUK, YTO TAKOBOW AEMOHCTPUPYET NOMHOTY pacCMOTPEHUs peanunaauum
KOHCTPYKTUBHBbIX NoAxodoB K obecneveHuo Vb.

8.4 B cneuundurkauuio LenecoobpazHo BKMHOYATL pa3fdens! CleayrLero ConepxaHmsa (HO He orpaHuym-
BaTbCHA UMU):

- obwwme nonoxeHus: kpatkoe onucaHme CKNB (ee uenesoe HasHa4YeHMe, OCHOBHbIE (DYHKLWK, CNOMb-
3yemble TEXHOMOMMU U T. A4.), NPUMEHSAEMbIX MOAXOA0B K 0DecrneqYeHnto KOHCTPYKTMBHOW Be3onacHocTh, 060o-
CHOBaHWe UX BeIBOpa, NepeYeHb UCMOoMb30BaHHbIX NPY MPOEKTUPOBaHUW CUCTEMbI HOPMaTUBHBIX JOKYMEHTOB
W cTaHgapTos B 0bracTtu 6e3onacHocTy UHOPMaLWK;

- TpeboBaHWA NO 3aLMTe UHpopmaLumn, NpeabaBnNAeMble K cucTeMe, ¢ ykazaHuem LIb u MB.
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MpumeyvyaHne — BrknoveHne TpeboeaHuii no 3M, npegbaBnaemMbIX K cucteme, ¢ ykasaHumem LB u MNb peko-
mMeHayeTcs Ana obecneyeHns 1 4eMOHCTPaLUUy NPOCNEXMBAaEMOCTM 3TUX TpeboBaHWi 0o AeTann3upOBaHHOMO ONUCaHNSA
Mep Mo UX peann3auuu;

- JeTanuanMpoBaHHOe onucaHue Mep Mo peanusauun Kaxaoro TpeboBaHWMA Mo 3awuTe MHdopMauuu,
KOTOpble OblNM NPOBEAEHL! B XOOe NPOEKTMPOBAHWS COOTBETCTBYIOLLEN CUCTEMBI C YKA3aHUEM ee KOHCTPYK-
TUBHbIX KOMMNOHEHTOB (311eMeHTOB), 0COBEHHOCTEN UX apXUTEKTYPbl (KOHCTPYKLMUK), NO3BOMSOLWMX caenatb
BbIBOJ O TOM, 4YTO BbINOMHEHWE AaHHoro TpeboBaHWs NpeayCMOTPEHO KOHCTPYKLUMEN CUCTEMBI;

- NnepeyeHb 3MEeMeHTOB CUCTEMbI U CBSI3E MeXay HUMK ¢ 0BOCHOBaHNEM KOPPEKTHOCTW NPOBEAEHHON
OEKOMIMO3ULLUK cUcTeMbl OTHOcKUTenbHO ee LB v INb;

- 0bobueHne NpodenaHHLIX paboT No peanu3auumn KOHCTPYKTUBHBLIX MOAX0A0B K obecneveHuto VB npu
NPOEKTUPOBAHUN CUCTEMbI (BLIBOABI).

[Mpu oTcyTCcTBUKM cneuMduruKaLm NnepevymcrieHHyo Bbille HopMaL Mo pekoMeHayeTcs BKNoYaTh B Apy-
rme gokymeHTbl Ha CKMB.

9 MprMmeHeHMe WabNOHOB NPOEKTUPOBaHUA U pa3paboTKu Npu co3gaHumn
CUCTEM C KOHCTPYKTUBHOU UHpOPMaLMOHHOWN 6e30MacHOCTbLIO

9.1 HasHa4yeHue WabnoHOB NPOEKTUPOBAHUA CUCTEM C KOHCTPYKTUBHOW MH(OpPMaLMOHHON
fe3zonacHoOCTbLIO

9.1.1 WaénoH npoekTnpoBaHus 1 pa3paboTkm — 3TO MHOTOKpaTHO UCMONb3yemMas CXema peLueHus Tu-
NOBOI 3afa4n NPOEKTMPOBAHNSA M pa3paboTKK NPOrpaMMHOro W/MnNu annapartHoro obecneyeHnsa CUCTEMbI, ee
3M1EMEHTOB U CUCTEMbI B LIENIOM, NMPUMeHsiemMast B 0OLLMX UM OrpaHUYeHHbIX YCNOBUAX.

9.1.2 WabnoHbl NpOEKTMPOBAHWS peLlatT TUMOBLIE 3adayvu pa3paboTKu CUCTEM, B YacTHOCTM pa3pa-
©oTKkK NporpaMmHoro obecneyveHus, TakMe Kak orpaHuyeHns Npon3BoauTENBHOCTH KOMNbOTEPHOro obopyno-
BaHuWsA, obecneyeHne BLICOKOW OOCTYNHOCTU, MUHMMMW3ALUUA onpeaeneHHbIX PUCKOB, BhIMOMHEHWE 3a4aHHbIX
UBb.

9.1.3 LLUabnoHbl NpoeKTUpoBaHMUsa MOryT MPUMEHSITbCS Kak Ha YPOBHE CUCTEMbl B LIeNTOM, TaK 1 Ha YpOoB-
He ee oTAeNbHbIX KOMMOHEHTOB.

9.1.4 HekoTtopble WabnoHbl NPOEKTUPOBaHWSA WM pa3paboTkM MoryT ObiTb peanu3oBaHbl Kak Ha npo-
rpaMMHOM, TaK U Ha annapaTtHOM YPOBHE.

9.1.5 MNMpumeHeHne WabnoHoOB NpoekTUpoBaHua B obnactu cosgaHua CKNB HanpaBneHo:

- Ha MMHMMK3aUuuio KogoBowr Basbl, peanuaytollen NonuTHkM BesonacHoCTK;

- ynpouweHne (CHWXeHWEe CIOKHOCTK) ODLLEN apXMTEKTYpPbl CUCTEMbI M BHYTPEHHE CTPYKTYPhl ee OT-
AernbHblX 3MeMEHTOB, B 0CODEHHOCTY peanuayloLWwx NonuTMku 6esonacHocTy;

- MCMOonb30BaHWe NonuTUK BesonacHOCTM ¢ 4oKaszaHHLIMW CBOWMCTBAMWM Ha OCHOBe Mogenei besonac-
HOCTU;

- MOBTOPHOE MCMONMb30BaHWe KogoBoW Basbl, peanuayloLlen NonnTrky BesonacHoCTy;

- MUHMMW3ALUI0 KONMUYECTBA (DYHKLWOHAINbHbBIX CBA3EW MeXay 3NeMeHTaMy CUCTEMbI;

- MWHMMM3AUUIO MOTOKOB AaHHbLIX, NepefaBaeMblX MeXay arieMeHTaMn cucTeMbl.

9.1.6 BoinonHeHMe MeponpuaATU, NepedncnenHblix B 9.1.5, NoMoXeT B obecnevyeHuu:

- YCTOMYMBOCTM (PYHKLUMOHMPOBAHUSA CUCTEMbI B YCITOBUSAX BO3OENCTBUSA BPEAOHOCHLIX MporpamMm, ocy-
wecteneHuss HCI v skcnnyaTaumm ysi3BUMOCTEW;

- CHWXEHWS MOBEPXHOCTW aTakW, onpenensemMoil Kak COBOKYMHOCTb UHTEPMENCOB U peanunaytowmx nx
3NEeMEeHTOB CUCTEMbI, NOCPEACTBOM HENOCPEACTBEHHOIO UMW KOCBEHHOIO MCNOMNb30BaHUA KOTOPLIX MOTYT pe-
anu3oBbIBaTHCS Yrpo3bl GesocnacHOMY yHKLMOHMPOBaAHUIO CUCTEMEI.

MpumeyaHune —NOBEPXHOCTL aTaku MOXET BbITh ONUCaHa Kak MHOXeCTBO noanporpamm (hyHKUMA, Moaynei)
nporpaMmMHoro obecneyeHua, obpadaTtsiBaloLlLuX AaHHbIE U3 UHTEPMECOR, HANPSAMYIO UMW KOCBEHHO NOOBEPXKEHHbIX Mo-
TeHuuManbHoMy pucky atakn. OHa xapaktepuayeTtca Habopom nHTepdencos/cnyx6, kKoTopble MOryT BbiTe MCNOMNb30BaHbI
HeQoOBEpPEHHbIMW W MOTEHUMANbHO onacHbiMW cybbexktamu ans 3anycka ataku. CeegeHve K MMHMMYMY 3Toro Habopa
BaXKHO 118 CHUXKEHWA BEPOSATHOCTM YCMELLHOMO 3anycka ataku. [ToBepXHOCTL aTaku HanpsaMylo BIMAET Ha 3aLUMLLEHHOCTb
CUCTEMBI, TaK Kak Npyu HanM4ynuM OCTATOMHOW KOMMETEHLMKU Y HAPYLUMTENS MO3BONAET NPOM3BECTU YCMNELHYHO aTaky Ha
cucTemy.
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9.2 MpUHUKUNbI CO30aHNA U ONUCaHUA WaGNoHOB NPOEKTUPOBaHUA CUCTEM
C KOHCTPYKTMBHOM MH(pOPMaLMOHHOW 6e30NacHoCTLI0

9.2.1 WabnoHbl npoektupoBaHa CKNB pekomeHayeTcs co3naBaTh Ha OCHOBE 061X NPUHLMMNOB Npo-
eKTMpoBaHusa 1 pazpaboTkn anemeHToB CKNB 1 cucTembl B LienoMm, ykasaHHbix B 6.1, n TpeboBaHmin 6esonac-
HOCTH, NPedbsABAEMbIX K MHPOPMAaLNOHHBIM cMCTEMaM (CETAM), B OTHOLLEHWM KOTOPbIX 3aKOHO4ATENbCTBOM
WKW 3aKas4ymMKoM ycTaHoBneHbl TpeboeaHua no 3.

9.2.2 [Ina wabnoHa npoektupoBaHusa CKWB pekomeHayeTca ykasaTk crnegytoline 6azoBbie atpubyThi:

- HaMmMeHoBaHue WabnoHa;

- HasHa4deHue WwabnoHa;

- Tunosble LB, gocturaemble npy MCNonb30BaHWKM AaHHOMO WabnoHa;

- npeanonoxeHus 0e3onacHoCTy;

- OonucaHWe peLueHus;

- TpeboBaHWA K TEXHONOTrMK pa3paboTkM aNeMeHTOB CUCTEMbI;

- OrpaHUYeHWs Ha NpuMeHeHue WabnoHa;

- gonyctuMble Moaudukalmy wabnoHa.

9.2.3 HanmeHoBaHve WwabnoHa JOMKHO XapakTepyU3oBaTk COCTBETCTRYIOLLYO NpobneMy npoekTupoBa-
Husa CKWB (koppenupoBatk ¢ Hel).

9.2.4 HasHaveHue wabnoHa npeactaenser cobon KpaTKylo XapakTepucTuky WwabnoHa, a TakKe onuca-
HWe Toro, KOoraa pekoMeHayeTCa NPUMEeHATh WabnoH 1 NnepedeHb YCIOBUIA ero NMpUMeHeHMWS.

9.2.5 Tunoeble LB BrkntovaloT xapakTepUCTUKY KPpUTEPUEB, BbINOMHEHWE KOTOPbIX AOCTUraeTcs B cUCTE-
Me, NOCTPOEHHOW C KOPPEKTHLIM NpUMeHeHueM npennaraemMoro wabnoHa.

Mpumep — KoHghudeHyuansHocmMb OaHHLIX NPpU Ux nepedadye e cemsx o6ujez0 NonbL308aHuUs], ycmoliyu-
eocmb 35ieMeHma cucmeMbl K KuGepamakam U m. .

9.2.6 b BkNHOYAKT ONMCAHWE YCNOBWUA, HEODXOOWUMBIX AN TOro, YToDbI WabnoH Mor BbITe NPUMEHEH.
OnuMoHanbHO yKasblBaKTCA NPEANoNoXeHUs M YCNOBUS, NPW BbIMONMHEHUW KOTOPLIX LWABnoH He MOXeT BbiTb
MPUMEHEH.

9.2.7 OnucaHue peleHns, NpeanaraemMoro WwabnoHoM, JOMKHO BKMKYaTh NepedeHb 3NeMeHTOB CUCTe-
Mbl, peanuaytollein WabnoH, B3aMMOCBaA3eid Mexay HUMKU (abcTpakTHOe onucaHue 3afjadun apxXMTeKTYpPHOro
NPOEKTUPOBAHUA U TOrO, KaKk OHa MOXET DbiTb pelleHa C MOMOLb HeKOToporo o6oBLWeHHOro coYeTaHus
3MEMEHTOB).

9.2.8 TpeboBaHWA K TEXHONOTMKN pa3paboTKn 3MIEMEHTOB CUCTEMbI OMUCLIBAKOT YCNOBUSA U OrpaHUYeHUs
Ha TexHW4eckyw peanusauno anemeHToB CKWB, BbinonHeHue KoTopbix Heobxogumo, 4Tobbl wabnoH mor
BbITb MPUMEHEH.

9.2.9 OrpaHu4eHWs1 Ha NpUMeHeHWe WabnoHa ONUCHLIBAKT OrpaHUYEHUA BHELLHER cpefbl, YCIOBUA U
KOHTEKCTA NPUMEHEHUs1 CUCTEMbI, NMPW HaNUYMK KOTOPbIX WabrnoH He MoXeT ObliTe NPUMEHEH UMW OOMMKEeH
BbITb MOONULMPOBAH.

9.2.10 Jonyctumble Mogudukaumnm wabnoHa onucbiBaloT BapuMaHTbl peanvsauun wabnoHa (nepeyeHb
BapWaHTOB MOXKET OblTb HEMCHEPMbIBAKOLLUM).

9.2.11 OnucaHue WabnoHa MOXeT BKNIOYaTb NOACHAKLLNE NpUMepbl MCNoNb30BaHWA WwabnoHa.

9.2.12 HekoTtopble WabnoHbl MOryT OCHOBLIBATLCA Ha ApYrux LWabnoHax NpoeKTMPOBaHUS, KOHKPEeTM3u-
pys ux LB n IMB, yTouHsAs cocTae M HazHa4YeHWe 3NeMEeHTOR CUCTEMbI, TpeBOoBaHUA K TEXHOMOrMM paspaboTku
M OrpaHu4eHus.

9.2.13 MNMepe4eHb WabnoHoB NPOEKTUPOBAHWA, UCNONL30BaHHbIX Ans co3gaHus CKUB, pekomerayeTcs
npueecTn B gokymeHTaumm Ha CKMB (cneundunkaunn), npu 3Tom onncaHue WwabnoHoB MOXeT BbiTh BbIHECEHO
B OTAENbHbIN JOKYMEHT.

9.2.14 MNepe4yeHb NpUMepoB WabnoHOB NPoeKTUPOoBaHMSA U pa3paboTkn npu cosgaHun CKMB npueeneH
B NpUnoxeHuu A. 3TOT NnepeyeHb He ABMNAETCS UCYEPNbIBAOLUM M MOXET SIBNATLCSA OCHOBOM Ana hopMupo-
BaHWS OPYrux WabrnoHoB NPoeKTUPOBaHUA 1 pa3paboTku.
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MpunoxeHune A
(pekomeHgyemoe)

MpuMepbl TUNOBLIX WAaGMOHOB NPOEKTUPOBaHUA
nporpaMmmHoro o6ecnevyeHus, obnagarLwero cBOMCTBaMu1
KOHCTPYKTUBHOWN MH(hopMaLMoHHOW BeszonacHocTH

A.1 lUabnoH «MoHuTOp»

A.1.1 HasHayeHue wabnoHa
LLlabnoH, npegHa3zHavYeHHbIA 4Ns oOpraHn3aunn MOHUTOPKHIa CODLITUIA B CUCTEME, MOXET BbITb MCMONb30BaH CaMo-
CTOATENLHO ANS CO30aHUs MNAacCUBHOMO MEXaHW3Ma OTCINEXMBAHWUS MOTOKOB AaHHLIX, MOTOKOB YNpPaBneHust U BbIMOMHse-

MbIX B CUCTEME onepauwﬁ, nnn B COCTaBe akTMBHOIN0 MexaHmima npmMmeHeHna npasun 1 nonuTuk 6e30nacHOCTU K 3TUM
NnoToOKaM U onepaunam.

A.1.2 Tunosbie UB

Tunoesle LIB npu npumeHeHnn WwWabnoHa BKNOYaoT:

- MOHWTOPWHT U perncTpauuio cobbITMA B CUCTEME, BaXkHbIX ANs De3onacHocTu;

- OTCNEXWBaAHWE Mepenayun OaHHbIX B CUCTEME W aHanuW3 OaHHbLIX HA COOTBETCTBME MOMWTUMKE BeaonacHocTW Mo
0BMeHy AaHHBIMW B CUCTEME U MEXOY CMCTEMON N BHELUHUM OKPYKEHMUEM;

- OTCNEXMBAHME CUCTEMHBIX BbI3OBOB, Nepefaqy ynpaeneHvs U yrpaensioLlwmx 3anpocoB B CUCTEME.

A.1.3 MpeagnonoxeHna 6e3onacHOCTH

MB BrovatoT:

- yYuTbIBAEMOCTb AaHHbIX/coBbiTuiA (accountability);

- M3BECTHbI/ W NMpo3payHbiid hopMaT JaHHbLIX M NPOTOKON oBMeHa gaHHbIMU.

MpennonoXeHus 1 yCroBums, NPU KOTOPLIX LWABnoH He MOXET BbITb MPUMEHEH:

- OaHHble, KOTopble TPebyeTca oTCNeXMBaTEL NPY NOMOLLM MOHWTOPA, NOABEPraTCcA LWUPOBAHUID, U HET BO3MOMX-
HOCTUW paclundpoBaTh UX Ha YPOBHE MOHWTOPA (MOOyNA aHanuza MoHUTopa).

A.1.4 OnucaHue pelieHUA

OneMeHThl CMCTEMbI, peanuaytoLwen WabnoH:

- Mogynb cbopa gaHHbIX (OaTymK);

- MOogynb aHanusa (geTekTop);

- MOZymnb peakumu;

- Dasa gaHHbIx/Dasa 3HaHWIA, Ucnonb3yemas 1 NonosiHAeMas anropuTMamMu aHanuaa, KoTopble peanuayroTca ae-
TEKTOPOM.

BaaumogencTBre 3neMeHTOB MOHUTOPAa NpeacTaBneHo Ha pyucyHke A.1.1.

Ba3za paHHbIX/
6a3a aHaHWiA
aHanusa

Mogynb aHanusa 4 Moaoyne peakumu

Mogyne cbopa
OaHHbIX

PucyHok A.1.1 — LabnoH «MoHuTOp»

LLlabnoH NCnonb3yeTcA CaMOCTOATENBHO nnbo Kak ocHoea angd APYTrnx WwabnoHoB, B TOM YUCre U3 Yucrna nepe-
YUCNEHHbIX B HacToALWeM CTaHOapTe. OH Tarke MOXET BXOOWTb B COCTaB 3/IEMEHTOB CUCTEM, NOCTPOEHHbLIX Ha OCHOBE
Opyrmx WwabnoHoB, He onpeaenss nNpu aToM MX OCHOBHLIE CBOWCTEA.
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A.1.5 TpeGoBaHUA K TEXHONOrMKU pa3pabdoTKM 3NeMEHTOB CUCTEMbI

- TexHonorua cbopa AaHHbIX, peanu3oBaHHas mMoayrnem cbopa AaHHbIX, O0MKHA UCKNoYaTh BMELUATenbcTBO B
npouecckl paboTel CUCTEMBI, OHA A0MKHA ObITb peanyM3oBaHa Npo3paydHbIM Ans 3TUX npoueccoB obpa3som, Tak, YTobbl
MWHUMW3UPOBATL BIIUSHUE HA BPEMEHHLIE XapaKTepUCTMKK paboTkl cUCTEMEI, MOKa3aTenn ee NpoOU3BOAUTENBHOCTY, Ha-
OEXHOCTK M BesonacHoCTw;

- MOZynb aHanuaa, B 3aBUCUMOCTM OT NoTpebHOCTEn MOHUTOPWHIE, MOXET peanv3oBaTb aHanva B PeXnMe Bpeme-
HW BbIMOMHEHWUSA UMW OTMNOXEHHBIA aHaNU3 Ha OCHOBE AaHHbIX, MOCTYMAKLLMX OT OAaTYMKE,;

- anropuTMbl aHanuaa AormkHbLlI MUMHUMW3MPOBATL KONMMYECTBO OLWMDOK NeEpPBOro pofa 1 NOXHbIX cpabaTbiBaHWiA, HO
MOPOroBbIE 3HAYEHWA W MOKA3aTeny NpoM3BoAUTENBHOCTU aHanuaa ycTaHaBNUBaKTCA MHAWBUAYaNbHO B 3aBUCUMOCTY OT
notpeGHoCTEl U HA3HAYEHWS MOHUTOPUHTA.

A.1.6 OrpaHn4yeHMUA Ha NnpuUMeHeHWe WwabnoHa

[MpumeHeHue WwabnoHa MOXeT BbITe OrpaHUYEHO B CUCTEMAX C TPEDOBAHUAMM K BLINOMHEHWKO B peanbHOM BpeEME-
HW, a TaKKe B CUCTEMAaX C NOBbIWEHHbIMY TpeBOBaHMAMM K (DYHKLIMOHANbLHOW 6e30NacHOCT U HAAEXHOCTHU B TEX CryYasix,
Korga gatyuk peanuayeT TEXHOMOMMI0 NMepexeaTta NoTOKOB AaHHbIX W/MMKM NOTOKOB YNpPaBMneHWs ¢ NOCNeayollen peTpaH-
CMAUMEN STUX MOTOKOB, YTO NOTEHLMANBHO MOXKET NOBMUSATL HA BbIMONMHEHUE YNOMAHYTLIX TpeBoBaHWiA.

A.1.7 Jonyctumble mogudukauumn wabnoHa

[onycTmo ncnonb3oBaTe HE OOWH, 8 HECKOMNbKO AaT4YMKOB UMW CUCTEMY MOaynel cbopa AaHHbIX, NOCTaBMALWNX
AaHHble B MOAdYyNb aHanuaa (CM. pucyHok A.1.2).

Baza paHHbIx/
Gasa sHaHWiA
aHanuaa

Mogynke aHanusa 2 Moaynk peakuun

Z 5

Mogpynb cBopa Mogynb cGopa
AAaHHbIX 1 OAHHbIX N

Mopyne cGopa
AaHHbIX 2

PucyHok A.1.2 — Mogudmkauus wabnoHa «MoHUTOp»,
BKITKOYAIOLLAsA HECKOMNBKO Moayren cbopa aaHHbIX

[onycTMo vcnonb3oBaTe HECKOMNBKO MOAynei aHanuaa, peanvayownx O4HU U TE Ke anropuTMbl, Ans onTuMuaa-
umMm 1 HanaHCcMpoBaHWA Harpy3kn Ha Modyrnb aHanuaa (CM. pucyHok A.1.3).
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-

]

Moayni aHanuaa 1 :> Mogynk peakuuu

aHanuaa

74N 7S

Basa paHHbIxX/ <: >
Ga3a sHaHWi Mogyrnb aHanusa 2

Moaynbs aHanusa n

74N

Moaynk (Mogynu) cGopa AaHHBIX

PucyHok A.1.3 — Moandwukaumsa wabnoHa «MoHuTop»,

BKINMKO4YawLWaAa HeCKOIMbKO MOﬂ'yJ'IE.‘I;"I aHanumasa gna ontmMusadn 1 ﬁaﬂaHCMpOBaHMH Harpy3ku

JonycTvMo ncnonb30BaTh HECKONBKO MOAYMEeW aHanuaa, peanuayrLnx HECKOMBKO pa3nvyHblX anropyTMOB aHanu-
3a, 4nsa nony4veHus Bonee NonHbIX pes3ynstaToB aHanuaa (cM. pucyHok A.1.4).

Baza naHHed
Ga3a aHaHWA
aHanuaa 1

Basa faHHLIX/
G838 3HAHWA
aHanuaa 2

Moayne aHanuza 1 £l>

Mopyns peaaium

ZAN 4

. Mogynb aHanusa 2

bBasa faHHu/
Gaza sHaHwWi
aHanusa h

/
Moayns aHanusa n
Mogynb {Moaynu) cGopa faHHbIX

PucyHok A.1.4 — Moagudukauma wabnona «MoHUTOpP», BKNOYaOLWAA HECKONBEKO MoAynen aHannaa

Ansa nonyveHua Bonee NomnHbIX pe3ynbraTtoB aHanmia

JonycTuMo opraHn3oBbIBaTL MOAYMW aHanuaa B uepapxuio, HYbKHWE YPOBHUW KOTOPOW CNyaT Aartyukamu Ans Bepx-
HWUX, 4N nonyyvyeHns Bornee TOYHbIX pe3ynsTaToB aHanunsa (CM. pucyHok A.1.5).
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g
N

Basa paHHe
Baaa aHaHwil
aHanusa

i P

T
N—

Baza gaHHBIX!
Ga3a aHaHWA
NpenBapuTensHOM

npegBapuTensHOrD
aHanw3a

<—
SN

Moayne
cBopa gaHHLIX

Mogyre aHanusa :> Moayne peakummn

Pucyrok A.1.5 — Moagudumkauua wabnona «MoHUTOp» C uepapxuei Moaynen aHanuaa

JonycTMo MCNonb3oBaTe HE OAMH, a8 HECKOMBKO Mogynei peakummn, peanuayolei CBA3b ¢ BHELWHUMK CUCTEMaMMK
Yyepes 0dHW 1 Te e UMW pasnu4yHble TUMbl KaHanoB cBA3W (CM. pucyHok A.1.6).

Basa paHHbIX
Gasa sHaHWi
asanuaa

Mogynb pearm 1

4N

Be BHeWHMA kaHan 1 >

Moaynk aHanusa b

Mogynk peaklid 2

Bo BHeLUHWIA kaHan 2 >

N7

Moayne peakuuu 3

Mapayns cBopa
LaHHBIX

Bo BHeLWHKIA KaHan 3 >

PucyHok A.1.6 — Moaudmkauusa wabnoHa «MoHuTop», peanuayowan ceasb
C BHELUHUMU CUCTEMAMK Yepes paznuyHble MOAYNK peakumm

LonycTMo peanu3oBbiBaTe 06paTHYH CBA3b OT BHELUHWUX CUCTEM, MOAKMIOYEHHBIX Yepe3 MoAyMNb peakuwu, Ans
nepekoHUIrypupoBaHus MOHWUTOPA C Lienbio oGecnevyeHuns ero ycToiumeoi paboTel, a Takke AN KOPPEKTUPOBKM napa-
MeTpoB cbopa AaHHbIX 1 MOACTPOMKM anropuTMoB aHanuaa. [Ana ynpaeneHus U KoHUrypupoBaHua MoAyrnsiMu LabnoHa
BBOAUTCA JOMOMHUTENbHBIA OTAEMNBHBLIA MOAYNb — areHT YNpaBneHns M KOHUIypauum, OeACTBYOLWMWA BHYTPK LLIABNoHa

(cMm. pucyHok A.1.7).
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Moy avarss "] Mogym poaxun >
B Moayrb yNpaBnsHWA W koHbUrypaumi
KoHmrypauua Kondmrypauns
aHanuza peaKLl

Mogyn (Moymm)
cfiopa BaHHBX

BHewHui Mogyne
YTIpARNEHNA W
KOH(hurypaLum

AreHT ynpasneHus
M Ko ¢ JHES

< B areHT yNpaRnaHuA 1 KoHdMrypaLmu

Kohdmrypauma
cBopa faHHbX

PucyHok A.1.7 — Moaundmkaums wabnoHa «MoHUTop» ¢ 0BpaTHOW CBA3bLI0
OT BHELUHER CUCTEMBI NS YNPaBNeHusa U KOHDUryprpoBaHusa Mogynamu wabnoHa

HonycTUMocTbe MoAMdUKALMIA, He BXOOALWMX B YKa3aHHbIA nepeveHb, AoMmKHa ObiTb 060CHOBaHA NpW MPOEKTUPO-
BaHWN apXUTEKTYpbl U DOPMUPOBaHUM TpeboBaHWA, NPeabABNAEeMbIX K CUCTEME Ha OCHOBEe Lenei M npeanonoXeHui
6e30nacHOCTU AnA 3TOW CUCTEMbI.

A.2 llabnoH «PazgensHoe NpUHATUE U NPUMEHEeHWe pelleHMn o 6e3onacHocTU»

A.2.1 HazHaveHue WwabnoHa

LLlabnoH «PasgencHoe NpuHATHE M NPUMEHeHWe pelleHuiA o Be3onacHOCTU» MpefHasHaveH ANs peanu3auny ak-
TUBHOIO MEXaHW3Ma KOHTPONs AOCTyna WM hunesTpauuy NoTOKOB AaHHBLIX/MOTOKOB YrNpaBleHns Ha OCHOBE 3aAaHHbIX npa-
BUN 1 nonutuk 6esonacHoctu. lWabnoH npepnonaraeT pazgeneHve MexXaHM3MoB NPUHATAA PeLUeHUs O BO3MOXHOCTM [0~
CTyna Wi paspeLLeHm NoToka 1 NPUMEHEHUI 3TOMO PELLEHKS K MOTOKaM AaHHbIX, MOTOKaM ynpaeneHWs 1 BeINONHAEMbIM
B CUCTeMe onepauusM. OTO B KOHEYHOM CHETe MO3BONSET YNy4lnTb MMBKOCTE paboTel MexaHnaMa KOHTpons gocTyna u/
nnn hunsTpaumMyM NOTOKOB AaHHbLIX/NMOTOKOB YNpaBneHns B CMCTEME WM ONTUMU3WPOBaTh AOKA3aTEMLCTBO KOPPEKTHOCTU
ero paboTbl.

A.2.2 Tunossbie LB

Tunoesle LUb npu npumeHeHnn wabnoHa BKNYaKT:

- obecneveHvne KoHMUAEHLMANBHOCTY W/MAW LENOCTHOCTW AAHHbBIX UMW aKTUBOB NyTEM peanu3auuy KOHTponsa fo-
CTyna K 3TUM JaHHbIM W aKTMBaM;

- obecneveHne KOHTPOMSA BLINOMHEHUS onepaunii B CUCTEME B COOTBETCTBUM C 3a4aHHbIMW NMpaBunamMu 1 nonutu-
kamu GesonacHocTu;

- obecnevyeHne KOHTpona U hUnNETPaLMK COOBLLEHWIA (TAKMX, KaK NaKeTbl AaHHbIX, KOMaHAbl YNPaBMneHus, cucTem-
Hble BbI30BbLI, CNy}ebHble curHarnb! NPOTOKONOB B3aMMOAENCTBMA), NepefaBaeMblX Mexay cybbektamu B cucteme (cybb-
eKTamy MoryT BbiTe npouecckl B OC, BblMUCNINTENBHBIE CUCTEMbI B KOMMBIOTEPHO CeTW, BUPTYyalbHble MallKHbl B cpefe
BUPTyanu3auum 1 np.), B COOTBETCTBUM C 3a4aHHLIMU NpaBunaMu 1 nonutukamu GesonacHocTy.

A.2.3 MNpeanonoxeHusi 6ezonacHocTH

MB BrkntovyatoT:

- W3BECTHBIA W NPO3payHbId (hopMaT AaHHbIX M MPOTOKOM AOCTYNa K AaHHBIM UMW aKTWBaM (BbINONHEHWs onepauvi
B cucteme, obmeHa coobLleHnaMuK);

- OTCYTCTBMWE CKPbITbIX KaHanoe nepedadv AaHHbLIX/CKPLITEIX KaHanoB ynpaBneHus, MCNonb30BaHue KOTOpbIX Mo-
3BoNseT 00XoQUTE MexXaHW3M KOHTPOIA, peanusyeMblii WabnoHoM « MOHWTOP 6e30MacHOCTUY.

MpeanonoxeHue (ycnoBue), NpU KOTOPOM WAaBnoH He MOXET BbITe MPUMEHEH: AaHHBIE U Onepaunm, KoTopble Tpe-
OyeTcs OTCNEeXMBaTbk U KOHTPONMPOBAaTL MPW NOoMOLM WabnoHa, NogeepranTcs WUPOBAHWIO, MU HET BO3MOXHOCTW pac-
wKrdpoBaTh MX Ha YPOBHE MOAYMA aHanvaa v NPUHATUS PeLUeHiA.

A.2.4 OnucaHue pelleHUsa

OneMeHTbl CUCTEMBI, peanunayroLlen WabnoH:

- MOogynb aHanusa U NpuHATUA pelueHuid (decision point);

- Moagynb npyMeHeHua pelwenus (enforcement point);

- npasBuna v NoNUTUKA NMPUHATUA PeLLeHWiA;

- (onuwoHanbHo) 6a3a gaHHbIX/6a3a 3HaHWA, UCMOMb3yeMas M MononHAeMan anropuTMaMmm MNPUHATUS PeLUeHWA,
KOTOpble peanuayloTcsl Moayrnem aHanvaa v npuHAaTua peleHus (information point);

- (onMuMoHankLHO) MoAynb YNpaBlieHns NpaBuaMy U NOMMTUKaMK, B COOTBETCTBMU C KOTOPLIMU MPUHUMAETCH pe-
LWeHWe O pa3pelueHun unu BNokMpoBKe NOTOKAa AaHHLIX UMW NOToKa ynpaeneHus (onepauun) (authorization point).

BaaumopgeicTBre aneMeHTOB MOHUTOPA NpeacTaBneHo Ha pyucyHke A.2.1.

25

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 29/50
Crpanuua nokymeHTa - https://GostExpert.ru/gost/gost-72118-2025



https://gostexpert.ru?utm_source=pdf&utm_medium=70191
https://gostexpert.ru/gost/gost-72118-2025?utm_source=pdf&utm_medium=70191&utm_term=page

FOCT P 72118—2025

I L}
Snemerm 1 Bzaumodeiicmae/Jocmyn/Tlomok darruid/Tlomok yripaenedus SnemMeHm 2

Mopgynk npumeHeHus
pelleHWid

-]

3anpoc Bepau
! Bepaukr
||

MpaBuna 1 :> Mogyne aHanu3a u Basa aaHHbIx/
MONUTHKIA NPpUHATHA pEI.IJBHHﬁ Pasa sHaHWiH
MPUHATUA

NPUHATHA PELUSHUIA

poLUISHWA

Moaynk ynpaeneHua
npaBunamm u
NonnTHKaMH

MPUHATHA peLUeHWA

PucyHok A.2.1 — WabnoH «Pa3gensHoe NpUHATME U NMPUMEHEHWE peLueHniA 0 BezonacHOCTY

A.2.5 TpeboBaHUA K TEXHONOrMKU pa3paboTKM 3NeMeHTOB CUCTEMbI

Mopgyne aHanuaa u NpUHATKS peLUeHWiA JOMMKEH peann3oBaTk aHanua cobbITUn No hakTy UX perncTpaumm (runtime,
NMPOCMNEKTUBHLIA aHANN3) UMW OTNOXEHHBIW aHann3 Ha OCHOBE JOCTYNHOW MHCPOPMaLUK O BLINOMHEHWW JOCTYNA K AaHHbIM
1 aktueam, o6 obmeHe cooBLUEHUAMK, O BLIMOMHAEMbIX ONEpaUusix B CUCTEME.

Mogyrnb NpMMEHEHMS PELLEHMI JOMMKEH Peanu3oBaTh KOHLENUUMI0 MOHUTOpa 6e30nacHOCTM Nepeckinok, obecneyu-
Bas NOSHOE NEPEKPLITUE MOTOKOB KOHTPONMPYEMbIX OAHHLIX, KAHAMNOB BbINOMHEHUA Onepauui 1 cnocoboB BLINONHEHUSA
[0CTyna K AaHHbIM M akTueam. HesbinonHeHwe atoro TpeboBaHnsa NpUBOAMT K BOZHUKHOBEHMIO cnocoboB 06xoaa KoHTpo-
ng A0CTYNa K AaHHBLIM M KOHTPOMSA BLINONHEHWS onepaLuui.

TexHonornsa NpMMEHEHNA pelleHUiA, orpaHUYMBalOLLAsa OOCTYN, Nepefadvy KoMaHa ynpaeneHUsa AN BbINONHEHWS
onepauuii 1 nepegady AaHHblX, JomkHa ObITh peann3oBaHa npo3padHeiM Ans 3TUX NpoueccoB o6pa3oM Tak, 4Tobbl Mu-
HUMW3MPOBATL BNUAHME HA BPEMEHHLIE XapaKTEPUCTUKM paboTkl CUCTEMbI, MOKA3aTENW €8 NPOU3BOOAUTENBHOCTM, HaOeX-
HOCTK K Be3sonacHoCTK.

A.2.6 OrpaHu4eHMA Ha NnpuMeHeHWe WwabnoHa

[MpumeHeHue wabnoHa MoXeT BeITe OrpaHUYEHO B cUcTeMax ¢ TpeboBaHMAMK K BLINOMHEHWIO B pearnbHOM BpemMe-
HU, a TakKe B CUCTEMAX C MOBLILEHHBIMW TpeboBaHUAMU K (pyHKLMOHaNBHOW De30nacHoCT 1 HAaAEKHOCTW BCNeACTBUE
HeobXoAMMOCTW NepexBaTa MOTOKOB AAHHBIX W/WMKW NOTOKOB YNpPaBneHUs W BO3MOXHOW BNOKUPOBKKU 3TUX NMOTOKOB, YTO
NMOTEHUMANBHO MOXET NOBAMATL HA BbINOMHEHWE YNOMAHYTHIX TpeboBaHWUN.

A.2.7 JonycTtumble mogudhukauumn wabnoHa

[onycTymo ncnonb3oBarth AN peanu3auny Mogyns NpUHATKA pelueHuid wabnoH « MoHWTop», B KOTOPOM:

- anropuTMbl aHanu3a npeaHasHaveHbl AnS BLIMUCIIEHWA BEPAMKTA O pazpelleHn Unuv 3anpeTe AoCTyna K AaHHbIM
VN1 aKTUBaM, pa3peLleHny UNn 3anperte BeINOMHEHWSA Onepauum Unv paspeLLleHi Unu 3anpeTe nepeaaqn AaHHbIX;

- MOZYNb peakuuK, KOTOPbIA NepeaaeT BbIYUCTIEHHbIM BEPAVKT MOAYNH NPUMEHEHWSA PELUEHUs UMW COBMaaaeT C
MOZyNemM NpUMeHeHWs pelleHns (CM. pUCcyHOK A.2.2).

[onycTmo Mcnonb3oBaTh MoaudMKaLum, onncaHHblie aAnsa wabdnoHa «MoHUTOp», NpK YCIOBWKW BLINOMHEHWA Tpe-
BoBaHWI K MOLYIIO MPUHATAS PELLEHWIA 1 YKA3aHHbIX BbILLE OrpaHWYeHIUIA ANs HacTodALLero wabnoHa.
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Snemenm 1 — Basumodeidcmeus/Qoemyn/Tlomox daHnsn/TIOMOK ynipaanesus  — Onemenm 2

Moaynb NpUMeHBHWUs peLLeHMI

¢SanpocI pp.mcra

|1
Bepoukr

Moaynb aHanusa :> Mogynb pearysm

Basa qaHHbIX!
Gaaa sHaHWIA
aHanuaa

Monyne (Moayni)
chopa AaHHbIX

PucyHok A.2.2 — Mogudmkauma wabnoHa «Pa3gensHoe NpuHATUE U NPUMEHEHME peLLEHWI
o BbezonacHocTu» Ha ocHoBe WabnoHa «MoHuTop»

HonyctmMocTe Mogudukauuii, He BXOOSLWMX B YKa3aHHbIA nepedeHs, AormkHa BbiTe 060CHOBaHa NpU NPOEKTUPO-
BaHWUM apXUTEKTYpbl U HOPMUPOBRaHMK TpeBoBaHWA, NpeabABNSEeMbIX K CUCTEME HA OCHOBE Lienei 1 npeanonoxeHuil
©6e30nacHOCTK ONs 3TOW CUCTEMbI.

A.3 lWabnoH «Mepapxua gosepusa»

A.3.1 HazHa4yeHue wabnoHa

LLlabnoH npegHa3sHayeH Ansi opraHWM3aUun Mepapxun 4oOBepust aNeMeHTOB B CMCTeMe TakuMm 0bpasomM, YTo goBepue
MHOXECTBY 3MTEMEHTOB Ha KayK4OoM YPOBHE MepapxuK, Kpome NnepBoro, OCHOBLIBAETCA Ha MOCMNenoBaTeNlbHOCTH JoKasa-
TEeNbCTB LUENOCTHOCTU M ayTEHTUMHOCTM 3NeMEHTOR NpeablayLLEro YPoBHS, a Takke cnocoBHOCTK anemMeHTa (anemMeHTOoB)
npedbioyLero ypoBHS 3aCBUAETENLCTBOBATL LIENOCTHOCTE U ayTEHTUYHOCTE 3NEMEHTOR CreyILLEro YPOBHS.

A.3.2 TunoBble LB

Tunoeble LU npu npumMmeHeHny wabnoHa BKNIoYaT:

- obecnevyeHre LeNOCTHOCTU NporpamMmmMHoOro obecneyeHnss CUCTEMB;

- obecnevyeHne ayTEHTUYHOCTM NPOrpaMMHOro 0becneyeHns CUCTEMbI;

- obecnevyeHue OOIMKHOMO NOBeAeHUs NporpaMMHoro obecneveHnsa CMCTEMbl B COOTBETCTBUM CO creurdunKkaumnsamMmm
3TOro NoBeaeHus.

A.3.3 NpeanonoxeHusi 6ezonacHocTH

B BKNtoYatoT:

- BO3MOXHOCTb obecneveHus OoBepus OgHOMY (KOPHEBOMY) areMeHTY OpraHW3alWMOHHBIMKM WUITM TEXHWYECKUMU
MeTo4aMK, peanuniaunsi KOTOpbIX NEXWUT BHe peanu3aunn wabnoHa n CUCTEMbI, B apXUTEKType KOTOPOW OH MpPMMEHEH.
Llenbto opraHnaaLyoHHbIX U TEXHUYECKMX Mep obecnedyeHus NeperuYHOro JOBEpUs MOXET bbiTe obecnevyeHne uanyeckon
6esonacHocTy, obecneyeHe CEKPETHOCTU HEKOTOPOW KIMKOYEBOW MHAOPpMaLUK U T. .

[MpeanonoxeHnsa 1 yCnoBmaA, NPy KOTOPbIX LWabnoH He MOXET BbiTe NMPUMEHEH:

- Head(PeKTMBHOCTL OPraHM3auMOHHLIX N TEXHNYECKMX METOA0B obecrnedyeHma JOBEPUA KOPHEBOMY aMEMEHTY Ue-
papxuu JOBEPUS.

n puMmedaHne — Mog HEBQJC‘DBKTMBHOCTI:PO OpraHn3auoHHbIX U TEXHUYECKKUX METOOOB obecneyeHusi Aoeepud
NOHKMMaeTCH dJEKTI/‘I‘-IECKaH KOMnpomeTauna nnnm oveBMgHasa BO3IMOXXKHOCTbE KOMNpPOMeTaunn I/lHCprMaLIMOHHOI?I bezonac-
HOCTW 3nemMeHTa (COFJ'laCHO CCprMyJ'IHpOBaHHbIM Aansa Hero uensam GESOHHCHOCTH), HECMOTPA Ha peann3auuio BCEX ITUX
MEeTOOO0B.

A.3.4 OnucaHwne peweHusn

3neMeHTbl CMCTEMbI, Peanuayowen WabnoH:

- KOpEeHb O0Bepusi, 3aNeMeHT, A0Bepue KOTopomy obecneynsaeTcs OpraHn3auMoOHHBIMKU UKW TEXHUYECKMMW MeToaa-
MW, peanunaauuns KOTOPbIX NEXUT BHE peannsauun WwabrnoHa v CUCTEMBI, B apXUTEKTYPE KOTOPOW OH NMPUMEHEH; JoBEpWE
[OOMKHO BbipaXaTbCs B ONpeaeneHHbIX XapakTepUCcTUKaxX ANeMeHTa;
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- ANEMEHT UM MHOXECTBO 3MeMEHTOB, JOBEpMe KOTOpbIM 0BecnevmBaeTcs Yepes 3aBUCUMOCTb MX IBHO BblpakeH-
HbIX XapakTepUCTUK LEeNOCTHOCTM UMMM ayTEHTUYHOCTH, OT XapakTepUcTUK KOpHA JOBEpWs;

- ANEeMeHT MMM MHOXECTBO 3MEMEHTORB, AOBEPUE KOTOpLIM obecneymBaeTca Yyepes 3aBUCUMOCTE MX SBHO Bbipa-
KEHHBIX XapaKTePUCTUK LIeNOCTHOCTU W/MMW ayTEeHTUYHOCTM, OT XapakTepuUCTUK aNeMeHTa (3NeMeHTOB) MpeablayLimnx
YPOBHEN.

BaanmopencTteme anemeHToB WwabnoHa «Vepapxva goBepua» NpeacTaBneHo Ha pyucyHke A.3.1.

KopeHb goBepus
[oBepeHHbIi anemeHT JoBepeHHbIi 3neMeHT [oBepeHHbIA anemMeHT
NapBOMG YPOBHA NepBOrg YRORHS NepBero YpPoRHA
5 JopspeHHBIR
HoBepeHHbIA doBepeHHBIA HoBepeHHbIA Sraviont
SMNBMBHT ANeMaHT ANSMEHT
PucyHok A.3.1 — WabnoH «Mepapxua gopepusi»
N punMmedYyaHne — XapaKTepVICTMI{VI aneMeHTa, KOTopble MOTyT 3aCBMOETeNnbCTBOBATE AOBEpUE K 3TOMY ane-

MeHTY, 00bI4HO NpeacTaBnAlT cobow KpunTorpaduyeckue NPUMUTUBEGI, TaKvMe Kak KOHTPOMbHAs CymMmMa Unu anekTpoHHas
nognuck. Kpome atoro, goBepue MoxeT obecneymBaTbcs rapaHTMAMM HEBO3MOXHOCTU BHECEHWNA HECaHKLMOHWPOBaHHbIX
M3MeHeHW B cocTtaB nporpammHoro obecneveHus ([10) aneMeHTOB, COCTABNAKLWMX YacTb MepapxvM oosepua. Takue
rapaHTu1 JOMKHbl OblTb 0BecneyeHbl B TOM YUCIEe apXUTEKTYPOIM CUCTEMbI U npoueccamn peanusaumn CKUB.

A.3.5 TpeboBaHUA K TEXHOMOrMU pazpaboTKU 3NeMeHTOB CUCTEMbI

TpeboeaHwa k TexHonorn pa3paboTky 3NEMEHTOB CUCTEMbI HE MPELBABMAKTCA.

A.3.6 OrpaHn4yeHnA Ha NpUMeHeHWe WwabnoHa

OrpaHuyeHns Ha NpMMeHeHWe WwabnoHa OTCYTCTBYIOT.

A.3.7 JonycTumble mogudukauumn wabnoHa

[onycTyMo npu NpUHATMM PeLLeHUst 0 JOBEPUM ANs OTAEMBHBIX ANEMEHTOB MepapXui LOBEPUSS OCHOBLIBATHLCS Tak-
)KE Ha JOMNOMHUTENBHBIX YCNOBUSAX, HE CBA3AHHBLIX UCKIMIOYUTENBHO C XapakTepUCTUKaMKY KOPHS OBEpUS.

[onycTmocTb npounx Mogudukauuin gomkHa 6biTe 06oCHOBaHa NPy NPOEKTUPOBAHUNA apXUTEKTYpbl U hopMupo-
BaHuKM TpeboBaHWiA, NPeabABNAEMbIX K CUCTEME Ha OCHOBE LIeNel U NpeanonoXeHnid 6e3onacHocT AN 3TOW CUCTEMBI.

A.4 Wla6bnoH «be3onacHasn 3arpyska»

A.4.1 HasnHa4eHne wabnoHa

LliabnoH npegHa3sHa4eH ANd opraHvM3aummy 3arpy3ki YCTPOMCTBA C UCMONMb30BaHUEM TOMBKO MporpaMmMHoro obecne-
YeHWs, KOTOPOMY JOBEPAET U3rOTOBUTENb annapaTHoi nnatopmbl (060pyLOBaHUA) CUCTEMBI.

A.4.2 Tunossle LB

Tunoeble LIB npy npumeHeHuy WwiabnoHa BKNKOYAOT:

- obecneyeHne LuenocTHocTM Ba3oBoro NporpaMMHoro obecnedYeHus;

- obecneyeHne ayTeHTUYHOCTU 6A30BOro NporpamMmmMHoOro obecneyeHus.

A.4.3 MNpepnonoxeHua 6e3o0nacHOCTH

MB BkniovaloT:

- [JoBepwue annapatHoi nnatgopmMe (060pyaoBaHMIO) CUCTEMBI B CMEICTE OTCYTCTBUS annapaTHbIX U MporpaMMHbIX
3aKknagok;

- COXpaHeHWe LENOCTHOCTM M ayTEHTUYHOCTU 3arpy341Ka NepBor CTaaum 3arpyski 1 KIi4YeBoW MHhopMaLumu, xpa-
HUMBIX B MaMATH TOMbLKO AN YTEHUS.

[MpennonoXeHns 1 yCroBMA, NP KOTOPbIX LWAaONOH HE MOXET ObITb MPUMEHEH:

- Hea(peKTUBHOCTL OpPraHM3aLUMOHHBLIX U TEXHUYECKUX METOAOB obecneveHns oBepus 060pyaOBaHMIO CUCTEMBI.

A.4.4 OnucaHmne pelleHun

LllabnoH peanuayeTcsa Ha ocHoBe WabnoHa «uepapxus gosepusa». [Npu 3ToM KopeHb AOBEpUsA NpeacTaBrseT co-
Do 3arpy3qmK NepBol CTagun 3arpy3akn 1 KpUntorpaduyecknin KMy (KMYvy Mnu ceptudmkaTthl, COAepKallue KIoYeByo
WHbopMaUmMIo), XpaHUMbIe Ha YPOBHE annapaTHoW NnaTtdopMbl U UCNONb3YeMbIe ANA NPOBEPKU LIENOCTHOCTH U ayTeHTUY-
HOCTW KaK BCTPOEHHOro NporpaMmMHoro obecneyeHus, Tak U Kn4eBoi MHChopMaUun, XpaHUMOW 3arpy34nMkoM crieayoLeit
cTaguu.
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Ha kaxxgom atane 3arpysku ornepalyMoHHOW CUCTEMbI, HAYMHAA OT MOMEHTA Mogayvu NMUTaHUS OO MOMHOW 3arpy3kn
W nepenayu ynpaeneHus nonb3oBaTento, 3arpy3qymk Ha TEKYLER cTaauy 3arpy3ky NpoBEpPSiET LEMNOCTHOCTb WM ayTeHTWY-
HOCTb MPOrpaMMHOrO Kofa, WCMonb3yeMoro Ha cneaylllei ctaguun, nytem npoeepku ero 3MN. Takum obpazom MoxeT
rapaHTUpPOBATLCS, YTO Ha KaKO0W CTaZMmn 3arpy3ku YCTpoUCTBa ByoeT NpoucXoauTh NPOBEPKa ayTEHTUYHOCTH U LIENOCT-
HOCTW NporpaMMHOro Koga. byayT 3arpyatbCsA TONbKO KOMMNOHEHTbI, NOANUCAHHbIE 3apaHee U3BECTHbIMU cepTudmkara-
MW, XpPaHALMMUCH B JOBEPEHHOM XpaHuUnuLLe. Y 3noyMbllLUNEHHUKA HE ByaeT BO3MOXKXHOCTW NOOMEHWTb KO HW Ha OOHON
cTaguu 3arpysku.

3neMeHTbl CUCTEMbI, peanuayloLlen LWabrnoH:
3arpya34uK NepBoi cTaanMn U KOPHEBOW CepTUCMKAT, XpaHUMbIE B NaMSTV, AOCTYMHOW TOMLKO A8 YTEHUS;
3arpy3ymK BTOPOW CTagum U cepTUdMKaT(bl) 3arpy34mka BTOpoON cTaauu;
3arpysJmK TpeTben ctagum u cepTudomkat(bl) 3arpys4nka TpeTben ctagum;
A0p0 onepaunoHHON cucTeMsl U cepTudukaT(sl) ypoeHa OC;
3reMEeHTbI, OTHECEHHbIE K MPUINOKEHUAM NPOCTPAHCTBA MoMb30BaTens.

BaavmMoaencTBUE 3NEMEHTOR CUCTEMBI, peanuayroLlei WwabnoH Npy NPOBEPKE 3NEKTPOHHLIX NOANWCEN, NOKa3aHo
Ha pucyHke A.4.1.

MpwunoxeHun
3arpys4uk nepeaii S3arpyaquk BTOROR 3arpysquK TRETLEA
CTaauK cTagum CTaavH Foge 06 NpGCTPEHCTEA
NoNksoBaTensA
KopHesoi Ceprvcoukar Ceprindmrar CepmcmkaTt yposHA
caprudukar 3arpyav1ka BTOPOA 3arpyaqmka TpeThe# oc L BnekTpoHHbE
cTammm cTagun naanucu
INeKTpoHHLIE INeKTPOHHLIE BNeKTpOHHbLIE OnNekTpoHHbIe
NOANMeK NoAnUeH noanueK nNoOnMcK
OTKpLITLIFA KoY OTKPLITIA KNioH OTKpbITLIA KoM OTKpBITLIA KoY

PucyHok A.4.1 — lWabnox «besonacHas 3arpyaka»

A.4.5 Tpe6oBaHUA K TEXHONOIMM pa3paboTKu 3NeMeHTOB CUCTEMBbI

Heobxogumo opraHnW3oBaTk XpaHeHve Ha YpoBHe annapaTHOW NnaTqopMel 3arpy3quka NepBoOi CTagum 3arpyskm 1
KpunTorpaduyeckoro Kn4a (Kroden unm cepTuUKaToB, COAepKaLlLUX KIMYeByH MHChopMaLmMio).

HeoBxoguma rapaHTWa co CTOPOHBI annapaTtHoW nnaTtdopMel LENOCTHOCTA U ayTEHTUYHOCTA 3arpy3qynka nepBon
cTaguu v Kpuntorpadmnyeckoro Knoya (Knvei unu cepTudnKaTos, cogepallux KnoveBylo nHdopMauuio);

Heobxoguma peanusaunst kpuntorpagU4eCcKux anropuTMOB NPOBEPKU ayTEHTUYHOCTU U LeNOCTHOCTY LPOBbIX
06pa3oB UCMONHAEMOrO KoAa C UCMOMb30BaHNEM XPaHUMBIX UMK CreHepUpoBaHHbIX B npolecce paboTbl KIoyen.

A.4.6 OrpaHMyeHMA Ha NpuMeHeHWe WwabnoHa

OrpaHn4eHvs Ha NpUMeHeHWe WwabnoHa oTCYTCTBYIOT.

A.4.7 JonycTuMble moauduKaumu wabnoHa

JonycTMo M3MEeHeHWe KONMYecTBa CTagui JOBEPEHHON 3arpysku.

HonyctumMocTe npodmx Mogudukaumia AornxkHa BeiTe 06ocHOBaHa NPU NPOEKTUPOBaHUW apXUTEKTYpb! U hopMmpo-
BaHWKM TpeboBaHWiA, NPeabABNAEMbIX K CUCTEME Ha OCHOBE Lienew 1 npeanonoxeHuii 6esonacHocTy Ans 9TON CUCTEMBI.

A.5 lllabnoH «BbigeneHHbIN 06paboTYUK ANA OYUCTKU AaHHbLIX?

A.5.1 HazHavyeHue wabnoHa

LLlabnoH npegHa3sHa4eH Ana NPOBEPKU LEnocTHOCTY M Be30nacHoCTM NOTOKa OaHHbIX, NOCTYNALWMX Ha BXOZ CW-
CTeMbI, KOTOpas NO3BOMNAET CHU3UTL MOBEPXHOCTL aTaky Ha CMOXHbIE 3NeMEHThlI CUCTEMBI 38 CYET BbIHECEHUA (DYHKLMK
NpoBepKW B CNeLuanbHbIN M30TMPOBaHHBIA KOMMOHEHT.

A.5.2 Tunoekie LB

Tunoesle LB npu npumeHeHny wabnoHa BKNOYAT:

- 3aLUTY 3rIEMEHTOB CUCTEMBI OT HEKOPPEKTHBIX, MIOX0 chOPMUPOBaHHBIX BXOAHBIX AAHHBIX, CMOCOBHbLIX HAHEeCTH
ywepb npy 3anoHaMepeHHOW aKcnnyaTauMu ysa3BUMOCTEN B 3TUX aneMeHTax.

Mpumevanune — lNog HeEKOpPEKTHBIMK, NNOX0 cchopMyupoBaHHbIMK (aHrn.malformed) gaHHBIMW NOHKMMALOTCA
BXOAHbIE [aHHble, cneuvanbHbiM 06pa3omM NoArOTOBNEHHbIE 3M0YMbILLNEHHUKOM Takum oBpazom, Y4Tobbl Npu HanuuuM B
cucTeMe ya3BUMOCTH peann3oBaTh yrpo3y 6e30nacHOCTH, HanprMep Bbl3BaTk OTKAa3 CUCTEMbI, BbIMOMHUTL NPOrpamMMHbIA
kod, 06ONATHM MEXaHW3M ayTeHTMUKaLUKA U NOMYYUTb HECAHKLMOHMPOBaHHLIA AOCTYN W T. M;
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- OYWUCTKY OaHHbLIX OT KOHUAEHUMANbHON MHopMaLMK Nepen nepegayvein Nx BHELWWHEMY HeQOBEPEHHOMY areHTy,
B TOM YMCne Nepeq pasMelleHnemM B ceTax oblero gocryna.

A.5.3 MNpepnonoxeHusn 6e3onacHoCcTH

B BKNHOYAOT M3BECTHLIA hopMaT OaHHLIX U U3BECTHLIW NPOTOKON o6MeHa AaHHbIMU.

[MpeanonoxeHus 1M YCroBus, NPy KOTOPbIX WabnoH He MOXeT BbiTe NPUMEHEeH: OaHHbIe, KOTopble TpebyeTca KOH-
TponMpoBaTh, NoABepraTca WWUdPOBaHNMIO, N HET BO3MOXKHOCTU pacluMdpoBaTe UX Ha YPOBHE KOMIMOHEHTA, peanvaylo-
LLero NpoBepky 1 obpaboTKy OaHHbIX.

A.5.4 OnucaHune pelueHun

KpynHble 1 cnoxHble aneMeHTbl cMcTeMbl (Takue, Kak 6asbl AaHHbIX, MUKpPOCEPBUCKH! U T. 4.) obnagaT obwnpHon
MOBEPXHOCTLI aTaku, B CBHA3W C YEM yCroOXHseTcs 3agada obecnedeHus 6e3onacHOCTM W NPOBEOEHWUS NMPOBEPOK ANs
yCTaHOBNeHus aosepus. [ns yMeHbLUeHWs MOBEPXHOCTM aTakn peKOMeHOYeTCA 3apaHee NPOBOAWTL NMPOBEPKY BXOOHbLIX
AaHHbIX Ha MX De30NacHOCTb OTHOCUTENBHO 3TUX ANEeMEeHTOB, B TOM Yucne TpebyeTca NpoBoAMTb HEOBXOOUMYID OUUCTKY
3TUX AaHHbIX OT NMEKCMYECKUX U CUHTAKCUYEeCKMX KOHCTPYKUWIA, NPeacTaBnsaowmMX OnacHoCTe B OTHOLLEHUM NoTeHUManb-
HbIX YSI3BUMOCTEN B 3MeMeHTax cuctembl. [ogobHble MPOBEPKY U OYUCTKY PEKOMEHAYETCH BLIHECTU B OTOEMbHLINA, He-
DonbLLIOKH, U30NUPOBAHHLIM KOMMNOHEHT, OTBEYaloLMi cneaylowmmM TpeboBaHUAM:

- peanusauus MoHUTOpa 6e30nacHOCTU Nepechinok (pexum paboThl «B paspbiB» — MepexeaT BCero BXOASLWero
noToKa gaHHblX 6e3 BoaMoXXHOCTM 06xoQga KoMNoHeHTa);

- MOMy4YeHWe Ha BXO[, NPOBEPKY, OYUCTKY U Nepefady Ha BbIXOA NOTOKA AAHHLIX C MPUEMIEMBIM YPOBHEM 3a4EPKKN
W noTepu;

- NPVYMEHEHME MPaBUI NPOBEPKM W OYUCTKN AaHHBIX HA ocHOBe oBHoBMAemoro Habopa npasun.

3OnemMeHTbl CUCTEMBI, peanunayioliein Wwabnox:

- MCTOYHMK OaHHbIX;

- nonyyartenb AaHHbIX;

- KOMTOHEHT, peanunayolmii npoBepKky 1 06paboTKy OaHHbIX Neped nepenayei nonyyartento.

BaaumopeiicTere anemeHToB WabnoHa npeacTaBneHo Ha pucyHke A.5.1.

MeToMHWMK gaHHBbIX

T
DaHHbIe

KomnoHeHT,
peanuIyIoWMA
NMpoBepKY M
oBpabotky {(ouncTky)}
AaHHBIX

OunweHHble (GeaonacHbie) AaHHbIe

Monyqarents gaHHbIX

PucyHok A.5.1 — lWabnoH «BolgeneHHbin 06paboTymk Ans OYUCTKM AaHHBIX»

A.5.5 TpeGoBaHUA K TEXHONOrMK pa3paboTKn aNeMeHTOB CUCTEeMbl

HeobxogMmo UCKMio4UTE KaHanbl Nepefadyn gaHHbIX MeXay UCTOYHMKOM U MoNyyYaTenem OaHHbIX, KOTopble MOoryT
BbITb MCNONB30BaHbl 4Ns nepegadn HeobpaboTaHHbIX OaHHbIX. [apaHTUM OTCYTCTBUS CKPbITbIX KAHANO0B UK HEBO3MOX-
HOCTW MCMOMb30BaHWS TaKMX KaHamNoB 3MeMeHTaMy CUCTEMBI, peanvayowmmmy WabnoH, MoryT BbiTb NpeaocTaBneHbl Ha
HU3KOM YPOBHE OTHOCWUTEMNLHO peanunaauui wabnoHa.

Heobxogumo obecneunTs ayTEHTUYHOCTE U LIENOCTHOCTL KaHana nepefayn JaHHbIX Mexy KOMNOHEeHTOM, peanu-
3YIOLMM OYUCTKY AaHHbIX, U NofyYaTenem AaHHbIX ANA UCKIYEHWA NOAAENKM AaHHBIX U aTaku «4enoBek nocepeamHer.
lapaHTUK ayTEHTUYHOCTK M LENOCTHOCTM KaHana nepegayvn gaHHbix MoryT ObiTb NpefocTaBneHbl Ha HU3KOM YPOBHE OT-
HOCUTENbHO peanu3auun wabnoHa.
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Heobxognmo peanmMaoBaTbh NOAXoAbl K 06eCnevyeHo KOPPEKTHOCTU NPOU3BOAMMOI 06paboTkM (O4MCTKN) aHHbIX, B
nepByto o4epeab METOAUYECKME U KOONEpaLMoHHbIEe noaxoael, obecnednBatolme 6e3o0nacHoCTL U KOPPEKTHOCTE paboThl
nporpaMMHOro Kofa KOMMNOHEHTa, peanuayoLlero Npoeepky 1 obpaboTky (O4MCTKY) AaHHBIX.

A.5.6 OrpaHuyeHMA Ha NpuMeHeHUe WabnoHa

[MpumeHeHne WwabnoHa MoXKeT BbITb OrpaHMYEHO B CMCTEMAX C TpeBOBaHUAMM K BbINOMHEHWIO B pEArnbHOM BpeMe-
HW, @ TAKKE B CUCTEMAXx C NOBbIWEHHbIMW TpeboBaHNAMK K (DyHKLMOHANbHOM 6e30NacHOCTM M HAAEXHOCTN BCINEACTBME
HeobxoaMmMocT 06paboTKM AaHHbIX M BO3MOXHOMO U3MEHEHWUS AaHHbIX, YTO MOTEHUMANbHO MOXKET NOBMUATL Ha BbIMOM-
HeHWe YNoMAHYTbIX TpeboBaHui.

A.5.7 JonycTumble moaudukaumm wabnoHa

Honyctumo npymMeHATh WabnoH He Tonbko Ans 06paboTky (OYUCTKM) OaHHbIX, HO TAKKE C LENbo HOpManusauum
UNK M3MEHEHWs hopmaTa OaHHbIX Anst obecneyeHns X KOPPEKTHOW MHTEPNPETaLUK NosyYyaTenem.

[onycTumMo NprUMeHsATh WabnoH ¢ Uenb MOHMTOPKUHra 6e3onacHoCTH AaHHblx 6e3 nx 0bpaboTkK (OMUCTKK), TOMBKO
ONA NPOBEPKM LaHHbIX, KaK MoKa3aHo Ha pucyHke A5.2.

MCTOYHMK AaHHBIX

T
HaHHble

KomMnoHeHT,
peanusyIoL i [ CBeaeHWA 0 KOPPEKTHOCTH n,aHHblx:: > XKypHan
BaNMAALMI JaHHBLIX

HeuameHHbIe AaHHbIE

Monyudarenb AaHHbLIX

PucyHok A.5.2 — lllabnoH «BbigeneHHblin obpaboTumk Ans NpoBepKU AaHHbIX»

HonycTUMOCTb MoAMdUKALMIA, He BXOOALMX B YKa3aHHbIA NepeveHb, A0oMmKHa ObiTe 000CHOBaHa NpW MPOEKTUPO-
BaHWN apXUTEKTYpbl U DOPMUPOBaHMK TpebOoBaHWIA, NPedbsABNAEeMbIX K CUCTEME Ha OCHOBEe Leneil U npeanonoXeHui
6e30nacHOCTU AnA 3TOW CUCTEMbI.

A.6 labnoH «BblgeneHHbIN MeXaHU3M nogaepxaHus COCTOSIHUA 6e3onacHoOCTU»

A.6.1 HazHa4yeHMe wabnoHa

LLlabnoH npenHasHavyeH Ons OOHOBPEMEHHOrO KOHTPOMsA COCTOsiHMSA Ge30macHOCTM CUMCTEMbI U COCTOSIHWKA, CBSI-
3aHHLIX C TPeBYEeMON NOTVKOW UCMOMNMHEHUS CUCTEMOW HEKOTOPOM (OYHKLMK, C NPUHYAUTENEHBIM NEPeBOOOM CUCTEMLI B
rapaHTUpoBaHHo GezonacHoe cocTosHWE NPy HEOBXOAMMOCTH.

A.6.2 TunoBble LB

Tunoeble LUB npu npumeHeHWW WwabnoHa BKNHOYAT COXpaHeHWe rapaHTMPoBaHHO Be3onacHoro COCTOAHMA CUCTe-
Mbl (COCTOSIHMA MO YMOMYaHWIO) NP BLINOMHEHUM (DYHKLIMK CUCTEMBI.

Mpumep nopaepxaHusi rapaHTMpoBaHHO GE30MacHOro COCTOAHWA MPU BbINOMHEHUWM (OYHKLWW CUCTEMBI: MPU Bbl-
nonHeHun yHkumm obHoenenns MO cuctemel NpuMmeHeHue WabnoHa AOMKHO rapaHTupoBaTte GesonacHocTb (LenocTt-
HOCTb W ayTeHTMYHOCTb) 0Bpa3oB 0b6HOBNeHMA NbBO OTKas B BbiNonHeHMW obHoBNeHus. [apaHTUpoBaHHO Ge3onacHbIM
COCTOSHWEM B 3TOM Crydae ABRMASTCA OTKa3 (HEBLIMOMHEHWE) 0DOHOBNEHWSA U COXPAHEHWE TEKYLLEr0 COCTOAHUSA CUCTEMBI
B NPOTUBOBEC HEKOPPEKTHOMY UMK 3NOBpeaHOMY OOHOBMNEHMIO.

Opyrum npvMepomM nogaepraHua rapaHTMpoBaHHO Be30nacHoOro COCTOAHMA ABNSETCA OTKIKOYEHNE HeDe30MmacHbIX
dyHKUMIA paboTel ¢ dannaMmu, NonyYeHHbIMY U3 BHELLHWX UCTOYHWKOB, A0 ABHOMO yKasaHuusa nonb3oBaTenem dakra go-
BEPUA KaxKgoMy w3 aTmx channos. Ecnu N0, B KOTOpoe 3arpy»eH HegoBepeHHbIW harn cnoXHoro dopmarta (LOoKYMEHT,
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Tabnuua, n3obpakeHme), MHULMUPYET NOTEHLMANLHO BPEOOHOCHbIE ASNCTBUA (3anyCcK CKpUnTa, MCnonHaemoro dakna,
obpalleHve Kk pecypcam), To 3T AencTBus ByayT 3abnokupoBaHsb!.

A.6.3 MNpepnnonoxeHusn 6e3onacHoOCcTH

MB BKkno4aloT:

- OTCMNEXMBAEMOCTb NAPAMETPOR BbINOMHEHWA (DYHKLMW CUCTEMBI CO CTOPOHbI BbIOENEHHOMO MexaHuamMa besonac-
HOCTH;

- BO3MOXHOCTb MOMHOMO (MCYEpnbIBaKLLEro) onpeneneHns nepexoda cCUcTeMbl B HeOe30MmacHoe COCTOSHWE Mo
3TUM NapaMeTpam.

[MpennonoXeHns 1 ycroBus, Npy KOTOPLIX WaBbnoH He MOXET BbITh NPUMEHEH: HEBO3MOXHOCTL OCTAHOBA BbIMNON-
HEHWS DYHKLMA CUCTEMBI BHELLHUM MEXaHU3MOM UMY BMELLATENbLCTBA B BhINOMHEHWE DyHKUMW Ans obecnedeHns rapaH-
TUPOBaHHO HE30MacHOro COCTOAHMSA.

A.6.4 OnucaHue peweHun

LllabnoH onucbiBaeT cnocob 3auiuThl, aHANOMMYHbIA peanuaauvwn NpoTUBOaBapPUIAHOW 3aLLWMThl NMPOMbBILLIIEHHBLIX
YCTaHOBOK MpW MOMOLLM OTAENLHO CToAWMX NpubopHbix cucteM BesonacHocTn. O6A3aTeNsHBIM YCNOBUEM NMOCTPOEHUA
Takol CUCTEMbI ABNSIETCA BLIBO KOHTPONMPYEMOTo YCTAaHOBKOI NpoLecca B pesynerate ee cpabaTeiBaHus B HezonacHoe
COCTOSHME «MO yMon4yaHuto». Kak npaBuno, yCTPOWCTBa, COCTaBNAKLIME NMPOTMBOABAPWMIAHYKD 3aLLUTY, CO34al0T Takue
yNpasnsaloLwme BO3AENCTBUA, KOTOPbIE AOMKHbI OCTAHOBWUTL HEXXENATENbHOE Pa3BUTUE COBLITUIA C TOYKM 3pEHMA (DyHKUNO-
HanbHol 6e3onacHocTH. CxoXMM 0Dpa3oM, BblAEMEHHbI 3NeMeHT CUCTEMBI AoMmKeH obecneynBaTts NogaepXaHnue cocTo-
AHWUA MHPOPMaLMOHHOI BEe30MacHOCTM COMMacHO 3HAYEHUAM KOHTPONMPYEMbIX MapamMeTpoB (DYHKLWK CUCTEMBI U NMPU He-
06Xx0QMMOCTI OCTaHABNUBATL BLINOMHEHWE YHKUWKM cMCTEMbl NGB0 He AaBaThk CUrHAN Ha ee BbINOMHEHWEe/MPOAOIKEHUE.

3OnemMeHTbl CUCTEMBI, peanunayioliei LWwabnox:

- VICTOYHMK AaHHbIX UNU cobbITUiA ANA BLINONHEHUS hYHKLMWM CUCTEMBI;

- 3NEeMEHT CUCTEMbI, PeanuayLnii KOHTPOMb COCTOAHMA BE30MacHOCTH;

- 3NEeMEHT CMCTEMbI, PeanmnayloLwnii OyHKLWIO;

- MpaBwuna u NoNUTUKKA, KOTOPLIM COOTBETCTBYET Be3onacHoe BhINoNHEHUE OyHKLIK;

- JKypHan KOHTponsa cocTosHWa BeaonacHocTy.

BaaumopencTeme anemeHToB WwabnoHa npeacTaBneHo Ha pucyHke A.6.1.

WcToMHMK AaHHBX UK coBBITHIA

MapameTphkl AaHHLIX ANA BRINOMHEHUS hyHKLIMKA

MpaBuna 1 NONUTUKK, .
KOTOPBIM ONEMEHT CHCTEMDI, PEATTMSYIOLLMIA
cooTBeTCTRYST :: > KOHTPONb COCTOAHUA 6930NaCHOCTH
GeaonacHoe DaHHbie ANs BLINOMHeHWS dyHKLUKM
COCTOSAHNE CUCTEMBI

Mepesop B 6a3onacHoe COCTORAHME

AV

SnNeMeHT CUCTeMbI,
3anuce © cobbiTun peanusylou_luﬁ ¢VHK|-I.H|0

HypHan koHTpons
COCTOAHWA
GesonacHoCTH

PucyHok A.6.1 — LLabnoH «BelaeneHHbId MexaHn3m NogaepaHua cocToAaHua 6e3onacHocTuy
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HonyckaeTca BapraHT peanu3aumuy WabnoHa, B KOTOpoOM nepeBod B He30MacHOe COCTOsIHME CUCTEMbI 3aMeHSAETCA
Ha paspelueHue BbINornHeHus yHKUMKA cucTeMbl. B aTomM cnyyae aneMeHT cUCTEMbI, peanuaylwuii OyHKLMI, OCTaeTcs
B COCTOSIHUM «MO YMOMYaHUIO» 00 MOMy4YeHUs TaKoro pa3peLueHus.

MpyMep KOHKpPETHOro NpuMeHeHua WwabnoHa K yHKUuUM oBHOBNEHWA CUCTEMEI NOKa3aH Ha pUucyHke A.6.2. SnemeH-
Thbl CUCTEMBI, pEanuayoLLeil abnoH:

- UCTOYHMK 0BpasoB (BuHapHbIX 00pa3oB, AaHHbIX, UCXOOHBIX TEKCTOB, CKpMNTOB 06HOBNEHMA) ANnA oBHOBNEeHWs
CUCTEMBI;

- 3NEeMeHT CUCTEMbI, PeanuayoLLMi KOHTPOMb LeNoCTHOCTH 0OHOBNEHWIA;

- QrNEeMEHT cMcTeMbl, peanuayowuin obHoneHwe MO;

- npaBwuna v NoNMUTKKNA, KOTOPLIM COOTBETCTBYET GesonacHoe oGHOBMNEHUE;

- KypHarn oOHOBMEHWNA.

Mpw BbINOMHEHWM OGHOBMNEHWA 3NEMEHT CUCTEMBI, PEann3yrLMA KOHTPOMb LEMNOCTHOCTH, MPUMEHSAET K MOMyYeH-
HbIM JaHHbLIM MpaBuna NPoOBEPKU LLENOCTHOCTU 1 ayTEHTUYHOCTM NOMyYeHHbIX 0bpa3zoe aAns obHoeneHus. Mpwr ycnelHon
NPOBEPKE 3NEMEHT, BLINOMHAWLLMIA 0BHOBNEHWE, NONYYAET CUTHAN Ha BLIMONHEHWE, B MPOTUBHOM Cny4ae (B TOM 41cre B
cny4yae cbos npu NpoBepke) cuctema octaeTca B 6e30MacHOM COCTOAHUN.

BbliaeneHne KOMMOHEHTA, OCYLLECTBSAOLETD NMPOBEPKY, MO3BOMNAET CHU3NTL BO3MOXHOCTb KOMMNPOMETaLNU (DYHK-
UMW CUCTEMbI Yepe3 ataky oTKasa B 0bcnyuBaHW1 Ha @yHKUMIO NpoBepkn Be3onacHocTu.

BaaumogeicTeme anemeHToB WabrnoHa npeacTaBneHo Ha pucyHke A.6.2.

WeTeqHuk 06pasos pns BbINOMHEHNA
obHoBnsHUA

O6pas obHoBNEHWA

MpaBuna v NOMUTHKK, )
KOTOpbLIM > ONeMeHT CUCTaMbI, PeanMaYIOLLMIA
COOTBETCTBYET KOHTPONbL LENOCTHOCTA 0GHOBNEeHWA
GesonacHoe
o6HoBneHue I

v KomaHaa Ha ebinonHeHne o6GHOBNEeHWA

N

SNeMeHT CUCTeMbI, peanuayLwui
0BHoBNEHWe

XypHan o6HoBNeHMIA

PucyHok A.6.2 — LWabnoH «BblaeneHHbld MexaHn3m nogaepxaHus
cocTonaHnA BesonacHocTh npy o6HoBneHun MNO»

A.6.5 TpeGoBaHUA K TeXHONOIMK pa3paboTKu 3aNeMeHTOB CUCTEMBbI

HeoBxoaumo obecnedunts ayTeHTUYHOCTb, LENOCTHOCTE U AOCTYNHOCTE KaHana, MCnonb3yeMoro Ans nepeeoaa B
BesonacHoe COCTOsHME, AN UCKMOYeHNs NoA4eNKM AaHHbIX M aTaku «4ernoBek nocepeauHey. FapaHTuy ayTeHTUYHOCTY,
LieNoCTHOCT 1M AOCTYMHOCTU KaHana nepegayv OaHHbIX MOryT ObiTe NpegocTaBneHbl Ha HU3KOM YPOBHE OTHOCUTENBHO
peanusauuu LabnoHa.
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Heobxogumo peanusoBate noaxoabl K obecneveHuto KOPPEKTHOCTM KOHTPOINSA COCTOAHUA Be30NacHoCTH, B NEPBYIO
oyYepedb MeToOMYEecKMe M KoonepauuoHHble noaxodbl, obecneyvBaiowme GesonacHOCTb W KOppeKTHOCTE paboTel npo-
rpaMMHOrO Koaa KOMMOHEHTA, peanu3yioLero KOHTPonb COCTOAHMA Be3onacHoCTy.

A.6.6 OrpaHuyeHMs Ha NpUMeHeHWe WabnoHa

[MpumeHeHne wabnoHa MoxeT EbITh OrpaHWYeHo B cMcTeMax ¢ TpeboBaHWAMMK K BbINONHEHWIO B pearnbHoOM Bpeme-
HW, @ Taloke B CUCTEeMax C NoBbIWEHHbIMW TpeboBaHnaMun K oyHKUMOHaNbHOW 6e30NacHOCTW M HaAeXHOCTW BCneacTene
HeobxoAMMOCTM 0BpaboTkn AaHHbBIX U BO3MOXKHOIO M3MEHEHWS JaHHbIX, YTO MOTEHLMANBEHO MOXET NOBMMATE Ha BbIMOM-
HeHWe YNoMsHYThIX TpeboBaHWiA.

A.6.7 JonycTumble mogudukauum wabnoHa

JonyctMo peanu3oBaTb HECKOMBKO 3NEMEHTOB CUCTEMbI, PEaNnU3YIOWNX KOHTPOMe cocToAHWS Ge3onacHocTn no
pa3nuyHLIM NapameTpam, obecneyms 3anpeT BhINOMHEHUA MYHKUMM CUCTEMBI NO KaXAoMy KaHany nepesoga B besonac-
HOe COCTOsIHWe U YCUIUB TeM CaMbIM KOHTPOMb.

[JonycTmo peanu3oBaTk HECKONBKO 3MIEMEHTOB CUCTEMBI, PeanuaylowWwmnx KOHTPOMb COCTOAHUS Be3onacHoCTH no
pasnnyHLIM napaMeTpam, obecneynB BbiMONHEHWE YHKLUMU CUCTEMBI NO OAHOBPEMEHHOMY paspeLlleHunto oT OBYX UMK
Donee KOMMNOHEHTOB (peanuaayua NpuHUUna pasgeneHusa oba3aHHOCTeN).

HonyctumocTe MogndmKaumin, He BXOOALWMX B yKa3aHHbIA nepeyeHs, f4omkHa b6biTe 06ocHOBaHa Npu NpoekTupo-
BaHWM apxuTeKTypbl U opMMpOBaHuM TpeboBaHWi, NpeabaBAAEMbIX K CUCTEME HA OCHOBE LEner W NpeanonoxeHui
Be3onacHoOCTH AnA 9TOW CUCTEMBI.

A.7 WabnoH «PazgeneHne NOTOKOB AaHHLIX Ha YPOBHE ApariBepa pecypcoB»

A.7.1 HazHayeHue wabnoHa

LLlabnoH npegHa3sHaveH Ans pasgeneHus NOTOKOB AaHHbIX AN orpaHWYeHns 4OCTyna K pecypcaM Ha ypoBHe Apan-
Bepa pecypcoB ¢ Ueneko obecneveHns KOHhUAEHUMANBHOCTH, LENOCTHOCTU U B3aUMHOMO HEBMUSHUSA NOTOKOB AAHHbIX.
Mpumepom NpuMeHeHus WabnoHa aBnNaeTca yMeHbLUeHWe NoBepXHOCTU ataku Ha BOC 3a cueT pasgeneHus ogHou BOC
Ha HEeCKOMNbKO: Hanpumep, oTAenbHO ANns paboTbl C BHELLHEW CETHI0 W OTAEMBHO AN paboThl C BHYTPEHHEW ceTblio 1 Bnoy-
HbIM YCTPOWCTBOM.

A.7.2 Tunoesle UB

Tunoeele LB npy npumeHeHUM WwabrnoHa BKAYaoT:

- KOHbuAeHUManeHOCTb AaHHbLIX, 0bpabaTeiBaeMbIX B CUCTEME;

- LENOCTHOCTL AaHHbIX, obpabaTeiBaeMbIX B CUCTEME;

- oBecneyeHue pexxnMa JOCTYNa K creyuansHeiM pecypcam (K npuMepy, eauHOpasoBLId AOCTYN K KpunTorpaduye-
CKMM KMoYaMm B NPoLecce 3arpysky CUCTeMbl, OQHOHaNPaBNeHHbI JOCTYN K KOHUIypauroHHEIM AaHHBIM U T. N.).

A.7.3 MNpepnonoxeHua 6e3onacHoOCTH

MB BknioyatloT:

- KoppeKTHOCTE paboTel ApaliBepoB 1 cuctemHoro MO, nexallero B OCHOBE peanv3auuu ApaiBepoB pasgensemMsix
pecypcos;

- OTCYTCTBME UMW HUHTOXKHOCTL CKPbIThIX KAHanos A4OCTYNa W yNpasneHus pasgensemMbiMi pecypcamv Ha YpOBHE
HYKenexawux apaneepos, cnctemHoro MO, koga npoWWBOK YCTPONCTB 1 oBopygoBaHus.

[MpegnonoxeHwsa W yCnoBWs, NPW KOTOPBIX LWABMoH He MoXeT BblTe MPUMEHEH: Hanu4Me ansTepHaTMBHOIMO KaHa-
na [ocTyna K pecypcy, KOTOpbli Mo3BonseT 00XoOWTe YCTaHOBMEHHbIe Ha OCHOBE peanv3auuy wabnoHa orpaHuy4eHus
goctyna.

A.7.4 OnucaHmne pelueHusn

OneMeHTbl CUCTEMbI, peanuaytoLlein WabnoH:

- cybbekTbl JOCTyNa K pecypcam;

- OpaiBepbl AOCTYNAa K pecypcam pasnuyHbIX TUMOB, KONMMYECTBO 3NEMEHTOB ONPeAensaeTcs YACNOM PECYPCOB Kax-
Aoro Tuna, TpebyoLmMX pasnuyHeIX NONUTUKN WK peXxuma AoCcTyna,;

- Myn pecypcoB Kaxdoro Tuna CorfacHo KoMM4ecTBY 3MeMeHTOB-ApaliBepoB pecypcoB Ans obecnedeHwsa pasge-
NEeHnA pecypcoB, NyNn pPecypcoB OMPEeAenseTcsd COrMacHo BO3MOXHOCTAM agpecauvn pecypcoB (OvanasoH agpecoB B
namMmaTK, BblOEMEeHHbIN KaHan CBA3MW, agpecyeMblii Kak Lenoe, 1 T. n.).

BaaumopeicTeume aneMeHToB WabnoHa npeacTaBneHo Ha pucyHke A.7.1.
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Pecypcb! Tun 1
Myn pecypcoe 1.1 Myn pecypcor 1.2
A A
JaHHbIEe — L NaHHbIe
HpaieBep pecypcob Opaiisep pecypcos
mn 1 n 1
DaHHble DaHHble
CyGwexr goctyna 1 Cy6bexT aocTyna 2
DaHHbie [OaHHble
Opaieep pecypcoB Opaiieep pecypcos
TN 2 ™R 2
DaHHble HOaHHble
Pecypckl Tn 2
h 4 h 4
Myn pecypcos 2.1 Myn pecypcos 2.2

PucyHok A.7.1 — LWabnoH «PazgeneHre NOTOKOB AaHHLIX HAa YPOBHE ApaliBepa pecypcoB»

B kauyecTBe noacHsAwLWero npuMepa paccmotpum BOC, paboTatolme ¢ ceTbio U ¢ BNOYHBIMKU YCTPONCTBAMU, KOTO-
pble AOMKHbI ObITb pa3feneHsl M NOMELLEHbI B pa3Hble JOMeHbl BezonacHoCcTh.

CybvekTtbl u/unu npoueccel, obpabaTeiBalolWMe AaHHbIE W3 CETei, NpUXoaAlMe Ha pa3Hbie KOHTPOMNNepbl UK
afanTepsbl, 4OMKHLI UCMOMb3oBaTh pasHble BOC.

KomnpomeTaums cetesori BOC He gomkHa nprBOAMTL K KOMIPOMETaLMW cyObeKToB 1 MPOLLECCOB, C KOTOPBIMKU OHa
B3aMMOOENCTBYET.

PaccmoTpum yrposbl 6e3onacHoCTU Ha npuMepe npunoxeHns ¢ ogHor BOC, koTopas obecnevmBaeT cpasy He-
CKOIMBKO TUMOB B3aMMOAENCTBUA:

- HEeOOoBEpPEHHbLIA KOMMOHEHT OBMEHVBAETCH OAaHHBLIMK C MyBNUYHOM 1 NMOKaNbLHOW CETLIO;

- MOnyYeHHas U3 Nybnv4HON 1 nokanbHOW ceTn MHOpPMaUMs 3anuchiBAETCH B XPaHWMWLLE AaHHBLIX Ha XKECTKOM
aucke;

- [OBEPEHHBIA KOMNOHEHT 0BMEHMBAETCA BLICOKOLIENOCTHBIMU JAHHBIMW C KECTKUM OUCKOM;

- HEeJOBEPEHHLIA KOMMOHEHT 0DMEHMBAETCA AAHHLIMKU C XXECTKMM JUCKOM WM yBedoMnseT o 3TOM JOBEpPEHHbIN
KOMIMOHEHT.

Ins BeinonHeHusa nepBoro TpeboBaHWA HYXKHO peann3oBaTb NOAXon pasfeneHus ogHoW BOC Ha Heckonbko, a
TovHee, Ha 4eTbipe (BOC ona pabotel ¢ nybnuyHon cetbto ana oboux cybGbekToB unu npoueccoe, BOC ans pabotel ©
NoKansHOW ceTbio Ana obounx cybbeKToB MNK NpoLEeccoB).
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YUTeHre 1 3annChb OaHHbIX M3 XpaHUMMLA AaHHbIX OCYLLEeCTBNANT ABa KOMMOHeHTa: «[JOBepeHHbI# KOMNOHEHT» 1
«HenoBepeHHbIA koMnoHeHT». [Ina kaxgoro 13 Hux Tpebyetca otaencHaa BOC.

Btopoe TpeboraHue OoCTUraeTcsa aBTOMATUYECKN MPWU BLINONMHEHUW NepBoro TpeboBaHUs, NOCKONBKY pasaeneHme
CETW Ha HECKOMNbLKO NOACETel B JAaHHOM NpUMEpe He paccMaTpuUBaeTcs.

[anee, ons BeINONHEHUs TpeTkero TpeboeaHus AoMKHbI BbITe peann3oBaHbl HE3ABUCUMbIE XpaHWUNULLA WHOopMa-
umn. [inga atoro:

- K gpanBepy BNo4HOro ycTporcTBa HeobXoauMOo NOLKMKHYUTL ApaBep pasgena;

- B ApalBepe paszfena nponucartb ABa BblAENEeHHbIX AvanasoHa agpecyemMbix Ornokos, oguMH Ana cybbekta «[o-
BEPEHHbLIA KOMMOHEHT», BTOPOW ANnA «HegoBepeHHbIA KOMMOHEHT;

- obecneyunTs B3aMMOOENCTBUE CyObeKTa Unm NpoLecca ToMnbKo ¢ NpefonpeaeneHHbiM A8 HEro BbIAENEHHbIM Au1-
anazoHoOM agpecyeMblx BrokoB nocpedcTBOM 3a4aHusa orpaHuyeHns (nonutukn 6e3onacHoCTH) AnNa ApaiBepa pazgena.

[ns BbINONHEeHWs nocrnegHero TpeboBaHUsa Heobxoaumo ybeauTbesa, YTO OOBEPEHHbIe KOMMOHEHTLI, B3aumoaei-
CTBYHOLUME C (halinoBbIM XpaHunuwem, He obpallarTca HanpaMy K CEeTeBOMY ApavBepy, B3avMOOAEMCTBYOLWEMY C My-
BnMYHON ceTbio.

[Mpumep nokasaH Ha pucyHke A.7.2.

BHyTpeHHARA BHeluHaA
ceTb CETb
JaHHbIe JaHHbIe
B&C ans eHyTpeHHeid B®C ana BHewWwHe
CeTH caTH
JAaHHbie 1
HaHHbie
Y
HepoBepeHHLIA ol HoBepeHHbIA
npouecc i npouecc
ﬂaTble ﬂanrble
HeposepenHasa BOC

HoeepeHHasn B&C

JaHHble HaHHbie

XpaHunuLe aaHHbIX
Y Y

HeposepeHHoe HobepeHHoe

PucyHok A.7.2 — MNpumep vcnonb3oBaHusa WabnoHa «PasgeneHye NoTOKOB AaHHbIX
Ha ypoBHe ApaviBepa pecypcoB»

A.7.5 TpeGoBaHUA K TEXHONOrMK pa3paboTKK 3NeMeHTOB CUCTEMbI

Heobxooumo peanv3oBaTh pasgeneHve Ha pasHbiX YPOBHAX OpaiBepos: apaneep BOC wnu gpareep paszgena,
YEeM HWXKEe YPOBEHb, Ha KOTOPOM NPOBOAWMTCH pasfeneHre, TeEM NPOLLE OCYLLECTBUTE A0Ka3aTeNbCTBO HEBMMAHUS NOTOKOB
OaHHbIX.
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Heobxognmo peannaoBaTh pazdeneHue nyna pecypcoB Ans NPYMBA3KU K HUM pasaenbHbiX ApaiiBepoB AOCTYNa, YTo
OOMKHO ObITh 0becnevYeHo TEXHMYECKOW BO3MOXHOCTLI0 agpecalnn pecypcoB onpedeneHHoro Tuna M HeBO3MOXKHOCTbIO
ApariBepa agpecoBaTb PeCcyYpchbl TOMO e TUMa BHe 3afaHHOro Ansl Hero nyna agpecoe.

Heobxogumo peanu3oBaTb nogxodbl K obecnedeHno KoppeKkTHocTHM paboTbl ApaiBepoB pecypcoB WM ApalBepoB
HUXE 3TOro YPOBHS (ECNK OHM AOCTYMHbI A5 KOHTPONS), B NEPBYH 04epedb MeTOANYECKWE U KOoMNepaLUMOHHbIEe NOAX0oObl,
obecneynearowme 6e30NacHOCTb M KOPPEKTHOCTL paboTkl ApaiBEpOB.

A.7.6 OrpaHu4yeHUA Ha NpuMeHeHWe WabnoHa

OrpaHn4eHuUst Ha NpUMeHeHKe WwabnoHa onpenensTca OrPaHUYEHNAMI Ha NPOW3BOAUTENBHOCTL U TpeboBaHUAMM
OOCTYMHOCTW PECYPCOB, AOCTYM K KOTOPLIM peannu3yeTcs C UCMofb3oBaHWEM LwabrnoHa

A.7.7 JonycTuMble MmoauduKaumu WwabnoHa

HonycTumble moaMdmkaumm WwabnoHa onpeaensaTea Yepes KoNMUMYecTBO TUMOB PECYPCOB U MONUTUKW pasrpaHuye-
HWS1 OOCTYNa K 3TUM pecypcam.

HonycTuMocTe MoAMMUKaLMIA, He BXOOALWMX B YKa3aHHbIA NepeveHb, AomKkHa ObiTe 000CHOBaHA NpU NPOEKTUPO-
BaHWN apXUTEKTYpPbl MU (DOPMUPOBaHUK TpeboBaHWA, NPeabABNAEeMbIX K CUCTEME Ha OCHOBe Lenei M npegnonoxeHui
©Oe3onacHOCTM Ons aTON CUCTEMBbI.

A.8 la6bnoH «TepmuHaTop TLS»

A.8.1 HazHa4yeHue wabnoHa

LLlabroH npegHasHayeH Ana 6esonacHoi Nnepegayn AaHHbIX MEXAY CUCTEMOW W yaaneHHbIM CepBepOM Mo NPOTOKO-
ny TLS ¢ ucnonb3oBaHWeM M30MUPOBAHHOMO JOBEPEHHOMO KOMMOHEHTA.

A.8.2 TunoBsie LB

Tunoeble LUb npu npumeHeHny wiabnoHa BKNOYaoT:

- obecneveHne KOHMWMAEHUMANBEHOCTM, LENOCTHOCTU M ayTEHTUYHOCTU AaHHLIX NPU B3aUMOOENCTBUM C yaaneH-
HBIM CEPBEPOM;

- 3aWuTy KMNoYeBor MHopMaunKn (3aKpbIThbiX KIHOYEN WKMpoBaHUs, cepTUUKaTOB 3aKPbITOro Krio4a) oT pac-
KpbITUS.

LIB MoryT yTOUHATBECA B 3aBMCUMOCTH OT obrnacTtu npumeHeHus WwabnoHa, kK NpuMepy, Lensio MoxKeT beiTe obecne-
YeHWe LenoCTHOCTU U ayTEHTUYHOCTH AaHHbIX OMHapHLIX 0Opa3oB NporpaMMHbIX MOOYNEN NPy BeINONHEHWW NpoLeaypbl
0BHOBNEHUA CUCTEMBI.

A.8.3 MNpeanonoxeHus 6e30nNacHoOCTH

B BxkntovaloT:

- OTCYTCTBME M3BECTHbIX YA3BMMOCTEN B KpUNTOrpauyecknx anroputMax, crnonb3yemMblx B kpuntoHabopax TLS;

- OTCYTCTBWE W3BECTHLIX YA3BMMOCTEWN B anrOpUTMax W TEXHWYECKUX CPEACTBax reHepauun kpuntorpaduyeckmx
KIMoYen 1 cepTUUKaTOB;

- MpOoBEAEHNE JOMKHBIX UCMBITAHWA NporpaMMHoro obecneyeHns, peanvayiowwero anroputmel U npoTtokon TLS, u
WHbIE MEPONPHUATMA No obecnevyeHnio COOTBETCTBUA Ero NOBEAeHWA cneumduKkaumsm.

MpennonoxeHua U YCNoBus, NPy KOTOPLIX WabnoH He MOXeT BbITe MPUMEHEH:

- HeaddeKTMBHOCTL OPraHU3aLMOHHBIX M TEXHUYECKUX MeTodoB obecneyeHns JOBEpPUS K peanuaalny npoTokona
TLS B M30NMPOBAHHOM KOMMOHEHTE;

- HeaddeKTMBHOCTL OPraHN3aLMOHHBIX U TEXHUYECKUX MeTodoB obecrneyeHnsa 4OBepUs K B3aMOOeNCTBUIO 3aLln-
LLIaeMoro pecypca 1 M30N1MpoBaHHOIO KOMNOHEHTa, peanuayiowero TLS;

- HanuyMe MHOXEeCTBEHHbIX YA3BMMOCTEN B peanusauumn npotokona TLS u B peanusauum NpoToOKONOB, Ha OCHOBE
KOTOpbIX OH paboTaerT.

A.8.4 OnucaHwue peweHus

LLlabnoH ocHoBaH Ha peanw3auunn gpyroro wabnoHa npoekTuposaHns «PasgeneHvWe NoTOKOB AaHHbIX HA ypoOB-
He ApaliBepa pecypcoB» W peanuayeT pasferbHblid AOCTYN K CeTEBOMY WHTepdeicy v k ABym pasgenam ¢ainosoro
xpaHunuwa. OgvH M3 pasgenos alinoBoro XxpaHunuiia npegHasHavyeH AN Ko4Yel M Apyrux cekpeToB WndpoBaHus,
BTOPOW — ANsi NPOYMX AaHHbIX, 06MeH KoTopbiMK NpoucxoauT no TLS. 3To no3sonseT peanusoBath criegytolmne Tpebo-
BaHWS:

- M30MAUMA U pa3genbHoe XpaHeHne J0BePeHHbIX AaHHbIX (CepTUdMKaToB W Kntoyel WndpoBaHWsa) U HeqoBEpPEeH-
HbIX (OaHHbIE, NONy4YeHHbIe MO CeTu);

- rapaHTMpoBaHHOe MOAKMIYEHNE KOMMOHEHTa, peanunayloLwwero TPaHCNOPTHYI0 NOTUKY, TOMBKO K TOMY CepBepy, C
KOTOPBLIM MPOM3BOAMNAack ayTeHTuukauums;

- MUHMMUW3aLMS BO3MOXHOCTEN KOMMPOMETALMM KITIOYEN W CEeKPeToB LUMMDPOBaHMA NOCPeACcTBOM 3KCnnyaTtauum
YSI3BUMOCTEN.

OneMeHThl CUCTEMEI, peanunayloLlen WabnoH:

- AMNEeMEeHT, peanuayLlwmnii obMeH AaHHbIMU C BHELLHeW CeThI0 (K NpuMepy, peanuayownin BOC ana BHelWHel ceTn);

- ANeMeHT, peannaywmnin obMeH JaHHBIMU C HedOBEPEeHHbIM XpaHunuLem gaHHbix (BOC);

- 3NeMeHT, peanuayLmii obMeH JaHHbIMK C OBEPeHHbIM XpaHunuiem aaHHelx (BOC);

- chainoBoe xpaHwnuile Ans obLKMX aHHbIX CUCTEMbl (HEOBEPEHHOE);
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- (parinoBoe xpaHuUnuLLe Ona CeKkpeToB WdpoBaHUs (JOBEPEHHOE);

- 3MNEMEHT, BbIMONHAKLWMA TepMuHaumio TLS (uHkancynauuio B npotokon TLS).

TepmuHaTop TLS (TOYHEe, TOT €ro aNeMeHT, KOTOPLIN BLINOMHAET HENOCPEACTBEHHO TepMUHaun TLS) agnsetca
MOHUTOPOM 6e30MacHOCTU NepPEechINoK MeXay NPUNOXeHWeM U BHELLHEN ceTbio. [Ng CHMKEHWS CrOXHOCTU pekoMeHay-
eTCcA peann3oBaTh 3TOT ANEMEHT U3 ABYX HE3aBUCUMbIX KOMMOHEHTOB, OOWH U3 KOTOPLIX OTBEYAET 3a YCTAHOBKY COeMHe-
HWA, a OpYron peanusyeT nepedadvy OaHHbIX.

C TOYKM 3peHusa NpunoxkeHns TepMuHaTop TLS BeIrMSAMT Kak obblYHbIA CETeBOW WHTepdeic, obpalleHue K KoTo-
pPOMY OCYLLUECTBMAETCA C MOMOLLLI0 CTaH4apTHLIX 3anpocoB (K npumepy, POSIX-coBMECTUMBbIX CUCTEMHBLIX BbI30BOB —
connect, accept U T. n.).

BaaumopencTeme anemeHToB WwabnoHa npegcTaBneHo Ha pucyHke A.8.1.

BrewwHasA | BeC
ceTh | nans sHelHel ceTK
A
b
- TLS -
- Terminator
k 4 A 4
daiinosan B&C Qannopan BOC
HenoeapeHHan AOBEpeHHasn
(OaHHble) (koMU WnchpoBaHuA}

h £

XpaHunuiie gaHHbIX

HepoeepeHHan HoeepeHHas namAaTh
namATb (knovK WudpopaHnaA)

Y

PucyHok A.8.1 — LLlabnoH «TepmuHaTop TLS»

A.8.5 TpeGoBaHUA K TeEXHONOrMK pa3paboTKM 3NeMeHTOB CUCTEMbI

OnemeHT, peanusyolWmin TepmuHaumio TLS, gomkeH peanu3oBaTh KOHLEMUUI0O MOHUTOPa Be30MacHOCTH Nepechl-
nok, obecneynBas NornHoe NepekpbLITUE NMOTOKOB AaHHLIX B/U3 CETH.

Mockonbky WabnoH peanusyeTcs Ha OCHOBe LWabnoHa «pasgeneHve NMOTOKOB AaHHbIX HA YpOBHE [ApaiiBEpPOB
YCTPOWCTBY», MPUMEHAKTCA TpeboBaHWUa K TEXHOMNOrMK, onpeaeneHHele aAns 6asosoro wabnoHa.

Heobxogumo peanusoBaTb nogxoabl k 06ecneyeHno KOPPEKTHOCT peanu3auny npoTtokona TLS, B nepeyk ove-
penb METOOMYECKUE WM KOOMEPaLMOHHbIE Noaxoabl, obecnevnBarwiyme 6e30nacHOCTb U KOPPEKTHOCTL paboTel Nporpamm-
HOro Kofa, peanuayrLLero YyCTaHOBNEHNE COeAUHEHNS 1 0OMEeH AaHHbIMK No npoTokony TLS.

A.8.6 OrpaHn4yeHUA Ha NpUMeHeHWe WabnoHa

Mockonbky WabnoH peanusyeTcs Ha OCHOBe LWabnoHa «pasfdeneHve MNMOTOKOB AaHHbIX HAa YPOBHE ApaiiBEpOB
YCTPOWCTBY», MPUMEHSATCH OrpaHUYEHs], onpeaeneHHsle ans 6asosoro wabnoHa.

A.8.7 Jonyctumbie moaucukaummu wabdnoHa

LonycTuMocTbe Mogucbrkaumnin wabnoHa gonmkHa BbiTs 000CHOBAHA NMPW MPOEKTUPOBaHWUM apXMTEKTYPLI K hop-
MUpOBaHUK TpeboBaHWiA, NpeabABNAEMbIX K CUCTEME Ha OCHOBE Leneil 1 npeanonoXeHwid 6e3onacHocTy ang aToun
CUCTEMBI.
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A.9 lWabnoH «be3zonacHan peructTpauusa»

A.9.1 HazHa4yeHue wabnoHa

LLlabnoH npegHasHayeH ona opraHuaaumy 6e3onacHoOro XxpaHeHus KypHarnoB B cUCTEME, a UMeHHOo Ans obecneve-
HWUS MX LUENOCTHOCTK, ayTEHTUYHOCTM WM OOCTYMHOCTH.

A.9.2 Tunosbie UB

Tunoesle LIE npy npumeHeHun wabnoHa: obecnevyeHue LUENOCTHOCTK, ayTEHTUMYHOCTM M JOCTYMHOCTM COOBLEeHUIA
B XKypHanax cobbITUi.

A.9.3 MNpeanonoxeHus 6ezonacHoCcTH

ME BkniovaloT AoBepre APy ONepaunoHHON CUCTEMBI B CMblcne obecnevyeHna UenocTHOCTHU, ayTEHTUYHOCTU 1 J0-
CTYMHOCTY AaHHLIX B BblAENEHHOM Bydhepe sapa.

MpeanonoxeHUs 1 YCNoBWUs, NPY KOTOPbIX WabfoH He MOXKET ObiTe NPUMEHEH: HaNMYME ansTepHaTUBHOTO KaHana
OO0CTyna K XypHanam ocTyna, KOTOpbIA No3BonseT 06X04MTh YCTAaHOBMNEHHbIE HA OCHOBE peanun3auuuy WwabnoHa orpaHu-
YeHusa gocTyna.

A.9.4 OnucaHwue pewieHusa

OneMeHTbl CMCTEMbI, peanuaytoen WabnoH:

- MOHUTOpP coBbITUIA,

- Bydrep ngpa;

- areHT cbopa faHHLIX 0 CODLITUAX;

- XpaHUnNuLe AaHHbIX O CODBITUAX.

BaaumopgencTBre aneMeHTOB WabnoHa npeacTaeneHo Ha pucyHke A.9.1

CTenexveaHue
BRIGRAHHBIX
coBhiTwi MoHuTop cobLmuii
.,
..\‘
I'Iepa.na:ia XpaHeHue u
cobbITHiA B npegocTaeneHue
Gydep napa AAHHBIX AN
MTeHUA
¥
AreHT cBhopa paHHLIX XpaHunuwie paHHBIX
Bycep sgpa o coBLITUAX o cobbimnx

PucyHok A.9.1 — LWabnoH «be3onacHas pernctpaums»

MoHuTOp coBbITHIA (B TOM YMCIE 3TO MOXET ObiTb MOHUTOP 6e30MacHOCTM) peanuayeTcs B COOTBETCTBUM ¢ LWabno-
Hom «MoHwTop». Moayne peakuuym MOHUTOpa OTCneXuBaeT cobbiTa ayanta u aBToMaTuyecku oTnpasnaeT ux B bydep
saapa JYepes uHTepdelic no sanucu.

AreHT cbopa gaHHbIX 0 COBLITUAX Yepes cneunanbHblil MHTepdenc No YTEHWIO (QOCTYN K HEMY eCTb TOMBLKO Y 3TOro
anemeHTa) 3abupaeT AaHHble 0 coBbITUAX U3 Bydepa Aagpa 1 OTNPaBMAET UX B XpaHUMULLE.

XpaHunuie aaHHbIX 0 cobeiTusax 0bpabaTeiBaeT nony4YeHHsle cobeITUA ayanTa 1 coxpaHseT B onpeaeneHHom dop-
mate. CobbITvA MOryT BbIBOAUTLCS B KOHCOMb, 3anvcbiBaTecs Ha Anck. BoamoxHa peanvsaums aBToMaTMHECcKoro pearu-
poBaHWA Ha onpefeneHHble cobbiTus ayauTa.

PazgeneHve noToKoOB AaHHbBIX MO YTEHWIO U 3anNMCK JOMKHO NPOW3BOOMNTHCA C UCMOMb30BaHneM WwabnoHa «Pazge-
NeHe NOTOKOB AAHHbIX Ha YPOBHE ApariBepa pecypcoBy.

A.9.5 TpeboBaHUA K TEXHOMOIMMM pa3paboTKu aneMeHTOB CUCTEMBbI

MockonbKy WabnoH peannayeTca Ha ocHoBe LWwabnoHa «MoHUTOp», NPUMEHAKTCA TPEBOBaHNS K TEXHOMOMAM, Onpe-
neneHHble ana 6asosoro wabnoHa.

Mockoneky wabnoH peanusyeTcs Ha ocHoee WwabnoHa «PasgeneHve NOTOKOB AaHHbIX HA YPOBHE AparBepoB
YCTPOWCTB», MPUMEHAKTCA TpeOOBaHWA K TEXHOMOIMK, onpeneneHHsie Ans 6asosoro wabnoHa.

A.9.6 OrpaHuM4eHMA Ha NpMMeHeHWe WabnoHa

M3BecTHbI cnegyowme orpaHuieHus Ha npumMeHeHue WwabnoHa:

- MOCKONbKY WabnoH peanusyeTcs Ha ocHoBe WabnoHa «PasgeneHne NOTOKOB AaHHbLIX Ha YPOBHE ApaviBepoB
YCTPOWCTBY», NPUMEHSAOTCA OrpaHuyeHns, onpegeneHHsle ang 6asosoro wabnoxa;
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- NOCKONbKY WabnoH peanuayetca Ha ocHoBe wabnoHa « MoHWTOp», NPUMEHSIHOTCS OrpaHlUYeHns, onpeaeneHHbIe
ansa 6asosoro WwabnoHa;

- perucTpaLmMa Ha OCHOBE Npeanaraemoro wabnoHa ¢ aageicTeoBaHMemM bydepa aapa NpUMEHAETCa NS BaXKHbIX
cobbITMIN Be3onacHoOCTY B CUCTEME, B TOM YUCTE TaKUX, KOTOpPLIE OTHOCATCS K pasaeneHnio JOMEHOB U COOTBETCTBYHLLIMM
nonuTukam 6e3onacHoCTK B CUCTEME.

A.9.7 JonycTumbie mogudukauumn wabnoHa

[onycTMo MMETb HECKOMNbKO 3MEMEHTOB-XPaHUITULL AAHHBIX C LENbl0 PE3EpBUPOBAHMSA UITM XPaHEHWSA OAHHbIX B
paznu4HbIX hopmaTax, ¢ paznuyHbIMKU LIENAMM.

[onyctumocTs MoandUKauuin, He BXOOALLMX B YKa3aHHbIV NepedeHsb, AomkHa ObiTb 060CHOBaHa Npy NpoOeKTUpo-
BaHUW apXUTEKTypbl U opMMpoBaHUKM TpeGoBaHWA, NpedbsaBNseMbIX K CUCTEME Ha OCHOBE LENel 1 NpeanonoxeHuin
Be3onacHoOCTK AN 3TOW CUCTEMbI.

A.10 lWWabnoH «be3onacHoe obHoOBNEeHUE»

A.10.1 Ha3zHa4yeHue wabnoHa

LLlabnox npegHasHadeH ans opraHvaauny 6esonacHoro 0BHOBNEHWA CUCTEMbI W MPUMOXKEHWIA Yepe3 KaHan CBA3W C
yAaneHHbIM cepBepoM 0OHOBMNEHMWIA.

A.10.2 TunoBbie UB

Tunoeele LB npy npumeHeHun wabnoHa: obecneyeHne LUENOCTHOCTA U @yTEHTUYHOCTWU AaHHbIX 06HOBNEeHWA (bu-
HapHbIX 06pa3oB, CKPUNTOR, KOHPUIYPaLWOHHBIX AaHHBIX OGHOBMEHWA W T. M.) B YCNOBUAX JOCTABKW 3TUX AaHHbLIX Yepes
KaHanbl cBA3W ceTel obliero goctyna.

A.10.3 MNpeanonoxeHuA 6e30nNacHOCTH

[MpennonoxeHns 6e3onacHOCTM OTCYTCTBYIOT.

MpennonoXeHus 1 yCnoBus, NPy KOTOPbIX LWABnoH He MOXKET BbiTh NPUMEHEH: HANW4YKe ansTEpHAaTUBHOMO KaHana
[OCTyNa K XpaHUNULLy JaHHbLIX, KOTOPLIM NO3BONSAET 00XOAMTE YCTAHOBMNEHHLIE HA OCHOBE peanu3auuy HAcTOoALLEero Wa-
BbnoHa orpaHuyeHusa gocTtyna.

A.10.4 OnucaHune pelleHun

LLlabnoH gomkeH oTBe4aTh criegyrowmm TpeboBaHMaM:

- peanusauus wabnoHa gomkHa obecnevnBaTb ayTeHTUUKALMIO cepBepa 0BHOBNEHUI;

- peanu3auma WwabnoHa gomkHa obecneynBaTb BO3MOXHOCTL OTKaTa 0DHOBMNEHWUA B Criydae, ecrnv oHo HepaboTo-
cnocobHo;

- peanusaumsa wabnoHa gomkHa obecnevrBaTh NPOBEPKY LIENOCTHOCTU, ayTEHTUYHOCTU W akTyansHOCTU 0BHOB-
nNeHus;

- YA3BMMOCTW peanu3aumn SOMmKHbI ObITb MMHUMU3MPOBaHEI, B TOM YMCHe, C UCMOoNb30BaHMEM METOLOB pa3pabor-
kn BesonacHoro nporpaMmmMmHoro obecnedeHus (no NOCT 56939).

OneMeHTbl CUCTEMBbI, peanuaytoLlen WabnoH:

- cepeep 0BHOBNEHW — yaaneHHblW cepBep, coaepXallmMi gaHHble obHoBneHWA (BuHapHbix 0Bpa3oB, CKPUMTOB,
KOHMIypauWoHHbIX AaHHbIX OBHOBNEHUA U T. N.);

- 3MNEMEHT, peanvayownin obmMeH AaHHBIMKW C BHELUHEN CETLIO (K NpuMepy, peanusytownin BOC ong BHellHeN ceTu);

- MeHemxep 0OHOBMNEHWIA — 3MEeMEHT, YNpaBnsoLLMiA NPoLeccoM 0OHOBNEHWA M NPeaoCTaBNALMIA NoNb3oBaTe-
1o UHTepdpeic ynpaeneHns oBHOBAEHUAMN,

- 3arpy34yuk oBHOBMNEHUI — anemeHT, obecneynBaroLMin CBA3L C cepBepoM 0BHOBNEeHWI W 3arpy3ky obHOBNEeHUs
Ha ycTporcTBo. MOXET BbINMOMHATL NPOBEPKY Hanv4ns 0GHOBNEHUIA NPWU COOTBETCTBYIOLUX HACTPOWKaxX MeHeaxepa ob-
HOBMEHUWA.

- ayTeHTUPUKaLMA cepBepa OOMKHA OCYLLECTBNATLCS NO Be3onacHOMy KaHany CBA3W, K MpUMepy, OpraHn3oBaHHO-
ro nocpencTsoM peanusauuu wabnoHa «TepmuHaTtop TLS»;

- BpeMeHHoe XpaHunuLLe oBHOBMNEHUS U CBA3AHHLIX C HUM MeTafaHHbIX (HoMmep Bepcuu, 3l1, KoHTponsHas cymma)
MCnonb3yeTcs AN U3onauun obHOBNEHUA HA BpEMA NPOBEPOK;

- BepudUKaTop OaHHbIX — 3MIEMEHT, OCYLLECTBMAIWMA NPOBEPKY OOHOBNEHWMA B COOTBETCTBMM C 3aNOMEHHOW
nornkor M obecnevvBaloWMi BolHECEHWE BEPAWKTA (MONMOXKUTEMNBHBIA MMM OTPUUATENBHEINM) N0 pesyneTatamM NpoBepKn
chaiina oOHOBMEHNA U CBA3AHHLIX C HUM MEeTafiaHHbIX. TMMOBLIE NPOBEPKM MOTYT BKIHOYATL: LIENOCTHOCTL (MPOBEPKA KOH-
TPOMBHOM CYyMMBI), ayTEHTUYHOCTL (Npoeepka 3[1), HoMep Bepcuu;

- XPaHWMULLE AaHHbIX;

- MOHWTOP;

- YCTaHOBLUWK OOHOBMNEHWIA — KOMMOHEHT, OCYLLECTBNAKLNA 3anUch B XPaHUMKLLE OaHHbLIX U JOIMKHYI YCTaHOBKY
0BHOBMNEHMS.

PaarpaHnyeHne goctyna k BpeMEHHOMY XpaHWUMMLLY AaHHbIX U XpPaHWMWLLY AaHHbIX obecneynBaeTcs peanvsaumei
wabnoHa «PazgeneHue NOTOKOB AaHHBIX HA YPOBHE ApaliBepa PeECYpPCOBy.

OnemeHT «MoHUTOp» peanuayeTcsa Ha ocHoBe WabnoHa «MoHUTop».

BaanmopencTeme anemeHToB WabnoHa npeacTaBneHo Ha pucyHke A.10.1.
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PucyHok A.10.1 — LlLlabnoH «BbezonacHoe o6HoBREHMEY

CucteMa MOXET HaxoguTbCs B OAHOM M3 TPEX COCTOSIHWMIA KOHEYHOIO aBToMara:

1) XpaHvnuile JoCTynHO Ansa 3anvcu davna obHoBneHvs. B 3TOM cOCTOAHUM BPEMEHHOE XPaHUNWLLE OaHHbIX
OOCTYMHO TOMBKO ANs 3anucu;

2) XpaHunuile 3ane4aTtaHo. B aToM COCTOAHMU BpeMEHHOEe XpaHUMWLLE AaHHbIX OOCTYNHO TOMbKO AN YTEHWA U
TOMBKO KOMMOHEHTOM BepudMKaTop AaHHbIX. [ocne Bepudukaumm gaHHble BO BPEMEHHOM XpaHWnuLe gaHHbIX MOoryT
CUNTATECA AOBEPEHHBIMM (LENOCTHBIMU, ayTEHTUYHBIMW, aKTyarnsHbIMK);

3) XpaHunuie BepudruMpoBaHo. B 3ToM COCTOSHUM AaHHbIE BO BPEMEHHOM XPaHUMNWLLE AaHHbIX AOCTYMHbI TOMNb-
KO ANs YTeHUs1 KOMMOHEHTOM YCTaHOBLLMK OaHHbIX.

AnroputM ycTaHoBkM 0BHOBMNEHWS, peanuayeMelil Ha ocHoBe WwabnoHa:

war 1. MeHemxep 0OHOBNEHWIA 3anpallMBaEeT NPOBEpPKy Hanu4ua oOHOBNEHWI y 3arpy3ymMka obHOBNEHUI;

war 2. 3arpys4vk obHOBMeHWid NpoBepsaeT Hanv4ine oBHOBNEHWI U NPU HaNW4YMK akTyaneHOW BepCUMU cKavuBaeT
0BHOBMEHWE W CONYTCTBYHLLYH MeTa-WH(OopMaLMo BO BpEMEHHOE XpaHWUMULLE AaHHbIX;

war 3. 3arpy34mk oBHOBMEHUI YyBEOOMNSET MeHeaxepa obHoBNeHWIA 0 3arpyske dpaina obHoBNeHWA BO BPEMEH-
HOE XpaHWUNULLE AaHHbIX;

war 4. MNocne 3anncy oBHOBNEHNA BO BPEMEHHOE XpaHWUMULLE AaHHbBIX CUCTeMa NepexoinT B COCTOSHWE 3aneyaTbl-
BaHWH BPEMEHHOMO XPaHWIWLLA AaHHbIX;

war 5. MeHemkep 0OHOBNEHWI 3anpalumMBaeT y BepugukaTopa AaHHbIX NpoBepKy daina obHoBNeHnsa 1 MeTagaH-
HBIX;
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war 6. Bepudurkatop gaHHbIX YUTAET AaHHbIE U3 BPEMEHHOIO XpaHWnvLia OaHHbIX, NPOBOAMT NPOBEPKK U B Cly4vae
MONOXUTENBHOrO BEPOVKTA NepenaeT AaHHbIE B MOHWTOP; CUCTEMA MEPEXOOUT B COCTOAHME BO3MOXKHOCTYW NEepenaqu gaH-
HbIX M3 BPEMEHHOTO XPaHUNULLA AAHHBIX;

war 7. B cnyyae nonoxutensHoro Bepankta BepndukaTop AaHHBIX MHQOpMUPYET MeHemkep oBHOBMEHWUIA O TOM,
4yTO 06pa3 KOPPEKTHbIN;

war 8. MeHemxep 0bHOBNEHWA NepegaeT B YCTAHOBLUWK 0OHOBMNEHW KOMaHay Ha OOHOBNEHWE YCTPONCTBA;

war 9. YcTaHoBLWK OBHOBMEHWNA YMTAET AaHHbIE U3 BPEMEHHOIO XpaHUIULLA OaHHbIX, BLIOMpaeT oouH U3 pasge-
noe Ans 3anucy oBHOBNeHWK, 3anucbliBaeT ain oBHOBMNEHWA N UHULMUPYET nNpoueaypy YCTaHoBKM oBHoBMeHus. Mocne
nepenayu daiina obHOBNEHUs) BpEMEHHOE XPaHUINULLE AaHHbIX (hopMaTUpyeTCs W NEPEXOaUT B CTAPTOBOE COCTOSIHUE.

A.10.5 TpeGoBaHUA K TEXHONOTMKU pas3paboTkn aneMeHTOB CUCTEMbI

MockonbKy WabnoH BkMoYaeT aneMeHT « MOHWUTOP», NPUMEHAKTCA TPeDoBaHWUA K TEXHOMOIMK, ONpefeneHHbIe Ans
Basoporo wabnoHa «MoHUTOpP».

MockonbKy WabnoH peanusyeTca Ha ocHoBe WabnoHa «PasgeneHre MOTOKOB AaHHbLIX Ha YpOBHe ApaiBepoB
YCTPOWCTBY», MPUMEHAKTCA TpeboBaHWA K TEXHOMNOrMKU, onpeaeneHHele ans 6asosoro wabnoHa.

Heobxogumo peanunaoraTe NogxoAel K obecnevyeHno KOppPEKTHOCTM BepUdUKaLIMK AaHHBIX 0DHOBMNEHUS, B NEPBYIO
oyepenb METOAMYECKME W KOOMEpaUMOHHbiE noaxondbl, obecnevmBarolme 6e30nacHOCTE U KOPPEKTHOCTL paboTel mpo-
rpaMMHOrO Kofa KOMMOHEHTa, peanusytollero NpoBepKy LENoCTHOCTW, ayTEHTUYHOCTM U aKTyanbHOCTU AaHHbiX 0OHOB-
NeHUA.

A.10.6 OrpaHM4eHUs Ha NpUMeHeHWe WabnoHa

Mockonbky WabnoH peanuayeTcAa Ha ocHoBe WabnoHa «PasgeneHve MOTOKOB AAHHLIX HA YpOBHE ApaliBEpPOB
YCTPOWCTBY», MPUMEHSKOTCH OrpaHUYEeHNs, onpeaeneHHble ans 6asosoro wabnoHa v wabnoHa «MoHuTop».

A.10.7 JonycTumble moaudmkaunmu wabnoHa

[onyctumocTb Mogndurkaumnin wabdnoHa aomkHa ObiTe 0BocHOBaHa NpKW NPOEKTUPOBaHWUK apXUTEKTYPbI U OpMU-
poBaHuK TpeboBaHWIA, MpeabABNAEMbIX K CUCTEME Ha OCHOBE Lieneid U NpeanonoxeHuin 6e3onacHOCT ONA 3TOW CUCTEMBI.

A.11 la6noH «llinwo3 ogHoHanpaBneHHoOW nNepeaayvn JaHHbIX»

A.11.1 HazHa4yeHue WwabnoHa
LLlabnoH npegHasHadeH ANSA opraHu3auuy ogHOHAMpaBEHHOW Nepenayn AaHHbIX U3 BHYTPEHHEN CeTU BO BHELU-
HIOHO.

Mpumevyanne — lllabnoH c HekoTOpOW MOAMMMKALMER MOMET MCMONb3OBATLCA ANS OpraHu3auyy OgHOHa-
npaeneHHoN NepefaYy AaHHbIX U3 BHELLHEW CeTH BO BHYTPEHHOW. Mogudukauma UcKnioYaeT MCnonb30BaHUe NCX0OHOro
wabnoHa.

A.11.2 Tunosble LB

Tunoeble LIB npy npumeHeHUM WwabnoHa BKNHYAoT:

- OTCYTCTBME BINUAHWUSA areHTOB BO BHELUHE CETU Ha BHYTPEHHIOW CeTb;
- oBecneyeHune LENOCTHOCTW PECYPCOB BO BHYTPEHHER CeTH;

- 3alUMTY BHYTPEHHEW KOMMNBIOTEPHOM CETK OT aTak.

MpumevyaHune — UWabnoH ¢ mogudukaumen ons opraHvM3auMn OAHOHAMpPaBNeHHOW nepegayvn OaHHbIX W3
BHELLUHEN CeTW BO BHYTPEHHIOI UCTIONBL3YETCA B TOM Clydae, ecnu Lenbio asnsetca obecnedeHne koHMUAEHLMANBHOCTH
pecypcoB BO BHYTPEHHER CeTu.

A.11.3 MNpegnonoxeHna 6e3onacHOCTU

MB BkNtovaloT goBepue K aneMeHTy cucTeMbl, obecnednBaroemy nepegady gaHHsix (ana MO nporpammHoro-an-
napaTHoro Ln3a — K AgpavBepy CeTeBOW KapTel U ceTeBomy cteky OC).

MpennonoXeHns 1 YCNoBUsi, MPU KOTOPBIX LWABMOH HEe MOXET BbiTh MPUMEHEH: CYLLECTBOBAHWE ankTEPHATUBHLIX
KaHaroB CBA3W BHELLUHEN U BHYTPEHHEW CETH.

A.11.4 OnucaHwue peweHnA

OnemMeHTbl CUCTEMbI, peanuayloLLei wabnoH:

- areHT UCTOYHWMKA OaHHbIX;

- areHT nony4arens gaHHbIX;

- cepBuc 0bpaboTku AaHHbIX;

- MoHuTOp Be3onacHocTu.

MpumevyaHne — MoHuTOp BeaonacHOCTH ABMAETCH HeOOA3ATENBHLIM, HO 4acTbiM 3MEMEHTOM CUCTEMBI, pe-
anuaytollen wabnoH, noaToMy 30eck NoKasaHo ero TMnosoe pacnonoxexnue. MoHutop GesonacHocT JomKeH BbiTh pea-
NM30BaH M30NMPOBAHHO TaK, YTOObI TONbKO OTCNEXMBATL NMPOUCXOAALLEE B CMCTEME, HO He BbiTb NOABEPKEHHBIM MPSAMOWA
atake, NoaToMy ero B3aMMOOENCTBNE C OCTarnbHbIMK 3NIeMEHTaM1 CBEAEHO K MUHUMANbHOMY.

PasrpaHuyeHune gocTyna Kk BHYTPEHHEW 1 BHelUHel ceTk obecneymBaeTca MCnonb3oBaHem u3nydeckn pasgenb-
HbIX CETEBBIX KapT Ny peanusauven wabnoHa «PasgeneHne NOTOKOB JaHHLIX Ha YPOBHE ApaKBepa pecypcoB».
OnemeHT «MoHuUTOpP» peanuayetrca Ha ocHoBe WwabnoHa «MoHuTop».
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BaaumogencTeue anemeHToR WabnoHa npeacTaBneHo Ha pucyHke A.11.1.

AIGHT UCTOYHMKA | Cepauc obpatioTu »  AreHT nonyyarens
AaHHBIX
X
MonuTop
BHyTpeHHAR ceTe BHewHAA ceTb

PucyHok A.11.1 — LWa6noH «Llnw3 ogHoHanpaeneHHoW nepejadu AaHHbIX»

AnNropuTM OCYLLECTBMNEHWNS OQHOHANPABMNEHHOW Nepeaayn JaHHbIX Ha OCHOBE LWabnoHa:

war 1. AreHT UCTOMHKKAE NepegaeT B cepsuc 06paboTku AaHHBIX MHGIOPMALMIO, KOTOpYIO TpeBYeTca nepenark areH-
Ty-nony4arenio;

war 2. CepBuc 06paboTku JaHHbIX YCTAHABNMBAET MAPLUPYT Nepefaqun Mexay areHTOM UCTOYHUKE U areHTOM Mory-
yaTens, MOHUTOP OTCMEXWBAET (DaKT BbINOMHEHUS 3anpoca M ero napameTpbl Kak MUHUMYM, nonyyas WHdopMauuio ot
cepBauca 06paboTku AaHHbIX. MOHUTOP MOXET Talke HE3aBUCUMO NOMNy4aTh AaHHbIE ANA OTCNEXUBaHUS 3aMPOCOB U3 BHY-
TPEHHEI W BHELUHEN CETU, K NMPUMEPY, Ha UHTepdielicax B3aMMOEACTBUS areHTOR UCTOYHWUKA W NOMyYaTens ¢ BHYTPEHHEN
1 BHELUHEN CEThI0 COOTBETCTBEHHO;

war 3. AreHT nonyyaTens NpUHUMAaeT AaHHbIe W OTNPABMSET UX BO BHELLHIOK CETb.

Mpw noneiTke nepegayn MobeIX JaHHLIX M3 areHTa-nonyyarens B cepeuc 0bpaboTky AaHHbIX cpabaTbiBaeT nonu-
TUKa, 3anpeLLaLlas BbINoNHeHUe nepefaqm AaHHbIX. MNonbITKKM YCTaHOBINEHUS NPSMOTO COeAWMHEHWS C BHELLHEH CEeTbIo U
3anpochl U3 BHELUHEW CETU OTCNEXWBAKOTCA MOHUTOPOM.

Mpumeuvanne — labnoH ¢ mogudukauven ona opraHW3auuK OOHOHanNpPaBNeHHOW nepegayvy AaHHbIX W3
BHELLHEW CETU BO BHYTPEHHIOK MNpeanonaraeT cCMeHy HanpaBneHust NoTOKa AaHHbIX 1 CMEHY POnel areHTa MCTOYHUKA W
areHTa nony4arensi.

A.11.5 TpebGoBaHMA K TeXHONOIMK pa3paboTKK 3MeMeHTOB CUCTEMbI

Mockonkbky wabnoH BkM4aeT anemeHT « MOHWTOP», MPUMEHAKTCA TPeOOBaHUSA K TEXHOMNOMMU, ONpeaeneHHbIe AN
6azoBoro wabnoHa «MoHuTOop».

MockoneKy wabnoH peanu3yeTcs Ha OocHoee WabnoHa «PasgeneHwe NOTOKOB AaHHbLIX HA YPOBHE ApavBepoB
YCTPOWCTB», NpUMeHsA0TCA TpeboBaHus K TeEXHOMOorMKW, onpefeneHHsie Ansa 6asoeoro wabnoHa.

A.11.6 OrpaHuyeHus Ha NpMMeHeHWe wabnoHa

Mockoneky wabnoH peanusyetcs Ha ocHoee WabrnoHa «PasgeneHve MOTOKOB AaHHbIX HA YPOBHE ApaiiBepoB
YCTPOWCTB», NPUMEHSAKTCA OrpaHuyeHns, onpegeneHHele ansa 6asoeoro wabnoHa 1 wabnoHa «MoHUTop».

A.11.7 JonycTuMble moauduKaumm WwadbnoHa

OonyctumocTe Mogudmkaumii wabnoHa gomkHa GeiTe 060CHOBaHa Npw NPOEKTUPOBAHUKM apXUTEKTYPbl U hopMu-
poBaHWy TpeboBaHWiA, NpeabABNAEMbIX K CUCTEME Ha OCHOBE LieNe 1 npeanonoxeHnin 6e3onacHocT ANs 3TOW CUCTEMBI.

A.12 lWabnoH «[luHaMu4ecKoe orpaHuyeHne JOCTYNa K AaHHbLIM»

A.12.1 HasHa4yeHue WwabnoHa

LLlabnoH npegHasHadyeH AnNsS opraHv3aunyv OUHaMWYECKOro OrpaHvYeHus JocTyna K AaHHeiM (o6ecnedveHue He-
BO3MOXXHOCTW OLHOBPEMEHHOMO OOCTYNa K JOBEPEHHOMY W HEAOBEPEHHOMY XpaHUNWLLy AaHHbix). LLabnoH MoxeT BbiTh
NpMMeEHeH Ans opraHn3auun OQHOKPATHOro AO0CTYNa K JOBEPEHHbIM OaHHBIM B OOHOM ceaHce paboThbl CUCTEMbI (Mexay
nepesarpy3kamu).

HavmeHoBaHMe wabnoHa NpomMcxoauT OT TEpMUHA «AMHaMMYecKoe pazfeneHne obAsaHHOCTEW», Korga pelleHve
0 MpPedocTaBnNeHWW O0CTyNa cybbekTy (Hanpumep, NMpoLECCY UMM NONb3oBaTento) NPUHUMAETCH Ha OCHOBAHWM YXKE Bbl-
MOMHEHHBLIX ONepaunii 4OCTyNa B TEKYLLEM ceaHce aBTopu3aummn aToro cybbekta B cucteme.

A.12.2 Tunoesbie LUB

Tunoeble LUb npu npumeHeHny wabnoHa BkNoyaT obecneyeHne onpeaeneHHoro pexxnma gocTyna K AaHHbIM.

A.12.3 MNpepnonoxeHua 6ezonacHoCcTU

MB ekniovaloT goeepue AOpy 6€30NacHOCTU, peanuayoLeMy NPUMEHEHWE NOMUTKMKW KOHTPONS 4OCTyna.
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[MpennonoXeHns 1 ycnoBus, Npy KOTOPLIX WaBNoH He MOXET ObiTb MPMMEHEH: CYLLIECTBYET anbTePHATUBHbIV KaHan
[OCTyna K OaHHbIM, KOTOpLIA No3BonaeT 06XoaMTe YyCTaHOBMNEHHbLIE HA OCHOBE peanu3auuy wabnoHa orpaHuyeHns 4o-
cTyna.

A.12.4 OnucaHue pelieHus

OnemMeHTbI CUCTEMbI, peanuayloLLen WwabnoH:

- WICTOYHMWK OaHHbIX;

- nonyyartenb AaHHbIX;

- OOBEPEHHOE XpaHWUmuLLE;

- HEIOBEPEHHOE XpaHUNULLE;

- MoHWTOp Ge3onacHocTu.

Baaumogeictene anemeHToB WwabnoHa npencraeneHo Ha pucyHke A.12.1.

McTouHWMK gaHHBLIX Mony4aTtens AaHHbIX
Y Y
HosepeHHoe HeposepeHHoe
XpaHunviie XpaHWnuLe
MonuTtop
OesonacHoCTH

PucyHok A.12.1 — WabnoH «dnHamuyeckoe orpaHu4eHre AoCcTyna K AaHHbIMY

ANroput™M AWHAMWYECKOro OFpaHWYeHusa O0CTyna K OaHHbIM Ha ocHoBe WwabnoHa TpebyeT co3gaHus KOHEYHOro
aBTOMaTa, KOTOPbIA NO3BOMNAET CUCTEME HAXOOAWUTHCH B OAHOM U3 ABYX COCTOAHWIA:

- 3alUMLLEeHHOM, KOrAa UCTOYHUK AaHHBIX UMeEeT AOCTYM TOMNbKO K JOBEPEHHOMY XPaHWUIULLY U He MMeeT JOCTYm K
BHELLUHel CeTM 1 APYrUM KOMMOHEHTaM CUCTEMBI;

- paboyeM, KOrAa HY OAWMH KOMMOHEHT HE UMEET AOCTYNA K AOBEPEHHOMY XPaHWUMMLLY AaHHHBIX.

Anroputm npeactaenseT cobol cneayoLLyo NocnefoBaTensLHOCTb Waros:

war 1. Cuctema HaxoaMTCA B 3aLMLLEHHOM COCTOAHWMKN. VICTOYHUK AaHHBIX MMeeT AOCTYN K AOBEPEHHOMY XpaHWUmnu-
Ly 1 nony4aeT HeobxogumMele ANs paboTel KOHMUIypauuu,

war 2. MicTo4HmK coBepLuaeT nonbITKy obpalleHns K HeQoBEPEHHOMY XpaHUIKLLY;

war 3. CpabaTeiBaeT NonuTHKa, NnepeBogsLlas cnctemy B pabovee coctosiHue. [JOCTyN K AOBEPEHHOMY XpaHWUMULLYy
3anpeLueH Ans BCeX KOMMNOHEHTOB CUCTEMBI.

CucTema B 3alUULLEHHOM COCTOAHWUU NPeACTaBneHa Ha pucyHke A.12.2.
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McToMHUK gaHHbIX MonydaTens AaHHbIX
‘ |
HOoeepeHHOE HegoeepeHHoe
XpaHunuiie XpaHunuLe
MonwuTop
BesonacHocTu

PucyHok A.12.2 — lWabnoH «dnHamuyeckoe orpaHUdeHne OOCTyrNa K AaHHbBIMY,
cucTema B 3alUMLLEHHOM COCTOSHUM

Cuctema B pabodem cocTosHUM NpeacTaBneHa Ha pucyHke A.12.3.

MecTeqHUK AaHHBIX MenyyaTens AaHHBX
f 3 F 3 A
Y l

OoeepeHHoe HegoeepeHHoe
XpaHvunviie XpaHunvuie

h 4

MonuTOop
BGesonacHoCcTH

PucyHok A.12.3 — WabnoH «dnHamuyeckoe orpaHudeHue JOCTyrna K JaHHbIM»,
cvuctema B paboyem coCTosHUM

A.12.5 Tpe6oBaHUA K TEXHONOINMM pa3paboTKku 3neMeHTOB CUCTEMBbI

Mockoneky WabnoH BKNKYAET aneMeHT «MoHWTOp», NPUMEHSIIOTCA TPeBOoBaHWA K TEXHOMNOMMKW, ONpeaeneHHsIe aAns
©6asoeoro wabnoHa «MoHUTOpP».

Mockonbky wabnoH peanusyeTcs Ha ocHoee LWabnoHa «PasgeneHve MOTOKOB daHHbIX Ha YPOBHE ApaiBepoB
YCTPOWCTBY», NpUMeHsoTca TpeboBaHnA K TEXHONOrMK, onpedeneHHsie ana 6asosoro wabnoHa.

A.12.6 OrpaHW4YeHUA HA NpUMeHeHWe LWabnoHa

Mockonbky WwabnoH peanuayeTcd Ha ocHoBe WabnoHoB «PazgeneHne NOTOKOB OaHHBIX HA YPOBHE ApaviBepoB
YyCTPONCTB» M « MOHUTOPY», NPUMEHSIOTCA OrpaHu4eHns, onpeqeneHHbie Ans AaHHbix 6a30Bbix WabnoHoB.

A.12.7 JonycTumble moaudukauumu wabnoHa

OonycTumMocTe Mogudukaumii lwabnoHa gomkHa ObiTe 060CHOBaHa NpW NPOEKTUPOBAHUWN apXUTEKTYpbl U hopMu-
poBaHWW TpeboBaHWi, NpeabABNAEMbIX K CUCTEME Ha OCHOBE Lienei 1 NpeanonoxeHnin 6e3onacHocT ANs 3ToM CUCTEMBI.
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KntoueBkle cnosa: metogonorus paSpaGOTKM, cucrtemMa, nporpaMmHoe obecne4veHune, KOHCTPYKTUBHAaA MHCbOp-
MalUKWOHHaA GESOHECHOCTI:, TDE6OB8HMFI Bbe3onacHoCcTH nHopmaumm, APXUTEKTYPa NporpaMmMHOro obecneve-
HWA, JOBEPEHHaA CUCTEMa
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