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MHCT 836—2023

Mpeancnoeue

1 NMOAIOTOBJIEH ®epepanbHbiM rocygapCTBEHHBIM aBTOHOMHBLIM 0Bpa30oBaTernbHbIM YYpeXaeHUeM
Bbicllero obpasoBaHua «HauuoHanbHbIA MCCNefoBaTENbLCKUMN YHUBEpPCUTET «Bbiclwias wkona 3KOHOMMWKNY
(HWY BLU3) Ha ocHoBe cobCTBEHHOMO NEPeBOAa Ha PYCCKMIA S3bIK aHIMOA3BIYHOM BEPCUKM NpoeKTa CTaHaapTa,
yKa3aHHOro B NyHkTe 4

2 BHECEH TexHu4eckum KoMUTETOM No cTaHgapTtusauun TK 164 «/ckycCTBEHHbIA MHTENMNEKT»

3 YTBEPX/EH W BBEJEH B JEWCTBWE MMpukazom ®enepanbHOro areHTCTBA MO TEXHUYECKOMY
perysiMpoBaHnio u MetTponorin ot 29 Hoabpsa 2023 r. Ne 75-nHcT

4 Hactodwwmi ctaHgapT AenseTcs MOAUMULMPOBAHHBLIM MO OTHOLUEHWUIO K MPOEKTY MEXOyHapoOHoro
ctaHgapTa ISO/IEC DTR 5469 «MckyccTBeHHbIA MHTeNnnekT. PyHKUMoHaneHaa 6e30nacHOCTb U CUCTEMBI UC-
kycctBeHHoro nHTennekra» (ISO/IEC DTR 5469 «Artificial intelligence — Functional safety and Al systems»,
MOD) nyTeM M3MEHEHUs1 OTAENbHbLIX CChINOK, KOTOPLIE BbIAENEHbI B TEKCTE KYPCUBOM, ANs y4eTa 0COBEHHO-
CTel pPOCCUNCKOW HaUMOHalNbLHON cTaHgapTUu3aunu.

MNpw 3TOM B Hero He BKNYeHa Tabnuua 3 NPUMEeHeHHOro NpoeKkTa MeXayHapo4Horo cTaHgapTa, KoTo-
pyto HelenecoobpasHO NPUMEHATE B POCCMICKON HaLMOHANbHOW cTaHaapTu3auun. YkasanHasa tabnuua, He
BKMHYEHHAs B OCHOBHYH YacTb HACTOSILLEroO CTaHaapTa, NPUBEAEHa B AONONHUTENBHOM NpunoxeHun JA

lpasuna npumeHeHus Hacmosuwe2o cmaHGapma U rnposedeHUs €20 MOHUMOPUH2a ycmaHoerneHsl 8
FOCT P 1.16—2011 (pa3desnbi 5 u 6).

®edepanbHoe az2eHMmcmeo M0 MeXHUYECKOMY PeaynuposaHuto u Memponozuu cobupaem ceedeHus
0 MPaKkmMuyecKoM nNpUMeHeHUU Hacmosiujeao cmaHdapma. [aHHble c8edeHus, a makxe 3aMedaHus u npeo-
NOXEHUS 10 co0epXaHu cmaHdapma MOXHO Harnpasume He no3dHee yeM 3a 4 Mec 00 ucmeyeHUs Cpoka
eao delicmeus pa3pabomyuky Hacmoswezo cmaHOapma no adpecy: info@tc164.ru u/unu 8 @edepanbHoe
a2eHmcmeo o mexHu4YyecKoMy peaynuposaHuro U Memposoauu o adpecy: 123112 Mockea, lNpecHeHckas
HabepexHas, 0. 10, cmp. 2.

B cnyyae ommeHbl Hacmosiwezo cmardapma coomeememsyrow,as uHhopmayus 6ydem onybnukosaHa
8 eXEeMECSIYHOM UHhOpMalyUOHHOM yKkazamene «HayuoHanbHeie cmaHdapmsi» u makxe 6ydem pasmeuweHa
Ha ochuyuansHoMm calime @edepanbHO20 azeHMCmMea Mo MEexHUYEeCKOMY peaysiuposaHuro U Memponoauu 8
cemu MHmepHem (www.rst.gov.ru)

© IS0, 2023
© IEC, 2023
© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayuny», 2023

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOWU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OC*)MLI,MBJ'II:HOFO n3naHua bes pa3peleHunsa <De,qepaanoro dreHTCTBa no TeXHN4eckKo-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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MHCT 836—2023

BeegeHue

Wcnonb3oBaHne TexHonorun M 3HauMTenbHO pacluvpunock B NocnegHue rogsl U npeumyuiecteo A
B HEKOTOPbLIX chepax npuMeHeHus oueBuaHo. OgHaKo Ha AaHHbIA MOMEHT MMEeeTCcs OYeHb Mano pyKoBOACTB
no cneundrkaynn, NPOEKTUPOBaHWUID, Bepudukaymu dyHkuMoHaneHo 6e3onacHbix cuctem M munu no npu-
MeHeHuto TexHonorun M ans TakMx dyHKUKMIA, KOTOPbIE CBSA3aHbl ¢ 6e3onacHOCTbO. PyHKUKMK, peanuayemMbie
¢ noMoubto TexHonorin N, Hanpumep MO, TpyaHO 06BbACHUMEI, U eLLle CMOXHEEe rapaHTUpoBaTh UX DYHKLK-
OHUpOBaHue. TakuM obpasom, rae 6bl HM NpuMeHsanack TexHonorua M, u ocobeHHO ecnn oHa NpUMeHaeTcs
Ons peanusauumn cuctem, cBs3aHHbIX ¢ 6e3onacHOCTLIO, ¢ BonbLOK Aone BepossiTHOCTU BO3HMKAT ocobble
o6cToATENBLCTRA, TPEDYIOLME PACCMOTPEHUS.

LoCcTynHOCTbL MOLLHBLIX TEXHOMOMMIA BbIYMCNEHUA U XPaHEHUS OaHHbIX [AenaeT BO3MOXHbIM NpUMeHe-
Hue MO B wivpoknx maclitabax. [lnsa Bce BospacTalollero Yyncna cgpep AeATenbHOCTU npuMeHeHe MO kak
TexHonorum M nossonsieT BbICTPO M ycnelwHo paspabaTtbiBaTh anropuTMbl, KOTOpble ODHapyXMBaloT 3aKo-
HOMEPHOCTU 1 TpeHabl B AaHHbIX. MO MOXeT Takke UCNoNb30BaTbLCA A4NA MAeHTUdMKAaUMKM aHOManbHOro no-
BEAEHWS UMW CXOXKOEHUA (DYHKLMN Ha ONTUMAanbHOM pelleHun B ocoboi cpege. MO ¢ ycnexom npuMeHsieTcs
ONs aHanus3a JaHHbIX B OMHAHCOBOW cdhepe, B NPUNOXKEHUSX COUMAnNbHLIX CETeRn, Ans pacno3HaHUA pedn u
n3obpaxeHuin (ocobeHHO NpY OMO3HAHWMK NMMYHOCTK), @ Takke B YNpaBneHWn 34paBOOXpPaHEeHWEeM M MPOrHo-
3MPOBaHWUK, ANA Co30aHUA LMPOBLIX aCCUCTEHTOB, NMPOMbILLNEHHbIX POBOTOB, AN MOHUTOPUHIA COCTOSHUSA
300POBbLA U B DECNUMOTHbLIX TPAHCMOPTHLIX CpeacTBax.

B nononHeHnune k MO gpyrue texHonorun M npnobpeTaloT BaxKHOE 3HAYEHWE B UHKEHEPHBLIX NMPUMNoXe-
Husx. MNMpuknagHas cTaTUCTUKA, TEOPUA BEPOATHOCTM M TEOPUSA CTAaTUCTUYECKOrO OLEeHUBaHWA cnocobcTBoBa-
NN 3HAYMTENLHOMY nporpeccy B cdepe poboTuzaumm 1 pacno3HaBaHusi obpazoB. B peaynsrate TexHonorum
W 1 cuctembl NI HaUMHAKOT NMPUMEHATLCA B NMPUMNOXKEHUSX, KOTOPble MMEKT OTHOLLEHWe K Be3onacHoCTy.

MO moxeT Mcnone3oBaThCs ANS CO3AaHWs Mogenei, TakuMm 00pa3om pacluMpsas MOHUMaHKWe OKpY»Kato-
wero Mmupa. Ho mogenu, nonyyeHHble B pesynbtate MO, XOpOLWM NMLIE HACTOMBKO, HACKOMBKO Ka4eCTBEHHOM
Bbina nHopMauus, ucnonb3oBaHHaa nNpu cozgaHun mogenu. Ecnv obyyarlime gaHHble He OTpaxarT Jo-
CTATOYHOE YMCNO 3HAYUMbLIX CLIEHApUER NMPUMEHEHMUS, TO NOMNyYeHHbIE MOAENU MOTYT BbiTh HeBepHbIMU. 10
Mepe MOCTYMMNeHUss HOBbIX HABNOEHUA OHW MOTYT UCMONb30BaTLCA ANA NOAKPENNEeHUs MOLENW, HO 3TO, B
CBOI o4yepedb, MOXEeT NPUBECTU K HeODBLEKTUBHOCTU B OTHOCUTEMNbHOW Ba)KHOCTWU HAbMOOeHWA, YTO MOXeT
CMeCTUTb NoBeAeHWe anropuTMa B CTOPOHY OT MEHee YaCTOTHbLIX, HO BCe-TakKu pearbHbIX TUMOB NOBEOeHUs.
HenpepebiBHoe Jo0ByYeHne 1 NogkpenneHne Mogen HOBbIMW NpUMepamMn nomoraeT NpUbnM3nTL NapameTpsl
MOLENMN K ONTUMAanNbHbLIM 3HAYEHMAM, HO TAKXKe BO3MOXEH U NOBOYHBIA 3heKT: HACTPOMKA NPENMYLLECTBEH-
HO Ha TMMOBbIE BXOAHbLIE AAHHbLIE MOXET CHM3WThL Ka4eCTBO NPUMEHEHWA MOAENW ONSA IKCTPEeMarnbHbIX, XOTH
HE MEeHee Ba)HblX, BXOOHbIX OaHHbIX.

Llenb HacTosALlero ctaHgapTta 3akodaeTcs B TOM, 4ToObl AaTb BOSMOXKHOCTE paspaboTyuMky cuctem,
CBA3aHHbIX ¢ 6e30MacHOCTbIO, NMPUMEHUTL HagnexawmM obpasom TexHonorm WM kak yacTb oyHKUKMiA Des-
OMacHOCTU, MCMOMb3ya MOHWMaHWEe XapakTepUCTWUK, (hakTOpOB pUCKA, CYLLECTBYIOLLMX METOLOB aHanusa
dyHKUMOHAanNLHOM 6e30nacHOCTU 1M NOTeHUnansHble orpaHnydeHunsa TexHonorun M. B HacToswem ctaHgapTe
Takke npveBegeHa MHpopMaums 0 npobnemax 1 KOHLENUUAX PeLLeHWiA, CBA3aHHbIX C YHKUMOHANbLHON Bes-
onacHoCTb cuctem V.

Llenblo HacTosiero crtaHgapTa He sBNseTcs ycTaHoBneHue Tpebosawwit. OnucaHve TpeboBaHui
K YPOBHIO MOMHOTbLI De30nacHOCTM, MO3BOMALLMX UCNonb3oBaTe aneMeHT MW B byHkuum BesonacHocTH ¢
onpegesieHHbIM YpoBHEM NOMHOTbI 6830nacHOCTM UMK YPOBEHb MOMHOTHI aBTOMOOWUBHOM 6e30MacHoCTK, Ha-
X04ATCA 3a npegenamn 0bnactu NpMMeHeHWs HacTosALWEero ctaHaapTa.

B pasgene 5 npuBeneHbl 06LMe nonoxeHWA yHKLMOHaNLHOW 6e30nacHoOCT M ee CBA3W C TEXHOMNOMM-
en n cuctemamm U,

B pasgene 6 mpencTtaBneHbl pasHble Knacchbl TexHonorun WA, 4tobbl nokasaTe MX COOTBETCTBUE CY-
LLeCTBYIOLLMM CTaHAapTaM (hyHKLMOHanbHOW Ge3onacHoOCTU B TOM criyyYae, korga TexHonorusa MW asnsaetca
yacTblo hyHKUMM Be3onacHocTu. B pasgene 6 Takke npedcTaBreHbl pasHbleé YPOBHM WCMOSb30BaHUA TeX-
Honorun MW B 3aBMCMMOCTM OT MX KOHEYHOro BO3AENCTBMSA Ha cucTemy. HakoHeu, B pa3gene 6 npvBegeHa
KayecTBEHHAA OLleHKa COOTBETCTBYIOLLWX YPOBHEN (DYHKLMOHANbLHON 6€30NacHOCTH C pa3HbIMU COYETAHUAMMN
knacca TexHonorun M v ypoBHA ncnonb3oBaHns.

B pazgene 7 npennoxeH MeTo4 AN WMCMNOMb30BaHMS TexHonornu MW B cucteMax, CBsi3aHHbIX ¢ 0es-
OMNacHOCTLIO, B KOTOPbIX COOTBETCTBUE CYLLECTBYIOWMM CTaHAapTaM yHKUMOHansHoW 6e30nacHOCTM HE MO-
*eT BbITb NPAMO MPOAEMOHCTPUPOBAHO.

v
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B pasgene 8 npuBeaeHbl xapakTepUCTUKKM W CBA3AHHbIE C HUMW hakTopbl pyucka Ans QyHKUMOHanbLHOM
BesonacHocTu B cuctemax M. MNMpueegeHo onncaHne npobnem, cBA3aHHbIX C Mcnonb3oBaHnem MM, n xapak-
TEPUCTUK, KOTOPbIE MOTYT BbITh MPUHATEI BO BHUMAaHWE NpW MOMbITKE pellnTb 3TU NpobrnemMsl unv ocnabute
WX BO3OENCTBUE.

B pasgenax 9—11 npuBefeHbl BO3MOXHbIE peLleHUs] YKa3aHHbIX Npobnem B obnactu Bepudukalm 1
Banupauuun, ynpaeneHusa v 3allUTHbLIX Mep, NPOLLECCOB U METOOMK.

B npunoxeHuax npueBegeHbl NpUMepbl NPUMMEHEHWA HACTOSALWEro ctaHgapta v SONOMHUTeNbHas WH-
dopmaums. B npunoxeHnn A nokasaHo, kak fOCT JEC 61508-3 npuMmeHsaeTcs k anemMeHTam TexHonorum WA,
B npunoxeHun B npuBemeH npumep npuvMeHeHWs NpuHLUMNa TpexcTyrneH4yaTol peanusauvm 1 onpefene-
HUA pa3HoobpasHbix xapakTepucTuk. B npunoxenun C pgaHo getanbHoe onucaHWe MpoLeccoB, OnMcaH-
Heix B 9.3. B npunoxeHun D nokasaHa CBsI3b MeXOY XW3HEeHHbIM LUKNoM 6e30MacHOCTH, YCTAHOBIMEHHBLIM B
FOCT P M3K 61508-1, 1 >KM3HEHHbBIM LKKIOM cuctembl MW, yctaHoBneHHbiM B [1].
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MHCT 836—2023
(ISO/IEC DTR 5469)

NPEOBAPUTENbHbIM HALULWOHANBbHBLIWA CTAHOAPT POCCUACKOW ®EOEPALUM

UCKYCCTBEHHbIW MHTENNEKT

myHKLIMOHaHbHaH 6e30nacHOCTb U CUCTEMBI UCKYCCTBEHHOIo MHTENJeKTa

Artificial intelligence.
Functional safety and Al systems

Cpok gerctBua — ¢ 2024—01—01
go 2027—01—01

1 Obnactb npumMeHeHUs

B HacTosilwem cTaHgapTe NpyMBedeHO ONUcaHWe CBOWCTB, COOTBETCTBYHLLMX (DakTOpPOB puUcKa, Cylle-
CTBYHOLLMX METOAOB W NPOLECcCOB, CBA3aHHbIX C MPMMEHEHWUEM:

- VW BHYTpU byHKLKMK, CBA3AHHON ¢ 0BecnedeHnem Be3onacHOCTH, ANS peanu3aluym COOTBETCTBYOLLE-
ro oyHKLMOHANa;

- pyHKUMR obecneyeHua BesonacHocTu Bea ucnons3oraHua MW onsa obecneyeHnsa bezonacHocTu obo-
pyoosaHus, ynpasnsemoro WW;

- cuctem MW onsa npoekTMpoBaHus 1 co3ganus yHkumMin obecnedveHns 6e3onacHoCTy.

2 HopMaTMBHbIe CCbINKK

B HacToslwem cTaHgapTe MCNONb30BaHbl HOPMATMBHLIE CChINMKW Ha CNefyroLlve cTaHaapThbl:

FOCT IEC 61508-3—2018 ®@yHkyuoHanbHas 6e3onacHocms cUcmeM 371eKMpPUYecKUX, 31eKMPOHHBIX,
npoapaMMupyeMbIX 371eKMPOHHBIX, C8A3aHHbLIX ¢ be3onacHocmbio. Yacms 3. TpebosaHus K npo2pamMmmMHOMY
obecrnieyeHuo

FOCT ISO 12100 besonacHocmpb MawuH. OCHOBHbIE MPUHYUMbLI KOHCcmpyuposaHus. OUeHKU pucka u
CHUXEHUS pucKa

FOCT P 59276—2020 Cucmembi uckyccmaeHHoeo uHmennekma. Criocober obecnevyeHus dosepus. Ob-
wue nonoXxeHUs

FOCT P 70462.1—2021/ISO/IEC TR 24029-1—2021 MHbopMayUOHHbIE mMexHonoauu. MiHmenmnekm uc-
KyccmeeHHbIl. OuyeHka pobacmHocmu HelipoHHbIx cemell. Yacmb 1. O630p

FOCT P MCO 26262-1 [opoxHbie mpaHcrnopmHbie cpedcmea. @yHKyuoHanmbHasa be3onacHocme.
Yacme 1. TepmuHbl U onpedeneHus

FOCT P MCO 26262-5 [opoxHbie mpaHcrnopmHbie cpedcmea. @yHKyuoHanmbHasa be3onacHocme.
Yacmes 5. Paspabomeka annapamHeix cpedcme u3denus

FOCT P UCO 26262-6—2021 [opoxHbie mpaHcrnopmubeie cpedcmea. ®yHKUUOHanbHas be3onac-
Hocmb. Yacme 6. Paspabomka npoepamMmHozo obecnieyeHus uzdenus

FOCT P MCO/M3K 18045 HMnghopmauuoHHas mexHonozuss. Memoods! u cpedcmea obecrnedeHus 6es-
onacHocmu. Memodonozus oyeHku bezonacHocmu UHGhOpMayUOHHbIX mexHonoaul

FOCT P MCO/M3BK TO 19791 HMughopmayuoHHas mexHonoeaus. Memodsl u cpedcmea obecrneyeHus
bezonacHocmu. OueHka 6e3onacHoCmMuU aemoMamu3upo8aHHbIX cucmem

FOCT P MCO/M3K 25010 MHgbopmayuoHHbIe mexHonoauu. CucmemHas u npoapamMmHas UHXEeHepUs.
TpebogaHus U oUeHKa Kadyecmea cucmem u npozpammHozo obecrneveHus (SQuaRE). Modenu kayecmeaa cu-
cmem U npozpammHbIX MPooyKmos

MapaHune ochbuumnansHoe

GostExpert.ru
https://GostExpert.ru/gost/gost-836-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67952
https://gostexpert.ru/gost/gost-836-2023?utm_source=pdf&utm_medium=67952&utm_term=page

MHCT 836—2023

FOCT P MCO/M3K 27001 MHghopmayuoHHas mexHonozusa. Memoosi u cpedcmea obecrneyeHus bes-
onacHocmu. Cucmembl MeHedxMeHma uHghopmauuoHHot beszonacHocmu. TpebogaHus

FOCT P M3K 61508-1—2012 @yHkyuUoOHanbHas 6e3onacHocmb cUCMeM 3/1eKMpPUYECKUX, 3MEeKMpPOH-
HbIX, PO2paMMUpPyeMbIX 3TEKMPOHHbLIX, C8SI3aHHbIX ¢ be3onacHocmbio. Yacms 1. Obwue mpebosaHus

FOCT P M3K 61508-2 @yHkyuoHanbHas 6e30nacHoCMb cCUCMeM 3MeKmMPUYECKUX, 3MeKMPOHHbIX, NpPo-
epaMMupyeMbiX IMeKMPOHHbIX, C8s3aHHbIX ¢ bezonacHocmbio. Yacme 2. TpebosaHus kK cucmemam

FOCT P M3K 61508-4—2012 ®@yHKyuOHanbHas 6e301acHOCMb CUCMEM 3M1eKMPUYECcKUX, 37eKMpPOoH-
HbIX, MPO2PaMMUPyeMbIX 3MIeKMPOHHbLIX, C8A3aHHbIX ¢ be3onacHocmbio. Yacme 4. TepmuHs! u onpedeneHus

FOCT P M3K 61508-7—2012 @yHkyuUOHanbHas 6e3onacHocmbs CUCMeM 3/1eKMpPUYECKUX, 3MEKMpPOH-
HbIX, MPO2paMMUpyeMbIX IEKMPOHHbLIX, C8A3aHHbIX ¢ be3zonacHocmbio. Yacms 7. Memods! u cpedcmea

FOCT P M3K 61511-1 Be3zonacHocms ghyHKUuoOHansHasa. Cucmemsi be3onacHocmu rnpubopHsie 0ns
MPOMBILWIIEHHbIX npoyeccos. Yacme 1. TepmuHsbl, onpedeneHus u mexHuvyeckue mpebosaHus

FOCT P M3K 62443-2-1 Cemu KOMMYHUKaUUOHHbIE MPOMbINeHHbie. 3aujuwieHHocms (kubepbeso-
rnacHocmb) cemu u cucmembl. Hacme 2-1. CocmasneHue npoepammel obecnevyeHus 3awjuweHHocmu (kubep-
6e3onacHocmu) cucmemsi ynpasneHus U NpoMbILUIEHHOU agmoMamuku

FOCT P M3K 62443-3-3 Cemu npoMbiLUieHHOU KOMMYyHUKauyuu. be3zonacHocmbs cemel U cucmem.
Yacme 3-3. TpebosaHus k cucmemMHol be3onacHocmu u yposHU be3onacHocmu

MHCT 839—2023 (ISO/IEC TR 24027:2021) UckyccmeeHHbil uHmernnekm. CMeweHHoOCmb 8 cucme-
Max UCKYCCMBEHHO20 UHMesNekma u npu NpUHAMuUU pelweHull ¢ MOMOWbK UCKYCCMBEHHO20 UHmMennekma

Mpumeuyanme — [lpu NONb3OBAHUM HACTOALLMM CTAHAAPTOM LenecoobpasHo NpoBEpUTE OEACTBUE CCbINOY-
HbIX CTAHOAPTOB B MHMOPMAUMOHHOW cUCTEME OBLLEro MOMb30BaHUA — Ha oduumansHoM caiTe PegepansHoro areHT-
CTBa M0 TEXHUYECKOMY PEryrnupoBaHnio U METPOMNOTMA B CETU MIHTEPHET UNK MO eXerogHoMy MHOPMaLKWOHHOMY yKasa-
Tenw «HauWoHanbHble CTaHaapThl», KOTOPLIA ONyBNUMKOBaH MO COCTOSIHWIO Ha 1 AHBAPA TeKyLLEero roga, M no Bbinyckam
EXEMECAYHOro MHPOPMALMOHHOTO yKasaTens «HauuoHansHble cTaHaapTe» 3a Tekylwmii rod. Ecnm sameHeH CobinoYHbIi
CTaH@apT, Ha KOTOPLIN AaHa HeaaTMpOBaHHAA CChINKa, TO PEKOMEHOYETCS UCMOMNbL30BaTL ASMCTBYIOLLYIO BEPCUID 3TOrO
CTaHgapTa ¢ YYeTOM BCEX BHECEHHLIX B AaHHYH BEPCUI0 U3MEHEHUIA. Ecni 3aMeHeH CCbIMOYHbIA CTaHOApT, Ha KOTOpbIi
[AaHa OaTMpoBaHHas CCbifKa, TO peKOMEeHAYyeTCa UCMoNb30BaTh BEPCUID 3TOT0 CTaHAapTa C yKasaHHbIM BbilUe roaoM yT-
BepKOeHWUs (NpWHATKA). Ecnn nocne yTBEpKOEeHWs HACTOSALIEro CTaHAapTa B CChITOMHBLIA CTAHAAPT, HA KOTOpLIA OaHa
AaTUpoBaHHas CCbINKa, BHECEHO U3MEHEHWe, 3aTparMeBatoLLee nonoxeHne, Ha KOTOPOe JaHa CChinka, TO 3TO MONOXKEHUe
pekoMeHOYeTCcA NPUMeHATL 6e3 yYeTa OaHHOTO U3MeHeHusl. ECNK CCbiNOYHbIA CTaHgapT oTMeHeH 6e3 3aMeHbl, To Nono-
)KeHMe, B KOTOPOM [aHa CChISIKa Ha HEro, PEKOMEHOYETCA NPUMEHATL B YACTU, HE 3aTPar1BaloLLen aTy CCbInKy.

3 TepmuHbI 1 onpegeneHus

B HacToAweM cTaHAapTe NpUMeHeHbl TEPMUHLI MO (2], a Takke criefylollne TepMUHLI C COOTBETCTBYIO-
LWMMW OnpeaeneHnsMu.
3.1

6e3onacHocTb (safety): OTcyTCTBME HENPUEMMEMOTO pUCKa.
[FOCT P M3K 61508-4—2012, cmambs 3.1.11]

3.2

cyHKUMOHanbHaa 6e3onacHocTh (functional safety): YacTe obuen 6esonacHocTH, 0bycnoBneHHas
npumeHeHnem YO n cuctemsbl ynpasneHusn YO v 3aBucALLas oT NpaBUNbHOCTH hyHKLMOHUpoBaHusa 3/3/T3
cUCTEeM, CBA3aHHbIX C Be30NacHOCTLI0, M APYTMX CPEACTB MO CHWXXEHWIO PUCKA.

[FOCT P M3K 61508-4—2012, cmambs 3.1.12)

3.3

puck; pyuck dpyHKUMoHansHon 6e3onacHocTw (risk; functional safety risk): CovyeTaHne BepoAaTHOCTH
coBbITUA NPUYMHEHWUS Bpeaa U TsHKeCTH 3Toro Bpeaa.

Mpumevyanune — [ancHedwee obcyxaeHne a3Toro onpegenenns cogepxutca B MOK 61508-5,
npunoxeHue A.

[FOCT P M3K 61508-4—2012, cmameps 3.1.6]
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3.4

PMCK; opraHM3auMoHHbIN puck (risk; organizational risk): Cnegcteue BAMAHUSA HeonpegeneHHOCTH
Ha OOCTMXKEeHMe NOCTaBMEHHONW Lenu.

MpumevaHue 1 — lNoa cnedcTBUem BAWSHWUA HEONPELENEHHOCTU HEOOXOAUMO MOHUMAaTb OTKNOHEHWE OT
OXWMAAEeMOro pesynsrara unm cobbiTusa (NO3UTUBHOE W/UNIM HEraTUBHOE).

MpumevyaHue 2— Llenn moryT BbiTb pasnMyHbIMKA N0 cogepKaHuio (B 0BnacT 3KOHOMMKK, 300P0BbSA, 3KOMO-
MV 1 T. N.) M Ha3Ha4YeHuo (cTpaTernyeckue, obLeopraHM3alnoHHbIe, OTHOCALLMECSH K pa3paboTke NpoekTa, KOHKPETHON
npoaykumm 1 Npoueccy).

MpumMeyaHune 3 — PWCK 4acTo XxapakTepuayloT NyTeMm onucaHus BO3MOXHOro cobbeltka (3.5) n ero nocnen-
CcTBUNA (3.6) UNn UX COYETaHUSA.

MpumevaHune 4 — 3710 obwee onpegeneHne pucka. MNocKoMNeEKY PUCKU paccMaTpyBaloTCs Y3KO C TOYKMW 3pe-
HuA Bpena (3.5), cneunanuavpoBaHHoOE 3HayeHWe TepMmuHa «puck» (3.3) ucnonb3yeTca B HACTOALEM CTaHOapTe B
JononHeHue K obemy onpefeneHnio TepMrUHa.

[AdanmuposarHo us FTOCT P UCO 31000—2019, nyHkm 3.1]

3.5

Bpen (harm): ®uanyeckue noBpexaeHa Unu ywepd, NpUYMHAEMbI 340POBLI0 M0AEer, UMYLLECTBY
UK OKpYXaloLLen cpene.
[FOCT P M3K 61508-4—2012, cmampbs 3.1.1]

3.6

onacHocTb (hazard): MNMoTeHUManbHbIR UCTOYHKMK NPUYMHEHWA Bpeaa.
[FOCT P M3K 61508-4—2012, cmampes 3.1.2]

3.7

onacHoe cobbiTue (hazardous event): CobbiTie, B pesynbrate KOTOPOro MoxeT ObiTb NPUYMHEH Bpea.

Mn punMmeHaHne — HPMHHHBHMG Bpena B pe3ynbrate onacHoro COBLITUS 3aBUCUT OT TOTO, noasepraroTca nu
noan, MMYLLEeCTBO MINK OKpyXatwad cpeaa EOS,Elef/'ICTBVIIO I'IOCJ'!e,EI,CTBVII:’I onacHoro cobbiTus, 1 ecnun NPUHUHEHKE TTHO-
AAmM Bpeada BO3MOXHO, TO MOTYT N OHK n3bexatb I'IOCJ'IE,D,CTBldﬁ coBbITMA Nocne Toro, Kak OHO NPON30LLNO.

[FOCT P M3K 61508-4—2012, cmambs 3.1.4]

3.8

cuctema (system): KombuHaLma B3aMMOgencTBYOWMX SNEMEHTOB, OPraHM30BaHHbIX A8 AOCTKEHWS
0QHOW UMW HECKOMbKUX MOCTABMNEHHbIX Lenen.
[Adanmuposaro us FOCT P 57193—2016, nyHkm 4.1.44]

3.9

cucTeMaTu4eckun otkas (systematic failure): OTkas, cBsi3aHHbIN OEeTepMUHUpPOBaHHLIM 0Bpa3om c
Kakon-nubo NpUYnHORN, koTopast MOXKET BblTb UCKMNKOYEHA TONbKO NyTeMm MoaudmMkauun npoekta nubo npo-
M3BOACTBEHHOIO NpoLecca, onepauuni, AokymeHTauum, nnbo apyrix dakTopos.

[FOCT P M3K 61508-4—2012, cmamsbs 3.6.6]

3.10

cucTeMa, cBA3aHHas ¢ beszonacHocTbio (safety-related system): Cuctema, koTopas:

- peanusyeT HeobxogunmMble yHKUuMKM Ge3onacHocTu, Tpebyrlmecs ANA OOCTWKEHUS W NOOAEPHKKM
©esonacHoro coctosaHusa YO, u

- NpegHasHayeHa 4na AOCTUXKEHUS CBOMMWU CpPedcTBaMU UMW B codeTaHun ¢ apyrumu 3/3/T3 cucte-
Mamu, CBsI3aHHbIMU ¢ Be30NacHOCTLIO, U APYrMMUM CPeaCcTBAMU CHUXEHWUSI pUcka HeoBXO4MMOWM MOMHOTHI
BesonacHocTu ans Tpebyembix yHKLUA 6e30MacHOCTH.

[AdanmupoeaHo us FTOCT P M3K 61508-4—2012, cmampbs 3.4.1]
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3.1

cthyHKUMA Be3onacHocTu (safety function): ®yHkuma, peanusyemasn 3/3/M3 cuctemon, cBA3aHHOW C
Be3onacHOCTEI0, NN APYIMMU Mepamu Mo CHUAKEHWIO pucka, npegHasHavyeHHas Ana SOCTMKEHUS Unu noa-
AepxaHusa BezonacHoro cocTosiHnA YO No OTHOLUEHWIO K KOHKPETHOMY onacHoMy cobbiTuio (3.7).

[AdanmupoeaHo uz NOCT P M3K 61508-4—2012, cmambs 3.5.1]

3.12

ynpaBnsaemoe o6opyposaHue; YO (equipment under control; EUC): OBopygoBaHue, malluHbl, an-
napatbl UK YCTaHOBKM, MCNONb3yeMble Ans NpouasogacTea, 06paboTku, TpaHCMOPTUPOBaHUS, B MeQULNHE
UNu B ApYyrux npoueccax.

MpnmevyaHune — «Cucremsl ynpaeneHusa YO» npeactaenaoT cobol otgensHoe, oTnudHoe oT YO, noHATHe.

[FOCT P M3K 61508-4—2012, cmampbs 3.2.1]

3.13

nporpaMmmMupyemas anekTpoHuka; N3 (programmable electronic; PE): CpeacTtso, 0CHOBaHHOE Ha UC-
NOMb30BaHWK KOMMLKTEPHLIX TEXHOMOIMIA M KOTOPOE MOXET BKMOUYaTh B ceba annapaTtHoe M nporpaMMHoe
obecnedveHne, a TaKke YyCTPOMCTBA BBOAA W/MNK BbIBOAA.

MpumedyaHue — [laHHbIA TEPMUH OXBATLIBAET MUKPOANIEKTPOHHLIE YCTPOMCTBA, OCHOBAHHLIE HA OAHOM UK
HECKOIbKMX LieHTpanbHbix npoueccopax (LIM) 1 cBsizaHHBIX C HUMKW YCTPORCTBAX NamMATH U T. M.

Mpumep — K npozpaMmupyemMbIM 37TEKMPOHHBIM ycmpolicmeaM OmHOCSIMCA:

- MUKpOMpoueccopsi;

- MUKPOKOHMPOJIIEPbI;

- MpozpamMMupyeMbie KOHMpPonnepbl;

- cneyuanu3uposaHHble UHMezpabHbie CXeMbi;

- MpozpamMmupyemMbie J102U4ecKUe KOHMpPOIUIEPbI;

- dpyzue ycmpolicmea Ha OCHO8e KOMILIOMEePHbLIX MexHonozuil (HanpumMep, MUKporpoueccopHsie dam-
4yuku, npeobpazoeamenu, ycmpolicmea npueoda).

[FOCT P M3K 61508-4—2012, cmambs 3.2.12]

3.14

3INEeKTPUYECKUI/3NeKTPOHHbIA/MpOorpaMMupyemMbln 3nekTpoHHbIn; 3/3/T13 (electrical/electronic/
programmable electronic; E/E/PE): OcHOBaHHbIN Ha 3nekTpudeckon (3), U/unu anekTpoHHo! (3), wunum
nporpaMmMupyemMoit anekTpoHHon (M3) TexHonormu.

MpumevyaHune — [daHHbIA TEPMUH NpegHasHaveH aAns Toro, 4Tobbl oxBaTuTe Moboe unu Bce yCcTpoWCcTBa
WM CUCTEMbI, AEUCTBYIOLME HA OCHOBE ANeKTpU4ecTBa.

Mpumep — B yucno 3nekKMpu4YecKux/35eKmpPOoOHHbLIX/pozpaMMupyeMbIX 3/1eKMPOHHBLIX ycmpolicme
exodsm:

- anekmpoMexaHuveckue ycmpolicmea (anekmpuyeckue);

- meepdomersibHbie HenpoapaMMupyemMble 3/IeKmMpPoHHbIe ycmpolcmea (3/1eKmpPOoHHbIe);

- 3MIleKMpPOHHbLIe ycmpolicmea, OCHO8aHHbIe Ha KOMMbLMEPHbLIX MexXHoNo2uaxX (npo2paMmupyemsbie
3/1eKMPOHHbIE).

[FOCT P M3K 61508-4—2012, cmampbs 3.2.13]

3.15 rexnonorus UMW (Al technology): TexHonorus, ucnone3yemas ans npumeHeHns mogenu M (3.16).
3.16 mogenb UWU (Al model): ®duanueckoe, MatemaTudeckoe UMM MHOE NMOrMYeckoe NpefcTaBrneHue
cucTeMbl, 0bbekTa, ABNEeHKs], Npouecca Uy OaHHbIX.

lMpumevaHue — Cwm. [2], nyHkm 3.1.23.

3.17 TecTtoBbIN opakyn (test oracle): MicTouHMK nHbopmMaumn Ans onpegeneHns yCnewHOCTH MPOX0ox-
OeHuns TecTa.

Mpumevarnue — Cwm. [3], nyHkm 3.115.
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4 CokpalueHuns

B Hacmoswem cmaHdapme npuMeHeHb! cne@y.to.u.gue COKpauwleHusA:

nn — WCKYCCTBEHHbIA UHTENNEKT;

MHC — nckyccTBeHHaa HEMPOHHAsA CEeThb;

nT — WMHPOpPMAaLNOHHEIE TEXHOMOMN;

KNN3 — kno4eBon nokasaTtenb 3 eKTUBHOCTH;
MO  — mawuHHoe oby4veHue;

no — nporpaMmHoe obecneyeHune;

CHC — cBepTo4Hasa HeEMpPOHHAasA CeTh;

CUDA — apxuTekTypa yHMMULMPOBAHHOIO BbIMMCNUTENBHOTO ycTponcTBa (compute unified device
architecture);

FMEA — aHanu3 BMAOB 1 nocrnefcTBuin otkasos (failure modes and effects analysis);

JPEG — obvenmHeHHaa rpynna akcnepToB no dotorpadum (joint photographic experts group).

5 O6wure nonoxeHUA (pyHKUMOHaANBLHOW Ge30nacHOCTH

5.1 BBegeHue B hyHKUMOHanNbHY G6e3onacHoCTb

Cdpepa dyHKumoHansHom be3onacHocTu POKyCUPyeTCs Ha pUCKax, CBSA3aHHbIX C TpaBMamu 1 Bpeaom
ANS 300pOBbS NIOAEN, OKpYyXalLwen cpedbl U, B HEKOTOPLIX CNy4vasx, CHWXKeHWeM Bpeda AN npogykuuu
unn obopygoeanua. OnpegeneHve pucka pasnuyaeTcs B 3aBMCUMMOCTM OT 00MacTu NpUMEHeHUs TepMUHa,
cM. pasgen 3. Oba npuBefeHHbIX onpeaeneHns ABMASIOTCA BaXKHbIMK NMOHATUAMM ONA ucnonsb3osaHua WA,
Bce ynoMyMHaHuA NOHATUA « PUCK» [arnee B HAaCTOSALWEM cTaHaapTe OTHOCATCA K OnpefeneHuio ¢ TOYKKM 3peHnst
dyHKLMOoHaNLHON BezonacHoCTH.

B cooteetcTRuM ¢ FOCT P M3K 61508-1 ynpaBneHue puUcKoM SIBMSIETCH UTEpaUUOHHBIM NMPOLECCOM
OLEHKM 1 CHWXeHns pucka. OueHka pucKa BbISBNAET UCTOYHVK BpeOa M PUCKW, CBA3aHHbIE C LeneBbIM Uc-
NonbL30BaHWeM M C PasyMHO MpefckasyembiM HernpaBuibHbIM WUCMONb30BAHWEM MPOAYKTa UMW CUCTEMBI.
CHuXeHWe pucka yMmeHbluaeT PUCKW 00 YPOBHS, KOTOPbIA CTAHOBUTCA AOMYCTUMbIM. [JOMYCTUMbIM PUCKOM
CcYMTaeTCHd TakoW ypoBeHb pUcKa, KOTOPbLIA NpUeMNieM B 3a4aHHOM KOHTEKCTE MpWu CYLLeCTBYIOWEM YPOBHE
pa3BUTUS TEXHOMOTUMN.

Cepusa ctangaptoB FOCT P M3K 61508 B kauyecTBe Haumny4llen NpakTUKXA yCTaHaBNMBaeT crefyoLwmnii
NoAxon, COCTOALWMIA U3 Tpex cTaaun:

- ctagua 1: yHKLMOHansHo Be3onacHbIn NpoeKxT;

- cTagus 2: orpaHuduTenbHble U 3allWTHBIE YCTPOWCTBA;

- cTagma 3: MHopmMaumsa AN KOHEYHOTo NoMb30BaTens.

CHmxeHune pucka nytem obecneveHnsa pyHKUMOHaNnbHOW 6e30MacHoCT OTHOCUTCH K cTaaum 2.

HacTtoawmin ctaHgapT orpaHMyYnBaeTcsl pacCMOTPEHNEM acnekToB dyHKLMI Be3onacHoCTH, BbINONHAE-
MbIX CCTEMOW, CBA3aHHOW ¢ BesonacHocTbio, KoTopas ucnone3yet TexHonorum M, nubo B pamkax cuctemsl,
CBsI3aHHOW C Be3onacHocTbi, NMMBo B Npouecce NPOEKTUPOBaHUA W CO34aHUA CUCTeMbl, CBA3aHHOW C Bes-
onacHocTelo (cTagus 2).

B HacToswem cTaHgapTe He paccMaTpuBaeTca MeToguKa MCnonb3osaHusa TexHonorun MW Ha ctagu-
ax 1n 3.

5.2 dyHKUMOHanbHan 6e3onacHoCTb

FOCT P M3K 61508-4 onpefenseT (yHKLMOHaNbHY 6@30nacHOCTb Kak «4acTb obLein 6e3onacHocTH,
obycrnoBneHHyo npumeHeHrem YO n cuctemsl ynpaeneHusa YO 1 3aBUCALLYIO OT NPaBMIbHOCTH (PYHKLKMOHMPO-
BaHuA J3/3/T3 cuctem, CBA3aHHLIX ¢ De30MacHOCTbIO, M APYTMX CPEACTB Mo CHKeHUKo pucka». 3/3/M3 cucte-
Ma, cBsizaHHasa ¢ 6eszonacHocTelo, obecneunBaeT yHkumo BesonacHocTu, koTtopas B FOCT P M3K 61508-4
onpefeneHa Kak « pyHkuus, peannayemasn 3/3/13 cucteMoi, ceAzaHHOM ¢ Be30MacHOCTbIO, UK OPYrUMA Me-
pamu Mo CHWXEHUI pUCcKa, NpefHasHadeHHas ons OOCTWXKEHWUS UMW Noddep:KaHusa 6e3onacHoro CoCTOSIHUS
YO Nno OTHOLIEHWID K KOHKPETHOMY OnacHOMY CODbITUMIO». WHBIMKM cnoBamu, hyHKUMKM Be3onacHOCTM ynpas-
NS0T PUCKOM, CBSI3@HHLIM C OMaCHOCTbLID, KOTOpasi MOXET HaHeCcTW Bpen MoAsM WINK OKpyXalLen cpege.
®yHKUMKM 6e30MacHOCTM MOTYT TaKKe CHU3UTL PUCK CEPLbE3HbIX IKOHOMMUYECKUX MOCNEeACTBIIA.
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Kak cnegyetr w3 TepMmuHa, dQyHKUMOHanbHasas 6Ge3onacHoCTb, Kak OHa onpegeneHa no
FOCT P M3K 61508-4, HanpaBneHa Ha JOCTUXeHWe U nogaepxaHue PyHKUMoHanbHo Be3zonacHoro cocTo-
aHua YO nytem obecneveHus pyHKUMA BesonacHocTu. Micxoos uz BKNKYEHUSA B onpefeneHue yHKUuo-
HanbHOW 6e30NacHOCTU U hYHKL KA Be3onacHOCTU (DOPMYMNMPOBKA « APYrMe Mepbl MO CHUXKEHUKD pUCKa» He-
TexHu4eckue QyHKLWU TakKe ABHO yuTeHbl. [MoHATUMe YO He orpaHuYMBaEeTCsl OTAENbHLIMKU YCTPONCTBAMM,
OHO MOXET ObITb TAKXKe U CUCTEMaMU.

B cootBeTcTBMM C nNpuBeAEHHbIMKW onpeneneHuamMmu hyHKLMoHansHan 6esonacHocTb Kak cdepa ges-
TenbHOCTU CBSAA3aHa, TakMMm o0bpa3som, C HaaneXallMM BbiCTpauBaHUEM 3TUX COOCTBEHHO TEXHUYECKMX 1 He-
TEXHUYECKNX DYHKUMIA Be30NacHOCTWU ANSA CHUXKEHUS PUCKA UMM OTPaHUYEHUS YPOBHS PUCKA NS KOHKPETHOro
YO, HauMHasa C YpOBHS KOMMOHEHTOB W 3aKaH4YMBas YPOBHEM CUCTEMbI B LIENOM, NMPUHUMAs BO BHUMAaHWE
yenoreveckuin hakTop U yYUThIBAA YCNOBWS 3KCNNyaTaLumn 1 BO3AENCTBME OKPYXaIoLWEeN cpeabl.

dyHKUMOHaNbHan B6esonacHocTb chokycMpoBaHa Ha PyHKUMAX 6e30MacHOCTM AN CHUWKEeHWUs pucka u
Ha CBOWCTBax 3TUX (PYHKUMK, Tpebyembix AN CHWKEHWUs pucka. XoTs dyHkunoHan nobon dpyHkummn Ges-
OMNAaCcHOCTW MPUBSA3aH K KOHKPETHOMY KOHTEKCTY €€ WCMONb30BaHWsl, TEé CBOWCTBa, KOTOpble TpebylTes Ans
CHWXEHUS PUCKA, W CBA3AHHbLIE C HUMW Mepbl HAXOOATCS B LLEHTPE BHUMAaHUWA Npu cTaHdapTuaaumnm dyHKLMo-
HanbHoOW BesonacHoCTH.

Lo nosiBneHusa nporpaMMUpyemMbIX CUCTEM, Korga dyHKUuuK BesonacHocTy ObINu orpaHuYeHsl B Npu-
MEHEHWW annapaTHbIMW CPeacTBaMu, OCHOBHOM Lenbio dyHKLMOHansHon 6esonacHocTi Bbina MUHUMKU3aLMA
MOCNEACTBUIA U BEPOATHOCTH CryYaiHbix oTkasos obopygosaHus. Mpu Bce 6onbwein ponu MO B npUMeHeHun
hyHKLMIA Be30nacHOCT POKYC BHUMaHWS COBUHYJSICA B CTOPOHY CUCTEMAaTUYeCKMX OTKA30B Ha dTanax npo-
eKTMPOBaHWUA U CO3L4aHus.

MpumeyvyaHune — [4] onnceieaeT TpeboBaHus K Be3onacHOCTM AN4 LeneBoro PyHKUMOHana, BKNYvas Takue
acrekTbl, KaKk orpaHndeHue Xxapaktepuctuk. B npunoxerun D npvBeneHo onvcaHue ux uHtepnpetaumm ana MO.

HakonneHa 6a3a 3HaHMIA O TOM, Kak n3bexaTb CUCTeMaTUYecKux OTKA30B B CMCTEMAax, HE UCMOoMb3y-
towmx M, n npu paspabotke MNO. Hactoswwun ctaHgapT paccMmaTtpuBaeT ucnons3oBaHue WM B koHTekcTe
dyHKuun bezonacHocTu. OyHkuuK, BKNoYarowme TexHonorun M, ocobenHo MO, obbivHO paspabaTteiBatoTcs
MHave, 4yem cuctembl 6e3 M. OHM MeHee npuBA3aHbl K cneundukaumam 1 B SonblUei CTENeHN OnNMparTcs
Ha oTCrexuBaHWe JaHHbIX, onpedenslnx nopegeHue cucTemMsl. VIMEHHO NO3TOMY KaTarnor CyLLecTBYLLMX
Mep NpeaoTBpalleHns cucTeMaTUYeCcKMX OTKa30oB AOMOMHAETCH, NPMHUMAas BO BHUMaHME 0COBEHHOCTU TeX-
Honoruin VMM: B npunoxeHun A npueBeneH npyMMep Takoro gononHeHns. Mepbl N0 CHYXKEHWUID PUCKOB, Xapak-
TepHble ana MW, Tarwke oTnMyaoTca OT Mep, NpUMeHsAeMbIX ansa cuctemM 6e3 MW, ¢ dyHKUMOHANBLHON TOYKM
3peHus. PyHkuMoHanbLHaa 6e3onacHoCTb CTaBUT BO rMasy yrna CTOMKOCTb K CUCTEMaTUYeCcKUM oTKazam no
FOCT P M3K 61508-4—2012 (cTatbsa 3.5.9) B JOoNOMHEHWE K ClyvaiiHbiM OTKazaM o0bopyaoBaHus U cuctema-
TUYECKMM OTKa3am Ha NpOTSKEeHUN BCErO XM3HEHHOMO LIMKNA.

MpegHasHaveHne TexHonorun VI npw peanusaumn dyHKUMW 6€30MacHOCTV COCTOMT B TOM, YTO OHM
0arT BO3MOXHOCTb 0BpPaTUTLCH K HOBbIM METo4aM CHWXKEeHWA pucka. HacTosawwin ctaHgapT NOcBALWEH WC-
cnefoBaHUO NpUMeHeHus TexHonornn MW ona atux uenemn, He npeHebperas cyLecTBYIOLWWUMM KOHUEMNLUAMN
CHWXEHWS pUCKa, NYTEM NPEANOXEeHUA HEKOTOPLIX NMONOXEHWIA, CBA3AHHbLIX C PUCKOM W Knaccudukaumen.

B uenom gocTukeHue NpuemMnemMoro YpoBHA pUcKa A5 CUCTEM, YPOBEHbL CNOXHOCTU U aBTOMaTtu3auum
KoTOpbIX BCe Oornee Bo3pacTaeT, BEPOSATHO, CBA3AHO C YCOBEPLUEHCTBOBaHMEM KoHUenuuin 6e3onacHocTy.
OHO cBAA3aHO C aJeKBaTHbIM MPUMEHEHWEM KaK TEXHUYECKUX, TakK M MHbIX MEP CHWKEHWA pUCKa ANA JOCTUXKE-
HWA ¥ NoaaepKaHWs cucTeMbl B BesonacHoM cOCTOsIHWMM. [@apaHTMPOBaTh BaNnMAHOCTbL TaKUX YCOBEPLLEHCTBO-
BaHHbIX KOHUenuuin 6esonacHocT — BonbLlIon BeI30B B obnactn dyHKUMoHanbHon 6esonacHocTh. [aHHbIn
BbI30B NPVWBOAMWT K BO3pacTaHuio ynucna TpeboBaHunin pyHKUMoHaNLHon BesonacHocTy. [ins Bcex TEXHUYECKUX
MEep CHXEHMWS PUCKa OTNMYNTENbHON 0CODEHHOCTLIO ABMSETCA YYeT CnyYanHbIX N CUCTEMaTUYECKMX OTKa30B
obopydoBaHusi, NpUBedeHHbIX B cepun cTaHgaptoe [fOCT P MOK 61508 v B cTaHgapTax, paspaboTaHHbIX Ha
nx ocHoBe. OgHako B criyyae (oyHKUWi DesonacHOCTM Ha ocHoBe TexHonoruu M HensbexHo notpebyetcs
OOMNOMHUTENBHbBIA (QOKYC BHUMaHWs Ha HeobxogumMocTh obecnevyeHns rapaHTUM B OTHOLLIEHWW TOFO, YTO BO3-
MOKHOCTW CUCTEM, KOTOPbIE UCMOMb3YIOT 3TU (PYHKUWK, AOCTATOYHbI A4S TOW cpefdbl, B KOTOPOW OHU BynyT
NMPUMEHATHLCS.
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6 Ucnonb3oBaHue TexHonorum UA B 3/3/MN3 cuctemax, cBA3aHHbLIX
Cc be3zonacHOCTbLIO

6.1 NMocTaHoBKa Npobnembl

Wcnonb3oeaHne TexHonoruu U cucteM WA Ha MomeHT pa3paboTku HaAcTosLLEro cTaHAapTa He ONUCcaHo
HW B OOHOM CTaHAapTe (YHKUMOHaNbLHOW 6e30nacHOCTM, a B HEKOTOPLIX CTaH4apTax UX UCMNofnb30BaHWe 3a-
npeweHo. CTaHOapThl, B KOTOpbIX ynoMuHaetcs UW: [4], [5] v [6].

6.2 TexHonorun M B 3/J/MI cucrtemax, cBA3aHHbLIX ¢ 6e30MacHOCTLIO

3/3/M3 cmcTemsl, cBsizaHHble C 6@30NacHOCTbLIO, MMeloT Habop XapakTepUCTHK, KOTOpble HadexHo obe-
CreYynBaloT 3afaHHeIl ypoBeHb BesonacHocTW. B ugeansHoOM criyvyae 3Tv XapakTepUCTUKM YHUBEpPCanbHbI 1
HE 3aBUCAT OT YCMOBWUWA NPUMEHEHWS B KOHKpeTHoM cnydae. OgHako AaHHble U cneundukaln BapbupytoTcs
B 3aBMCUMOCTWM OT KOHKPETHOro chnydasi npumeHeHust U cdpepbl TexHonorni. MNpouecc onpegeneHns xapak-
TEPUCTUK NMoKasaH Ha pucyHke 3 (cM. 7.2) ons kaxgon u3 Tpex ctagui gperMeopka M. XapaktepucTukm
MOTyT OnpenenaTbcs AN KaX4oro 0TAeNbHOro cny4as, OTHOCSLErocs K KOHKPETHOMY MpUMMEHEHWIO U cdhepe
TEXHOMOMMW, CBA3AHHLIMKU C HUMW OaHHBIMU W crnelumnduKaumamMn. HekoTopble U3 3TUX XapakTepucTUK MOoryT
ObITb OCHOBaHbI Ha TakUx cTaHaapTax, kak [OCT IEC 61508-3, TOCT P MCQO 26262-1, TOCT P ICO 26262-5,
FOCT P MCO 26262-6, TOCT P M3K 61508-1, TOCT P M3K 61508-2, TOCT P M3K 61508-4, [7], [8], [9], [10].
[pyrve xapakTepucTuky onpefeneHel HegaesHo. B pasgene 8 npuBedeH nepedeHb TUMWYHBIX XapaKTEPUCTUK.

CooTBeTcTBME 3a[aHHbLIM XapakTepucTukam TpebyeT BbINONMHEHUSA KOHKPEeTHbIX TpeboBaHmui dyHKUMO-
HanbHoW Be3onacHoCTW MpW peanu3aumnK, YCTaHOBKE, Banugauum Taknx CUCTEM, a Takke Npu ynpasBrneHun
uMu 1 nx Texobenyxusanum. Hanpumep, MOCT IEC 61508-3 onpepenset Tpebosanus gna MO 3/3/M3 cu-
cTteM. Ho HekoTopble TexHonorum WA ncnonesyoT MHble NOgXo4bl HA CTagUK CO34aHWsa CUCTEMbI (HanpuMmep,
MQ), yuem Te, KOTOpbIE UCMONb30BaNUCEL A0 NpuMeHeHus U B pa3paboTkax, Ha KOTopble pacnpocTpaHAeTcs
FOCT IEC 61508-3.

[ns paccMOTpeHus OTNUYMA TPaANLUMOHHbLIX NOAX0A0B pa3paboTyMKoB M nogxoda, TUNWMYHOTO ANSA Uc-
none3oBaHuna M, B HacToawem nogpasgene npuBegeHa obuwas cxema Knaccudukau My, KoTopasi nokasbiBa-
eT npumeHnmMocTb TexHonorun M ana 3/3/M3 cuctem, cBsidaHHbIX ¢ 6E30NacHOCTLIO, B pa3HbiX KOHTEKCTaX
npuMeHeHua TexHonornm V.

Mpumep cxeMbl knaccudukauum npueeneH B Tabnuvue 1, a cooTBeTcTBYyHOW aA BNOK-CXemMa — Ha pUCYH-
ke 1. Ha cxeme nokasaHo, Kak uMeHHO TexHonorua MW moxeT npuMeHaTLECA B KOHTEKCTE dDYHKUMOHANLHON
Be3onacHOCTK Ans KOHKPeTHOro npuMmeHeHusa. CooTBETCTBYIOLLWE OTpacneBble CTaHAapTbl MPUMEHSIKOTCS 4TS
KOHKpeTu3aumm obLiein cxeMbl KnaccuuKkaunmnm B KOHKPETHbIE npakTudeckue TpeboBaHus.

Cxema knaccudukauyum (Tabnuua 1) opraHuszoBaHa cOrmacHo ABYM NpU3HaKkam:

1) MpumeHeHne MW 1 ypoBeHb NCNONb30BaHUA. JTOT NPU3HAK y4nThIBAET npumeHeHne MW n cnocobbl
ero ucnons3oeaHus. OH knaccuduunpyetcs ot A go D, ¢ npoMexyTo4HbIMK ypoBHAMU Ana A v B.

MpumeyvyaHune — ®@akTopel, NpUBeAEeHHbIE B pasfene 8, BaxHbl B KOHTeKCTe knaccudukaumn. OHKM BKNOYa-
0T YpOBEHb aBToMaTuaaLmun 1 ynpaeneHus (8.2), cteneHb NOHATHOCTU K 06bACHMMOCTHM (8.3), npobreMel, cBA3aHHbIE C
oKpykatoweln cpegon (8.4), yCTOMYMBOCTL K COCTHA3ATENbHBIM BBOOAM [AaHHLIX W 3MOHAMEPEHHOMY BO3aencTBuio (8.5),
npobnembl annapaTtHeIXx CPeACTB, CBA3aHHble ¢ npumeHeHvemM U (8.6), n sapenoctb TexHonorum (8.7).

MpumMep Knaccupukalumm YpoBHS UCMOMb30BaHUS:

- ypoBeHb Mcnonb3oBaHus A1 npuceanBaeTcs, korga TexHonorusa MW ncnoneayetca B 3/3/MN3 cucteme,
CBA3aHHON ¢ 6e30MacHOCTLIO, FOe BO3MOXHO aBTOMATMYECKOe NPUHATUE PeLUeHns CUCTEMHON YHKLUK C UC-
nonb3oBaHWeM TexHonorum UI;

- ypoOBeHb Ucnonb3oBaHus A2 npuceanBaeTcs, korga TexHonorusa MW ucnoneayetca B 3/3/MN3 cucteme,
CBf3aHHOW ¢ 6@30MacHOCTLIO, T4e HEBO3MOXHO aBTOMaTU4eckoe NpUHATUE pPelleHUss CUCTEMHON (DYHKLUMK C
ncnonb3oBaHvem TexHonorum MW (Hanpumep, MW ncnonbayetcs B 3/3/M3 cucTeme Ans yHKUMN guarHo-
CTHKMN).

MpumedyaHue — OUEHKA MOXET MEHATLCA B 3aBMCMMOCTM OT POMU (OYHKLWMK OWArHOCTMKM, Hanpumep oT
TOTO, HACKOMNLKO AVArHOCTUKA KPUTUYHA ANs NoaaepXkaHvsa pyHKLMOHaNsHON 6e30MacHOCTU CUCTEMbI, UMK OHA ABMAETCH
NWLWb OAHUM M3 MHOXECTBa (hakTOpOoB (hyHKLMOHANBHOW BesonacHocTy Hapaay ¢ ApyrvMuy;

- ypoBeHb ucnonb3oBaHusl B1 npuceanBaetcs, korga TexHonorus WA ucnone3ayetca ToNbKo Ha cTagum
cosgaHus 3/3/MN3 cucTeMsl, CBA3aHHOW ¢ Ge30NacHOCTBH (Hanpumep, Kak BCMOMOraTenbHbI MHCTPYMEHT

7
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BHE CEeTW), N BO3MOXHO aBTOMAaTMYEeCKOe NPUHATHE pelleHns pa3paboTaHHON yHKUMEN C MCNONb30BaHUEM
TexHonorun UU;

- ypoBeHb Ucnonb3oBaHus B2 npuceaneaetcs, korga TexHonorusa WA ncnonesyetca TONbKo Ha cTaguu
co3gaHua 3/3/T13 cucTembl, cBA3aHHOW ¢ Be3onacHOCTb (HanpuMep, Kak BCMOMOraTerbHbIA MHCTPYMEHT
BHE CETW), U HEBO3MOXHO aBTOMATUUYECKOE NPUHATUE peLleHns pazpaboTaHHon DYHKUNEN;

- ypoBeHb ucnonb3oBaHua C npucBauBaeTtcs, korga TexHonoruss MW He sBnsieTcs Y4acTbio OYHKUUK
dhyHKLUMOHanbHoI GesonacHocTn B J/A/M3B cucteme, HO MOXET MMETb ONOCPEAOBaHHOE BRMSHWE Ha 3Ty
DYHKLKIO.

MpumeyvyaHue — YpoBeHb Ucnonb3oBaHua C oTHOCKUTCS K NpuMeHeHuto I, koTopoe siBHO obecneyvBaeT Jo-
MOMHUTENBHOE CHUKEHUWE PUCKA, MPU 3TOM Ero 0TKa3 HEe ABMAETCH KPUTMYHBLIM ONs YPOBHS NPUEMIIEMOro pUcka.

Mpumep — [lpumeHeHue MW Ona yeenuyeHUs UnNU CHUXeHUs obkbema nompebneHus e cucmeme
Ge3onacHocmu;

- ypoBeHb ucnonb3oBaHus D npucBanBaeTcs, korga TexHonorua MW He sBnsieTcs bacTbio yHKLMUK
hyHKUMOHanbHOM 6esonacHocTi B 3/3/M3 cucteme M HE MOXET MMETb BIIMAHUS Ha 3Ty (OYHKUMIO 13-3a ee
OTAENEeHUs 1 yNpaeneHus COCTOAHUEM.

MpumMmeyaHne — [lpuMepom MOXKeT BbITe pazgeneHue Yepes U30IMPOBaHHYO NMPOrPaMMHY0 CPedy UMW ru-
NepBM30p TakuMm 06pa3oM, YTOBkI UCKIIOUYMTL BNMAHWE Ha dyHKUMOHAN Be3onacHocTy.

2) Knacc texHonoruu M. 3T0T npu3Hak cBA3aH C ypOBHEM peanusauuu texHonoruu MW npu yooenet-
BOPEHWW OMpefeneHHoMy Habopy XapakTepucTuK:

- knacc | npuceaveaetcs, ecnu TexHonorusa MM moxeT BbITe co3gaHa U NpOBEepeHa Ha OCHOBE Cylue-
CTBYIOLLMX CTaHOAPTOB PYHKLMOHANLHON 6e30NacHOCTH, HanNnpUMep ecni XapakTepucTMk U Habop MeTogoB
N NPUEMOB AJ15 JOCTMKEHWST 3TUX XapaKTepUCTUK MOryT ObiTb onpedeneHbl Ha OCHOBE CYLLECTBYIOLMX CTaH-
4apToB (DYHKUKMOHAaNLHOM De30NacHOCTH;

- knacc |l npuceaneaetcs, ecnu TexHonorua M He moxeT BbITe MOMHOCTLIO CO34aHa U NPOBEpPEHa Ha
OCHOBE CYLLECTBYHLLINX CTAHAAPTOB (PYHKLMOHANBLHOW 6e30NacHOCTU, HO BCE-TAKM BO3MOXKHO (Kak NoKazaHo
Ha pucyHke 1) onpepennTb OONOMHWUTENLHLIE TpeboBaHWA, MeTOAbl U NpueMbl Ans pa3paboTku, co3gaHus,
BepudMKaLM N Banngauuy XenaemMbix XxapakTepucTik 6e3onacHocTy Ans JOCTUKeHUsT HeoOX04MMOro CHU-
XEHWs1 pucka;

- knacc |l npuceamneaetcs, ecnum TexHonorua MW He moxeT ObiTb Co3gaHa U NpoBepeHa Ha OCHOBE Cy-
LLECTBYOLLNX CTAHOAPTOB OYHKUMOHANLHOM 6e30nacHOCT 1M NpU 3TOM Takke HEBO3MOXHO YOOBNETBOPUTL
BCE 3aJaHHble TpeboBaHMA No XxapakTePUCTUKAM HA OCHOBE COOTBETCTBYHOLIMX METOOOB U MPUEMOB.

KomnoHeHTbl, Bkntodawwme texHonormwo MW, coctoaT na pasHoobpa3sHbix 3neMeHToB (CM. pasgen 7).
Kax bl aneMeHT MOXeT NpuHagnexaTb K oTAeNnbHOMY Krnaccy TexHonorun MW. Hanpumep, HUXHUE YPOBHU
abcTpakuMM B HEMPOHHOW CETU MOTYT MpUMeHsiTb bubnuoTtekn C++, KoTopble camu no cebe MOryT cuctema-
TUYECKM NodBepraTbCsl NpoBepke (Hanpumep, B cootBeTcTBuM ¢ FOCT IEC 61508-3), cm. npunoxerue A. Kak
TakoBble, OHW MOTYT BbITb OTHECEHBI K Knaccy |, xoTa Bonee BbiCOKME YpOBHU abcTpakumy (HanpuMep, Mogenm
rnybokoro oby4yeHus) yoyT ckopee oTHeceHbl k knaccy |l unn Il

Ons komnoHeHToB MW knacca | npumeHeHne CyLlecTBYHOLWMX cTaHaapToB yHKUMOHanbHoW be3onac-
HOCTW BO3MOXHO W B LLeNnoMm xenartensHo. [1ns komnoHeHToB MW knacca |l npMmeHeHne cyLlecTBYHOLMUX CTaH-
4apToB PyHKLUMOHanNbHoW Be3onacHOCTU NprBeaeT K AOCTUXKEHMIO XapakTepPUCTUK, Tpebyemblx Ansa iyHKUMO-
HanbHOW 6e30MacHOCTH, TONMBKO YaCcTUYHO.

lMocne aToro K ocTaBWIMMCS napaMeTpamM NPUMEHSAKTCA OONOMHUTENbHLIE METOALI U NPUEMbI, Takue
Kak gononHuTensHasa Bepudukauna n sanugauus (cMm. pasgen 9). 3 PeKTMBHOCTb AOMOMHUTENbHBIX METO-
OOB 1 NPUEMOB MOeT ObiTh pazanUYyHOW ANA pasHbiX NPUNOXKEHWA W YPOBHER MCcnonb3oBaHua. [Ina komno-
HeHTOB W knacca Ill Ha MOMeHT pa3paboTKu HacTOsALWEro cTaH4apTa He CYLLecTBYeT N3BECTHBIX METOAOB U
npuemoB Ans naeHTudukaumm Habopa XxapakTepucTHK, KoTopble 06ecnevmBalT CyLECTBEHHOE CHUXEHWE
pucka.

MpumevaHume — T[pueegeHne noapobHOro pykoBodcTBa No adHeKTUBHOCTM NPUMEHEHWUA JOMNOMHUTENBHBIX
METOOOB U NPUEMOB ANSA KAXKO0ro NPUNOXEHUa M YPOBHSA UCMONbL30BaHMA He ABNAETCA Lenblo HAcToALLero cTaHaapTa.
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Tabnuua 1— lMNMpumep Tabnuubl knaccudukaumm WA

MHCT 836—2023

Knacc texHonormm UA.
[MpumeHeHne n ypoBeHs
ncnones3osaHua M

Knacc | texHonorum M

Knacc Il TexHonorum A

Knacc Il Texsonorum WA

YpoBeHb McnonbaoBaHua A12

YpoBeHb Ucnonb3oBaHus A22

YpoBeHb ucnons3osaHus B12

YpoBeHb ucnonb3oBaHns B22

YpoBeHb Mcnonb3osaHus C2

BoamoxHO NnpumeHeHne
KOHLEMNUMWIA CHUXKEHWA
pycka Ha OCHOBE CyLue-
CTBYIOLLMX CTaHOAPTOB
dyHKUMOHanLHOW Bes-
OMacHoCTU

CootBeTcTBYOLWMIA HAabop
TpeBoBaHWiA®

CooteeTcTBYOLLMIA HAabop
TpeboeaHuii®

CooTBeTcTBYOLLUMI Habop
TpebosaHuii®

CooTBeTcTBYOLWMIA HAbop
TpeboeaHWiA®

CooTteeTCcTBYHOLWMIA HABOp
TpeboeaHuii®

Ha momeHT paspaboTku
HacTOALLEro cTaHgapTa
He BbINo M3BECTHO
O CYLLECTBOBaHUW
noaxoasiLiero
Habopa CBOWUCTB C
COOTBETCTBYHLLUMMI
MeToaamu U npuemMamm,
obecneymBaoLLMM
CYLLECTBEHHOE CHUXEHWNE
pucka

YpoBeHb ncnonb3osaHus DP

HeT koHKpeTHbIX TpeboBaHW No OyHKUMOHaNbHOW 6e30NacHOCTH AN TEXHONOrMn
MW, HO NpUMEHSAIOTCA KOHLENLMW CHKEHWS PUCKa M3 CYLLECTBYIOWMX CTaHAapTOB

hyHKUMOHanNbLHOW 6e30nacHoCTK

CTaHpapTa.

a CtaTtuyeckoe (BHe ceTu) obydeHue Ha cTagum co3qaHus.
b Nunamuyeckoe (8 ceTn) oBydeHne BOIMOXHO.
¢ CooteeTcTBylOLMiA Habop TpeGoBaHUIA ONS KaXAOro YPOBHS MCTMOMb30BAHWSA MOMET ONpefensiTbca nyTem
NPUMEHEHUA KOHLEMUUIA CHWKEHUS pMCKa B COOTBETCTBMM C CYLUECTBYOLWWMMW cTaHaaptamu yHKUMOHANBHON
6e3zonacHOCTV M OONOMNHUTENBHBIX PaKTOPOB, NPUBEAEHHBIX B pazgenax 8—11. MNpumepsl npvBeaeHsl B npunoxeHun B.
OnpegeneHve AeTtanbHbiXx TpebOBaHWK ONA Ka)QOro YPOBHS WCMONb30BaHWA He SABMAETCH 3ajaqel HacTosLero
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MpoekT noapasyMeBaeT UCnonbaoeaHe UA —
MenonbavioT Tabnuuy knaccudmkal

YpopeHb
venonbsoeaHua D

YpoeeHb
HCrnonb3aoeaHuA

YpoBeHb
ucnonb3oeaHvn B

UCMOMbL30BaHWA A

YpoeeHk

Wenonsayior
CYLLECTBYIOLWWS Wcnonb3ayiaT cyllecTByiolmMe CTAHOAPTHI
CTAHAAPTEl CHYDKeHWA CHIDKEHWA PYCKA TaM, [ 9TO BO3MOKHO
pucka ‘

AHaIM3UpYIOT CBOACTEA, HE YHTEHHbIS
CYILIECTRYIOLLIMMM CTAHOAPTaMMU

CHWKEHWE PUCKOB JOCTUraeTcA no
CYLLEECTBYIOILMM CTAHAApTaAM?

McnonbayioT cooTBeTCTEYHLMWIA Habop
TpeGoBaHMIA NO YPOBHIO HENONL3OBAHAA

Her

CooteeTcTBylowmiA Habop
TpeGopaHuii HalgeH?

AHarma PUCKOB ANA onpeneneHuA CHIDKE HAA
pucka WU (pasaen 8)

v

[MpAMEHAIOT TEXHOMNOTHIO ¢ NpUMeHeHWeM MIA
{unu Ge3 M) ans QOCTOKeH WA CHIGKSHWUS
pucka (pasgens 9w 10)

Tpebyemoe cHMeHAe prcka Her

Boamontel apyrve
peLeHnua?

nocMraetca?

fa
Knace 11 M4

Knace | A Texuonoma M moxeT EBbiTe MCNONb3OBaHA B

KOHTEKCTE CHDKEHWA PUCKa

He cyiwecteyet
HaGopa CBOWCTB ©
COOTBETCTBRYIGLLMMU
METOA2MU 1
npUeMamu

Knace Il UM

PucyHok 1 — Briok-cxema Anga onpegeneHus knaccudukaumm texHonoruin MA
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MHCT 836—2023
7 dnemeHTbI TexHonorum U m npuHUKMN Tpex cTagun ee peanusauum

7.1 AneMeHTbI TEXHOMNOIMK ONSA CO30aHUA U BbiNoNHeHUA mogenen A

CosnaHue 1 BbinonHeHue moaenun M oxeatbiBaeT pasHble aneMeHTbl TexHonorun M. B tabnuue 2
NpMBEOEHO BbICOKOYPOBHEBOE onucaHue cuctem VW v 3ageiicTBOBAHHBIX TUMWYHBIX 3MEMEHTOB MCXOOA W3
dYHKUMOHAaMNBHbLIX cnoes akocucTembl M B cooTBeTCTBUMK C [2], pUCYHOK 6.

Tabnwuua 2— 3nemMeHTbl TexHonorum N [2]

3nemeHT TexHonorun WA

MHTennekTyanbHble cnyxbbl

MO:

- co3gaHue MOOEeny U ee UCNonb3oBaHue;
- WHCTPYMEHTbI;

- AaHHble ana MO

MpoekTvpoBaHue:
- 3HaHWA M3 NPAKTUYECKOTo ONbITa B creuunansHoii obnacTu;
- MHCTPYMEHTHI

O6nayHble 1 nepudepuinHele BolMUcreHna, Bonblume gaHHble, MCTOYHUKWM aHHbIX

Myn pecypcoe — o6paboTka, xpaHeHWe, co3gaHne cetu

YrpaBneHue pecypcamMu — obecneyeHne 0ocTyna K pecypcam

K HEKOTOpbIM 3NeMeHTaM TEXHONOTMN MOXHO NPUMEHWUTL CYLLECTBYHOLLWE KOHLENUNW (PYHKLMOHANbHOR
BesonacHocTn (Hanpumep, NporpaMmbl, KOMOUMAWPYOLLME MOAENb B UCMOMHAEMYI0 nporpammy). OgHako Bce
3MeMeHTbl TEXHONOMMK, y4acTBYIOLLWE B CO30aHUK U BbINMOMHEHUM MOZENW, MOryT MUMETb OTHOLLEeHKUe K Coob-
paxeHusam Ge30nacHOCTK, BKIIOYas Te, K KOTOPbIM MOXHO MPUMEHUTh CYLLEeCTBYHLLME KOHLUEeNLMM gOYyHKLKMO-
HanbHOW Ge3onacHoCTW, U Te, AN KOTOPbIX MOMyT DbiTb ONpedeneHbl HOBble KOHUenuuu. B npunoxeHun A
npuBeOeH NPUMEp TOro, KaK CyLLeCTBYOLNE KOHLENUUA PyHKLMOHANbHOM 6e30nacHOCTU MOryT NPUMEHSTh-
cs k TexHonorun WA nytem oueHkn npumenumoctn FOCT IEC 61508-3. B npunoxeHun B npuBeneH npumep
TOrO, Kak KOHKPETHbIE XapaKkTepPUCTUKN, TaK1We Kak ONMCaHHbIE B pasgerne 8, MoryT NpUMEHATLCS K TEXHOMOTK
MW, onsa KoTopon cylecTByoLwmMe KOHLeNUun PyHKLMOHaNnbHoM 6e30nacHOCTY NPUMEHUTE HEBO3MOMHO.

Kak nokasaHo Ha puCyHKe 2, aneMeHTbl, BKniovawLme TexHonorun WA, ncnonb3yoTcsl Ha pasHblX ypoB-
HSAX CUCTEMbI UMK NPUNOKEHNS:

- ONs 3NeMEHTOB BbICOKOTO YpOBHSA (rpady npunoxeHus, mogens MO 1 cBA3aHHbIE C HUMW MHCTPYMEH-
Thl) MOTYT BbITb MPUMEHUMbI CNelnUHECKME XapakTEPUCTUKMA, MPUBEAEHHbIE B pasaene §;

- Ond anemMeHToB Bonee HU3KOro YpoBHA (MporpaMmbl B MalLlWHHOM KOAE M NofoOHbIe 3NeMeHTbl) npu-
MEHUMbl XapaKTepUCTWKK, He CBA3aHHble ¢ MW, npuBefeHHble B CYLLECTBYKOLWMWX CTaHAapTax, HanpuMmep
FOCT IEC 61508-3, TOCT P MCO 26262-1, FTOCT P MCO 26262-5, FTOCT P CO 26262-6, FTOCT P M3OK 61508-1,
FOCT P M3K 61508-2, FTOCT P M3K 61508-4, [9].

Koa/mopenwu WHeTpymeHTe/6nbnnoTekn

Mnardopma MO
kop/rpacy/

KoMnunATep MO

Mpad
NPUNEKeHWA

/ Mogens MO \
/ Mporpamma B MALUIMHHOM Kofi8 \
BubnuoTeka
/ AnnapatHele cpegcTea \

PucyHok 2 — Vepapxua anemeHTOB TexHonoriu (Ha npumepe MO)
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7.2 TpexcTyneH4YaTbld NPUHUMN peanu3auyum cuctembl U

Tlio6ana cuctema MIA MoxeT GbITe NpedcTaBneHa (CM. PUCYHOK 3) HA OCHOBE NMpUHLMMNA peanuaauun B
Tpex cTagusax:

- cOop OaHHbIX;

- MHOYLMPOBaHME 3HAHMIA M3 AaHHbIX M YENOBEYECKOro 3HaHWS;

- 06paboTKa M Nony4YeHne gaHHbIX Ha BbIXOZeE.

MpumeyvaHuns

1 B cootBetcTBUK ¢ [2], pUCyHOK 5, nepeas cTagusa cBaA3aHa C 3ajayei BBofda, BTopas — C 3agadei obyyeHus,
TpeTbsl — C 3afadeil 06paboTKM AaHHbIX.

2 B paHHOM KOHTEKCTe, HYenoBEYECKoe 3HaHWe NoNy4YaeTcs U3 CambiX Pa3HblX MCTOMHWMKOB, KAk B COOTBETCTBYHOLLMX
cthepax OeATenbHOCTH, Tak U B cuctemax WM.

3 MNpednoxeHHbIn NPUHLKMN peanu3aunun aensetrcs obwmnm. Cneundudeckme bonee geTanbHble NpUMepbl cUCTEM
N: oTcnexuBaHue — aHanua — nnaH — ucnonHenve (MAPE), owyuleHne — noHMMaHWe — pelleHne — OelCTBue
(SUDA).

4 Lenb TpexcTyneH4YaToro npuHUMna peannsauum — He OnMcaHWe XU3HEHHOTO Lukna (KOTOpbIA OnucaH B pasaerne
11 1 BKMOYaeT Bce cTagmu: oT pa3paboTky KoHUEenuun 1 ee cospeBaHua Ao paspabotkm TpeboBaHui), a AeMoHCcTpauus
APYron TOYKW 3peHus.

5 PucyHok 3 He nokasbiBaeT NeTnu obpaTHOW CBA3M, KOTOPble MOryT BbiTh NpUMeHUMBbI K cucteMam WA, BcTpoeh-
HbIM B KOHTYPbI NPUHATUSA PELLEHUIA UMW BNUSIOWUM Ha CUTYaLUWIO B peansHOM MUupe.

6 MHaykuma aHaHui BKMoYaeT obyvyeHue Modenu, B To Bpems kak obpaboTka MHpopmMaLnm BKINIOYAET NOruyecKuii
BbIBOL,.

PearsHasn OBBeKT, NOSyHeHHbIA

- &2
cuTYaums u BbiM METOOOM Anamms A
L o o

—]

% HabBop aaHHbIX e

WK peLLeHne

ObpaboTtka n nonyeHwe

CB0op AaHHbIX WHayuMpoBaHme sHaHui A8HHBLIX Ha BLIXOAE

PucyHok 3 — TpexcTyneH4yaTblid NPUHLKMN peann3aumm

7.3 BbiBOA KpUTepueB NpUeMNeMocTU ANnA TpexX cTagui NpuHuMna peanusaymuu

Cnepyouwuii npouecc (CM. pUCyHOK 4) MoXeT BbITb MPUMEHEH ANA NONYYEHUA KpUTEPUEB NPUEMITEMO-
CTW Ha OCHOBE TPEeXCTYNeH4YaToro NpuHUMna peanuaaumm:

- Xenaemble XapakTepUCTUKM ONPedenanTca ANd KaKOonW U3 Tpex cTaguia;

- XapakTepUCTUKN CBA3LIBAKOTCHA C TEMaMWU U C KOHKPETHLIMW MeTod4amMu U npuemMamu, NpUMMeHUMbIMU
Ons 3TUX TeMm;

- KpUTEPUN NPUEMITEMOCTI NONy4aKwTcsa U3 Habopa KOHKPEeTHbIX MeToAoB M npuemoB. Kak nokasaHo Ha
PUCYHKe 4, KpUTEPWUU ONA NPUEeMNEMOCTI BbiBpaHHbIX METOA0B U NMPUEMOB W, BO3MOXHO, Nokasartenen v no-
POroBbIX 3HAa4YEHWIA, TAKUX Kak Npegernbl OLeHMBaeMbIX HEONpPeaeneHHoCTel, BCTPOEeHb! B 0bLee cyxaeHue o
npuemnemocTtu. ObLLee cy¥aeHne 0 NPUeEMMNEMOCTH NOKAa3kbIBAET, YTO BbIOpaHHbIe KpUTEPUN NPUEMITEMOCTHU
rapMOHM3UPOBaHbl C HE3ABUCUMbLIMK OT TEXHOMOTMU KPUTEPUAMK MPUEMITEMOCTU puUcKa, Takmmm Kak ALARP,
MEM, GAMAB unu PRB. Obulee cyxaeHne o NpUeMrneMocTu MOXeT BbiTb NpeacTaBneHo, HanpuMep, Ans
rapaHTUUHOro cny4as.
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CGop gaHHBIX MHayumpoBsaHue OGpaboTka 1 nonyyeHue
3HAHWA AaHHBIX Ha BLIXOAe
L

Henaemble
XapaKTepUCTUKA

Xenaembie
XapaKTepHCTHKM

Tembl, cBA3AHHbIG
C XAPAKTePUCTH-
KaMH

Henaemble
XapaKTepUCTHKN

TeMmbl, cBA3AHHBIE
& XapaKTepucTH-
KaLMW

Tembl, CBA3AHHDLIS
€ XAPaKTepueTn-
KamMu

KOHKpeTHRIe
MeTeasl U
NpHembl

KoHkpeTHbie
METO b
W npyembl

KoHkpeTHbie
MBTO b
¥ NpUEMb!

Kpurepuu
NPUEMNEMOCTH

Kpurepuu
NPHEMNEMOCTH

Kpurepun
NpUEMNEMOCTH

Obee CYXOSHW O NPHBMNeMOCTH

PucyHok 4 — lNMpouecchl Ha KaxJom aTtane

MpumeyaHns
1 XapakTepucTuKn MOryT ONpedensaTbesa ANs KaXaoro oTAeNbHOro Cny4vasi UM BbiIBOOUTHCA M3 TEX, KOTOPbIE ykasa-

Hbl B CYLLECTBYIOLLMX CTaHAAPTax, B 3aBUCMMOCTW OT YPOBHS 3MeMEeHTOB, MCMOonbayLWmnX TexHonoruo VY. B pasgene 8
NpencTaeneH CNUCOK pacCMaTpUBaEMbIX XapaKTePUCTHK.

2 «}Xenaemble XapaKTEPUCTUKM», «TeMbl, OTHOCALLMECS K XapaKTePUCTUKaM» W «KOHKPETHbIE METOAb! U NMpUemMbl»
MOTYT BbITb MHOMBUAYANBHBIMI OMA K&XO0r0o arana unm obuumm, B 3aB1CUMOCTM OT KOHKPETHOTO MPUMEHEHUS.

3 B paHHOM KOHTEKCTE KpUTEepMK NMPUEMIIEMOCTM PACCMATPMBAIOTCH KaK TO, YTO MOXET ObiTh BbIABNEHO W Mod-
TBEPXOEHO B Npouecce paspaboTku.

8 Xapakrepuctuku cucrem MU n ceaszaHHble ¢ HUMU (haKTOpbI pUCKa

8.1 BBegeHue

8.1.1 O6wme nonoxeHun

B pasgene 7 onucaHo, kakum obpasoM onpefeneHve MCKOMbIX XapaKTepUCTUK CTAHOBUTCH NEepBbIM
3TanoM TPexcTyneH4YaToro NpUHUMNAa peanuaauumn. XapakTepucTUKM NpyvBA3aHel K TeMam U B KOHEYHOM cyeTe
K KOHKPETHBIM METO4aM 1 NpuemMam, NpUMMeHAeMbIM ANns 3TUux TeM. Kputepuu npuemnemMocTu BeiAensanTca Ha
OCHOBE KOHKPETHbIX MeTog0B U NPUEeMOB.

HacTtoawmi pasnen aBnseTcs pyKOBOLACTBOM, MOCBALLEHHBIM XapakTepucTUKkaMm, KOTOpble OMUChiBaoT
cuUcTeMbl, UcrnonbayLwme TexHonorun MW, n ceasaHHble ¢ HUMKU d)akTopbl pUcka. Takue xapakTepucTUKki 1
chakTopbl pyvcka BKMKYaKT YPOBEHb aBTOMATM3AUMKM 1 KOHTpPonsa (cm. 8.2), cTeneHb NOHATHOCTH U 0BBACHN-
mMocTh (cMm. 8.3), npobrnemsl, CBA3aHHLIE C OKpYXatoLlwen cpenon (cMm. 8.4), ycTOMUMBOCTb K COCTHA3aTENbLHBLIM
BBOAAM [aHHBIX M 3NOHaMepeHHOMy Bo3gencTBuio (cM. 8.5), npobrnemMel annapaTHbiXx CPencTB, CBA3aHHbIE C
npumeHeHunem W (cm. 8.6) u 3penocTb TexHomormun (cm. 8.7).

XapakTepuCcTUKLN CUCTEM, MCMONb3YloLW KX TexHonorm M, n dhaktopel prcka nogpoBbHO onucaHbl B Ha-
cToALEeM pasgerne.
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8.1.2 Anroputmbl 1 Mogenu

Ha TexHonornyeckoM ypoBHe (hyHKLMOHanbHble Bo3MOXHOCTM MW yacTo onpepensaiTcss codeTaHuem
Momenu WA v napameTpoB 3Toit Mogenu. [NapamMmeTpbl, KOTOpble reHEPUPYET anropuTM B npolecce obyude-
HWA, 0ObIYHO OTpaXaT Ty MHOPMALIMIO, KOTOpPasi COOTBETCTBYET Lieny NPpUMeHeHUs (HanpuMep, Kak pasHble
BXOOHblE OaHHbIE HYXXHO pa3nuyaTth M pacno3HaBaTh), B TO BPeMS Kak MoJenb BbIMMCASAET MHOopMaLMKo Ha
OCHOBE NapaMeTpPOB U BXOOHbIX AaHHbIX (Hanpumep, AMs NPOrHO3UPOBaHKSA). 3TO 3HAYUT, YTO PYHKUMOHAMNb-
Hasi 6e30nacHOCTb NPUNOXKEHWUS 3aBMCMT U OT TOFO, WU OT APYroro.

[MpuBedeHHble npumepsbl TUnos mogenen WA BknovaT nuHenHble yHKUMK, NOrMYecKne NCHUCIIEHUS,
OuHamudeckne banecosckue cetn u MHC. MNapamMeTpbl Mogenei MoryT ObiTb YCTAHOBMEHLI «BPYYHYHO» UH-
EHEPOM UMW CUHTE3UPOBaHbLI HA OCHOBE [aHHbIX C NOMOLLLD anropuTMoe MO, KoTopbie camMu UCNONb3yT
npoLecc cucteMmaTuyeckoro aHanvsa. Mogenu obbIYHO BHEAPAOTCA B BUAE, TOTOBOM K UCMOMNMHEHMWIO, B TAKOM,
Kak MawunHHbIA kog (ansa MNO) unu cneumanbHble annapaTHble CPeACcTBa, Takue Kak nporpammMupyemast nonb-
3oBaTenem BeHTunbHas matpuua (field programmable gate arrays, FPGA).

ObeivHO Mogenwn camu no cebe, 6e3 napaMeTpoB, COOEpXKaT OrPaHUYeHHbIA 00beM 3HAHUIA UM UM-
NAUKauWiA o npegHasHa4yeHun NpUnoXeHusa. 3To NPUMEPHO TO Xe, YTo OubnuoTekn ©asoBbIX NporpamMm
WNW nporpammMHas cpefa (KoMnunatopsl U T. n.), ucnonbdyemsble B [10, He CBA3aHHOM C UCMOMNb30BaHUEM
WW. MpaBunsHoE PyHKLMOHUPOBAHWE MOOENU KPUTUYECKW BaXKHO ANna obecnedeHunsa dyHKLMoHansHoW bes-
onacHocTh. Takum o6pasom, LenoCcTHOCTL peanusauunii mogenu B cchepe MM yacto MOXKET perynupoBaTb-
Csl C NMOMOLLBbI CYLLECTBYIOWMX MPUHLMNOB PYHKLMOHANbHOW Be30nacHoCTW, NPUBEAEHHbIX, HAaNpUMep, B
FOCT IEC 61508-3, TOCT P M3K 61508-1, FOCT P M3K 61508-2, FOCT P M3K 61508-4, To4HO Tak xe,
KaK 3TO MPOMCXOAUT B Crydae NporpaMMHbIX KOMMOHEHTOB, He ucnoneaywowmx WA, To ke npumeHUMo 1 K
noruvke, 3agecTBOBaHHOW B NOArOTOBKE MOAenel U napaMmeTpoB K UCMONMHEHUHO.

B npoTMBOMOMOXHOCTE BhILLECKA3aHHOMY, NapaMeTpbl MOAENWU YacTo COAEpPXKAT 3HaHWUS O Lenu npu-
MEHEHWS CUCTEM, CBSA3aHHbIX C PYHKLMOHAaNbHOR 6e3onacHocTbio. CyLlecTByeT HECKONbKO pasHblx cnocobos
KOHCTPYWMPOBaHUA NapaMeTpPoB 1 MOTYT UCMOMb30BaTbCA PasHbie NoAxXo4bl K OLeHKe MOMHOTLI Mep Mo CHKe-
HUKO prcka ans obecnevYeHmsn PyHKLWOHaNbHOM 6e30nNacHOCTM.

Hanpumep, ecnu napameTpbl MOLENW CO30AKTCHA BPYYHYIO MHXEHepaMu, Mogenu ¢ BonbLIon BEPOSATHO-
CTbI0 OTPaXakT 3HAHUSA MHXEHEePOB O NPUNOXKEHUKW, KOTOPOE MOXET BbITh OLIEHEHO B MpoLlecce ynpaBneHus
B pamMKax KW3HEeHHOoro umkna yHKUMoHaNnLHOW BGe3zonacHoCTU. B TakoM cnydyae MOMXHO MCMONb30BaTh XWN3-
HEHHbIW LMK U3 CylecTByoWwmnx ctangaptoB (TexHonorust MA knacca | — no 6.2). YacTto MOoXHO nerko cos-
OaTb napameTpbl BPYYHYH A5S NPOCTLIX MOAENEN, TakUX Kak NpocTble NUHenHble PYHKLWKA U Norudeckme
WCYUCTEHUS.

B oTOenbHLIX criyyasax napaMeTphl, NoNy4YeHHbIe U3 OaHHbLIX ¢ NoMoLbl anroputmoB MO, MoxHO npo-
aHanusMpoBaTbk W BepuuUMpoBaTh Mocne ux nonydeHusa. B gpyrux cnyyasax napameTpbl, NONy4YeHHbIe C
nomolbo anroputmos MO, MOXHO M3BMEYL U MCNONb30BaTh MX 3aTeM Ons oboraweHua 3HaHWA, KoTopble
MOFYT UCMOMb30BaTLCA, B CBOK o4yepedb, AN pa3BuTua TexHonorun MW B ganeHenwem. MNpu npuMeHeHun
BanuauMpoOBaHHOIO UHXEHEPHOTO 3HAHWUA TakKe MOXET UCMOMb30BaThCH XKU3HEHHBLIA LIUKM U3 CYLLLECTBYOLLUX
CTaH4apTOB (hyHKLMOHANBHON Be3onacHOCTM (HanpyMep, MOXHO paccMaTpuBaTh 9TW MOLENM KaK TeXHOmo-
rmio M knacca | — no 6.2).

B opyrux cnyyasix napameTpbl, NoNy4YeHHbIe C NOMOLUW b anropuTMoB MO, MoryT BbITb CIMLLKOM CNOX-
HbIMW ANA MOHUMAaHWA, aHanu3a U BepuduKauun. 3TO OTHOCUTCHA K CNOXHBIM TUMNaM MoZenen, TakuM Kak
HelpoceTWn, NOTOMY YTO MpedcTaBneHnus Modenen B aTUX Cry4vasx He Bcerga oTpaxatoT veroBedyeckoe no-
HUMaHue 1 cnocob paccygeHus. MNpumeHeHne OpyrMX NOAXOA0B K OLLEHKE CHWKEHWUS pucka Oonsa dyHKUMO-
HanbHOM De30MacHOCTM OMpaBAaHO B TakMX Cry4vasx, M 3TO MOXET OKa3aTbCs OrpoMHOM NpobrnemMon mpw
McnonbL3oBaHuKM TexHonorum MW ana cosgaHua cuctem yHKLMOHansHoM 6e3onacHoCTK.

8.2 YpoBeHb aBTOMaTU3aLUU U KOHTpONSA

YpoBeHb aBTOMaTU3auun (HasbiBaeMblid MHOTAA «CTeneHb He3aBUCUMOCTWY ) OTpaXKaeT CTeneHb, 40 KO-
Topown cuctema VI cyHKUMOHMPYeT HesaBucumo, 6e3 Haf3opa U yrnpaeneHus Co CTOPOHLI YenoBeka. JTa xa-
pakTepucTUKa onpeaenaeT He ToNbKo 06bem MHopMaL MK 0 cUCTeMe, OCTYMHLIA onepaTtopy, HO U BapUaHTLI
YNpaBnsoLWnX JeACTBUN U BMELLATENbLCTBa CO CTOPOHLI YenoBeka.

B pamkax gaHHOW TeMbl paccMaTpuBaeTcsa BONPOC O TOM, HACKOMBKO BbICOK YPOBEHb aBTOMaTU3aLuu
NSl KOHKPETHOTO MPUIOXEHUs!, a TakKe CTeneHb orpaHWYeHus Nonb3oBaTens B Buibope ynpaBnswWwmnx gei-
cTBMin. CucTembl, UCMoNbayowmne TexHonorun M ¢ BLICOKOR cTeneHbo aBToMaTtuaaumnmn, MoryT JeMOHCTPU-
pOBaThL HeOXWOAHHOE NoBedeHWe, KOTopoe TPYAHO 3aMeTUTL M NPOKOHTPONUMPOBaTL. [03ToMy NpUMeHeHue
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BbICOKOABTOMaTU3UPOBAHHbLIX CMCTEM MpPeacTaBMnseT HeKOTOPbIA PUCK C TOYKM 3PEHUSA XapaKTepUCTUK KX
OYHKLMOHMPOBAHWS, TAKNX KaK HaAeXHOCTb M Be30nacHoCTb.

Mpw paccMmoTpeHun BOMpoca 0 TOM, JOCTUTHYTa N YHKUUMOHamNbHasa 6e30MacHOCTb, BaXHbl HECKOMBKO
acrnekToB, HaNpUMep onepaTUMBHOCTb cucTemMbl MW 1M Hannuue vnmM OTCYTCTBUE «CynepBu3opar». B gaHHom
cnyyae «CynepBu30p» CAYXWUT ANA Banuiauuu v ogobpeHus aBTOMATUYECKUX PeLUeHUi, NMPUHATLIX cucTe-
MOW. TakoW «CynepBM3Op» MOXET DbiTb TEXHUYECKOW YNpaBnatowen pyHKLMEeR, XOTS B HEKOTOPbIX CryYasax
Takas cynepBu30opHas yHKUUA HE MOXET NPUMEHATHCH, HAMPMMep B Cry4ae OYeHb CINOXKHbIX PEeLUEeHUA Unm
anst cuctem ¢ MO, KoTopble Hay4YMnUcL YeMy-To HoBOMY. Hanpumep, BTopasi cucTema, OCHaLLeHHast MHCTPY-
MeHTamMu BeaonacHocTu, MoxeT ObiTb AobaBneHa Ons KPUTUYECKU BaXKHbIX YMpaBnsloLWUX OEeACTBUA, oHa
npugaHa yHKuMM 6e3onacHOCTU ANSA pe3epBHbLIX KOMMOHEHTOB B COOTBETCTBUM CO CTaHAApTaMu dyHKUMWO-
HanbHoM 6ezonacHocTk, Hanpumep FTOCT P MOK 61508-1.

Opyroi cnocob MCnonb30BaHMA «CynepBU3opa» — BMELIaTenbCTBO YeroBeKa B KPUTUHECKON CMTyaumun
W1 NOATBEPKAEHWE YENOBEKOM peLlueHnin cuctembl. OguH u3 cnocoboB — nobasuTe cMcTeEMy (YPOBEHb MC-
nonb3oeaHva C unn D — no 6.2), 4Tobbl NOMOYb YENOBEKY-CYNEPBM30PY 3aMETUTL BO3MOXHbLIE NOCNEACTBMS
NPUHATUA peluenns. Mpumepom MoxeT bbITe CUCTEMa MOAENMPOBaHMs, KOTopas gaeT MHOoPMaLUKo Mo NPUH-
LUNY «4TO, €CNU...» ANA pa3HbIX pelleHWi U MOXeT NpoBepuTh nocnencteusa. Ho gaxe ecnu 4enoBek BKIO-
UeH B KOHTYp W HabnwgaeTt 3a 4eNCTBUAMM CUCTEMbI, MHOTAA 3TO HE MOXET CHU3WTb PUCKM 40 MpUeMnemMoro
YPOBHS, @ MOXET [ae NPUBECTU K JONONHUTENbHBLIM PUCKaM.

lpumep — Bodumenk He 3amMedaem 2ononeda Ha dopoze U MOXem e3amb Ha cebsl yrnpaesieHue agmomo-
6unem, He NOHUMas1, TOYeMy agmonusom eedem MawuHy MakK OCMOPOXHO.

ApanTtuBHocTb cuctemMbl MW Takke saBnsieTcs hakTopomM, 0CODEHHO C TOYKM 3pEHUS U3BMEHEeHWs NoBede-
HWS CUCTEMbI BO BpEMEHM, Kak 3T0 npoucxoauT B cuctemax Ha MO. Takue cuctembl MOTyT aganTMpoBaThCS K
M3MEHEHWIO OKpYXatoL el cpeabl (HanpuMmep, Yepesa NeTno obpaTHOM CBA3M UMW C NOMOLL IO (DYHKLIMM OLLEHKN
KayecTBa) U MOTYT MOCTENEHHO OEMOHCTPUPOBATh [aXe COBEPLUEHHO HOBble (OyHKUMKU. HegocTaTtok Takux
oby4aeMbiX CUCTEM COCTOWT B TOM, YTO OHM MOTYT OTXOOUTb OT M3Ha4yamnbHbIX cneuuduKauuini 1 No3Tomy
TPYQHO nogAasaTbes Banuaaunu. 1o aTon NnpuyMHe crnefyeT oveHb TUlaTeNbHO B3BELWMBATL peLlleHe O Npu-
MEHEHMM Taknx CMCTeM Ha Dofee BbICOKMX YPOBHSX Mcnonb3oBaHus A—C — no 6.2.

B tabnuue 3 ([2], Tabnuua 1) npuBegeHbl TEPMUHLI U MOHATUSA, CBA3aHHbIE C YPOBHEM aBTOMaTU3aLNK.

Tabnuya 3 — CooTHOWeEHWE aBTOHOMWKU, rETEPOHOMWK 1 aBToMaTtusauun ([2], Tabnuua 1)

ObbekT Bua YpoBeHb aBTOMaTU3aLMK OnucaHne
ABTOMaTM3MpOBaHHasn ABTOHOMHas ABTOHOMHOCTb Cuctema cnocobHa mogmduumnpoBaTh
cucrtema cthepy ceoen paboTsl UNK cBOU Lienu

B6e3 BmelwaTenscTea U3BHe, 6e3 KoH-
Tpons u Hagsopa

reTepOHOMHaH MonHas aBToMaTtK3auns Cuctema MOXET BbINOMHWTL NOCTaB-
NeHHY 3aaqy 00 KOHUa Bea emella-
TeENbCTBA M3BHE

Bricokas aBTomMarth3auma Cucrtema 4acTWUYHO BLINOMHAET NOCTaB-
NeHHble 3a4a4un 6e3 BMelLaTenscTBa

n3BHe
ABTOMaTM3auma BreinonHeHue KOHKpETHbIX 3adad C
06ycnosneHHas| BbICOKOM HaOeXHOCTbIO NpKY HAaNM4ymMmn

BHELLUHEro areHTa, roToBOro B3ATk Ha
cebs ynpaeneHue npu HeobxoaMmocTu

YacTuuHas HekoTopkle noadyHKUUU CUCTEMBI
aBToMaTu3aums MOMHOCTBEH aBTOMAaTU3NPOBaHbI, HO
cucTeMa B LIeNIOM HaxoauTCs nog

ynpasneHvemM BHEeLUHero areHTa

AccucTupoBaHue Cucrtema ABngeTcs acCUCTEHTOM
onepaTopa
OTcyTcTBUE Onepatop NonHocTbio ynpasnaeT
asTomaTtuaaunmn CUCTEMON
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MpumeyvyaHne — PasgeneHue Ha YPOBHW OTHOCUTCA K (DYHKUMAM aBTOMaTU3aLMKM ynpaBneHus B Nobbix pe-
anu3auuax aBToMaTuavpoBaHHol cucteMbl MW, yuuTeiBatoTca doyHKUMKM KOMNOHEHTOR 3TOW cucTeMbl (Hanpumep, bopto-
Boe obopynoBaHue, HanonsHoe obopynoBaHve M obopyaoBaHue OUCNETYEPCKOW B CUCTEMAaX YNPaBneHWs Ha KenesHon

nopore).

8.3 CteneHb NOHATHOCTU U OB BLACHUMOCTHU

YacTo acnekTbl NOHATHOCTU U OBBACHUMOCTU OOLEOMHAKTCA NOL TEPMUHOM «MOHATHOCTb». HO aTu
TEPMUHbI CriedyeT pasnuyaTb.

B [2], 5.15.6, obbsicHMMOCTb onpepenserca Kak cBOWCTBO cucTembl VA oTpaxaTb Ba)KHble nokasa-
Tenwu, BNusLWMe Ha pesynbratel cuctembl VIM, B Buae, NoHATHOM AnNs nogewr, npyv 3TOM MOHATHOCTbL MO
FOCT P 59276—2020 (cmamsbs 3.10) onpegenserca Kak cBoicTBo cuctemel MW, 3aknmw4akolleecs B BO3-
MOXKHOCTW OTKPbITOrO, UCYepnbiBarLWero, AOCTYNHOMO, YeTKOro U MOHATHOIO npefcTaBneHns nHdopMaumu
3aMHTepecoBaHHbIM NULAM O BHYTPEHHUX rpoleccax B cucteme M.

B wacTtHoCTM, MHOpMauus o Mmoaenu, nexallen B OCHOBe npouecca NPpUHATUA peLleHuid, BEPOATHO,
Byner akTyaneHoW. Micnonb3oBaHWe CUCTEM C HU3KOW NMOHATHOCTBID MOXET NpeacTaBnATh PUCK C TOYMKKU 3pe-
HWUA HECMeLLeHHOCTH, 3aWULLEeHHOCTN U NOAKOHTPONLHOCTH pelweHnin. bonee Toro, oueHka kadyecTBa Takux
cucTeM MoXeT BbiTb 3aTpyaHeHa. C Opyror CTOPOHLI, BbBICOKAs CTEMEeHb MOHATHOCTW MOXEeT NMPUBOAWNTL K
HEeKOTOpOMW NyTaHWue 13-3a MHAPOPMAaLMOHHON Neperpyskn UNu MoxeT NPUBOAUTL K KOHMNUKTHLIM CUTYaL M-
AM B cdepe 3aluuTbl UYHBIX OaHHbIX, 3alWLIEHHOCTU CUCTEMbI, KOHUAEHLMANbBHOCTU UM OXpaHbl Npas
WHTENNeKTyanbHON cobcTBeHHOCTW. Kenaemblil ypoBeHb 06bACHUMOCTY MOXKET YacTo BbiTb AOCTUTHYT Ge3
BbICOKOIO YPOBHS MOHATHOCTU. [103TOMY BaXXHO HAWTW HaANeXallMi ypoBeHb NOHATHOCTK, 4TObbI paspaboT-
YUKW MOTTIM MOBHTU(MULNPOBaTL U UCNPaBnATh OWKMBKM B cucteme, obecnevyvB Nnpu aToM AOBEPUE K CUCTEME
CO CTOPOHbI NoNb3oBaTens.

Mpw nporpamMmupoBaHun bea ncnons3oeanus M HamepeHUs U 3HaHUA NporpaMmMmUcTa ObbIYHO 3aKOo-
OMpOoBaHb! C MOMOLLLIO NpoLecca NorM4eckoro BeIBOAA, M MOXHO NpocneanTb Yepes Kof, Kak u novemy onpe-
OeneHHoe pelleHne Bbino NPUHATO NporpaMMoi. 3TO MOXHO caenatb Nubo yepes obpaTHoe oTcneXuBaHue
W oTnagky nporpaMmmsl, Nbo nytem obpaTHOM uHXeHepun. B oTnu4Me OT Takux CUCTEM peLUeHUs, NPUHUMa-
emMble MogensaMmn WA, ocobeHHO CBEPXCNOXKHLIMW UMK MOMYYEHHbIMKM C NOMOLLLI anroputMoB MO, okasbl-
BaKTCH ropasgo MeHee MOHATHbIMKU Ans YenoBeka. Cnocobbl KOOUPOBAHWUS 3HAHWIA B CTPYKTYpe Mogenu u
crnocoBbl MPUHATUA peLleHUA YacTo COBEPLUEHHO OTNIMYAKTCA OT TOro, Kak YenoBeK paccyxaaeT B npolecce
NPUHATUS peLLeHns.

BbicokMiA ypoBeHb 0OBACHAMOCTM NpefoTBpaLlaeT HenpeackasyeMoe NoBefeHne CUCTeEMbI, HO MHoT4a
eMy CONyTCTBYET HU3KNA YypoBEeHb OYHKLMOHMPOBAaHWUA CUCTEMbI B LLENOM C TOYKW 3PEHUA Ka4yecTBa peLleHun
M3-3a OrpaHWYeHnin CyLLeCTBYHLEeN TEXHONOMMK 06bACHMMOCTM (OHa orpaHMyYnBaeT 0bbeM uHpopmaun B
Mofenu, YTobbl MMeTk BO3MOXHOCTb MHTEpNpeTauuun Beieoaa). B gaHHom cnyyae BbIbop YacTo NpuxoauTcs
Oenatb Mexay 0bbACHUMOCTEH U (PYHKUMOHUPOBAHWEM CUCTEMEI B LiernoM. Kpome Toro, BaxHbIM (DakTopoMm
MOXKeT ObITb aKTyanbHOCTb MHPOpMAaL MK O NpoLecce NPUHATKAS pelleHunia B cucteme M. MoxeT okasatbes,
4YTO CMCTEeMa BblAaeT SACHYI U MOHATHYK MHMOPMaLUWo O CBOEM Mpouecce NPUHATUSA PeLUeHUd, HO aTa UH-
dopmaLlmsi HETOYHAA W HenormnHas.

ObbsAcHUMBIN MW MoxeT Takke MCNoNb30BaThCs Kak MOMOLLHWK NPU aHanu3e OaHHbIX nocne cobbiTus,
notpeboBaBLLero BMeLlaTENLCTBA ONepaTopa, Koraa AaHHble Ha BXode, MHOrAa TpaH3UTHbIE, 3anuchiBakTCA
M BOCMPOU3BOOATCS.

CnepoBatensHo, XenatenbHo BKMYaTh OLEHKY MOHATHOCTY U 0OBACHUMMOCTH B OBLLYIO OLEHKY CUCTe-
Mbl M. Tpy aTom cnegyeT npuHMMaThL BO BHUMaHUWE criegyloLee:

- QOCTaToOYHO NW AOCTYMHa MHopMauuna o cucteme,

- MOHSITHA N cUMCTEMAa UMW BblOAeT N OHa UHOPMAaLMI0 B MOHATHOM BUAE (BO3MOXHO, KOCBEHHbLIM
06pa3om) 3agaHHOMY nornyyaTento (nonydyaterns 06bACHEHUIA MOXET ObIThb pa3HbIM, B 32BUCMMOCTM OT KOH-
TekcTa: pa3paboTuMK CUCTEMbI, MepBble MOMbL30BATENW CUCTEMbI UMK, B HEKOTOPLIX CMy4asX, MOCTOPOHHME
noawn);

- BblAaeT N1 cucTema npaeurbHble, NOMHbIE W BOCNPOU3BOAMMEbIE pe3ynbTaThl 6e3 cboes;

- ABMAETCS MW NOMy4YeHHOE OT CUCTEMbl afeKkBaTHbIM Tpebyemoii CTeneHn JoBepus.

CyLecTBYIOT HECKOSbKO KOHUEMLUMWIA U CTpaTerMi oLueHKN NOHATHOCTM N 06BACHUMOCTH, HanpumMep npu-
BegeHHble B [11]. Kpome Toro, amnupuyeckas oLeHKa npolecca NpUHATUS pelleHnid Ons CnoxHbIX Mogenen
MOXeT NPoOUCXoaUTb, HanpuMep, NyTeM aHanusa cBepTo4HOW HEMPOHOHHON CeTW Yepes BM3yanusaunio KoM-
NMOHEHTORB ee BHYTPeHHUX croeB. Llens — caenatk npouecc NpUHATUSA pelleHus B ceTy Bonee oObACHUMBIM
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nyTem HabnwgeHWsa 3a TeM, Kak 0COBEHHOCTM OaHHbIX HAa BXOAE BMMUSAHT HA MOMYYEeHHbIN MOOEnbio BbIBOA.
AHanua nidopmaunn Ha Bbixoge CHC MoXeT BbINOMHATLCA MYTEM WHCMNEKTMPOBAHWA €€ BHYTPEHHEro COCTo-
SIHWS aKcnepToM. [axe ecnu AoCTyN K AaHHbIM O BHYTPEHHEM COCTOSIHUM MOAENW HEBO3MOXEH, NOAX0AbI, MO-
[00OHble paH4OMM3MPOBAHHOW BeIDOpKe BXOO4HLIX 3Ha4YeHun ons (randomized input sampling for explanation,
RISE), moryT 0aTk HEKOTOPOE MOHMMAaHWE AN HEKOTOPLIX BUAOB CETEN.

[axe cuctembl, KOTOpbIE TPAANUMOHHO CHMTAOTCA YOO0BNETBOPUTENBHO OOBACHUMBIMKU NYTEM BM3yanb-
HOro aHanv3a (HanpuMmep, 4epPeBo PeLleHut), MoryT BbICTPO CTaTbk HACTOMbKO CMOXHBIMU, YTO HE NoAAalTCs
NOHUMAaHWI0, eCN 3TU CUCTEMbI NPUMEHAKTCSA B peanbHOM Mupe. B cuTyaumsx, korga Hy»KHO Nony4uits pe-
3yneTaT, NoAgaknwWwmMncs MHTepnpeTaumnm, MOXHO NMPUMEHUTL Takne UHCTPYMEHTHI, Kak AepeBbs oNTUManbHON
knaccudukaunm unu MeTodbl AUCTUNNALMKM aHcambnein OepeBbeB ONA CHUXEHWA CNOXHOCTM U CO34aHus
YCMOBWIA ANS MHCMEKUMKN AKCNEPTOM.

Boobe roBops, faxe ecnu nonHocTeo 06bscHUMBIA M HegocTuxmnm B HacToswee Bpems (NogoOHbIA
knaccy |l TexHonorun UMW), metognyHoe 3agoKyMEHTUPOBaHHOE OLEHWBAHWE BO3MOXHOCTWU MHTEprpeTauun
MOZENWN MOXET ObiTb NPUMEHEHO C TOYKW 3PEHWUS pUCKa NpW T aTenbHOW OLEeHKe NOCNenacTBUA ANs Yyrpo3bl
dyHKLMOHANLHON Be30nacHOCTU B Cryvyae HeHagnexalux pelueHuid. TO NMOMOraeT CpaBHUThL U BbIbpaTh
MOZenb U MOXET NPOSACHUTL CUTYaLMI0 NPU aHann3e 0TKa3a Nnocne cobbITUS.

8.4 MNpobnembl, CBA3aHHbIE C OKpPYXalLel cpenon

8.4.1 CnoXxHOCTb BHELWHEN cpedbl U HEONpPeneneHHOCTbL cneuncuKkaymn cucTem

Cuctembl MM yacTo wcnonb3yloTca B TaKoW cpede, CNOXHOCTbL KOTOPOW He NO3BONAET YEeNOBEKY NpoOBe-
CTW ee aHanu3 n onucaTb ee. TexHonorusa M moxeT aBToMaTUYeCKU reHepupoBaTh NpaBnna Unu NpUMeHsTb
CYXOEHWS, He nonarasicb Ha COo34aHHble YeNOBEKOM MPeACTaBMNeHUa aHanUTUYeCKNX, MOAPOBHLIX U CNOXKHbIX
YCITOBUWIA OKpyXarLlen cpeabl. [lanee »W3HeHHbIA LMKN pa3paboTtku cucteM VA moxeT HauMHaTLCS Npu He-
onpefeneHHbIX cneuuguKaunax U HeonpedeneHHbix uenax. Takve crneumdukaumm MmoryT BbiTh 3agaHbl B
dopMe PYHKLMOHAMbHbIX UKW HedYHKUWOHamNbHbIX TpeboBaHMA.

HeonpeneneHHocTb cneumMuKanin MOXeT NPUBECTH K TPYOHOCTAM NPU YTBEPKAEHNN (DYHKLIMOHATMBbHBIX
XapaKkTepuCTUK, CBA3aHHLIX ¢ Be3onacHocTeo. CNOXHOCTL cpedbl TOMbKO yXyalaeT cuTyauuto. Oaxe onpe-
JeneHue OoNyCcTUMMOro YpoBHA YHKLUMOHANLHOW Be30nacHOCTU MOXET ObiTb HEBO3MOXHBIM M3-338 HETOYHBIX
cneuudurKaL i, NOCKoNkeKyY onpeneneHne gyHKUMM 6€30NacHOCTU 3aBUCUT OT 3a[laHHON cneuudgmuKaLmu.

Ona npunoxeHwid dyHKUMOHaNbLHOW 6e30NacHOCTU BaXKHO MOSCHEHWEe (YHKLMOHANBHOW MOMHOTHI
(cm. FOCT P UCO/MBK 25010). Bonpochl hyHKLWNOHANBEHOW NOMHOTBI MOTYT PeLaTbCsa C NOMOLLbI Nogpob-
HOW cneuuduKkaLumMm unm Npyu NONHOM MOKPLITAM BCEWM CNOXHOW cpeabl (HanpuMmep, AaHHbIMKU Ans obyyeHust),
Unu codeTas aTu Osa nogxona. PekomeHgauuu npmeseneHsl B 9.3.

Ewe ogHa ocobeHHOCTE CnoX)HOCTM cuctem M 3aknioyaetcs B TOM, YTO, XOTS MX MOOENW 4YacTo ge-
TEPMUHUPOBAHLI, MX BbIXOAHbIE OaHHbIE MOTMYT Ka3aTbCA BEPOATHOCTHbIMUW. Hanpumep, ecnu B3siTb OYEHb
CNOXHYIO cpedy, koTopas MoxeT ObITb NpeacTaBneHa 6onblrMM NPOCTPaHCTBOM COCTOSIHUIA U NPWU 3TOM cpefa
MOCTOAHHO M3MEHSAETCS W pacluMpsaeTcs, MOXeT ObiTh CMOXKHO rapaHTMpoBaTh, YTO MOAEmNb, KOTOpas XOpPOLLUO
obobuiaeT noBeaeHe NPU KOHEYHOM YWCIEe COCTOSHUIM, CMOXEeT pearmpoBaTh HaganexallMm obpasom Ha Kax-
[0e BO3MOXHOEe COCTOsIHUE Cpelbil.

O hekT hyHKLVMOHUPOBAHUS B CITOXKHOW W HE 10 KOHLIA onpefeneHHon cpeae MoXeT NpUBEeCcTU K HOBO-
My TWUMY HEONpeOeneHHOCTH, KOTOPLIA Haxo4AuTcsa 3a npefenamMu CyLLECTBYOLWNUX OLEHOK hyHKLUUOHANLHOR
DesonacHocTy.

CTeneHb AeMOHCTpaunM agekBaTHOCTU MoAenen NS LeneBoro NpunoXeHus SBNSAeTCs BaXHbIM (hak-
Topom. Kpome TOro, BaxHO, YTO HEeonpeaeneHHOCTe MOAEenu M3-3a BO3MOXHOCTM HEKOPPEKTHbLIX NMPOrHO30B
UINW HEBEPHBIX BLIYUCIIEHWIA pacCMaTpPUBAETCA C TOUKW 3peHUs NNaHUPOBaHWA NOBEAEHWS WU (DyHKLWOHana.

YToBbI NPUMEHUTL CTOXACTUYECKYH KOHLEMNLUMIO K ONepalnoHHOn cpede, pacluMpeHne cToXacTUYecKnx
JOnyleHWin, oBbIYHO McMonb3yeMblX B 0brnacTn dyHKUMOHANbLHON 6e30nacHOCTM ONS CNyYalHbiX OTKa30B
060pyLOBaHUS U «NPOBEPEHHbLIX Ha NPaKTMKE» NPOrpaMMHbIX CPeACcTB, SBNSETCH OTHOCUTENbHO HOBLIM NOA-
XO[0OM, KOTOPbIA TaKKe MOXeT BbiTb NPUMEHUM K TexHonoruam MW, cvm. 10.2.5.

8.4.2 Npob6neMsbl, cBA3aHHbIe C U3MEHeHUeM cpedbl

8.4.2.1 Opend gaHHbIX

Hpeid gaHHbIX — sABMEHMe, CBA3aHHOE C TeM, YTO pacnpeneneHne BXo4HbIX AaHHbIX B BusHec-npouec-
Ce OTNIUYaEeTCsa OT UCNOMNB30BAHHOMO NPY 0BYYEHUN, YTO NPUBOAWT K YXYOLUEHUHO PYHKLMOHMPOBAHUS MOLENN,
BKrtodan M besonacHocTb. [peid aaHHBIX YacTo CBA3aH C HEMOMHbLIM NpeacTaBneHneM obnacT 4ONYCTUMbIX
3Ha4YeHWA BXOAHbIX AaHHbIX BO Bpems obyveHus. 3To siBNeHMe MOXeT OOBbACHATLCS OTCYTCTBUMEM y4eTa ce-
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30HHBbIX M3MEHEHWI B AAHHbIX Ha BXoAe, HeNpeABMAEHHbLIM BBOAOM AaHHbIX ornepaTopamMu unu gobaeneHuem
HOBbIX CEHCOPHbIX YCTPOWCTB, KOTOPbIE NMOABUMKUCH B KAYECTBE MCTOYHUKA BBOAUMOW MHGOPMAaLIUK.

KomMnoHeHTbI, BKNOYaKLWmne TexHonornk MW, MoryT MHCNeKTUpoBaTeCs ANsi 0BHapYyKeHWA NCTOYHUKOB
Opeida JaHHbIX B KOHTEKCTE aHanusa pUCKOB U HagnexaliMe Mepbl MOryT NaHMpoBaThCs B criyvyae Heob-
XOOUMOCTH.

HekoTopble cnyyan gpenda aaHHbIX MOFyT ObiTb OTHECEHbI K HEBEPHOMY BbiGOPY AaHHbLIX MpW CO3-
4aHvi Mogenu. TUMUYHBIMK NpUMepaMn ABMATCS BbIOOp HEMOAXOAALMX LaHHbIX NPy 0ByYeHuM Moaenu,
Takux, roe pacnpeaeneHme AaHHbiXx Ha 00y4YeHUn He oTpaXkaeT UCTUHHOe, HabntogaemMoe B KOHTEKCTe npuMe-
HeHWA pacrnpefeneHne OaHHbIX, UKW MPOMYCK BaXHbLIX NPUMEPOR B OaHHLIX AN obyvyeHus. Takue npobnemsl
MOTYT UCMPABMATLCA C MOMOLLbLIO YIyYlleHUs AaHHbIX Ha BXOAe U nepeobydeHus.

Opeid gaHHbIX MOXET ObITb Bbi3BaH BHELIHUMUW (hakTopaMu, HanpuMep Ce30HHbIMU U3MEHEHWAMUN UITK
N3MEHEHWAIMIW B MpoLecce, KOTopbIA cnocobeteyeT apendy. MprvMepbl BKMAOYAOT 3aMeHy CEHCOpa HOBLIM,
KOTOpbIA MMEET HOBOE HanpsiXeHUe CMELLEeHUSA, UM CEeHCOP BOCMPUHUMAET pas3HULY B YCINOBWSX OCBELLEHWA
npw oby4eHMM ¥ B AaHHbIX, KOTOpble paHblie He nonydan. MoxeT BbiTb UenecoobpasHo gaTb MOgenu Bo3-
MOXHOCTb CMpaBUTBCA C ApeldoM JaHHBIX YKe Nocrne ee pa3BepThiBaHWs, Korga JoobyyeHue HegoCTYMHO.
B Takux cny4asx mogens co3gaeTcs Takum obpazom, 4yTobbl OHa oueHuBana akTopbl KOPPEKL MK UCXoaa 13
ocobeHHOCTEN AaHHbIX Ha BXOA4E UMW NMO3BONsANa KOPPEKLU CyrnepBU3opoM.

YCTpOWCTBO MOAENW QOMKHO NO3BONATL NoryvYeHne 6e3onacHbiX 4aHHbIX HA BbIXOAE Oaxe npu BBoae
Ha BXO[ HWKOr4a He BBOAWMbIX paHee OaHHbIX. BaXHO noHMMaTh, YTO MCNOMNb30BaHWE HaANeXallnux npakTuk
cO34aHWsi MOLEnuW, HanpuMep co3gaHne 4ocTaTodHO pasHoobpasHoro Habopa obyYatoLmxX gaHHbIX, HE CHU-
»KaeT BaXHOCTW TLLATENbLHOTO aHanuaa Ans 0TBeTa Ha BOMPOC, MOXET N NonyyYeHHasa B pe3ynsrate Moaens
BbITE 0606LEHa HA faHHbIE B MPOMLILUNEHHON cpefe. Kpome Toro, ecnn Mofens BelaaeT Hebe3onacHble faH-
Hble Ha BbIXO4E, BaXXHO NPOBECTM TLLLATENbHbIA aHanu3 NpuyKnH NonydYeHuss HebeaonacHblX JaHHbIX Ha BbIXO4e
1 onpenennTb cnocob Bbixoda CMCTEMBI M3 OMacHOTO COCTOSIHUSA.

8.4.2.2 NameHeHMe 3aKOHOMEPHOCTHN

M3ameHeHWe 3aKOHOMEPHOCTU O3Ha4YaeT U3MEHEHWe COOTHOLUEHUA MeXOy NepemMeHHbIMW Ha BXO4e W
OAHHBIMU Ha BbIXOOE MOLENW, OHa MOXET COMPOBOXAATLCH UBMEHEHUSIMU B pacnpefeneH BROAMMbIX AaH-
HbIX. Hanpumep, AaHHbIe HA BbIXOAE MOTYT MCMONb30BATLCA ANS OTCMNEXWMBAHUA MPUEMNEMOro MUHUMAaNbHO-
ro paccTosiHUA onepaTopa UCXosl U3 JaHHbIX PACCTOAHUSA, MOMYYEHHbLIX CEHCOPOM BPEMEHHW NnorneTa (gaHHble
Ha Bxoge). Ecnun npuHaTbie nopory 6e30MacHOCTM U3MEHSIOTCH NOA BAUSIHUEM BHELHWX hakTopoB (Hanpu-
Mep, BO3pOCLUAsa CKOPOCTb MaLLWHbI, HE YY4TEHHas B MOAENN), TO MPOM30MAET U3MEHEHNE 3aKOHOMEPHOCTEN,
XOTS1 U MpoLecc, U AaHHbIe Ha BXOLE OCTanuch HEM3MEHHbLIMU.

CucTtembl B ugeane UMEOT BCTPOEHHbIe hopmbl 0BHapyxeHus gpeida, otnvyasa gpeid oT Wwyma B
CHUCTEME U afanTUpysach K UBMEHEHWAM CO BpeMeHeM. [MoTeHUanbHble NOAX0AB!I BKNKYAT MOaenu, nonob-
Hble meTony paHHero obHapyxeHusa apenda (early drift detection method, EDDM), obHapyxueatoLwve gpend
METOOOM OMOPHLIX BEKTOPOB UMK OTCNEeXMBawLMe OWWBKM NorM4eckoro BeiBoda B npouecce obydyeHus C
nonpaBKoi Ha oOHapyxeHue gpenda n noTeHuMansHy agantauni. OOHapyxeHue gpeida nogpasymeBaeT
HEeKoTopylo (POPMY MOHUTOPKMHIa paboyero Lukna n obHOBNEHWS MOAENW, KOTOPbIE MOTYT BHOCUTE PEKOMEH-
OyeMble U3MEHEHUS B CTPYKTYPY U BeaonacHoCcTe cucTeMbl Ha ypoBHe 1O nnu cuctemMel B LIerom (Hanpumep,
3HaThb, Koraa yHKUMOHansHo 6e30MacHo MOXHO NMPOBECTU 0BHOBNEHUE, OTCNEXUBATL HEYAABLIMECH OBHOB-
neHus).

ObGpaboTka n3MeHeHu 3aKOHOMEPHOCTEW 4acTo MPOMCXOOUT NyTemM oThopa NOgMHOXECTB MMEHLLMXCS
oDy4aWwmnx gaHHbIX UK MyTeM NPUCBOEHWS BECOBbLIX KOIMMUUMEHTOB OTAEMNbHLIM 00y4aLMM 00beKkTam 1
3atemM nepeobyyeHus mogenu.

8.4.3 Npobnembl 06y4yeHUA Ha JaHHLIX U3 BHELIHEN cpeabl

8.4.3.1 AnropuTmbl M3BLITOYHON NOACTPONKK NOA BO3HarpaxgeHwe

AnroputMamu M3BLITOYHON NOACTPOWKM NMOA BO3HArpakOeHWe HazblBaT meTodbl, korga MW Haxoout
cnoco® «obbirpaTe» CBOK (PYHKUMIO BO3HArpaXdeHus M HaWTW «ONTMManbHOe» pelleHWMe NOCTaBfeHHOM
3agaqn. 310 pelleHne, xoTa M Donee onTuManbHOE B MareMaTM4ecKOM CMbICIe, HapyLllaeT OONYLeHUst 1
orpaHM4yeHus B 3adaHHOM CLeHapuu B peanbHoOM Mmupe. Hanpumep, cuctema WM obHapyxuBaeT niogewn ¢
NMOMOLLLI0 KAMEPbI U MOXKET PELLUTL, YTO Mony4uT BonbLloe Bo3HArpaxaeHue B npouecce obydeHus, ecnu By-
OEeT NOCTOSHHO 0BHAapYXUBaTb NKOAEN U OTCMEXMBATE UX C MOMOLLBK CBOMX CEHCOPOB, NMPU 3TOM, BO3MOXHO,
He 3aMeqas KpUTUHYECKM BaXKHbIX COBBLITMI HA Opyrix ydacTkax. Takas TeHOEeHUKUs MOXET BbiTh NpeceyeHa C
NMOMOLLbIO (DYHKLWIA COCTA3ATENbHOMO BO3HArpaxJeHus Yyepes He3aBUCUMYHKO CUCTEMY, KOTopas MOXET Bepu-
huuMpoBaTh NOMyYeHHbIE 3HaYEeHUS BO3HarpaxaeHns co CTOPOHLI NePBUYHON PYHKLWM, UCMONb3YIOLLEN Tex-
Honorun VI, n BnocnegctBum obyuntes n aganTupyetcs, 4ToObl NPOTMBOCTOATL NEPBUYHON cucTeme. [pyras
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onuua — npegBapuTenbHO 0ByYUTh HECBA3AHHYI RYHKLUI0 BO3HArpaXaeHWs Ha OCHOBE TOMNbKO Kenaemoro
pe3ynbraTa, 6e3 npaMoi CBA3M C NepBUYHON DYHKLMEN.

8.4.3.2 be3zonacHoe uccnegosaHue

BezonacHoe uccnenoeaHve npeacrtaBnsaeT cobol 3agady, korga TpeboBaHWMa 6e30nacHOCTU OOMMKHbI
ObITb NPUHYAUTENBHO YCTAHOBMEHLI BO Bpemsa cbopa AaHHbIX U 0By4YeHus, UTO orpaHu4YuBaeT pasHoobpasue
AaHHbIX, KOTOPbIE nonyyana mogernb Ha atane obydeHus. MNpobnema HGe3onacHoro MccrnenoBaHua 0CoOBEeHHO
OCTpa, eCnu areHT MMEeeT BO3MOXHOCTb UCCMNEeaoBaTb Cpeay W U3MeHATb ee. ITo siBnsieTca npobnemon He
TOMNbKO, HANpyUMep, ANA CEPBUCHbIX pobOTOB, BECMUNOTHLIX NeTaTenbHbIX annapaToB U ApYrvx hru3nYeckux
0DBLEKTOB, HO U ANA NPOrpamMMHbIX areHToB, UCMOMNb3YLLMX 0By4YeHe C NOAKPENnneHMeM AN uccneoBaHus
cBoero pabo4yero npocTpaHcTBa. B aTUX KOHTEKCTax MccnedoBaHWsA NPOCTpaHcTBa 0ObIMHO NOAKPENNATCS
BO3HArpaXKaeHWeM, NMOCKOMNbKY AAl0T CUCTEME HOBLIE BO3MOXHOCTU Ans obydeHnsa. O4eBMaHO, YTo camooby-
YalwLWasnca cuctema LOfKHa ClefoBaTb COOTBETCTBYHOLWMM MPOTOKONam (OyHKUMOHaNbHOW 6e3onacHoCTu
B npouecce uccnenosanva. Cuctema, KoTopas ynpaensieT napametpamu BusHec-npouecca v MCNonb3yeT
hyHKLMIO CRyYanHoro nccneaoBaHns cpegbl, Ipy 3ToM He Byayymn oTcoeanHeHa oT camoro BusHec-npouecca,
MOKET NPeACcTaBnATb DONbLUYK OMNacHOCTb.

8.5 YCTOM4YMBOCTBb K COCTA3aTeNbHbLIM BBO4AM OaHHbIX U 3NIOHaMepeHHOMY BO34eMCTBUIO

8.5.1 BBegeHwe

Mpwn oueHke HagexHocTu cuctembl WA, BaxHO onpegenuTb LUENOCTHOCTL peakunn OyHKUMOHaNbLHON
6e30nacHOCTW Ha BPEAOHOCHLIE aTaku U 3noHaMepeHHble BO3AencTBINS.

B uenom moxHo BbigenuTh B cchepe M gBa Tuna Bo3gencTBUA, HAaNpaBneHHOro Ha BO3MOXKHbIA cOOM B
cucteme. MNMepBbln TN — Te BXoAsdLMe OaHHbIe, KOTOpbIe paspyLlaT LenoCTHOCTL BbIMOMHEHWS NporpaMmbl
(Hanpumep, nNepenonHeHue bydepa Unu LenoYyucneHHoe nepenonHeHUe), BTOPOA TUN — Te, KOTopble 3a-
cTtaBnalT Mogenu M BeluncnaTe HeBepHbIN BbiBod 6e3 cboeB Ha ypoBHe nporpammel. [1na pelueHns nepBoro
Tuna npobremM cneayeT paccMoTpeTb TpaguumnoHHblie ans WT TpeboBaHus 6e30nacHOCTH, YCTAHOBMNEHHbIE B
FOCT P MICO/M3K 18045, TOCT P UCO/MIK TO 19791, FTOCT P UCO/M3K 27001, TOCT P M3K 62443-2-1
u FTOCT P M3K 62443-3-3. [puBegeHHble CTaHAAPTLI OMMCLIBAKOT NPOLIECCHl ayanTa u cepTudukanum equHbIX
TpeboBaHun kK BeaonacHocTu B chepe T, KoTopkle MOryT NpUMeHATLCS 1 K cucTemam U 1 He oBeyxpatoTes
Janee B HacToAwem cTaHgapTe. OgHako OnNsa pelleHnsa BTOpPOro Tuna npotnem HegocTaTouYHO MCNoNb30Ba-
HUA NyYLWNX NpakTUYecknx NOAXoa40B W CrefoBaHnsa HOpMaM CTaH4apToB AN CUCTeM, He ncnonbayowmnx M.
B 8.5.3 npuBegeHo onvcaHue BTOpOro Tuna npobnem, BAMAKLWMX Ha paboTy CUCTEMbI, C TPUMEpPamMMn COCTS-
3aTenbHOCTM eCTEeCTBEHHOIO NPOUCXOXKOEHWS.

MpumeyaHus

1 Hactosawuin ctaHaapT orpaHMyYnBaeTcs 4OCTYKEHUEM (DYHKUMOHAaNLHOW 6e30nacHOCTY Jaxe B NMPUCYTCTBUM Ha-
npaenexnHon Ha WK yrposel BesonacHocTu. B HeM He onucbiBaeTcs, kakum obpasom 3noHaMepeHHoe OeWCcTBUE, BO3-
HUKaloLWee No npu4YMHe yrposbl knbepbesonacHOCTHU, MOXKET BbiTe nNpecedveHo. Mepbl, HanpaeneHHble Ha obecneyeHne
LenoCcTHOCTM (OYHKLMOHaNLHOM Be30nacHOCTU, BaXHbI, €CNY pasyMHO npeackasyemMas knbepyrposa MOXeT NoBNuATb Ha
dyHKUMOHaNbHY BezonacHoCTb.

2 XapakTtepuctuku, obecrnedynBawLne oTCyTCTBME 3NIOHAMEPEHHbLIX BBOAHbLIX AaHHbIX, MOTYT NPOTUBOPEYUTE TEM,
KOTOpbLIE rapaHTUPYIOT XapakTepucTukn oyHKLMOHanLHoW Be3onacHoCcTy.

3 Xapakrepuctukm, obecneumBarllme yCTOMYMBOCTE K COCTA3aTENbHbIM aTakam, MoryT NpOTMBOPEYMTb TEM, KOTO-
pble rapaHTUPYIOT XapakTepPUCTUKK (DYHKUWMOHaNbHOM 6e3onacHocT. 3To paccMaTpUBaETCA Kak (hakTop BbICLIEND YPOBHSA
CUCTEMHOM NMPUIOOHOCTH.

8.5.2 O6wmMe 3aWUTHbIE Mepbl

B cooTBeTcTBUM C HagnexalwMMy NpegocTOPOXHOCTAMK B cdhepe PyHKUMOHaNnbHoW 6e3onacHoCTy B
KadecTBe nepsoro wara, obecne4ymsatowero dyHkuMoHaneHo GezonacHyo paboTy, NnpegnaraeTca NpUMeHe-
HWe yHKUWIA KOHTponsi, kKoTopble 6epyT Ha cebsa ynpaBneHnMe cucTeMol B cnyvae obHapyxeHusa npobnembl
B 0brnacTtu dyHKLMOHaNLHOM be3onacHoCcTH, TakuMm obpasomM obecneynBaeTcsl OTCYTCTBUE BPeda CO CTOPOHBI
cuctemebl L.

[na cuctem, TpebylOLLUX BEICOKOrO YPOBHST PYHKLIMOHaNBHOW BeazonacHocTu, TpebyeTca NoBbiLLEHHOE
BHMMaHWe Kak K Cry4alHblM OTKasam, TaK M K CUCTEMaTM4eckMM olwmnbkam. B uenom oTkasbl M owmbKKn ycTpa-
HSIOTCA B COOTBETCTBUWN C NYYLIMMW NpakTUKaMu (HanpyumMep, nyTeM MoBbileHWs 3alunTbl, pobacTHOCTH, Te-
CTMpOBaHuA 1 Bepudmkauun). Kpome Toro, cneumanbHele Mepkl TpoTuBoaencTemsa B obnacti MO BaxHbl gns
OanbHeWLWero CHUXKeHMA PUCKOB, CBA3aHHbIX C A0NOMHUTENBHBIMIW BUAAMWU OTKA30B U OLWIKMOOK, CBOMCTBEHHBIX
TexHonorum VIA.
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8.5.3 Ataku Ha mogenb MWN: cocTtazaTtenbHoe MO

Mogenu cuctem M, ocobeHHo Hanbornee CrnoXHble U3 HUX, HAanpuMep HeMpPOHHbIE CEeTHU, MOTYT UMETb
ocobble criabble MecTa, HECBOWUCTBEHHbIE OPYrMM Tunam cucteM. Heobxooumo paccMOTpeTk WX AOMOIHU-
TernbHO, 0COBEHHO B KOHTEKCTE DYHKLMOHanbHOM 6e3onacHocTu. Mpumepbl cnelnduyHbIX ANS Mogenen npo-
Bnem BknovaoT coctazatensHoe MO u gp.

CoctasatensHoe MO — 370 oguH 13 TUNOB ataku Ha cuctemMbl VA, KoTopbli npuBnekaeT 6onbLION UH-
Tepec B nocnegHee BpemMsi. YacTto cTaHOBMTCSH BO3MOXHO 06MaHyTb mogens MW v 3actaBuTh ee BbigaBatb
abconTHO pasHble pesynbTaTthl nyTeM HebonbLMX BO3MYLLEHWIA Ha BXOAE, KOTOPbIE CO34alTCA C NOMOLLLH
npouecca onTuMmuaaunu. Ecnu Brogatca n3obpaxeHus, 3T BO3MYLLEHWUA HE3aMeTHbI B LIENOM ANS YenoBeka
M MOTYT XOpPOLUO MAacKUpPOBATLCA U B UMGPOBLIX AaHHLIX Ha BXode. XOTs 3TW BO3MYLLEHUs 06bIYHO He cny-
YaiHble, HEeMb3s UCKIMKYaTb, YTO annapaTHble 0TKa3bl U CUCTEMHLIN LUYM, YyKe NPUCYTCTBYHOLIME BO BXOOHbIX
OaHHbIX, Bbi3bIBAKOT CYLLECTBEHHbLIN COBWI B AaHHbIX HA Bbixoge. VIHTepecHo To, YTO cocTA3aTenbHble Npu-
Mepbl 06bIMHO XOPOLIO BOCMPOW3BOAATCH B MOLENSX Pa3HOM apXUTEKTYPbl M €& BHYTPEHHMX KOMMOHEHTaX.
3710T chakT, Npu BOMbLLIOM KOMMYECTBE M3BECTHLIX apXUTEKTYP Mogenen 1 3apaHee oby4yeHHbIX Mogenen B Tak
Ha3biBaeMbIX «300Mapkax», AenaeT BO3MOXKHbLIM MpakTUYecKoe NpUMeHEHWEe COCTSA3aTeNbHbIX MPUMEPOR, YTO
npencTaBnsAeT Cepbe3HyHo Yrpo3y cucteMam, ucnoneayowwmnm UA.

[axe cuctema, KOTopas KaxeTcsa YCTOW4YMBOM K Mogudukaumam nHdopmauun Ha Bxode (Hanpumep,
Takas, KoTopasi UCNoMb3yeT NOKanbHY0, He B3ATY0 U3 obnaka mogens MW, Hanpsamyo COeAMHEHHYIO C CeHCO-
pamu), He 3acTpaxoBaHa OT Kakol-nnbo cocTszaTenbHOM ataku. Hanpumep, MoryT BbiTb OCyLLEeCTBNEHbl u-
3MYecKMe aTaku Ha Mogenu, axe Te, KOTOPbIe CHUTAKTCH «HEepHbIM SLWUKoMy 6e3 4OCTyna K COCTaBnsALWwmm
BHYTpPEHHen Moenu. Takke MoryT ObiTb BBeZleHb! COCTS3aTeNbHbIE NPUMepPL! B MPOLIECC NOMMYECKOTr0 BbIBOAA
MOLenu, co3naBas yNnoMsHyThle BO3MYLLEHWA 3a CYET 0DbIYHLIX CTUKEPOB, MPUKMEEHHBIX K NpeaMeTam, 1 3a-
CTaBnAsa pe3ynsTUPYHLLMA BbIBOL OTKIIOHATHCS OT ONTUMANLHOMO PEeLLeHUS.

Korga ycTponcTtso Bxoga mogeny MM HeycTon4MBO NpOTUB COCTA3aTeNbHbLIX atak, YNCTbiM adpdekT Ta-
KX atak MoKeT OblTb TOYHO OLEHEH 4O TOro, Kak NpUAETCA pellaTh, CregyeT v NPUMEHSITL Mepbl NPOTUBO-
OENCTBUSA U KaKne UMEHHO W Kakoe WX KOMUYECTBO CYMTaTb A0CTATOYHbIM. BO3MOXKHOCTL COCTSI3aTeNbHbLIX
aTak B peanbHOl CUCTEME BapbUpPYeTCs B LUMPOKUX Npedenax, B 3aBMCMMOCTU OT TOTO, KaK BHeApeHa MoferNb
M. Hanpumep, aTa BO3MOXHOCTL OYEHb 3aBUCKT OT CUCTEM, OKpy}XatLux TexHonoruo WA, Bknuas nony-
UeHKe BXOAHbLIX JaHHbIX Yepe3 ceHcop (Hanpumep, Kamepy) U npegBapuTensHyo 06paboTky aaHHbIx. bonee
TOrO, aHanu3 BO3MOXHbLIX arpecCoOpOB W UX XepTB TOXKEe BaXeH, eCru eAUHCTBEHHbIE BO3MOXHbIE XepTBbl CO-
BNazawT ¢ BO3MOXHbLIMW arpeccopamMin, B HEKOTOPbIX CIy4asaxX MOXHO MPOCTO HE NMPUMEHSTL 3alUUTHBLIX Mep.

OpHa 13 npegnaraemblx Mep Ans peleHus npobnembl Ha3blBaeTCs cocTsizaTenbHbiM 0bydeHuem. Mo
CyTW, cocTa3aTensHoe obydyeHue neiTaetcs 0byunTs cuctemy M Ha npumepax, neiTaeTca 3aCTaBUTb MOAENb
3aKOAUPORATh 3HaHUA 06 ouaaeMbIX AaHHBIX HA BbIXo4e Npy Takow atake. [lpyroe HanpaBneHue — noneiTka
YCTPaHUTL UCKYCCTBEHHO BBEAEHHOE BO3MYLLEHME.

Tunbl MoZenen, NoABepXXeHHbIe COCTA3aTenbHbIM aTtakam, B LiefloM ABMASKTCHA pobacTHbIMM MO OTHO-
WeHW K wymy. YTobbl MognduLMpoBaTs BBOA M MOBLICUTL POBACTHOCTL MO OTHOLWEHWI K 3/TOHaMepeHHo-
MY, HanpaBneHHOMY LUYMY, MPUMEHSIOT PasfuyHble CXeMbl paHoMu3auuMn. MeTtodbl BKNOYAKT cryyYyanHoe
W3MEHEHME pa3Mepa W 3aMOLLeHUe M300paxeHus, crnydvanHele camoaHcambnu (random self-ensembles) u
pasHble TpaHchopMauun AaHHBIX Ha BXoAe, Takue kak cxkatve JPEG nnu mogudukauusa BUTOBOR rmyBuHbI
Ha nzobpaxeHnsax. XoTa Takue MeToabl 3pekTUBHbI, HO He Bcerga gocTatouvHbl. B cBol ouepenb, ecnu
TpaHcopMauuu Ha BXoe WCMOMb3YKTCA Kak CNOW 3aluTbl OT COCTA3aTeNbHbLIX NpUMepoB, 3(geKTUB-
HOCTb YNMOMSHYTBIX Mep MOXHO OLEHWTb, MCMONb3ysa aliropuTM oxMgaHusa npeobpasoBaHus (expectation over
transformation, EOT).

Micnonb3oBaHne mMogenen Ha OCHOBE HEMUHENHBIX KOMMOHEHTOB [enaeT ux MeHee NogBep:KEHHbIMU
COCTHA3aTenbHbIM aTakam 3a CUEeT BO3pacTalLLMX BbIMUCIUTENBHLIX pecypcoB. AHcambnv Mogenel yacto uc-
nonb3yTca Ansa co3naHusa 6onee pobacTHon obllern mogenu nytem aveepcudukayun. OgHako gueepcudu-
Kauunsa He Bceraa B JOMKHOW CTeNeHW 3alluilaeT CUCTEMY OT COCTA3aTENbHOW aTaKu.

B pononHeHwe K artakam, U3MeHSIIOWMM [aHHble Ha BbiXoAe B (OYHKUWOHUPYIOLLEW cucTeMe, MOXHO
BBECTMW BO3MYLLeHMe BO BpemMs o00y4HeHWns Mogenu, BBedsl 3roHaMepeHHble AaHHble Ha atane obydeHust, 4To
Ha3bIBAETCH «OTpaBMneHWe Mogenuy. YueT HeobXxoOuMOCTK 3aLuTel Npolecca obyyeHus Ha aTane cbopa gaH-
HbIX O4E€Hb BaXKEH.
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8.6 Mpobnembl annapaTHbIX CPEACTB, CBA3aHHbIe C NpuMeHeHnem UA

TexHonorus MW He moxeT cama no cebe NpUHMMAaTh pelleHus, OHa nonaraeTca Ha anropuTMbl, Npo-
rpaMMHble CpeAcTBa, NPUMEHSIOLLINE anropuTMbl, U annapaTHble CPeacTBa, BbIMOMNHAKLLINE 3TU anropuTMbl.
Cboun B 0bopyaoBaHUM MOMYT HapylWWTb NpaBUIbHOE BbIMOMHEHWE anropuTMa, HapyLlMB Xogd MCMOMHEHWS
(BbI3bIBast OWMOKKM JOCTyna K namsTv, MOMEeXW B AaHHbIX Ha BXo4e, HanpumMmep OT CEHCOPOR), NMoBpexaast
[aHHble Ha BbIXO4E W B LLENOM Bbi3blBas ownbouHble peaynbTaTel. B HacTosAwem nogpasgene onuckbiBaloTCs
HEeKOTOpbIe acnekTbl annapaTHbLIX CPeACTB MPU UCMNONbL3oBaHUK TexHonorun U, koTopble MOryT NoBNUATb
Ha hyHKUMOHanbHy GesonacHocTe. KopoTko, HagexHoe oGopyaoBaHWe Tak e BaHo Ana cuctem MW, kak
n ans cuctem 6e3 M. Tak xe, kak obopydoBaHue, NCnonb3yeMoe AN BbiMONHeHUss 06bIYHLIX NporpaMm,
obopygoBaHne 4NA BbINOMHEHWS NporpaMM TexHonorum MM MoxeT ObiTb NOABEPXKEHO CryYaMHbBIM OTKasam.
MepeyeHb 0TKa3oB npueegeH B [OCT P M3K 61508-2 v [9].

8.7 3penocTb TEXHONOIUN

3DEHOCTb TEXHONOrMW OTpaxaeT T0, HaCKONbKO 3pen017| u ceobogHol oT ownbok sBRseTCs KOHKpEeTHasd
TEXHOINOINMA B KOHKPETHOM KOHTEKCTE NpUMEHEHWA. MeHnee 3penblie N HOBbIE TEXHOIOTMK, NCNonb3yemMble NMpu
paspaBOTKe cuctem KN, MOTYT NMPUBHECTWU PUCKK, KOTOPbIE paHEEe He ObINM M3BECTHbI W KOTOpble TPYOHO
OuUeHUTb. [1nA 3pernon TEXHOMOrMm cyulecTeyeTt pa3H006p83Hbll7l OnbIT NPUMEHEHNA, YTO NO3BONAET INEr4e Bbl-
ABUTb PUCKKU, OLUEHWUTb UX U NMPUHATL NPOTUB HUX MEPDI. O,D,HaKO 3penble TEXHOMOIMK NpMUBOOAT K ONACHOCTH
CHUXEHHOIo0 OCO3HaHWS MX NOTeHUWanbHOro BO34EWCTBUSA Ha PUCK CO BpeMeHeM, TaK 4YTO NOoNnoXWTeribHblie
SCDC*)EKTI:I 3aBWUCAT OT NOCTOAHHOIO MOHUTOPUHIA pUCKa (Hanpmmep, Ha OCHOBe c:60pa noneBbiX ,EIEHHbIX), a
TaKXe B 4aCTu COOTBETCTBYHLLETND 06y‘-E8HMH COTPYOHWMKOB KU OT TEXHUYECKOIo OGCJ’Iy}I{MBaHMH CHNCTEMBI.

9 Mpuembl BepudUkauum n Banugauum

9.1 BBegeHue

B HacTosleM pasgene npuBeeHO onucaHue pasnuyuia Mexay MetogamMmu BepudukaLum u sanugagmm
ons cuctem ¢ M no cpaBHeHuo ¢ cuctemamm 6e3 MW, a Takke onvcaHuWe HeKoTopbix coobpaxeHuin ans
PELLUEHUA UMK CMArYeHUs Npobrnem, BO3HUKAOLWNX N3 3TUX Pa3NUYUA, NPUMEHUMBIX K (DyHKUMOHaNbHon Bes-
onacHocTU. B HacTofllem pasgene paccMaTpyBaKTCA YEThIPE BaXHbIX acnekTa yKas3aHHbIX Pasnuyui, XoTs
noTeHunanbHbIe pPasnuynMs He OrpaHMYMBalNTCa TeMU, KOTOpbIe 30eChb OMUCaHbI.

HacTtoswmin pasnen noceBslweH Moaensm, Kotopble co3fgaHbl B npouecce MO. B 8.1.2 aT0T Knacc mo-
Jerei paccMOTPeH B Ka4ecTBe rMasHoi npobnembl obecneveHns yHKLMOHaN6HOM Be30nacHOCTU CUCTEMBbI
M. 3To nponcxoguT NOTOMY, YTO YHKUMOHanNbLHas 6e30nacHoCTL ApYyrMx TUNoe TexHonoruu VA moxeT 6biTb
MHOTOA OOCTUIHYTa MyTeM NPUMEHEHMWS MPUHLMWNOB M3 CYLUECTBYHOLWMX CTaHO4ApTOB (yHKUMOHANLHON Be3-
OMacHOCTK, KOTOpble onucaHbl B pasgene 7. CogepxaHue HacToaLWero pasgena npegHa3HadyeHo B OCHOBHOM
4715 MpUMEeHeHMs Ha yPOoBHSAX ncnonb3oBaHusa oT A1 go C knacca Il cuctem UK (cm. Tabnuuy 1, 6.2).

[na co3ganus yHKUMOHaNbHO Ge3onacHbIX cMcTeM, Mcnonb3aywwmx M Ha ocHoBe MHGYOPMAaLMOHHO
0D0OCHOBaHHbIX MOJenen, NpUHMMAaeTCAa BO BHUMaHWe To, 4To TexHonorua M He cozgaeTtcsa npaBunamu, Kak
3TO MPOMCXOANT B CUCTEMAX, CO3AaHHbIX Be3 npuMmeHeHus M. 3To 3HaunT cnegywoulee:

- TO, YEr0 HEeT B AaHHbIX, BblyYUTb HEMNb3S;

- TO, YTO €CTh B JaHHbIX, MOXET ObITh Bbly4EHO, HO HE BCErAa B COBEPLLEHCTBE.

Bonee Toro, npocTo MmMeTb AaHHble B DOMBLIMHCTBE Cry4aeB OKasbiBaeTCA HedocTaTodHO. PasmeTka
MMeeT peLlatollee 3Ha4eHe npu npumMmeHeHn odyyeHus ¢ yuntenem. HenpaBuneHasa pasMeTKa ABNSeTCS 0f-
HOW M3 raBHbIX MPUYKMH OWNDOOK B Npouecce 0bydeHus. MNogpobHO OnMcaHHbIA NPOLECC NMOATOTOBKM AaHHbIX
Ba)keH npu obpalleHun K 3TUM acnektam.

Ecnn mogens nony4veHa Ha OCHOBE [aHHbIX, COAEPXaHWe HACTOSLLEro pasaena MoXeT NPUMEHSATLCS
ans obydeHus n Banugaunn HabopoB AaHHbIX.

n puMmedaHune — TEpMMHbI «Banunaauuna» u ((BepI/ICbMKaLI,VIH» MOTryT OTHOCUTBCA K pa3HblM NMOHATMAM B pas-
HbIX ccbepax. B koHTekcte MO Banvoauva o3HavaeT war B npouecce and npoBepkn CXoaMmMoCcTH paspa6aTb|BaeM0|71 MO-
nenn ana saseplueHna npouecca 06yH9HM$I MW, uto COBepLEHHO OTNUYaeTCA OT NOHATKA BepmchKaumm n Banugauun B
cooblecTee JKCNepTOB NO beHI{LI,MOHaJ'IbHOI;i BeaonacHocTU. CXOAUMOCTL MOAENW ABNAETCH BaXKHLIM npeaeapuTenbHbIM
ycnosuem anAd TeCTMpoBaHWA, HO OHa He O3Ha4vaeTt rapaHTmﬁ Ka4eCTBa KOHEYHOro npoaykra. Hanpmmep, np06nema He-
3acCnyXeHHOoro Bo3HarpaxgeHua BO3HUKaeT U3-3a Modenu, KOTOpyr CyﬁbEKTMBHO co3fganu onsa makcuMusauumn 3agaHHon
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beHKHMM BO3HarpaxageHua. B HacToswem CTaHgapTe TepMWHbl Banngauua U Bepl/leMKaU,Mﬂ MOYTU UCKNHYNUTETIbHO UC-
NonNb3YKTCA B KOHTEKCTE CbYHKLlHOHaHbHDﬁ 6es3onacHocTu.

9.2 Npobnemsbl BepudgMkaumm 1 Banmaaumm

9.2.1 OTcyTcTBME anpuopHo#i cneuucukaymm

Ha atane oby4veHuna mogenein MO BbiGop 0by4valoLmMx AaHHbIX (BMeCTe ¢ onpedeneHnem yHKLUM no-
Tepb, ECNM MPUMEHUMO) 3aMeHsaeT onpeaeneHve opmManvM3oBaHHOW cneungrKaunm onepaLmoHHoro nose-
OeHusa. 3To NpuBOaMT K NpobnemMam C NpoCneXnBaemMoCTbiO OTAENbHbIX acNekToB NOBeAeHWs BBUAY OTCYT-
CTBWS OTAENbHbIX YTBEPXAEHWI cneundukaunm. Bmecto atoro MHopMaums, Kotopasa 3aMeHAeT ANCKPETHbIE
oneparopbl cneunduKaLm, HEABHO cogepxuTcsa B obydawwem Habope gaHHbIX. XoTa npevmylectesom MO
ABMNSAETCA ero cnocobHOCThL M3BNeKaTh UNu NpMobpeTaTh 3HaHWA M3 NNOX0 CTPYKTYPUPOBAHHLIX OAHHbIX, OT-
CYTCTBWE 3apaHee onpedeneHHon cneundukaumm MOXeT Bbi3BaTb Cepbe3Hyto npobneMy BepudMKauum u
BanngauMu, a Takke oueHMBaHUA HEONpPeaeneHHOCTH.

OpyrMm MCTOYHWKOM pUCKa ABMNSETCHA Hanu4Yne CUCTEMATMYECKON OLWMOKM UMM HEMOMHOTLI AaHHbIX, UC-
nonb3yembix Ans obydeHuss mogeny. Heobxogumo nNpuMeHeHue TeXHUK Ons NpoBepku o06oMX MCTOYHWKOB
pucka.

9.2.2 HeoToenMMoOCTb OnpefeneHHOro NoBegeHUA CUCTEMBb

Mpw paspabotke MO gna npunoxeHunii 6e3 MW, cBA3aHHbIX ¢ (hyHKUMOHaneHoM 6e30nacHOCTEI, BCe pU-
CKW, KOTOpble BbINy onucaHel B pasgene 8, U B Mpouecce aHanuaa onacHocTel 1 oueHku puckos (hazard and
risk analysis, HARA) bbinv naeHTUOULMPOBaHbI Kak «40NYyCTUMBbIEY, COMOCTABMAANMUCH C OAHO UMM HECKOIMb-
KUMW MepaMWn CHUXKeHnsa puckoB. HeobxoguMmo gonxHelmM 06pa3zom peanq3oBaTb BHEOPEHUE MEP CHUXEHUWS
PUCKOB M 0BBACHUTBL WX ponb Ans hyHKUWOHaNbHOW Be3onacHocTu. Takke BaXXHO, YTOBbI Mepbl He co3aaBanu
nomMexu Apyr opyry ans npoBefeHus BepuukaLlmMm, BanMaaunm U OLEHKW KaXaon u3 HUX.

C gpyroi cTopoHbl, MHOTME TexHonorum M MoxHO cumTaTh «4epHbIM ALLMKOM», MOCKOMNBKY UX BHYTPEH-
Hee NoBefeHWe ¥ OCHOBbI MPOLIECCOB NMPUHATUS PELUEHUA TPYAHO NOHATE YenoBeKy. OTO 03HaYaeT, YTo, ecrnu
oby4varwnin Habop OaHHbIX COOEePXUT HEKOTOpPbIe AaHHbIe, MpefHa3HaqYeHHble AN CHUXEeHUA onpedeneHHo-
ro pyucka, ux BNUsHWE Ha 0ByYeHHYH MoLenb He MOXET ObliTb OnpeneneHo Unu NpoTecTUPOBAHO OTAENbHO
Ona Kaxgoro pyucka. Kpome ToOro, ecnv Ans AONOMHUTENLHOTO CHMKEHWS pucka ByayT nobaBneHsl HEKOTOpbIe
OOMOMHUTENbHbIE 0Byvyalwlne gaHHble, 3T OaHHble MOryT MOBMUATL Ha CYLLEeCTBYHLNE Mepbl CHUXEHWUS
OPYTMX PUCKOB. 3TO yCroXHSAET Bepudmkalmio u sanugauuio mogenein MO.

9.2.3 OrpaHu4eHue NOKPLITUA TeCTaMM

Mo cpaeHeHuto ¢ TecTuposaHuem MO Be3 W TecTupoBaHMe TexHonoruin ¢ M ropasgo cnoxHee.
O6bivHO ansa MO paspabaTtbiBaoTcs WM BbIMOMHAKTCA OBa TWMMNa TECTOB: OAWMH M3 HUX CBA3aH CO CTPYKTYpOWR
onucaHusa npobnemsl, a gpyron — co ctpyktypon MO. B MNO 6e3 MW atn gBa Tecta B onpegeneHHon mepe
COOTBETCTBYIOT ApYr Apyry, YTo obecneunBaeT spHeKTMBHOCTb TeCTUpoBaHMA. K coxaneHunio, BonbLIMHCTBO
TexHonoruh M He obnagalwT 3TMM CBOWCTBOM, YTO He NO3BONSAET NPUMEHSTL CYLLECTBYOLWME TEXHWKN ONF
MO Bes MW (Bknovasa onvcaHHbIe B CYLLECTBYIOWMX cTaHAapTax pyHKkuMoHaneHow BesonacHocTu). 3T1o pas-
nuyve 3acnyxveaeT ocoboro BHMMaHWA npu paspaboTke TecToB Ans TexHonormin MM (B ocobeHHocTM Tex,
KOTOpble OCHOBaHblI Ha MO).

9.2.4 HenpegckasyemocTb

Kak otme4yeHo B 8.4.1, BbIXOOHbIE AaHHble cucTembl M 4acTo Ha3blBaT HenpegcKasyembiMyU Unu Be-
POSAITHOCTHLIMW MO CBOEK NpUpoAe, XOTS caM anroputM MoXeT ObiTb AeTePMUHUPOBAHHBIM. CMAMYUTL No-
cnegcTBUSA MOXHO NMyTeM cMCTeMaTUYeCKOro npoeejeHus Bepudrkaum U Banugaunm ¢ TlWaTenbHbIM yY4eToM
ocobeHHocTen cuctembl MA. TexHonorusa «obbsacHUmoro» MW moxeT nosButbes B ByayLlem, HO MokKa B npu-
opuTeTe OCTarTCHA PEeLleHns, MakcuMarbHO OPMEHTUMPOBAHHbLIE HAa MakCMManbHO TOYHOE MOOEenupoBaHwWe
KOHKPETHbIX MPOLIECCOB.

Kpome Toro, ABHbIN HEMpeacKasyeMblil UK BEPOATHOCTHLIA xapakTtep TexHonorun VW, a Taioke gpyrue
NMPWUYKUHBI, BKNOYasa Te, YTo ObINu paccMoTpeHbl B 9.2.3, CHUXKAT 3¢hekTUBHOCTL UM NPUMEHUMOCTL METO-
OOB TECTUPOBAaHMA, He CBA3aHHbIX ¢ TexHonoruammu KA, Taknx kak TeCTUpoBaHMWe Ha OCHOBe «Benoro slukan.
Cwm. [12], pazgen 9, onsa nonydeHus nHdopmauum 06 ansTepHaTUBHBIX pelleHnsax Ansg TeECTMPOBaHWA Ha Oc-
HoBe «Benoro AwmKa», NpPUMeHUMbIX ans cuctem VA,

9.2.5 Opendhbl U QONrOCPOYHbIE MEPbI MO CHMXEHWUIO PUCKOB

Opendbl (cm. 8.4.2 n 8.4.3) aBnAtoTCcA elle OOHOW NPUHKMHOW HeonpeaeneHHOCTW NpyM YCTAHOBKE CUCTeE-
Mbl B 4ONTOCPOYHOW NepcnekTuee. [Jaxe npu npoBegeHUM CUCTEMATUYECKOTO M BCECTOPOHHEro aHanmsa ux
noeefeHus B paboyein cpege mogenu M He MoryT BbITh MONHOCTLIO M3baBneHbl OT Apeid)a 3aKOHOMEpHO-
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cTei B gaHHLIX M Apeiida caMux OaHHbIX, NOCKoMNbKY Habop o6y4arlmx JaHHbIX XapakTepuayeTtcsa npensasi-
TOCTbIO YCNOBWIA BpeMeHn 06ydenus. YTobbl npeogoneTs Takon Apeid, npegnaraeTcs HECKONLKO MeTo0B
nepeobyyeHus  o6HOBNEHWA Mogeny Ana 6oNbLMHCTBA peanbHbiX BapUaHTOB NpUMeHeHusa cuctem M.

Kpowme Toro, o6HoBneHue MO ABnsaeTcs BaxHoW 3adadven, ocobeHHo B cny4dasnx, CBA3aHHbIX ¢ (DYHKLMO-
HanbHON 6e30NacHOCTEH. BaXHO NPMHUMATL BO BHUMaHMWE CYLLECTBYHLLME OLEHKU U NOAX0Abl, CBA3aHHbIE C
npoueccaMi 06HOBMEHWS, HA CaMblX PAHHMX aTanax NPoeKTUPOBaHMA CUCTEMBbI.

9.3 Bo3MOXHble pelleHuns

9.3.1 O6wMe nonoxeHUNA

9.3.1.1 MNMoagxoak! K CHUXEHUKD PUCKOB

B uenom cylecTByeT No KpawHel Mmepe ABa Noaxofa K peanusaumn HagexHow Bepudukaumm 1 Banu-
Jaunn peleHnin, Co3aaHHbIX Ha OCHOBE MOoAenen ¢ AaHHbIMK.

OnuH noaxon, BEpoATHO, Bonee CNoXHbIA, 3akn4YaeTcs B aHanu3e CreHepupoBaHHOW Moaenn Ans
M3BrnevYeHus: MOHATHON YenoBeky MHopMaumm ob oxugaeMoM NoBegeHUU Mofend. TeopeTu4eckn, ecnu no-
BeAEeHWe CTAaHOBUTCS MOMHOCTbI0 0DBACHMMBIM ONA YernoBeka, Mbl MOXEM paccMaTpuBaTb TEXHOMOTUKU U CU-
ctembl M kak M knacca |. 3TtoT noaxon nogpobHee onucad B 9.4,

Opyron nogxon npegnonaraeT KOCBEHHYHK OLEHKY OOCTUrHYTBIX YPOBHEW CHUXeHWUS pUCKoB Besonac-
HOCTW NyTeM aHanu3a npouecca co3gaHunsa cuctembl MW B npouecce paspaboTkn. XoTs TectupoBaHue WM
Ha ocHoBe MO He Bcerga MOMXHO 3aBepLUWTb, AONONHUTENbHBIA aHanu3 W NpoBepKa NPoLEeccoB pa3paboTky
M BXOAHbIX AAHHbLIX MOTYT MO3BOMWTL CUCTEMaTUHYECKM CHUMaTb PUCKW HexenaTtensHoro noeegeHus. B 9.3
rmaeHbIM 0O6pa3oM onucaH MMeHHO 3TOT NOAXOo4.

9.3.1.2 Mokazatenun W, Bepudukaumsa u sanmgaumna besonacHocTm

Kak npaBuno, takve nokaszaTenu, Kak TOYHOCTb, UCMNOMNb3YTCA nNpu obydeHun anroputMos MO. 31K
nokasaTtenu HeobxoguMbl AnA ynpasneHusa npoueccom obydeHus M. Xota Bonee Bbicokas TOYHOCTbL Npes-
nonaraet nyyllee Ka4ecTBO peanu3aunn yHKLMOHanbLHoW 6ezonacHocTu, 3Toro BbiBaeT HeQOCTAaTOYHO AN
obecnevyeHns Tpebyemblx CBOWCTB (hyHKUMOHanbsHoW 6esonacHocT. BaxHo, 4ToObl Mepbl MO CHUMKEHWUIO pU-
CKOB, ONUCaHHble B HACTOsLLEM pasdene, NPUMMEHANUCh NapannensHo Ny nocnegoBaTenbHO C OLEHKOW UC-
nonb3yeMblx nokasatenei I, ocobeHHo Ha 3Tanax pa3paboTku, MOATOTOBKU U TECTUPOBAHWUS AAHHBIX.

9.3.2 CeA3b MexAay pacnpefeneHUeM AaHHbIX, aHaNM30M ONacHOCTEN U OLEeHKOW puUcka

[ns npoueccos, ynpaBnaeMbIX JaHHbIMU, KPUTUYECKW BadkHa B3aMMOCBA3b MeXay pUCKaMu, BbIABMEH-
HbIMU B pe3ynbTaTe aHanusa onacHOCTeN M OUEHKW puUcKa, W pacnpegeneHuem gaHHbix. B atom cnydae Bo3-
HWKaeT BOMPOC O 4OCTATOYHOCTW 0ByYatoLMX U TECTOBLIX AaHHbIX, Nony4Yaembix cuctemomn M, ons BeipaboT-
K1 onpefeneHHoro noeefeHusi. Pe3ynsraTsl aHannaa onacHocTel U OLLeHKU PUCKOB U UCMonbayeMble Habopsbl
OaHHbIX JOMKHbBI COOTBETCTRBOBATL. OTOT NOAX0H MOXHO CYMTAThL aHaNorMYHbIM MOAX0AY, peanuayemMoMy Arns
MO 6e3 MIA, B pamkax koToporo bbiny onpedeneHsbl Mepbl MO CHUXKEHWIO PUCKa.

HezaBucumo oOT TOro, ABMAETCA N Ha4YanbHaa cneyudukauna npegonpeneneHHon Unm oHa nonyveHa
13 NPMMEPOB AaHHbIX, MEPBOOYEPEOHON 3a0a4en ABNAeTCs MakcuManbHO TOMHOe onpedeneHne U orpaHmyde-
HWe npegMeTHOM obnacTu cucTembl. MpaHuLen MoxeT ObiTb MO0 MHTepBan BXOAHbIX AaHHbIX, MO0 XapakTep
peanbHOro rnpuMmeHeHus. BaxHo Ha paHHUX cTagusix yCTaHOBUTL COOTBETCTBME MokasaTeneil npoBepku Ha-
©opa faHHbIX 1 gelcTBUA Mo BepudmMKauum 1 Bannaaumm CoOOTBETCTRYHOLLEN NpegMeTHON obnacTu.

Takxe kpome cbopa n ndydeHus Habopa gaHHbIX He0DX0AMMO BLINOMNHUTE NOTMYECKUIA aHanus pacrpe-
AeneHns BXOAHbIX AaHHbIX. OH OTHOCUTCS K pe3ynbTaTtam aHanun3a OnacHOCTer M OLEHKN PUCKa, Tak YTO TOYKK
pacnpeneneHns gaHHbix B Habope gaHHbIX MAEHTUMULMPYIOTCS Kak COOTBETCTBYHLLME KaKOOMY BbisiBIEH-
HOMY PWCKY (Hanpumep, cMm. [13], rae yCTaHOBMNEHO, YTO Ka4eCTBO AaHHbIX ABMNAETCS KtodYeBbiM TpeboBaHuem
ansa TexdHonorunin UIA).

Kpome Toro, gaxe ecnu BXoOgHon Habop AaHHbIX XOpoLwo pa3paboTaH, HEBO3MOXKHO rapaHTUpoBaThk, YTO
npoLecc oby4YeHus No3BONMUT 3aKOQUPOBATL NMpefnonaraemMoe nNoBefeHue BeIXOAHOW MOAENW B COOTBETCTBUN
CO BCEMW BbISIBIEHHbIMW B Mpouecce HabniogeHuin 3a pacnpepeneHnem gaHHbix puckamu. Mpu obyyeHun
MOTYT BO3HMKATb Kak CUCTEMaTU4eckue, Tak 1 cnyvanHble oWWnOKN, KOTOpblE MOryT NPUBECTW K HAPYLUEHWIO
hyHKUMOHanNbHOW BesonacHocTu. XoTs obHapy»xeHue Takmx cboeB B MakCMManbHO BO3MOXHOW CTEMNEHW AB-
NAETCS OOHOW 13 Lierner TECTUPOBaHWS Ha 3Tane BepudukaLum U Banuaauum, cokpalleHue owmnbok obyyeHuns
TaKKe BaXHO Ha aTane obyyeHus.

9.3.3 NoaroTtoBKa AaHHbIX, BepuprKauua u Banugauusa mogenu

MpuHUMas BO BHUMaHWE, YTO Lenb paspaboTkn HabopoB AaHHbIX Ans 06y4eHWa u TeCTUpPOBaHUS onpe-
OenseTcs B COOTBETCTBUU C pe3ynbTaTaMi aHanusa onacHoCTen W OLeHKM pyUcKa, criedyroL MM WaroMm JoMKHO
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cTaTb obecnedyeHre COOTBETCTBUS 3TUX HADOPOB AaHHbIX ONpeaeneHHbIM LienaM. BeinonHeHne TpeboBaHms K
OAHHbBIM BKMHOYAET YeTbipe BaXKHbIX KPUTEPUS:

a) Bce N cueHapun, OTHOCALLMECS K (PYHKLMOHaNLHON 6e30NacHOCTH, BbiIBNEHHLIE B NPOLEcce aHanu-
32 ONacHOCTEN U OLIEHKW pUCKa, BKINHOYAOT COOTBETCTBYHOLME OaHHbIE B HABOpbl AaHHbIX;

b) oxBaTelBalOT MM TECTOBLIE [aHHbLIE BCE BO3MOXHbIE BAapWaHThl CUTYyaLWA, NPOBOLMPYIOLWNX TaKOM
pPUCK ONS KaXO0ro pyMcka, BbIABNEHHOIO B pe3ynbraTe aHannsa onacHOCTen W OLEeHKW pycka;

C) SIBNATCA N TECTOBbIE AaHHble AOCTAaTOYHO BOMbLIMMK M 4OCTATOMHO pasHoobpasHbiMu, YTO6bI No-
3BOMWTb OXBATWUTb BCE BO3MOXHbIE COCTOSIHWA CUCTEMbI Nnocne obyYeHns AN Kaxaon cuTyaumm, NnpoBounpy-
HOLWEen PUCKN;

d) ABns0TCA NY pe3ynbTaThl BhIOPaHHbLIX JAHHBLIX TECTOBOrO NpuMepa cTabunsHbIMK MpY BCEX BO3MOX-
HbIX BapMaunsax BXOOHbIX AaHHbIX, KOTOpbIE COMMacHO aHanuay MoryT ObiTh KnaccuduLMpoBaHbl Kak npuHag-
nexaline K TOW Xe rpynne, CLeHapuio UM BapuaHTy UCMNOMNb30BaHUS ANs KaXA0W cuTyauuuy, NpoBOLIUPYIO-
LN PUCKK.

MpegnonaraeTcs, YTO Kax4oe TecToBOe 3agaHne cnocobHO gaTh OTBET Ha KaKabl N3 YeTbipex BOMpo-
coB. Huke npencraeneH npumMep OTBETOR Ha BOMPOCHI, akTyanbHble Ana nwoboi TexHonorun WA, ncneitaHmne
KOTOpPOW CBA3AHO C YETKVMMUW, NPaBUMNbHLIMK WU OXUaeMbIMW OTBETAMU («TECTOBble Opakynki»). B aTux npu-
Mepax TakKe yuyMTbiBanachk NOrpeLlHocTb AaHHbIx no [THCT 839—2023.

Ona a):

- YeTKO onpeaensitoT Npu3Haky HabopoB AaHHbIX B COOTBETCTBUM C PUCKAMM, BbISIBNEHHBIMW B Pe3ynb-
TaTe aHanu3a onacHOCTeW 1 OLeHKU pUcKa.

Ons b):

- MpPOBEPSIOT Hanu4yMe TeCTOBOro Habopa AaHHbIX ANSA KaXA0ro yCTaHOBNEHHOro Npu3Haka Habopa gaH-
HbIX B COOTBETCTBUU C BbISIBNEHHLIMU PUCKAMW;

- MPOBEPSIOT pacnpegerneHve Apyrnx NPU3HakoB U OLEHUBAKOT BO3MOXHYH CMELLEHHOCTb AaHHbIX AN
BCEX TECTOBbIX AaHHbIX, ONpefeneHHbiX B COOTBETCTBUN C BbIABMEHHBIMU pUcKamn. B aTux uenax MoxHo uc-
Nnonb30BaTh CYLLECTBYIOLLME TEXHOMOMMK reHepauun TecToBbIX AaHHbIx Ans MO 6e3 MW (Hanpumep, kKoMBUHa-
TOpHOe TecTupoBaHue). Tarke cMm. [12] n [14];

- MpuW Nogo3peHnn, 4To Habop OaHHbIX COOEPXUT HenpegHamMmepeHHoe, HO TEM He MeHee cUcTemMaTu-
JYecKoe CMellleHWe, pacCcMaTpUBaloT BO3MOXHOCTL cbopa OONONHUTENbHBLIX TECTOBLIX AaHHLIX. B HekoTopbix
crnyyasix pelleHneM MOXeT CTaTb CUHTE3 TECTOBbIX AaHHbIX, eCMN Ha OCHOBE peanbHbIX [aHHbLIX HEBO3MOMXHO
nony4nTb gocTaTodHoe pasHoobpasue, npeacTaBMTenbHOCTE W oxBaT. Cm. [12]. PaspaboTuumk Takke MOXeT
y4anuTb peanbHble gaHHble, YTobbl cbanaHcpoBaTe Habop AaHHBIX.

Ons c):

- Mepbl MO CHUXEHWK PUCKOB, yKa3aHHble B b), MOTryT NPUMEHATLCA ANSA NOBLILEHUS PA3HOPOAHOCTU
CYLLIeCTBYHOLLUX NPU3HAKOB;

- OuUeHMBaloT Npouecckl cbopa 1 NOArOTOBKM OAHHLIX, YTODbI NCKMHO4YMTE BO3MOXKHOCTE BKITHOYEHUS CMe-
LWEeHHBbIX AaHHbIX, cM. [THCT 839—2023;

- 00beM TecToBbIX LOaHHbIX OMpedensieTcs Ha OCHOBE BXOAHbLIX OaHHbIX, BKIOYas (Cpeau npodero)
npegnonaraemyro BEPOATHOCTb CHUXEHWS pUCKa (MOMYyYEeHHYIO B pe3ynbkraTe aHanv3a OnacHOCTER W OLIEHKU
pucka), U AaHHbIX, HeobxoauMelx Ansa 06yyeHus (MonyYeHHbIX B MPOLLECCE MOHUTOPUHIA MOKa3aTens TOYHOCTU
OIS NoOMHOXeCTBa 0Bby4yalowmx AaHHbIX). Takke HeobxoOUMO yYUTLIBATE CNOXKHOCTE NPpEAMETHON obnacTwy,
4yT06bI CMSAMYUTL CABMIW NMPU pacnpedeneHnn OaHHbIX, BOSHUKaLWMe n3-3a MHOXECTBa HEKOHTPOMpPpyeMbIx
chakTopoB (Hanpumep, BPEMEHM, NOrogbl, MECTOMONOKEHUS).

Onad):

- ybexnalTcs, YTo BCe cnydYau n3bbITOMHOWM MOAroHKM K 0By4yarolmM daHHeIM Bbinu obHapyxeHbl Ha
aTane paspabotku. [Ins 3Toro BaxHO 00BUTbLCA HE3aBUCUMOCTM 0By4yaroLMX U TECTOBLIX OAHHbLIX, KOTOpas
MOXeT BObITh 0BecnedeHa ¢ NOMOLLBK BHEAPEHUSA MPOLIECCOB yNpaBneHWUsl U OLEHKK kadecTBa pa3paboTku,
WCMOMb30BaHWUA UHCTPYMEHTAmNbHbLIX CPeacTB UMM NOCpeCcTBOM LOCTUXEHUS HE3aBUCUMOCTKU KOMaHa W op-
raHM3auuid, BbIMOMHAKLWMX TecTupoBanue. Cm. FOCT P M3K 61508-1—2012 (pasgen 8) wunu [15]. Tawke
cry4aun v3bbITOYHOW MOATOHKM MOTYT ObiTb ODHapyXeHbl NpyM NPOBEAEHUM NMEepPeKpPecTHOW MPOBEepKKW, Korga
Mogenv oby4arTcs Ha pasHbix 0By4yalolmx OaHHbIX, 8 NPOU3BOOUTENBHOCTE OLEHUBAETCA HA OCHOBE yaep-
KaHHBIX OAHHBIX;

- ybexpgatoTcs, 4To 0By4YeHHble Mogenu 4OCTaTOYHO YCTOMYMBLI, UCMONb3Ys CNeaylLlme noaxonb:

a) co3fgaHue HecKOoNbKUX MOLenei pasHbliX pasMepoB M MCMONMb30BaHWe MOZerNei MeHbLIero pasmepa
NPy YCNOBWM OOCTVKEHWUS ApYrix Lenei (bonbline MOgenu MoryT NoBbIWaTh YyYBCTBUTENbHOCTD);

24

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 30/70
CrtpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-836-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67952
https://gostexpert.ru/gost/gost-836-2023?utm_source=pdf&utm_medium=67952&utm_term=page

MHCT 836—2023

b) NnpumeHeHne TexXHONMOruin, NOBLILWAKLLMX HAAEXHOCTb (HanpuMep, perynapusauun unu pasgoMmusn-
pOBaHHOro 0by4eHus);

C) uncrieHHasa 1 NpsiMas oLeHKa HafleXHOCTH.

- NMPOW3BOLSAT NOWUCK AaHHLIX, BIUSKOLLMX Ha YCTOMYUBOCTL (HAanpyumMep, Npy NoMOLLKM MeTaMopdnyecKo-
ro TeCTUPOBaHUSA, ayrMeHTalun JaHHbBIX, reHepaTUBHLIX COCTA3ATENbHbBIX CETEM, COCTA3aTENbHOro 0byJYeHus,
reHepawumu CocTsi3aTenbHbIX NPUMEPOB UK OOHapYXeHNA COoCTA3aTeNbHOro npuMepa);

- yBexgatoTesi, 4To B 0bydalolem 1 TecToBOM Habopax gaHHbIX OTCYTCTBYIOT NpeaHaMepeHHble Moau-
duKayumm Unnm N3MeHeHs, YTO MOXET NoBMeYb NPOBEPKY AOCTOBEPHOCTU MCTOYHUKOB AaHHbIX UM NPOLIECCOB
cbopa gaHHbIX;

- paccmaTpuUBaKT BO3MOXHOCTb MPUMEHEHUS TEXHOMOMMU 0OBACHMMOCTM ANA aHanu3a NoBeaeHus Bbl-
XOofHOM Moaenu (cm. 9.6).

B npunoxeHun C npuBegeHa MHpopMaLma o NpMMEHUMbIX Npoueaypax u metogax.

3aTtpaTbl Ha peanu3auunio Mep No CMAMYEHWIo NOCNeaCTBUA MOTYT CYLLECTBEHHO pasnnyaTbCs B 3aBUCK-
MOCTW OT rNyBWHbI MCCNEAOBaHWUIA U UCNOMb3YEeMbIX YPOBHEN KOMOMHAUUKU KpUTEPWEB, NPeacTaBneHHbIX B b),
a Takke BblbpaHHOW TexHonoruu. Mpu NnaHupoeaHum BepudukaLnum 1 Banugaunm HeoGxoaMMo UCXoauTb K3
Tpebyemoro ypoBHA chyHKLMOHANbLHOW He30nacHOCTH U OPYrMX KpUTEPUEB.

9.3.4 Bbi6op nokasatenen MU

OueHka npoussogutenbHocT U KNS cuctembl ¢ UM kpaitHe BaxkHa. B MO yacTo mcnonb3yloTes oT-
AenbHble KOHKPEeTHbIe NoKa3aTenu. XoTs nokasaTeny NepBuYHbl, Takke HeobxoanMo NpUHMMAaTE BO BHUMaHKe
cnegywolme acnekTbl:

MpumeyaHune — T[lokasaTenu, kak NpaBvnio, ABNAKTCA HE €AUHCTBEHHbIM, a NWLLbL OAHWM U3 CNocoBbOoB OLEH-
k1 BesonacHocTK cuctembl MA;

- BaXXHOCTb W [JOCTOBEPHOCTb MOoKa3aTenei onpeaensieTcs B 3aBMCUMOCTH OT 06bema AaHHbIX, 4OCTyn-
HbIX Ans 0B6y4YeHns, NpoBepkn 1 TecTupoBaHusa. Obbem AaHHbIX BMUSIET HA JOBEPUE K NOKa3aTento ¢ onpene-
NeHHbIM YPOBHEM AOCTOBEPHOCTU (Hanpumep, 95 %) B 32BUCMMOCTU OT KOMMYECTBA BbINONHEHHbLIX MPOBEPOK;

- nokasaTenu arpervpytoT bonbLuon o06bemM MHOpMaL UK B OOHO YUCTIO (MMM HECKOIBLKO Y1Cen), 4TO MO-
eT OTBeCTM BHMMaHWe OT BONPOCOB, CBA3aHHbIX C De30MacHOCTLI. NS BbIABNEHUS HedocTakLen MHgop-
MaLKMK MOXHO UCMNOMb30BaTh pasnnyHble NoKasaTenu, Takne Kak, HanpumMmep, HenpaeunbHas Knaccugukauns
©e30nacHOCTM NpKY OLEHKE LeneBbiX XxapakTepucTuk unu Kra;

- MOHWTOPWHT B NpoLecce 3KcnnyaTtauumn: cbop AaHHbIX O NpOM3BoauTENBHOCTK cuctemMbl MW Ha aTane
3KCNnyaTauum BaXKeH ONA OLEHKW OOCTUXEHWUA NPOU3BOAMUTENbHOCTU 1 K3, NpoMexyTouHbId MOHUTOPUHT
BaXXeH B CMy4dasix, Korga BbiBoAbl 0 6830MacHOCTU CMCTEMbI HEBEPHBI.

OueHka pobacTtHocTy no FOCT P 70462.1 nogpa3aenseTca Ha TPYU OCHOBHbIE KaTeropuun: ctaTucTnye-
CcKune, hopMarbHble U aMAMPUYECKNe TeCTbl.

9.3.5 TecTupoBaHue Ha CUCTEMHOM YPOBHe

B komnnekcHbix cuctemax, rae M ncnonb3yeTtcs B kKa4eCcTBe O4HOIO U3 KOMMOHEHTOB, TECTUPOBaHWE Ha
CUCTEMHOM YPOBHE SABMSAETCH BaKHbIM AOMOMHEHWEM K BepUdUKALUK 1 BannjaumMM Ha OeTanbHOM YpOBHE.
HekoTopble 13 KpuTepues, onucaHHbIX B 9.3.3, HanpuMep kputepun b), Takke NpUMMEHUMBbI NS TECTUPOBAHNUS
Ha YPOBHE CMUCTEMbI. TECTUPOBaHWE HA CUCTEMHOM YPOBHE MOXET OblTb OCHOBaHO MO0 Ha JaHHbIX, NMMbo Ha
cLeHapuu (Hanpumep, 3anyck TECTOBOrO aBTOMOOWS Ha NMOMWIOHE C MoAeNnMpyeMbIMK puckamu). TecTupoBa-
HWe Ha CUCTEMHOM YPOBHE MOXHO NPOBOAUTL Ha MOLENAX, UNMPOBLIX 4BONHUKAX UMK B peanbHbIX YCNOBUSAX.
TecTpoBaHuWe B pearbHbIX YCNOBWUAX BECbMa 3aTpaTHO U He Bceraa BO3MOXHO (0TYacTu M3-3a PUCKOB ArS
BesonacHocTK), HO OHO no3BonseT npoBepuThb KIN3 M BbIABUTL HEOMNO3HaAHHLIE OMacHbIe HEU3BECTHLIE hak-
TOpbl ANA NpefoTBpalleHnss HEMOMHbIX aHanu3a onacHOCTEN M OLEHKM PUCKOB. TeCTMpoBaHMe Ha Moaensx
MO3BOMSAET M3YYMTb MHOXECTBO CLEHapveB Kak NMporpaMMHOro, Tak M annapaTtHoro obecnedeHus. KadecTso
M peanuCcTUYHOCTE Modenen UrpatoT BaXKHYIO pofb 4151 JOCTUXEHMUS XOPOLWKUX Pe3ynsTaTos Bepudukayum n
Banugauun. NMoapobHee cm. 9.4.2 n 9.4.3.

9.3.6 MeToAbl CHMXEHWA PUCKOB, CBA3aHHbIX C OrPaHW4YeHHbIMU MO pa3mMepy BbiIBOpKamMu gaHHbIX

MogroToBka oOCTaTouHO BOMbLUMX TECTOBLIX OPAaKYNoB AN NPOBEPKU BCEX Pe3ynbTaToB HEBO3MOXKHA B
paMKax }KM3HeHHOro uukna paspaboTkn. CpaBHUTENbLHOE TECTUPOBaHWe, onucaHHoe B [12], MOXeT Mcnonb-
30BaTbCH A8 TPAKTOBKM TECTOBLIX OPaky/loB B COOTBETCTBUN C OXKMAaeMbIMU OTBeTaMu. Takke Heobxogumo
OUEHWUTb CTENEeHb HE3aBMCHMMOCTM PasnUYHbIX BEpPCUi TecTupyemown cuctembel. CpaBHUTENbLHOE TeCTUpPOBa-
Hue TexHonorui VW, reHepupyembix 0gHUM UCTOYHUKOM ODy4alolmnx faHHbIX, BEpoATHO, He OyaeT cooTBeT-
CTBOBATb KPUTEPUAM a) 1 b).
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OpyriMm BapuaHToM NpMMEeHeHWs TeCTOBOro Opakyna Ans BbiNOMHEHWA BCEro cnekTpa onepauuii MoxeT
BbITb MCNONb30BaHWE MOOENNU B KAYECTBE reHepaTopa TECTOBbIX AaHHbIX.

Cneunanuctam ObIBaEeT CMOXHO CO34aTh HAAEXHbIA TECTOBLIA OpaKyn Anst HekoTopelx cuctem WA (Ha-
npumep, cuctem NI, coznaHHelx Ha npotuBocTosiHUK «UMA npoTtus MA», a Takke ons obydyeHus ¢ nogkpenne-
HWEeM ¥ reHepaTMBHO-COCTSA3aTenbHoW cetu). OBLMe ycrnoBusa TECTUPOBAHWSA B 3TUX CMy4yasxX aHanoruyHbl,
04HaKO MOTYT NMPUMEHATLCHA OOMOMHUTENbHLIE KPUTEPUK ANA NPOBEPKM HAOEeXHOCTM TecToB. Hanpumep, ka-
YEeCTBEHHO NPOBEPEHHbIE anbTepHaTUBHbIE Pas3paboTKW MOryT MCNONb30BaTLCH NPW CPaBHUTENbHOM TECTU-
poBaHuK. Takke MOXHO BHOCWMTb M3MEHEHMS NpWU pa3paboTke ONs WCKIIOYeHUs BAWSHUA MoObiXx pUCKOB Ha
TexHonoruo M, ynpaensemyo MogensMun ypoBHS Mcnons3oBaHus C, Kak onucaHo B 6.2.

9.3.7 NpumevaHua v gononHUTEeNbHbIE NUCTOYHUKHN

Cwm. [12], B KOTOPOM ONUCaHkl ansTEpHATUBHLIE PELUeHUs Ana TeCTUPOBAHUA Ha OCHOBe «bernoro Awu-
Ka», npumMmeHumble ana cuctem M.

9.4 BupTtyanbHoe 1 pusnveckoe TeCcTUpoBaHue

9.4.1 O6WwMe NnonoxeHUA

Moaxoabl K yHKUMOHaNLHOW BeaonacHocTu TexHonoruu WA, kak npaBumno, cocpefoToYeHbl Ha ane-
MeHTax cuctembl VW, koTopble obecneynBaloT Takue aTpubyThl OYHKLUMOHANEBHOW Be30nacHoCTU, Kak, Ha-
NpUMepP, MOHUTOPWUHT, OCHOBaHHbINA Ha NpasBunax, cnocobHbIin BNoKMpoBaTh OCHOBHYHY CUCTEMY YNpaBlieHus
Ansa npenoTepaleHna HebesonacHblx AencTBuin. 3ddheKkTMBHbIM U 06BEKTUBHBLIM cnocobom aeMoHcTpauum
NPOWN3BOAMTENBHOCTU CUCTEMBI ABNAETCA BMPTyanbHOE TECTMPOBaHWe WM MOAEenMpoBaHWe, Korga B Xoge
KBanMMUKALWOHHLIX 1 cepTUHOUKALUOHHBIX MEPOMNPUATUIA MOXHO NPOBEpPUTE HAbop TWaTenbHO 0TOBPaHHbIX
cueHapueB Ansa NpoBefeHUsl CTpecc-TeCTUpoBaHMA. BO3MOXHO TeCTUpOBaHWE Kak OTAEeNbHbBIX KOMMOHEHTOB,
TaK U HECKOMNMbKUX KOMMOHEHTOB HAa CUCTEMHOM YpOBHe. B pamkax 3Toro noaxoga rnpuv nocTpPoOeHUU cLueHapues
ANSA TECTUPOBAHWSA MOXHO MCNOMNb30BaTh OrpaHUYeHHbIA BbiIBOp 3HAa4YeHWn NnapaMeTpoB cUeHapusa, cueHapuu
Ha OCHOBe pacnpefeneHns napaMmeTpoB unu Bbibopku BaxHocTK (cMm. [4], C.5).

Pusnyeckne TECTbl TAKKe BaXKHbl NS CONOCTaBNEHUs pesynsTaTtoB MogenuposaHus, nposepkn KM w
BbISIBNEHUA HEU3BECTHbLIX. PUsnyeckme TecThl ropa3no bonee orpaHUYeHbl, YeM MOAENUPOBaHWE, B UX CMO-
CoBHOCTU UccneaoBaTh 0bnacTe 3HAaYEHUI M3-3a OrPaHUYEHUI NO CTOMMOCTKM M BPEMEHMW, HO OHU NMO3BONAKT
NpPOBEpUTL HEKOTOPLIE MOoKasaTemnu, KOTopble OOBOMBHO CMOXHO CMOAENUPOBaTb, Kak, Hanpumep, BAUsSHUE
3aepKeK, Bbl3BaHHbIX annapaTHbIMK CpeacTBaMu, Ha neTny obpaTHOM CBA3M 1 KackagHble addekTbl. Bos-
MOHO NMPOBEAEHWNE CTPYKTYPUPOBAHHBLIX TECTOB, B KOTOPbIX MPUMEHSIIOTCHA HACTPOWKM ANs U3BECTHbLIX CLe-
Hapuvee, Kak, Hanpumep, B criyvyae TECTUPOBAHUSA WMHTENIEKTYanbHbIX TPAHCMOPTHLIX CUCTEM Ha TECTOBOM
nonuroHe.

9.4.2 PekomeHaauuM nNo npoBegeHUI0 BUPTYanbLHOro TECTUPOBaHUA

CumynsunoHHOe MOAENMPOBaHUE B LIeNAX TECTUPOBAHWS YXKe AAaBHO ABMSAETCA HEOTHLEMMNEMON YacTbh
hyHKUMOHanbHoM 6e3onacHocTi. OnpaBAaHHbl TakMe YyCTOSBLUMECS MeToAb!, KAk CUMYMALWSA CUHXPOHN3aLMK
1 BHECEHWE HEeWCNpaBHOCTWU, KOTopble BrnaroTBoOpHO BNUAT Ha cucTemMbl WA, [na CrnoXHbIX MHOTOMepPHbIX
MoAEnen, NCnonb3yemblX BO MHOTMX cuctemax MW (Takmx, kak HEMpOHHbIE CeTU AN 3afjad pacnos3HaBaHuA
UMW MPUHATUSA PELLEHUI), CUMYTNALNOHHOE MOOeNupoBaHue UMeeT pan LOMNONMHUTENbBHBIX MPeuMYLLECTB!

- B page cny4vaeB cumynsauua obecnednBaeT 6onee NOMHbIA OXBAT TECTAMK, YEM MPU TECTUPOBAHUN B
peanbHbIX ycrnoBusx. [puMepamu MoryT ObiTh CLUEHapWW, B KOTOPbIX peanbHoe TeCTUPOBaHUE MOXET BbiTb
OnacHbIM UMK U3NULIHE OOPOrocTOALWMM B CBA3W ¢ BonblUMM MacluTaboM Ha BO3MOMKHOM NMPOCTPAHCTBE Bbi-
Boga. [na mopenei GonblLION pasmMepHOCTM MOAENMpOBaHMe MOXeT DbiTb Mcrnonb3oBaHo AnA nepebopa
BXO[HOrO MPOCTPAHCTBA M MONyYeHWUs KOPPENMPOBaHHbLIX pesynbTaTtoB crnocobamu, HegoCTYMHbLIMK NpW Tpa-
OWULMOHHOM TECTUPOBAHUM;

- CUMYNALWS NO3BONSAET 3HAYUTENBHO YCKOPUTL BpemMs pa3paboTku 1 npegocTaenseT bonee WMpOKUIA
OOCTYN K NpoAyKTam 1 0BHOBMeHMAM hyHKUMOHanNbHoW BbesonacHocT. HegaeHo oBbHapyKeHHble 0MacHOCTH
MOTryT ObITb Y4YTE€HbI NpK paszpaboTke pelleHwid Ans PyHKUKMOHanNbHOW 6e30nacHoCT, YTO NO3BONSET CoKpa-
TUTb BpeMs BbINONHeHWs paboT. [ins cnoXHbIX cpef Takne hakTopbl, Kak COKpalleHne 3adepiKek npy paspa-
BoTke 1 nosieneHre oBHOBNEHWUA, MOTYT UMETh peLlatoLLee 3Ha4YeHNe;

- CUMYNALWUS NO3BOMSET UCNONb30BATL HECKOILKO BXOZAOR A5 BHECEHMA HEUCTpaBHOCTeW. Heucnpae-
HOCTWM MOTYT BO3HMKaTb HAa YPOBHE CUCTEMbl, KOMMOHEHTA UMW MOOKOMMOHEHTa, a Takke B KOMBMHALMAX,
KOTOpble MOTYT BbITe HEAOCTYMHLI NPU peanbHbIX UCTILITAHWUSX;

- CMMYNSAUMS No3BossieT 4OBUTECA 3TANOHHbLIX AaHHbLIX U NOMHOCTLI0 UCKMYUTE PUCK NOTEHLMAMNbHbBIX
CUCTEMATUYECKUX OLLIUBOK, BbI3BAHHBIX peanbHbIMWU U3MEPEHUAMMN U HACTPOMKAMMU;
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- cpegy CUMYNSILMW Nnerdye KOHTpPOnMpoBaTh, YTO MO3BOMNWT OTCMNEXNBATbL BCE MeTadaHHble B YCIOBUAX
KOHKpPETHOro TecTa, TO eCTb NpegoTBPaTUTb NBy CUCTEMaTUYECKYH NOMPELLHOCTL, BO3HUKAILLYHO B pearb-
HOM TecTe, UNu NOTEPH COOTBETCTBYHLLUMX MeTafaHHbIX.

Heobxoaumo NnpuHUMaTh BO BHUMaHWe cnefylLume acnekTsl Npu NpoBeAeHUM CUMYNSALMOHHOTO MoJe-
NUPOBaHUSA UMW, B LENOM, BUPTyanbLHOro TeCTUpoBaHWa Ans BepudMkauum U Banugauum texHonorun M B
cucTeMax yHKUMoHanbHoW 6e3onacHoCTH:

- TOMHOCTb CMMYMALMK: oueHWBaT 6as3oBble Mogenu, Habopbl UHCTPYMEHTANbHbLIX CPEACTB, BCE BO3-
MOXHbIE ynpoweHust n gonyieHns. OueHKa pUCKOB Cpeabl CUMYMSLWK NO3BONAET ONpeaennTs NoCcneacTBums
HEWCNpaBHOCTEN, HETOYHOCTEN UMK HEMOMHOTLI. 3TO NMO3BONUT NOATBEPAUTL UMW ONPOBEPrHYTL PE3ynkTaThl,
nony4eHHble B X04e CUMYMNSILMOHHOIO MOAENMPOBAaHUA, HANPUMep NpU COMOCTaBNEHUN TaKUX Pe3ynbLTaTtoB ¢
peanbHeIMK ycnoBuamu. Hanpumep, Mmogens, ucnone3yemas ansi o60CcHOBaHUA KOMMOHeHTa OyHKLMOHANb-
HOW GeaonacHOCTU, B 3aaadax, CBA3aHHbIX C pacno3HaBaHneM, No3BoNuT caenaTth BbIBOAbI O PeanuCTUYHOCTH
pacrno3HaBaHWsA U CPaBHUTL C BOCMIPUATUEM YenoBeKOM M T. A. [lna gononHutenbHou nHdopmaumn cm. 9.4.3;

- TAMN CUMYISLMW: HWU OOWH BMPTYanbHbIA MHCTPYMEHT TECTUPOBAHUA He MOXeT DbiTb MCNOMbL30BaH Ans
TECTUPOBaHUA BCEX acnekToB cuctemMbl MW, Mo 3To NpuyMHe 3a4acTyro MCMOMb3YETCH HECKOMNBKO WUHCTPY-
MEHTOB Ansi obecneyeHus yBepeHHOCTU B dyHKLUMOHanNeHoN BesonacHocTu Bcel cuctemsl M. Llenouka uk-
CTPYMEHTOR BUPTYanbHOro TECTUPOBaHWUA MOXET BKIHUYATL cnefyouimMe TUnbl: MoAenb B KOHType (model in
the loop, MIL), MO B koHType (software in the loop,SIL), annapaTtHele cpegcTea B koHType (hardware in the
loop, HIL);

- MOKPLITWE TecTamMu: NOAXOA MOXET BKMOYaTh CryYanHyK TeCTOBYH BblGOPKY, OrpaHUYeHHY TeCTo-
BYIO BbIOOpKY Ha OCHOBE OMNpefeneHns BXO4HOIo NPOCTPaHCTBa, TECTOBYH BeIDOPKY C pacnpeneneHMsaMm Ha
OCHOBe NMpoduns nonbL3oBaTens, TECTOBYO BbIOOPKY KPUTUYHOCTM UINU BaXKHOCTM Ha OCHOBE aHanm3a yHk-
LunoHansHo 6eszonacHOCTH, BLIDOPKY CTpecc-TecTa Ha OCHOBE MOrpaHWYHbLIX CMyYaeB UMM OXUOAEeMbIX YC-
MOBWIA, KOTOPbIE MOFYT CO3Q4aBaTh Harpysky Ha cucTtemy, W T. 4. (cm. [4], C.5). Ons MHOrOMepHbIX BXOOHbIX
AaHHbIX 3TO TaKKe MOXET yKasblBaTb Ha TO, Kakas KOMOWHaLMsS dhakTopoB NpoBepsieTcs;

- 06beEM NpoBEAEHHLIX TECTOB: KONUYECTBO UTepauni CUMynsUKMKM, focTatodHoe Ana obocHoBaHus ap-
rymeHTa dyHKUNOHansHoM 6e30nacHoCTy.

MMpexge YyeM MHCTPYMEHTHI BUPTYanbHOro TECTUPOBAHWUS MOXHO ByaeT UCMonb30BaTh ANs Bepudgmka-
uun 1 Banugauum cuctemsl W, HeobxogmMMmo npoeecTy BepudMKaLMio U Banuoauuio Habopa WHCTpyMeH-
TanbHbIX cpeacTB. BoiBoabl 0 Habope UHCTPYMEHTanNbHLIX CPEACTB NS BUPTYanbHOTO TECTUPOBAHMS MOXKHO
caenatb, OLEeHUB YeTbipe KNYeBble XapakTepUCTUKK:

- COOTBETCTBUE LIeNN: COOTBETCTBME UHCTPYMEHTOB LiensM oueHku cuctembl M. CooTBeTcTBME Lenu
npeanonaraet YeTKOE ONucaHWe Lenu TecTa M OMNpefeneHue BCEX FPaHU4YHbIX ycnoBui cuctemsl M. 310
BKMOYaeT B cebs aHanui onepaunoHHOW cpefbl W onpefeneHne TpeboBaHWWA ONA OTAEMbHbIX MOAEnen.
CrioXHOCTb U YPOBEHb JeTann3auuu Kaxaon Mogenu MoryT BapsMpoBaThLCS B 3aBUCUMOCTH OT aKTyanbHOCTH,
3HAaYMMOCTU W guanasoHa Kaxgoro dpaktopa. Hanpumep, ecnu ycrnoBus skcnnyataumMm UckrodatoT paboTy B
HOYHOE BpeMs, TO MOAENM 0aT4YMKOB He ByayT NpoBepeHbl B YCIOBUAX HU3KOW OCBELLEHHOCTH;

- BO3MOXHOCTU: CNOCODHOCTE BUPTYarbHbIX TECTOB BbISIBNATL COOM W CBA3AHHbIE C HUMKM PUCKM CKpbI-
ThiX OLWKMBOK. BO3MOXHOCTM TECTMPOBAHMWA BKIMHOYAOT B cebs onpefeneHue 4ONyLEeHWUA, OrpaHUYeHU 1 ypoB-
HEWM TOYHOCTM MHCTPYMEHTAIbHbIX CPeACcTR, cnocoboB oueHku TouHocTH (KIM3) v pasyMHbIX OonyLeHUn ons
KIM3. 310 MoxeT cnyxuTbe 0boCHOBaHMEM TOrO, YTO OOMNYLLEHUS, CBA3AHHLIE C MOAENWPOBAHUEM U pearb-
HOW Koppenaunen, SBnNaKTca NnpueMnemMbiMy Ana uenu tectuposaHus. Obpatute BHUMaHUE, YTO BblDpaHHBLIA
YpOBEHb TOYHOCTU ONs MOLENer U BO3MOXHbIE MPefnonoXeHUs UrpakT BaXKHYHO ponb A5a onpefeneHus
OrpaHUYeHWin MHCTPYMEHTalbHbIX CPecTB;

- KOPPEeKTHOCTb (BepudmKauua): cTeneHbs JOCTOBEPHOCTU W HAOEXHOCTU OAHHBLIX U anrOpUTMOB WH-
CTpyMeHTanbHeIX cpedcTe. Bepudmkaums no3sonsieT U3yyuTb BHeOpPEHWEe KOHLENTyanbHbIX UK Maremaru-
YeCKUX MOZenen, coCTaBnArLnX Habop UHCTPYMEHTAmNbHLIX CPEACTB. 3TO MO3BOMNSET rapaHTUpOBaTh, YTO
MHCTPYMEHTanbHble CpeacTBa NoaxoAaaT And Habopa BXOOHbIX AaHHBIX, KOTOPbIe HeMb3sA NPoTecTMpoBaTh Ha
aTane Banugauunun. MNMpoleaypa OCHOBaHa Ha MHOrOCTYMNeH4YaToM Noaxode, KOTOpPbIA MOXET BKYaTh Bepu-
dhukayuo Koga, BepuuKaLmio pacyeToB U aHanvu3 YyBCTBUTENbHOCTU;

- TOYHOCTbL (Banuaauws): cnocobHOCTL BUPTYanbHbLIX TECTOB BOCMPOWU3BOAUTHL LieNeBbie AaHHble. 3T0
BKMoYaeT B cebsa cozgaHue faHHbIX, KOTOPLIE MOXHO UCMONB30BaTh ANS AEMOHCTPALUY TOYHOCTU MHCTPYMEH-
TOB BUPTYanbHOro TECTMPOBAHUSA B CPABHEHUW C peanbHbIMW YCNOBUSAMW. Banugauusa MHCTPYMEHTamNbHbIX
CPeaCcTB COCTOMUT U3 YeTblPEX OCHOBHbIX 3TanoB. TovHas MeTOoAoMorMs 3aBUCUT OT CTPYKTYPbl U Ha3HaYeHUs
MHCTPYMEHTarnbHbIX cpefcTB. Banugauns mMoxeT COCTOATb M3 OAHOMO WKW HECKOMbKMX 3TanoB, OMUCaHHbIX
HUXKe:
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a) Banvgauusa Mofenen NoACUCTEMbI: HAaNpUMep, Mogenen cpefbl (MHpacTpyKTypa, NorogHble ycno-
BKWA, B3aMOAEeNCTBUE C NOMnb3oBaTeneM), Mogenen aT4MKoB [pagap, kamepa, obHapyKeHue cBeTa u onpe-
OeneHne aansHOCTKU (Nugap)], mogenei waccu (Npyueog, TpaHCMUCCUsA);

b) Banuoaumna cuctemMel Laccy (MOLENb LWAaCCK BMECTE C MOAENbH Cpeabl);

C) Banugaumsa cMcTeMbl CeHcopa (MOAENb CeHcopa C MOAEeNb0 cpeabl);

d) Banugauns UHTErPUPOBAHHON CUCTEMbI (MOAENE CEHCOPa WM MOAENb CpeLbl Nof BMUAHWEM MOOENW
waccw).

MpuMeHeHWe OOHWMX M TeX e CLEeHapueB ANs UHCTPYMeHTanbHbiX cpeacTB Bcex ypoeHen (MIL, SIL
HIL) no3sonaeT npoBoAnTL BanuaaUulo CUCTEMBI U He TpebyeT NpoBedeHUMs MHOTOYMCNEHHBIX (U3NYECKUX
TECTORB.

Mcnonb3oBaHWe MHCTPYMEHTaNbHbIX CPEACTB BUPTYansHOM TeCTUPOBaHUS MOXKET 3aBUCETL OT cTpaTe-
MMA BUPTYanbHOW BanugaumMm W Bepudukauum, peannusoBaHHbIX BO BpeMs ux paspabotkn. Takum obpasom,
paspaboTka MOgenn U MHCTPYMEHTANbHbIX CPEACTB 00ObIYHO HE CTaHAAPTU3MPYHOTCH, a CKOpee O0bSCHATCS
W aHanM3npylTCcsa B NpoLecce cepTudukaunm.

Moatomy Ana obuleil OLeHKW MHCTPYMEHTambHbIX CPeACcTB BUPTYyanbHOro TecTUpoBaHua TpebyeTca
edvHblA MeToa UccnegoBaHWUs TakMxX CBOWMCTB, MNO3BONSAKLWNWA NOATBEPANTL AaHHbIe, reHepupyemble TakUMU
WHCTPYMeHTanbHbIMK cpeacTeamu. BaxHo nccnegosaTh BNUSHUE UMUTAUMOHHBIX Modenen U cpeacTs uMu-
TauMOHHOrO MOLENMPOBAHWA CPean NMPoYMX WHCTPYMEHTamNbHbBIX CPEACTB B CryYyae BO3HMKHOBEHM:A cboes,
CBSA3aHHbIX ¢ BE30NacHOCTbIO, B KOHEYHOM npoaykTe. MNpegnaraemblil NOAXOA K aHann3y KpUTUYHOCTM ycTa-
HoeneH B FOCT IEC 61508-3.

9.4.3 PekomeHgauum no npoBeaeHUI0 (PU3NYECKOTro TeCTUPOBaHUA

duanyeckoe TeCTUPOBAHUE MOXET OOMNOMHATbL pesynbTaThl TECTUPOBaHUS MeTo4oM MOOEenupoBaHuWSe.
TecTupoBaHWe cUCTEMbl B peanbHOW cpefe UNW B KOHEYHOW onepauuoHHOW cpefe no3eonser obecneunTs
BbICOKYH JOCTOBEPHOCTb Pe3ynbTaToB NPOBEPKM peanbHOro UCcnonb3oBaHus. [Ina TecTupoBaHnA B pearnbHbIX
YCINOBUAX peKOMeHO4aun MoryT BKMYaTh cregytollee:

- MPUMEHEHWE CTPYKTYPUPOBAHHbIX TECTOB, M3BECTHbLIX CLEHapUeB KU TecTOB C BapuaHTaMi UCMOMNb30-
BaHus. Hanpumep, TecTupoBaHue aBTOHOMHbLIX TPAHCMOPTHLIX CPEACTB Ha TECTOBOM MOSIUTOHE UMK KOHKPEeT-
Hble 3a4a4n Ha pacno3HaBaHWe MpU TECTUPOBAHMUM CEHCOPOB. Takme UCMbITAHUS XOPOLIO NpeacTaBneHbl U
No3BOMNAKT OTCNEXUBaATbL U CPABHMBATbL KOHTPOMbHLIE U3MEPEHNS BO BpeMeHU. CTPYKTYPUPOBAHHLIE TECThI
MOTYT BKNIOYaTb pasHble TWMbl BXOAHLIX OAHHBIX, HAMPUMep aHanu3 Ha ypoBHe 6e30nacHOCTU, TEXHOMOTMHK,
npopykTa. lNpoBeAeHMe KOMMMEKCHOro TeCcTUpoBaHua TpebyeT rmybokoro NoHMMaHWsa KOHEeYHOW Lenu npu-
MEHEeHMWS;

- codeTaHune peanbHbIX UCTMBITaHWIA C CUMYTSALUMOHHBIM MogennpoBaHueM. @usnyeckue TecTbl ropasgo
Bbonee orpaHM4yeHkl B CBOE cnocobHOCTM nccneaoBaTk BXOAHOE NPOCTPaHCTBO U3-3a OrpaHMYeHuiA No CTou-
MOCTW U BpEMEHU TECTUPOBAHWS B CPABHEHUW C MOLENMPOBAHUEM, HO OBECNEYMBAOT BbICOYAMLLIYHO TOYHOCTb
peanbHOro UCNonb30BaHUA U NMO3BOMNAKT aBTOMaTUYeCK (PUKCUPOBATL CllyYanHble ABNEeHUs, KOTOPble HEBO3-
MOXHO CMOZEenupoBaTth. B oTriMune oT CTPYKTYPUPOBAHHBLIX TECTOB, KOTOPble 0OLIYHO MPOBEPSIOT «M3BECTHOE
WM3BECTHOE», KaK peanbHoe, Tak U UMUTALWOHHOE TECTUPOBAHUE MOTYT BbIABUThH Pa3nUYHbIe TUMbl «U3BECT-
HOFO HEU3BECTHOTOY;

- CBA3b pearbHbIX UCMBITaHUA U cUMynaLKMKM. PeanbHble TeCThl NO3BONSAKOT NPOBOAWTE BanuaaLluo Mo-
Jerneu, NCnonb3yembix B UMUTALMOHHbIX TeCcTax;

- HenpepbIBHOE TECTUpPOBaHWe W Mony4YeHne obpaTHOW CBA3W. TeCTMpoBaHWe B pearbHbIX YCOBUSX
TaKKe NO3BONAET YCTAHOBUTbL «Hen3BecTHoe». OT4yeThl 00 ownbkax (M NonyYeHHble JaHHbIe O TaKMX OLIMO-
Kax) npegocTaBnsioT MHpopMaLyM 8 COBEpLUEHCTBOBaHUSA CLUeHapueB MOAENUPOBaHNSA;

- npegMeTHaa obnacTe TecTMPOBAHUA: rpaHuubl skcnnyatauuu. OnpegeneHve npegmetHor obnacTtu
TECTUPOBaHUA (Kak NPy MOAENUPOBAHWM, TaK ¥ NPU TECTUPOBAHUN B pearnbHbIX YCMNOBUSIX) TAKXKE BAXKHO, KaK 1
onpegeneHne rpaHunL sKcnnyaTauum npyu TECTUPOBaHUKW B peanbHbix yenosusax. NpeametHas obnacts moxeT
BKITKOYaTb OrpaHUYeHns Ha UCMOoNb30BaHWe, OrpaHUYeHns cpefbl, MECTOMONOXEHUA U BPEMEHM, a TakKe pac-
npegensatb 0683aHHOCTM MeXJy CUCTEMOI 1 NOMb3oBaTeNsAMM 1, NpyY HeoDXOANMMOCTH, APYTUMWA CUCTEMaMM.
Kpome Toro, Ons OUEeHKM TeCTOB BaKHbl MOKa3aTenu, NokasbiBalowMe 0XBaT TakoW obrnacTh (3To oTHoCKTCA
KaK K MOOAENUPOBAHUWI, TaK U K TECTUPOBAHUID B pearnbHbIX YCNOBUAX);

- cTartuctudeckasa 3HaudmMmocTb. [Mpoueaypbl M pe3ynsTaTthl TECTUPOBAHWA OCHOBAHbI Ha HaOeXHbIX
cTaTMcTUYeckux npuHuMnax. Hanpumep, 3aknwdutensHas Banuauns QyHKUMWM aBapuMHOrO OcTaHoBa
NPOBOAUTCS HECKOMNbKO pas, YTobbl NPOAEMOHCTPMPOBaTh, YTO COOTBETCTBYIOLME NapamMeTpbl Haxog4aTca
B 3afaHHbIX npegenax, onpegereHHbIX ¢ NMOMOLLbK CTaTUCTUYECKOro aHanuaa. Npu atom Bepudukauus
hyHKUMKM pacno3HaBaHusa Ons oOHapyKeHWUs YenoBeKa MOXET BbIMOMHATLCA Ha Donblon TecToBoW Hase
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JaHHbIX, pa3aMep 1 oxBaT KOTOPOW onpeaensTca Ha OCHOBE 3a4aHHOW MHTEHCUMBHOCTWU OTKA30B U A0BEepu-
TerbHbIX NHTEPBAaNoB.

9.4.4 OueHKa yA3BMMOCTM K annapaTHbIM OTKa3am

YA3BMMOCTb rMyBOKMX HEMPOHHBIX CETERN K MporpaMmMHbIM ownbkam Huakasa. OueHka Jonu O0TKa3os, Npu-
BOASALWMX K Be3onacHoMy noBefdeHWo (B oTnvyMe oT Hebe3onacHoro noBefdeHWs1), NpUMeHUMa Ans onpene-
MEeHHbIX TUNOB ceTeil. BoaMoxHble MEeTOAbl BKMOYAOT BHECEHWE HEeWCMpaBHOCTEN (Hanpumep, oToeNbHble
BECa B HEWPOHHOWM CEeTW) B KavyecTBe areHTa owmnbok B 6azoBomM annapatHom obecneveHnn. Hanpumep, Mox-
HO MpoaHann3MpoBaTb MOZENW Knaccudukaumm, 4Tobbl C YBEPEHHOCTBIO ONpeaennTb yA3BUMbIE YacTh Tex-
Honorun VI k nporpaMmmMHbIM oLLmMBkam.

9.5 MOHUTOPUHT N oBpaTHan cBA3b

Mocne ogobpeHns 1 BBeOeHUs B akcnnyaTtauuo cuctema M Gynet ogobpeHa u BBedeHa B 3KCnnya-
TauuWo, CTaTUCTUKa 0TKa3oB cuctembl MW noseonuT cobupaTh AaHHble 06 acdhdekTMBHOCTM Ge30nacHOCTU.
OT4eTbl 06 OTKasax NO3BONAKT Mony4aTe 0GpaTHYI CBA3L C LEenbi YNy4YlleHUs cueHapueB TecTUPOBaHUS.
OpHako Ans OCHOBHLIX OYHKLMIA, AA KOTOPLIX HEBO3MOXHO MONy4YuTh abCconTHOE MHOYKTUBHOE UMK AeOyK-
TMBHOE [OKa3aTeNbCTBO, MPUEMIIEMbIE LIeNEeBbIe NoKa3aTen MHTEHCUBHOCTM OTKa30B MOTYT BbITh MOMyYeHbl
Ha OCHOBE LieNeBblX 3Ha4YeHWN MIHTEHCUBHOCTU OTKA30B CUCTEMbI BMECTE C COOTBETCTBYOLWUMU 060CHOBAHU-
AMU 4NA ynydlweHns yHKUMoHanbLHoi 6esonacHocTu. [py nonyYyeHn peaynsTaToB aMNUPUYECKUM Croco-
G0M MeTodoNorMa UCMbLITAHWA W pesynkTaThl Takke MoryT GbiTk 3anucaHbl.

O6nacTb MPOEKTUPOBaHUS CUCTEMbI Ha YPOBHE onepauuii u npodunein NcnonL3oBaHusa B peanbHbIX
YCINOBUSIX MO3BONAET ONpeaeniTb AWanasoH Npobnemsl U CO34aTk NoKasaTeny oxsata TECTMPOBaHMA (Kak npu
MOZENUPOBaHUW, TaK U B pearnbHbIX YCNOBUAX).

CraTucTUyecKkasl 3HaYMMOCTh MO3BONAET onpeaenuTs pasMep HaGopa TecToBbIX AaHHbLIX U TeCcToBOe
NOKPbITUE Ha OCHOBE LIeNeBblX YacTOT OTKA30B W [OBEpPWTENbHbLIX MHTEPBanos, a Takke paspaboTaTe peko-
MeHAAaUUK No NpUeMneMbIM YPOBHAM JOCTOBEPHOCTH.

3anuck NoneBbiX TECTOB, ECNY NO3BOSST YCNOBUA, MOXET BbiTh LenecoobpasHoi Ana MOHUTOPUHTa
nokasaTtenei 6€30MacHOCTU CUCTEMBI U BbipaBoTKM Haanexallero oTBeTa Ha OTKaabl.

9.6 O6BLAcCHUMBLIA UA

PassuBawwasca texHonorns MW, nasectHasa kak «obbsacHuMbIA W», cBA3aHa ¢ BbiABNeHnem dak-
TOPOB, BNUAKLWWX HA NpuHAaTUe peweHunn NI, ytobbl npouecc 6bin NoHATEH YenoBeky, cM. [2]. [locTaTtoqHo
obbAcHuMasn TexHonorus MW, ecnn oHa BygeT ycnelwHo peanu3oBaHa, no3sonuT paspaboTynkam noHMMaTh
anropuTMel NpuHATUA pewerHuin WA 1 npegnarate cnocobbl ana obecnedeHns yHKLUMOHaNbHOW Be3onac-
HocTu anroputmMoB MO B COOTBETCTBUM C AEWCTBYIOLLMMW CTaHAapTaMu yHKUMOHanNLHoW besonacHocTu. B
KayecTBe ansTepHaTUBLI 3HAHWUSA, MONy4YyaeMble YernoOBeKOM Ha OCHOBe HabnwgeHnuin 3a mogensio MW, moryT
ObITe NOBTOPHO peanu3oBaHbl B BUae TpaguumnonHoro Mo.

XoTs B HacTosilee Bpems uccrnegoBaHns 06bACHUMOCTU NPUHATUA pPeLleHWiA AN Ka)XOoW CUCTEMbI
MW knacca Il HeuenecoobpasHbl, yxe CyLLEeCTBYOT HEKOTOPbIE MOAXOAbI, NO3BOMNAKLNE UHTEPNPETUPOBATL
M 0BBLACHATL CTPYKTYPLI MOOENW, KOTOpblE MOTYT MOMOYb B Npoleccax Bepudukauum u ayguta. Hanpumep,
TENMNOBLIE KapThl BHYTPEHHUX Y3MNOB, BMUAIOLLMX HA MPUHATUE KOHKPETHLIX PELUeHWI, NO3BONAT MOHATL Npu-
UMHBbI TaKUX pelleHMA. ITU TEXHWKW, UHOTO4A HasblBaeMble METOAOM «CEpOro AlMKan», NO3BOMNSAKT MOHATb
noBeneHne cucteMsl M, ocobeHHo B Tex crny4asix, Korga Npouecc NPUHATUS peLleHniA CUCTEMOW He COOT-
BETCTBYET HaMepeHUAM pa3paboT4MkoB. B Takmx crny4asix BaXHO COOTHOCWMTbL 3HAYE€HMWsi MOIYyYeHHbIX 00b-
ficHeHU ¢ TpeboBaHWAMUK hyHKLMOHANbHOW Be3zonacHoCTU. Hanpyumep, NoHMMaHWe NpoLecca NPUHATKS pe-
LWIEHWA, U3BMEYEHHOE N3 NPOMEXYTOUYHbIX CMoeB rmyboKoi HeMpPOHHON ceTu, camo no cebe He MOXeT ObiTb
JOCTaTOYHbIM Ans 060CHOBaHUS Be30MacHOro NoBefeHUsl, MOCKONbKY HEeODBSACHUMbIE MPOLIECCHI HA OPYrux
YPOBHAX MOTYT CBECTU LIEHHOCTb TaKMX OOBACHEHUIA K HYIHO.

HononuutenbHyo nHgopMaunk ob obbacHumoctu MW cm. B 8.3.
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MHCT 836—2023
10 Mepbl KOHTPOMNA U CHUXKEHUSA PUCKOB

10.1 BBegeHue

CoszgaHue ycTon4MBoi apxuTekTypbl cuctembl I, cnocobHon BeigepxmnaTh cbon 6e3 noTepmn cBOMCTB
BesonacHocTH, BaxkHee, Yem ynydweHue kadectsa M. MO He BnusieT Ha pa3paboTky apxmMTekTypbl 6esonac-
HbIX CMCTEM, XOTSl U co3gaeT npobnembl AnA obecnevyeHns ee HAOEeXHOCTW 1 NoBEeAeHUs NpX oTKase.

HacTosiymii pazgen nocBsLleH MeTogamM ycoBeplUeHCTBoBaHUS Mofenein MO kak KOMNOHEHTOB CUCTEM
WA v BapvaHTaM MCMNOMbL30BAHMSA OKPYXKAKLWMX UX NOACUCTEM AN yIyYlleHUs HedyHKLMOHANbHbIX CBOWCTB,
TaKnUX Kak HafeXHOCTb, JOCTYMNHOCTbL W KadecTBo. B 10.2 onucaHbl KMoYeBkble BONPOCH!, CBA3aHHbLIE C apXu-
TekTypou nogcuctembl VM, Bknoyaa metoabl cMArdeHna nocnegcTtBui U koHTponsa. B 10.3 npegctasneHbl
MeTOAbl NOBbILIEHUS HAOEXHOCTW KOMMOHEHTOB. MexaHnambl 0TKasa, onucaHHble B pasgerne 8, ykasbiBakT Ha
pasnn4yHbie BbI30BbI ANA OTAENbHbIX KOMMNoHeHToB Modener MO. Pasgen 9 nocsLeH npoLeccam Bepuduka-
UMK1 U BanugaLnm 3TMX KOMMOHEHTOB Ha MPOTSXKEHUU BCEMO KU3HEHHOTO UMKNa. Mepbl, onMcaHHble B HACTOSA-
LlleM pa3gerne, HanpaeneHbl Ha NOHUMaHWe PEXKMMORB 0TKa3a U AABNAKTCA YacTbio 00ecnedYeHns yCTOMUMBOCTU
npouecca MO, onucaHHoro B pasgene 11.

10.2 ApxuTtektypa nogcuctem UA

10.2.1 BeegeHune

OueHka GesonacHoOCTK Ha CUCTEMHOM YPOBHE MO3BOINSET ONpeAenvTb YPOBEHb HAAEXHOCTM NodcucTe-
Mbl PYHKLMKW, BKIKYaKoLen KomnoHeHTel MO. ApxuTekTypa NoAcrcTeMbl MOXET BKNOYaTbh AONOMHUTENbHbIE
TeXHONoruv Ang yaoBneTBOPeHus aTux TpeboraHMin. AHanua cnegyowmx ocobeHHoCcTel No3BonuT Beipabo-
TaTb BO3MOXHbBIE PeLUEHWS:

a) besonacHasa (cybonTvmanbHas) OyHKUMA, KOToOpas MoXeT ObiCTpo 3ameHWTb B npouecce paboThbl
CMCTeMbl KOMMOHeHTkl Ha ocHoBe MO, moxeT BbiTh paspaboTaHa ¢ MCNONb30OBaHNMEM METOAOB, HE WUCMOMb-
aytowmx M. Takon pe3epBHON CUCTEMOR MPUHATUS pPELUeHWA MOXET ObiTb, HanNpuUMep, ansTepHATUBHbLIN
KOHTpONMep WUnu oTkasoycToW4YnBOe HyneBoe AeNCTBUE (HanpvMmep, OTKNKYeHWe nuTaHusa). PesepBHoe gei-
CTBME MO3BOMSET UCNOMNb30BaTk METOALI OBHapyXeHusl ANa nepeknioyYeHrsa npu obHapyxeHun HebesonacHbIX
YCNOBUHN;

b) 6e3zonacHoe NOAMHOXECTBO NPOCTPAHCTBa AEWCTBMA MOXET OblTb OnpefeneHo (3apaHee MMM OH-
NaiH) ¢ NOMOLLbH CYNepBM30pa C OFPaHUYEHNAMU;

c) nzbbiTouHoe vnucno mogeneit MO, cHabxeHHOe CXeMOl ronocoBaHus W arperauuu Ansa nonyyeHus
dmHanbHOro peLueHns.

M puMmedYyaHne — I'IpennaraEMble APXUTEKTYPHbIE pelleHnAa MOryT NpUMeHATLCA COBMECTHO Ui ObITb anb-
TEPHATUBHLIMM, T. €. OQHOIO U3 HUX MOXET BbITb JOCTATOMHO.

BkntoueHue TexHonorun VM cosgaet onpegeneHHblie npobnemsl 4Na Kaxa0ro U3 BapuaHToB apXUTEKTY-
pbl. B 10.2.2 onucaHbl MexaHn3Mbl 0BHapyXeHus aHOManbLHOro BBoAa, BeIBOAA UMW BHYTPEHHEND COCTOSIHUA
(Hanpumep, cuna akTMBaLMM HEAPOHAa), KOTOPbIe MOTYT MPUMEHATLCA ANSA BbIABMEHUS BO3MOXHbIX OTKa30B.
B 10.2.3 onuvcaHa gyHKLUUA KOHTPONA C WMCMNONb30BaHWEM 3MEMEHTOB TEOPWUW YrpaBreHus 0519 CBeAeHud
pabotbl MM k muHumymy. B 10.2.4 nokasaHbl pa3nunyHble cnocobbl obecnevyeHns n3dbITOMHOCTH C MOMOLLBH
TexHonorun M. 10.2.5 nocesweH Bonpocy npoektTuposaHus cucteMsl MW ¢ dyHKUKMeR cTaTUCTUYEeCKoro oue-
HUBaHWS.

10.2.2 MexaHn3Mbl OTCEXWBaHUA MOMEHTAa ANSA NepeKniyYeHus

ApxuTekTypa, npeacTtaBrneHHas Ha pUCYHKe 5, 4acTo XapakTepuayeTcsl Kak COCTOSHWE HarpyXeHHoro
pe3epBa B OTKAa30yCTONYMBbLIX CUCTEMaX. Hanpumep, KOMNOHEHT cynepBu3opa — aucneTyep, NPon3BoaaLLni
MOHWUTOPWHI, cnocofeH oTcneawWTb NoTeHuManbHo HebesonacHble 4elcTBus, coBepliaembie MM 13-3a BHY-
TPEHHUX 1 BHelLHWX cboeB. OBHapyKeHue Takux 4eNCTBUIA NO3BONAET NPeANpPUHATE WarM AN NogaepKaHus
cucTembl B BezonacHom cocTossHUKU. MOHWTOPUHT MOXET BbiTh pa3paboTaH Kak ¢ UCNONb30BaHUEM TEXHOMNO-
mn N, Tak u 6e3 Hee. B nepeom cnyvae Heobxogumo ybeauTsCs, YTO MOHUTOPUMHT M NEPBUYHANA CUCTEMA
Hes3aBUCUMbI Opyr OT Apyra.
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PucyHoKk 5 — ApXWMTeKTypHbIe NaTTepHbl 4NA CUCTEM, MCMONb3YWNX KOMNOHEHTLI

[MpuemnemocTb noBegeHnsa TexHonorum M MoXHO OUEHUTL Ha OCHOBE ee 0DyYarLlWmMx AaHHbIX [pucy-
HOK 6 a)]. ODbBIYHO HEBO3MOXHO NPOBEPWUTEL MOBEAEHNE MOLENN B criydae paHee He BCTpevYaeMblX BXOOHbIX
AaHHbIX BHe pacnpegdeneHuns (out-of-distribution, OOD), 4To aBngaetca cnegcteuem gpewdpa gaHHbIX. MNpu-
eMeMble BbIXO4HblE AaHHble MOLESIM OCHOBaHbI Ha HENMPOBEPEeHHbLIX CBOMCTBax 0000LWeHs Mmogeny u MoryT
ObITb OWMBOYHBLIMMK, MO3TOMY BaXXHO OOHapYXUTb TakMe OTNMYarLMecs BXOAHbIe AaHHble. PacnpeneneHune
MOKET 3aBUCETh Kak OT NapamMeTpOoB B OTAeNbHOM obpasLe, Tak 1 0T X U3BMEHEHWSA BO BPEMEHM (T. €. AMHaMU-
kn). NMpocToe orpaHn4yeHre OONYCTUMbIX BXOLAHbIX AaHHbIX HE NMO3BONUT 0bHapyXuTh Nnpobensbl B obyyatoLmnx
AaHHbIX, 0cODEHHO B criy4ae MHOTOMEPHbIX cucTeM. [py OTCYTCTBUM ynyJvlleHuid oByqaoWwmx gaHHbIX MeTo-
bl 0BHapyXeHNsA B HEKOTOPbIX cryyasx MoryT BbiTh BeiOpaHbl HA OCHOBE CBOWMCTB AaHHbIX (pasMepHOCTH, Nu-
HEWHOCTW KOppensauui napameTpoB, QUHAMMKK, CE30HHLIR gpeind v T. 4.). OgHako cocTAsaTenbHble MeToabl
NPOAEMOHCTPUPOBANU Ype3BbliHanHy YyBCTBUTENbHOCTL rMyBoKMX ceTen Kk HebornblunmM, Kasanochk bbl, cry-
YaNHbLIM OTKITOHEHMAM (HanpuMep, HeBepHas knaccudukaumsa nsobpaxeHun nytem gobaBneHus Wwyma, 4To
3aTpyOHAET HAAEKHbIA aHanna BXOOHbIX AaHHbiX). CocTA3aTenbHble MEeTOAbl BKIHOYAKT NPOBEPKY BPEMEHM
BhIMOMHEHWUS U NPOBEPKY BXOAALMX AaHHbIX AN 0BHapyXeHusa cocTa3aTenbHbIX aTak.

B otnuyme oT MOHUTOPUHIA BXOAHbLIX AaHHBIX [PUCYHOK 6 @)] MOHWTOPWHI BbIXOAHbBIX AaHHbIX MO3BONAET
obHapy1Tb HexenaTensHoe NoBefdeHWe, Bo3HWKawWee B pesynstate OOD nnun Haxogawmxca B pacnpege-
NEeHUN BXOAHbIX AaHHbIX. MOHUTOPWMHI BbIXOOA 3a W3BECTHYH rpaHuuy [pucyHok 6 b)] unu ansTepHaTuBHas
MOAenb OnucaHbl B NuTepaTtype, NOCBALEHHOW BonpocaM oBHapy»KeHUa HeucnpaBHOCTEN (HanpuMmep, cTa-
TUCTUYecKoe oBHapyxeHue unu obHapyXeHue OCTaTKOB Ha OCHOBe Mogenewn). [paHuubl Takke MOryT agan-
TUPOBATLCA K NOcCnenoBaTenbHOCTU MHOTOBAPUAaHTHbLIX BXOAHbLIX CUTHANoB CUCTEMbI W, TakuMm obpasom, He
no3BONATE cMcTeMe nokudatb abnacTe BesonacHoro coctosaHuA [pucyHok 6 c)]. Ansg AMHaMUYecKUX CUCTEM
peweHre 00 oOHapyxeHWW Takke rapaHTupyeT, 4To DOesonacHoe cocTodHue gocTuxkumo Ge3 HapylleHus
orpaHudeHui (T. e. MHepLMsi UNW HECTAbUNbLHOCTL CUCTEMbI HE MPENATCTBYIOT BXOAY B ONACHbIE COCTOAHWUA NO
peLLUEHWAM pe3epBHOro KOHTponnepa). Tam, rae BbIXO4HbIE pacrnpeneneHus He NogaakwTcs TpaguUMOHHbLIM
MeTOAaM MOAENMPOBAHUSA, MOXET NpumeHaTbes MO ans cosgadua moHuTopa. OoHUM M3 MPUMEPOB ABNAETCS
oby4eHne (Donee NpocToi) BTOPUYHOW ceTU (Hanpumep, apXUTeKTYpbl «YYEeHWK — Y4YUTenb») Ha BbIXOOHbIX
OaHHbIX, creHepupoBaHHbIX Mogensio MO, 1 Ucnonb3oBaHMe UX C MOMEeYeHHbIMW OaHHBIMUK NS NPOrHO3Upo-
BaHWSA JOCTOBEPHOCTU BbIXOAHLIX AaHHbIX.
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PucyHok 6 — OueHka npuemnemMoro noeegeHus TexHonorumn M

Takke MOXHO WCMNOMb30BATL METAAAHHbIE MOAEMNMW, TakMe Kak akTUBaLUs BHYTPEHHUX HEMpPOHOB UMK
NMoOCpPeAcTBOM pacyeta Mepbl HeonpefeneHHocTU. Mepkl HeonpegeneHHoctu B MO moryT GbiTe NomyYeHbl
TOYHbIM BbIBOAOM (HallecoBckas HelipoHHasi ceTb), paHAOMM3aLUs MOXeT BblTb UMNEMEHTUPOBaHa U Npu-
6nuanTencHo (NpopexnBaHue, aHcaMmBnu, MCNoNb3oBaHWe COT(hMaKca B BbIXOAHOM CIoe CeTH). YBepeHHOCTb
B BbIXOOHbIX JaHHbIX (YpOBEHb aKTUBALMKM) MOXeT BbiTe NonesHa, Ho TpebyeT TwaTenbHoW KanubpoBkK Be-
POATHOCTM Y MOABEPXKEHA PUCKaM. 3TU PUCKU BKINIOHAKT Ype3MepHYH0 YBEPEHHOCTb (KnaccudurKkaTopbl YacTo
pJatoT cboil, NpefocTaBnsas HenpaBWUMbHbIE, HO YBEPEHHbIE OTBEThI) HE TOMbKO B KPaMHWX Crydasix Wnu 3a
npefenamu oGyvaioLlero NpocTpaHCcTBa, HO Takke U Npu HeBonbLUIMX HEMCNPABHOCTSX, Kak B cliy4ae cocTs-
3aTenbHbIX NPYMEpOB.

Mpw pa3paboTke MOHUTOPUHIa HEOBXOAMMO NPUHMMATL BO BHUMaHWe YeTblpe acnekTa:

- Tun owmbok M, koTopble MOTyT DbiTe ODHaPYXKEHbI;

- cnocobbl BoiABneHus cboes M Bo Bpemsi BLINOMHEHWUS 3a0av;

- BeH4YMapK-TecTMpoBaHue pasHbix cNocob0B MOHUTOPWHTA;

- TWNbl BMELLATEeNbCTB, KOTOPbIE NO3BONAT 06OMTU HEMCNPaBHOCTE Nocne ee obHapyxeHus unu oboi-
TW MOTEHLMAMbHYIO ONacHOCTb.

Hanctpolkv onst oueHkn HeonpeAeneHHOCTH NMO3BONSIT OLEHUTh KAYeCTBO PELUEeHWs W Takke MOoryT
NPUMEHATLCA NMBO ANA aBTOMATUYECKOro NPUHATUA peLleHnid, NGO B Ka4eCTBEe BXOOHbIX JaHHbIX ANs OLEH-
KW NpaBUMNbHOCTW NpeanoKeHHoro cuctemon M pelueHns YenoBekom.

10.2.3 Ucnonb3oBaHue pyHKUUM HAGNOOEHUA C OrpaHMYeHUAMMU AN yNpaBneHUs noBegeHUeMm
cuctemMbl B 6ezonacHbix npegenax

Mpw HanMW4MKM COOTBETCTBYIOLLEro MOAYNS KOHTpona paboTel cucTema MM moxeT BbiTe orpaHuyeHa 3a-
paHee onpefeneHHbIMW nNpedenamu 6esonacHocTu. Mpegens Ge3onacHOCTM MO3BOMAKT onpedenuTb Mog-
MHOXECTBO NPOCTPaHCTBa AelCcTBMiA (BeaonacHas 30Ha) U MUHMMAaIbHO orpaHuyuTe GesonacHoe NoeegeHue
koMnoHeHToB MO. OfHako NpocTbie orpaHnyYeHns BbIBOAA MOTYT Ype3MepHOo NodaBnsaTh koMnoHeHT MO, 4To
NPUBOAMT K MOBEAEHUID, UMUTUPYIOLLEMY CaM OrpaHUYWTENb, M CBOAMT Ha HeT MpeMMyLlecTBa peanusaumu
koMnoHeHTa MO. 3Ty apxWTeKkTypy NoacucTeMbl MHOTAA Ha3bIBAOT KapkacoM 6e3onacHoCTH, KOTOPbIW HaBs-
3blBaeT NoBeAeHUE NoACUCTEME.

Hanpumep, Ha pucyHke 7 a) cuctema VI MOXET MCNoNb30BaTLCA KAk YacTb UHTENNEKTYanbHOro ynpas-
nexHusa ans obecrneyeHus ONTUMAnNLHOTO pelleHus. B aToi apxuTekType dyHkuus 6esonacHoctn 6e3 U BbI-
BOOWT OOMYCTUMbIA OMana3oH BbIXOAHbIX AAHHbIX NS 3a4aHHOM0 BXOAHOMO CUrHarna v orpaHu4MBaeT BbIXOL-
HOW CUrHan UHTENNEeKTyanbHOro ynpaeneHus.

OrpaHunyeHuMe BbiBOAA HA OCHOBE (hyHKLMM BBOAA 0OLIYHO HE MOAXOAWT ANs CUCTeM C AUHAMWKOW, roe
COCTOSIHUE CMCTEMbI (X) onpedensieT Hebe3zonacHele 06NacTu, HO He pearupyeT MIHOBEHHO Ha U3MeHeHue
BXOZHbIX JaHHbIX KOHTponnepa. ®opMansHO MUHWMATbHbBIE TPaHULbl MOryT BbITb onpefeneHsl Ana AuHa-
MUYECKUX W TMBPUOHBLIX CUCTEM C MOMOLLBIO METOLOB TEOPWUW YNPABNEHUS, TakUX Kak Nogxonbl GapbepHbIX
YHKLMIA, KOTOpble MO3BONSAIOT ONpPenenvTe WHBapuaHTHLIM HaGop nop ynpasneHwem cucTtembl 6es UMW,
CM. pucyHok 7 b). 3Tu nogxonbl NO3BONSOT rapaHTMPOBaTh, YTO CUCTEMA He BbIMAET 3a onepaunoHHy ob-
nacTb, onpefeneHHyto kak 6esonacHas, Ans HEKOTOPOro OrpaHWYeHHOro BXOOQHOTO YNpaBnsitolero curHana
(NOAMHOXECTBO U BCEX BO3MOXKHBIX yNpaBnawwux curHanos U). 3Tu Habopebl, kak NpaBumno, KOHCEPBATUBHEI,
MOCKOMBKY OHU He HalerneHbl Ha akTWMBHOE BOCCTAHOBMEHWE CUCTEMbI W ee BO3BpaT B Gonee GesonacHbie
obnacTtu, NnosToMy hyHKLMM ynpaensolero 6apsepa MOryT NpUMeHsTECA B KaYecTBe MexaHU3MoB obHapy-
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KEeHWUs1 ANA nepeknioveHnst B 0ObluHble CTabunuanpyroLllmMe cpeacTea ynpaeneHus (reHepupyroline ynpaens-
IOLLWIA CUTHanN u*, ecnn OHW AOCTYMNHbI B YCNoBUAX noaxoasilero koHtpons MW, kak onucado B 10.2.1). Onga
CUCTEM CO CIMOXHbIMW TpeboBaHUsAMM Be30NacHOCTW, HanpuMep MHOTOKaHAamNbHbIX M3MEpPUTENbHbLIX CUCTEM,
B KOTOPbIX Ucnonbayetca TexHonorus MW, moxHo paccMoTpeTk Takue yHKLMK NPOBEPKU, Kak MeTpornormye-
CKWA CaMOKOHTPOMb MM camoBanuaauus.

Wnrennektyans- ¥
Hoe ynpasneHWe l ;

|%§ npoaepka | Bapaiue/HwxHue
Ges0nacHoCTH | rpanmuu U

| .
OrpaHueHHbIR
BhiBOA U<l

E)
g
a
oM
He6ezonacHo |
..
Beoa (v)
a) 4epes3 KOHTPONMPYIOLLME OrpaHUYeHns b) Ha HenpepbIBHOM BbIXOAe ynpasneHus
BbIXOA4HOrO cUrHana yepes bapbepHble cepTudukaTsl

PucyHok 7 — BesonacHoe npuMeHeHue TexHonorin M ana ynpaeneHns

10.2.4 N36bITOYHOCTb, KOHLUENUWUA aHcambnsa u pasHoobpasue

M3beiTouHOCTE BbIBAET pasHbIX BMAOOB: CTPYKTYpHas (NMPOCTPaHCTBEHHAas), BPEMEHHAsi (Y4acToTHasl),
dyHKLMOHANbLHAA (MHPOPMaLMOHHAS, aHanUTUYeckas) unm komeuHupoeaHHasa. Hanpumep, npu ucnons3o-
BaHWM HEMPOHHLIX CeTen N3bLITOMHOCTL AN TexHonoruin A Bknoyaer:;

- aHanWTWYecKyl M3DbbITOYHOCTL: MeToabl obHapyxeHus u n3onauun (failure detection and isolation,
FDI) ocHOBaHbl Ha CpaBHEHWWM AOCTYMNHbBIX M3MEPEHWIA CUCTEMbI C anpyUOpHOA MHOPMaUrein, NpeacTaBneH-
HOM MaTeMaTU4eckor MoLenb cuctemel. B 3ToMm nogxoge HabniogaTca ABe OCHOBHbIE TEHOEHUWUK, 8 UMEH-
HO: aHanuTuyeckas n3bbITOYHOCTb UMM OCTATOYHAs reHepauusa U oLeHKa NapaMeTpoB;

- MHOXECTBEHHbIE BbIHUCNEHURA C N3ObITOYHOCTLIO MO BPEMEHW: HanpuMmep, napannensHoe ucnpasne-
H1e ONBOK BO3MOXHO MpK UCNONb30BaHUN M3DbITOYHOCTM NO BPEMEHM Ha OCHOBE MOBTOPHLIX BbIYUCTIEHWA 1
TPOMHOro pe3epBMpoOBaHus c ronocoBaHneM (recomputing with triplication with voting, RETWV);

- N-BEPCWOHHOE NporpaMMMpOBaHMe:. B 3TOM MEeTO4e HEeCKOSIbKO CUMMMEKCHbIX modenei obyyatotcs
HE3aBUCKMMO, MNOSTOMY ManoBEPOSATHO, YTO 3TWU MOZAEeNW AaAyT owmnbovHble pesynsTaThl AMst OOHUX U TEX Ke
TEeCTOBbIX criydaeB. Takum obpa3om, pa3paboTka 0TKa30yCTONYMBON CUCTEMEI, BIXOL KOTOPOW onpesensieTcs
BCEMW 3TUMW MOAENAMU BMECTE, BO3MOXHA;

- MCMNOMb30BaHe M3DbITOYHbIX IMYyDOKUX apXUTEKTYP;

- aHcambneBoe MCMOMNb30BaHWE HEMPOHHLIX CETEN ANA CO3AaHUA HaaeXHbIX KnaccuUKaTopoB: naes
COCTOWUT B TOM, YTOObI 00BbEANHNTHE HECKOMBKO «Crabbix» KnaccuuKaTopoB C Liefbio MOMYYMTb « CUMNbHbBIAY»
knaccudukatop, KoTopbiil cMoXeT obecrnedynTb HagexHyw paboTy Npu BbIXOAE W3 CTPOSA OOHOr0 M3 €ro
YNEHOB;

- MCMOMb30BaHWe OCHOBAHHOWM Ha anropuTMax OTKa3oyCTOMYMBOCTW AN HEVPOHHbIX CETEN.

MeToabl METPOSIOrM4ecKoro CamoKOHTPONS (BKTHYaa camoBanvMaalmio 1 caMmoguarHoCTUKy ), MPUMEHS-
eMble ANs CUCTEeM KOHTPOMsS NPUOPUTETHOrO 060pya0BaHuUs, MOryT DblTb aganTMpoBaHbl Ans TexHonornm M.

[na noebiweHna 3EKTUBHOCTN M3BLITOMHOCTE CoYeTaeTca ¢ pasHoobpa3svem, YTO MO3BOMSET CHU-
3UTb BEPOATHOCTEL CMCTEMAaTMYecknx cboerB BO Bpemsi pazpaboTkn. TO CBA3AHO C HECKONbKUMW TEXHOMOMMS-
My MW, 0emoHCTpUpyLWMMK OQMHAKOBOE NMOBEAEHWE, HO PeanM30BaHHbLIMU:

- pa3HbIMU KOMaHOaMu;

- C UCMonb30BaHWEM pasHblX NpaBuil pasmeTku;

- C ucrnonb3o0BaHWeM pasHblx PopMynMpoBOK 3aday;
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C MCMNOMNb30BaHWEM pa3Hbix 0ByYaloLWnX OaHHbIX;

npu paboTe Ha pasHoM 0BopyaOBaHMM (Takke ANA 0TKa30B, He CBA3aHHbIX ¢ MW);
npu pasHoobpasvi CeHCOPOB, FTEHEPUPYIOLLNX OaHHbIE;

NpW pasHbiX MeTogax CaMOKOHTPOINS U caMOBRanMaauumy;

B YCNOBUAX pazHoobpasusa camon TexHonorun .

Beuay cnoxHoi v HeonpegeneHHoW npupoasl pasHoobpasne MoXeT ObiTh BblpaKEeHO MHOXECTBOM Mo-
kazaTenel. HeobxoaMmo TlWaTernbHO OUEHNTEL BCe 3TW nokasartenu, YTobbl HallTK OTBETHI Ha CNeayLwme Bo-
npockl: B Kakoi cteneHn TexHonorun MM npy ognHaKkoBbIX YCNOBUSX 0By4eHWA MOTYyT pasnu4aTtbcs No CBOEK
NPOW3BOAUTENBHOCTU U HAaZexXHocTW? MoaxoaAT Nu NnokasaTtenu pasHoobpasua Ans Bbibopa y4acTHUKOB Npu
dopmupoBaHmn Gonee HagexxHoro aHcambna?

[Opyrol BO3MOXHbIA NOOXOL 3aKMOYAETCH B BLIIBMEHUU WM YCTPAHEHUUW NMOXHbLIX 0BHapyXeHWn nytem
CpaBHEeHUs peLleHni No KMo4eBbIM TOYKaM M3 pasHbiX HEMPOHHLIX ceTen. OTa dhopMa pasHoobpasHoro cpas-
HEHWA YacTo CoYeTaeTcqa C MOHUTOPUHIOM.

Ecnu paccmatpuBaTh M36LITOYHOCTL Kak 4YacTb 060CHOBaHMA 6e30NacHOCTM M NPUHUMAaThL BO BHUMaHWe
0OBACHUMOCTL MMYBOUHHBLIX HEMPOHHBLIX CETEN, HYXKHO KOHTPONUPOBATL OTCYTCTBUE OOLLERn BO3MOXHON Mpu-
UKMHbI OTKa3a cpa3sy BCeX OTAEMbHbIX HEMPOHHbBIX CETEN, BXOASALMX B aHCAMDMb.

10.2.5 Cnctema MU co cTtaTucTUYECKON OLLIEHKOM

Mocne oby4veHus MHorne cuctembl MW cTaHoBATCS OETEPMUHUMPOBAHHBIMW B BbiBOAAX, OAHAKO Tam,
rae BXOOHasi pa3MepHOCThb BLICOKA M HernpepbiBHA MO 3HAYeHW0, NMPOM3BOAMTENBHOCTE 3TUX CUCTEM 0ObIY-
HO XapakTepuayeTcs cTaTtucTuyecku. Hanpumep, Kpocc-Banugauna HeMpoOHHOW CEeTU MOXET AaBaTb pasHble
rnokazaTenu nNpov3BOAUTENBLHOCTM B 3aBUCUMOCTM OT U3MEHSAHLLUXCH BEIOOPOK pacnpefeneHus oby4varLwmx
OaHHBIX B KaXO0W «KpaTHOCTU» NpoBepku. [1ns KOHKPETHOro NpuUnoXeHWs B onpederieHHbIX YCIoBUSX 3KC-
nnyatauuu cuctema, cofgepxallasa TexHonoruio UMW, moxeT ObiTh oueHeHa Ha npeameT yHKLMOHANbLHON
6e30nNacHOCTH C Y4ETOM CTATUCTMHECKOrO pacnpefeneHns ee BbIXOAHbIX AaHHbIX. [Tpy HEBO3MOXHOCTMW Nony-
YEHWS XKECTKON BepXHel rpaHunLbl 4acToThl OLUMDOK BO3MOXKHO ONpeaennTb CTaTUCTUYECKMIA 4OBEepPUTENbHbIN
WHTEpBa MakCcMManbHOM OLWMOKN AN 3a4aHHOTO BXOAHOMO pacnpefeneHus. Kniovyesoe JonyLeHne CoCTOMT
B TOM, YTO 9TWU CTAaTUCTUYECKME OaHHbIe OCHOBaHbI Ha pacnpegeneHnun TeCTOBLIX AAHHbBIX, CXOXUX C MPOKn3-
BOLCTBEHHBIMW OaHHbLIMU.

Mpy ycnoBWMM, YTO HEKOTOPbLIE CODLITUA MMEHOT HU3KYHD BEPOATHOCTL, HO BoMnbLIOe BNUSAHWE, LiIenecoo-
BpazHO yBENUYMTL YacTOTy 3TUX COOLITUIA BO BXOAHbIX AaHHLIX, CAEMaB YacToTy COBbITMIA BO BXOAHbLIX AaH-
HbIX MPONOPUMOHAaNLHOW PUCKY, a He PaKTUYEeCKON BEPOATHOCTU BO3HUKHOBEHUS.

Moaxop K oLeHKe MOXeT OblTb OCHOBaH Ha CreyoLMX warax:

- aHanua texHonorum M, Hanpumep mogenu MO;

- aHanus cuctembl MW kak 06bIMHOM MaTEMATUYECKOW MOAENN C BEPOSAITHOCTHLIM NOBEAEHUEM.

Yem Bonee rubkon sBnsaeTca Mogernb, TEM CNOXHee ee aHanu3upoBaTh.

Ona texHonorun M knacca Il u knacca Il kpanHe BaXHO NpuUHMMaTh BO BHUMaHWE CTATUCTUYECKY
MHg OpMaLMID.

10.3 MNoBbILWeHWe HA4EeXHOCTU KOMMOHEHTOB ¢ TexHonornen A

10.3.1 O6wan nHdopmaumusa o MeTogax komnoHeHtos UA

YToBbI MOBLICUTE YCTOMYMBOCTL K LUYMOBLIM MOMexam, cbosM YCTPOWCTB U, BO3MOXHO, 3MIOHaMepPEH-
HbIM (BpaxkoebHbIM) eiCTBMAM, MOXHO MCNOMb30BaTh HECKONbLKO METOA0B Kak Ha aTanax TeCTUPOBaHus, Tak
1 Ha 3Tanax oby4eHusi. Takme MeToLdbl BKOYAT:

- perynapvsauuio — 3TO METOLOMNOrMs, No3BOoNsWas CMArdUTL nNpobnemy nepeoby4veHus v, Takmm
06pa3om, NOBLICUTE CTABUNBEHOCTL. OTOT METOA MOXHO CYMTATh AHANOTUYHLIM MEeTOoAaM, UCMONb3yeMbIM B
perpecCcUoHHOW MOATOHKe, r4e BeNnuYMHa BeCca UMK HEHYNEBLIE 3HAYeHUs PYHKLMKM NOTEPb NpU 0By4YeHun nc-
KIHO4aTCs UNKU 3a0aKTCa anpuopHbIM pacnpegeneHueM. Takon Noaxoa nNpeanodTuTensHee, Yem yaaneHue
hakToOpOB C BECAMMW C HA3KMM 3Ha4YeHWeM nocre obydeHuns. AnbTepHaTUBHbIE METOAbI BKNIOHAOT KOHUrypa-
LMK apXMTEKTYpPbl HEPOHHOW CeTH C O6LUMMK BECAMM Ha HEKOTOPbIX COEAWHEHHbIX y3nax (Hanpumep, Ha no-
BTOpstoWMXcs aneMeHTax dunstpa B CHC) onsa ynpoleHus cTpykTypbl mogenu. MNpopexuBaHue cHMTaeTca
XOpOLLEn NpakTUKOW ANa yMeHbLIEHUs NepeobydYeHus B rmyBUHHbBIX HEMPOHHLIX CETAX 3a CYeT 4OMNOMNHUTENb-
HOro runepnapameTpa «ypoBeHb AponayTta» («dropout rate»). 3ToT MeTon crny4anHbiM 00pa3oM OTKMNYaeT
3MeMeHTbl CeTW Ha HebonbLIOW YacTy 0byueHUs. [TOCKONBKY CETE HE MOXET NonaraTbCs UCKIIYUTENBHO Ha
OAWH Y3en ANs MOAENMPOBaHUSA KOHKPETHOW (OYHKLUMN JaHHbIX, UCKITIOYEeHHbIe PerMoHbl He UMeoT M36bITo4-
HOW cneumnanmnaaunnm;
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- obyyeHue c yyetom cboeB, BKIOHaLLEe MOAENMPoBaHue oWnBoK BOo BpeMss 0By4yeHus HEMPOHHON
CEeTW, KOTOPOEe MOXeT caenaTtb HeWpOoHHble ceTu Bonee yCTOMYMBLIMWM K KOHKPETHbIM MoZensm cboeB Ha
YyCTPOWCTBE B Cry4ae, Koraa HapyLlleHus cuctemsl MW npegckasyemsl (Hanpumep, ONs annapaTtHbIX olWnbok);

- cocTA3aTenbHoe HagexHoe obyyeHne — 3T0 MeTod obyYeHUs, KOTOpbIA MUHUMKU3UPYET UMW OrpaHu-
UYMBAET Hauxydllve NOrpeLlHOCTY NPU OaHHBIX ODYYeHWs, JOMOMHEHHbIX MOLENbH BO3MOXKHbLIX OTKITOHEHWA
npu atakax. OgHoBpeMeHHas MakCuMMU3aUumna cocTA3aTenbHoro adekTa 1 MUHUMM3aLUa OWWBOoK NPMBOANT
K pacliMpeHno cTaH4apTHbIX anropuTMoB obyvyeHns rpagueHTHoro cnycka. Qpyrue nogxoabl MoryT obecne-
YMTb HAAEXHOCTb HEM3MEHHOCTW BbiBOOA, Hanpumep, opmanbHO A0KasbiBas, YTO M3MEeHeHWs Knaccudm-
KaLMu HEBO3MOXHbI, €CNN OTKNOHEeHWUS HaxoOATcs B 3afaHHblX npedenax. OgHako MmaclwtabupoBaHue aTux
NOAXOO0B Ha KpyrnHoMacluTabHble U reTeporeHHble CeT ocTaeTcd Npobnemoii;

- nogxodbl paHAOMW3aUWK, TakMe Kak paHOOMU3MpOBaHHOE Crha)uBaHue, npedcTaBnsowme coboid
3 HEKTMBHBIA 3KBUBANEHT ODYYEHUIO C HECKONBKUMMN PEXUMaMM AaHHbIX, AOMNOMHEHHbIX PpaH4oOMW3MPOoBaH-
HbIM LWYMOM, C Lenbk BbIYUCIIEHWUS KOHEYHOMO 3Ha4YeHUsA pe3ynbraTa Kak CpedHero 3Ha4yeHnsi Mo OTHOLLIEHWIO
K pacnpefeneHuvio WwymMa;

- pobacTHOCTb K BXOAHbLIM OaHHbIM BHE pacnpegeneHns Ons NpunoXeHWW, nogeepxeHHbIX paboTte ¢
OrpaHudeHHbIMKU 0ByYaLLUMKM OAaHHBIMU, CMELLEHUIO OAaHHBIX UNK KoHLenuui. PacwvpeHve v oboralleHue
OaHHbIX COKpallaeT pacCTosHUA, KoTopble cucTema MW gomxkHa akcTpanonupoBaTth M3 0By4yatolmx OaHHbIX.
Hanpumep, Gonee BbICOKOW NMPOU3BOOUTENbHOCTA MOXHO JOCTWYb MPW NepeMelleHun U pasBopavynBaHun
n3obpaxkeHus B oby4awmx aaHHbIX. Takoe obydYeHre gaeT AoNONHUTENBHBLIA 3dhdekT 1 noBblwaeT pobacT-
HOCTb.

10.3.3 TexHONOrMM ONTUMMU3ALIMK U CXKATUA

TexHonormm oNTUMMU3aLMU U CXKATWUSA, TakMe Kak KBaHTOBaHWE NapaMeTpoB U BblYMCNEHU (T. . COKpa-
LLleHWe AnanazoHa NapaMeTpoRB), COKpaLLeHWUe M3BLITOYHbLIX HEWPOHOB B CKPLITHIX CNofAx (T. €. yganeHue me-
Hee Ba)kKHbIX MapaMeTpoB W3 Mogenun) v auctTunnauns B Bonee NpocTble CypporaTHbie MOLENW, NO3BOMST
obecneynTb BTOPUYHbLIE NPEMMYLLECTBA ANA cucTemMbl. Kak 1 npu Bcex MogMduKkaunsix cucTemMsl, Heobxognm
TLWAaTEeNbHLIA aHanu3 pPUCKOB NOTEPU NPOU3BOAUTENBHOCTH.

CokpalleHne pazaMepHOCTU BXOAHBLIX OAHHLIX C MOMOLLLI METOA0B, He cBsizaHHbIX ¢ MW (nuHelHbIe 1
HEMWHEWHbIE OCHOBHbIE KOMMOHEHTLI, KnacTepusayus, n3BnedeHne NpuU3Hakos U T. 4.), co3gaeTt pucku bes-
BO3BPATHOrO WUCKMNKYEHUS rnonesHoi uHgopmauun. MNoTeHUuManbHOW ansTepHaTUBOM, YacTO UCMOMNbL3yeMoi
B COBPEMEHHbIX HENPOCETEBBLIX apXUTEKTYpPax, ABMAETCA MCMONb30BaHMe BCTPauBaeMblX CNoeB (Takux, Kak,
Hanpumep, CBEPTOYHBIA CMOW MW HU3KOpa3MepHble MOMHOCBSA3HbIE Y3rbl). OTO NMPUMBOAUT K AanbHerwemy
YMPOLLEHMIO, a TaKKe YacTo NoBbIWAET IhPEKTUBHOCTL 0BYHeHuMs.

YNpoLleHHbIE MOOENU C YMEHbLUIEHHON Pa3MEpPHOCTLH BECOB (M, BO3MOXHO, BXOAHbLIX OaHHbIX) MOTyT
YyNpOCTUTEL 0ByYeHUe U CHU3UTbL PUCK HEBLIMYKIOCTY (W, CNefoBaTeNbHO, MHOXECTBEHHLIX NOKANbHBIX MUHM-
MYMOB) B naHawadTe yHKUUM noTepb. [MOMUMO BO3MOXHOCTU YNY4YLLIEHUS KOHBEPreHUMW, YMeHbLIEeHHbIe
pasMepbl CeTU MHTYMTUBHO yNpoLllalT uHTepnpeTaumnio. OgHako gaxe YMeHbLUeHHBbI pa3Mep CeTu BCe Xe
MOXET MPEeBbICUTL CMOCOOHOCTL MOHUMaHUA (PYHKUMWU KaX4oro napaMeTpa Mo OTHOLIEHWHO K ero Bknagy B
MTOrOBLIA OTBET MOAENM (T. €. ero NpPocnexnBaeMocTb). HoBble MeTOAbl BM3yanusauum ganu mHoroobelua-
olWKne peaynsTathl, ocobeHHo B obrnacTu knaccudukaumm n3obpaKeHun, HO KX MOMHOTa elle He AoKasaHa.
MoaynbHOCTL CETU — 3TO €Lle OAMH NparMaTuYHbIi cnoco® NoOMoYb MOHATL €€ NPOCMNEXMBAEMOCTb U YNpo-
CTUTb MPOBEPKY (BKMOYAA BO3MOXHOCTbL cAenatb hopmarnbHble MoOgX0oAbl K NPOBEPKEe BbIYMCIUTENBLHO OCY-
LLECTBUMBIMMN).

OucTunnaums 3HaHuin n3HavanbHo Obina npegHasHaveHa gnsi co3gaHusa bornee NpocTbIX CypporaTtoB U
Oonee yoobHbIX AN BbIMMCIEHWA Modenein. 3Ta KoHUenuMsa cosgaeT BTOpU4HYH0, bonee npocTyo Mogens,
0ByueHHyto Ha Bbixoae Bonee KpynHOM Mogenu, a He Ha obydarwLwmx AaHHbIX. CnoxHaa Mofdens 06bIYHO Co3-
OAeT BNOXEHWEe MeHbLUEro pa3mMepa, Yem HeobpaboTaHHble AaHHbIE, U NOCNEe U3YYEHUS YacTO MOXET BbITh
CMOAENUPOBaHa C NOMOLLbH BTOPUYHbLIX NMTMHENHbBIX MOLENEN C HE3HaYMUTEINbHOW NoTepen NPpou3BoAUTENEHO-
CTV 1 NPEUMYLLeCTBOM 00bACHUMOCTU. HennHelHbIe BTOPMYHbIE MOGEMNM B MeHbLUER CTeneHn cnocobcTByOT
WHTEPNPeTUPYEMOCTH, HO MOTYT MOMOYb B CriaXuBaHuK rpagueHToB. CrnakeHHble rpagueHTbl MoryT obecne-
YMTb MacKMpoBaHWe rpagueHTa AN 3alWThl OT aTak 3MoyMbILLUSEHHUKOB, YMEHbLUas U3MEeHEeHNe BbIXOOHbIX
OaHHbIX ONs 0AHHOTO BXOQHOMO OTKMNOHEHMS. 3TO AOCTUraeTcs co3naHueM BEPOSITHOCTHBLIX METOK Ha NepBoM
nyTu 0By4YeHUs1 CO CNOXHOM MOLENLIO, 2 3aTEM COXpPaHeHWEM Bonee NpocToN MOAENU C 3TUMKU KHEYETKUMUR
BEPOSATHOCTHLIMK METKAMMU.

OB6pe3ka HEKOTOPbLIX HEMPOHOB MOXET 3alLMTUTL OT atak Bo BpeMsi obyveHuss. OguH U3 NoAxXo4oB K Co-
KpalleHWo CeTW JOCTUraeTcs NyTeM aHanusa akTuBauWun HEMPOHOB C YUCTbIMWU BXOAHBIMW OaHHLIMW Nocne
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0by4eHns, TepaTMBHbIM yAaNeHWeM OaHHbIX C HU3KON akTMBaLUWEr M NOBTOPHLIM TECTUPOBAHWEM. 3TO CHU-
KaeT puck oBHapyKeHWUs ya3BMMOCTU CETH.

10.3.4 MexaHU3Mbl BHUMaHUA

Llenbio MexaHW3Ma BHMMaHWs SIBNAETCH MOBbLILEHWE NMPOU3BOAWUTENBEHOCTU MPOrHO3MPOBAHUSA B MO-
Oensix nocnenoBaTenbHOCTEN, TAKUX Kak MOAENW S3blKOBOro nepeBofa, npeobpasoBaTenn peun B TEKCT U
MoAenu ans cosgaHus cyoTuTpoB K n3obpameHusam. CyLlecTByeT HeCKONbKO PEeKOMEHAAaLMIN, CBSA3aHHbIX C
MEXaHM3MaMW1 BHUMAaHWS:

- MEXaHW3M BHUMaHWs OS5 M3y4eHusl rmobanbHOro KOHTeKCTa: MexaHmM3M BHUMaHUsA M3yvaeT B3amMo-
CBA3b MEXAY NOCNeAoBaTeNsHOCTLI0 NMPU3HAKOB (HanpuMep, CrNoBamMun B MPeanoXeHMm), UCNonb3ys B3BeLUeH-
HYH KOMBUHALMIO BCEX 3aKOAMPOBAHHLIX BXOAHLIX BEKTOPOB. TOUHO TaK Xe B NPUMOXKEHUSX MALLIWHHOMO 3pe-
HUs BECa BHUMAaHWS MOTyT U3y4aTts rnobansHoe BaBelLMBaHMe No BceMy n3obpaxeHuto Ans peweHus 6onee
CMNOXHbIX 32034, TAKMX Kak co3daHue nognucen Kk naobpaxeHusiM, Ha KOTOpbIe CBEPTOYHLIE CIOM He Cnocob-
Hbl. [Mo3xe ObiNy NpeanoXeHbl TpaHcdopMepkl ONA M300paXkeHW NS 3axBaTa KOHTEKCTa B M300paXeHusx
Be3 kakmx-nmbo nocneqoBaTenbHbIX AaHHbIX (HAanpyUMep, TeKcTa), JOCTYNHbIX Ans obyYeHusl. HakoHew, me-
XaHW3M BHUMaHWUS MCMOMb3yeTca Kak noaxogsllee pelleHve ansa obyyeHus mogenei Ha MynbTUMOAanbHbIX
OaHHbIX, 0COBEHHO Ha KOMBUHALUMAX NocneaoBaTensHbIX U MPOCTPaHCTBEHHbIX AaHHbIX;

- KapTbl BHUMaHWA Ana NpoBepkM paboTocnocobHOCTU U MaHUNYNMPOBAHMA PYHKLUMAMKU: KapTa BHU-
MaHus (Takke W3BECTHAs Kak KapTa 3aMeTHOCTW UMW KapTa YyBCTBMTENbHOCTW) — 3TO PacrnpoCTpaHeHHbIN
Tun o6bAcHeHnss MO ¢ uenblo ykasaHus Ha Hanbonee BaXkHYH YHKLMIO B JaHHOM nporHose. Kapta BHUMa-
HWSA — 9TO TWMN NOKanbHOro 0bbLACHEeHUA, KOTOpPOE OrpaHNYeHo NpeacKkasaHnsaMK OTAenbHbIX MOAenen Heaa-
BUCUMO OT 0BLLEero noeegeHUs Mogernu, HO BCe Xe NOOX0OMUT M8 WCCNefoBaHus NMorpaHudYHbIX Cry4dyaes npu
oTnagke mogenu. KapTbl BHUMaHKUA MOTYT ObITh MONyYeHbl paznuyHbIMKU crnocobamu, TakMMK Kak nokanbHas
annpokcumaumua rmy6oKkux Mogenei ¢ UCnons3oBaHueM Hernybokux MHTepnpeTupyemeix Mogenein. Obpatute
BHMMaHWe, YTO KapTbl BHUMaHWs MOryT BbiTe B0 anpuopHbIMK, NMBO UHTETPUPOBAHHBIMWU B CETb;

- NMpevMyLLecTBa KapT BHUMaHWs: npocmoTp obbacHeHnin MO paet pazpaboTymkam npevwMyllecTsa
ONS ynyylWeHWa 4aHHOW MOAEeNU Ha HeCKOMbKUX aTanax »Ku3HeHHoro uukna MO. Hanpumep, Ha sTanax Bbi-
ABNeHus npobrneM B CTPYKTYpe MOZenu, NPOeKTUPOBAHUSI HA OCHOBE MPU3HAKOB W yNydlleHus oby4daroLmx
LaHHbIX. Kpome Toro, ecnun npeanonoxuTb, YTo 0OBACHEHUSA MOAENU COrMacyoTes ¢ PacCyXaeHUaMMN U NMOHU-
MaHWeM [aHHbIX KOHEYHLIM MOMb30BaTenemM, NPOCMOTP KapT BHUMAHKUS YenoBeKoM crnocobeTByeT co3gaHul
COOTBETCTBYIOLLErO YPOBHS 4OBEPUSA K aBTOHOMHBLIM CUCTEMaM;

- TPEHWpPYEMOe BHUMaHWe: MEXaHW3Mbl TPEHUPYEMOrO BHUMaHWS WMEKT BeCa BHUMAaHWUS, KOTOpble
n3y4yaloTca BO BpeMs obyveHuns ansi noBblleHns 3hheKTMBHOCTM BHUMaHUS. Moaynb MHOXECTBEHHOW OLeH-
KM BHUMaHWS MOXET OblTb UCNOMb30BAH A5 pa3HblX CETEBLIX YPOBHEW B LIENAX CO30aHUA Bonee TOUHbLIX KapT
BHUMaHMA 1 Bonee BLICOKOWM NMPOW3BOAUTENBHOCTU NPOrHO3UPOBaHUSA. BeipaxeHHbIl Hag3op Yenoseka (Ha-
npuMep, OTCNeXUBaHWE B3rNsSa4a) Ana Modeneil BHUMaHWA Takke MOXKET OblTb MCNOMB30BaH, HO 3TOT NOAXon
TpebyeT DonbluMx 3aTpaT Ha pa3MeTKy OaHHbIX;

- OOCTOBEPHOCTb OOBLACHEHMUS: MOCKONbKY 0ObLACHEHMS Mogenen Bcerga sABnsAoTCS HemnonHbIMU 00b-
ACHEHUAMM MoOenen «4epHOoro silMKa», Ha JOCTOBEPHOCTE W MOMHOTY 00bACHEHWM CUIBHO BIUSIIOT Takue
chakTopbl, Kak 3BPUCTUYECKUIA METOS, BXOAHON NpuMep, pazMep W kayecTBo 06yYarLmnx AaHHbIX.

10.3.5 3awumTa gaHHbLIX U NapaMeTpoB

[aHHble 1 napameTpbl MOLENM NOTEHUNANEBHO YA3BMMbl ANS CYYalHbIX U NpegHaMepeHHbIX HapyLle-
HWIA M NOTepb, YTO MOXKeT DObiTh BbI3BAHO OTKasoMm 0DOpYAOBaHWMA UMW OTpaBMeHWEM OaHHbIX B pesynbraTte
aTak 3royMbllUNeHHMKoB. Kak n B cnydae co BceMu JaHHbIMUW, UCMOMb3yeMbIMKM B CMCTEME, UCMOMb30BaHue
MPOLIECCOB OLIEHKN PUCKOB M ynpaBneHus gaHHbiMK (CM. pasgen 11) no3sonseT ynpasnaTh MCNONb3yeMbIMM
Mepami 3aLKTLl C YYETOM KOHKPETHbIX Npobrnem, CBA3aHHbIX ¢ TexHonoruein MW ¢ MHTEHCUBHBIM UCMNOMb30-
BaHWeM [aHHbIX (Hanpumep, obbem, pazHoobpasue, CKOPOCTb, U3MEHUYMBOCTL).

YnpaeneHue koHUrypauven gaHHbIX NogaepKUBaeTca Ha NPOTSKEHWMN BCETO XXWU3HEHHOMO LuKna Mo-
4env, BKITloYas NpoNCXoKaeHue, Npasa 4oCTyna v nokasaTenu Ka4ecTBa gaHHbiX. MoXHO ucnone3osath Npo-
Llecc HacTpolKkW, npueedeHHbin B FOCT P MCO 26262-6—2021 (npunoxeHne C). ObecneyeHne uHgopma-
LMK O AaHHbIX BO BpeMSs BbIMOMHEHWS U aBTOHOMHOMO 00y4YeHMs OOSKHO YYMThIBaTb MHOMXECTBO CBOWMCTB!
LIeNOCTHOCTL, MOMHOTY, TOYHOCTL, Pa3peLleHne U T. I.

B pononHeHve kK Mepam KOHTPONs AaHHbIX pa3yMHON NpeqocTOPOXHOCTLIO ABMAETCA NpeaBapuTenbHas
0bpaboTka NOTOKa BXOOHbLIX AaHHbIX ANS yOaneHus HegonycTUMbIX BXOOHbIX WwabnoHoe. Hanpumep, dunb-
Tpbl, Mpo3padYHble AN U3KMYECKON NOMoCckl MPOMYyCKaHUA CUCTeMbl M CNOCODHbIE yoansaTh HexenaTenbHbl#
LWYM, MOTYT JOMOMNHATbL MeXaHM3Mbl 0OHapyXeHus, NpefoTBpallas nepegady gaHHbIX BHe pacrnpegeneHus.
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Boicokune BbluMcnuTenbHble TpeboeaHua MO noGyxpawT pa3paboTyMKOB MCMNONb30BaTk CTOPOHHWE
BbICOKONPOU3BOAWTENbHLIE BhIYMCMEeHUs Onsa obydyeHns mogenu, raoe obecneyeHne LOCTOBEPHOCTU MHMOp-
Mauuu conpskeHo ¢ Gonee BbICOKAM PUCKOM. YMEHbLUEHUE YTeYKWM WHTENNeKkTyanbHoW cOBCTBEHHOCTU He
ByneT docTaTtouHbIM (Hanpumep, wudpoeaHne, obdyckauus METOK U pacnpocTpaHeHue AaHHbIX). MaHuny-
nuposaHWe 0By4YatoMMIK JaHHBIMK (OTpaBreHne) MoXeT 6biTh paspaboTaHo 3NoyMbILLNEHHWKOM Ans obxoaa
NoKanbHOro TECTUPOBAHMSA, Koraa ceTb BeaeT ceba NpaBunbHO Ha 0BbIYHBLIX TECTOBbLIX AaHHbIX C HEAKTUBHbI-
MU npobnemamu (HanpuMep, HeMpPOHbLI, He aKkTUBMPOBaHHLIE MPU 00LIYHOM 0By4YeHun). [lononHeHne MeToaoB
cokpalleHusi nepeobyyeHmem (obneryeHHbLIM) Ha MoKanbHO 3alMLLIEHHOM UCTOYHMKE OAaHHbLIX MOXET NoMoYb
CHU3WUTb YYBCTEBWUTEMNbHOCTL K COCTA3aTENbHLIM MPpUMepam.

11 MNpoueccbl n meToaonorusa

11.1 O6wWwMe nonoxeHus

C To4kM 3peHuna yHKLMOHANbHON 6e30nacHOCT MHOrMe Npobrnembl XXM3HEHHOMO LuKna aBnawTcsa 0b-
wumu ana cuctem ¢ M 1 6e3 Hero. Mx obwimne YyepTbl onucadsl B 11.2.

YpoBeHb (hyHKLMOHANbLHON Be30nacHOCTW, KOTOPOro AOMKHa OOCTMYb CMCTeMa, He 3aBWCUT OT TOro,
ucrnonbayetcs TexHonorusa M vwnmn HeT. YacTu cucTeMbl, MOCTPOEHHbIE C WUCMOMb30BaHMEM MPOrpaMMHBIX
NOAX0O0B, He CBsI3aHHbIX ¢ U, moryT obpabaTtbiBaTbCsl B COOTBETCTBUM C CYLLECTBYIOLWMMUK CTaHAapTaMu
dyHKLMOoHaNLHOW beaonacHocTu. MeTogonorusa, obelYHO Mcnonek3yeMas ana paspabotkn mogenen WA, ume-
eT HeoTbeMnemMble nNpobensl ¢ ToYKM 3peHnsa TpeboBaHWi cTaHgapToB YHKUMOHanbHON Be3onacHocTu. o-
MCK NOAXOOAWMX CPeACTB ANA yCcTpaHeHus «nNpobenos» ABNAETCH BaXXHOW 3ajaqven.

[na obecnevyeHns PyHKLMOHANBHON BE30MacHOCTM BaXHO Y4uTbiBaTb 6@30MacHOCTb Ha MPOTAXKEHUN
BCEro XW3HEHHOro L1KNa CUCTEMBI.

11.2 CBA3b MeXAY XU3HEeHHbIM uMKknomMm MU 1 XXu3HeHHbIM LMKNOM hyHKLUOHaNbLHOM
GesonacHocTU

TpaOUUWOHHO TEPMUH «KU3HEHHBIV LUK MCNOMNb3YyeTCcA B HECKONbkuX Lensx. OgHol u3 uenen senaeT-
cAl NpefocTaBneHne onpeaeneHHoro Habopa NpoLEeccoB B pamKax KU3HEHHOTO LIMKITa CUCTEMbI, annapaTHoro
nnun MO, a Takke obreryeHne B3avMOOENCTBUS MeXay 3avHTepecoBaHHbIMWM CTOPOHaMM 3TOTQ KM3HEHHOTO
umMKna. (2] onuceiBaeT BbICOKOYPOBHEBYH MOAENb XU3HeHHoro umkna cuctem WA, a [1] onpenenset npoueccsl
U3HeHHoro umnkna cuctem M. Mpouecchl xunaHeHHoro uukna MO Takke onucaHbl B [16].

[ononHutenbHasa Uenb — YTOYHWTh, YTO JOIDKHO DbITh OOCTUIHYTO Ha KaXKAOM 3Tane Ha MpoTaXeHUn
BCEr0 >XW3HEHHOrO UWKNa AnA peanu3aunu ONpeferieHHOro ypoBHsS yHKUMoHanbHoW 6esonacHoctu. 310
yctaHoBneHo B [OCT IEC 61508-3, TOCT P M3K 61508-1, TOCT P M3K 61508-2, TOCT P M3K 61508-4
W Opyrux ctaHgapTax yHKUMOHansHoW besonacHocTu. Llenk B 4aHHOM criyyae cOCTOWUT B TOM, YToBbI nNpo-
ACHWUTL, YTO OOMKHO BbITE AocTUrHyTo. C 3TON Lensio B cepun ctaHgaptos FOCT P M3K 61508 onpepeneH
YKU3HEHHBIA LUKN DYHKLUMOHANBHOW 6e30nacHOCTM, KOTOPLIA BKMOYAET 3Tan aHanMaa onacHOCTEW U PUCKOB
u aTan pacnpegeneHus obwmnx TpeboBaHui OyHKUMOHaNbHOM Be3onacHoCTH, YTO BbINO onNUcaHo B 0bBLLMX
Tpeboanusax, cm. FTOCT P M3K 61508-1. ononHuTenbHble cneuyududeckne TpeboBaHus AnNs annapaTtHoro
obecnedveHns yctaHoeneHbl B fOCT P M3K 61508-2, a pna MO — B TOCT IEC 61508-3.

B HacTosueM cTaHgapTe yKazaHo, YTO pas3yMHO HauyMHaTbk C TPaAWUMOHHOIO XU3HEHHOTO LMKNa QyHK-
LWoHansHoh 6e3onacHoCTK, a 3ateM MoaudULMPOBaThL U a0anTUPOBaTh KWU3HEHHbIW LUK hyHKLUNUOHANbLHOR
OesonacHOCTW ¢ y4eToM Npobnem, xapakTepHbix Ana cuctemsl WA, koTopble MMeKT BNUAHME Ha yHKLKMO-
HanbHyt Ge3onacHoCTb. 3Tan aHanuaa ONacHOCTEN N PUCKOB MOXET OCHOBbLIBATLCA HA CEpUM CTaH4apTOB
FOCT P M3K 61508 nnu gpyrux ctangaptax yHKLMOHaNbHoM 6e3onacHocTy, aganTUpoBaHHbIX O yveTa
cneundunyecknx ocobeHHocten MW, nepeuncnerHbix B [1] B Ka4ecTBEe CBOMCTB, BaXHbIX AN PyHKUKMOHANb-
HoW Be3onacHocTu (cMm. pasgen 8).

Cepua cravpaptos [OCT P M3K 61508 w apyrve cTaHgapTel (hyHKUMOHanbHou 6GesonacHo-
CTU cChbiMawTCA Ha Mogenb V Kak OCHOBY >XWM3HEHHOIo LMKMNAa, XOTA B HEKOTOpbLIX cTaHgapTtax (Ha-
npumep, FOCT IEC 61508-3, TOCT P M3K 61508-1, TOCT P M3K 61508-2, FTOCT P M3K 61508-4,
FOCT P M3OK 61508-7 n TOCT P M3K 61511-1) ykasaHo, 4YTO KW3HEHHbIA LUK UKW ero atanbl MOryT BbiThb
afanTUpoBaHbl K KOHKPETHOWM TEXHONMOMMK peanuaauunu.

YKM3HeHHbIN UMK yHKUWMOHansHOW Be3onacHocTu Ansa paspaboTku cucTembl MW gomxkeH GbITe onpe-
JeneH BO BpeMS NnaHUMpoBaHusi yHKLMOHAaNbLHOW Be30MacHOCTN (CM. PUCYHOK 8).
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Oonyctumo aganTupoBaTb V-mogens Ans MOAenen noatanHon paspaboTku, 4Tobbl OHa COOTBETCTBOBA-
na ocobenHocTam MW, Hanpumep, Kak nokasaHo B [1]. [py BbINOAHEHUN UTEPATUBHOK WU NO3TanHon paspaboT-
KU (HanpuMep, UMKINOB UTepaTUBHOro 0by4YeHns) BaxXKHa perpeccMoHHas Banuaaums.

n KoHuenuua

| 4
OnpapeneHne o0nacTu
NPpUMEHEHWSA BCel CHCTEMbI
Be30nacHoCTH

AHanus onacHocTel
W PUCKOB

i
TpeboeaHua ko Beei

cucTemMe He30NacHoCTU

¥

PacnpepeneHue

TpeBOoRaHMWIA KO BCEA
cucteme BeaonacHocTU

1

L Cneundmkauuna TpeGosaHMli &
MnaHupoBaHne Besil CUCTOMBI K 2/2/MO cucTeMe BesonacHoOCTH
GesonacHoCTH 1 (padio
cpeacTea
ruaposae [S8 rnewpo- |8 raweo ! cHnieH
:mmn pre—— — SfSIHSGCVICTGMbI, CBA3AHHbI® pucka
OBCYKABAHMA ABHII COOT: W Bnons ¢ DesonacHocTbLIo CreLmdbUKaLus
BETCTBMA B SKCTIMya- [ -
BCAA c::;g::; BCA CHE- Tauo Beal Peannsauvlﬂ (GM. HU3HEHHEIA LIMKN W peannaauuna
Cexn Tom Gaso- CHCTEMBL 3f3M3 cnctemel GeaonacHocTH)
NAcHOCTH BBsONACHOCTH

¥
YeTaHoBKA M BBO
B SKCNAyaTauuqio Beei
cMcTeMbl BeaonacHoCTH
‘ Bosspar
K COOTBSTCTEVIOLSH CTagHuK
MUIHEHHOMD LMKNA BCSA
cucTembl BesonacHoCcTH

MopTBOPKOeHAE COOTBET-
CTBHA BCEA CUCTEMbI

GesonacHocTh
SxennyaTauus, TeXHAYeckoe PekoHcTpyimA
=Ll ofcnykeaHue W peMOHT W Moguukauns Bcen
Beed cucTeMbl Ge3onacHooTu cucTEMB! Be3onacHocTU

EbiBog U3 skcnnyarauum
WINK yTANK3aLnAa

PucyHok 8 — Mopenb xu3HeHHoro uukna (FOCT P M3K 61508-1—2012, pucyHok 2)

11.3 3tansel UA
Mpumep cooteetcTeus [1]u FOCT P M3K 61508-1 npueeneH B npunoxeHun D.

11.4 JokyMeHTauua u aptedakrbl (pyHKLUMOHaNLHoW 6e3zonacHocTH

HocTtato4yHoCcTb MHPOpMaUUK M JOKYMEHTAUMK ONA KaX 4o ¢oasbl XU3HEHHOro LMKna PyHKUMOHAaNLHON
Be3zonacHocTu cnocobeTByeT nocnenywwmm dasam U JENCTBUSAM MO NpoBepke. JTO BKMYaeT B cebs goky-
MEHTUPOBAHWE U3MEHEHUI B MPOAYKTAX U MpoLeccax.

38

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 44 /70
CrtpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-836-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67952
https://gostexpert.ru/gost/gost-836-2023?utm_source=pdf&utm_medium=67952&utm_term=page

MHCT 836—2023

ﬂpO6ﬂ9Mbl, XapakTepHblie OnAa cnctem W, BknyaroT npoueccsol 06y‘-IeHMFI, aKTyalnbHOCTb OaHHbIX WU
OOCTAaTO4YHOCTb OOKYMEeHTaUuuK OaHHbIX OGy‘-IEHVIﬂ, Banngaunn N TeCTMpoBaHnA.

11.5 MeTtopgonorua

11.5.1 BBegenue

B HacTosilem noapasnene onucaHa Hanbonee BaxkHas MeTohonorus Ans TexHonorun MIA.

11.5.2 Mogenu oTkazoB

KoHuenuwus mogenen 0TKa3oB NnpeagHasHa4eHa Ansa CMCTeMaTUYeCcKoro 1, BO3MOXKHO, aBTOMaTU3NpOBaH-
HOTO aHanu3a noBefeHust aneMeHTa nNpy oTkasax. CylHOCTL MOAENK OTKAa30B COCTOUT B TOM, YTOOLI OXBAaTUTb
MHOTOUYUCNEHHLIE OeTanu peanbHOCTU A0CTAaTOMHO BEICOKUM ypoBHeM abeTpakuyuu. OcobeHHo B obnactn MO
KpaiHe Ba)HO MOBbIWATbL OCBEAOMIIEHHOCTL 00 OTKasax: Modenu SABMAKTCA KNHYOM K OOCTUXKEHUK 3TOWR
Luenwu.

Mopgens oTka3oB npencraensaeT cobon ynpolweHHyo abecTpakuuio peanbHbiX 3ddeKToB, KOTopble MoryT
Bbl3BaTb OWMWOKM, NpeaHa3Ha4YeHHYI0 NS CMCTEMATMYecKoro aHanunsa. YacTto pasHblie adeKTbl CBA3aHbI C
ooHMM oTKa3oM. Ha camom gene pacnpocTpaHeHuMe OTKaza AOBOMLHO CHOXHOE, HO YacTo pa3sHble LienoYku
pacnpocTpaHeHWs NPUBOAAT K OAWMHAKOBLIM OTKa3am.

MNpn gocTatoyHo TOYHOM OnpedeneHun BNusiHUe OTKa30B MOXHO CMOZEeNMpoBaTh UMK NpoaHanuanpo-
BaTb BPY4YHYI0. 3TO HEOOXOAMMO ANA OLeHKM pyHKUKOHansHon besonacHocTu. NpuMeHeHe Moaenu 0TKas3oB
KO BCEM 3reMeHTamMm No3BonAeT A0BUTHCS MNONMHOTHI OTHOCUTENbLHO YPOBHS abcTpakumMmM Mogeny OTKasos.

[nsa cozpnanus mogenu oTka3oB He0BXOAMMO OnMcaTh M CNPOEKTUPOBATL CUCTEMY C COOTBETCTBYIOLLMMHN
anemeHTamMu. [na Kaxgoro 13 aTMx 3feMeHTOB onpeaenstoTcs BUAbl OTKA30B ¢ NMOMOLLBLK MeTo4a ynpaens-
IOLLMX CMOB, TAKOTO Kak aHanu3 onacHocTu u pabotocnocobHocTu (hazard and operability analysis, HAZOP).

[na MO k MmogensiM OTKa30B OTHOCAT CMeayrLiMe acnekThbl:

- Habopbl AaHHbIX, UCNoNb3yemble Ana 0byyeHus, Banugaunm U TECTUPOBaHUS;

- mogens MQ;

- npouecc oby4eHns;

- CBf3b XXM3HEeHHoro uukna MO ¢ XKU3HEeHHBIM LUMKNoM 6e30MacHOCTA [B TOM YKMce BO3MOXHOCTE FMEA
npouecca (PFMEA)].

AcnekTbl Banuaaunn 1 BepudukaLmm onncaHel B pasgene 9.

11.5.3 PFMEA gns aBToHOoMHOro o6y4eHus texHonorum A

FMEA moxeT npuMeHATLCA Ha YPOBHE npouecca, Ha (PyHKLMOHaNLHOM YPOBHE UMW Ha YPOBHE 3remMeH-
TOB, HANPUMEP Ha 3Tane aBTOHOMHOro obyveHus cuctemel M.

PFMEA MoXHO ucnonb30oBaTh NS aHanusa v ycTpaHeHUs BO3MOXHbIX MCTOYMHUKOB CUCTEMAaTUYECKON
OLWNBKM 1 OrpaHUYeHuid B npoLecce aBTOHOMHOro obydyeHus (Hanpumep, Bo Bpemsi obyyeHua mogenu MO
nepen 3TanoM pas3BepTbiBaHWA). Takke MOXHO pacCMOTPETL AOMONMHUTENBHBIE METOAbI aHanu3a, Takue Kak
knaccudgukaumonHein FMEA (CFMEA), koTopbli npepctaenseT cobo mMeToa, CneuvanyMsMpoBaHHbIA Ans
OUEHKW BOCNPUATMA Ha OCHOBE Knaccudukauuu.
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MpunoxeHune A
(cnpaBo4Hoe)

MpumeHnMmocTb MTOCT IEC 61508-3 kK aneMeHTamMm TexHonoruu cuctem MU

A.1 BeegeHue

Lleneto gaHHOroO MpUMOXeHWs SBMSETCA MoKa3aTe Ha MpuMepe, B KakoW CTEMeHW W KakvMW cpedcTBamMun MOX-
HO MCMonb30BaTk MeToabl, npuBedeHHble B TOCT IEC 61508-3. MNpunoxernve A [a Takke COOTBETCTBYOLWME Tabnuukl
FOCT IEC 61508-3—2018 (npunoxenue B) c onucanunamm no FOCT P M3K 61508-7—2012 (npunoxeHua B n C)] moxer
NPUMEHSATLCA C aneMeHTamu TexHonornm cucteMm M, kotopele MoryT BbiTe NpU3HaHbl COOTBETCTBYHOLIMMMK CTaHAapTam
dhyHKUMOHamNbLHOK Be3onacHOCTK.

MpumeyaHue — B OTHOWEHWW CXEMBI Knaccudukauuy, onucaHHoOW B pasgene 6, HacTosaLWwee NpuoXKeHne
npumeHsaeTcs k anemeHTam TexHonoriv MW knacca |, a npunoxexHve B — k anemeHTam knacca Il

A.2 AHanu3 npMMeHUMOCTHU MeTogoB/cpencTB, ycTaHoBneHHbix FOCT [EC 61508-3—2018 (npunoxeHusa A

1 B), K anemeHTam TexHonoruu cuctem A

B Tabnuuax A.1—A.19 npeacrtaeneH nogxod K MHTepnpetaumu tabnuy no FOCT IEC 61508-3—2018 (npunoxe-
Hus A 1 B) ons anemeHToB TexHonoruu cuctemsl MW, koTopble MoryT 6biTh MPU3HaHBI COOTBETCTBYIOLLMMK CTaHAapTam
dhyHKUMoHansHon BezonacHoCTu.

Mpumeyanue — B Ttabnuuax A.1—A.19, ccbinkv B KonoHke «MeTon/cpencTBo» OTHOCATCH K MyH-
ktam FOCT IEC 61508-3—2018, a ccbinkn «B.x.x.x» n «C.X.X.X» BO BTOPOW KOMOHKE Kaxgow Tabnuubl (C 3aronos-
koM «Ccbinka») ykasbiBaloT Ha nogpobHOe onucaHue MeTOOOB W CPENCTB, MPUBEAEHHLIX B npunoxeHuwsx B n C
FOCT P M3K 61508-7—2012.

Tatnuua A.1— WMHTepnpetaumsa cneuudmkaummn TpedboeaHui Kk MO cuctembl 6esonacHocTu (FOCT IEC 61508-3—2018,
Tabnuua A.1)

Metoa/cpeacTteo Ccbinka WMHTepnpeTauma ona aneMeHToB TexHonorum cuctem M
1a | MNonydopmankHble METOALI Tabnuua | MNMonydopmanbHble MeToAbl WCMNONbL3YKTCA AnsS onu-
A7 caHua apxutektypel MO B BMage Griok-cxem, onuMcaHus
CroeB, CBA3EW U NOBEAEHWA BXOOHbIX NOTOKOB
1b | ®opmankcHble MeToge!l B.2.2,C.24
2 lMpaMas npocnexuMBaeMocTb Mexay C.211 [nsa anemeHTOB TEXHOMNOTMK, HE 3aBUCALLUX OT BAapuaHTa
TpeboBaHuaAMKM K cucTeme Gesonac- MCMONb30BaHUA: NPUMEHMMO, Kak M AN 3reMeHToB ch-
HOCTW 1 TpeBoBaHuaAMMK K O cucTemel ctembl 6e3 V. [Ina aneMeHTOB TEXHOMOMMW, 3aBUCALLUX
6esonacHocTK OT Cry4as UCMoMb30BaHWA, B HEKOTOPbIX CMyYasx MOXeT
OblTe TPYOHO OnpedenuTb crneyudukalu TpeboBaHui
6ezonacHocty ana mogeny MW, Hanpumep, TpebosaHu-
eM BesonacHocTU MOXeT BblTb OOHapyXeHWe Bcex ne-
LIeXOA0B Ha JOpore, HO Kak YeTKO OnpedenuTb BCe BO3-
MO>XHBIE Crydau ANA nelexofos (Hanpyumep, YenoBeka
Ha uHBanugHon konscke)? C opyron ctopoHsl, [17]un [18]
onpegensioT yHKUMIO obHapyxeHWs 4ernoeeka, KoTo-
pas MoxeT DbITe pasnoxeHa Ha NporpaMMHble yHKLMK
n otcnexeHa. Hanpumep, onpegeneHHoe KOMWMYecTBO
nuKcenein nnn obpasuoB M3MepeHus Bo3BpallaeT 3Have-
HWe C 3af4aHHbIM OOnyckoM. Takol nogxomd MoXeT ObiTh
MCnonb3oBaH HesaBMCMMO OT 6a30BOM MporpaMMHON
TexHonoruW, Bkrtodas TexHonornio A
3 | ObpatHaa npocnexvBaemMocTb Mexay C.211 Takke NpUMEHUMO K anemeHTam TexHonorum U
TpeboBaHmAMK K cucTeme BedonacHo-
CTW W NpegnonaraeMesiMy NoTpebHocTA-
Mu GesonacHocTH
4 KomnbloTepHele cpenctBa pa3paboTku B.2.4 Takke NpUMEHMMO K anemMeHTam TexHonorum U
cneuundukalmMii Ana NoAAemKKA Nogxo-
OAWmMX MeTogos/cpencTs B Tabnuue A.1
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Tabnuua A2 — WHTepnpeTaumsa nNpoekTUpoBaHWa W paspabotku [10: npoekTupoBaHwe apxuTekTypsl 10
(FOCT IEC 61508-3—2018, Tabnuua A.2)
MeTopa/cpegcTeo Ccbinka MHTepnpeTaumsa onsa aneMeHToB TexHonorun cuctem MU
1 OBHapyxeHue owmnbok C.3.1 CyLuecTByeT HECKONbKO BO3MOXHbBIX MeToOqoB 06-
HapyeHus HencnpasHocTen M kak Bo Bpems Bbl-
nonHeHusa (BeiBOA), TAK U B aBTOHOMHOM pexuMe
(0ByueHwne), BKNK4as:
- NMPOBEpPKY OnepaTMBHOW 0BnacTM Ha Hanuyune
COBUWIOB B pacrnpefeneHuu;
- MPOBEPKY HOBLIX KOHLENUWIA (Hanpumep, HOBLIE
06bEKTLI, ApYroe NoBefeHue, HOBbIE NpaBuna);
- WM3MEHEHWA, NPOMCXoJALLME B MUpe (CMeLLEeHne
[OMeHa, HoBble 0OBEKTLI, UBMEHEHWE NpaBumn).
Takum obpazom, paznuMyatoT obHapyKeHue OLLM-
6ok BO BpeMs obyd4eHus 1 BO BpEMSA BLIBOAA
2 Kogk! oGHapyeHus ownbok Cc.3.2 Takxe NpMMEHUMO K ariemMeHTam TexHonorum KA
3a | lNMporpammupoBaHve ¢ NpoBepkoin owmnbok €33 Takxe BO3MOXHO ANd aneMeHToB TexHonorum M
3b | MeToabl KOHTpoOns (Npu peanu3auui npo- C34 TakKe BO3MOXKHO 415 3M1eMEHTOB TexHonornn M:
Lecca KOHTPOMst U KOHTPONMpyemoi yHK- MOHUTOPOM MOXET BbITh Kak TpaaWLMOHHO pa3spa-
UMM Ha OOHOM KOMMbIOTepe obecneynBaeT- DOoTaHHbIV MexaHnaMm, Tak u Apyras TexHonorusa VA
CH X HE3ABUCUMOCTL) (Hanpumep, oby4eHHas no-gpyromy Unv peanunay-
Hwas Apyron anroputMmyecknia nogxon M) unm
3¢ | MeToasl KoHTpons (peanusauns npoecca C34 HanU4Me N-MOAYNbHON apXUTEKTYPLI C Pa3NUYHbI-
KOHTPONS 1 KOHTPONUPYEMOIA PYHKLMK Ha MU ryGOKMMU HEAPOHHBIMK CETSIMM, PELLAOLLIMY
Pa3HbIX KOMMNblOTEPaX) OfIHY U TY e 3a/a4y W FoNoCYLLUMM.
3d | MuoroBapuaHTHOo®  nporpaMMMpoBaHue, C3.5 YunTbIBAETCA HE TOMbKO pasHoobpasve Mexay
peanuayiollee OAHy CheLndbuKaLmio Tpe- MO v anroputmom MIA, HO 1 pasHoobpasne Mexay
GoBatinii k MO cHoTEMbI BE30NECHOETH OaHHBIMK, Ha KoTopblx obydyaetca anroputm MO.
Ona MNO akTyanbHO Takke y4yuTbiBaTb pasHoobpa-
3e | ®yHKUMOHANbLHO MHOrOBapuaHTHOE Mpo- C.35 3ve annapaTtHoro obecrneyeHus, KOTopoe MOXeT
rpaMMUpOBaHKe, peanusylllee pasnuy- BKMHOYaThL pa3Hoobpasune B peanuaaumm MO Huk-
Hble cneuudukaumm TpeboeanHun k MO cu- HEro ypoOBHS, pasHoobpa3sve CKOMMUITMPOBaHHLIX
cTembl 6e30NacHoCTH WHCTPYKLWIA, BbINOMHEHWE MHCTPYKUMIA U T. 4.
Mcnone3oBaHKe pa3HoobpazHbix MeTodoB Bonee
nogpobHo paccmatpueaetca B 10.2.4
3f BoccTaHoBneHue npenbiayLero CocToAHUA .36 Takke ncnonbayetca ana texHonorun MW B uenom
(Mpu ycrioBMM [OOCTATOMHOTO MPOCTPaHCTBa AMA
XpaHeHUs COCTOSAHNS) M MOXET MOBLICKTL pobacT-
HocTb pesynbrata MW, nockonbky Takas mMeTtogo-
norus BBOAWT CBOEro pofa W3bbITOYHOCTL (He-
BonblUMe N3MEHEHWS BO BXOOHOM BEKTOPE)
3g | MNpoektmpoeaHve [10, He coxpaHAKLEro Cc.2.12 He nogxoguT gna anemeHToB TexHonoruu MA
cocTosHMe (unu npoektupoeaHue 0O, co-
XPpaHAKLLIEro orpaHUYeHHOe OMucaHWe Co-
CTOAHKUA)
4a | MexaHn3mbl NOBTOPHbLIX MOMLITOK NapUpo- C.3.7 Takxke ucnonbayeTtca ana texHonorun MW B uenom
BaHus cbos (Mpu ycrnoBuM AOCTATOMHOrO MpOCTPaHcTBa AnNA
XPaHEHUA COCTOSHWUA) M MOXET MOBLICUTL pobacT-
HocTb peaynsrata MW, nockonbky Takas MeTtono-
norua BBOAWT CBOEro pofa W3bbITo4HOCTL (He-
DonblUMEe M3MEHEHWS BO BXOOHOM BEKTOPE)
4b | MNocTeneHHoe OTKMOYEHUE PYHKLWIA C.3.8 [na anemeHTOB TexHonorum U MoxeT npuMeHATb-
Cs MOCTEMEHHOE OTKNYeHUe yHKUMIA B crny4ae
CHWKEHWSA YBEPEHHOCTU B BLIXOOHOM 3HaYEHUN
5 Wcnpaenerue owmnbok metogamu MU C.3.9 —
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MHCT 836—2023

OkoHYaHue mabnuusi A.2

MeTog/cpeacTso Ccbinka MHTepnpeTtauns ans anemeHToB TexHonoruun cnctem WA
6 [JuHamuyeckasa pekoHpurypaums C.3.10 37O BaxKHO Ana OyOyLMX OTKPLITBIX CMCTEM, MNO-
mMumo WAL
CyLecTBy!OT pasnu4Hble MHEHWS, OCHOBaHHbIE Ha
KOHKpPETHOM anemeHTe cuctembl MIA. Hanpumep,
aKTUBHOe 0Dy4YeHMe — 3T0 AMHAMMWYECKas PeKOoH-
durypauus BecoB B pesynsraTe MHAMBUOYyaneHOro
obyyeHns poborta, a perynsapHole obHOBNEHNS —
3TO ynpaefeHne nNpoLeccom
7 MoaynbHbIR nogxon Tabnuua Takke NPUMEHMMO K anemeHTam TexHonormn A
A19
8 Mcnonb3oBaHve  goBepuTenbHbIX/MpoBe- C.2.10 Takke NPUMEHMMO K anemMeHTam TexHonornm M.
peHHbIX anemeHToB [0 (npy Hanu4un) CnenyeT oTMeTUTL, YTo BepudmunpoBaHHoe [10
HeobxodMMO He Ha Bcex aTanax pas3paboTku mo-
genu V. OHo akTyanbHO ANgA BeIBOAOB, HO He Ans
npouecca cbopa AaHHbIX
9 MNpamMasn npocneXxMBaeMocTe Mexay cneuu- c.2.11 Takke NpUMEHMMO K aneMeHTam TexHonormn VI
hukaumen TpebosaHun K MO crucTemsl Hes-
onacHocTW U apxuTekTypon No
10 | OBbpatHaa NpPOCNEXMBAEMOCTbE  MEXOY €241 Take NPUMEHMMO K aneMeHTam TexHonormn VI
crneuudukaumer Tpebosanun Kk MO cucte-
Mbl BezonacHocTu U apxutektypon MO
11a | MeToakl CTPYKTYPHBIX AnarpaMmm G241 Takke NPUMEHMMO K aneMeHTam TexHonoru VA
11b | MonydopmaneHble MeTobl Tabnuua Takke NPUMEHMMO K aremMeHTam TexHorornm VI
AT
11c | ®opmManbHble MEeToObl MPOEKTUPOBAHUA U B.2.2, Takke NPUMEHMMO K aneMeHTam TexHonorimn WA
YCOBEPLUEHCTBOBaHUA C.24
11d | ABTomaTtudeckas reHepauusa MO C46 OcHoBHOW NpuHUMN paspabotkn MO nogxogut u
OnA anemMeHToB TexHonoruv A
12 | ABTOMaTM3UWpOBaHHbLIE cpeacTBa paspa- B.2.4 Takke NPUMEHMMO K aremMeHTam TexHonornu VA
6oTKM cneundmKauuii U NPOEKTUPOBaHNA
13a | LMknuyeckoe noBegeHvWe ¢ rapaHTMpOBaH- C.3.11 Takke NPUMEHMMO K aneMeHTam TexHonorimn KA
HBIM MaKcUManeHsIM BpeMeHeM Uukna
13b | ApXuTeKTypa C BPEMEHHbIM pacnpegene- C.3.1 TakKe NPUMEHUMO K anemeHTam TexHonormn 1A
HYEM
13c | ¥YnpaBneHne cobbITUSMWU C rapaHTUpOBaH- C.3.11 Takke NPUMEHMMO K arnemMeHTam TexHornormu VA
HbIM MakcUMansHbIM BpEMEHEM peakLunm
14 | CraTtuueckoe BbliaeneHWe pecypcoB c263 Takke NpUMEHMMO K aneMeHTam TexHonorin VA
15 | Cratnyeckas cWHXpoOHM3auus poctyna K C263 Take NpMMEHMMO K anemMeHTam TexHonorun .
pasgenseMblM pecypcam YnpaeneHue MOXeT OCYLEeCTBNATLCHA C MOMOLLLIO
cooTBeTcTByoWwero BctpoeHHoro MO (Hanpumep,
cpedbl BbINOMHEHWS)
42
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Tabnuua A3 — WHTepnpeTauua npoekTupoBaHua 1M pa3pabotku MO: MHCTpyMeHTanbHble CpedcTBa MOLAepKKN U
A3blkK nporpammupoBanus (FOCT IEC 61508-3—2018, Tabnnua A.3)

MeTtop/cpencTeo Ccbinka VHTepnpeTauusa ons aneMeHToB TexHonoruu cuctem UA
1 Bbl60op COOTBETCTBYIOLETD A3bIKa Nporpam- C45 3T Mepbl NPUMEHMMbI ANA HE3ABUCUMbIX OT KOH-
MWPOBaHUA KPETHOro MCMNoMnb30BaHUs 3MEMEHTOB (Hanpumep,
Bubnuotek CUDA C++) 1 o4eHb CNOXHbLI 4N 3aBU-
2 | CTporo TMNM3MpOBaHHLIE A3bIKM Nporpam- C.4.1 CMMBbIX OT KOHKPETHOTO MCMOMNb30BaHUS 3MEMEHTOB
MUPOBIHYA (HanpuMep, Mofeneit). Jpyrumu crioBamu, Ko, 3a-
3 MOAMHOKECTBO A3bIKa C4.2 NyLWeHHbIR Ha oGbekTe, BCe eLle BbIMONHAET 3a4a-
4y MEeTO[OB, KOTOpble HEMPUMEHUMEI ANS OcTanb-
HOW yacTu cucteMbl A
4a | CepTuduumpoBaHHbIe cpeacTBa U CepTu- C43 Bo3amMOXHEBI OCNOXHEHUS, T.K. 06bIYHO UCMONb3yeT-
(PUUMPOBAHHbIE TPAHCIATOPEI ca rotoBoe kommepdeckoe MO (Commercial Off-
the-Shelf, COTS). OgHako MOXHO Takke NpoBecTH
pasnuuve mexay oby4yeHneM 1 BeIBOOOM.
COTS, Ttakue kak TensorFlow, ncnoneaytoTca gns
paspaboTtkn u o0BydeHuna mogenen, Ho TensorRT
npeobpasyeT MOgeny B UCNOMNHAEMBbIA ABWXOK AA
BbIBOAOB, M OH cepTuduumpoBaH
4b | WNHcTpyMeHTanbHble cpeacTBa, 3acnyXu- C44 [aHHbIN MeToq NpeAcTaBnseT BbICOKYH BaXKHOCTb
BaloLLVe JOBEPUSA HA OCHOBaHWMW OMbITa UC- Ans pa3sutua TexHonorui KA
nonb30BaHusA
Tabnuya A4 — WHTepnpetaumss npoekTupoBaHus u  paspabotkm [10: pgetanbHoe NpoeKTUpOBaHWE
(FOCT IEC 61508-3—2018, Tabnuua A.4)
MeToa/cpeacTeo Ccbinka WHTepnpetauus ans anemeHToB TexHonorun cuctem M4
1a | MeTog CTpYKTYpPUpOBaHHLIX guarpamm G.2:1 Takxke nogxoouT Ona TexHonornn M, orpaHuyeH-
Hon acnektamu 1O (T. e. HE3ABUCMMBIMUW OT Chy-
b | MonydopmanbHeie MeToas! Tabnuua | yaq ycnonbsoBaHus aneMeHTaMK) 1 apXUTEKTYPI
A7 (apxutekTypa mogenv MO obbI4HO onuckiBaeTes ¢©
1c | dopmansHble MeToabl NPOEKTMPOBAHUA U B.2.2, MOMOLLBIO Anarpamm, CBA3ei 1 T. A.). MoayreHeli
yCOBEPLLEHCTBOBAHNS C24 nogxoA Takke MOXeT ObiTb MCNOML30BaH B Moae-
nax MO. Ckopee, He NpUMEHUM ONS ANEMEHTOB,
2 CpeacTBa aBTOMaTU3NPOBAHHOIO MPOEKTM- B.3.5 CBSi3aHHbIX C aHHBIMK
poBaHWsA
3 [MporpammupoBaHve ¢ 3aLmuToi €25
4 MoagyneHBIN noaxogq, Tabnuua
A19
5 CtaHpapTel Ons NPOeKTUPOBaHWA U KOAW- C.2.6, CtaHgapTbl ONA NPOEKTUPOBaHUSA NPUMEHWUMbI U K
poBaHWA Tabnuua anemeHTam TexHonorim WM.
AN CtaHgapT nporpammupoBaHus (MeTop «Benoro
AWMKa») NPUMEHUM ONs HE3aBWCUMBIX OT Ccue-
6 | CTpykTypHOe nporpamMmuposanme c27 HapUs WCMOMb3OBAHWS 3MEMEHTOB (Hampumep,
6wbnuotek CUDA C++) 1 o4yeHb cnoxXeH Ona 3a-
BUCUMbIX OT CLieHapu1s UCMOMb30BaHUS ANIEMeHTOB
(Hanpumep, mogenen)
7 VMcnonb3oBaHue  OoBepuTeEmNbHbIX/MPOBE- C.2.10 Takke NPUMEHUMO K aneMeHTam TexHonorun
PEHHBIX NPOrpPaMMHBLIX MOAYMEW W KOMMO-
HEHTOB (N0 BO3MOMXHOCTU)
8 [MpaAMas npocnexMBaeMoCcTb MeXay crneLm- c.2.11 Take NPMMEHMMO K anemMeHTam TexHonorun A
cduvkaumnen TpebosaHni K 10 crucTemMbl bes-
onacHocTu 1 npoekTom MO
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Tadtnuua A5 — WMHTepnpeTaums npoekTupoBaHua u paspabotku MO: TeCTUpoBaHUE W MHTErpauns nporpaMmmHbIX
moaynen (FOCT JEC 61508-3—2018, Tabnuua A.5)

Metop/cpeacTso Ccbinka WMHTepnpeTaumna ana aneMeHToB TexHonorin cuctem M

il BeposiTHOCTHOE TeCcTUpOBaHWe C.:51 Takke NpUMEHMMO K anemeHTam TexHonorun VA.
TexHonorna M yuntca Ha MMeoWmnXCs OaHHBIX:
€Cnu 04eBUOHO, YTO AaHHbIe NMOOXOAAT ANs peLue-
HWSA MOCTaBMEHHOW 3a4a4m (Mo KoNW4ecTsy 1 pac-
npegenexHuio).

XapakTepucTukK BKMoYaoT B ceba:

- onpeperneHue LeneBol BEpPOATHOCTH;

- onpepeneHve Habopa TECTOB, WCMONb3YEMbIX
Ans namMmepeHus hakTU4ecKon BEPOSTHOCTY;

- cucTemaTuyeckylo cneuudmkaumio Habopa Te-
CTOB (C Uenbio MOMNHOThI AN OCTVKEHWNS Xenae-
MOW 3a4a4u, HO TaKkKe y4UTbIBas HenpeaHaMepeH-
HOE NoBEeAEHME)

2 OuHamuyeckuin aHanus u TeCTUpoBaHne B.6.5, Takke NpUMEHMMO K aneMeHTam TexHonormm VI
Tabnuua
A2
3 Peructpauus u aHanva gaHHbIX C52 Takke NpMMeHUMO K anemMeHTam TexHonorun .

Cdepa pna WUWM: Data Engineering (Hanpumep,
cosfaHue, ynpaerneHue, cneundukaums y4ebHbix,
BanWaauWoHHbIX U TECTOBLIX HABOPOB AaHHbIX)

4 ®yHKUWMOHanNbHOe TEeCcTUpPOBaHME W TeCTU- B.5.1, Takke NPUMEHMMO K aneMeHTam TexHonornmn VA
pOBaHWe METOLOM «YEPHOTO ALLMKA» B.5.2,
Tabnuua
A13
5 TecTupoBaHue pabounx XxapakTepucTuk Tabnvua Takke NPUMEHMMO K aneMeHTam TexHonormmn KA
A.16
6 TecTupoBaHue, OCHOBAHHOE Ha MoOenu C.5.27 TakKe NPUMEHUMO K anemeHTam TexHonormmn UiA
7 TecTuporaHue nHTepdeiica C.53 Takke NPUMEHMMO K arnemeHTam TexHonormu VA
8 YnpaeneHne TeCTUpPOBaHWEM W cpeacTea c4.7 TakKe NPUMEHUMO K anemMeHTam TexHonorimn 1A
aBTOMaTM3aLuu
9 MpaMas npocnexueaeMocTb Mexay cneuu- c.2.11 Takke NPUMEHMMO K aremMeHTam TexHonormm VI

dukaumen npoekta MO u cneuyndmkauma-
MW TECTUPOBaHWA MOAYNS M NHTerpaLum

10 | ®opmanbHasa Bepudrkalms C.5.12 HekoTopbll ypoBEHb BO3MOXEH, HO NMPaKTUYECKU
HEBO3MOXeH Ans Bcen cuctemsl A

Tabnuua A6 — VHTepnpeTtauuns UHTerpauum nporpaMmMupyeMbix anekTpoHHbIX ycTpoicTB (MO v annapaTHble cpea-
ctea) (MOCT IEC 61508-3—2018, tabnuua A.6)

Metop/cpeactso Cchinka WMHTepnpeTtauma Ana aNemeHToB TexHonorun cuctem M
il DOyHKUWMOHaNbHOe TecTUpoBaHWe W TecTu- B:5:1: Takke NPUMEHMMO K arnemMeHTam TexHonormu WA
pOBaHMe METOLOM «Y4EPHOr0 ALLMKa» B.5.2,
Tabnuua
A13
2 TecTupoBaHue pabounx xapakTepucTuk Tabnvua Takke NPUMEHMMO K aneMeHTam TexHonornmn KA
A.16
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MHCT 836—2023

MeToga/cpegcTeo

Ccbinka

MHTepnpeTauus Ons aneMeHToB TexHonoruu cuctem KA

3 MpaMan npocnexvBaeMocTb Mexay Tpe-
6oBaHuaMn npoekta cuctemMbl U MO Kk KMH-
Terpauun nporpaMMHbIX 1 annapaTHbIX
cpencte U cneundurkaumaMmu TecTupoea-
HUS MHTErpauun NporpaMmmHbIX U annapar-
HbIX CpeacTB

C.2.11

Takxe NpMMEHUMO K arieMeHTam TexHonorum KA

Tabnuua A7 —
(FOCT IEC 61508-3—2018, Tabnuua A.7)

MHTEpI’IpETaLI.I/IH noareBepxaoeHnA COOTBETCTBHMA 6Ge3onacHoOCTM CUCTEMDbI

acnektos 10

HOM noaTeepxaeHuss cooTeeTcTBUa [10
cucTembl BezonacHocTu K cneuuduKaunen
TpebosaHui k 10O cucTeMbl BeaonacHOCTK

MeTtoa/cpeacTeo Cchbinka VHTepnpeTauunsa ans sneMeHToB TexHonorun cuctem UA
1 BeposaTHoCTHOE TecTMpoBaHme C.54 Cm. Tabnmuy A.5, cTpoka 1
2 MopgenupoeaHue npouecca C.5.18 Takxe NpMMEHUMO K ariemMeHTam TexHonorum KA
3 MopgenuposaHue Tabnuua Takke NPMMEHMMO K arnemMeHTam TexHonorum
A.15
4 QyYHKUMOHANbLHOE TeCTUpPOBaHWE N TeCTU- B.5.1, Takke NPMMEHMMO K arnemMeHTam TexHonorun A
poBaHWe MeTOA0OM «HEepHOro sLLUKa» B:i5.2,
Tabnuua
A.13
5 [MpaAmMan npocnexMBaeMoCTb MeXOY Crnewun- C.2.11 Takke NpMMEHMMO K aneMeHTam TexHonorun A
cukaumneit TpeboeaHui Kk N0 cucTtemMbl bes-
OnacHoOCTU W MNaHOM MOATBEPKOEHWUA CO-
oreeTcTBMA N0 cuctembl besonacHoCTH
6 OBpaTtHasa NpocneXuBaeMocTe MeXay nna- c.2.11 Take NpMMEHMMO K anemMeHTam TexHonorun A

Tabnuya A.8 — WHtepnpetauus moandmkaumn (MOCT IEC 61508-3—2018, tabnuua A.8)

Metopa/cpeacTteo

Cchbinka

WMHTepnpeTauunsa gns sneMeHToB TexHonorum cuctem UiA

1 AHanu3 BNusHUA

C.5.23

Takke NpMMEHMMO K anemMeHTam TexHonoruu .
[ononHeHue: AHanui BrWAHWS paccMaTpuBaeT
npyMeHnMocTb 3anemeHTa VMW B Tom onepaumoH-
HOM KOHTEKCTE, B KOTOPbIA OH MHTErPUPOBaH.
lMnaHnpoBaHWe ynpaeneHusa M3MEHEHUAMK YYUTbI-
BAET BCE MPOTHO3UpPYEMbIE TPUITEPHBIE COBLITUS,
KOTOpbLIE MOryT NoBneys 3a cobor M3MeHeHns, Ta-
KME Kak YeTKO 3annaHUpOBaHHLIE HEMPEpPLIBHLIE
M3MEeHeHWs, N3BMeHeHWs1 B peaynbtaTe obHapyxeH-
HbIX aHOMAanNWA UMM U3MEHEHWA B pe3ynksTaTe ycta-
peBaHuA TpeboBaHWIA.

Mockonbky wameHeHuss MoryT OblTe Npegycmo-
TPEHbl VXXe BO Bpems pa3paboTku, ynpasreHue
WM3MEHEHWAMMW ABHO YYUTLIBAETCA YXe Mpu nna-
HMpoBaHuK ©esonacHoCTK (Hanpumep, nNyTem
onpefeneHuss MpoOTOKONa W3MEHeHWs MOoJenu u
onpegeneHna OeNcTBUA, KOTOpbie AOMKHbI BbiTh
BbIMOMHEHbI B 3TOM CIyyae).

CobbITusA, KoTOpble MOTYT Bbi3BaTb W3MEHEHUS,
TaKkKe BaHbl
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OkoHYaHue mabnuusi A.8

nnaHom mogudukaumm MO  (Bknoyasa no-
BTOPHYt0 BepubuKkaumo 1 noaTeepxaeHue
COOTBETCTBMA) U cneundukaynen Tpebosa-
HWU K MO cuctemMbl 6e3onacHoOCTU

MeTog/cpeacTso Ccbinka MHTepnpeTtauns ans anemeHToB TexHonoruun cnctem WA
2 [MoeTopHaa BepudMKauMs M3MEHEHHbIX C.5:23 TakKe NPUMEHUMO K anemMeHTam TexHonormmn Ui
nporpaMmmMHbIX MOAYNEN
3 MoeTopHaa BepudMKauua nporpaMmMHbIX C.5.23 Takke NpPUMEHMMO K arnemeHTam TexHonoruu M
MOZYMNEeNr, Ha KOTOpbIE OKa3blBaKT BNUSHUE
M3MEHEHMWA B OPYTUX MOOYNAX
4a | MNoBTOpHOE NOATBEPXOEHWE COOTBETCTBMSA Tabnuuya Takxe nogxoauT AnsA aneMeHToB TexHonorin VA B
CUCTEMBI B LIENOM AT 3aBMCMMOCTU OT BNUSHUS U3MEHEHUIA
4b | PerpeccuoHHOE MNOOTBEPXOEHME COOTBET- C.5.25 TakKe NPUMEHUMO K anemMeHTam TexHonorimn 1A
CTBUSA
5 YnpaeneHue koHdurypaumen MO C.5.24 Takke NPUMEHMMO K aneMeHTam TexHonornn VI
6 Peructpauwa n aHanva gaHHbIX C5.2 Take NpUMEHMMO K aneMeHTam TexHonorum VI
7 MpsiMas npocnexuBaeMoCcTb Mexay cneuu- c.2.11 Takke NPUMEHMMO K arneMeHTam TexHornornu VA
tukaumen TpebosaHui k 10 cuctemel Bes-
OrnacHoCTKM WM nnaHom mogudukauum MO
(BKMOYan NOBTOpHbIE BEpUdMKaLMIo U Nog-
TBEPXOEHWE COOTBETCTBUSA)
8 O6paTHas  nNpocneXuwBaeMocTb  MeXay e Takke NPUMEHMMO K aremMeHTam TexHonormu VA

Tabnuua A9 — UutepnpeTtauua sepudpmkauum MO (FOCT IEC 61508-3—2018, Tabniviua A.9)

Metop/cpeacTeo Ccbinka WMHTepnpeTaumna Ana aneMeHToB TexHonorun cuctem M
1 PopmarnbHoe goKkasaTenbCcTBo C.5.12 HekoTopbl ypoBEHb BO3MOXKEH, HO MpPaKTUYEecKU
HeBO3MOXEH AnA Bcero npunoxenusa WA (us-za
pasmMepa WCMoMHAeMoro koaa hopmanbHbIin aHa-
nuz paboTaet ToONbLKO ANg YacTen koga)
2 AHnmaumsa cneumrkaumnm U TeCTUpoOBaHUsA C.5.26 Take NpUMEHMMO K aneMeHTam TexHonorun VA
3 CraTudeckui aHanus B.6.4, 3TWU Mepbl MPUMEHUMbI ANA HE3ABUCUMBIX OT KOH-
Tabnuua KPETHOIO MCMONb30BaHUA 3MEMEHTOB (HanpUMep,
A.18 6ubnvorek CUDA C++), HO moryT BbITb Gonee
- CNOXHbLIMW ANA 33BUCHMbIX OT KOHKPETHOTO MC-
4 [JWHaMu4eckmini aHanna n TecTUpoBaHne B.6.5, NONb30BaHUA 3NEeMeHTOB (Hanpumep, Mopenei).
Tabnuua | BuipasutensHOCTL He Takas, Kak B TPAAMLMOHHOM
A2 kome
5 [MpamMas npocnexxMeaeMoCcTb Mexay cneum- C.2:11 Takke NPUMEHMMO K aneMeHTam TexHonormmn VA
hukaumnen npoekta O w nnaHoMm Bepwu-
dukaumn (Bknoyan BepudMKauul OaH-
HbIx) MO
6 O6paTHasg npocnexuBaeMocTe Mexay nna- €211 Takke NpUMEHUMO K aneMeHTam TexHornorun VA
HOM BepudukauuM (BKM4Yas BepuduKa-
umio gaHHbix) MO 1 cneundurkauveid npo-
ekta MO
7 YucneHHbIN aHanu3 B aBTOHOMHOM PeEXUMe €.243 Take NpUMEHMMO K aneMeHTam TexHonorum VI
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Tabtnuua A.10 — MHTepnpeTaums oueHkn hyHKUMOHansHon 6besonacHocT (FOCT IEC 61508-3—2018, Tabnvua A.10)

MeToa/cpencTteo Ccblinka MHTepnpeTauusa Ons aneMeHToB TexHonorum cuctem KA
1 Tabnuua KOHTPOMbHbIX MPOBEPOK B.25 Takke NPUMEHUMO K anemMeHTam TexHonorin M,
paccmaTtpuBaloTes cneyuanusagun KA
2 Tabnuupl pelwweHuit (Tabnuusl UCTUHHOCTK) C.6.1 Takke NPUMEHUMO K aneMeHTam TexHonorun
3 AHanu3 oTkasoB Tabnuua Takxe NPMMEHMMO K aneMeHTam TexHonorun A
A.14
4 AHanua oTkasoB no obwen npuyuHe pas- C.6.3 Tarxke npumeHumo k M Ha cuctemHomM ypoBHe
nuyHoro MO (ecnun MCNONb3yeTcHa pasnuy-
Hoe 10)
5 CTpYKTYpHbIE CXeMbl HaAeXHOCTN C.6.4 Takke NpUMEHMMO K aneMeHTam TexHonorun A
6 [pamaa npocnexumBaeMoCTb Mexagy Tpe- Cc.2.11 Takxe NpMMEHUMO K ariemeHTam TexHonorum KA
boBaHusMK pasgena 8 v nNnaHoOM OLEeHKM
dyHKUMoHanbHon BesonacHocty MO

Tabnuya A.11 — WHTepnpetauwa cTtaHoapToB AnA NPoeKTUpoBaHwus W kogvpoBanua (FOCT IEC 61508-3—2018,
Tabnuua B.1)
MeTtopa/cpencTeo Cchbinka WMHTepnpeTauunsa ons sneMeHToB TexHonoruu cuctem UiA
1 Mcnonb3oBaHWe CTaHOApTOB KOAMPOBaHMUA C.26.2 3TN Mepbl NMPUMEeHWMMbl ONA 3NEeMEeHTOB, He 3a-
ONs COKpaLleHUsa BEPOATHOCTU OLLIMDOK BUCALLMX OT YCMOBWUIA UCMOMNb30BaHUS (Hanpumep,
bubnuotekn CUDA C++), HO 04eHb CMOXHbI AN
2 He ucnonb3oBaTh AMHaAMUYeckue 00BLEeKTbI C.26.3 3MEMEHTOB, 3aBUCSALLMX OT YCTIOBMIA MCTIONb30Ba-
3a | He ucnonb3oBars AMHAMWYECKUE NEPEMEH- C.26.3 HIA (T. . Mopene). )
i bonee TOro, HekoTopble u3  TpeboBaHWIA
FOCT IEC 61508-3 (Hanpumep, 2, 3a, 3b) nHorga
3b | MNpoeepka co3gaHWa OMHAMWYECKUX MNepe- C.264 He noaxodsaT Ans coBpeMeHHoi paspaboTku MO,
MEHHBIX B HEaBTOHOMHOM pexume Hanpumep OBBbEKTHO-OPUEHTUPOBAHHLIX SA3LIKOB
nporpaMmMm1poBaHNs
4 OrpaHuyeHHOE WCMONb30BaHWe MNpepbiBa- C.26.5
HUIA
5 OrpaHuyeHHOE WUCMonb30oBaHUe YykasaTte- C.26.6
nen
6 OrpaHu4eHHOE NCNONB30BaHWE PEKYPCUA c.26.7
7 He wcnonb3oBaTb HECTPYKTYpUpOBaHHOE C.26.2
ynpaBneHve B nporpaMMax, HanvcaHHbIX
Ha A3bIKax BbICOKOrO YPOBHSA
8 He wcnonb3oeaTe aBTOMarnveckoe npeob- C.26.2
pa3soBaHue TUMoB

Tabnuya A.12— WHTepnpeTauma JMHaMU4ecKoro aHanuaa u TectupoBanua (FOCT IEC 61508-3—2018, Tabnuua B.2)

MeTtopa/cpencTteo Ccbinka WMHTepnpeTauunsa ons sneMeHToB TexHonorum cuctem UiA

1 BbinonHeHWe TecToBOro nNpumepa, CBA3aH- Cb54 Takke NPMMEHMMO K anemMeHTam TexHonorun
HOTO C aHanW30oM rpaHUYHbLIX 3HAYEHUIA

2 BeinonHeHue TecTtoBOro npumepa, CBA3aH- €.5.5 Takke NpMMEHMMO K arnemMeHTam TexHonorun
HOro ¢ npegnonaraemMon oWnbKon

3 BbinonHeHWe TecToBOro npumepa, cBA3aH- Cb56 Takke NPUMEHMMO K anemMeHTam TexHonorun A
HOro C BBEOEHWEM OLUNDKM

4 BbinonHeHWe TecTOBOro npumepa, CreHe- C.5.27 Takke NPMMEHMMO K arnemMeHTam TexHonorun A
pPYPOBAHHOIO HA OCHOBE MOLENW
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OkoHYaHue mabnuubi A. 12

MeTog/cpeacTso Ccbinka MHTepnpeTtauns ans anemeHToB TexHonoruun cnctem WA
5 MopgenupoBaHue peanuzaumm C.5.20 TakKe NPUMEHUMO K anemMeHTam TexHonormmn Ui
6 PazpneneHne BxoOHbIX AAHHBIX HA KNacchbl C.5.7 Takke NPUMEHMMO K aneMeHTam TexHonorin VA
3KBMBANEHTHOCTU
7a | CtpykTypHeii TecT co 100 %-HblM OXBaTOM C.5.8 3TN Mepbl NMPUMEHUMBI KaK ANs 3N1IeMeHTOB, Heaa-
(Toukn Bxoga) BUCUMBIX OT Chy4Yas MCMonbL30BaHWA (Hanpumep,
- % 6ubnvorek CUDA C++), Tak 1 Ana koga, onvcbiBa-
7b | CtpykTypHbI TecT co 100 %-HblM 0XBaTOM C.5.8 IOLLEr0 MOAEnb, AAXKe ECNU BbIPA3UTENBHOCTE He
(oneparopei) Takas, kak B TpagMLMOHHOM koae. OfHako 4ocTu-
7c | CrpykTypHbiit TecT co 100 %-HbiM oxBaTom C58 YKEHWE a|eKBaTHOrO TECTOBOMO MOKPLITUA BXOOHO-
(YCrOBHbIE Nepexoasi) ro NPOCTPaHCTBA MOXET NPEACTABNATL CNOXHOCTL
7d | CrpykTypHeir TecT co 100 %-HblM OXBATOM C.5.8
(coctaBHble ycnosusa, MC/DC)
Tatnuua A13 — WHTepnpeTtauua dyHKUMOHANBLHOTO TECTUPOBAHWMA W MNPOBEPKM METOAOM «HYEpHOro AlMKan
(FOCT IEC 61508-3—2018, Tabnuua B.3)
Metop/cpeacTso Ccbinka WMHTepnpeTaumna 4na anemeHToB TexHonorun cuctem M
il BbinonHeHne TeCTOBOro NpUMMepa Ha OCHO- B.6.6.2 Takke NPUMEHMMO K aneMeHTam TexHonorimn MIA
BE MPWYMHHO-CNEACTBEHHbIX AMarpaMm
2 BeinonHeHne TecTOBOro npumepa, creHe- C.5:27 Take NpUMEHMMO K aneMeHTam TexHonorum VI
PUPOBaHHOTO HAa OCHOBE MOAENM
MakeTupoBaHWe/aHUMauUus C.5.17 Takke NPUMEHMMO K arnemeHTam TexHonornu M
4 PazneneHne BXOOHbIX AaHHbIX HA KNaGChl GE.7, Takke NPUMEHMMO K aneMeHTam TexHonorimn MIA
3KBWMBANEHTHOCTK, BKMOYAs aHanua rpa- C54
HUYHBIX 3HA4YEHUA
5 MopenvpoBaHue npouecca C.5.18 Takke NPUMEHMMO K aneMeHTam TexHonormn KA

Tabnuua A.14 — WNHTepnpeTtauuna aHanuia otkasos (FOCT IEC

61508-3—2018, tabnuua B.4)

Metop/cpeacTso Cchbinka MHTepnpeTauma 4na anemeHToB TexHonorun cuctem MK
1a | MNpuynHHO-CreacTBEHHLIE AnarpaMmel B.6.6.2 Takke NpUMMEHUMO K aneMeHTam TexHonorumn .
= AHanu3 oTKas0B TaKKe YYUTLIBAET aCNeKTbl NHXU-
1b | AHanua meTogoM depeea cobbITUA B.6.6.3
HUPWHra OaHHbIX
2 AHanus MeTodom JepeBa 0TKa30B B.6.6.5
3 AHanu3 dyHKUMoHanbHbIX oTkazos 10 B.6.6.4

Tabnuua A.15 — Wntepnpetauuna mogenvposanua (FOCT IEC 61508-3—2018, tabnuua B.5)

Metop/cpeacTso | Cchbinka WHTepnpetauna ana aneMmeHToB TexHonorun cuctem MK
1 JOuarpamMmbl MOTOKOB AaHHbIX Ci2:2 Take NpUMEHMMO K anemeHTam TexHonorun VA
2a | MeToa KOHEYHbIX aBTOMATOB B2.32 Take NpUMEHMMO K aneMeHTam TexHonorum VI
2b | ®opmaneHble MeTob! B.2.2, Takke NPUMEHMMO K arneMeHTam TexHonormm VA
c24
2¢c | MogenupoBaHue BO BpeMeHW CETAMM B.2.3.3 Takke NPUMEHMMO K aneMeHTam TexHonorimn MIA
Metpu
3 MopgenupoBaHue peanuzaumm C.5.20 TakKe NPUMEHUMO K anemMeHTam TexHonorimn 1A
4 MakeTupoBaHue/aHuMauus C.5.17 Takke NPUMEHMMO K arnemMeHTam TexHonormm VA
5 CTpyKTYpHbIe gnarpaMmel c.23 Takke NPUMEHMMO K aneMeHTam TexHonormmn YA
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Tabnuua A.16 — MHTepnpeTaums TecTuporaHMa pabounx xapaktepuctuk (FOCT IEC 61508-3—2018, Tabnuua B.6)

MeToa/cpencTteo Ccblinka MHTepnpeTauusa Ons aneMeHToB TexHonorum cuctem KA
1 [lpoBepka Ha KPWUTUYECKME Harpy3km W C.5.21 Takxe NpMMEHUMO K arieMeHTam TexHonorum KA
CTpecc-TecTMpoBaHne
2 OrpaHudeHua Ha Bpems oTBeTa W 0Obem C.5.22 Takke NPUMEHUMO K aneMeHTam TexHonorun
namsTu
3 TpeboBaHuA K peanusauum C.5.19 Takke NpMMEHMMO K aneMeHTam TexHonorun A

Tabnuuya A.17 — MHTepnpeTauma nonygopManbHbiX MeTogos (

FOCT IEC 61508-3—2018, Tabnuua B.7)

npumeyaHue 1

MeToa/cpencTeo Ccbinka VHTepnpeTauusa ons aneMeHToB TexHonorum cuctem UA
1 INornyeckne/yHKUMOHANbHbIE BNOK- Cm. FOCT IEC | Takke NpUMEHUMO K anemeHTam TexHonoruu N
CXEMbI 61508-3—2018,
Tabnuua B.7,

2 [uarpammel nocnegoeatensHocTy gel- | Cm. FOCT IEC | Takke NpMMEHUMO K ariemMeHTam TexHonorum KA
CTBUIA 61508-3—2018,
Tabnuua B.7,
npumevarue 1
3 Ounarpammbl NOTOKOB AaHHbIX 2.2 Takke NpMMEHMMO K anemMeHTam TexHonorun A
4a | KoHe4yHble aBTOMAaTHI/gMarpammel B.2.3.2 TaKke NPUMEHMMO K aneMeHTam TexHonorun A
nepexogos
4b | MopenupoBaHue BO BpPeEMEHM CETAMM B.2:3:3 Tawke NpMMEHMMO K anemMeHTam TexHonorun A
MeTpn
b Mogenu faHHbIX CYLHOCTb — CBA3b — B.2.4.4 Takxe NpUMEHUMO K anemMeHTam TexHonoruu A
aTpubyT
6 Ouarpammbl nocrnegoBaTenbHOCTU CO- C.2.14 Takke NpUMEHUMO K aneMeHTam TexHonoruu A
obLweHuiA
7 Tabnuupl peweHnid 1 Tabnuubl UCTUH- C6.1 Takke NpMMEHMMO K aneMeHTam TexHonorun
HOCTH
8 UmML C.3.12 Takxe NpUMMEHUMO K arnemMeHTam TexHonorun A

Tabnuya A.18 — WHTepnpetaumsa ctatndeckoro aHanusa (FOCT IEC 61508-3—2018, Tabnuua B.8)

Mertoa/cpeacTteo Cchinka WMHTepnpeTtauuns 4ns aneMmeHToB TexHonorum cuctem U
1 AHanua rpaHUYHbIX 3HAYEeHUI C.b4 3TW Mepbl NPUMEHUMbI Kak AN He3aBUCUMbIX OT
crnyyasi MCnonb30BaHUS 3MNEMEHTOB (Hanpumep,
2 | Tabnuua KOHTPONbHBIX NPOBEPOK B.2.5 6ubnuotek CUDA C++), Tak 1 AN Kofa, OnuchIBa-
3 AHan13 NOTOKOB yNpaBneHus C.5.9 HOLLEero Modenb, AaXe ecln Bbpa3uTenbHOCTb He
Takas, Kak B TpaguuMoHHOM koge. OgHako moryT
4 AHanu3 NoToKOB AaHHbIX C.5.10 BO3HWMKHYTb CMOMXHOCTW C ACCTVPKEHWEM afekeaTt-
HOro TECTOBOIO MOKPLITUA BXOAHOMO NPOCTPaHCTEA
5 Mpeanonoxerve owmnbok CiH.5
6a | ®opmanbHble NPOBEPKU, BKNHYAA KOH- C.5.14
KpETHBIE KpUTEPUN
6b | CkBo3HOW KoHTpOnb (M10O) C.5.15
7 TecTMpoBaHMe Ha CMMBOIBHOM YPOBHE CH11
8 AHanua npoekta C.5.16 Takxe NpMMEHUMO K anemeHTam TexHonoruu KA

GostExpert.ru
https://GostExpert.ru/gost/gost-836-2023

49



https://gostexpert.ru?utm_source=pdf&utm_medium=67952
https://gostexpert.ru/gost/gost-836-2023?utm_source=pdf&utm_medium=67952&utm_term=page

MHCT 836—2023

OkoHYaHue mabnuubi A. 18

MeToa/cpeacrteo

Ccbinka

MHTepnpeTtauns ans anemeHToB TexHonoruun cnctem WA

CraTtuyeckuii aHanu3 BbIMNOMHEHUA Npo-
rpammel ¢ owWMBKon

B.2.2,C24

3T Mepbl NPUMEHMMBI KaK ONA He3aBUCUMbIX OT
crnyyaa WCMonb30BaHUs 3NeMeHTOB (Hanpumep,
oubnmorek CUDA C++), Tak 1 Ana Koga, onucbiBa-
loWwero Mofens, Aaxe ecnu BbipasUTenbHOCTL He
Takas, Kak B TpaguuMoHHoM koge. OaHako moryT
BO3HUKHYTb CINOXHOCTU C JOCTUXEHWEM afekBaT-
HOro TECTOBOIO MOKPLITWA BXO4HOMO NPOCTPaHCTBa

10

BpEMEHHOﬁ aHanns3 BbINONMHEHNA NPU
HanxXyalwumx yCcrnoBnax

C.5.20

Takke NpUMEHMMO K aneMeHTam TexHonormm VA

Tabnuua A.19 — WMHTepnpeTtauua mogyneHoro nogxona (FOCT IEC 61508-3—2018, Tabnivua B.9)

Metop/cpeacTso Cchbinka WMHTepnpeTauua Ana anemeHToB TexHonorun cuctem M
1 OrpaHuyeHve pasMepa nNporpaMMHOro Mo- C.29 3TU Mepbl NPUMEHUMbI ANS 3NEMEHTOB, HE 3aBU-
oynsa CALUMX OT Crny4as UCNOMb3oBaHUA (Hanpumep, bu-
onuvoTekn CUDA C++), a Tarke Ang Kofda, Onuckl-
2 | Ynpasnenue cnoxHoctbto M0 C.5.13 BAIOLLEr0 MOZEMb, AaKE €CMW BblPaswuTENbHOCTL
3 | OrpaHudeHne OOCTYyNa/MHKaNCynALMS WH- c.2.8 He Takas, kak B TpPaAULMOHHOM koae. MoryT Bo3-
hopmaLmm HWKHYTB TPYAHOCTMW NpY TECTOBOM NMOKPLITUI BXOA-
HOro npocTpaHcTea. YTo Kacaetcda pasmepa [0,
4 OrpaHu4eHHoe YyWcno napameTpoB/IuKcH- c.29 TO KpUTEPVMEM, CKOpPEE BCEro, ABMAETCH He pas-
pOBaHHOE YMCMNO NapameTpoB NoANporpam- Mep, a KOrMYeCcTBO NapameTpoB (Hanpumep, orpa-
Mbl HWYEHHOE KONMUYECTBO Y3roB UMW COEAWHEHWIA UMK
CNnoeB HeMPOHHOM ceTH). CNOXHOCTb TakKKe MOXKET
5 OpHa 1:oq|<a BXOQa W 0fHa TOYKa BbIXO4a B c.29 BT nepeonpenenera ana MO. MoxeT BbiTh
K0/ NOANPOrpamMMe 1 hyHKLMM obbegunHeHa ¢ paamMepoM UMM TUNaMKu CBA3ZHOCTK
MeXdy CnoAMM, NOCKOMNbKY rmyBOoKne HEeNpOHHbIe
CceTu 0BbIYHO HE MEIDT BETBSLLNXCS YTBEPXKOEHUIA

6 MonHocTeo onpegeneHHbId MHTepdeic Cc.29 Take NpUMEHMMO K anemeHTam TexHonormn VA
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MpunoxeHune B
(cnpaBo4Hoe)

MpuMepbl NPUMEHeHUsa NPUHLUNA TPexaTanHoW peanusauuu

B.1 BBegeHue

B HacTosLLeM NpUNoXeHUN onUcaHbl HeMCHEpPbIBaKOLLME NPUMEpPbl MPUMEHEHUA CXeMbl KnaccudmkaLum, onmcaH-
HoW B paagene 6, U NpUHUMNA TPEX3TaNHoW peann3auun, onucaHHoro B pasgene 7.

B.2 Npumep ncnonb3oBaHWA B aBTOMOOUINLHOMW MPOMBbILLNEHHOCTH

MpumMep, NpUBEOEHHLIR B HACTOALLEM pa3sgene, npeacTtaBnaeT coboi aBTOMOBUNBHYKD CUCTEMY, COCTOALLYIO U3
OBYX YPOBHEI:

- YPOBEHb YNpaBneHns, KOTOPbIA OTBEYaeT 3a BOCMPUATME OKPYKaIOLWEN Cpedbl, NPUHATUE pPEeLUeHWid, BKIoYas
nraHWPOBaHWe MapLUpyTOB W YNpaBneHue, B TOM YMCre pynesbiM yrpaBneHuemM 1 TOPMOXKEHWEM;

- YPOBEHb 3alLUUThI, KOTOPLIA 0BecneunBaeT YHKUMWU Be3onacHOCTKW, TakMe Kak onpedeneHne YCnoBuid, Npu KOTo-
pbIX HEOBXOOUMO BLINOMHUTL KOMaHAY 3alMTHOA OCTAHOBKM MMM TOPMOXKEHWS.

MpumeyaHune — YpoBeHb ynpaeneHua MoxeT BeiTb 0603HaveH kak «yctponcTeo» no FOCT P UCO 26262-1
unn «cuctema YO» no FOCT P M3K 61508-4. YpoBeHb 3allMTbl MOXET ObiTb 0003Ha4eH Kak 4acTb CUCTEMBbI, ra-
paHTupylowei «uenb BeszonacHoctu» no FOCT P MCO 26262-1, nnn «CUCTEMbl, CBA3aHHOW ¢ 6e30MacHOCTbO» Mo
FOCT P M3K 61508-4.

lMpennonaraercs, 4TO B CUCTEMY BXOOAT KAMEpPSI, a COOTBETCTBYIOLME AaHHble 0bpabaTbiBaloTcs anropUuTMoM BOC-
NPUATKS, OCHOBAHHEIM Ha anropuTme rnybokoro obydeHus, Takum, Kak rnybokue HelpoHHbIE ceTh. [pUuMepoM Takoro
Tuna rmybokux HeMpoHHEIX ceTen asnaetcsa DriveNet.

CraHgapTHoe u3obpaxeHne aToW cUCTeMbl MoKa3aHo Ha pucyHke B.1.

MnaxupoeaHue MpuBeneHne
Cunres _’ W KOHTpOIk _’ B ﬂeﬁCTBVIe
r Y
} MoHuTop \\
Apyrue 1 » BOCNDPMATUR 1
METOHHUKN I " kamepw 1
e e ey 1
{Radar, :
Lidar} — {Radar, Lidar} eocnpuaTie
PucyHok B.1 — lNpvmep aBToMoBWnbHOM CUCTEMBI
MpumeuyaHne — Ha pucyHke B.1 ceeTno-cepeiM uBeTOM 0603Ha4YeHbI BXOOHbIE CUTHAMbLI AATYMKOB M aKTyaTo-

pbl, TEMHO-CEPbLIM LBETOM 0603Ha4eHbI d)yHKLI,MVI, CBA3aHHble C BOCNPUATHUEM, M COOTBETCTBYHOLLME 3NEMEHTbI KOHTPONA.

ObnacTb NnpUMeEHeHWA NpuMepa orpaHnYeHa obnacTblo, OYepYEHHOW MYHKTUPHOW NMUHUEW Ha pucyHke B.1, T e.
rnyboKon HEMPOHHOWM CETLI0 BOCMIPUATUA KaMepbl, CBA3aHHBLIM C HE KaHanoM BOCNpuUATUA (T. €. KaMEepOoWr) U COOTBETCTBY-
HOLLMMK anemeHTaMmn koHTpons. Opyrie nyTn Bocnpuatua (lidar, radar), koTopble MoryT BbITh 320€MCTBOBaAHLI B CUCTEME,
COOTBETCTRYHOLUIA CUHTES, a Takke (OYHKLUN NaHNpOBaHWUS W NMPUBEOEHNS B AEWACTBME HE BXOAAT B 3Ty obnacTb.

TexHonorus WA, ncnonsayemasn B 3TOM CUCTEME, MOXET pacCMaTpUBaTLCA Ha YPOBHE UCMoNb30BaHMa A1, Kak onu-
caHo B 6.2, nockonbKy oHa ucnonedyetca B cucteme 3/3/M3, umerowen oTHolweHne Kk 6e3onacHOCT, U BO3MOXHO aBTo-
MaTU3UPOBaHHOE NMPUHATHUE pelueHuid cuctemon M. Ha ocHoBaHum NpyHUMMNOB, ONUCaHHLIX B pazaene 8, Ans AaHHoro
BapuaHTa UCMonbL30BaHUsA MOXHO ONpPedenuTe CriedyoLue CBONCTRa:

- KOHKpEeTM3auMaA: KaK ONpenenvTb NosiBNeHne NeLlexonos Ha n3obpameHun?

- WHTEPNPETUPYEMOCTb: KaK MoNy4uTb NPpeacTaBneHne O NPOeKTUPOBaHUN?

- reHepanuaauua: MOXeT Nnu rmybokas HEMPOHHAA CETb NPOW3BOAWNTL MHTEPMONALMIO BO BXOAHOW obnactin?

- cMelleHune obnactu: paboTtaet nu rybokas HeMpoHHaa ceTe B obnacTu obyyalowmx AaHHbIX?
pobacTHoCTbL — ©e30nacHOCTb: MOTYT N HeBoMbLUWE HapyLLeHUs (BpPeAOHOCHbIE UMM HET) UBMEHUTL BLIXOAHLIE
JaHHbIe?

- pa3Hoobpa3une: 4To 03Ha4aeT pa3Hoobpaane B KoHTeKcTe rmybokoro obyyYeHusa 1 kak obecnednTb 4OCTaToMHOE
pasHoobpasue (Hanpumep, pasnuyHble apxXUMTEKTYpbl rMyBoKoro obyveHus, pasnuyHble Habope! JaHHbBIX AnA oByyeHns)?

- [OBEpME: KaK paccMaTpyBaTh JOBEPUTENbHbLIE YPOBHM B KOHTEKCTE rMyBboKoro obyyeHua?
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OTK CBOMCTBA MOXHO COMNOCTaBUTL C TPEMS aTanaMun NpuHUKMNa peanusaumm, kak nokasado B tabnuue B.1.

Tabnuua B.1— CooTHeceHwe CBONCTB C aTanamMuy NpuHUMNa peanniaumm

Croii WHAyapaBEkUESHE K ObpaboTka 1 nony4yexne
BOWCTBA C6op gaHHbiX 13 obyvaroLwmnx AaHHbBIX 1
YENoBEYECKOro 3HaHWUA FEHHE e RRERRR

KoHkpeTtusaums —_ X X
WHTepnpeTupyemocTb o X
leHepanmaauma — X
CwmelleHue obnacTtu — X X
PobacTHocTb — Be3onacHocTb X — X
PasHoobpasue X X X
[oeepue — — X

TexHonorua VW, ncnonesyemana B aTol cucTeEME, MOXeT BblTb OTHECEHA K kraccy |l, MocKomnbKy, Kak nokasaHo B
Tabnuue B.2, cyllecTByeT BO3MOXKHOCTb ONpenennTs Habop OOCTYMNHbLIX METOAOB M CNOCOGOB, YAOBMNETBOPSALNX CBOMW-
cTBaMm (Hanpumep, BCe elle MOXHO MCMOoNb30BaTh ONpeferieHHble KOMMNeHcaunoHHble MeToasl Bepudukauun u Banvaa-
umKn), Tak yto TexHonornsa MM MoxeT CoOOTBETCTBOBaTb YCTAHOBIMNEHHbIM KPUTEPWUSM, a pa3paboTka OCYLIEeCTBMAETCA B
COOTBETCTBMM C MNOAXOOALLMMK MpoueccamMu.

B Tabnuue B.2 npvBeneH npumep aHanu3a CBOWCTB Ha NMPUMEHUMBIX 3Tanax KOHUENUWW, a TakKe onpedeneHs
Tembl, KIMN3, gocTynHble MeToabl U CPeACcTBa ANA YAOBNETBOPEHUS 3TUX CBOMCTB.

Tabnuua B.2 — lNpumep aHanu3a CBOWCTB

3Tan: MHoyLMpoBaHUe 3HaHWA M3 0ByYatoWnX AaHHbIX U YernoBEYECKoro 3HaHus
>Kenaemoe CBOMCTBO: KOHKpETU3aunsa

HocTtynHele meToabl

Tema Hetanu KMNa
N UCTOYHMUKK
OnpeneneHve Habopa Konu4ecTtBo gaHHbIX; [MokpbiTve Habopa gaHHbIX; Py4Has nposepka;
[aHHBIX TMN HeobXooMMbIX AaHHBIX | pacnpefdeneHve Habopa AaH- | akTuBHoe oby4yeHue

(Hanpumep, knaccbl 0ObEK- | HbIX;

TOB, OnpedeneHne AaHHbIX | Npumep: Habop AaHHbIX Co-
ofbekTa, norogHele Yycno- | Aeput wnsobpaxkeHwsa, nony-
BWS, reorpadn4eckmini peru- | YeHHble ANA PasnuYHbIX TUMOB
OH, choHOBaSA cLeHa); AOpOr Npu paznuuHbIX noroa-
pasgeneHne AaHHbIX MeX- | HbiX YCHoBuMsX, a cbop gaHHbIX
oy ofydyeHuem, NMPOBEPKOi | NpoMcXoauT B 4HEBHOE BpPEMS

W TECTUPOBAHUEM CYTOK
Onpepnenenvie nonuTuk | Paamertka gaHHbIX; Pacnpegenexue KadecTsa
MapKUPOBKM 06paboTKa OKKITH3WMY; MapKUPOBKMK;

KONMWYECTBO Pa3METYMKOB, | MPUMER: TPaHuLbl AOPOKHbIX
pasmevalwmMx ogHW W Te | nornoc 0603Ha4eHbl MWKCenb
Ke OaHHble 3a nukcenem. Kaxxgoe nsobpa-
XeHve pasmevaeTcs  ABYMSA
He3aBMCUMbIMW  pa3MeTyuKa-
mu. 10 % cnyyanHo BbeIBpaH-
HbIX AaHHbIX OOMNONHUTENbHO
pa3mevaloTcs TPeTbUM pas-
METHUKOM

B.3 MNpumep vcnonb3oBaHWA B po6oTOTEXHUKE

Mpymep, NpUBEAeHHLI B HACTOSALWEM pa3saene, NpeactaenseT coboi aBTOHOMHYK MOBMIbHYH0 NNaTopMy, KOTo-
pas NepeBo3uT MaTepuarns! Mo NPOMbILUNEHHOMY CKMagy.
Cuctema pasgeneHa Ha npuknagHyto obnacte u obnacTte GeaonacHocTy:
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- NpuknagHasa obnacte BKMK4aeT HeCnpoBOAHYI0 CBA3L C CMCTEMOW YNpaBneHUss aBTONApPKOM ATsi MoMny4YyeHusa 3a-
4ad 1 obHOBMNEHWUI, a Takke nokansHoe MO Ha ycTpOWCTBE ANS BLINOMHEHUS 3a4ad (Nnokanuaauuws, HaBurauns, coctas-
neHue KapT);

- obnacte BesonacHocTM obecnevmBaeT Takue pyHKUMM De30MacHOCTW, Kak aBapuiiHaa OCTAHOBKA, 3allMTHas
OCTAHOBKA, OrpaHWYEHNE CKOPOCTM W OTKITIOYEHUE 3BYKA.

Cuctema MmoxeT ObiTb 0003HaYeHa kak aBToOMaTUHECKN yNpaBnaeMbli NMPOMBILLNEHHBIA NOrpy3y4nk — no [19] n mo-
BUNbHBIA NPOMBILLEHHBIA poboT (Tun B) — no [20].

Cdepa npuMeHeHMA NpuMepa orpaHuy4eHa peanusauuei yHKUUM 6e30MacHOCTH 3aLLMTHOM OCTAHOBKWU, MOCKOMb-
Ky 9TO eanHcTBeHHan dyHKumMs BesonacHocTu, B koTopow ucnoneayetca MO. lMpenononaraetca, yto Bce doyHKUMKM Bes-
0nacHOCTU HEe3aBUCUMBI APYT OT Apyra, a npuknagHas obnacTte M3onvpoBaHa ot obnacTti GesonacHocTy.

Ha pucyHke B.2 nokazaHo ynpoLeHHOe NpeacTaBneHe 3T0M CUCTEMbI, OrPaHUYEHHOE KOMMOHEHTaMK, OTHOCALLM-
MUCA K oyHKUMKM 6e30NMacHOCTW 3aLMTHOW OCTaHOBKKW. [aTymkn Kamepbl BOKpYT poboTa nepedatoT 3obpaKeHUsi B HEMPOH-
HYI0 CETb, KOTOpas co3faeT uzobpaxeHue rmybuHbl. M3obpaxeHune rmybuHel npeobpa3yeTcsa B TpEXMEpHOe NpeacTaene-
HWe cueHbl. BeinonHAETCA NpoBepKa, HE NPOU30LUNO Ny HapyLleHve npaeun 6esonacHocTu. Ecnv ato Tak, To ABuratento
MOChLINAEeTCHA CUrHan 3allMTHOW OCTAHOBKM. XOTS Ha poboTe nokasaHbl JOMONHUTENBHEIE OATYUKU, NpeanonaraeTcs, 4to
dyHKUMA Hez0nacHOCTU MOXKET BbITb peann3oBaHa Ha KaKaoM AaTyMKe He3aBUCKUMO (B OTIIMYME OT «CUCTEMbI CUCTEMY).

MoBunbHbIA NPOMBILLNEHHBIA po6oT
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PucyHok B.2 — lNpumep MOBUNBEHOIO NPOMLILLNEHHOTO poboTa

KomnoHeHThl MO TeMHO-Cceporo LBeTa C XUPHbIM YepHBIM KOHTYPOM (T. €. HEWpOHHas ceTk U M3obpaxeHwe rnybu-
Hbl) NPeacTaBNAT MOTUKY U BbIXOOHbIE AaHHbIE, HEMOCPEACTBEHHO co3nasaemMbie mogensio MO. Bce ocTanbHble KOM-
MOHEHTLI, BhIAEMNEHHbIE CEPLIM LIBETOM, HE BXOAAT B 06nacTb NpUMEHEHUS HACTOSALLErND CTaHAapTa, NOCKOSLKY OHU MOTYT
ObITe NOATBEPKAEHBI C MOMOLLbLIO CYLLECTBYHOLLMX CTAHAAPTOR. TEMHO-CEPLIE KOMMOHEHTLI MOXHO paccMaTpvBaTh Kak
YPOBEHb MCNOMNb3oBaHuA A1, Kak onncaHo B 6.2, NOCKOMbKY OHW MCMOoNb3yoTcs B cucteme 3/3/T13, MMetoLLen OTHOLEHWe
K 6e30MacHOCTH, U BO3MOXHO aBTOMAaTU3UMPOBaHHOE NPUHATUE pelueHuid M.

Vicxoasa u3 npvHUMNOR, ONUCaHHLIX B pazaene 8, cnegylowme CBOWCTBa MOryT BbITh Haanexalmm obpasom yuTeHsl
komnoHeHTamun VW ana nanHoi obnactn npyuMeHeHns:

- KOHKpeTtu3auma. Kakoerbl TpeboBaHua k cetn? Kak 3Tu TpeboBaHWsi COOTHOCATCH C CYLLECTBYIOLUMW cTaHOap-
Tamun anga gatynkoB GesonacHoCTK, Takumu Kak [18] u [17]? YTto npeactaensaT cobor obyyatowme u3obpaxeHua ans
HEMPOHHOWM CeTH, Kak 3TU n3obpaxeHusa cooTHocaTcA ¢ paboyven cpegoin? Ckonbko M300paXeHWn pasnnyHbIX KNaccoB
gocTatovHo Ans obyvyeHua?

- cmelleHne obnactu. YTo genatb, ecnu cpeda pa3BepThiBaHWA OTNMYAETCH OT Cpedbl, UCMOoNb3yeMOoN BO BPEMS
obyyeHna?

- npoeepsiemocTb. Kak oLeHnBaeTca Npon3BoanTeENLHOCTL HEMPOHHOM ceTn? Kak aTa oueHka cornacyeTca ¢ cyLe-
CTBYHOLLMMM CTaHZapTaMmu ans gatymkoe 6e30nacHOCTH, Takumu kak [18] un [17]7
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- pobacTHOCTb. HackonbKo HeWpOHHas CeTh YCTOWYMBA K HAPYLUEHWAM BXOAHbIX OAaHHBIX, BbI3BAHHBLIM pasnin4HbIMA
npuyMHamu (annapartHoe obecneveHune, hakTopbl OKpyKaloLWwen cpedbl, MaMeHeHns B paboTe, yctapeBaHue U T. 4.)7

- VHTEpPnpeTupyeMocTb. MOHATHLI N peaynsTaThl, Nony4eHHsle ceTeio? COOTBETCTBYIOT MU NONy4YeHHLIe pesynsTa-
Thl OXKMAAEMbIM pe3ynkTartam, onpeaeneHHsIM TpeboBaHuaMK BeaonacHocTu?

- NOHATHOCTb. [MOHATHBI N KOMMOHEHTBI, U3 KOTOpbIX cocTouT Mogens MO? Ecte nv npuunHa ansa Beibopa Bapu-
aHTOB NpoekTupoBaHnA? CoOTBETCTBYET N 3TOT Bbibop BXoAHBbIM TpeboBaHMAM?

B Tabnuue B.3 gaHHble CBOWCTBA COOTHECEHBI C TPEXaTarnHbIM NPYHLUMNOM peanuaauuv 13 pasgena 7.

Tatnuua B.3 — CooTHeceHWe CBOMCTB C 3Tanamu NpuHUMna peanusaunmn

MHAayuupoBaHue 3HaHui

ObpaboTka 1 nony4yexune

Csolictea Cbop aaHHbIX 13 0By4aloLMX AaHHbIX NAHHEIX HA BLIXORE
1 vYenoBe4veCcKoro 3HaHusA

KoHkpeTuzaums X X X
CwmelieHne obnactu — X X
lMpoBepsieMoCTb — X X
PobacTtHocTb X — X
MHTepnpeTupyemMocTb — X
[MoHATHOCTL — —

B Ta6nnu,e B.4 nprBeneH npuMep aHanmsa U3 TpeTbero atana npuHuuna peanm3aunn rno OTHOWEHWUK K CBOIZCTBy

NpoOBEPAEMOCTH.

Tabnuua B.4 — lNpumep aHanuaa CBOWCTB

Oran: obpaboTka 1 nony4eHne gaHHbIX Ha BbIXxode

YXenaemoe CBOWCTBO: NPOBEPAEMOCTbL

Tema

Letanu

KpuTepumn cooTeetcTeus

Kak oueHvBaeTca MpoW3BOAMTENb-
HOCTb HEMPOHHOW ceTn?

[ns 3agaHHOro BBOAA ONpedeneHue
TOrO, YTO HABMAETCH «NPABUIBHBLIMY
BLIBOOOM CETU;

onpegeneHWe TOro, Kakol OManasoH
BXOHbIX AaHHbIX OLIEHWBAETCA

KIM3 Ha ypoBHe NuKcenew,

KIM3 Ha ypoBHe n3obpaxeHus;

KMN3 Ha ypoBHe nocnegoBaTentHo-
cTH;

KIM3 Ha ypoBHe Habopa AaHHbIX

Kak npou3BoguTENbHOCTE CETU CO-
OTHOCMUTCA C CYLLECTBYHOLLUMMMW CTaH-
JaptaMmu 1 nokasatensamu B cdepe
©e3onacHocTn?

ConocTasrneHue W3MEepeHHbIX  Kpu-
TEepUeB MPOU3BOOMTENEHOCTM CETU C
CYLLECTBYIOLWMMU CTAHAAPTHBIMW KpU-
TEPUAMM;

oTcnexusaHue TpeboBaHWA OT CTaH-
OapTHbIX TpeboBaHWA K NpoW3BoaM-
TENLHOCTW A0 CeTeBbiX TpeBoBaHuUiA

MpocnexuBaemocTs TpeboBaHWNA
UK OKYMEHTbI MO COCTaBNEHUID
Kapt

Kak onpegnenvTs, 4To npouecc npo-
BEPKWU ABNSAETCS TOYHLIM (Hanpumep,
HeoXuaaHHoe NoBefgeHue U3-3a Kom-
OMHauMK hakTopoB, KOTOPOEe HEeBO3-
MOXHO yBUAETE NpU TECTUPOBaHWK
OoTAenbHbIX hakTopor)?

OgHoMepHoe ¥ MHOTOMEpHOe TecTu-
poBaHue;

CTAaTUCTUYECKUA aHanu3 TecTUposa-
HUS CNy4YaiHbIX NepeMeHHbIX;
npouecc He3aBUCKMMOI NPOBEPKM,
oLeHKa u/vnu cepTudmKaumsl cpeacTs
NpoBepKn

MnaHbl TECTUPOBAHWS;

pesynsTaTbl HE3aBUCUMOW 3KCNEPTU-
3bl;

CTaTUCTUYECKUIA aHanus;
KBanuuKkauua UHCTPYMEHTOR;
FMEA npouecca
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OkoH4yaHue mabnuus! B.4

MHCT 836—2023

Otan: obpaboTka 1 nony4eHne AaHHbIX HA BbIXode

XKenaemoe CBOWCTBO: NPOBEPAEMOCTbL

Tema

Oetanu

KpuTtepun cootsetcTBUS

Kak onpegenuTs MOMEHT OKOHYaHWA
NpoBepKn?

KonuyecTBo AaHHbIX ANA NPOBEPKY;
TUN OaHHbLIX MPOBEPKU W cnocob ux
pasfeneHna Ha COOTBETCTBYIOLLME Na-
pameTpbl;

4acToTa, ¢ KOTOPOW MPOBOAMTCA MpPo-
BEpKa;

yacToTa 06HOBNEHUS daHHbIX NpoBep-
KK;

KPUTEPUM OCTAHOBKM ANA NPOBEPKM

MnakHbl TECTMPOBaHWS;
npefonpeaeneHHblie KpUTEPUKM OCTa-
HOBKW;

FMEA npouecca

AHaNOrMYHLIN aHanM3 MOXHO NPUMEHUTL KO BCEM APYrMM CBOWCTBaM, yKazaHHelM B Tabnuue B.3, onpegenve Ha-
60p [OCTYNHBIX METOOOB M TEXHOMOMMIA AN YAOBNETBOPEHUA CBONCTBA. Takum obpasom, TexHonorua MW, ncnonesyemas
B AaHHOW cucTeMe, MOXET cuMTaTtbes Knaccom |, kak onpeneneHo B 6.2.
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MpunoxeHwne C
(cnpaBo4Hoe)

B0O3MOXHLIN npouecc U TexHonoruAa gnAa NnpoBepku U eanngauum

C.1 Obwme nonoxeHun

HacToswee npunoxeHWe OONONHAET coaepXaHue 9.3 n onucelBaeT NMpUMepPbl BO3MOXHbIX NpoUeCcCOB U TEXHUYE-
CKUX METOOOB.

C.2 PacnpegeneHne AaHHbIX, aHaNnu3 onacHOCTen U oLeHKa pyUcKa

[na noagep:xaHwa AOCTAaTOMHOMO YPOBHS B3aUMOCBA3W MeXy pacnpeneneHnemM AaHHbIX U aHanu3om onacHocTel
1 PUCKOB, onuncaHHbiX B 9.3.2 1 9.3.3 a), moryT BbITe NPUHATEI CNEAYIOLLIME MephI.

1) Ons TpeboBaHUA HA3KOTO YPOBHS:

- M3y4aloT 1 3anMCbIBaKT OCHOBHYH MPUYMMHY BO3MOXHOIO yXyALLeHus 6e3onacHocTy;

- MO pesynsTaTaM aHanva3a NPOeKTUPYIOT AaHHbIE M OTPaXKakoT MX B NPMMEHUMbIX aTpubyTax.

2) na TpeboBaHWK cpedHEero ypoBHS, B AOMOMHEHWE K OMUCaHHBIM Bbille MepaM Ans TpeboBaHWN HUM3KOIo YPOBHSA:

- aHanuM3upylT PUCKWU yXyalleHus kadectea paboTel CUCTEMBI B LIENIOM U Er0 BAVSHWE NPU ONpPeaeneHHOM YPoBHE
VHKEHEPHOTO 0XBaTa W (PUKCUPYIOT pe3ynkTaThl B AOKYMEHTAX;

- aHanM3upylT NPMMEHUMOCTL MEP K KakoMy-nubo M3 3TUX PUCKOB, a TaKKe CBA3aHHLIE C PUCKOM aTpubyThbl, Co-
JepxallmMecs BO BXOAHbLIX AaHHbIX ANA KOMMoHeHToB MO;

- aHanuM3upyoT U 3anUCLIBalOT XapakTepHbie ANA NPUNOXKEHUIA XapakTePUCTUKW Cpen, KOTopble cnocobHLI reHepu-
poeaTtb BXoAHble AaHHele ang MO, B 3aBucuMocTy oT cnoxkHocT MO v opyrux acnekTos;

- n3yyaiT Habopbl aTpMBYTOB M 3HAYEHWA aTpUBYTOB HA OCHOBE PE3YNLTATOR ATOMO aHanuW3a v 3anucbiBakoT Kpart-
KYH MHCDOPMAaUMIO O TaKnx PeLUeHnsX.

3) lna TpeboBaHnin BLICOKOTO YPOBHA B AOMOINTHEHWE K ONMUCaHHbIM Bhille Mepam Ana TpeboBaHWA HM3KOro U cpea-
HEro YPOBHS:

- M3y4yaloT OOKYMEHTbI Pe3ynsTaToB MpOoLUnbIX NPOBEPOK U AOKYMEHTbI OPYrMx NMPOBEPOK 3MIEMEHTOB, KOTOpLIE
OOMKHbI BbITh M3BMEYEHbl B KAYECTBE XapakTepuUCTUK CUCTEMHOW cpefbl, ¥ 3anvchiBaloT KpaTkyl uHdgopmaumio ob mc-
crnefoBaHWAX, NO3BOMNSOLWMX U3BMNEKaTk NPYMEHUMbIE NOOMHOXECTBA;

- W3y4aloT pesynsTaThl MPOLUNbIX MCCNEAOBaHUA B COOTBETCTBMM C 0DMacTaAMu MPUMEHEHUs CUCTEM U pUcCKaMu
yXyOLWEeHWs KayecTBa Npu UCMonb30BaHUK 0OLMX CUCTEM M 3aMNUCLIBAKOT Pe3yrbTaThl UCCNENOBaHWNA, BKITHOMAA KOHTEKCT
BblBopa;

- VICKMIOYAT PUCKW yXyOLEeHWA Ka4yecTBa Npy UCNONb30BaHMM 0BLWX CUCTEM C NMOMOLLBLIO UHXEHEPHOIO aHanuaa,
Takoro Kak aHanwua gepeBa 0TKa3oB, U 3anuchIBalOT UX pe3ynkTaThl.

[na onpenenexnsa Habopos atpnbyToB, CBA3AHHbIX C BbISBMEHHLIM PUCKOM, NPUMEDLI aCNeKToB, KOTOPbIE CreayeT
YYMTBIBATE, BKIHOYAIOT:

- Dba3oBble 3HaHUA O CYLLECTBYIOLLEM NpoekTe (yHKLMOHaNbHOW Be30nacHoCTH, CYLLECTBYHLWMWX NEPEYHAX onac-
HOCTEN B KaxkO0i 06nacTi NpUMEHEHWUS MK pe3ynkTaTtax MO3roBOro WTYpMa Ha OCHOBE NMPUMEPOB OMacHOCTEN, OnacHbIX
CUTyauuMi U onacHblX cnyyaes, npuBederHslx B [OCT ISO 12100,

- aHanua cny4aes B Bonee paHHMX CUCTEMAX M aHanorMyHbIX cuctemax Ha ocHoee MO;

- MOMOSIHEHWE 3HaHWA NPeaMETHOI 0bnacTy NyTeM MO3roBOro LUTYpMa C Nonb30BaTensamMu,;

- NOMOMHEHWE 3HAaHWUA O MPEeABapPUTENBLHO WMCMOMb3YEMbIX AaHHbIX M UCKIMKYUTENbHBLIX CMy4Yasx, BbIABNEHHLIX B
XOAe UCMbITaHNA 0By4YeHUs Ha 3Tane NPOBEPKM KOHLIEMLMW.

C.3 NokpbiTe AaHHbIMY OANA BLIABNEHHLIX PUCKOB

CnegywolwmMM Warom SBMNAETCA HanuMymMe A0CTaTOYHOro KOMMYEeCcTBa pa3HOODbpasHbIX AaHHbIX MO KaOoMY BbiAB-
neHHoMy pucky. [poBepuTb pacnpefeneHve 3HaveHuid atpubyTOB OTHOCUTENBHO HECMOXHO, eCru OonpefdeneHo noa-
MHOXECTBO [aHHbIX, OTHOCALLMXCH K KOHKpPeTHOMY pucky. OgHaKo, NocKonbKy B TMMMYHBLIX ChyYasx ucnonb3oBaHus MO
KOMWYECTBO aTpuBYTOR MOXET CTaTbk HEYNpPaBNseMbIM, MPOBEPKa BCEX KOMBUHALWIA 3HAYEeHWA aTpubyTOB, BEPOATHO, He-
peanucTuyHa. BMecTo aToro MMeeT cMbICT UCMOMb30BaTh Kakoi-nubo nokasaTtens oxeata AN OLUEHKW BEPOSITHOCTU TOTO,
YTO BCE BaKHbIE U3 HUX ObINKU paccMoTpeHbl. B obnactu nccnegosarua TectupoBaHua 10 MCnonbayeTcsa HECKOMBKO Mo-
KasaTenei TECTOBOIO NMOKPbITUA, OOHMM W3 BO3MOXHbLIX PELUEHWA ABMAETCA MOBTOPHOE UCNOMb30BaHUE TAKON KOHLeNUUn
Ong onpeneneHns NOKPLITUS, B YACTHOCTU, KOHLEMLMW KOMBUHATOPHOTO TECTUPOBaHUS.

DyHKUUM 0O BACHUMOCTI MOOENW MOXHO MCMONL30BaTL A4 NPOBEPKKM MONHOTHI AaHHLIX B AOMOMHEHWE K NPOBEpKe
Ha COOTBETCTBME CreLduKaLnsam.

Takvm oGpa3om, HEKOTOPbLIE BO3MOXKHbBIE MEPLI AN 3TOW noasagadv MoryT ObiTb YCTAHOBMNEHbI Cnegyrowmm ob-
pa3som:

1) Ana TpeboBaHWA HU3KOTO YPOBHA:

- obecneymnBaloT HaNMYMe HEKOTOPBIX BXOAHBLIX AAaHHbLIX OIS KaXOoro U3 atpubyToB, COOTBETCTBYHILLMX OCHOBHbLIM
thakTopam pwcka;
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- ybexarTcs, YTO HEKOTOPbIE MCXOOHbIE AaHHble COOTBETCTBYHOT KOMBMHALIMAM COCTaBHbIX DaKTOPOB pUCKa;

- WU3BneKkawT aTpubyThl paznuuunii ANs KpanHe BaXHbIX (DAKTOPOB OKpY:KaloLen cpeabl U NoaroTaBnNUBalT AaHHbIE,
COOTBETCTBYIOLME KOMBUHALMAM C cepbe3HbIMU thakTopamu pucka.

2) Ang TpeboBaHuiA cpedHero ypoBHs B JOMOMHEHWE K ONUCaHHBIM Bbille Mepam Ana TpeBoBaHUM HA3KOTO YPOBHS:

- ybexgalTcs, YTo AaHHble, COOTBETCTBYIOLME 0COBEHHO BakHbIM (hbakTopam pucka, B MPUHLUMNE COOTBETCTBYIOT
cTaHgapTam napHoro oxeara.

3) Ona TpeboBaHWI BLICOKOro YPOBHS B OOMOMHEHWE K ONUCaHHbIM Bbille Mepam Ansd TpeboeaHWi cpedHero u
HW3KOro YPOBHSA:

- W3 UHKEHepHbIX coobpaXeHu ycTaHaBNMBalOT cTaHAapThl oxBaTa aTpubyToB M Habopbl KOMBUHALMIA 3HAYEHWUIA
aTpubyToB, KOTOPLIE YAOBNETBOPAT CTaHAapTaM OXBaTa;

- onpepenstoT TpebyeMblli YpOBEHL CTPOroCTW CTaHAapPTOB MOKPLITUA (NapHOe MOKPbITME, TPOWHOE MOKPbITUE U
T. 4.) C y4eTOM MCNONb30BaHWsA CUCTEMBI M CTeneHu pucka. CTaHgapTel MOryT ObiTh YCTAHOBMNEHB! MHOMBUAYaNbHO ANS
KapKOoro pucka, rage a1o Heobxogumo.

C.4 PazHooGpa3ue gaHHbIX AN BbIABMNEHHbLIX PUCKOB

YnpaBneHue npoueccom cbopa gaHHbIX MO3BOMNSET NONYYUTh pa3Hoobpasue OaHHbLIX, UMEHLLMX CXOXKUE 3HAaYeHWA
aTpubyToB, MNOCKOMbKY B 0BbIMHOM MpunoxeHun MO Mano 4To M3BEeCTHO O Takom pasHoobpasuu gaHHblx. Heobxogumo
TLATENbHO NPOaHaNMavpoBaTh UCTOYHUK AaHHbIX U ero 06paboTky, 4ToBbl rapaHTUpoBaTL OTCYTCTBUE NPEAB3STOCTM AaH-
HbIX K HEKOTOPBIM KOHKPETHBIM BXOAHLIM YCINOBUSIM.

HexoTopkle BO3MOXHLIE MEpbI ANs 9TOW Nog3anaqn BKYaoT:

1) Ona TpeboBaHWIn HU3KOTO YPOBHSA:

- aHanM3upyT UCTOMHUK U METOA, NONMy4eHUs TeCTOBbLIX HABOPOB AaHHbIX, YTODbI yOEOMTLCA, YTO B MPUKNaOHbIX
CUTyauusix He oBHapyXeHO CUCTEMAaTUYECKOW OLLIMBKN;

- UCKMYaloT BbIDOpKM Be3 cMeLleHnsa NCXOOHbLIX AaHHBIX ONA Kaxaoro cnyyas, 4yTobbl ybequTbes, YTo CMeLLeHne
He oBHapy»XeHo;

- 3anvchblBaloT AeWCTBUA, BbINOMHEHHbIE ANA NPEAOTBPaLLEHWA NPEAB3ATOCTH;

- ybexpatoTca, 4To Habopbl 00y4aroLLMX M TECTOBLIX AAHHBIX 4OCTAaTOYHBI 4718 KaX40ro criydas, npoaHanvM3npoBaH-
HOro Ha 3Tane oby4yeHWs, aTane NPoOBEPKU U T. A.;

- ecnv Ond Kakoro-nmbo crydasa HEeBO3MOMXHO MOMY4YUTb AOCTaTouHble obyvalollmMe OaHHble, nepecmaTpuBaoT
cTaHAapThl OXBaTa WM 3anMCchIBAKOT TO, YTO AOMKHO BbITh MPOBEPEHO UHAVBUAYaNLHO C NOMOLLLI TECTOB CUCTEMHON WH-
Terpauuy B COOTBETCTBUW C MCXOOHBIMW CTaHAApPTaMM.

2) [ina TpeboBaHnii cpegHero ypoBHA B A0MNOMHEHUE K MEPaM, ONMCaHHLIM Bhile, And TpeboBaHuiA HU3KOTO YPOBHS:

- OUEHMBAIOT NPUONU3UTENBHYH BEPOATHOCTL BO3HUKHOBEHMWA A5 KAXO0ro 3Ha4eHusa atpubyTa unm Kaxaoro cry-
yas;

- MPOBEPSIOT, HE OTKMOHAKTCA MU NOMYyYeHHbIE AaHHbIE OT OXWAAEMOro pacnpeaeneHus;

- ONA KaXK40ro cnydvas ycraHasnuealoT pa3Hoobpasne NogMHOKEeCTBa OaHHbIX, COOTBETCTBYIOLWENO ChyYar, Wc-
Nonb3yA HEKOTOPBIE YNCIOBLIE MOKA3aTeNny UW NorM4eckue KpuTepun. Hanpumep, B KaXk4oM cryyae, Korga ecTb Kakou-
nunbo aTpubyT, He BKIMIOYEHHBIVW B 3TOT CryYai, UCKMIO4YaloT pacnpegeneHve, cBa3aHHoe ¢ aTuM atpubyTtom, n ybexaaroTca
B OTCYTCTBMM 3HAYUTENBHOIO CMELLEHUA.

3) Ina TpebGoBaHuiA BLICOKOrO YPOBHA B QOMNOMHEHME K MepaMm, onucaHHbIM Bbiwe, Ans TpeboBaHuiA cpegHero u
HM3KOro YPOBHEMN:

- MOMYy4YaloT MoKazaTeny OXBaTa OaHHbIX, BKMKYEHHBIX B KaXabli cnydai. Hanpumep, Heobxogumo npoBepuTsb,
CYLLECTBYET N KOPPEensauusa MeXAY AaHHBIMU, OTITMYHBLIMK OT 3Ha4YeHUd aTpubyToB, BKITIOYEHHBIMM B KOMBMHALMW Bapu-
aHTOB, C MCMOMb30BaHWEM U3BMEYEHMS NPU3HaKOB UnK Noboro gpyroro MetToga.

Cm. k 9.3.6 1 9.4 aona nony4yeHna nHdopMaLmn 06 UCNONb30BaHWU paclUMpeHnsa AaHHbIX U CUMYNATOPOB ANA yBe-
NUYEHUA pa3Mepa AaHHbIX.

C.5 HagexHocTb U poBacTHOCTb

[Ons obecnevyeHna HaOEKHOCTU U pobacTHOCTK creHepupoBaHHoi Mogenn MO Heobxogumo ncnonb3oeats 06bIY-
Hele nokasatenu MM n HaBop TectoBbix gaHHeIx. OgHako obecnedyerHve HagexHocTy MO B HacTosLee BpeMs ABNAETCA
CnoxHoW Npobnemoli.

MHdopmaums, npeactaenenHas B 9.3.3 d), no3eonaeT caenate BbIBOAbI O BO3MOXHOCTU NPUMEHEHWNA HEKOTOPbLIX
meToaoB.. [1na npunoxeHuii ¢ bonee HU3KKUMK TpeboBaHUAMK 0BLLMX NpegocTepexeHid YacTo bbiBaeT gocTaToyHo. [Ana
TpeBoBRaHWN BLICOKOTO YPOBHSA HEOBXOAMMO NPOBEAEHNE YACMEHHOTO UNK hopMansHOro aHanunaa ctabunsHOCTU.

MoryT 6bITb MUCNONL30BaHbI HEKOTOPLIE N3 CNEeaYHLLMX TEXHOMOTWIA:

1) Ans TpeboBaHWIA HU3KOTO YPOBHSA:

- perynapvsauus;

- Kpocc-Banupauus;

- pPaHOOMM3MPOBAHHOE OBYYEHUE;

- KccnegoBaHWe pasMepa Mogeni.
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2) lns TpeboBaHWi cpegHero YpoBHA B AOMNOMIHEHWE K TEXHOMOMMAM, ONMMCaHHLIM Bbllle, Ang TpeboBaHWIA HU3KOTo
YPOBHS:
cocTazatensHoe oby4eHue;

- CIMaXXuBaHue;

- reHepauuWs COCTa3aTerbHbIX NPUMEPORB UM TECTbl 0BHapYKeHus.

3) Aina TpeboBaHMiA BLICOKOTO YPOBHSA B AOMNOMHEHWE K TEXHOMNOMMAM, ONMcaHHbIM Bbille, AnsA TpeboBaHui cpegHero
1 HA3KOTO YPOBHSA:

- OUEeHKa MakcumanbHoro 6e3onacHoro paguyca;

- hopmManbHO NpoBepeHHoe 0by4YeHre pobacTHOCTU U CrNaXnBaHue.
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MpunoxeHune D
(cnpaBo4Hoe)

CootBetcTBue mexay [1] w TOCT P M3K 61508-1

[1] onuceiBaeT xM3HeHHbIR uukn cuctem WA kak cepuio npoueccos. FOCT P MGK 61508-1 onucklBaeT XKU3HEHHbIN

uwrkn 6esonacHOCTH Kak cepuio das.

Mpumeuvanne — [OCT P M3K 61508-1 onpegensieT HOPMaruWBHbIE 3HAYEHUSA BXOOHLIX AAHHBIX, AeATENb-
HOCTW W BbIXOOHbIX AaHHbBIX, TOrAa Kak [1], ocHoBaHHbIW Ha [21], onpegenseT NpoLUecchl Ha NPOTSXXEHNW BCEro XXU3HEHHOTO

UMKNna B paMKax CNCTEMBbI.

Oba craHgapTa onpefensaT Habop npoueccoB U a3 Ha NPOTSAXKEHUM BCErO KM3HEHHOro Lukna cuctembl. Oba
cTaHAapTa No3BONSAT M3MEHATE MNOCNEA0BATENLHOCTL BLIMOMHEHWS KaxXaoro npolecca unv assl, a Takke NoBTOPSTh
npouecc unu gasy npu ycrnoBum, 4To BAMSHME AOMNOMHUTENBHOW paboThl TAKKE YYUTLIBAETCH B COOTBETCTBUM CO BCEMMU
OpYrMMK npoueccamu unu hazamun, KOTOpbIE 3aTparvearTcs AOMNONMHUTENBHON paboTon.

B tabnvue D.1 npuBeneHo conocTaBrneHWe TEXHWYECKUMX npoueccoB no [1] M a3 KM3HEeHHOro UMKna no
FOCT P M3K 61508-1. Opyrue npouecckl no [1] Taloke NpUHUMANTCH BO BHUMaHue, B 0coBeHHOCTU NpoLece ynpasneHuns

pPUCKamMn.

Tabnuuya D.1— CootBerctBue Mmexny fOCT P M3K 61508-1 v [1]

HKuaHeHHbIA uMkn cuctem BesonacHocTr (FOCT P M3K 61508-1)

HusHeHHbIA umkn cuctem UK [1]. TexHrmyeckne npoueccol

KoHuenuwus (FOCT P M3K 61508-1—2012, pycyHOK 2:
1 KoHuenuuga)

Mpouecc aHanw3a busHeca unu 3agaudw;
npouecc onpegenenus TpebosaHuin n notpebHocTen
3aMHTepecoBaHHbIX CTOPOH

OnpepneneHve obnacTv NpUMeHEHNs BCEW CUCTEMBI
6ezonacHocT (fOCT P M3K 61508-1—2012, pucyHOK 2.
2 OnpegeneHve obnactv NpUMeHeHUs BCEW CUCTEMBI
BbezonacHoCTK)

Mpouecc onpeneneHnsa TpeboBaHnia M noTpebHocTEN
3aMHTEpPecOoBaHHbIX CTOPOH;
npouecc cnpeaeneHnsa cMcTeMHeIX TpeboBaHwii

AHanua onacHocten v puckos (FTOCT P M3K 61508-1—
2012, pucyHok 2: 3 AHanu3 onacHOCTEN U pPUCKOB)

Mpouecc ynpaBneHusa puckamu

TpeboBaHua ko Bceln cucteme GesonacHOCTH
(FTOCT P M3K 61508-1—2012, pucyHok 2: 4 TpeboBaHua
KO Bcell cucteme BezonacHocTu)

Mpouecc onpeneneHns TpeboeaHuiA M NnoTpebHoOCTEN
3aUHTEpecOBaHHbIX CTOPOH;
npoLecc onpeaeneHnst CMCTEMHbIX TpeGoBaHuii

PacnpeneneHune TpeboBaHWI NO BCeW cucTemMe
6ezonacHocTn (FOCT P M3K 61508-1—2012, pucyHok 2:
5 PacnpeneneHue TpeboBaHuiA No Bcen cucteme 6es-
OnacHocTK)

Mpouecc onpegeneHns apxuTekTyphbl;

npouecc onpegenenus TpebosaHuin n notpebHocTen
3aMHTEepecoBaHHbIX CTOPOH;

rpouecc onpeaeneHns cucTeMHbix TpeGoBaHuin

lMnaHupoRaHue akcnnyaTauum U TEXHUYECKOro
obcny:MBaHWA BCer cUCcTeMbl Be3onacHOCTK

(FTOCT P M2K 61508-1—2012, pucyHok 2: 6 NnaHupoBa-
HWE IKCNnyaTaumMm M TEXHWYECKoro obcnyKnBaHna Bcen
cucTeMbl Be30MacHOCTU)

I'Ipou,ecc aKcnnyatauuu,
npouecc TexHn4eckoro OﬁCJ’Iy)KMBaHMFl

MnaHvpoBaHWe NoATBEPKAEeHWA COOTBETCTBUSA BCEM
cucteMbl beaonacHocTn (FOCT P M3K 61508-1—2012,
pucyHok 2: 7 MNnaHnpoBaHue NoaTBEPXKOEHUA COOTBET-
CTBWSA BCeW cucTeMbl Be30nacHOCTH)

I'Ipou,ecc noaTeepXxneHuA COOTBETCTEBUA

lnaHnpoBaHuWe yCTaHOBKW W BBOGA B IKCNIyaTaUMo BCEN
cucteMbl BbesonacHocT (FOCT P M3K 61508-1—2012,
pucyHok 2: 8 MNnaHnpoBaHWe yCTaHOBKM U BBOOA B 3KC-
nnyaTtaumMio Bceil CUCTEMbI 6E30MacHOCTH)

[Mpouecc BBOAa B gelcTBUE
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lpodomxeHue mabnuyel D.1

HuU3HeHHbIW UMK cucTem GesonacHocTu (FOCT P M3K 61508-1)

HunaHeHHbIR unkn cuctem KA [1]. TexHudeckne npouecchl

Cneundmkaums TpeboaHui k 3/3/T13 cucteme
6esonacHoctm (FOCT P M3K 61508-1—2012, pucyHok 2:
9 Cneumndomkaums TpebosaHun k 3/3/MN3 cucteme Hes-
OonacHocTK)

[Npouecc onpenenenunsa TpeboBaHuii U NoTpebHocTen
3aUHTEPECOBaHHbLIX CTOPOH;
npoLecc onpefeneHna CUCTEMHbIX TpeboBaHMiA

YcTaHOBKa 1 BBOA B 3KCMIyaTauuto BCEW CUCTEMBI
6esonacHoctn (FTOCT P M3K 61508-1—2012, pucyHok 2:
12 YcTaHoBKa 1 BBOA B 3KCNNyaTauuMio BCEW CUCTEMBI
©6esonacHocTu)

lMpouecc BBOAa B AelCTBUE

MoaTBeEpOEHNE COOTBETCTBMA BCEW CUCTEMBI
6esonacHoctn (FTOCT P M3K 61508-1—2012, pucyHok 2:
13 MNMoaTeepaeHne COOTBETCTBMS BCEW CcUCTEMbI Be3-
onacHocTK)

I'Ipou,ec:c noaTBePXOeHNA COOTBETCTBUA

Cneundmkauuna TpeboBaHui NpoekTupoBaHus 3/3/

M3 cucrembl (FOCT P M3K 61508-1—2012, pucyHOK 3:
10.1 Cneundunkaums TpeboBaHuii npoekTupoBaHms 3/3/
M3 cuctembl)

Mpouecc onpeneneHus apxXUTeKTYpbI;
MpoLecc onpeaeneHns NpoeKTYpoBaHns;
MpoLecc CUCTEMHOTO aHanum3sa

[MnaHmpoBaHWe NoATBEPKAEHUSA COOTBETCTBUSA
B6esonacHoctn 3/3/M3 cuctemel (FOCT P M3K 61508-1—
2012, pucyHok 3: 10.2 NMnaHvpoBaHve NoaTBePKAEHUA
cooTBeTcTBKUA BesonacHocTy 3/3/M3 cucTeMbl)

I'Ipou,ecc nogTeepXaeHns coOOTBETCTBUA

MpoekTnpoBaHwne 1 paspaboTka cuctembl (FTOCT P M3K
61508-1—2012, pucyHok 3: 10.3 NpoekTupoBaHue 1 pas-
pabotka 3/3/N3 cuctemsl, Bkntodas CHC un M0O)

Mpouecc cUCTeMHOTO aHanuaa;
npouecc pazpaboTku

WHTterpauums cuctemel ([OCT P M3K 61508-1—2012,
pucyHok 3: 10.4 WHTerpauusa 3/3/T13 cuctemsi)

Mpouecc nHTerpaumm

Cneundrkauus TpeboraHui K N0 cucteMsl
©esonacHocth (FOCT P M3K 61508-1—2012, pucyHok 4:
10.1 Cneundukauns TpeboaHuii k MO cucTembl 6es-
onacHocTK)

[Mpouecc onpegeneHus TpeboBaHuii U NoTpebHocTewn
3avHTEepecoBaHHbIX CTOPOH;
npoLecc CMCTEMHOMO aHanusa

MpoekTnpoBaHue 1 paspaboTka MO
(FOCT P M3K 61508-1—2012, pucyHok 4: 10.3 lNMpoekTtn-
poBaHue v paspabotka M10)

Mpouecc cbopa AaHHbIX;
NPOLECC UHXUHUPWHIA daHHbIx WA;
npouecc paspaboTku

MnaH noaTBeEpPXAEHNA COOTBETCTBUA AnA acnekTor M0
cuctembl BezonacHoctu ([OCT P M3K 61508-1—2012,
pucyHok 4: 10.2 NMnaH nogTBepXaeHUs COOTBETCTBUA ANs
acnekToB N0 cucTeMbl 6ezonacHOCTH)

MpoLecc NOATBEPHKAEHWS;
MPOLECC NOATBEPHKOEHNUSA COOTBETCTBUA

WuTerpauns nporpammMupyemoro obopynoeaHus
(TexHuyeckme cpegctea u M0) [FOCT P MOK 61508-1—
2012, pucyHok 4: 10.4 UHTerpauusa nporpaMmmMmupyemMoro
obopynoBaHus (TexHu4eckne cpeactea u 10)]

Mpouecc nHTerpaumm

Mpoueaypbl SKCANyaTaUmMmn U TEXHUYECKOTO
obenyxueanua MO (FOCT P M3K 61508-1—2012,
pucyHok 4: 10.5 MNMpouenypsbl akcnnyataumMm U TEXHUYECKO-
ro obcnyxumeanua MO)

I pouecc akcnnyatauunu,
npouecc TeXHKW4YeCKoro OGCﬂyKMBaHMH

[NogTeep:KaeHne cooTBeTCTBMA acnekTos O cucTeMel
6esonacHocTu (FOCT P M3K 61508-1—2012, pucyHoK 4:
10.6 MoaTeepxnerune cooteeTcTBKa acnektos MO cucte-
Mbl Be30MacHOCTH)

I'Ipouecc nogTeemKOeHnA COOTBETCTBUA
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MHCT 836—2023

HKunaHeHHbIn unkn cuctem BesonacHocth (FTOCT P M3K 61508-1)

HKuaHeHHbIR umkn cuctem WA [1]. TexHnydeckue npoueccol

Mpouenypbl yCTaHOBKM, BBOAA B AEACTBME, IKCMyaTaLmnm
1 TexHunyeckoro obenyxusanna 3/3/T10 cuctemsl
(FTOCT P M3K 61508-1—2012, pucyHok 3: 10.5 Mpo-
Leaypbl yCTAHOBKW, BBOAA B AEWUCTBUE, IKCMnyaTauumn u
TexHu4eckoro obenyxmeaxua 3/3/113 cncremsl)

[Npouecc Beofa B AeCTBUE

MoareepxaeHue cooTeBeTcTBUA BesonacHocTn J/3/M3
cuctembl (FOCT P M3K 61508-1—2012, pucyHok 3:
10.6 MNoaTeepxaeHne cooTBeTcTBUA BesonacHocTn 3/3/
M3 cuctemsl)

HPOLLECC noagTeepOeHnA COOTBETCTBWA,
NMOCTOAHHLIN npouecc noareepXxXaeHnsa COoTBETCTBUA

Okcnnyatauus, TEXHUYECcKoe 00CNy>KUBaHWE U PEMOHT
Bceun cuctembl BesonacHocTu (FOCT P M3K 61508-
1—2012, pucyHok 2: 14 3kcnnyaTtauus, TEXHUYECKOE
obcny1BaHWe 1 peMOoHT BCeW cucTeMbl BesonacHoCTH)

HDOLI,ECC aKcnnyatauuu,
npouecc TexHn4eckoro OﬁCJ'Iy)KI/IBaHMSl

PekoHCTpyKuna 1 MmoavdmKauns Bcen CMCTEMbI
BezonacHocT (FOCT P M3K 61508-1—2012, pucyHOK 2:
15 PekoHcTpykuua n mogndukauus Bcen cuctemMbl bes-
0onacHoCTH)

I'Ipou,ecc: TexHu4eckoro obecn YXBaHWA

BbIBOL M3 aKCNnyaTauuu UM yTunusaumsa
(MOCT P M32K 61508-1—2012, pucyHok 2: 16 BoiBog na
3KCNAyaTaumMu Unu yTunusaums)

Mpouecc yTunuaauum
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Mpunoxenue OA
(cnpaBo4Hoe)

TekcT HeBKNKYEeHHOW Tabnuubl 3 NMPMMEeHeHHOro NpoeKkTa MeXayHapoaHoro ctaHgapTa

Tabnuua 3 — lNpyvmMmepbl aNeMeHTOB, BKMIOYEHHLIX B MPOLIECC CO3A4aHMA U BbiNONHeHua mogenu ana MO

3nemeHT TexHonoruu (Ha npumepe MO)

Mpumepsb! (HenonHsIi cnucok)P

pach npunoxeHns

Graph eXchange Format (GXF), graph in YAML Ain’t
Markup Language (YAML), recently qualified teacher (rqt)
graph in Robot Operating System (ROS/R0OS2)

®penmeopk MO?

TensorFlow, PyTorch, Keras, mxnet, Microsoft Cognitive
Toolkit (CNTK), Caffe, Theano

A3bik mogenn MO

Open Neural Network Exchange (ONNX), Neural
Network Exchange Format (NNEF)

Komnunartop rpacdos MO

TensorRT, GLOW, Multi-Level Intermediate
Representation (MLIR), nGraph, Tensor Virtual Machine
(TVM), PlaidML, Accelerated Linear Algebra (XLA)

KDMI'IMJ'IﬂTOp MallUHHOIo Koaa

Gce, nvee, clang/llvm, SYCL, dpc++, OpenCL, openVX

Bubnuoteku

CUDA C++, XMMA/SASS kernels, NumPy, SciPy,
Pandas, Matplotlib, CUDA Deep Neural Network
(cuDNN), SYCL DNN, oneAPI Deep Neural Network
(OneDNN), Math Kernel Library (MKL)

I'Iporpamma B MalUMHHOM KOOe

McnonHsaeMel MallMHHBIA Kog, CKOMMUMMPOBAHHbIW AnS
cnenywLwmx apxutekTyp: aarché4, PTX, RISC-V, AMD64,
x86/64, PowerPC

AnnapaTHble cpeAcTea

GPU, CPU, FPGA, ASIC, accelerators

1 ogobpeHus atnx npoaykToe co cTtopoHbl MCO nnn M3K.

@ Mnatcopma gna MO BkNYaeT UHCTPYMEHTLI, BUBNMoTEKN 1 pecypchbl coobLyecTBa.
b ToproBble Mapku NnpuBeaeHsl B MHTEpecax nonb3oBarteneil n 6esonacHocTu. 3To He NoapasyMeBaeT NoaaAepKKA

I pnmedyaHune — B aton tabnuue He pasnuyarTcAa anemMeHTbl Ang OGyLIEHVIH 1 anga norM4eckoro BbiBoda.
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