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BeegeHue

HacTosilymin ctaHgapT onpefensieT ponu, ycTaHaBnuMBaeT TexHudeckue TpeboBaHua u TpeboBaHusd
no GezonacHocTu Ans denepaTuBHONW CUCTEMbI MALUMHHOIO ODy4YeHUsl, a Takxe OMUCLIBAET TEXHUYECKUE
apPXUTEKTYPbI, hYHKLMOHANbHbIE KOMMOHEHTHI U Npouedypbl 0bpaboTkv chefepaTUBHOW CUCTEMbI MALLWHHOTO
0By4eHus Npu LEeHTPanM3oBaHHOM W JeLeHTPanM30BaHHOM pexumax paboTbl.

B HacTosaWwMA cTaHaapT BKIOYEHbl AONOMHUTENbHbLIE MO OTHOLWEeHUK K MC3 F.748.13 onpenenenusa u
NonoXeHus, NpueedeHHble B [1]. 3TO NO3BONAET rapMOHM3UPOBATL HACTOALLMUIA CTAaHAAPT C NPUHATEIMKW paHee
HaLWOHaNbHbLIMU CTaHAapTaMKn U NpedBapUTeNbHEIMK HALMOHAMNBHBIMU CTaH4apTamMu B 0bnacTu UCKYCCTBEH-
HOro MHTENneKTa.

Hoctyn kK MC3 F.748.13 moxHO nony4nTe no agpecy: http://handle.itu.int/ (yHMKanbHbBIA WaeHTUDUKA-
Top — http://handle.itu.int/11.1002/1000/14682).

Bce pekomeHgaumm MC3 1 gpyrve MCTOMHWUKWM MOTYT BbiTb NEpecMoTpeHbl, MO3TOMY MOoNb30oBaTensam
HacTofLero ctaHaapTa npeanaraeTcs U3yYnTe BO3AMOXKHOCTb NPUMEHEHUS NOCNeAHEero M3gaH1ua pekomeHaa-
LUMIA 1 OpYyrKxX CNpaBOYHBIX JOKYMEHTOR (NepeveHb OEWCTBYHOLWMX B HAcTosLlee BpeMs pekomerngauun MC3
perynsipHo nybnukyetcs). Ccbinka Ha pekomeHgauuio MC3 B pamkax HACTOSLLErNo CTaHAapTa He NpuaaeT emy
KaK oTAernbHOMY JOKYMEHTY cTaTyc ctaHgapTa.

v

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 4 /20
CrtpaHuua nokymeHTa - https://GostExpert.ru/gost/gost-845-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=68125
https://gostexpert.ru/gost/gost-845-2023?utm_source=pdf&utm_medium=68125&utm_term=page

MHCT 845—2023

NPEOBAPUTENbHbLIA HAUNOHANbHbLIW CTAHOAPT POCCUUCKOW ®EQEPALUMU

MCKyCCTBEHHbIﬁ WHTEenneKkT

TEXHUYECKASA CTPYKTYPA ®EOEPATUBHOW CUCTEMbI
MALWWMAHHOIO OBY4YEHUA

Artificial intelligence. Technical framework for a shared machine learning system

Cpok genctBus — c 2024—02—01
Ao 2027—02—01

1 O6bnacTb npuMeHeHus

B HacTosAWeM cTaHAapTe YCTaHOBMEHO NOHATUE (hefepaTUBHOM CUCTEMbI MallMHHOTO 0ByYeHus, a Tak-
e onpepeneHbl ponu, TexHudeckue TpebosaHusa U TpeboBaHua No 6e3onacHOCTU, TEXHUYECKUE apXUTEKTY-
pbl, hYHKLMOHANBHbIE KOMMOHEHTHI U Npoleaypkl 06paboTku heaepaTUBHON CUCTEMBI MALLWMHHOMO 0ByYeHus
Npu LeHTPanM30BaHHOM U AeleHTpan1M3oBaHHOM pexumMax paboTel. B npunoxeHun A Takke npueBeaeHo onu-
caHWe BapuaHTOB UCMONb30BaHuA dhedepaTMBHbLIX CUCTEM MaLUMHHOTO 06yYeHus.

2 TepMuHbI 1 onpeaerneHus

B HacToslweM cTaHgapTe NPUMEHeHb! criedylolne TepMUHBI C COOTBETCTBYOLWUMK onpeaeneHusaMu:

2.1 mawwuHHoe oby4eHue (machine learning): lNpouecc onTUMM3aUMK NapaMeTpoB MOZENWU C Mo-
MOLLIbIO BbIMMCMWTENBHBIX METOLOB TakuMm obpasom, 4ToBbl noBegeHWe Mogenu OTpaxano AaHHble u/unm
OnbIT.

MpumeyvyaHune — Cm. [1], nyHKT 3.3.5.

2.2 poBepeHHasa cpepga ucronHeHus (trusted execution environment): 3awwuwenHas obnacTtb npo-
Leccopa, kotopas obecneymBaeT xpaHeHvwe, 06paboTKy WM 3alMTy AaHHbIX M LENOCTHOCTb WCMOMHSAEMOro

KOOa B M30NMPOBAHHOM WU HAOEXHON cpefe.

n puMmedaHune — Takas cpefa nogaepxueaeT M3onMpoBaHHOe 3allMUIeHHOEe BbINONMHEHWME aBTOPKU30BaHHOIoO
nporpammHoro obecneyeHun cuctembl BesonacHocTy, KOTOpOe Nno3BonAeT obecneunTs CKBO3HYH B6esonacHocTb nocpen-
CTBOM UCMONHEHUA B 3aLlUULLEHHOM pexnme ayTeHTVICpVILlVIpOBaHHOFO Koga u obecneyeHns I(OHCbMJJ,EHLI,I/IaJ'IbHOCTH, ayTeH-
TUYHOCTHK, 3alLUUTEI NepCcoHanbHbIX AaHHbIX, LENOCTHOCTH CUCTEMbI M NpaB 4OCTyna K AaHHbIM.

MpumedvaHune — Cwm. [2], nyHkT 3.2.9.

2.3 thepepaTuBHOE (COBMECTHOE) MalKMHHOe obyveHue (shared machine learning): Mapagurma ma-
WIMHHOro ofy4eHuns, No3BoNsLWas arperMpoBaTh NpuMHagnexalwme psgy CTOpoH AaHHble U obecnedvBartb
MHOTOCTOPOHHIOH 3aLUUTY NEPCOHAaNbHbIX AHHbIX B TEX CUTYaLMAX, KOr4a pa3nuyHble NoCTaBLUMKN OAHHbIX U
BblYUCTIUTENLHAA NnaTtdopmMa He AOBepsT ApYyr OpYTY.

2.4 BezonacHble MHOrocTOpoHHUe Bbl4McneHWUAa (multi-party computation): MNMogpazgen kpunTtorpa-
douu, 3aHUMaKLLMACA co30aHueM MeTOAOB, MO3BOMAKLINX CTOPOHAM COBMECTHO BbIYMCNATL 3HaYeHue yHK-
LWKX Ha OCHOBE WHOMBUAYaNbHO XPaHUMbIX CTOPOHAMM YacTen BXOAHbLIX AaHHbIX, COXPaHASA NPy 3TOM KOHU-
OEHUNANbHOCTL 3TUX YacTen BXOOHbIX OaHHbIX.

2.5 ypaneHHas attectauus (remote attestation): MeTtog, ¢ NoMoOLL b0 KOTOPOTO BbIYUCIMTENbHBIA y3en
(KNMMeHT) ocylecTBNAET ayTeHTUdMNKaLW KoHpUrypauun ceoero obopygoBaHusi U nporpaMmmHoro obecneve-
HWS ANA yoaneHHOro BbIYUCIUTENBLHOIO yana (cepeepa).

MpumeyvyaHune — Llenb yoaneHHon attectaumMm — gaTb BO3MOXHOCTbL OOHOW yaaneHHoOW cucTeme (3anpalumn-
BaloLLEN [oKa3aTenbCcTBa) ONpPeaennTh YPOBEHb LOBEPUS K LIENOCTHOCTK NNaTtdopMbl OAPYroi CUCTEMBI (3asBMNAKOLLEN O
TaKoW LLenoCTHOCTH).

MapaHune ochbuumnansHoe
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3 CokpaweHun

B HacTosiwem CTaHOapTe NnpuMeHeHbl crneyruwne CoKkpalleHus:

MO — mawuHHOe 0By4eHue;

APl — unTepdeiic nporpammMupoBaHns npunoxeHuin (application programming interface);
QPS — konu4yecTBO 3anpocoB B cekyHAy (queries per second);

SML — denepaTtuBHoe mawmnHHoe obyyveHune (shared machine learning);

SMS — cnyxba kopoTkux cooblyeHun (short messaging service);

TEE — poBepeHHas cpefa ucnonHeHus (trusted execution environment);

WOE — BecomocTb goKkasaTtenscts (weight of evidence).

4 CornaweHus rno TepMUHONOIMHK

B HacTosAwem cTtaHgapTe:

- KNno4YeBble criosa «TpebyeTcs, 4Tobbi» 03Ha4aT TpeboBaHue, KOTOpoe JOMKHO CTporo cobnogaTses
W OTKIIOHEHMWE OT KOTOPOro He JOonyckaeTcs, ecnu ByOeT cAenaHo 3asBMneHue O COOTBETCTBUM HACTOALLEMY
cTaHgapTy;

- KMHYeBOe CNOBO «PEKOMEHYeTCs» 03Ha4aeT TpeboBaHue, KOTOpPoe PEKOMEHAYETCS, HO HE ABMAETCH
abconTHo HeobxoaumbiM. Takum obpazom aTo TpebGoBaHve He ABnAeTcA 06A3aTenbHbIM ANA 3aABNeHUs 0
COOTBETCTBUW HACTOALLEMY CTaHZapTy;

- KIMIOYEBbIE CNOBa «MOXET OMUUOHanbHO» 03HaYaT Heobsa3aTenbHoe TpeboBaHMe, KOTopoe ABMNAeTCH
JOMYCTUMEIM, HO MpK 3TOM He MoApa3yMeBaeTcs, YTO OHO B KAKOM-NUBO cMeicne pekomeHayeTcs. [laHHas
hopMyrnMpoBKa He nogpasymMeBaeT HU 06s3aHHOCTU NMpeanaraeMoro NocTaBLIMKOM BapuaHTa peanusauuu
NpefocTaBWUTh Takyk OMUWID, HU BO3MOXHOCTM OMUMOHAMBHOMO MOAKIIOYEHWs] Takol OYHKUMOHANbLHOW BO3-
MOHOCTW OMepaTopoM ceTu/mocTaBuiukomM ycnyr. OHa o3HaYaeT To, YTO MOCTaBLUMK MOXET OMNUUOHanbHO
NPefocTaBUTb 3Ty (YHKUMOHANbHY BO3MOXHOCTL M MO-MPeXHeMy 3aaBnATb O COOTBETCTBMM creundu-
Kauuu.

5 O6wee npeactaBneHue o cpeaepatTMBHOM CUCTEME MALUMHHOIO 06y4YeHusn

B hepepatuBHbix cucteMax MO HECKONMbKO Y4aCTHUKOB COBMECTHO MCMOMb3yIoT 32U poBaHHbIe gaH-
Hble U/unu obMeHWBalOTCA NapameTpaMu Moenei ¢ uensto obecneunts 6e30nacHOCTE OAHHBIX U 3aLUWTY
nepcoHanbHbIX AaHHbIX. [ns obecnevyeHns Hanbonee adheKTUBHOTO UCMOMNb30BaHUA AaHHbIX 3allMdpoBaH-
Hble AaHHble Ka)aoW CTOPOHbI W/WNK NpefocTaBNeHHbIe e napamMmeTpbl Modenen cobuparTcs U UCnonb-
aytoTca Ans obyyeHua moaenu dpegepatmeHoro MO. Mogenu chegepatmueHoro MO npogomkatoT oby4yaTbes
Ansi CamoonTUMMU3aLUny, a yYacTHWKM UMK MHbIE NULa, aBTOPM30BaHHLIe Ha AOCTYN K MoAenu, MOoryT BBOAUTL
WHGOPMALMIO AN NONYyYeHUs pesyrnsTaToB WU NMPOrHO30B Ha OCHOBE COBMECTHO WUCMOMb3YeMbIX 3HAYEHUA.
depepatuBHble cuctemsl MO MOryT, HAaNpUMep, NPUMEHATLCA (HE OrpaHUYUBAACE UMW) B MYNETUMEOUAHBIX
N UTPOBbIX MPUMNOXEHWUSX.

®denepatueHoe MO MOXET MCNOMNb30BATLCA B LEHTPANM30BaHHOM U AeLeHTPanu3oBaHHOM pexuMMax.
LleHTpanuzoBaHHbIA pexnMm — 3T0 pelleHWe ANA MHOrOCTOPOHHEro COBMECTHOro WCMonb3oBaHus 3alund-
pPOBaHHbIX AaHHbLIX WU Ana 0byYyeHua Ha pesynbTatax CNWAHWA AaHHbIX B OOBEPEHHOW cpede WCMOMHEHMSs.
HeueHTpanu3oBaHHbIA PeXUM — 3TO pelleHre ANS COBMEeCTHOro UCMonb30BaHua U 0By4eHns HECKOMbKUMK
y4YacTHMKaMM, OCHOBaHHOe Ha 6e30nacHbiX MHOFOCTOPOHHMX BLIYMCMEHMAX, NMPU KOTOPOM OCYLLEeCTBRSeTCS
0BMEH HEeOPUrMHaMbHLIMW AaHHBIMW, HE PACKPbLIBALIMMK NEpPCoHansHble AaHHbIE.

Mpw MCNOMNbL30BaHUK LEHTPANM30BaAHHOMO pexma cbop AaHHbIX U 0OyYeHMe Ha HUX OCYLLEeCTBMAET O0-
BepeHHasi TPeTbsl CTOPoHA. [aHHbLIA pPeXxumM MOXHO NPUMEHSATb B TeX CUTyauusax, KOrda YYacTHUKM roTOBLI
obMeHuBaTLCA AaHHLIMW, He coaepXallMMK nepcoHanbHble AaHHbIe, 8 CTOMMOCTL OOCTYNa K ycnyram Hus-
kas. Ero Takke MOXHO NMPUMEHsITL B TeX cny4vasx, korga TpebyeTcs npoBegeHne CroXHbIX BblYMcneHui. B
LeHTPanu3oBaHHOM PeXUMe MOryT Takke NoddepKuBaThes Mobklie anropuTMbl, pa3BepThiBaHWe KnacTepa U
LEHTPan“30BaHHbIE BbIYUCIEHUS.

MpW KUCNONb30BaHWUKM OELEHTPaN130BaHHOIO PexumMa NpUMEHSsIIoT MeToAbl 6e30nacHbIX MHOMOCTOPOH-
HWUX BblYMCIeHU ong obMeHa JaHHLIMW UMK NapaMeTpaMy Mofenei ¢ Lenbi BbIMomnHeHns 3agad obyde-
HWS. JaHHLIN PEXUM MOXHO NPYMEHSITL B TeX CUTYaUMsiX, B KOTOPbIX y4acTHUKaM TpebyeTtca cTporas 3awmTa
nepcoHarnbHbIX AaHHbIX UK KOrAa Yy y4acTHUKOB MMetoTcs Bonbline o6beMbl NoKamnbHbIX OaHHbIX, TakK Kak B
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pamMmKax O6y‘-IEHMF| Mogenn MO CTOPOHBI obmeHunBatoTCs napameTpamm MOOEenen, a He UCXOAHbLIMKW OAaHHbLIMU.
besonacHble MHOTOCTOPOHHWME BbIHNCIIEHNA NOOXOAAT B Cliy4dae npoCTbiX BbIYMCIEHWUIA, TAK KaK OHWU CNOCO6HbI
nogoepxueatb MeHbLUE ariropuTMOB NO CpaBHEHUIKO C pelleHWeM Ha OCHOBe ,EI,OBepeHHOFI cpeabl NCMONMHEHWA.

6 Ponu B thepgepatMBHOM cUCTEME MALLMHHOIO O0Yy4YeHuUs

6.1 Ob63op

Ponu B hegepatusHoi cucteme MO 1 B3anmogecTBue Mexay HUMKW NMoKasaHbl Ha pucyHke 1.

B denepatmeHoi cucteme MO y4yacTHUKW MOryT BbIMONHATE psiA ponei, BKAKYas ponu MHuumatopa
3afaqu, NnocTaBlLMKa OaHHbIX, BLIYMCIIMTENLHOW NnatgopMbl U nonyvaTtens peaynsratoB. Cneayet UMeTh B
BUAOY, 4YTO, XOTA Ha pUCyHKe 1 nMokasaHbl TONbKO ABa NOCTaBLiMKa AaHHbIX, OQHaKo NPy peanbHOM pasBepThbl-
BaHWW peLleHns Takux NOCTaBLLMKOB AaHHbIX MOXET BbiTs MHOro. OgHa v Ta e CTOpOoHa MOXET BbICTynaTth B
KayecTBe WCMOMHUTENSA HECKOMBKUX pornew, HanpyMMep: OOWH U3 NOCTaBLLMKOB LaHHbLIX MOXEeT ObITb UHULMA-
TOPOM 3afaqu u/vnu nonyvatenemM pesynsraTta.

NHuumaTop 3agavum

3anpoc Ha BhINONHEHWe 3aaauu

BermcnvteneHan nnargopma

|
I Pe3ynbsTaT BEMUCNIEHMWRA

BaaumoaeicTeue
B X04& BbIMUCIEeHUH

Baavmopeiictene

B XOA€ BbIMUCTIIGHWHA NRyaTa: peayRLrars

T PeaynkTar BbluMCNIEHWA ‘T
| 1

MocTaBlUMK JaHHBEIX A & ------- P MocTaeluMK AaHHLIX B
ObmeH
DAaHHbIMK

PucyHok 1 — Ponwn B dpegepatneHon cucteme MO

6.2 lMNMocTaBLWMK gaHHbIX

MocTaBLWKMK OaHHBIX SABNAETCS obnagaTenem OaHHbIX U NPefoCcTaBnsAeT X B KAYeCTBE BXOOHLIX OaHHbIX
BbIYMCMMTENBHON NNaTgopMe UM OpYyromMy nocTaBlMKy AaHHbiX. CriegyeT obpaTtuTe BHUMAaHWE Ha TO, YTO
NOCTaBLUMKK AaHHbLIX TAKXe pacrnonaratT BblYUCNUTENbHBIMU pecypcamMu.

B ueHTpanu3oBaHHOM pexumMme JaHHble WNQPYTCA U NepefakTcs OT NocTaBLMKa AaHHbIX BblYUCW-
TernsHOW nNnaTdopme.

B neueHTpanu3oBaHHOM pexuMe npoBoguTcs obpaboTka KoHbuaeHUManbHbIX CBEAEHWA W/Mnu napa-
MeTpoB mogenu, obMeH KOTOpbIMKW OCYLLECTBNAETCH MeXAy NOCTaBLUMKaMW OAHHbIX MPWU KOOpAMHaLWWA CO
CTOPOHbI BbIYUCIIMTENBHOW NNaTHOPMBbI.

W B TOM, 1 B gpyrom pexume oOMeHUBaeMble JaHHble NPeacTaBnsaoT coboM NonyyYeHHbIe B peaynbsrare
pac4eToB KO3 ULNEHTLI, a He caMU UCXOAHble AaHHble. HK y nnaTtdopmMbl BbIYMCIIEHWIA, HU Y MOCTaBLLMKOB
OaHHbBIX HE OOITKHO ObITh BOZMOXHOCTKW MOMYYUTh Kaky-nnbo nHdopMauuno 06 MCXOOHBIX OaHHLIX U3 3TUX
KoachdunumeHTOB.

6.3 BoluucnutenbHas nnatdgopma

BelumcnnTensHasa nnatgopma nony4aet OT MHAUKMATOpPa 3aja4vyy 3anpoc Ha BbINONHeHWe 3ada4m 1 OT-
npaenaeT 3aLLII/iCprBaHHbIPI pes3yneraTt nony4yarento. OHa BSaMMO,D,eﬁCTByET C NocCTaBlWMKamM OaHHbIX C Le-

JTbK) BbIMNONMHEHWA BbIMUCITUTENBbHbIX 3adad.
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B LUEHTPANM30BaHHOM pexXumMme BblHUCIUTENbHaA nnachopma nony4aet 38LLIVI¢)DOB8HHI:F€' AaHHblEe OT
NMOCTaBLUMKOB AaHHbIX, paCLI.lI/ICprBbIBaBT MX 1 BbINOINHAET BbIHNCIEHMA B ,EI,OBEDEHHOﬁ cpege NCnonHeHnA.

B AeUueHTPpanmM3oBaHHOM peXWUMe BbIMUCTTUTENNbHaA nnaTcpopma pacnpenensdeTr BbINOJIHEHWE BbIYMUC-
nuTeneHoOW 3agayvu Mexay yd4aCTHMKaMn U KOOPOAMHUPYET OeATellbHOCTh NMOCTaBLUMKOB OaHHbLIX MO 06M8Hy
napameTpamm n/vnm KOHCbI/I,D,EHLlMaJ'IbeIMM CBelEHUAMU MexX Oy coboi 1 no MHOWBUOYaNnbHOMY BbINMOIMHEHUID
BbIYUCITUTENbHbLIX 3adad.

BbramncnutensHas rlnachoprvla OG'I:E,EIMHHET BbIHUCITUTEITbHbIE anrOpUTMBbI.

6.4 Monyuatenb pe3ynkraTta

B ueHTpanusoBaHHOM pexUMe No 3aBepLUeHUN BblYUCNUTENBHON 3a4a4n Bel4McnuTenbHas nnatgopma
nocbinaeT 3aWn@poBaHHbIN pe3ynsTaT nonyyatento, KOTOpbIA MOXET ero pacludpoBaTb U NONyYnTb OKOH-
yaTenbHbIA pe3ynsTar.

B peueHTpanusoBaHHOM pexuMe NoCTaBLUMKW OaHHbIX NOCLINAIT pe3ynbTaThl BoIYUCIEHWA nony4vare-
110, KOTOPbIA X 06bEAUHSET U NONy4YaeT OKOHYaTeNbHbIA pe3ynbLTart.

Ponb nonyyartens pe3ynsratoB MOXET BbIMOMNHATLCS M NOCTaBLUMKAMW AaHHbIX, U MHULMATOPOM 3a4a4uu,
1 BbIMUCNUTENBEHOW NNatopMon.

6.5 MHUumaTop 3apgauun

MHMLIMBTOD 3agadyn MHNMUMUpyeT BbIHNCITUTENbHYKD 3adaqy Ha BbIMNCIIMTENBHOM nnachoprwe.
Pornb MHAUWMaTopa 3aga4v4y MOXeT BbINOJTHATLCA BbIYMCIIUTENBHOWN I'IJ'IaTCbOpMOPI nnn noctaslWMKaMn
OaHHbIX.

7 TexHn4yeckue TpeboBaHMA K peaepaTUBHOW CUCTEME MALUMHHOIO oby4eHuUs

7.1 OcHoBHble (hyHKUMOHaNbHbIE TpeboBaHUA

7.1.1 ®yHKUMOHaANbHbIE TPe6OBaHUA K YNPaBNEeHWUI0O AaHHbIMMA

dyHKUMOHaNbHbIE TPeboBaHMsA K yNpaBneHuo AaHHbIMK 4Nns defepaTuBHoi cuctembl MO BknoyaroT
cnegytollee:

- cbegepatuBHasa cuctema MO gomkHa NogaepKUBATL yrpaBneHne meTagaHHbIMU U MX 0ToBpaXeHue;

- chegepatuBHasa cucteMa MO gomkHa nogaepxvMeaTh (OYHKLUO aBTOpU3aL MM NCNONb30BaHNUS JaHHbIX;

- chepepatuBHan cuctema MO pomkHa noggepxmBaTbh (PYHKUMIO CMHXPOHM3auun daHHbix (data
alignment);

- pekoMmeHgyeTcs, 4Tobbl hepepaTuBHas cuctema MO nogoep)kvMBana aygut noBedeHus Npu UCnonb-
30BaHWK OAHHbIX;

- pekoMeHayetcs, YTobbl denepatueHaa cuctema MO nogaepxueana XxpaHeHve aHHbIX B 3alndpo-
BaHHOM BUOE.

7.1.2 ®PyHKUMOHANBbHbIE TPe6OBaHUA K YNIPAaBNEHUI0 anropuTMammn

DyHKLMOHaNbHbIE TpeboBaHUA MO yNpaBneHuio anroputMmamm 4ns hegepatmsHoi cuctembl MO Bknto-
4yawT cnegyoLlee:

- cdhepepatuBHas cuctema MO gomkHa nogaepXneaTth No KpalHen Mepe OAMH LUMPOKO pacnpocTpaHeH-
HbI anroputM MO 1 NnporHo3npoBaHus, 4N KOTOPOro eCTh BO3MOXHOCTE 0BecneynTs 3aLluTy NepcoHanbHbIX
OaHHbIX, HanpuMmep: NMUHENHY perpeccuio, NOrMCTUYECKYID perpeccuto, OpeBOBUOHYK MoOelb, rmybokyk
HEWPOHHYIO ceTb, rpad OBy HEMPOHHYIO CeTb;

- chegepatuBHan cuctema MO gomkHa nogaepXvMeaTth OYHKLMM HACTPOWKK NapaMeTpoB ONs nonyye-
HUs Bonee Ka4eCTBEHHbIX Pe3ynsTaToB 0byYeHus;

- cdhepepatueHasa cuctema MO gomkHa nogoep)kuBaTh MO KpalHen Mepe oouMH MeTod CeKLMOHWpOoBa-
HWA OAaHHBIX (TOPU30HTaNbLHOE CEeKUWOHUPOBAHWE UMW BepTUKanbHOE CEeKLUWOHUPOBAaHUE); PEKOMEHOYeTCH,
yTobbl OHa NogaepxuMeana oba MeToda CeKUMOHNPOBAHWS OaHHLIX OAHOBPEMEHHO;

- chepepatuBHasa cuctema MO pormkHa nogdepvMeatbe MOLENU, npeaycMaTpuBatolMe 3aluTy oT Tak
Ha3blBaeMbIX NONYYECTHbIX aTak.

Mpumevanne — lNMonyyectHas ataka (semi-honest attack) — ato araka, npu KoTopoil ogHa cTopoHa, crnenys
YCTAHOBMNEHHOMY MPOTOKOMNY, NbITAETCH M3BneYb Gonblwe nHopMauun 3 coobLieHuid, nonyYyaemMblx OT APYrUX CTOPOH,
YyeM 3TO A0MNYCTUMO;
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- pekomeHayeTcs, 4Tobbl pegepaTuBHas cuctema MO nogaepvBana y4MThiBaLLYHO NOTpebHOoCTH 3a-
LWKThI NEPCOHAarbHbIX AaHHBIX DYHKUMWI0, 06ecneYmBaioLLyio CBeAeHWe aHHbIX NPY NOBTOPHOM 00beAUHEHUN
BEPTUKAINbHO CEKUNMOHMPOBAaHHLIX OAaHHbIX;

- pekomeHayeTcs, 4yTobbl hefepaTuBHasa cuctema MO nogaepxusana 6e3zonacHele OyHKLMKM aHanuaa
OaHHbIX, TAKWE KaK CTaTUCTUYECKUIA aHann3 MakcuManbHbIX U MMHUMAanbHbIX 3HAYEeHWA, CpeaHen aMcnepcuu;

- pekomeHgyeTcs, YToObl thepgepatuBHas cuctema MO noggepxusana yHKLUM NpesBapuTenbHoi 0b-
paboTKW AaHHbIX M OLUEHKK adhdeKkTMBHOCTU anroputmoB MO, Bknoyas pasnenedne Habopa AaHHbIX, 3anon-
HEHWE MPOMYLLEeHHbIX 3Ha4YeHWUA, METO BECOMOCTM 40KA3aTenbCTB, OLLEHKY KOppensayuy NpU3HakoB U apyrue
MHCTPYMEHTLI ANsi MOBLILEHWA NoKasaTenei npon3eoguTensHocTu mogenein MO.

7.1.3 ®yHKUMOHaNbHbIEe TPe6GOBaHUA K yNpaBNeHUK BbIYUCIIEHUAMM

®DyHKLMOHaNbHEIE TPEOORAHMA K YNIPaBNEHUKO BblYMCIEHUAMK ANa defepaTtuBHoN cuctemsl MO Bknto-
YawT crefyLlee:

- thegepatuBHas cuctema MO pomkHa npenocTaBnsaTh DasoBLIe BO3MOXHOCTU ANSA yNpaeneHns saga-
Yamu, Takue Kak cozgaHue M oTMeHa 3anaud;

- pekomeHayeTcs, 4yTobbl dhenepaTueHas cuctema MO npepocTaBnsina pa3BUThble BO3MOXHOCTK AMs
ynpaeneHua 3agadaMmu, TakMMW Kak MOHWTOPUWHI Xo4a BbINONMHEHWS 3afdad, NOCTaHOBKa 3ajay B odepedb,
aHanus McTopuyecko MHopMaUmuK o 3agadax;

- pekomeHayeTcs, Ytobbl hegepatmeHan cuctema MO nogaepkmBana BO3MOXHOCTW ONS ynpasBneHns
pacnpegeneHHbIMU pecypcamMun 1 NnaHMpoBaHWus 3agaud.

7.2 TpeboBaHuMA K macwTabupyemocTu

Tpe6oeaHus Kk macwTabupyeMocTu aAns gegepaTuBHol cucTeMbl MO BKMIOYAKOT crieayoLee:

- pekoMmeHayeTcd, YTobbl heagepaTuBHaa cuctema MO obnafana xopollei MacwTabupyeMocTei U
obecneuynsana gobaBneHne HOBbIX (BYHKLUMOHAMNbLHLIX KOMMOHEHTOB B COOTBETCTBUM C OenoBbiMW NoTpeb-
HOCTAMU;

- pekomeHayeTcs, YTobbl hegepaTtusHas cuctema MO noggepkusana BO3MOXHOCTb JOCTYNa NoOMb3o-
BaTernel K cucTemMe Yepes MHTepdenc NpuknagHoro NporpaMMUpoBaHMs.

7.3 TpeboBaHUA K HAOEXKHOCTHU

TpeboBaHus K HageHOCTU ANs hegepaTuBHoi cucTteMmbl MO BKMOYaoT criegytoLlee:

- tbegepatuBHasa cuctema MO gomkHa rapaHTMpoBaThk AOCTYMHOCTbL CUCTEMbl M MpedoTBpaliatb OT-
KIMIOYEHMA N3-33 HeKOPPEKTHbBIX BXOOHbLIX AaAHHbIX;

- (pegepatuBHas cuctema MO gomkHa 6biTb cnoco6GHAa BbINOMNHATE aBTOMAaTUYECKOe aBapuMiHOe BOG-
cTaHoBNeHWe nocne cboeb (Takmx kak cboil cepeepa, cBOM KecTKoro gucka, cboil ceTH, BbIKIKYEHUE, nepe-
3anyckK), BKMYasa pe3epBHOE KONMMPOBAHUE M BOCCTAHOBMNEHUE OaHHbIX U T. 4.

- pekomeHayeTcs, YToGbLl hegepatuBHas cuctema MO nogaep:usana knactepusauuio obydyeHus u
MPOrHO3MPOBAHWA, a TakKe Nnoaaep:Kusana npoBefeHne aBapuinHOMO BOCCTAHOBMNEHMA M3 HEeCKOSbKUX KOM-
NbIOTEPHLIX 3am0B, C Uenbsio obecneyeHuns KaTacTpogoyCTOMYMBOCTA M BO3MOXHOCTN NEepeKYeHns cepau-
ca Ha Opyrol pecypc B cnyvyae oTKasa, TeM CambiM NOBLIWAA OOCTYNHOCTE CUCTEMbI;

- pekomeHAayeTcs, 4yTobbl hedepaTveHaa cuctema MO Ons NOBbIWEHUSA HAAEKHOCTUM CUCTEMbI Mof-
AepXuBana Takue 3KCniyaTauuoHHbIe BO3MOXHOCTU U BO3MOXHOCTU OMA TEXHUYECKOro 0BCnyKUBaHWA, Kak
npedsapuTenbHOe TECTUPOBaHWE W pa3BepThiBaHKe Mo MOAeny «kaHapeeyHoro penusa» (canary or grayscale
release), MOHUTOPUHT 1 OMOBELLEHME, a TAKXKEe OTCINEXMBaHNE CChINOK.

7.4 TpeboBaHMA K COBMECTUMOCTHU

TpeboBaHua kK coBMeCTMMOCTK Ans deaepaTuBHol cuctemsl MO BkNoYakoT cneayrollee:

- hegepatuBHas cuctema MO gomkHa obecneuynBaTh UCNONb30BaHWE Apyrux anroputMmoB MO;

- pekomeHayeTcs, 4Tobbl dhegepatuBHas cuctema MO noppepxuBana obpaTHyl) COBMECTUMOCTb B
npouecce oBHOBMNEHWS, BKNOYAA COBMECTMMOCTb MEXOY CUCTEMHbBIMU MOOYIMSAMW U COBMECTUMOCTb MeXnay
cuctemMamMmu 1 hannamum;

- pekomeHAayeTcs, YTobbl (hbegepatuBHas cuctema MO nogaepxusana TpeboBaHKs K pasBepThIBaHMIO B
pasnu4YHbIX cpedax, Takux Kak obnayHas cpefa, BMpTyansHas mallvHa, pyusnmdeckasn mallvHa;

- pekomeHayeTcs, YTobbl henepatTuBHas cuctema MO noggepkuBana HopMmanbHyo paboTy pelleHns
Ha OCHOBe JOBEpeHHOW cpedbl UCMNOMHEHUA B pasNWYHbIX LUMPOKO pacnpocTpaHeHHbIX JOBEPEHHbIX cpegax
NCMNOMHEHUA.
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7.5 Tpe6GoBaHMA K NPOU3BOAUTENLHOCTH

TpeGoBaHUs K NPOM3BOAUTENLHOCTM ANA dhefepaTuBHoW cucTembl MO BKMOYaloT cnegyloLlee:

- pekomeHayetcs, 4To6bl hegepaTtueHas cuctema MO noggepkusana pacnpefeneHHoe obyydeHue ans
TOro, Y4To6bl YBENUYMTE 0GbeM AaHHbIX, UCNONb3yeMblX B NpoLecce 0ByYeHWs, U COKPaTUTb BPeMsi 0By4eHus;

- pekomeHayetcs, 4Tobbl (hegepatuBHas cuctema MO 6bina cnocobHa MOBLICUTL NPOW3BOOMTENb-
HOCTb, M3MEPSEMYIO B 3aMpocax B CEKYHAY, 3@ CYET rOPM3OHTANbHOMO MaclTabupoBaHus.

7.6 TpeboBaHuA kK ygob6cTBY NCNONb30BaHUA

TpeboBaHusa k ynobcTey ncnonb3oBanus ansa degepatneHon cuctemsl MO BknovatoT crniegyiollee:

- chegepatvMBHasa cuctema MO gomkHa NpefocTaBfsATb NOSIHbIE MHCTPYKLUMU MO pPa3BepTbiBaHUIO W
akcnnyaTaumm, 4Tobbl 006erYMTh NoNb3oBaTeNsAM NOHUMaHWe CUCTEMbI, JOCTYM K Heil U ee MCNoNb30BaHue,;

- pekoMmeHayeTcs, 4YTobbl dhegepatuBHasa cuctema MO npegocTtaBnana nnatgopMeHHbIn nHTepdeic
OIS CHUXEHWSA CTOMMOCTKM 0By4YeHns nonb3oBaTeNen 1 NCNONb30BAHUSA CUCTEMBI;

- pekoMeHayetca, 4Tobbl degepatusHas cuctema MO npepoctaenana nnatdopmy paspaboTkm an-
ropMTMOB Ons Toro, 4Tobbl HA ee OCHOBE MONb30BaTenn Mornu paspabaTbiBaTe COBCTBEHHbIE ANrOPUTMBI,
OoTBeYaKLLMe orpaHMYeHnsam no 6e3onacHoCcTH;

- pekomeHayeTcs, 4Tobbl hegepaTuBHast cuctema MO 6bina cnpoekTMpoBaHa Takum obpa3om, 4Tobbl
COKpaTUTb MPOAOIKUTENLHOCTL NEPEPLIBOB B paboTe nonb3oBaTenen BO BPeEMS BbIMOMHEHWA OOHOBNEHWIA
CUCTEMbI.

8 TpeboBaHuA K 6esonacHocTn Ana egepaTuBHON CUCTEMbI
MalMHHOro obyyeHus

8.1 TpeboBaHuA k ayTeHTUdUKALMUMN

TpeboBaHua k ayteHTUdUMKauMm ang degepatueHon cuctembl MO BrMovaloT criegyoLlee:

- cbegepatusHas cuctema MO gomkHa nogaepxyBaTh PYHKUMN ayTEHTMMKAL MW NIMHHOCTU MOMNb30Ba-
Tenew, KOTOpble NonyyalwT AoCTyn Kk pegepaTuBHoi cucteme MO. K nonb3oBatensiM 0THOCATCHA MNOCTaBLLMKK
OaHHbIX, CUCTEMHbIE Nonb3oBaTeny U rnonydvaTenn pesynsTaTos;

- degepatnBHaa cuctema MO gormkHa noggepuBaTe ayTeHTUdUKALMIO cepTUdMKaToB ANg nocrae-
LLUMKOB A@HHbIX 1 Nony4yaTenen pesynsTaTos;

- pekoMeHayetca, 4yTobbl dhegepatuBHas cuctema MO nopgpoepxuBana gse unu bonee kombuHauuu
TEXHOMOIrMA (TakMx Kak NpoBepKa napons, NpoBepKa ¢ NMOMOLLbI0 3MEKTPOHHON NOYThI, MPOBEPKA C MOMOLLbH
SMS u T. 4.) npu ayTeHTUdrKauum NMYHOCTN MONb30BaTENEN CUCTEMBI.

8.2 TpeGoBaHMA K yNpaBrieHMIO JOCTYNOM

TpeGoBaHus K ynpasneHuio AoCTynom Ans degepatuBHoi cucTemsl MO BKMoYaloT cnegyoLLee:

- thegepatuBHaa cucteMa MO gomkHa noggep:KuMeBaTth MexaHU3M aBTOpM3auMu Ans nonb3oBaTtenei,
yTobbI rapaHTUPOBaTL aBTOPM30BAHHOCTL MCMOMbL30BAHWA UX AaHHbIX B hegepaTMBHOM MalWHHOM 0O6y-
YeHWH;

- pekomeHayeTcs, YTobbl henepatuBHas cuctema MO B NonHo Mepe Noaaep:Kusana ponu U cUcTeMbl
aBTopusauun. degepatneHas cuctema MO gorkHa sBHEIM 06pa3om HazHa4YaTb Ponu M ycTaHaBnMBaThL Npasa
JOCTyna nocne BxoAa Nonb30BaTenst B CUCTEMY;

- pekomeHayetcs, YTobbl thefepatuBHas cuctema MO TpeGoBana oT nonbL3oBaTtensl B COOTBETCTBUM C
nonuTkoin MO MOBTOPHOW ayTeHTUUKALMN UMW NOBTOPHOMN aKkTMBaLMKU ceaHca paboTbl nocrne npoaorKu-
TenbHoro 6e30encTBmS.

8.3 Tpe6GoBaHuA K ayguTy 6e3onacHocTm

TpeboBaHua Kk ayauty 6esonacHocty onsa hegepatneHoi cuctemel MO BKMOYAKT cnenyloLlee:

- cdepepatuBHana cuctema MO gomkHa nogaepxuBate OYHKUMM NPOTOKONMPOBaHWA W aHanmsa xyp-
HanoB ayauTta Ans onepauuii ¢ AaHHbIMKW, BLINONHAEMbIX npy obpalleHny nonb3oBaTtenen K oegepartnBHON
cucteme MO;

- pekomeHgyeTcs, 4106kl dhepepaTtvBHas cuctema MO nopgepxuBana yHKUMIO OTCMEXMBAHWMA W
ayanta McTopuM onepaumi 4nst OCHOBHbIX ONepaLyui B CUCTEME.

6
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8.4 TpeGoBaHWMsA K 6e30MaCHOCTU AaHHbIX

TpeGosaHus k 6e30MNacHOCTV AaHHbIX ANa peaepaTueHoi cuctembl MO BKMOYaT crneayoulee:

- begepatuBHas cuctema MO gomkHa noadepxmBaTh (PYHKUMIO Nepeaadn v XpaHeHUs BadKHbIX daH-
HbIX B 3allMppoBaHHOM BUAE;

- obpabaTbiBaeMble QaHHbIe He JOMKHEI codepkaTb YYBCTBUTENbHbIE (B T. Y. CEKPETHbIE U KOH(UAEH-
uMancHble) gaHHble, 06paboTka KOTOpbLIX 3anpelleHa AeNCTBYIOWNM 3aKOHO4ATeNIbCTBOM;

- tbegepatuBHas cuctema MO gomkHa nogaepxuMBaTh BO3MOXHOCTE OrpaHuYeHns nepeaadn gaHHbIX;

- tbegepatueHasa cuctema MO gormkHa nmoggep#vBaTh 3alIMLIEHHbIE MPOTOKOMNLI Nepedadv u/unm 3a-
LMLLIEHHBIE KaHarbl nepeaa4u, 4Tobbl obecnedynts 6@30NacHOCTh U HAAEXHOCTh KaHamnoB nepeaaqu OaHHbIX
¥ NpeaoTBPaTMTh BO3MOXHLIE aTaku,

- (begepatuBHas cuctema MO gomkHa oBecnevmBaTb CBOMCTBA KOHDUOEHLUMANbHOCTH, LENOCTHOCTH
1 AOCTYMHOCTU AAHHLIX W BLIBOPOK AaHHbIX, 8 TakKe NpefoTBpaLlaTh HE3aKOHHOE NoMNyYeHre JaHHbIX HeaB-
TOPU30BAHHBIMI MOMb30BATENSAMU;

- (pegepatuBHas cuctema MO QomkHa yHUYTOXaTb JOBEPEHHYIO CPedy WCMOMHEeHUA nocne 3aBeplue-
HWUA BbIMOMHEHUSA BbIYMCIINTENbHbBIX 3a4a4 B LIEHTPann30BaHHOM pexnmMe.

8.5 TpeboBaHUA K 3alMTe NepPCOHaNbHbIX OaHHbIX

TpeboBaHuA K 3allMTe MepcoHanbHbIX OaHHbIX Ans denepaTuBHon cucteMbl MO BKMYaloT cre-
aywoulee:

- tbegepatueHada cuctema MO pormkHa obecnedmsaTtb, YToBGbl UMeEOLIMEcs Y Nonb3oBaTenen nepco-
HanbHble JaHHble He Monaganu B pesynstate yTeyek K ApYrim MocTaBLMKaM OaHHbIX, KoopauHatopam Unu
nonb3oBaTensM;

- hegepaTMBHasa cuctema MO gomkHa obecneuynBaTth HanM4ine MexaHuama, NpefoTBpallatolLero Bos-
MOXHOCTb KaknM-nnbo o6pasom ocylwecTBNATL MASHTUdMKALMK U3UMYeCcKoro nuua (C Toh UK MHOW cTe-
MeHbK TOYHOCTM) Ha OCHOBE MHMOPMAaLMK, KOTOPOH 06MEeHMBAaTCA NOCTaBLMKA AaHHbIX;

- (begepatuBHas cuctema MO OomKkHa NpeaocTaBnATh NOCTABLMKAM AaHHbIX BO3MOXHOCTb MCMNOMb-
30BaHMA afekBaTHbLIX METOL4OB WKgpoBaHns, obecnedynBaloLnX, YTO Apyrue CTOPOHLI, MOMUMO nony4vaTe-
N$1 JaHHbIX, HE CMOrYT U3BMeYb NepcoHarnbHble JaHHbIE NONb30BaTENs U3 NepechiNaeMbiX 3allUgPOBaHHbLIX
AaHHbIX, 4ToBbl NPefoTBPaTUTL TAKME BO3MOXHLIE aTakM, Kak B3NoM MeTodoM rpyboi cunel, Noruyeckue arta-
KWW T O.;

- B pamkax 6e30MacHOro MHOTOCTOPOHHErD BbIYWCIIMTENbLHOMO pelleHva dedepaTtueHas cuctema MO
AOMmKHa obecneynTsb, YTO MMelLwrecs y NonbL3oBaTens NepcoHanbHbIe faHHble OCTaloTCs B NIOKanbHOM Xpa-
HUMMLLE, a pa3fNNyHble NOCTaBLUMKN AaHHBLIX 0GMEHMBAOTCA TOMLKO CryYaHbIMKM YUCcnaMy u/unm sawwmdgpo-
BaHHbLIMMK NapaMeTpamu.

9 TexHM4YEeCKaA apXUTEKTYpPa, (hyYHKLUMOHANbHbIE KOMMOHEHTbI
M npouenypa obpaboTkm chegepatMBHON CUCTEMbI MALLMHHOTO OBYy4YeHUs
B LIEHTPaNin30BaHHOM peXxume

9.1 TexHu4eckasa apxuTekTypa thegepatuBHon cucteMbl MO B LeHTPannM3oBaHHOM pexume

B ueHTpanu3oBaHHOM pexuMe paboTbl dpegepaTMBHON cucTeMbl MO nokanbHble AaHHble psga ydacT-
HUKOB oBpabaTtkiBaloTcs, LUMMPYIOTCA M NEPenarTcs B AOBEPEHHYI0 cpeady UcnonHeHus ans obyuerns dege-
paTWBHOWM Mogenu. MNocKonbKy AaHHble KaxA0H CTOPOHbI 3alUMMPOBaHbI, UX HE MOXKeT YBUAETL HU nnaTdop-
Ma, HU Apyrre y4acTHMKW. Koraa yuacTHUKN UMK UHbIE NLE UMEeT aBTopU3aLnio Ha OOCTYN K heaepaTUBHOM
MOZEMKN, OHWM MOTYT MOMYYUTb K HEWM AOCTYN MOCPEeACcTBOM WHTEPdENCcOB NPUKNaaHOMo NporpaMMupoBaHmns
A BBOAA UCXOAHbIX AaHHBIX 1 MOMYYeHUs] BLIXOAHbIX OAHHbLIX UMK MPOrHO30B HA OCHOBE COBMECTHO UCMONb-
3yeMbIX 3HAYEHWN.

Mepen npeOocTaBNEHUEM OaHHbLIX YYACTHUK (MOCTABLUMK OAHHLIX) MPOBEPSAET KOPPEKTHOCTb W mpa-
BUMbHOCTL paBoTalluero B 4OBEPEHHOW cpefe UCNOMHEeHUA NPOorpaMMHoro obecrneyeHus NocpencTeoM yaa-
neHHoW aTtrectaumu. Nocne aToro y4acTHVK M J0BEpeHHas Cpenda WCMOMHEHWS COrMmacoBbIBAKT MeXaHU3M
WwugpoeaHns. 3aTeM yYacTHUK WNPYET OaHHbIE, UCMOMNb3YA COTMACOBaHHbIA MeXaHW3aM, U OTNPABNAeT 3a-
WK POBaHHLIE AaHHbIE B JOBEPEHHYI0 Cpeay UcnonHeHus. [nsa wudposaHna MoryT BbiTh NPUMEHEHbI Mexa-
HU3Mbl KAk CUMMETPUYHOIO, Tak U aCMMMETPUYHOTO LLWGPOBaHUS.
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UTtoObl MCKMIOYNTL YTEYKY BbIYMCIIEHHOM MOAEnNu, 06yquHa9 Mogenb AO0JKHa BbITh SE:lLIJMd)DOBaHa no-
Crne 3aBeplleHnda Bcex BbIYNCITEHUA.
TexHuyeckas APXUTEKTYpPa npeacrtaBsieHa Ha PUCyHKe 2.

Mony4arene pesynsrara

3awnpopaHHan MOgenb

3anpoc Ha
Bu:nnue:Me Mogyrs
Wrnumarop sanaum ana wiudbpoBaHUA
Mopyne
»  henepaTUBHOIO
oGyusHUA
Moayne Moayne
BawndposaHHbIe AaHHES AuMposam AsumMpnonaHit 3alundpoBaHHbIS J2HHbIE
Iy Kriom
WwupoBaHus  LWKbPOBAHWMA
Monyne Mogyns HoeepeHHan Moayn Monyne
@—b oBpaoTii U ayTeHTUMKBLMK | gpepna ayTeHTHIbMKALIHM obpabaTii 1 !—@
CMonHe
T — widppopaHuA i WCMONHeHWA k wudrpoBaHnA HanHze
MexaHuam wupopaHun BeimcnuTensHan T
bp nnaTdopwa MexaHnsM WM poBaHus
Moayne Moayne
ayTeHTukaWM |~ | Nonoucanve kopa Moanucamwe kopa | |8YTeHTUCMKaLMN
C UCTIONbSOEaHHEM € UCNONb3OBAHWEM
CoOmacopaHHer COrnacoBaHHOMN
MocTaBwmk gaHHBIX A S s S MEXEHIUMA LUINDPORaHIS MocTaewmk gaHHex B

PucyHok 2 — TexHuuyeckan apxutekTypa egepatmBHoi cuctemel MO B LLleHTpanu3oBaHHOM peXume

TexHuuyeckas apxutekTypa hefepaTuBHoM cucteMsl MO B LEHTPanM30BaHHOM PEXUME B OCHOBHOM CO-
CTOWT W3 BLIYUCITUTENBHOWN NNaTOPMbl M HECKOMNBbKMX MOCTABLLMKOB AaHHLIX. BeluncnuTensHasa nnatdopma
BKMKYaeT MOAYNb ayTeHTUdMKaLUM, Mogynn WudpoBaHnsa 1 el poBaHus, a Takxke Mogynb hegepatms-
Horo oby4yeHus. Y Kaxaoro nocraslUMKa AaHHbLIX UMetoTca Moaynk 06paboTky 1 WwudpoBaHmsa, Modynb ayTeH-
TUMKaUMW U JaHHble. B TexHuYeckoi apxutekType Moaynm ABnsoTcs yHKUNOHANbHLIMW KOMIMOHEHTaMMU.

[aHHble kaxOoro noctasliMKa JaHHbLIX 0OpabaTbiBanTcs U WKUAPYIOTCA ¢ NOMOLWbLIO KModa Wwndpo-
BaHWUS, NOMy4YeHHOro OT MoAyns ayTeHTUUKaLMKM, a 3aTeM 3aWwnpoBaHHbie OaHHbIe 3arpyxawTcs B 40-
BEPEHHYI0 cpefy WCNONMHEeHUs BbIYUCIUTENbHOR nnatdopmbl. Moaynb ayTeHTUMUKALWA BbIYUCTTUTENLHOM
nnathopmbl pacluMdpoBLIBAET 3alUMGPOBaHHbIE AaHHbIE C MOMOLLLID KModa AendpoBaHus, Nocne 4Yero
OTMNpaBnseT pacln@poBaHHbie daHHble B Modynb dhedepaTMBHOro obydeHunsa. Moaynes denepaTUBHOIO
o6y4eHna BLINONHAET onepauuno degepatueHoro MO ¢ MCNonb3oBaHUEM pacLUMgIPOBaHHBIX AaHHbIX, Nony-
YeHHbIX OT HECKOIBKUX MOCTABLMKOB AaHHbIX.

9.2 ®yHKUMOHANbLHbIE KOMNOHEHTLI cheaepaTuBHoM cuctembl MO B LLleHTpanM3oBaHHOM
pexume

9.2.1 Moagynb ayteHTUdMKaLUM

[aHHblil Modynb OTBEYaeT 3a COrMacoBaHWe MexaHusma WWdpoBaHWsa C KawdbiM MOCTaBLMKOM AaH-
HBIX ¥ 3a NpegocTaBneHne Knioya gelwndpoBaHna Moaynio gewmndposanus. Knwod gewmdpoBaHns Ucnonb-
3yeTca ANA paclivdpoBKKM 3alMGPOBaHHBIX AaHHbIX, 3arpyXeHHbIX Ha nnaTgopMy NOCTaBLMKOM AaHHbIX.
Moaynb ayTeHTUdrKaLnm BeIMMCNUTENBHON NNatdopmbl OTBEYAET 3a NognucaHne NnporpaMMHOro Koga, pa-
BoTarwLllero B LOBEPEHHOW cpede UCNOMHEeHWs, ¥ NogaepxusaeT NpoBedeHue NPoBEPKM NPOrpaMmMHOro Koaa
NMOCTaBLUMKOM AaHHBIX.

9.2.2 Moaynb gewmndppoBaHus

[aHHbln MOOyNb OTBEYaeT 3a paclMpPOBKY 3arpy’KeHHbIX NOCTABLUMKOM AaHHbIX 3aMgpOBaHHbLIX
AaHHbIX C UCMONb30BaHWeM kroya gelndgposanums. Knod gelungpoBaHns MOXET ObiTb KAK aCUMMETPUYHbIM,
TaK ¥ CUMMETPUYHBIM.
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9.2.3 Mopgynb degepatuBHoro obyueHus

[aHHbIA MogyNb OTBEYAET 3a 0byYeHe MOLENM Ha OCHORE pacluMbpOBaHHLIX OaHHbIX, MOMYYEeHHbIX OT
HECKOMNbKMX MNOCTABLUMKOB AaHHbIX, C LIENb BbIYUCIIEHUA heaepaTBHON MOLETNH.

9.2.4 Moaynb wudcgpoBaHuna

[aHHbI Mogynb OTBeYaeT 3a WWMPOBAHNE BbLIMMCIIEHHON MOZENWU NOCMe 3aBepLUEeHUs BCEX BbIYMC-
NEeHNRA.

OCHOBY apxMTeKTYpbl NOCTaBLUMKA AaHHbIX COCTABMAIOT AaHHble, Mogynb 06paboTkn 1 wudpoBaHus, a
Takke Mogynb ayTeHTudukauumn. MimeeTca Kak MMHMMYM [Ba NOCTaBLLMKa OaHHbIX.

9.2.5 [laHHble

[aHHble, NpefoCcTaBneHHLIE NOCTABLUMKOM AaHHbLIX, MOTYT BbITe 06paboTaHsl, 3alwndpoBaHsl 1 3arpy-
KEHbl Ha BbIYMCIUTENBHYIO NnaTtgopmy. 3awngpoBaHbl MOTYT BbITb MEPBUYHLIE AaHHbIE, PACCHUTAHHbIE KO-
3hpUUMEHTEl 1 NMOBLIMK UHBIE AaHHbIE, KOTOPLIE HEOBXOAUMO 3aLUNTUTE NPK NepeaaYe MeXay y4acTHUKaMM
W BbIMMCITUTENBHOW NNaTopMOon.

9.2.6 Mogynk o6paboTku U WU poBaHUA

JaHHbIA Mogynb ucnonbayetcs Ana obpaboTky u W poBaHUsa AaHHbIX HA8 OCHOBE MexaHn3ma Wnudpo-
BaHM1s, COrMacoBaHHOIO C BbIMUCMNTENLHON NNaTopMOi, Nocne Yero 3allndpoBaHHbIe JaHHble 3arpyKaroT-
C$1 Ha BbIYMCIUTENBHYO NnaTopmy.

9.2.7 Mogynb ayTeHTU(UKaUNUN

Moayne ayTeHTUd#MKaLMM NOCTaBLYMKa AaHHBIX UCNOMNb3YyeTcs A8 BhINOMHEHWUS YOaneHHOW ayTeHTu-
duKaumm nocTaBLLMKa AHHBIX U BbIYMCNIMTENBHON NNaTopMbl, BKIKOYas COrMacoBaHUe C BbIMUCIUTENLHON
nnatopMor MexaHuamMa LW poBaHUs 1 NPOBEPKY NOANUCK Koaa.

MHnumnatop 3agayun oTnpasnsieT Ha BbIMUCNUTENBHY NNaTgopMy 3anpoc Ha BbINOMHEHWE BblYMCN-
TENMbHOW 3a4a4yu, U UHULMUPYET BbIYUCTIUTENbHYIO 3aa4y.

[Monyuatens pesynsTata Momy4yaeT OT BbIYMMCNUTENBHOW NnaTtgopmbl 3aliMPOBAHHLIA pe3ynsTaT U,
paclwundgpoBae ero, Nony4yaeT OKOHYATENbHbIA pe3ynksrarT.

9.3 Mpouenypbl 06paboTku thegepaTuBHoW cuctembl MO B LieHTpanv“3oBaHHOM peXxuMe

B ueHTpanuM3oBaHHOM pexume Kak niobble NOCTaBLMKK AaHHbLIX, Tak U BblMMCAUTENbHAA nnatdopma
MOTYT WHULMAaNM3MpoBaTh BbIYMCMWTENbHLIE 3a4a4M, MOCMe Yero BbiMWCNUTENbHas nnatgopma co3gaeT
OOBEPEHHY cpefny UCNonHeHus. JlokanebHble JaHHblE, NPefoCTaBNseMble KaXabiM MOCTABLLMKOM OaHHbIX,
MoryT BbiTb 0BpaboTaHbl, 3aWwmndpoBaHbl U 3arpy>KeHbl Ha BbIMUCIWMTENbHYO nnatdgopmy. MNnaTtdopma pac-
Wi pOBLIBAET NMOMyYeHHbIE OT NOCTaBLYMKOB AaHHbIX 3awndgpoBaHHble AaHHble B JOBEPEHHOW cpefde uc-
NOMHEHWS U BbINONHAET 0by4YeHne MOOENM Ha OCHOBE pacluMdpoBaHHbIX OaHHbIX ONs nonyyeHus denepa-
TMBHOW Mogenu. O6paboTka gaHHbIX, WKdpoBaHve, AelndppoBaHne 1 wark obydeHns MoryT NoBTOPATLCS
Heckonbko pas. Mo 3aBeplleHUn BbIMMCNUTENBHON 3a4a4n JOBEepeHHas cpefa WCMOIHEeHUs YHUYTOXAaeTcs
ansa obecnevyeHua 6@30MacHOCTU U 3aLLUTLI NepPCOHAamNbHbLIX AaHHbIX.

Pekomernayemble npouenypsl 06paboTkn NpencTaBneHbl Ha pUCYHKe 3.

TexHu4ecknin npouecc 06paboTkn B hyHKLMOHUPYIOLLEN B LLeHTpanv“3oBaHHOM pexrMe pedepaTuBHON
cucteme MO BkMoyaeT criegytowue warm:

- war 1: NocTaBLLUKMA OaHHbLIX CKaYMBaOT NPOrpamMmMHbIE UHCTPYMEHTLI C BbIMUCIIMTENBbHOW NNaTopMbl
N pa3BepTLIBAKT UX;

- lar 2: NocTaBLWMKK OaHHbLIX BhIMONHAKT MOAMOTOBKY AAHHBIX, BKMKOYaa UX WUdpPOBaHUE U aBTOPU-
3auuio;

- lar 3: nocTaBLUNKK JaHHbLIX 3arpyXatoT 3alindpoBaHHble AaHHble Ha BbIYUCIUTENBHYO NnaTghopmy;

- war 4: rHMuUMaTop 3agavv MHULMUPYET BblYUCIUTENbHbIE 3aa4u Ha BbIYUCIUTENLHOW Nnatdopme,
BKITto4an obyvyaemy Mogenb 1 anropuTMbl;

- war 5: BeluMCnUTENBHASA NnaTgopma co30aeT JOBEPEHHYIO cpeay UCNONHEHNS;

- war 6: BeluMCNUTENBHAA nNnatdopma pacwudpoBbiBaeT 3alWNpPoOBaHHbIE OaHHLIE B JOBEPEHHON
cpene UCMNOJTHEeHWS;

- war 7: BeldMcnuTenbHas nnatgopmMma B JOBEpPeHHON cpede WCNOMHeHWs BbINOMHAET BblYMCNEHUs ¢
MCNoNb30BaHUEM pacllnpOBaHHbIX JaHHbIX A NONyYeHUs: pesynsraTta BblYUCIeHWN;

- War 8: BbluncnuTenbHas nnatgopma OOoCTaBnaeT pesynsraT BblYNCIEHUs NonyyaTernto pesynsraTta;

- war 9: BelMMCnUTENbHAsA NnaTtopmMa YHUHYTOXKAET AOBEPEHHYH CPEAY UCMONMHEHWA U OaHHbLIE B HEN.
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PucyHok 3 — lMpoueaypbl obpaboTkn henepatueHom cucteMbl MO B LEHTPann3oBaHHOM pexnme

Cnep,yeT MMEThb B BUAY, HTO ONUCaHHbIe Bbille npouenypbl O6D860TKH ABMAKTCA TUNOBbIMK. B YCIOBUAX
KaXXOoro KOHKPETHOro pa3BepThiBaHUS pelleHus Nopsagok U AeTanu Kaxgon npouenypbl MOTYT OTINIUHaTBCA.
Hanpmmep, WMHUUMaTop 3agady MOoXeT MHNUWMMPOBATh BbIHUCIIEHME Ha NepBOM Lare. [MocTaBLWMKKM OaHHbIX
MOTyT MHOIMOKpPaTHO 3arpyxatb 3alnpoBaHHble OaHHbIe Ha BbIHNCITUTENBHYIO rlnachopr\ny. OTHOCF!LLI,ME.‘CH
K oﬁyqumo MOOENN daHHbIe N 06yquHaﬂ MOeNb TakKe MOryT ObITb «3anevaTtaHbl» K COXpaHeHbl BHE Bbl-
YUCITUTENBLHON I'IJ'IETCbOprI and nocnegyowero NnoBTOPHOINO MCNONb30BaHUA.

10 TexHu4eckas apxuTekTypa, (PyHKLMOHANbHbIE KOMMOHEHTHI
M npouenypa obpadoTkm chegepatMBHON CUMCTEMbI MAalWMHHOIO 00y4YeHuA
B AeLEHTPanM30BaHHOM pexume

10.1 TexHu4veckas apxuTekTypa chegepaTuBHon cuctembl MO B AeLeHTpanM3oBaHHOM pexume

B geueHTpanusoeaHHOM pexume paboTsl heaepateHoi cucTtembl MO Kaxaoi cTopoHe Heobxodumo
NOKanbLHO pasBepHyTL MOAYMb 0By4YeHus M nepeaaTte eMy AaHHble. Mogynu oBy4YeHns pasnnyHbIX NocTaBLLK-
KOB JaHHbiX 06MeHMBaOTCA NapaMeTpamu ¢ UCNoNb3OBaHUEM Pa3sfUYHbLIX MeTodoB WudpoBaHus, obecne-
YyMBas COBMECTHOE MCMOMb30BaHWe AaHHbIX B OTCYTCTBME 0OMeHa NepBMYHLIMU AaHHLIMU, YTO denaeTcs Ans
3aWKUThl NepPCoHarnbHbIX AaHHbIX. BbluMcnMTensHaa nnatopMa nomoraeT MHULMUPOBaTh OGHOBMNEHWE MO-
Aynsi 06y4YeHust Ons Ka)goro y4acTHUKa U KOOPAMHUPYET B3aUMOAENCTBME MeXAy pasnyHbIMM CTOPOHaMMU.

TexHWYecKas apxUTeKkTypa npeacTaBneHa Ha pUcyHKe 4.

TexHun4eckas apxuTekTypa efgepaTtusHoi cuctemsl MO B AeLeHTpann3oBaHHOM PEXMME B OCHOBHOM
dhopMupyeTcst U3 BbIYMCIIMTENBHOM NNaTopMbl, Mony4YaTens pesynsTaTtos, MHULMAaTopa 3adaqdy U HEeCKOsb-
KMX NOCTaBLUMKOB AaHHbIX.
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[ WHuumnatop sagaun ]

3anpoc Ha BLINONHOHWE 3afAaqKn
h 4

Ynpasnmowui
WHUUMHpORaHKE MCAYE HHuyuupoBaH1e
W KOOpAMHALMA W KOOpOUHALWA

BbiumcnMrensHan nnatgopma

Mopgens 1 h 4 b Maogens 2
Maogynb obyueHvn Moaynb oByueHus
OaHHbe OBMEH CRYHARHEIMA YMCTAMMA Wk OaHHbe
sawMdpoBaHHLIMK NapaMeTpamMH
MocTABLUMK AaHHLD A rhpo pa Mocraewuk gaHHex B
SawucppoeaHHbIf pesynsTar 3awngpoBaHHbLIA pesynsTar

v v

Monyyartens pesynsrara

PucyHok 4 — TexHu4eckas apxutekTypa hegepaTtMBHon cuctembl MO B geueHTpanM30BaHHOM pexnume

10.2 PyHKUMOHaNbHbLIE KOMMNOHEHTHI thefgepaTUBHOW cucTembl MO B AelyeHTpanM3oBaHHOM
pexume

OcHOBY BbIYMCTIMTENBHOW NNATMOPMbI COCTARMAST YNPABNAOLWLMA MOAYML, KOTOPLIA pacnpeaensieT Bbl-
YUCTNUTENbHbIE 3a4a4K MeXAy PasNUYHbLIMW NOCTABLLMKAMN AaHHbIX M OCYLLEeCTBNSAET KOOPAUHaLUKWK obyyalo-
LWMX MOAYren NoCTaBLUNKOB AaHHbLIX. 3aTeM Moayrnu 0ByyeHMsa NOCTaBLLMKOR OaHHbIX 0OMEHUBAKTCS MeXay
coboll cnyYalHbIMK YMcnamMmm u/mnm 3awndpoBaHHbIMK NapaMeTpaMm G LUENb BbINOSHEHUS onepauuun de-
nepatneHoro MO.

MocTaBLWMK AaHHBIX B OCHOBHOM 0BnagaeT nokanbHbIMW SaHHBIMW U Mogynem obydeHus. MmeeTcs Kak
MWUHUMYM [Ba NOCTaBLLMKA AAHHbBIX.

10.2.1 [JaHHble

[aHHble nocTaBLiMKa AaHHbIX NPEAoCTaBnsTCHA NnokanbHOMY obydawlwemy moaynw Ans uenein
MO. MocTaBwuMK gaHHbLIX obecnevynBaeT OTCYTCTBME yTeYeK MMEHKLLMNXCS Y Nonb3oBaTefleil NnepcoHanb-
HbIX OaHHbIX.

10.2.2 Moaynb oby4eHun

[aHHbIn Mogyne ucnone3yeTcs Ana nonydyeHus 3agad MO, BbiaaBaembIX BbIMUCIUTENBHOW nnatdop-
MO, ¥ ANs BbiNONHeHWsa onepauuu degepatueHoro MO Ha ocHOBe NMoKanbHLIX AaHHbLIX, 8 TaKKe CryYanHbIX
yucen u/mnu sawndpoBaHHbIX NapaMeTpPoB, KOTOPLIMY OOMeHUBaTCA Mexay coDOoM NOCTaBLLMKKN AaHHbIX.

WHuumaTop 3agaun oTnpasnsieT Ha BbIYMCIUTENBHYH NNaTthopMy 3anpoc Ha BeINOMHEHWe 3adaqi.

Monyyartens pesynbTaTta nony4vyaeT 3angpoBaHHbIA pe3ynbTaTt OT NOCTaBLMKOB AaHHbIX W, paclundpo-
BaB ero, NonyyaeT OKOHYaTEeNbHbIA peaynsTar.

10.3 Mpouenypbl o6paboTku hepepaTtuBHon cucTteMbl MO B AeUeHTparM3oBaHHOM peXxume

B meueHTpann3oBaHHOM pexuMe MOCTaBLLMKW AaHHbBIX BbIMOMHAIOT onepauvn degepatuBHoro oby4ye-
HWSA, 0BMEeHMBaACkL Ha OCHOBE YCTAaHOBMEHHOMO MPOTOKona 6e3onacHbiX MHOTOCTOPOHHWMX BbIYMCIEHWUA WMH-
dhopmaumen, KoTopas He NPVBEdET K YTeYKe UMEeRLLMXCA Y NoNb3oBaTenen nepcoHarnbHbiX JaHHbIX.

PexomeHgyemsie npouedypbl 0bpaboTkm Ang OeueHTpanvM3oBaHHOIO pelleHus NpeacTaBneHbl Ha pu-
CyHKe 5.
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PucyHok 5 — lMpoueaypbl obpaboTku depnepatuBHon cuctemel MO B geUeHTpannM3oBaHHOM pexXumMe

Mpouenypbl TexHu4eckor 0b6paboTky B (OYHKUMOHWMPYOLLEN B OeleHTpannM3oBaHHOM pexume egepa-
TuBHOW cucteme MO BknoYaeT crnegyrolme waru:

- war 1: kaxgbli NOCTABLUMK AAHHbIX CKa4YMBaET NPOrpaMMHbIE MHCTPYMEHTLI C BbIYMCIUTENBHOW NnaT-
hopMBbl;

- war 2: Kaxablid NoCTaBLUMK OAaHHLIX pa3BepThiBaeT CKadaHHble MHCTPYMEHThI M NoAroTaBnmMBaeT no-
KanbHble JaHHbIE;

- war 3: MHMUmnaTop 3agadv WHWUMMPYET BblYWCIUTENbHbIE 3af4aqyy Yepe3 BblYMCNUTENbHYK nnar-
thopmy;

- war 4: Bol4McnvMTENbHas nnatdopMa KOOPAUHMUPYET BeIMUCIUTENbHbIE 3a4a4n, nepeaasas ux Ha uc-
MornHeHue NnocTaBLMKAM JaHHbIX;

- war 5: nocTaBLMKM AaHHBIX UCNOMB3YHT NoKanbHble AaHHbIE AN BbIYUCIEHUN;

- war 6: NocTaBLUMKX AaHHBIX 0OMEHMBAKTCA CyYanHbIMKU YUCaMKU U/uUnuy 3almdpoBaHHEIMKU Napame-
TpaMW NOCPEeACTBOM MHOXECTBEHHbIX B3aUMOAENCTBMIA HA OCHOBE NMPOTOKONa Be30MnacHbIX MHOTOCTOPOHHUX
BbI4YNCNEHUN;

- war 7: nocTaBLUMKM OaHHbIX BbINOMHAKT pacyeT NnoTHbIX cnoe. (dense state) HEMPOHHOW ceTn U no-
Ny4aloT COOTBETCTBYHOLLMIA pe3ynsTarT,

- war 8: nocTaBLlWMKA daHHbIX NepefalT pe3ynbTaThl pacyeTa NoTHLIX CIIOeB HEMPOHHOW ceTu nony-
yaTenw pesynerata;

- war 9: nony4aTens pe3ynsTaToB 06beAMHAET pesynsTaThl PACHETOB MMOTHBIX CAOEB W NOMy4aeT OKOH-
yaTenbHbIA pesynsrar.
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MpunoxeHune A
(cnpaBo4Hoe)

BapuaHTbl cnonb3oBaHUA cbenepaTMBHoﬁ CUCTeMbl MalLMHHOTO OGy‘-IBHVIﬂ

mEﬂepaTMBHOE MO moxet NMPUMEHATBCA B CEPBUCAX Pa3NN4yHbIX TUNOB, KOTOPbIM HeoBxogMMo COBMECTHOE WC-
norib30BaHWe OaHHbIX OnA 06y‘-IE.'HI/‘IF| Cbe,ﬂ,epaTMBHle Moaenen un KOTOPbIM Takxe TpeﬁyETCﬂ obecne4ynTb Be3zonacHOCTb
O3aHHbIX.

B HacTosLLEeM NPUNOXeHUN oncaHbl BapUaHTbl UCNONbL30BaHWUA Cpe,.':lepaTMBHOIﬁ cuctembl MO ¢ uenbio npounmK-
CTPUpOBaThk UX KOHUEMNMUMKO U TEXHMYECKYIO apXUTEKTYDY.

A1 I'Ipnmep MCNonb30BaHUA. CoBeplleHCTBOBaHWe MO,I]y]'IEI;I AnA BbliABNeHWA MoOLWeHHUW4YeCcTBa B
TeneKOMMYHUKaLMOHHbLIX CeTAX C UICNONb30BaHMeEM OAaHHbIX N3 HECKONBKUX ceten

CBoeBpeMeHHOE aBTOMATMYECKOe BhIABNEHUE W NPEAOTBpaLLEHMEe MOLLEHHUYECTBA B chepe SMeKTPOCBA3M ABNSA-
€TCH NOMNEe3HOR U BaxHOW 3agadven. Bo Bpems obLueHns gpyr ¢ ApYroM MOLUEHHWMKU 1 UX NOTEHUManbHbIe KEPTBbI MOMYT
HaxXOAWTBCH Kak B OQHON 1 TOW XKe, TaK W B pasHblx CETAX CBA3W. Takum obpazom, ans obydeHua Moaynen pacnosHaBaHuio
MOLUEHHWYECTBA B TEMNEKOMMYHWKALUMOHHBLIX CETSIX TpebyeTca TECHOE COTPYOHMYECTBO MEXOY HECKOMbKUMW CETEBbIMM
onepaTtopamu. OgHaKo B COOTBETCTBUM C AEACTBYHOLMM 3aKOHO4ATENLCTBOM AaHHblE CeTel CBA3W SBMNATCA 3alUMLLeH-
HbIMW 1 OTAENEHHBIMUW APYT OT ApYra, U pacKpbiBaTb UX M OBMEHMBATLCA UMK 3anpeLleHo.

Pexxvm obyuenusa dbegepaTtreHoro MO MOXET NoMoYb NPEOCAONETL OrPaHMYEeHWUA Ha AOCTYN K AaHHLIM HECKOMBKMX
ceTeil. B aToM pexunme 0By4eHNs ceTU CBA3UN XpaHAT y ceba CBOM NepBUYHbLIE AaHHBIE U BLITPYXaoT Heobxodumyto obe-
3NUYEHHYHO MHPOPMALIMIO (HanpUMep, METKM OaHHbIX U MHAEKC, a HE CaMu JaHHble) Ha NNaTopMy YNpaeneHWs MOLENbH
(cm. pucyHok A.1). Bea orpaHnyeHns oBLWHOCTK NNaTcopma ynpasneHns MoAenb MOXKET NCNONb30BaTh 00e3NUYeHHYH
WHOPMaLMIO AN opraH13auyy BeINONHEHWS 3aaa4 06y4YeHns Moaynsa Ha nokansHbix 0Byvatowmx nnatopMax cooTBeT-
CTBYHOLMX ceTelt cBA3W. 3aa4umn oBydYeHns Moayns BLIMOMHAOTCA UCTIONHUTENSMU 0BYyYeHUs MOAYNA Ha NokansHeIX 06Y-
yatoLmx nnatopMax ¢ UCNoMNb30BaHWEM NOKanbHBIX NEPBUYHLIX AaHHBIX. Mo xogy obydyeHus nokankeHele obydaiolue
nnarhopMbl MOryT OBMEHMBATLCA M CMHXPOHU3MPOBAaTh NapamMeTpbl 0by4Yaemblx MOAYNe ¢ napameTpamm Ha nnathopme
ynpaeneHusa Mogensio.

OBy4eHHble MogynK Ans obHapyXeHUa MOLEHHUYECTBA B TENEKOMMYHMKALMOHHBLIX CETAX MOrYT ObITh pazBepHyThbl
W BbINOSIHEHbI B HECKOMBbKMX COOTBETCTBYIOLLMX CETAX CBA3W.

B gaHHoM cnydae ceTeBble OnepaTopbl MOryT UCNONb30BaTe MexaHn3mbl doeaepatmsHoro MO u cooTBeTCTBYOWLMNE
cuUcTeMbl AN 0By4eHUs 1 BLINONHEHWS Moayneilt ANg BbIARNEHWA MOLWEHHWYECTBA B TENEKOMMYHUKALMOHHbIX ceTaxX Bea
npsMoro o6meHa NePBUYHBLIMI OaHHbLIMM.

O6Lwas cxeMa BbISIBIIEHUS MOLUEHHMYECTBA B TENEKOMMYHMKALMOHHbLIX CETSIX C MCMOMb30BaHWeM AaHHbIX U3 He-
CKOIbKMX CeTel NpeacTaBneHa Ha pucyHke A.1.

A2 BapHaHT MCNONb30BaHWA ONA MHTeNNeKTyanbLHOro ynpaBneHna KpeaurtoeaHMem M puckamMmm

®epepatmeHoe MO MOXHO MCMONb30BaTh B CLEHAPUAX MHTEMNMEKTYanbHOro yNpaeneHns KpeguToBaHnem B u-
HaHCOBOKW cepe. 3alndpoBaHHbIe OaHHbIE KpeOWTHOW MCTOPKUK Morb3oBaTenei cobuparoTca Y pasnuyHbIX CTOPOH C
uensko 0byyeHus enepaTMBHON MOOENnK YNpaBneHWus pyuckamu, KOTOPOE OCYLUECTBNSAET JOBEPEHHAs TPEeTbA CTOPOHA.
Takum 06pazom, NOCTaBLUMKWA OaHHbIX, TakMe kak 6aHku, hUHaHCOBbIE yYpeKOEHWsA U ApYrie B3auMOCBHA3aHHbIE CTOPO-
Hbl, MOTYT COBMECTHO MCMONb30BaTh hefepaTUBHYI0 MOENb AN MPOBEPKU KPeaUTOCNOoCOBHOCTU hU3NYECKMX NULL NMPK
onpeneneHnn cymmel Kpeguta. TexHonorua dpegepaTtneHoro MO cnocobcTBYeT MHTENNEeKTyansHOMY NPOBEAEHWIO MPo-
uecca NpoBepKM W NMOMOraeT CHU3WTL 3aTpaThl HA OHMNAWHOBYH NPOBEPKY KPeanTocnocobHOCTN COTPYAHUKAMU-TTHOOABMU.
Kpome Toro, degepatneHoe MO B TakoM CLieHapuUn MOXET NoSAepKMBaTh aBTOPM3aUMI0 HA CTOPOHE KMUEHTA U 3alluTy
NepcoHanbHLIX JAaHHBIX C LENbI0 NyYLIero ynpaeneHns puckamu.

A.3 lMpumep Ucnonb3oBaHUA ANA MHTeNNEKTyanbHOro MapKeTUHra

®epepaTteHoe MO MOXKeT 06ecneqnTb TOUHYI0 CTPATErMio B OTHOLLEHUW aKTUBOB KIMEHTOB W 3aLUMLLEHHYIO cpeny
obmeHa MHdopMauwveil, koTopas cnocobCcTBYET BhIABMEHUIO PUCKOB. Hanpumep, B cLeHapuM aBToCTpaxoBaHus dene-
patuBHoe MO MOXET 3HAYUTENBHO YNyYlnTb AnchdepeHLMpPOBaHHbLIN NOAX0 B aBTOCTPaxoBaHUM. 3TO MOXET NoMoYb
CTpaxoBbIM KOMMaHWAM pa3paboTaTb YCOBEPLUEHCTBOBaHHbIE CTpaTeri AeWCTBMA 40 TOro, Kak KMueHTbl npuobpenu
CTpaxoBKy, MPWM HanmW4yuW cornacusi KnueHToe. bnarogapsa ncnonb3oeaHuWio UHopmMauum o Bnagenblax asTomMobunen
KMUEHTOB MOXKHO pasgennTb Ha rpynnbl ¢ pasHbiM YPOBHEM pucka. Kpome Toro, MoxXeT BbiTe NPOBedeH TOYHbLIN aHanua pe-
nyTauuu U pUCKOB BnafdenbLeB aBToMobunein, YTobbl peann3oBaTh TOYHYH CTPaTEruio B OTHOLIEHWMN aKTUBOB KITMEHTOB.
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Mnardopma ynpaeneHWA Mogenksio Ha oCHOBE thegepaTMBHOMO MALUMHHOIO DGWGHMH

HoespeHHan cpega Brok ynpasneHus Bnok ¢cMHXpOHU3aLIMK E"z::::;:z?:""
MCNOMHEHNA oByMeHUeM Moayner napameTpoB Moaynei WG IONESOBEHVE EHHEIX
JNokansHan NokansHas JlokanbHas

obyvauan nnatgopma obyvalowas nnathopma obydarwan nnargopMa

LoesepeHHas cpega HoeepeHHan cpeaa JoeepeHHas cpega
MCMOMHEHNA MCNoNHeHWs WCNIGNHEHWA

WcnonHurens WenonHuTens WenonkuTens

obyyeHus mogyns

BnoK CMHXpoHW3aLMN
napaMeTpoB MOgyned

MepBuYHLIE AaHHbIE
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CeTb A

oGyHeHUA Mogyna

Brok cuHXpoHUsaLMK
napaMeTpoBR MoLyne

MepeniHele gaHHbIe

CeTo B

OaHHBIX M3 HECKOMbKUX CEeTEN
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oByveHns Mogyna

Bnok cMHXpOHU3aLIMK
napameTpeB Modyned

MepBryHbIe AAHHEIE

Cets C

PlﬂcyHOK A.1 — Obwas cxema BbISIBNIEHNA MOLLUEHHUYECTBa B TENEeKOMMYHUKaUWMOHHbIX CETAX C NCNONb30BaHWUEM
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