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Mpeancnoeue

1 PABPABOTAH ABTOHOMHOM HekoMMepuecko obpasoBaTensHon opraHuzaumen « CKONMKOBCKUA WH-
CTUTYT Hayku 1 TexHonorui» (Ckontex) n ®eneparnbHbIM rocy4apcTBEHHBIM aBTOHOMHLIM 0Opa3oBaTenbHbIM
yyYpexaeHmem Bbicliero obpasoBaHus «HaunoHanbHbIM nccnegosaTensckuid yHusepcutetr MTMO» (YHusep-
cuteT ITMO)

2 BHECEH TexHunuyeckum komuTeToMm no ctaHgaptuaauum TK 194 «Kubep-cdusndeckme cuctemol»

3 YTBEPX/EH W BBEJEH B IENCTBWE Mpukasom denepansHOro areHTCTBa No TEXHUYECKOMY pe-
rynupoBaHuio U MeTponorumn ot 29 nekabpa 2023 r. Ne 117-nHcT

lNpasuna npumeHeHUss HACMOSALWEe20 cmaHdapma U rpogedeHUsT e20 MOHUMOPUH2a yCMaHOBMNEHb! 8
FOCT P 1.16—2011 (pasdenst 5 u 6).

®edepanbHoe a2eHMCcMeE0 M0 MexXHUYeCKoMy pesynupogaHulo U Memponoauu cobupaem ceedeHuUs O
pakmu4YeckoM npuMeHeHulU Hacmosauwea2o cmandapma. [aHHbie ceedeHus, a makxe 3ameqyaHus U npedo-
JKeHUs Mo codepXaHuro cmaHoapma MOXHO Harnpasume He no30Hee 4eM 3a 4 mec 00 UCmeYeHUs CPOKa e2o
Oeticmaus pa3pabomyuky Hacmosweao cmaHOapma no adpecy: 121205 Mockea, MHHoBayUOHHBIL yeHmp
Ckonkoeo, yn. Hobens, . 1, e-mail: info@tc194.ru u/unu 8 ®edepansHOE a2eHMCME0 M0 MEXHUYECKOMY pe-
eynuposaHuro U memponozuu no adpecy: 123112 Mockea, lNpecHeHckas HabepexHas, 0. 10, cmp. 2.

B cny4ae ommeHbl Hacmosuieao cmaH@apma coomeemcmeyrowas UHgopmayus dydem omnybnuko-
g8aHa 8 eXeMeCcs4YHOM UHOpMayUOHHOM yKkazamesne «HayuoHanbHele cmaHO0apmely U Oydem pa3veujeHa
Ha oguyuanbHoM calime ®edeparnibHO20 a2eHIMcMea 0 MexHUYecKoMy pezyfiuposaHulo U Memposioauu 8
cemu MiHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «MHcTUTYT cTaHgapTuzayuny», 2024

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO UMK YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OCbMLI,I/‘IElJ'IbHOFO n3naHua bes pa3pelieHunsa G)e,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue
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6 ApxuTekTypa n oCHOBHble PyHKUMKM KoMnoHeHToB MAKPKK . ..o o 3
Mpunoxenune A (cnpasodHoe) MNpumep peanusauyuum Tunosoro MNAK PKK ¢ ueHTpannzoBaHHbIM ynpaBneHnem
mc3anmebto KBK Ha OHKK . .. oo e e 4
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BeegeHue

VMcnonb3oeaHue VHTepHeTa Bellen TpebyeT Hanuums 3alluieHHon cBa3n. K Takum obnactsiM B NepByto
odepeab OTHOCUTCHA nNpumMeHeHue HTepHeTa Bellel Ha KPUTUYECKM BaXHOW WHpacTpykType (Hanpumep,
B HedTerasoBomM KOMMMEKCEe, B KUMULLHO-KOMMYHaNbHOM XO35IACTBE U B (pMHAHCOBOM CEKTOPE), a Takke
MCMNOMb30BaHWe B aBTOMAaTKM3MPOBAaHHLIX KOMMeKcax U B cucTemax ¢ ydactuem becnunoTHeix cpeacts (6ec-
MAMNOTHBIX aBTOMOBKMen, 6ecnUNoTHLIX NeTanbHbIX annapaTos 1 ap.).

KeaHTOBLIE KOMMYHUKALUK 06NafakoT YHUKAINbHBIMY BO3MOXHOCTAMU B cdhepe 3allnThl MUHUA CBA3W U
nepegasaeMon nNo HAM MHdbopmaumnn. OgHUM M3 cnocobOoB TakoW 3alMThl ABMNSAETCHA UCMNOMb30BaHWUE KBAHTO-
BbIX UMW KBAHTOBO3ALLULLEHHBIX KNKYERn Ona KpuntorpadM4yeckon 3awmTel MHpopMaLumn, nepegasaeMoin no
Knaccu4yecknm ceTsm.

Hacroawmi ctaHgapT onpegensietT apxMTekTypy TMNOBOro NporpaMMHo-annapaTtHoro komnnekca (MAK),
obecneymBaroLLero pacnpegeneHve Mexay CyLIHOCTAMM (arieMeHTaMn) CMcTeMbl KBaHTOBOro VMHTepHeTa Be-
wew (KKMB) (cm. MHCT 831—2023 u NMHCT 832—2023) kntouei, BoipaboTaHHbLIX CETLI KBAHTOBOMO pacnpe-
penenns knwoven (KPK) (cm. MHCT 829—2023 u MHCT 830—2023).

Oanubin NAK nossonsier obecneunTs 3allULLEHHYID OOCTABKY KBAHTOBO3ALUMULLLEHHbLIX KMKYEn 00 pas-
NU4YHbLIX TUNOB ycTporcTB KMB, B TOM YMcne pacnofioXeHHbIX B yAareHHbIX U TPYOHOOOCTYMHbLIX MecTax, [0
nogBuxHbIX yctponcTe KMB, a Taieke oo yctponcts KVB, He umelowmx ABYCTOPOHHEN CBA3M C MHApaCTPYK-
Typou cuctembl KNB.

OnucaHve B cTaHOapTe apxuTekTypsbl Tunoeoro MNAK npegctaBneHo Ha BLICOKOM YPOBHE C LIEMbH CTaH-
4aptu3auum obliero coctaBa HeobxogmMMoro 06opyaOBaHUSA W €r0 OCHOBHLIX YHKLWIA.

Cetn KPK siBnaioTCS BHELWHUMUM CUCTEMaMU MO OTHOLIEHUIO K npeactaBneHHomy Tunosomy MAK, no-
3TOMY BOMPOCHI, CBA3AHHbIE C WX BHYTPEHHUM (DYHKLMOHUPOBaAHWEM, B TOM YMCIe anropuTMbl BbipaboTKK
KroYyen KBaHTOBbIMM METOA4aMM, B HACTOSALLLEM CTaHO4apTe He paccMaTpUBalTCS.

v
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NPEOBAPUTENbHbLIA HAUNOHANbHbLIW CTAHOAPT POCCUUCKOW ®EQEPALUMU

KeaHToBbi UHTepHeT Bellen

TUNOBOW NPOrPAMMHO-AMNMNMAPATHBIA KOMNNEKC PACNPEOENEHUA KNIOYEMN,
BbIPABOTAHHbIX CETbIO KBAHTOBOIO PACNPEQENEHUA KNIOYEN

ApxuTeKkTypa

Quantum Internet of Things. Typical software-hardware complex distributing keys generated by QKD network.
Architecture

Cpok pencrtBua — ¢ 2024—02—01
go 2027—02—01

1 O6bnacTtb NnpumMeHeHunA

HacTtoswmin ctaHgapT ycTaHaBnuBaeT apxXuTekTypy TUMOBOro MporpamMMHo-annapaTtHOro Komnnekca
pacnpegeneHnsa Knoven, BolpaboTaHHbIX CeTb KBaHTOBOro pacnpegenenvs knwoden (MAK PKK), pacnpe-
Jenslwero Kn4ym 4o pasfvYHbIX CyLWHOCTeW cucTeMbl KBaHToBoro WHTepHeta Bewei (KMB) (Hanpumep,
yctponcTte KWB, nogcuctem KMB 1 gp.), npsMoe NogknioYeHne KOTOPbIX K CETAM KBAHTOBOMO pacrpeneneHus
ceten (KPK) TexHM4eckn HEBO3MOXHO UK HellenecoobpasHo.

ApxuTekTypa nporpaMmMHO-annaparHoro KoMmnnekca nossonset obecne4ynTb pacnpegeneHune Koyen B
cucteme KMB cnegyowmmmn cnocobamm:

- C YCcnonb30BaHWEM NMPOBOOHLIX M BECNPOBOOHLIX CETEN Nepefayn JaHHbIX;

- MCMOMb30BaHWeM OTUYXOaeMoro HocuTens Krnwoyeson nHhopMaLun.

OaHUM 13 NpuMepoB Bo3aMoxHoro npumeHeHus NMAK PKK asnsaetca cuctema KMB, coctoawasa 13 6onb-
woro konuyecTtsa ycTpoicTe KVB, nMmeLlmnx ABYCTOPOHHIOK CBA3b C HECKONMbKMMUW 6a30BbIMW CTaHLMAMU
(BC) cetn KMB. B gaHHom cny4ae ucnonb3oBaHue NMAK PKK Ha BC cetn KMB nozsonuT obecnevnTb nony-
YeHWe CeKpPETHbIX knoyen B yanax cetu KPK, Hanbonee 6nusko pacnonoxeHHbix K BC cetn KMB, n pacnpege-
neHWe nony4yeHHblx krtovei yepes BC cetn KMNB.

Opyrvm npumepom aengetcs cuctema KB, ycTpoiicTBa KOTOPOW MMEKT TONbKO 0BpaTHbIN KaHan cBasn
(T. e. kaHan ot yctpoicTe KUB k cetn KMB). B gaHHoM cnyvae pacnpefeneHne CekpeTHbIX KItovei, Beipabo-
TaHHbIX ceTbio KPK, Ha ycTpoictBa KUB moxeT obecneunBartbea nytem mnx 3anucu B NMAK PKK Ha oTvyxaae-
Mble HOCUTenn knioveson nHgopmayum (OHKW) n npoctaskm OHKW no yctpoincts KUB.

HacToawmi ctaHgapT He ycTaHasnveaeT TpeboBaHui k noctpoeHuto cetern KPK.

2 HopmaTuBHbIe CCbINKK

B HacTosilem cTaHgapTe UCNonb3oBaHbl HOPMATUBHLIE CChINKW Ha cnefylowne cTaHgapTsl:
MHCT 829—2023 KeaHTOBble KOMMYHMKaLuK. OBLMe NoNoXeHus

MHCT 830—2023 KeaHTOBble KOMMYHUKAUUW. TepMUHbBI U ONpefeneHns

MHCT 832—2023 KeaHTOBbIN VIHTEPHET BeLlel. TepMyHbI U onpeaeneHns

M pnMmeyaHune — I'IpM nornb30BaHWKM HAcToALWMM CTaHOapTOM LlEJ'IECOOﬁpaBHO NPOBEPUTL ,D,EﬁCTBME CCbINo4-
HbIX CTaHOapTOB B MHCIJOpMaLI,VIOHHOIﬁ cucrteme 06u.|ero Nnornb30BaHNA — Ha OdJVILI,MGJ'IbHOM cante CDe,qepaanoro areHT-
CTBa No TexXxHN4YeCKOMY perynupoBaHW M MeTponormn B ceTun MHTepHeT Wnu no exerogHomy MHCbOpIVIaLI,I/IOHHOMy YKasza-
Tenw «HaunoHanbHble CTaHOdapTbl», KDTOprﬁ OI'IyGJ'IIAKOBaH Nno COCTOSAHWUIO Ha 1 AHBapA TeKyuwlero roga, W no BbiNyCKam
exXxemeca4yHoro VIHCprMELlHOHHOFO yKasartena ((HaLI,VIOHaJ'Ibele CTaHOapTbl» 3a TeKyLLLVIﬁ roa. Ecnun 3ameHeH cChbINoYHbIA

MapaHune ochbuumnansHoe

GostExpert.ru
https://GostExpert.ru/gost/gost-906-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=68297
https://gostexpert.ru/gost/gost-906-2023?utm_source=pdf&utm_medium=68297&utm_term=page

MHCT 906—2023

CTaHAapT, Ha KOTOPLIM OaHa HeaaTMpOBaHHAA CCbINKa, TO PEKOMEHOYETCS UCMONb30BaTh AeMCTBYIOLLYK BEPCHUID 3TOTO
CTaHAapTa ¢ Y4eTOM BCEX BHECEHHLIX B AaHHYH BEPCUI0 U3MEHEHWI. ECNK 3aMeHeH CCbINMOYHLIA CTaHOapT, Ha KOTopbIi
[AaHa OaTupoBaHHas CChiNKa, TO PeKOMEHAYETCA UCMONb30BaTe BEPCUKD 3TOT0 CTaHdapTa ¢ yKasaHHbIM Bbille roaoM yT-
BepKaeHWs (NpWHATKA). ECnn nocne yTBepKOeHWs HACTOSLIEro cTaHAapTa B CChITOMHBLIA CTAHA4apT, Ha KOTOpLIA AaHa
AaTUpOBaHHas CChINKA, BHECEHO M3MEHEHWe, 3aTparMealoLLee NonoxeHne, Ha KOTOpoe JaHa CChiNka, TO 3TO MONOXKEHUe
peKoMeHOyeTca NpuMeHaTs 6es yderta OaHHoro uaMeHeHus. Ecnmn cobinodHbii cTaHgapT oTMeHeH 6e3 3aMeHb!, TO Nomno-
YKEHMe, B KOTOPOM [aHa CChINKA Ha Hero, PEKOMEHOYETCA NPUMEHATL B YACTU, HE 3aTPar1BaloLLIen aTy CCbImKy.

3 TepMuHbI U onpepeneHns

B HacToAWeM cTaHgapTe npuMeHeHbl TepMuHbl no NMHCT 830—2023 n NMHCT 832—2023, a Takxke cne-
ayoumne TepMUHBI C COOTBETCTBYOLLMMK ONpeaeneHnsaIMu:

3.1 obbekT kBaHTOBOro MHTepHeta Bewen; (OKMB): Miobas cywHocTe cuctemsl KMB (Hanpumep,
yctponcteo KMB wnun nogcuctema KMB), nogknoyveHHas K nporpaMMHO-annapaTHOMY KOMMMeEKCy pacnpege-
JNIeHWA KItovei, BbipaboTaHHbIX CeThH KBAHTOBOMO pacnpegeneHns Knovein, Ansa nonyyYyeHus KBaHToBO3allu-
LLIeHHOTO KMova.

3.2 y3en pacnpegeneHua knwoven; YPK: SnemeHT nporpaMmHo-annapaTHOro Komnnekca pacnpege-
NeHWs KroYel, BolpaboTaHHbIX CeThH KBAHTOBOIO pacrnpedeneHust kntoden, obecneqmBatowmnii nonyvyeHue
KBAHTOBO3aLUULLEHHOrO KINK4a M3 CeTW KBAHTOBOTO pacrnpeferneHuns Krnwodel u pacnpefeneHve KBaHTOBO3a-
WwMLeHHoro kniova mexay OKWMB.

3.3 y3en cBA3u c o6bekTamu; YCO: SnemeHT nporpaMMHO-annapaTHOro KOMMIeKkca pacnpefeneHus
KItovei, BbipaboTaHHbIX CETbH KBAHTOBOIO pacnpeneneHus Knodveid, obecnevymBarlLnin KOMMYHUKALWOHHOE
B3anmopenctene YPK ¢ OKMB.

3.4

KOHTponupyemas 3oHa: [1pocTpaHCcTBO, B nNpeaenax KoTOporo oCyLecTBNAeTCcsa KOHTponb Haa npe-
BbiBaHWEM W AEACTBUSAMU MWL, W/UNKU TPAHCMOPTHBLIX CPeacTB.
[FOCT P 56115—2014, ctatbsa 3.1.2]

3.5 knw4 aoctaeku; K. Knwou, vcnonesyemsin Ang 3alULeHHOW nepenaydym KBaHTOBO3aWMLEHHOTO
kntova ot YPK B OKMB.

3.6 napHbie OKUB: [1ga OKWB, nonyyatoLine obLine KBAHTOBO3ALUULLEHHEIE KITHOUN.

3.7 kBaHTOBO3awWMLWeHHbIN KntoY; (K3K): CekpeTHbIR koM, 3alymMTa KOTOPOro Npy nepegaye unn xpa-
HEHWW OCYLLECTBINAETCHA C UCMONb30BaHWEM KBAHTOBOTO(bIx) Kntova(en).

MpumeyvyaHume — cm. MHCT 830—2023.

4 CokpauweHus

B HacToAwem CTaHOapTe npuMeHeHbl cnegyrowmne CokpalleHns:

any — [O0BEPEeHHbIN NPOMEXYTOYHbLIN Y3er,
KB — KBaHTOBbIN VIHTepHeT Bewen;
KKC BPK — kBaHTOBas kpuntorpadunyeckas cuctemMa BbipaboTkn 1 pacnpegeneHuns Knden;
KPK — KBaHTOBOE pacrpefeneHue Krnoden;
OHKMU — OTYyXOaeMbli HOCUTENb KNYeBOn MHoOpMaLnK;
MAK — rporpaMmmMHo-anmnapaTHbI KOMMMNEKC;
MAK PKK — T1AK pacnpepeneHus knwo4ei, BolpaboTaHHbiX ceTbio KPK;
MAT PKCO — nporpaMmHo-annapaTHbIi TEpMUHAN pacnpeneneHus KIoden 1 cBasmn ¢ obbektamu,
nePc — MoABWXKHAS paguoCcBA3b;
CBPK — cucTtema BblipaboTkM 1 pacnpegeneHuns Kode;
CK3M — CpefcTBO KpunTorpauyeckon 3alnTel MHQopMaLUn.
2
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5 3apaum NAK PKK

OcHoBHbiMK 3agadamu NAK PKK aensatoTca:

- NoAKN4YeHue, peructpaums n ayteHtudukauyma OKUB;
- conpsxeHue c yanamu cetn KPK;

- obpaboTka zanpocos oT OKMB Ha Bbigayvy K3K;

- nonyyeHune K3K u3 yanos cetn KPK;

- pacnpegenexune u goctaeka K3K oo OKMB.

6 ApxuTekTypa U oCHOBHble hyHKUMK KoMmnoHeHToB NMAK PKK

6.1 MNAK PKK Bkntovaer:

a) YPK, obecneunBatowun conpstkeHune ¢ cetoto KPK, a Takxke pacnpegenerHue u gosenenue K3K go
obbekToB KMB;

6) YCO, obecnedvmBatomii KOMMyHMKauMoHHoe B3anmogencteue YPK ¢ obbektamu KMB.

6.2 YPK pomxeH obecnedynBaThb:

a) nogknk4eHue no sawuweHHomy npotokony K MY cetu KPK B kauectee CK3M-noTpebutens u nony-
yeHue oT Hux K3K kak ons cobcTBeHHOro MCNonb30BaHus, Tak U Ans nocnefywouwlero pacnpegeneHua OKVB
(8 Tom uncne yctponcteam KB u nogcuctemam KB) ons obecnevenns nx szammogenctens Ha K3K;

6) nonyyeHwe 1 3arpy3Ky NEPBUYHON KIMKOHEBOW MHOPMaLUK (MOPSAOK NONYYEHUs U 3arpy3K1 BbIXOOUT
3a paMKW HacTosILero ctaHaapTa);

B) pacnpegeneHue no 3awueHHomy npotokony K3K ans ceazsu mexgy OKMB. OKWB, nogknioyaemble
kK YPK, gonxHbl 6biTe CK3M-noTpebutenamu;

r) pacnpegeneHue no 3awuuieHHomy npotokony K3K aona ceazm mexgy OKWMB, nogkntoueHHbIMK Kak K
ogHomy YPK, Tak u k paznuydeiMm YPK;

4) B3aumogeircTeue c gpyrumu ¥YPK no sawmiieHHoMy NpoTOKOAy;

e) npu HeobxogmmocTu, nepewmdpoaHne K3K n nsmereHne popmarta koHTelnHepoB K3K.

6.3 YPK, cosgaBaemble pasnMyHbLIMW MPON3BOOAUTENAMKM, MOTYT 00beANHATECH B eQUHYI0 CEepPBUCHYHO
nnatcopmy. JonycTUMO LIeHTpan1M3oBaHHOE U AeUeHTPanu3oBaHHOe ynpaeneHue paznuyHsimm YPK.

YPK gomxHbl obecneynBats BO3MOXHOCTL pacnpegenenus v goeeneHus K3K oo OKKB B Tom cnydae,
€CIny OHW NOOKITYEHLl K pasnUyHbIM, HO conpsKeHHbIM cetTam KPK.

HonycTumo nogkntodeHme YPK HenocpeactseHHo K otaensHeiM KKC BPK. B aTom criyyae nogknodeHmne
npoussoguTcs k mogynto KPK (cm. MHCT 829—2023).

YPK moxet obecneumnath 3anuck K3K Ha OHKW B posepeHHon 30He ans goctaBku K3K Ha OKWB
nocpencteom OHKW. YCO pomkHo obecneunBaTts KOMMYHUKaLWoHHoe B3aumogenctene OKWB ¢ YPK c nc-
nonb3oBaHWeM IHTepHET unu Opyron ceTu Nnepefayn JaHHbIX, HANPUMepP: Yepes3 CeTU NMPOBOAHOW CBA3U, CETH
noaBwxHow paguocesasn 3G—5G, cetn WiFi, ZigBee, Bluetooth, Bluetooth Low Energy, NFC n gp. YCO gomx-
HO peanu3oBbiBaTh (PM3MYECKUIA, KaHaNbHbIA U ceTeBoi YpoBHM B3anMogeicTeus ¢ OKMB, a Tawke — npu
HeobxoaMMoCTH — TPAHCMOPTHLIN YPOBEHb.

OKWB pomxHbl umeTb B cBoeM coctaBe CK3W [mporpammHbIiA MM annapaTtHbli MO4YMb (danee —
CK3W-mogyne)] ansa onepauun ¢ K3K u ana kpuntorpaduyeckon 3awuTsl uHdopMauuy, nepeaaBaemMon ve-
pe3 KOMMYHUKauoHHYw ceTb KMB.

Konn4yectso YPK n YCO B coctage NAK PKK onpepensietcss B 3aBUCMMOCTU OT KONWYECTBa U TEPPMUTO-
puanbHoro pacnonoxeHuns OKWB, koTopbim Heobxogumo obecneunTs goctaBky K3K.

Apxutektypa Tunosoro [MAK PKK nokasaHa Ha pucyHke 1.

Mpumep peanusauunm MNAK PKK ¢ ueHTpanusoBaHHbiM ynipasneHnem YPK npuBegeH B npunoxeHun A.
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-—» — 0bmeH AgaHHbIMKU Ha K3K;
------ — KBaAHTOBLIA KaHan

(MAT

PucyHok 1 — Apxutektypa NAK PKK v Bzaumopeiicteytowme ¢ MNAK PKK anemenTsl cuctemel KUB

-+ — BblpaboTka 1 pacnpegeneHue K3K;

MpunoxeHue A
(cnpaBo4Hoe)

Mpumep peanuzauumn Tunosoro MAK PKK

C LeHTpanu3oBaHHbIM ynpaBneHueM u ¢ 3anucbio K3K na OHKU

A.1 MAK PKK c ueHTpanvM3oBaHHbIM yNpaBneHneM BKITIOYaEeT:

- OOWH WKW HEeCKOMbKO MporpaMmMHo-annapaTHbIX TEPMMHANOBR pacnpeferneHns Kn4er 1 cBA3M ¢ obbexkTamu

PKCO), coctosawmx n3 YPK u YCO;

- cepeep MNAK.

Hocrtaeka K3K ot MNAK PKK B OKWB ocyuwiectenseTca:
- Yyepes TPaHCMOoPTHYH (NPOBOAHYH/6eCnNpPOBOAHY) CETh;

- nytem npsamon 3anuncn K3K Ha OHKW OKWB B goeepeHHon 20He MMAT.
A.2 Cepeep lNAK obecneumBaeT MoHUTOpKMHT 1 ynpaBneHve paboton AT, Bknouas xpaHeHve nHdopmMauun o
ctpykType MNMAK, noeHtndukatopax, exogawmx B MNAK MNAT v sapeructpupoearHbix OKIAB, B ToM Yncne:

- XpaHeHue 6a3bl aaHHbIXx OKUB, 3apeructpupoBaHHbiX B [AK;
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- CMHXPOHW3auMo 3anpocoB napHbix MNMAT k yanam cetn KPK;
- ynpaBneHue *usHeHHbIM yuknom K3K B IMAT;

- onpeneneHue v Bbinady uaeHTUdukaTopa napHoro MAT!) no uoeHTUchurkaTopy napHoro OKMB;
- obecneyeHue goctyna ang agMmuHuctpuporaHus MAK PKK.
Cepgep MAK moxeT BbITb OTAENbHbLIM YCTPOWCTBOM UNKU BXOAMTL B cocTaB ogHoro Uz MNAT (ueHTpaneHoro MAT).
Mpumep apxutekTypbl NMAK PKK ¢ ueHTpannsoBaHHbIM yripaBneHnem npuBeneH Ha pucyHke A.1.
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Pucyrok A.1 — Mpumep apxmutekTypel NMAK PKK ¢ ueHTpannioBaHHbIM ynpaBneHuem

A.3 OcHoBHbIMK dyHKUMsaMK MAT sensioTca:
a) permctpauunsa u nepeuyHan naeHtupukaums OKMB B MAK PKK;
©) npoeegeHue BzanmHom ayteHTudMkaumn ¢ OKMB, cepeepom MAK 1 ¢ yanom cetn KPK;
B) conpsbkeHue c yanom cetu KPK u nonyueHue K3K;
r) sanuce K3K B OHKW OKWB B goBepeHHOM 30HE € UCMONb30BaHWEM YCTPOWCTBa 3arnucu;
4) nonyyeHue 3anpoca oT nogknioyeHHbix OKIMB Ha Bbigady K3K Yepes TpaHCNOpPTHYIO CEeTb;
e) pocTaeka B 3awuuieHHoMm euae K3K B OKMB (yepes TpaHcnopTHyK ceTb nu nocpeactsom OHKN).
A.4 YPK BkntovaeT: cepsep KnoYei, yCTPOMCTBO BBOAA KMNoyeBon uHpopMaumn 1 yctporcTeo 3anuck Ha OHKIA.
CepBep Kroyei obecrnedvnBaeT BbINOMHEHWE OCHOBHbIX diyHKUMIA YPK, B ToM Yucne conpsikeHue ¢ ceTbio KPK 1
nonyyeHne K3K, peructpauyuio OKWB, obpaboTtky 3anpocoB OKWMB Ha Belgady K3K 1 nx 3awuiLeHHyo nepegayy yYepes
TPaHCNOPTHYHO ceTb, a Takke 3anuck K3K Ha OHKW OKKB B noBepeHHOM 30HE.
YcTporcTBo BBoAa KnodeBol nHdopmauun MNAT ncnone3yroT Ansg BBO4Aa MCXOOHOW KntodeBon nHdopmayum, Heob-
xoanmoun anga obecnedeHnsa B3auMHoOW ayTeHTudmKaumm ¢ apyrmmm komnoHeHTamu NAK PKK 1 yanamu cetn KPK, a Takke
ONsA 3alWuThl NepegaBaeMblX COODLLEHWIA.
Ona OKWB, nmetowmx ceasb ¢ MNMAT nocpencteom YCO (nogkntodeHHsle OKWMB), nepenyHag 3anuce Ha OHKWU knito-
yen ayTeHTUdUKaUMK, KNHOYen JOCTaBkM U, Npyn HeobxoaumocTy, kroven ana obecneyeHns 3alUMLLEHHON CBA3WU MeXay
OKWB ocywecTensetca B goeepeHHol 3oHe AT npu peructpaumm OKWB. OJanee nonydyenve K3K ona obecneuyenus
3awwmieHHon ceasn mexagy OKWMB u, npu HeobxoguMocTy, 0GHOBMNEHWE KNoYen ayTeHTUMKUKALUM U KITKYeld OOCTaBKM
OCYLLIeCTBNAETCA NOCPEACTBOM HanpasneHusl cooTBeTCTBYOWero 3anpoca B AT yepea TpaHcnopTHyto ceTb. [TAT npwm
nonyyeHnn aaHHoro 3anpoca qopmupyet K3K v nepenaet nx 8 OKKVB B 3alwimiieHHoM Buae.

1) NapHeie MAT — MAT, obecrneunsatowme nepegady K3K napHsim OKUB.
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Ona OKMB, He umetowmx ceasb ¢ [NAT nocpencteom YCO (aBToHOMHble OKMB), 3annck U 0OHOBMEHMWE KroYen
ayTeHTUdUKaUmKM, KNoYen AocTaBkn v knoden ana obecnevyenHuna sawmieHHon ceasm mexay OKWMB ocylectenaeTca B
nosepeHHow 3oHe MAT ¢ ucnonesoBaHnem OHKI. Habop 3anuceiBaemblx K3K BoiGUpaeTes ncxoasa 13 nepedHs napHbIx
OKWB, anga koTopbIxX NNaHUpyeTcs YCTaHOBMNEHUE 3aLUULLEHHBIX coeduHeHnin B cucteme KVB, a Takke ¢ y4eToM nnaHu-
pyemMon 4acToTel cmeHbl K3K.

A.5 dyHkumoHumposanue MNMAK PKK BkntodaeT crnegytownin nopagok AenCcTBU:

a) ocyuwectenseTtca conpstkeHue MNAT c cepeepom MNMAK u pernctpauus MNAT B MAK PKK. Mpwu peructpaumnn ans
MAT dhopMupyeTcs YHUKanNbHbIA naeHTUMUKATOpP IDpar W UHbIe aTpubyTel ayTeHTUMKaLKUK (MPKM HEOBXOAMMOCTH), KOTO-
poie xpaHaTtca B [NAT u Ha cepsepe NAK. Cepsep MNAK xpaHut yHukaneHbie naeHtudukaropsl 1D p v uHble atpnbyTe
ayTeHTUdukauum (Nnpu HeobxoANMMOCTKW) BCEX 3aperMcTpupoBaHHbIX B koMmnnekce MNAT;

6) ocywecTtenaetca conpskeHue MNAT ¢ yanom cetn KPK;

B) MAT onumoHanebHo 3anpawueaeT B ceTh KPK 1 doopmupyet Habop K3K o nonyveHus sanpocoB Ha Bbigady K3K
co ctopoHbl OKUB (nanee — bydep K3K). Mopsagok dopmuposanus bydepa K3K B MAT 1 CMHXpPOHM3aLWA 3anpocoB
Mexay napHeimu NMAT ocylecTenserca cepeepom MAK:

1) MAT nony4daeT K3K u3 cetu KPK,

2) NAT ans kaxporo K3K coxpaHseT yHUKaneHeii naeHTUukatop 1D g nar (BHYTPEHHWIA I/I,EI,eHTMdDMKaTOp)y
KOTOpPbLIA MCNonb3oBancs npy BaanmoaencTeum ¢ cetoto KPK. OauHakosble K3K gomkHbI MMETL OOMHAKOBLIA MOEHTU-
pukatop IDyqe qat HA NapHbix MAT;

r) ocywecTBnseTcs nepsuyHas permctpauma OKKMB B MAT. Mpu nepeuyHoin permctpauun OKKB B MAT:

1) dhopmupyetcs yHukaneHbld uaeHTUGUKaTop ID oy 5 ¥ MHBIE aTpUbYTHI ayTenTudukauum (npyu HeobxoaumMo-
ctu). JaHHas nHpopmauwma xpanutea B OKINB u IMNAT, a Tacke nepegaetcs Ha cepiep [MAK,
2) dopmupyoTea yHMKanbsHbele ana kaxaoro OKWMB knrouum:

- KM ayTeHTudmKaumMu goctyna k MNAT,

- KMHYM JOCTaBKW.

[Ons hopMmupoBaHMa AaHHbIX Knover MoryT ObiTe ncnonb3osaHel K3K us 6ydepa K3K unu Hoeele K3K, nonyyeHHksle
Ha ocHoBe 3anpocos K ceTu KPK [c yueTom nepeuncneHua B) 2)],

3) ana aeToHoMHoro OKWMB (onuwoHaneHo ans nogknioveHHoro OKWB) dopmupyetca matpuua ceasen (Ha
ocHoBe uaeHTudukatopos OKWMB) mexay peructpupyemoim OKWB v gpyriumn (napHeimn) OKKB, ¢ koTopbiMu
NnaHWpyeTcsa YCTaHOBKa 3aLUULLEHHOTO COeAWHEHWS, 1 MO Hell dhopMM1pyeTcs Habop COOTBETCTBYIOLLMX KITHYen
1 UaeHTUUKATOPOB IDyqy AT [C YHETOM NEepedncrieHns B) 2)].

[Ons chopmmnpoBaHna aaHHbIX Knoyven ncnoneayrotea K3K 3 bydepa K3K nnu Hoeele K3K, nonyyeHHble Ha ocHOBe
sanpocoB k cetu KPK [c yueTom nepeuncnenus B) 2)],
4) ona KnoYen, ykasaHHbix B nepeduncreHnn r) 2) u 3), hopmupytoted naeHTucukatopsl IDysy qypp (BHELWHKE
MAOEHTUMKATOPbI) M TabnMua COOTBETCTBUS MEXKAY COOTBETCTBYIOLLMMI BHYTPEHHUMW U BHELLIHUMU MOEHTUGU-
katopamu (IDyak nat Pikak okme) Takum obpasom, 4to K3K(IDyay nat) = K3K(IDyak okme):

5) ana K3K, npegHasHayeHHbix ans OKWB, sapeructpupoBaHHbiX B pasHbix AT, MNAT HanpaBnseT Tabnuuy
cootBeTCTBUA (IDyak maT: IPrak okms) ARYromy napHomy MNAT. MNapHelid MAT nposepseT Hanuune K3K ¢ noeHTu-
cpukatopamut 1Dq I'TAT B 6ychepe K3K, npu ux oTcyTcTBMM 3anpalumeaeT Beiaady K3K ua cetm KPK v Bkntovaet
naHHble K3K B Bydep K3K. 3atem napHeiit AT npuceavsaet IDkak okmg COOTBETCTBYIOLIMM KIO4am cornac-
Ho Tabnuue cootBeTcTBUA (IDyar nat Prak okms): B
6) npoBoguTcs 3awmuweHHan 3anuck K3K, chopMmypoBaHHbIX B nepeducneHuu r) 2) u 3), a Takke ux ngeHTudu-
kaTopoB IDysy okpe B OHKK,
7) OHKW c kntodamu [cMm. nepeumncneHne r) 6)] goctaenserca go OKVIB u ocyllecTBNsAeTca 3annch KroYein B
xpaHunuwe knioven CK3W-mopyna (xpanunuwe knodein OKKB);

n) aetoHomHble OKWMB ocyllecTBna0T 3allMeHHy0 CBA3b ¢ ucrnonb3oBaHneM K3K, 3anvcaHHbiX B XpaHunuiie

kntouen OKMB;
e) nogknoyeHHble OKMB ocylecTBNS0T 3alULLEHHYO CBA3b ¢ ncnonb3oBaHneM K3K, 3anncaHHbIX B XpaHUnuLle
kntoven OKMB, unu ¢ npumeHeHuem K3K, koTopbie nony4arT Yepes TPaHCNOPTHYH CEeTh CNeayowmMmM cnocobom:

1) OKMB, MHMUMMPYHOLWWA 3alLyLLeHHY0 Nepeaady daHHbix (OKMB,) HanpaenaeT aBToOpU3OBaHHbLIA 3anpoc Ha
Belgady K3K B MNAT (MTAT,), B KOTOPOM OH 3aperucTpupoBaH ¢ npegoctasneHvem cobeteeHHoro IDG gy, HeE-
obxoaumbix atpubyToB ayTeHTUukaumm n naeHTudukaropa napHoro OKVB ID a5 B pamkax ogHoi ceccum
3anpoca v nonydeHua K3K OKWMB moxeT ocywecTenaTeca 3anpoc Heckomnbkux K3K,
2) NAT, nposepseT perucTpalumio napHoro OKKUB (OKKB,),
3) ecnu napHeiil OKKB, sapernctpuposaH Ha apyrom AT, To INMAT, Hanpasnsaet sanpoc Ha cepeep [MAK Ha Bbl-
Adaqy ngeHtudmkaropa napHoro MNAT (IDqato) No naeHTudpukatopy napHoro OKMB (IDgyp2):
4) NAT, ebibupaet K3K 13 Bycepa K3K [cm. nepeuncnenve B)] unu sanpawmsaeT Hobln K3K B cetn KPK. ns
K3K, nonyuenHoro ua cetu KPK, dopmupyetca IDysy qap COrnacHo nepeuncneHuto B) 2). 3atem Ana K3K onpe-
nensaetcs IDyay opps COrmacHo nepeuncnenuio r) 4). B cnyyae 3anpoca Heckonbkux K3K kaxabin K3K gomxeH
UMeTb YHUKanbHbli 1Dy, quqg- Ecriv OKMB, n OKWB, 3aperncTpupoBaHbl B pasHbix [MAT, T0 BeINONHAETCS
OeACTBME NO NepevyncneHinto r) 5),
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5) MAT, sawmileHHsIM cnocoBom nepegaeT aeHTUPUKATOP IDyqy g ¥ K3K (IDkak orme) Ha OKKB, ¢ ne-
NONb30BaHWEM KIoYa JOCTABKM, B B

6) OKMB, cornacyet no uHcopmaunoHHomy kaHany IDysy qupug € OKMB,,

7) napHbit OKMB, no IDysx ok OCYLLECTBNAET ayTeHTUMUMPOBaHHLIA 3anpoc Ha nonydyedue K3K
(IDksk okup) Y AT, K KOTOPOMY OH MOAKMIOYEH, C NpedocTaBneHnem cobeTBeHHoro 1D gy g0 W NMPOYMX atpuby-
TOB ayTeHTUduKauumn (npu HeobxoanmocTu), a Takke IDysy ouyes
8) I'IAT2, UCnonb3ys Tabnuuy cooTBETCTBUA Mexay 1Dy, ﬂ_AK‘ IDyai okpg: NONYHEHHYIO COMMACHO Nepeduncne-
Huio 1) 5), ocywectenaeT sbigayy K3K (IDya okue) 43 6ydepa K3K,
9) OKUB, 1 OKWMB, ocyllecTBaioT 3awniienHyto nepegady coobuennii ¢ ucnonssosanuem K3K (IDyqe oupg)-
Mpumep MAK PKK, coctosuero na aByx MNAT, c asyma OKWB, nogkntodeHHsIMU K pasHeim AT, npuBeaeH Ha pu-
cyHKe A.2. Ha pucyHke A.2 TakkKe ykasaHbl doyHKUMOHanbHble cBasn mexagy OKMB u anementamu MNAK PKK cornacHo
NpUBEOEHHON Bhille HyMepauuu.
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PucyHok A.2 — lMNpumep dyHkumnoHaneHbix ceasen NAK PKK ¢ ueHTpanv3oBaHHbIM ynpaBneHuemM
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