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Mpeaucnoeue

Llenn v npuHUMnbLl cTangapTuzaumn B Poccuiickon Penepaumnn yctaHoBneHsl GenepansHeIM 3akoHOM OT
27 pexkabpa 2002 r. N2 184-93 «O TexHW4eckoM perynvpoBaHii», a npasuna NprMeHeHns HauMoHamNbHbIX
craHgapTos Poccurinckon ®egepaunn — MOCT P 1.0—2004 «CtaHpaptraauma B Poccuiickoin egepayunn. Oc-
HOBHBIE NOMOMEHWA»

CBepneHnns o cTaHgapTe

1 NOArOTOBINEH O6wectsom ¢ orpaHNHeHHON 0TBETCTBEHHOCTRIO «[TMHC-M» (OO0 «JlnHc-M») Ha oc-
HoBe coBCTBEHHOro ayTeHTUYHOrO NepeBoaa CTaHaapTa, YKkasaHHOro B MyHKTe 4, a Takke PesfepansHbIM rocy-
AapCTBEHHBIM ydpexaeH1em «ocyaapcTBeHHbIR HayMHO-MCCNEenoBaTENSCKUIA UCTBITATENBHBIA MHCTATYT NpoB-
neM TEXHUYECKOR 3aL1Thl MHdopMaunn ®efepansHOn cnykBbl Mo TEXHWYECKOMY W 3KCIOPTHOMY KOHTPOIC»
(@Y THUMWM NT3W ¢CT3K Poccum)

2 BHECEH TexH14YeckumM komiTeTom no ctaHgapTtuzaumn TK 10 «MNepcnekTmeHble NpOM3BOACTBEHHbBIE TEX-
HOMNOMMW, MEHEKMEHT M OLEHKa PCKOB»

3 YTBEPX/IEH W BBEJEH B IEMCTBME lMpukaszom deaepansHoro areHTGTBa No TEXHNHECKOMY peryni-
poBaHWO U MeTponoriM oT 19 gekabpa 2006 r. Ne 317-cT

4 HacTosaWmWA cTaHaapT UOeHTUYEH MexXayHapodHomy ctaHaapty MCO/M3K 13335-1:2004. «WHdopmauw-
OHHas TexHonorvs. Metoapsl obecneveHna 6esonacHocTy. MeHemkMeHT 6e30nacHOCTV MHPOPMALMOHHBIX W Te-
NEeKOMMYHNKALWMOHHBIX TeXHonorvi, Yacts 1. KoHuenuus v Mogeny MmeHemKmeHTa 6e3onacHOCTV MHAopMAaLoH-
HbIX 1 TENeKOMMYHWKaUWOHHbIX TexHonorui» (ISO/IEC 13335-1 : 2004 «Information technology — Security
techniques — Management of information and communications technology security — Part 1. Concepts and
models for information and communications technology security management»).

HawmeHoBaHve HacToALLEro CTaHAAPTa U3MEHEHO OTHOGUTENBHO HAMMEHOBAH WA YKa3aHHOIo MEeXOyHapo-
HOro cTaHgapTta Ans npueeneHws B cooteetcrere ¢ FTOCT P 1.5—2004 (nyHkT 3.5)

5 BBE[JEH BINEFPBbLIE

WiHchopmatus 06 UBMBHEHUAX K HAacMOAWBMY cmaHiapmy nybnukyemcs 8 exe200H0 U30agasMOM UH-
hopMaLUOHHOM yKa3amene «HauuoHansHbe cmaHoapmsi», & MeKCM U3MEHEHUU U rONPasoK — 8 BXeMBCAYHO
u3dagaeMbiX UHGhOPMALIUGHHBIX yKa3amensax « HattioHansHbie cmaHdapmesi». B criydae nepecmompa {3amMeHbt)
LU OMMeEHbI HacmoALe20 cmarndapma coomeemcmayiouee yeedomneHue bydem onyBbAauKogaHo 8 exeme-
CAYHO LU30agaeMoM UHCHOPMAaLUGHHOM yKasamene «HauuoHaneHbie crmaHoapmei». Coomeememeyiowan tUH-
chopmauus, yeedoMNeHUA U MEKCIbi PA3MELLAIOMCS MaKKe & UHGhopMaLUOHHOL cucmeme 0bLIe20 NonL30ea-
HUR — Ha ogbuluansHoM catime @edepanbHo20 a26HIMCMEa o MEeXHUYSCKOMY Pegyniupo8aHuto U Mempono2uu
& cemu MIHmepHem

© CraHgaptuHdopm, 2007

Hacroawumia CTaHOapT He MOXeT ObITb MONHOCTLHO UMW YaCTVMHO BOCMPOU3BedeH, TMPaXPoBaH 1 pacnpo-
CTpaHeH B KadecTtBe Od)VILl,VIaJ'IbHOFO w3gaHus Ges paspelleHns CDe,u,epaanoro areHTcTBa no TeXxH4ecKomy
perynmpoBaHue 1 MeTponorvi
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HAUWOHANBHBIA CTAHOAPT POCCUMWCKOWN QOEREPALWMN

WHropMaLMOHHAA TEXHONOMNA
METOAObI W CPEOCTBA OBECMNEYEHWA BE3OMNACHOCTH
YacTtb 1
KoHuenunsa n mogenu meHeaKmeHTa 6e30NacHOCTU MHOOP MALMOHHBLIX U TENEKOMMYHUKAL MOHHbIX

TeXHONOrMMn

Information technology. Security techniques. Part 1. Concepts and models for information and communications
technology security management

Data BeegeHna — 2007—08—01

1 O6nacTe NpUMMeHeHunA

HacToAwmi cTaHgapT NpencTasnsaeT coboi pyKoBOACTEO No ynpaeneH o 6e30MacHOCTLH MHGIOPMALMOH-
HbIX 1 TENEKOMMYHWKALVMOHHBIX TexHonorwid (MTT), ycTaHaBnMBaeT KOHLULEeNUMIC 1 MOAeny, Nexaluue B 0cHoBe
6a30B0ro NoHWMaHa GezonacHocTy MTT, U packpbiBaeT o6LMe BONPOCHI YMPABMNEHWS, KOTOPLIE BAXKHbLI 11
YCMEeLHOro nrnaHpoBaHis, peannsauyia 1 nogaepxkin GesonacHocty MTT.

Liensto HACTOALWErD CTaHAapTa ABNAETCA GOPMUPOBAHKME OBLIWX NOHATWA 11 MOAenel ynpasneHusa 6ezo-
nacHoCcTLo VTT. MNpyBeaeHHbIE B HEM MONOKEHUA HOCAT 0BLWIA XapaKkTep U NPUMEHUMBI K paznindHbIM METOAaM
yrnpaeneHns 1 opraHu3aumam. HacToawmi ctaHgapT paspaboTaH Tak, 4To No3sonseT npucnocabnueaTts €ro no-
TOMEHWA K NOTpeGHOCTAM opraHu3aui 1 CBORCTBEHHOMY e CTUIMIo ynpasneHus. Hactosawmia ctaHgapT He pas-
pabaTbiBaeT KOHKPETHLIX NOAXOA0B K yrpasneHuo 6e3onacHOCTLH.

2 TepMHMHbI U onpeaeneHunA

B HacTosLwWwem cTaHAapTe npumMeHeHbl TepmiuHibl no MCOMIK 17799, MCO/MIK 13335-4, a Takxe cneny-
tOLLIE TEPMIHBI C COOTBETCTBYHOLLMMI ONpeaeneHsiMK;

2.1 nogoT4yeTHOCTb (accountability): CeoncTeo, obecnevBatoLllee 04HO3HAYHOE NPOCNEXBAHWE Aeli-
cTBMA NoBoro norideckoro obwexTa.

[MCOMBK7498-2]

2.2 aktnBbl (asset): Bce, 4To MMeeT UeHHOCTL ANs opraHn3aumi.

2.3 aytenTn4HocTb (authenticity): CBolCTBO, rapaHTUpyLoLWee, 4To CyBBEeKT UM pecypc NOEH TUYHBI 33518~
TNEHHbIM,

MpUMeYaHUe — AYTEHTUMHOCTL NPUMEHASTCA K TakUM CYGbEKTaM, Kak Norb30BaTernu, k NpoLeccam, cucTe-
Mam U UHpopMaLuu.

2.4 poctynHocTb {availability): CBolicTBO 06beKkTa HAX0ONTHCH B COCTOSAHMM FOTOBHOCTW W MCMOMNb3YeMOoCc-
TV MO 3anpocy aBTOPW30BaHHOIo Normyeckoro obbekra.

[MCO/MIK 7498-2]

2.5 bazoBble 3alMUTHLIE Mepbl (baseline controls): MyuHUMansHbIA HaBGop 3aWUTHBIX Mep, yCTaHOBMNEH-
HbIA AN CUCTEMBI UMK OpraHW3aLmK,

2.6 koHpmageHuMansHocTh (confidentiality): CBolcTBo MHdOpMaLWM BbITe HEAOCTYMHOR W 3aKPLITOR ANs
HeaBTOpPW30BaHHOro NHAVBWAYYMA, NoriMeckoro obbekTa Mnv npouecca.

[MCO/MIK 7498-2]

WUzpaHne ohMumnancHoe

2—179 1
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2.7 xoHTpOnb (control); —

MpwumeuyaH e — B koHTekcTe BezonacHocTU MHOPMALUCHHO-TENEKOMMYHUKALNOHHBIX TEXHONOMMA TEPMUH
CKOHTPOSb» MOMET CUMTAThCHA CMHOHUMOM «3alUTHOA Mepbl» (CM. 2.24).

2.8 pexomeHgaumm (guidelines): OnucaHwve, NOSICHALLLEE AEWCTBWSA 1 CNOcoBbI LX BBINONHEHWA, HEOGXO0-
OMMble ANs AOCTVKEHWA YCTAHOBAEHHLIX LIENe,

2.9 Bozgeicreme (impact): Pe3ynbTaT HexXenaTenbHOoro MHUMAEHTA MHAXOPMAaLMOHHOW He30MacHOCTM.

2.10 HUMAEHT MHpopMaLMOHHoN BezonacHocTH (information security incident): IioBoe HenpenBuaeH-
HOe N HekenaTensHoe coGLITME, KOTOPOE MOXET HAPYLWLINTL AeATENLHOCTL UMK MHdXopMaLUWoHHYo 6esonac-
HOCTh.

MpumMmedaHune— MHumgeHTamMn uncdopmalmoHHoi Ge3onacHOCTU ABNAIOTCA:
- yTpaTa ycnyr, o6opyaoBaHWa UNU YCTPOHCTE;

- cUcTemHble cGoM UNKU Neperpysku;

- OWMBKK NoNk3oRaTENENR;

- HecoBniogeHUe NOMUTUK UMK peKkoMeHdauuni;

- HapylweHue hU3MUYECKUX Mep 3allnThbI;

- HEKOHTPONMPYEMbIE U3MEHEHMWA CUCTEM;

- ¢Bon nporpaMMHoro obecneqeHna M 0Tkasbl TEXHUMECKMX CPEACTR;

- HapyleHWe nNpaBun pocTyna.

2.11 6ezonacHOCTb UHHOPMALMOHHO -TENEKOMMYHUKALMOHHLIX TeXHonoruil {6ezonacHocts UTT)
{ICT security): Bce acnekTbl, CBA3aHHLIE C ONPEAENEHVEM, AOCTWKEHNEM W NOAAEPKAHVNEM KOHGMOEHUMANEHO-
CTW, UEMOCTHOCTH, AOCTYINHOCTH, HEOTKAZYEMOCTW, NOS0THETHOCTMW, 8y TEHTWHHOCTY M AOCTOBEPHOGTW MHADOpMAaLW-
OHHO-TENEKOMMYHUKALMOHHBLIX TEXHONOTWA.

2.12 nonntuka 6e3onacHOCTN MH(POPMALMOHHO-TENEKOMMYHUKaLMOHHbIX TEXHONOMMA {MONNUTHKA
6ezonacHocTu UTT) (ICT security policy): MNpaBuna, AupeKTUBbI, CIOXUBLLASICS NPaKTUKa, KOTOPbIE onpeaenst-
1T, KaK B Mpeaenax opraHv3aumi M ee MHG0PMAaLMOHHO-TENEKOMMYHWKaLMOHHBIX TEXHOMOMMIA YNPaBNATh, 3aLlu-
LWATb 1 pacnpeaensiTe akTyBLI, B TOM YACNE KPUTUYHYIO MHGROpMAaL.

2.13 cpegcreo(a) 06padboTkn MHcpopmaumm (information processing facility(ies)): Jlrobas crcrema obpa-
B0TKM MHGOPMaLMK, CEPBUC WA MHODPACTRYKTYPA, UK X 231HECKIE MECTa pa3MeLLIEHNS.

2.14 vncbopmaumnoHHasn 6e3onacHocTb (information security): Bce acnekTbl, cBAzaHHbIE C ONpeaeneHu-
€M, JOCTVIKEHVEM W MOAAERKAHNEM KOHMWASHUMANBEHOCTW, LEeNOCTHOCTW, AOCTYNHOCTW, HEOTKA3YEMOGTH, NO4-
OTHETHOCTH, ayTEHTVUHHOCT W 1 AOCTOBEPHOCTY MHGDOPMAaLMKN MM CPEACTB ee obpaboTiv.

2.15 uenoctHocTb (integrity): CBOWCTBO COXpPaHEHWSA NPaABWITBHOCTM W MOINHOTLI aKTWBOB.

2.16 HeoTkazyeMocTb (non-repudiation): CnocoBHOCTL yO0CTOBEPATL MMEBLIEE MECTO AeACTBWE UMK CO-
BbITre Tak, 4ToBbl 3TV COBBITUA VN OEACTBWA HE MOTNW BbITb MOZKE OTBEPrHYTHI.

[MCO/MIK 13888-1, MCO/MIK 7458-2]

2.17 pocToBepHocTh {reliability): CBoicTBO COOTBETCTBUS NPEaYCMOTRPEHHOMY NOBEAEHWIO W PE3YNbTaA-
Tam.

2.18 ocraTtouHbli puck (residual risk): Pyck, octarownica nocne ero obpaboTku.

2.19 pwmck (risk): MNoTeHumansHas onacHOCTb HaHeceHWA ywepba opraH13alny B pe3ynbTaTte peannsauum
HEKOTOPOW YrPo3bl C MCMOMNL20BAHWEM YAZBUMOCTEN aKTVBA UMW MPYMMLI AKTHBOB.

MpuUMeyvaHWe — OnpegensaeTca Kak COMETAHUE BEPOATHOCTH COBLITUA M ero NOCNeacTBHA.

2.20 ananus pucka (risk analysis): CvcremaTMyeckuii NPOLLECC ONpeneneHus BeNMYMHbBI pUCKa.

2.21 oueHka pucka (risk assessment): MNMpouecc, 06beAMHALWLNA UASHTVMKALMIO pUCKA, aHanNM3 prcka 1
OLEHWBaHWe pICcKa.

2.22 meHemxmMeHT pUcka (risk management): MNonHbIA Npouecc MOAEHTUAMKALWK, KOHTPONS, YCTPaHEeHWs!
VN YyMEeHbLLEHWS NMOCNeACTBUIA ONacHbIX COBBITHIA, KOTOPLIE MOMYT OKa3a Tb BNWSHWE HA PECYPCHI MHAXOPMALIOH-
HO-TEeNneKoOMMYHWKALMOHHBIX TEXHONOMMA.

2.23 obpabotka pucka (risk treatment): MNpouecc Beibopa 1 ocyLWEeCTBREHUS MER NO MOAUMDWKALLN PUCKA.

2.24 3awTHan mepa (safeguard): Cnox1BLIAACH NpaKTKa, NPOoLeayRa unv MexaHuam obpaboTki prcka.

MpumedaHune— CrnegyeT 3aMeTUTh, YTO NOHATUE «3aLUMTHAA MEpPay MOXKET CUUTATLCH CMHOHUMOM MOHATUIO
CKOHTPONb» (CM. 2.7).

2.25 yrpoaa (threat): MNoTeHUWansHas NpU4MHA MHUWAEHTA, KOTOPLIA MOXET HAHECTW yLLepd crcTemMe 1
OopraH1zaumK.

2
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2.26 yasgumocTh (vulnerability): CnabocTs 04HOMo N HECKOMNbKMX aKTMBOB, KOTORAA MOXeT BbiTb 1C-
MONb30BAaHA OAHOW VMW HECKONBKMMI YTPo3amMu.

3 KoHuenuuu be3onacHOCTU U B3aUMOCBA3MN

3.1 MpuHUMnNLI 6ezonacHoOCTH

Ina cozgaHva addekTrBHOW nporpaMmmel 6esonacHocTy MTT dpyHaaMeHTansHsIMU ABASICTCA cneayto-
LLWE BLICOKOYPOBHEBbIE NPKHUWNEI Ge30nacHoCTy:

- MEHEDKMEHT PICKA — aKTVBbI JOMMKHbI BbITh 2aLULLEHBI MYTEM NPUHATASA COOTBETCTBYHOLLIMX Mep. 3alnT-
Hble Mepbl J0IPKHEI BbIBMPATLCS 1 MPUMEHSITLCS HAa OCHOBaHMWKW COOTBETCTBYHILLER METOLOMOT UM YIIpaBMNeHNs
pUYICKaMK, KOTOpasl, CXOAs W3 aKTVMBOB OpPraHv3aUunn, Yrpo3, yA3BUMOCTEN U Pa3NUYHBIX BO3LEWCTBAN yrpo3,
YyCTaHaBNVBaET AOMYCTUMbIE PUCKKM M YHUTHIBAET CYLLECTBYHOLLME OrPaHNYEH WS,

- 0bszaTeNbCTBA — BaKHbI 0BA3aTENBCTBA OpraHnzauunn B obnact 6ezonacHoctt UTT 1 B ynpasneHun
puvckamu. [ina popmrpoBaHus 065A3aTensCTB CNeAYET pa3bACHNTE MPeUMyLLECTBa OT peanmnzauumm BezonacHocTu
NTT;

- cnyebHble 06A3aHHOCTV M OTBETCTBEHHOCTL — PYKOBOZCTBO OpraH13aUMi HeceT OTBETCTBEHHOCTL 33
oBecneveHue GezonacHoCTY akTMBOB. CnyxebHble 06513aHHOCT 1 OTBETCTBEHHOCTb, CBfIZaHHbLIE C BeaonacHoc-
Toto UTT, AorkHbI BbITe ONpedeneHsl M oBeneHsl 40 CBedeHVs NepcoHana;

- uenwu, cTpaTerin 1 NonrTYKa — yNpaBneHne pyuckamMm, CBs3aHHbIMK ¢ BezonacHocTsie MTT, oonkHo ocy-
LLECTBMATLCS C YYETOM LiENEe R, CTPAaTEriA 1 MONUTWKL OpraH13aLn.

- yrpaBneHue Xn3HeHHbIM LMKNoM — yrnpaeneHre 6e3onacHocTelo WTT 4omKHO BbITh HENPEpPLIBHLIM B
TEeYEeHWe BCEro VX KM3HEHHOMO LyKNa.

Huvike ¢ nosnuuii dyHAaMEHTaNbHBIX MPKYHUMNOB 6830NacHOCTY NPUBEOEHO OMNMCAHVE OCHOBHBIX KOMMOHEH-
ToB GezonacHOCTY, BOBMEYEHHLIX B NPOLIECC yrpasneHns 6eaonacHoCTLI, U UX cBA3K. MNprBedeHsbl xapakTepuc-
TUKN KaXKA0ro KOMNOHEHTA W YKa3aHbl OCHOBHbIE CONPSPKEHHBIE C HAM diaKTopbI.

3.2 AKTHBBI

MpaBMNLHOE ynpaBneHve akTMBaML FIBASETCS BaXHEALIMM haKTOPOM YCMELLHOW AeATeN5HOCTY OpraHn3aa-
LW 11 OCHOBHOWM 0GA3aHHOCTSH0 BCEX YPOBHEN DYKOBOACTBA. AKTWMBbLI OPraHn3auyii MOoryT paccMaTprBaTbCs Kak
LeHHOCTI OPraHn3auunK, KOTopble A0IMTKHbBI UMETh rapaHTUPOBaHHYH 3aLUMTY. AKTUBLI BKIHOYAKT B ceba (Ho He
OrpaHMKMBaICTCA):

- MaTEPKANbHbIE aKTVBbI (HANPYMER BbIMUCNUTENbHLIE CREACTBA, CReACTBa CBA3W, 34aHNS);

- MHopMAaUUWIO (AaHHbIE) (HanpUMep AOKYMEHTHI, 6a3bl 4aHHbIX);

- NporpaMmHoe obecneJveHue;

- CNocoBHOCTL NPOM3BOANTL NPOAYKT UMW NPELOCTaBNATL YCNYTy;

- Naen;

- HEMAaTepWansHble pecypchl (HanpuyMep NPECTI pMbl, penyTaLmic).

HeBozmoxHO pazpaboTaTh W NOAAERKMBATL YCNELWHYH NporpamMmMy rno 6e3onacHoOCTX, ecnii He MaeHTUKN-
L1POBaHbI aKTV1BbLI OpraHm3auuim. Bo MHOMMX cny4asix Npouece WaeHTUdIMKaL KM akTMBOB M YCTaHOBNEHWS WX LieH-
HOCTW MOXeT GbITh NPOBefeH HA BEPXHEM YPOBHE U He TpeByeT AoporocToswen, AeTansHOR U ANUTENBHOR
npoueaypsl. CTeneHs geTanvzalmi AaHHON NpoUeayphl A0IDKHA ONPenensTsCs OTHOWEHVEM BENVMUHLI BpEMEH-
HbIX 11 AMHAHCOBLIX 3aTPaT K LLeHHOCTK akTBoB. Bo Bcex cnyyasx cTeneHb AeTtannsaumi 4oMmKHa BbITb yCTaHOB-
neHa, UcXo4a 13 Lenen 6ezonacHoCcTy.

XapakTepuCTWKA aKTUBOB, KOTOpble HEOBX0AMMO pacCMOTPETL, BKIMHOYAKT B cebs cnefyoLMe BeNUYUHLL
LEHHOCTb, YYBCTBUTENBHOCTL aKTWBOB, W MEHILLIMECH 3aLUMTHbIE Mepbl. Hanu4ue KOHKPETHLIX Yrpo3 YA3BUMOCTH
BAWAET Ha TpeboBaHWS K 3aLuMTe aKTMBOB. BHelwWHKe ycnoBms, coluvansHas W NpaBoBasi cpefa, B KOTopbIX opra-
HW3aLLM51 OCYLUECTBNSET CBOK AeATENbHOCTb, MOrYT BMWATL HA aKTUBSI, X CBOWCTBA 1 xapaktepucTikia. OcobeH-
HOCTW B YNMOMSHYTbIX YCNOBWAX MOTYT MMETb CYLUECTBEHHOE 3HaYeHWe ANA MeXAyHapoaHbLIX OpraH13aLin 1
TPAHCKOHTWUHEHTAaNLHOMO MCMonL30BaHKMA UTT.

OcHOBBIBASsICE Ha ONPEAENEeHNN YTRO3 1 YAZBUMOCTEN U MX KOMBWHAUWA, MOXHO OLLEHWTL PUCK U BeIOpaTh
3aWMTHBIE MEPBI W, TEM CaMbIM, NOBLICUTL Be30MacHOCTL akTVBOB. [lanee HeoGX04 MO OLEHVBATL OCTATOYHLINA
pWCK AnA Toro, 4Tobbl oNpeaennTs, a4eKBaTHO NN 3alWWEHBL] aKTUBBI.

3.3 ¥Yrpo3bl

AKTVBbI MOABEPKEHBI MHOMAM BiAaM yrpos. Yrposa obnagaeT croCobHOCTHH HAHOCUTL yiLepd akTiBaMm 1,
CNefoBaTensLHo, OpraH13auUuM B Lenom. 3ToT yLuepb MoXeT BO3HWKATb M3-33 aTakl Ha MHdyopmMaLumio, obpabatbl-
Baemyo WTT, Ha camy cucTeMy WUNK WHbIE pECYPCHI, MPUBOASA, HAMPUMEP, K X HEABTOPW30BAHHOMY paspylue-
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HWH, PaCKPLITVIO, MOAMVKALW, NOpYe, HEAOCTYNMHOCTM MNK noTepe, Ywepd akTsaM MOXeT ObITk HaHeceH
TONMBLKO NPX HAMUYUN Y HUX YA3BUMOCTH. YTRO3bI MOTYT GbITh €CTECTBEHHOIO NMPONCXOXKAEHWUA UM CBA3aHLI C
yenoee4veckm chakTopoM. B nocnegHem cnyyvae yrpossl MOTyT GbiTk CMyYaiHBIMKW UKW LieneHanpasneHHbIMA,
MpyMepb! yrpos npueeneHs B Tabnvue 1. Yrpoasl, Kak crydaiHble, Tak v NpeaHaMepeHHble, LoIDKHbI ObITs MaeH-
TUGIULMPOBAHbI, 8 UX YPOBEHL W BEPOATHOCTL BO3HWKHOBEH A A0ITKHbI GbITh OLEHEHbI. [0 MHOTAM BiZaM yrpoa
cpefpl cobpaHbl CTaTUCTUYECKUE AAHHbIE. DTW JaHHbLIE MOTYT BbITh UCTMIONBL30BaHLI OPraHW3aLMen Moy oueHKe

yrpos.

Taénuya 1— MNpuMepbl yrpos

YTpoakl, 006YCAOBAEHHBIE YENOBEYECKUM DAKTOPOM
Yrpoael cpeakl
ueneHanpasneHHble C.I'Iy‘-lal;lele
Mopcnywueanue/nepexear. Owmnb Ky 1 ynyweHus. 3emMneTpAceHue.
Moaudpurkauna nHdopmauun. YnaneHue cdanna. MonHus.
ATaka xakepa Ha cUCTEMY. Ownbra MapLIpyTU3aL K. HaBogHeHuWe.
3noHamepeHHLId Kog. MaTepuansHble HECHACTHbIE Moxap
XuweHve cny4au

Yrpo3bl MOryT BbITh TaloKe HanpaBneHbl HA OTAENbHbIE CMELMdIMECK e YACTV OpraH3aL K, HanpuMep, Ha
paspyLUeH1e BbIMUCIIUTENBHBIX CPeacTB. HekoTopble yrpo3bl MOTyT BbITs OBLWIMMKW AN BCER 0praHn3aLm, Hanpu-
Mep ywepb 2aaHnsaM OT yparaHa Uny MOMHWW. YIpo2a MOXKET MCXOAWTb KakK M3HYTRW OpraHnsauunu, Hanpuvep
3abacToBKa COTPYAHVIKOB, Tak W CHapy»u, HanpyMep aTaky XaKepos UiV NPOMbILLNEHHbIN LWnWoHaX. Pasmwep
ywepba OT yrpo3ssl MOXKeT BapbUpoBaTLCH NPW KaXKA0M ee BOSHWKHOBEHWN. Yiuepd, HaHOCMMBIF HEsKenaTernbHBIM
WHUMAEHTOM, MOXET BbITb BpEMEHHbIM WM MOCTOSIHHBIM, KaK B Cly4ae pa3pyLUeHWsl akTWBa.

¥Yrpossl obnagatoT cnegyrow My XapakTepucTMKaMy, YCTaHaBNVBAOWKMMK UX B3aVMMOCBA3b C APYrMMM
KOMMOHEHTaMK 6e30MacHOCTA:

- ICTOMHWK, BHYTPEHHWIA N BHELWHWA,

- MOTWBAUWS, HaNpUMeP MHaAHCOBasA BbIro4a, KOHKYPEHTHOE NPe My LLIECTBO;

- 4acToTa BO2HUKHOBEHWS,

- npasaononobve;

- BPEOOHOCHOE BO34eNCTBYE.

HexoTopble yrpo3bl MOTryT NopaXaThk He OQWH B akTuBa. B aTom cny4vae yrpossl MOryT HaHOCWTL BPEL B
33BWCKMMOCTUW OT TOrO, KakMe MMEHHO aKTUBbI NoBpexaeHsl. Hanpumep, nporpaMmMHbIA BUPYC HA aBTOHOMHOW
nepcoHansHORA BEMUCIIMTENBHOR MaLLIMHE MOXET HAHECTW OrpaHUYEHHBIA MNKW NOKaNbHbIA Bpea. OHaKo TOT Xe
NporpaMMHbIA BMPYC MOXET OKa3aTb HA CETEBOW cepBep oBLIMPHOE BO3AEACTBIE.

OKpyKatoL e yCNoBWs 1M CounanbHas cpeaa, B KOTOPbIX OYHKLMOHMRYET OpraH3aumst, MoryT MMeTb 6onb-
LLIOE 3HAYEHWE U CYLLIECTBEHHO BMWATL HA OTHOLWIEHWE K yrpo3am 1 akTuBam. HekoTopsle yrpo3sl B opraHvM3aumnsax
MoryT BoobLe He paccMmaTtpuBaTscs. Korga peys nget ob yrposax, Heobxog Mo y4MTsIBaTh BMMAHWE BHELLHER
cpeasl.

Mpw oueHKe ypoBeHb Yrpo3bl B 3aBUCKHMOCTM OT pe3yrbTaTa ee BO34ercTBIS MOXeT ObITb onpeaeneH Kak
BbLICOKWA, CPEeaHWIA N HA3KWIA,

3.4 YazeumocTH

CnabocTb akTvBa WNW HECKOMNLKWX BUA0B aKTVMBOB, KOTOPbIE MOTYT BbITh MCMONbL30BaHbLI 0AHON Ny Bonee
yrpo3amu, TPaKTYeTCA Kak ya3BMMOCTb. CBA3aHHLIE C aKTBaMK ys13BUMOCTK BKNOYakoT B ceba cnabocTtu dinau-
4ecKoro HOCWTENs, OpraHV3aLMM, NpoLeayp, NePcoHana, ynpasneHus, agMyUHYCTRMPOBaHWSA, annapaTHoro/npo-
rpammHoro obecnedeHys NNy MHopPMaLUK. YTrposbl MOryT MCMOMNb20BaTs YA3BUMOCTA ANl HAHECEHWA yepba
WTT vunu uenam GusHeca. YF3BMMOCTb MOXKET CyLLIECTBOBATb 11 B OTCYTCTBYE YTpo3bl. YA3BMMOCTL cama rno cebe
HE NPUYKMHAET yLLepd, HO 3TO FIBNSAETCA TOMBKO YCNoBWeM N HaBopoM YCNoBWIA, MO3BONSIOLLMM YrpO3€ BO3el-
CTBOBaTbL Ha akTKBbl. CnegyeTt paccMaTprBaTh YA3ZBYMOCTM, BOZHUKAIOLLME 13 Pa3NNYHbBIX MICTOMHWKOB, HaMNpU-
MEpP BHYTPEHHWX W BHELLHWX MO OTHOLLIEHWIO K KOHKPETHOMY aKTKBY. YA3BMMOCTb MOMET COXPaHATLCS, MOKa cam
AKTVB HE U3MEHWUTCH TaK, YTOGEI yA3BMMOCTb Y3KE HE CMOTNa NPoABUTLCA. YA3BUMOCTL HEOBX0AVMMO OLEHWBATL
WHAMBUOYaANBHO 1 B COBOKYMHOCTK, YTOBbLI pPACCMOTPETE CRIOKMBLUYIGCH CUTYaLI0 B LIENOM.

MNpKYMepoM ysa3BMMOCTH SIBNSIETCHA OTCYTCTBIE KOHTROMS A0CTYMA, KOTOPOE MOXKET 00YCNOBUTEL BOZHMKHOBE-
HWEe Yrpo3bl HECAHKUMOHWMPOBAHHOro AOCTYNa Y NPYBECTW K yTpaTe akTMBOB.
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B KOHKpPETHEIX CUCTEME MMM OPraHM3aLMK HE BCE yRZBMMOCTI COOTBETCTBYHIT yrpo3am. B nepsyto ovepenb
crnenyeT COCPeAoTOMNTLCA Ha YASBUMOCTAX, KOTOPLIM COOTBETCTBYHOT YTpo3kl. Ho B clAny TOro, 4TO OKpyKatoLas
Cpena MOXET HEMPEZCKazy eMO MEHATLCH, HEOEX0AWMO BECTM MOHWUTOPWHT BCEX YA3BUMOCTEW ANA TOrO, 4T06bI
BOBPEMS BLISIBNATL TE 13 HAX, KOTOPbLIE MOTYT WCMOMb30BaTh BHOBL MOABNAOLLNECH YTPO3bI,

OueHka ya3BUMOCTEN — 3TO NpoBepka cnabocTeld, KoTopble MOrYT BbITb MCMONbL30BaHbLI CYLLIECTBYHILLMMMI
yrpo3ami, 3Ta OUeHKa A0IMKHA YYUTHIBATL OKPYKAICLWYHD Cpedy W CYWeCcTBYIoWMeE 3aluTHBIe Mepbl. Mepoi
YAZBUMOCTU KOHKPETHOW CUCTEMbI WA KTBA MO OTHOLEHWIO K YTRO3e ABMASTCA CTeNeHb TOM0, C Kakoi nerkoc-
ThIO CUCTEME UNW aKTUBY MOXET BbITb HaHeCeH yLuept.

Mp1 OUEHKE YPOBEHbL YAIBUMOCT MOXET BbITh ONpeaeneH Kak BLICOKWUA, CpeaHWA UK HAZKUIA,

3.5BosnencTBHe

BozaeicTare — 3To pesynbTaT MHUMAEHTA MHAOpMAaLIVOHHOM 6830NacHOCTY, BbI3BAHHOMO YIPO30IA U HAHeC-
wero yuwepb ee akTvBy. Pe3ynsTatoMm BO3LEACTBNA MOTYT CTaTh paspyLUeHe KOHKPETHOTO aKTWBa, MOBPEeXaeH1e
WTT, HapyLlueHWe WX KOHPUAEHUMANBEHOCTI, LIENOCTHOCTU, SOCTYNMHOCTY, HEOTKA3YEMOCTW, NOOOTYETHOCTH, ayTeH-
TUYHOCTU U AOCTOBEPHOCTW. HenpsaAmoe Bo3gencTBE MOXKET BKNOYaTh B ce6a HaHCOBLIE NOTEpW, NMOTEPHD
LOMNW pbIHKa UK penyTaumi. KoHTponb 3a Bo3neicTBreM NO3BONAET AOCTVYL PABHOBECHS MEXOY Npeanonarae-
MbIM NOCNEACTBUAMU MHUWAEHTA U CTOVMOCTLH 3alMTHEIX Mep. CneayeT yMUTLIBaTL BepOATHOCTL BO3HVKHOBE-
HWA MHUWLEHTA. DTO 0COBEHHO BaKHO B Tex cnydasx, Koraa ywept npu kaknom BO3HUKHOBEHWUW UHUMIEHTA
HEBENWK, HO CYMMAapHbIA 3hdekT HAKONWBLUWXCA CO BPEMEHEM UHUMAEHTOB MOKET BbITh CylecTBeHHbIM. OueH-
Ka BO34eNCTBUA AIBNSETCA BaXHbIM 3MEMEHTOM OLEHKW PYCKa 1 BbIBOpa 3aWUTHBIX Mep.

KonnuyecteeHHOE 1 KadeCcTBEHHOE U3MEPEHWE BO3OERCTBUA MOTYT BbITh NpOBEaeHbI:

- onpegeneHem dMHaHCoBbIX MNoTepb;

- MICMONbL30BaHWeM 3MNMPUYECKOR LUKANbl CEPbe3HOCTW Bo3aecTens, Hanpumep ot 1 40 10;

- NCMONbL30BaHWEM 3apaHee OroBOPEHHLIX YPOBHER (BBICOKWA, CRPEOHWA M HU3KAA),

3.6 Puck

Puck — 3To cnocoBHOCTL KOHKPETHOW Yrpo3bl UCNONbL30BaTh YAIBUMMOCTW OOHOMO UMW HECKOMLKWX BUAOB
aKTVBOB AN HaHeceHVn ywepba opraHnzaumm. OpHa yrposa Wnv rpynna yrpos MoryT MCMonb30BaTh OOHY YA3BM-
MOCTb UMW rPYNMy yA3BUMOCTERA,

CueHapWii p1cka oN1CLIBaEeT, Kak onpeaeneHHas yrposa Unu rpynna yrpos MoryT UCnonb30BaTs yA3BW-
MOCTb MW FPYMNy yA3BUMOCTER NOLBEPKEHHOrO yrpose akTuea. PUCK XxapakTeprayeTtca komBuHaumen asyx
haKTOPOB: BEPOATHOCTLH) BOZHNKHOBEHWUA MHUMAEHTA U €70 Pa3pyLUMTENLHLIM BO3aeRcTBMeM. [Tioboe nameHe-
HWE aKTNBOB, YIPO3, YA3BUMOCTER NN 238 NTHBIX MED MOXKET OKazaTb 3HaYUTENbHOE BAWAHWE Ha PUCK. PaHHee
oBHapyXeHWe 1M 2HaHWe 060 BCeX 3TMX M3MEHEHWAX yBENMYMBAET BO3MOKHOCT MO MNPUHATAIO HEOBX0OMMbIX
Mep ans o6paboTtkn prcka. OBpaboTka pycka BkNHoYaeT B cebf ycTpaHeHWe, CHUKEHWE, NEPEHOC U NPWHATUE
pucKa.

CnenyeT yduTsIBaTh, YTO PUCK HUKOTAA HE YCTPaHSAETCA NoNHOCTLIO. MPUHATWE 0CTATOYHOMO pUCKa AIBNAET-
CS1 4aCTbH 3aKMHOHEHNS O COOTBETCTBUW YPOBHA B830MacHOCTW NOTpeBHOCTAM OpraHnzaumn. PykoBoACTBO Opra-
HW3aU M1 AOMKHO GbITb NOCTABNEHO B M3BECTHOCTL 060 BCEX OCTATOMHbLIX PUCKAX, WX OMAacHbIX MOCNEACTBWAX 1
BEPOATHOCTY BOZHUKHOBEHWA MHUMAEHTOB. PelleH e 0 NPUHATIM prCcKa A0MKHO NMPUHAMAaTLCA crelmanictami,
VIMEHILLMIMIA NPaBO NPYHUMaTL PELLEHWE O AOMYCTVMOCT OMNAaCcHbIX NOCNEACTBMIA NP BO3HUKHOBEHWW MHLMAEHTa
W NPUMEHEHWI AOMONHWUTENBHBLIX MER 3aLUKTLI B Crydae, ecrv YPOBEHb OCTATOMHOIO PUCKa HEMPUEMMEM.

3.7 3alMTHLIE Mepbl

3alnTHLIE Mepbl — 3TO AeRCTBUA, NpoLeaypbl U MexaHu3Mbl, cnocobHble o6ecneydnTs 6e3onacHoCTs OT
BO3HWKHOBEHWS YT PO3bl, YMEHBLUWTb YS3BMMOCTb, OrPaHUYMTb BO34,eACTBIE MHUMAEHTa B cucTeme Ge3onacHoc-
T, OGHAPYHNTD MHUWOEHTEI 1 0BNErYMThL BOCCTaHOBNEHWE akTWBOB. ddadheKTBHas 6e30MacHOCTL 06bIMHO TpeGy-
eT KOMBUHaAUMK paznuYHbIX 3aWMTHLIX Mep 4ns oBecnedeHns 3agaHHbIX ypoBHeR Ge3onacHocTy Npy 3awmTe
aKkTMBOB. Hanpyumep, MexaHW3mbl KOHTPORS 4OCTYNa, NPUMEHSIEMbIE K BEIMMCIWTENBbHBIM CREACTBaM, OOMKHbI
NOAKPENNATLCA ayAUTOM, ONpefeneHHBIM NoPAaKoM AeACTBA NepcoHana, ero obydeHnem, a Take uandec-
KON 3aLLMTON. YacTb 3amMTHEIX Mep MOXeT BbiTh o6ecneveHa BHELUHWM YCROBUSIMM, CBOMCTBaMM aKT/Ba 1K
MOXET yIKe CyLLeCTBOBaTL B CUCTEME UMM OpraH1saLyn,

Mopsagok BeIGopa 33K THBIX MEP OMeHb BaXKeH AN NpasuIbHOMO MaHupoBaHWA 1 peannsauum nporpam-
Mbl MHCPOPMaLUWOHHOK Ge3onacHoCcTW. 3alWTHaA Mepa MOKET BbINOMHATL MHOTO diyHKLWMA 6830NacHOCTV W, Ha-
0B0opoT, 0gHa dyHKUMA Be30nacHOCT MOXeT NOTpeBoBaThL HECKONBKNX 3aLLMTHEIX Mep. 3awyTHLIE Mepbl MOTYT
BbIMOMHATL OAHY MMM HECKONbLKO 13 CNeayoLWMX OYHKUMIA;

- NpeaoTBpalleHKe;

- coepXuBaHue;

- oBHapyeHWe;
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- OrpaH4eHe;

- UcnpasneHve;

- BOCCTaHOBNEHWE,;

- MOHWTOPWHT;

- OCBefoMAEHNE,

Tpumep — O6racmu, 8 KOMOPbLIX MOZYIT UCITIOMNbL308aMbCH 3alUUIMHALIC MEepbi, BKITHOYarom 6 cebst.

- chusudeckyro cpedy;

- mexHuU4Yeckyto cpedy (anmapamHdo-npozpaMmMHoe obecniedyeHue u cpedcmaa casiu);

- Iepcorarn;

- adMuRUCMpUposaHUe.

HekoTopble 3alMTHbIE Mepbl MAryT XapakTeprsoBaTs No3vU MK OpraHn3a Ly B 66nacTin MHopMaLIMOHHON
BezonacHocT, B cBA3K € 3TUM BaXXHO BIGMpaTh cneuudndeckie 3aMTHbIe Mepbl, He NpuduHsaoWMe yuepta
KyNbTYPHOW 1 cOUMansHON cpefe, B KOTOPOA hyHKUMOHWPYET OpraHn3aL/ms.

Tpumep — Takumu crieyupudeckuMUy 3alUMHLIMU MepamMU sSI8IIsIHONCSE:

- HOTUMUKUY U Npoyedypbi;

- MeXaHU3MbI KOHmMpons docmyna;

- aHMUBUPYCHOE NPo2paMMHoe obecriederue;

- wuchpoaaHue;

- yuchpoeaast moonucs;

- UHCMpyMeRMb! MOHUMOPUH2a U aHanu3a;

- pesepaHrbiil UCMOYHUK MUManust;

- pesepaHbie konuu uHgopmayuu,

3.8 OrpaHu4eHunn

OBbIMHO OrpaHKYEHKs YCTaHABNWBAET UNW NMPU2HAET PYKOBOLCTBO OpraHM3aLuK, a TaloKe onpenenseT cpe-
[a, B KOTOPOR JeiCTBYET opraH13auuma.

Tpumep — Takue 02paHUYeHUST MO2YIN BKITHOYaMb & Cebst.

- Op2aHU3aUyUOHHbIe;

- KOMMepYecKue;

- chunaHco8bie;

- 1o OKpyKaroulet: cpede;

- 110 IepcoHany;

- 8pEMEeHHbIe;

- Ipasoabie;

- mexHuYecKue;

- KybmMypHbte/couuansHbie.

OrpaHvMeHs, NPUCYLLE OpraHn3aLmi, AOMKHbBI yHUTEIBATLCH NPW BbiDOPE W peann3auyi 3aUTHBIX Mep.
HeoBxogumo neprogmryeck NepecMaTpUBaTh CyLLECTBYHOLWME W YYMTLIBATL HOBLIE OrpaHuveHus. Cnesyet oTve-
TWTb, YTO OrPAHUYEHIS MOTYT CO BPEMEHEM M3MEHSATLCH B 32BUCUMOCTY OT NOMNOMKEHUA OPraHM3aLMn 1 M3MEHEHA
BHELUHeW cpefbl. BHEWHsA cpena, B KOTOPOW AeiCTBYET OpraHM3aUusl, UMeeT OTHOLLEHWE K HECKONbKMM KOMMO-
HeHTam Be30MacHOCTW, B 4aCTHOCTHW K Yrpo3am, pUCKam 1 3aLMTHEIM Mepam.

3.9 BaanmocBA3b KOMNOHEHTOB 6@30NacHoOCTH

BezonacHocTe UTT — 3T0 MHOrOMNaHoBasA OpraH12aumMs NpoLLEeCcCoB 2alUMThl, KOTOPYH MOXHO paccMaTpu-
BaTb C PA3MMYHbLIX TOYEK 3peHis. B3anMocBs3b KOMNOHEHTOB Ge30MacHOCTU, MOKA3LIBAOLWLAs, Kak aKTUBbI MOTYT
noABepraTbLCs BO3AENCTBMI0 HECKOMNbBKMX YIP03, O4Ha 13 KOTOPLIX SABMSIETCH OCHOBOW ANs MOAENM, NpeacTasne-
Ha Ha pucyHke 1. Habop yrpo3 noCTOAHHO MEHAETCA W, KaK NPaBWMO, M3BECTEH TOMLKO YacTdHO. Takke co
BpEMEHEM MEHAETCH W OKDYKaCLAA cpeaa, v 3TW 2MeHeHWs cnoCobHbI NOBNMATL Ha NPUPOLY YrPo3 1 BEPOAT-
HOCTb WX BO3HVKHOBEHWA,

Mogenb 6e3onacHOCTH OTOBpaKaeT:

- OKPY>KatoLLYH Cpeny, COOepallyto OrpaHUYeHs W YIPo3abl, KOTOPbIE NOCTOAHHO MEHSIKOTCH U M3BECTHBI
NALW b YaCcTUYHO;

- AKTVNBbI OPraHW3aLmn;

- YAZBMMOCTW, MPUCYLLLME OAHHLIM AKTVBaM;

- MEpPbLI ANA 3alMTbl aKTVBOB;

- IpYemMnembie Arsl OpraHy3aLi OCTATOYHBIE PUCKA,

Ha ocHoBe aHannza B3aMOCBA3K1 KOMNOHEHTOB 6830NacHOCTM, NPesCTaBNeHHOM Ha PUCYHKe 1, Mogenb
6e30M1acHOCT/ MOXKeET ObITb NPeACTaBMNeHa NATLH BOZMOXHBIMK CLEHAPWAMN, OTU CLUEHapWM BKICHAKoT B cebs:
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- cueHapuii 1 — 3awmTHaA Mepa S MoXeT BblTb 3dpdEKTBHA ANs CHWBKEeHWA PYCKOB R, CBA3AHHbLIX C
yrpo3oi T, cnocoBHOM 1MCMoNb30BaTh YA3BMMOCTL akTiBa V. Yrposa MoXeT AOCTWYb LIENU, TOMbKO ecrnv akTyBsI
YA3BKMMbI AN JaHHOR yrposbl;

- CLUEHapWIA 2 — 3allMTHas Mepa MOoXeT BbITb 3cbPEKTUBHOR ANS CHYPKEH WS PUCKA, CBA3AHHOIO C YrPO30A,
WCNONb3YHOLERA rpynny ysA3BMMOCTER aKTUBa;

- CLeHapWiA 3 — rpynna 3alyTHbIX Mep MOXeT ObITb 3(peKTUBHA B CHIBKEHWK PUCKOB, CBA3AHHbLIX C rpyn-
Mol yrpo3, UCMONb3YHLLX YA3BUMOCTb akTuBa. WiHoraa TpebyeTca HEeCKONbKO 3alUTHBIX MED AN CHYDKEHWS
pricKa [0 NprYeMnemMoro ypoBHS A11s MONyYeH sl A0MyCTHIMOro OCTaToMHOro pycka RRR;

- CLEHapWIA 4 — PUCK CHUTAKT NPUEMITEMBIM U HUKAKWE MEPbI HE peanu3yioTcs Aae B NPUCYTCTBUM Yrpo3
W NPUK HANW4KK YA3BUMOCTEW aKTWBa,

- CLeHapWiA 5 — cyLuecTBYeT YASBMMOCTb aKTWBa, HO HE W3BECTHbI YTPO3bl, KOTOPble Morny Bbl ee cNonb-
30BaTh.

B kayecTBe 3aLLWTHOW MePLI MOXKET GbITh UCMOMNL20BaH MOHWTOPWHI Ypo3 ANns Toro, 4Tobel ybeauTscs, 4To
yrpo3bl, cNocobHbIe MCMONB30BATh YA3BKMMOCTb aKTVBA, HE NosABUNMCL. OrpaHdeHns BAMSAOT Ha BeIBOp 3awuT-
HbIX Mep.

OrpaHu4eHns

R — puck; RR — ocTartodHeId puck; S — 3awmMTHas mepa; T — yrposa; ¥V — yA3BMMOCTE akTuBa

PucyHok 1 — B3aMMoCBA3L KOMMNOHEHTOR Be30nacHoCTH

IMoBasa UTT srnovaeT B cebs akTvBEI (B NepBy o4epelb MHG0pMaUMIo, a Taloke TEXHWYeCK e CpeacTsa,
nporpaMmMHoe oBecnedeHne, CBA3L U T. 4.), BaXHbIe ANA YCNeWHOR AeATeNsHOCTH OpraHn3aumMi, DTH akT1BbI
NpedcTaBnsoT AN OpraH3aLMA LEHHOCTb, KOTopasa 0BkIMHO ONpeaenaeTcs Mo WX BNUsHKK Ha BlaHec-onepaun
HEeaBTOPW30BAaHHOIO PACKPLITUA MHAIOPMaLW, €8 MOAWWKALMI N OTKa3a OT aBTOPCTEA, a TaloKe HeZOCTYMHO-
CTbH UMW paspyLueHemM HAOPMALWK UNW yonyr. [na Toro, YtoBel TOYHEE OLUEHUTL peanbHOe 3HaYeHWe Bo3aei-
CTBWS, BHa4ane ero onpeaensior BHe 3aBNCYMOCTK OT YIP03, KOTOPLIE MOTYT €ro Bbi3BaTh. 3aTem 0TBeYaloT Ha
BOMPOC O TOM, KakWe yrpo3bl MOrYT BO3HUKHYTL W Bbi3BaTb NofoGHOE BO3AEHACTBUE, KaKoBa BEPOATHOCTE WX
NOSABNEHWUS 1 MOTYT MM aKTVBbI NMOABERraTLECH HECKONLKM yrposam. [Janee n3ydatoT BOMpPOC O TOM, Kak1e yA3Bu-
MOCTUW aKTMBOB MOTYT GbITb UCMOMbL30BaHbI Yrpo3amn ANsA Toro, YTobbl Bbi3BaTk BO3OEHCTBME, T. € MOTYT Ni
YIPO3bI MCMONBI0BATL YA3BUMOCTH, YTOOLI BO3AEMCTBOBATL HA akTUBbI, KadKabIi 113 3TVX KOMMOHEHTOB (LIeHHOCTY
aKTWBOB, Yrpo3bl 1 YA3BUMOCTMW) MOXET co3aaTh puck. OT oUeHKW pucka ganee sasucat oblyue TpeboBaHwa
Be3onacHOCTW, KOTOPbIE BINONHAKTCA UMW AOCTMraTCA peanisauven 3alyTHLIX Mep. B gansHerdwem npime-
HeHWe 3aLWTHBIX MEP CH3NT PUCK, 3aLLWMTUT OT BOZAEVCTEUSA YIPO3 U YMEHLLIWT YA3BUMOCTL aKTWBOB,

Baanmocaasb 3alMTHEIX MEP U PUCKA, MOKasbIBalolwasn 360eKTVBHOCTL HEKOTOPLIX 3aLLUMTHLIX MEp B CHU-
HKEHWM pUCKa, NpeacTaBneHa Ha prcyHke 2. YacTto TpebyeTcs NpuMeHeHne HecKONbKMX 3alUMTHLIX Mep And
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CHVDKEHWA PYICKa 4,0 NPUEMNEMOTO YPOBHSA. ECnun puck cunTaeTcs NpveMnemMsIM, To peanv3aumns 3amTHLIX Mep
He TpebyeTcs.

MpumeHeHue
JALNTHBIX
mep
Mpuemnembiii
YpOBEHb
Mnanupoeaxue: Peanuzauwn:
OLIeHKa puckKa, > nMpUMEHeHWe 3alLMTHBIX
BHIpaBoTKa NnaHa Mep

BeaonacHocT UTT

PucyHok 2 — B3anMocBA3bL 3alMTHRIX MEP U pUCKa

4 Uenu, cTpaTerMn u nonNUTUKa

B kayecTBe OCHOBLI AeACTBEHHOW Be3onacHocT VTT opraHu3aumi AOMKHbI BbITe ChOpMynpoBaHbl Lienw,
cTparteriun 1 nonutuka GezonacHocTy opraHuzaumrn. OHW COOeRCTBYHT AeATENBHOCTY OpraH1zaumn 1 obecnedu-
BalOT COrNMacoBaHHOCTL BCEX 3aWMTHLIX Mep. [ns Toro, 4Tobel oBecnevnTs NoaoBHY cornacoBaHHOCTL, OCO-
BeHHO BaxHO, 4TODbI Llenn, cTpateris 1 nonMTvka 6e3onacHoCTH B61NM MHTEMPROBAHbI B MPOrpaMMs! 0ByHeHWs 1
NoBbiLLeHns KBanudrKkau B obnacTi 6ezonacHocTy.

Llenu (4ero HeoBxoa Mo 4OCTUYb), CTpaTermn (cnocobbl 4OCTYRKEH WS LIENK), MONUTKKA {NpaBmuna, KoTopble
cnepyet cobnogaTh NpX peanvsaluyMy CTRaTervi) U Npoueaypsl (MeToabl OCYLLECTBNEHUS NOMUTVKM) MOTYT BbITh
onpegeneHsl M PackpbiTkl B COOTBETCTBYIOWMX NOAPa3AeneHWsIX M HA COOTBETCTBYHOLLMX YPOBHSAX OpraHn3aumng.
PykoBogsiLLWe OOKYMEHTbI JOIPKHBI OTPaXaTh OpraHv3aLUoHHbIe TpeBoBaHWs 1 yHMTHIBaTh OpraHU2aLUyioHHbIE Or-
paHvdeHus. [ocKoNbKY MHOTE Yrpo3sbl {(HanpyuMep aTaky Xakepos, yaaneHne dannos, NoxKap) ABNAKTCA pac-
NPOCTPAHEHHbLIMW, BaXHa COrMacoBaHHOCTbL MEX Y COOTBETCTBYHILLAMIA AOKYMEHTaMU.

Bonee Toro, obwwe Lenu, cTpaTervin 1 NONWTUKA 4OMKHEI BbITh OTPaKEHDI 11 YTOMHEHBI B AETalbHbIX 1
cneyndHeCcKNX LENsX, NONUTYKE W NpoLeaypax BO BCEX Cbepax VHTEPECa OpraHV3auriy, Takux Kak ynpasneHve
dHaHcaMu, NnepcoHanoM 1 6esonacHocTso. Janee GezonacHOCTs NoAPA3AensACT Ha COCTARNACLL e (CBA3aH-
HYH C NepcoHanom, uandeckyro, MHdopmaunoHHyo, UTT BeaonacHocTs W T. 4.). Mepapxua 4okyMeHTaumm
OOIDKHA NOLAEPKNBATLCA U aKTyan3KMpoBaTbLCs N0 peaynsTaTaMm neproguyeckoro aHanvasa BezonacHocTu (Ha-
nprMep No pe3ynsTaTam OLEHKW PUCKOB, BHELLHETO W BHYTPEHHEro ayanTa 6e3onacHoCTH) 1 B CBAI3W C 3MEHEHU-
AMI Lenei AedTenbHOCTY OpraHn3aLyin,

Lienu, cTpatervn, NonnTuka u metoasl 6esonacHocTy UTT gormkHel oTobpaxkaTs To, 4To oXugaetca oT UTT
B cdhepe GesonacHocTW. Kak npaBunno, 1x n3nararT Ha oBLWenprHATOM A3BIKE, OAHAKO B HEKOTOPLIX CyqasixX
MOET BO3HWKHYTb M MOTPeBHOCTL M3NoXNTL MX Bonee dopMarnsHO C UCTIONb20BaHKWEM CNeuuadM4ecKorn TepmMm-
Honoruu. Llenw, ctpaTterus, nonuTuka onpeaensoT ypoBeHs Be3onacHoCTY AN opraHn3aUni U Nopor npruemrie-
MOTO PUCKa.

8
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4.1 Uenu v cTpaTtermm 6e30nacHOCTU MH(POPMALMOHHO -TENEKOMMYHUKALMOHHLIX TEXHONOMMA

Mocne yctaHoBneHws uenei 6esonacHocTy UTT opraHunsaumm 4omkHbsl BeiTs paspaboTaHbl cTpaTtervv 6eso-
nacHocty MITT, asnatowmecs dyHAaMeHToM pazBuTma nonuTuki 6ezonacHocty MITT opranvsauun. Passutre be-
sonacHocty UTT Heo6xogumo Ans Toro, 4To6bl rapaHTPOBAaThL JOCTOBEPHOCTL M 3¢0EKTMBHOCTL PE3YNLTATOR
npoLecca ynpasneHns pyuckami. [na pazsuTiis 1 yCreLHon peani3aunmn nonmtikvi 6ezonacHocty UTT B opraHu-
3auum TpebyeTtca obecneqnTs ee BCecTOpoHHee ynpasneHie. BaxkHo, ytobsl nonutrka 6e3onacHocTi MTT yuuThI-
Bana Lenu 1 ocobBeHHOCTI 4aHHOR opraHuzaumn. MNMonutika GezonacHoct NTT gomkHa o6begnHATLCA G NONUTH-
Ko BesonacHoCTU 1 B3HeC-NONUTUKOR opraHuzaumi. Takoe obbegrHeHNE NOMOXKeT A0CTUYL Havbonee addek-
TWBHOIO MCMONb30BaHWA PECYPCOB W 0DeCcneYnTb COrNacoBaHHbLIA Noaxos K 6e30MacHOCTV B pa3nMYHbLIX YCHoBN-
SIX OKpYKaOLWEeR cpeabl.

MoseT okazaThca HeoGX0AKMbIM PA3BKBAaTL OTASNLHLIE CNeUMgIMHEcKe acneKTsI MoNMTUKK 6e3onacHoCTK
ONs KaKaon nnv Heckonbknx MUTT, 3T HanpaBneHns AomkHbL 6a31MpoBaThHCA Ha OLEHKE PUCKa U COrMacoBbIBa Th-
cs ¢ nonutykor BesonacHocT UTT, TeM cambiM y4UTHIBaA pekoMeHOauuK no 5e3onacHocTy ANsA TeX CUCTEM, C
KOTOPLIMW OHW CBA3AHbI.

B kauecTBe nepsoro Lwara K npougeccy ynpaeneHusa 6ezonacHocTelo WTT MOXHO paccMOTpeTs BONPOC O
TOM, HACKOIBKO LWPOKW FrPaHWLB YPOBHSA prCKa, MPUEMINEMOro A opraHn3auun. TuiaTensHoe onpegeneHne
npMemMneMsIX PUMCKOB W, CNeaoBaTernsHO, COOTBETCTBYHILLErD YROBHA 6830MaCHOCT — 3TO KNG K YCTNELUHOMY
ynpasneH o 6e30MacHOCTLIC.

HeobxoaMmMocTb 3aaHKA WMPOKWMX rpaHuL, AoNycTUMOro prcka 6e30nacHOCTM AUKTyeTcHA 3aga4amin 6eso-
nacHoct MTT, KOTOpPblE AOMKHA BbINOMHUTL OpraH13auuna. fina pewenwa 2aaa4 obecnedeHws GezonacHocTr
HY?KHO MASHTVCBMUMPOBATL aKTWBbLI OPraHM3aUMn M MPOBECTM OUEHKY MX LLeHHOCTW. [p1 MAEHTUWKALWW 1 OLLEHKE
LEHHOCTW aKTWBOB HEOBXOAMMO YYMTHIBATL POIb, KOTOPYHS OHW UIPAKOT B NOAAEPKAHW AeATENBHOCTH OpraHn3a-
. MTT ABNAETCA MWL YaCTLH akTUBOB OpraHm13aumi.

Y1066l OLEHNTL, B KaKkoi Mepe GM3Hec opraHnaaunn 3asncit ot UTT, HeoBXoammo paccMOTRETL BOMPOCHI O
TOM;

- KaKne BaxHble COCTaBnsAoLWMe Bi1aHeca He MOTyT OCyLLecTBNATLCA Be3s UTT,

- Kakwe 3aga4u MoryT BbITb pellieHbl TonbKo npw nomowm UTT;

- KaKL1e BaXKHbIE PeLLEHNSA 3aBUCAT OT KOHAWMAEHUMANBHOCTH, LIEeNOCTHOCTI, AOCTYMHOCTY, HEOTKAa3yeMOCTH,
NoAOTYETHOCTU M aYTEHTWUYHOCTM MHGIOPMaLMK, XpaHMOW 1N obpabaTeiBaemoi MITT, Mnw OT TOro, HACKONBKO
3Ta MHAOPMALNSA aKTyarsHa;

- KaKas xpaHumas unu oBpabaTtsisaeman MHopMaLVs A0MKHA 3alMWLATHCS,

- KaKoBbI 4N opraH13aumK NocneacTena MHUWAeHTa BesonacHocT?

OTBeTbl Ha 3TK BONPOCHI NO3BONAT YCTAaHOBWTL 23afaqvn 6esonacHocTy UTT opraHwzaumi. Ecnun, Hanpyumep,
HEKOTOPbIE BaXHbIE VN 04EHb BaXHbIe COCTABNACWME AEATENLHOCTHY OpraHn3aUnn 3aBUCAT OT TOMHOCTW N
aKTyansHOCTW MHAXOPMAaLLUM, TO OAHOM 13 338434 Be30NacHOCTY OpraH13aUMK MOXKET cTaTh obecneqveHre LenocT-
HOCTW 11 OGHOBNAEMOCTM MHGOPMAaLK B NPOLECCE ee XpaHeHna 1 oBpatoTtkn MTT. Onpenenan 3apaqv Beszonac-
HocTh MUTT, HeoBxoaMMO TakkKe paccMOTPETb 3adadn BraHeca 1 UX CBA3b ¢ Be30MacHOCTLIO.

B 3aBrcumocTi oT uenei 6ezonacHocTy MTT HeoGXoanMO COrnacoBaTh CTPATErvie NOCTMMEHWSA 3TUX Lie-
neii. BolbpaHHaa cTpaTterya LoMKHa COOTBETCTBOBATL LIEHHOCTW 3allMaeMbIX akTMBOB. Ecnu, Hanpumep, oTeeT
Ha ofVH 11 Gonee BOMPOCOB, PACCMOTPEHHbLIX BbilLE, BRISIBASIET CUMNLHYH 3aBUCMMOCTL oT MITT, To opraHunza-
LIMS1, CKopee BCero, A0IMKHA NPeabaABNATL Bbicokne TpeGosaHwa kK BesonacHocty MTT, 1 uenecoobpaszHo BeIGK-
paTb CTRaTerve, 4OCTaTOMHYH ANs BoIMONMHEHWA 3TvX TpebosaHuiA.

OcHoBHbIe nonoxeHns ctpaterin 6ezonacHocTv MTT cBOAATCA K TOMY, Kak opraHv3auua 8yaeT nocrirarts
CBOWX Lienel B obnacty 6ezonacHocTy MTT. Bonpockl, K KOTOpLIM JoMkHa obpallaTecs cTpaTterus, 6yayT 3asu-
CeTb OT Y1Cna, B1aa WU BaXKHOCTW 3TUX Lenei. [Ana opraHnzauni oBbIMHO BaXKHO NPUMEHATL TUMNOBLIE peLleHns
3TWX BOMPOCOB. XapakTep BOMPOCOB MOXKET BbITh KaK 04eHb KOHKPETHbLIM, Tak 1 0BLLIMM.

TMpumepsi

1 KorkpemHbiii saonpoc: opearuzauus (e cuny cneyuchuku ceoell desmenbHOCITIL) MOXem uMemb
nepeooYyepedroll yenbio 6esonacHocmu UTT obecrniedeHue AOCIMOSHHOLU COCMYIHOCITIU 8CEX CBOUX
cucmenm. B amom ciy4ae o0Ha u3 cocmasnsiowux cmpaimeauu Moxem 6bims HanpaeneHa Ha yMeHb-
wieHUe 8eposITIHOCITIU 2apadKeH st aupycaMmu AymeM yCImaHo 8Ky aHmuaUpy cHOZ0 npozpamMmMHozo obec-
fevyerust.

2 O6wuii eonpoc: op2aHu3auus, ocylyecmansowas npodaxy ceoux UHPOPpMaUyUOHHO-MENneKoM-
MYHUKaUUOHHRBLIX YCTye, MOXem nocmaaumsb yenbio 6ezonacHocmu UTT dokazamb MoMeHUUanbHbIM
KueHmMam, 4imo ee cob6cneeHHbIe cUCcMeMb! Op2anu3auyul 3auiuileHisl. B amom ciyYae Yyacmbio cmpa-
meeuu 6ydem ammecmayusi cucmeMbi o mpebogarusivM 6e3onacHocmiu uHhopmayuu, npoeedeHHas
YHAOMHOMOYEHHOU CIMOPOHHel opa2aHu3ayuell.
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Opyrmy BO3MOXHBIMKW acnekTami crpaterin 6esonacHocty UTT, B cyuny cneyMdpnydeckx 3a4aq nunm ux
KOMBKHALWIA, MOTyT ObITb:

- CTpaTerus OUEHKM pyUcKka U MeToabl, adanTvpyeMble B paMKax opraHmsaLun,

- KOMNIIeKCHaA nonuTka 6esonacHocTy MTT 4na Kaxoor cUCTeMbI;

- OpraHn3auyoHHbIE MeToabl ©e30MacHOCTM ANA KaXK40A CUCTEMBI,

- cxema knaccvdamkauwn MTT cucrem;

- DCO3HaH Ve HeobxoamocTi 6e30MacHOCTH W NoBLILLEHWE KBanud Kaun B obnacti 6ezonacHocTy,

- ycnoBus 6e30MacHOCTV COeVHEHWIA, KOTOPBIE AOMKHbI BhIMOMHATLCA W MPOBEPATHLCA NEpPeL, OCYLLECTB-
neHveM CoerHEH VA C APYTMA YCTPOWCTBaMN,

- CTaHAapTHbIE CXeMbl YMPaBneHs MHUMAEHTaMI MHGIOPMALLMOHHOK 6e30MacHOCTY B paMKax BCEW OpraHu-
3aLMN.

Mocne onpegeneHnsa cTpaTterua 6e30MacHOCTA U ee COCTaBNSAHLLME JOMKHbI BbITh BKITHOMEHBI B MONMUTHKY
BesonacHocT UTT opraHnsaumin,

4.2 Nepapxusi NONUTUK

MNonuTnka Be3onacHOCTH OPraH2aLM MOXET COCTOATE W3 NPUHLUMMNOB Ge30MacHOCTY M ONPEKTMB AN opra-
Hu13aLK B uenom. MNonutka BesonacHoCTY opraHuzaL My 4oMKHa oTpaxaTs Bonee LWWPOoKWIA Kpyr acnekTos nonv-
TWKM OpraHnzanuM, BKNKHasa acnekTel, KOTOPbLIE KACATCH NPaB NMYHOCTY, 3akoHOAaTerNbHbIX TpeboBaHWiA U cTaH-
0apToB.

MNonuTMKa MHOPMaUMOHHON Be30MacHOCTI MOXET COAEPKATb MPUHLMMNGLI N AWPEKTNBLI, CrieldnYHbLIE ANns
3aLUMTbI HYBCTBMTENBHOW W LEHHOW WA MHOW BaXKHOW ANA opraHvsagmi nHdopmauni. CoaemrallMecs B Hen
MPYHUMMNBI CTROATCSH HA OCHOBE MPYHUMNOB NONWTUKK Ge30MacHOCTA W, TakkM 0Bpazom, CornacoBaHbl C HAMIA,

MonuTyka BezonacHocT U TT opraH13aumi JoImKHA OTPaXaTh CyLLECTBEHHbIE NPUHUWNLI BezonacHocT UTT
W OVNPEKTUBLI, MPUMEHUMBIE K NONWUTKKe Be30MacHOCTA M NONUTUKE MHAOPMAaLMOHHOR ©e20MacHOCTH, W NOPSOOK
vcnonssosaHva MTT B opraHysauma.

MonuTtuka BesonacHocTy MTT gomkHa oTpaXaTe NPMHUMMNLI Ge30NMacHOCTA 1 AMPEKTVBLI, COAemKalLVMecs B
nonuTike BezonacHocTn MTT opraHmnsaumy. OHa A0ImKHA TakKe cogepkaTe getann ocobbix TpeboBaHui besonac-
HOCTW 1 3aLLTHBIX Mep, NOANEXaLUMX peannzauunu, U Npoueaypsl NpaBunsHOrO UCMoNL30BaHKA 3aWMTHBIX MEP
ans obecneveHws ageksaTHol BesonacHocTy. Bo Bcex crnyyasnx BaxHO, YToBbl NPUHATLIN Noaxos Bbin addekTu-
BEH B OTHOLLEHWW NOTpeGHocTeln BuaHeca opraHvsaumin,

B HekoTopbIX ciyyasnx nonuTtika BezonacHocTi UTT mMoxeT BbITh BKINHOMEHA B COCTAB TEXHWUYECKOR 1 Y-
paBneHYeCcKoR NONUTVKIA OpraH1N3aLUuK, KOTOPbIE BMECTe COCTaBNsAKT OCHOBY NonunTWkKM UTT. 3Ta nonvtuka gon-
XHa CoAepKaTb HECKOMNbKO yOeanTenbHbIX MONoOXeHWA BaXHOCTW Ge30nacHOCTM, ecnv oHa HeobxoavmMa s
cobnioaeHws 4aHHoW NonvTWKK. [Nprumep nepapXM4ecKkx OTHOLLEHWIA, KOTOPbLIE MOTYT BO3HUKaTL MEXOy NonvTu-
Kamu, NoKkazaH Ha prcyHKe 3. BHe 3aBUCHMMOCT OT OpraH13aLMoHHOR CTPYKTYPbI UMM AOKYMEHTaUMK, NPUHATOR B
OpraHM3aymy, BaxHO, 4ToGbl y4MTbIBANWCH Pa3nHHbIE CTOPOHBI NONUTHUKL W NOAepVBanachs WX CornacoBaH-
HOCTb.

Opyrue Gonee netanbHble NONUTYKKY BesonacHocTK TpebyroTca ANs cneundydeckUx CUCTEM M YCIyT UMK
rpynn UTT u ycnyr. 3T NoNMTUKK 0BbIMHO M3BECTHbI KaK NonuTukk 6ezonacHoct UTT. C nosvumia ynpaeneHus
OMEHb BaXKHO, 4TOGGI MX NpeaMeT W rpaHnUbl Beiny ACHLI M 6a3npoBanycs 0OOHOBPEMEHHO Ha B13Hec-TpeboBaHMsaX
W TEXHWYECKNX TpeboBaHWNAX.

4.3 3nemeHTbI NONUTUKN 6e30NacHOCTM MH (O PMaLMOHHO-TENEKOMMYHHUKALMOHHBIX TEXHONOIMI
opraHvsauumn

Monutuka HBezonacHocT MTT gormrkHa hOpMUPOBAaTLCA, UCXOOA M3 COrMAcoBaHHbLIX Llenei u cTpaTterui
BezonacHocTv TT opraHusaumn. Heobxoammo BeipaboTtaTs 1 coXpaHsaTs nonuTuky BesonacHocty MTT, cooTeeT-
CTBYICLLYH 3aKoHOAATeNLCTBY, TpeboBaHMAM perynvpyroLLMx opraHoB, nonnTyke B obnactn 6usHeca, Besonac-
HOCTW 1 nonuTke ATT.,

Yem Gonee opraHnsauma nonaraetca Ha MTT, Tem BaxkHee ee 6e30nacHOCTL, koTopaa oGecnedvBaeT Bbl-
nonHeHwe BuzHec-3agaqy. [Npw dhopmmpoBaHn nonuTrky BesonacHocT MTT cnenyer NoMHKTL 06 ocobeHHOCTAX
KyNbTypbl, OKpYXKatoLLLeld cpebl OpraHy3aLyK, MOCKOINBKY OHW BAWSAOT HA Noaxod K GezonacHoCTW, HanpuMep Ha
3aLWTHbIE MepbI, KOTOPble MOTYT GbITh NErko NPUHATLI B 04HOW cpefe 1 BbITs abBCconoTHO HeMpUeMNeMsI B pY-
roi. flesarensHocTL B 0Gnacty 6e30MacHOCTH, M3NoKeHHas B nonuTuke 6esonacHocTy UTT, MOXeET OCHOBLIBATLCH
Ha OpraHn2aUMoHHBIX LENAX WU CTRATErMAX, pesynbTatax NpegblayLvx MCCNeaoBaH i No OLEHKE U yNpaBreHWo
PUCKOM, pe3ynbTaTax MEROMNPUATUIA MO CONPOBOXAEHWO CO34aBaeMbIX 3aLLUMTHLIX Mep, MOHUTOPUHIe, ayauTe 1
aHanvze GezonacHocTy MTT B npouecce Tekyllen AeATeNLHOCTY M oT4eTax 00 nHumaeHTax GezonacHocTy. [ioGan
CepbesHasl yrposa W ya3BKMOCTb, 3aMeveHHasl B X0A4e AaHHbLIX MEPOMPUATWA, AOMKHA ObiTb COOTHECEHA C
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BUsHec-NoNUTUKa opraHuaaLum,
BLITEKAIOWANA W3 LENEH U CTpaTernm

OpraHv3auum
1
DOpyrve nonutiin | A J
MonuTtyka GeaonacHocTH MNonumvka UTT
MonuTrka MapkeTuHra OpraHu3aLMN opraHu3aLUu
opraHu3aLum
Y

Monutuka nHpopmaLm-
OHHOIA BesonacHOCTU

Monutrka Be3anacHoCTH
ATT

'

LenaptameHT unun GnaﬂeononpaaneHEHMﬂ*.
Monutuka GesonacHocT ATT

Li

| L ]

| ¥ wutTe
WUTT A
Monutnka GeszonacHoCTH
UTT

* nyGuHa uepapxun (MMCNo CnoB) 3aBUCHT OT HECKONbKUX hakTopoR (HanpUMep pasmepa opraHusauuu).

PucyHok 3 — Mepapxua nonutuk

NOMNUTUKOW OpraHM3aLMK, ONCsIBaoLLER 0BLLIMIA NOAX0A K PELIEHWHD 3TWMX Npobnem GezonacHocTw. [eTansHsle
OefCTBIA M3MarakoTcA B pasnnyHbIX nonuTukax 6esonacHoctit UTT unm Apyrix BCromoraTenbHbIX JoKyMeHTaXx,
HanpMMep B ORraHM3aUMOHHbIX MeTofax 6e3onacHocTH.

B paspaboTtke nonvtnkn 6ezonacHocti MTT opraHv3aumm OMKHLI NPUHMMATL yHacTie NpeacTaByTeni Ha-
npasneHWi, CBA3aHHbLIX C:

-ayauTom;

- NpaBowm;

- hMHaHCaMW;

- IHZYOPMALMOHHBIMY CUCTEMAaMI (CELMAanCTLI W NoNs30BaTeny);

- KOMMYHanNbHBIMK CNyXBaMu/MHGIPACTPYKTYPOR (NLa, 0TBEYAILWME 33 34aHWS, pasMellleHne, 3NeKTpo-
cHabeHWe 1 KOHOVUMOHMPOBAHWE);

- NepcoHanom,;

- 6e30MacHoOCTbID;

- PYKOBOACTBOM.

B cooTBeTcTBMM C LensiMi Be3onacHOCTV W cTpaTervel, MpYHATON opraHM3auven Ans OOCTYKEHNS 3THUX
Lenen, onpenensaeTcs Hagnexalwin ypoBeHb AeTanun3aumn nonutvkyi BezonacHocti UTT opraHnzaumi. MNonwTu-
ka BesonacHocTn MTT gomkHa pacnpoCcTpaHATLCA Ha:

- NnpegMeT 1 3agaqu GezonacHoOCTY;

- uenv BezonacHOCTW C Y4ETOM NMPaBOBLIX W perynupyonx o6a3aTenscTs, a Takke ¢ ydeToM BusHec-
Lenen,

- TpeboeaHuwa BezonacHocTi UTT k oBecneveH o KOHMAEHUMANBHOCTY, LIENOCTHOCTH, LOCTYNHOCTN, Be-
30TKA2HOCTW, NOSOTYETHOCTH W ayTEHTUHHOCT W MHAXOPMAaLMK 1 CpencTB ee oBpaboTKy;

- CCbIMKW Ha CTaHZAaPTbI, NEXaLUMe B OCHOBE AaHHOW NONUTUKA;

11
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- aAMVHUCTRYPOBAHVE MHGOPMAaLMOHHOM BE30NacHOCTY, OXBaThIBAICLLEE OPraHW3aLMOHHBIE U HAVBWIY-
anbHbIe OTBETCTBEHHOCTW W NONHOMOY WS,

- MOAXO0A K YNPaBneH o PUCKOM, MPUHATLIN B OpraH3aLMm;

- MeTof onpeneneHsi NPYOPVUTETOB peann3auli 3alUTHBIX Mep;

- ypoBeHb He30MacHOCTH M OCTATOMHBIA PUCK, ONpeaenseMbil pyKOBOACTBOM OpraH13auum;

- 0BLUMe NpaBuna KOHTPONA AOCTYNa (NOrMYECcKMA KOHTPONL AOCTYMNAa, a Takke KOHTPOMb M3UYECKOr0
OOCTyna B 34aHWs, MOMELLEHWS, K CUCTEMAaM W MHdopMaLun);

- NOAX0Ab! K OCBEA0MNEHHOCT 0 6830NacHOCTH M NOBLILLEHWE KBanudrkaumMm B o6nactv 6e3onacHoOCTH B
paMKax opraH13auunu;

- NpoUeypbl MPOBERKA U NoAaepKaHua 6e30MacHOCTH;

- 0BLWe BONPOCHI 3aWLMThI NepcoHana;

- cnocoBbl, KoTopbIMK NONUTKKA BesonacHocTy ByAeT AoBeAeHa 1O CBeAeHWs BCEX 3aMHTepecoBaHHbIX
L,

- YCMOBWA aHanumsa unu ayauTa nonutukn GezonacHocTu;

- METOZ KOHTPOM# N3MEHEHWA B NONMTMKe BesonacHoOCTA.

OpraHuzaumn AoMmKHbI OLEeHWUTL CBOW TPEGOBaHWA, OKpY:KatoLLYHO CPEeAyY W YPOBEHb PasBUTIA 1 ONpeieniTs
HavnBonee oTBEYAOLLYHO MM crieymdamdeckyto npobnemMy 6esonacHocTy. 3Ta npobnemMa BKIMOYAET B ceds:

- TpeboBaHms GezonacHocTy MTT, Hanpymep TpeGoBaHA KOHMMASHUMANEHOCTY, LIENOCTHOCTM, OOCTYMHOC-
TW, HEOTKA3YEMOCTH, 8YTEHTUHOCT W JOCTOBERHOCTH, 0CODEHHO C YMETOM MHEHWIA BNAaAenbLEB akTVBOB;

- OpraHV3aLUIoHHYO MHAXPACTPYKTYPY W pacnpefeneHne obsa3aHHOCTER;

- MHTEerpaumvo 6e30MacHOCT W NPKY COBEPLUEHCTBOBAHWK CUCTEMbI 1 3aKyTKaX;

- ornpegeneHe MeTo40B M YPOBHER KNAacCHUAMKaLIM MHAIOPMA LK,

- CTpaTErvio ynpasneHys PUCKaMU;

- NNaHNPOBaHKE HenpepsLIBHOCTK Bl3Heca;

- BOMPOCHI, CBA3ZaHHLIE C NepcoHarnom (ocoboe BHMaHKe AOIMKHO ObITh yaeneHo nepcoHany, 3aHuMmalroLLe-
MYy OTBETCTBEHHbLIE IOMPKHOCTY, TAKOMY KakK TEXHUHECKWIA MEPCOHAN W CYCTEMHBIE aAMKMHWCTPAaTOPLI);

- OCBEO0MIEHHOCTL 1 0By4eHe nepcoHana;

- NpaBOoBbIe M perynupyrole obazaTenscrea;

- MEHEPKMEHT, OCYLLECTBISAEMbIA HE3ABMCUMBIM 3KCMEPTOM;

- yrpaBneHue NHUMAeHTamMK MHdIopMaLoHHOoR BeaonacHoCTK.

Kak oTMeueHo BbliLLe, pe3ynbTaTsl UCCNeaoBaHUA Mo OLEHKE PYCKa, MPOBEPOK COOTBETCTBMA Be30nacHOCT K
W MHUMAeHTOoB He30NacHOCTY MOTyT OKasbIBaTb BNUsHWE HA nonuTuky GesonacHocTy MTT opranvsauum. 3710, B
CBO0 odepeab, MoxeT noTpebosaTth NepecmoTpa U COBEPLUEHCTBOBAHIIA paHee ornpeaeneHHor cTpaTeri Unu
NoONUTUIKN GE30MacHOCTW,

AnaobecneveHns anekeaTHOR NOAASPKKA BCEX CBA3AHHbLIX ¢ 6e30nacHOCTLI Mep NonnTka BesonacHoc-
™M TT gomkHa BeiTs 006peHa pyKOBOACTBOM OpraH13aUMm.

Ha ocHoBe nonutukin 6ezonacHocTv UTT fomkHbI BbITs NOArOTOBNEHBI AMPEKTVBHBIE YKazaHus, obsazaTens-
Hble [,7151 BCEX PYKOBOAWTENEN W COTPYOHMKOB OpraHu3aLUmMm. 3To MoXeT noTpeboBaTts NOLNMCaHNEA KaxXabIM CO-
TPYOHWKOM JOKYMEHTA, MOATBEKAAOLLEro ero 0683aHHOCTV B pamMKkax Ge20nacHOCTV AaHHORW opraHuzauui. fa-
nee cnefyeT pasBrBaTh M OCYLLIECTBNATH NMPOrpaMmMy 0CBEA0MIEHHOCTY 0 6@30NacHOCTH, PAZBLACHSIOLLYH 3TK
06s3aHHOCTH.

HomkeH BbITh Ha3Ha4YeH OTBETCTBEHHLIN 3a nonuTuky 6esonacHocTn MITT, koTopbIn JormkeH obecneqnsars
COOTBETCTBME NONWUTUKA TPEBOBaHWAM 1 aKTyarnsHOMY CTaTycy AaHHOW opraHunzaumy. OBbIMHO MM ABNAETCH CO-
TPYOHWK cny#Ge1 6e30nacHOCTW, KOTOPLIA HECET OTBETCTBEHHOCTL 2a CriefyoLue AeACTBISA: NPOBEPKY COOTBET-
cTBKUA Be30nNacHOCT, peBN3WID, ayauT, obpaBoTKy MHUWOEHTOB, BhisiBreHne cnabbix mect B GezonacHocTy K1
BHECEHIWE 3MeHeHA B NonnTuKy GezonacHocti MTT opraHmzaumn, koTopble MoryT noTpeboBaTthcs Mo pesynbTa-
Tam nogoOHbIX AEWCTBUA.

5 OpraHldSaLIMOHHbIe acnekTbl 6e30nacHOCTU MHpopMaLUMOHHO-
TeneKOMMYHUMKaULlUMOHHbIX TEXHONOrnn

5.1 CnyebHble 06513aHHOCTHN M OTBETCTBEHHOCThb

5.1.1 CnyxebHble 06A3aHHOCTH, NOAOTHYETHOCTb U OTBETCTBEHHOCTbL B OPraHM3auumn

JdhdhexTBHan BesonacHOCTL TpebyeT NOOOTHETHOCTM, MCHEPMLIBAKILLErO ONpeaeneHs U Npu3HaHWs obs-
3aHHocTer B cdhepe BezonacHocT. PykoBOACTBO JOMKHO OTBEYATH 33 BCE acneKThl ynpasneHys 6ezonacHoc-
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TbHO, BKIIKOMASA NPUHATIE pELUEHWA Mo yrnpaBneHno puckami. OTaensHble ee dhakTopsl, Takue Kak Tin, dyopma
pervcTpagni, pasmep WU CTRYKTYpa opraH1zauun, NoBAWSIIOT HA TO, HA KAKoM ypoBHe ByayT onpeneneHsbl 3Tu
0b6azaHHocT. BesonacHocTs UTT — 3T0 MeQUCUWMNNMHApHan Tema, OTHOCALLAACA K Kaxkaomy npoekty TT n ko
BCEM NOMb30BaTENAM BHYTPW OpraHvgaguny. Hagnexawee onpegeneHme W pasrpaHyeHme NoOoT4ETHOCTH, che-
uudHeckinx cnykebHbIX 06A2aHHOCTEN 11 OTBETCTBEHHOCTW AOMKHO 0becneyrBaTs achdpeKTBHOE W KBanudLm-
pPOBaHHOE BLINMOMHEHWE BCEX BaXHbIX 3a4a4. B manbix opraH3aumsx Nx PyKOBOACTBO MOKET UCMONHATL 06a3aH-
HOCTW, CBA3aHHbIE ¢ Be30NacHOCTLIC, NGO Opyre COTRYAHWKW MOTYT BbINONHATL ABe 1 Bonee dyHkuuin 6ezo-
nacHocTW. B nogoBHbIX cnyvasx Ans NCKNDHeH st KOHANWKTa WHTepecos 1 obecneveHrs Heobxoammoro pazae-
neHwsa cny»ebHbix 06A3aHHOCTER HYKHBI HE33BUCKMbIE PEBK3N.

XO0TA 3Ta LENb MOXET BbITh AOCTUIHYTA MPK MOMOLLM PA3MNMYHBIX OPraHn3aLIOHHBIX CXeM, 3aBUCHALIWX OT
paz3Mepa 1 CTPYKTYpbl OPraHn3aLMi, B KaX 4,0/ OpraH1n3aUuni A0SDKHBI MPYCYTCTBOBATL CNeayroLlme cnyxebHole
0Bs3aHHOCTH:

- coBeT no BezonacHocT UTT, koTopbliA 06bIMHO peLlaeT MeXaMCLMIMMHAPHLIE BOMPOCHI, 4AET KOHCYNbTa-
LM 11 pEKOMEHIYET CTpaTeriu, ofobpaeT NonuTKKA 1 Npoueayps;

- agMuHucTpaTop BezonacHocTy U TT, KOTOPLIA CBA3LIBAET BOEAVHO BCE acnekTbl 6e30nacHOCTW BHYTPU
OpraHM3aLInA.

CoBeT no 6e30nacHOCTV 1 agMUHUCTRaToR H830MacHOCT O0MKHLI UMETL CTPROrO onpegeneHHbIe W YeTKo
cqropMynpoBaHHbIe 06A3aHHOCTY M JOCTATOYHBIE NMOMHOMOYMA ANs 0B6ecneqeHs1 BbINOMNHEHWA NONUTUKK 6e30-
nacHocty MTT. OpraHm3auuna obsazaHa npegocTasn s aaMUHWCTPATORy He30NacHOCTY YeTkre MeXaH3mbl B3au-
MoOencTBKs, 0GA3aHHOCTM U MONHOMOYKWA, a ero 06a3aHHOCTI A0MKHLI BbITh 0A06peHsI coBeTom No BezonacHo-
cTi UTT. BoinonHeHwe 3Tvx chyHKUMIA MOXET ObITb JOMNONHEHO MPUBREYEHNEM BHELLHIX KOHCYNbBTAHTOB.

[MNprMep oTHOLLEHWIA MeXaY anMUHMCTpaTopom 6esonacHocTy M TT, coBeTom no 6ezonacHocty MTT v npen-
CTaBUTENAMW APYrUX CTPYKTYP B paMKax opraHvMsauuny, TakMx Kak nonk3osatenu 1 nepcoHan MTT, noka3aH Ha
puicyHKe 4. 3T OTHOLLEHUA MOTYT HOCWTb YTNPaBMNEHYECKUIA MMM d3YHKLIMOHaNLHLIA XapakTep. B npeacrtaBneHHoM
Ha puUCyHKe 4 npumMepe opraHuzauum 6esonacHocTy MTT nokazaHbl TpW OpraH13auyoHHbIX ypoBHA. OHU B LiIenom
BbITEKAKOT W3 KIMACCUHMECKO OpraHn3aLOHHOM CTPYKTYPbI, TAKOW Kak Kopriopaunsa/aenaptaMeHT Unu UeHTp/Bmns-
Hec-noApasgeneHne, Ho MOryT BbITh Nerko aganTupoBaHbI NPYIMEHWUTENLHO K NHOG0oM opraHusaumi yBenu4eHnem
VN yMEHBLUEHWEM MLICIIA YPOBHEN B COOTBETCTBMW C NOTPEBHOCTAMIK opraHusaumn. Mansle 1nv cpefHue opra-
H13aLLM1 MOTYT BO3NOXNTh Ha agMuHKCTpaTopa 6ezonacHocTv MTT Bee 06s13aHHOCTY, CBf3aHHBIE ¢ BesonacHoc-
Toio. Korga obsa3aHHOCTY 0B benMHAKTCS, BaXKHO 0BecnednTs COXpaHeHWe COOTBETCTBYHOLLErO KOHTpoNA 1 Ga-
naHca, 4tobbl M3bexaTs KOHUEHTPaUMK B OAHWX PyKax CIMLLKOM BonbLIOK OTBETCTBEHHOCTY BEe3 BO3MOMKHOCTK
OKa3bIBaTb BNUSHWE MK OCYLUECTBNATL KOHTROML 06A3aHHOCTEN.

5.1.2 Coget no 6e3zonacHOCTH MHIOPMALMOHHO-TENEKOMMYHVKALMOHHbIX TEXHONOTMNA

B coset no 6e3onacHocT T T AomkHbI BXOAWTL NHOOM, oBnanaroLme A,0CTaTOMHO W KBanudrkaumen, 4to-
Bbl 4aBaTb KOHCYNbTAUMMW 1 PEKOMEHAALLAN B OTHOLLIEHW CTRATErii, onpeaensTe TpeboBaH s, opMynMpoBaTth
nonuTuKy, paspabaTbiBaTh NporpaMmy 6e30NacHOCTY, MPOBEPATL MX BbINOMHEHWE W PYKOBOOUTbL aAMUHMCTPaTO-
pom GezonacHocTy VTT. CoBET MOXKET yIKe CYLLeCTBOBATL B PAMKAX OpraHUzauUyi UK, 4To NPeanodTUTensHee,
MOXeT ObITh CO30aH 0TAENbHLIA coBeT no 6ezonacHocT UTT. B 06a3aHHOCTM Takoro coBeTa N KOMUTETa BXO-
ONT:

- KOHCYNbTUPOBaHWE ynpasnaowero komvteTta UTT no Bonpocam cTpaTerv4eckoro NnaHypoBaHWa B cde-
pe BesonacHoCTH,

- hopMynMpoBaHIe NonuTyKK BesonacHocT MTT B nopnepkky ctpatern UTT 1 cornacoBaHve C yrpasns-
FHOLLIMM KOMMTETOM No UITT (ecnuv cyluecteyeT);

- TpaHCMMPOBaHWe NonnTKKKY BezonacHocT B nporpammy GezonacHocTy TT;

- MOHWTOPWHI peannaaLimn nporpammel BeszonacHocTn ATT,

- aHanwn3 adhdekTMBHOCTM NonKuTKK BesonacHocTn UTT;

- NOBbLILLEHWE OCBEAOMMNEHHOCTH O Bonpocax BezonacHocTn NTT;

- KOHCYNbTYPOBaHWE OTHOCWTENbBHO PECYPCOB (MHOACKNX, AEHEKHbBIX, HAYMHbLIX W T. . ) ANs NoA4ePKaHNS
NpPOoLEcca NNaHpPoOBaHUA W peann3auyii nporpammbl 6esonacHocT NTT;

- pelleHe MeXoTpacneBLIX npotnem.

Nna 6onbluen 3dydeKTUBHOCTM COBET A0IPKEH BKIKGHATL B CBOW COCTAB YEHOB, MMEIOLLX NOArOTOBKY B
obnacti 6e3zonacHoCTK M TexHKHeckKx acnekTos UTT, a Takke npeacTaBuTenel Nposaligepos 1 NonL308aTeneh
WTT. 3HaHWa 1 onbIT B 3TWX cdhepax HeoBxouMbl Ans paz3paboTki nonuTikn 6esonacHocT UTT.
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5.1.3 AgMuHUCcTpaTOop 6e30NacHOCTV MHHOPMALMOHHO-TENEKOMMYHMKALMOHHBLIX TEXHONOTMIA

OT1BeTCcTBEHHOCTL 3a GezonacHocTe MTT gomkHa ObITe BO3NOKEHa Ha KOHKPETHOro agMUHUCTRaTopa. Al-
MUHUCTpaTop GesonacHocT UTT AonmeH vrpaTh ponb UeHTPa ANA BCeX HanpasneHwi 6esonacHocTt UTT B
pamMKax opraHu3auuu; TeM He MeHee, agMuUHWCTRaTop BGesonacHocTy MTT MoXeT 4enervposTb APYroMy COTPYLO-
HWKY HEKOTOpPbLIE CBOW MOMHOMOM WS, TAKOR COTPYOHWK MOMXET B3ATh Ha ceba LoNnonH1TensHO 06A3aHHOCTY agMu-
HuvcTpaTopa HeaonacHocTn VTT, XOTA B CPEAHNX U KPYTHBIX OpraH13aLMax peKOMeHOyeTCs OpraH130BbLIBATL Che-

PykoBoactso
+7] oprannzauun
P
o
g l
7
,/’ AamuHucTparop
P Ge3onacHoCTH
G % OpraH13aLMm
&’ A\ |
a YnpaBnamiuuia KoMuTer
AgMuHucTpaTop
GesonacHocTH
MTT
Monumka
6e3onacHoCTH
UTT
YpoBeHb OpraHusaLmm.
;’ VpoBeHb AenapTameHTa
I
)
]
{
Mpeactasutens(m) ATT |/ AfmunncTpatop 6esonacHocTy I/I'I‘I;
f OenaptameHT unu bBuaHec-eguHALA T
I
/
MpencTaBuTEN NONL3OBATENSIA MonuTuka GeaonacHOCTKH
WUTT HTT penaptameHnTta .
wnu GUuzaHec-eAUHWULIE
YposeHb npoekra

*
AﬂMMHHCTpaTop WUNKU CUCTEMbBI

GeaonacHocTH
npoekta unm ATT

AQMUHUCTPATOP
GesonacHocTH
nTT MonuTrka Ge3onacHocTy
WTT npoekTa,
WU CUCTEMBI

* Tonkko B AeNapTaMeHTax AOCTATOMHOM pasMepa.
—————— cnyxebHble 0ba3aHHoCTH;

- OPraHN3aLUOHHKIA YPOBEHE
PucyHok 4 — lMpumMep opraHuzaumMn 6e30nacHocTM MHAPOPMaLNUOHHO-TENEKOMMYHUKALMOHHOA CUCTEMbI
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UManbHYH JOIPKHOCTb. B KpYMHbIX OpraHmn3aumsix MoxeT CyLLecTBOBaThL CETb aAMWHICTPATOROB AN Noapaszne-
NEeHW, AenapTaMeHToB W T. 4. B kavecTBe agmuvHucTRaTopoBs Ge3onacHocTy MTT 1 agMyHMCTpaTopos 6ezonacHo-
ctv U TT ana genaptamMeHToB/NMoApa3aeneHnin NpeanovTTensHo oTbMpaTs Nogen ¢ obpasoBaHem B obnactn
BezonacHocTy M MTT. B 0BazaHHoOCT agMUHWCTpaTopa BesonacHocTy MTT BXoauT;

- HabnooeHWe 3a peanusaunein nporpammel 6esonacHocTM UTT,

- NopOep¥aHe KoHTakTa ¢ coeetom no 6ezonacHocTn UTT n agmuHucTpatopom SezonacHocti UTT 1 npe-
OOCTaBneHve UM OTHETOB;

- onyGnunkoBaHWe 1 NoaaepKka NonnTrkK 6esonacHoct UTT v AMpekTuB,

- KoopAMHaUMA paccnefoBaHUs MHUNOEHTOB;

- yNpaBneHne NporpaMMOoi OCBEAOMITEHHOCTY 0 6e30MACHOCTM B paMKaX OpraHu3aLiu;

- yCTaHoBMeHWe uenen u kputepres BezonacHocTy UTT, cxoast M3 NONUTKK;

- aHanwz, ayaunT M MOHUTORWHT 3dpdEKTVBHOCTK KOHTPROMNA 6e30MacHOCTY;

- aHanwz, ayauT M MOHUTOPWHT cTpororo cobnogeHws npouenyp 6ezonacHocTu UTT B opraHnsaugmm.

CnyxebHble 06s3aHHOCTM MOTYT BbITh pasfaeneHs! C yMeToM pasMepa OpraHn3au i, CROXHOCTW CUCTEMbI
Be30nacHOCTM 1 APYTMX ee 3HaYMMbIXx ocobeHHocTer (oM. 5.1.1).

TMpumepbi— Jenezupyembie chyHKUUU MO2ym 6bimb criedyrowumu:

a) admuHucmpamop 6e3onacHocmu npoekma UTT.,

OmadensHbie NPOeKMb UAU cucmeMb! OOLKHB! UMb UL, OMEemnCciMaeeHHbIX 3a 6e30MacHOCb,
KOMoOpkIx UHO20a Ha3biearom adMuHUcmpamopamu 6ezonacHocmu poekma UTT. B pside cayyYaeas makue
o6s13aHHOCMU Mo2ym 6biimb JONOTHUMENLHOU Hazpy3kol. Pykogodcmao makumMu adMuHucmpamo-
pamu JormpKeH ocywjecmansams adMuHucmpamop 6ezonacHocmu UTT. ABmuRucmpamop 6e3onacHoc-
mu ATT ssensiemcst UeHMpPoM 8ceX casidaHHbIx ¢ 6e30n1acHOCMbIO acilekmoa fpoekma, cucmeMsl Unu
epynbI cucmem.

O6s13anHocmu adMmuRucmpamopa 6eszonacrocmu npoexkma UTT exnodarom e cebs:

- noddepxaHue KOHmMaKma c adMmuHucmpamopom 6e3zonacHocmu UTT u npedocmaesiieHue emy
om4yemoa,

- @sIpabomky u peanu3layuro niaHa 6ezonacHocmu 051 KOHKPemMHAO20 MPoeKma,

- MeKywuil MORUMOPUH2 peanu3ayul U Ucionb308aHUsT 3aliumHbIX Mep & chepe UTT,

- lepeoHaYanbHoe pacciiedoaaHue U codeilicmaue a8 paccredoeaHuu URYudeRmoa;

&) admurucmpamop 6ezonacHocmu UTT.

B cpedrux U KpyrHbLIX Op2aHu3auusix, Kak npasuno, cywecmayrom yrikyLu ons denezuposaHHO-
20 yripaeneHus, akmodaioujue e cebs:

- UcronHeHue U NpuMeHeHue Apoyedyp 6ezonacHocmu UTT,

- adMuHUcmpupoasanue bezonacHocmu cucmem U cemu,

- o6HoBsEHUE cieyuuYecKux npozpamm 6ezonacHocmu (HanpPUMep aHMUSUPYCHLIX MPo2paMM,
sepcuti npoepammMHozo obecredeHus), npoapammHozo obecriedeHus,

- adMuHUCMpUpO8aHue creyuguyeckux memodos KoHmpoas 6eszonacHocmu, Hanpumep pesepa-
HbIX KOMutl, criucka konmponsa docmyna u m. 0.

Admunucmpamopbi 6ezonacHocmu GO/MKHEI UMEeITIb COOMEEenCIMay oWy H nodzomoeKy os npo-
sedeHUsT cieyuanbHbIX MEPORPUSAMU U NPUMeHeHUsI crieluanbHbiX cpedcme 3alumai.

5.1.4 MonbzoBaTENU NHPOPMALMOHHO-TENEKOMMYHUKaLWOHHLIX TEXHONOIMMA

Monb3osatenu MTT oTBe4valoT 3a:

- Ncronb3oBaHue NTT-pecypcoB B COOTBETCTBMM C NMONMWTUKOW, AMPEKTUBAMU W NpoLeaypaMu;

- 32Ty BU3HEC-aKTVMBOB B COOTBETCTBIW C MONUTKOA, AWPEKTMBaMK U Npouenypami 6ezonacHocti MTT.

5.2 OpraHv3auMOHHLIE NPUHLWNNbI

5.2.1 ObnAzaTenLcTBa

Ina o6ecneveHrn 6e30NacHOCTV aKTYIBOB OPraH12auUMi AOMKHBI CyLLLECTBOBAaTL 0DA2aTENLCTBA PYKOBOA-
CTBa OpraHn3auMm B OTHOWeHWM obecnedveHsn GesonacHocTi MTT., ITioBoi dhakTMieckM CyLLECTBYHOLLMIA WM 0C032-
HaBaeMbIM HEOCTATOK TakKx 0bs3aTenscTB ByAET NoapsLIBaTL AOBERUE K aaMyHMCTRaTopy BesonacHocTv MTT w
3Ha4YMTENBHO OCNAbNATL 2AWMTY NPOTWMB Yrpo3. Pe3ynsTaToM NoAAemKKMA CBepXy A0IMKHA CTaTh oumansHo
COrnacoBaHHasl 1 JOKYMEHTUpOBaHHas NonnTka BezonacHocTy TT, BeITeKaoWAas U3 NonMTvKKY BesonacHocTy
opraHunzauun. CyLLecTBYHLLIAA KOHKPETHAs MONMUTLIKA W ee KINoYeBbIe 3MEMEHTbI AOMKHbBI PErYNSPHO J0BOANTL-
CAl 10 cBeeHWs paboTatoLL M B OpraH1u3auuim Ha NoOCTOAHHOW OCHOBE W MO KOHTRAaKTY W (T4e YMECTHO) Nog4vepKu-
BaTb 3aHTEPECOBAHHOCTL W MOAAEDKKY PYKOBOACTBOM NMonnTuku GezonacHocty MTT.
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ObsazatenscTBa pyKOBOACTBA OpraH13aL KM B OTHOLEHWM 33434 6e30nacHOCTV BKNOYAOT B cetsa:

- MOHVMAaH e 0B X NoTPeBHOCTEN OpraHn3auUmm;

- NoHVMMaHwKe noTpebHocTK B BezonacHocT NTT B paMKax opraHnzauuu;

- AeMOHCTRauo 00A3aTeNbLCTB B OTHOLWEHW M GeaonacHocTn UTT;

- HeoBxogMmocTs 0BpaweHa K noTpebHocTam BesonacHocTy NTT;

- HeoBXoaMMOCTb BbieneHus pecypcos Ans 6ezonacHocTy UTT,

- OCBEIOMIEHHOCTH HAa CAMOM BLICOKOM YROBHE O TOM, MTO ABNsieTcA cpeacTBamMmuy bezonacHocti UTT nB
4YeM OHa 3aKMovaeTcsl (BOZMOXKHOCTH, OrPaHHEHST).

Cnenyet nponaraHavpoBaTh Leny 6e20MnacHOCTY BO BCEW opraHnzaumn. Kaxgablin coTpygHuK, paboTtaroLmia
Ha MOCTOSIHHOW OCHOBE VI M0 KOHTPAKTY, AOIMKEH 3HaTb O CBOWX 0B513aHHOCTSAX, OTBETCTBEHHOCTW, O BKNAaje B
BezonacHocts UTT 1 emy gormkHbl 6bITe NpegocTaBAEHbI MOMHOMOMASA ANA X A0CTUKEH WS,

5.2.2MNocnegoBatenbHbLIA NOgxon

Heobxoamm nocnegoBaTenbHbIM NOAX0A KO BCEW AeATeNbHOCTM MO NNaHROBaHWID, peannzaumn 1 ynpas-
neHwo 6ezonacHocTe MTT. BezonacHocTs AomkHa ObiTh 0GecnedeHa Ha NPOTSHKEHN BCETD XN3HEHHOMO LIMKNa
wHdropMaLuwn u MTT — OoT NnaHrpoBaHUs A0 NPYOBPETEHNA, TECTUPOBAHWSA 1 3KCTINyaTaLuX.

OpraHu3alUWoHHaa CTRYKTYPa, NoKazaHHasa Ha pUCyHKe 4, MOXET COAenCcTBOBaTL rapMOHU3MPOBaHHOMY
noaxopny K GezonacHocTn UTT Bo BCel opraHnzaumn. CTpyKTypa formkHa BbITh oCHOBaHa Ha TpeBoBaHWsAX K
NONOXEHWAX MEXAYHAPOAHbLIX, HAUMOHANbHbIX, PErMOHaNbLHbLIX, OTPACNEBLIX CTAHAAPTOB M NpaBun, M CTaHAap-
TOB OpPraHn3aUmy, NPUMEHSEMbIX B COOTBETCTBMK ¢ noTpebHocTamn UTT opraHnsaumn. TexHNYeckne HOpMbI A0mn-
¥Hbl JONONHATLCA NPaBUNaMK 1 pEKOMEHAALMAMI N0 MX PeaniaaLni 1 UCNons30BaHN.

WMcnons20BaHue ctaHgapTos obecnednsaer:

- MHTErPYPOBaHHYH BEe30NaCHOCTD;

- OYHKUMOHaNbLHYH COBMECTUMOCTb;

- COMMacoBaHHOCTb;

- MOBUNbLHOCT,

- 3KOHOMWH CPeacTs;

- MEXKCETEBOE B3alMOAENCTBME.

5.2.3 UnTerpupoBaHue 6e30NacHOCTN MHPOPMaALMOHHO-TENEKOMMYHUKALMOHHbIX TEXHONOTMIA

HeAatensHocTs Mo BezonacHocTy Gonee 3dpeKTMBHA, €CNY B pPaMKax OpraHy3aLi OHa OCyLUIEeCTBNAETCH
€AMHo0BPAa3HO U C HAaYana X1aHeHHoro uMkna cuctemsl UTT. Mpouecc GesonacHocti UTT cam no cete asnaeTcA
nocnenoBaTenNbHOCTHS MHOMKECTBA NepUoaNHecK X AeNCTBUN M A0MKEH MHTErpyMpoBaTLCH BO BCe rasbl XKi3-
HeHHoro umkna cucrems! MTT. HecMoTps Ha 1o, 4Tto 6e3onacHocTs Havbonee sdydpekTMBHA B Crydae WHTerpaumm
B HOBYC CMCTEMY € CAMOro Hadana, MHTerpauus 6e30nacHoCT OKaXeT MoNoXWTENsHOE BO3AEACTBIE Ha yHe
paboTaoLpe cucTembl 1 B3HeC-AeATEeNLHOCTL HAa NtoBom aTane.

H3HEHHBIA LWKN cncTemMbl UTT MOXET GbITh pasfeneH Ha YeTbipe OCHOBHbIE dha3bl. Kaxkaas u3 3TMx das
cBfzaHa ¢ BezonacHocTtsic UTT cnegytowym obpazom:

- MNaHrpoBaHWe — noTpebHocTy GezonacHocTK VT T OOMMKHbBI ObITh yYTEHBI MPK NNAHYPOBaHKUK 1 B MPOLLEC-
ce NPUHATVA peLleHWiA;

- nprobpeTeHne — TpebosaHua BezonacHocTu TT gomkHbl BbITh BKIHGHEHBI B MPOLECCHI KOHCTRYMPOBA-
HWA, pa3paboTky, 3aKynky, MogepHusauun cuctem UTT. MHTerpauns TpeboBaHWin 6@30NacHOCTM B YKa3aHHYH0
OEATENbHOCTL rapaHTUMPYET, YTO peHTabensHbIe CPEACTRA W Mepbl, OTHoCAWMeCH K cdhepe GezonacHocTu, ByayT
CBOEeBpeMeHHO pean3oBaHbl B JaHHOW CACTEME;

- TECTUPOBaHWE — TecTUpoBaHue ciucTemMbl UTT g0MmKHO BKNHOYATL B ceba TecTMpoBaHWe KOMMOHEHTOB,
CBOWCTB 1 06CcnyxnBaHna BesonacHocT MTT. HoBble MK N3MEHEHHLIE KOMNOHEHTEI BE30NacHOCTN OOMKHbI
TEeCTUPOBATLCA OTAENLHO C TeM, HTOObI NOATBERANTL, HTO OHW (DYHKUVOHMPYIOT A0MKHEIM 00pasoMm, a fanee, B
onepauyoHHOM OKPYXEHWW, — ANA NOATBEPMAEHWA TOro, Y4TO UX WHTerpauwa B cuctemy MTT He HapyLunT xapak-
TEPWUCTWK Ka4ecTBa N cBOACTB BesonacHOCTK, B TedeHne Bcex CTaguiA dN3HEHHOro LMKNAa CUCTEMbI A0MAKHO
BbITb 3annaH1poBaHO ee NeproguMdeckoe TECTUPOBAHNE;

- akcrnyaTauwa — BezonacHocTe UTT gomkHa 66I1Tb MHTEMPYPOBaHa B cnepauyoHHyo cpeay. [Nockonbky
cuctemy UTT Mcnonb3ytoT Ans BbIMONHEHWA onpeaeneHHbIX dyyHKUWIA, OHa JoMKHa NoAAePKMBaTLCH B pabodem
COCTOSIHWM 1, KaK NpaBwno, NoABEPraThbCa Cepyi MOAEPHW3aUMiA, BKITCHaoWWX B ceba 3aKyrnKy HOBbIX KOMMO-
HEHTOB TEXHWHECKWX CPEACTB, a Taivke MOANMMKALMIM UMK JONONHEHUIO NporpamMmMHoro obecnedeHus. K Tomy xe
OHa NoABEPXKEeHa YaCTbIM U3MEHEHWSAM OMNEPALMOHHOR Cpefbl. 3TV MZMEHEHWS MOTYT CO2AaTh HOBbLIE YA3BUMOCTH
CUCTEMBI, KOTOPBIE JOMKHbBI BbITh NPOAHaNM3MPOBaHbLI M OUEHEHbI M NBOo CHKeHbI, NGo NpuHATLEL. CTonNb Xe
BaXHbI DezonacHas 3ameHa 1Ny nepenogyuHeHe CUCTEM.
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Obecne4eHre BezonacHocTy MTT — NoCTOAHHBIN NPOLIECT C MHOMKECTBOM 0BpaTHLIX CBAZEN BHYTPM 1 MEX-
oy drasamu xu13HeHHoro uukna cucremsl UTT. B BonblunHCTBE cnyvaes cyLuecTByeT obpaTHasi CBA3b MeXay 1
BHYTPW BCEX OCHOBHbLIX COCTABAAOLWMX Npolecca obecnedeHns BesonacHoctn UTT. CeaAzb gorpkHa obecnequ-
BaTb HeMNpepsIBHLIA MOTOK MHAOPMaUuK 06 yA3BUMOCTSIX, yrpo3aXx M 3alUTHbIX Mepax B cucTeme BesonacHocTH
WTT Ha npoTskeH W Bcex dias MNIHEHHOTo LnMKna cuctems! TT.

Kaxaoe HanpaeneHve BU3HeCca OpraHn3aLn MOXET TakKe ONpeaensTs yHUKansHsIe TpeboBaHua Besonac-
HocTu M TT. Takve HanpaBneHWA AOMKHBI B3avMHO No4AemKBaTL Apyr Apyra: obuwmi npoyecc GezonacHocTr
WTT pomkeH obecneqnBaTe 06MeH MHdopMmaUmeln ob acrnektax Be30nacHOCTH B LIENSAX € MCMoMNb30BaHWA ANs
npouecca NPUHATUA PELLEHWA PYKOBOACTEBOM.

6 ®PyHKUuuM ynpaBneHus 6e30NacHOCTLH UHOPMALMOHHO-
TEeNneKOMMYHUKALMOHHbIMU TEXHONMOTUAMM

6.1 O6wKne BOonNpockl
Ina ycnewHoro ynpasneHwsi 6ezonacHoctsio MTT TpebyeTcs nprMeHeHve BUOOB AeATEeNbHOCTY, HEKOTO-
pble U3 KOTORLIX OCYLLLECTBSAIOT B COOTBETCTBMM CO CNEAYICLLMM LIKIOM:
a) nnaHupoBaHWe:
1) onpegeneHve opraHn3auvein TpebosaHniA no 6esonacHocT UTT,
2)onpegeneHuve opraHy3aUVen Luenei, cTpaTeryid U nonutuk 6ezonacHoctn UTT,
3) ycTaHoBneHne 06A2aHHOCTERN M OTBETCTBEHHOCTY B PAMKaX OpraHmn3aL/mMn,
4) pazpaBoTka nnaHa no 6ezonacHocTy UTT,
5) oueHKa prckos,
6) peweHwe o6 obpaboTke pycka 1 Belbope 3aMUTHBIX Mep,
7) NNaHvpoBaHue HenpepsIBHOCTY Br3Heca;
6) peanuzauus:
1) co3naHve 3aWnTHBIX Mep,
2)opobpeHne NTT,
3) pazpaboTKa 1 BbINONHEHWE NpOrpamMmbl OCBE0MIEHHOCTW NepcoHana o Be3onacHocTw,
4) ayauT-OyHKUMOHMPOBaHKE 3aLMTHBIX MED;
B) SKCNNyaTauus U NoLOepHKa:
1) KOHTPONb KOHAMrypaUWK 1 yrpasneHve MameHeHUsIMI,
2) ynpaBneHve HeNpPepbIBHOCTLH B13Heca,
3) aHanu3, ayauT 1 MOHUTOPKIHT, A TaloKke NMPOBERKa COOTBETCTBIA 6830MacHOCTH 3a8BNEHHbBIM Tpe-
BoBaHWAM,
4) ynpaBneHe WHLMaeHTamMK1 Ge3onacHoOCT MHGIopMaLLK.
6.2 BHellHWe ycnoBusi
Mpw ynpaBneHn dyHKLWOHANEHOW AeATeNLHOCTLH B 0GnacTi 6e3onacHOCTY HeoBX0AMMO YYNTLIBATE BHE-
LLHIOHC Cpeay, B KOTOPOR AEWCTBYET OPraHM2aL ks, NMOCKOMbKY OHa MOXET OKa3bIBaTh 3HAYMTENBHOE BNWsHKE Ha
0BLWwWin Noaxoa K opraHn3aummy MHadopmaloHHo GezonacHocTy. B HexkoTopbIx cnyyanx obecneqveHve nHdopma-
LIOHHOW H230NacHOCTV ABNSETCA NPEeporaTBo/A rocyAapcTsa, KoTopoe onpesaensaeT 06a3aHHOCTH M OTBETCTBEH-
HOCTb NYTEM MPUHATUA 1 BBOAA B AeACTB1E 3aKOHOB. B Apyrix cryqasx oTBETCTBEHHOCTL BO3naraeTcs Ha cob-
CTBEHHWKa Un MeHexepa. B cBA3M C 3TM MOXET CyLLECTBEHHO MeHSATLCA Noaxos k BezonacHoct MTT-opra-
HU3aLWA.
6.3 YnpaBneHue puckamm
Mpouecc ynpaBneHua pyckamu AomKkeH BblTs HENPEepPbLIBHBIM. B HOBLIX CUCTEMAX 1 B CUCTEMAX, Haxoas-
LMXCA HA CTagWW NMaHNPOBaHWA, YNpaneHne pUcKkaMi AOMKHO GbiTh HacTbio NPOLECcca KOHCTRYMPOBAHMSA 1
pazpaboTkn. B ye cyLecTBYIOLMX CMCTEMAX YNPABNEeHe PUCKaMU AOMKHO OCYLLLECTBNATLCA B N0BOR Noaxo-
OAWMA MoMeHT. [NpK npouecce NMaHMPOBaHWA 3HAYUTENBHBIX N3MEHEHWA B CUCTEMAX YNpasneHue prickamMu
OOIMKHO BbITh 4aCTbH 3TOrO NPOLIECCA W AOITKHO Y4NTLIBATh BCE CUCTEMBI BHYTPW OPraHM3aLn, a He NPpUMEeHsATb-
CA1 TONbKO K KOHKPETHORA M30NUPOBaHHOR CUCTEME,
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