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Mpeaucnoeuve

Llenu 1 npuHuMnbl cTaHZapTM3aumMn B Poccuiickon Pefepauiy ycTaHosneHsl PenepansHbiM 3aKOHOM OT
27 nexabpa 2002 r. Ne 184-03 «O TexHU4ecKom perynuposaHdi», a Npasuna NnpuMeHeHUs HauuMoHanbHbIX
craHgaptoe Poccuickon ®egepaunn — MOCT P 1.0—2004 «Crangaptusauus B Poccuiackon Gepgepauunu.
OCHOBHbIE NONOXKEHUA»

CeefeHnnA 0 cTaHaapTe

1 NOATOTOBNEH ®epepaneHbiM rocyqapcTBEHHbIM ydpexaeHueM «[ocyfapCTBEHHbIA HayuMHO-
1ccrnenoBaTenbCKMA UCTbITaTeNbHbIA UHCTUTYT Npobnem TeXHUYEecKoW 3awnTel MHdopMmauuu PepepanbHon
CNy»Bbl NO TEXHWUMECKOMY W 3KCNOPTHOMY KoHTpono» (OIrY «THWKWMK MT3KM @CT3IK Poccuu) Ha ocHoBe
coBcTBEHHOrC ayTEHTUMHOMO NepeBoaa cTaHaapTa, ykasaHHora B nyHkTe 4

2 BHECEH TexHu4eckum komuTeTom no ctaHgaptusaumy TK 10 «lNepcnekTuBHbIE NPOM3BOACTBEHHbIE
TEXHONOTMKU, MEHEIKMEHT WU OLEHKAa PUCKOB»

3 YTBEPXIOEH W BBEJEH B JEWCTBWE [MMpuxkasom deaepansHoro areHTCTsa No TeXHUMECKoMy
perynyposaHui n meTponorimn ot 19 gekabps 2006 1. Ne 317-ct

4 HacToswuMiA cTaHaapT MaeHTuydeH mexayHapogHomy ot4eTy MCO/MOBK TO 13335-5:2001 «MHdopma-
UMCHHas TexHonorus. PekomeHgauun no meHeqxMeHTy 6e3cnacHoCTU WMHMOPMAaLWOHHBIX TEXHOMOMMA.
Yacts 5. PykoBooctBo no meHemkmeHTy BesonacHocty cetu» (ISO/IEC TR 13335-5:2001 «Information
technology — Guidelines for the management of IT Security — Part 5: Management guidance on network
security»).

Mpy NpUMEHEeHM HAaCTOSILLLErO CTaHAapTa PEKOMEHAYETCA MCNCN530BaTh BMECTC CCblMOYHLIX MEXAYHa-
PCAHbIX CTAaH4apTOB COOTBETCTBYIOWME UM HauoHaneHble cTaHaapTel Poccuiickoi ®enepauunu, cBegeHus o
KOTOpbIX NPUBEAEHL! B ACNOMHUTEMBHOM NPUNOKEHUA A,

HaunmeHoBaHWe HacTosLWero ctaHaapTa U3MeHEHO OTHOCHUTENBHO HAUMEHOBAHWA YKAa3aHHOTO MeXay-
HapogHoro ctaHgaprta ans npuseneHus B cootBetcTBue ¢ TOCT P 1.5 (nyHkT 3.5)

5 BBEOEH BMNEPBLIE

HHghopmauus 06 UMBHEHURAX K Hacmosawemy cmaHdapmy nybaukyemcs 8 exe2o0Ho u3dasasMom
UHEOPMAYUOHHOM yKa3amerne «HayuoHaribHbie Cmandapmbi», & MeKCm USMEeHeHU U NonpagoK — & BxKe-
MECAYHO U30asaeMbixX UHGHOPMAaLILIOHHBIX yKa3amenax « HauuoHansHsie cmanGapmel». B criyyae nepecmom-
pa (3ameHbl) unu ommeHsr HacmoAwe2o cmaddapma coomsemcemsyiouwiee ysedomneHue Bydem onybnuxo-
8aHO € BMEeMEeCAYHO u30asasMoM UHMOPMAUUOHHOM yKasamene «HayuoHanbHbie cmaHOapmbi».
Coomeemcmeyrowias uHGopMaUyun, YeedOMIeHUA U MEeKCMbl PasSMEWatomCcs MakKe & UHHOPMaUUOHHOU
cucmeme obLWez0 NobL308aHUA — Ha oduluansHoM catime @edeparibHOZ0 a2eHIMICMEa 10 MeXHUYESCKOMY
peaynuposaHLUio U Memponozuy & cemu MiHmepHem

© CranpapTtuHdopm, 2007

Hactoawuia CTaHoapT He MOXeT BbITb NOAHOCTLIO UMM YACTUMHO BOCNpOWU3BeaeH, TUpaxXnnpoBaH W pac-
NpoCTpaHeH B KadecTee OCbVILII/IaJ'II:HOFO n3gaHus 6es paspelueHns ¢e,u,epaanor0 areHTcTBa no TeXxHU4ecKo-
My perynuposaHuio 1 MeTponorim
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HAUMOHANBHBIA CTAHOAPT POCCUUCKOWN DEOEPALNMN

HUHpropmaunoHHan TeXHONOIMMA
METOObl U CPEOCTBA OBECNEYEHWA BE3ONACHOCTH
YacTtb 5
PyxoBogcTBO NO MeHegXKMeHTy 6e3o0nacHOCTN CETH

Information technology. Security techniques.
Part 5. Management guidance on network security

DataBeegenunna — 2007—06—01

1 O6nacTb NpUMeHeHuA

Hacrosawui ctaHgapT npeactasnsieT coO0r pyKkoBOACTBO NO ynpaBneHuo 6e30NacHOCTLH CETSMU ANs
NepcoHana, OTBETCTBEHHOIO 33 3TY LeATENbHOCTL, U COOEPKUT OCHOBHbIE NONMKEHWUS NC BbIABMNEHKUIO U aHa-
nu3y akTopos, MMEKLWNX OTHOLWEHWE K KoMnoHeHTam 6e30nacHOCTU cBA3K. 3T akTopsl cnenyeT y4uTbl-
BaTL NpuW ycTaHoBNeHUU TpebosaHui no BezonacHoOCTU ceTH.

HacToswuia ctaHaapT ocHoBaH Ha nonokeHuax MCO/M3K 13335-4 nytem onucaHua metona uaeHTUdu-
Kauuun M aHann3a sbI6opa KOHTPONUPYEMbIX 30H, UMEISLLUX OTHOLLEHWE K CETEBbLIM COBAUHEHUSIM, C TOMKA 3pe-
HUs obecnedeHnn 6e30NacHOCTU.

AcnekTbl 4eTanbHoro NpoeKkTUPoBaHUA U TEXHWYECKOW peanu3auni KOHTPONUPYEMbIX 30H HE BXO4AT B
obnacTbnpuMeHeHUs HacToawero cTaHgapTa. Takue pekoMeHgaunu nnaHupyeTca BKNOYUTL B pa3pabatbisa-
eMble MeXOyHapoaHbIe A0OKYMEHThI,

2 HopmaTMBHbI€ CChINKK

B HacTofALWwEeM cTaHAapTe UCNoNb30BaHbl HOPMAaTUBHbIE CCbINKW HA CreayolMe cTaHaapTh:

NCO/MBK TO7498-1:1994 MHdopmauuoHHana TexHonorus. Bsaaumocss 3k 0TKpeITeIX cUcTEm. Ba3zosas
aTanoHHas mogens. bazoBas mogene

MCO/M3BK TO 7498-2:1998 Cuctembl obpabotkn uHdopmauun. BzaMmocsasb OTKPbITbIX CUCTEM.
Ba3oBas aTanoHHas Mogenb. YacTte 2. ApXMTeKTypa 3aluWThbl

NCO/M3BK TO 7488-3:1997 WMHdopmaunoHHas TexHonorus., BzavmoaeRcTBMe OTKPbITbIX CUCTEM.
Basoeag aTanoHHas Mogens: NPUCBOEHWE UMEH U agpecauusn

NCO/M3BK TO 7498-4:198% Cuctembl obpabotkn uHdopmauun. BzaMmocsasb OTKPbITbIX CUCTEM.
Ba3oBas aTranoHHas mogens. Yacte 4. CTpyKTypa ynpasneHus

MCO/M3K 13335-1:2004 WHopmMmauuoHHas TexHonorus, MeTtoabl obecnedeHus MeHemkmeHTa beso-
NacHOCTWM MHOPMALUOHHLIX U TENEKOMMYHUKaLUCHHbIX TexHonorui. Yacts 1. KoHuenuuu n Mogenu meHen-
¥meHTa 6e30nacHOCTU MHAOPMALUOHHBIX U TENEKOMMYHUKALMOHHbIX TEXHONO A

MCO/M3K TO 13335-3:1998 WndopmaunoHHan TexHonorus. Pekomenoauuu no meHeakmeHTy beso-
nacHocTU MHOPMaLMOHHLIX TeXHONoriA. Yacte 3. MeToabl ynpasneHus 6e3onacHOCTbIC MHopMaLMOHHBIX
TEXHONOMMIA

MCO/M3K TO 13335-4:2000 WHdopMauuoHHas TexHonorusa. PekomeHoauuy no meHeaXmeHTy beao-
NAacHoOCTWM MHOPMALIMOHHBIX TeXHoNorMiA. Yacte 4. Boibop mep 3aluTs

MCO/M3K 13888 (eceuactn) WHpopmaunoHHaa TexHonorus. MeTtoapl 3awnTsl. CTporoe BbINONHEHWe
obazaTenscTs

MCO/M3K TO 14516:2002 MHdopmauvoHHas TexHonorus. PykosoasiMe ykasaHWs No UCnons3o8a-
HWIO U YpaBNEHUIO yCnyraMu JOBEPUTENSHOA TPETHEW CTOPOHbI

WapaHue ochvymansHoe
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MCO/M3K TO 15847:2002 WNHdopmauuoHHasa TexHonorusa. Metogsl 3awTbl. OCHOBHbIE NONOXKEHUA
no oBHapPYKEHUKD NPOHUKHOBEHMWS B UHOPMAaLMOHHbIE TEXHOMOTMK

Ccbinky Ha gpyrve OoKYMEeHTbl, UMEIOL Ue OTHOLWEHWE K paccMaTpruBaeMoi TeMme, npuBeaeHsl B O1ubnu-
orpacdun [1] — [3].

3 TepMHUHEI N onpeaeneHns

B HacTosWem cTaHgapTe NpUMeHeHbl TepMuHbl no MCO/M3K 13335-1.

4 0603HauYeHNs1 U COKpaLeHnA

B HacTosWwem CTaHgapTe npuMeHeHbl cnegyoune 0603HaqeHns n COoKpaleHWns:

EDI — 3NEKTPOHHbLIA 0OMEeH AaHHbIMMK;

IP — npoTtoKon VHTepHeT;

nT — WHOPMALWOHHA$ TEXHONOM 1S ;

MNnK — MEePCOHanNkbHbLIA KOMMNBIOTER;

PIN — IMUMHBIA UAEHTUDMKAUWUOHHBIA HOMED;
SecOPs — 3aWuTHbIe onepauUWoHHbIe NPoOLESYPSI.
5 CtpyxTtypa

HacToswumi cTaHaapT OCHOBaH Ha cnefyoweM NoAxXo4e: BHaYane npoBoauTcs Npouece naeHTudmxa-
UMK M aHanu3a dakTopos, BNUSKLIMX HA CPEACTBa CBA3M, B LENsX yCTaHOBNeHUs TpebosaHuiA no ceTeBoi
6e30MNacHOCTH, U 3aTeM ONPEeAENsOTCA NOTEHUWaNbHbIE KOHTpONUpyeMble 30HbI. [py 3TOM ykasbiBaeTcs, rae
MOXHO UCMOMNb30BaTh COOTBETCTBYIOLUE NONoKeHUs apyrux yacteid MCO/M3K 13335,

B HacTosillem cTaHOapTe NPUBEAEHO ONUCaHWe TPEeX OCHOBHLIX KPUTEpUEB WAEHTUdIMKALMM NOTEH-
UManbHbIX KOHTROMUPYEMbIX 30H B NOMOLLb NWLUAM, 0TBETCTBEHHbLIM 3a o6ecnedeHune GesonacHocT MT. 3Tu
KOUTEPUKM pACNO3HAKOT:

1) pasHble TUMNbl CETEBbIX COEAUHEHWN,

2) XapakTepWUCTUKX pa3HOR OpraHM3auUvmn CeTH, CODTBETCTBYIOWME A0BEPUTENbHbIE OTHOLWEHNUA U

3) noTeHuMansHbIe BUAbI puckos obecnedveHnn 6e30nacHOCTA, CBA3AHHOIC C CETEBLIMM COE4MHEHUAMU
{ucnons3aoBaHWemM ycnyr, npefocTasnsgeMbIX Yepes 3T COBAUHEHUs ).

Pe3ynbTaThl KOMBUHUPOBAHUWSA 3TUX KPUTEPUER 3aTEM UCMONbL3YHOT AN UHAWKAL WA NOTEHUMANBHbLIX KOH-
TPONUPYEMbIX 30H. MPpUBOAUTCH TAKKE KPATKOE ONUcaHWe NoTeHUManeHbIX KOHTRONUPYEMBIX 30H C yKasaHUeM
WCTOYHWUKOB, MOE OHW XapakTepuayTcs 6onee nogpobHo.

6 Uenb

LlE.‘J'Ib HacToAwero craHgapTa — 0aTbk PYKOBOOCTBO ONA M,D,E.‘HTI/ICbMI(aLI,MM 1M aHanuasa (baI(TOpOB, OTHOCH-
LLMXCH K BesonacHocTH cpecTs CBA3W. 31 CbaKTOpbl cnegyert ydUTbliBaTth ONA TOrQ, 4TODbI yCTaHasnuBaTtb
TpE.‘6OBaHVIF| no 6eszonacHOCTU CETU U yKasblBaTb HA NOTEHUWaNbHbIE KOHTRONUPYEMbIE 30HbI.

7 O6wee npeacTaBneHune

7.1 Mpeanocbinka

locyaapcTBeHHbIE U KOMMEePYecKe opraHi3aln B H0MbLLIOKA CTeneHW NonaraTcs Ha UCNONb30BaHue
nHpopmMau i Npu BefeHun ceoero BuzHeca. HapylueHue Takux xapakTepucTUK MHOPMAaLIMK 1 YCIYT, Kak KOH-
duaeHLHansHOCTL, LENOCTHOCTL, JOCTYNHOCTL, HEOTKA3yeMOCTb, NOLOTYETHOCTL, ayTEHTUMHOCTL U 40CTO-
BEPHOCTb, MOXET UMETb HebnaronpuATHOE BO3OEWCTBWE Ha OencBble onepauun v GU3Hec opraHWsauMu,
MoaTtomy cywecTeyeT HeobxoguMocTs B obecnedeHnin 6e3onacHocT MHOpMaLu U ynpasneHuy Gesonac-
HOCTLH cucTeMm T B npegenax opraH13aL i,

HeobxogumocTtb B obecnedeHnmn 6e3onacHocTU MHG opMal ocobeHHo BaxkHa B COBpeMeHHOM MHGOop-
MaLlMOHHOM NPOCTRAHCTBE, TaK Kak MHorve cuctembl VT opraHusaymnin obvennHsoTes B ceTu. CeTeBble coesu-
HEHWA MOTYT HAXOQUTLCS B rpaHUUax CaMoi opraHu3al My, MexXay pasHbiMU opraHu3alMsMu U UHOTAA MEXY
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opraHv3auuei u ceTamu obLero nons3o0BaHus. [ ocy4apcTBEHHbIE U KOMMEPYECKIUE OpraH13aLu BeayT CBO
OEeATENLHOCTL YHUBEepcansHe. MNosToMy cpraHusaund 3aBUCAT OT BCEX BWMAOB CBF3W — OT WMCMOMb3YIOWUX
aBTOMAaTU3MPOBAHHbIE CWUCTEMblI WMHAPOPMAaLWOHHOrC CBCMYKMBAHUSA [0 WCNOMNb3YOLWMX «KNaccu4eckue
cpeactea. Vx notpebHocTu B ceTax OoMmKHb ObiTe YAOBNETBopeHs!, Npyu 3Tom obecnedeHuio GeaonacHocTu
ceTel npuaaertca sce Bonbluee 3HaYeHWE.

PekomeHgauun no ngeHTUdgkaumMm 1 aHanuay pakTopos, 0THOCH WKMXCA K obecneveHuo 6e3onacHoCTH
CPencCTB CBA3W, NpUBedeHbl B 7.2, 3T1 dakTopbl cnefyeT NpUHAMaTh BC BHUMaHWUe ANs Toro, YTobbl ycTaHaB-
nuBaTe TpeboBaHWs K 6E30MNaCHOCTU CETEN U yKa3blBaTk HA NOTEHUMANEHbIE KOHTPONUpYEeMbIe 30Hb!. 3TU Npo-
ueccsl bonee noapobHE paccMOTpEeHb! B NOCAEAYOWMX pa3genax.

7.2 Mpouecc naeHTUdMKaLUK

Mpwu paccMoTpeHU CeTEBbIX COEAMHEHWA BCEM OTBETCTBEHHbLIM CNelMancramM opraHi3aunun cnenyet
YyeTko NpeacrasnsaTs cebe TpeboBaHUs Bu3Heca M NPeMMyLLIECTBA KOHKPETHbLIX CpeicTB cBs3n. Kpome Toro,
CneuManncTbl M Apyrye nonb3osaTend coeguHeHA O0NMxHel OblTb 0CBEAOMNEHbI 0 puckax obecnedeHns 6eso-
NacHOCTW W COOTBETCTBYIOLUX KOHTPONMUPYEMbIX 30HaX CeTeBLIX coeauHeHnA. TpebosaHus BuUsHeca W npeu-
Mywectea B obecnedeHud Be30MacHOCTW 0OKa3biBAKOT BMAUSHME HA MHOrME pelleHus 1 OeACTBuUS,
ocylWecTBNsIeEMble B NPOUECCE pPacCMOTPEHUS CETEBbIX COBOWHEHWA, BbISBMEHUS KOHTRONMUPYEMbIX 30H U
nocnepytollero Bbibopa, NpoeKTUpOBaHWUS, BHEOPEHWUS U NoALepKaHUa Be30nacHOCTH € NOMOLLEBH 3aLUTHBIX
mep. CnegoBaTensHo, B TeMeHWE BCEro npolecca cnefyet NoMHUTL 06 aTux TpebosaHuax BuaHeca n oxuaae-
MbIX MpermMmyLLecTBax. [lns Toro, 4tobbl naeHTUdUUNPOBaTL 3a0aHHble TpeboBaHus Be3onacHoOCTH, UMeloLwne
OTHOLLUEHMWE K CETU, U KOHTPONMPYEMbIE 30HbI, HEOGX0MMO pellnTs CRedyoLMe 3a0a4u;

- aHanu3 obwunx TpebosaHui KobecnedeHnio 6e30NacHOCTU CeTEeBbIX COeOUHEHUA, U3NOXKEHHbIX B NONU-
Tuke BesonacHocty MT opraHusauund (cMm. pasgen 8);

- aHanu3 ceTeBON CTPYKTYDbI U €€ NPUMEHEHNS, KOTOPbIA MMEeeT OTHOLIEHUEe K CETEBbIM COeUHEHWUAM,
4T0BbI UMETb HeOBX0AMMYH OCHOBY AN BbiNONHEHUA Nocneayowux 3agady (cwm. pasgen 9);

- uaeHTud MKaUMa Tna Uy TUMoB paccMaTpyMBaemMore coeMHeHus cetu (cm. pasgen 10);

- aHanu3 XxapakTepucTuUK npeanoxeHHoro cbbegnHeHWs B ceTb {MCNoMbays npy HeobXoOUMOCTH UMEr-
wytocH MHpopMaLUID O NMPUMEHEHUM CTPYKTYPbl CETU) U CBF3AHHbLIE C 3TUM 4OBEPUTENBHLIE OTHOLWEHUS
{cm. pasgen 11);

- onpegeneHve BUAOB pUckos Be3onacHOCTH, eChU 3TO BO3MOXKHO, C MOMOLLEID aHanu3a pUckos 1 yrnpas-
NeHus pesynsTaTaMy NPOBEAEHHOrO aHanM3a, BKNYas oLUeHKU AeNoBLIX onepalui  MHopMaLUUio, KOTORYHS
npegnonaraeTcs NnepefaBars Yepes coefMHeHus, U Nbyto 4pyryo MHopMaUuio, NoTEHLMaNBHO AOCTYINHYIC
A7 HECaHKUMOHMPOBAHHOTC NOMNy4eHWs Yepes 3T coefMHeHus (cm. pasgen 12);

- aeHTUd MKaL s NoTeHUMANEHO KOHTPONUPYEMbIX 30H, KOTOPbIE MOTYT ObiTk UCNOMNB30BaHLI HA OCHOBE
aHanu3a TMna({oB) COEAMHEHNS U XapaKTepUCTUK CpraHU3aUun CeTU U CBA3AHHbIX C 3TUM JOBEpUTErNbHbIX
OTHOLUEHWUA, a TaKKe BULOOB YCTAHOBMEHHbIX puckoB BesonacHocTu {cm. pasgen 13);

- paspaboTka JOKyYMEHTaUWWM M aHanM3 BapyMaHTOB CTPYKTYpbl obecnedeHus HesonacHocTy (CM. pas-
aen 14y

- pacnpegeneHue 3agad No getansHOMY BbiOOpY 3allMTHBIX MEp, MPOEKTUPOBaHWUID, peanu3aLdd 1 UxX
0BcnyKMBaHW, UCNONL3YA AEHTU(NLMPOBaHHbLIE NOTEHUNANBHO KOHTRONUMPYEMbIE 30Hb! 1 COrNacoBaHHYIo
CTpYKTypy obecnedeHus BesonacHocTy (cM. pasgen 15).

Obwune pekoMeHgaluMM No MOeHTUDUKAUWK 3alUTHBIX Mep cogepxkatca B MCO/M3K TO 133354,
Hactoawui ctaHgapTt gononHsaetr WCO/M3K TO 13335-4 u npeactaesnseT npouecc sbibopa nogxons-
LAX KOHTPOTNUMPYEMbIX 30H C TOYKN 3peHusa obecnevyeHs 6@30NacHOCTMW, CBA3AHHOW C NOAKMIOYEHUAMN K
CEeTHM CBA3K.

OBLwKA npouece naeHTUdOMKAUMA U aHanu3a akTopoBs, OTHOCALLIMXCH K CpeAcTBaM CBA3MW, NpeacTasneH
Ha pucyHke 1. PakTopbl, OTHOCALMECS K CPEACTBaM CBS3M1, CrieflyeT NPpUHMMaTh BO BHUMAHWe ANs Tore, 4Tobbl
yCTaHaBnusatk TpeboBaHus K obecneqeH o 6e30nNacHOCT CeTU M YKa3biBaTb Ha NOTEeHUUAaNGHbIE KOHTRONK-
pyemble 30Hbl. Kaxablil 3Tan atoroe npouecca nogpobHO M3NokeH B NocNefyloWWX pasgenax HacToslero
cTaHgapra.

Ha pucyHke 1 cnnowHbIMyU NMMHUAMW NpeacTaBned rNaBHbIA NyTe Npouecca. MyHKTUpoOM oTMeueHb! cny-
Jyau, korga Buabl pucka obecnedeHus 6e3onacHOCTU MOryT BbITe YCTAHOBNEHDL! HA OCHOBE PE3yNbLTAToB UX aHa-
Nu3a 1 ynpaBneHWA pesynbTaTtaMuy 3TOro aHanusa.
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AHanua nonutm Geao-
nacHocTu MT opraHnsa-
umu (paagen 8) —l

AHanw3 cTpyKTyp ceTu
M VDX PUMBHEHMA
(pasaen 9) _l

WaeHmudbHKaLms TWNoR

COBAMHBHNA C&TH
(paagen 10) —l

AHANAY XAPAKTEPUCTHK
OpraHuM3aLWi caTu U A0

BEPUTENLHALIE OTHOLLBHMA
(pa3gen 11)

OnpegeneHne euaos puc- [+

OB30p aHanvaa puckos
oBacne-eHun GeaonacHocTy
1 pesyNETaTH MEHBOKMEHTa

KoB Ge3onacHoCTU
{paagen 12 8 MCOMIK
(paanen 12) 13335-3 n UCO/MBK
13335-4)

OnpsapensHWa NoTeHUW
anbHbIX Ge3onacHbX 30H
(paagen 13) —l

JokymeHTaLMA M aHanua

cTpyxTYp GeaonacHocTy
(pasnen 14) 1

MoAroToBKa K pacnpepens-
HUIO 3aa8M No BuIBOpY
3ALUWTHBIX Map
(paanen 15)

PucyHok 1 — Mpouecc uaeHTuehbrKaL MM U aHanuza akTopos, OTHOCALMXCA K CPEACTBAM CBA3M
W BEOYLIWX K YeTaHOBNEHUI0 TpeBoBaHui 6e30NacHOCTA CETH

B nononHeHue K rMaBHOMY NMYTKW Npoyecca Ha HeKOTOPbLIX aTanax MoXxeT BO3HWUKHYTb HE.‘OGXO,EI,I/IMOCTb
BEPHYTbLCA K pe3ynbTatam npedblayWwnx 3tTancs AnA coxXpaHeHua nocnegoBarteneHOCTHU, B HaCTHOCTH, K 3Ta-
nam ¢«AHanNU3 NoONUTUKA opraHusauun no HesonacHocT MT» U « AHanua CTRYKTYPD CETU U UX I'IDMMEHEHIAI;I)).
Hanpwvlep B cnegyrwnx cUTyaunax:

- nocne ycTtaHOoBNneHWs pUCKa obecneyeHns Ge30MacHOCTU MOXET I'IOTDG.‘GOBaTbCH aHan13 NonuTUKA
BesonacHocTu T opraHi3auuin , eCnmn HTo-T0 He yMTeHO Ha YpOBHE NONUTUKN,

-ecninpu I/I,EI,EHTI/Id)I/IKaLII/II/I noTeHUManbHbIX KOHTPONMPDYEMbIX 30H HE.‘OGXO,EI,MIVIO NPUHAMaTE BO BHAMa-
HWe NONMUTUKY ©esonacHoctn T opraH4sauuu, noToMy 4TO B HeA MoxeT ObiTb 3agaHo, 4TC onpeneneHHa#s
BesonacHoCcTL A0ITKHa BbiTb peann3cBaHa no BCEWn opraHliadnin, He3aBNCUMO OT DUCKOB,

- ecn1 HEOGXO,EI,I/IIVIO obecnednTb COBMECTUMOCTL npu BbIGOpE.‘ BapWaHTa CTPYKTYPbI 6e3onacHoOCTH U
npoeefeHWA aHanuaa CTRYKTYP CeTHU N UX TPUMEeHEeHNA .

8 AHanus TpeboBaHMM NONUTUKK 6ezonacHocT UT opraHnzauum

Monutuka opraHu3adunn no BezonacHoctu T BknodaeT 8 cebs pelwleHna o HE.‘OGXO,EI,VIMOCTM obecnedye-
HWS XapaKTepUCTUK KOHMOWAEHUNANBHOCTH, LENCCTHOCTH, HeoTKa3yemMoCTW, NoA0THETHOCTH, ayTEHTUYHOCTH
1M O0CTOBEpPHOCTU nepe,u,aqunpwema COOSLLIEHVIH, a TaKXe B3rnAnbl HA TUMNbI Yrpo3 U TDESOBEHMH BezonacHoc-
TH, UMerWMe HenocpedcTBeHHOE OTHOWEHWe K CeTeBbliM COeJAHEHNAM.

Han pumep, B COOTBETCTBUUAC NONUTUKOK opraHisauunia no 6esocnacHocTn T cnegyet npuHATEL pelueHue
O TOM, 4TO!

- AOCTYNHOCTE HEKOTOPbLIX TUNCB I/IH(bOpIVIaLIVIVI N1 ycnyr asnaetca npeamMmeTomM paCCMOTPEHUSA,

- HUKakne coeJUHeHWA He pa3pellalnTCca Yepe3 KOMMYTURYeMble NMHAUN CBA3U,

- BCe coeguHeHWs ¢ VIHTepHET JOMKHbI ObITh Jyepes nepexod MexXceteBoro akpaHa,

- OOIXKEeH NPUMEHATBLCA KOHKpE.‘THbIl?I TUN Nepexocda MeKCceTeBOoro 3KkpaHa;
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- HUKaKWe NnaTexHbIe UHCTPYKL MU He SBRSIITCA OedcTBUTeNsLHBIMU Be3 urudpoBoi nognuci.

Takue pelleHus, MHeHUsa U TpeGoBaHua, NpuemMnemble B MacLUTabe opraH1u3aunn, OOMXHb GbiTe NRUHSA-
Tbl BO BHUMaHWE Npu onpegeneHun Bugos pyucka obecneveHus besonacHocTy (cm. pasgen 12) nugeHtuduka-
LUUA NOTEHUMAnNbHBLIX KOHTPOMUPYEMbIX 30H ANA CeTeBblX coefguHeHuA (cm. pasgen 13). MNpu Hanu4uu
Kakux-nnbo TpebosaHui k oBecneveHuo 6e30NacHOCTU OHWU MOTYT BbiTh NOATBEKAEHbI AOKYMEHTaMW B BUAE
NpeaBapuTenbHOre NepedHsl NOTeHUMansHbLIX KOHTPONUPYEeMbIX 30H U, NpW HeoGXoAMMOCTU, OTpaxeHbl B
BapuaHTax cTpyKkTypsl obecnedeHun 6ezonacHocTu. Mecto gokymeHTa no nonuTtuke 6esonacHocti T B pam-
Kax nogxoga opraHnsauun k 6esonacHocTv WT, erc cogepaHwe U OTHOLWEHWE C OPYTMMA aHanorMyHbIMK
OoKkymeHTamu npueegersl B MCO/MIK TO 13335-3.

9 AHanu3 CTPYKTYp CETH U UX NPUMeHeHNA

9.1 BBegeHue

BbinonHaOT cnefyowye nocnefoBaTensHbIe 3Tansl NpeUecca NoATBEMKAEHUR NOTeHUMANbHbLIX KOHT-
pPONUPYEMbIX 30H, T.€. UAEHTUULUPYIOT!

- TUNbI COEAUHEHWUS CETUW, KOTOPbIE NNAHUPYETCS UCNONBL30BAaTh;

- XapaKTepUCTMKA CETW U COOTBETCTBYIOLLMX BOBMEYEHHbIX A0BEPUTENbHBLIX OTHOLUEHUWH;

- BUAbI pucka obecnedvyeHusa HesonacHoCTu.

Cnucok naTeHUManbHbIX KGHTPONUMPYEMbIX 30H (a No3gHee COOTBETCTBYOLWMX NpoekTos 6e30nNacHOCTU
onpeneneHHOro CoedMHEeHWUs ) BCerfa cnefyeT COCTaBNsATh B KOHTEKCTE CTPYKTYPbI CETH, Y3Ke CYLIECTBYIOLLEN
MAW NNAaHUPYEMOR K UCMONB30BAHUK, U €€ NpPUMEHEHUS .

Takum obpazom, cnegyeT 0BCTOATENBHO U3YYUTL COOTBETCTBYIOL YO CTRPYKTYPY CETM 1 ee NPUMEeHeHue
ans Toro, YTobsl obecneduTs HeobxogMMoe NOHUMAaHWE U KOHTEKCT NoCNeAyoLWnMX 3Tanos npouecca.

Mpun BbIACHEHWUU STUX aCNEeKTOB, No BO3MOXHOCTU, Ha paHHer cTagun npolecc uaeHTUduKanmn cooTseT-
CTBYIOLUMX KpUTEPUEB onpeaeneHus TpebosaHuia K obecnedeHuo 6e30nNacHOCTU, BbISIBNEHUS NOTeHUMaNbHbIX
KOHTPONWPYEMBIX 30H 1 yTOMHEHWUs Be3onacHoW CTpYKTYpbl cTaHoBuTcs Bonee addekTUBHbIM. PesynsTatom
aToro npouecca bynet BbiGop Havbonee BoINOMHUMMOrO pelleHus no obecnedveHuno BeaonacHocTy (cM. 8.2
9.5).

B TO e Bpems pacCcMOTPEHWE CTPRYKTYPHbBIX aCNeKTOB CETU 1M UX MPUMEHEHWE HA paHHel cTaguu npeno-
CTaBNsAeT BO3MOXHOCTb N5 aHan13a 1 BO3MOXHOTo NepecMoTpa 3TUX CTPYKTYR, eCny NpUeMneMoe peLleHue
obecnedveHus 6e30N1acHOCTH HE MOXKET ObITk peanbHO BbINOMHEHO B Npefenax MMetoLeAcs CTPYKTYpRbl CETU.

B npouecce NpUHATAS peLleHns ¢ CTPYKTYpax ceTu U MX NPUMEHEHMIW HeoDXoaMMo paccMaTpuysaTh pas-
Hble MX acneKTbl, B TOM Y1cne:

- TUMbI CETH;

- NPOTOKOMLI CETU;

- NPUMEHEHWE CETH.

HekoTtopble Bonpock ANs aHanu3a aTUX acnekToB paccMoTpeHbl B 9.2 11 9.4, apyrue — B 9.5,

ObLlee pyKOBOACTBO N0 CTPYKTYRAM CETHU M MX NpUMEHEHUD — B cTaHgapTax cepun MCO/MIKTO 7498.

9.2 TvnblceTn

B 3aBUCUMMOCTY OT NrowWa M pa3BepTbiBaHUA CETU NOARA3AENA0T HA CNeayloLWue TUMbI:

- NoKanbHbIe {BbIHUCIUTENBHbLIE), UCNOML3YEeMble ANS MECTHOrO CoOeAUHEHWA CUCTEM;

- permoHaneHble (BbIMUCNUTENHBIE), UCNIONB3YEMbIe ANS COEAUHEHWUA CUCTEM B Npefenax peruoHa;

- rnobansHble, UCNONB3yeMble ANFA COeAUHEHUs cucTeM B Bonee WMpoKUX MacluTabax, 4em peruoHans-
Hble, BNNOTb A0 rnobanbHbIX.

9.3 MNpoToKoNnkbI CeTH

Pa3Hble NpoOTOKCNEI UMEKOT CBOW XapakTepucTuki obecneveHns BesonacHocTu U TpebyoT cneyuansHo-
ro paccMOTPEHWUS, HAaNpUMep:

- MPOTOKOTbI KOMMEKTUBHONO NOMb30BAHWS CPEeOA WCMNOMb3YHTCH MaBHbIM 0DpasoM B NOKanbHbIX
ceTsax (MHoraa B maclwitabe permoHa) M obecneqdMBaloT MEXaHWU3Mbl PerynipoBaHUs KONNEKTMBHOMO UCNoMNb3o-
BaHWs cpeabl Mexay cuctemamu. MNpu KONNeKTUBHOM MCNONb30BaHUKM cpefbl BCA UHDopMaunsa dusndecku
[OCTYNHAa C NOMOLLBH BCEX NO4COEOUHEHHbLIX CUCTEM;

- MapLpPYTHbIE NPOTOKCMbI UCNONb3YIDTCH ANA onpefeneHns NyTy 4epes yansl, No KeTopbiM MHgopma-
LS pacnpocTpaHaeTcsa B Npeaenax NokanksHbIX U perMoHansHeIx cetel. Mindopmauus dpuandeckn gocTynHa
O7$1 BCEX CUCTEM BAONb MapLUPYTa, KOTOPbIA MOXET ObITe CNy4aliHO UNW NpegHaMepeHHO U3MEHEH.

MpoTokonsl MoryT BbITe NPUMEHEHLI HA Pa3HbIX CETEBbLIX TOMOMOTUAX, HaNnpUMEpP B BUE LUMHbI, kKomnbLa
MRnK 38e34bl, C peanusauvel Yyepes 6ecnpoBOiHbLIE UMW APYTUMe CReAcTBa CBS31, KOTOPbLIE MOTYT OKa3biBaTh
JononHUTensHoe BNMAHUE Ha obecneveHue Be3onacHOCTH.
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9.4 CeTeBble NPUNOXEHUA

TWUN NPAUNCXKEHWIA, UCNONb3YEMbIX B CETWU, HE0BX0AMMO paccMaTpUBaThL B KOHTEKCTe obecneveHus Be3o-
NacHOCTU, W TUMbl MOTYT BKNKOYATL B cebs;

- NPUNoKEeHWe Ha OCHOBE 3aMyNsLMU TepMUHana;

- NPUNoXKeHWe Ha OCHOBE 3aNCMUHAIOLLEro YCTRORCTBA (NPAMOro NpUMEHEeHUs UK NporpamMmsl NnaHu-
POBLUMKA);

- CepBepHble NPUMNOKEHWS KNWeHTa.

9.5 JononHuTenbHoe coobpaXeHne

Mpu aHan13e CTPYKTYPbl CETU 1 ee NPUMeHeHWs cnedyeT PacCMOTPEThL CYLECTBYIOLWE CeTeBbIe BXOASA-
LLWE UAU UCXOAALINE COeAMHEHUS B Npedenax opraH13aluunu9, a Takke ceTb, C KOTOPOR NpednaraeTcs coeguHe-
Hue. CylecTByOLWNE COBAMHEHNS OpraHU3al MOryT OrpaHUNMBaTE UNM He JOoNYCKaTb HOBbIe COeOUHEHUS
HanpWMep No ycroBWsiM COrNaLleH1iA UK KOHTPaKTOB, [pUCYTCTBUE APYIMX BXOOALLNX UM UCXOAALLNX Coeau-
HEHWHA CETH, K KOTOROW TPebYeTCA CoeaMHEeHNE, MOXET BHECTU AONCAHUTENBHYI YA3BAMOCTL U, CrefoBaTtenb-
HO, co3gaTh pucku Gonee Bbicokorc ypoBHs, notpeGosae Gonee Bbicokol GesonacHocTM  WU/Mnu
[JOMONHUTENBHbIX 3aLLIUTHBIX Mep.

10 NaeHTUdMKALMA TUNOB CETEBONO COeAUHEHUA

CyuwecTByeT MHOMO 0AHOPOAHLIX TUNOB CETEBOI0 COeaMHEHNS, KOTOPLIE MOXET UCNOoNb30BaTL OpraHi-
sauus. HekoTopble TUNGI coeaMHEeHN MoryT Obl Tk OCYLLIECTBNEHLI Yepes YacTHLIe CeTH (LoCTyN orpaHuyeH 4o
“3BecTHoro coobecTsa), Apyrue — Jepes ceTo 06Wero noneL308aHUA {40CTYN NOTEHUManLHO paspeLueH ans
NoGoR opraH1aal i UNK KOHKpEeTHoro nuua). flanee 5T TUNbI CETEBOro CoeAUHEHUA MOTyT 6bITh UCNONbL30Ba-
Hbl ANA NpegocTaeneHus pa3HooBpasHbIX YCNyr, HanpyuMep SNeKTPOHHO! NoYTsl N EDI, 1 Ang npumeHeHns
cpencts cetei MHTepHeT, MHTpaHeT unu 3KCTpaHeT, Kaxoas U3 KoTopbliXx MoxeT notpeboBaTts oTAenbHoro
paccmoTpeHus GesonacHocTu. Kaxablid M3 TUNOB coedMHEHUA MOXET UMETE PasHbie YA3BUMOCTYM 1, cneaosa-
TENbLHO, COOTBETCTBYIOLWE pUCKA BE3onacHOCTU, KOTOpbIe, B KOHEYHOM cdeTe, noTpebyioT pasHoro Habopa
3aLUTHBIX Mep.

MyTe pacnpegeneHs No KaTeropusam OAHOPOOHbLIX TUMOB CETEBOM0 COeQUHEHUS, KOTOPOE MOXET NoTpe-
BoeaTbes ANs 6U3HECa, ¢ oNUcaHUeM NpuUMepa, NoKasaHHOro ANs Kaxaoro TMna, npeacTasneH s Tabnuue 1.

MNPy SOMKHOM YYeTe CeTeBbIX CTRYKTYP U UX NpuMeHeHus (oM. pasgen 9) cneayeT BoiGpaTh O4WMH UMK
Bonee TUNOB, NpeAcTaBNeHHbIX B Tabnuue 1 U NoaxXoAsLWKMX AN paccMaTpUBaEMbIX CETEBbIX COSOUHEHUNA.

CnepgyeT 3amMeTUTb, YTO O4HOPOOHLIE TUMLI CETEBOT0 COeAUHEHUS, U3MNOXEeHHbIe B HACTOALEeM cTaHaap-
Te, MOryT GbITe OPraHU30BaHbL! U pacnpedeneHs No KaTeropuam NPeUMyLLEeCTBEHHO C TOMKU 3peHUs nepcnek-
TB BU3Heca, a He TeXHWYECKUX CPeACTB. ITO 03HaYaeT, YTo 4Ba PasHbLIX TUMNa CeTeBOro COegMHeHUs MoryT
BbITb MHOTAA peanU30BaHbLl aHaNorMYHLIMA TEXHUYECKUMK CpeacTBaMu1, U B O4HUX CIy4asx 3alUTHbIE Mepbl
MOTYT BbITh Kak 04MHAKOBbLIMU, TaK U (B ApYruX cnydyasx) pasHbiMu.

Tatnuya 1 — Tunbl cETERBONO COBAUHEHNUSA

Homep
Tun ceTeBoro coegrHeHns Mpumep

NyHKTa

101 CoeaMHeHWe B npefenax OfHONM BaaumHaa cBA3L MeXOY pa3sHbIMK YacTAMKW OOHOW U TOW Xe
KOHTPONUPYEMO TEPPUTOPWMM Opra- | opraHu3auun B npegenax ogHOW W TOM Ke KOHTpPONUpYEMOW
HW3aL M1 TEPPUTOPHUU, T.€. OOMHOMHOE KOHTpONMpyemoe zgaHuve WM no-

MeLLeHWe

10.2 CoegMHeHMe Mexay pasHbIMA BzaumHaa cBA3b Mexay perdoHancHoiMA odmcamu  (M/nnm
TeppuTOpMantHo yOaneHHbIMU 4ac- | perMoHanbHbIX ohUCOB C MECTOM PACNONOKEHUA ronoBHOMo ocguca
TAMW OQHOM U TOW XKe opraHr3auun KOMNaHuu). B aTtoM Tune coefguHeHWA OOMbLWMHCTBO MONb30-

Batenei (ecnM He BCE} MUMEIOT BO3MOMXHOCTH MOAKMIOYEHUA K
cuctemam WUT, pocTynHbim 4depes ceTb. OgHako He Bce Nosb-
30BaTeNM B Npedenax opraHusalMn HageneHel NOMHOMOMUMAMU Ans
JOCTYMa KO BCEM MPUNOKEHWAM UMM UHOpMaLMM (T.e. Kaxgoe
NOAKMIOMEHWE NOMb30BATENS OCYWECTBIIASTCA B COOTBETCTBMN C
NpeaoCTaBNEHHBIMMU MPUBUNETUAMM}.

OnouH OocTyn U3 OPYrod YacTu OpraHvsauum MOXET CIYKWTb
AN AUCTAHUMOHHOTO TEXHUHMECKOro 0BCnyKUBaHUA
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Homep
TN CETEROro COBAMHEHNS Mpumep
NyHKTa
10.3 CoeguHeHUs Mexay Y3nom CBA3W Mcnonb3zosaHue  pabBoTHMKAMKW  MOOWMBHBIX  TEpMUHaNoB
opraHuzauud 1 nepcoHanom, pado- | obmeHa gaHHbBIMU (HAaNpUMEpP NPOAABLOM, MPOBEPAIOLUM HANKUUVE
TalWwuM B MecTax, YOaneHHblX OT | 3anaca oT nokynaTens} unu ycraHoBneHue paGoTHUKAMU OUMCTaH-
opraHuaavum LMOHHBIX NIMHWA CBA3W G BBIMUCIIUTENEHOW CUCTEMON OpraH1aaLmm
M3 goma Unu gpyroro yaaneHHoro mMecTa, He CBA3aHHOro vepes
ceTb OTOW opraHuzauMd. B aTom Tune ceTeBoro coeaMHeHUA
Nonb30BaTeNb UMEET MOJHOMOYUA UCNONB30BATE CBOK NOKANBHYID
cUcTEMY
10.4 CoepguHeHns Mexay pasHbiMU CeAzb Mexgy AByMA unu GonblUMM YWCNOM OpraHuv3auuin B
OpraHvzauuAMK B rpaHuuax 3akpel- | crydae, ecnu cyllecTeyeT noTpeGHocTe BU3Heca cnocobeTROBAThL
Toro coofWecTsa, HanpuMmep Mo | 3NeKTPOHHBIM TPaH3akuMAM (Hanpumep aNeKTPoHHBIA nepesof
NMPUYUHE KOHTPAKTHBIX WNKM Apyrux | nnaTexei B GaHkosckol cdepe aeAaTensHOCTU). 3TOT TUN coeau-
3aKOHHBIX 0BA3bIBAIOWMX CUTYAUUA | HEHUA aHanorudeH Tuny no nyHkry 10.2, 33 UCKMNICHEHUEM TOTO, YTO
Unu UHTepecos Gu3Heca (GaHKOBCKUX | cOeAMHREMBIE Y3nbl CBA3W nNpuHagnexaTt Asym unu Gonee
onepauui UM CTPaxoBaHWA) opraHnzaunaM, U coeuHeHua He npegHasHaveHbl obecneynBaTth
OOCTyN KO BCEMY NaKkeTy NpWUNOXEHWA, UCMONb3yeMblX KaXmon
y4acTBYHOLWEA opraHn3aumei
10.5 CoeguHeHns c  Opyrumuv opra- CrnegyeT nMmeTh yganeHHele 6asbl AaHHbIX, NOOAEPKUBAEMbIE
HU3aLUAMM APYrMMU opraHusauuamn (Hanpumep 4depes npedocTaBnAemble
ycnyri). B aToM Tune ceTeBoro coedMHeHWs BHELHAR OpraHu-
3auuA, K UHbopMaLuM KOTOpoH paspellaeTcs OOCTYN, 3apaHee
HagenseT WHAMBWAOYaNbHBIMM MOMHOMOMMAMKM BCEX MONb30Ba-
Tenei, B TOM Y4CNE U3 COEOUHAOLIMX opraHuzauui. OgHako, XxoTa
BCE MONb30BATENUW 3apaHee HaAAenATCA TaKUMKU NMOMTHOMOYUAMU,
HET BO3MOXKHOCTM MPOBEPKM NOTEHUMANBHBIX NONb30BATENEN
WMHa4Ye 4eM 4epez uX cnocoBHOCTE NMaTUTE 3a npegnaraemole
YCIyTn.
CnegyeT uMeTb Talke AOCTYMN K MPUNOXKEHUSAM B cUCTeMax
OpraHusauun, xpaHalen unu obpataTeiBaloWwel TEXHONOMMUECKY
WHbopmMauMio, koTopas MoweT OblTe npedocTaeneHa NonMb-
30BaTENAM M3 BHELUHWUX OpraHyM3auuWii. B TakMx ycnoeuax BHelUHWe
nonbaoBaTend 6einu 66l UIBECTHBI U YNOMHOMOYEHbI
10.6 CoepguHeHWe ¢ ogHopodHbIMK 06- Monb3oBaTenu ¥ opraHM3auM MoryT MHULMMPOBaTE 4OGTYN K

nactaMmu 06LL|EFO nonb30BaHWUA

obwnm Gazam gaHHblX, BeG-calTam W/UNMM anNeKkTpPoHHOW no4Te
(4epe3 WHTepHeT}) B cnyyae, ecnu 3TO0 JdenaeTcd € Lenbo
nony4eHua wiu nepegayvu uHdopmauun Mexgy aGoHeHTaMu unu
yanamu CBA3WM, KOTOPbIS OpraHWM3auMA cneumancHo zapaHee He
Hagenuna nofHoMouusmu. B aTom Tune coegMHeHws nonbao-
BaTenn opraHu3aL M Mornu 6kl UCNONB30BaTH YNOMAHYTHIE BhiLLE
cpefcTBa ANA OPraHM3auMOHHBIX (BO3MOXHO [JaXe 4acTHbIX}
LUenel, OfgHaKo OpraHW3auus B TaKoM Clydae KoHTponupyeT
He3Ha4yuTenNbHbIA 06bem NepegasaemMoidl MHopMaLUn.

AocTyn moxeT 6bITh MHULMAPOBAH BHELUHUMU NONbL30BATENAMA
CpeacTe opraHusauun (uepes KHTepHeT). B aTtom TUne ceTesoro
COBQUHEHWA OpraHu3auMaA He MOXEeT MepcoHanbHO GaHKLMOo-
HApPOBaTL [OOCTYN [ONA KOHKPETHLIX BHELIHMX MOSb30BaTENES
aapaHee

11 AHanuza xapakTepUCTUK CETHU U CBA3aHHbLIX C HUMH
AOBepUTENbHbIX OTHOLLUEHWH

11.1 XapakTepucTUKK ceTH

XapaKTepUCTUKK CYLLLECTBYHOLWUX UK NNaHUpyeMbIX ceTeld cnenyeT perynsapHo nepecmatpueats. Oco-
GEHHO BaXHO BLISICHUTD!

- ABMAETCH NN CeTb CETHH0 00 ero NonbL3oBaHMs M JOCTYNHa Ny ans ntoboro aboHeHTa;

- 4acTHas N 3TO CeThk, COCTOSA LWas U3 COBCTBEHHLIX UN apeHA0BaHHbIX NTMHUA CBA3W U MOSTOMY CHUTaKD-
Lwascs Gonee 3aWwULIEHHOR NO CpaBHEHWIO C CeTbo 06LLIEro NoNbL30BaHUs.
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BaxHo Takke 3HaTb TUMN OaHHbLIX, TPAHCTORTURYEMbIX CEThIO, Hanpumep:

- ceTb Nepeaavv AaHHbIX, NpeaHasHaveHHas rnasHeIm obpasom ans o6meHa AaHHbIMU C UCMONb3oBaHN-
€M COOTBETCTBYIOLWMUX NPOTOKONOB;,

- ceTb ANS pe4desblx cO0OWeEeHWA, NpeaHa3HaveHHas Ans TenedoHHON CBA3K, HO TakkKe NCMoMNbL3yemas
AN nepenady JaHHbIX;

- ceTb, obecneyvnBalowan TenedOHHYIO CBA3b U Nepegady faHHbIX,

LenecoobpasHa Takke MHDOpMaUns O TOM, SBNAETCA NA CeTb KOMMYTWUPYEMOW unv obecrnevusaeT
CBAI3b C KOMMYyTaLUWER NakeTos cOOGLIEHNA.

Cnegyet Takke onpenennTb, ABMSETCS N CO84MHEHWE NOCTOSIHHLIM UK YCTaHaBAMBAaETCs No noTpet-
HOCTHU.

11.2 JoBepuTenbHble OTHOLIEHWA

MocKonbKy XapakTepucTUKA CYLLECTBYHOLW UX UMW NPEeANOKEHHbIX CeTel yiKe UAEHTUDULMPOBAHLI U, KaK
MUHUMYM, YCTAHOBNEHO, ABAAETCH NU ceTh 0bwen unu 4actHon (11.1}), To Heobxogumo naeHTUdMUMPOBaTL
CBA3AHHbIE C HUMKW JOBEPUTENbHbIE OTHOLWEHUS

Bo-nepsbiX, HEOOX04MMO MOEHTUdUUMPOBaTL OOBEPUTENBHYD cpeay(bl), cBA3aHHY(bIe) C CeTEBbLIM
coeUHEHWEM C MOMOLLIbH NPOCTOR MaTpUUbI, NpeacTaBneHHor B Tabnuue 2.

Tadnuya 2 — XapakTepucTUkn QOBepUTENEHOR cpeabl

HoeseputensHas cpena XapakTeprncTUKa
Huakan CeTb ¢ HEM3BECTHLIM COOBLIECTBOM NOMb30BaTENSi
CpegHas CeTb ¢ M3BECTHbIM cooBLIecTBOM MNoMb30BaTeNned U B Npegenax 3aMKkHyToro OenoBoro

kpyra (Bonee ogHol opraHnsauunm)

Bbhicokasn CeTb C HEM3BECTHBIM CO0BLLECTBOM NOMb30BaTENer TONLKO B Npedenax opraHusauun

Bo-BTOpLIX, TEKYLAs AOBEPUTENBHAR Cpeaa (HU3Kas, CpeaHas, BbICOKan) AOMKHA OTHOCUTLCSH K NpUMe-
HWMOM XapakTepucTuke ceT {(00LWeA UMM YacTHOR ) M TUNY UCMoNb3yemoro coeguHeHns ceTerd (cm. 10.1—10.6)
ONA YyCTaHOBMNEHUS A0BEPUTENbHbLIX OTHOLWEHWA. 3To MoXeT GbiTb CAENAHD G NOMOLLBK MaTPUUbLI, NPEACTAB-
neHHol B Tabnuue 3.

Tadnuya 3 — KMaeHTudukauna goeepuTensHBIX OTHOWEHWUA

HDoBepuTtensHas cpega
Tun cosauHeHKs cetn {cM. pasgen 10)
Huzkasn CpegHas Bricokasa
CeTb 0bLEero NoNb30BaHKA 10,6 10,4 10,2
10,5 10,3
YacTHanA ceTb 10.4 10,4 10,1
10,5 10,5 10,2
10,3

On peneneHWe Kateropn ans Kaxgoro JoseputenbHOro 0THoWeHWs — no Taf)J'IVILIe 3. Bce BO3MOXHble
KaTteropu npencrasneHbl B Taﬁnwu,e 4,

Tadtnuya 4 — KaTeropun gosepUTENLHLIX OTHOLWEHUIA

KaTeropua AoBepUTENBHOMC OTHOLIEHUSA XapakTepucTUka
Huakan/oblan Huzkoe goeepue U ucnonb3oeaHue obwen cetun
CpegHsas/obwan CpegHee aosepue U UCNONb30BaHWE OOLE ceTu
Boicokan/oBwan Bbicokoe gosepue W UCNONbB30BAHUE YACTHOM CETH
Huakas/yacTHan Hu3koe goeepue ¥ UCNONL30BAHWE YACTHOW CETU
CpegHas/yacTHas CpegHee aosepue U UCNONL30OBAHWUE YACTHOW CETH
Boicokas/uacTHasa Beicokoe goBepue U MCNoNb3oBaHWE YacTHOW CeTH
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3711 obpaweHus ByayT Ucnons30BaHsl B pasgene 12 HacToswero cTaHgapTa Ans NoOATBERKOEHUS BUAOB
pucka 6e30NacHOCTY U oNpPeAeneHus NoTeHUUansHbLIX KOHTPONMPYEMbIX 30H.

37K 3aga4M MOXHO pewnTs (Npyu HeoOXo4MMOCTU) G NOMOLLBD MHOPMAaUMW, UMEHLLEACH B GETEBbLIX
CTPYKTypax W Ux npumeHeHuu (cM. pazgen 9).

12 OnpepeneHue BUAOB pUCKa 6e3onNacHOCTU

PaboTta 6onelWIMHCTBa OpraHM3aU i B HACTOSLWEE BPEMS 3aBUCKT OT UCNONL30BaHus cuctem UT v ceTen,
NoaaepXUBatoLLMX UX AenoBble onepalun. Bonee Toro, BoO MHOTUX Cydaax cylLecTBYyeT KoHKpeTHoe Tpebosa-
Hue BU3Heca No UCNONL30BaHUID CETEBbIX COBOUHEHUA MeXay cucTemMamu T B MecTe pacnonoxeHUs kaxoon
opraHW3aunnu U Opyrux mectax BHYTPU W 3a npegenaMu opraHusauui, MNpu nogcoegUHeHWM K ODYTod ceTu
6onblWoe BHAMaHWE CreayeT yaensaTh 3alluTe COeqUHALWER OpraH3aUMm oT BO3HUKHOBEHWS 4ONONHUTENb-
HbIX pUCKkoB. BoaHWMKHOBEHWE PUCKOB BO3MOXHO B pe3ynbTaTte, Hanpumep, coOCTBEHHOIC COeANHEH WS OpraHm-
3auuu UNu coegUHEHUA Ha A4PYTOM KOHLUE CEeTu.

B To Bpems Kak ceTeBble CoeqUHEHUs ABNAKTCS BaXXHbIMKW N0 AENOBbIM COOBpaX)eHUsIM, Heobxo4MMo
NpPW3HaTe, 4TO UX NCNONL30BAHNE MOXKET BHOCUTE AONCAHATENEHBIE PUCKM Be30NacHOCTU, HEeKDTOPbIe U3
KOTOPbLIX, BO3MOXHO, CBA3aHbl ¢ HEOOXOLMMOCTBH CTROrOro COBMNIOAEHWS COOTBETCTBYIOWMX 3aKOHOB U
noctaHoBneHud. Buosl pUCKoB, ykasaHHbIe B HAaCTOsILWEM pasgene, oTpaxatoT 03abouyeHHOCTU, CBSI3aHHble C
oBecnedeHuemM GesonacHocTu. K HUM OTHOCHAT HECaHKUMOHUPOBAaHHLIA AOCTYN K MHOpMaLUuWK, nepegadu
fe3 paspelleHuns, BHeApeHUe 3NOHaMepeHHOro Koga, 0TKas NoaTBepkaeHUsl UCTOMHUKA WM NoAKNIYEeHUs K
ycnyram. Takum obpasom, BUAbl pucka 6e30nNacHOCTH, C KOTOPLIMW MOMXET BCTRETUTLCH OpraHvsauns, Ka-
calwTCcH;

- KOHMAeHUMANEHOCTA UHdopMaL UK,

- LeNOCTHOCTU UHGhOPMAaLIVKA;

- LOCTYMHOCT MHApopMaLIMA U yChyT;

- 0TKA3a OT NoATBepXaeHUs 0053aTensLCTs;

- NOAOTYETHOCTU TpaH3aKUWA,

- LOCTOBEPHOCTU UHOpMaLA;

- Ha4eXHOCTU UHoPMaL UK.

He Bce BUMALI pucka Be3onacHOCTW NPUMEHUMBI K NI0BoMY NoMeLLeHUo Uik notoi opraHusagu. OgHa-
KO COOTBETCTBYIOLWUE BUALI pyucka BesonacHocT HeobXoQMMO BLISIBNATL ANS onpegeneHus noTeHunansHbIX
KOHTPONMPYEMbIX 30H {4, B KOHEYHOM UTOre, Ans Bbibopa, NpoekTUpoBaHUs, peann3aynn 1 nogaepxaHus
3aLLUMTHLIX Mep).

CnegyeT cobupath U aHanM3MpoBaTh UHPOPMALMIO MO UMNIMKaLWAM (BOBNEYEeHWUO) B LeN0BLIE Onepa-
Luu, UMerLlMe OTHOLWEHWE K YKa3aHHbLIM Bbille BUAam pucka 6e30nacHOCTU (KenaTenbHo No pesynsTatam
aHanu3a pUCKOB 1 yNpaBneHus pesynbTataMy NPoBeaeHHoro aHanusa). MNpu 3ToM paccMOTPEHUIO NoanekaT
KOH{pMOEHUMaNLHOCTL UMM BaXKHOCTb MHAIOpMaLMK (BO3MOXHOE BpenHoe BNusHue Ha BU3HEC) U COOTBETCT-
BYHOLLIME NOTEHUMANbHbIE Yrpo3bl U yA3BMMOCTW. B cnyvae bonee s3Ha4MMoro BpeLHOMO BIMSHUS HA OenoBble
onepauuun opraHusaunmn cnegyet obpaTUTLCA K MaTpuUUe BUAOB pUcKa, NpeacTaeneHHon B Tabnuue 5.

Heobxogumo obpatuTb BHAMaHWE Ha TO, 4TO NpPW 3aBeplIeHMW 3TOW 3a4a4M cnegyeT MCNonb3oBaTth
pesynsTaTbl aHanu3a pucka 6e30nMacHOCTU W ynpaeneHue pesynktaTamMu 3TOF0 aHanu3a, NPoBeLEeHHOro B
OTHOLWEHWUW coequHEHUA(A) ceTU. 3TU pe3ynbTaTthl NO3BOMSAT ONPefenuTh YPOBEeHb AeTannsauuu aHanuza
NpPoBeASHHOrO yNpaeneHus 1 CoOCPeaoTOMUTE BHUMAaHUE HA NOTEHUWaNsHO BReAHOM BUSHUM, OKa3biBaeMoMm
Ha B13HeC B CBA3W C NepedUcreHHbIMU BblLLE BUZAMW PUCKa, a TaKKe C TUnamn yrpos, yasBuMOCTSMU U, Creao-
BaTemNbHO, pUCKamMu ANs AeATENbHOCTA OpraHu3aliu.

Ccbinki Ha goeepuTenbHble OTHOWeEHWA No pasgeny 11 ykasbiBaloT B nog3aronoskax K Tabnuue 5, a
NPUMUHAEMbIE BO3OEACTBUS — B Nesoi YacTi Tabnuubl.

B TouKax nepeceyeHunn ykasblBaloT CCbINKM Ha NOTEeHUMAanNbHbIe KOHTPONUPYeMbIe 30HbI, KOTopble fAanee
paccMmatpusaloTcs B pasaene 13,

CnegyeT 3aMeTWTb, 4To B Tabnuue 5 nokasaHo, Kak ¢ yBenM4eH1MemMm 0oBepus NonNbL3oBaTens yBenuyusa-
eTCs HeoOXOOUMOCTbL B 3aLLUTHbLIX Mepax. [1na 3TOro CyLecTBYOT 4BE NPUHKHDI,

MepBas — UMeeTCH pAf 3alUTHBIX Mep, onucaHue koTopsix npusegeHo B MCO/M3K 133354 (nnoato-
MY 30€Ch He NOBTopseTCs). ATW Mepbl cnefyeT BblbnpaTth 4Nns o6ecneveHus 6e3onacHOCTU BeayLlW WX CPeLCTB

9
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WT, B TOM Yucne ngeHTudukaLu n ayTeHTuduKaL M M Norudeckoro KoHTpons foctyna. KoHdurypauus paspe-
LWEHWA (MPUBUAETMA) B CUTYaLUAX HUKHErO YPOBHS A0BEpWs AonkHa oGecrneqmBatb JOCTYN TONBKO K pecyp-
caMm, KOTOpble COrnacylTcs C LOBEPUTENbHOW MOLenbi W noTpebHOCTAMM nnaHupyemoro goctyna. B
CUTYaL WX HU3KOro 40BEpUA CTeneHb MaeHTUdUKauum u ayteHTudukaun i, norndeckini KoOHTpons A0CTyna u
3awuTHble Mepbl {cM. MCO/M3K 13335-4) nomkHbl BbITh Bhile, YEM B CUTyaLUsX Bbicokoro goeepus. MNpu
HEBO3MOKHOCTU NoA0OHbIX A8ACTBUA AOMKHb! GblTh BHEAPEHEI AONONHUTENbHbLIE 3aUTHbLIE MEpb!.

Bropas — nonb3ylowmnecs 4oBepremM Nonb3osaTten obbl4HO Nony4aT 4OCTyN K Honee BaKHOW/ KpUTK-
YecKor MHopmaL i WnM yHKLMOHANBHOCTH, 3TO MOMKET 03Ha4YaTh NOTPEBHOCTL B 4ONOMNHUTENLHOR 3aLu-
Te B Ka4YecTBe NPU3HaHng LeHHOCTHU PECYPCOB AOCTYNAa, HO HE B KAYECTBE AOBEPUS K NoNb30BaTensm.

Tadénuya 5— MaTpuua BMA0B pUcka Be30NacHOCTU M CCINIOK HAa HOMepa NYHKTOR, ONWUCHIBAOWMX NOTEeHUMaNbHbIE
3aWUTHBIE 30HbI

CchiNKa Ha A0BEPUTENEHOE OTHOLWEHWE
Tun pucka Huzkaga/! CpepgHss/ Bricokas/ Huzkan! CpepHssa/ Bricokas/
obwasa obwas obwasa YacTHas yacTHas JacTHas
PackpbiTue 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
koHchMOEH UMANBHOCTH 13.2.3 13.2.3 13.23 13.2.3 13.2.3 13.2.3
13.2.8 13.24 13.2.5 13.24 13.2.4 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.6 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.3.3 13.3.5
13.8 13.34 13.34 134 13.3.4 13.4
13.9 13.4 13.3.5 1356 134 13.7
13.12 13.5 134 13.7 13.7 13.9
13.7 13.5 13.8 13.8
13.8 137 13.9 13.9
13.9 13.8 13.12 13.12
13.12 13.9
13.12
HapyweHue 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
LLenocTHOCTH 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.26 13.24 13.25 13.24 13.2.4 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.3.3 13.35
13.7 13.34 13.34 134 13.3.4 134
13.8 13.4 13.35 135 134 13.6
13.10 13.5 134 13.6 13.6 13.7
13.12 13.6 135 13.7 13.7 13.10
13.7 13.6 13.8 13.8
13.8 137 13.10 13.10
13.10 13.8 13.12 13.12
13.12 13.10
13.12
MoTepa roToBHOCTH 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
(ﬂocTynHoCTM) 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
13.26 13.24 13.25 13.24 13.2.4 13.25
134 13.2.6 13.2.6 13.2.6 13.2.6 13.2.6
13.5 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.6 13.3.3 13.3.3 13.34 13.3.4 13.3.5
13.7 13.34 13.34 134 134 13.4
13.8 13.4 13.35 13.5 13.6 13.6
13.13 13.5 134 136 13.7 13.7
13.6 135 13.7 13.8 13.12
13.7 13.6 13.8 13.12 13.13
13.8 137 13.12 13.13
13.13 13.8 13.13
13.13

10
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Oxonvanue mabnuusl 5

CChINKA HA OOBESPUTENBEHOS OTHOLWEHNE
Tun pucka Huzkaal CpenHsas/ Bricokas/ Huzkasn! CpepaHas/ Bricokas!
obwas obwasa obwasn JyacTHasa JyacTHas JyacTHasa
MoTepa cnocoBHOCTK 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
noaTeepKaaTh 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3 13.2.3
nepedavy/npuem B ceTU 13.2.6 13.2.4 13.2.5 13.2.4 13.24 13.2.5
13.4 13.26 13.2.6 13.2.6 13.26 13.26
13.6 13.3.2 13.3.2 13.3.2 13.3.2 13.3.2
13.7 13.3.3 13.3.3 13.34 13.34 13.3.3
13.11 13.3.4 13.3.4 134 134 13.3.4
13.13 134 13.3.5 13.5 13.7 13.3.5
13.5 13.4 13.7 13.11 13.4
13.7 13.5 13.11 13.13 13.7
13.11 13.7 13.13 13.13
13.13 13.13
MoTepa 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
NOOOTHETHOCTH 13.26 13.26 13.2.6 13.2.3 13.2.3 13.2.3
13.24 13.24 13.3.3 13.24 13.24 13.24
13.6 13.3.4 13.3.4 13.2.5 13.25 13.2.5
13.7 13.4 13.4 13.2.6 13.26 13.2.6
13.8 136 13.6 13.3.3 13.3.3 13.3.3
13.12 13.7 13.7 13.34 134 13.3.4
13.8 13.8 134 13.6 13.4
13.12 13.12 13.6 13.7 13.7
13.7 13.12
13.8
13.12
MoTepsa 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
ayTEeHTMYHOCTH 13.2.6 13.2.6 13.2.6 13.2.3 13.2.3 13.2.3
13.24 13.24 13.3.2 13.24 13.24 13.2.5
13.3.3 13.3.3 13.3.3 13.25 13.25 13.2.6
13.6 13.3.4 13.3.4 13.2.6 13.2.6 13.3.2
13.6 134 13.4 134 13.3.2 13.3.4
13.8 13.5 13.5 13.5 134 13.4
13.10 13.6 13.6 13.6 13.5 13.5
13.12 13.8 13.7 13.8 13.6 13.6
13.10 13.8 13.10 13.10 13.7
13.12 13.10 13.12 13.12 13.10
13.12
YxyaweHune 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2 13.2.2
HaaeXHOCTH 13.2.6 13.2.6 13.2.6 13.2.3 13.23 13.2.3
13.24 13.24 13.3.2 13.24 13.24 13.2.5
13.3.3 13.3.3 13.3.3 13.25 13.25 13.2.6
13.5 13.4 13.3.4 13.2.6 13.2.6 13.3.2
13.6 13.5 13.4 134 13.3.2 13.3.4
13.8 13.6 13.5 13.56 13.6 13.5
13.12 13.7 13.6 13.6 13.6 13.6
13.13 13.8 13.7 13.8 13.7 13.7
13.12 13.8 13.12 13.12 13.12
13.13 13.12 13.13 13.13 13.13
13.13

13 Onpep,eneHMe peanbHbIX NOTEHUUANbHbLIX KOHTRONMNPYEeMbIX 30H

13.1 BBegeHue

Tenepb cnegyeT Ha OCHOBE UCNOMNL30BaHWA CCbINoK no Tabnuue 5 ngeHTUdUUMPpoBaTL NOTEeHUMansLHO
KOHTpONMpyeMble 30Hbl W3 pasgena 13. MNoTeHUManbHO KOHTPOMWMpYEMble 30Hbl, NpefacTaBMneHHble B
13.2-13.13, cnegyeT Bbibupats, ucnonbays pasgen 12. CnegyeT 3amMeTuTh, 4TO YacTHOE pelleHue 3aLAThl
MOXKET Ha caMom fene BKhoYaTh B ceba pagd noTeHuWansHo KOHTPOMUPYeMbIX 30H, NPeACTaBneHHbLIX B
13.2-13.13.
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CrnepnyeT TakKe 3aMETUTL, YTO pAS 3aLWLUMTHbBIX MED OTHOCWUTCH K COOTBETCTBYIOLL UM cucTemam UT Heaa-
BUCWUMO OT Toro, umetoT nu UT kakue-nubo ceTesble coefuHeHUs. 3TU 3alMTHbIE Mepbl cneayeT BbibupaTh,
ucnonezys MCO/M3K 133354, Heobxognmo Takke 0TMETHUTL, ITO B HACTOSILLEM CTaHAapTe caenaHo npeano-
NOXEHWe 0 TOM, 4TO MMelTcA 6a30Bble 3alUTHbIE Mephbl, U3noKeHHble B MCO/MOIK 133354 ans cuctem Ton
OpraHu3auuun, OT KOTOPOR UCXOOAT CeTEBbIE COeAUHEHNS,

MepeyeHs NOTEHUMANEHO KOHTRONUPYEMbIX 30H HECHXOAUMO TLLATEeNBLHO NPoaHanM3MpoBaTh B KOHTEK-
CTE COOTBETCTBYIOLLMX CTPYKTYP CETU U UX NPUMEHEHWA. 3aTem nepedeHb MOXKHO NPUMEHSATE Kak OCHOBY ANs
nocnegywowero Boibopa Mep 3aWMTbl He30MacHOCTM, WX NPOEKTUPOBaHWUA, peanu3auud U TeXHWHEecKoro
obcnyxuBaHus (cm. pasgen 15).

13.2 YnpaBneHwne 6e30nNacHOCTbLIO yCnyr

13.2.1 BBegeHue

KnioveBoe TpebosaHue cbecneveHns 6@30MacHOCT M ANS KOHKPETHOM CeTy 3aKMNiYaeTcs B TOM, 4TO OCY-
LeCTBAATCH AeACTBUSA M0 yNpaBneHuo Be30nacHOCTbIO YCNYyT, yCTaHaBNUBaKLWWME U KOHTPONUPYIoLIME one-
pauMd no ©GezonacHocTM W peanu3auyuo GedonacHocTW. Takwe [JeWcTBUSA credyeT NpoBOAUTE AnNA
obecnevyeHus BesonacHocTu Beex VT opraHuzauuu. JeatensHoCTs ynpaBneHUsl CeTEBbIMA COEUHEHUAMU
BKNOYaeT B cebs;

- pacnpeaeneHne oTBETCTBEHHOCTU U NOMNHOMOYMIA, CBS3aHHbIX ¢ obecnedyeHnem 6e30nacHOCT ceTe-
BbIX COEUHEHWA, U HAa3Ha4YeHWe NpeacTaBUTeNs PYKOBOACTBA, Hecyllero obLyo OTBETCTBEHHOCTL 38 WX
6e3onacHoCTb;,

- OOKyMeHTanbHoe acdopMneHye 3asaBneH1s o NonvTuke B obnactu 6e30nacHOCTM CUCTEM, @ TakKe BCEN
HeobxoaMMoN AokyMeHTauumn no cTpykType!) TexHuyeckoro oBecneqenns GeaonacHocTu,

- paspaboTKy OKYMEeHTUPOBaHHLIX Npoueayp no obecnedeHuo 6e30nacHoOCTu;

- NpOBEpPKY COOTBETCTBUA Be30nacHOCTH Cc Uenso ybeanTeca B ToM, 4To GeaonacHoCTs NogAepKMBaeTCA
Ha TpebyemMoMm ypoBHE;

- OOKYMEHTUPOBAHHOE NonyYeHe NoATBepKAeHHbIX yCnoBMia obecnedveHyn 6e3o0nacHOCTI AN NnaH-
pyeMOro coefiMHeHus , npexae Yem ByeT nony4eHo pa3pelleHye Ha NOAKITHYEHWE K opraHi3ag i unu coob-
LecTBY;

- OOKYMEHTUPOBAHHOE NoNyYyeHWe NoaTBemKaeHHbIX yenosuia obecnedeHrs He3onacHoCTW NonsL3osa-
Tenew ycnyr, NpefocTaBnsaemMblX CEThHD;

- paspaboTky cXxem OeACTBUA B 0cOBOW CUTyaLuu;

- OOKYMEHTUPOBAHHOE NOMyYeHWe NOATBEPKAEHHBIX U MPOBEPEHHBIX MMAHOB HENpepbiBHOCTU BU3He-
Ca/BOCCTaHOBNEHWUSA NOCNe CTUXMAHOrO HencTeunsa.

CrnepyeT 3amMeTUTb, 4TQ HACTOSALMA pa3faen CTPOUTCA Ha acnekTax, nanaxeHHsix 8 MCO/M3IK 133354,
TonkeKo Ba¥HbIe TEMbI, KACAKGLLMECH CETEBbIX COEAUHEHWA, XapakTepuayTCH anee B HACTOALWLEM cTaHAap-
Te. TeMbl, He 3aTPOHYTbIE Jarnee B HAaCcTosWEeM cTaHoapTe, — B cooTeeTcTeuu ¢ MCO/M3K 133354,

13.2.2 OpraHuzauvoHHble npouenypbl o6ecneveHrs 6e3onacHoOCTH

Ans nopoepxka nonuTukn obecnedeHus BeacnacHocTU cuctem criegyeT paspaborate M cobnopats
JOKYMeHTaUKo No opraHu3aUuoHHbIM nNpoueaypam obecnedeHus BesonacHocTu. B HUX cnefyet nogpoBHo
WU3NOXUTb NOBCEOHEBHbIE ASWCTBNSA, CBf3aHHble ¢ obecnedeHuem 6e3o0nacHOCTU, U Ha3HaYUTL ML, OTBETCT-
BEHHbIX 3@ UX NpOBeaeHUE.

13.2.3 MNpoBepKa coOTBeTCTBUA TpebOBaHUAM 6E30NacHOCTH

Mpoeepky cooTBeTcTBUA TpeboBaHWAM He30MacHOCTU B OTHOWEHUA CETEBLIX COEQUHEHUA criedyeT
NPOBOAUTL B COOTBETCTBWM C KOHTROMbHLIM NepeYyHeM, COCTaBMEeHHbIM Ha OCHOBE 3aLlLUTHbLIX Mep, onpene-
NEeHHbIX B!

- NonUTUKe Be3onacHOCTU CUCTEM,

- Npoueaypax, MMeoL X OTHoweHWe K 6e30NacHOCTH;

- CTPYKTYpe TexHUudeckoro obecneyeHus Ge3onacHoCTy;

- NnonuTUKe gocTyna (6e3onacHOCTW) K yCryram 4epes MexceTeBon aKpaH;

- nnaHe({ax) obecneveHns HenpepsLIBHOCTU BU3Heca;

- ycrnoBusix obecneveHns 6e3onacHOCTW ANA coeguHEHWA No TpeboBaHuio.

MpoBepKy cOOTBETCTBUA CAeAyeT NPOBOAUTL A0 CnepaLMoHHOre BKYeHus niobore cetesore coeau-
HEHWS, Nepes 0CHOBHbIM HOBbIM BbIMYCKOM (MMELL MM OTHOLWEHMWE K 3HAaYMMOoMY BU3Hecy NN U3MeHEHUIO B
ceTu) nubo exerogHao.

1

) CneayeT NpeacTaBuTh U JOKYMEHTUPOBATL NPOSKT CTPYKTYPLI TEXHUMECKOrO 0BECNEeHUs GE30NacHOCTH (Cne-
LUMDUKALMIO 3ALLUTHI) K&K YacTb NPOLECCa TEXHUHECKOTO NPOSKTUPOBAHUA CTPYKTYPbI. 3TOT NPOEKT U TEXHUYECKURA NPOSKT
ApXWUTEKTYPbI AOIKHBI BbITE COrMAcoBaHbl APYT € APYTOM.
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13.2.4 Ycnoeus obecneveHuna 6ezonacHoOCTY ANs coeguHeHus

Ecnuycnosus obecneveHus 6e3onacHOCTW 4N8 COE4UHEHUS HE COrMacoBaHbl Ha MECTE UMW Mo KOHTpak-
Ty, TO GpraHM3auns NpUHUMaeT Ha cebs pUCKKW, CBA3aHHbIE C BHELWHWM KOHLIOM CETEBOMO CO8aUHEHUS,

Hanpumep, opraHusaugusa A MoXeT noTpeboBaTh OT opraHusauuu B, 4Tobbl A0 NOAKNHOYEHUS K CUCTEMAaM
opraHusauuun A yepesa CETEBOE COeAMHEeHWe opraHusauunsa B nogoepxusana U AeMOHCTpUpOBana 3agaHHbIi
ypoBeHb 6e30nNacHOCTU ANsi CUCTEM, BOBMNEYEHHbIX B 3TO CoefuHeHre. B aTom cnyvae opraHusaums A MoXeT
GbITh yBEpEHA, YTO opraHu3auus B cnpasnseTcs co CBOMMMW puckamu 4ormkHbIM 0b6pasom. B Takux cutyauuax
opraHusauus A qonkHa onpegenqTs yenosus obecnedeHns 6e30NacHOCTA B KOHUE CETEBOIO COB4UMHEHWUS CO
CTOPOHbI opraHuzauumn B, koTopble onkHbl GbITh YCTAHOBMNEHLI B JOKYMEHTaUUA NC COBLUHEHUIO ¢ Noapo6-
HblM yKasaHWem HeobXogumbIX 3aWwuTHLIX Mep. OpraHusauus B gonxHa peanvsoBaTh W NogaepKuBaTh B
paBoyem COCTOSIHUM YCTaHOBMNEHHbIE 3alUTHBIE Mepbl, U HanpaBnaTe opraHu3auun A otyeT ob achdekTUBHOC-
T 3aLUTHbLIX MER U NoAOepaHuio Heobxoaumoro ypoeHsa 6esonacHocTu. TakumM obpasom, coxpaHaeTcs npa-
BO MopyyaTb WNM NpoBOAUTL NMPOBEPKY COOTBETCTBUS TpeboBaHWAM 6e30MacHOCTW COeQUHEHMS B KOHUe
CeTeBoro coegMHeHUs GO CTOPOHbLI opraHusauun B,

Bo3MOHbI TaKke cnydaun, Korga opraHusauulun cornacyoT AOKYMEHT no ycnoeuam obecnedeHus 6eso-
NacHOCTW ANA CoedWHEHWUA, B KOTOPOM 3anucbiBaoT 06A3aTenbcTBa U OTBETCTBEHHOCTL ANS BCEX CTOPOH,
BKIMIOYan B3aMMHYI0 NPOBERKY COOTBETCTBUA TpebosaHuam no GesonacHocTy.

13.2.5 YcnoBuna GezonacHocTW, NOATBEMKAEHHbIE AOKYMEHTaNnbLHO, ONA NoNnb3oBaTtenei ycnyr,
npeaocTaBnAeMbIX CEThLHD

Ana noneb3oeatenei ycnyr, }enawowux pabotaTe AUCTaHUMOHHE, pa3pabaTthiBaloT AOKYMEHT C yCNoBus-
M obecneyveHus 6e3onacHOCTU NpegoCcTaBNsSeMbIX CEThIO yCryr. B JOKyMeHTe onpeaensioT 0TBETCTBEHHOCTb
nons3oBaTens 3a 6e3cnacHyo 3KcnnyaTaluio annapaTHbIX U NporpamMMHbIX CREACTE, a Takke 3a obecnedeHue
3aLUTbI AaHHbIX.

13.2.6 O6pabdoTka MHUWAESHTOR

HexenaTtenbHble MHUWLEHTHI ¢ HONBLIOA BEPOSTHOCTLIO MOMYT NPOUCXCAUTE M OKa3blBaTk CEPbe3Hoe
BpeOHOe BO34EACTBUE Ha DU3HEC NPU HANMUYWN CETEBbIX COELMHEHWA (B MPOTUBONCMOKHOCTb CUTYaUmMK, Koraa
MX HeT). Bonee Toro, Npu CeTEBbIX COELWHEHUSX C APYIMMUW OpraHn3al MsiMi MoryT GbiTb, BHACcTHOCTU, HapyLle-
Hbl OpUanYeckue TpeBoBaHuA, CBA3aHHbIE C BHELUTATHLIMU CUTYaLUaMA,

CneposaTeneHO, 0praH13auUns ¢ CeTeBbIMU CoeaUMHEHUAMI AOMKHA NpeayCMOTPeTs JOKYMEeHTUPOoBAaH-
HblE 1 OCYLLEeCTBUMble CXeMbl OEHCTBUA nNpu obpaboTke MHUMOEHTOB, obnafaTts COOTBETCTBYOWER UHpa-
CTPYKTYpOR, cnocoBHoli GbicTpo pearvposaTth Mo Mepe WAeHTUdUKAUMU UHUUAEHTOB, YMEeHbWATL MX BO3-
LEACTBME, a TakKe U3BMNEeKaTb YPOoKA U3 HenpeaBUaeHHbIX CUTYaUuiA B UeNAX NpefoTepalleHns X nosTopa.

13.3 UgeHTudmkauusa n ayreHTUMKauus

13.3.1 BBepgeHue

OpraHuzauus gonxHa obecnedusats 6e30NacHOCTL yCNyr, NpefocTaBNAeMbIX CEThI, U 3alUTy CBA3aH-
HOW C HUMI MHGDOPMaLUK NyTEM OrpaHUMEeHNUst 4OCTYNa Hepes COeOUHEHUS C aBTOPUM30BaHHbIM NEpCoHaNom
{BHYTpWX UNK 3a Npegenamn opraHusauun). 3t TpeboBaHUs pacnpoCTPaHAK TCA He TONLKO Ha MCMoNbL30BaHue
ceTeBbiX coeAnHeHWA. OpraHnsauvsa AonxkHa nogpodHo onpedennTe UCNonbk3oBaHUe CeTeBbiX CoeJMHEeHA B
COOTBETCTBUM C 3aLUTHLIMU Mepamu, yctaHoeneHHsiMn B MCO/M3K 13335-4.

YeTblpe KOHTPONUpYeMble 30HbI, LenecoobpasHble ANns UCNoNb30BaHUe CETEBbLIX COBAUHEHUNA, a TaKkxKe
cuctembl WT, umMewowlume HenocpeacTBEHHOE OTHOWeEeHWe K TakMM COoefuHeHWAM, npedcTaBneHbl B
13.3.2 —13.3.5.

13.3.2 OwnctaHuMoHHasA pervcTpauus Nnpyu BXo4e B cUCTEMY

JUCTaHUMOHHAR perucTpauus asTopU3oBaHHOIO nepcoHana, paGoTalollero Baany oT opraHuMsauuu,
CNeunanucToB OUCTAHUMOHHOMO TeXHWYeckoro obcnyXuBaHWs WUNU NepcoHana Opyrux opraHusauuid ocy-
LLEeCTBNAETCH Yepes KOAOBbIe Bbi30BbLI OpraH13aunu, coeguHeHusl MHTepHeT, BbleneHHbIe MarucTpanbHble
NUHUN APYTAX OPraHu3aLUiA MM KONNeKTUBHbIA focTyn no MHTepHeT. CyWwecTByT COBOUHEHUS, YCTaHOBMNEH-
Hbl€ BHYTPEHHWUMUW CUCTEMAMK No TPeBOBaHMIC UMW C NOMOLLLH NapTHEPOB Mo KOHTPaKTY, G UCNCNb30BaHHEM
ceTun obwero nonb3osaHua. Kamgsiid TUn QUcTaHUMOHHOW perucTpauun npy Bxogde B cuctemy tpebyeT gonon-
HUTENBHBLIX 3alUTHLIX Mep, COOTBETCTBYIOW WX 0COBEHHOCTAM TUNa coeguHeHus . MNMpumepamu Takux 3auT-
HbIX Mep SBNFKTCH:

- 0TKa3 paspelleHus Ha NPSMOA OCTYN B CUCTEMY U NporpamMMHoe obecnedeHue ceTu Ha OCHOBE y4eT-
HbIX 3aMUCel, UCNoNb3yemblX ANs UCTaHUMOHHOMOC A40CTyNa, 38 UCKINHOYEeHWeM crydaes, Korga npenocrasne-
Ha gononHuTensHas ayTeHTudukayusa (cm. 13.3.3);

- NpefoxpaHeHWe OT HecaHKUMOHUPOBAHHOrO AocTyna K uHdopmauuun, CBA3aHHOA C NporpamMMHbIM
oBecneqveHem anekTPOHHOM NoYThI U CnpasoYHoN 6a3oi gaHHbIX B namaTt MK 1 nepeHocHbIX KOMMNbLKTEPOoB,
MCMONb3yeMbIX MepCcoHanomM opraHisalnuny 3a npegenamum ee opucos.
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13.3.3 CoBepweHcTBOBaHWE ayTeHTUMKaLMK

KMcnonb3oBaHue nap MMs/napons ABASETCA NPOCTHIM NYTEM YCTaHOBREHWA NCANUMHHOCTY NoNb3oBaTe-
Nel, Honapbl UMA/Napons MoryT ObITs AMCKPeAUTUPOBaHb! UNM BCKpbITsl. CyllecTByoT Apyrue 6onee 6esonac-
Hble nNyTW ayTeHTUdUKauMu nonb3oBaTened, ocobeHHo yaaneHHbIX. Takoe COBepLEHCTBOBaHWE
ayTeHTUdUKaL UK HeODXOQMMO B Cry4ae, eCnu CyLLIECTBYET BbiCOKas BEROSATHOCTL MOMNYYEHUS YCITyrd NALIOM
Be3 COOTBETCTBYHOLWMNX NOMHOMOYMA K 3aLULLIaEMbIM U BaXKHBLIM CUCTEMAM. 3TO BO3MOXKHO, HANpUMep, B cny-
Jae, ecnu 4ocTyn MoxeT ObITs MIHUUMAPOBAaH No ceTsaM ODLLEero NonbL30BaHWs UMW cUcTema OocTyna He Haxo-
OWUTCH NoA HenocpeacTBEHHbIM KOHTPONEM opraH13au i {HanpyMMep c NepeHoCHOr e KoMNbroTepa).

B cnyyae, ecnu Heobxoguma ycOBEPLUEHCTBOBAHHAaA ayTeHTudUKauus No CeTeBbIM COEdUHEHUsIM
{HanpvMMep No KOHTPAaKTY) MMM OHA CrpaBfaHa pUckaMu, TO CpraHu3aumm cnegyeT paccMOoTpeTs NpoLecc onpe-
JeneHus NoANMHHOCT NONb30BATENS C NMOMOLLBH COOTBETCTBYICLLUMX 3aLUMTHLIX Mep, TaKUX Kak:

- UICNONB30BaHWe OpYriux cpeacTB uaeHTUdUKaLMM ONg NogaepRaHus ayTeHTUdkauuM nons3osarte-
Nel, TakUX KaK QUCTaHLMOHHO NpOBEpAEMble MapKepsl OCTyNa, KapTOMKA C MUKPOMN POLIECCOROM MITW MarHuT-
HOW NOMNOCOA (MCnoMb3yemble 4epes cHUThiBaKwWee YCTpoAcTBo-NpucTaBky K [MK), pydHble ycTpoicTea
reHepauun KnwHa 0QHORAa30BOr0 npoxogda, Mogembl ¢ Habopom obpartHoro HomMepa unyu BuomeTpudeckue
cpeacTBa KOHTPONS,

- obecneveHue QyHKUMOHMPOBAHUA MapKepa AOCTyNa UMW KapToYKA TONBKO C ONo3HaBaTerbHbIM cHe-
TOM None3oBaTens (Npe4nodTUTENBHO C Y4eTHOR 3anuckto MK 1 mecTa/Toukn gocTyna), a Taike nioboro nud-
Horo naeHTudukayoHHoro Homepa (PIN) unu 6uomMeTpudeckoro npoduns;

- UCNONb30BaHWe NPOBEPKA NMHUW Bbi3bIBaKOLWEro onepaTopa;

- UCNONb30BaHWe NMHUA CBA3UW Yepe3 MOAEMbI, pa3bedUHEHHbIE B PEXMME OKUOAHUA U COEAUHAEMblE
TOMLKO NOCNE NPOBEpKU MOEHTUYHOCTU Bbi3biBaKoLLErc onepartopa.

13.3.4 OucTtaHuMOHHaA MOeHTUUKALNA CUCTEMDI

B cootBeTcTBUM G 13.3.3 ayTeHTUd MKaUuo cnefyeT COBEPLUIEHCTBOBATL MYTEM NPOBEPKU CUCTEMBI (M ee
MECTOMONOXEHUS/TOMKW A0CTYNA), M3 KOTOPOI OCYLLIECTBNAETCA BHELWHWA JOCTYT.

Pa3Hble ceTeBble CTPYKTYPLI MOTYT NpeanaraTs pasHble Buabl uaeHTUdnkayuu. CneposaTensHo, opra-
HI3aL M5 MOXET COBEPLUEHCTBOBATE MAEHTUdUKaUWKC NyTem Bolbopa NoaxoasaLe CTpyKTypsl ceTr. [Mpy aTom
cnegyeT NPUHMMATL B BHUMAHNE BCEe 3aLUMTHbIE BO3MOXKHOCTW BbIDPAHHOA CTPYKTYPbI CETU.

13.3.5 EAVHKW'HLIA naponb 6e30nacHoOCTH

B cnyyae BoBNeYeHUsl CeTEBLIX COEOUHEHUA NONB30BATENW MOTYT CTONKHYTECS C MHOMOKPaTHBIMA Mpo-
BEPKaMK NoeHTUdMKaUWK M ayTeHTUduKauun, B 3TomM cnyyqae y nonb3oBaTeneil MoXeT BO3HUKHYTL KenaHue
OCYLLECTBNATL PUCKOBaHHbIe AEACTBUSA, TAKWE KaK 3anuchk Naponei Unu noBTOPHOE NPUMEHEHWE O4HUX U TeX
Xe JaHHbIX ayTeHTudukauuu. EAMHUYHOE NpeasaBneHWe Napons MoXeT yMeHbLIUTE PUCKA TaKoro NoBeSeHus
NyTemM yMeHbLUEHWA MUCNA Naponei, KoTopbIe NoMb30BaTeNy A0IBKHbI NOMHWUTL. BMecTe ¢ yMeHbLIeHeM puc-
KOB BO3MOXHO MOBLILUEHWE NPOU3BOAUTENLHOCTU TPyOA NOMNbL30BATENs U CHUXEHWE HArpy3Ku Ha NyneT, C
KOTCPOro ocyLLecTBASeTCH NOBTOPHbLIA BBOA Naponen.

CrnepyeT 3aMeTuUThb, MTO NOCNEACTBWS HAPYLIEHWA B CUCTEME EJUMHUNHOIO NPebABMNEHUs Napons MoryT
BbITb CEPbE3HbIMI, TaK Kak He 0aHa, a MHOMME CUCTEMBI M MPUNOKEHWS NOCTaBNeHb! HAa rPaHb PUCKA W OTKPbIThI
Ons gruckpeguTauMd {(MHOT4Aa Takor PUCK HAa3biBaoT “KIoHYaMi B KOPOINEBCTBC').

MoatomMy HeobxooMmMo 3agelcTBoBaThL Bonee CoBEPLUEHHbIE MEXaHU3Mbl WAEHTUMUKALMM U ayTeHTU-
dukauun. B uensx obecnedeHns He30NacHOCTU OpraHuszauus MOXKET UCKMIOYUTE U3 pexkuma eguHUYHOro
npeabsBAeHUs NApons BbICOKONPUBUNErMPOBaHHbIE YHKUMU MaeHTUdUKaUKM U ayTeHTudukauuu (Ha cuc-
TEMHOM YPOBHE).

13.4 PesynbTartbl ayguTa

BaxHo obecneqnts 3dpdeKkTUBHOCTE BesonacHocTM ceTu depes3 obHapyxeHue, paccnefoBaHue U
CcOCTaBMneHWe OTYeTOB WHUWAeHToB BesonacHoctu. CnefyeT 3anuckiBaTe nogpobHylo vHdoOpmauuie no
pesynsTartam ayauta olMBodHbIX U afeKBaTHbIX COOLITUA, 4TOBL!I UMETE BO3MOXHOCTE COCTaBMATE TLATENb-
HblA aHanW3 NoTeHUManbHbIX U akTU4ecknx MHUUMaeHToB He3donacHocTv. OgHako cnegyeTt npu3Hath, 4To
3aMn1chb OrpoOMHbIX 06 BLEMOB CBA3AHHON C ayguToM MHpOpMaL MM MOXKET 3aTpyaHUTE NpoBegeHUe aHanuaa u
HebnaronpuaTHO NOBAUATL Ha NpoBegeHWe ayauta. [Noatomy Heobxogumo onpegenyTs Nepuos BpeMeHH, B
TedeHWe KOTOPOro creayeT OTCNeX1BaTh AeACTBUA NONL30BATENEA B KOHTRONLHOM XypHane.

BONLLWWMHCTBO KOHTPOMNBHLIX MER 3aLWMThLI, KACaLWWXCH CeTEBbIX COBaUHEHUA 1 CBS3aHHbIX C HAMW CUC-
TeMWT, MoryT 66Tk ycTaHoBNeHb! B cooTBeTcTBUKM ¢ MCO/M3K 13335-4. Y10 KacaeTca CETEBbIX COEAUHEHNA,
TO BaXKHO 0BECNeMUTs BO3MOXKHOCTE ayauTa CreyoLWux TUNoB cobbITuiA:

- NONbITKA [UCTAHLUMOHHOW HeYAa4HOR peructpauii Npu BXo4e B CUCTEMY C yKasaHUeM JaThl M BpEMEHU;

- cOBbITUS HeYAa4YHOM NOBTOPHOW ayTeHTUdUKAUUK (UMK NPUMEHEHUs CpeacTBa naeHTudukauum);

- HapyweHus Tpaduka Yepes W3 obecnedeHns BeaonacHoCTH;
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- CUrHanbl onacHOCTU B CUCTEME yNpasneHWs ¢ BOBMeveHWeM 3awuTtbl (Hanpumep nybnuposaHue
|P-agpeca, HapylleHus B cxeme o4HoHanpaBneHHorc KaHana nepegayi AaHHbIX).

PesynsTatsl ayguTa MOryT CodemKaTb KoHbUAeHUUaNEHYH UHGOPMAaUUD UN CBEdeHUs, KOTORLIMU
MOryT BOCTONbL30BAaTLCA AN BTOPKEHUA B CUCTEMY Yepes ceTeBble coeduHeHus. Bonee Toro, cBegeHus o
pesynsTaTax ayLuta MoryT ClyXUTb f0Ka3aTensCcTBOM Nepefavl aHHbLIX No CeTU B CRyJYae NnosiBneHus pas-
Hornacui. MNoaTomy pesynbTathl ayauTta ocobeHHo HeobXogumbl B KOHTeKCTe obecnedeHns LeNOCTHOCTH U1
noatsepkaeHns oTnpasku/npuema wuHdopmauun. CnepgoBaTenbHO, BCe pesynbTatsl ayguTa cnedyet
salMwaTe Hagnexalw M obpasom.

13.5 O6HapyxXeHWne BTOpKeHUA

C yBenuyeHWem Yucna CoequHeHWA B ceTU obner4aeTcs NPOHUKHOBEHWE B HEE NO CRAEAYOLWMM Npu-
JHaM:

- YBENUHMBAETCA HACNO NYTEHR NPOHUKHOBEHWS B cUcTeMbl T opraHusaunm 1 cetu;

- NOSIBNSIETCS BO3MOXHOCTb BCKPbLITUS NEPBOHaYan5LHOro MecTa 4ocTyna,;

- CTAHOBUTCH BO3MOXKEH AOCTYN Yepes CeTU U LeneBble BHyTReHHUe cuctems MT,

Hapywutenu ctaHoeaTcs Bonee UCKyLWeHHbIMA U NpuMeHsoT Gonee adpdekTUBHbIE MeToabl aTak, a
CpefcTBa NPOHWKHOBEHWUSA BCce Bonee AOCTYNHbI B MHTEpHEeTe unu o6WeocTynHoW nuTepatype. MHorne 13
3TWUX CPEACTB aBTOMAaTU3MPOBaHbl, MOryT ObiTb OdeHb 3 deKTUBHBIMU U NMPOCTBIMA NS NPUMEHEHWUS, B TOM
yucne ansA Niu ¢ HeGoNeWKWM oNbITOM PaboThl,

Ans 6onbWWHCTBA OpraHM3aUnui 3KOHOMWYECKM HEBO3IMOKHO NPeaoTBRaTUTL BCE NOTeHUWanbHbIe BToR-
#eHus, CnegoBaTensHO, HeKOTOPbIE BTOPXKEHUS BO3MOXKHbI . PUCKA, CBS3aHHbIe C BONLLINHCTBOM BTOPXKEHWH,
MOryT ObITb CHUKEHbBI NYTEM peanu3ali HagekHoR noeHTuduKkaum U ayTeHTUd MKaLm, NoOrM4ecKoro KoHT-
pons 4oCTyna, CUCTeMbl yMeTa U ayLuTa 3allMTHbIX Mep B LONOMNHEHWE K BO3MOKHOCT M 0OHapyKeHUsi BTOpkKe-
HUA. Takylo BO3MOXKHOCTL obecrednBaoT Te cpefcTsa, KOTOpble NO3BONAT NPOrHO3MPOBaTh BTORKEHUS,
BbISIBNSATL UX B peansHoOM MaclwTtabe BpemMeHn U JaBaTb COOTBETCTBYIOLWMWE CUrHansl Tpesory. MoasnseTtcs
TaKXe BO3MOXHOCTb NokansHoro cbopa WHopMauun o BTODKEHUSX C Nocneayrownm ee obbeguHeHeM U
aHanW3omMm, a TakKe U3y4eHWe CXeM HOPManbHOro noBeneHus/Mcnons3osaHua T opraHnsagun,

Bo MHOrMx cnyvasix MoxeT 6biTb 04eBUAHONW BO3MOXHOCTL HEKOTOPROrO HECaHKUMOHUPOBAHHOTO UMW
HexxenaTenbHoro cobblTus. Ha 3Ty BO3MOXKHOCTH MOXKET yKasblBaTb Hebonbluoe yxyaleHWe B ycryrax no
COBEepLleHHO HeonpedeneHHsIM NpuduHamM M Bonbloe YMCcno AoCTyNoB B HECBOWCTBEHHOE Bpems, UAu
0TKa3 NpefocTaBneHus Kaknux-nubo cneuransHblX yenyr. B 60nbWMHCTBE Cny4Haes BaxkHO Kak MOXHO BbicTpee
y3HaTb NPUYUHY, MacliTabHOCTL U NOCNeaCcT BUS BTORKEHNS,

CnegyeT 3aMeTUTb, 4TO YNOMSIHYTas BbllUe BO3MOKHOCTL BTOPXKEHUS ABMNSeTCH Bonee CNmKHOW, Yem
MHCTPYMEHTAPWA aHanu3a pesynbTatoB ayauta M MeTtogbl no 13.4 M cooTBeTcTBylOLlEeMy pasgeny
MCO/M3K 133354, bonee adpeKTUBHbIE BO3MOXHOCTU 0BHApYKEHUSA BTOPKEHWS CBF3aHbI C NPUMEHEHUEM
crneuuansHoro NocneonepaUMoHHOro KOHTRONS, MPW KOTOPOM NPUMEHSAIOTCS NpaBuna aBTOMaTUYEeCcKoro aHa-
N3a NpoWnbIX JeACTBUA, 3aperUcTRMPOBaHHbLIX B pesynbTatax ayauTta U B ApYTriX KOHTPOMBHLIX XKypHanax
4N Toro, 4To6bl NPOrHO3MPOBaTL BTOPXKEHWS, A TAKKe aHaNU3MPYITCA PesynLTaThl PEBU3NIA U3BECTHLIX NPU-
MEpPOoB 3NoHaMePEeHHOW AeA TENLHOCTA UMW AeATENEHOCTA, He XapakTePHOR ANS CROXUBLUEACH NpaKkTUKA,

Bonee noapobHo 314 Bonpock nanoxedsl 8 MCO/M3IK 15947,

13.6 MpegoxpaHeHWe OT 3NOHAMEPEHHOrO Koga

Monb3oBaTensm HeCOXOLMMO 3HATL, YTO 3MCHAaMEpPEHHbIA KOO MOXEeT ObiTh BBEAEH B UX CETEBOE OKpY-
KeHWe Yepes ceTeBble CoedMHEH NS . 3NoHaMepeHHbIR kKoo He MoxeT BbiTb 0BHapyXeH [0 HaHeceHus yuwepba,
€CN1 He NPUMEeHSTb afeKBaTHbIe 3alUTHLIE MepPbl, 3NOHaMepeHHbIA Ko MOXEeT NoAopsaTh 3allMTHbIE Mepbl
obecneyeHus BezonacHocTH (HanpUMep NyTemMm NepexsaTta U packpbiTUA Naponen), NpUBECTH K HenpegHaMe-
PEHHOMY PacKpbITUHO UMW U3MEHEHUIO UHDOPMALIMK, YHUHTOXKEHWUO AaHHBIX WWNW HECAHKUMOHUPOBaAHHOMY
MCMONb30BaHUIO CUCTEMHBIX PECYPCOB.

HekoTopble opMbl 3NOHaMePEHHOT0 Koaa MoryT BblTb 00HapyKeHb! U yaaneHbl G NoMOL b cnelManb-
HOTo CKaHWpyoLWero nporpamMmMHoro obecneyeHus . B annapaTHo-nporpaMmmHbIe cpeacTBa MesKCETEBON 3aLUu-
Tbl, cCepaepsl ballnos, cepsBepbl NoMTh! U pabovre cTaHU MY ANA 3alMThl OT HEKOTOPbLIX TMMOB 3NOHAMEPEHHOO
KoZa MoryT bl Tb BKIHOYEHbI CKaHepsl, [ins obHapyXeHUsi HOBOro 3NoHaMepPEeHHOro Ko4a BaxXHO No4LepKMBaTh
CKaHWpyoLee NporpaMmmMHoe obecnedeHu e Ha SOMKHOM YPOBHE NyTem, No MeHbLUed Mepe, eXXeHedeNbHoro
0B6HoBneHus. OgHako nons3oBaTenam U agMUHUCTpaTopam cnegyeT NoHUMaTh, YTO HeMb3s NonaraTsCs TorMb-
KO Ha ckaHepbl Ans oBHapyxeHUs BCexX 3NoHaMepeHHbIX KOA40B (UMM KOHKPeTHOro TUna), Tak Kak NoCTOAHHO
NOABRAKTCA HOBLIE TUMbLI 3NOHaMepeHHbIX kodos. Kak npasuno, TpebyoTca Apyrue 3awuTHbIe Mepbl Ans
ynyJlweHusa 6esonacHoCTU, OCyLWEeCTBNSEMbIe C MOMOLLLH CKaHepos (MPK UX Hanuduu).

Mone3oBaTensm U agMUHUCTPaTOpaM CUCTEM, UCMOMb3YIOWUX CeTEBbIe COeAUHEHUA, crnenyeTt NoHu-
MaTb, YTO PUCKU, CBA3aHHbIE CO 3NTOHAaMepeHHbIM NporpaMmMHbLIM obecnedyeHnem, yeenuuauealoTcs, ecnuy ume-
ellb AeNO C BHELHUMW CTOPOHaMU Yepes BHelUHWe NUHUKA CBA3W. [lns nons3osatenel 1 aaMUHUCTpaTopos
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cnegyeT paspaboTaTe pPYKOBOLCTBA, B KOTOPbIX B OBLWIMX YepTax HamedeHbl Npouenypsl U npakTudeckue
OeRCTBUSA, HAaNpaBneHHble Ha YMEHbLUEHWE BO3MOXHOCTW BBOAA 3NOHaMEPEHHOIo Koga.

Monk3oBaTensmM U agMUHUCTpaTopam cnenyet obpawlaTe ocoboe BHUMAaHWE Ha KOHAUrypauuo KOH-
KPETHbBIX CUCTEMBI U NPUNOKEHUS , CBA3AHHLIX C CETEBbLIMU COEAUHEHUAMU ANS OTKMIOYEHUS PYHKL WA, KOTOPbIE
HE HY3KHbl B KOHKpEeTHbIX 06cToATenscTBax {HanpuMep, npunoxeHus MK cnenyeT koHUrypuposaTte Tak, 4To-
Bbl Makpochl GrnokMpoBanich No ymondaHuw unu TpeboBanoch NOATBEPXKAEHWE NONb3cBaTensd A0 WX
BbINOMHEHUSA).

MoapofHo 0 3noHamepeHHom koge cM. WCO/MBK 133354,

13.7 YnpaBneHuve 6e30NacHOCTLIO CETU

YnpasneHue nioboi ceTbio criefyeT OCyLUecTBNATL C yMeToM obecnedeHus U nogaemkaHns ee 6escnac-
HOCTU, 4TO MOXeT ObiTb BbINOMAHEHG NPW OOMKHOM PACCMOTREHUN UM LLMXCSH B HANMYMA U OTHOCSLLWXCS K
cnyxBam obecnedeHus 6e30NacHOCT CETEBbLIX MPOTOKOIOB.

B opraHusauuu crnegyeT npegycMOTPeTh pAA 3alUMTHbIX Mep, paccMoTtpeHHsix B WCO/MOK 133354,
Kpome Toro, Bce NopThl AUCTAHUMOHHOA AWAarHOCTUKA, BUPTYyaneHble N pUusrmdeckue, cneqyeT 3alUTUTe OT
HeCaHKUMOHWPOBaHHOIo A0CTyNa.

13.8 MexceTeBble Nnepexoabl 6e30NacHOCTH

MpaBunbHOE pacnonoXeHe MEeXCeTeBbIX Nepexo0B He30NacHOCTY NO3BOMNAT 3alMLAaTe BHY TREHHWUE
CUCTEMbI OpraHu3auuu, BesonacHo ynpaensTe U KOHTPONUPOBATL TEKYLWWA TpadguK B COOTBETCTBUM C Noa-
TBEPXAEHHORW OOKYMEHTAMMW NONWTHMKOW 6830NacHOr0 MEXCeTEBOre AOCTYNa K yenyram,

MexceTeBble Nnepexonbl Ge30nacHOCTU NpegHa3HaveHbl ANs;

- pazgeneHus NorMYecknx ceTel;

- obecneqeHus orpaHuHeHUs U aHanu3a gyHKUMIA No MHopMaLUi, NPOXoaaLen Mexay NorudeckmMmn
CeTsaMU;

- obcny:1MBaHWs opraHM3aUny B Ka4eCTBe CPeacTBa YNpaBneHWsa 4OCTYNOM B CETb 3TOA OpraHM3aumy 1
BbIXOO0M U3 Hee,;

- NPOBEOEHUA B KWU3Hb NOAUTUKM CpraHvsauuu B obnactn obecnedeHns Be30NacHOCTK, KacaroLWencs
CEeTEeBbIX CO8UHEHWA,

- NpefocTaBNeHUs 0HOro MecTa ANs PerucTpauuyu ¢ Lienb BXOOa B CUCTEMY.

Ona kaxporo mexceTeBoro nepexoga GesonacHoCTM cnegyeT paspaboTaTe OTOENbHLIA AOKYMEHT,
onpefensawLWMiA nonuTuky (6e3onacHoCTH) A0CTyNa K yCnyram, U peanu3csaTth ero Ans Kaxa0ro coefuHeHus
Ans Toro, YTobbl rapaHTUPOBaTh NPOXCKOEHUE YEPe3 3TO COeAUHEHWE TONBKO pa3pelleHHoro Tpaduka. Jomk-
Ha BbITb CO34aHa BO3MOXHOCTL ONpeaeneHus AonyCcTUMbIX CoeaMHEH WA OTAENbHO B COOTBETCTBMM C NPOTOKO-
Nnom CBA3W U Apyrumn getansamMu. [ins obecneveHus 0ocTyna Yepes coeguMHeHUEe TONbKO 3aKoHHbIX NoMb30Ba-
Tenei U 4edCTBATENBHOMo Tpadvka B NONUTHUKE OOCTyNa K ycnyram cnedyet copMynupoBats U nogpobHo
OonMcaTh OrpaHUYeHUs 1 NPaBua NPUMEHUTENBHO K TpadiuKy, NpoxoasawemMy B obe CTOpPOHbI Yepe3 KaXabid
MexceTeBol nepexo obecneveHus 6e3onacHOCTH, a TakKe oNpeaenqTL NapaMeTpbl ynpaeBneHusi Tpadukom
1 ero KoHUrypauuio.

Bcem MexceTeBblM nepexcgam 6e3onacHOCTW cnefyeT MpefocTaBuUTh BO3MOXHOCTb AN MOMHOMo
MCNONb30BaHUA WOEHTUdMKAUUKA U ayTeHTUdnKauMM, NorM4eckore KCHTRONs 4ocTyna ncpencTs ayguTa. Kpo-
Me TOro, UX cneayeTt NepUogMYeckn NPOBepsTh Ha HECAHKUMOHWDOBaHHOE BTOMKEHWE B NporpaMmmHoe obec-
nedeHWe WWNu gaHHble, a Npu obHapyXeHWM TaKoBbIX COCTABMNHTb OTYETbl B COOTBETCTBUM CO CXEMOM
[EeACTBUA opraHU3auMu1 npl 06 paboTke UHUUMOEHTOB.

Cnepyet obpalwjaTs BHUMAHWE HA TO, 4TO NPUCOBAUHEHWE K CET U J0MKHO OCYLLIECTBAATLCH TOMBKO Nocne
NpoBepK CooTBETCTBUA BbIOpPAHHOrO MeXceTeBoro nepexoda TpeboBaHuaAm opraHuzauuun. Bece pucku B
pe3ynbTare Takoro CoeAWHEHUs AoMKHbI ObITe NoA HAOeXHbIM KoHTponem. CrneayeT rapaHTUpoOBaTh HEBO3-
MOXHOCTb NPUCOeUHEHWS, MUHYS MeXCceTeBoW nepexao He3onacHocTu.

13.9 KoHdmwmaeHUHWanbLHOCTL 0OMeHa AaHHbLIMKW NO CeTaM

Ecnu BaxHO coxpaHuTe koHUAEeHUMansHOCTL, CrieayeT paccMoTpeTs KpunTorpadudeckue crnocobbl
3aWwnTbl 4Na WudpoBaHUa MHhOoPMaLUK, NpoXogaLled Yepes CeTeBble coefUHEH U, PelleHe 0 NpUMeHeHUK
KpunTorpagu4eckux Mep 3alUTsl crnegyeT NPUHUMATE C YHEeTOM:

- 3aKoHogdaTenscTBa (ocobeHHo ecni ceTeBoOE CoeMHEHWe 3aTparMBaeT HECKONBKO obnacTerd unu opra-
HOB BNacTu);

- TpeBoBaHuiA ynpaBneHus KINio4amMu 1 TpYOHOCTSMU, KOTOPbIE NPUXOANTCA NpecgonesaTs Ans obecne-
YeHWs 3aMeTHOro yny4eH1s 6ezonacHocT 6e3 co30aHUs HOBbIX 3HAYUMMbIX MPEANACHINOK YA3BMMOCTH;

- 84eKBaTHOCTU UCTIONE3YEeMbIX MEXaHU3MOB WndpoBaHuA AN 3a4eACTBOBAHHOMO TUMNa CeTEBOro coe-
OWHEHWUS U cTeneHU HeobXoaumon 6e30nacHoCTU.

16



rocCT P UICO/M3K TO 13335-5—2006

13.10 LenocTHOCTL AaHHbIX, NepegaBaeMbIX MO CeTAM

B cny4asx, ecnu BaxHO COXpaHUTb LLEeNOCTHOCTb OAHHbIX, OpraHM3auuns OOMXKHa paccMoTpeTh BO3MOXK-
HOCTb WUCNONb30BaHUA UMAPOBOA NOANMCA U APYTMX Mep 3aWKTbl LeNoCcTHOCTM cooblieHna AN 3awuTbl
MHdpopMaluu, NpoxoaaLWen Yepes CETEBbIE COBAUHEHWS.

B cny4yae, ecnu ccHoBHLIM TpeboBaHWEM ABMAETCH 3aLMTa OT CNY4aAHCro UNW NpegHaMepeHHoro U3mMe-
HeHus, obaBneHUs UMK yaaneHus MHhopmaLli, opraH13ay s orKHa NpeanpuHATE HeobXxoaumble Mepbino
3aluTe UenocTHOCTU CooBLEeHMA (HanpyUMep MCNoNbL30BaHWe KOAOB ee ayTeHTUdMKaLmm).

MpumMeHeHWe LM POBOA NOAMNUCU B KAYECTBE Mepbl 3alUThl MOXET 3aMEHUTL aHanoruYHY 3aLnTy,
KOTOpasi ocyLecTBAseTCA NyTemM ayTeHTudrkauun coobleHnid, HO AoNoNHUTENbLHO 06nagaeT cBONCTBaMM,
no3sonsWuMK pasbnokposaTe NpoUuenypsl NOATBERXOEHUSA oTnpaBku/Npuema coobuleHus (cm. 13.11).
PeweHne o npumeHeHun uudgpoBOA NogNMCM WMAM Mepax 3aWuThl UenocTHOCTM coobueHus cnepyet
NPUHUMATbL C YHETOM:

- 3aKoHofaTenbHbIX M 0bA3atensHeix TpeboBaHuid (ocobeHHO B cnyvae, ecnv ceTeBoe coefuHeHue
3aTparvueaeT cooblleHWe MeXay HECKOMBKUMIA PErMOHAMUW UITM OpraHamMu BNacTu);

- COOTBETCTBYHLMX OCHOBHbIX 0OL,ecTBEHHbIX MHGPaCTPYKTYR;

- OCHOBHbIX TpeboBaHWA MeHeKMEHTA U TPYLHOCTEA, KOTopble NPUXoAUTCH npeocfonesats Ana obec-
nedYeHVs OeACTBMTENbHOro ynydweHus HesonacHocTu 6e3 co30aHWMA HOBbIX CYLUECTBEHHbLIX NPeanochinok
yF3BUMOCTH;

- NpurogHocTu 6a30BbIX MEXAHWM3MOB BOBREYEHHOMO TUNa CETEBOro COeJUHEeHWs U cTeneHn Heobxoau-
Mol GeaonacHoOCTu;

- HA4EeXHOW U A0BEPUTENBHOW pErucTpauui NonL3osaTenei Unu o6 bLEeKToB, CBA3aHHLIX C KMoYamu (cep-
TUPMLUMPOBAHHBIMA B Cry4ae HeoBxo4MMOCTK), MPUMEHAEMbIX B MPOTOKeNax UudpoBoi Nognmcn.

13.11 NogreBepxkacHWe oTnpaBKku/Npuema MHgopMmaumnm

B cnyyae, ecnu TpebyeTcsa npeacTaBuTh CYLIECTBEHHOE [0oKa3aTenbCTBo nepeaadn uHdgopmayuia no
ceTu, paccMaTpWUBaIoT cneyolie 3alMTHbIe Mepbi:

- MPOTOKOTbI CBA3U, NOATBEPXKAaoWMe Nepefady AOKYMEHTa;

- MPOTOKCTbI NPUAOKEH WS, TpebyoLne NpeacTaBNeHUs UCXOOHOr o agpeca Unu uaeHTudkaTopa u npo-
BEPKKM Ha HANW4Me JaHHCOW UHdopMauuu;

- MEXCETEBbIE NEpeXoabl, B KOTOPLIX NpoBepanTcs dhopMaThl aApecos oTNpaBUTENs W NonydaTens Ha
[0OCTOBEPHOCTh CUHTAKCKMCa U HEMPOTUBOREYUBOCTL C UHPOPMAaLU e B COOTBETCTBYIOLLMX OUPEKTCPUSX;

- MPOTOKONbI, NOATBEPXKA AL ME AOCTaBKY U3 CETEIA;

- MPOTOKCIbI, BKNOYaWLWKWe B cebsl MexaHW3Mbl, paspellalollne ycTaHaBnMBaTh NOCNEN0BATENLHOCTb
uHdpopmMmaLlmn.

B cny4ae, ecnv BaXHO UMeTb JOKA3aTeNbLCTBO Nepedaqdn Unn npuema uHdbopmauuu, a dakt nepegadu
MAU NpyMemMa sIBMAEeTCH NPeMeTcM cropa, AanbHenlWwre rapaHTiM cnegyeTt NpeaccTaBnaTh CTaHaapTHbIM
mMeTogom uudpposon nognucu. OTnpasutensam UHdopMauuu (ecnu TpebyeTcs AoKa3aTeNns-CTBO UCTOMHUKA)
cnefyet ckpennaTe 3Ty MHdopmauuie Ludposon nognucsto obwenpuHaToro obpasya. Ecnu tpebyeres noka-
3aTenbCTBO OOCTABKW, TG OTNPaBUTENSIM CriedyeT 3anpallvuBaTh OTBET, CKpenneHHbIA |MdpoBOA NoOANUCHID.
[na 4oCTUXEHWA AaHHOR CTENEHU rapaHTUK CNedyeT NPUMHATS BO BHUMAHWE:

- UCMOMb30BaHWE MEXaHWU3MOB NOATBepAeHUs (UdpoBas NoOANUCE, OTMETKA BpEMEHUW U T.4,.), Nogaep-
XaHHbIX JOBEepUTENbLHOW TPEThLEA CTOPOHOW, HaNMpuUMep OopraHoM no cepTudivkauvy, 1 COOTBETCTBYIOWEN
WMHpPacTPyKTY PO KNoYed obLyero NonsL30BaHus;

- coobLWweHns o pervucTpauuin ¢ UCNoMb30BaHWMEM MEeXaHW3MOB NpefoTBpalleHUs W3MEHEHWIA B KOH-
TPONBHBIX XypHanax;

- MeXaHW3Mbl COXPaHEeHWA KOHPWZEHUMANbHOCTU UMM ANYHBIX KNoYer (NeanyMcy) NpoTMB HeCaHKUMO-
HUPOBAHHOMO UCNONB30BaHUS ;

- apxvBUpPOBaHWEe cepTUd MKaLMA U KNoYel, HeobXoaMMbIX ANA pa3pelleH s cnopoB ¢ TeM, 4Tobbl obec-
NedvuTb UX OCTYMHOCTE W LUENOCTHOCTL B TeMeHWe HeoBXo4MMOoro nepuoaa BpeMeH (KOTOPbIA MOXKET BbiTh
ONWHHEE Nepruoaa UCNOoNL30BaHUA COOTBETCTBYOLLIMX KIHOYER).

WMHdopMauuo no 6e3o0nacHoOCT UHOpMaU MK OT UCKaXeHUs ee cmbicna cm. B MCO/M3K TO 14516 n
MCO/M3K 13888.

13.12 BupTyanbHble HacTHbIe CeTH

BupTtyanbHas 4acTHas ceTh (VPN) AaBnseTca “acTHOW ceTbio, KOTOpas peanu3yeTcs nyTem UCNonb308a-
HWA MHD PACTPYKTYPBI YKe cyLlecTByoL X ceTeld. C TOUKM 3peHus NoNs3oBaTene BUpTyansHas YyacTHas ceTb
YHKUMOHUPYET U NpeanaraeT YacTHble P YHKUMOHANBHLIE BO3MOXHOCTM U YCIyTiu.

B BMPTyansHOW YacTHOR CETU NPUMEHSAIOTCA KpUnTorpadudeckue MeToasl obecneveHUs 3auThl pyHK-
LMOHaNbLHbIX BO3MOXKHOCTEN W ycnyr, ocobeHHo B criydae, ecnu CeTh, Ha KkoTopoi noctpoeHa VPN, asngeT-
cs ceTblo obwero nons3oBaHusa (Hanpumep MIHTepHeT). B BonblUMHCTBE peanu3aunid NUHUKA CBA3W MEXIy
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napTHepamu WudpyoT onsa obecnedeHns KOHOUOEHUMANBHOCTH, a NPOTOKONbl ayTEHTUMUKALIMW UCMONL3YIOT
ONs NpoBepKA UOEHTUMHOCTW CUCTEM, NOACOELWMHEHHLIX K BUPTyanbHOW YacTHoi ceTu. OBbl4HO W poBaH-
Has MHpopMaLns NpoxoauT depes Be3onacHbId TOHHENb, NOACOEAUHSOWMA OpraH13aUi K MeXceTeBomy
nepexoay ¢ nogdepkaHuem KOHWUASHUMANBLHOCTM W LUEeNOoCTHOCTM MHdopMaund. MexceTeBon nepexog
3ateMm ugeHTudruvpyeT OACTaHUWMOHHOTC MoMb3oBaTens M No3BONASeT emy MonydaTb AOCTYN TOMbKO K
WHpopMaUU, CAHKUWMCHUPOBAHHOA ANs npuema.

Ko BCEM 4acTHLIM CETSIM Ba)XXHO NPUMEHSTL Mepkl, adekBaTHble Mepam obecneveHus BeaonacHocTn
BCEX CUCTEM, NOACOEOUHEHHLIX K VPN, ¢ Tem, 4Tobbl rapaHTUpRoBaThL BO3MOXHOCTE TOMBKO CAHKLMOHWUPOBAH-
HbIX MAHWUA CBA3KU C ApYTUMKU CETAMM.

BupTyaneHas 4acTHasa ceTb MOXKeT ObiTs UCNONB30BaHa, HanpuMep, ANsA Toro, YTobb!:

- pEanq3oBaTh AUCTAaHLMOHHbLIA LOCTYMN K opraHM3ay i oT MobunbHoro aboHeHTa Mnv paboTHUKOB, HaXo-
OsLWKXCA 3a npedenamu cUCTeMbl;

- CO8OMHUTL pa3Hble MecTa paboTbl apraH13alui, BKNYas M30bi TOMHbIE NMHAW CBA3K ANS peann3aunm
pe3epBHON UHPPACTPYKTYPHI;

- YCTAHOBUTL COSAUHEHWA C CETHIO 0praH13auuyd ANs Apyrix NapTHeROB opraHu3auun/brusHeca.

13.13 HenpepbiBHOCTL OM3Heca/BOCCTAHOBNEHWSA Nocne CTUXMHHOro 6eacTeuns

BaxHo, 4T0Obl 3aWMTHbIE Mepbl ANsA NpodomkeHusa dyHKUWKM BUsHeca B criydae cTuxuiAHore 6encreuns
nyTem obecnevyeHus cnocobHOCTM K BCCCTAHOBIEHWIC KaX0M AeN0oBOW onepaunn Bbinv NpUHATLI B 3a4aHHbIA
WHTEpPBan BpeMeHK Nocre NpepbiBaHUs AeATeNsLHOCTU. PyKoBoACTBO ANS COBMECTHOMO NNAaHWPOBaHWA Npo-
JomnxkeHus BuuaHeca U BOCCTAHOBNEHWUSA NocNe CTUXMAHOTO BecTBMA, BKNHOYAA COOTBETCTBYIOLL YO CTpaTeruo
W pOACTBEHHbIE NNaHbI ¢ Nocnedy oW MM TecTupoBaHuem, — B cooteeTcTeun ¢ MCO/M3K 133354,

Heobxogumo obpaTuTs BHUMaHWe Ha TpeboBaHuA coXpaHeHWs OCHOBHLIX U NPUMEHEHUA AOMNONHUTENb-
HbIX CETEBbIX COEAWHEHWA A0CTAaTOMHOW NPONYCKHOW CNOCOBHOCTM, a TakkKe Ha BOCCTaHOBNEHWE COeOUHEHUNA
nocne HexenaTeneHoro cobbiTUA. B ocHOBE AaHHLIX TpeboBaHUA NEXUT BaXHOCTL CoeaMHeHWA B obecnede-
HWK BU3Heca B TeHeHWEe NPOAOIKMTENBLHOIO BPEMEHU, @ TaKKe NPOrHo3MpyeMoe BpeaHoe BNUsHUE Ha BU3Hec
B CNyYae ux HapyweHWi. [py 3T0M BO3MOXHOCTU COEAMHEHUA MOTYyT NpeA0CTaBUTs OpraH13aLi MHOro npen-
MYyLLECTB B TMOKOCTU U cNocOBHOCTU UCNONB30BaTh NPAKTUYECKWE NOAXOAb!, HO OHU MOTYT CTaTh TOMKaMU y53-
BUMOCTA W «EOUHWMHBIMW TOMKaMW HeWucnpaBHOCTER», KOTOpble cnocobHbl OKasaTk pa3pylluTenbHble
BO34EACTBMS Ha OpraHu3aUnio.

14 [JOKyMeHTUPOBAHWEe U aHan13 BapuaHTOB CTPYKTYpP 6GesonacHocTH

HokymeHTUpoBaHWe pasnuYHbLIX BapuaHToB CTPYKTYp GesonacHOCTY NpefocTaBnsaeT BO3MOKHOCTL ANs
paccMoTpeHKUs pasndHbLIX BAPUaHTOB peLleHUiA 1 cozgaeT Basy 4na aHanusa c uensio Belibopa KomMnpomuc-
CHOrO peLleHns . ITo Takke crnocoboTByeT paspelueHuto npobnem, CBsS3aHHbIX C YaCcTO BO3HWKAKLUMMU TEXHU-
YECKMUMW OTrpaHUY4EHWSIMWA W MPOTUBOPEYMAMW MeXny noTpebHocTamMM BusHeca W obecneveHnem
BeaonacHocTu.

Mpu cocTaBREHWIA OKYMEHTaL WK No pasHbiM BapMaHTam cTpykTyp BesonacHoCT HeoGXoaMmMo NpUHA-
MaTb BO BHUMaHWe TpeboBaHus, yCTaHOBNEHHbIe B NONMTMKe besonacHocTi cuctem VT opraHn3ayn {cm. pas-
nen 8), n nepedeHb NOTEHUMANbHLIX KOHTPONUPYEMbIX 30H (CM. pasgensl 12 n 13). Cnenyer TakKe y4uTbiBaTL
CYLECTBYIOLME B OpraHU3aL 1M cTpykTypbl BesonacHocTu. Mocne JOKYMEHTUPOBAHWUA M aHaNW3a BaprMaHToB
cTpykTyp BescnacHocTu BbiBpaHHas cxema obecnevyeHuns 6esonacHocTU AonkHa 6bITh cornacosaHa. OpraHu-
3aUMA MOXKET BHOCUTb U3MEHEHWA B CTPYKTYDY CETU W ee NpumeHeHue (gnsi obecnevyeHus COBMECTUMOCTU C
NpeanodTUTENLHON cxemoli obecnedeHUs 6e30nacHocTK), a Takke B NepeMdeHb NOTEHUWaNbHbIX 3alUTHbIX
mep (HanpumMep NpY cornacoBaHUW MOXeT GbiThk BbIABMEHO, 4TO CTPYKTYpa 6e30nacHOCTM MOXeT ObiTh TEXHU-
JYeckd peanus3oBaHa TOMbKO anbTepHaTWBHbIM cnocoBom, 4To noTpebyeT NpUMeHeHWs oMNOoRHWUTENLHbLIX
3alUMTHbIX Mep).

15 MoAaroToeKa K pacnpegeneHUio 3agay no BbIGOPY 3alUTHBIX Mep,
NPOEKTUPOBAHUIO, peanu3auumn U TEXHUYECKOMY OBCNYXUBaHUIO

MCI'IOﬂbZByH nepedyeHb NOTeHUMaNbHbIX KOHTRONWUPYEeMbIX 30H (CM. pa3gen 13) M COrnacoBaHHYH CTPYKTY-
Py BesonacHocTn (CM. pasfen 14), opraHu3auuvsa MoxeT Ha9MHaTe NOAroToBKY K NNaHUPOBaHWIO U pacnpee-
neHWw 3agaq ansa getanbHoro Bbl60pa 3alUTHbIX Mep obecnedeHna 6e3onacHOCTU, a Takke K UX NPoOeKTUpo-
BaHWIO, pean3alyvd U TEXHUHECKOMY OﬁCJ'Iy)KVIBaHMH).
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16 Kpatkoe nanoxeHue

Hactoswmnia cTaHaapT ycTaHaBnuBaeT PyKOBOAALLME YKa3aHUs NO NOACOEUHEHWIO cUCTEMb! MHd opMa-
LMOHHbIX TEXHONOTWA OpraH13auuu kcetam. CTaHAapT OCHOBAaH Ha cnedyoLleM Noaxoae: BHavdane npoeBoauT-
cs npouecc uaeHTUdmMKauMM M aHannsa akTopos, BNUSIIOWUX HA CPEACTBAa CBA3W B LEeNnsX YCTaHOBNEHUs
TpebosaHMin no cetesol GesonacHocTW. 3aTemM ONPeAensloTCs NOTEeHUMANbHbLIE KOHTPONUPYEMbIE 30HbI
{opraHu3auus MOXeT CCbiNaThbCs Ha COOTBETCTBYHOLME NonoxeHWs Apyrux dacted MCO/MOBK 13335). B
NoMOLLB NepcoHany opraHu3aluun, oTeedarowemMy 3a 6esonacHocTs VT 1 BbisBREHWE NOTEHUMANBHBLIX KOHTRO-
NWUPYEeMbIX 30H, B HACTOALLEM CTaHOAPTE NPUBEAEHA XapaKTEPUCTUKA CNEAYHOLMX TPEX OCHOBHBIX KPUTEPUEB
MAEHTUUKALMN NOTEHLMANBHBIX KOHTPOMUPYEMbIX 30H:!

1) pasnuuHble TUMLI CETEBLIX COBOUHEHUIA;

2) pasnuyHble CETEBbLIE XapakTEePUCTUKM U CBA3AHHbIE C HUMU J0BEPUTENBHBIE OTHOLUEHMWS

3) noTeHUuWansHble BUABI pucka B obnacTu 6e30nacHOCTW, CBA3AHHbLIE C CETEBLIM COEdMHEHUEM W
MCNoNb30BaHWEM YCNYT, NPEAOCTaBNAAEMbIX HEPE3 3TU COeQUHEHUS.

3atemM KpuTepun uaeHTUUKaAUMKM UCNOMb3YIOTCA B MaTpuuax, npefHasHadYeHHbIX NS WHAMKaUWUK
noTeHUWansHbLIX KOHTRONUPYeMbIX 30H. MpuBOAMTCSH Takke kpaTkoe ofliee onucaHue NOTEHUMANBHbLIX KOHT-
PONUPYEMbIX 30H.
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MpunoxeHne A
{cnpaBo4Hoe)

CeeneHus 0 COOTBETCTEBMM HAUMOHaNbLHbLIX cTaHaapToB Poccuinckon degepauum

CCbINOYHLIM MEXAYHAPOAOHbIM CTaHOApPTaAM

OBo3HaYEHWE CCBINOYHOTO
MEKOYHAPOZHOIO CTaHaapTa

OB03Ha48HNE M HAMMBHOBAHWE COOTBETCTBY OGN0 HALMOHATBHOIO CTaHAapTa PocCuicKon
Gepepauun

NCO/MOIK TO 13335-1:1996

rOCT P UCO/M3BK 13335-1—2006 WHdpopmauumoHHan TexHonoruda. MeToawl
oBecneyeHnsa GezonacHOCTW. ¥YnpaeneHue §e30MacHOCTE MHAOPMALMOHHBIX W
TeNnekOMMYHUKALMOHHBIX TeXHoNorMi. YacTte 1. KoHuenuua v Mogenu ynpaeneHus
Ge30nacHOCTb MHGOPMALWUOHHBIX U TENEKOMMYHUKALMOHHBIX TEXHONOMMIA

WCO/MBK TO 13335-2:1997

*

NCO/MOIK TO 13335-3:1998

FroOCT P MCO/M3IK 13335-3—2006 WMHpopmaLlMoHHasa TexHonorusa. PekomeHaa-
LMK No ynpaBneHdio 6e30nacHOCTbo MHGOPMAaUMOHHBIX TexHonorMid. Yacte 3.
MeToas! ynpaeneHusa 6e30nacHOCTEIO MHGDOPMaLMOHHBIX TEXHONOTUA

NCO/MIK TO 13335-4:2000

FrOCT P MCO/M3K 13335-4—2006 WMucopmaumoHHasa TexHonorud. Pykosogawme
yKasaHus no ynpasneHuio 3aWuToi MHopmMauMoHHbIX TexHonorvin. Yacte 4. BuiGop

3dlMUTHBIX MED

NCO/MBK 13888-1:2004

NCO/MBK 13888-2:1998

NCO/MOK 13888-3:1997

NCO/MIK TO 14516:2002

*

NCO/MOIK TO 15947:2002

*

NCO/MBIK TO 7498-1:1994

FOCT P MCO/M3K 7498-1—1999 WMHdopmaluMoHHaa TexHonorusa. Baaumocsasb
OTKpPBITLIX cucTem. Basoeas aTancoHHaa mogens. YacTte 1. Bazosas mogenk

NCO/MOIK TO 7498-2:1998

FrOCT P UCO 7488-2—1999 WudopmaumoHHan TexHonorus. Biaaumoceasb
OTKPLITHIX cUcTeM. Basosaa aTanoHHaa mofens. YacTb 2. ApxUTekTypa 3aliuTbl
uHchopmauum

NCO/MBIK TO 7498-3:1997

FOCT P WUCO 7498-3—1997 WUndopmaumoHHaa TexHonorus. Bsaaumoceasb
OTKpbITEIX cucTem. Basoean aTanoHHas mogene. Yacte 3. MpuceoeHWe UMeH K
agpecauun

NCO/MBK TO 7498-4:1989

FOCT P UCO/M3K 7498-4—1999 WHdhopmaumoHHaa TexHonorusa. Baaumocsasb
OTKPLITBIX cucTem. Basoean aTanoHHasa mopens. YacTe 4. OCHOBBI aAMUHUCT-
paTUBHOTO YNpaeneHus

* COOTBETCTByHJLLWIﬁ HauMoHANEBHBIA CTaHOapT OTCYTCTEYET. Oo ero YTBEPXKOEHNA PEKOMEHOYETCA UCNONb30BATL
nepesond Ha pyCCKMI:I A3bIK AaHHOro MeXxayHapogHoro ctaHgapTa. I'IepeBo,q AaHHOro CtaHgapTa Haxo4uTcH B MHdJop—
MaUlHUOHHOM CbOH,Ele TEXHUHECKUX PETNAMEHTOE U CTAHOAPTOB.
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Bwbnworpadcgua
[1] IETF Site Security Handbook, of September 1997 (RFC 2196)

[2] IETF Site Security Handbook Addendum for ISPs, of 15 th August 1999
[3] NIST Special Publication 800-10: Keeping Your Site Comfortably Secure: An Introduction to Firewalls
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YOK 004.056:006.354 OKC 13110 TOO
35.020

KnioueBble cnosa: UHopMaUWOHHas TexHenorus, ntHdopmaluuMoHHas 6e3onacHocTb, NpoLect uaeHTuduka-

LMK, ceTu, ayguT, KOHTPOAMPYEeMble 30HbI

22



Pepakrop B.H. Konsicoe
TexHwyecknin psgaktop fLA. Nyceea
Koppekrop E.M. Kanyemuna
KomneloTepHan BepcTka MLA. HanelikuHol

CaaHo B Habop 17.01.2007.  TMognucaHo g nevats 13.02.2007.  dopmar 60 x 84/1/8. Bywmara odcetHas.  [apHuTypa Apuan.
Mevats odceTHaa.,  Yen. ned. n. 3,26, Yu.-mwag. n. 2,80 Tupax 344 a3ka. 3ak. 113,  C 3690.

OIYMN «CraHpapTuHdopm», 123995 Mockea, MpaHaTHeId nep., 4.
www.gostinfo.ru info@gostinfo.ru
HabpaHo Bo ®IYM «CtaHgapTuHgopm» Ha M3IBM.
Ortnevatanoe B onnane OIYT « CranpgaptruHgopm» — Tun. «Mockoeckuia nevatHuk», 105062 Mockea, IlanvH nep., 6.



