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Brenenue

HacToflunii cTaiiapT colep®uT onHcaiie Mpoueccol GopMHpOBAHNA | DPOBSPKE WIeETPOHHDA
uudposoi nogmucH (AUIT), peanavesol ¢ BCMOALIOBAHMEM OMEPALMI FPYIITL TOMSK 2AANTHYSC KO
EPHBOH, ONpeteleHiol 1Al KOHSUHLIM MPOCTEIM TT00Sk.

Crangapt paspaboran paasen [OCT P34 1094 HeobXoaumocTe paipaboTEH HACTOSLWEro cTaM -
AAPTHE BLIIEAHA NOTPeOHOCTE B NoRpUeHAd cTofkocTd DU ® HecanKiHOHHPOBAHNLIM H3Me HeH M.
Crofkoctes FUI ocHORLIBARTCA HA CIOHHOCTH BRIMHMCAEHHA JMCKPETHOMD JOTAPH(IMA B TPYIIE TOUCK
WUTHNTHYSCKOH KpHBEOH, a Takxe Ha CTOHKOCTH Hononbavesol xam-dunkunn no MOCT P 34011

Hactomiuui cTalmapt TepMiHOIorEYeckid B KOHUSNTYVATEHG YEAIAH ¢ MERIVHAPOIHEIMH CTAHIAR-
tasiin MO0 2382-2 (1], HCO/MBK 979 [2], cepun HOO/MBK 14888 [3] = |5] v cepum
HCO/MDK 10118 |6] — |9].

H PHMECHOHNS — {}L'[-IIZJEIHEISI HHCTE CTAHBPTE JO0TMUTHEHS TPEMA IPHA0SEH A 1

- A — IOROIHHTEEHELE TepsHHE B obaacrr D10 ;

= E — UTTHCEHHE KO TP BEHOD TR E L,

- B — pepeseas nyboskanm (Gutanorpadma) s obmactr 3L,

A%
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FTOCYAAPCTBEHHBIH CTAHAAPT POCCHHCKOHWH QPENEPALLHH

HudopManHonEas TEXHI0ras
EPHIITOIPADPHYECKASA JALLMTA MHOOPMALIMHK
[Ipoueces QoOpMHEPOEIHHA H NPOBEPKN JIEKTPOHICH HRDPOBOH MOANHCH

Information technofory. Crypltographic data secunty.
Formation and verification processes of Jelectronic] digital signature

Hara secacsman 2002 —07—01

1 ObaacTs NpEMEHEHHA

Hacrosumil cTapgapT onpeaeiseT cxemy WekTpoHsoi waipopodt noanuck (LT (1anee no Tekcty ==
UHpoBad NOONKCE), ApOUecch HopMEPOBAHNT W NPOBEPEH IHGPOBOH NOINHCH MO BUTAHHBIM CO00-
WeHHeM (JoKYMEHTOM), NepedapdeMbiv A0 HeAHILeHHLIM TEISKOMMYHHEALUHOHILM KAHATAM ohlero
NOMLIOEAHHA B CHCTEMAX 0DpaboTed HHQOPMALHE PARTHYHOTS HA3HAYEHHA.

Breopenne yundpoRol noanHcHd Ha Bate HACTOALMETD CTAHIANRTA (OHLLEAET, M0 CPABHEHHIO C
AgfcTeyioWwed cxeMol UHQPpoBol NOOMKUcH, YPOBeH L EUIHIeHHOCTH NepelaieMiy cooblueunil oT noa-
A2NOK H HCKAKeHHIA.

CrangapT pexoMeiIveTes HCMOUiLINEITL B HOBBIX cHCcTeMax ofpaboTkd MihopMaluH paiiaioro
HATHAYCHNAA, A TAKKE TPH MOTePHEIANNH 1eHCTEYIOLUINY CHCTEM.

2 HopmaTHBHBIE CCBUIKH

B macToAleyM cTaHIapTe HCNONLIOBANA CCLUIKA Ha CReJYILHA CTaniapT:
[OCT P 3401 =% Madopuaudonias TexHoIordd. KpunrmorpadiHdeckad 3amnma HHdgopmMalmm,
DYHELHH X3UHPOBAHHE

3 Onpenenenns W obo3IHATCHEA

3.1 Onpenenenna

B sacTofles CTAHIARTE HCMOTLI0BAHL] CAedyioLiHe TepMHHLL

A1 pomoanemme (appendix): CTpoka OuT, (rOpMUpyesMas 13 DHGPponoi noanicy H npoHBOTLIHOND
TekcToporo nons (MOO/M2K 1488811 3]

312 Emoq moanmed (signature key): DieMedT CeKpPeTHRX ZaHLx, cnermdaHsil s cyvbBeKTa M
HCTIOUIL3YeMBIH  TOILKO  JaHHbiM  CVORSKTOM B Opouecce DopMUpoBaHMA  WRhposod  moomdcH
(HCOMBK 14888-1 [3]).

313 wmon nposepkn (verification key): Z0eMedT JaHHEIN, MATEMATHYECKH CEAIAHHBEH C KIOMOM
MOAMHCH W HCAONLIVEMBIH NpoBepAIciLel CTOROHOH 6 Npolecce MpoBepEH  UHPpoRoH TOONHCH
(HOCO/MEIEK 14888-1 [3]).

3.1.4 napamerp cxesil DI (domain parameter): DnesMedT TaMHBX, o0l a8 Beex CyiLekTOR
CXEMBL LHPoBOR MOANWCH, HIBECTHELA HAH J0CTYIHLIA Bees 3THM CcyDrexTas { MCOMEIK 14885-1 |3]).

215 moanucanmoe coodmenwe (signed messagel HaDop seMenTon DAy, COCToAWMI M3 cooh-
WEHHA M Q0NOTHEHHA, AWEHDUIETOCHE YACTLIY COODIeHHA.

A L6 nocacaoBaTEIbHOCTE BCeRA0CAYUARnMX yreen (pseudo-random number sequence): NMocrenopa-
TENBHOCTE YACED, MOAYHEHHAA B PEIYNILTATS BRITOIHEHHA HEKOTOROD appMETHYECKOD (BRYMHCTHTE L=
HOTO) MPOUecca, HCMOILIVEMAd B KOHKPETHOM CIV4ae BMECTO NOCNeIoBATEALHGCTH CAyUAHHBIX YHCes
(HCO 2382-2-[1]).

Haaanne oduunansaoe
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317 nocaeaoRaTelmocTE caydaimmx ancen (random number sequence): [lochedonare bHOCTL
UHOEM, KAMI0E WI KOTOPRIN HE MOKCT OLITE NPeACKasado (BRYHCTIENG) TOALKG HA OCHORE IHANHA
[PeRIEECTREYVIOUIEX My YHCEN 1anHoil nocnejomaretsiocT (MO0 2382-2 [1]).

315 mpomece npobepkH noamdcH (verification processy [Ipouecc. B KAMeCTEe HCXOOHLIX ZAHHBX
KOTOPOTO MCTIONBIVIOTCH TIOGANHCAHNGE CoNDLUEHHE, KNI0M NPOGERKH M napasdeTpul cxemil T 1 pesvib-
TATOM EOTOROID ARISETCA FKIHMEHHE O MPABHALHOCTH WIH QUWRGOMHOCTH updponoil nognucw
(HCOMIK 14888-1 [3]).

3.1.9 mpomece GOpMEPOBANAA OINMKCH (signature process): [Mpouecc, B KAYECTEE HCXOEHBLIX FAHHIEX
KOTOPOTS HCMOIEIYIOTCH COODIEHRE, K0 NOANHCH ¥ napasMerpil exesid U, a & peaynwrare gopuM-
pyetca unposan noannce {HOO/MIK 14888-1 [3]).

A0 cERmeTenbeTEO {(Wilness): DUeMeHT TaHHBIX, NMPeACTABIS AR COOTRETCTEYEOILEE MOKAIATE L=
CTEQ OOCTOBEPHOCTH (HEIOCTORSPHOCTH) NOAnKeH npopepaiowel cropone (MOCO/MBIK [48E8-1 [3]).

31011 caywaiimoe wacno (random number): Ywcono, BROPpAaHHOE HI ONPeleleHHore Habopa qaHced
TAKHM ODRAI0M, HTO KAKIOS WHCRD M3 BAHHOM HadoPa MOseT DLITE BLIGPAHO ¢ OUHHAKOROH Bepos THOCTLED
(O 23822 [1]).

3112 coobmenme {message ). CTpoka GUT orpandueiiioil nniis (OO K 979 [2]).

A 113 xow-kon (hash-code): Crpoka OHT, SAEHIOLWAACA BLIXOAMLIM Pe3vibTATOM X300 -ryHEILLHH
(HCO/M3IK 148881-1 3]0,

1114 xom-dyukung (hash-function): @yukumd, oToGpaKaoLEs cTPOKH GUT B CTpoKH GHT (HKcH-
POBAHHON TTHHB 0 VIORIETROPHKOUGAE CIeIVIWHY CROHCTRAM!

1} o mausony sHaueHHD GVHKLIHE CIOMHO BHYHCTHTE MCNOIHEE TaHHbie, 0TODPaseHHLIE B 3T
IHAYEHWE,

2} Ans 30330HE HCXOOHBIX JAHHEIY TPYIHG HAHTH IPYIHE HCXOOHLIE JaHHLE, OTODRANASMEIE © TeM
A PEIVIRTATOM,

3) TPYaHO HAHTH Kakywo-THE0 Tapy HCXOIHLX TAHHBY © OOHHAKORLM IHAYEHHEM X9 -dvHELH.

Mpuseuanne — Mpuvessreisno & obmactn U caoiicree | noapazysesact, a1o no wzsccrroid 2T
HEBOIMOMHO BOCCTAHOEMTE MOXOAH0S CooBUICHHE, CcBoicTRO D N0IpasyMEesteT, HTO L8 SOaHHOTD No0nHCaEHHOrD
COOBUCHIA TPYAHO nosodpare apyroe (fanscmfuurpominice) coobiuenne, naeomes v see I, ceoiicreoe 3
MOAPEIVMEBAET, S0 TRYAHO MOHEGPETE KAKVE-AN00 napy cooSmenii, NMeOiny O0HY H TV &e oUNHCh.

3115 Janexrponnan] uwdiposan noamack {digital signaturel: CTpoka GHT, HOOyHeHHAS B peayviiLTaTe
npouecca popMAPOBAHRA TOLTHCH. JaHHad CTPOKD HMEET BHYTPEHHIND CTRPYETYVPY, FBHCHLIVIO OT
KOHKPETHOMO MexaHnaMa hopMupoBaia noamHueH.

[1 PHMCYAHHC — B HACTUHAEM CTAHIAPTE B UCIAX COXPAHCHHR 1I."ph1l|ll|:!l.'ll::ll']1‘lbl.'k'.i'|j'1 NMPEECAMTTECHHETH ©
,GL'ﬁl'_"l'H}'l:llllll?rlH OTEHCECTACHH BMH HODMATHEHEIMH QOKYMEHTIAMH H l!!lr!j'ﬁ.i!H}.'LH!llHIIMMI! HAYEHO-TCXH MMSCEHME 1300

HIHMEL, YOTAHORICHD, HTO TEPMUHE <iHposan noammcks o caaekTpouess wadposan noamack (DI apmnwren
CHHOHPMIANN.

3.2 Odosnavenian
B wactoales CTAHIARTE HCMOALIOBAHL] CReAVIOEIHE OG0SHAYS M.

Fasi ~ MHOMBECTRO BCEX ABOMUHEX BEKTOROB LMHHOR 236 DHT,

K — MHCOMECTEO BCEX AROHUHEX BEKTOROR MPOHIBONLHON KOoHeUHOH LMK
£ - MHOEECTRO DCEX LENLIN YHOE,

[ — MpoCcToe YHcio, p > 3

.
[

A KOHEYHOS MPOCToS MO0IE, NMPEICTARTASMOE KAK MHOKECTED W3 o e wwcen [0, 1, ... p— 1}
b {mod p)-— MHHHMANLROE He OTPHUATETLHOE YHETO, CPABHHMOE ¢ 5 N0 MOIYI o)
Mo cooBieHne nomsaosaTenn, We Fo;

(|| fs) - oBEaTEHAUMRA (OOESIMHEHHE) IBYY DBOHYHLIY BEKTOROL,

i, — KOMBPHIMEHTR] UIHOTHYZCKON KPHEOH;

- MOPALOK FPYITTE TOYEE WIUTHNTHYSC KO KpHEoil;

= MOPATOK NOAFPYANLL TPVTIIBL TOUEK WUTHITTHYeCKOH KpHpoii;

— HyneBsad TOUKD IMTANTHYeCKOH KpHGoit,

— TOMKA WLTHITHYeC Kol KpHBOHA nopaoka §;

~— LEM0e HHCAD — KU MOSTHCH,

— TOMKA WUTHITTHYECKOH KpHBOH — KoM Nponepril;

= UHPOBRAA NOMNTRCE MO CooDLeHHeM A

=

b fiH:Q‘-hcq :..:
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4 Obmue NonoEeHHA

Obumenpuadanias cxeMa (Mofens) widposoli noonucy {ev. 6 HOO/MBEK 14B85-1 |3]) oxsaTuinieT
TPH MTPOLEECCR”

= T@HepalHA KI0del (MOANHCH H NPoRSpEH);

- thopMUPOBEIHHE MOLMHCK;

- MPOBEPEa MOIMHCH.

B uacTosulesm cTaHIapTe NpoUece eHepaUuHH KToHel (MoanudcH B NPOoBePEH) HE PacCMOTREH.
XKAPAKTEPHCTHEE H CTocofiE peaiH3aiii TaHHOTO [POUIeCccd OMPeIeifinTces BORTEYSHHLEMEA B HETD YD h-
EKTAMH, KOTOPRE YCTAHABTHBAKT COOTRETCTEYIDMINE DAPAMETEl N0 BIRMMEOMY COTNacOBAHMID.

Mexas iy UHQpoRol MONMHCH COPeIEIAeTCa NOCPeICTROM PEATHIILHN JBYY OCHOBHEN MPOLeccon
(cM. padzen G

= dhopMBEpOEIHKHE NOATIHCH (M. B 1)

< MPOBEPKA MONMHCH (CM. 6.2).

Hndposas moanucs NPpeIsHaziateda 1T avTeHTHOHEIIME THLIE, NOONHCARIIErD WEKTPOHHOS C0-
obueHne. Kpose Toro, dcnoasiopande DU opedocTaplgeT BOIMOEHOCTE O0SCNeYHTE CIemy K niHe
CRONCTEA NpH Mepefate B CHCTeME MOANHCAHHOID conbieHua;

- QCYMIECTEMTE KOHTRONE UENOCTHOCTH NEPIABASMOro MOIMEMCcalHore coob e,

- ADKAZATEALHO NOATREPANTE: ABTORCTRD JTHUA, NOANHCABINETD COOMMUEHHE,

- ARUHTHTE COODILEHHE OT BOIMOMHDH MOIEeIKH.

CreMarHieckoe NpelcTanieHMe NoIMHCAHHOID CoNDUIeHHA NOKATIHG Ha pHCynke 1.

Coalumsina M Lisdaponan nopmans Tewxt

Preynor 1 — Cxema noansciE80m coofuie Hns

[Tome sTercT:, NDKAZAHHOE HA TAHHOM PHCYHEE H DOTOJHAKLIES D002 < LH(PORaE MOINACE:, MOKET,
HATPHMED, COLERFKATE HIEHTAMMKATOPE! CYDLEKTA, MOIMHCABLETD COODLIENHE, M/ HIH METKY BPEMEHH.

YeTadoBAeHHAA B HACTOSMEM CTANAAPTe cxeMa UHponoi noanueyd JomsHa OLITh peaTHIOREHE C
HCMONL30BAHMEM OTIEPAUHE TPYNNLL TOUYLK 2UKITHYSCKOH KPHBOH, onpefeleH ol Hal KOHeUHEIM M-
CTEIM [I0MTEM, d TAKKE X2 =(yvHELHA.

Kpunrorpafmueckan CTOHKOCTE JaHHOH cxeMul UHGPoRol NOoanHCeH OCHOBRIBAETCH HAa CHOX-
HOCTH PemleHMA 3a0a9i THCKPeTHON Jorapidid HpOBaIHKA B IPYONe TOYeK WIAHNTHYSCEOH KpHBOil,
A TAKAE HA CTONKOCTH MCNOALIYEMOH X2-hyHEDHH. ANTOpPHTM BBYHCISHKA X2 -(pyHKLUHKH vCTa-
Hosgen s [OCT P 34011,

[MapaseTpel CxeMil HHGPOBOH NOAMHCH, HeodX0IHMEE U ee oPMHPOBIHHA H NPOBCPEN, Onpe-
deneHsl B 3.2,

CTaunapT e onpeieiser NPeuece EHepalti NApaMeTpons CXeMb! UHGpoRoil noanueH. KoHkpeTHIRA
ANTOPUTH (CNOCOD) PEATH3AIHE TAHHOPD MPOUeCcd ONpPeletgeTcd CYDBEKTAMME cxemMbl UMpPOROH NoanHcH
HCxoad 13 TpefoBanMi K annapaTHO-NPOrPEMMHELIM CREOCTEAM, PEATHIVIGIIHM TEKTPOHHBH OOKYMEHTO-
oDopoT.

LHudposad noannch, NPpeIcTARTSHHAR B BHIE AROHYHONS BEKTOR: LTARON 512 OHT, 207N BlLYEc-
JATECA © NOMOWED ONpeieleHHoro Hadopd ApaBHl, HanoEeHHex & 6.1

HabGop npanii, noviBoIaouing THG0 NPRHATE, THE0 OTEEPTHYTE UHPOEVIO NMOANMHCE M3 NOGIyye -
HEIM COODIIEHHEM, YCTAHORTEN B 6.2,

5 MareMaTH9ecKHe COMTAMIeHMA

Adna onpegengHud cXemMbl WHHPOBOH NoOAMHCH HeobXOIHMO ONHCATE DA30BLHE  MATEMATHYECKHE
OOLEKTEL, HCNOALIVEMBEIE B NpoUeccax e (popMHEpOBAHHA W NpoBepEd. B 1aunosM pasiene VeTaHonIeHLl
OCHORHLE MATEMATHYSCEHE OIMPEIeIeHI U TPeGOBAHNA, HAKIAILBAEMBIE HA TAPAMETDPE CXeMEl IHQpoRo i
NOINHACH.
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5.1 MaremaTHY9eCKHE ONpelcaein
[Ty 3a0ano MpocToe Yoo @ > 3. Torna aeisnmiseckoll Kpoaod B, onpelene ol Hal KoHedHEM
OPOCTRIM MO F, HITLGIETCA MHOKECTRO map dncen (x, y). x ¥ = £, VIOBAETHOPAKO MR TORISCTRY

WMex+ ax+ B imed pl, th

raoge a, e £, 1 4ot + I7F HE CPABHUMO C HYIEM N0 MOIVIIR 0.
Hrgapuanmon 20HITHYeckol KpUBoH HaluezeTes peauuuHa JUE), VIORTeTROPAIOLIAS TOXKIECTEY

4a°

= I —_—
JEy = 1728

tmod g 12)

KooadpuusmedTsl o, & 30AHOTHYeCKGH KpHEoid £, No MIsecTHOMY HUBapHauTy J{E), onpenenaiorcs
CRSAVIOLIM M OB s0M

a =3k (mod gy,

=2k imod py . roe & _Fﬁ%{mnd m, JNE =0 uan 1728 . El

Mapii {x, ¥}, YIORISTEOPAKGUIHE TORIECTEY (1), HASWBAKTCA HOWRAME LLIMRIEYeCKOR Kpdeod £ x 1
¥ — COOTHETCTREHHO X= W P-KOOPIHHITAMH TOUKH.

Touks aaHnTHYeckod KpHBoi Dvaes oboanaduates OV x, ¥) MM npocto 00 Jdee ToOYKH 2A0Hirisec Ko
KPHEBEOH PADHEL, 2CTH PARHE HX COOTESTCTEYHMLHE ¥ W V-KOOPIHHATE.

Ha muosecTae Boex TOMeE WLIHTITHYeCKe kpupoil £ ppeass ofepaiiy CIoMen e, KoTopyvio Gyaem
O0OIHAYATE IHAK0M st A aeyK npodisoneHeiy Towes 0. v 1 O, W) ammnTHYeckoil Kpreok
E paccmoTpiy HECKOUILKD BAPHAHTOR.

[y Koopauars: Tovek (1, 1 O yIORIETEOPAOT VCIOEHID X, @ X,. B 2T0M coydae ux cymmoil Gynem
HaALIEITL TOMKY (L, 3], KOOPIHHATE KOTOPOH ONpeIsnaiornc cpaniHe AT

{ Xy = A2 = xy = 0n (modp)

== F
rae i ==—=(mad pj . 4
Vo= hix, = X) =y, (mod p) , 8 =, eC ) “

3
1
Ecnu neinoare s paseHcTia X = ¥y B = 2 [, To onpeneims KoopIHHATRL TOMKH (Y Cleayiomm
oD paEon
3.1:' 'I'

= At~ Ty fmod ra .
- riae A = ———mod gy . 3
{ W= hix =Xy =y (mod pp, a ¥, { P (3)

B cryuae, Koria BENOOHEHD VEIOBHE X = X H )1y = - (mod p) cysmy Toues O o Oh GyviemM HalblBETh
Hyares ol moyKol O, e OnpeseTas eg X- 0 -Ko0pIMuaTel. B aToM cayaae Touka 04 HASEBASTCN (vipLLaies
Todke . nd pynenoii rogkn . £ BLIoaHeHs PABEHCTES

O+ =0+ Q=) ()

rog Q) — npoMIBOIEHAT TOMED AUTHNTHYeCKOH KpHpoil £

OTHOCHTENRNO BEEASHMON OTEPALIHY CAOMENHA MHDMECTEO BCEX TOUSK WLIHITHYECKOH KpHBoii £,
ByMecTe ¢ pvnenol Toukod, oDpamvioT xKoHeuHy adeneny (KOMMVTATHEMYIG) Ipyony nopazka M, A1
KOTOPOID BLIAGIHEHD HEpaBeHCTED

Pelopecmepslsip. (7}

Touka () HAIBASTCH TOUKOH KPATHOCTH &, HIH MPOCTO KPETHOH TOMKOH WUIHNTHYeCKOH KpuRoi £,
ECTIH A HEKOTOPGH TOMKH F BLIMONHEHO PABEHCTRD

Q=P+ ..+ P=kP. (%)

k

5.2 IlapameTpul na(Hposoi NOANHCH
IMapaseTpamy CxeMB IRHROGOH mOIMnHAcH ARTHITCA:
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- MPOCTOE YHCOO p — MOAVELE WUTHOTHYSCKOH KpUBOH, YOOWIETROPAKNLSE HEPABEHCTEY pr > 259,
Bepxsas rpaHiia TaHHOTO 9HCTA TO/REHA ONPeIenaTLCA TIPH KOHKPETHOH PeanHIalil cxeMil UH(poRoi
MO HCH,

= AANHOTHYECKAS KpHBaA £, jalapaesad CROMM HMHGApHadHTOM JE) won kooddbuurerTamu a,
be £

- UEN0e YR M — MOPEI0K FPVING TOUYeK UTHITHYeCKoi kpunoil £

- MPOCTOS YHCAO § — NOPAI0E IHEITRYSCEOH MoArpyInel FRpYTIG ToOYek WUTHITHYeCKOH KpHRoi £,
AT KOTOROTO BLTIGIHEH bl CHeTYHIME VETOBMA?

{m-_nq,nef_néll 9
2_‘.1-1 o f;l' - 232‘1& H

- Touk: 2 OV WmHITHYec kol Kpupoll E. ¢ KoopounataMu (X, M), YIORIETROPALIAA PARCHCTRY
gl =,

=xoit=chyukima fl - b, — Vg, 0ToOpasaoian coobUens, NpeicTamieHiLie B BA0e IBOHYHEY
BEKTOROE TPOHIBOILHGN KodeUHol LIHHGE, B JROHYHBE BEKTORA LTHHLL 2536 GHT. X30-{PyHELHT onpe-
aenepa B NOCT P 34,11,

Kasnniil none3oBaTenh cxeMbl UHDPOBON NOOMHCH 0omHeH GOIadarh AHUHLIMH KMaMH

= RTOMOM MOOMHECH — HeNLM YHCIoM o, VOIORISTROPEIONINM HepareHeTry O < 4 < g;

= BJHOYOM MPOBEPKA — TO4YKOH 200MnTHYeckoil Kpueodl O ¢ KOOpOMHATAMHE (X, V, ), YI0RIETRGRTH-
wel papencroy F = (L

Ha npypeiedHbe BLIUE NAPaMeTphl cxesid UHdposod noanucH HakTATLBAKGTCA CheIvIoiHe Tpe-
DoBaH KA

- QOAMHO ObITL BROOAHeHo vodoBde o o= | (mod g). oaa bpeex penwx = 1, 2, .0 B, roe B
VIORMSTROPRET HepapeHcTey 8 = 31;

- OOMTAKHO DLTh BRIOUTHEHD HEPARSHCTRO i £ 1)

- HHBAPHAHT KPHEBOH DO/DKeH VIORNETROPATEL veronms JE) 2 0 uan 1725,

5.3 JdpoHunpe BEETOpL

Ana onpegeicHid npoUeccor OpMERPOBAHNAA 0 NPoRepEH nhposoid nogmecy HeoDXOAHMO YCTa-
HOBHTEL COOTR2TCTRHE MEXIY LETLIMH YHCIaME H JROHYHEIMH BEKTORAMH JUIHHE 256 GHT.

PACCMOTPHM CTEIVIOUIEA IB0OHYHLIT BEKTOD AAHHOH 230 OUT, G KOTOPOM MIANMIHE DHTE [RICII0-
HeHbl COPABA, A4 CTAPILME — CIIERA

F= {“:3!_5, coo g ﬂ.ﬂ.}, F‘E F_I'u_" (lu}

roe o, =0, .. 255 pasuo adGo |, et 0. ByaeM cudTaTk, UTo YUHCIO & € £ oiviadmciayem InoHTiosMy
BEKTORY f, CCIH BLITOHEHD PARSHCTHD

254
=22, (11)

fmtl

JLag ARvE IROHTHELX BEKTODOR F, 1] E, COOTHETCTHYROLIAX [ekLiM YHCAAM o W [, OnpeIeldM Onepal i
Kankamendiuy (00BEIRHEHNA ) cheayouiny obpazom. [yers

Ty = (g, - ), (12)
By = (Basss - . Pal.
TOTAA MY OOREIHHEHHE HMEeT BRI
By 1T, = (s » e Brsee o ) (13)

H NpeiacTannaeT codol ApOMYHBIH BeKTOR AOHHOE 312 BHT, cocTaBme HHLIA W3 KoMhHUHeHTOR BEKTOPOR
b, u .

C apyrofl CTOpOHE, NpaBedcHibe QopMyisl onpelennioT cnocod pasbHeus IR0HYHOTO BeK-
Topa & aaunoit 512 GHT HA OBA ADOMYHLX BEKTOPA QAHHOE 256 GMT, KoHKaTeHauHed KOTOpLIX oH
ABISASTCH.
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6 OcHoBHBE NpouUecch

B pannos paitens onpeiencHbl Npouscek HOpMUPOBIHHT 1 TPOBePEH UHgpoBoi noanucs nog
oD HEM NONLIOBATEA.

Jng peardHIanie JaHHEX NPOUECCOR HeOOXOaHAD, YTOOL BCeM MIBIOEATENAM BLUTH HIBECTHE
napamMeTpil cxeMb @ PoBoil MoInycls, YIOmeTeEopsowme Tpebonannam 5.2,

kpoMe TOro, KasIeil noissosaTets Jose HMeThE KON MOANHCH & 0 K0 NPpoBepEH No0mHcH
(Mx,, 1), KOTOPGIE TAKME JODKHLD YIOWIETBORATE TpedoBamam 3.2

6.1 Dopuuposanse usndposoil noImHCH

g nomydenss uudponoil noanucd mog coobinenvwes M e b Heolx0IHM0 BRIOTHETE CHETYIoLUIHe
J2HCTRHA (Wary) no aaropaTsy 1.

Wiar | - BLYMCAHTE Xow-Kon coobuenus MR = M M). (14)

Ular 2 — pRMHCTHTE USR0S YHCAO o, IROWYIEAM NPeIcTABIEHHEM KOTOPOTO AKIACTCA BEKTOR &, H

OIPEIETHTL
e= o (mod g). (15)

Eciw ¢ = {, To onpenennTs ¢ = 1.
Hlar 3 — credepupoBaTe caydaiinoe (NCeplocyuainoe) uenoe qHcio &, YIORIeTROPAIOIe: Hepa-
BEHCTEY

< k< g {16)
Llar 4 — BLIYHCIHTE TOYKY 2UITHOTHYECKON Kpueol C = P 1 onpeieTuT
r=x, (mod g}, {17

rog x, — y-Koopaduata Toukd O Ecnu F = 0, TO BEpUYTECA K mary 3.
Hlar 5 — BEMHCIHTL IHAYEH HE

s= (rd + Kedmod gy {18)

Ecnu s = (b, 70 BEpHYTLCA K [ary 3.

Wlar 6 — BLMHCTHTEL TROAYHBE GEKTOPE & H §, COOTEETCTEYRIMIAE F W 5 W ONPeleldnTh Wndipomy
noanuck £ = (r|| ¥} KAk KOHKATEHAUHI) JBVX JBOHUHLX BEKTOPOR.

HexonmsivMe JaHHLIME JTOM0 NPOUecca ABNAKDTCA K104 TOINHcH ¢ 0 T0INHCLBIeMoe conbileHHe
M. 2 BEXOIHLIM PENILTATOM — UHGPOBAA MOIITHCEL

CreMarHqeckos MpelcTanieHie npouecca OpMEPOEAHHA UHQPOROH OINMHCH NPpHBEICHD HAa PiH-
CYHEE 2.
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_I'Imulmthq:um
NOAIMEN
Lisr 4 — marstonesm xa-nHE D

i

Liar 2 — BaFSACTHM AR (2 N CIpHGana-
()

L]
Ller 3 — mramwra-ne K i

¥

Imr 4 — RLFMONMLE TOWM BN W=

Pucvaox 2 — Cxenma nponecca (OpMEPOBIHHA WHPOBOE [TO00IHCH

6.2 [lposepka updiponod HOANACH
Ao npopepkl uHdgporoi noamdcH © non noavdeddby coodmeHred M ueobXoaMMo BEIMTOTHHTL

CASIVIOIHE AelcTBHA (Iaru) mo aaropuray 11

[lar | M0 OIS HHOR MOOMHCH C BRYHCIHTE LEibe YHcaa » 1 5. ECnd BLINOAHEHE HEpaBEHC TR
U<r<g 0<s< g, o nepeiiTy K cneayiomemy wary. B npoTHEHOM CIyuae NoanucE HEBSpHA.

Hlar 2 — BLIYMCIHTL XIU-K00 noaydedHorg coobwenns M

T = hi M. (19}

Lar 3 — pRMUCTATE UeA0e YHCTD ¢, IBOHYHEIM NpeJcTaklelieM KOToporo SEIAeTCA BEKTop &, H
ONpeasiIiTh
= (mod g). (200}
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Econ ¢ = (), 1O onpesendts @ = 1.

lar 4 — BRMHCTHTE 3HadenHe v = ¢ | {mod g (21}
Ilar 3 ALY MCIHTE SHRNeH M
7 = svimod @),z = —rv (mod g (22)
Hiar 6 — DEHMMCAWTE TOYKY WUTHITHYeCKol Kpuoodl C = 2 P + 2,0 i onpeileniTs
R=x, (mod g), {23)

rag x, — x-EoopodHata Toukd O
llar 7 — ecAu BLINOOHEHO PaBeHcTEO R = r, TO MOAMHCE MPHHHMASTCH, B NPOTHEHOM CIV9ae,

MOAMHCE HeBe P,
HexomHLIMKE JaHHBMH 2TOND MPOHEeccd SaNAKNTCA MoAnHcanioe coobiedde M, uniposas noInMch

; H BTN TTPORe PEH I",_.J,, d BILIXOOHLM PEIVIETATOM CEHACTENLCTED O QOCTOBEPHOCTH MIH OLHBOHHOCTH

AAMHON TIONIHCH.
CXeMITHYSCKOE NPEICTARISHME NPOUECCa NPOEEPKY UHBPOROH NOINHCH NPHEEIEHO Ha pUcyHKe 3,

Lk 1 = E A r N e
ramyeasl nogTae G

Lk § — poraMcnoHNe TOUWN SUTHN-
ool gl & = 2P + 20

W anpagenase R
Rur i -
(0RO HMREE HE
La

BlaDDAHOH DEMTIETET X
BOOEH £ CTRALMTAN sl
PEETINTETOM

Preyrok 3 — Cxesa npoucccd Mpossprd sacipomodi 1o i
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NMPHITOAHEHHE A

[cnpaBoaHoe )

JdonoanHrensubie Tepmaisl 8 obaacta BT

B sacTosiies MPRIoseHnN NPHESICHEL A0T00 HHTEIBHLE MERIVHAPOIHEE TCPMHAE, NPHMCHACMBEIE B pac-
CMETRHBACMON B CMeKHEY OlRETRY.

Al zanoumenne (padding): Jonoanense Crpoks gasHes amuHuse Gutass (HOO/M3K 101181 [6]).

Al macwrndmkannoanee gaense (dentification datay: [locnegosure bBHOCTL REMERTOR THHERX, BEUOYIR
OTARHUTENBHEE  RaeHTRpMERTOP OFREKTE, HpHHALIGEaNE ODBCKTY M MOIOIRIYEMES UM 6o OD0IHAMEHES
(HOO/ MK 148881-1 (3]

A ypageenme undipoBsil nogmmce (signature cquation) ¥pappcupc, onpelessemos yHKmEci unlposod
rognne (HOO/ MK 1488811 [3]).

A dpvaxuma npoecpen (verification function): @yHEUHA NPOUECCE NPOBSPEK, ONPEASHEMER KIRMOM TIPOBP-
KW, BBUIHKILAH B EIYECTES PEWIETETH BEYHCICHHOS  IHIYEHME CRHISTEARCTEA O ADCTORSPHOCTH  NOOIHCH
(HOO MK 148881-1 |3]).

ALS thyeakumn undiporodi moanacn (signature function s @yHKUME B nposecce OpMIPOBEHHE TOQNACH, Grpe-
ABNFEMER KIHPOM moanucn W napaserpasi coesal S0 3ma doydkuis B KAMeCTRS HOXDIHMX QRHHBX THUTYYECT
YACTE MCXOAHEY TRHHEX H, BOIMOMHO, O HPOBETE L NOCHSI0BITEN BHOCTH [CERIOCAYVLEHHELD MHCET (PaHI0MIEE-
TOR), 8 B PEIVAETATE BREUAST BTORYRY H8CTh mHcpoBoil (ourmmce.

MPHITOKEHHE b

[CHpasoYHoe )

RouTpoALHLIH npEvep

Janroe ppHAGKSHHE HOCHT COPRBOMHEE XIPAKTEp W e ARIMETCA 4acThio crandapra. [preomisane e
IHAMEHMA MAPAMETPOs §, @, b, Brog, P, o Takse 2da0eHm KoNed noanncn 8 nposepkn d 1 0 peROMesHIyeTes
HCIOMEHMETE TILKD LI8 MPORSPEN  KOPPekTHOH paboTk . KOHEPETHOH PeUiHmmn ANropHTMOE, ONHCEHHRIL B
HACTOHLLEM CTRHAAPTE.

Boe sucaonbie HasMcHMH NPHASISHE B ACCs THYHOE B IecTHAaIuATepuYH0il 3annen. Hitesui paneke B sanuen
HNCTE OOOIHIMBET OCHORIHEE CHOTEMBl CudencHud, Casmeon “4 " oB0Ha9aeT mepeHos MHCA i HOBYED CTPOKY.
Hanpusep, sannce

123484,
BTRH,,
0960202, ¢
npeacraeT uesoe wncrn 12567890, cootreTeReHE, B BECHTHYHOM B LISCTHATILE D PHE RO CHOTEMEX CHMOTEH IR,

BE.1 TMapaserpes cxemss undposoii nognHcs
Mns opueposanus B IpoBepEY WHipPOBOE TOMRACH SO0GKHE DRTE NCI0BIOBIHLD COSTYIOWRE NHAPIMETEL

fon. 5.3
B.J1 Moayvas 23JHNTHYCCKDH KpHBOd
B maHuos npusepe DEPEMETEY FIPHCBOCH CHEIVRIICE JHaE Hie:

£ = STESA0440 1 ROIR0GTT L1 TES492 504343953020 )
B3G90 3328 202820197 28T 0200395656482 1041,
= OO0 OO0 O OO0 DN ICO0OO000M043 L

B 12 KoapnuHeHTH 30IHUOTHRYECEOH KpHBOHE
B aamnos npestepe REpaMeTpil 0 05 SPRERMEAT SOV NS THEHEH HA:
a =Ty
=T
b= 4330B8TAS46TET 2TA90 576 5004 3956500 319950
211179445 103958 325200884 20035495804 1 44,
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b= SFEFF49EAASIRCET B EO22FBAFEF40503FOEOA T IFCIAS 4COCEYDAEZIBTE,
B13 MNopruok rpynne TOYEE JATHNOTHMECKDE XpHBOI
B agsnosm npusteps mapaseTp s P HEMAET COelyRmes S eH e
e = S7R960446 1 RESR00T TL 1 TEI492504 34393391,
TORIGI4583 72545062 238097 3592 [ 37631069619,
= EOCOOCEOO000R0000 000N S0FERA1ER29TH | 34T CFCIMACCEIRY,

Lld4 MNoperox UHEAUYECKDH NOArPYNO M FREYNINE TOYEKE 3AAHOTHYCCKON Kpu-
B

B apHHOM dpdseps mEpasMeTy § BpnHEMAeT CITYRMLes SHENCH e

g = STRO60446186550977 11 TH349250414 3953024,
THE29345837 2545062238097 15921 37631069619,
g = SO0B0000O00D0B0HONMOIN000000 1 50F EXATS92976 1 S4CS0CFC I 93ACCFSBS

BAS Koxbpnume nTal TOYKH 3TTHOTHUECKOR Kpneod
B masnos npesepe KOODIMHATEL TOMKA P DPHHAMAET COCIYIOME SHAUS HHS
= 21y
L = 2
¥, = HIESTH056530903 7503 354494 2293 TH59T,
THOISTIOINF 54508009097 G305 L 3431 566280, ,
¥ = SEXARANESS 14T DB DR IR0SOE 16D 19,
CHSCATFOASCAIGT | X2BMABACEATERFCE,
Bl6 KEnma noagnucwu

B EEHHOM MPHMEpS CHYHTRCTOR, YTO NOARIDBATELR OlLEEACT CACHY LN EAEMOM [TOEIMHCH i

d = 55441 190065363246 1 263 55624 1 2G4 18314,
AOSTETNAI22IA00L65T 2108097 T 50006057 525544,
d = TARADETRIBRIBEINED3ISDDAGATIOC
11 B60a 1 F4939 EEET DI SCEYRS 1 ECIBIR,
B.1.7 Knmwu nposepxu
B narnos npuMeps CHMTACTCR, WG HOALXRITET b 000 BT KOUoM nporepxr (), KOOPIMHATEL KOTOPORO IMEKTT
CACAYHILNE IHAMEHNR:

x, = 57520216 12617680844 3631 4050233380714,
I Tea3010490031 3632182806741 M 2200004859403,
X, = TEIB4OETODR6DA0DE 595 BECASR By,
BCSESESBA1DIESBTEAFRORIDBORESGFDA0E,
¥, = 1761494441921378 154330939 1949654080,
(31942662045 363630260 TOME4TES9438286 7039094,
¥y = 26F I BROD6THIDDIRSCRE 1 IANTTRY,
CBBAF4DICSIDMG2TRDEFBIOIASTFFTTDA,
B.2 Npouece duoprapoeanan mpoeoid noance {aorsperss 1)

[Myere nocne Buooasesns waros 1 — 3 oo wiroperay [ (600) ORI DOIySeEHE COSIVHILHRE SHCIOBRIE
HEMEHNA:

e = JNITIRR036T44764500 17 134001 561 5082701 3y,
(63714251 5579053 28995201 T25200 [ 408872421 |
e=2DFBCIBITIDA9ANLERCOGCSIEOEERY),
Col FCESNA2ABINIZEREGTECEMOTIBO4IEES
k= SAR54137677 34840373 1403840 1470066 192,
41504003434 020207 I 2960838 52HRI3 190233395
ko= TTOSCIBXNBCDA2IEIBCECEFAFCCY,
TROSADIEISS 14 EVSBTFERFEDY24504 DT EARS
[pea wrom kparaas Todka O = £F HMECT KODDOWHETES
x, = ZOT009R0F SR1TO5 28 TAIT 1 204983038 2569,
SOIITIAOTH943 1965 163 2GETHRI0GUI 10933395,
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x = 41AAZEDIFIABI48280C DOEDSEFEDR,
A41974053554A42 767 BEIADMIFDIODCIM3,,
¥, = 324253527R6846634TT004665 32251 T0845,),
DBS0472 1032454543268 1 12854556539274060010,,,

¥, = 45903754094 |AMMIEITB34361 DDV,
2041 T2ADSSCIESY I6DE2T695D22A6] FAE4GE,

Mapasvetp r = x, imod ) MPEEAMAST I92EHBE:
o= 207009809 1 3817952874571 20498 391825650

GO4IETILOT943 1963163 20R THR20G0 10933395,
r= 4L AATRDIF IAR 148280 C DYEDSGFEDN,
A GT 4554442 TaTBEIADO4IF DI D403,

Mapasetp 5 = (rd + k) (mod g) DPUEEMICT IHANCHRE:
= 740734002 T00R4654 1 TROZ5 310019147030,

45523704 204H)95 30 39357 1 B999 1 75515839552,
5 = 14500 BA4642A 1653023 5A0RAI 249 BC DO D3FT40B63 1 DFO2R014F0CIBFICAD,

B.3 [ponece nposeprs wndrposoi nognce {aaropatm 1)
Mycre nocne sunoaHenis waros | — 3 oo amroprrsy T 06,20 BR0 mouyueHo CAeaviiLes SHCI0BE

AHEYEHNE:

g = MTORRIE6TA4TR45 01 TI34061 5615082701 3y,
(63714251 5365328995261 T25200 4088724210
e = DFBCIBIT2DE9A T SRCOSCSIEOEEY,
Col FCESMAIAB I 2ESE6TECEMTIBO4IEES

[Mpu svom napaserp v = e~ {mod g} npususaeT 3HaMeHBe:

= 1TeRAGRIG0A030867 7 3017 1 3524000265 3,
G2TARERIOR06T 54007 | S2HR03657 24311437 8978,
v = 2TIA4EE429FR4E BCAZIEIRRO64555B B
HDABASMCTEFMSESFACEFIBITO0354C2
Mapaserprw 7; = sei{mod g} 10 75 = —rv {imod ) EpHHAMLET SHAMCHNN:

7= 37699167000 193855684105 T 293512656 1%,
R840 34519049 19426 130453 241 IT457 0999759,
7, = S3SEFEFFRBRAFTCOOABCTEZAIDF AN,
F2TDAL0TT DT HSFTAI6R2FIATOCI0 Y BAF,
T = 141T199842T34347 211251 591 TO69500TR ST,
692466558389 IRG2] 144099 3265333367 109221,
o = 32 HFBBFeDI0IOT4EC 14AFACIEEET),
EFAC4CFYFECIED I1BAE3 M D2TDAITO05,,

Touks O = 7 P + 20 HMeeT Konpa iaTs:
x, = J9TO0GR0HI 53 1 TO5 2874271 J0498 3038256904,

(422752 1T 31905 163268 T8 20592 10F353395

X = 41AATRD2FIABL4280C DOEDSOFED,
AR 9740535544276 TRESADMAF DA O3
¥oo= 3XR435552TRO8400 34T ME6053 2251 TOR450N Y,
GRO4TZI03 2454543208 1 328545505392 740609 10,

¥, = 4RO 5A0 1AM EII B340 1 DD,
I TADSRCIESGDEITAUSDAIAG | FAE4RE,
Toroa napaverp R = x, imod ) DPHEAMGEST IHAMEHNE:

B= 20THOS 001 551 7952587437 | 2049839382 5609,
(422752107994 31905 163 26ETIR20592 1933395
B=41AABDIFIABI48280:C DOEDSGFE DY,
AL19TAEFE54A4ZTRTRRIADI4IFDIFDO93
Mockoarky BRENOIHERD pLBcHCTES B = F 10 Wagiposast noAIHCE NPHHEMIETCH,
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MPHTOAKEHHE B

(LT paBOYHOe )

bubanorpadgua™

11 OO 2352-2—-76 Obpaborka Jjauuux. Caosape, Yacre 2, ApsimeTneeckie i A0THEECKHE OISRt

2] HCO/MB3K 979%—9%1 Wipopsamsonnan texaoaoriss Merons anoeres. Cresa isepomoil noamsecs ¢ BoceTE-
HEEIEHHEM SOOI H

[3] HCO/MOK 14888-1—98  Hudwopsiamsonaas rexHonorid. Meroms snpme. nppossie noanney © npsioseHn-
est. Hacrs 1. Ofwse nonoseHns

4] HCO/MOE 145888-2—99 Hugopsanmonsan rexsonoria. Meroos spnrss. ndpotee BoanscH © npaikeeHn-
e Haors 2 Mexarnain Ha 0CHOBS NOATBEPAACHUE [HOLTHHHOCTH

15] HCO/M Sk 4885-3—99 Hudwopsauponsan rexsonorud. Meroos sampme. Hnppossie monmnnen ¢ npaimeeHn-
erd. Haore 30 Mexannsval B2 ocHope copradukaTa

(6] MCO/MBK 10118-1—9 Hagopsausonnas rexaoaons. Metons saonms. Xowi-doyvaxomn. Yacms 1. OBuoe
T HHA

[7] MCOMSK 10018-2—094 Hadgopsaunonias  texnonerns. Metoas samirs.. Xsw-gwasui. Hactes 2. Xaw-
(PYHELHT © HCIOTBIOBAHHEM B-BHTHOTD GACHHOID WIORHTME WkdspanHn

(8] HCOMDE 10118-3—98. Mudopsaumonias texnonores. Meronw sampers. Xow-gpyukune. Yacrs 3. Jecarnuy-
HEE K3 -gsy HE L

(9] MCOMBE 10118-4—98  Hadgopuausorsas rexnonorns. Memogs sausme, Xow-gvacgpn. Yacrsn 4, Xoaw-
Iy HELEH, HCMOMBEIVEMIENE MOEYIRHY K APHgMETHRY

* Opurnsans mexayaapodssx cranmpros HCO/MBK —ao BHUMEKH DNocerannapra Poconn.

YK 681.3.06:006.354 ORC 35040 1455 ORCTY 5001

Forodepsle ciom: obpaboTks JanNE, Depelada Jaiie, obsen wupopuanded, coobenns, undponse
NOANHCH, TWATE HHGopMatid, GopyMeEpoBanie Uadporol NOONHCH, TPOR2PED ORQPOROH MOAmHeH.

PenakTop B 1. Qeppyow
Texnuuecxn peaactop LA Raecora
Koeppestop 8.0, Pufaice
Koumnuwrephan neperea A &, Josomoperon

M. mau, M 035354 or AT 2000 Coaane noaafiop 2800 MWL, Togowcano s nevars 2901020010 Yeanews, LE6. Yu-ponn 1,40,
Tupum 544 ses. C 219, Fae. 1022

HITK Hagareasctno cronwpapros, [0TO7TE, Mocksn, Keaogemmii nep., |4,
bt/ feww slandards ra e-mail: infiril standards.m
Hubdpara o Mazarenwerne ma [TFEM
Dpanar HMK Hagareaseree crangapron — tan. “Mockosckmi nevariane™, 3062, Mockna, Danws nep., 6.
Map ki 0RD102
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