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BBenenue

Hacrosmunii craHmapT comepsKWUT ONMCAaHWE TPOILEeCCOB (OPMUPOBAHUS U TIPOBEPKU IICKTPOHHOM
mudponoii moamucu (D1II), peannsyemMoil ¢ UCIIOJb30BAaHUEM OIEPalMil TPYIIILI TOYEK 3JUIMITUYECKON
KPUBOI, OTpeNesIeHHON Hal KOHEYHbIM MPOCTHIM IOJIEM.

Crangapt padpaboraH B3ameH ['OCT P 34.10—94. HeobGxoauMocTh pa3pabOTKK HACTOSIIIErO CTaH-
JlapTa BbI3BaHA MOTPEOHOCTHIO B MOBHIIIeHNN cTolikocTy DI K HeCaHKIIMOHMPOBAHHBIM M3MEHEHUSIM.
Croiikocts DUIT ocHOBBIBaeTCS Ha CIOXHOCTM BBIYMCIICHUSI TUCKPETHOIO Jjiorapudma B TpyIe TOoYyek
SJUIMIITUYECKON KPUBOM, a TaKXKe Ha CTOMKOCTU MCIOIb3yeMoil xam-pyHkuuu no TOCT P 34.11.

Hactosiuii ctaHmapT TepMUHOJIOTMYECKM M KOHUEINTYalbHO YBSI3aH C MEXIYHAPOAHBIMU CTaHIap-
tamu MCO 2382-2 [1], UCO/MBK 9796 [2], cepun HCO/MDK 14888 [3] —[5] u cepum
NCO/MBK 10118 [6] — [9].

[ITpumeyaHnue — OcHOBHas YacTb CTaHAAPTa AOMOJHEHA TPeMsl MPUIOKEHUSIMU:
- A — pgomoiHUTENbHBIE TePMUHBI B o6mactu OLIT;

- b — omumcanne KOHTPOJIBHOTO TIPUMEDA;

- B — nepeveHn nybnukauuii (6udauorpacdus) B odaactu DLII.
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TOCYTAPCTBEHHBIW1 CTAHJIAPT POCCUHUCKOHN ®EJEPAIIUU

HNndopmanmoHHas TeXHOJIOTHSA
KPUIITOTPA®OUYECKAA 3AIIIUTA THOOPMAIINU

IIponecchl hopMUpOBaHHS W MPOBEPKH 3JIEKTPOHHOI IH(POBOIi MOAMHCH

Information technology. Cryptographic data security.
Formation and verification processes of [electronic] digital signature

JlaTa sBenennsa 2002—07—01

1 Ob6nacTp NpuMeHeHHs

Hacrosimii cranmapt onpenesisieT cxeMy JIeKTpOHHOM 1dposoii moanucu (DIIIT) (nanee mo TekcTy —
udpoBasi NOAINCH), IpOolecChl (POPMUPOBAHMUS U MPOBEPKU LU(GPOBOIM IOANMCHU MOA 3aJaHHBIM COO00-
LEHUEM (IOKYMEHTOM), NePeaaBaeMbIM MO HE3ALIUIIEHHBIM TEJIEKOMMYHUKALMOHHBIM KaHajlaM OOILLETro
MOJIb30BaHUS B cUCTeMaX 00paboTKU MHGOPMALUKU pa3IMYHOTO Ha3HAuYeHUs.

Brenpenme mmdpoBoil Tmoammcu Ha 0a3e HACTOSIIETO CTAaHIApTa IIOBBIIIAET, IO CPAaBHEHUIO C
JeCTByOLIEN cxeMOoll 1IM(pPOBOIM MOAMUCHU, YPOBEHD 3ALLMIIIEHHOCTH TepeaaBaeMbIX COOOILEHUM OT Mo~
JIEeJOK U UCKaXKeHUA.

CraHgapT peKOMEHIyeTCsI MCIOJIb30BaTh B HOBBIX CHCTeMax o0pabOTKM MH(OpMaLUU pa3IuIHOrO
Ha3HaAYeHUsl, a TaKXKe MPU MOACPHU3AIMU NCUCTBYIOLIUX CUCTEM.

2 HopmaTuBHBIE€ CCBUIKH

B HacrosieM craHzapTe MCIOJb30BaHa CChUIKA Ha CIIEAYIOLINI CTaHIapT:
I'OCT P 34.11—94 HNudopmaimonHast TexHojorusi. Kpunrorpapuyeckas 3aimura MHOOPMALKU.
DOYHKIINN X3IIMPOBAHUS

3 Omnpenenenns 1 0003HAYECHHS

3.1 Omnpenenennst

B HacrosiilieM ctaHaapTe MCMOJb30BaHbl CEAYIOIIE TEPMUHBI:

3.1.1 nomoanenme (appendix): Ctpoka our, ¢opmupyemas u3 UUGpPOBOM MOAMNUCU U TTPOU3BOJIBLHOTO
tekctoBoro noyst (MCO/MOBK 148881-1 [3]).

3.1.2 xmou moanucu (signature key): DJIeMEHT CEKPETHbBIX JaHHbIX, CHEUMMUUHBIN LI cyObekTa U
HACTIONIB3YeMBIi TOJBKO JaHHBIM CyOBEeKTOM B TIporecce (OpMHUPOBAaHMS IIMGPOBOM IOMIMUCH
(MCO/MBK 14888-1 [3]).

3.1.3 xmou npoBepkm (verification key): DieMeHT JaHHBIX, MaTEMAaTUYECKM CBSI3aHHBIM C KIIIOUOM
MOANUCU M UCIOJb3YeMbIii TMpOBEPsIIONIei CTOPOHOW B Tpoliecce MPOBEPKU LUMPOBOI Moanucu
(MCO/MBK 14888-1 [3]).

3.1.4 mapametp cxembl DIIII (domain parameter): DjeMeHT JaHHbBIX, OOLUMI JJISI BCEX CYOBEKTOB
cxeMbl LMD POBOI NOAMUCH, U3BECTHBINM MM JOCTYITHBINA BceM 3TUM cyobekTaM (MCO/MBK 14888-1 [3]).

3.1.5 noammcanHoe coodmenne (signed message): Habop a1eMeHTOB TaHHBIX, COCTOSIINI U3 CO00-
IIEHUST U TOTIOJTHEHMS, SIBJISTIOLIETOCsT YacThlo COOOIICHUS.

3.1.6 mociemoBaTeILHOCTH NMCeBIOCHyYaiHBIX uncen (pseudo-random number sequence): ITocnemoBa-
TeJTBLHOCTD YKCe]I, TIOJyIeHHAas! B pe3yJIbTaTe BHIIIOJHEHUS HEKOTOPOTO apru(METHUECKOTO (BBIUMCINTEIh-
HOro) mpoiiecca, UCIoJb3yeMass B KOHKPETHOM CJIydyae BMECTO MOCJEI0BATEIbHOCTH CIIyYalHBIX YMCell
(MCO 2382-2 [1]).

WN3nanue odunuaibHoe
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3.1.7 moclienoBaTebHOCTh CJydYaiiHpIXx wyHces (random number sequence): IlociemoBaTenbHOCTD
qyycesl, Kaxaoe U3 KOTOPbIX HE MOXKET ObIThb Mpeacka3aHo (BBIYMCIEHO) TOJBKO Ha OCHOBE 3HAHUS
MpPeaIIeCTBYIOIINX €My YKcell JaHHou mocienoBaTeabHocTr (MCO 2382-2 [1]).

3.1.8 mpomecc mpoBepku moamucu (verification process): Ilpoliecc, B KauecTBe MCXOOHBIX AaHHBIX
KOTOPOTO MCMOJIb3YIOTCSI MOAMUCAaHHOE COO0IIeH e, KITI0Y MTPOBEPKU U rapaMeTphl cxembl DL u pesyib-
TaTOM KOTOPOTO SIBJSIETCSl 3aKJIIOUYEHUE O TMPaBWIBHOCTUM WM OIIMOOYHOCTH LMUGMPOBON MOANMCH
(MCO/MBK 14888-1 [3]).

3.1.9 mpouecc dopmupoBanusi noamucu (signature process): Ilpoliecc, B KaueCTBe MCXOAHBIX JaHHBIX
KOTOPOI'0 MCITOJIb3YIOTCSI COOOIIeHNE, KoY MoANUcH 1 napameTpsl cxembl DL, a B pe3ynbrate hopmu-
pyetcst undponast noanuck (MCO/MBK 14888-1 [3]).

3.1.10 cBumeTeabcTBO (Witness): DIeMEHT JaHHBIX, TPEICTABISIONIMI COOTBETCTBYIOLIEE TOKA3ATE b~
CTBO JOCTOBEPHOCTH (HEAOCTOBEPHOCTH) moanucu nposepsioineii cropoHe (MCO/MBK 14888-1 [3]).

3.1.11 caywaiinoe yucao (random number): Yucno, BeIOpaHHOE U3 OMNpPEIEIEHHOro Habopa vucesn
TaKUM 00pa3oM, YTO KaxI0e YUCJI0 U3 JAHHOTO Habopa MOXKET ObITh BHIOPAHO ¢ OJJMHAKOBOI BEPOSITHOCTHIO
(MCO 2382-2 [1]).

3.1.12 coobmenue (message): Ctpoka 6ut orpaHnnmdeHHoi mmuHbl (MCO/MBK 9796 [2]).

3.1.13 xam-koa (hash-code): Crpoka OWT, SIBASIIOIIASICS BBIXOAHBIM PE3yJbTaTOM X3LI-(PYHKIUU
(MCO/MBK 148881-1 [3]).

3.1.14 xam-¢pynkmus (hash-function): @yHKIIMS, 0TOOpaXKaroIas CTPOKU OUT B CTPOKM OUT (PUKCH-
DPOBAaHHOM JIMHBI W YIOBJIETBOPSIONIAs CAEAYIOIIMM CBOMCTBAM:

1) nmo naHHOMY 3HaYeHUIO YHKIMU CIOXHO BBIYMCIUTH UCXOAHBIE JAHHBIE, OTOOPaKEHHbIE B 3TO
3Ha4yeHue;

2) I 3aJaHHBIX UCXOMHBIX TAHHBIX TPYIHO HAWTHU APYrUe NCXOMHBIC TaHHBIE, OTOOpaXkaeMble C TeM
Ke pe3yIbTaToM;

3) TpyaHO HAMTU KaKylO-IT1OO Mapy MCXOAHBIX JAHHBIX C OOMHAKOBBIM 3HAUYCHUEM X3II-(DYyHKIIWMN.

IIpumeuanue— [IpumenurenbHo K obiactu DT cBoiictBo 1 mompasymeBaeT, uto no uzBecTHoi DI
HEBO3MOXHO BOCCTAHOBUTH MCXOTHOE COOOIICHWE; CBOMCTBO 2 TOApa3yMeBaeT, YTO ISl 3aJaHHOTO ITOANMMCAHHOTO
COO0ILIeHUsT TPYAHO TMomobpaTh apyroe (danbcuduuupoBaHHoe) coobuieHue, umerouiee Ty xe DLIII, cBoiicTBo 3
Mojipa3yMeBaeT, YTo TPYAHO MOm00paTh KaKyi-I1M00 Tmapy COOOIIEeHUH, MMEIOLINX OAHY M TY K& MOAIUCH.

3.1.15 [2nexTponnasi] mudposaa nmoamuch (digital signature): Ctpoka OUT, mojyueHHasl B pe3yjibTaTe
npouecca GopMUpOBaHUS TMoOANUCU. JJaHHAs cTpoka MMEET BHYTPEHHIOI CTPYKTYPY, 3aBUCSIIYIO OT
KOHKPETHOI'0 MeXaHu3Ma (pOpMUPOBAHUS MOAIKCH.

IIpuMeuyaHue — B HacrosIeM CTaHmapTe B LEISIX COXPAHEHMS] TEPMUHOJOTMYECKON IIPEEMCTBEHHOCTH C
NMEHCTBYIOIIMMHI OTEYECTBEHHBIMA HOPMATUBHBIMYM TOKYMEHTaMU U OIyOIMKOBAaHHBIMYM HAYYHO-TEXHHMYSCKUMU M3I0a-
HUSIMH, YCTAaHOBJICHO, YTO TEPMUHBI «umuGpoBas NOAMMCH> U «djeKTponHas mudposas nommuch (DIIII)» sBisioTcs
CUHOHUMAMH.

3.2 O06o3HaueHus
B HacTos1IeM cTaHgapTe UCIIOIb30BaHbI CIIEAYIOIEe 0003HAYEHMUS:
Vss6 — MHOXECTBO BCeX JBOUYHBIX BEKTOPOB IJIMHOM 256 OUT;

V. — MHOXECTBO BCEX JBOMYHBIX BEKTOPOB MPOU3BOJBLHON KOHEYHOM JJIMHBI;

Z — MHOXECTBO BCEX IIeJIbIX YHCe]T;

p — TIPOCTOE YMUCIO, p > 3;

F, — KOHEYHOe MpOCTOoe ToJie, MPEACTaRIsIEMOe KaK MHOXECTBO U3 p 1eibix uucen {0, 1, ..., p — 1};
b (mod p)— MUHMMAaJIILHOE HE OTPUIIATEJIbHOE YKCJIO, CPABHUMOE C b II0 MOIYIIIO p;

<

_ — coobuenue nonb3osarenst, M e V_;
1 I A;) — koHkaTeHauwms (06beIMHEHNE) IBYX JBOMYHBIX BEKTOPOB;
b — KO3 PUIIMEHTHI SJUIMIITUYECKON KPHUBOI;
— MOPSIIOK TPYIIIbl TOYEK DJUTMIITUYECKON KPUBOIA;
— TIOPSIIOK TOATPYIIILI TPYIIITHI TOUYEK SJUTMITUIECKOW KPUBOIA;
— HyJIeBas TOYKa 3JUTMITUYECKON KPUBOI;
— TOYKa DJUTMIITUYECKON KPUBOU Mopsiaka g;
— IIeJI0e YMCIIO — KITIOY TTIOMITHCH;
— TOYKA JJUIMOTAUYECKOMA KPUBOU — KIIHOY MPOBEPKH;
— 1upoBasi MOANMUCH NoI coobleHueM M.

N SOR YOS IR
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4 O0mme MoJIOKEHUA

OO1uenpu3HaHHas cxeMa (Moaenb) nudpooit noanucu (cM. 6 MCO/MBDK 14888-1 [3]) oxBaThiBaeT
TPpH TIpoIlecca:

- TeHepauus Kiaodeid (MOAMUCU U MPOBEPKHU);

- (dopMupoBaHUE ITOAIUCH;

- IIpoBepKa MOIIHCH.

B HacTosinieM craHpapTe Mpoliecc reHepaluuu Kiiouyei (MOANKMCU U TMPOBEPKM) HE PACCMOTPEH.
XapaKTepuCTUKH U CITOCOOBI pealn3aiuy JaHHOTO IPOoIIecca ONPEAeISIIOTCS BOBJICUCHHBIMHA B HETO CYOb-
eKTaMU, KOTOpbIE YCTAaHABIMBAIOT COOTBETCTBYIOLIME MTapaMeTphl 10 B3aMMHOMY COTIJIACOBAHUIO.

MexaHu3M LHUOPOBOI NOANKMCH OMNpenessieTcsl MOCPEICTBOM pealu3alliy IByX OCHOBHBIX ITPOLIECCOB
(cM. paszen 6):

- dopmupoBaHue moanucu (cM. 6.1);

- TIpoBepKa mommmcu (cMm. 6.2).

LudpoBas nmoanuck mpemHa3HauYeHa I ayTeHTUMUKAIIAM JIMIIA, TTOAMICABIIETO JIEKTPOHHOE CO-
oouieHue. Kpome Toro, mcnonb3oBanue DILIIT mpenoctasisieT BO3MOXHOCTh O0ECMEUUTh ClEAylolIre
CBOICTBa MpHU Iepeaaye B cCUCTEME MOANMMCAHHOTO COODIIEHUS:

- OCYIIECTBUTHh KOHTPOJb IEJIOCTHOCTH TIePeIaBaeMoro IMOAIMMCAaHHOTO COOOIIEHUS,

- J0Ka3aTeJIbHO MOATBEPAUTh aBTOPCTBO JIMIIA, MOAMKMCABILIETO COOOIIEHUE,

- 3alIUTUTb COOOLIEHUE OT BO3MOXHOU MOJIEIKHU.

CxeMaTnyecKoe MpeacTaBIeHUe IIOAMMCAHHOTO COOOIEHMST MOKAa3aHO Ha pUCYHKe 1.

[HononHeHne
A

-1

CoobLieHne M Undpposas nognuck & TekcT |

—_—

Pucynok 1 — CxeMa nmoAnMCcaHHOIO COOOIIEHMS

IToie «TekcT», MOKa3aHHOE Ha JAHHOM PUCYHKE U IOTIOTHSIONIEE MOJie «IIUMpOoBast MOAIHICH», MOXKET,
HaIrpuMep, COAepXaTh UAEHTU(PUKATOPBI CYObeKTa, MOANUCABILIEr0 COOOIIeHWE, U/ METKY BPEMEHMU.

VYcraHoBaeHHAsI B HACTOSIIEM CTaHOapTe cxema Lu¢pOBOM IIOANMCHU OOJKHA OBITh peaJn30BaHa C
WCITOJIb30BAHUEM OIEPALIAI TPYIIIBI TOYEK BJUTUNITUYECKON KPUBOU, ONPENEIeHHON Hall KOHEYHBIM IPO-
CTBhIM TIOJIEM, a TaKxKe X3II-(OYyHKIWN.

Kpunrorpaduueckass cTOMKOCTb JaHHOW cXeMbl IUGPOBOK MOANMUCHA OCHOBBIBAETCS HA CIIOX-
HOCTH pEIIeHMS 3aIa9u JUCKPETHOIO JIOTapu(MHUPOBAHMS B TPYIIIE TOYEK DILUIUIITUUYECKON KPUBOM,
a TaKXKe Ha CTOMKOCTU MCIOJB3YeMOU X3II-(QYHKIUHA. AJITOPUTM BBIUMCICHUS X3II-(QYHKINN yCTa-
HosyieH B TOCT P 34.11.

ITapameTpsl cxembl HU(MPOBOI MOAIMCH, HEOOXOAUMBbIE IJIsI €¢ (DOPMUPOBAHUS M MPOBEPKU, OIIpe-
JieseHbl B 5.2.

CraHaapT He omnpe/esieT Mpoliece reHepaluy napaMeTpoB cxeMbl LIMbpoBoit moanucu. KoHKpeTHbIi
aJropuTM (CIocod) peayiM3aliuy 1aHHOTO Mpolecca OornpenessieTcs CyobeKTaMu cXxeMbl HUGbPOBOK MOANUCH
HCXOIsT M3 TpeOOBaHUI K aIlTapaTHO-IIPOTPAMMHBIM CPEICTBAM, PEaIM3YIOIINM 3JIEKTPOHHBIN JOKYMEHTO-
000pOT.

IMudposas nmoanuck, MpeAcTaBieHHas B BUAE JBOMUYHOIO BEKTOpa JUIMHOM 512 OUT, JOJKHA BbIYMC-
JIITBCS C TIOMOIIBIO OIpeNeIeHHOTO Habopa TpaBmJI, U3JI0KEHHBIX B 6.1.

Ha6op npaBuJi, Mo3BOJSIOINX JUOO MIPUHSTh, JIMOO OTBEPTHYTh LIU(DPOBYIO MOAMUCH MO/ MOJIYy4YeH-
HBIM COOOIIIEHUEM, YCTAaHOBJICH B 6.2.

5 MaremaTuueckue COrJiameHus

st ompeneneHus cxeMbl LM(POBOM IOAMNNCH HEOOXOAMMO ONKCATh 0a30Bbie MaTeMaTUYECKUE
00BEKTHI, MCTOB3yeMble B TIpolleccax ee (OpMUPOBAHUS M TPOBEpKU. B maHHOM pasmesie yCTaHOBJIEHBI
OCHOBHbIE MaTeMaTUUYECKHeE OTpeAeeHUS U TpeOOBaHUsI, HaKJIaAblBaeMble Ha MMapaMeTpbl CXeMbl LIMDPOBOM
TOATMCH.
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5.1 MaremaTnyecKkue onpejejeHus
ITycTe 3amano mpocrtoe yucio p > 3. Torma asiunmuueckoi kpueoii E, onpeneneHHON Hal KOHEUHBIM
NPOCTHIM MOJIEM F),, HAa3bIBAETCSI MHOXECTBO TIap Yucen (X, y), X, y € F),, yIOBIETBOPSIOIIMX TOXAECTBY

y2=x3+ ax + b (mod p), (1N

rae a, b e F, u 4a° + 27h% He CPaBHUMO C HYJIEM IO MOMYJIIO p.
Hneapuanmom SJIIUTITUYECKON KPpUBOM HasbiBaeTcd BesmunHa J(E), yIoBIeTBOPSIONIAS TOXAECTBY

JE)=1728 W (mod p) . Q)

KoadpduumeHTH a, b smmmnTndyeckoil KpuBoil E, 1o M3BeCTHOMY MHBapuaHTy J(F), onpeneisitoTcs
CIIeAyIOLIM 00pa3oM

a =3k (mod p),

b=2k(mod p), tne k= e B (mod p) , J(E)# 0w 1728 . Q)

1728 — J(

ITaps! (x, y), ynoBieTrBopsitolme ToxaecTBy (1), Ha3bIBaIOTCS moukamu saaunmudeckol kpueou E; x u
¥ — COOTBETCTBEHHO X- U y-KOOPJAMHATAMU TOUYKHU.

Touku 31IMNTUYECKOM KpUBOI OyaeM obo3Havyath Q(x, y) uiau npocto Q. JIBe TOYKU 3JUIMIITUYECKOR
KPUBOI PaBHBI, €CJIM PaBHbI UX COOTBETCTBYIOLLUE X- U y-KOOPAUHATHI.

Ha MHoXecTBe BceX TOUEK 3JUIMIITUIECKON KpUBOI F BBEIEM OIEpaInio CIOXEHUsI, KOTOPYIO Oymem
0003HayaTh 3HAKOM «+». J{7s1 ABYX MPOU3BONBHBIX TOYEK Q;(X|, ¥1) U Oy(Xy, ¥,) JUIMNTUYECKONA KPUBOH
E paccMOTpUM HECKOJIbKO BapuaHTOB.

ITycte KoopauHaTel Touek Q) u O, YIOBIETBOPSIOT YCIOBUIO X # X,. B 9TOM ciyyae nx cymmoit 6yaem
Ha3bIBaTh TOUKY O;(X3, ¥3), KOOPAWHATHI KOTOPOW OINPENENSIOTCS CPAaBHEHUSMU

{ X;=A2 =X — X, (mod p) ,

A=227 (mod 4
oAy (modpy, A= (mod ). @

Ecu BbINOJIHEHBI pABEHCTBA X; = X, U ¥ = ¥, # (0, TO onpenesaumM KOOpAUHATHI TOUKU (O CIEyIOLIUM
obpazom

X3 = A2 - 2x; (mod p) , x2
rae A= mod 5
{ y3=L (X —x3) -y, (mod p) , ( p)- (%)
B ciyudae, xorma BHITIOJTHEHO YCIIOBUE X; = X, U ¥ = —), (mod p) cymmy Touek O, u O, OyneM Ha3bIBaTh

Hyaeeoi moukoti O, He oNpeesis ee X- U y-KOOpaAuHaThl. B aToM ciyuae Touka (), Ha3bIBACTCSI OMpUyaHuem
touku Q,. s HyneBoi Touku O BBITIOJTHEHBI PABEHCTBA

0+0=0+ 0= 0, (6)

rae Q — MPOM3BOJIbHAS TOYKA DJUTHITHYECKOW KpUBOi E.

OTHOCHTEILHO BBEJEHHOM OIMepalyy CIIOXKEHNS MHOXKECTBO BCEX TOYEK DJUIMITUYECKON KPUBO E,
BMeCTe C HyJIeBOM TOYKOM, 0Opa3yloT KOHEUHyIo abeieBy (KOMMYTATUBHYIO) TPYIIIY MOpSOKa m, IS
KOTOPOTO BBITIOJTHEHO HEPaBEHCTBO

p+1-2Ip<m<p+1+2p. (7)

Touka Q Ha3bBIBaETCS TOUYKOM KPATHOCTHU k, WU TMIPOCTO KPATHOM TOYKOM 3JUTMIITUIECKON KpUBOIT F,
€CJIM UTT HEKOTOPOI TOYKM P BBITTOJIHEHO PaBEHCTBO

Q=P+...+P=kP. 8
N
k
5.2 ITapamerpsl mudpoBOil MOANMUCH
IMapameTpaMu cxeMbl LUMPPOBOI TMOAMUCH SIBISIOTCS:
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- TIPOCTOE YUCJIO p — MOMAYJb SJUIMNTUIECKON KPUBOM, YIOBJIECTBOPSIOIIEe HEPAaBEHCTBY p > 2255,
BepxHsist TpaHMIIa JAHHOTO YKMCIA TODKHA OTPENeNISIThCS MPH KOHKPETHOM pean3auy cXeMbl TG POBOIt
TTOATIVICH;

- 3JIMNTAYecKas KpuBas FE, 3agaBaeMmasi cBouM uMHBapuaHTtom J(E) wiu kKoadduiumeHramu a,
b ek,

- 1IeJI0e YMCJIO m — TOPSIAOK TPYINbI TOUEK SIIMITUYECKON KpUBOi E;

- IIPOCTOE YMCIIO ¢ — TIOPSIIOK ITUKIMIECKON TTOATPYIIIBI TPYIIIBI TOUEK JTUTITHYECKON KpUBOi E,
IUTST KOTOPOTO BBITIOTHEHBI CIEAYIOIINE YCIOBUS:

m=nq,ne Z,n>21
2254 < g < 2256 ) )

- To4ka P # O 3JUIMNTHYECKON KpUBOM E, ¢ KOOPIMHATAMU (X, V,), YIOBJIETBOPSIOLIAsk PABEHCTBY
qgP = 0,

-xa-GyHKums A( - )V, — V56, OTOOpaxkarluass cooOleH s, NPeACTaBJIeHHbIE B BUAE IBOMYHBIX
BEKTOPOB IPOM3BOJILHONM KOHEYHOW UIMHEI, B TBOWYHBIE BEKTOpa UIMHEI 256 6UT. XolI-QYHKINS OIpe-
neneda B [OCT P 34.11.

Kaxnapiii moab3oBaTe b cXeMbl HUMPOBOI TTOAMKUCH HOKEH 00/1a1aTh JUYHBIMU KIIOYaAMMU:

- KJIIOUOM MOJIIMUCHU — LEIBIM YUCIOM d, yaoBaeTBopsiomnuM HepaBeHCTBY 0 < d < ¢;

- KJIIOYOM TPOBEPKU — TOYKOM SJUIUITHIECKOM KpUBOM Q ¢ KOOpAUHATAMU (X,, V,), YAOBIETBOPSIO-
et paBeHCTBY dP = Q.

Ha npuBeneHHbBIE BBIIIE MapaMeTphbl cXeMbl LIM(MPOBOIM MOANNUCH HAKJIANbIBAIOTCI CIIEAYIOIIUE Tpe-
OoBaHUs:

- JOJDKHO OBITh BBIMIOJHEHO ycioBue p' = 1 (mod ¢), mna Bcex Henblx t = 1, 2, ... B, rme B
YIOBJIETBOpSIET HEpaBeHCTBY B > 31;

- JOJKHO OBITh BBIMOJHEHO HEPABEHCTBO M # p;

- MHBapUaHT KPpUBOU JOJIKEH YyAOBIETBOPSTH yciaoBuw J(E) # 0 umu 1728.

5.3 /IBonunbie BEKTOPBI

st onpenenaeHus: mpoleccoB (pOpMUPOBAHUS M MPOBEPKM LU(GPOBOI ITOAMMCU HEOOXOOUMO yCTa-
HOBUTb COOTBETCTBUE MEXIY IIEIbIMU YACITIAMHA W JBOMYHBIMUA BEKTOPAMU JUIMHEI 256 OUT.

PaccMoTpyM citenyronmii ABOMYHEINA BEKTOp IJTMHOM 256 GUT, B KOTOPOM MJIAAIINe OGUTHI pacIiojio-
JKEHBI CIIpaBa, a cTaplliue — cjieBa

h = (0assy - 5 O), B € Vs, (10)

raoe oy, i =0, ..., 255 paBHO 1160 1, 1160 0. Bynem cuntath, YTO YUCIO O € Z coomeemcmayem JIBONIHOMY
BEKTOpPY /1, €CJIN BBITIOJIHEHO PABEHCTBO

255
oc=2(x,»2f. (11)
i=0

JIy1st ABYX IBOMYHBIX BEKTOPOB /1; U /15, COOTBETCTBYIOIMX LIEIBIM UKMCIIAM o, U B, OTIPEIETM OTEePALIMIO
Konkamenayuu (00beAVHEHUS) ClIeAyoluM oopaszoMm. TlycTb

By = (055, .. 5 ), (12)

hy = (Basss - » Bo)s

TOTIA UX OOBbEIMHEHUE UMEET BUIL

hy || By = (0ass, - 5 @y Basss - » Bo) (13)

U TIPEJCTABIISAET COOOM NBOMYHBINA BEKTOP MIMHOM 512 OUT, cOCTaBIEHHBINA U3 KOIGMOULIMEHTOB BEKTOPOB
hyn h,.

C npyroit cTopoHbl, IPUBEAEHHbBIE (HOPMYIIBI ONPEAENAIOT CIIOCOO pa3OUeHUs IBOMYHOTO BEK-
Topa A gauHOM 512 GMT Ha OBa IBOMYHBLIX BEKTOpa IJIMHOW 256 OUT, KOHKAaTeHAIMEN KOTOPBIX OH
SIBJISIETCSI.
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6 OcHoBHBIE MpPOIECCHI

B manHOM pazmene ompeaeneHbl IpoLecCchl (GOPMHUPOBAHUS M MPOBEPKMU LIM(PPOBOM MOAIUCU IIOL
COOOIIEHNEM MOJIb30BATES.

A peanuzalvu JaHHBIX MPOLECCOB HEOOXOAMMO, YTOObI BCEM I1OJIb30BATENISIM ObUTA W3BECTHBI
mapaMeTphbl CXeMbI IM(POBOI1 ITOAIKMCH, YIOBIETBOPSIONIEe TpeOoOBaHUSIM S.2.

Kpome Toro, Kaxmelil 1mojb30BaTelb TOJDKEH MMETh KITI0Y MOANMKUCH d W KITIOY MPOBEPKU TTOMIICH
O(x,, ¥,), KOTOpbIE TAKKe TOJDKHBI YIOBIETBOPATH TPEOOBAHUAM 5.2.

6.1 ®opmupoBanne nuppoBoii moamHCH

s monydyeHus nudpoBoil MoaANUCH 1oj coodlueHrueM M e V_ HeoOX0aMMO BBITIOJIHUTD CIIeIyIOIIe
JeicTBUs (11aru) Mo aaroputmy l. _

IIIar 1 — BBEIYMCAUTD X31I-KOI coobluenus M:h = h(M). (14)

Llar 2 — BBIYMCIUTD 1I€JI0€ YUCIO ¢, JBOMYHBIM NMPEACTABICHUEM KOTOPOIO SIBJIsIETCS BEKTOp /1, U
OIIpPENeINTh

e = o (mod g). (15)

Ecmu e = 0, To onpenenuts e = 1.
Illar 3 — creHepupoBaTh ciaydailHoe (MceBaocayvyaiiHOe) 1ieioe YUCIo k, YIOBJIETBOpsIIOlee Hepa-
BEHCTBY

0<k<aq. (16)
Ilar 4 — BBIMUCIIUTD TOYKY SJUTUNITIYECKON KpuBoii C = kP 1 omnpeneanTb
r=x, (mod g), (17)

rae x, — x-koopauHata Touku C. Eciau r = 0, To BepHyThCcA K ary 3.
IIar 5 — BHIYMCINTH 3HAYECHUE

s = (rd + ke)(mod g). (18)

Ecmu s = 0, To BepHYThCS K Lary 3. L

Iar 6 — BBIYUCIUTH JBOMYHBIE BEKTOPHI 7 U §, COOTBETCTBYIOLLME 7 U S, U ONPENETUTh LU(DPOBYIO
moanuck { = (r | s) KaK KOHKaTeHALMIO ABYX IBOMYHBIX BEKTOPOB.

HMcxonHbIMU JaHHBIMM 3TOTO Mpoliecca SIBSIOTCS K04 NOANMUCH d U TMOANKCHIBAEMOE COO0IeH e
M, a BBIXOAHBIM pe3yJibTaToM — LUdpoBas moanuck L.

CxeMaTuyeckoe IpencrapiieHue Inpouecca hGopMUpoBaHUs LMGPOBOI MOANKMCH MPUBEAEHO Ha PU-
CyHKE 2.



McxoaHble aaHHble
(coobueHne M un kntoy
nognucu d)

Mpouecc popmupoBaHus
noanmcu \

LWar 1 — BbluncneHne xalw-pyHKLUM

y

Llar 2 — BbluMCrieHMe OL 1 onpeaerne-
Hue e

y

Lar 3 — Bbluncnexue k

LLlar 4 — BbIMMCIIEHNE TOUKM SNNNM-
Tudeckoi kpueon C = kP, r=xs(modq)

< >

Het

LLar 5 — BbluncneHue s

Het

LLar 6 — onpegeneHue undppoBoi
nognuecu §

\ i

BbixogHow pesynbTat
(umdppoBasi nognmce)
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Pucynok 2 — Cxema mporecca ¢popMupoBaHus TU(PPOBOI TOAINCH

6.2 IIposepka nudpoBoii moaNMUCH

s mpoBepku LMdpoBoii moanucu { moj MojJy4yeHHbIM cooOlleHrueM M HeoOXOOMMO BBINIOJIHUTh
clenymoolue aeiicTBus (1aru) mo aaropurmy I1.

Ilar 1 — no nonydyeHHOW NOAMUCU { BBIYMCIUTD LieJIble YMCIA ¥ U S. ECiM BBIMOJHEHBI HEPABEHCTBA
0<r<g,0<s<g, To nepeiTu K cieaylolleMy 1iary. B npoTuBHOM cilydyae MOANMUCH HEBEpHA.

[Iar 2 — BBIYMCINTD X3II-KOJ, MOJIYYEHHOro coobieHuss M

7= h(M).

e = o (mod g).

(19)

[lar 3 — BEIYUCIUTD LIEJI0€ YUCIO ¢, IBOMYHBIM IIPEICTABICHIEM KOTOPOTO SIBISIETCSI BEKTOp /1, U
OIpeNeInTh

(20)
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Ecimu e = 0, To onpenenuts e = 1.

Illar 4 — BEMMCINTE 3HAUYEHUE V = e~ (mod g). 21)
IIar 5 — BBIYMCINTD 3HAYCHUST
Z1 = sv (mod q),z, = —rv (mod g). (22)

[Iar 6 — BBIYUCIUTD TOYKY ITUNTHYECKOUN KpuBoit C = z; P + 7,0 v omnpenenuTh
R =x, (mod g), (23)

rae x, — x-KoopauHata Touku C.

HlIar 7 — eciy BBINOJIHEHO PaBEHCTBO R = r, TO MOAINMWCH NMPUHUMAETCS, B IPOTUBHOM Ciyyae,
MOJAMNNCH HEBEPHA.

HMcxomHpIMU JTaHHBIMU 3TOTO Ipoliecca SIBJISIOTCS IToANMMcaHHoe coobleHne M, nmdpoBas IMOANMCh
{ u xio4u npoBepku (J, a BBIXOAHBIM PE3yJIbTATOM — CBUIETENBCTBO O JOCTOBEPHOCTU WM OLUMOOYHOCTHU
JAHHOM MOIIUCH.

CxeMaTnyecKoe MpeacTaBIeHHUe IIpoliecca MPOBEPKU IMMPOBOI MOAIMCH MPUBEACHO HAa PUCYHKE 3.

McxoaHele faHHble (LundpoBas
nognuck £, nony4yeHHoe coob-
weHne M un knoy
nposepkn Q)

[Mpouecc npoBepkun
noanucu \
Lar 1 — BblYMCHEHME F' 1 S 1O

nonydexHom nognucu ¢

0<r<gq Het
O0<s<gq

\ 4

Mognuck HeBepHa
Oa

LLar 2 — BbluMCneHne xaLwu-pyHKumum
nomny4eHHoro coobLueHuns M

v

Lar 3 — BbluncneHue o u
onpegenexHve e

!

Lar 4 — BbluncneHve v

'

LWar 5 — BbluncneHve z4 U Z,

!

LLlar 6 — BblYMCNEHNE TOYKN Snun-
Trdeckoi kpuson C = z,P + z,Q
n onpegeneHne R

Het

R=r
Oa

\

Moanuck HEBEpPHa

BbixogHon pesynbtat

(noanuce BepHa) Bbixoz 13 npoLiecca npo-

BEPKM C OTpULaTENbHBIM
pesynbLTaTom

Pucynok 3 — CxeMa mpoliecca poBepKU HU(POBOIl MOAMUCH
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MMPUJIOXEHHUE A
(cripaBoYHOE)

JlonoaHuTebHbIE TepMHUHBbI B 001acTu DIITT

B HacTosilieM NpuaoXeHWU MPUBEACHBI JAOMOJIHUTEIbHbIE MEXIYHAPOIHbIE TEPMUHbI, TPUMEHSIEMble B pac-
CMaTPUBACMOM M CMEXHBIX O0JIACTSIX.

A.1 3amomnenne (padding): lomosHeHWe CTPOKU AaHHBIX JuTHUMK outamu (MCO/MBK 10118-1 [6]).

A.2 unenrudukanuonnnie nannbie (identification data): IlocnemoBaTelbHOCTH 2JIEMEHTOB AaHHBIX, BKIIIOYAS
OTJIMYUTENbHBIN MAeHTUhUKATOp O00beKTa, MpUHaLIexallasi oO0beKTy W UCIoJib3yemas Uisi ero 0003HauyeHMs!
(MCO/MBK 148881-1 [3]).

A.3 ypaBuenme uudpoBoii moammcu (signature equation): YpaBHeHue, omnpenensemMoe (yHKiuen 1nubpoBoi
noanucu (MCO/MBK 148881-1 [3]).

A.4 ¢ynakuona npoBepku (verification function): PyHKIIMS TIpoliecca TPOBEPKH, ompeaesisseMas KIIIOYoM TTpOBep-
KW, BbIJAIOIIAsl B KayecTBe pe3yJbTaTa BbIYMCICHHOE 3HAUeHWE CBMIETEILCTBA O JAOCTOBEPHOCTH MOAMUCHU
(MCO/MBK 148881-1 [3]).

A.5 ¢yskousa mugposoii moagmucu (signature function): @yHKIMS B Tipoliecce (GopMUPOBAHUS TIOAIUCH, OTIpE-
nessiemMast KJao4doM nonnucu v napamerpamu cxembl DI, Dra dyHKIMS B KauecTBe MCXOAHBIX AAHHBIX IMOJIy4YaeT
YacTbh UCXOJHBIX JaHHBIX U, BOZMOXHO, (hopMUpOBATE/b MOCIEA0BATEILHOCTH MCEBIOCTYYaHBIX Yhces (paHAoOMuU3a-
TOp), a B pe3y/bTaTe BhIIACT BTOPYIO YacTh LIU(MPOBOIA MTOAMKCH.

MPUIIOXEHUWE b
(crpaBouHOE)

KoHTpoJbHblii npumep

JaHHOe TpWIOXEHMEe HOCUT CIIPABOYHBIN XapaKTep M He SIBJISeTCsl JYacTbio craHmapra. [IpMBogmMMBbie HUXKe
3HAYeHUs] MapameTpoB p, a, b, m, g, P, a Takke 3Hau€HMsl KJIOYed MOANMUCU U MpoBepKU d U Q peKOMEHIyeTcs
HCIIOIb30BaTh TOJBKO JJIST TPOBEPKU KOPPEKTHOM pabOThl KOHKPETHOW peayn3allid ajJTOPUTMOB, OMMCAHHBIX B
HACTOSIIIIEM CTaHAapTe.

Bce uncnoBbie 3HaYeHUST TPUBEACHBI B IECATUYHON U LIECTHAAUATEPUYHON 3anucu. HYXHUIT MHAEKC B 3aMUCH
yucjia 0003HauYaeT OCHOBaHME cucTeMbl cuucieHus. CumBoa “\\” 0003HayaeT MepeHOoC Yuciia Ha HOBYIO CTPOKY.
Hanpumep, 3anmch

12345\\
678904
499602D2 ¢

TpeacTaBisieT mesnoe yncio 1234567890, cOOTBETCTBEHHO, B ASCATUYHOM W IIECTHAAIIATEPUYHON CUCTEMaX CUMCIICHUS.

B.1 ITapameTpnl cxembl HU¢POBOii NOANMCH

Hnst hopMupoBaHMST M TIPOBEPKU ITUMPOBON MOANMUCU TOJKHBI OBITh MCITOJIB30BAHBI CIICAYIOIIME TTapaMeTPhI
(cMm. 5.2).

b.1.1 Moaynp 21AUNTUYECKOUN KPUBOH

B naHHOM npuMepe mapaMeTpy p MPUCBOEHO creylollee 3HaUeHUe:

p = 57896044618658097711785492504343953926\\
634992332820282019728792003956564821041
p = 8000000000000000000000000000000000000000000000000000000000000431 4

b.1.2 KoodPuuumeHTH SAITUNTUYECKON KPUBOU
B naHHOM mpumepe mapaMeTpbl @ U b TPUHUMAIOT Cleaylole 3HAUYEHUSI:
a="T
a = 716
b = 43308876546767276905765904595650931995\\
942111794451039583252968842033849580414
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b = SFBFF498AA938CE739B8E022FBAFEF40563F6E6A3472FC2A514COCE9DAE23B7E ¢

b.1.3 IlopsgsogoK TpynImb TOYEK DIJIUINTUUYECKONW KPHUBOU
B naHHOM npumepe mapameTp m NPUHUMAET Cledylollee 3HaUeHUe:
m = 5789604461865809771178549250434395392\\

7082934583725450622380973592137631069619;
m = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B34

b.1.4 TTopssnoK HUUMKIMYECCKON MOATPYINNBl TPYMNMBl TOUYEK BIAJTUNTUUYECKON KpHU-
BO#
B maHHOM TIpuMepe TapaMeTp ¢ IpUHUMAET cIeaylollee 3HaUeHUe:
q = 5789604461865809771178549250434395392\\

7082934583725450622380973592137631069619,
g = 8000000000000000000000000000000150FE8A1892976154C59CFC193ACCF5B3 ¢4
b.1.5 KoodduumeHTs TOUYKM BAIUNTUYECKOMN KPUBOM
B nanHOM mipuMepe KOOpAMHATHI TOUKU P MPUHUMAIOT ClIeAyIolIe 3HAYEHUS:
X, = 210
Xp = 216
¥, = 40189740565390375033354494229370597\\
75635739389905545080690979365213431566280,
¥, = 8E2A8A0E65147D4BD6316030E16D19\\
C85C97F0A9CA267122B96ABBCEA7ESFCS ¢

B.1.6 Knwouy nognucu
B JaHHOM TIpUMEpPE CYUTAETCH, YTO IOJIL30BATEb OOJIANAET CIAELYIOLIMM KIIKOUOM TOANUCHU d.
d = 554411960653632461263556241303241831\\

96576709222340016572108097750006097525544,
d = 7TA929ADE789BBIBEI0ED359DD39A72C\\
11B60961F49397EEE1D19CE9891EC3B28,¢

b.1.7 Knou npoBepkKk#u
B naHHOM mpuMepe curTaeTcs, YTO MOoJb30BaTeNlb 001aaeT KIUYOM MPOBEPKU O, KOOPAMHATHI KOTOPOrO UMEIOT
clIeayIole 3HaYCHUST:
x, = 5752021612617680844363140502333807 1\

176630104906313632182896741342206604859403
x, = TF2B49E270DB6D90D8595SBEC458B5\\
0C58585BA1D4EIB788F6689DBDSES6FDS0B ¢
Vg = 17614944419213781543809391949654080\\
031942662045363639260709847859438286763994
Vg = 26F1B489D6701DD185C8413A977B3\\
CBBAF64D1C593D26627DFFB101A87FF77DA ¢

B.2 IIpouecc ¢opmupoanusi nudposoii noanucu (aaropurm I)
ITycth mocie BbimonHeHUs wwaroB 1 — 3 mo amroputMmy I (6.1) ObLIM TMOMyYeHBI CIEAYIOLINE YKUCIOBBIE
3HAYCHUS:

e = 2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421
e = 2DFBCI1B372D89A1188C09C52EOEE\\
C61FCES52032AB1022E8E67ECE6672B043EES 4
k = 538541376773484637314038411479966192\\
41504003434302020712960838528893196233395,,
k= 77105C9B20BCD3122823C8CF6FCC\\
7B956DE33814E95B7FE64FED924594DCEAB3 ¢
IIpu stom KpaTtHast Touka C = kP uMeeT KOOPIWHATHI:
X, = 297009809158179528743712049839382569\\
90422752107994319651632687982059210933395,,

10
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x, = 41AA28D2F1AB148280CD9EDS6FED\\
A41974053554A42767B83AD043FD39DC0493 4
V. = 328425352786846634770946653225170845\\
06804721032454543268132854556539274060910,

¥, = 489C375A9941A3049E33B34361DD\\
204172AD98C3E5916DE27695D22A61FAE46E ¢

IMapameTp r = x. (mod ¢) NpUHUMAET 3HAYEHUE:
r=297009809158179528743712049839382569\\

90422752107994319651632687982059210933395,,
r=41AA28D2F1AB148280CD9EDS6FED\\
A41974053554A42767B83AD043FD39DC0493 ¢

IMapametp s = (rd + ke) (mod ¢) npuHUMAeET 3HAYCHHUE:
s = 57497340027008465417892531001914703\\

8455227042649098563933718999175515839552;
s = 1456C64BA4642A1653C235A98A60249BCD6D3F746B631DF928014F6C5BFIC40,4

b.3 Ilpouecc nposepku uudposoii noanucu (aaropur™ II)
Ilycth mocie BbImodHeHUs 1maroB 1 — 3 mo anroputmy II (6.2) ObLIO MONy4YeHO CIEOyIOlee UYHMCIOBOE
3HaYEHMUE:!

e = 2079889367447645201713406156150827013\\
0637142515379653289952617252661468872421
e = 2DFBCIB372D89A1188C09C52EOEE\\
C61FCES52032AB1022ESE67ECE6672B043EES ¢

ITpu 5ToM mapametp v = ¢! (mod ¢) mpUHUMaeT 3HAYCHIE:
v = 176866836059344686773017138249002685\\

62746883080675496715288036572431145718978
v = 271A4EE429F84EBC423E388964555BB\\
29D3BAS3C7BF945ESFAC8F381706354C24¢

ITapametpbl z; = sv (mod g) 1 zp = —rv (mod ¢) TPUHKUMAIOT 3HAYEHUSI:
73 = 376991675009019385568410572935126561\\

08841345190491942619304532412743720999759,,
z1 = 5358F8FFB38F7C09ABC782A2DF2A\\
3927DA4077D07205F763682F3A76C9019B4F 4
25 = 141719984273434721125159179695007657\\
6924665583897286211449993265333367109221,
2 = 3221B4FBBF6D101074EC14AFAC2D4F7\\
EFAC4ACFIFECIEDI11BAE336D27D5276654

Touka C = z; P + 70 MeeT KOOpJAMHAThI:
X, = 2970098091581795287437120498393825699\\

0422752107994319651632687982059210933395,
x, = 41AA28D2F1AB148280CD9EDS6FED\\
A41974053554A42767B83AD043FD39DC0493 4
Y. = 3284253527868466347709466532251708450\\
6804721032454543268132854556539274060910;
¥, = 489C375A9941A3049E33B34361DD\\
204172AD98C3E5916DE27695D22A61FAE46E ¢

Torna mapamerp R = x, (mod ¢) MpMHUMAaeET 3HAYEHUE:
R = 2970098091581795287437120498393825699\\

0422752107994319651632687982059210933395
R = 41AA28D2F1AB148280CD9EDS6FED\\
A41974053554A42767B83AD043FD39DC0493 ¢
ITockombKyY BBIITOJHEHO PaBeHCTBO R = r, To UMbpoBast MOANKUCH TPUHUMAETCSI.
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